
U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D.C. 20535 

April 1,2011 

MS. JENNIFER EFF/LYNCH 
STAFF ATTORNEY 
ELECTRONIC FRONTIER FOUNDATION 
454 SHOTWELL STREET 
SAN FRANCISCO, CA 94110 

Subject: COMMUNICATIONS COMPLIANCE WITH FBI 
ELECTRONIC SURVEILLANCE FROM JANUARY 1, 2006 

FOIPA No. 1154593-000 

Dear Ms. Lynch: 

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5, 
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure, 
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was 
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked 
below and explained on the enclosed Form OPCA-16a: 

Section 552 Section 552a 

8(b)(1) 8(b)(7)(A) •(d)(5) 

8(b)(2) •(b)(7)(B) DQ(2) 

8(b)(3) 18 U.S.C., Sections 3123 8(b)(7)(C) • (k)(1) 

and 2516 8(b)(7)(D) °(k)(2) 

8(b)(7)(E) •(k)(3) 

• (b)(7)(F) • (k)(4) 

•(b)(4) •(b)(8) •(k)(5) 

8(b)(5) •(b)(9) •(k)(6) 

»(b)(6) • (k)(7) 

289 pages were reviewed and 161 pages are being released. 

• Document(s) were located which originated with, or contained information concerning other 
Government agency(ies) [OGA]. This information has been: 

• referred to the OGA for review and direct response to you. 

• referred to the OGA for consultation. The FBI will correspond with you regarding this 
information when the consultation is finished. 

B You have the right to appeal any denials in this release. Appeals should be directed in writing to the 
Director, Office of Information Policy, U.S. Department of Justice, 1425 New York Ave., NW, 
Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days 
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly 
marked "Freedom of Information Appeal." Please cite the FOIPA Number assigned to your 
request so that it may be easily identified. 

• The enclosed material is from the main investigative file(s) in which the subject(s) of your request was 
the focus of the investigation. Our search located additional references, in files relating to other 
individuals, or matters, which may or may not be about your subject(s). Our experience has shown, 



when ident, references usually contain information similar to the information processed in the main file(s). 
Because of our significant backlog, we have given priority to processing only the main investigative file(s). 
If you want the references, you must submit a separate request for them in writing, and they will be 
reviewed at a later date, as time and resources permit. 

B See additional information which follows. 

Sincerely yours, 

David M. Hardy 
Section Chief 
Record/Information 

Dissémination Section 
Records Management Division 

Enclosures 

This is an interim release. More documents will be mailed to you once they are processed. 



EXPLANATION OF EXEMPTIONS 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 

(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 
policy and (B) are in fact properly classified to such Executive order; 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the 
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for 
withholding or refers to particular types of matters to be withheld; 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation 
with the agency; 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement 
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person 
of a right to a lair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal 
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or 
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled 
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security 
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law 
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such 
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or 
physical safety of any individual; 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 
the regulation or supervision of financial institutions; or 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

(j)(2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce 
crime or apprehend criminals; 

( k ) ( l ) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 
policy, for example, information involving intelligence sources or methods; 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or 
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/heridentity 
would be held in confidence; 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant 
to the authority of Title 18, United States Code, Section 3056; 

(k)(4) required by statute to be maintained and used solely as statistical records; 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 
information pursuant to a promise that his/her identity would be held in confidence; 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the 
release of which would compromise the testing or examination process; 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person 
who furnished the material pursuant to a promise that his/her identity would be held in confidence. 

FBI/DOJ 
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Summary of 4/13 meeting on communication-identifying information Page 1 of2 

DiClemente, Anthony P. 

From: 

ALL INFORMATIOH CONTAINED 

HEREIN 15 UNCLASSIFIED 

DATE 02-11-2011 BY 65179/DHH/BAW/STP/bl3 

Sent: Friday, April 16, 2010 3:02 PM 

To: ^DiClemente, Anthony P.; Sabol, Sherry E. 

Subject: RE: Cable roaming agreements 
Thx. That's what I thought. 

b6 
b 7 C 

From: DiClemente, Anthony P. 
Sent; Friday. April 16, 2010 2:59 PM 

^To< ^ | Sabol, Sherry E.;| 

Subject: Re: Cable roaming agreements 

Anthony DiClemente 
Chief, Data Acquisition/Intercept Section 
Operational Technology Division 
Federal Bureau of Investigation 

Office 
Mobile 

b2 
h 6 
blC 
•b7E 

From:[ 
To: Sahnl. Sherry F.: DiClemPnte. Anthony P.;[_ 

Sent: Fri Apr 16 14:12:43 2010 
Subject: FW: Cable roaming agreements 

What does this mean for Going Dark? 

b2 
.b6 
hlC 
"b7E 

Fromf 
Sent: Friday. April 16,2010 9:4G_AM 
To:f fOLP) (SMO): 

(ATF); 
Î Œ M ) ; 

] 
TCRMIlf 

m : 

](SMO);[ 

iDEA-US);| 

ÏCRMÏÏ 
IfNSD) fSMOif 

KODAG) (SMO)J 
m s m 

KSMO); DiClemente. Anthony P.; 
T & M y If CRM): 

kuSACAN)j If PEA-US'): 
lfSMO)f 

J ( S M O ) i 
J j M D ) C fSMO):l 

I IfATF) 
Subject: Cable roaming agreements 

KDEA-USÏÏ 
H 

JCUSMS);[ 

K S M O ) l 

TUSAËOÏÏ Sabol, Sherry E.; 
lfSMO).r 

rOLP)(SMO);l_ 

h 6 
hlC 

All, 
Below is an interesting piece of news from Communication Daily: 

New York area Comcast, Time Warner Cable and Cablevision broadband subscribers will be 
able to use each company's public Wi-Fi service when traveling, the companies said. "Cable 

4/19/2010 EFF/Lynch-1 



Summary of 4/13 meeting on communication-identifying information Page 2 of2 

providers interconnecting Wi-Fi services so customers can roam freely across networks is an extremely 
meaningful and transformative development," said John Bickham, Cablevision president of cable and 
communications. "This agreement - the first of its kind and, we believe, the first of many — combines 
the reach and the value of our respective WiFi deployments and delivers fast and free wireless Internet 
access that stretches across the market, at a time when consumer demand for mobile data is exploding." 

b 6 

•b7C 

4/19/2010 

EFF/Lynch-2 



From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

(OTP) (FBI) 

DICLEMENTE, ANTHONY P. (OTD) (FBI) 
Friday Rpntamhpr 1H 901 n 4:23 PM 

|(OTD) (FBI) 
Kb: Update-Due COB 9/8/10 

Thx. 

ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 02-11-2011 B Y 65179/DHH/BAW/3TP/b1s 

b2 
h6 
b 7 C 

Anthony P. DiClemente 
Chief, Data Acquisition / Intercept Section 
Operational Technology Division 

( 

From: I jfQTD) (FBI) 
Sent: Thursday, September 09, 2010 1:27 PM 
To: DICLEMENTE, ANTHONY P. (OTD) (FBI) 
Subject: RE: Update-Due COB 9/8/10 

i>2 
UNCLASSIFIED b5 
NON-RECORD be 

b7C 
blE 

Here are the meetings 

NfWftmhftr 30 9nr)<f 

May 18.201 of 

September 08, 2010 [ 

From: j |(OTP) (FBI) 
Sent: Wednesday, September 08,2010 5:35 PM 
To: DICLEMENTE, ANTHONY P. (OTD) (FBI) b2 
Cc: | | (OTD) (CON) b5 
Subject: RE: Update-Due COB 9/8/10 b6 

UNCLASSIFIED 
NON-RECORD 



b 2 

b 5 

h 6 
blC 
hl E 

From: 
Sent: 
To: 
Cc: 
Subject: 
Importance: 

loTDÌ rCQNi 
Wwlnpsriav. Spntwnhpr 08, 2010 7:58 AM 

I) (FBI) 

Update-Due LÜH W H 
High 

J(OTD) (FBI) 
a 

UNCLASSIFIED 
NON-RECORD 

uc 

b2 
b 5 

b 6 

b 7 C 

b 7 E 

Please provide a status update on this measurable result for SC DiClemente. Deadline COB today 9/8/10. 

Thanks, 

I I 
DAIS Executive Administrative Assistant 
Dnpratinnal "'"^'jnology Division 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

EFF/Lynch-4 



From: 
Sent: 
To: 

[ (OTP) ( F B I ) 

I (OTD) (CON) 
Monday. September 28. 2009 9:51 AM 

Subject: 
(OTD) (FBI)l 

IfQTDi fFBIV nini FMFNTF ANTHONY P. (OTD) (FBi);[ 
Irm-m ìfrivI \(otd) fFBn 

HQTBHFBftJ |fQTBV(eeN-^ 
J(ÖTD) (EE11 

RE: Summary of 9/24/09 Conference Call 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

FYI - No data was received over the weekend. 

ALL INFORMATION CONTAINED 

HEREIN 15 UNCLASSIFIED 

DATE 02-11-2011 BY 65179/DMH/BAW/STP/bl3 

b2 
b3 
b6 
b 7 C 

b 7 E 

Data Intercept Technology Unit 
Iwork 
bell 

From: 
Sent: 
To: 
Cc: 
Subject: 

T ](OTD) (FBI) 
Friday, September 25, 2009 4:19 PM 
DICLEMENTH. ANTHONY P. ÇOTD) (FBI)J* 

I _JOTP) (FBI),t 
Summary of 9/24/09 Conference Cal{_ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

IfOTDHFBDC 
10TD)(CON)J 

OTD) (FBI) 
OTD) (CON) 

land myself held a conference calif 
b 2 
b3 
b 6 
b 7 C 
b 7 E 

|lf there is any significant development during the weekend, they will contact me on my blackberry 
and I will forward to you. 

EFF/Lynch-14 



[OTP) (FBI) 

ALL INFORHATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DA-EE 02-14-2011 B Y 65179/DHH/BAW/STP/b1s 

From: 
Sent: 
To: 
Subject: 

DICLEMENTE, ANTHONY P. (OTD) (FBI) 
Thursday. September 24. 2009 12:22 PM 

[OTD) (FBI) 
Update 09-24 

UIULCIVICIN I E, MIN I nUINT t 
Thursday. September 24. 2C 

r j o T 
REI solution -

h2 
b6 
b 7 C 

b 7 E 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Absolutely. 

Anthony P. DiClemente 
Chief, Data Acquisition / Intercept Section 
Onpratinnal Tprhnnlnn» niwicinn 

From: 
Sent: 
To: 
Subject: 

1ÖTD) (FBI) 
I nursaay, beptember 24, 2009 12:19 PM 
DICLEMENTE. ANTHONY P. (OTD) (FBI) 
REj ¡solution - Update 09-24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I think we're good. I see on the schedule they have nothing for the weekend. They'll need to explain that also. 

From: 
Sent: 
To: 
Cc: 
Subject: 

DICLEMENTE, ANTHONY P. (OTD) (FBI) 
Thursday. September 24, 2009 12:17 PM 

_ _ j £ Q I D ) DID) (FBI) 
KOTD) (FBI) 

jspiuQon - Update 09-24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

L ] 
Let me know if you would like me to participate in the call. 

Anthony P. DiClemente 
Chief, Data Acquisition I Intercept Section 
Operational Technology Division 

From: 
Sent: 
To: 
Cc: 
Subject: 

]0TD) (FBI) 
Thursday, September 24, 2009 11:44 AM 
DICLEMENTE. ANTHONY p. (OTD) (FBI) 

I form (FBI) 
FWj [solution - Update 09-24 

EFF/Lynch-15 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Tony, 
- b e e faetewJ" 

]So the conversatior£ 
] 

] is having with them today is definitely timely. 
> 

S/L Chief Advisor 
Data Network Collection 
vJ 

b2 
b 6 

b 7 C 

b 7 E 

Subject: 

From: | IfOTDI ÌCON1 
Sent: Thursday, September 24, 2009 11:24 AM 
To: p i r a rrnNM rmro ÍFRTI 
Cc: lOTD) (FBI)I _ _ ~~IfOTm ÍFRT1; li 

ffHM |rOTDHCONl:P OTD) (FBI) 
Jolution - Update 09-24 

U(OTD) (FBQC ](OTD) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Update far 09-24-09/ H :00am J 

Updates to follow. See previous background of issue below. 

I Data Intercept Technology-Unit 
work 
cell 

From: 
Sent: 
To: 
Cc: 
Subject: 

Monday. September 2 
OTD) (CON) 
2009 2:29 PM 

LIOTDHCOW:r~ 
I p T D ) (FBI) J 

Jsolution - Update 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

JÖTDT 
ÎESIL 

LOTD) (FBI) b2 
b 6 

b 7 C 

b 7 E 

EFF/Lynch-16 



SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

EFF/Lynch-17 



} 0 T D ) (FBI) 
DECLASSIFIED BY 65179/DHH/BA¥/STP/bls 

OH 02-11-2011 

From: 
Sent: 
To: 
Subject: 

[ ](OTD) (FBI) 
Friday, January 30, 2009 3:28 PM 

I , . I(OGC) (FBI) 
RE.I | 

SESGFT/ZNOFORN 
RECORD 415" 

hZ 
b 6 
= b 7 C 

b7E 

IG pass mis iMó on. 

I^The list their Senior VP and General Counsel as 
J m not sure who the SC is calling but we might want 

From: I l(nry) (frt) 
Sent: Frirfav. laniiarv 7(VW PM 
To: L _ Z _ _ Z _ _ J O T D ) (FBI) 
Subject: RE: I I 

S^gftÉTZZNOFORN 
RECORD 415 

Okay - it sounds from the e-mail you sent me on ASKCALEA that they are using 

From: JoTD) (FBI) 
Sent: Friday. January 30. 70pq 3:00 PM 
To: I IfOGn (FBI) 
Subject: RE. I I 

SEeRgT/ZNOFORN 
RECORD 415 

] Maybe that will tell us something. 

From: I Ifncr) (FRT) 
Sent: Friday, January 30,2009 2:34 PM 
To: | " . IfOTD^ (FBI) 
Subject: REJ | 

S&5Rgf//N0F0RN 
RECORD 415 

I don't know - but they are saying they are. Unless they come up with something better than this 
lamej |they may be trying to hide the fact that they really don't have one in place - or 
don't know how to use it - or it doesn't work. That's part of why I wanted NSLB to ask them point 
blank whether do and what standard they are following. 

Part of that was to scope out CALEA compliance, but another reason was to give NSLB/DOJ ammo 
for their motion - they can say that these guys are just refusing to do the intercept, when it should be 
quite simple since they maintain that they are CALEA com^jip^t. 



b2 

From: I I (OTD) (FBI) 
Sent: Friday. January 30.2009 2:31 PM t^'z, 
To: I , • tOGC) (FBI) b / h 

Subject: REq 

5E6RET//N0F0RN 
RECORD 415 

This is bizarre. Do you think they really have a CALEA solution? 

From: | |(OGC) (FBI) 
Sent: Friday. January 30. 2009 2:28 PM 
T o : I • • IOTP) (FBI) 
Subject: REl] | 

gE8Rgf//N0F0RN 
RECORD 415 

I forgot to mention that baid that the reason thall Isaid it wouldn't provision the order 
has something to do with land that 
was unduly burdensome (or something like that) - we apparently told them| I 

but they didn't budge. I did 
not quite understand the 2 second issue, but maybe I'll know more once I talk to SC) 

From: | ICOTD) (FBI) 
Sent: Friday, lanmrv If! 70(13 2:17 PM 
To: I IfOGQ (FBI) 
Subject: RE:| j 

7/NOFORN 
RECORD 415 

I have been ignoring the fact that no one seems to understand CALEA let alone safe harbor. And have been 
concentrating on getting to the right people to coordinate an effort. I think you are in the right place now. 
Thanks 

From: I IfOGO (FBI) 
Sent: Friday. January 30. 2009 2:12 PM 
To: I • , l(OTD) (FBI) 
Subject: RE| 

SE&RET//NOFQRN 
RECORD 415 

I'm on a conference call right now, but I spoke toj [a little while ago -1 gave her a quick and 
dirty on CALEA, safe harbor, FCC enforcement and better explained some ofl Icomments. 
From what I understand] }s just refusing to do the intercept AT ALL, so as far as I know right 
now, they are not really saying it has to do with whether they are or not CALEA compliant. 
SC is supposedly going to call| ~|one more time to see if he can get them to do the intercept -
told her to see if he could get anything out of them as to whether they have a CALEA solution in 
placej |She said that she 
and her SC would reach out to me/us before they doing anything with DOJ in terms of filing a motion 
if they are planning raise CALEA. 

EFF/Lynch-26 



BTW, it seems likel land those in this chain may be misunderstanding the terms "safe harbor" 
but we can address that later.... 

From: I IfOTD) (TBI) 
Sent: Friday. January 30. 2009 1:45 PM 
T°1 _] KfiSQ-tEBix. 
Subject: ' HWj | ^ 

S f e e R g T / Z N O F O R N 
R E C O R D 4 1 5 

b2 
b6 = 
b7C 
b7E 

Here is another email trail. Could| ~]be. afraid to let us in to get this thing going because when we do we will find out 
they have no CALEA solution? Is that plausible? 

From: | IfOTD) (CON) 
Sent: Friday, January 30. 2009 12:49 PM 
To: I [OTP) (FBI) 
Subject: Hfl/:| 1 

S f e g ^ E T Z / N O F O R N 
R E C O R D 4 1 5 

From: I tOTP) fCON) 
Sent: Friday, January 30, 2009 10:49 AM 
To: I , If OTP) (CON) 
Subject: ' hWj I 

7 N O F O R N 
R E C O R D 4 1 5 

I U a t a intercept Technology-Unit 
work 
:ell 

From: 
Sent: 
To: 
Subject: 

TO (FBI) 
hi<Ky, January 3u, 2009 10:29 AM 

I lOTDI (CON) 
FW< I 

^EgRgfzZNOFORN 
R E C O R D 4 1 5 * 

Wednesday 1/28/2009 11:05 PST 

TelecommTinications Specialist, Phoenix Division 
hesk 
nohilft 

EFF/Lynch-27 



From: I tPXI fFBll 
Sent: Fririav. taniarv I f ) 2009 8:26 Af 
To: I . , (FBI) 
Subject: RE: I I 

S^BRÉT/ /NOFORN ~ ~ B 2 ~ 
RECORD 415 B6 

b 7 C 
b 7 E 

Wednesday. 

From: I l(PX) (FBI) 
Sent: Frirtav. lani larv ^n 7f)nq 8:13 AM 
To: I , , kPX) (FBI) 
Subject: T E l | 

' /NOFORN 
RECORD 415 

What day? 

I I 
Telecommunications Specialist, Phoenix Division 

desk 
Imnhilft i 

From: I l(PX) (FBI) 
Sent: Thursday. January 29, 2009 2:4? 
To: | , , (FBI) 
Subject: FWi I 

SEFE^ET/ZNOFORN 
R E C O R D 415" 

Here you go! 

From: | fcPX) (FBI) 
Sent: I hursday, January 29, 2009 2:45 PM 
To: I ~ ~ ~ ~ ~ |PX) (FBI) 
Subject *TWn I 

SBSRET/ZNOFORN 
RECORD 415 

From: I tPX) (FBI) 
Sent: WPrinefriav. lani iarv 7R 7nnq T14 PM 
To: I , , fcCTD) (FBI) 
Subject: REj | 

EFF/Lynch-28 
SfeggET/ZNOFORN 1 

RECORD 415 



Warrant was served to| fet 11:05 PST, by SA| | b7c 
b 7 E 

From: I l(CTD) CFBI1 
Sent: Wednesday. Januar/ 28, 2009 9:27 AM 

l(PX) (FBI) j |(OGC) (FBI)I l(OGC) (FBI) To: 
Ce ^ , TfPXTTFBÜ^ ETDTrrDir" 

Rtq | Subject: 

~SBgWSl t fNOFORN 
R E C O R D 415 

In order to claim safe harbor, aren't they required to provide us the data on their own, obviating the need for us to install 
our own equipment? 

From: I l(PX) (FBI) 
Sent: Wednesday, January 28.2009 11.18 AM 
To: I • | (CTD) (FBI)I toGn (FBI)| |(QGC) (FBI) 
Cc: 
Subject: 

I — T _ ) (CTD) (FBI) I rnor. 
I , - , ITPX) (FBI); I If CTD) (FBI) 

I 
7 /NOFORN 

R E C O R D 4 1 5 

I just verified with ERF thatl lhas not complied with the request. According to ERFJ 1 
I Ithev are claiming "safe harbor" relative to 
tne m i installing our own equipment oq property. 

From: I I (CTD) (FBI) 
Sent: Wednesday, January 28,2009 8:42 AM 
To: I KP*) (FBI);L (OGC) (FBI)J KQGC) (FBI) 

(CTD) (FBI) 
TO: —I£EX) (FBI); L—_ 
C c : 1 l(PX) (FBI^L 
Subject: RE:| I 

S E f e i ^ X / / N O F O R N 
R E C O R D 415 

The I guess the next step is to call, and then notify FCC and/or file a contempt motion. I think that part of the problem is 
that the time they have to comply provides some wiggle room, and they are taking advantage of that. I lalso said thev 
were claming safe harbor, but I don't see how that helps them in the end| | 

From: I KPX) (FBI) 
Sent: Wednesday. January 28. 2009 10:36 AH. 

- • ( C T D ) (FBI);| 
_ P ) (FBI)J 

^ t z z r 

- , l(QGQ (FBI) J IfOGC) (FBI) 
JOTRFBI) 

To: 
Cc: 
Subject: 

S E & ^ E T / Z N O F O R N 
R E C O R D 415" 

Two things first, they already have the EA comfort letter which was served last week, so compliance and data flow should 
already be moving if the technical capability exist. Second, the orders went out yesterday, sd fchould be serving the 
today at the latest. I guess I'm confused as to why we are allowinql Ito ignore an EA signed by the AG and then 

, aqg'n allowing them mors timR to comply with a court order. If.l they are CAl EA mmnliantl 
I (then ERF should be able to get the data| 
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From: 
Sent: 
To: 
Cc: 
Subject: 

I Ifcrm (FBn 
Wednesday, January 28. 2009 8:16 AM 

— J ( O G C ) (FBI);!"" 
_ _ F P X ) (FBI ) ; I ^ I 

SE&RgJV/NOFORN 
REGQRD415 

IOGC1 (FBLF 
_TCTD) (FBI) 

}PX) (FBI) 

b 2 

b 5 

b 6 
b 7 C 

b 7 E 

All, 
I just spoke tc 
CALEA comp 

r 
iant 

Iregardingf 3ion-compliance with the EA: Apparently,! Ihas said they are 
jAccording td 

Ithev havehad ample time to get up to s peed f 

J Let 
me know how you want to proceed. 
Thanks, 

SSAf 
CTD/ITOS 1/Team 1 

Office 

^Secure 
Blackberry 

LX1, 4S-104 

HE ERIVEu FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreian Counterintelligence Investigations 
[ E 
i E 

CE 

•CLASSIFY ON: 20340128 
:CRET7/NOFORN 

•RIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreian Counterintelligence Investigations 
C 

S : 

D 

•CLASSIFY ON: 20340128 
.CR017/NOFORN 

•RIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreian Counterintelligence Investigations 
D 
Si 

Di 

•CLASSIFY ON: 20340128 
:CRtT//NOFORN 

RWED FROM: G-3 FBI Classification Guide G-3, dated 1/97. Foreign Counterintelligence Investigations 
DI 
SE 

DE 

CLASSIFY ON: 20340128 
CRET//NOFORN 

RIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence Investigations 
DE 
SE 

D i 

•CLASSIFY ON: 20340128 
CRET//NOFORN 

: 5IVED FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence Investigations 
DE 
SE 

DE 

:< ILASSIFY ON: 20340128 
( RET//NOFORN 

.FIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence Investigations 
DE .C LASSIFY ON: 20340128 
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SECRETZ/NBFORN 

DEI EIVED I ROM: G-3 FBI Classification Guide G-3, dated 1/97. Foreign Counterintelligence Investigations 
DE< ¡LASSI -Y ON: 20340128 
SE< :RET//> IQFORN 

DE! WED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DE< :LASaiFY ON: 20340128 
SE( RET/iNOFORN 

DEF IVEu FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
PE( LASSIFY ON: 20340128 
SEC 

DEF 
DEC 

RETf/NOFORN 

WED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
LASSIFY ON: 20340128 

SEC RET//NOFORN 

DEF IVgP FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DEC LdSSIFY ON: 20340128 
SEC RAT//NOFORN 

PER \|ED FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence Investigations 
DEC .ÄSSIFY ON: 20340128 
SEC 3ET//NOFORN 

DER VED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DEC IASSIFY ON: 20340128 
SEC HET//NOFORN 

DEF VED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
D E ( 
SEC 

-ASSIFY ON: 20340128 
IET//NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECUVSSIFY ON: 20340128 
SECRETV/NQFQRN" 

DHRl >/ED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DttCl ASSIFY ON: 20340128 
SffCI IET//NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFY ON: 20340128 
SECRET//NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFY ON: 20340128 F F F / I h 

SECRET//NOFORN cr r /Lyncn-o i 



DffRlyED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations 
DBCLi/VSSIFY ON: 20340128 1 

SEfcftETZZNOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97. Foreign Counterintelligence Investigations 
DFfl-ft-SftlF¥"ON*--?fl340128 
SECKETZZNOFORN" 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
D E ] V S S I F Y ON: 20340128 
s i j ET//NOFORN 
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I O T D H F B I ) 

DECLASSIFIED BY 65179/DHH/EA¥/STP/bls 

ON 02-14-2011 

From: 
Sent: 
To: 

Subject: 

Attachments: 

} 0 T D ) (FBI) 
Wednesday. December 09. 2009 1:51 PM 

J ( O T D ) (FBI) 
FW: Going Dark 

[OTD) (FBI).vcf 

UNCLASSIFIED b 2 

NON-RECORD b 6 

:b7C 

Is this sufficient? 
• , 

SSA| 
Unit Chief 
Data Intercept Technology Unit 

From: I ITOTDI (FBI) 
Sent: Wednesday. December 09, 2009 1:34 PM 
To: I I (OTD) (FBI) 
Subject: RE: Going Dark 

IIMPI m i F I F B -
fiinn nrrnnn « T V - rt 

^ ^ j i o t t n ^ b 6 

Case :1 

b 7 C 

b 7 E 

informed that the (DITU) solution could provide this data and DITU would be able to install their equipment as long as 
DITU was allowed access to the network. At that timd |said they would have to speak with their legal for guidance 
and would be in touch. On the return call they stated mat the only collection they could provide wasl ~ V h i c h would 
required additional paperwork for the! Idata and that the option of the DITU putting equipment in thel I 
network was in fact not an option at all. At this point legal discussions took place between land FBIHQ, and on 
06/01/2009| implemented their own solution and the data was then obtained. As a result, 26 days of pertinent 
data was not received. 

Case 2: 

This case was a FISA that was signed onl land served on the provider] iThe provider had a 
CALEA solution but it did not work. The DITU offered to install ifs collection equipment to effect the collection. The 

I llegal department would not allow the FBI to install equipment on their premise. Before the legal issues were 
resolved,! was able to get their CALEA collection solution working. As a result, the FBI lost 60 days of collection 
data. 

Case 3. 

This was a criminal case that was instituted in 2008. The provider, | |was server a PRTT and had a CALEA 
solution in place. Their solution did not prov ide] - _ information that was requested in the order. 
After two months of not being able to resolve the issue! finally allowed the DITU to install their equipment to 
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effect the collection. As a result two months of collection data was lost. 

SSAI 
OTD/piTU 
Deskl I 
Blackberry! I b2 
S T l i I b6 
Help Deskl I b7c 

OTD) (FBI).vcf (.!. 

From: I If OTP) (FBI) 
Sent: . Warlnanlatf nanember 09, 200911:07 AM 
To: | |[OTD) (FBI) 
Subject: FW: Going Dark 

UNCLASSIFIED 
NON-RECORD ^ b 6 

b 7 C 

SSAj 
Unit Chief 

^Data Intercept Technology Unit 

From: I |[0TD) (FBI) 
Sent: 1 WMn«aaV. U toMW 09.200911:06 AM 
T o j I l(OTD) (FBI) 
Subject: Going Dark 

UNCLASSIFIED 
NON-RECORD 

b 6 
b 7 C 

The Director's Office is preparing a presentation on Going Dark to DOJ next Weds. The DO has asked for examples on 
the following: 

"provide details on instances in which providers resisted FBI going on the premises to monitor or put-in-place technology 
for intercepts, the number of days/weeks of lost collections, the outcome" . 

Can you provide me some examples today? 

Thanks, 

UNCLASSIFIED 

UNCLASSIFIED EFF/Lynch-34 



UNCLASSIFIED 

UNCLASSIFIED 
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(OTP) (FBI) 

DECLASSIFIED B Y 65179/DMH/BAW/STP/bls 

ON 02-11-2011 

b 2 
b 5 

to 6 
b 7 C 

_ b 7 E 

From: 
Sent: 
To: 

DICLEMENTE, ANTHONY P. (OTD) (FBI) 
Monday. Mav 04. 2009 11:50 AM 

I I (OTP) (FBI); SABOL, SHERRY E. (OGC) (FBI)[ 
m i t t i i a : ! » 

Ccr 

Subject: 
L_KOTD) (FBI) r 

RE: CALEA Enforcment not being fully implemented 

Sherry, 
Given the time that has lapsed and the current inability of| p implement a functional collection capability, I would 
like to know specifically what| |is doing to address the current deficiency. To advise us to wait until "mid-june" at 
this point is insufficient. 

The FBI needs to presj linto identifying specifically what actions they are taking to ensure they will have a 
functional collection capability by "mid-june". 

From 
: Mc 

(OTD) (FBI) 
SentfMonday, May 04, 2009 12:25 PM 
To; SABOL SHERRY E. (OGC) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI):I |(OTD) (FBI) 

_ tOGC) (FBI);! , l(OGC) (FBI);| |(OTD) (FBI) 
Subject: RE: CALEA Enforcment -] ¡Orders not being fully implemented 

^ E S R E T 
RECORD CALEA 

Yes we are aware that they have told us for some time that a| Solution is forthcoming. I I 
| w e w e r e a w a r e that they have been working 

towaras a solution. However we have been working with them since eariy november and have had continued contact with 
them since that time, i 

| pnouia we let yet 
anuuier earner get Dy wiinoui any suDsiantiai penalty tor not naving a capaouity it seems to only make the penalty for a 
provider not having a capability laughable. So based on the below I guess we will stand by until June and see what they 
come up with. 

From: SABOL, SHERRY E. (OGC) (FBI) 
Sent: Thursday, April 30,2009 3:49 PM 
To: 
Cc: 

froTD) (FBI); DICLEMENTE ANTHONY P. (OTD) (FBI);| froTD) (FBI) 
IfQGG iFBIji ""ItQGC) (FBI) 

Subject: FW: CALEA Enforcment -| prders not being fully implemented 

RECORD CALEA 

Thoughts on this?| ^re you aware of this solution^ 

From: | |(QGC) (FBI) 
Sent: Thursday, April 30, 2009 3:27 PM 
To: SABOL, SHERRY E. (OGC) (FBI) 
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Subject: FW: CALEA Enforcment ] jprders not being fully implemented 

RECORD CALEA 

DOJ has a promise from| |counsel that a solution will be J 
checks in three weeks on their progress. 

[ 
HQ 
LX: 

Pgrl 

1 
b2 
b5 
b6 
b 7 C 

'b7E 

From: 
Sent: 
To: 
Subject: 

:OGC) (OGA) 
luesaav. ApnTTS. 2009 6:23 PM 

JOCCUEBII 
RE: CALEA Enforcment 

RECORD CALEA 

][0GC) (OGA) 
Drders not being fully implemented 

After discussing withl loutside counsel today, he called back to report that they have a working solution £ 

as early as the end ot May, probably no later than mid-June. 
Ivhich should close the collection gap. They estimate that process may be completed 
Hy nc 

From: 
Sent: 
To: 
Subject: 

OGC) (FBI) 

l(OGQ rnftflVl IfOGCI (OGA) 
RE: CALEA Enforcment -| brders not being fully implemented 

RECORD CALEA 

I'll confirm with OTD. 

From: 
Sent: 
To: 
Subject: 

luesday, AprïïT 
OGC) (OGA) 
¿2009 1:16 PM 

RE: CALEA Enforcment 
JOGQiQSàlII 
entj |Oi 

][OGC) (FBI) 

SfefBgT 
RECORD CALEA 

rders not being fully implemented 

We met with them fairly recently 
tell from the information provided below, out lustto be clear about what the scope of the problem is, it looks like the issue 
is witf 

Jjoined us for the meeting) and I don't believe the issue came up. It's hard to 

hC J right? 
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LOGC) (OGA) 
Sent: Monday. April 20. 2009 9:49 PM 
To: | l opn r m n - r 

Subject: RE: CALEA Enforcment \ prders not being fully implemented 

RECORD CALEA 

hZ 
hb 
b6 
b7C 
b 7 E 

J- please let me know it tnis has come up in any of your discussions witq_ 

happy to discuss tomorrow. 

counsel 

From: 
Sent: 
To: 
Subject: 

toGC 
"3359 3: 

OGC) (FBI) 
24 PM Monday. April 20. 

I KOGQIQGFLLI 
FW: CALEA Enforcment f 

](OGC) (OGA) 
prders not being fully implemented 

Sperar. 
RECORD CALEA 

The attached document is a list of FISA orders fo f Jhat apparently they have not been able to fully implement. It 
is apparently a persistent problem. Our own attempts to assist have resulted in only partial coverage. Pursuant to CALEA 
legislation, they are supposed to maintain a means of executing these orders which they apparently cannot do. We are 
going to need to come up with a plan to address this shortcoming including some type of court action. Take a look at the 
list, we can talk about it tomorrow. 

7 m 
LX 

Pgri[ 

1 

From: 
Sent: 
To: 
Ca 

Subject: 

SABOL, SHERRY E. (OGC) (FBI) 
Monday, April 13,200911:47 AM 

toGQ (FBI);]" 
IJOTD) (FBlJJ 

•(OGC) (FBI) 
JO f(OTD) (FBI)J~ 

(OGCÌ (FBI): THOMAS. MARCUS C (OTD) (FBI): DICLEMENTE ANTHONY P. (OTD) (FBI): 
I IfQTDI (FBIlf 

L(OGC) (FBI); CAPRONI. VALERIE E. 
' , ¿OTP) (FBI); 

ran frai^ J(CD)(FBl)J l!CD) (FB!)|~~ 

CALEA Enforcment | prders not being fully implemented 

RECORD CALEA 

DITU has compiled a list of FISA dockets with orders for 
these targets are usincj Ifor which 

at the FBI has been unable to fully implement. All of 
oes not have a functioning CALEA solution. OTD has 

been working with the company, but OTD's solution will only capture a portion of the data to which we are entitled, 
depending on what browser the target is using. 

Please let me know how NSLB and NSB would like to proceed regarding FBI attempts to implement these 
orders. , 
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Thank you. 

« File: Problems with mplementation.doc » 

b2 
b6 
b 7 C 

b 7 E 

DERIVED FROM: Multiple Sources 
DECLASSIFY ON: 2(0340403 
SECRET 

DERIVED FROM: 
DBCLASSIFY"5T 

lultiple Sources 
20340403 

ÎRET 

DERIVED FROI 
DECLASSIFY^ 
SECRET 

1: Multiple Sources 
N: 20340403 

DERIVED FROM: Multiple Sources 
DECLASSIFY ON: 20340403 
SECRE1 

DERIVED^tfROM: Multiple Sources 
DECLASSIFY ON: 20340403 
SECRET 

DERIVED FROM: Multiple Sources 
DECLASSIFV ON: 20340403 
SECRE 

DERIVED FROM: Multiple Sources 
DECLASSIFY ÇN: 20340403 
S E C F 

DERIVED FROH 
DEuLASSIFYOf 
SECRET 

Multiple Sources 
20340403 

DËRIVED FROM: 
DECLASStFYON": 
SECRET 

lultiple Sources 
10340403 
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i 2 I 2 ì £ 2 ! L 

DECLASSIFIED B Y 6S179/DHH/BA¥/STP/bls 

OH 02-11-2011 
b 2 

b3 
• b 5 

b 6 

b 7 C 

b 7 E 

From: 
Sent: 
To: 

Cc: 
Subject: 

](OTD) (FBI) 
Thursday, April 30, 2009 4:47 PM r 
SABOL, SHERRY E. (QGC) (FBI);| 
ANTHONY P. (OTP) (FBI)f 

I _ — ^ n g s c w ^ h r 
u r n 

RE: CALEA Enforcment 

ÎOTD) (FBI); DICLEMENTE, 
)j Li™) 

J(OGC) (FBI) 
Orders not being fully implemented 

RECORD CALEA 

Sherry, 

I put this together with DITU's input to answer your question regarding 
answers your question posed t q _ _ _ J 

pearlier email and I think it 

Furthermore, we are getting data onf 

^ t a r g e t s that we have" 
collected data on. it appears that we have gotten all the the target data, but it is difficult to tell with certainty because! 

appears we are not collecting data on| Imported data usage. 

It is interesting that] counsel is telling DOJ that they should have a solution by end of May to mid-June. This is 
the last of a series ot idol promises. We have already been promised end of March, mid-April, and end of April. 

From: SABOL, SHERRY E. (OGQ (FBI) 
Sent: Thursday Anril 2009 3:49 PM 
To: 
Cc: 
Subject: FW: CALEA Enforcment 

t o i l » (FBI); DICLEMENTE. ANTHONY P. (OTD) (FBI)] KOTP) (FBI) 
HQGQ (fbi)I "Troca (FBI) 

ment -j prders not being fully implemented 

RECORD CALEA 

Thoughts on this^ 
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From: 
Sent: 
To: 
Subject: 

[(OGC) (FBI) 
Ö720 Thursday, April 30,2009 3:27 PM 

SABOL, SHERRY E. (OGC) (FBI) 
FW: CALEA Enfbrcment j prders not being fully implemented 

SECftgf^ 
RECORD ^ALEA 

b 2 
b6 
b 7 C 
b 7 E 

DOJ has a promise from| counsel that a solution will be fashioned no later than mid-June. I'll make sure that DOJ 
checks in three weeks on their progress 

[ 
hq3 
LX: 

Pgr! 

From: 
Sent: _ 
To: 
Subject: 

I JoGC) (OGA) 
Tuesday. April 28. ?009 6:23 PM 

JfOGQ (FBI): 
Kb: CALüA Entorcmeht 

CT 

I 

JOGQ(OGA) 
Drders not being fully Implemented 

RECORD CALEA 

After discussing with| Outside counsel today, he called back to report that they have a working solution[ 

as early a ^ 
Which should close the collection gap. They estimate that process may be completed 

From: 
Sent: 
To: 
Subject: 

](OGQ (FBI) 
Tuesday. April 21. 2009 6:26 PM 

RE: CALEA Enfbrcment 
joGOfflfifiii 
xment-l 

ICQGQ (OGA) 
Jorders not being fully implemented 

SECRET' 
'RECORD'CALEA 

I'll confirm with OTD. 

W 
LX] 

p g t 

From: I ITQGrt (OGA\ 
Sent Tuesday. April 21.20091:16 PM 
To: | tOGO fOGA î tOGQ (FBI) 
Subject: Rt: CALEA Enforcment \ prders not being fully implemented 

S E S K f C 
RECORD CALEA 

We met with them fairly recently I j o i n e d us for the meeting) and I don't believe the issue came up. It's hard to 
tell from the information provided below, but just to be clear about what the scope of the problem is, it looks like the issue 
is with) "Tight? 
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From: 
Sent: 
To: 
Subject: 

"I fcoGQ (OGA) 
Mqnfay, APfil ÜOi Zft09 9=49 PM 

1 i.L . xi LX L j. ^(CXfP f F B n (TTT - -RE: CALEA Enforcment -j prders not being fully implemented 

b 2 
b 5 
h 6 
b 7 C 
b 7 E 

lOGC) (OGA) 
rrully in 

~SB6RET" 
RECORD CALEA 

_ j - please let me know if this has come up in any of your discussions with 

]• happy to discuss tomorrow. 

counsel. 

From: 
Sent: 
To: 
Subject: 

I J(OGC) (FBI) 
Monday. April 20. 2009 3:24 PM 

[ ~ IfOGO (OGA)J toGQ (OGA) 
FW: CALEA Enforcment ̂  ¡Orders not being fully implemented 

RECORD CALEA 

The attached document is a list of FISA orders for ¡thai apparently they have not been able to fully implement. It 
is apparently a persistent problem. Our own attempts to assist have resulted in only partial coverage. Pursuant to CALEA 
legislation, they are supposed to maintain a means of executing these orders which they apparently cannot do. We are 
going to need to come up with a plan to address this shortcoming including some type of court action. Take a look at the 
list, we can talk about it tomorrow. 

"HUT 
LX 

Pgr 

1 

From: 
Sent: 
To: 
Cc: 

Subject: 

SABOL, SHERRY E. (OGQ (FBI) 
Monday. April 13.2009 11:47 AM 

"IfOGO (FBI)C 
¡JOTD) (FBI)E 

lOGC) (FBI). 
J(C J(OTD) (FBI)C 

); THOMAS. MARCUS C (OTP) (FBI); DICLEMENTE, ANTHONY P. (OTP) (FBI); 
I l(QTD) (FBI)j ITCTPÌ (FBI)J 

(CD) (FBI);| ICD) (FBI);| tCD)(FBI);| 

Ï OGQ (FBI); CAPRONI, VALERIE E. 
lfOTD)(FBI); 

liCTP) (PPI); 

JOGC) (FBI) 
(OGC) (FBI);[ 

CALEA Enforcment -j prders not being fully implemented 

SEGRgf 
RECORD CALEA 

DITU has compiled a list of FISA dnnkets with orrters foH Tthat the FBI has been unable to fully implement. All of 
these targets are usingl I for whichl froes not have a functioning CALEA solution. OTD has 
been working with the company, but OTD's solution will only capture a portion of the data to which we are entitled, 
depending on what browser the target is using. 
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I I 
Please let me know how NSLB and NSB would like to proceed regarding FBI attempts to implement these| | 
orders. 

b2 
Thank you. k7E 
Sherry. 

« File: Problems with Implementation.doc » 

ÎRIVED FROM: Multiple Sources 
CLASSIFY ON: 20340403 

DERIVED FROM: flultlpie Sources 
DECLASSIFY ON:'20340403 
SECRET 

DERIVED 
DECLASSI 
SECRET 

DERIVED FI 
DECLASSI 
SECRET 

DERIVED 
DECLASSI 
SECRET 

: Multiple Sources 
20340403 

Multiple Sources 
ON: 20340403 

: Multiple Sources 
20340403 

DERIVED FROM: Multiple Sources 
DECLASSIFY QN:\20340403 
SECRE 

DERIVED FROM: Mùltiple Sources 
DECLASSIFY ON: 2Û340403 
SECI 

ile Sources 
9403 

DERIVED FROM: Mu» 
DECLASSIFY ON: 203 
SECRET 
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l o T D i m . 

DECLASSIFIED B Y 65179/DMH/BAU/STP/bls 

OH 02-14-2011 

From: 
Sent: 
To: 

Cc: 

Subject: 

SEef tgT / /NOFORN 
RECORD 415 

THOMAS, MARCUS C. (OTD) (FBI) 
Thursday .lunfi ?4 ?n i0 3-16 PM 

I . . I(OGC) (FSQl 
(FRI)i l(DO) (FBI) 

l i D O ) ( O G A ) ; [ 

M l i l T i 

v. - v . * D O ) (FBI) 
ÏÏDO) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI)£ 

] (DO) 

Efi lLCÔPRONI, VALERIE E. (OGC) (FBI); SABOL, SHERRY E. (OGC) 
_ k O G C ) (FBI):I 

( C f Ö) (FBI)L 
(OGC) (FBI) 
RE: Dfq 

KÖGC) (FBI ) f 
_ Z Z j ( C D ) ( F B Ì ) T 

KCTD) (FBI] 
J D I ) ( F B I ) f 

]fQGC) (FBI ) f 

J 
^Roundtable on Going Dark 

b 2 

b 5 
b6 
b 7 C 

b 7 D 

b 7 E 

Marcus C. Thomas 
Assistant Director 
Qperatipnal Technology Division 

From: 
Sent: 
To: 

Cc: 

Subject: 

I i 0 G Q (FBI) 
Thursday. June 24, 2010 2:25 PM 

I l(DO)(OGA): THOMAS, MARCUS C. (OTD) (FBI)J 
I (DO) (FBI) 

](D0) (FBI);[ I d O ) (FBI);| I 

(OGC) (FBI); SABOL, SHERRY E. (j 
I DO) (FBI); DICLEMENTE. ANTHONY P. (OTP) (FBI): PAGLINO. MARYBETH (OTP) (FBI): CAPRONI. VALERIE E. 

SHERRY E. (OGO (FBIV.I fOGQ (FBI);! 
TOGO (FBD:|^ ÏCTD) (FBI). I ECTD) fFBIii 1(1 

RE: Dft|_ 
l w j ( F B i ) i 

Roundtable on Going Dark 
1(ÖGQ (FBI) 

~ S E 6 R E f / / N 0 F 0 R N 
RECORD 415 

Thanks . 

From: I |(DO)(OGA) 
Sent: Thursday. June 24.2010 2:24 PM . . . . 
To: I l(OGC) (FBI); THOMAS, MARCUS C. (OTD) (FBI)] l(DO) (FBI);| |(DO) 

(FBIM KDO) (FBI) 
Ce I l(DO) (fen: DICLEMENTE. ANTHONY P. (OTD) (FBI):! IfOTD) (FBI): CAPRONI. VALERIE E. 

(OGC) (FBI): SABOL. SHERRY E. (OGC) (FBI) j KOGQ (FBI)i „ [(OGC) (FBI)i I 
7 fOGC) (FBI)J (CTD)(FBI)j KÒTP) (FBI)! ~tCD)(FBI): 
3 p F B I ) : i l/ÓéflfFBD 

Subject RE: Dfl| I Roundtable on Going Dark 

SEfcr tEP/NOFORN 
RECORD 415 EFF/Lynch-44 



Thanks. 

b2 
b5 
b6 
b7C 
b 7 D 
b 7 E 

From: | |(OGC) (FBI) 
Sent: Thursday, June H 20fO 2:18 PM . 
To: I kDOKOGA); THOMAS, MARCUS C (OTD) (FBI)J |(DQ) (FBI):! tDO) (FBI):I I 

I |(D0) (FBI) _ 
Cc: 1 KDO) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI):] KOTO) (FBI); CAPRONI, VALERIE E. 

lOGu (FBl)J _ _ tOGQ ( F B I ) j — (OGQ (FBI): SÄBOL SHERRY E. (OGC) (FBI);! 
tOGQ (FBI):I |(CTD) (FBI)J l(CTD) (FBI):I l(CD)(FBI); 

rDI)(FBI)l KOGQ (FBI) 
Subject: RE: Dfj Roundtable on Going Dark 

SFESR^T/ZNOFORN 
RECORD 415~ 

_ _ | |(DO)(OGA) 
Sent: Thursday, June 24, 2010 2:05 PM . . 
To: THOMAS. MARCUS C. (OTD) (FBI);| IOGC) fFBIi:! I(DO) (FBI)j pO) 

(FBIVI ItXfl (FBI) , 
ce: I Iron) (FBI); DICLEMENTE. ANTHONY P. (OTD) (FBI)J l(OTD) (FBI): CAPRONLVALERIE E. 

(OGQ (FBI); SABOL, SHERRY E. (OGQ (FBI)! "TOGC) (FBI): I ' If OGQ (FBI): I I 
I ~ l ( O G q ( F B I ) j I (CTP) (FBI);I KCTD) (FBI)i l(CD)(FBI); 
I KDI)(FBI):I KOGQ (FBI) 

Subject: RE: Dftl |Roundtable on Going Dark 

^SfeREJV/NOFORN 
RECORD 415 

Thanks. 

« File: Going Dark TPs 062410.doc » 

From: THOMAS, MARCUS C (OTD) (FBI) 
Sent: Thursday. June 24,201011:15 AM _ _ _ _ _ _ _ , . 
To: 1 , IfOGQ (FBI)i fDO)(OGA):l fDO) fFBI)j [DO) (FBI);| | 

I JfDO) (FBI) 
fDO) (FBI); DICLEMENTE. ANTHONY P. (OTD) (FBI)I Witm mm- CAPRONI. VALERIE E. 

(OGC) (FBI); SABOL, SHERRY E. (OGP(FBI):l W i m i n l I (OGC) (FBnJ I 
TOGQ (FBI):I Ki t ) ) (F6D1 |(CTD) (FBJ KCD)(FBI); 
FB I ) r |[OGQ (FBI) 

Cc: 

Subject: RE: Dft| poundage on boing nane 
EFF/Lynch-45 



S Ì C R E T Z / N O F O R N 
R E C O R D 41S 

Marcus 

Marcus C. Thomas 
Assistant Director 
Dnpratinnal Technology Division 

b 2 

b 5 

b 6 

b 7 C 

b 7 D 

b 7 E 

From: 
Sent: 
To: 

Ca 

Subject: 

LOGC) (FBI) 
Thursday. Jupe 24, 2010 10:46 AM _ 

DO)(OGA); THOMAS, MARCUS C. (OTD) (FBI)! 
lZûûllEBI) 

RDO) (FBI); DICLEMENTE, ANTHONY P. (OTP) (FBI);[ 

](DO)(FBD;| ]DO) m C 

(OGQ (FBI): SABOL SHERRY E. (OGQ (FBI)f 
(FBI)j 

RE: DF£ 

sjCRfiT/ZNOFORN 
R E C O R D 415 

I Z S K ™ ) : 
toundtable on Going Dark 

, J(CTD) (FBI);[ 
](OGC) (FBI) 

IÎÛSEŒEE 
](CTD) (FBI)* 

VOTD) CFBIÌ: CAPRONI. VALERIE I 
»PI I 
](CD)(FBI); 

loGCHFBT 

From: 
Sent: 
To: 
Cc: 

Subject: 

](DO)(OGA) 
Tuesday, June 22,2010 5:32 PM 
THOMAS. MARCUS C (OTD) (FBI)[ ](DO)(FBI)[; 

](DO) (FBI); DICLEMENTE. ANTHONY P. FQTDI RFBÏÏF 
"ITDOÌ fFBn 

(QGÇ) (FBI); $AP9L SHERRY È. (OGC) (FBI)L 

RE: D C 

l(OGCHFBD-r 
l M ) ( F B I ) £ 

^Roundtable on Going Dark 

Z](CTD) (FBI)i 
JOGC) (FBI) 

OGCHFBIM 

iDO) (FBI) 
kOTP) (FBI); CAPRONI, VALERIE E. 

yOGC) (FBn^ I 
_KCTD) (FBI);| |(CD)(FBI); 

S Ë & R g f / / N O F O R N 
R E C O R D 4 1 5 

EFF/Lynch-46 



From: 
Sent: 
To: 
Cc: 

Subject: 

THOMAS, MARCUS C. (OTD) (FBI) 
Tuesday. June 22, 2010 4:42 PM 

I m n y r v w r J(DO)(Q( 

:5ABQL, 

UDO) (FBI);[ iDOHFBnr 
(DO) (FBI); NM FMFMTF ANTHONY P OTTO RMN-F 

SHERRY E. (OGC) (FBI)i KOBCi (FBnJ 
|(CTD) (FBI)j 

RE: DftL 

_ _ J 0 G C ) (FBI);[ 
JMXFBI) 

J(CTD) (FBI); 

rPO) (FBI) 
bTD) fFBIÌ: CAPRONI, VALERIE E. 

j(OGC) ( F B I ) ; L Z ^ ] 
JCD)(FBI); 

on Going Dark 

§EEREF/ /NOFORN 
RECORD 415 

b2 
b 5 

b 6 
b 7 C 
b 7 D 

b 7 E 

Marcus 

Marcus C. Thomas 
Assistant Director 
Operational Technology Division 

From: 
Sent: 
To: 
Cc: 

Subject: 

IFDQVOGA^ 
3¡uesdasUuoe22-2pio 3:49 PM 

KDO) (FBI)f H(DO) (FBI)C (FBI) 
IDO) (FBI); THOMAS, MARCUS Ç. (OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI)l 

"^SE 
DRQ 

SfeSt^F/ZNOFORN 
RECORD 415 

(OTP) (FBI): CAPRONI, VAI£BIEE_£ÜGC1ÍEBÜLSÁ] 
I froGQ (FBI)J 

3(CDXFBDJ 
jRoundtable on Going Dark 

SHERRY Ej (OGQ (FBI)f 

JDQTFBI) 
OGQ (FBI)FF' IfCTD) (FBI)J 

VOGO (FBD£ 
J(CTD) 

'inariKS. 

« File: Going Dark TPs 062210.doc » 

DERIVED FROM: Multiple Sources 
DECLASSIFY ON: 2035*622 
SEÇRET/ /NOFORN 

DERIVED KROM: Multiple Sources 
DECLASSIFYUN: 20350622 
SECRET/ /N6F0RÑ" 

• R P / E D F DERIVED FROM: Mùltiple Sources 
DECLASSIFY ON: 20350622 
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CRET//NOFORI 

DËR1VED FROM-jMultiple Sources 
DECLASSIFY ON: 20350622 
SECRETZZNOFORN" 

DERIVED FROM: Multiple Sources 
DECLASSIFY ON: 20350622 
SECRET/ZNOFORN 

ÊOM: Multiple Sources 
ON: 20350622 

)FORN 

DERIVED/FROM: Multiple Sources 
DECLASSIFY ON: 20350622 
SECRET/ZNOFORN 

DERIVED FROM: Multiple Sources 
DECLASSIFY ON: 20350622 
SECRET/ZNOFORN 

ED FRO» 
VSSIFYI 

SECRETZZNOF( 

: Multiple Sources 
20350622 

DERIVED FROM:\Multiple Sources 
DECLASSIFY ONA20350622 

ECRETZZNOFORP 
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DECLASSIFIED B Y 65179/DMH/BA¥/STP/blS 
ON 02-11-2011 

From: 
Sent: 
To: 

Cc: 
Subject: 

[ ](OGC) (FBI) 
Wednesday, September 15, 2010 10:57 AM 
DICLEMENTE, ANTHONY P. (OTD) (FBI)f 
(OTP) (FBI): SABOL. SHERRY E. (OGC) (FBÎj[ 

OGC) (FBI) 
2 L £ H I 

• D O : 

iDOKOGAi f 
l(OGC) (FBI); 

) (FBI); THOMAS, MARCUS C. (OTD) (FBI) 

ÌSÌC^ETZ/NOFORN 
RECORD GD 

(U) I have a few questions about these discussions of our capabilities 

From: 
Sent: 
To: 

Cc: 
Subject: 

DICLEMENTE, ANTHONY P. (OTD) (FBI) 
IuesdaiLJSeptember 07, 2010 8:42 AM 

Ifnnvnfl 

f 150) (FBI); 
J M 

lOTD) (FBI): SABOL. SHERRY E. (OGC) (FBI)£ 

THOMAS, MARCUS C. (OTD) (FBI) 
_KOGC) (FBI) 

UNCLASSIFIED 
NON-RECORD 

Pis see the attached initial response. 

Anthony P. DiClemente 
Chief, Data Acquisition / Intercept Section 
AnaraHnnal Tor-hnnlnnw niuicinn 

](OGC) (FBI); 

b2 
be 
blC 

From: 
Sent: 
To: 

I tDOXOGA) 
Wednesday, September 01,2010 2:51 PM 
DICLEMENTE, ANTHONY P. (OTD) (FBI);[_ JOTD) (FBI); SABOL, SHERRY E. (OGC) (FBI){ 

EFF/Lynch-62 

b6 
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Cc: 
Subject: 

fOfin fFBnl I (OGC) (FBI);! KQGC) (FBI) 
tDQ) (FBI); THOMAS, MARCUS C. (OTP) (FBI) 

UNCLASSIFIED 
NON-RECORD 

It would be good to have these answers by our GD standing meeting next Tuesday. Thanks. 

b2 
b5 
b6 
b 7 C 

b 7 E 

UNCLASSIFIED 

UNCLASSIFIED 

bgRIVEPiFROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFY ON: 203S091S 
SECRETZZNOFORN" 
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Preservation of Lawful Intercepts: 
Challenges and Potential Solutions 

June 11, 2010 
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Introduction To The "Going Dark" Issue 

"Going Dark" refers to the government's increasing inability to access, 
collect, and intercept real-time and stored communications information 
to which it is lawfully-authorized due to the following factors: 

The dramatic increase in the volume of communications and the number of 
communications serv 
•Rapidly-changing si 
ability to access info 

ice providers 
éivices and I tec 

ation 
;hnologies that preclude» the government's 

I - j:f : i ' j' :! • : • ' I I I ' 
•Under-funded, under-resourced and uncoordinated electronic surveillance 
efforts across local, state and federal agencies nationwide 
•Legal authorities and mandates that have not kept pace with changing 
technology 

•mi-.,'! ¡' 
mm. 

E FF/Lynch-109 



Conducting lawful intercept in 
the past was straightforward... 

Conducting lawful intercept today is highly complex 
and becoming more and more difficult 

Wljerey/e've been... 

Target phone 

...Convergence... ...Today... 

Home — (comcast 

Travel -

Intercepting Agency 

• - v- ; - a • .. ...... 

«ÖlSlIPÜÄteäi-Äi 
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Lawful Intercept Capabilities Are Eroding By The, Day, Creating A "Lawful 
Intercept Capability Gap." All Law Enforcement Agencies Are On The Road 

To "Going Dark" 

Impediments to LI capabilities are rising with communications "convergence" and the increased variety and 
complexity of advanced services and technologies (e.g., Voice over Internet Protocol (VoIP) and broadband 
Internet services). LI costs continue to grow. State/local LEAs are being shut out (e.g., data intercepts); 
and the FBI is barely keeping its head above water, as all LEAs are on the road to "Going Dark" 

These circumstances have created an increasingly evident "U Capability Gap 

"Go ing D a r k " FOR OFFICIAL USE O N L Y 3 
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The Intercept Capability Gap For Law Enforcement Agencies 

Current and emerging communications technologies anq services prevent 
most LEAs from pursuing reaMime data intercepts 

• I I- ' I : ! ; • •. . . , , 
LEAs often lack ai) understanding of the services offered by n§w and 
emerging service providers, and industry often lacks an understanding of 
the needs of LEAsI 
solutions 

This prevents the development of timëly ¿ost-effective 

The lack of efficient information sharing mechanisms often results in 
duplication of efforts among LEAs 

"Going Dark 

E FF/Lynch-109 



It Is The Golden Age Of Communications Opportunities But Not The Golden 
Age Of Lawful Intercept Capabilities 

Challenges and constraints faced by Law Enforcement 

t>2 
b5 
b 7 E 

" G o i n g Da rk " FOR OFFICIAL USE ONLY 
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Legislative and Policy Challenge 
On Premises Interception/Monitoring 

ill 

Issue: 

b 2 
b 7 E 

Recent examples 



Legislative and Policy Challenge 
CALEA Safe Harbor 

S 

Issue: 
•Carriers using industry standards are granted "safe harbor" under CALEA 
•Industry standards bodies are industry-controlled, often to the detriment of law 
enforcement 
•"Safe harbor" for deficient industry standards affords unwarranted protection 
•Process of challenging standards before the FCC is burdensome and 
•Recent examples 

engthy 

crr/Lynui-w 

12 



Legislative and Policy Challenge 
Delivery of Data 

Issue: 
•Carriers often fail to deliver data in a secure, reliable and time-efficient manner 
•Carriers utilize methods that do not ensure the intercepted communications 
are received at the law enforcement collection facility 
•Delivery mechanisms that are cost-prohibitive for law enforcement and!cannot 
be established in time-efficient manner 
•Recent examples i 



Legislative and Policy Challenge 
Enforcement 

Issue: 
•Non-compliance with CALEA for emerging service occurs often 
•CALEA's current enforcement provisions present insurmountable hurdles that 
make even the threat of enforcement non-credible 
•CALEA places the government in a "Catch-22" position j 
•Recent examples •Outside the 

E FF/Lynch-109 



Legislative and Policy Challenge 
Encryption 

IIP 

Issue: 
•Many modern communication services and devices use encryption as a 
means to protect subscriber communications and data 

- Data "in transit," such as VoIP and e-mail communications | 
- Data "at rest," such as the data stored on a hard drive or USB 

device 

O u t s i d e the Scope 

E FF/Lynch-109 



Legislative and Policy Challenge 
Data Retention 

Issue: 
•Many modern communications services no longer utilize or store in a ; 

standardized manner detailed service and billing records, eliminating previously 
easily acquired subscriber records 1 

» X-ÉSf i ^ M i a p 

O u t s i d e the Scope 

E FF/Lynch-109 



A R K 
AIL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 02-11-2011 BY 65179/DHH/BAW/STP/bls 

Preservation of Lawful Intercepts: 
Challenges and Potential Solutions 

EFF/Lynch-103 



Conducting lawful intercept in 
the past was straightforward... 

Conducting lawful intercept today is highly complex 
and becoming more and more difficult 

Where we've been... 

Target phone 

..Convergence... 

Home -(comcast. 
Work — êè • ^ W ( r e | e s s 

Travel — 

.Today... 

N o n a g e 

Single carrier 

> 
w J 

2£ Hotmail' 

Intercepting Agency 

¿jEarthLink ; 
. w a 1 Municipal N e t w o r k s j 

\ \ / / 

.¿Kl äffififi 
camej 

1 iu'(}f«nst 

Intercepting 
Agency 

E FF/Lynch-109 



The Intercept Capability Gap for 
State and Local Law Enforcement Agencies 

Current and emerging communications technologies and services prevent 
most LEAs from pursuing real-time data intercepts. 

LEAs often lack an understanding of the services offered by emerging 
service providers, and industry often lacks an understanding of the needs of 
LEAs. This prevents the development of timely, cost-effective solutions. 

The lack of efficient information sharing mechanisms often results in 
duplication of efforts among LEAs 

The fragmented, uncoordinated demands placed on providers by different 
LEAs results in isolated, non-standardized,requests^duplicative efforts, 
missed opportunities^ use^exjs j^ 

K m 
• i-1 

E FF/Lynch-109 



Legislative and Policy Challenge 
Scope of CALEA 

Issue: 
• CALEA requires "telecommunications carriers" to develop and deploy intercept 

solutions in their networks to ensure that lawfully-authorized electronic surveillance 
could be performed 

• Since CALEA's enactment in 1994, communications services have evolved beyond 
the traditional telecommunications platforms that existed at the time of passage 

• A growing number of providers and emerging services that offer alternatives to 
traditional telephony may no longer meet CALEA's definition of a 
"telecommunications carrier" 

- P2P Services and Third Party Applications 
Even those providers that are covered by CALEA frequently introduce new 
services before they have developed techniques for assisting the government in 
conducting intercepts 

5*4. 

"Going Dark" FOR OFFICIAL USE ONLY ' 
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b 7 E 

E FF/Lynch-109 



Legislative and Policy Challenge 
On Premises Interception/Monitoring 

Issue: 

b2 
b 7 E 

• Kecent examples 

• j < — . m " j y 'smmmmmmm 

I ' t 
the Scope 

::il 'Going Dark" FOR OFFICIAL USE ONLY ' 
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Legislative and Policy Challenge 
CALEA Safe Harbor 

Issue: 
•Carriers using industry standards are granted "safe harbor" under CALEA 
•Industry standards bodies are industry-controlled, often to the detriment of law 
enforcement 
•"Safe harbor" for deficient industry standards affords unwarranted protection 
•Process of challenging standards before the FCC is burdensome and lengthy 
•Recent examples 

"Going Dark" FOR OFFICIAL USE ONLY ' 

E FF/Lynch-109 
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Legislative and Policy Challenge 
Delivery of Data 

Issue: 
•Carriers often fail to deliver data in a secure, reliable and time-efficient manner 
•Carriers utilize methods that do not ensure the intercepted communications 
are received at the law enforcement collection facility 
•Delivery mechanisms that are cost-prohibitive for law enforcement and cannot 
be established in time-efficient manner 
•Recent examples 

E FF/Lynch-109 



Legislative and Policy Challenge 
Enforcement 

Issue: 
•Non-compliance with CALEA for emerging service occurs often 
•CALEA's current enforcement provisions present insurmountable hurdles that 
make even the threat of enforcement non-credible 
•CALEA places the government in a "Catch-22" position 
•Recent examples 

vauiny uaiK FOR OFFICIAL USE ONLY ' 
O u t s i d e the Scope 
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Legislative and Policy Challenge 
Encryption 

Issue: 
•Many modern communication services and devices use encryption as a 
means to protect subscriber communications and data 

- Data "in transit," such as VoIP and e-mail communications 
- Data "at rest," such as the data stored on a hard drive or USB 

device 

E FF/Lynch-109 



Legislative and Policy Challenge 
Data Retention 

Issue: 
•The migration of traditional telephony (e.g., land-line and cellular telephone 
service) to flat-rate nationwide calling services, and away from toll-based 
services, together with the migration of users to Internet-based telephony (as 
well as other communications options), has substantially eroded the availability 
of non-content transactional communications records through 
which investigative agencies have traditionally identified offenders and their 
victims. 

E FF/Lynch-109 
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Conducting lawful intercept in 
the past was straightforward... 

Conducting lawful intercept today is highly complex 
and becoming more and more difficult 

Where we've been... 

Target phone 

...Convergence... 

Home -(comcast. 
Work 

Travel 

...Today... 

Single carrier 

Intercepting Agency 

• Single carrier 
> Simple access and interception 
• inexpensive 

_ at&t 
wireless 

Hotmail* 

• Peer-to-Peer 
T , SeryicëProVider Evolution 

ffswpïfyî 

Intercepting 
Agency 

• AiNo-Ground Services 
• Encryption 

•••J i» Vj • t. / * * V» ''r-'il ••>,•> * 

L USE ONLY * * * 
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Legislative and Policy Challenge 
Scope of CALEA 

Issue: 
• CALEA requires "telecommunications carriers" to develop and deploy intercept 

solutions in their networks to ensure that lawfully-authorized electronic surveillance 
could be performed 

• Since CALEA's enactment in 1994, communications services have evolved beyond 
the traditional telecommunications platforms that existed at the time of passage 

• A growing number of providers and emerging services that offßr alternatives to 
traditional telephony may no longer meet CALEA's definition of a 
"telecommunications carrier" 

- P2P Services and Third Party Applications 
Even those providers that are covered by CALEA frequently introduce new 
services before they have developed techniques for assisting the government in 
conducting intercepts 

•b2 
b 7 E 
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Legislative and Policy Challenge 
On Premises Interception/Monitoring 

Issue: 

b 2 
b 7 E 

iOutside the Scope 

FO;R O F F I C I A L USE ONLY * * * 
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Legislative and Policy Challenge 
CALEA Safe Harbor 

Issue: 
• Carriers using industry standards are granted "safe harbor" under CALEA 
• Industry standards bodies are industry-controlled, often to the detriment of law 

enforcement 
• "Safe harbor" for deficient industry standards affords unwarranted protection 
• Process of challenging standards before the FCC is burdensome and lengthy b2 

Recent examples: is not lack of time stamp capability; 
afforded safe harbor despite having a solution that meets law enforcement's 
needs 

hi E 

O u t s i d e the Scope 



Legislative and Policy Challenge 
Delivery of Data 

Issue: 
• Carriers often fail to deliver data in a secure, reliable and time-efficient 

manner 
• Carriers utilize methods that do not ensure the intercepted communications 

are received at the law enforcement collection facility 
• Delivery mechanisms that are cost-prohibitive for law enforcement and 

cannot be established in time-efficient manner | i 

• Recent examples: 

«S;. S 

O u t s i d e th~ 

FOiR O F F I C I A L USE O N L Y 
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Legislative and Policy Challenge 
Enforcement 

Issue: 
•Non-compliance with CALEA for emerging service occurs often 
•CALEA's current enforcement provisions present insurmountable hurdles that 
make even the threat of enforcement non-credible 
•CALEA places the government in a "Catch-22" position 
•Recent examples: down for months 

b 2 
b 3 
b 7 E 

ÖSE 
i -> \ "«'lis n 1 

" G o i n g D a r k " 
lOutside t h e Scope 

FOR O F F I C I A L USE ONLY * * ' 

E FF/Lynch-109 



„ „ I 1 V T „ „ . ALL INFORMATION CONTAINED GOING DARK HEREIN IS UNCLASSIFIED 

DATE 02-11-2011 BY 65179/DMH/BAW/STP/bls 

What is Going Dark? 

• There is a growing gap between the government's authority under Title 18 or 
FISA to conduct electronic surveillance of communications by terrorists, foreign 
agents and criminal enterprises, and its actual ability to intercept those 
communications. This is placing our national security and public safety at risk. 
We call this Going Dark. 

• As a result of the Going Dark problem, we face an increasing challenge to our 
ability to conduct surveillance of communications on popular internet-based 
services or devices that are commonly used by threat actors, including: 

o Peer-to-peer communications services; 
o Social networking sites; and 
o Smart phones. 

Why are we Going Dark? 

• We are Going Dark as a result of several factors, including: 

o The dramatic increase in: 

• the volume of communications; 

• the types of communications services that are offered; and 

• the number of communications service providers; 

o Rapidly-changing communications technology and services; 

o Globalization in the communications business; 

o Legal mandates that have not kept pace with changing technology. 

What are some examples of Going Dark? 

^increasingly we are encountering £ 
b2 
b7E 

communicating through the use of services and technologies that 
are difficult for us to intercept. 
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Child Pornography and Exploitation 

In Operation Achilles, we broke up an international online child porn and 
exploitation ring in 2008 that used anonymizers and encryption services to 
conceal their activities. 

o Together with our foreign partners, we: 

• Arrested/convicted 14 defendants in the U.S., two in the U.K., and two 
in Germany; and 

• Identified over 12 victims of molestation, and seized 400,000 images 
and 1,200 videos. 

Eventually, we obtained an indictment] 
J u t the absence of an 

ELSUR solution in this particular case created delays and prevented the 
interception of pertinent communications. 

b2 
b7D 
b 7 E 

b2 
b7E 

•Outside the Scope 

EFF/Lynch-130 



6th National Community Prosecution Conference: H i f~l I M rf 
The 21st Century Prosecutor U L J M N L 1 

For Official Use Only I Law Enforcement Sensitive 
EFF/Lynch-131 



J w . u a a i i M . B B i B » 

The Threat 
Terrorists, foreign agents, and 
dangerous criminal enterprises 
must communicate to 
organize their plots and carry 
out their acts 

They increasingly 
communicate using advanced 
communications technologies 

01 u ; , i i H " ' , i f 
For Official Use Only / Law Enforcement Sensitive 
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The Problem 
Increasingly, advanced communications 
technologies and outdated legislative 
provisions are negatively impacting 
governmental electronic surveillance 
(ELSUR) technical capabilities and are 
undercutting enforcement of U.S. ELSUR 
laws ... 

r-

y j 

... leading to an 
ever-widening > 
ELSUR Gap that | 
puts our national 
security at risk, as : 
governmental 
ELSUR capabilities; 
"Go Dark" 

*> 1101 
\0

 ,ri 
>M I \0 I () i For Official Use Only I Law Enforcement Sensitive 
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Conducting ELSUR in the past was straightforward... 
With advanced communications, conducting ELSUR today is highly complex 
and difficult ! 

Where we've been... 

/ v 

Target phone 

Intercepting Agency 

Single 
carrier 

• Single carrier 
• Simple access and interception 
• Inexpensive 

• Numerous types of providers 
• Complex access & 

interception 
• High traffic volume 
• Rapidly changing technology 
• P2P & VoIP 
• Social Networking Sites 
• Third Party Applications 
• Encryption 

Fpr Official Use Only / Law Enforcement Sensitive 
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Advanced Communications Technologies. 

are often used in criminal cases 

* Child Exploitation & Pornography 
Targets use 

to conceal activities in the U.S. i 
Arrests are often predicated on Law Enforcement Agencies (LEAs) 
being able to identify a source within the organization 

Criminal Enterprises, Gangs, Drug Trafficking Organizations 

ts and foreign agents 

social networking, Smart phones, 
etc. 

h 2 
•b7E 

O l f " 

For Official Use Only / Law Enforcement Sensitive 
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Outdated legislative provisions 

A number of advanced communications technologies fall outside of 
CALEA, impeding the implementation of ELSUR court orders î 

i 
Peer-to-Peer (P2P) Communications 

Social Networking Sites 

CALEA-covered telecommunications carriers lack incentives to comply 

Covered Providers often fail to maintain proper ELSUR solutions j 

Compliance procedures in CALEA are complex and inflexible, often 
resulting in intercept solutions that are deficient for LEAs 

Enforcement requirements in CA1 FA create i i y t n r m n n n t a h i F » hurdles that 
render 

b 2 i 
b 7 E 

• j a ! » m For Official Use Only I Law Enforcement Sensitive 
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LL IHFORHATIOIT CONTAINED 

HERETO IS UNCLASSIFIED 

DATE 02-11-2011 BY 65179/DHH/BAW/STP/bls 

FBI Efforts to Preserve Electronic 
Surveillance (ELSUR) Capabilities 

August 24, 2009 

E FF/Lynch-109 



U I M U L M O O I D L U II r u u u 

What threatens the LE & IC ability to intercept 
targets' communication? 

Targets communicate via technology that we can't attack 

High cost for LE development of LI capabilities driven by rapidly changing technology 

Lack of influence over industry due to outdated statutory language 

We don't have the authority to implement an intercept | 

Targets communicate from mobile and/or secure platforms! 

Volume of data is increasing rapidly 

The risk of not addressing these threats is a loss of 
evidence and intelligence 

EFF/lynch-139 
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U I N U L H O O i r i C L / II r u u u 

The FBI has experienced the impact of the 
widening gaps 

b2 
hlE 
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u i M v ^ L . / A o o i r I C . L / i i r w v j 

What threatens Law Enforcement and the Intelligence 
Community's ability to intercept targets' communication? 

Competing interests of the Intelligence Community and Law Enforcement 

Uncoordinated efforts between LE and IC, as well as within LE 

O u t s i d e the Scope 

Lack of coordination leads to duplication of effort, fractured industry 
liaison and competing entities, increasing the risk of lost capabilities 
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U N C L A S S I F E D / / F O R O F F I C I A L USE O N L Y 
F O R FBI I N T E R N A L USE O N L Y 

ALL INFORMATION CONTAINED 

HEREIN 15 UNCLASSIFIED 

DATC 02-11-2011 BY 65179/DHH/BAW/STP/bls 

I N T E L L I G E N C E N O T E 
C y b e r Intel l igence Section, Technology C y b e r Intel l igence Unit 

26 Augus t 2010 

Sub jec t : (U//FOUO) Going Dark: Evolution in Mobile Technology & Potential 
Collection Issues 

S u m m a r y : (U//FOUO) The wireless communications industry is evolving at a rate in 
which new services and technologies are introduced into the marketplace faster than law 
enforcement (LE) can develop lawful technical intercept solutions. As these advanced 
networks become operational, LE will face multiple collection-related issues. 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U//FOUO) What is Going Dark? 

(U//FOUO) Going Dark is the loss of a technical capability to collect intelligence during 
lawfully authorized intercepts. As new technologies are introduced to the marketplace, new 
features could threaten to diminish law enforcement's abilities to effectively implement 
intercepts. 

b 2 
b 7 E 

FOR FBI I N T E R N A L USE O N L Y 
U N C L A S S I F E D / / F O R O F F I C I A L USE O N L Y 
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Pea Register Trap Trace Data Page 1 of 1 

Pen Register Trap Trace Data 
ALL INFORMATION CONTAINED 

H E R E I N IS UNCLASSIFIED 

DATE 01-12-2011 B Y 65179/DMH/BAW/STP/bls 

Sent: Friday, April 30, 2010 11:49 AM 

To: 

b6 
b7C 

Cc: JCRM) 

Importance: High 

A pen trap and trace order 

To date, we have not yet received any of this information as requested. 
What would be the best way for you to provide the required information so that you will be in compliance with 
the court order? 

v/r, 

Special Agent 
FBI 
11700 Beltsvilte Drive, Suite 200 
Calverton, MP 20705 
W: 
F; 

b2 
b6 
b7C 
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ALL INFORMATION CONTAINED 

H E R E I N 15 UNCLASSIFIED 

DATE 01-12-2011 B Y 65179/DMH/BAW/STP/bls 

Outside the Scope 

From J(CyD) (FBI) 
Sent: Friday, July 30, 2010 6:55 PM 
To:| ](CyD) (FBI) 
Subject: RE: Going Dark Working Group 

(CyD)(FBI) 
be 
hlC 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

One other issue I've been made aware of is 

From: 
Sent: 
To: 
Subject: 

I ICyD) (FBI) 
Yhursday, JulyTQOlO 9:08 AM 

FW: Going Dark Working Grou; 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

h 2 
b5 
b 7 E 

b6 
b 7 C 

CyD) (FBI) 

Can you all addres; 
b2 
b5 
b7E 

From: 
Sent: 
To: 

Cc: 
Subject: 

|(DI)(FBI) 
Wednesday. July 28, 2010 4:29 PM 

1(CYD)(FBI);| _ 
KCYD) (FB I )L 
[CyD) (FBI) 

bóiriQ US« WôPklflg Group 
JCyD) (FBI);[_ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

~]CyD) (FB l£ 
JDI)(FBI)L_ 

](CyD)(FBI) 

JQ 
CyD) (FBI); 

CyD)(FBI); 

h 2 
h 5 
h 6 
hlC 
b 7 E 

The Going Dark Working Group (GDWG) continues to ask for examples from Cvber investigations 
where investigators have had problems withj 
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The OGC reps who participate in the GDWF are snsr.ifif.allv interested in 

b2 
b5 
b 7 E 

One of the GDWG members vaauelv remembers , 1 
Does this sound familiar? If so, please let me 

know if you have additional information about the investigation that may help us develop a good 
Cyber example. 

Thanks, 
David 

\ : . 
1 f it< 

t e Sect ion 
Floor 

H obi 
b2 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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DECLASSIFIED B Y 65179/DHH/BAT¡T/STP/bls 

OH 02-17-2011 

Outside the Scope 

From: ;CTD) (FBI) 

Sent; Wednesday. June 03. 2009 3:53 PM 
TOIL tWF) ( F B I l £ 
Cc( |(CTD) (FBI);| 

I lOGCHFBlT" 
Subject! RE:P 

SECftgf 
RECORD 415 

(CTDXOGA); 
T(SU) (FBI); „ |(SU)ÍFB¡L 

TcfD)(FBI); 

b2 
b6 
b7C 
blE 

Not sure who is the source, but it may be. I wouldn't be surprised to find that it is all a ruse to cover the fact that they are 
not CALEA compliant! 

From: 
Sent: 
To: 
Cc: 

Subject: 

SECRET-
RECORD 415 

> F ) (FBI) 
Wednesday, June 03. 2009 1:21 PM r 

|(CTD) (FBIll. 
H Z U C T D ) (FBI)j 

(FBÜ. 
RE:[ 

]CTD)(OGA) 
IsmismE 

JCTO) (FBI) 
ISU) (FBI) 
: B I ) [ _ _ ÜOGC) 

b2 
b6 
b7C 
b 7 E 

Wow. That's all I can say, wow. Not that it will help much, but would you like me to reach out to 
jegal counsel? Or is this subpoena nonsense coming from her? 

Investigative Operations Analyst 
Northern VA RA Squad A-2 

iDesk 
Blackberry, 

From: 
Sent: 
To: 
Cc: 

tCTDHFBI) 
WPdnssftav. June 03. 2009 9:28 AM 

lEZ Isu) (FB 
JCfD) (FBI); 

•(SU) (FBIL 
(CTD)(OGA);|_ 

EFF/Lynch-168 

ICTD) (FBI)" OGC) 

be 
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Subject: 
Ì F B I £ WF) (FBI) 

R E C O R D 415 

b 2 
b6 
b 7 C 
b 7 E 

I iust got a call fronf |at DITU. He advised that they are still working on I 
claims they need a subpoena to set that up (per DITU that is not true). DITU is reaching out to them again today, and 

Jwill call me back with the results. My feeling is that If they still aren't compliant by today, we should go ahead with a 
motion to comply and/or for contempt because this is ludicrous (legal term). We need to make them comply, and more 
importantly, make it clear to all providers that failure to comply has consequences. Are we mice or men? 

^DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence InvestipatierTg 
DECLASSIFY ON: 20340603 
SECRET 

DERIVED FROM: Classification Guide G-3. dated 1/97. Foreign CounterlntStiioence Investigations 
DECLASSIFY-ON : 20340603 
SECRET 
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DECLASSIFIED B T 6S179/DHH/BA¥/STP/bls 

OK 02-17-2011 

From: 
Sent: 
To: 

Subject: 

Attachments: 

liCTDKFBI) 
Wednesday, September 22, 2010 3:25 PM 
HQ-DIV13-CONUS 5 
FW: New Information: NSl / V&P (from Presentation 09.17) 

b 6 

£>7C 

Outside the Scope 

SFFISA.SEPTEMBER.2010.pptx; faq.update 

S B S f t g f / / N O F O R N 
RECORD 415 

Here are the PowerPoint slides from the presentation (if you're interested); I have the full copy of the briefing book from 
Friday if you see there's something else you need. 

SFFISA.SEPTEM BER faq. update (25 KB) 
.2010.pptx (20... 

Outside the Scope 

I mention 
companies (i.e 

id thRtalthnimlf 
are still honoring and producing decent results. 

are not responding to NSLs, other 

Staff O p e r a t i o n s Specia l is t 
Coun te r - t e r ro r i sm Division 
1TOS I / CONUS V / T e a m 2 

Internal : ! 
Officel 

b 2 

b 6 

b 7 C 

b 7 E 

From: 
Sent: 
To: 
Subject: 

|CTD)(FBI) 
Tuesday, September 21, 2010 1:09 PM 
HQ-DIV13-CONUS 5 
New Information: NSL / V&P (from Presentation 09.17) 

§ E g R £ T 7 / N Q F O R N 
RECORD 415 

b 2 

b 6 

b 7 C 

Good afternoon!! 

Here is some of the information from the Friday presentation by SIOAL }San Francisco Division) regarding 
obtaining information from Internet Service Providers and social networking sites. l.will send out an electronic copy of the 
powerpoint slides as soon as I receive one! t r r / L y n C n - l / U 

l 



Let me know if you would like more information about the presentation or clarification of anything I've included here. (I'll 
keep you posted if I hear of any more NSL updates!) 

Staff Opera t ions Specialist 
Coun t e r t e r ro r i sm Division 
1TOS 1 / CONUS V / Team 2 

In ternai ! | 
Office] 

DEfflVEB-FRQMUjg3 Fftl Classification Guide G-3, dated 1/97. Foreign CounteilntPllinanof^lftvesttqations 
DECLASSIFY ON: 20350921 H 3 = = 
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SECRET//NOFORN 

DERIVBlFROIVI: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECJ^ASSIFY ON: 20350921 
SECRET/ZNOFORN" 
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DECLASSIFIED BY 65179/DMH/BAWSTP/bls 
OK 02-17-2011 

From: 
Sent: 
To: 
Subject: 

J (CTD)(FBI) 
Tuesday, September 21, 2010 1:09 PM 
HQ-DIV13-CONUS5 
New Information: NSL/V&P (from 

b2 
b6 

,b7C 
b7E 

SÌfcfÉET T//NOFORN 
RECORD 415 

Good afternoon!! 

Here is some of the information from the Fridaj 
obtaining information from Internet Service Pro 
powerpoint slides as soon as I receive one! 

Presentation 09.17) 

presentation by SIOA 
riders and social networking sites. 

J(San Francisco Division) regarding 
will send out an electronic copy of the 

EFF/Lynch-: 80 



Let me know if you would like more informatior 
keep you posted if I hear of any more NSL up 

about the presentation or clarificat 
dates!) 

j 

Staff Operations Specialist 
Counterterrorism Division 
ITOS I / CONUS V / Team 2 
LX-1, 4 s - l 12 
Interna] ~| 
Office^ I 

on of anything I've included here. (I'll 

DECLASSIFY ON_ 
SECRET//N&FOTTN 

DERiVEP~FRQJVI: G-3 FBI ClassjfloatWfiGuHe G-3, dated 1/97, Foreign Coun erlntelligence Investigations 

:b2 
h 6 
blC 
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DECLASSIFIED BY 65179/DMH/BAW/STP/bls 
ON 02-17-2011 

From: 
Sent: 
To: 
Subject: 

S È B f t g f 
RECORD 415 

J(CTDKFBI) 
WPdnpsdav Sflntftmlyer 22, 2010 3:08 PM 

(SF) (FBI) 
RE: Questions Regarding LX-1 09/17 Presentation 

Thanks 

Have a wonderful rest of the week, 

Staff Operations Specialist 
Counterterrorism Division 
ITOS I / CONUS V / Team 2 
LX-1, 4s -112 
Internalj 
Office! 

From: 
Sent: 
To: 
Subject: 

](SF) (FBI) 
Wednesday. September 22, 2010 2:24 

1CTD)(FBI) 
Kt! yU65t!6hS Regarding LX-1 09/17 

RECORD 415 

PM 

Presentation b 6 
b7C 

Yes, everyone else stills honors and produces decent results in response to NSLs. 

b2 
b6 
b7C 

0t-HSA.SEPTEMBER.2010.pptx » « 

This is not everything, as you can tell ty 

SIOA 
Supervisor, Squad IS-6 
San Francisco Division/San Jose RA 

(office) b2 
(vSTE) b6 
(Blackberry) b7C 

File: faq.update » 

the table of contents, but it IS 

EFF/Lyrich-238 

Outside the Scope 

the lion's portion. 



Froml fCTDVFBn 
Sent;..TuesdflY, Senfpmber 2 1 , 2010 9:01 AM 
To:| (SF) fFBn 
Subject: Questions Regarding LX-1 09/17 Pre 

sefctfsf 
RECORD 415 

Thank you for all your help during your very inf 
a briefing book, I was wondering if you could si 
at the auditorium. 

mentation 

Drmative presentation on Friday at 1 
¡nd me the powerpoint slides or an) 

b2 
b6 
b7C 
b7E 

X-11 As I did not arrive in time to obtain 
additional information you handed out 

I forgot to ask before 

I truly appreciate your help and clarification! 

Have a wonderful rest of the week, 

Staff Operations Specialist 
Counter-terrorism Division 
ITOS I / CONUS V / Team 2 
LX-1, 4s-112 
Internal! I 
Office:! 1 

DÈRIVEB-EROM: G-3 FBI Classification Guic le G-3, dated 1/97, Foreign Count irlfileÏÏÎaence Investigations 
DECLASSIFY ÎWr-20350921 
SECRET 

DERIVED FROM: G-3 FBI Ciasslfication Guic e G-3, dated^lTSTV-Eoreian Count ^Intelligence Investigations 
DECLASSIFY O N ^ 0 3 5 f 9 2 2 
S E C R E T . - - — ~ 
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A R K 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 02-11-2011 BY 65179/DHH/BAWSTP/bls 

Preservation of Lawful Intercepts: 
Challenges and Potential Solutions 

National District Attorneys Association 
April 2010 

Wmm 

J U 4 
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AIL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 02-11-2011 BY 6S179/DMH/BATR/STP/bls 

Preservation of Lawful Intercepts: 
Challenges and Potential Solutions 



The Intercept Capability Gap for 
State and Local Law Enforcement Agencies 

The increasing complexity of communications technologies and services 
prevents most LEAs from pursuing real-time data intercepts 

LEAs often lack an understanding of the services offered by emerging 
service providers. This prevents them from developing timely, cost-effective 
solutions 

Industry often lacks an understanding of the needs of LEAs 

The fragmented, uncoordinated demands placed on providers by diffident 
LEAs results in isolated, non-standardized requests, duplicative efforts, 
missed opportunities jo yse existing ,solutions* and unnecessary expe 

*r 

nse 
§i r 

î i mm 
M l 

lyncl 



Legislative and Policy Challenge 
Scope of CALEA 

Issue: 
CALEA requires "telecommunications carriers" to develop and deploy intercept 
solutions in their networks to ensure that lawfully-authorized electronic surveillance 
could be performed 

Since CALEA's enactment in 1994, communications services have evolved beyond 
the traditional telecommunications platforms that existed at the time of passage 
A growing number of providers and emerging services that offer alternatives to 
traditional telephony may no longer meet CALEA's definition of a 
"telecommunications carrier" 

- P2P Services and Third Party Applications 
Even those providers that are covered by CALEA frequently introduce ne 

ylhit 

services before they have developed techniques for 
cQaçlUQtind 

iiKî iS. 

the government in 
\N 

h2 
b7E 
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From: 
Sent: 
To: 
Ce: 

Subject: 
SE f t *£T 
RECORD OTP 

Valerie, 

SABOL, SHERRY E. (OGC) (FBI) 
Tuesday, May 27, 2008 8:01 PM 
rAPRDMI \/AI FRIF F (OGC) (FBI), 

OGC) (FBI); 
(OGC) (FBI] 

(OGC) (FBI); 
OGC) (FBI) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 01-12-2011 
CLASSIFIED BY 65179/DMH/BACT/STP/bls 
REASON: 1.4 (d) 
DECLASSIFY OH: 01-12-2036 

am seeking clarification from OTP 

Also, I was mistaken f 

b l 
b2 
05 
b6 
b7C 
b7D 
b7E 

Sherry E. Sabol 
Section Chief 
Science and Technology Law Office 
Office of the General Counsel 

Chantiflvil I 
bb I 
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 

DERIVEfo-EROM: Multiple Sources 
DECLASSIFy^MrZÖ330527 
S E C R E T ^ - * " 
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From: 
Sent: 
To: 
Cc: 

Subject: 
SEGRÉT 
RECORD OTP 

SABOL, SHERRY E. (OGC) (FBI) 
Wednesday, May 28, 2008 11:54 AM 
nAPRDNI VAI FRIFF (OGC) (FBJ 

OGC) (FBI); 
(OGC) (FBI 

RE: 

OGC) (FBI); 
DGC) (FBI) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

DATE: 01-12-2011 
CLASSIFIED BY 65179/DHH/BAW/STP/bls 
PEASON: 1.4 (d) 
DECLASSIFY ON: 01-12-2036 

I believe it does not speak to that issue. 

I-1 confirmed that what I have was inartfullv drafted f 

b2 
b5 
b6 
b7C 
b7E 

Sherry E. Sabol 
Section Chief 
Science and Technology Law Office 
Office of the General Counsel 

I 
Chantillvl 
bbl I 
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 

From: 
Sent: 
To: 
Cc: 

Subject: 

SECRET 
RECORD OTP 

CAPRONI, VALERIE E. (OGC) (FBI) 
Wednesday, May 28, 2008 10:28 AM 
SABOI SHFRRY E. COGC1 (FBI) 

(OGC) (FBI) 
ITOGC) (FBI) 

OGC) (FBI) [OGC) (FBI); 
b2 
b5 
b6 
b7C 
b7E 

Qn th<? la?t piew 

From: 
Sent: 
To: 
Cc: 

Subject: 

RECORP OTP 

SABOL, SHERRY E. (OGC) (FBI) 
Tuesday, May 27, 2008 8:01 PM 
rftPBONI VftlFBTFF. (OGC) (FBI) 

J0GC)(FBI)£; 
(OGC) (FBI) 

JOGC) (FBl£ (OGC) (FBI); 
b2 
b5 
' b6 
b7C 
b7E 

Valerie, 

I am seeking clarification from OTD| 

EFF/Lyrich-238 



Also, I was mistaken -[ 

b l 
b 2 
b 5 
b 6 
blC 
blD 
b7E 

Sherry E. Sabol 
Section Chief 
Science and Technology Law Office 
Office of the Seneral.Counsei 
HQj 
Chantillv:! 
bb 

1 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 

D E L V E D PROM: Multiple Sources 
DECLASSIFY ON: 20330527 

DEfriyED FR0tVI: Multiple Sources 
DECLftSStfY ON: 20330527 
SEC 

• 7 

DSRIVED FRorffi: Multiple Sources 
DECLASSIFY ON: 20330527 
S E C f t E T / 

EFF/Lyrich-238 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOTO OTHERWISE fa2 

DATE: 01-12-2011 
CLASSIFIED BY 65179/DMH/BAWSTP/bls 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 01-12-2036 

FW MEETIN<" 
From: SABOL, SHERRY E. (OGCTTFBT} 
Sent: Thursday, June 19, 2008 8:51 AM. 

,TQ; CAPRONI, VALFRJ.E E. (OGC) ( F B I ) : I 
• r . n f i n TFRTI ; 

txt 

subject : FW: MEETING 
(OGC) (FBI); 

Trifir) fFRT.l 

s i j s e T ^ 
RECORD 315 

b l 
b2 
b 5 
b 6 
b7C 
b7D 
b7E 

Sherry E. sabol 
Section Chief 
Science and Technology Law office 
Office of the General Counsel 
H 2 : I . , , • ^ 

Chantillv I I 

¿VlLbkbL) UbLlBbRA' 

b2 

PRlVlLbkbL) UbLlBb 
OGC APPROVAL 

,TIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 

¡11 
r i a i n a l Messaqe-

From . 
Sent: Thursday, June 19,' 
To: | 
E. ( F B I ) 
Cc:[ 
(BL") ( F B I ) 
Subject:MEETINC 

S Ì t ^ É T 
RECORD 315 

(BL) (FBI) 
008 6:38 AM. 

] (LO) (FBI) ;]_ 

](OIO) (FBI); 

] (OTD) (FBI); SABOL, SHERRY 

(BL)(FBI) ; r 

b l 
b2 
b5 
b 6 
b7C 
b7D 
b7E 

Colleagues, 

nn Of ì /19 /Of l . bl 
b2 
b5 
b 6 
b7C 
b7D 
b7E 

land Sherry: Please let me know if you are aware of and can support this 
proposed date change, with your confirmation, we will make lodging arrangements and 
document Country clearance (already verbally approved), and formalize this response 
with an EC. . 

Let me know. 

Page 1 
EFF/Lynch-273 



( S Ì 

FW MEËTINd 
FROM: Multiple sources 

SIFY ON: 20330619 

txt 

DERSVBD FROM: 
DECLASSIFY ON: 
SECRITT 

b l 
h 2 
b5 
b7D 
b7E 

Multiple sources 
20330619 

Page 2 
EFF/Lyrich-238 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 01-12-2011 BY SSLTS/DHH/BAW/STP/BLS 

From: 
Sent: 
To: 

t 

CAPRONI, VALERIE E. (OGC) (FBI) 
Monday, June 23, 2008 3:54 PM 
SABOL. SHERRY E. (OGC) (FB1)J ~ 

J (OGC) ( F B I ) ! 
ITPFIN (FBI) 

Subject: RE: 
Q F Ï Ï Ç I T I W C ^ s j N C L Ä S S I H b ü 
NON-RECORD 

10GC) (FBI); 
_ J O G C ) (FBI); b2 

b5 
b6 
blC 
b7E 

Yes - we met with l a n d others about a year ago. 

Can you call o discuss, please? 

SABOL, SHERRY E. (OGC) (FBI) 
Monday, June » , 

From: 
Sent: 
To: 

Cc: 
Subject: 

SENSITÌVEPEEWLIINCLASSIFIED 
NON-RECORD 

,2008 2:19 PM 
HlOGC) (FBI)L 

J (OGC) (FBI) 
ÇftpPOMT \/AI CDTC c /n/?rwcpn 
FW: 

JOCQ (FBDC ](OGC) (FBI); 

b2 
b5 
b6 
b7C 
b7E 

am not familiar with the discussion reoardinqf 

From: 
Sent: 
To: 
Cc: 

Subject: 

1ÖTD)(FBI) 
u:3 Monday, June 'B, 200« 11:35 AM 

"^TDLHFBI ) 
K) (FBI) , i_ 
(OTP) (FBI) 

RE 

](BL) (FBI); SABOL, SHERRY E. (OGC) (FBI); 

S E N S I T J ^ P W U I N C L A S S I F I E D 
NON-RECORD 

(FOUO) Sorrv 
direction. 

Í2Ü£ "lwas acting at mv advice, and I'm in turn abiding by DOJ 

b2 
b5 
b 6 
b7C 
b7E 

Please see your US Attorney's Office International Coordinator for the MLAT procedure and format. 

I regret the impact this has on your case. 

From: 
Sent: 
To: 
Cc: 
Subject: 

JDL) (FBI) 
Mnnflsv. Inns ?008 10:42 AM 

(BL) (FBI)! 
HmEEEBD , 

](0TD) (FBI) 

b2 
b6 
b7C 
b7E 

EFF/Lyrich-238 



UNéhASSIEtéb 
NON-RÈS6RD~ 

Sorry to bother you, 

However, I have an investigation 

b2 
b5 
b6 
b7C 
b7E 

Thank you for your time and assistance. 

Dallas 
desk) 
cell) 

b2 
b6 
b7C 

UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

EFF/Lyrich-238 



From: 
Sent: 
To: 
Cc: 
Subject: 

SABOL, SHERRY E. (OGC) (FBI) 
Tuesday, July 29, 2008 9:53 AM 
DICLEMENTE. ANTHONY P. (OTD) (FBI) 

I — J ( O G C ) (FBI) 
Special Project 

DECLASSIFIED BY 6S179/DHH/BA¥/STP/l)l3 
OH 01-12-2011 

b6 
b7C (OTD) (FBI) 

Attachments: 
SECRfeT/ZNOFORfl" 
RECftRO DIAS.268-HQ 

Tonv 

Following discussions withi 

b2 
b5 
b6 
b7C 
b7E 

Question: 

Thanx. 

DE 
lnv€ 
DEC 
SbCR 

IVEffFROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
ations 

20330616 ISSIFY ON: 
cT/ZNOFORN 

EFF/Lynch-191 



ALL INFORMATION CONTAINED ;bl 
HEREIN IS UNCLASSIFIED EXCEPT ;b2 
WHERE SHOOT OTHERWISE b5 C H Ï Ï L 

This document describes 

DATE: 01-12-2011 
CLASSIFIED BY 65179/DHH/BAU/STP/bls 
REASON: 1.4 (c) 
DECLASSIFY ON: 01-12-2036 bl 

b2 
b5 
b7E 

(S) 

f§) 

^ggRÇT EFF/Lynch-192 



SÍSréí. 
bl 
b2 
b5 
b7E 

y s & G t i EFF/Lynch-193 



¿SCffl^ 
bl 
b2 
b5 
b7E 

m 

Sample Monitor Output 

EFF/Lynch-194 

J ECK Ö L . 



h 2 
h 5 
b7E 
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DECLASSIFIED BY 65179/DMH/BATüT/STP/bls 
ON 01-12-2011 

From: 
Sent: 
To: 
Cc: 
Subject: . RE: Special Project 
SECRET//M0H3RN 
RECOFCKÌ3IAS.268-HQ 

Sherry, 

DICLEMENTE, ANTHONY P. (OTD) (FBI) 
Monday, August 04, 2008 12:13 PM 
•SARDI RHFRRY F ,(OGC) (FBI); 

(OGC) (FBI)1 
(OTD) (FBI) 

hZ 
b5 
b6 
b7C 
b7E 

Anthony P. DiClemente 
Chief, Data Acquisition / Intercept Section 
Operational Technology Division 

From: 
Sent: 
To: 
Cc: 
Subject: 

SABOL, SHERRY E. (OGC) (FBI) 
Tuesday, July 29, 2008 9:53 AM 
DICLEMENTE. ANTHONY P. (OTD) (FBI) 

special project 
(OGC) (FBI) 

OTD) (FBI) 

b2 
b5 
b6 
b7C 
b7E 

Thanx. 

EFF/Lynch-196 



« File > r b2 
b5 
b7E 

DERIVEO FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence 
Investigations 
DECIfflSSIFYON: 20330616 
SECft&n/NOFORN 

D&RIVED7R0M: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
PECif fSSIFYON: 20330616 
SECJ<ET//NOFORN 

EFF/Lynch-197 



DECLASSIFIED BY 
ON 01-12-2011 

65179/DMH/BAW/STP/bls 

From: 
Sent: 
To: 
Subject: 

SABOL, SHERRY E. (OGC) (FBI) 
Wednesday. October 29. 2008 2:51 PM 

SEftRElTflfoFORN 
RECÖB0DIAS.268-HQ 

FW: Special Project 
J (OGC) (FBI) 

This appears to be the last communication I havef 

b2 
b5 
b6 
b7C 
b7E 

Sherry E. Sabol 
Section Chief 
Science and Technology Law Office 
Office of the General Counsel 
HQ:| I 
Chantilly: 
bb 
PHI VILLGLL) DELIBERATIVE DOCUMENT- NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 

RE: Special Project 

From: 
Sent: 
To: 
Cc: 
Subject: 

&BCREJ//NOFORN 
RECfefeDDIAS.268-HQ 

Sherrv 

DICLEMENTE, ANTHONY P. (OTD) (FBI) 
Monday, August 04, 2008 12:13,2M 
Ç A R M ÇHPPPY F (OGC) (FBI ) ] 

(OGC) (FBI) 
]0TD) (FBI) 

b2 
b5 
b6 
b7C 
b7E 

Anthony P. DiClemente 
Chief, Data Acquisition / Intercept Section 
Operational Technology Division 

From: 
Sent: 
To: 
Cc: 
Subject: 

si-

SABOL, SHERRY E. (OGC) (FBI) 
Tuesday, July 29, 2008 9:53 AM 
DICLEMENTE, ANTHONY P. (OTD) (FBI) 

I- (OGC) (FBI) 
Special Project 

}0TD) (FBI) 
b6 
b7C 

ET//NOFORN 
EFF/Lynch-198 



RgfrQBl^DIAS.268-HQ 

Ton] | 

Following discussions withf 

b2 
b5 
b 6 
b7C 
b7E 

Thanx. 

E< File » 

DERIVEa FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
DECLAS/SIFY"ON: 20330616 
SgCREt/ZNOFORN 

DEPRIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
DECL/ASSIFY'QN: 20330616 
SE<t«ET//NOFORN 

DEHIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFY"ON: 20330616 
SBCRET//NOFORN 

EFF/Lyrich-238 



DATE: 01-12-2011 
CLASSIFIED BY 65179/DHH/BAW/STP/bl 
REASOH: 1.4 (c,d) 
DECLASSIFY ON: 01-12-2036 

From: 
Sent: 
To: 
Cc: 
Subject: 

ALL INFORMATION CONTAINED ;bl 
HEREIN IS UNCLASSIFIED EXCEPT ;b2 
WHERE SHOOT OTHERWISE b5 

SABOL, SHERRY E. (OGC) (FBI) i>6 
i f i ^ t e d a y J M i e r 29, 2008 3:13 PM h l c 

If OGC) (FBI); CAPRONI, VALERIE E, (OGC) (FBI) b 7 D 

"RET 
OGC) (FBI) (OGC) (FBI) .b.7E 

RECORD FISA 

"land I have discussed this ancf 

( S ) 

<s> 

( S ) 

<S) 

( S ) 

( S ) 

1 advised tnaf 

I mentioned to 

reach out tcf 
1 spoke with Tony DiClemente about this today -1 believe OTP will 

Sherry E. Sabol 
Section Chief 

EFF/Lynch-200 



Science and Technology Law Office 
Office of the general Counsel 
HQ: 
Chantillv: 
bb: | 
PRlVlLbGbU UbLIBiRATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 

h 2 

From: 
Sent: 
To: 
Cc: 
Subject: 

OGC) (FBI) 
Wednesday, flrfr 29, 2008 1:07 PM 

SAROt SHFRRY E. (OGC) (FBI) 
RE: 

(OGC) (FBI); CAPRONI, VALERIE E. (OGC) (FBI) 

UNCLASSIFIED 
NON-RECORD 

We scheduled and then cancelled this brief. Valerie, you had asked a question of Sherry but she 
had not received a copy of the memo. May I suggest that we try to schedule a meeting for 
resolution of this matter the week after next?I 

b2 
b5 
h 6 
b7C 
b7D 
b7E 

DGC, National Security Law Branch 
Office of the General Counsel 
Room 

From: | |(OGC) (FBI) 
Sent: Tuesday, October 28, 2008 1:55 PM 
To: CAPRONI, VALERIE E. (OGC) (FBI)[_ 
Subject: FW:| | 

](OGC) (FBI) 

UNCLASSIFIED 
NON-RECORD 

basis. 
MY understanding this is still on hold. 

am getting dinged on this on a regular 

Assistant General Counsel 
National Security Law Branch 
Office of General Counsel FBI 

Voice 

b2 
b5 
b6 
b7C 
b7D 
b7E 

Pager 
Secure Fax 
Fax 

From: J(OTD) (FBI) 
EFF/Lyrich-238 



Sent: 
To: 
Cc: 
Subject: 

Iuesdax-£ktcheL28, 2008 12:43 PM 
INH) CFBn 

l(NH) (FBI) 

UNCLASSIFIED 
NON-RECORD 

know he has some knowledge of the issue. 

(OTD) (FBI); OGC) (FBI) b2 
b5 
h 6 
blC 
b7D 
b7E 

I've copied AGC Jerein as 

From: 
Sent: 
To: 
Cc: 
Subject: 

(NH) (FBI) 
Tuesday, OctoEër 21, 2008 9:00 AM 

OTD) (FBI) 
(NH) (FBI) 

UNCLASSIFIED 
NON-RECORD 

b2 
h 5 
h6 
b7C 
b7D 
b7E 

New Haven 

JNCLASSInlED 

UNCLASSIFIED 

UNOLASfSIFIED 

UNCLASSIFIED 

DERIVEP FROM: Multiple Sources 
DECLASSIFY ON: 20331029 
SECfRET 

EFF/Lyrich-238 



Page 1 of 4 

From 
Sent: 
To 

OGC) (OGA) 

Subject: 

uesday, November 24, 2009 10:17 PM 
T O G O ( T B I I 

r//NOFORN 

b5 
b6 
b7C 

DECLASSIFIED BY 65179/DMH/BAW/STP/bls 
ON 01-12-2011 

I have been having trouble with my FBI net so sorry for the late response. 

"bndl blwavs do such a great T h a n k s - t h i s is helpful. For what it is w o r t h - I think this went very well. 
job and the Court really responds to both of them. I really like getting them before the judges - I think it is very 
good for the FBI because of the goodwill they always engender. Please pass along my thanks to them for always 
being so accomodating for the FISC meetings. 

b 6 
b7C 

Thanks -• 

From: (OGC) (FBI) 
Sent: Friday, November 13, 2009 6:16 AM 
T o j IfOGO (OGA) 
Subject: 

SPGRET/ZNOFORN 
FCECORD xx 

This is what caused a bit of a stir. 

Deputy General Counsel 
National Security Law Branch 
Office of the General Counsel 

From: | 
Sent: Tuesday, November 10, 2009 6:28 PM 
To: SABQL, SHERRY E. (OGC) (FBI) 
Ccl IfOGCUFBD 
Subject 

(OGC) (OGA) b 5 
b6 
b7C 

I might have missed you for the day.. 
I |Will you forward to 

really hobbled not having access to my e-mail on FBINet. 
Jand have him coordinate witr anc[ am 

As 1 have discussed wit! land 

EFF/Lynch-203 

fiIe:/A\Fbinet\r30hss 1 d-hql\Home 1 vly%20Documents\EFF%20Litigation\RE... 12/14/2010 



Page 2 of 4 

b2 
b5 
b6 
blC 
b7E 

I know is out of the country so[ 
Monday. I would propose early afternoon, say noon or 1:00.... 

Hand I are working on scheduling a SVTC for a prep session on 

From: 
Sent: Tuesday, November 10, 2009 6:01 PM 
To: 'SABOL, SHERRY E. (OGC) (FBI)'; 
Cc:j KFBI):! 
Subject: 

](OGC) (OGA) 

Sherry-my fbinet email is not working, will you call me at 

From: SABOL, SHERRY E. (OGC) (FBI) 
Sent: Tuesday, November 10, 2009 5:15 PM 
To 'nan ìoga) 
Cc (OGC) (OGA); KFBDJ I 
Su bject| 

SEtS^f /ZNOFORN 
RECOkDFISC 

From: I lOGC) (OGA) 
Sent: Tuesday, November 10, 2009 5:10 PM 
To: SABOL. SHERRY E. (OGC) (FBI) 
cc: I "TOGO (OGA):I ] (OGC) (FBI) 

Sherry, 

EFF/Lynch-204 

file :/A\Fbinet\r3 Ohss 1 d-hq 1 \Home V My %20Documents\EFF%20Litigation\RE... 12/14/2010 



Page 3 of 4 

Thanks again, 

b2 
b5 
b6 
b7C 
b7E 

National Security Division, Office of Intelligence 
United States Department of Justice 

|(office) 
(pager) 

From; 
Sent: 
To: 
Cc: 
Subject: 

SABOl, SHERRY E. (OGC) (FBI) 
Tuesday, November 10, 2009 3:44 PM 

I OGC) (OGA) . 
KOGOVOGAII (OGC) (FBI) 

SFESFFETZ/NOFORN 
R.ECQRD F1SC 

Please see the attached emails. 

Sherry. 
« File: 

loGC) (OGA) From: 
Sent: Tuesday, November 10, 2009 3:16 PM 
TO! SABOL SHERRY E. (OGC) fFBD 
Subject: 

S I M E I Z / N O F O R N 
RECORD FISC 

Hi Sherry, 

Hope all is well. 
J l am on emergency duty this week and 

just wanted to make sure I planned accordingly.) 

Thanks so much, 

National Security Division, Office of Intelligence 
United States Department of Justice 

(office) 
I (pager) 

From: SABOL, SHERRY E. (OGC) (FBI) 
sentii Friday,Qflobei30,20092:SOPM_ 
To: 
Cc: 

SL 
J 2 2 

Subject: | 

SÈ^ETZZNOFORN 

N (OGA),! 
KOGC) (FEIT 

LOGC) (OGA) 

EFF/Lynch-205 

file :/A\Fbinet\r3 Ohss 1 d-hq 1 \Home Viy%20Documents\EFF%20Litigation\RE... 12/14/2010 



Page 4 of 4 

RECQEDEJ5C 

Thanks. Sherry. 

h 2 
bb 
h6 
blC 
hi E 

M32._FRQ.ML MMU I pie _£O_UKÊS 
ÄSSIFY ON: M341Q3Q 
ET//NOFORN 

DERIVED FROM: Multiple Sources 
DECLASSIFY ON: 20341030 
SÊG&ET//NOFQBN 

FROM: Multiple Sources 
F^ON;2Q34 i010 

T//NQFORN 

DERIVED FROM: Multiple Sources 
DEOLASSIFY ON: 20341030 
SEQAËT//NOFORN 

FROM: Multiple Sources 
SSIFY ON: 20341030 

7/NOFORN 

[RIVED FROM: Multiple Sources 
DECLASSIFY ON:.20341113 
SBCRSJ//NOFORN 

ROM: Multiple Sources 
SIFY QN: 20341113 

ET//NOFORN 

EFF/Lynch-206 

file:/A\Fbinet\r30hssld-hql\Home Vly%20Documents\EFF%20Litigation\RE... 12/14/2010 
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From: SABOL, SHERRY E. (OGC) (FBI) 
Sent: Monday, November 30, 2009 10:58 AM 
To: I 

ALL INFORMATION CONTAINED ;bl 
HEREIN IS UNCLASSIFIED EXCEPT ;b2 
WHERE SHOOT OTHERWISE b5 

Ce: CAPRONI. VALERIE E. (OGC) (FBI): 
( O O C H F B n f 

Subject: FW: 
J(OGC) (FBI) 

lOGC) (FBI) 

Importance: High 

( S ) m a r m i l o us / 
RECORD 

DATE: 01-12-2011 
CLASSIFIED BY 65179/DHH/BAVSTP/bls 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 01-12-2036 

b l 
b2 
b5 
h 6 
blC 
b7D 
b7E 

All -please see the attached proposed agenda and list of attendees vhich I just received. 

Please advise how the Department would like to proceed. 

Thank you. 

Sherry. 

Sherry, 

I have included below a proposed agenda and list of attendees. The agenda is based on previous discussions 
that we have had regarding t ^ g v » " ranariri/ripipte/rhangp/mfine those points as you see fit. I am going 
to forward this information tc 
COB today? 

Agenda: 

so he can make the final arrangements for our visit by hopefully 

b l 
b2 
b5 
b6 
b7C 
b7D 
b7E 

EFF/Lynch-207 
file:/A\Fbinet\r30hssld-hql\Homel rty%20Documents\EFF%20Litigation\F... 12/14/2010 
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b l 
b2 
to 5 
b7D 
b7E 

Attendees; 

FBI: 
I Z I Z Z Z Z Z Z I Z Z I Z Z Z I I ] : B 6 

Anthony DiClemente, Section Chief, Data Acquisition/ Intercept Section b7 
Sherry Sabol, Section Chief, Science and Technology Law Office 

[Chief Advisor, Data Network Collection 
[Supervisor, Data Intercept Technology Unit 

b l 
•b6 
b7C 
b7D 

DOJ: ???? 

( g J Itinerary.: 
b l 
b7D 

D 
DECL 
SECRET 

y E D FR01VI: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations 
QN; 20,3/infi?? 
. TO US/ b l 

b7D 

EFF/Lynch-208 

fi le :/A\Fbinet\r3 Ohss 1 d-hq 1 \Home 1 
b6 

/Iy%20Documents\EFF%20Litigation\F... 12/14/2010 b 7 c 
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DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
sfecrteT 

EFF/Lyrich-238 

SECRET 



DECLASSIFIED BY 65179/DMH/BAKr/STP/bls 
ON 01-12-2011 

}CyD) (FBI) From: 
Sent: Friday, November 12, 2010 11:10 AM 
To) ] (DO) (FBI) 

jCCyD)(FBI) Cc 
Subject: Upcoming Director's Meetings 
Importance: High 

b6 
b7C 

SE^T, SEKRÉT//NOFORN 

Listed below are the response I received regarding talking points for the Director. 

I hope this helps. Let me know if you need any additional information. 

VR/ 

has been very supportive of criminal investigations in the following ways: 

b6 
b7C 

b2 
b5 
b7E 

(Final Revised version sent on 11/12/2010, at 6pm appears below): 

20101111.Director' 
s Meeting wi... 

Issues for Director 
visitwpd... 

S ^ E T / / N O F O R N 

EFF/Lynch-212 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 01-12-2011 BY 65179/DMH/BAU/STP/tilS 

Director Mueller's Talking Points Request fot 
FBIHQ/Cyber/SOIS/IIOU Input 

b2 
.b3 
"b5 
b7E 

Topic: Relative to the effective and efficient cooperation and assistance received from 

Issue 1: 

Issue 2: 

« 

Issue 3 

Issue 4: 

EFF/Lyrich-238 



>¡'»¡<1(101! :jj)f>i'()Vi ¡1 by; 
)nn-iuon provided by: 

. immwer must 
\ ':i A 1 
v 

gifhe DAD level or higher. 
JCylx'i'.'SOi.S/IIOlj 

UfVfHti 
SSA 

12. ••Dili 
b6 
b7C 

CvberSOIS IK.K 

AIL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 01-12-2011 BY 65179/DHH/BAW/STP/bls 

EFF/Lyrich-238 



DATE: 01-12-2011 
CLASSIFIED BY 65179/DMH/BAW/STP/bls 
REASON: 1.4 (c) 
DECLASSIFY ON: 01-12-2036 

ALL INFORMATION CONTAINED ;bl 
HEREIN IS UNCLASSIFIED EXCEPT ;b2 
WHERE SHOOT OTHERWISE b5 

NOFORN 
b l 
b2 
b5 
b7E 

(S) San Francisco is assigned 

(SJ 

(U) A major obstacle is 

(U) At one.time in the recent past. 

( U nay have an issue with 

CU) 

S&5ÏS3L/NOFORN 
EFF/Lynch-215 



J S W ^ H ^ N O F O R N b2 
b5 
b7E 

(U) From the operational side, San Francisco has heard from other field offices that the 

(U) 

(U) San Francisco Cyber Agents have worked with 

(U) 

SJDSSJjjT / NOFORN 
^ EFF/Lynch-216 



XCyD) (FBI) From: 
Sent: Monday, November 15, 2010 10:09 AM 
ToJ IfDOYFBn:! 
Cc: HQ-DIV16-EXECUTIVE-STAFF:I 

ICCyD) (FBI); 
™ ( C y D ) (FBI) 

Subject: FW: Upcoming Director's Meetings 
Importance: High 

DECLASSIFIED BY 65179/DMH/BAW/STP/bls 
ON 01-12-2011 

• (DO) (FB I ) 
|CyD)(FBI), 
(CyD) (FBI) 

CyDXFBI); 
KCyD) (FBI); 

b 6 
b7C 

For All: 

Here is the CvD response for the Director's Office from last week. I attached the most recent 
version of the locument provided by 

VR/ 

SSA 
Cyber Division, Executive Staff 

From| |(CyD) (FBI) 
Sent: Friday, November 12, 2010 11:10 AM 
To:!" 
Cc: 

—JDO) (FBI) 
M D !yD)(FBI) 

Subject: Upcoming Director's Meetings 
Importance: High 

Everything else remained unchanged. 

b 6 
b7C 

b2 
b5 
b6 
b7C 

SE^R ET//NOFORN 

Listed below are the response I received regarding talking points for the Director. 

I hope this helps. Let me know if you need any additional information. 

VR/ 
b 2 
b 5 
b 6 
b7C 
b7E 

EFF/Lynch-217 



Final Revised version sent on 11/12/2010, at 6pm appears below): 

i s j j 

20101111.Director' 
s Meeting wi... 

Issues for Director 
visit.wpd ... 

^ X É T / ET//NOFORN 

EFF/Lyrich-238 



SE^ftgTV/ORCON.NOFORN 
RECORD 220A 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

From: 
Sent: 
To: 
Cc: 
Subject: 

J (NY) (FBI) 
Friday, May 28, 2010 12:41 PM 

|(NY) (FBI) 
-J(NY) (FBI) 

RÉ: Review ol 

b2 
b 6 
b7C 
b7E 

DATE: 01-12-2011 
CLASSIFIED BY 65179/DMH/BAW/STP/bls 
PEASON: 1.4 (c) 
DECLASSIFY ON: 01-12-2036 

SECftSJV/ORCQN.NOFORN 
RECORD 220A 

We'll do 

Thanks 

Supervisory Foreign Language Program Coordinator 
ID-22, Unit 4, Chelsea Building, New York 

b2 
b 6 
b7C 

From: 
Sent: 
To: 
Cc: 
Subject: 
Importance: 

l(NY) (FBI) 
Friday, May 28. 2010 12:35 PM 

INY) (FBI) 
[NY) (FBI) 

Review of 
High 

gE-QRgT//ORCQN,NOFORN 
RECORD 220A 

b l 
b 2 
b 6 
b7C 
b 7 E 

Re: 



( S H 

b l 
b 6 
b7C 

Best, 

b2 
b6 
b7C 

DERIVED FROM: G-1 FBI Classification Guide G-1. dated 1/99, Foreign Government Information 
DECLASSIFICATION EXEMPTION 1 
SECRElVORfcON.NOFORÎT" 

DERIVED FRtpM: G-1 FBI Classification Guide G-1, dated 1/99. Foreign Government Information 
DECLASSIFICATION EXEMPTION 1 
SECRETZ/ORCWNQFORN" 

DERIVED FROM: Qr1 FBI Classification Guide G-1, dated 1/99. Foreign Government Information 
DECLASSIFICATION EXEMPTION 1 
SECRET//OkCON.NC>FORN~ 

EFF/Lyrich-238 



I 

From: 
Sent: 
To: 
Subject : 

.'CD) (FBI) 
Friday .lannarv.08, 2010 1:51 PM 

(OGC) (OGA) 
F W f I 

At tachments : ib-cyd-20061219-ufouo.pdf 
SEgRETZZNOFORN 
RECORD 220C 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE b2 

b6 
b7C 
b7E 

DATE: 01-12-2011 
CLASSIFIED BY 65179/DHH/BAW/STP/bls 
REASON: 1.4 (c) 
DECLASSIFY ON: 01-12-2036 

From: 
Sent: 
To: 
Cc: 
Subject: 

. (DD(FBI) 
Friday. lannarvflS ?nm 10:30 AM 

L L£CD) (FBI) 
I (CTD) (FBI) 

SggRETZZNOFORN 
RECORD 220C 

I Is there any information you might be able to pass along td I Thanks. 

y-qr.. 

ib-cyd-20061219-uf 
ouo.pdf (76 ... 

From: I IcD) (FBI1 
Sent: Friday l a m i n a ?nin iq:21 AM 
I ° j . L _ i - v _ J ( D I ) ( F B I ) 
Subject: FW: 
Importance: Higfl 

SE&flETZZNOFORN 
RECORD 220C 

'have you seen anything on this? Thanksj | 

F r ° m : I IfMMHFBn 
Sent: Friday. January OR. ?mn 10:00 AM 
To 
Cc: 
Subject: 
Importance: " High 

SEOeETZZNOFORN 

ITMMI CD) (FBI) 
(FBI) 

EFF/Lynch-221 



RECORD 220C 

( S ) 

b l 
b2 
b5 
b6 
b7C 
b7E 

SA 
Miami uivision 
Squad T-6 
Desl* 
Cell: 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97. Foreign Counterintelligence 
Investigations 
DECZASSIFiCATION EXEMPTION 1 
SEgRETKNOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
InvW/iqations 
DEQuASSIFICATION EXEMPTION 1 
SE#ftET//NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97. Foreign Counterintelligence 
Investigations — ~ 
DECLASSIFICATION EXEMPTION 1 

E(^ET//NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
ln\)es/igations ~ 
DESI/ASSIFTCATIQN EXEMPTION 1 
SEC^ET/ZNOFORN 

^ EFF/Lynch-222 



From: 
Sent: 
To: 

Friday .lannan/ns 
] (CD) (FBI) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOTO OTHERWISE fa2 

3010 12:21 PM 
e n d 

T F B Q T 
(CDHFBPJ 

, .(TP) (£ 
KBS) (FBI);P 

I E H Z E B E 

JLCD) (FBI); 
JCDL) (FRI 

1(CD) (FBI)I 
(CD) (FBI)T 

](CD) (FBI); 

Dl) (CON) DI) (FBI* 

, H I C D T 
|CD) (FBI); 
I f C D i (FBI) 

b2 
b6 
b7C 
b7E 

Cc: 
Subject : 
SEgftET/ZNOFORN 
RECORD 220C 

FW: 
(CTD) (FBI) DATE: 01-12-2011 

CLASSIFIED BY 65179/DMH/BAW/STP/bls 
REASON: 1.4 (c) 
DECLASSIFY ON: 01-12-2036 

I I FYI o r [ Please con tac t Ubefore forwarding. Thanks -[ | 

From: 
Sent: 
To: 
Subject: 

SECK^TZZNOFORN 
RECORD 22QC 

J (CTD) (FBI) 
Friday, January OR ?.oio U : I2 AM 

(DI)(FBI); ]ICD) (FBI) 

b2 
b6 
b7C 
b7E 

b l 
b2 
b5 
b7E 

EFF/Lynch-273 



(S) 

jsfßß^C 

I know that wasn't the answer you had hoped for, but I hope it helps none-the-less. Let me know if 
you have any more questions, or need anything else, 

Cheers. 

•Al 1 
ECAU • 

b l 
b2 
b5 
b6 
b7C 
b7E 

"If a man does not know to which port he is sailing, no wind is favorable." 

)ERIVED FRqiVI: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence 
Investigations' 
iECLASSIFiQATION EXEMPTION 1 

SECRET/ZNOFORN 

DEPRIVED FFfoM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence 
Investigations 
DECLASSIF 
SE$RET//N( 'FORN 

JATION EXEMPTION 1 

DERIVED F K)M: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Inveétigatic ns 
DECIlASSII I CATION EXEMPTION 1 
SECRET//NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence 
Investtoatfons 
DECLltSSlFiCATION EXEMPTION 1 
SECREtr//NOFORN 

DERIVEKFROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence 
Investigations — 

DECLASSIFICATION EXEMPTION 1 
SECRETftNOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations ~~ ~ 
DECLASSIFICATION EXEMPTION 1 
SECREr//MpFORN 

EFF/Lyrich-238 



DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
Investigation^ 
DECLASSIFICATION EXEMPTION 1 
SECR&T//NOFORN 

DERiygbNFROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECZRET//NOFORN 

EFF/Lyrich-238 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 01-12-2011 
CLASSIFIED BY 65179/DMH/BAW/STP/bls 
REASON: 1.4 (c) 
DECLASSIFY ON: 01-12-2036 

Thanks for the email, good to hear from you again. That is an interesting question, and a tough 
one to answer, but here goes. I speak for the CTD side, because that is what I am most familiar 
with, but this all applies to CI as well: 

b2 
b5 
b6 
b 7 C 
b 7 E 

I know that wasn't the answer you had hoped for, but 
you have any more questions, or need anything else, 

hope it helps none-the-less. Let me know if 

Ghfifirs 

IA 
E far 

"If a man does not know to which port he is sailing, no wind is favorable.' 

From: I I mnfFBP 
Sent: FHHaw b r o m n « 7nm 10:30 AM 
To: I l i£D) (FBI) 
Cc: I I (CTD) (FBI) 
Subject: RE: Skype 

EFF/Lynch-228 



SEÇf&nV/NOFORN 
RECORD 220C 

Is there any information you might be able to pass along to| jThanks. 

b2 
h 6 
b7C 
b7E 

File: ib-cyd-20061219-ufouo.pdf: 

3CD) (FBI) From: | 
Sent: Friday, January 08. 7.010 10:21 AM 
To: | |(DI)(FBI) b 2 
Subject: TWi] | b6 
Importance: High ^ c 

SEC#5X/ /N0F0RN b 7 E 

RECORD 220C 

I [ have you seen anything on this? Thanksil I 

From: I l(MM) (FBI) 
Sent: Friday, January 08, 2010 10:00 AM 
To: I . [CD) (FBI) 
Cc: I. , 1(MM) (FBI) 
Subject: 1 I 
Importance: High 

SEfefeET/ZNOFORN 
RECORD 220C 

( S ) 

bl 
b2 
b5 
b6 
b7C 
b7E 

SA\ 
Miami Division 
Squad T-6 
Des/| 
Cell: 

DERIVED FRQwl: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 

7 x EFF/Lynch-229 



1ECRET//N0F0RN 

DERIVED FROM: q-Z FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET//NOFOF 

DERIVED FROftjf: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET//NOFADRN 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRBT//NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECREffi/NOFORN 

DERIVEDtFROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SEG^ET/ZMOFORN 

DBRIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
Investigations 

^CLASSIFICATION EXEMPTION 1 
{ECRET//NQFORN 

EFF/Lyrich-238 



From: 
Sent; 
To: 
Subject: 
SECBEftV/NOFORN 
RECORD 220C 

_ |CD) (FBI) 
Fridgv, JanwanLP8-2 0 1 011£5 AM 

FW 
(MM) (FBI): ] (MM) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOTO OTHERWISE fa2 

b6 
b7C 

(FBI) ; b 7 E 

DATE: 01-12-2011 
CLASSIFIED BY 6S179/DHH/BAW/STP/bls 
REASON: 1.4 (c) 
DECLASSIFY ON: 01-12-2036 

From; 
Sent: 
To: 
Subject: 

CDI)(FBI) 
L Frirlav lanmrv OR 7010 11:17 AM 

IfCTP) (FBI); 
RE 

(CD) (FBI) 

SESRET/Z 
RECÓRD 220C 

SET/ZNOFORN b2 
b6 
b7C 
b7E 

Great! 

Good to hear from you as well| [Thanks for the detailed response - much appreciated! 

Take car.e, 

From: 
Sent: 
To: 
Subject: 

(CTD) (FBI) 
Friday. January 08. 20"lO 11:12 AM 

(DI)(FBI); 
TOT 

JCD) (FBI) 

SEb^ET/ZNOFORN 
RECORD 220C 

Thanks for the email, good to hear from you again. That is an interesting question, and a tough 
one to answer, but here goes. I speak for the CTD side, because that is what I am most familiar 
with, but this all applies to CI as well: 

bl 
b2 
b5 
b6 
b7C 
b7E 

EFF/Lynch-273 



( S ) 

bl 
b2 
b5 
b6 
b7C 
b7E 

I know that wasn't the answer you had hoped for, but I hope it helps none-the-less. Let me know if 
you have any more questions, or need anything else, 

Cheers. 

i / t 
ECAU 

"If a man does not know to which port he is sailing, no wind Is favorable." 

From: 
Sent: 
To: 
Cc: 
Subject: 

SEfr«gT//NOFORN 
RECORD 220C 

(DI)(FBI) 
Friday. January 08. 2010 10:30 AM 

I KCD) (FBI) 
| I (CTD) (FBI) 

Is there any information you might be able to pass along toi ¡Thanks. 

<< File: ib-cyd-20061219-ufouo.pdf >> 

From: 
Sent: 
To: 
Subject: 
Importance: 

CD) (FBI) 
Friday, January 08, 2010 10:21 AM 

TTIgFT 

SEQRET//NOFORN 

(DIXFBI) 

EFF/Lynch-232 



RECORD 220C 

I lhave you seen anything on this? Thanksij | 

From: 
Sent: 
To: 
Cc: 
Subject: 
Importance: 

_(MM) (FBI) 
Friday, January"^ 2010 10:00 AM 

1(CD) (FBI) 
TOR) (FBI) 

b l 
b2 
b5 
be 
blC 
b7E 

"RigfT 

ET//NOFORN 
RECORD 220C 

( S ) 

SAI 
Miami Division 
Squad T-6 
Des/d 
Cell: 

DERIVED FROM: G/3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
Investigations 
DEQLASSIFICATIflN EXEMPTION 1 
SECRET//NOFOF 

DERIVED FROiyi: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
Investigations/ 
DECLASBIFIQATION EXEMPTION 1 
SECRETANOFORN 

DERIVED FyfeoM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
Inves t iga tes 
DECLASSIFICATION EXEMPTION 1 
SECRET//NOPPRN 

DERIVED FROIV^ G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET/ZNOFORh 

EFF/Lyrich-238 



DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97. Foreign Counterintelligence 
Investigations / 
DECLASSIFICATION EXEMPTION 1 
SECRETFLNOFPRN 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
Investiqatic/nk 
DECLASSIFICATION EXEMPTION 1 
SECRET/Z/JOFORN 

EFF/Lyrich-238 



From: 
Sent: 
To: 
Subject: RE: 
SE»6ET//NOFORN 
RECORD 220C 

Wow -- Thank^ ~ | 

[CD) (FBI) 
Friday, January 08, 2010 11:55 AM. 

|(DI)(FBI); 

DATE: 01-12-2011 
CLASSIFIED BY 65179/Dl'IH/'BAIiJ/STPytil£ 
PEASOH: 1.4 (c) 
DECLASSIFY ON: 01-12-2036 

(CTD) (FBI) 

b2 
b6 
b7C 
b7E 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

From: 
Sent: 
To: 
Subject: 

(DD(FBI) 
Friday, January 08, 2010 11:17 AM 

[CTD) (FBI) (CD) (FBI) 

SECPgr/ZNOFORN 
RECORD 220C 

Great! 

b2 
b6 
b7C 
b7E 

Good to hear from you as wel| [Thanks for the detailed response - much appreciated! 

Take care. 

SECRET//NOFORN 
RECORD 220C 

Thanks for the email, good to hear from you again. That is an interesting question, and a tough 
one to answer, but here goes. I speak for the CTD side, because that is what I am most familiar 
with, but this all applies to CI as well: 

bl 
b2 
b5 
b6 
b7C 
b7E 

( S ) 

EFF/Lyrich-238 



( S ) 

I know that wasn't the answer you had hoped for, but I hope it helps none-the-less. Let me know If 
you have any more questions, or need anything else, 

Cheers, 
I 

b l 
b2 
b5 
b6 
b7C 
b 7 E 

"If a man does not know to which port he is sailing, no wind is favorable." 

From; 
Sent: 
To: 
Cc: 
Subject: 

l(DIXFBI) 
Friday, January 08. 2010 10:30 AM 

]CD) (FBI) 
(CTD) (FBI) 

"RF 

ÎECOR 
T//NOFORN 

RECORD 220C 

b2 
b6 
blC 
b 7 E 

Is there any information you might be able to pass along to| [Thanks. 

File: ib-cyd-20061219-ufouo.pdf » 

From: I l(CD) (FBI) b 2 
Sent: Friday, January 08, 2010 10:21 AM k g 

Subject: FW1 
Importance: High b 7 E 

>E^ETZZNOFORN 
EFF/Lynch-236 



RECORD 220C 

]have you seen anything on this? Thanks| | 
b6 
:b7c 

From: 
Sent: 
To: 
Cc: 
Subject: 
Importance: 

Sg&Rgf//NOFORN 
RECORD 220C 

(MM) (FBI) 
Friday. January 08. 2010 10:00 AM 

I (CD) (FBI) 
(MM) (FBI) 

I g F T 

b l 
b2 
b5 
b6 
b7C 
b7E 

s/\ 
Miami Division 
Squarl T-6 
Desk 
Celli r 

)ERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigation!? 
DECLASSIFICATION EXEMPTION 1 
SECRET//N0FORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
lnvesfrgalfions 
DECLASSIFICATION EXEMPTION 1 
SECREV//NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
investigations 
DECuASSIPUCATION EXEMPTION 1 
SECRET//NQFORN 

DEklVED FROlyi: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence 
Investigations 

ECLASSIFICAtlON EXEMPTION 1 
JECRET//NOFOF 

EFF/Lynch-237 

i g D Ê R ê i 



DERIVED FROM' G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence 
Investigations J 
DECLASSIFICATION EXEMPTION 1 
SECRET//N&BORN 

DERIVED RROM\G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
Investigations \ 
DECLASSIFICATIONkEXEMPTION 1 
SECRET//NOFORN \ 

EFF/Lyrich-238 



From: 
Sent : 
To: 
Subject : 

Frirlav January fifl 

F W f 

(CD) (FBI) 
2010 10:33 A M . 

( M M ) ( F B I ) L _ 

DATE: 01-12-2011 
CLASSIFIED BY 65179/DHH/BAW/STP/bls 
REASON: 1.4 (c) 
DECLASSIFY ON: 01-12-2036 

} M M ) (FBI) 

b2 
b6 
b7C 
b7E 

Attachments: ib-cyd-20061219-ufouo.pdf 
SECKET//NOFORN 
RECORD 220C 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

From: 
Sent: 
To: 
Cc: 
Subject: 

(DIXFBI) 
Friday, January 08, 2010 10:30 AM 

I ^ tCP) (FBI) 
JCTD) (FBI) 

SECMTZ/NOFORN 
RECORD 220C 

b2 
b6 
b7C 
b7E 

J- Is there any information you might be able to pass along to| | ihanks. 

sa?-
'V.iv 

ib-cyd-20061219-uf 
ouo.pdf (76 ... 

220C 

bl 
b2 
b5 
b6 
b7C 
b7E 

SA 
Miami Division 
Squad T-6 
Dest 
Cell: 

DERIVED FROM: G-3 FBI Classificatiop^jméa-G.-3. dated 1/97, Foreign Counterintelligence 
^ ^ hFF /Lynch-Z39 



Investigations 
\ECLASSIFiaATION EXEMPTION 1 

SECRET//NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET//NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. date 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECREV//NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SBCRET//NOFORN 

EFF/Lynch-240 



From: 
Sent: 
To: 
Subject: RE: 
SteCftET/ZNOFORN 
RECORD 220C 

Friday January QS 
HCD) (FBI) 

2010 10:32 AM 
(DI)(FBI) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOTO OTHERWISE b2 

b6 
b7C 
b7E 

DATE: 01-12-2011 
CLASSIFIED BY 65179/DMH/BAïïr/STP/bls 
REASON: 1.4 (c) 
DECLASSIFY ON: 01-12-2036 

Thanks!! 

From: 
Sent: 
To: 
Cc: 
Subject: 

(DIXFBI) 
Friday, January 08, 2010 10:30 AM 

l£D) (FBI) 
• ( C I D ) (FBI) 

RE: 

SECÀ£ï/ /NOFORN 
RECORD 220C 

b2 
b6 
b7C 
b7E 

Is there any information you might be able to pass along to [ [Thanks. 

« File: ib-cyd-20061219-ufouo.pdf: 

From: 
Sent: 
To: 
Subject: 
Importance: 

• (CD) (FBI) 
Friday, January 08, 2010 10:21 AM 

1(DI)(FBI) 
f 3 = r 
Hig' 

SEQtfST//NOFORN 
RECORD 22ÖC 

b2 
b6 
b7C 
b7E 

I | iave you seen anything on this? Thanks[ IZD 

From: 
Sent: 
To: 
Cc: 
Subject: 
Importance: 

(MM) (FBI) 
Friday. January (ffl. ?.oio i0:00 AM 

|CD) (FBI) 

High 

SE^ffeT/ZNOFORN 
RECORD 220C 

](MM) (FBI) 

b2 
b5 
b6 
b7C 
b7E 

^ ^EFF/Lynch-243 



Miami Division 
Squad T-6 
Desi-
celi: 

hi 
b2 
b5 
b6 
b7C 
b7E 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97. Foreign Counterintelligence 
Irfyestigations / 
DECLASSIFICATION EXEMPTION 1 
SBCRET//NOFPRN 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence 
Investigations 
DECUASSIFfCATION EXEMPTION 1 
SECRET//N(PFORN 

DERIVED IjfROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investicfatjbns 
DECLASSIFICATION EXEMPTION 1 

JOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRE/T/ZNOFORN 

EFF/Lynch-244 



From: 
Sent: 
To: 
Cc: 
Subject: 

(DI)(FBI) 
Friday. January 08. 2010 10:30 AM 

[ \(CD) (FBI) 
(CTD) (FBI) 

ÏÏE 

Attachments: ib-cyd-20061219-ufouo.pdf 
SÊCftET/ZNOFORN 
RECORD 220C 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOTO OTHERWISE fa2 

DATE: 01-12-2011 
CLASSIFIED BY 65179/DHH/BAW/STP/bls 
REASON: 1.4 (c) 
DECLASSIFY OH: 01-12-2036 b2 

b6 
b7C 
b7E 

ĵ- Is there any information you might be able to pass along to | J"hanks. 

¿'V, : •• JUW-

ib-cyd-20061219-uf 
ouo.pdf (76 ... 

From: 
Sent: 
To: 
Subject: 
Importance: 

J(CD) (FBI) 
Friday, January 08, 2010 10:21 AM 

_ J ( D I ) ( F B I ) 
FW 
Hig 

SECftéTZ/NOFORN 
RECORD 220C 

b2 
b6 
b7C 
b7E 

| [have you seen anything on this? Thankslj | 

From: 
Sent: 
To: 
Cc: 
Subject: 
Importance: 

J(MM) (FBI) 
Friday lannary OR 701(1 10:00 AM 

JCD) (FBI) 

HigFT 

SEQ&ETZZNOFORN 
RECORD 220C 

n 

J(MM) (FBI) 

bl 
b2 
b5 
b6 
b7C 
b7E 

( S ) 

EFF/Lynch-273 



SA 
Miami Division 
Sauad T-6 
Desk 
Ceil: 

h2 
h6 
b7C 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECREflV/NOFORN 

DERlyBD FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SEQRETSNOFORN 

DERIVED KROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 

ECRET//NQFORN 

EFF/Lyrich-238 



From: 
Sent: 
To: 
Subject: FW 

](CD) (FBI) 
0 10:21 Al\ 
DI)(FBI) 

Importance: High 
Sfe€3?ET//NOFORN 
RECORD 220C 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOTO OTHERWISE fa2 

DATE: 01-12-2011 
CLASSIFIED BY 65179/DMH/BAW/STP/bls 
REASON: 1.4 (c) 
DECLASSIFY ON: 01-12-2036 

b2 
h 6 
hlC 
hlE 

| | have you seen anything on this? Thanksij | 

( S ) 

From: 
Sent: 
To: 
Cc: 
Subject: 
Importance: 

JMM) (FBI) 
Friday, January 08. IQio 10:00 AM 

(CD) (FBI) 

Tngtr 

J(MM) (FBI) 

SE .T//NOFORN 
RECORD 220C 

SA 
Miami uivision 
Squad T-6 
Desk 
Cell: 

bl 
b2 
b5 
b6 
b7C 
b7E 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
DECUASSIFICATION EXEMPTION 1 
SECRET//PQOFORN 

DERIVHD FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence 
Investigations 
DEC/ASSIFICATION EXEMPTION 1 
SEGRETVNOFORN 

EFF/Lynch-273 



From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 
SE9&ET 
RECORD NY 200J 

JNY) (FBI) 
Thursday. March 06, 2008 7:59 AM 

J(CD)(FBI) 
RE: Verification 

Follow up 
Green 

Very nice job on this. Lets hope they follow through. 

Thanks, 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOTO OTHERWISE fa2 

DATE: 01-13-2011 
CLASSIFIED BY 65179/DHH/BAW/STP/bls 
REASON: 1.4 (c) 
DECLASSIFY ON: 01-13-2036 

b2 
b6 
b7C 

NYOCD-12 
| Desk 
Secure 
Cell 

From: 
Sent: 
To: 
Subject: 

p Y ) (FBI) 
Wednesday, March 05, 2008 3:11 PM 

I ~ l N Y ) (FBI);| 
Verification 

](NY) (FBI);[ 1NY) (FBI) 

S~fe£f*ET 
RECORD NY 200J 

} -

( S ) 

I spoke with and she advised the following: 

b l 
b2 
b3 
b5 
b6 
b7A 
b7C 
b7E 

EFF/Lynch-273 



( S J 

SA 
Squad CD-12 
Now York Office 

•STE II: 
Cell: 

b l 
-b2 
b3 
b5 
b6 
b7A 
b7C 
b7E 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
Investigation/ 
DECLASSIFY ON: 20330305 
SECRET 

DERIMED FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence 
Investigations ~ 
DECLABSIFY~0N: 20330305 
SECREJ 

EFF/Lyrich-238 



From: 
Sent: 
To: 

Subject: 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOTO OTHERWISE fa2 

(NY) (FBI) 
Wednesday. March 05, 2008 3:51 PM 

(CD)(FBI);| 

Follow Up Flag: 
Flag Status: 
SEG&ET 
RECORD NY 200J 

Hi everyone, 

RE: Verification 

Follow up 
Purple 

NY) (FBI)' 
(NY) (FBI); 

DATE: 01-13-2011 
CLASSIFIED BY 65179/DHH/BAW/STF/bls 
REASON: 1.4 (c) 
DECLASSIFY ON: 01-13-2036 

I will pass this along 
Thank you for your pr"6IYi|it PeSponse. 

b2 
b6 
b 7 C 
b 7 E 

FTPS 
FIG 13, Unit 3 
NYO - Chelsea 

From: | |NY) (FBI) 
Sent: Wednesday, March 05, 2008 3:11 PM 
To: I ~1(NY) (FBI);| KNY) (FBI);| |(NY) (FBI) 
Subject: verification 

EI 
RECORD NY 200J 

I spoke with and she advised the following: 

( S K 

b l 
b2 
b3 
b5 
b6 
b 7 A 
b 7 C 
b 7 E 

EFF/Lynch-273 



<S) b l 
b2 
b3 
b 5 
b 6 
b7A 
b7C 
b7E 

Squad CD-12 
New York Office 

STE III: 
Cell: 

ERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
In^estigatiofns 
DEiSLASS/FYON: 20330305 
SECRET/ 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
Invesgig^tions 
DEOLAS&FYON: 20330305 
SECRET 

EFF/Lyrich-238 

'Sjz&tgC 



(Rev. 06-04-2007) 

ALL INFORMATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

T / N O F O R N 

DATE: 01-13-2011 
CLASSIFIED BY 65179/DHH/BAW/STP/bls 
REASON: 1.4 (c) 
DECLASSIFY ON: 01-13-2036 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: PRIORITY 

To: Counterintelligence 

Counterintelligence 
Counterintelligence 

Counterintelligence 

Counterintelligence 
Albany 

Atlanta 

Baltimore 

Boston 

Chicago 

Cleveland 

Denver 

Detroit 

Houston 

Indianapolis 

Jacksonville 

Los Angeles 

Miami 

Date: 0 5 / 0 4 / 2 0 0 9 

Attn 

Attn 
Attn 

Attn 

Attn: 

Ì/NOFORN 

EFF/Lynch-275 



^ S 8 8 3 ? f ? N 0 F 0 R N 

To: Count-pri nf pi 1 i npnrp—Erom: Counterintelligence 
Re: (S) 05/04/2009 

bl 
b2 
b7E 

(U) I p r o v i d e r o f 
international telecommunications services providing voice over 
internet services utilizing VOIP, a recent technology that allows 
voice conversations to be transmitted over a data network using 
an Internet address, or Internet Protocol (IP), instead of the 
traditional phone lines. 

7/NOFORN 

3 EFF/Lynch-276 



""5Ï Î§R5Î7nofc>RN 

:om: Counterintelligence 
05/04/2009 

( S ) , b l 
b2 
b6 
b7C 
b7E 

bnouxa m e r e oe any questions regarding tnis matter, tne point or" 
r^nntarr wi 1 1 hp ÇD-3C Cyber/Telecom Unit, S S A I 

9 EFF/Lynch-282 



T / N O F O R N 

To: Counterintelligence From: Counterintelligence 
Re: (S) 05/04/2009 

b l 
h 2 
b6 
b7C 
b7E 

LEAD (s) : 

Set Lead 1: (Action) 

BALTIMORE 

AT BALTIMORE, MARYLAND 
i q 'i 

Set Lead 2 : (Action) 

SAN ANTONIO 

AT AUSTIN, TEXAS 

L S I 

Set Lead 3: (Action) 

WASHINGTON FIELD 

AT WASHINGTON, P.C. 

" ^ S R S j / N O F O K N 

1 0 EFF/Lynch-283 



To: Counterintelligence 
Re : (S) 

N O F O R N 

From: Counterintelligence 
05/04/2009 

b l 
b2 
b6 
b7C 
b7E 

LSI 

Set Lead 4: (Action) 

ALL RECEIVING OFFICES 

(S) I 

Set Lead 5: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

For information of CD-3A, CD-3C, CD-3D, CD-3E, and 

CD-4B. R e M and clear. 

Set Lead 6 : (Action) 

COUNTERINTELLIGENCE 
AT WASHINGTON, DC 
L £ j J 

^ S J S B I T / N O F O R N 

11 EFF/Lynch-284 



T / N O F O R N 

To : C.our\t.p.ri rte! 1 i gp.nr.e. 
Re:. (S) 

From : Counterintelligence 
0 5 / 0 4 / 2 0 0 9 

b l 
b2 
b7E 

Set Lead 7 : (Action) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 
t„p 'i 

• • 

^^J-SÊCSEH/NOFORN 

1 2 EFF/Lynch-285 


