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(OTD) (FBI)
b6
From: [ _|(Fo) (FBI) b7cC
Sent: Wednesday, April 02, 2008 11:39 AM ’
To: _ (OTD) (FBI)
Subject: - RE: Going Dark
UNCLASSIFIED
NON-RECORD
(] M i !
Thanks.ave us a copy when we were down; good to have electronically too b6
b7C
From: KOTD) (FBI)
Sent: Wedn April 02, 2008 11:35 AM
To: : iFD) (FBD)
Subject: Going Dark .
UNCL ASSIFIED .
NON-RECORD o
Greetings,
FYI - Attached is EAD Haynes' Gaing Dark presentation. Thanks.
b2

v b6

<<TFile: Directors Briefing_04Feb_02_v18.ppt >> b7C

UNCLASSIFIED

UNCLASSIFIED




mmmm‘m oo

| ' |(OTD) (FBI) -
b6
From: (FD) (FBI) b7c
Sent: Tuesday, July 08, 2008 3:07 PM
To: OTD) (FBI)
Subject: ‘RE: More info ~ Going Dark
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
HC]
[ Jend | werentt sure as to the acronym of_} What words does it spell out? fggc )
bIE
From: (OTD) (FBI)
Sent: 241 PM
To: FD) (FBI)
Subject: : More info ~ Going Dark
SENSITIVE BUT UNCLASSIFIED
NON-RECCORD
Thanks. | aim to please....
b2
b6
b7C
From: {FD) (FBI) b6
Senk: July 08, 2008 2:39 PM B7C
To: (OTD) (FBI)
Subject: + More info ~ Going Dar’
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Perfect]
From: OTD) (FB1) b6
Sent: u 221 W( - b7C
To: FD) (FBI)
Subject: Mare info - Going Dark
SENSITIVE BUT UNCLASSIFIED
NON-RECORD .
Greetings,

Got your voice mail. How's this?

The FBI will devise a comprehensive, five-prong “Going Dark® Strategy to counter the increasing capability gap asl |

“Haynes

]

[*You cannot connect the dots unless you Tirst collect the dots® - FAD

b2
b6
b7C
b7E




SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCL ASSIFIED

SENSITIVE BUT UNCLASSIFIED

b2




l(oTD) (FBI)

b6

From:
Sent:
To:
Cc:

Subject:

Follow Up Fiag:

Due By:
Flag Status:

Attachments:

UNCLASSIFIED
NON-RECORD

1

j(oTD) (FBI)
1.2

bic

—Yomyren ] -

Going Dark Slides - Please update by 09/05/08
Follow up

Friday, September 05, 2008 5:00 PM

Flagged

Going Dark Slide for RPO.ppt

b6
b7C

Please update and incorporate the attached Going Dark initiative slides (see email below to____} that will be
presented to the Director in an upcoming Strategy Review Meeting. Make sure to include RAND and any other

pertinent data you deem appropriate. Please make your changes in red.

I would appreciate your updated slides by COB 09/05/08...

Thank you,

Management & Program Analyst

Strategic Resources Unit

Operational Technology Division

From:
Sent:
To:

Cc:
Subject:

UNCLASSIFIED

NON-RECORD

.

OTD) (FBI)
2008 10:50 AM

T)
om) (Fen: [ Jom) (8D

be
b7C

b2

b6
b7C

There are a few changes/additions based gn the information 1 collected from TMSU's OTD Initiative Report on

Going Dark and from speaking with

i made the changes in red for your review.




30ing Dark Slide for
RPO.ppt (...

b6
b7cC

Management & Program Analyst

Strategic Resources Unit

Operational Technology Division

Voice - b2
Mobile

Fax: '

From: : ' !(Do) (con)
Sent: ul 2008 11:32 AM
To: (OTD) (FBY)

Subject: Going Dark

b6
UNCLASSIFIED : - . bic
NON-RECORD :

3

I work for'the Resource Planning Office at HQ and I'm compiling information for the upcoming Strategy Review meeting for
the Director. One of the iniatives he will look at is Going Dark.

Are you the right point of contact for information on Going Dark?

If s0, do you have any updates fo the initiative and these slides?
<< File: EAB 2-7-08.ppt >>

Resource Planning Office ff’é
Director's Office b7C
UNCLASSIFIED -




[ {oTD) (FBY)

From: [ koTD) (FBY) ' b7C
Sent: Monday, September 08, 2008 3:45 PM

To: OTD) (FB!

Ce: (OTD) (FBI)] [(OTD) (FBY)
Subject: . FW: Going Dark Slides

Importance: High

Attachhments: ] Revised Going Dark Slide for RPO 20080905 Final.ppt

UNCL ASSIFIED

NON-RECORD

) b6
D ) b7cC
FYL[— Joushed the siides tof __Jat RPO for us (ahead of deadiine).

Another project completed.

Thanks,

b6
b7cC

Management & Program Analyst
Strategic Resources Unit
Operational Technology Division

oice
b2
Pobile S : .
JFax i

DO) (CON), oy(Fe; [ §00)
{FBI); GREVER, LOUTS E. (DO) (FBD); (DO) (FBI) (DO) (FBL)

Subject: Going Dark Slides

Importance: High

b6
UNCL-ASSIFIED b7cC

- NON-RECORD

9/8/08

—1

Per your e-email request, attached are the revised Going Dark slides which have been approved by Acting EAD Louis
Grever, Science & Technology Branch. ‘




@ X

Revised Going Dark
Slide for R...
Thanks, fgé
b7C
From: | kDO) (CON)
Sent:- Tu August 19, 2008 11:32 AM
To: [ ko) (Fa1)
Subject: Going Dark b6
‘ b7C

UNCLASSIFIED
NON-RECORD

—3

I work for the Resource Planning Office at HQ and I'm compiling information for the upcom.ing Strategy Review meeting for
the Director. One of the iniatives he will look at is Going Dark.

Are you the right point of contact for information on Going Dark?

if so, do you have any updates to the initiative and these slides? .
<< File: EAB 2-7-08.ppt >>

Resource Planning Office o2

Director's Office ﬁo7c

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED




(OTD) (FBI)

b6

From: L (OTD) (FBI) B
Sent: Thursday, November 20, 2008 10:07 AM

To: ’ | I(OTD) [(==)4| XCQ) (CON)

Cc: _ _ (OTD) (FBI)

Subject: One Page Summary - Going Dark

UNCLASSIFIED
NON-RECORD

Greetings,

| am putting together Marcus' briefing book for the PETT (President Elect's Transition Team). Do you have a one page

Going Dark issue paper? Could you please send me what you have? Thanks. -

b6
b7c

UNCLASSIFIED




l |OTD) (FBI)

b6
From: | (OTD) (FBI) » b7C
Sent: Thursday, November 20, 2008 10:44 AM
To: [ (OTD) (FBI)
Subject: RE: email
UNCLASSIFIED

NON-RECORD

He did not, [ will ask

I;I | b2
xsctitive Assistant b6

Operational Technology Division bC

Blackberry
ic.fbi.gov

b6
From: (OTD) (FBI) :
Sent: ursday, Novem AWUFIL:N AM * . . bicC
To: ko) (Fa1)

‘Subject: RE: email

UNCLASSIFIED . .
NON-RECORD . -

' Greetings,

Just printing it now. 1 will put something together and will keep it all unclassed. 'Did Marcus say which issues he wanted
highlighted? | am guessing Going Dark. But am not sure which other ones. Please advise. Thanks.

b2
b6
b7C
From: | _ KOTD) (FBI} b6
Sentz Thu November 20, 2008 8:57AM . . bicC
To: [ (OTD) (FBI) .
Subject: email
Importance: High
UNCLASSIFIED
NON-RECORD

| sent you a BB email regarding a meeting that Mr. Thomas is having next week with the Obama Transition Team.
anks[ | , b2
b6
b7¢C
Executive Assistant
Operational Technology Division



mailto:J@ic.fbi.gov

b =

|(OTD) (FBI)

From: | OTD) (FBI)

Sent: Monday, November 24, 2008 3:46 PM
To: | OTD) (FBI)

Subject: RE: SMS Initiatives

b7C

UNCLASSIFIED
NON-RECORD

Have a good Thanksgiving!

From: OTD) (FBI) Y
Sent: - Mol November 24, 2008 3:44 PM b7c
To: (OTD) (FBY)

Subject: 3 itiatives

UNCLASSIFIED
NON-RECORD

Thanks.

b2
b6
b7cC

From: MORROW, DAWN E. (OTD) (FBI)

Sent: Moa 140 PM

To: OTD) (FBI)
Subject: es

UNCLASSIFIED b6
NON-RECORD , b7C

W]

The Top 4 initiatives are below. I've also included brief 2-3 sentence explanations of them. If they need to be shorter, you
can cut out the italicized part. Let me know if you need more.

Going Dark: A five-prong strategic approach to address the lawful "intercept capability gap,” (the eroding of lawful intercept
{Li) due to the proliferation of communications methods) in support of the community of ELSUR stakeholders to include 1)

.modernization famendment of existing laws, 2) enhancing authorities to protect industry proprietary and LE sensitive lawful

intercept information, equipment and techniques , 3) enhancing LE agencies' coordination leveraging technical expertise of
FBI with other LE entities, 4) enhancing fawful intercept cooperation between the communications industry and LEAs with a
“One Voice” approach, and 5) seeking new federal funding to bolster lawful intercept capabilities.

b2

b7E




b2

b7E

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

b2

b7C




|“' (0TD) (FBI)

- ; - b6
From; | _ J(OTD) (FBI) b7C
Sent: Wednesda i 2009 10:41 AM
To: DO) (FBI
Ce: (OTD) (FBI)| I(OTD) (FBI); COOK,

PATRICK B. (OTD) (FBI)

Subject: RE: Field Office Visits

Attachments: OTD Quick Reference GuideB0409.pdf; Going Dark White House Meeting.pdf

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Greetings,

Attached is the OTD 'one-pager’ and a recent copy of the Going Dark presentation. Thanks. b2
b6
b7C

POF Lo POF %
OTD Quick Going Dark White
ference GuideB040¢ House Meeting...

From: OTD) (FBI)

Sents U i 09 8; .

Tos (OTD) (FBI) '
Subject: : ce b6

4 - b7C
SENSITIVE BUT UNCLASSIFIED '
NON-RECORD

=3

Can you see if they could use the one pager from the Director's visit on Friday and maybe the Going Dark presentation?

From: COOK, PATRICK B. (OTD) (FBI)

Sent: Tuesday, April 14, 2009 8:51 AM i b6
To: *@) [G:%| JcoTD) (FBD);] joTD) (FBD) bIC
Subject: : [e] Vistts - .

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Can you pull something together quickly for MJ?

From: { kDo) (FBN)
Sent: Tuesday, April 14, 2009 8:47 AM b6

To: THOMAS, MARCUS C. (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI) b7C
Ca: i I(OTD) (FBI); OTD) (FBI)

Subject: 2 Fi ce Vis|

SENSITIVE BUT UNCLASSIFIED

NON-RECORD




Marcus,
We will be leaving next Tuesday for the Chicago Field Office visit and ! still have not received any
input from OTD on the programs listed below.

Can you task someone to pull this together and get it back to me by Thursday morning?
Thanks,

MJ
b6
SSA ] bC
Special Assistant to EAD . .
Science & Technology Branch
Military Liaison for STB b2
| w| )
Froms L —}©0) (FED
Sent: ursday, March 26, 2009 11:43 AM
To: THOMAS, MARCUS C. (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI)
Subject: Field Office Visits
SENSITIVE BUT UNCLASSIFIED ‘ .obe
NON-RECORD ‘

Marcus[_]

I am putting together Louis' agenda for his (6) field office visits.
- Chicago ] .

- Milwaukee

- Boston

- Knoxville

- Norfolk

- Denver

| need to put something on the agenda to cover OTD initiatives, i.e.[:|, Going Dark, f‘ggE

[ Jetcete

Can you send me some items that you would like Louis to cover and that the field would find
informative/beneficial.

Thanks,

MJ bE
b7C

SSAl |

Special Assistant to EAD

Science & Technology Branch

Military Liaison for STB . b2
L _w| __kw)




I koTD) (FBY)

1

See attached for revised version:

<< File: OTD-GoingDarkDoc 1_14_09 (4).doc >>

From: XOTD) (FBD)

Sent: 29, 2009 10:01 AM

To: (OTD) (FBI)

Cc: (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI)
Subject: FW: Going Dark request - Deadline today at 2:30

Importance: High

UNCLASSIFIED

NON-RECCRD

S as discussed here is the items needed fo be reviewed. DEADLINE 1S'2:30 TODAY.

Executive Assistant
Operational Technology Division

Here is the Going Dar i i ifiative i iding support to domestic law | -
enforcement. b7E

From: [ 1(130) (FBI) bicC
Sent: Frid
To: (O T LJ) {FBI}
Cc: ANTHONY P. (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI[__|
(OTD) (FBI) (OTD) (FBI)

Subject: olng Dark request - Deadline today at 2:30
UNCLASSIFIED
NON-RECORD
Thanks to all who had a hand in getting this response so quickly! | tremendously appreciate it!

) b6
From: | KOTD) (FBD) b7C
Sent: Y, May 29, 2005 1:00 PM
To: (DO) (FBI)
Ca: 6%;?:@5:;;9 (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI);] Jomy s ]
Subject: FW: Going Dark request - Deadline today at 2:30
UNCLASSIFIED
NON-RECORD
1 b2

b6

b6
b7C

b2

b7C



mailto:_J@ic.fbi.gov

From: (DO) (FBI) . b6

Sent: iday, May 29, 2009 9:54 AM b7C
To: "FHOMAS; MAR% E (OTD) (FBI) ’

Ce: (CTD) (FB)} |(oTD) (FBD)

Subject: 0lng Dark request - Deadline today at 2:30

Importance: High

UNCLASSIFIED

NON-RECORD

Mr. Marcus,

| work in OCA and am preparing the Director's briefing material for his upcoming appearance before the Senate
Appropriations Subcommittee on Cornmerce, Justice, Science and Related Agencies on June 4, 2009. [t has come fo
OCA's attention that questions will be posed on the topic of Going Dark in both the closed and open hearing sessions.

AD Powers advised he recently met with you on Going Dark and requested that | send this directly to you for review.

Therefore, attached paper is a Question and Answer format that | believe covers the potential areas on this topic. Co_uld

you please review the paper and edit for changes? Also, the Director prefers concise and brief answers to the questions.
The answer to the last question on page 2 is rather lengthy. Could this be condensed to a shorter answer?

" In addition, please feel free to add any other additional questions you deem necessary.

<< File: OTD-GoingDarkDoc 1_14_09 (3).doc >>
| apologize for requesting a short deadline, but { will need this paper returned by 2:30 today.

Thank you for your assistance on this matter, b6

: 7¢
L |
Special Projects Unit ,
Office of Congressional Affairs . b2
UNCLASSIFIED .

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED




B loTD) (cON) : e

b7C
From: C OTD) (FBI) -
Sent: Wednesd . 2008 Jz;af .
To: | _ (OTD) (FBI);| ~_JoTD) (FBI)
Subject: RE: Going Dark
UNCLASSIFIED

NON-RECORD

Pass the revisions back through the Branch. They need to approve and forward since its their SMS initiative being spoke
to. :

From: KOTD) (F8I) R
Sents ! 2 104 AM

Tot i OTD) (FBI);| kotD) (FBD

Subject: t Going barl b6

UNCLASSIFIED prc
NON-RECORD

—3

Can you get with;:and the projectfinitiative coordinators and have them update please. | t'hink its pretty well on
point but things are being looked at across the hall so it may need tweaked.

Thanks,l:j

From: (DO) (CON)

Sent: 2 AU 008 11:32 AM .

Tot (OTD) (FBD) bé
Subject: gDa - b7C

UNCLASSIFIED
NON-RECORD

1

1 work for the Resource Plan'ning Office at HQ and I'm compiling information for the upcoming Strategy Review meeting for -
the Director. One of the iniatives he will look at is Going Dark. .

Are you the right point of contact for information on Going Dark?

If s0, do you have any updates to the initiative and these slides? ~ .
<< File: EAB 2-7-08.ppt >>
b2
Resource Planning Office ‘ bé
Director's Office ‘ b7C

UNCLASSIFIED




| {OTD) (CON)
From: | (OTD) (FBI)

Sent: Thursday, August 21, 2008 8:07 AM
To: | OTD) (FBI)
Subject: : Going Dark

UNCLASSIFIED
NON-RECORD

b6
b7cC

Yes, | will do that now.
b6
b7C

Management & Program Analyst
Strategic Resources Unit
Operational Technology Division
Voice

Mobile

Fax

b2

From: [ OTD) (FBI) b6
Sent: Wednesda 20, 2008 3:34 PM b7cC
To: (OTD) {FBI}

Cc (OTD) (FBI)

Subject: FW: Going Dark

UNCLASSIFIED
NON-RECORD

1

Preview of upcoming tasking .

can you contact{ __Jand see what his timeframe is.[______Jhas RAND coming in on the 3rd and if we could
wait' until after that....

From: DO) {CON) ’

Sent: U ugu 008 11:32 AM )

Tor OTD) (FBI) 06
Subject: ng Da ' b7C

UNCL ASSIFIED
NON-RECORD

A ]

—1

t work for the Resource Planning Office at HQ and I'm compiling information for the upcoming Strategy Review meeting for
the Director. One of the iniatives he will look at is Geing Dark.

Are you the right paoint of contact for information on Going Dark?

f so, do you have any updates to the initiative and these slides?
<< File: EAB 2-7-08.ppt >>

1




Resource Planning Office
Director's Office

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

b2
b6
b7C




kOTD) (CON) g

From: L OTD) (FBI) . bicC
Sent: Thursday, Augu 2008 12:30 Pl\|4 .

To: (OTD) (FBI); 1(OoTD) (FBI)
Ce: ‘ OTD) (FBI)

Subject: RE: Going Dark

UNCLASSIFIED
NON-RECORD

Sure.m completes taskings ahead of deadline. So it may get approved before 9/5/2008. thanks. ]}ﬁ

b7cC

From: | |(0TD) {FBI) bé
Sent: LIS Augu 2129 PM b7C
To: (Oo1D) (FBD;[ KOTD) (FBI)

Subject: RE: Going Dark s

UNCLASSIFIED
NON-RECORD

Shoot for 9/5 if Marcus is here.

From: l OTD) (FBI)
pM

Sents Thursday, Au 2008 12:26
B o O o™
Subject: : Golng Dal

UNCLASSIFIED b6
NON-RECORD - b7C

Greetings,

We have revised the deadline a bit (see attached). CIU will get us the up date by 9/5/08.|;Iusua!iy has things
completed before deadiine. Marcus will approve on 9/5 or 9/8 and|:E|will push to Branch no Tafer than noon 9/8/2008.

Thanks. b2
b6 ,
b7C i
|
<< Message: Going Dark Slides - Please update by 09/05/08 >>
From: | J(oTD) (FBT) b6 '
Sent: Th , 2008 12:22 PM bIC
To: |(Q‘[m (EEP
Ce | (CTD) (FEI) :
Subject: s Going Dark L

UNCLASSIFIED
NON-RECORD

What | would like to do is update the slides and push to the Branch by 9/5. The Branch can then revisg if necessary and
push to him by 9/9. You can let him know he should get it by 9/8 but we have to have the Branch clear it first.

1




From: { ‘ KOTD) (FBD)

Sent: Thursday, Auqust 21, 2008 10:56 AM )
To: ‘ )
Ce: | i(om) (FDf KOTD) (FED)

Subject: FW: Going Dark
b6

UNCLASSIFIED b7C
NON-RECORD .

There are a few changes/additions based on the information | collected from TMSU's OTD Initiative Report on
Going Dark and from speaking with | made the changes in red for your review. It appears tha

is willing to wait until 08/09 (after meeting with RAND on 09/03.

He is asking if 09/09 is ok and whether we want to update the slide/timeline ourselves or provide the
information to him and he will do it. Do you want to get back with him or do you want me to?

Here's the revised slide for your review:

<< File: Going Dark Stide for RPO.ppt >>

b6
b7C
Management & Program Analyst
Strategic Resources Unit
Operational Technology Division
Voice X b2
Mobile
Fax
From: l KDO) (CON)
Sent: U Al , 2008 9:07 AM
o — T
Subject: : Golng Dark |
b6
UNCLASSIFIED p7C

.NON-RECORD

—

We're shooting to have the data on slides good as of Aug 31st. How's by September 9th to send it to me? If you want to
send all the required data | can update the slides/timeline. Or if it's easier to do the slides on your own that's fine too of
course.

b2
Resource Planning Office is’ c
Director's Office




From: I ROTD) (FBL)
Sents Thu 21, 2008 8:11 AM
To: |(BO) (CON)

Ce: (OTD) (FBI)
Subject: FW: Going Dark -

UNCLASSIFIED
NON-RECORD

1

What is your timeframe/deadline for updating these slides?

b6
b7C

Thank you,

b6
b7C

Management & Program Analyst
Strategic Resources Unit
Operational Technology Division

Voice b2
Mobile .

Fax .

From: l [(po) (Con)

Sent: u 008 11:32 AM

To: [ﬁﬂ_"_&iom) (FBD)
olng Da

Subject:

UNCLASSIFIED
NON-RECORD

1

! work for the Resource Planning Office at HQ and I'm compiting information for the upcoming Strategy Review meeting for
the Director. One of the iniatives he will look at is Going Dark.

b6
b7C

Are you the right point of contact for information on Going Dark?

" If so, do you have any updates to the initiative and these slides?
<< File: EAB 2-7-08.ppt >>

b2
Resource Planning Office b6
Director's Office b7C

UNCLASSIFIED




| [(OTD) (CON)

From: | —](oTD) (FBY)

Sent: Tnursday, Auqust 21, 2008 1:11 PM
To: {CON)
Ce: | lmi(om) "B

koTD) (FBI)

Subject: RE: Going Dark

- UNCLASSIFIED

NON-RECORD

[

b6
b7cC

We will take care of updatmg the slides/timeline. They will be approved by OTD's Executive Management and
then forwarded to the S&T Branch for final approval. You should have them by 08/09.

Thanks,

Management & Program Analyst
Strategic Resources Unit
Operational Technology Division
Voice

Mobile

Fax

From: | 1(DO) (CON)

Sent: ay, Augqust 21, 2008 9:07 AM
A —
Subject: : Going Da

UNCLASSIFIED
NON-RECORD

D

b6
b7C

b2

b6
b7C

We're shooting to have the data on slides good as of Aug 31st. How's by September 9th to send it to me? If you want to
send all the required data | can update the sfides/timeline. Or if it's easier to do the slides on your own that's fine too of

course.

;esource Planning Office

Director’s Office

From: | KOTD) (FBT)

b2

bic

b6
b7C




Sent: Thursda 21,2008 8:11 AM
To: BO) (CON)

Ce: (O7D) (FBI)
Subject: : Gaing Dark

UNCLASSIFIED
NON-RECORD

]

What is your timeframe/deadline for updating these slides?

Thank you,

Management & Program Analyst
Strategic Resources Unit
Operational Technology Division
Voice

Mobile

Fax

From: l _iD0) (CoN)

Sent: U Auqust 19, 2008 11:32 AM

To |:_a"“fi"‘km> (Fa)
Going Da .

Subject:

UNCLASSIFIED
NON-RECORD

1

b6
b7C

b6
b7C

b2

b6
b7C

I work for the Resource Planning Office at HQ and I'm compiling information for the upcoming Strategy Review meeting for

the Director. One of the iniatives he will.look at is Going Dark.
Are you the right point of contact for information on Going Dark?

If s0, do you have any updates to the initiative and these slides?
<< File: EAB 2-7-08.ppt >>

Resource Planning Office
Director's Office

UNCLASSIFIED

UNCLASSIFIED

b2

b7C




| {OTD) (CON)

From: [ J(oTD) (FBI)
Sent: Fricay, September 05, 2008 9:12 AM
To: (OTD) (FBI) )
Cc: (OTD) (FBI) koTo) (FBI){ ]
( (CON)
Subject: FW: Going Dark Slides - Please update by 09/05/08
b6
Attachments: Going Dark.Slide for RPO.ppt B7C
UNCLASSIFIED
NON-RECORD

Rl
Could you please provide the updated slides following your meeting with RAND? Please call me if you have
any concemns.

Thanks,

b6
b7C
Management & Program Analyst
Strategic Resources Unit
Operational Technology Division
Voice b2
Mobile
Fax
From: | OTD) (FBY) . .
Sent: v Au 008 11:34 AM
To: (OTD) (FB :
Subject: olng Slides - Please update
UNCLASSIFIED b6
NON-RECORD b7C
Please update and incorporate the attached Going Dark initiative slides (see email below to that will be
presented to the Director in an upcoming Strategy Review Meeting. Make sure to include and any
other pertinent data you deem appropriate. Please make your changes in red.
| would appreciate your updated slides by COB 09/05/08...
Thank you,
b6

b7C




Management & Program Analyst
Strategic Resources Unit
Operational Technology Division

Voice , b2
Mobile
Fax
From: | |(0TD) (FBI)
Sent: ursday, August 21, 2008 10:50 AM
Tos OTD) (FBI)
Cc: (OTD) (FBD4 |(0TD) (FBI)
Subject: Wi Going Dark :
b6
-UNCLASSIFIED " pIC

NON-RECORD

1

There are a few changes/additions based on the information | collected from TMSU’§ OTD Initiative Report on
- Going Dark and from speaking withl__| | made the changes in red for your review.

3oing Dark Slide for . -

RPO.ppt (... ‘ .
b6
b7C
Management & Program Analyst
Strategic Resources Unit
Operational Technology Division
Voice ' © b2
Mobite - - L
Fax T
From: (DO} (CON)
Sent: G Ay 008 11:32 AM
To: (0TD) (FED)
Subject: ing Ua © b6
b7C
UNCLASSIFIED
NON-RECORD

1

I'work for the Resource Planning Office at HQ and I'm compiling information for the upcoming Strategy Review meeting for
the Director. One of the-iriiatives he will look at is Going Dark.
2




Are you the right point of contact for information on Going Dark?
b2

If s0, do you have any updates to the initiative and these slides? b6
<< File: EAB 2-7-08.ppt >> bic

Resource Planning Office
Director's Office

UNCLASSIFIED

UNCLASSIFIED




| koTD) (CON)

b6

From: [ (OTD) (FBI) : b7C

Sent: Monday, September 08, 202_8 9:59 AM .

To: GREVER, LOUIS E. (DO) (FBI

Ce: C)>‘(i'D )FBI ; (QTD) (FBI); COOK, PATRICK B.
(OTD) (FBb); OTD) (FBI); [(DO)
(FBI); [(CTD) (FBi)] [(OTD) (FBI)

Subject: Going Dark slide version approved by AD Thomas

Attachments: Revised Going Dark Slide for RPO 20080905 Final.ppt; Revised Going Dark Slide for RPO
20080905 v2.ppt

UNCLASSIFIED

NON-RECORD .

Mr. Grever,

AD Thomas has reviewed and approved this version of the Going Dark slide. Would you like for us to forward
td l RPO prior to their 09/09 deadline once you have reviewed or would you prefer to? Please
advise.

®

Revised Going Dark
Stide for R... b6
b7C
Thank you,
Management & Program Analyst
Strategic Resources Unit
Operational Technology Division ‘
Voice _ b2
Mobile )
Fax
From: ' ) b6
Sent: ay, Septemba 05, 2008 2 07 PM b7C
GREVER, LOUIS E, (DO) (FBI); THOMAS, M. [D) (FBI)
(o1D) (kB (01’02 (FBD); COOK, PATRICKB. (OTD) (FBD___ ]
0TD) (F8D) [(00) (FaD) DO) (FBI)
Subject: ng Dark .

UNCLASSIFIED
‘NON-RECORD

Mr. Grever,




As promised Demail below, attached is an updated Going Dark slide for your review before

forwarding to RPO.

AD Thomas - DAD Cook reviewed this today, however, he thought y
to the RPO by their 09/09 deadline.

ou may want {o review it before we send

r

Revised Going Dark
Slide for R...

Thanks,

Management & Program Analyst
Strategic Resources Unit
Operational Technology Division
Voice

Mobile

Fax

From: GREVER, LOUIS E. (DO) (FBD)

b6
b7C

b2

bé
b7C’

Sent: Thursday, Audti 2008 3:47 PM
Tor lﬁ,___u_"ﬂ‘kom) o — e Y
Ce: OMAS, MARCUS C, (OTD) (FBI); COOK, PATRICK B. (OTD) (FBIY;}

__XO1D) (FBI)

Subject: RE: Going Dark

UNCLASSIFIED
NON-RECORD

Perfect.

From: | |(oTD) (FB)
Sent: Thursday, August 21, 2008 12:31 PM

b6
b7C

Tot GREVER, LOUIS E, (DO) (FBI)FDO) (FBI)
Ce: THOMAS, MARCUS C, (OTD) (FBT); COOK, PATRICK B. (OTD) (FBD/{

J(OTD) (FBD)

Subject: FW: Going Dark

UNCLASSIFIED
NON-RECORD

Louis,

If this works for you, we've warked this out this way. ClU has a meeting/briefing from RAND, who we commissioned to
look at going dark, on 9/3. I'd like to wait till past that meeting to complete the slide updates and get them to the Branch by

noon 9/8 (probably on 9/5 provided Marcus is here to approve.)gf__gh

as indicated that he ok with getting them on 9/

which will give you time to review them before passing them on fo him. Sound ok?

From: | 1(DO) (CON)
Sent: u , August 19, 2008 11:32 AM

b6
b7C




To: I |(OTD) (FBI)

Subject: Going Dark
UNCLASSIFIED ’ b6
NON-RECORD . - biC

—1

I work for the Res-ot;rce Planning Office at HQ and I'm compiling information for the upcoming Strategy Review meeting for
the Director. One of the iniatives he will look at is Going Dark.

Are you the right point of contact for information on Going Dark?

I¥ s, do you have any updates fo the initiative and these slides? _

<< File: EAB 2-7-08.ppt >> :Eg
Resource Planning Office ib?c
Director's Office

UNCLASSIFIED
" UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

-




| v oTD) (CON)

b6
From: [ J(oTD) (FBI) b7C
Sent: Monday, September 08, 2008 3:4é5 PM
To: : l I(ﬂm_ﬁE_.li
Ce: — (OTD) (FBIy] KOTD) (FBI)
Subject: FW: Going Dark Slides
Importance: - High
Attachments: Revised Going Dark Slide for RPO 20080905 Final.ppt
UNCLASSIFIED
NON-RECORD
FYL[_ Jpushed the slides t ___Jat RPO for us (ahead of deadline). b6
bic
Another project completed.
Thanks,
- Management & Program Analyst

Strategic Resources Unit
Operational Technology Division

Voice b2

Mobile

Fax
From: i KDO) (FBI)
Sent: Monday, S ber 08, 2008 3:23 PM ,
To: DO) (CON) ;
Ca om et lioo) cor o) e[ ko)

(FBI); GREVER, LOUIS E, (DO) (FBI); (DO) (FBI); (Do) (FBI)
Subjects - @Going Dark Slides
Importance: High

b6

UNCLASSIFIED BIC

NON-RECORD

9/8/08

—t

Per your e-email request, attached are the revised Going Dark slides which have been approved by Acting EAD Louis
Grever, Science & Technology Branch.




Revised Going Dark - .
Sfide for R... .

‘ Thanks,

From: ‘ KDO) (CON)

Sent: u Au 008 11:32 AM

To: ﬁom) (FBD)
ng Da

Subject:

UNCLASSIFIED
NON-RECORD

b2

b7C

b6
b7C

| work far the Resource Planning Office at HQ and I'm compiling information for the upcoming Strategy Review meeting for

the Director. One of the iniatives he will look at is Going Dark.
Are you the right point of contact for information on Going Dark?

If so, do you have any updates to the initiative and these slides?
<< File: EAB 2-7-08.ppt >>

esource Planning Office
Director's Office

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

b2
b6
b7C




[(OTD) {(CON)
From: | KOTD) (FBI)

Sent: Wednesday, September 10, 2008 10:28 AM

To: (OTD) (FBI) :

Ce: I;r_y;k_j-r (DO) (FBIy| |(OTD) (FBI)
Subject: : Going Dark Slides

UNCLASSIFIED
NON-RECORD

]

No, I don’t know either. His initial tasking was for us to update the slides, which is what we did. Let me know
if { can assist.

bé
b7C

b6
b7C
Management & Program Analyst
Strategic Resources Unit
Operational Technology Division b2
oice '
obile
Fax
From: l 501'0) (FBD)
Sent: nesday, September 10, 2008 10:26 AM
Ce (OTD) (FEN)
Subject: RE: Going Dark Siides
UNCLASSIFIED
NON-RECORD
b6
b7C

| don't have a clue.

E Do you know what he might be looking for?

From: DO} (FBI)

Sent: nesda er 10, 2008 9:38 AM
Tos (OTD) (FBI)
Subject: * Going Dark Slides

UNCLASSIFIED
NON-RECORD

1

See below email from:|regarding the Going Dark Slides. I'm not sure what he wants & before ! call him thought
I'd reach out to you firs

Give me a cail




I

From: | l(po) (con)

Sent: nesda ¢ 10, 2008 9:24 AM

Subject: + Golng Dark Slides b6
b7C

UNCLASSIFIED

NON-RECORD

—1

+ Thanks. | know| Jwill want to see this in a Visio timeline. | would do it for you but don'iknq\n! hpw best to
consolidate the verbage into shorter blurbs so that they read well on a timeline. Should | just use the "Activity" column?

b2

Resource Planning Office b6
Director's Office b7C
From: DO) (FBI) . .
Sent: onday, September 08, 2008 3:23 PM .
To: ’ DO) (CON) .
cc: ﬂ«m 0% - kioo) ccory ooyEnl oo

(FBI); GREVER, LOUIS E. (DO) (FBI) (DO) (FBI); (DO} (FBI)
Subject: Going Dark Slides
Importance: High
UNCLASSIFIED ’ . b6
NON-RECORD b7C
9/8/08

—1

Per your e-email request, attached are the revised Going Dark slides which have been approved by Acting EAD Louis
Grever, Science & Technology Branch. :

<< File: Revised Going Dark Slide for RPO 20080905 Final.ppt >>

b2
Thanks, b6
b7¢C
Froms [ Kooy (Cony o
Sent: Tuesday, Auqust 19, 2008 11:32 AM
AR s— T
Subject: Ing
UNCLASSIFIED

NON-RECORD




b6
— b7C

I work for the Resource Planning Office at HQ and I'm compiling information for the upcoming Strategy Review meeting for
the Director. One of the iniatives he will look at is Going Dark.

Are you the right poinf of contzict for information on Going Dark?

If so, do you have any updates to the initiative and these slides?
<< File: EAB 2-7-08.ppt >>

b2
esource Planning Office b6
Director's Office . b7C

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED




{ [(OTD) (CON)

From: ] }DO) (CON) '

Sent: Thursday, September 11, 2008 10:14 AM
To: l }(DO) (FBI)
Cc: (OTB) (FBI)

Subject: RE: Gaing Dark Slides

bo
b7C
UNCLASSIFIED

NON-RECORD

m | have imeline in excel form so | will take the “Initiative" column and input the milestones onto a Visio )
timeline the RPQO wouid like to see one timline format for the briefing. I'll send to you for your review

once if's complete.

Thanks

. b2
N b6
esource Planning Office : bic

Director's Office

From: | KDO) (FBI)

Sent: Wedn, tember 10, 2008 11:05 AM

To: DO) (CON)

cc: (OTD) (FBI) -
Subject: RE: Going Dark Slides

UNCLASSIFIED
NON-RECORD

9/10/08

‘ b6
HC__F B7C
I didn't understand what you were looking for so reached outto] ______ Jregarding your below email -

Can you be a little' specific on what you are looking for?

]

From: (DO) (CON)

Sentz September 10, 2008 9:24 AM
To: (DO) (FBI}
Subject: : Going Skides

UNCLASSIFIED
NON-RECORD "y

1

Thanks. | know] Jwill want to see this in a Visio timeline. | would do it for you but don't know how best to
consolidate the verbage into shorter biurbs so that they read well on a timeline. Should | just use the "Activity" column?
i




Resource Planning Office
Director's Office

From: l kpo) (FBD)
Sent: onday, September 08, 2008 3:23 PM

Tos DO) (CON)

Ce: (OTD) (FBn;\_I
(FBI); GREVER, LOUIS E. (DO) (FBD);

Subjectz Going Dark Slides

Importance: High

UNCLASSIFIED
NON-RECORD

9/8/08

[T

[(_910) (con)

(DO) (FBD);

b2

b6
b7¢C -
oy koo
(DO) (FBL)
b6
b7C

Per your e-email request, attached are the revised Going Dark slides which have been approved by Acting EAD Louis

Grever, Science & Technology Branch.

<< File: Revised Going Dark Slide for RPO 20080905 Final.ppt >>

Thanks

N

From: | ___KDO) (CON)

Sent: Tuesday, August 19, 2008 11:32 AM
To: [ koTD) (FaI)
Subject: . Going Dark

UNCLASSIFIED
NON-RECORD

—1

b2
b6
b7C

b6
b7c

I work for the Resource Planning Office at HQ and I'm compiling information for the upcoming Strategy Review meeting for

the Director. One of the iniatives he will look at is Going Dark.

Are you the right point of contact for information on Going Dark?

If so, do you have any updates to the initiative and these slides?

<< File: EAB 2-7-08.ppt >>

Resource Planning Office
Director's Office

b2
b6
b7c




[(OTD) (CON)

b6
From: [ : (OTD) (FBI) ,
Sent: Tuesday, AT 14 mls 12:04 PM bIcC
To: |:¥__ﬁ‘_i_‘_r —___J(OTD) (FBI)
Subject: RE: Field Office Visits
Attachments: FW: Going Dark Slides ; FW: Going dark |
SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Dot
FW: Golng Dark
Slides
¥
FW: Going dark
I thinmwould have the latest and greatest. She and re working on some slides for the upcoming Branch
meeting which might be useful. Up top are the latest two "blessed" presentation versions | have. b6
From: l __Kot) (FB1y . b7C
Sent: lmmgmw 11:56 AM
To: XOTD) (FBI)
Subject: RE: Field Office Visits
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Who is the owner of the current Going Dark presentation? Please advise. Thanks. B2
b6
b7C
From: | KOTD) (FBI)
Sent: Tuesda! | 14, 2009 8:58
Subjact: : eV
SENSITIVE BUT UNCLASSIFIED
NON-RECORD A
- b6
b7C

1

Can you see if they could use the one pager from the Director’s visit on Friday and maybe the Going Dark presentation?

From: COOK, PATRICK B. (OTD) (FBE) ’

Sent: Tuesda! [ 14, 2009 8:51 AM

To: I___:&(om) (FBD); koto) (ren;] _Jo) (FBD)
Subject: FW: Field Office Visits

SENSITIVE BUT UNCLASSIFIED




NON-RECORD

Can you pull something together quickly for MJ? ’

-

From: | 1(D0) (FBY)

Sent: Tuesaay, ApT 14, 2009 8:47 AM ‘ bé
To: (HOMAS, MARCUS C. (OTD) (FBI); l:lscoo :P: A: mcx___el. (OTD) (FBI) b7C
Cet (OTD) (FBI); (OTD) (F8I)

Subject: FW: Feld Office Visits

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Marcus,

We will be leaving next Tuesday for the Chicago Field Office visit and | stili have not received any
input from OTD on the programs listed below.

Can you task someone to pull this together and get it back to me by Thursday morning?
Thanks,
MJ

ss l B7C

Special Assistant to EAD '

Science & Technology Branch

Military Liaison for STB ‘
(w)l kM) b2

From: DO) (FBI)

Sent: Thursday, March 26, 2009 11:43 AM

To: THOMAS, MARCUS C. (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI)
Subject: Fleld Office Visits

SENSITIVE BUT UNCLASSIFIED e
NON-RECORD , ‘

Marcus/Pat,

| am putting together Louis' agenda for his (6) field office visits.
- Chicago

- Milwaukee

- Boston

- Knoxville

- Norfolk

- Denver

| need to put something on the agenda to cover OTD initiatives, ie[ | Going Dark, 15

; b7E
[ et etc.




Can you send me some items that you would like Louis to cover and that the field would find
informative/beneficial.

Thahks,,
MJ

be
sSs pr | b7C
Special Assistant to EAD
Science & Technology Branch
Military Liaison for STB ‘ b2
W Jm

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED




l(oTD) (FBI)

"6
From: l kOTD) (FBI) b7C
Sent: W Augu 2 :36 PM
To: - OTD) (FBI)| JOTD) (FBI)
Subject: RE: Going Dark
UNCLASSIFIED

NON-RECORD

Pass the revisions back through the Branch. They need to approve and forward since its their SMS initiative being spoke
to.

From: I KOTD) (FBI)
Sent: n M 204 AM
To: OTD) (FBI);] |(OTD) (FBI)
Subject: s Going Dark

)

UNCLASSIFIED P
NON-RECORD

—1

Can you get wnthnd the project/initiative coordinators and have them update please. [ think its pretty well on
point but things are bemg locked at across the hall so it may need tweaked.

Thanks{ ]

From: - J©0) (comy,

Sent: uesday, August 19, 2008 11:32 AM

To: #@m (FBD) b6
Subjects g 07C

UNCLASSIFIED
NON-RECORD

—1

| work for the Resource Planning Office at HQ and I'm compiling information for the upcoming Strategy Review meetang for
the Director. One of the iniatives he will look at is Going Dark.

Are you the right point of contact for information on Going Dark?

If so, do you have any updates to the initiative and these slides?

<< File: EAB 2-7-08.ppt >> b2
Resource Planning Office oS
Director's Office

UNCLASSIFIED




I kotp) (EBI)

From: [ JoTD) (FBY)

Sent: ’ hursday, Augus! 08 11:34 AM

To: (OTD) (FBI)

Cc: (OTD) (FBI); [OTD) (FBI);
_ (OTD) (FBY)

Subject: .Going Dark Slides - Please update by 09/05/08

Foliow Up Flag: Follow up

Due By: Friday, September 05, 2008 5:00 PM

Flag Status: Flagged b6

Attachments: Going Dark Stide for RPO.ppt b7C

UNCLASSIFIED

NON-RECORD

1

Please update and incorporate the attached Going Dark initiative slides (see email below to____} that will be
presented to the Director in an upcoming Strategy Review Meeting. Makesure to include RAND and any
other peftinent data you deem appropriate. Please make your changes in red.

I would appreciate your updated slides by COB 08/05/08...

Thank you,
b6
b7C
Management & Program Analyst
Strategic Resources Unit
Operational Technology Division b2
Voice
Mobile
Fax
From: l j(oTD) (P :
Sent: Thursday, August 21, 2008 10:50 AM
To: . OTD) (FBI) .
Cc: |:W ooy ens[________Jo) (Fen)
Subject: : Going Dark - .
b6
UNCLASSIFIED . b7cC

NON-RECORD

]

* There are a few changes/additions based on the information [ collected from TMSU's OTD Initiative Report on
Going Dark and from speaking with| | | made the changes in red for your review.




3o0ing Dark Siide for
RPO.ppt (...

b6
b7cC

Management & Program Analyst

Strategic Resources Unit

Operational Technology Division

JVoice b2

Mobile
Fax

From: (DO) (CON)

Sent: Tuesday, Au 19, 2008 11:32 AM

To: (OTD) (FBI)

Subject: Going Dark b6

b7C
UNCLASSIFIED
NON-RECORD

| work for the Resource Planning Office at HQ and I'm compiling information for the upcoming Strategy Review meeting for
the Director. One of the iniatives he wiil look at is Going Dark. )
Are you the right point of contact for information on Going Dark?

If s0, do you have any updates to the initiative and these slides?

<< Fiie: EAB 2-7-08.ppt >> ' 2
13
Resource Planning Office b7C
Director's Office
UNCLASSIFIED




| l(OTD) (FBI)

From: | (DO) (FBIy

Sent: Monday, September 08, 2008 3:12 PM

To: (OTD) (FBI)

Subject: RE: Going Dark slide version approved by AD Thomas

UNCLASSIFIED
NON-RECORD

Louis just gave me the go ahead to send - I'll send for the Branch & cc you.

—

From: | JorD) (FED)

Sent: Monday, September 08, 2008 10:47 AM

To: | Jo0) (Fa1)

Cc: (OTD) (FBI)

Subject: FW: Going Dark slide version approved by AD Thomas

UNCLASSIFIED
NON-RECORD

H__]

b6
b7C

be
bic

Could you let me know if we are to send this along to RPO or if your office will be doing so.[____is out this

week and | just want to make sure we meet the deadline.

Thanks,

Management & Program Analyst
Strategic Resources Unit
Operational Technology Division

oice

Mobile

Fax
From: | _l(oto) (FBD)
Sent: Monday, September 08, 2008 9:59 AM
To: GREVER, LOUIS E. (DO) (FBI)
Ce: (OTD

OTD) (FBI); (DO} (FBI)

Subject: Goinig Dark siide version approved by AD Thomas
UNCLASSIFIED

NON-RECORD

) (FBI);

b6
bic

b2

b6
b7C

FBI) (OTD) (FBI); COOK, PATRICK B. (om)m
(OTD) (FBD




Mr. Grever,

AD Thomas has reviewed and approved this version of the Going Dark slide. - Would you like for us to forward
to| i l RPOQ prior to their 09/09 deadline once you have reviewed or would you prefer to? Please
advise.

<< File: Revised Going Dark Slide for RPO 20080805 Final.ppt >> b6
b7C
Thank you,

Management & Program Analyst
Strategic Resources Unit
Operational Technology Division

oice b2
Mobile .
F

ax

From: | !(OTD) (FBI)

Sent: ay, September 05, 2008 2:07 PM .

To: GREVER, LOUIS E. (DO) (FBI); THOMAS, MARCUS C. (OTD) (FBI)

Cc: ‘ ﬁlw‘m} 1#312;["“_'|:‘:| (OTD) (FBL); COOK, PATRICK B. (0TD) (PRI}
(OTD) (FBI); (PO} (FED); (DO) (FBI)

Subject: Going Dark

UNCLASSIFIED

NON-RECORD ©6
e b7C

Mr. Grever,

As promised | email below, attached is an updated Going Dark slide for your review before
forwarding to RPO.

AD Thomas - DAD Cook reviewed this today, however, he thought you may want to review it before we send
to the RPO by their 09/09 deadline.

<< File: Revised Going Dark Siide for RPO 20080905 v2.ppt >>

Thanks, .
b6
: b7C
Management & Program Analyst
Strategic Resources Unit
Operational Téchnology Division
oice b2
Mobile ‘
Fax




From: GREVER, LOUIS E. (DO) (F8D)

Sent: 2008 3:47 P

To: (OTD) (FEI); (DO) (FBI)

Ce: THOMAS, MARCUS C. (OTD) (FBI); COOK, PATRICK B, (OTD) (FBD;[__________koTD) (Fa)

Subject: RE: Going Dark

UNCLASSIFIED

NON-RECORD
b6
b7C

Perfect.

From: | KOTD) (FBI)

Sent: Thursday, August 21, 2008 12:31 PM

To: GREVER, LOUIS E. (DO) (FBD;—_____— (DO (FBI)

cc: THOMAS, MARCUS C. (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI){ JoTD) (FBI)

Subject: FW: Going Dark

UNCLASSIFIED

NON-RECORD

Louis,

If this works for you, we've worked this out this way. CIU has a meeting/briefing from RAND, who we commissioned to
look at going dark, on 9/3. I'd like to wait till past that meeting to complete the slide updates and get them to the Branch by
noon 9/8 (probably on 9/5 provided Marcus is here to approve.) has indicated that he ok with getting them on 9/9
which will give you time to review them before passing them on to him. Sound ok?

]

From: | (DO) {CON)

Sent: Tuesday, August 13, 2008 11:32 AM b6
To: [ ko) (F8D) ' b7C

Subject: Going Dark

UNCLASSIFIED
NON-RECORD

1

1 work for the Resource Planning Office at HQ and I'm compiling information for the upcoming Strategy Review meeting for
the Director. One of the iniatives he will look at is Going Dark.

Are you the right point-of contact for information on Going Dark?

If so, do you have any updates fo the initiative and these slides?
<< File: EAB 2-7-08.ppt >>

b2
b6
Resource Planning Office b7¢C
Director's Office
UNCLASSIFIED




I koTD) (FBI)

b6

From: |

(DO) (FBI) . bIC

Sent: Tuesday, September 09, 2008 7:02 AM

To:

(OTD) (FBI)

Subject: RE: Going Dark slide version approved by AD Thomas

UNCLASSIFIED
NON-RECORD

Great - because | sent them before | asked - that makes me feel better.

UNCLASSIFIED
NON-RECORD

1

i checked with

Thanks,

Management & Program Analyst
Strategic Resources Unit
Operational Technology Division

oice
obile
Fax

KOTD) (F81)

Sent: Monday, September 08, 2008 3:43 PM

To: (DO) (FBI)

Subjects RE: Going Dark slide version approved by AD Thomas

| they are unclassified. A/UC]
of the revisions confirmed unclassified also.

From: L
Sent: Monda

{(DO) (FBY)
tember 08, 2008 3:23 PM
To: OTD) (FBL)

b6
b7C

b6
b7C

b2

Subjects RE: Going Dark slide version approved by AD Thomas

UNCLASSIFIED
NON-RECORD

—

b6
b7C

Can you tell me if these slides should be classified? Just thought about it?

—

[(CALEA) who performed the majority




Fram; { __KoTD) (FBY)
Sentz Mondar mber 08, 2008 10:47 AM
To: (DO) (FBI)
Cat (OTD) (FBI)
Subject: FW: Going Dark slide version approved by AD Thomas
b6
UNCLASSIFIED - b7C

NON-RECORD

HC_]
Could you let me know if we are to send this along to RPO or if your office will be doing so.[___Jis out this
week and 1 just want to make sure we meet the deadline.

Thanks,
b6
b7c
Management & Program Analyst
Strategic Resources Unit
Operational Technology Division -
Voice b2
Mobile '
Fax
From: l J(OTD) (FBI)
Sent: onday, Sep er 08, 2008 9:59 AM
To: " GREVER, LOUIS E. (DO) (FBI) .
Cc: ﬁj@m FB) (OTD ; COOK, PATRICK B. (OTD) [@Sl
(OTD) (FBI); (DO) (FBI) (DO} (FBD); (OTD} (FBI)
Subject: Going Dark slide version approved by AD Thomas . ,
UNCLASSIFIED
NON-RECORD . b6
_b7C
Mr. Grever,

AD Thomas has reviewed and approved this version of the Going Dark slide. Would you like for us to forward
to{ l RPO prior to their 09/08 deadline once you have reviewed or would you prefer to? Please
advise. .

<< File: Revised Going Dark Slide for RPO 20080905 Final.ppt >>

Thank you,
b6
»7C
Management & Program Analyst
Strategic Resources Unit
Operational Technology Division : . b2
| Moice




IMobil‘e | ‘ b2
Fax

From: L loom(en :
Sentx Friday, September 05, 2008 2:07 PM
To: GREVER, LOUIS E. (DO) (FBI); THOMAS, MARCUS C. (OTD) (FBI)
ca ©m (Fen F : _{j(cm) (FBI); COOK, PATRICK B. (OTD) (FBDY_________ ]
m& (DO} (FBI); DO) (FBD)
Subject: Going Dark ‘
UNCLASSIFIED
NON-RECORD bé
B7C
Mr. Grever,

As promised j email below, attached is an updated Going Dark slide for your review before
forwarding to RPO.

AD Thomas - DAD Cook reviewed this today, however, he thought you may want to review it before we send
to the RPO by their 09/09 deddline.

<< File: Revised Going Dark Slide for RPO 20080905 v2.ppt >>

Thanks,
b6
b7C
Management & Program Analyst
Strategic Resources Unit
Operational Technology Division
Voice b2
Mobile
Fax
From: _ GREVER, LOUIS E, (DO) (FBI)
Sent: Thursd 21, 2008 3:47 PM
To (o) FB;__——_§(00) (FBD)
Cc: THOMAS, MARCUS C. (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI);} Jcoto) (FBD
Subject: RE: Going Dark :
UNCLASSIFIED
NON-RECORD
b6
b7C
Perfect.
From: 1 joTo) (FBD) |
Sent: ursday, August 21, 2008 12:31 PM .
Tot GREVER, LOUISE. (®O) (P8, KDO) (FBD)
ca THOMAS, MARCUS C. (OTD) (FBI); COOK, PATRICK B. (OTD) (FED;| JcomD) (FED)

Subject: FW: Going Dark
3




UNCLASSIFIED
NON-RECORD

Louis,

If this works for you, we've worked this out this way. CIU has a meeting/briefing from RAND, who we commissioned to
look at going dark, on 9/3. I'd like to wait till past that meeting to complete the slide updates and get them to the Branch by
noon 9/8 (probably on 9/5 provided Marcus is here to approve.) has indicated that he ok with getting them on 9/9
which will give you time to review them before passing them on fo him. Sound ok?

0

To: (OTD) (FBI) b7C
Subject: ’

UNCLASSIFIED -
NON-RECORD

From: l kDo) (cony ’ b6
Sent: T a; L\ﬁust 19: 2008 11:32 AM .
0IRg

I

1 work for the Resource Planning Office at HQ and 'm compiling information for the upcoming Strategy Review meetirig for
the Director. One of the iniatives he will look at is Going Dark.

Avre you the right point of contact for information on Goir;g Dark?

If so, do you have any updates to the initiative and these slides?
<< File: EAB 2-7-08.ppt >> b2

esource Planning Office

b7
Director's Office ©

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED




| i(OTD) (FBI)

From: ' I (OTD) (FBI)

Sent: Monday, September 08, 2008 3:52 PM

To: QTD) (FBI

Ce: _ (OTD) (FBI)
Subject: RE: Going Dark Slides

UNCLASSIFIED
NON-RECORD

Good job, thanks again.

From: | HOTD) (FBI)
Sent: Monday, Septem| 8, 2008 3:45 PM
To: O1D) (FBI)

Cc: e OTD) (FBD);| koTD) (FBI)
Subject: FW: Going Dark Slides
Importance: High

UNCLASSIFIED
NON-RECORD

0

FYI,:IbuShed the slides to[__Jat RPO for us (ahead of deadline).

Another project completed.

ThanKs,

Management & Program Analyst
Strategic Resources Unit
Operational Technology Division
Voice

Mobile

Fax

From: | 1(DO) (FBD)

Sent: Mdnda ber 08, 2008 3:23 PM
Ce: (OTD) (FBI);E_.I KEIO) (con);

(FBI); GREVER, LOULS E. (DO) (FBD); (DO) (FBD);

(DO) (FaD)

Subject: Going Dark Slides
Importance: High

UNCLASSIFIED
NON-RECORD

9/8/08
1

b6
bicC

b6
b7C

b6
b7cC

b2

b6
b7C

@) @Eenf — — Joo)




—t

b6
b7C

Per your e-email request, attached are the revised Going Dark slides which have been approved by Acting EAD Louis

Grever, Science & Technology Branch.

<< File: Revised Going Dark Slide for RPO 20080805 Final.ppt >>

_Thanks,

Fram: | kDO) (CON)

Sent: Tuesday, Au 2008 11:32 AM
To —— DT
Subject: Gaing Da

UNCLASSIFIED

NON-RECORD

1

b2
b6
b7C

b6
b7C

t work for the Resource Planning Office at HQ-and I'm compiling information for the upcoming. Strategy Review meeting for

the Director. One of the iniatives he will look at is Going Dark.
Are you the right point of contact for information on Geing Dark?

1
If so, do you have any updates to the initiative and these slides?
<< File: EAB 2-7-08.ppt >>

esource Planning Office
Director's Office

UNCLASSIFIED : -

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

b2

b7C




I lloTD) (FBY)

From: - | __j(oTD)(FBl} .
Sent: Wednesday, September 10, 2008 10:28 AM
To: (OTD) (FBI)
Cc: {DO) (FBI);] (OTD) (FBI)
Subject: RE: Going Dark Slides
b6
b7¢C
UNCLASSIFIED

NON-RECORD.

]

No, I don't know either. His initial tasking was for us to update the slides, which is what we did. Let me know
if | can assist.

b6
b7C
Management & Program Analyst .
Strategic Resources Unit
Operational Technology Division
Voice b2
obile ]
Fax » _
From: l __l(OTD) (FBD)
Sent: Wednesday, September 10, 2008 10:26 AM
To: {DO) (FBI)
Cc: (OTD) (F8I)
Subjects RE: Going Dark Slides
UNCLASSIFIED
NON-RECORD
b6
| don't have a clue. »e

m Do you know what he might be looking for?

From: | _ KDQ) (FBI)

Sent: Wednesday, Si 10, 2008 9:38 AM
To — T
Suhject: FW: Going Dark Slides

UNCLASSIFIED
NON-RECORD

1

See below email froml !regarding the Going Dark Slides. I'm not sure what he wants & before | call him thought
I'd reach out to you firs

Give me a cail




L1

From: . (DO) (CON)

Sentx 10, 2008 9:24 AM
To: (DO) (FBI)
Subject: RE: Going Dark Stides b6

, b7C
UNCLASSIFIED
NON-RECORD
Thanks, | know| jwill want to see this in a Visio timeline. | would do it for you but don't know how best fo
consolidate the verbage into shorter blurbs so that they read welf on a timeline. Should | just use the "Activity" column?

, b2
Resource Planning Office gg c
Director's Office
From: (DO) (FBI)
Sent:, onday, Se r 08, 2008 3:23 PM
Tos, i DO} (CON)
Ce: (0TD) (FBN) o) (com ooy e J®0)
(FBI); GREVER, LOUIS E. (DO) (FB); (DO) (FBI); (DO} (FBI)
Subject: Golng Dark Stides
Importance: High
UNCLASSIFIED
NON-RECORD b6
b7C

9/8/08

&

Per your e-email request, attached are the revised Going Dark slides which have been approved by Acting EAD Louis
Grever, Science & Technology Branch.

<< File: Revised Going Dark Slide for RPO 20080905 Final.ppt >>
b2

Thank: b6
| . b7C

From: (DO) (CON) b6
Sents T 008 11:32 AM b7C
To: OTD) (FBD)

Subjectz Going Dark

UNCLASSIFIED
NON-RECORD




b6
b7C

|

I'work for the Resource Planning Office at HQ and f'm compiling information for the upcoming Strategy Review meeting for
the Director. One of the iniatives he will look at is Going Dark.

Are you the right point of contact for information on Going Dark?

If so, do you have any updates to the initiative and these slides?
<< File: EAB 2-7-08.ppt >>

Resource Planning Office BE

Director's Office - bIC

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED




| [(0TD) (FBY)

b6
From: | (OTD) (FBI) b7C
Sent: Wednesday, September 17, 2008 12:20 PM
To: I OTD) (FB))
Subject: RE: Going Dark Slides
UNCLASSIFIED
NON-RECORD
b2
Nicely done. Thanks. b6
b7C
From: | J(OTD) (FBY) ,
Sent: . Monday, Se 8, 2008 3:45 PM b6
To: OTD) (FBI) b7C
Ca: . _ om0y (re; ko) (FeD)
Subject: FW: Galng Dark Slides )
Importance: High
UNCLASSIFIED
NON-RECORD
FYL[__ Jpushed the slides to[ ___Jat RPO for us (ahead of deadline).
Another project completed. b S
b7C
Thanks,
Management & Program Analyst
Strategic Resources Unit
Operational Technology Division
Voice b2
Mobile
Fax
From: i (DO} (FBI) i‘? o
Sent; Monday, September 08, 2008 3:23 PM
Tot DO) (CON)
Ca: (OTD) (FBI) oo ccon; ooy (e[ Koo)
(FBE); GREVER, LOUIS E. (DO) (FEI); (DO) (FBD); (DO) (F8I) .
Subject: Going Dark Slides
Imgportance: High
UNCLASSIFIED

NON-RECQORD




9/8/08 |
b6

— b

Per your e-email request, attached are the revised Going Dark slides which have been approved by Acting EAD Louis
Grever, Science & Technology Branch.

<< File: Revised Going Dark Slide for RPO 20080905 Final.ppt >>

b2
Than b6
b7C
From: (DO) (CON)
Sent: Tu 008 11:32 AM i
To: (OTD) (FBD) b6
Subject: Going Dark b7C
UNCLASSIFIED
NON-RECORD

3

| work for the Resource Planning Office at HQ and I'm compiling.information for the upcoming Strategy Review meeting for
the Director. One of the iniatives he will look at is Going Dark.

Are you the right point of contact for information on Going Dark?

If so, do you have any updates to the initiative and these slides?
<< File: EAB 2-7-08.ppt >> b2
b6
Resource Planning Office b7C
Director's Office

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED




| JotD) Fay

From: : | l(oTD) (FBI) ' b7C
Sent: Wednesday, October 01, 2008 11:06 AM
To: (oTD) (FBI OTD) (FBI)
Subject: FW: Going Darx accomplishments
UNCLASSIFIED
NON-RECORD
Hereitis
From: { Q7TD) (FBI)
Sentz Monday, September 29, 2008 12:21 PM
To: (OTD) (FBI}
Subject: RE: Going Dark accomplishments
UNCLASSIFIED
NON-RECORD ' .
DNNCREGORD . b6
b7C
I think it reads well. may have to tweak it a bit to tie it into the regular monthly. A tempiate would be good,
otherwise you get ali kinds of different answers.
From: l OTD) (FBI)
Sent: Monday, S 29, 2008 12:15 PM
To: [ KOTD) (FBI)
Subject: ng bark accomplishments
UNCLASSIFIED
NON-RECORD
b6

D b7C

Here is the sample email to get accomplishment submissions. We should create a template similat to the SARs but listing
the prongs. Let me know what you think:

OTD is actively pursuing the National Electronic Surveillance Strategy, commeonly known as the 'Going Dark’ initiative in an
effort to maintain and advance electronic surveillance capabilities. The strategy. consists of five prongs:

1) Modernization of Lawful Intercept (LI) Laws- Updating LI legistation, regulation, and assistance mandates

2) LI Authorities Enactment- Removing impediments to the FBI's ability to protect and share LI technicai equipment and
expertise

3) Enhanced LEA Coordination- Enhancing greater LEA LI mutual coordination/assistance

4) Greater Industry/LEA Cooperation- Expanding industry cooperation among LEAs on new and emerging technology
issues/solutions

5) New Federal Resources- Seeking new Federal funding to bolster domestic LI capabilities

In this regard,
I:'l:ﬁ:il In an ffort to provide data Jor Tis study and 10 ascertain progress towards implementation of the Suategy, the

ront office would like to cailect any and all accomplishments made in connection with the five prongs listed above. This

canvass is for accomplishments to date. Thereafter, accomplishments will be solicited on a monthly basis. It is expected

that some of these accomplishments will be identical to those provided in the monthly significant accomplishment reports.

Some ideas of accomplishments would include: i% =

s Training of State and local law enforcement '

e Sharing of techniques and/or equipment with other agencies

s Budget requests fo enhance or maintain capabilities




o Liaison with industry conceming new and emerging services and technologies

UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED




[(OTD) (FBY) .

From: [ J(OTD) (FBI)

Sent: Thursd 008 8:26 AM

To: | i(OTD) (FBl)

Cc: (OTD) (FBI)

Subject: FW: Major accomplishments
b6
»7C

UNCLASSIFIED

NON-RECORD

L1

Can you prepare an unclassified writeup on Going Dark for this year's OTD FY 2008 Annual Report? Do you
have any graphics or pics? Save them as separate jpg, ppt, efc. files and send them as separate
attachments. You can indicate in the write up where you want them placed and put their captions in, just don't
embed them in the document. Is it possible that | could have it by Monday, Oct 67

Call me if you have any quesitons or concerns. Congratulations on getting Going Dark in this year's report!!

Thanks,

b6
b7C

Management & Program Analyst
Strategic Resources Unit
Operational Téchnology Division

oice ) b2
obile
Fax

b6

From: OTD) (FBI) b7C
Sent: a , 2008 8:21 AM :

To: OTD} (FBI)

Subject: ajar accomplishments

UNCLASSIFIED
NON-RECORD

Mr. Thomas indicated one accomplishment could be Going Dark and for others he suggested that you canvass the SCs to
see what they have for suggestions. -

;xecut!:ve Assistant ﬁé

O chnaclogy Division bIC

Blackberry
ic.fbi.gov

UNCLASSIFIED




] ' jOTD) (FBI)

o6 =
From: (OTD) (FBI) b7C
Sent: rniday, October 03, 2008 12:04 PM
To: | (OTD) (FBI)
Subject: ignificant Activity Report for September 2008 - DEADLINE NOON, FRIDAY,
OCTOBER 10, 2008 - New Reportmg Category for Going Dark Initiative
UNCLASSIFIED
NON-RECORD
Thanks. Lets keep our fingers crossed this goes well:) Sometimes, added new things just adds confusion
b2
b6
b7C
From: | ROTD) {FBY)
Sent: Friday, October 03, 2008 11:01 AM
To: COOK, PATRICK B. (OTD) (FBI) (OTD) (FBI); PRICE, J CLAY (OTD) : BARRY (OTD)
FBI); DICLEMENTE, ANTHONY P.(O7D) (FBI); MOTTA, THOMAS GREGORY (OTD) (FBI); (OTD) (FBI);
OTD;
(o] Yy OTD) (FB b7C
OTD) (CON); -
(OTD) (FBE' )
ST (OTD) (FBI);
Subject: OTD Significant Activity Report for September 2008 - DEADLINE NOON, FRIDAY, OCTOBER 10, 2008 - New Reporting Category for
Going Dark Initlative
UNCLASSIFIED
NON-RECORD
Good morning,

Please provide me with a consolidated Section-level approved monthly Significant Activity Report which contains your
Section's top three (3) most significant activities for September 2008 by Noon, Friday, October 10, 2008. | would
appreciate receiving one report for each Section that is inclusive of your unit-level activities. SRU and TMSU please
submit significant unit level activities, if any, to me.

‘Going Dark’ Initiative Added to Template:

OTD is actively pursuing the National Electronic Surveillance Strategy, commonly known as the 'Going Dark' initiative in an
effort to maintain and advance electronic surveillance capabilities. The front office would flike to collect all
accomplishments made in connection with the Going Dark Initiative five prongs listed below. Past accomplishments will
be compiled by A/UC, CIU ] Current and future accomplishments will be solicited along with your ¢
significant accornplxshments ona monthly basis. b7C

The strategy consists of five prongs:

1) Modemization of Lawful Intercept {LI) Laws - Updating LI legislation, regulation, and assistance mandates

2) LI Authorities Enactment - Removing impediments fo the FBI's ability to protect and share LI technical equipment and
expertise

3) Enhanced LEA Coordination - Enhancing greater LEA LI mutual coordination/assistance

4) Greater Industry/LLEA Cooperation - Expanding industry cooperation among LEAs on new and emerging technology
issues/solutions

5) New Federal Resources - Seeking new Federal funding to bolster domestic LI capabilities

Some ideas for accomplishments would include:
e Training of State and local law enforcement




» Sharing of techniques and/or equipment with other agencies
* Budget requests to enhance or maintain capabilities
» Liaison with industry concerning new and emerging services and technologies

For your convenience, | have attached a template for you to use which showcases Field support, Headquarters support,
Training, Liaison, Going Dark and Other. Be sure to use Word Perfect, Times New Roman, 12 pt. font and include portion

markings. Please keep each individual significant activity to one paragraph in length if possible (3-4 sentences).

Your Section may not have a 'signiﬁcant accomplishment in each category every month. It is your discretion to decide
overall which three (3) accomplishments you choose to represent your Section each month. Going Dark is an exception -
please include ALL Going Dark accomplishments in addition to your overall 3 Section-level accompll§hments.

Thanking you in advance for your cooperation and assistance. If you have any questions, please do not hesitate to contact
me.

<< File: Template Significant Accomplishments OTD Sept 08.wpd >>

b6
b7C
Management & Program Analyst
Strategic Resources Unit
Operational Technology Division
oice - : ) b2
obile
Fax

UNCLASSIFIED

UNCLASSIFIED




| - [OTD) (FBY)

From: | }(OTD) (FBI)
Sent: Wednesd: (8, 2008 8:03 AM
To: O7TD) (CON)
Cc: (OTD) (FBI)
Subject: RE: Going Dark

UNCLASSIFIED
NON-RECORD

Thank you very much.

Management & Program Analyst
Strategic Resources Unit
Operational Technology Division
Voice

Mobile

Fax

Froms QTD) (CON)
Sent: Tu [o] , 2008 12:53 PM
To: TD) (FBI)
Ca OTD) (FBL)
Subject: FW: Going Dark

UNCEASSIFIED
NON-RECORD

1

b6
b7C

bo
b7C

b2

b6
biC

The viewgraphs have been updated to no longer include the handling instructions or the page numbers. Please let

me know if | can be of further assistance.

<< File: Going Dark 3.ppt >> << File: Going Dark 2.ppt >> << File: Going Dark 1.ppt >>

_Frams: OTD) (FBI)
Sent: E 2008 8:45 AM
To: OTD) (CON)
Subject: : Going

UNCLASSIFIED
NON-RECORD

From: { ko) (8D

Sent: Tuesday, Octo 2008 8:18 AM

To: (OTD) (FBI)

Cex l ooy o) (FED
1

b2
b6
b7C

b6
b7cC




Subject: RE: Gaing Dark

UNCLASSIFIED
NON-RECORD

. b6
L —
It looks good. The report is unclassified. 1 noticed the slides have a dissemination notice on them....can'you
remove it?

b6
b7C

Management & Program Analyst
Strategic Resources Unit
Operational Technology Division

oice b2
obile
rFax

From: XOTD) (FBI)
Sent: onda 2008 5:16 PM
Tos OTD) (FBI)
Ce (OTD) (CON);| J(oT) (FBI) . b6
Subject: Going Da B7C

UNCLASSIFIED
NON-RECORD

3

Here is the stuff for the Annuzl Report. Is this what you were looking.for?
<< File: Going Dark Annual Repart.dac >>

<< File: Going Dark 3.ppt >> << File: Going Dark 2.ppt >> << File: Going Dark 1.ppt>> -

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED




r loTD) (FaI) oo
From: [ _Jom) sy P

Sent: Monday, November 24, 2008 3:27 PM

To: : |(8TD) (FBl)

Ce: (OTD) (CON); MOTTA, THOMAS GREGORY (OTD) (FBI)
Subject: RE: OTD Significant Activity Report for November 2008 - DEADLINE NOON, WEDNESDAY,

DECEMBER 3, 2008 - New Reporting Category for Going Dark Initiative

UNCLASSIFIED
NON-RECORD

10-4; we arg on it.

Gregg,
| will have the draft for the section NLT December 1.

From: l ¥OTD) (FBI)

Sent: onday, November 24, 2008 1:28 PM

Tos: COQK, PATRICK B. (OTD) (FBE); 0TD) (OGA); PRICE, J CLAY (OTD) (FBI); SMITH BARRY (OTD)
; ANTHONY P. T); MOTTA, THOMAS GREGORY (OTD) (FEI)] EOTD) (FBI);

Ce: (OTD) (FBIL); oTD
. OTD) (CONY;
(OTD) (FBD);
Subjecﬁ gnificant Activity Report for November 2008 - DEADLINE NOON, WEDNESDAY, DECEMBER 3, 2008 - New Reporting
Cataegory for Going Dark Initiative
UNCLASSIFIED
NON-RECORD

Good afternoon,

Please provide me with a consolidated Section-level approved monthly Significant Activity Report which contains your
Section's top three (3) most significant activities for November 2008 by Noon, Wednesday, December 3, 2008. | would
appreciate receiving one report for each Section that is inclusive of your unit-level acttvmes SRU and TMSU please
submit significant unit level activities, if any, to me.

Reminder - "Going Dark™ Initiative Added to Template:

QTD is actively pursuing the National Electronic Surveillance Strategy, commonly known as the 'Going Dark' initiative in an
effort to maintain and advance electronic surveillance capabilities. The front office wouid like to collect alt
accomplishments made in connection with the Going Dark Initiative five prongs listed below. Past accomplishments will
be compiled by A/UC, CIU, Current and future accomplishments will be solicited along with your
significant accomplishments on a monthly basis.

The strategy consists of five prongs

1) Modernization of Lawful Intercept (LI) Laws - Updating LI legislation, regulation, and assistance mandates

2) LI Authorities Enactment - Removing impediments to the FBI's ability to protect and share LI technical equipment and
expertise

3) Enhanced LEA Coordination - Enhancing greater LEA LI mutuai coordination/assistance

4) Greater Industry/LEA Cooperation - Expanding industry cooperation among LEAs on new and emerging technology
issues/soiutions

5) New Federal Resources - Seeking new Federai funding to bolster domestic LI capabilities

Some ideas'for accomplishments would include:




Training of State and local taw enforcement

Sharing of techniques and/or equipment with other agencies

Budget requests to enhance or maintain capabilities

Liaison with industry concerning new and emerging services and technologies

. @ & &

For your convenience, | have attached a template for you to use which showcases Field support, Headquarters support,
Training, Liaison, Going Dark and Other. Be sure to use Word Perfect, Times New Roman, 12 pt. font and include portion

markings. Please keep each individual significant activity to one paragraph in length if possible (3-4 sentences).

Your Section may not have a significant accomplishment in each category every month. ltis your discretign to decide
overall which three (3) accomplishments you choose to represent your Section each month. Going Dark is an exception -
please include ALL Going Dark accomplishments in addition to your overall 3 Section-level accomplishments.

Thanking you in advance for your cooperation ahd assistance. If you have any questions, please do not hesitate to contact
me.

bé

bi7cC

Management & Program Analyst
Strategic Resources Unit
Operational Technology Division

oice b2
obile
ax ,

UNCLASSIFIED

UNCLASSIFIED




|(OTD) (FBY)

From: | (OTD) (FBI)
Sent: Tuesday, Nove| 5, 2008 10:.02 AM
To: . OTD) (FBI)
Subject: RE: OTD Significant Activity Report for November 2008 - DEADLINE NOCON, WEDNESDAY,
DECEMBER 3, 2008 - New Reporting Category for Going Dark Initiative o6
\ b7C
UNCLASSIFIED
NON-RECORD ¢
Per our discussion, The TOS will not be submitting its input for this tasking untit 12/5/2008.
b2
SC, OTD b7C
-Desk
- Cell
From: [ . loo) Fen
Sent: Monday, Novermber 24, 2008 1:28 PM
To: COOK, PATRICK B. (OTD) (FBD{ ___________KOTD) (OGA); PRICE, J CLAY (OTD) FQ&M.Q:’AB!{S BARRY (OTD)
FBI); DICLEMENTE, ANTHONY P. (OTD) (FBL); MOTTA, THOMAS GREGORY (OTD) (FBL); (OTD) (FBIL); e
(FBI) »
Cc: (OTD) (FBI}; b7C
(FBI); QTD) (CON);
OTD) (CON)J NY; ;;og(:?ﬁ :
OTD) (FBD);
Subject: gnificant Activity Report for November 2008 - DEADLINE NOON, WEDNESDAY, DECEMBER 3, 2008 ~ New Reporting
Category for Going Dark Initiative
UNCLASSIFIED
NON-RECORD
Good afternoon,

Please provide me with a consolidated Section-level approved monthly Significant Activity Report which contains your

Section's top three (3) most significant activities for November 2008 by Noon, Wednesday, December 3, 2008. | would
appreciate receiving one report for each Section that is inclusive of your unit-level activities. SRU and TMSU please
submit significant unit level activities, if any, to me.

Reminder - "Going Dark" Initiative Added to Template:

OTD is actively pursuing the National Electronic Surveillance Strategy, commonly known as the 'Going Dark’ initiative in an
effort o maintain and advance electronic surveillance capabilities. The front office would like to collect all
accomplishments made in connection with the Going Dark Initiative five prongs listed below. Past accomplishments will
be compiled by A/UC, CIU,| | Current and future accomplishments will be solicited along with your 15
significant accomplishments on a monthly basis. b7¢C

The strategy consists of five prongs:
1) Modernization of Lawful Intercept (LI) Laws - Updating LI legislation, regulation, and assistance mandates
2) U Authorities Enactment - Removing impediments to the FBI's ability to protect and share LI technical equipment and
expertise :
3) Enhanced LEA Coordination - Enhancing greater LEA LI mutual coordination/assistance
4) Greater Industry/LEA Cooperation - Expanding industry cooperation among LEAs on new and emerging technology
issues/solutions :
5) New Federal Resources -~ Seeking new Federal funding to bolster domestic LI capabilities
b




Some ideas for accomplishments would include:

¢ Training of State and local law enforcement

¢ Sharing of techniques and/or equipment with other agencies

¢ Budget requests to enhance or maintain capabilities

» Liaison with industry concerning new and emerging services and technologies

For your convenience, | have attached a template for you o use which showcases Field support, Headquarters support,
Training, Liaison, Going Dark and Other. Be sure to use Word Perfect, Times New Roman, 12 pt. font and include portion

markings. Please keep each individual significant activity to one paragraph in length if possible (3-4 sentences).

Your Section may not have a significant accomplishment in each category every month. Itis your discretign to decide.
overall which three (3) accomplishments you choose to represent your Section each month. Going park is an exception -
please include ALL Going Dark accomplishments in addition to your overall 3 Section-level accomplishments.

Thanking you in advance for your cooperation and assistance. If you have any questions, please do not hesitate to contact
me. .

b6

b7C

Management & Program Analyst
Strategic Resources Unit
Operational Technology Division

Voice ' ’ ) b2
Mobile
Fax

UNCLASSIFIED

UNCLASSIFIED




OTD) (FBI) ' ‘?"6/(: _

From: | OTD) (FB!)

Sent: Tuesday, December 16, 2008 3:44 PM

To: COOK, PATR!CK B. (OTD) (FBI), PRICE, J CLAY (OTD) (FBI); SMITH, CHARLES BARRY
Y P. (O FBI); MOTTA, THOMAS GREGORY

(OTD} (FBI);

Ce:
(
(OTD) (FBI);
{OTD) (CON}Y;
(OTD) (FBI); HOTD) (FBI)
Subject: O1b Slgmﬁcant Activity Report for December 2008 - DEADLINE NOON, WEDNESDAY,
’ JANUARY 7, 2009 - Template Attached

Follow Up Flag: Follow up
Due By: Wednesday, January 07, 2009 12:00 PM
Flag Status: Flagged
Attachments: Template Significant Accomplishments OTD Dec 08.wpd
UNCLASSIFIED
NON-RECORD
Good afternoon,

Please provide me with a consolidated Section-level approved monthly Significant Activity Report which contains your
Section's ftop three (3) most significant activities for December 2008 by Noon, Wednesday, January 7, 2009. | would
appreciate receiving one report for each Section that is inclusive of your unit-level activities. SRU and TMSU please
submit significant unit level activities, if any, to me.

Reminder - "Going Dark"” Initiative Added to Template:

OTD is actively pursuing the National Electronic Surveillance Strategy, commonly known as the 'Going Dark' initiative in an
effort to maintain and advance electronic surveillance capabilities. The front office would fike to collect all
accomplishments made in connection with the Going Dark Initiative five prongs listed below. Past accomplishments will
be compiled by A/UC, CIU, Current and future accomplishments will be solicited along with your
significant accomplishments on'a monthly basis.

The strategy consists of five prongs:

1) Modernization of Lawful Intercept (L1} Laws - Updating L! legislation, regulation, and assistarnice mandates

2) LI Authorities Enactment - Removing impediments to the FBI's ability to protect and share LI technical equipment and
expertise

3) Enhanced LEA Coordination - Enhancing greater LEA LI mutual coordination/assistance

4) Greater Industry/LEA Cooperation - Expanding industry cooperation among LEAs on new and emerging technology
issues/solutions

5) New Federal Resources - Seeking new Federal funding to bolster domestic LI capabilities

Some ideas for accomplishments would include:

Training of State and local law enforcement

Sharing of techniques and/or equipment with other agencies

Budget requests to enhance or maintain capabilities

Liaison with industry concerning new and emerging services and technologies

For your convenience, | have attached a template for you to use which showcases Field support, Headquarters support,
Training, Liaison, Going Dark and Other. Be sure to use Word Perfect, Times New Roman, 12 pt. font and include portion
markings. Please keep each individual significant activity to one paragraph in length if possible (3-4 sentences).

1




Your Section may not have a significant accomplishment in each category every month. Itis your discretion to decide
overali which three (3) accomplishments you choose to represent your Section each month. Going park is an exception -
please include ALL Going Dark accomplishments in addition to your overall 3 Section-level accomplishments.

Thanking you in advance for your cooperation and assistance. If you have any questions, please do not hesitate to contact
me.

LY

femplate Significant
Accomplis...
b6
b7C
Management & Program Analyst
Strategic Resources Unit
Operational Technology Division .
Voice
Mobile

UNCLASSIFIED




I {(OTD) (FBI)

From: f oTD) (FBI)
Sent: [uesday, January 27, 2009 10:42 AM
To: (OTD) (FBI)
Ce: (OTD) (FBI)
Subject: FW: OTD Significant Activity Report for January 2009 - DEADLINE NOON, WEDNESDAY
FEBRUARY 4, 2009 - REVISED TO INCLUDE TEMPLATE Y
b6
b7C
UNCLASSIFIED
NON-RECORD

1

I had this ready to forward to you and saw that DAD Cook had already done so. Hope all is well with you and
have a great day.

bé
b7C

Management & Program Analyst

Strategic Resources Unit

Operational. Technology Division
Voice b2
Mobile

From: COOK, PATRICK B. (OTD) (FBI)

Sent: Tuesday, January 27, 2009 10:37 AM

To: MOTTA, THOMAS GREGORY (OTD) (FBI); OTD) (FBI); (OTD) (F8I)

Ca E:_‘_](on:») (FBD (OTD) (FE (OTD) (FBI)

Subject: RE: GTD Significant Activity Report for January 2009 - DEADLINE NOON, WEDNESDAY, FEBRUARY 4, 2009 - REVISED TO INCLUDE
TEMPLATE

UNCLASSIFIED
NON-RECORD

See Below email from Greg. Please send Greg our most recent "Going Dark" material. Thanks be
b7C

Pat

From: MOTTA, THOMAS GREGORY (QTD) (FBI)
Sent: Tuesday, Janua! 2009 10:22 AM

Tos (OTD) (FBI) .
Cc: 1TA, THOMAS GREGORY (OTD) (FBI);] |(0TD) (FBI); COOK, PATRICK B, (OTD)
(FBD) (OTD) (FBI)

-Subject: RE: OTD Significant Activity Report for January 2009 - DEADLINE NOON, WEDNESDAY, FEBRUARY 4, 2009 - REVISED TO INCLUDE
TEMPLATE

UNCLASSIFIED
NON-RECORD

1

What is the status of whether the Going Dark initiative includes lack of resources for digital forensics and counter-
1




encryption? At one point these were included as part of the initiative, but | note that the description below is entirely
intercept centric.

Gregg

3

Thos. Gregory Motta
Section Chief, Digital Evidence Section (DES)
Operational Technology Division (OTD)
Engineering Research Facility

Bldg 27958A, Room A-207

Quantico, VA 22135

Tel.
Tel. b2
Fax,

From: [ [coTD) (FBD)

Sent: uesday, January 27, 2009 9:13 AM

To: COOK, PATRICK B. (OTD) (mn;:wglmm J CLAY (QTD) (FBI); DICLEMENTE, ANTHONY P. (OTD)
FBL); MOTTA, THOMAS GREGORY (OTD) (FBI); (OTD) (FBD); OTD) (FBI;

FBI)

Ce: koTD) (FBY OTD)
R OTD
: LG
) (FBI); ) (FBL)
Subject: OTD Significant Activity Report for January 2009 - DEADLINE NOON, WEDNESDAY, FEBRUARY 4, 2009 - REVISED TO INCLUDE
TEMPLATE
bé

UNCLASSIFIED b7C
NON-RECORD
Good moming,

Please provide me with a consolidated Section-level approved monthly Significant Activity Report which contains your
Section’s top three (3) most significant activities for January 2009 by Noon, Wednesday, February 4, 2009. | would
appreciate receiving one report for each Section that is inclusive of your unit-level activities. SRU and TMSU please
submit significant unit level activities, if any, to me.

Reminder - “Going Dark"” Initiative Added to Template: .

OTD is actively pursuing the National Electronic Surveillance Strategy, commonly known as the 'Going Dark' initiative in an
effort to maintain and advance electronic surveillance capabilities. The front office would like to collect all
accomplishments made in connection with the Going Dark [nitiative five prongs listed below. Past accomplishments will
be compiled by AUC, CIU[______ | Currentand future accomplishments will be solicited along with your
significant accomplishments on a monthly basis. 'ﬁ sc

The strategy consists of five prongs:

1) Modernization of Lawful intercept (LI) Laws - Updating LI legislation, regulation, and assistance mandates

2) Ll Authorities Enactment - Removing impediments to the FBI's ahility to protect and share LI technical equipment and
expertise :

3) Enhanced LEA Caordination - Enhancing greater LEA LI mutual coordination/assistance

4) Greater Industry/LEA Cooperation - Expanding indusfry cooperation among-LEAs on new and emerging technology
issues/solutions

5) New Federal Resources - Seeking new Federal funding to bolster domestic LI capabilities

Some ideas for accomplishments would include:
* Training of State and local law enforcement




»  Sharing of techniques and/or equipment with other agencies
» Budget requests to enhance or maintain capabilities
« Liaison with industry concerning new and emerging services and technologies

For your convenience, | have attached a template for you to use which showcases Field support, Headquarters support,
Training, Liaison, Going Dark and Other. Be sure to use Word Perfect, Times New Roman, 12 pt. font and include portion

markings. Please keep each individual significant activity to one paragraph in length if possible (34 sentences).

Your Section. may not have a significant accomplishment in each category every month. ltis your discretion to decide.
overall which three (3} accomplishments you choose to represent your Section each month. Going Dark is an exception -
please include ALL Going Dark accomplishments in addition to your overall 3 Section-level accomplishments.

Thanking you in advance for your cooperation and assistance. If you have any questions, please do not hesitate to contact
me. .

<< File: Template Significant Accomplishments OTD Jan 09.wpd >>

b6
b7C
Management & Program Analyst
Strategic Resources Unit ~ ~
Operational Technology Division ‘
Voice b2
Mobile

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED




{OTD) (FBI) L —

From: (OTD) (CON) b7cC

Sent: . 2009 10:52 AM

To: OTD) (FBI)

Subject: - OTD Significant Activity Report for January 2009 - DEADLINE NOON, WEDNESDAY,
FEBRUARY 4, 2009 - REVISED TO INCLUDE TEMPLATE

UNCLASSIFIED

NON-RECORD

We will probably be late. I will get it to you as soon as I can. )

From: | J(OTD) (FBI)
Sent: nesday, re 04, 2009 8:56 AM '
To: (01D) (coNyf koTo)cony;| | G Yo I |
OID) (C i
Cer (OTD} (FEI)
Subject: FW: OTD Significant Activity Report for January 2009 - DEADLINE NOON, WEDNESDAY, FEBRUARY 4, 2009 - REVISED TO
INCLUDE TEMPLATE

UNCLASSIFIED
NON-RECORD

Good morning ladies,

Just a reminder that January's significant accomplishment report for DES, TPS, TTS and TMSU is due at noon
today. ,

Thanks and have a great day,

From: i J(OTD) (FEI)

Sent: Tuesday, January 27, 2009 9: 13 AM

To: COOK, PATRICK B. (O‘I’D) (FBI) 0TD) (OGA); PRICE, J CLAY {(QTD s DICLEMENTE, ANTHONY P. (OTD)
BI); MOTTA, THOMAS GREGORY (OTD) (FBI), (OTD) (FBI); OTD) (FBI);

Ce:

( (LD) (F
Subject: OTD Significant Acuvity Report for January 2009 - DEADLINE NOON WEDNESDAY, FEBRUARY 4, 2009 - REVISED TO INCLUDE
TEMPLATE
UNCLASSIFIED
NON-RECORD

Good morning,

Please provide me with a consolidated Section-level apprdved monthly Significant Activity Report which contains your

Section's fop three (3) most significant activities for January 2009 by Noon, Wednesday, February 4, 2009. | would
appreciate receiving one report for each Section that is inclusive of your unit-level activiies. SRU and TMSU please

submit significant unit level activities, if any, to me.

Reminder - "Going Dark" Initiative Added to Template:




OTD is actively pursuing the National Electronic Surveillance Strategy, commonly known as the 'Going Dark' initiative in an
effort to maintain and advance electronic surveillance capabilities. The front office would like to collect all ) )
accomplishments made in connection with the Going Dark Initiative five prongs listed below. Past accomplishments will

be compiled by A/UC, CIU Current and future accomplishments will be solicited along with your
significant accomplishments on & monthly basis. b6
b7C

The strategy consists of five prongs:

1) Modermnization of Lawfui Intercept (L1) Laws - Updating L! legislation, regulation, and assistance mandates

2) LI Authorities Enactment - Removing impediments to the FBI's ability to protect and share LI technical equipment and
expertise

3) Enhanced LEA Coordination - Enhancing greater LEA LI mutual coordination/assistarice )

4) Greater Industry/L.EA Cooperation - Expanding industry cooperation among LEAs on new and emerging technology
issues/solutions )

5) New Federal Resources - Seeking new Federal funding to bolster domestic LI capabilities

Some ideas for accomplishments would include:

¢  Tralning of State and local law enforcement

¢ Sharing of techniques and/or equipment with other agencies

e Budget requests to enhance or maintain capabilities

¢ Liaison with industry concerning new and emerging services and technologies

For your convenience, | have attached a template for you to use which showcases Field support, Headquarters support,
Training, Liaison, Going Dark and Other. Be sure o use Word Perfect, Times New Boman., 12 pt. font and include portion
markings. Please keep each individual significant activity to one paragraph in length if possible (34 sentences).

Your Section may not have a significant accomplishmentin each category every month. Itis your discretign to decide'
overall which three (3) accomplishments you.choose to represent your Section-each month. Going Dark is an-exception -
please include ALL Going Dark accomplishments in addition to your overall 3 Section-level accomplishments,

Thanking you in advance for your cooperation and assistance. if you have any questions, please do not hesitate to contact
me.

<< File: Template Significant Accomplishments OTD Jan 09.wpd >>

b6
b7C

Management & Program Analyst
Strategic Resources Unit
Operational Technology Division

moice ‘ B2
obile

UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

e e e



L [(OTD) (FBY) b6 e
. b7C

From: . {OTD) (FBYH
Sent: Wednesday, February 25, 2008 8:23 AM .
To: COOK, PATRICK B. (OTD FBI),L____!(OTD) (OGA); PRICE, J CLAY (OTD)

(FBI); (OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI);

MOTTA, THO EGORY (OTD) (FBI); (OTD) (FBI);

(OTD) (FBI)

Ce: OTD) (FBIY :

(FBI): i

* [JOo1DLEEn] OTD {
I(OTD) (CON
(OTD) (CON
OT1D) (FBI); (OTD) (FBIY;

(OTD)(FBIY)| CON)

Subject: OTD Significant Achvnty Report for February 2009 - DEADLINE NOON, WEDNESDAY,
" MARCH 4, 2009

Follow Up Flag: Follow up .
Due By: Wednesday, March 04, 2009 12:00 PM
Flag Status: Flagged
Attachments: ) Template Significant Accomplishments OTD Feb 08.wpd
UNCLASSIEIED
NON-RECORD
Good moming,

Please provide me with a consolidated Section-level approved monthly Significant Activity Report which contains your

. Section's fop three (3) most significant activities for February 2008 by Noon, Wednesday, March 4, 2009. | would
appreciate receiving one report for each Secfion that is inclusive of your unit-levef activities. SRU and TMSU please .
submit significant unit level activities, if any, to.me.

Remtinder - "Going Dark” Initiative Added to Template:

OTD is actively pursuing the National Electronic Surveillance Strategy, commonly known as the '‘Going Dark' initiative in an
effort to maintain and advance electronic surveillance capabilities. The front office would like to collect all
accomplishments made in connection with the Going Dark Initiative five prongs listed below. Past accomplishments will

be compiled by A/UC, CIU, q Current and future accomplishments will be solicited along with your
significant accomplishments on a monthly basis.

The strategy consists of five prongs:

1) Modemization of Lawful Intercept (LI) Laws - Updating LI legislation, regulation, and assistance mandates

2) LI Authorities Enactment - Removing impediments to the FBI's ability to protect and share LI technical equipment and
expertise

3) Enhanced LEA Coordination - Enhancing greater LEA LI mutual coordination/assistance

4) Greater Industry/LEA Cooperation - Expanding industry cooperation among LEAs on new and emergmg technology

issues/solutions
§) New Federal Resources - Seeking new Federal funding to bolster domestic LI capabilities

Some ideas for accomplishments would include:

* Training of Siate and local law enforcement

o Sharing of techniques and/or equipment with other agencnes

» Liaison with industry concerning new and emerging services and technologies

For your convenience, | have attached a template for you to use which showcases Field support, Headquartgrs support,
Training, Lizison, Going Dark and Cther. Be sure to use Word Perfect, Times New Roman, 12 pt. font and include portfion
markings. Please keep each individual significant activity to one paragraph in length if possible (3~4 sentences).

1




Your Section may not have a significant accomplishment in each category every month. Itis your discretign fo decide‘
overall which three (3) accomplishments you choose to represent your Section each month. Going Dark is an exception -
please include ALL Going Dark accomplishments in addition to your overall 3 Section-level accomplishments.

Thanking you in advance for your cooperation and assistance. If you have any questions, please do not hesitate to contact

me.

femplate Significant
Accomplis...

b6
b7C

Management & Program Analyst
Strategic Resources Unit
Operational Technology Division

Voice b2
Maobile :

UNCLASSIFIED.




(OTD) (FBI)
b6

From: | !(OTD) (CON) b7C
Sent: Monda I 154 PM

To: OTb) (FBI) OTD) (CON)

Cc: (OTD) (FBI); OTD) (CON)

Subject: RE: OTD Significant Activity Report for March 2009 - DEADLINE NOON, MONDAY, APRIL 6,
2009

UNCLASSIFIED

NON-RECORD

TTSisw/A'SC[_____Jfor review and should be forwarded to you soon.

b6
From: | [(omD) (re1) b7C
Sent: Monday, April 06, 2009 12:51 PM
To: (0TD) (CONY;E koTo) (CON)
Ce: (OTD) (FBD) - _
Subject: : gmiticant Activity Report for March 2009 - DEADLINE NOON, MONDAY, APRIL 6, 2009
UNCLASSIFIED
NON-RECORD
Good afterncon,
Please provide me with a status update.for TTS and TMSU.
Thanks,
D6
b7C
Management & Program Analyst
Strategic Resources Unit
Operational Technology Division
Voice b2
Mobile
Fax
From: | OTD) (FBI)
Sent: Tuesday, March 24, 2009 9:33 AM
To: COOK, PATRICK B. (OTD) (FBD;{__________KOTD) (OGA); PRICE, J CLAY (OTD) (FBI); l__:|(0'|1>)
F CLEMENTE, ANTHONY P. (OTD) (FBI); MOT fA, THOMAS GREGORY (OTD) (FBI);L___ (OTD) (FBI);

Cc:
(OTD) (CON);
OTD) (FBI);
(FBI) .
Subject: OTD Significant Activity Report for March 2009 - DEADLINE NOON, MONDAY, APRIL 6, 2002
UNCLASSIFIED

NON-RECORD




Good morning,

Please provide me with a consolidated Section-level approved monthly Significant Activity Report which contains your
Section's top thiee (3) most significant activities for March 2009 by Noon, Monday, April 6, 2009. | would appreciate
receiving one report for each Section that is inclusive of your unit-level activities. SRU and TMSU please submit significant
unit level activities, if any, to me.

For your convenience, | have attached a template for you to use which showcases Field support, Headquarters support,
Training, Liaison, Going Dark and Other. Be sure t6 tise Word Perfect, Times New Roman, 12 pt. font and include portion
markings. Keep each individual significant activity to one paragraph in length i possible (34 sentences).

Your Section may not have a significant accomplishment in each category every month, It is your discretion to decide_
overall which three (3) accomplishments you choose to represent your Section each month. Going Dark is an exception -
please include ALL Going Dark accomplishments in addition to your overall 3 Section-level accomplishments.

ThanKing you in advance for your cooperation and assistance. If you have any questions, please do not hesitate to contact
me. .

<< File: Template Significant Accomplishments OTD Mar 09.wpd >>

b6
bicC

Management & Program Analyst )
Strategic Resources Unit .

Operational Technology Division
Voice b2
Mobile

UNCLASSIFIE|
UNCLASSIFIED

UNCLASSIFIED




koTD) (FBI)

b6
From: [ koTD) (FBY) bc
Sent: Wednesday, April 29, 2009 7:48 AM
To: (ele]e] 1); {(OTD) (OGA); PRICE, J CLAY (OTD)
(FBI)MO‘ Bl); DICLEMENTE, ANTHONY P. (OTD) (FBI);
MOTTA, THOMAS GREGORY {(OTD) (FB!), (OTD) (FBI);
OTD
Cc: |
(OTD) (FBy] (FBI),
OTD) (FBI); (OTD)
(OTD) (CON);
(OTD) (FBl)
Subject; OTD Significant Actwnty Report for April 2009 - DEADLINE NOON, TUESDAY, MAY 12, 2009
Follow Up Flag: Follow up
Due By: Tuesday, May 12, 2008 12:00 PM
Flag Status: Flagged
Attachments: Template Significant Accomplishments OTD Apr 09.wpd
UNCLASSIFIED
NON-RECORD

Good morming,

Please provnde me with a consolidated Section-level approved monthly Significant Activity Report which contains your

Section's top three (3) most significant activities for April 2009 by Noon, Tuesday, May 12, 2009. { would appreciate
receiving one report for each Section that is inclusive of your unit-level activities. SRU and TMSU please submit significant

unit level activities, if any, to me.

For your convenience, | have attached a template for you to use which showcases Field support, Headquarters support, -
Training, Liaison, Going Dark and Other. Be sure fo use Word Perfect, Times New Roman, 12 pt. font and include portion

markings. Keep each individual significant activity fo one paragraph in length if possible (3-4 sentences).

Your Section may not have a significant accomplishment in each category every month. Itis your discretion to decide
overall which three (3) accomplishments you choose to represent your Section each month. Going Dark is an exception -
please include ALL Going Dark accompiishments in addition to your overall 3 Section-level accomplishments.

Thanking you in advance for your cooperation and assistance. If you have any questions, please do not hesutate to contact
me.

"

N

Femplate Significant
Accomplis...

b6
b7C

Management & Program Analyst

Strategic Resources Unit

Operational Technology Division b2
| [Voice




Mobile

b2
Fax

UNCLASSIFIED




I |(oTD) (FBI)

b6
From: | (OTD) (FBI) bIC
Sent: - Wednesday, May 27, 2009 10:59 AM
To: COOK, PATRICK B. (OTD) (FBY)]] J(OTD) (OGA); PRICE, J CLAY (OTD)
(FBi);#(OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI);
MOTIA T S GREGORY (OTD) (FB]);l koTD) (FBIY;
QTD) (FBI)
Ce: T lotDy (FeN 1,
(OTD) (FBf); OTD) (FBI);
{QTD) (FBI);
(OTD) (CON); (OTD)
(CON} = (OTD) (CON);
N QTD) (FBI);
D) (FBI); Joto) (Fen: ]
f(OTD) (FBi)] (OTD) (FBI)
Subject: OTD Significant Activity Report for May 2009 - DEADLINE COB, WEDNESDAY, JUNE 3,
2009 ’ .
Follow Up Flag: Follow up
Due By: Wednesday, June 03, 2008 5:00 PM
Flag Status: Flagged
Attachments: Template Significant Accomplishments OTD May 09.wpd
UNCLASSIFIED
NON-RECORD

Good morning,

Please provide me with a consolidated Section-level approved monthly Significant Activity Report which contains your
Section's top three (3) most significant activities for May 2009 by COB, Wednesday, June 3, 2009. I would appreciate
receiving one report for each Section that is inclusive of your unit-level activities. SRU and TMSU please submit significant

unit level activities, if any, to me. ’

For your convenience, I have attached a template for you to use which showcases Field support, Headquarters support,
Training, Liaison, Going Dark and Other. Be sure to use Word Perfect, Times New Roman, 12 pt. font and include portion

markings. Keep each individual significant activity to one paragraph in length if possible (3-4 sentences).

*Your Section may not have a significant accomplishment in each category every month. It is your discretion to decide
overall which three (3) accomplishments you choose to represent your Section each month. Going Dark is an exception -
please include ALL Going Dark accomplishments in addition to your overall 3 Section-level accomplishments.

Thanking you in advance for your cooperation and assistance. If you have any questions, please do not hesitate to
contact me. . ;

N

lemplate Significant
Accomplis...
bé
I | bC
Management & Program Analyst
Strategic Resources Unit
Operational Technology Division -

| ~ |voice




‘ obile
Fax

UNCLASSIFIED

b2




| (OTD) (FBI) Y

b7C
From: | [(OTD) (FBI) .
Sent: Tuesday, J , 2008 11:44 AM
To: OTD) (FBI); OTD)(FBI) (OTD).
(OTD) (FBI); (OTD) {FBI)
Ce: (OTD) (FBI) )
Subject: FW: OTD Significant Activity Report for January 2009 - DEADLINE NOON, WEDNESDAY, -

FEBRUARY 4, 2009 - REVISED TO INCLUDE TEMPLATE

U/[pogo/ues

PMs (particularl and } i
Please just take a look at the,"Going Dark" categories/examples below. We're required to report on these, and we

do so in the monthlv SARs. I'm usually gware of any cases where we work with local law enforcement/other agencies, but
|, please note such in KMS and aiso let me know. (1his

doesn't include passive viewing/collection of web site material.) Thanks. b2
b6
b7C
bTE

Reminder - “"Going Dark" Initiative Added t6 Témplate:

JI\PD\DOTD is actively pursuing the National Electronic Surveillance Strategy, commonly known as the 'Going Dark' initiative in an
effort to maintain and advance electronic surveillance capabilities. The front office would like to collect ail
accompiishments made in connection with the Going Dark initiative five prongs listed below. Past accomplishments will
be compifed by A/UC, CiU, I Current and future accomplishments will be solicited along with your b6
significant accomplishments on a monihly basis. ' b7C

A ll/"djl"he strategy consists of five prongs:
W 1) Modermnization of Lawful Intercept (LI) Laws - Updating L1 legislation, regulation, and assistance mandates
v 2) LI Authorities Enactment - Removing impediments fo the FBI's ability to protect and share LI technical equipment and
* expertise
Y 3) Enhanced LEA Coordination - Enhancing greater LEA LI mutual coordination/assistance
v 4) Greater Industry/LEA Cooperation - Expanding industry cooperation among LEAs on new and emerging technology
issues/solutions ’
V 5) New Federai Resources - Seeking new Federal funding to bolster domestic LI capabilities

Some ideas for accomplishments would include:
U « Training of State and local law enforcement
U «  Sharing of techniques and/or equipment with other agencies

- Y e Budgetrequests to b2
£5)° l bTE

UNCLASSIFIED




b6
b7cC

From: OTD) (FBD)

Sent: L) 2008 9:16 AM

To: (OTD) (FBI)

Cc: DICLEMENTE, ANTHONY P. (OTD) (FBI); SMITH, CHARLES
BARRY (OTD) (FBI); OTD) (FBI)

Subject: RE: International Meeting on Technology Forecast

UNCLASSIFIED
NON-RECORD

D unless | hear to the contrary, | will attend this on behalf of OTD at the request of the Legat.
Since you were specifically named, | would like you to come along and give your named
presentation. | plan to present an appropriately tailored Going Dark Initiative briefing.

]




| [(oTD) (FBI) ' e

b7C
From: DICLEMENTE, ANTHONY P. (OTD) (FBI)
Sent: Wednesday, August 20, 2008 2:08 PM
To: lg—“_"_ﬂkorm (FBI)
Subject: - Comments on Going Dark White Paper
UNCLASSIFIED
NON-RECORD
Certainly.

" Anthony P. DiClemente
Chief, Data Acquisition / Intercept Section

Operational Technology QM&IT B2

From: (OTD) (FBI)

Sent: Wednesday, August 20, 2008 10:03 AM
To: DICLEMENTE, ANTHONY P, (OTD) (FBI)
Subject: Comments on Gaing Dark White Paper

UNCLASSIFIED -

NON-RECORD
b6

b7C
Tony;,

Can | pass on my Going Dark comments to[__P

1

UNCLASSIFIED

UNCLASSIFIED




[ |(OTD) (FBI)

DG_

From: N [(0TD) (CON) b7C
Sent: Thursday, August 21, 2008 3:32 PM
To: (OTD) (FBI); DICLEMENTE, ANTHONY P. (0TDy (EBi[__}
O1D) (FBI); OTD) (FBI); (OTDY (FBI);
[CIYEEDR fOTD) (FBI)]
c e f(%"-TS,’fSS&', 5 (o™
C: N . M
[OTD)(CON)] I__l@J.&QNL Fl
f(loTD) (FBIY; (OTD) (FBIY;
(OTD) (CON)
Subject: Going Dark~Deadline COB 8/29/08
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

As discussed in today's UC meeting, | have made copies of the Going Dark whitepaper for your review and comments.
- They will go out in tomorrow's (8/22) mail.

Please return your comments to me by COB 8/29/08.
Thanks,
b6

‘ | b7C
AIS Executive Admiinistrative Assistant

Operational Technology Division

I b2

SENSITIVE BUT UNCLASSIFIED




[(OTD) (FB)) Y p—

* b7C
From: t (OTD) (FBI)
Sent: Friday, August 22 2008 8:14 AM
To: (OTD) (CON)
Ce: (OTD) (FBI)
Subject: Comments on Going Dark paper
Attachments: comments on GD.doc
UNCLASSIFIED
NON-RECORD

['ve attached comments | drafted several week ago and gave to Tony. | don't think he passed them on, but said to do so.
If the paper has changed in the last two weeks, please let me know and ['ll review it again.

If you have questions on these comments call me or stop by.

comments on
GD.dot (32 KB)

1

UNCLASSIFIED




| loTD) (FBN >
From: | __(OTD) (CON}) b7C

Sent: " Monday, December 01, 2008 11:36 AM
To: OTD) (FBI)
Subject: RE: and ETR Builetin

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

;ou ;ave it covered. Nothing else is required by or for me if he is charging his hours to a different contract. Thanks for
the quick reply.
BGF

b6
b7cC

From: OTD) (FBI)

Sent: 0 11:24 AM

To: OTD) (CON)) OTD) (FED OTD) (FBD)

ca CICERENTE, BTN (0T0) P 7 I

Subject: RE] nd ETR Bulletin

SENSITIVE BUT UNCLASSIFIED

NON~RECORD

BG;

My plan is to us him for a very fimited number of hours just to make sure we do not stray from the work tha.t has and is .
being done for the Going Dark project. | spoke to Tony and got approval from| [to allow him to charge his

time used to the project.

Is this OK or do we need to do something else?

1

From: OTD) (CON)

Sent: 0 er 01, 2008 11:13 AM b6
Ta: (OTD) (FBI) b7C
Subject: and ETR Bulletin . .

SENSITIVE BUT UNCLASSIFIED
- NON-RECORD

| just met wiﬂ%regardmg his meeting with you this morning. Do you plan to use him for the next Bulletin? if
so, | can prepare a r you to deéfine his role and the number of hours you envision for him. Thanks!

I'Pﬁ_'_M——gram @nagement U'%a.

Technical Management Services Unit

QOperatianal Techno Division )
ghone. b2

SENSITIVE BUT UNCLASSIFIED

b6
b7cC




| {(OTD) (FBI)

From: i koTD) (FBI) pic
Sent: : ' Wednesday, Mav 13, 2009 2:31 PM

To: (OTD) (FBI)

Subject: : Going Dark Bulletin

UNCLASSIFIED

NON-RECORD

1

Have you spoken to::labout the state and local article?

From: 1 ____OTD) (FB)

Sent: Wednesday, May 13, 2009 1:53 PM

To: THOMAS, MARCUS C, (OTD) (FBT) - .

Cc: DICLEMENTE, ANTHONY P. (OTD) (FBI);[ {(OTD) (FBI)
Subject: - Going Dark Buﬂgﬁn

UNCLASSIFIED

NON-RECORD

Marcus;

Is there any specific material, whitepapersm presentations ete. on the Going Dark topic that you would like to get into the
Going Dark Bulietin?

I would be happy to work with[___Jto prepare any of the materials you have developed so we can publish them.

(_—

UNCLASSIFIED

UNCLASSIFIED




|(OTD) (FBI) w—]) 6

From: | —](OTD) (FBI) bic

Sent: Tuesday, June 30, 2009 11:31 AM

To: (OTD) (FBI)

Subject; RE: ELSUR Meeting

UNCLASSIFIED

NON-RECORD | -

| want just a few minutes to talk about the ETR Going Dark Builetin.

From: | ¥OTD) (FBI) '

Sent: Tuesday, June 30, 2009 10:52 AM .

To: THOMAS, MARCUS C. (OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI); MOTTA, THOMAS GREGORY (OTD) (FBI); COOK,
PATRICK B. (OTD) (FEI), OTD) (FBI)

Subject: ELSUR Meeting

UNCLASSIFIED

NON-RECORD
Does anyone have agenda items for tomorrow's ELSUR Strategy Meefing?
UNCLASSIFIED

UNCLASSIFIED




| [(loTD) (FBI)
g b6

From: [ J(oTD) (CON) bi7c
Sent: riday, October 03, 2008 9:24 AM

To: %;'j,(om) (FBI)

Subject: : "Going Dark'

UNCLASSIFIED
NON-RECORD

Thanks. | have Ig_ﬁ F message withl !and will provide your comments to-him this afternoon when he comes to
meet with) - b6

b7C
;;IS Executive Administrative Assistant
OEeratioEff Tﬁmoiogy Division b2

From: | (OTD) (FBI)
Sent: ) 008 9:20 AM
To: OTD) (CON)
Subject: RE: "Going Dark”

UNCLASSIFIED
NON-RECORD

) B . b6
— e

Here is a response to Tony regarding, "Going Dark". | hope this helps.

From: | KOTD} (FBI)
Sent: y, August 29, 2008 3:22 PM

To: DICLEMENTE, ANTHONY P, (OTD) (FBI)

ce: %;:kom) (CoN)
Subject: olng Da

UNCLASSIFIED
NON-RECORD

Tony,

| requested TICTU's SSAs and Program Managers to read and provide input to the "Going Dark" whitepaper. The team
overall believe that the whitepaper had validity and provided a good overview from past to present challenges. There
seemed to be consensus that the issues related more to packet data intercepts, than voice based telecommunications
intercepts, as mentioned on page 11 of this write-up. However, understanding the industry trend, this.can and willbe a
futuristic prograrmnmatic concern for TICTU.

The team agreed that a move in the right direction is with the five-pronged National LI Strategy.

Madernization of LI LAWS-

. LI Authorities Enactment-
Enhanced LEA Coordination
Greater Industry/LEA Cooperation




N .

¢« New Federal Resources

If additional information is required, please advise.

—

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

b6
b7C




| l(0TD) (FBI)

From: | _ l(oTD) (FBY)
Sent: id 27 AM

b6 *
b7C

To: OTD) (FBI){

|(OTD) (FBI)

Subject: FW: Going Dark accomplishments

UNCLASSIFIED
NON-RECORD

—1

See below!

1

From: I OTD) (FBI)

Sent: . Wedn ber 15, 2008 2:44 P

To: KOTD) (FBD); OTD) (FBI)
Subject: 0ing Lark accomplishments

UNCLASSIFIED
NON-RECORD

lam puiting together the list of accomplishments towards Going Dark.
listed under Law Enforcement Cooperation. | need to attach some nu

we've loaned them to. Can you help me out? It's for FY 2008.
Thanks '

—

UNCLASSIFIED

UNCLASSIFIED

b6
b7C

0

ST

ers to tnese.

| Iare accomplishments p2

ch as users or agencies who b7E

b6
b7C




[ ' lloTD) (FBY N .

b7C
From: [ J(OTD) (CON)
Sent: Friday, Octob 1:49 AM
To: OTD) (FBI)f o1D) (FBI] i
01D ; (OTD) (FBI); [OIDIGE:D)
Ce: (OTD) {FBI)
Subject: Going Dark

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Gentlemen - Pel____Jrequest, | have placed in your mailboxes the "Going Dark" Whitepaper.[ ]
would like you to read through this and then respond if we have any items that can be submitted in our
monthly SAR on "Going Dark”. Thank you.

SENSITIVE BUT UNCLASSIFIED




| oTD) (FBI) b6

b7C
From: l [(OTD) (FBI)
Sent: Wednesday, October 29, 2008 9:12 AM
To: FBI) _ OTD) (FBI)| |
Q71D (FBI); OTD) {FBI);
(OTD) (EBI); (OTD) (FBIL (OTD) (FBI)
Ce: . (OTD) (CON)
Subject: FW: OTD Significant Activity Report for October 2008 - DEADLINE NOON, MONDAY,
NOVEMBER 3, 2008 - New Reporting Category for Going Dark [nitiative '
Attachments: Template Significant Accomplishments OTD Oct 08.wpd
UNCLASSIFIED
NON-RECORD
Guys,

If you have something for the report can you send ittof _____]and | so we can put it together. Is anybody doing anything
for the “Going Dark" initiative? )

-

From: — (OTD) (FBT)

Sent: , 2008 8:31 AM

To: OTD) (FBL);[ koro) FBD:[ ko) e —___—__J(om)

Cc: (0TD) (cony (omy e KoTD) (FBY)

Subject: T OTD Significant Activity Report for Octaber 2008 - DEADLINE NOON, MONDAY, NOVEMBER 3, 2008 - New. Reporting Category
for Gaing Dark Initiative

UNCLASSIFIED

NON-RECORD

Hello All,

See the below e-mail regarding the OTD Significant Activity Report for October 2008. This report now requires the unit

to include "Going Dark” Initiatives on a monthly basis. If we can have each program to bring forth two fo three initiatives

){rom the start, then we will only need to update each on a monthly basis. The information below provides direction and
omat. . :

[ would like for| work with o put this SAP together after all programs have responded. Let's
net forget NAWG, Outreach Platform, coordination with state and local law enforcement.

Give me a call if you have questions. Again, please note the deadline.
From: ’ | !(OTD) (CONY
Sent: e October 29, 2008 8:14 AM

|iorrn) .(FBI);I:I(W)

To: OTD) (FBI);|
(FBD); (OTD) (FBY);| L))
Ce DICLEMENTE, ANTHONY P. (OTD) (FB ,(om@- lotm) (cony:
OTD) (FBI); N); (OTD) (CON); (OTD)
(CON); OTD) (CON) (OTD) (FBL)
Subject: OTD Significant Activity Report for October 2008 - DEADLINE NOON, MONDAY, NOVEMBER 3, 2008 - New Reporting Category for

Going Dark Initiative
UNCLASSIFIED




.

NON-RECORD

Please provide your response for the October Significant Activity Report to me by NOON, MONDAY, NOVEMBER 3, .
2008. Please NOTE the 'Going Dark' Initiative has been added to the template and will now be reported in each month
submission. Please read the followmg information carefuily and include along with your monthly significant
accomplishments.

‘Going Dark’ Initiative Added to Template.

OTDis actively pursuing the National Electronic Surveillance Strategy, commonly known as the ‘Going Dark' initiafive in an
effort to maintain and advance electronic surveillance capabilities. The front office would like to collect all .
accomplishments made in connection with the Going Dark Initiative five prongs listed below. qust accomphghments will
be compiled by A/UC, CIU| | Current and future accomplishments will be solicited along with your
significant accomplishments an a monthly basis. . b6

b7C

The strategy consists of five prongs:

1) Modernization of Lawful Intercept (L) Laws - Updating L! legistation, regulation, and assistance mandates

2) Ll Authorities Enactment.- Removing impediments to the FBI's ability to protect and share Ll technical equipment and
expertise

3) Enhanced LEA Coordination - Enhancing greater LEA LI mutual coordination/assistance .

4) Greater Industry/LEA Cooperation - Expanding industry cooperation among LEAs on new and emerging technology
issues/solutions

5) New Federal Resources - Seeking new Federal funding to bolster domestic LI capabilities

Some ideas for accomplishments would include:

e Training of State and local law enforcement

Sharing of techniques and/or equipment with other agencies

Budget requests to enhance or maintain capabilities

Liaison with industry concerning new and emerging services and technologies

* o o

For your convenience, attached is a template which showcases Field support, Headquarters support, Training, Liaison,
Going Dark and Other. Be sure to use Word Perfect, Times New Roman, 12 pt. font and include portion markings.
Please keep each individual significant activity to one paragraph in length if possible (3-4 sentences).

Feel free to contact me with any questions.
b6

b7cC
DAIS ASC Administrative Assistant .
Ogerafional !Eichnology Division . b2

=

femplate Significant
Accomplis...

UNCLASSIFIED

UNCLASSIFIED. ’

UNGCLASSIFIED




