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Current and Future Challenges
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LAWFUL INTERCEPT CAPABILITIES ARE ERODING
AND AT RISK OF GOING DARK

Existing trends indicate the FBI will (
spread electronic surveiffance d¡fficü

ave substantial and wide
tlss i,n 2 to 3 years
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MULTIPLE ACCESS METHODS TO A VARIETY OF SERVICES



ALWAYS ON, ALWAYS CONNECTED, ALWAYS MOVING
WIRELESS SERVICES / CAPABILITIES

Cingular 8525 Blackberry Curve
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WI-FI OVERVIEW

san Francisco coverage (from wigre.net)
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A BLETCHLEY PARK APPROACH TO THE PROBLEM



ELECTRONIC SURVEILLANCE IS A FOUNDATION OF
THE FBI'S STRATEGIC FRAMEWORK

T6 - Align technology and science to our
strategic objectives Lover¡ge Tochnology ¡nd Sc,lence . 

T7 - Deploy fechnology and science to

-- 

,# maKeour wo¡kforcemoreeffectiveandeficient



BACKUP MATERIAL



NATIONAL LAWFUL INTERCEPT STRATEGY

Enhanced cooperation between faw enforcement and
industry

Enhanced cooperation and coordination across the law
enforcement 

lomTu.nity (Nationat Lawful Intercept
Coordination Center)

updated authorities (protection of sensitive/proprietary
information from industry etc.)

Update legal mandates (CALEA etc.)

Adequate resources and infrastructure for the law
enforcement community



NATIONAL LAWFUL INTERCEPT STRATEGY
current and Future challenges

Operational Technology Division
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c{@A.ENDA

o Technlcaf Challenges Presented by Emergtng
Technologþs

o tttlgraüon ln Wreless Handset Gapablllües
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INTERCEPTION CHALLENGES RESULTING FROM
EMERGING PACKET-BASED COMMUNICATION SERVICES

i M Eentfces are erloþlrìg to ofror new
featurQs anrd capablllües to subserlbers whhh rere not
avallable on üadlüonal teleconrmunlcatlon netrcrks

' Thb evoluüon preEents Ee\teral dìallengesto lawen@lrildudlng



TARGET IVIOBILITY
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TARGET IDENTIFICATION

Target
Address A
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ENCRYPTION
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CELLULAR COMMUNICATION SERVICES -THE "PERFECT STORM'' OF CHALLENGES

¡ ModeT:f!?I.t phones combl.e the mobilts ofhadlüonal cell phorrês wtÛr Hre capab¡mru of fixedcomputers

¡ Wll become more popularutllh 61e e\rerege
Gonsumeres costs ere rcduced and heti:lntrÐilaces
become more eæsslbþ (*ó., eppl";ò rÞiiàñCi--i



ALWAYS ON, ALWAYS CONNECTED, ALWAYS MOVING
WIRELESS SERVICES / CAPABILITIES
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ELECTRONIC SURVEILLANC TRENDS .
WHERE TITLE III WIRETAP AUTHORIZATIONS OCCUR

. Shlftln loceüon of wflctrps
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PROCESSING AND VIEWING COLLECTED DATA
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TECHNICAL CHALLENGES WITH PROTOCOL
PROCESSING AND APPLICATION COMPLEXITY

o 
lmplementatlons of packetùased segæs no
longer çlyon standärdÞed arcfrltþctrres and
protocols
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CHALLENGES WITH TITIE III INTERCEPTION OF
EII,IERG ING TECH NOLOGIES

The comblaüon of several tecfin¡cel hctors
present unhue ]egal cfialbngÊs vútfii the
lnterceptbn of packet commùnbaüons



TITLE ll¡ GOVERAGE: KEY DEFINITIONS
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TITLE lll COVERAGE: KEY DEF|NIT|ONS

i *elecüonlc @mmunlcaüon' - eny ftansþr of
slgns, sþnals, wrtüng, lmages, sounds, data or
lntelllgence of any natunÐ, üansmltted ln whole
or in part byìillrê, radlo, ebchomegneüq
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CHALLENGES IDENTIFYING WIRE AND ELECTRONIC
COMMUNICATIONS IN PACKET NETWORKS



SUMMARY

Erne.rgi¡q tecfinologles present a unigue æt of
recnroef g?lFgl$ g lgq.g@rcemeritb abifig roA ,Âr^.al-.^{consduct elecffion

¡ Gellularoommqniaüons are becomlns rnore
sophft¡c.ated, ofreted all of t e Cpa-ËlÌtää-ùrtetouslyassociated vvth frted bfoadbend'g€n l'ces inä 
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