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lg new development server

Quantíco successfully obtaining his

File cabinets re-keyed and escorted the rocksmith during this
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Facilitated getting 1t
initiative.

. Assisted ROU

move was completed with zero
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SENSITIVE BUT

SENSITIVE BUT

UNCLASSIFIED

UNCLASSIFIED

SENSITIVE
From:
Sent:

Computers

(orD) (FBr )

2001 3:I2 PM
(orD) (FBI )
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From:
Sent:
To:
Gc:
Subject:

6
jJ ,J L

b2
b7E

SENS|T|VE BUT UNCLASSTFTED
NON.RECORD

ttATE: 11-24-?008
CIAÊ SIFIED BY 60322/ÜCTRP/P'],/EHI
REÀS0Iü: I.4 {c}
DEClÀ5SIff üI,I: I1-24-2033

Àtt INF0RI{ÀTI0I,I EûI'ITÀI¡IED

IIEREIII I5 UIII:LÀSSIFIED EXÜEPT

I'IHERE SHOTII¡I 0TTIERI'II5E

l-.2

b7E

ldeally once you have this filted out it

I defer tfrlto discuss the wording of the legal documents.

J...

b6
lf/L

Case Number

Warrant Expiration Date

Post Installatlon

Keep in mind that once we are installed we usually have the abiliÇ to:

1537

-/
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b7E
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From:
Sent:
To:
Gc:

Subject:

(orD) (FBt)
7 2:13PM

RE: Tools for upcoming deployment

We would love to help put something on there

CASE INFORMATION
Case lD:
Location:
Date Warrant Slgned:
Warrant Expiration Date:
Date Installed/Deployed:
OGC Review and Confirmation

Points of Contact
Case Agent Name, Address and Phone

Tech Agent Name and Phone Number

Equipment Mailing Address and Phone Number

Deployment Technique

CrimÍnal FISA

ÀtT T¡IFORIIÀTION CTIi]TÀIITED

ITEREItrT 15 TJTICTÀSSIFIED

DÀTE II-?4-2T08 EY 6I]32¿,/U[IRP/PJ/EHL

Other:
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Also need the warrant expiration date.

lnstallType
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Applications of Interest

Other Info as known.

---Original Message---
From:
Sent:
To:
Cc:
Subject:

b2
D i t;

DATA TO BE CAPTURED

b6
b7c

os) (FBr)



SEN$IIL.ENSIILVEBUTUNCLASSIFIED
NON.RECORD

For now we can

From:
Sent¡
To!
SubJect:

---Origlnal Message--1

To:
Cc:
SubJect:

---Original Message--
From:
SenE
To:
Cc:
Subject:

os) (FBr)
07,2007 11:18 AM
oTD) (F8r)

ools for upcoming deployment

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

bb
b7c

Hl-l

I understand that one of the benefits of us being one big happy family is that we can finally utilize our own in-house
tools.

Also, what do we need in terms of getting the case agent?

DZ

b7E

---Original Message.--
From: f'lsent¡ .lffiiãy. 

June

b6
b7c

b2
blE

SENSIT]VE BUT UNCLASSIFIED
NON.RECORD

æî?Í['u
I-IIqPI(FBI)
!
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orD) (FBr)
June 07, 2007 9:30 AM

os) (FBII .(rBt);l koTD) (FBr)

Sorry for the late response. Mon. & Thurs. you know.

b6

b2
blE
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NON.RECORD

Hl-l
We have an op scheduled f or next Thursdoy, ony chonce this wíll be rendy for use by then?

Operotionol Technology Divísíon (OTD)
Cryptologic on4 Electronic Anolysis Un¡t (CEAU)

cell)
esk)

fox)

---Orlglnal
From:
Sent:
To:
Cc:

Subject:

SENSITIVE BUT UNCLASSIFIED
NON.RECORD

l-]s in a timited but usabte state.

b6
b7c

b2
b7E

Sending to test today, but could pull something together for a case if emergency.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SËNSITIVE BUT UNCLASSIFTED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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seþer
Last Update l0 July 2007
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b1($t

b2
b7E

ATI I}IFORTIÅTIOII COTTTÀI¡IED

HEREI¡I I5 UIICTÀsSTFIED EXCEPT
I,IIIERE SH0trlI 0TI1ERITIISE

ed configurati

View Data
Limitations

DÀTE¡ I1-24-200€
CLÂ55IFIED Ê'T 6T322 IIJEI,RP/PI/EHI
REÀ$0I,I: 1,4 (cI
DECLÀSSI¡I¡ 0N: II-24-?033
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Types of cases supported -E
Legal Authorization Requirb-
Over-collection Safeguards

4.2.2-

Limitations
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SryET

From:
Sent:
To:
Cc:

Subject:

---Original
From:
Sent:
To:

Subject:

9El¡SrTrVE BUT UNCLASS|F|ED
NON-RECORD

Gents,

Please provide input on the foilowing:
34 examples for each wourd be great. r'il compire and forward them.

1) Identifu the five most significant accomplishments (not investigative cases) for the Unit during the
inspection period and provide a narrative aisessment oithe impact of these accomplishments upon the unit,smission.

2) List by title and f,rle number the ten most significant investigations managed by the unit during the
inspection period. Provide a narïative summary for each case, its impact, and the contribution made to the
investigation by the unit.

oTD)(FBt)
2007 2:35 PM

D)(FBt)

Inspection

DÀTE: lt-24-2008
CIÀssIFIED BY 6832,?! ÌUETRF/P.]/EHL
REÀSúI,I¡ f .4 {cJ
DECtÀSsÏnf tlI,I: 1I-24-2û33 ÀtI IITFOR}ÍåTIOI.] CO}TTÀI}IED

IIEFTIil T5 II¡ICLÀSsIFIED EXCEPT

üTIIERE SH0ïrlI{ 0TIIERïITISE

,ttt,ff,oto)

fï b6
b1 c

(FBÐ
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3) Identifu at least seven of the most significant liaison contacts (a mix of domestic and international
contacts preferred, if possible) of the unit; describe the nature and extent of liaison activities with eachagency; explain how this contact advances the unit's mission and helps the unit achieve its goals and
objectives.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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ABSTRACT
Sþpe is a peer-to-peer VolP client developed by KaZaa in 2003.
Skype claims that iÎ can work almost searnlessly across NATs and
frrewalls and has better voice quality than the MSN and Yahoo
IM applications. It encrypts calls end-to-end, and stores user
information in a decentralized fashion. Skype also supports
instant messaging and conferencing.

This repon analyzes key Skype functions such as login, NAT and
firewall traversal, call establishrnent, media transfer, codecs, and
conferencing under three different network setups. Analysis is
perforrned by careful sludy of Skype network trafüc.

Categories and Subject Descriptors
C.2.2 [Computer-Communication Networks]: Network
Protocols-lpp I i c ati on s

General Terms
Algorithms, Design, Measurement, Performance, Experimenta-
tion, Securíty,

Keywords
Peer-to-peer (p2p), Voice over lP (VolP), Super Node (SN),
Intemet telcphony, conferencing

1. INTRODUCTION
Sþpe is a peer-to-peer VoIP client developed by KaZaa [7] that
allows its users to place voice calls and send text messages to
other users of Sþpe clients. ln essence, it is very similar to the

MSN and Yahoo lM applications, as it has capabilities for voice-
calls, instant messaging, audio confe¡encing, and buddy lists.
However, the underlying protocols and techniques it employs are
quite diffcrent.

Like is file sharing predecessor KaZaa, Skype is an overlay peer-

to-peer network There are two types of nodes in this overlay
network, ordinary hosts and super nodes (SN). An ordinary host is

a Skype application that can be used to place voice calls and send
text messages. A super node is an ordinary host's end-po¡nt on the

Skype nen¡¿ork. Any node with a public [P address having
suflìcient CPU, memory, and network bandwidth is a candidate to
become a super node. An ordinary host must connect to a super

node and must register itself with the Skype login server for a

successful login. Although not a Skype node itself, the Sþ,pe
login server is an important entity in the Skype network. User

names and passwords are stored at the login server. User
authentication at login is also done at this sewer. This server also

ensures that Skype login names are unique across the Skype name
space. Figure I illustrates the relationship between ordinary hosts,
super nodes and login server.

Apart from the login sener, there is no central sener in the Skypc
network. Online and ofTline user information is stored and
propagated in a decennalized fashion and so are the user search
queries.

otrljßary hosl

sucer node

flêoìrhóur realionsiri;x ùr tlre
S¡()ðe r1or,¡¡ork

Figure l. Skype Network. There are three main entities:
supernodes, ordinary nodes, and the lógin server,

NAT and firewall traversal are important Sþ,pe functions. We
believe that each Skype node uses a variant of STUN [] protocol
to determine the t)?e of l.iAT and firewall it is behind. We also
believe that there is no global NAT and firewall traversal server
because ifthere was one, the Slfpe node would have exchanged

o

o



traffrc wilh it during login and call establishment in the many
experiments we performed.

The Skype network is an overlay network and thus each Skype
client (SC) should build and refresh a table ofreachable nodes. ln
Skype. this table is called host cache (HC) and it contains lP
address and port number of super nodes. lt is stored in the
Windows registry for each Skype node.

Skype claims to have i¡nplemented a '3G P2P' or'Global Index'

[2] technology (Section 4.3), which is guaranteed to find a user if
that user has logged in the Skype network in the last 72 hours.

Skype uses wideband codecs which allows it to maintain
reasonable call quality at an available bandwidth of 32 kb/s. It
uses TCP for signaling, and both UDP and TCP for transporting
media traffic. Signaling and media t¡affic are not sent on the same
ports.

The rest ofthis report is organized as follows. Section 2 describes
key components of the Skype soffwa¡e and the Skype network.
Section 3 describes the experimental setup. Section 4 d¡scusses

key Skype functions like sørnrp, login, user search, call
establishment, media transfer and codecs, and presence limcrs.
Flow diagrams based on actual network traffic are used to
elaborate on the details. Section 5 discusses conferencing. Section
6 discusses other experiments.

2. KEY COMPONENTS OF THE SKYPE
SOFTWARE
A Skype clicnt listens on particular ports for incoming calls,
maintains a table of other Skype nodes called host cache. uses

wideband codecs, maintains a buddy list, encrypts messages end-
to-end, and determines if it is behind a NAT or a firewall. This
section discusses these components and functionalities in detail.

2.1 Ports
A Skype client (SC) opens a TCP and a UDP listening port at the
port number configured in its connection dialog box. SC

randomly chooses the port number upon installation. In addition,
SC also opens TCP listening ports at port number 80 (H1-lP
poß), and pof number 443 (HTIPS port). Unlike many Intemet
protocols, like SIP [5] and HTTP [6], there is no default TCP or
UDP listening port Figure 15 shows a snapshot oflhe Skype

connection dialog box. This figure shows the ports on which a SC

listens for incoming connections.

2.2 Host Cache
The host cache (HC) is a list of super node lP address and port
pairs that SC builds and reÊeshes regularly. It is the most critical
part to the Skype operation. At least one valid entry must be
present in the HC. A valid entry is an IP address and por! number
ofan online Skype node. A SC stores host cache in the Windows
registry at HKEY_CURRENT_USER / SOFTWARE / SKYPE i
PHONE / LIB / CONNECTION / FIOSTCACHE. After running a

SC for two days, we observed that HC contained a maximum of
200 entries. Host and peer caches are not new to Skype. Chord

[9], another peer-to-peer protocol has a finger table, which it
uses to quickly find a node.

2.3 Codecs
The white paper [7] observes that Skype uses iLBC [8]. iSAC [9],
or a third unknown codec. GloballPSound [0] has implemented
the iLBC and iSAC codecs and lheir website lists Skype as their
partner. We believe that Skype uses their codec implementations.
We measured that the Skype codecs allow frequencies between
50-8.000 Hz to pass through. This frequency range is the
characteristic of a wideband codec.

2.4 Buddy List
Skype stores its buddy information in the rùy'indows registry.
Buddy list is digitally signed and encrypted. The buddy list is

local to one machine and is not stored on a central server. Ifa user
uses SC on a different machine to log onto the Skype network,
that user has to reconstruct the buddv list.

2.5 Encryption
The Sþpe website fl31 explains: "Skype uses AES (Advanced
Encrlption Standard) - also known as Rijndel - which is also
used by U.S. Govemment orgênizations to protect sensitive
informalion. Skype uses 256-bit encryption, which has a total of
l.l x 10" possible keys, in order to actively encrypt the data in
each Skype call or instant message. Skype uses 1536 to 2048 bit
RSA to negotiate synmetric AES keys. User public keys are

cenil¡ed by Skype server at login."

2.6 NAT and Firewall
We conjecture that SC uses a variation of the STUN [t] aud
TURN I l8] protocols to determine the type of NAT and firewall it
is behind. We also conjecture that SC refreshes this information
periodically. This information is also stored in the Windows
registry.

Unlike its file sharing counter part KaZaa, a SC cannot prevent
itselffiom becoming a super node.

3. EXPERIMENTAL SETUP
All experiments were performed for Skype version 0.97.0.6.
Skype was installed on two Windows 2000 m¿chines. One

machine wæ a Pentium II 200MHz with 128 MB RAM, and the
other machine was a Pentium Pro 200 MHz with 128 MB RAM.
Each machine had a 10/100 Mb/s Ethemet ca¡d and was

connected to a 100 Mb/s network.

We performed experiments under three different network setups.

ln the first setup, both Skype users were on machines wìth public
IP addresses; in the second selup, one Skype user was behind
port-restricted NAT; in the third setup, both Skype users were

behind a port-restricted NAT and UDP-restricted firewall. NAT
and firewall machines ran Red Hat Linux 8.0 and were connected
to 100 Mb/s Ethemet network.

Ethereal [3] and NetPeeker [4] were used to monitor and control
network traffìc, respectively. NetPeeker was used to tune the

bandwidth so as to analyze the Skype operation under network
congestion.

For each experiment. the Windows registry was cleared of any

Skype entries and Skype was reinstalled on the machine.

All experiments were performed between February and April,
2004.
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4. SKYPE FUNCTIONS
Skype functions can be classified into stârtup. login, user search.
call establishment and tear down. media transfer, and presence
messages. This section discusses each ofthem in detail.

4.1 Startup
When SC was run for the first time añer installation, it sent a
HTIP l.l GET request to the Skype scrver (skype.com). The first
line ofthis request contains the keyword 'installed'.

During subsequent startups, a SC only sent a HTTP l.l GET
request to the Skype server (sþpe.com) to determine if a new
version is available. The first line of this request contains the
kcyword' getlatestversion'.

See the Appendix for complete lnessages.

4.2 Login
Login is pcrhaps the most critical function to the Skype operarion.
It is during this process a SC authenticates its user name and
password with the login server, advertises its presence to other
peers and its buddies, determines the type of NAT and firewall it
is behind, and discovers online Skype nodes with public lP
addresses. We observed that these newly discovered nodes we¡e
used to maintain connection with the Skype network should the
SN to which SC was connected became unavailable.

4.2.1 Login Process
As discussed in Section 2, the HC must contain a valid entry for a

SC to be able to connect to the Skype network. If the HC was
filled with only one invalid entry, SC could not connect to the
Skype network and reported a login failure. However, we gained

useful insights in the Skype login process by observing the
message flow between SC and this invalid HC entry. The
experimental setup and observations for the login process âre

described below.

First, we flushed the SC host cache and fìlled it with only one
entry which was the lP address and port number ofa machine on
which no Skype client was running. The SC was then started and
a login attempt was made. Since HC had an jnvalid entry, SC

could not connect to the Skype network. We observed that the SC
fìrst sent a UDP packet to this entry. If there was no response after
roughly five seconds, SC tried to establiòh a TCP connectíon with
this entry. It then tried to eslâblish a TCP connection to the HC lP
address and port 80 (HT.IP port). lf still unsuccessful, it tried to
connect to HC IP address and port 443 (H1-|PS pon). SC then
waited for roughly 6 seconds. It repeated the whole process four
more times after which it reportcd a login failure.

We observed that a SC must establish a TCP connection with a

SN in order to connecl to the Skype network. Ifit cannot connect
to a super node, it will report a login failure.

Most firewalls are confìgured to allow outgoing TCP traflic to
port 80 (HTTP port) and port 443 (HTTPS port). A SC behind a

lirewall, which blocks UDP traffic and permíts selective TCP
traflìc, takes advantage of this fact. At login, it establishes a TCP

connection with another Skype node with a public lP address and
poñ 80 or port 443.

isun)
i

Figure 2. Skype login algoríthm. Only one entry is present in the

HC. lf there is more than one entry, SC sends UDP packets to
them beforc attempting a TCP connection. Authentication with
the login server is not shown.

4.2.2 Login Server
After a SC is connected to a SN, the SC must authenticate the user

name and password with the Skype login server. The login sen'er
is the only central component in the Skype network. It stores

Skype user names and passwords and ensures that Skype user

names are unique across the Skype name space. SC must

I
I

I

I
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Send UDP
pad{€(s) lo HC lP i

TCP æmætiø
sttempt wlh HC lP
addrss sard port

TCP mnediø
sttehPr with Hc lP

add.gss and pon 80
(HTIP pst)

TCP @nrectrm
drmpr w¡rh Hc lP

ad(tfês €nd pon443
(HÎ1PS pod)
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authenticate itself with login server for a successful login. During
our experiments we observed that SC always exchanged data over
TCP with a node whose IP address v/as 80.160.91.1l. We believe
that this node is the login server. A ¡everse lookup of this Ip
address retrieved NS records whose values are nsl4.inet.tele.dk
and nslS.ineltele.dk. It thus appears from the reverse lookup that
the login server is hosted by an ISP based in Denmark.

4.2.3 Bootstap Super Nodes
Âfrer logging in for the first time after installation. HC was
initialized with seven IP address and port pairs. 'ùúe observed that
upon frrst login, HC was always initialized with these seven Ip
address and pon pairs except for a rare random occunence. ln the
case where HC was initialized with more than seven IP adqresses
and port pairs, it always contained those seven IP address and port
pairs. It was with one of these IP address and port entries a SC
cstablished a TCP connection when a user used that SC to log
onto the Sþpe network for the first time afrer installation. We call
these IP address and port pairs bootstrap super nodes. Figure 16
shows a snapshot of the host cache of the SC thar contains Ip
address and port numbers of these bootstrap super nodes. These
IP address and port pairs and their corresponding host names
obtained using a reverse lookup are:

IP address:port
6ó.235. I 80.9:33033
66.235. I 8 1.9:33033
80. | 6l .91.25:33033
80.160.91.12:33033
64.246.49.60:33033
64.246.49.61:13013
64.246.48.23:33033

Reverse lookup result
sls-cb I 0p6.dca2.superb.net
ip9.I I l .susc.suscom.net
0x50al 5b l9.boanxx I 5.adsl-dhcp.tele.dk
0x50a I 5bOc.albnxxg.adsl-dhcD.rele.dk
rs-64-246-49-ó0.evl.net
rs-64-246-49-6 l .ev l .net
ns?-evl.net

From the reverse lookup, it appears that bootstrap SNs are
connected to the Intemet through four ISPs. Superb [14], Suscom

[5], evl.net [6] are US-based lSPs.

Afrer installation and fìrst time startup, we observed that the HC
was empty. However upon frrst login, the SC sent UDP packets to
at least four nodes in the bootstr¿p node list. Thus, either
bootstrap IP address and port information is hard coded in the SC,
or it is encrypted and not directly visible in the Skype Windows
registry, or this is a one-time process to contact bootstrap nodes.
We also observed that if the HC was flushed afrer the first login,
SC was unable to connect to the Skype network. These
observations suggest thât \rye perform separate experiments to
analyze the first-time and subsequent login processes.

4.2.4 Firsl-time Login Process
The SC host cache was empty upon installation. Thus, a SC must
connect to well known Skype nodes in order to log on to the
Skype network. It does so by sending UDP packets to some
bootstrap super nodes and then waits for their response over UDP
lor some time. It is not clear how SC selects among bootstrap SNs
to send UDP packets to. SC then established a TCP connection
wjth the bootstrap super node that responded, Since more than
one node could respond, a SC could establish a TCP connection
with more than one bootstrap node. A SC, however, maintains a

TCP connection with at lcast one bootstrap node and may close
TCP connections with other nodes. After exchanging some
packets with SN over TCP, it then perhaps acquired the address of
the login server (80.160.91.11)- SC then establishes a TCP

connection with the login sewer, exchanges authentication
information with it, and finally closes the TCP connecrion. The
initial TCP data exchange with rhe bootstrap SN and the login
server shows the existencc ofa challenge-response nrechanism.

The TCP connection with the SN persisted as long as SN was
alive. When the SN became unavailable. SC esrablishes a TCP
connection with another SN.

6ó.235. 181.9:33033 (Boorstrap node)
UDP
UDP
UDP
UDP

SC 80.1ó0.91..l2:33033 (Bootstrap node)

l__uDP______-ù{ t8B
F-uDp-----lrBB
SC r¡alies a TCP connec¡ion with
66.235. I 80.9. This node becomes a SN.

SC 66.235.180.9:33033 (Bootstrap node)
'TCP:SYN
TCP:ACK

TCP
TCP
TCP
TCP
TCP

lClvtP
ICMP
ICMP
ICMP

r4B
I4B
348

t46B
678

204.152.229.231
130.2M.20t.151
202.t39.199.243
202.232.43.1

80. 160.91. I I (Login server)
TCP:SYN_->l
TCP:ACK

TCP l4B
t48

1 768 (passrvord exchange)
2468

TCP
TCP
TCP
FIN

FIN. ACK

SC sends UDP oackets to 4 distinct
nodes and receives response over UDP. We
believe that these nodes also run Skype.

SC

¡-uDP______l l88 Nt. N2, N3. N4

F-UDP------- 268 Nl, N2, N3. N4

SC sends UDP oackets to 22 distinct
nodes and receives response from
them over UDPSC 66.235.180.9:33033 (SN)

l-- UDp---->l 348 ( l 7 disrincr nodes)

l+_uDp_______l 448 (5 dislincr nodes)

l--UDp---+l I I B (rÈpties frorn 22 nodes)

Figure 3, Message llorv for the first login after installation for
SC on a public IP address.'B' stands for bytes and'N'stands



for node, SYN and ACK packets are shorvn to indicate rvho
initiated TCP connection. Message florvs are not strictly
according to t¡me. Messages have been grouped together tn
provide a better picture. Message size corresponds to size of
TCP or UDP payload. Not all messages are shown.

For the login process, we observed message flow for the same
Sþpe user id for the three different network setups described in
Section 3.

The message flow for the first-time login process for a SC running
on a machine with public lP address is shown in Figure 3. The
total data exchanged between SC, SN, login server, and other
nodes during login is about 9 kilob¡es.

ó6.235. I 8 I.9:33033 (Boostrap node)

80.160.91.1 | (Login server)
TCP:SYN
TCP:ACK

TCP
TCP
TCP
TCP
I'lN

FIN. ACK

SC 64.246.48.33:33033 (SN)

F-TCP-_->|t97B
F_rcp___l 168

SC sends UDP packets to 22 distíncr nodes
and receives response from them over UDP

SC 64.246.18.-33:33033 (SN)

l--UDP---+| 3488 (22 distincr nodes)

l+- UDp-___--___{ t I B (22 distincr nodes)

Figure 4. I\lessrge flow for lirst login sfter installetion for SC
behind e simple n-AT. 'B' stands for bytes and .N' stands for
node, SYN and ACK peckets are shown to indicate who
initiated TCP connection. Message flows are not strictly
according to time. Messages have been grouped together to
provide a better picture. Message size corresponds to siie of
TCP or UDP payload. Not all messages ¡re shown in the
message llow.

For a SC behind a port-restricted NAT, the message flow for login
was roughly the same as for a SC on a public IP address.
However, more data was exchanged. On average, SC exchanged
l0 kilobytes ofdata with SN, login server, and other Skype nodes.
The message flow is shown in Figure 4.

A SC behind å port-restricted NAT and a UDP-restricted fìrewall
was unable to receive any UDP packets from machines outside the
firewall. lt therefore could send and receive only TCP traffic. lt
had a TCP conneclion with a SN and the login server, and it
exchanged information w¡th them ovcr TCP. On average, it
exchanged 8.5 kilob¡es ofdata with SN, login server, and other
Sþpe nodes. The message flow is shown in Figure 5.

SC 80.'l60.91.12:33033 (Boosrrap node)
l-uDp-------t IBB'

SC 66.235.181.9:33033 (Btxrtstrap nodc) (l)
F-UDP____+I 13s

SC 66.235.180.9:33033 (Bootstrap node) (2)
F-UDP------N l8B
Bootsú?p nodes 66.235.180.9 and 66.235.181.9
&re represented b.v labels ( | ) and (2) respa;tivel-v in
subsequent fìorvs

SC 66.235.180.9:33033 (t). (2)

l--- rcP ---------> I 978

i<_rcP___.| 168

r4B
t48

't?ÁR.
''"" tDassrYoro cxcnanse)
II Tó

SC

F-UDP
F-tJDPL--_r trlÞ| ""'
Fts__UDP

r88
ltB
238
r88

Sç 64.246.48.23:33033 (SN)

F_UDP__+ ¡88
iê_UDp_____l tsB

SC makes a TCP connection with
64.246.48.23. This node becomes a SN.

24028
l48
r88
348

I4EB
6lB

64.246.48.23 :3303 3 ( SN )
TCP:SYN
TCP:ACK

TCP
TCP
TCP
TCP
TCP
TCP

UDP
UDP

For same Skl'pe user id, SC on public lP address
and SC behind a NAT send ICÌvlP nâckets to Lhe

same nodes
SC

l88
r88

ICMP
ICMP
ICMP
lCt\4P

204.152.229.231
130.244.20t.151
202.139.t99.243
202.232.43.7

TCP
TCP
TaÞ
TCP
TCP

148 (r), (2)
r48 (l), (2)
358 (r), (2)

r48B (r). (2)
358 (2)
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çl'

l--rcþrp
l-rcMP
l__rcMP
l--rcMP

For sarne Sk-vpe user id. SC on puhlic lp address ani
SC behind a NAT, and SC behind a UDp resrricred
firervall send IClrlP pachets to the sa¡ne nodes

The following inferences can be drawn by careful observarron of
call flows in Fig 3. 4. and 5.

4.2.4.1 NAT and Firewall Determinatiotl
We conjecture that a SC is able to determine ar login if it is
behind a NAT and firewall. We guess that there are at leasr two
ways in which a SC can determine this infonnation. One
possibility is that it can determine this information by exchanging
messages rvith its SN using a variant ofthe STUN [l] protocol.
The other possibility is that during login, a SC sends and possibly
receives data from some nodes after it has made a TCp connection
with the SN. We conjecture thar at this point, SC uses its variation
of STUN [ ] protocol to determine the type of NAT or fìrewall it
is behind. Once determined, the SC stores this informatíon in the
Windows registry. We also conjecture thar SC refreshes this
information periodically. We are not clear on how often a SC
refreshes this infomtation since Skype messages are encD¡pted.

4.2.4.2 Alternate Node Table
Skype is a p2p client and p2p nerworks rire very dynamic. SC,
therefore, must keep tr¿ck of online nodes in the Skype network
so that it can connect to one of them if its SN bEcomes
unavailable.

From Figure 3 and 4, it can be seen that SC sends UDp packets to
22 distinct nodes at the end of login process and possibly receives
a response from them ifit is not behind a uDp-restricted firewall.
We conjecture that SC uses those messages to advertise its arrival
on the network. We also conjecture that upon receiving a response
from them, SC builds a table of online nodes. We call this table
altemate node table. lt is with these nodes a SC can connect to, if
its SN becomes unavailable. The. subsequent exchange of
information with some of these nodes during call establishment
confirms that such a table is maintained.

It can be seen from Figure 3, 4, and 5, that SC sends ICMp
messages to some nodes in the Skype network. The reason for
sending these messages is not clear.

4.2.5 Subsequent Log¡n Process
The subsequent login process was quite simílar to the first-time
login proccss. The SC built a HC affer a user logged in for the
first time affer installarion. The HC got periodically updated with
the lP address and port number of new peers. During subsequent
logins, SC used the login algorithm to determine ar least one
available peer out of the nodes present in the HC. It then
established a TCP connection with that nodc. We also observed
that during subsequent logins, SC did not send any ICMp packets.

4.2.6 Login Process Tinze
We measured the time to login on the Skype nerwork forthe three
different network setups described in Section 3. For this
experiment, the HC already contained thc maximum of two
hundred entries. The SC with a public IP address and the SC
behind a port-restricted NAT took about 3-7 seconds to complete
the login procedures. The SC behind a UDP-restricted firewall
took about 34 seconds to complete the login process. For SC
behind a UDP-restricted fìrewall, we observed that ir sent UDp
packets to its thirty HC entries. At that point it concluded thar ir is
behind UDP-restrÍcted firewall. It then tried ro establish a TCp
connection with the HC entries and was ultimatelv able to connecr
to a SN.

201.152.229.231
| 30.24,1.20 L l5 |
202.t39.t99.243
202.232.43.7

SC decides thar it will rerain TCp connection with
66.235. I I I .9. This node beco¡nes a SN.

SC sends IJDP packets to 4 distincr r¡odes. Since
it is behind UDP restricted firervall, ir cannor
receive an-v responses over UDp.

SC

F-uop-N l8B Nt. N2l. N3. N4
SC 80.160.9t. ¡ (Login server)

r48
t48

]l!! tn^r**o exchange)

SC sends UDP packets to l8 distinct nodes. Il is
corrjectured that they should be online Skype
nodes.

SC

F-UDP---+ 448 (l I distincr nodes)

66.235. 1 8 1.9:33033 (SN)SF

l-

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

288
l68

| 978
520
r68

r0lB
938

2498
r4608
5888

r4608
5888

¡4608
5888
8958

Figure 5. Message flow for fìrst login after installation for a
SC behind a firervall, rvhich blocks UDP packets, ,8, stands
for bytes and 'N' stands for node. SYN and ACK packets are
shorvn to indicate rvho in¡t¡ated TCP connection. Message
florvs are not strictly according to time. Messages have been
grouped together to prov¡de a better p¡cture. Message size
corresponds to size of TCP or UDP payload, Not all messâges
are shown in the message florv.

66:235. I 8 1.9:33033 (SN)
TCP------>{ l98
TCP____I 12058
TCP_____I 4078



4.3 User Search
Skype uses its Clobal Index (Gl) [2] technology to search f'or a
user. Skype claims that search is distributed and is guaranteed to
lind a user ifit exists and has logged in during the l-ast 72 hours.
Extensive testing suggests that Skype was always able to locate
users who logged in using public or private lp address in the last
72 hours.

Skype is a not an open protocol and its messages are encÐ{rted.
Whereas in login we were able to fonn a reasonably precise
opinion about different entities involved. it is not oossible to do
so in search, since we cannot trace lhe Skype *ar.ug., beyond a
SN. Also, we were unable to force a SC to connect to a oarticular
SN. Nevertheless, we have observed and present ,"ur.h *"r.ug"
flows for the three different network sc¡ups.

SC SN

F-TCp-------+t t6B

F_rcp___l s2B

UDP
UDP
UDP
UDP

7?B NI
778 N2
448 N3
448 N4

Figure 6, Message flow for user search when SC has a public
lP address. 'B' stands for bytes and ,N' stands for node.
Message sizes correspond to paytoad size of TCP or UDp
packets.

A SC has a search dialog box. After enteríng the Skype user id
and pressing the find button, SC starts its search for a particular
user. For SC on a public IP address, SC sent a TCP packet ro its
SN. It appears that SN gave SC the IP address and port number of
four nodes to query, since afrer that exchange with SN, SC sent
UDP packcts to four nodes. We also observed that SC had not
exchanged any information with thcse four nodes during login.
SC then sent UDP packets to rhose nodes. If it could nor find the
user, it informed the SN over TCP. lt appears that the SN now
âsked ít to contact eight different nodes, since SC then sent UDP
packets to eight different nodes. This process continued until the
SC found the user or it determined tlrat the user did not exist. On
average, SC contacted eight nodes. The search took three to four
seconds. We are not clear on how SC terminates the search if it is
unable to find a user.

SC SN
l-_rcP_____t 168

l+-rcp--l rorB

SC

login process and responses were received from them. Message
size corresponds to payload size ofTCP or UDP packets.

A SC behind a port-resrricred NAT exchanged dara between SN.
and some ofthe nodes which responded to irs UDP rcquesr during
login process. The message {low is shown in Figure 7.

A SC behind a porr-restricted NAT and UDp-restricted firewall
senl the search request over TCP to its SN. We believe that SN
then performed the search query and informed SC of the search
results. Unlike user search by SC on a public Ip address, SC did
not contact âny other nodes. This suggests that SC knew that it
was behind a UDP-restricred firewall. The mcssage flow is shown
Figure 8.

SC SNFr;-
scFE-
SC

F

[-

TCP
TCP
TCP
TCP

TCP
TCP
TCP
TCP

TCP
TCP
TCP
I

TCÞ

T
T

lóB
520

4068
I IO4B

r6B
528

4068
l l04B

I 838.I328

2058
278

20511

278
2058
278

| 388
l88

¿t4B Nl. N2, N3. N4
178 N2. N3

3698 N3
448 (5 d¡stinct nodes)

I 78 (response from
5 distinct nodes)

Figure 7. IVlessage flow for user search rvhen SC is behind a
port-restr¡cted NAT. 'B' stands for bytes and 'N' stands for
node. UDP packets were sent to Nl, N2, N3, and N4 during

TCP

Figure 8. User search by a SC behind a UDP-restricted
firewall,'B'stands for bytes. Data is exchanged with SN only.
Message size corresponds to payload size ofTCP/UDP pâckets.

4.3.1 Search Result Caching
To observe if scarch results are cached at intermediate nodes. we
performed the following experimenr. User A was behind a port-
restricted NAT and UDP-restricted frrewall, and he logged on the
Sþpe network. User B logged in using SC running on machine B,
which was on public IP address. User B (on public IP) searched
for user A, who is behínd pon-restricred NAT and UDP-restricted
firewall. We observed that search took about 6-8 seconds. Next,
SC on machine B was uninstrlled, and Skype registry cleared so
as to remove any local caches. SC was reinstalled on machine B
and user B searched for user A. The search took about 34
seconds. This experiment was repeated four times on different
days and similar results were obtained.

From the above discussion we infer that the SC performs user
information caching at intermediate nodes.

4.4 Call Establishment and Teardown
We consider call establishmenl for the three network setups
described in Section 3. Further, for each sen¡p, ìxe conside¡ call
establ¡shment for users that are in the buddv list ofcaller and for

UDP
UDP
UDP
UDP
UDP



B

Caller N5. N6
l-Tcp____+ll4B
F_rcp__-l rlB
[_;J;_____]i r5u
i-\,.,¡ 

--------l 
4JD

Caller SN

f_rcP____l l33B
F_rcP_______l toB

Caller N5. N6

l__rcP_+ 168

F_rcP______l 18

Caller

Caller

r:

users that are not present in the buddy list. It is important to note
that call signaling is always canied over TCP.

For users thar are not present in the buddy list, call placement is
equal to user search plus call signaling. Thus, we discuss call
establishment for the case where callee is in the buddv list of
caller.

lfboth users were on public IP addresses. online and were in the
buddy list of e¿ch other. then upon pressing the call bunon, the
caller SC established a TCP connection with the callee SC.
Signaling information was exchânged ovei TCp. The message
flow between caller and callee is shown in Figure 9.

The initial exchange of messages between caller and callee
indicates the existence of a challenge-response mechanism. The
caller also sent some messages (not shown in Figure 9) over UDp
to altemate Skype nodes, which are online Skype nodes
discovered during login. For this scena¡io, three kilobytes ofdata
was exchaneed.

Caller press dial

TCP:SYN
TCP:ACK

TCP
TCP

Callce rirrgs

Figure 9. Message flow for call establishment when caller and
callee SC are on machines with public IP addresses ¡nd callee
is present in the buddy lists of c¡ller, ,B' stands for bytes. Not
all messages ere shown.

In the second network setup, where the caller was behind port-
restricted NAT and callee was on public lP address, signaling and
media traflìc díd not flow directly between caller and callee.
lnstead, the caller sent signaling information over TCP to an
online Skype node which forwarded it to callee over TCP. This
online node also routed voice packets from caller to callee over
UDP and vice versa. The message flow is shown in Figure 10.

Calìer

F-UDp---+ l8B Nl. N2t. N3, N4

Fts-uDP____l 268 Nl. N2t. N3. N.4

Calle¡ SN

N5
TCP
TCP
TCP
lLr
TCP

TCP
TCP
TCP
TCP
TCP
TCP

Caller N5 Callee
l<F tøe¿ia:'rcP -|l+(- røed ia:TCp -+>l
Voice packet size is ó98. N5 acls as media prox).

Caller N7, N8

T-lvi--ì ruú
I.<F-TCP___{ t8B

569D
9468
4798
2288
r48

r 258
r4ó08
3938

8B
238

,18

TCP
TCP

TCP
TCP
TCP

r48
l48
7'tB
4B
4B

5288
4B

94óB
4798

TCP___>i 2088
TCP_I 10868
TCP------| r¿rB
TCP__I l2s0B

N5. N6

C¿llee
¡v¡ 

---l 
tyt

l.<_TcP_{ l9B
Caller and callee on the avera-qe exchange 3 msg/s
over TCP rvith N7, and N8 during the lime cal¡ is
established.

Figure I0. Message flow for call establishment when caller SC
is behind a port-restricted NAT and callee SC is on public IP
address. 'B' stands for bytes and .N' stands for node, Not all
mess¡ges are shown, Caller SC sent UDP messâges to nodes 5,
6, 7, and I during login and received responses from them. We
thus believe caller SC stored the IP address and port of these
nodes in its internal tables, rvhich we call the âlternâte node
teble.

For the third serup, in which both users \Ã,ere behind port-
reskicted NAT and UDP-restricted firewall. both calle¡ and callee
SC exchanged signaling information over TCP with another
online Skype node. Caller SC sent media over TCP to an online
node, which forwa¡ded it ¡o callee SC over TCP and vice versa.
The message flow is shown in Figure I L

Caller

l--rcp:SYì,l+l
F_TCP:ACK_______l
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users thal are not present in the buddy list. lt is important to note
that call signal¡ng is always carried over TCP.

For users that are not present in the buddy list, call placement is
equal to user search plus call signaling. Thus. we discuss call
establishment for the case where callee is in the buddv list of
caller.

lf both users were on public lP addresses. online and were in the
buddy list of each other, then upon pressing the call button, the
caller SC established a TCP connection wíth the callee SC.
Signaling information was excbanged over TCP. The message
flow berween caller and callee is shown in Figure 9.

The initial exchange of messages between caller and callee
indicates the existence of a challenge-response mechanism. The
caller also sent some messages (not shown in Figure 9) over UDP
to altemate Skype nodes. which are online Skype nodes
discovered during login. For this scenario. three kilobytes ofdata
was exchanged.

Caller press dial

TCP:SYN
TCP:ACK

Caller N5. N6
l_rcp_+lt4B
F_TCP_____I laB
l__rcP__}'| l5B
F-IJDP----# 2lB

Caller SNl--rcp_-l r33B
r ii __] , vo

Caller N5. Nó

l_-rcP____t 168

l+-rcP-l 18

TCP
TCP
TCP
TCP
TCP

TCP
TCP
TCP
TCP
TCP
TCP

N5
--------J 56eB__>l e46B___l 47eB
-------+>l 2288

l48

SN
I rr<n

----+l'iãõõ
-l 3e3B

8B

->{ 

238
4B

N5

TCP

T
TCP

Callee rings

Figure 9. Message flow for call establishment ìryhen caller ¡nd
callee SC are on machines with public lP addresses and callee
is present in the buddy lists of caller. 38' st¿nds for bytes. Not
all messages are shown.

In the second net\¡/ork setup, u'lìere the caller was behind port-
restricted NAT and callee was on public IP address, signaling and

media trañìc did not flow dírectly between caller and callee.

lnstead, the caller sent signaling information over TCP to an

online Skype node which forwarded it to callee over TCP. This
online node also routed voice packets from caller to callee over
UDP and vice versa. The message flow is shown in Figure 10.

Caller

TCP
TCP

r48
t48
't1B
4B
4B

5288
4B

9468
479B,

Caller

|---TCP:SYN----l
F-TCP:ACK----

Caller

l--
Caller

t.<-
Caller

Caller N7. N8

f-îJ;-+l rSB
K_TCP________I t8B

F-uDp----+l l88 Nl. N2l. N3, N4

F-uDP-----l 2óB Nt. N2l, N3. N4

Calle¡

TCP
TCP
TCP
1'CP

2088
r 0868
I4IB

I 2508

Callee

K- Media:TCP +>lal-¡1 edia:TCP -#
Voice packet size is 698. N5 acts as mediu proxy

Callee

l--;c;-+l r9B
K-TCP--------j t98

Caller and callee on the average exchange 3 msg/s

over TCP with N7. and N8 during the time call is
established.

Figure 10. Message llow for call establishment when caller SC
is behind â port-restricted NAT rnd callee SC is on public IP
address. 'B' stands for bytes and 'N' stands for node. Not all
messages are shown. Caller SC sent UDP messages to nodes 5,
6,7, and 8 during login and received responses from thenr. We
thus believe caller SC stored the IP address and port of these

nodes in its internal t¡bles. ìvh¡ch we call the alternate node
table.

For the third setup, in .rehich both users were behind port-
restricted NAT and UDP-restricted firewall, both caller and callee

SC exchanged signaling information over TCP with another
online Skype node. Calle¡ SC sent media over TCP to an online
node. which forwarded it to callee SC over TCP and vice versa.

The message flow is shown in Figure I l.
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Caller

[--uop--+l ]88 Nl_ N2, N3. N4

F__uDp____l 268 Nr. N2. N3. N4

Caller SN

l__rcP_l 708

F-rcP-l 7238

Caller
l--UDp----+l 528 N5. N6, N7. N8 (from

Caller alternate node table)

kÊ_uDp_____-_l 288 N5, N6. N7, NB

Caller

5ó68
9468
4798
2288

538

F-rCp:SyN-+l Ne,Nlo
l<-TCP:¡CK---

TCP---+| l48 N9.Nl0
TCP------ t4B N9,Nto'¡'cP--Ðl t5B N9.Nlo
TCP---I 48 N9. NlO

SN

F-TCP----+I l3eB

F-_]-CP___i toB

TCP
TCP
lCP
TCP
TCP

Caller NlO

l--rcp--¡{ 22BB

l.<ts-;'i---] ;¡o
Caller N9 Callee

l* Media:1.l DP-.H- Media:t )DP)l

Caller Nl I, Nl2
l__TCP:SYN+l|.{--TCP:ACK--1 Callee

TCP:SYN-N
K--TCP:ACK-----j

Caller Nl l,,Nl2
,-TC;----ì 19ts

l.+-TCP-----l l9B Callec

f-TCP-+l teB
l+-rcP---l l9B

Caller and callee on the average exchange 3 msg/s

over TCP u,ith N I I . and N l2 during the time call

is esnhlished.

Figure I l. Message llow for call establishment when caller and

callee SC are behind a port-restr¡cted NAT and UDP-
restricted lirewall. 'B' stands for bytes and 'N' stands for a

node, Not ell messages are shorvn' Voice trafÏic flows over
TCP.

There are many advantages of having a node route the voice
packets from caller to callee and vice versa. First, it provides a

mechanism for users behind NAT and fìrewall to talk to each

other. Second. ifusers behind NAT or firewall want to partic¡pate

in a conference, and some users on public lP address also want to
join the conference. this node serves as a mixer and broadcasts the

conferencing traffic to the participants. The negative side is that

there will be a lot of traffic flowing across this node. Also, users

generally do not want that arbitrary traflìc should flow across their
rnachines.

During call tear-down. signaling information is exchanged over
TCP between caller and callee if they are both on public IP

addresses. or between caller, callee and their respective SNs. The

messages obsewed for call tear down between caller and callee on

public IP addresses are shown in Figure 12.

Caller Callee
|-TCp---=_-+>] I 78

l+_TcP___l l4B

Figure 12. Call terr down message flow for caller and callee
with public IP addresses

For the sccond, and third network setups, call tear down signaling
is also sent over TCP. We, however, do not present these message

flows. as they do not provide any interesting information.

4.5 Media Transfer and Codecs
If both Skype clients are on public IP address, then media traffic
flowed directly between them over UDP. The media traflic fìowed
to and from the UDP port confìgured in the options dialog box.
The size of voice packet was 67 b¡es. which is the size of UI)P
payload. For two users connected to lnternet over 100 Mb/s

Ethernet with almost no congestion in the network, roughly 140

voice packets were exchanged both ways in one second. Thus. the

total uplink and downlink bandwidth used for voice traffic is 5
kilobyteys. This bandwidth usage corresponds with the Skype

claim of 3-l 6 kilobytes/s.

lfeither calier or callee or both werc behind port-restricted NAT,
th€y sent voice traftic to ânother online Skype node over UDP.

That node acted as a media proxy and forwarded the voice trafüc
from caller to callee and vice versa. The voice packet size was 67

bytes, which is the size of UDP payload. The bandwidth used was

5 kiloblesis.

lf both users were behind port-restricted NAT and UDP'restricted
firewall, then caller and callee sent and received voice traflic over

TCP fronr anotlìer online Skype node. The TCP packet payload

size for voice traftic was 69 bytes, The total uplink and downlink
bandwidth used for voíce traffic is about 5 kilobyteds. For media

traffic. SC uscd TCP with retransmissions.

The Sþpe protocol seems to prefer the use of UDP for voice

transmission as much as possible. The SC will use UDP for voice

transmission if it is behind a NAT or firewall that allows UDP
packets to flow across.

4.5.1 Silence Suppression
No silence suppression is supported in Skype. We observed that

when neither caller nor callee was speaking, voice packets still
flowed between thern Transmitting these silence packets has two

advantages. First, it maintains the UDP bindings at NAT and

second, t¡ese packets can be used to play some background noise

at the peer. In the case whe¡e media traflìc flowed over TCP

between caller and callee, silence packets were still sent. The

purpose is to avoid the drop in TCP congestion window size.

which takes sorne RTT to reach the maximum level again.
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4.5.2 Putting a Call on Hold
Skype allows peers to hold a call. Since a SC can operate behind
NATs, it must ensure that UDP bindings are mak at a NAT. On
average. a SC sent thrcc UDP packets per second to the call peer,
SN, or thc online Skype uode acting as a media proxy when a call
is put on hold. !ùr'e also observed that in addition ro UDP
lnessages, the SC also sent periodic ¡nessages over TCP to the
peer, SN. or online Skype node acting as a media proxy during a
call hold.

4.5.3 Codec Frequenc¡, Range
We performed experiments to determine the range of frequencies
Skype codecs allow to pass through. A call was esrablished
between two Skype clicne. Tones of different frequencies were
generated using the NCH Tone Generator 0l] on the caller SC
and outDut was observed on the callee SC and vice versa. We
observed that the minimum and maximum audible frequency
Skype codecs allow to pass through are 50 Hz and 8,000 Hz
respectively.

Using Net Peeker [4], we reduced the uplink and downlink
bandwidth available to Skype application to 1500 byteys,
respectively. We observed that the minimum and maximum
audible frequencies Skype codecs allowed to pass through
remained unchanged i.e. 50 Hz and 8,000 Hz, respectively.

4.5.4 Congestion
We checked Skype call quality in a low bandwidth environment
by using Net Peeker [4] to tune the upload and download
bandwidth available for a call. We observed that uplink and
downlink bandwidth of 2 kilobytes/s each was necessary for
reasonable call quality. The voice was almost unintelligible at an

uplink and downlink bandwidth of 1.5 kilobytesis.

4.6 Keep-aliveMessages
We observed in for three different network setups that the SC sent

a refresh message to its SN over TCP every 60s.

Figure 13. Skype refresh message to SN

5. CONFERENCING
We observed the Skype conferencing features for a three-user

conference for the three network setups discussed in Section 3.

We use the term user and machine interchangeably. Let us name
the three users or machines as A, B, and C. Machine A was a 2
GHz Pentium 4 with 512 MB RAM while machine B, and C were
Pentium II 300MHz with 128 MB R¡\M, and Pentium Pro 200

MHz with 128 MB RAM, respectively. In the fìrst setup, the three

machines had a public IP address. A call was established between
A and B. Then B decided to include C in the conference. From the

ethereal dump, we observed that B and C were sending their voice
traffc over UDP to SC on machine A, which was acting as a

mixer. lt mixed its own packets \Ã,ilh those of B and sent them to
C over UDP and vice versa as shown in Figure 14. The size ofthe
voice packet was 67 bytes, which is the size of UDP packet
payload.

*ú^

@
B

Figure 14. Skype three user conferencing

In the second setup, B and C were behind port-restricted NAT,
and A was on public Internct. lnitially, user A and B established
the call. Both A and B were sending media to another Sþpe
online node, which forwarded A's packets to B over UDP and
vice vena. User A then put B on hold and established a call with
C. It then started a conference with B ând C. We observed that
both B and C were now sending their packets to A over UDP,
which mixed ¡ts own packets with those coming from B and C,
and forwarded it to them appropriately.

In the third setup, B and C were bchind port-restricted NAT and
UDP-restricted firewall and A was on public Internet. User A
stBrted tho confcrence with B and C. We observed that both B and
C were sending their voice packets to A over TCP. A mixed its
own voicc pâckets v/ith those coming from B and C and
forwa¡ded them to B and C appropriately.

We also observed that even if user B or C started a conference.
A's machine, which was the mosl powerful amongst the three,
always got elected as conference host and mixer.

The white paper [7] observes that ifiLBC [8] codec is used, then
the total call 3ó kb/s for a two-way call. For three-user
conference, it jumps to 54 kb/s for the machine hosting the
conference.

For a three party conferencc, Skype does not do full mesh
conferencing I l2].

6. OTHER EXPERIMENTS
Unlike MSN Messenger, which signs out the user if that user logs
in on other machine, Skype allows a user to log in from multiple
machines simullaneously. The calls intended for that user are
routed to all locations. Upon user picking a call at one location,
the call is immediately cancelled at other locations. Similarly,
instant messages for a user who is logged in at multiple machines
are delivered to all the locations.

A voice call was established between a SC in the IRT Lab [20]
and a SC connected to a 56 kb/s modem. Modem users were in
China, Pakistan, and Singapore. The experiment was then
repeated with MSN. and Yahoo messengers. ln all three cases, the
modem users reported better quality for Skype.
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The SN is selected by the Skype protocol based on a nu¡nber of
factors like CPU and available bandwidth. It is not possible to
arbinarily select a SN by fìllin,e the HC with lP address of an

online SC. This conclusion was drawn from the following
experiment. Consider two onlinc Sþpe nodes A and B. A is
connected to Skype network and has only one entry in its HC. We
call super node ofA as SN_A. Now we modiry the HC ofSC on
machine B. such that it only contains the IP address and port
number of SC running ât A. When B logged onto the Skype
network, we observed that it connected to A's super node rather
than connecting to A.

7. CONCLUSION
Sþpe is the first VolP client based on peer-to-peer technology.
We think that three factors are responsible for its increasing
popularity. First. it provides better voice quality than MSN and
Yahoo IM clients; second, it can work almost seåmlessly behind
NATs and ñrewalls: and third, it is extrenrely easy to install and

use. We believe that Skype client uses its version of STUN []
protocol to determine the type of NAT or firewall it is behind. The
NAT and firewall traversal techniques of Skype are similar to
many existing applications such as network games. It is by the
random selection of sender and listener ports. the use of TCP as

voice streaming protocol, and the peer-to-peer nature ofthe Skype
network. that not only a SC traverses NATs and firewalls but it
does so withhout any explicit NAT or fìrewall traversal server.

Skype uses TCP for signaling. lt uses wide band codecs and has

probably licensed them from GloballPSound [0]. Skype
communication is encrypted.

The underlying search technique that Skype uses for user search is

still not clear. Our guess is that it uses a combination ofhashing
and periodic controlled lìooding to gain information about the
online Skype users.

Skype has a cêntral login server which stores the login name and

password of each user. Since Skype packets are encrypted, it is

not possible to say with certainty what other information is stored

on the login server. However, during our experiments we did not
observe any subsequent exchange of information with the login
server after a user logged onto the Skype network.

APPENDIX
The Appendix shows the message dump of HTTP I.l GET
requests that a SC sent to skype.com and the responses it received,

when it was started by the user.

When SC was started for the first lime after installation, it sent a

HT'IP t.l GET request containing the keyrrord instâlled to
skype.com. This request was not sent in subsequent Skype.runs.
The request is shown below:

GET /ui/ o /97len/inscalled HTTP/r. 1

User-AgenE: skype" Beca 0.9?
HosÈ: ui.skype-com
cache-control : no-cache

The 200 OK response SC received for this GET request:

HTTP,/I.1 2O0 OK

Ðate: Tue, 20 ÀPr 2004 04:51:39 GMT

Server: Apache/2.0.4? (Debian GNU/Linw) PHP/4.3.5

mod_ss1,/2. 0. 47 OpenSSL/ O.9.7b
X-Powered-By: PHP/4, 3. 5
Cache-conE,rol: no-cache, must revalidate
Pragma: no-cache
Expires:0
ConienÈ-LengElì:0
ConÈent-T).Ile: cexc/hcml; charseÈ=uEf -8
conEenE-Language: en

During subsequent srartups, sc sent a a HTTP l.l cET requesl

containing the keyword getlatestversion to skype.com:

GEf /uí/ 0 /91 /en/geclacestver5!e¡2vs¡=0.9?.0.6 ¡{TTP/1. I
User-Àgent: Sk1pe" BeÈa 0.97
HosÈ: ui.sk)¡pe,com
Cache-ConErol : no-cache

The 200 OK response SC received for this GET request:

HTTP/I.1 2OO OK
DaEe: Tue, 20 Apr 2004 04;51:40 Gù17

server: Àpache/2.0.4? (Debian GNU/Linu)
PHÞ/4.3. 5 mod_ssl/2.0.47 OpenSsL/o.9.'lb

x-Pouered-By: PHP/4. 3. 5

Cache-cont'rol: no-cache, must reval.idaLe
Pragma: no-cache
Explres:0
Transfer-Encoding: chunked
conÈenE-TlT)e: texc,/heml; charsec=utf -8
conÈenÈ-Language: en

0
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san Jose, calif', oclobet la: 29.09 - eBay (Nasdaq:.EBAY; www.ebay.com) today completed iùs previously announcedacquisition of Skype, the global Intemet ómmunications compeny.

f n accordance with the tgqs.ot thg.lluisition agreement as announced on septembe r 12,Zo}s,eBay acquíred all of theoutstanding shares of privately-held skype for a total up.front consideration 
"r 

gþnroxr{ãiv-cz.ì' ùiri¡on, or approximatefy$2'5 billion, plus potential performancebased consideåton. Ïrá up+oniänsideration is comprised of approximately $1.sbillion in cash and the value of 32.8 million shares of eBay sto*, w-n¡ctl áiã subject to certain restrictions on resale.

The marimum gmoY!! potentially payable under the performance-based eam-out ¡s approx¡mately €i.2 billion, orapproximatelv $1.4 billion, and would be payable I ca:lr or eBay stoct, at éeayb didãiid:';ùËäipeaø paymenr to occurin 2008 and/or 2009. Skype shareholders wêre offered ttre Ooice ¡et*iLn severat consideration options for their shares.shareholders representin-g approximatety 42oh ol the skype shares uitimátelv chose to receive a single payment in cash andeBay stock at the close of the transaction. shareholders räpresentinj ilie reáahing 
"ppr*¡rãtã 

ãà% ot t¡e sþpe shareschose to receive a reduced up-ftont payment in cash.and esay stoci'at the dose pìus iotentiát n,tur" e"r-o.,t paymentswhich are based on performanc+'baseil goals for active u""o, gro* pront;ã;;;;;.

The above-mentioned dollar amounts are approrimate, based on an Octobe r 12, 2tOS exchange rate of €1 to $1 .20.

As previously indicated' eBay expeds the acquisition to be dilutive to its Q4-0S pro forma and GAAp eamings per share by$0'01 and $0.o4 respe{r^"-U rgt^lqltl yeai zooo, eBay expecrs ure-rraìsaæän to u"ã¡iùùu iã pro torma and GAAp

å3#:n" 
per share bv $o.o¿ and $0.12 reipectively, with breåkeven on á pro rotma ¡ãiiJàipecìãíiÀ m" fourth qtrarrer of

Pro forma eamings per share represents GAAP eaming_s.per share adjusted to exdude certain items, primarily stock basedcompensation expense, amortization of acquired intangUl'es and income taxes related to these items.

About eBay Inc.

Founded in 1995, eBay pioneers communities built on commerce, suslained by_trust, and inspired by opportun¡ty. eBayenables ecommerce on a local, national and intemalional basis wiür-an ãnãy ótweuåiid:ñä"dilfíthe eBay Marketptace,PayPal, Kijii, Rent.com and shopping.com - that bring together mltrións-oliuyers and sellers every day.

,dbout Skype Technologies SA

Skype' the Global Internet Communications Companyw, allows people everyrvhere to make free, unlimited, superior qualityvoice calls via its award-winning innovative peer-io-pèer soñ¡¡aré toi w¡noows, Linux, Mac os x, ano pocket pc platforms.Skype is available in 27 languages and is th'e fastest groring voice corrunicat¡on" ór"ring *orlij*rid". since its launch inAugust 2ü)3, Skype has been downloaded more than-182 rñiflion t¡mes in ã2s countries 
"nä 

territãr¡ãs. 59 miilion people areregistered to use skype's free services, with more than 3.million puopié ,"¡nl sþqe simulianeously at any one time. skypeeams revenue through its. premium 
¡gryiq_ofieri¡gs, and has a lroring netùo* df gtobat affil¡atesíaìo a'community ãi'- 

-
developers working with the skype APls. skype Tãchnologies sÃ is úãdqì;rtered ín r-uxemuoùi!'aìd has offces in Londonand Eston ia. www.sh)¡p_e=qom >wwws kyp-e_cóm

Forward-Looking Statements

This announcement contains fonrard-looking statements regarding skype and the expecfed impac{ of the acquisition of Sþpeon eBay's financial results. Those statementl involve risks a-nd unênáñt¡es, and actual resutts coìto ¿iffer materially fromthose discussed. Factors that could cause or contribute to such rlitrerenceiìnclu¿e, but are not limited ro, the reaction of theusers of Skype's services' thei¡ture growth of Skype's user base and public acceptance of Intemet voice communicationservices- rapid technological cfranges in the Inteniet voice communicaüons sector, ttre r""ai* ór.orpetitors to thetransaclion, global developments.in the_ regulation of Intemet voice communication services ináùoin! Ûrose provided bySkype, th.e,possibility that integration of SÇpe's ofierings. following thé tránsãaion may be more diffcr¡lt than expected, andthe possibility that entry by sþpe and eBay into potentiãt new linãs ot ¡usnéss will not be successful. More information about

hüp ://investor.ebay.com/releasedetail.cfm?Releas eID:I7 6402 3/6/2007
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The eBay Gompany

ep-afloa pioneers communities built on commerce, sustained by fust, and inspired by
of people every day on a local, national and intemational basis through an array of we'b
and communications.

The eBay l$arketplace

F.: :P"y Marketplace creates a powerñ.rl online platform for the sate of goods and sen
individuals and small businesses. on any given day, there arJ r¡rrOns oitems availabl
trading. With millions of buyers and selle-rs worldwiäe, eBay offers lòcalized sites in the
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In addition, eBay has a presence in Latin America through its investment in M_ercad_eli¡

PayPal
Founded in 1998 and acquired by eBay Inc. in october 2002, peyeal enables any indiv
to. securely, easily and quickly send and receive payments ontinã.-pey¿als serviée buil
of bank accounts and credit cards and uses the woild's most aovancéd proprietary rrau
payment.solution. A global leader in online payment solutions, P¡yP¡f has tens of millic
accepted by millions of merchants worldwide, on and off eBay. -' -

Skype
Skypç is the world's faste-st-growing Intemet cómmunication offering, altowing people e
video communication for free betwéen the users of Skype sotrarare.-S¡yp_e isävaitåUte
every country around the world. S.Kype generates revenue through iti 

-frêmium 
offering

and from landline and mobile phones, vóicemail, callfon¡¿ardingãnd personalization in<
has relationships with a growing network of hardware and softñare ploviders. _s_kype wi

Shopping.com
$-hoppt¡-9.-qo-¡n pioneered online comparison shopping and is one of the fastest growing
With millions of products, thousands of merchants and millions of reviews iromtire Ed
empoweÍs consumers to make informed choices and, as a result, drives value for r¡e¡c
united states, the united Kingdom, France, Germany and Australia and was acqui+a! I

http :/þages. ebay. corn/aboutebay/thecompany/company overview.html 3/6/2007
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