STATUS REPORT

Name | bd

Week Ending 70209

ACCOMPLISHMENTS:
* Engineer meeting followup _
[ ]
[ 4
’ ALL TNFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 11-24-2008 BY 60322/UCLRP/PJ/EHL
ON-GOING WORK; b2
. b7E
[ ]

* Skype discussion writeup

FUTURE WORK:

ISSUES:

TRAVEL:

LES




STATUS REPORT b6

Name

Week Ending  [20070223

ACCOM ENTS-

Orking group topic ci_e\(elopment ALL INFORMATION CONTAINED
Inspection related logistics support HERETN IS UNCLASSIFIED

Security training (annual requirement) paTe 11-24-2008 BY 60322/UCLRP/PJ/EHL

ON-GQING WORK:

. b2
. b7E
.

FUTURE WORK:

ISSUES:
* Monday holiday

TRAVEL.:

LES




February 2 STATUS REPORT be
0070305 prc

*  Skype discussion writeup

*

L d

* _Stams ot helpdeskjtems orderad

. ALL INFORMATION CONTAINED

. HEREIN IS5 UNCLASSIFIED

. DATE 11-24-2008 BY 60322/UCLRP/PJ/EHL
*

.

Future Work
. b2
o b7E
L ]
L ]
L ]
*
.
.
L ]
*
.
[ )
*
[ ]
Travel

. WIdrCt 20-3U LV
¢ Tampa, Feb 5-6,2007

Meetings

Crucial Security Proprietary and Con?éential




STATUS REPORT

Name

bé

b7C

Week Ending 20070216

ACCOMPLISHMENTS:
° ALL INFORMATION CONTAINED
¢ HEREIN IS UNCLASSIFIED
¢ DATE 11-24-20038 BY 60322/UCLRP/PJ/EHL
* Discuss TAWG Nellis AFB attendance
) i ilities for FBInet _ oo
: | b7E
i ted FBl Security Awareness Training for 2007
* Completed PED forms
* Department manager meeting
* OTD SPTU-P2 meeting and discussion
* Second interviews| o
b7E

ON-GOING WORK:

FUTURE WORK:

ISSUES:

TRAVEL:

LES




June 2008 RDD STAO/ROU STATUS REPORT g
0080602 b7C
ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
ACCOMPLISHMENTS: DATE 11-24-2008 BY 50322 /UCLRP/PJ/EHL

ooting new development server

* Assisted ROU by helping es

iitial 1oa confiauration of 1IC lantan

—CoTpTeTeT te TTToT0gY DS AT O Ouantica

CTeOE U RUTES ang GOIes 10f new hire ! 1

b2

b7C
b7E

¢ Documented Lead Operator rales and resnancihilitiac

* Edit work breakd IS
* Escorte ko Quantico successfully obtaining his
SACS

* Facilitated getting 11 File Cabinets re-keyed and escorted the locksmith during this
initiative.

I IThe move s anticipated to rlnsg_l
4 -

L
I The move was completed with zero

atiicial incidents or violations

Crucial Security Proprietary and C. Mnﬁal

e S




February 20 STATUS REPORT b7cC
20070305 ALL TNFORMATION CONTAINED

HEREIN IS5 UNCLAISIFIED

Accomplishments DATE 11.2.2008 BY 0322 /UCLRP/PJ /EHL
omplishments
*  Assisted the unit in preparation for insnection matters
meelings to plan for upcoming events - coordinate with OTD, and lots of time spent on b2
audits and inspections bTE
* _ Cleared my required inventory inspection
*  Completed F i Training far 2007 b2
b6
b7C
b7E
* Discuss TAWG Nellis AFB attendance
b2
b7E
*  Finalized presentation for Tampa trip
b2
ko6
b7C
b7E

Crucial Security Proprietary and C o;)z%ntial




(3)-

bl

b2
b7E
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
From: (OTD) (FBI)
Sent: tridav, June 29, 2007 3:12 PM b6
To: (OTD) (FBI) b7C
Subject: IW: Pre-Deployment Questions for Locating
Computers

SENSITIVE

BUT UNCLASSIFIED




SEDRET -

DATE: 11-24-2008
b7E

CLASSIFIED BY 50322/UCLRP/PJ/EHL
ALL INFORMATION CONTAINED

REASON: 1.4 (c)
DECLASSIFY 0N: 11-24-2033 HEREIN IS UNCLASSIFIED EXCEPT

A ReSanbalnl e As R B W LS 1Al ml A sns
(8) b

b

k

Lﬂv’
SENSITIVE_RUT IINCIASSIETIED

. b °

From: (OTD) (FBI) b?c
Sent: Thursday, May 31, 2007 1:42 PM

SEQRET




T

(OTD) (FBI)
b6

From I JoTD) (FBY) .
Sent . M
To: (OTD) (FBI)] |(oTD) (FBI)
Cc: IO /Een
Subject b7E

ALL INFORMATION CONTAINED

DATE: 11-24-2008 REIN IS UNCLASSIFIED EXCEPT

SENSITIVE BUT UNCLASSIFIED CLASSIFIED BY 60322/UCLRP/PJ/EHL e o erommLeE
-N—ON'—RE._C()_R_D_ REASON: 1.4 (c) s

DECLASSIFY ON: 11-24-2033 i

{ \ Ideally once you have this filled out it
could be copied and pasted into the KMS.
be
I defer t__Jto discuss the wording of the legal documents. b7C
J...
b2
b7E
Case Number
Warrant Expiration Date
Type of install I
b2
b7E
Info about the target computer:
b2
| 18] b7
1 01

Post Installiation

Keep in mind that once we are installed we usually have the ability to:

1537

SEpKET




b6

b7C
(OTD) (FBI)
From: | (OTD) (FBI)
Sent: ursday, June 0/, 7213PM
Ce: - (OTI(J())(SrgéII:)?I) kosyre ]

_ Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

We would love to help put something on there.

erre—r—————————

Also need the warrant expiration date.

RE: Tools for upcoming deployment

—

Vit
J.

CASE INFORMATION

Case ID:

Location:

Date Warrant Signed:

Warrant Expiration Date:

Date Installed/Depioyed:

OGC Review and Confirmation

Points of Contact
Case Agent Name, Address and Phone
Tech Agent Name and Phone Number

Equipment Mailing Address and Phone Number

Deployment Technique
Criminal FISA

Install Type

239

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 11-24-2008 BY 60322/UCLRP/PJ/EHL

Other:




Applications of Interest

Other Info as known.

DATA TO BE CAPTURED

From:
Sent:
To:

Cc:
Subject:

C_——— o) (reY)
Th

07 11:43 AM

. be
b7cC

(0S) (FBI
(OTD) (FBI),I'L_' ko) (FBD)]

fos) (rB1)

E: Tools for upcoming deployment

240




SENSITIVE BUT UNCLASSIFIED

NON-RECORD

| would recommend —

From:
Sent:
To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b2
l b7E
For now we can put
[OS) (FBI)
, 2007 11:18 AM
OTD) (FBI)

ools for upcoming deployment

bé
b7C

HC_]

| understand that one of the benefits of us bein

g one big happy family is that we can finally utilize our own in-house

tools.
‘ b2
That being the case ,:l:ne.cas&aa.em.\mu.ldmm.l____" b7E
E
Also, what do we need in terms of getting thEe the case agent?
~Thanks
b6
----- Original Message----- b7C
From: F(OTD) (FBI)
Sent: ursday, June 07, 2007 9:30 AM
To: | fos) (eBL)
Cc: KOS (FBx);| |(0TD) (FBI) b2
Subject: E | b7E
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Sorry for the late response. Mon. & Thurs. You know.
b2
b7E
-----Original Message-----
From: 0S) (FBI)
Sent: Imm 7 10:14 AM be
To: (OTD) (FBI) b7e
Cc: 1(Qs) (FBY) iC
Subject: |
k2
b7E

241




SENSITIVE BUT UNCLASSIFIED
NON-RECORD

HL_]

We have an op scheduled for next Thursday, any chance this will be ready for use by then?

| I
SSA| |
Operational Technology Division (OTD)

Cryptologic and Electronic Analysis Unit (CEAU) }gs c
(cell)
desk)
fax)
---—Original Message---~
From oTD) (Fer)
Sent: 2007 1:42 PM
To: 1 (OTD)
Cc: | (FBI) OTD) (FBI OTD) (FBI);
05) : ' (IUSJTCUN'J—_I
Subject: qu:I_I(
SENSITIVE BUT UNCLASSIFIED b2
NON-RECORD b7E
|:___—_:}s in a limited but usable state.
Capabilities:
b2
b7E

Sending to test today, but could pull something togéther for a case if emergency.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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(3)

SE%QET

Last Update 10 July 2007

b2
4. 2| b7E
bl
4.2/
Description: Collects any or all of the followine: |
_Featnres:
b2
b7E

ALL INFORMATION CONTAINED
HEFEIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

.Sﬂﬂa.l.nmde.ﬁ-ied configurations

View Data
Limitations

Types of Cases supported -

Legal Authorization Required
Over-collection Safeguards

4.2.2| |

DATE: 11-24-2008

CLASSIFIED BY 60322/UCLRP/PJ/EHL
REASON: 1.4 (c)

DECLASSIFY ON: 11-24-2033

b2
b7E

~VIEW Data
. Limitations

ASEéRET/Xl

14




S ET
loTD) (FBI) EKE

From:
Sent:
To:
Cc:

Subject:

b6
(OTD) (FBI) pre
I:MEEEDE#, 2007 2:35 PM
- aTD) (FBI)
J oTm (R Lot BN
|_JoToy Fen] [Ty FEN]

RE: Inspection questions

SENSITIVE BUT UNCLASSIFIED ~ DATE: 11-24-2008

NON-RECORD

CLASSIFIED BY 60322/UCLRP/PJ/EHL

REASON: 1.4 (c)
DECLASSIFY ON: 11-24-2033 ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOUN OTHERWISE

----- Original Message----- be
From OTD) (FBI) b7C
Sent 1, 2007 4:36 PM
To: oTD) (Fan] foy (rery |
Subject: Inspection questions
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Gents,

Please provide input on the following:
3-4 examples for each would be great. 'l compile and forward them.
b€
i

1) Identify the five most significant accomplishments (not investigative cases) for the Unit during the
inspection period and provide a narrative assessment of the impact of these accomplishments upon the Unit's

mission.

2) List by title and file number the ten most significant investigations managed by the unit during the
inspection period. Provide a narrative summary for each case, its impact, and the contribution made to the
investigation by the unit.

d

bl

3ok

SR

bl




MT bl

(8]

(5) 8

MR RN v

PR

s]

3) Identify at least seven of the most significant liaison contacts (a mix of domestic and international
contacts preferred, if possible) of the unit; describe the nature and extent of liaison activities with each
agency; explain how this contact advances the unit's mission and helps the unit achieve its goals and

objectives.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED




bl
b2

b7E
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE_BUT UNCLASSTFTED e
From: (OTD) (FBI) b7C
Sent: Friday, June 29, 2007 11:42 AM
To: [ | (oTD) (FBI)

Subject: RE:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

SEPRET




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 11-24-2008 BY 60322Z/UCLRP/PJ/EHL

An Analysis of the Skype Peer-to-Peer Internet Telephony

Protocol

Salman A. Baset and Henning Schulzrinne
Department of Computer Science
Columbia University, New York NY 10027
{salman,hgs}@cs.columbia.edu

September 15, 2004

ABSTRACT

Skype is a peer-to-peer VolP client developed by KaZaa in 2003.
Skype claims that it can work almost scamlessly across NATs and
firewalls and has better voice quality than the MSN and Yahoo
IM applications. It encrypts calls end-to-end, and stores user
information in a decentralized fashion. Skype also supports
instant messaging and conferencing. ‘

This report analyzes key Skype functions such as login, NAT and
firewall traversal, call establishment, media transfer, codecs, and
conferencing under three different network setups. Analysis is
performed by careful study of Skype network traffic.

Categories and Subject Descriptors
C.2.2 [Computer-Communication = Networks]:
Protocols—Applications

Network

General Terms
Algorithms, Design, Measurement, Performance, Experimenta-
tion, Security,

Keywords
Peer-to-peer {p2p), Voice over [P (VolP), Super Node (SN),
Internet telephony, conferencing

1. INTRODUCTION

Skype is a peer-to-peer VolIP client developed by KaZaa [17] that
allows its users to place voice calls and send text messages to
other users of Skype clients. In essence, it is very similar to the
MSN and Yahoo IM applications, as it has capabilities for voice-
calls, instant messaging, audio conferencing, and buddy lists.
However, the underlying protocols and techniques it employs are
quite different.

Like its file sharing predecessor KaZaa, Skype is an overlay peer-
to-peer network. There are two types of nodes in this overlay
network, ordinary hosts and super nodes (SN). An ordinary host is
a Skype application that can be used to place voice calls and send
text messages. A super node is an ordinary host’s end-point on the
Skype network. Any node with a public IP address having
sufficient CPU, memory, and network bandwidth is a candidate to
become a super node. An ordinary host must connect to a super
node and must register itself with the Skype login server for a
successful login. Although not a Skype node itself, the Skype
login server is an important entity in the Skype network. User
names and passwords are stored at the login server. User
authentication at login is also done at this server. This server also

‘ensures that Skype login names are unique across the Skype name

space. Figure | illustrates the relationship between ordinary hosts,
super nodes and login server.

Apart from the login server, there is no central server in the Skype
network. Online and offline user information is stored and
propagated in a decentralized fashion and so are the user search

queries.
. Skype login
' server

Mussage exchange
with the login server
G durirg login

ord:nary host

suger pode

nasghtour refationships i the
Skyoe neraark

Figure 1. Skype Network. There are three main entities:
supernodes, ordinary nodes, and the login server.

NAT and firewall traversal are important Skype functions. We
believe that each Skype node uses a variant of STUN [1] protocol
to determine the type of NAT and firewall it is behind. We also
believe that there is no global NAT and firewall traversal server
because if there was one, the Skype node would have exchanged




traffic with it during login and call establishment in the many
experiments we performed.

The Skype network is an overlay network and thus each Skype
client {(SC) should build and refresh a table of reachable nodes. In
Skype, this table is called host cache (HC) and it contains IP
address and port number of super nodes. It is stored in the
Windows registry for each Skype node.

Skype claims to have implemented a ‘3G P2P’ or ‘Global Index’
[2] technology (Section 4.3), which is guaranteed to find a user if
that user has logged in the Skype network in the last 72 hours.

Skype uses wideband codecs which allows it to maintain
reasonable call quality at an available bandwidth of 32 kb/s. It
uses TCP for signaling, and both UDP and TCP for transporting
media traffic. Signaling and media traffic are not sent on the same
ports.

The rest of this report is organized as follows. Section 2 describes
key components of the Skype sofiware and the Skype network.
Section 3 describes the experimental setup. Section 4 discusses
key Skype functions like startup, login, user search, call
establishment, media transfer and codecs, and presence timers.
Flow diagrams based on actual network traffic are used to
elaborate on the details. Section 5 discusses conferencing. Section
6 discusses other experiments.

2. KEY COMPONENTS OF THE SKYPE
SOFTWARE

A Skype client listens on particular ports for incoming calls,
maintains a table of other Skype nodes called host cache, uses
wideband codecs, maintains a buddy list, encrypts messages end-
to-end, and determines if it is behind a NAT or a firewall. This
section discusses these components and functionalities in detail.

2.1 Ports :

A Skype client (SC) opens a TCP and a UDP listening port at the
port number configured in its connection dialog box. SC
randomly chooses the port number upon installation. In addition,
SC also opens TCP listening ports at port number 80 (HTTP
port), and port number 443 (HTTPS port). Unlike many Internet
protocols, like SIP [5] and HTTP [6], there is no default TCP or
UDP listening port. Figure 15 shows a snapshot of the Skype
connection dialog box. This figure shows the ports on which a SC
listens for incoming connections. ’

2.2 Host Cache

The host cache (HC) is a list of super node IP address and port
pairs that SC builds and refreshes regularly. It is the most critical
part to the Skype operation. At least one valid entry must be
present in the HC. A valid entry is an IP address and port number
of an online Skype node. A SC stores host cache in the Windows
registry at HKEY_CURRENT_USER / SOFTWARE / SKYPE /
PHONE / LIB / CONNECTION / HOSTCACHE. After running a
SC for two days, we observed that HC contained a maximum of
200 entries. Host and peer caches are not new to Skype. Chord
[19), another peer-to-peer protocol has a finger table, which it
uses to quickly find a node.

2.3 Codecs

The white paper [7] observes that Skype uses iLBC [8]. iSAC 9],
or a third unknown codec. GloballPSound [10} has implemented
the iLBC and iSAC codecs and their website lists Skype as their
partner. We believe that Skype uses their codec implementations.
We measured that the Skype codecs allow frequencies between
50-8.000 Hz to pass through. This frequency range is the
characteristic of a wideband codec.

2.4 Buddy List

Skype stores its buddy information in the Windows registry.
Buddy list is digitally signed and encrypted. The buddy list is
local to one machine and is not stored on a central server. If a user
uses SC on a different machine to log onto the Skype network,
that user has to reconstruct the buddy list.

2.5 Encryption

The Skype website [13] explains: “Skype uses AES (Advanced
Encryption Standard) — also known as Rijndel - which is also
used by U.S. Government organizations to protect sensitive
information. Skype uses 256-bit encryption, which has a total of
1.1 x 107" possible keys, in order to actively encrypt the data in
cach Skype call or instant message. Skype uses 1536 to 2048 bit
RSA to negotiate symmetric AES keys. User public keys are
certified by Skype server at login.”

2.6 NAT and Firewall

We conjecture that SC uses a variation of the STUN [1] and
TURN [18] protocols to determine the type of NAT and firewall it
is behind. We aiso conjecture that SC refreshes this information
periodically. This information is also stored in the Windows
registry.

Unlike its file sharing counter part KaZaa, a SC cannot prevent
itself from becoming a super node.

3. EXPERIMENTAL SETUP

All experiments were performed for Skype version 0.97.0.6.
Skype was installed on two Windows 2000 machines. One
machine was a Pentium II 200MHz with 128 MB RAM, and the
other machine was a Pentium Pro 200 MHz with 128 MB RAM.
Each machine had a 10/100 Mb/s Ethernet card and was
connected to a 100 Mb/s network.

We performed experiments under three different network setups.
In the first setup, both Skype users were on machines with public -
IP addresses; in the second setup, one Skype user was behind
port-restricted NAT; in the third setup, both Skype users were
behind a port-restricted NAT and UDP-restricted firewall. NAT
and firewall machines ran Red Hat Linux 8.0 and were connected
to 100 Mb/s Ethernet network.

Ethereal [3] and NetPeeker (4] were used to monitor and control
network traffic, respectively. NetPeeker was used to tune the
bandwidth so as to analyze the Skype operation under network
congestion.

For each experiment, the Windows registry was cleared of any
Skype entries and Skype was reinstalled on the machine.

All experiments were performed between February and April,
2004.




4. SKYPE FUNCTIONS

Skype functions can be classified into startup, login, user search,
call establishment and tear down, media transfer, and presence
messages. This section discusses each of them in detail.

4.1 Startup

When SC was run for the first time after installation, it sent a
HTTP 1.1 GET request to the Skype scrver (skype.com). The first
line of this request contains the keyword ‘installed’.

During subsequent startups, a SC only sent a HTTP 1.1 GET
request to the Skype server (skype.com) to determine if a new
version is available. The first line of this request contains the
keyword *getlatestversion’.

See the Appendix for complete messages.

4.2 Login

Login is perhaps the most critical function to the Skype operation.
It is during this process a SC authenticates its user name and
password with the login server, advertises its presence to other
peers and its buddies, determines the type of NAT and firewall it
is behind, and discovers online Skype nodes with public IP
addresses. We observed that these newly discovered nodes were
used to maintain connection with the Skype network should the
SN to which SC was connected became unavailable.

4.2.1 Login Process

As discussed in Section 2, the HC must contain a valid entry for a
SC to be able to connect to the Skype network. If the HC was
filled with only one invalid entry, SC could not connect to the
Skype network and reported a login failure. However, we gained
useful insights in the Skype login process by observing the
message flow between SC and this invalid HC entry. The
experimental setup and observations for the login process are
described below.

First, we flushed the SC host cache and filled it with only one
entry which was the 1P address and port number of a machine on
which no Skype client was running. The SC was then started and
a login attempt was made. Since HC had an invalid entry, SC
could not connect to the Skype network. We observed that the SC
first sent a UDP packet to this entry. If there was no response after
roughly five seconds, SC tried to establish a TCP connection with
this entry. It then tried to establish a TCP connection to the HC [P
address and port 80 (HTTP port). If still unsuccessful, it tried to
connect to HC IP address and port 443 (HTTPS port). SC then
waited for roughly 6 seconds. It repeated the whole process four
more times after which it reported a login failure.

We observed that a SC must establish a TCP connection with a
SN in order to connect to the Skype network. If it cannot connect
to a super node, it will report a login failure.

Most firewalls are configured to allow outgoing TCP traffic to
port 80 (HTTP port) and port 443 (HTTPS port). A SC behind a
tirewall, which blocks UDP traffic and permits selective TCP
traffic, takes advantage of this fact. At login, it establishes 2 TCP
connection with another Skype node with a public IP address and
port 80 or port 443.

{ Stant \
~
|
A 4

Send UDP
’—> packet(s) to HC P
aqaress and port

No
—_—y

TCP connaction
attempt with HC 1P
address and port

Conrected Yes

No
\ 4

TCP connection UCCess
attempt with HC 1P
adaress and port 80
{HTTP port)
T

i

[l

Connected Yeos

Ne
Y
TCP connection
attempt with HC 1P
address and port 443
(HTTPS port)
T

Connected Yes

N

Yes -)( Failure A

No

h 4

e Wait for 6 seconds

Figure 2. Skype login algorithm. Only one entry is present in the
HC. If there is more than one entry, SC sends UDP packets to
them before attempting a TCP connection. Authentication with
the login server is not shown.

4.2.2 Login Server

After a SC is connected to a SN, the SC must authenticate the user
name and password with the Skype login server. The login server
is the only central component in the Skype network. It stores
Skype user names and passwords and ensures that Skype user
names are unique across the Skype name space. SC must




authenticate itself with login server for a successful login. During
our experiments we observed that SC always exchanged data over
TCP with a node whose IP address was 80.160.91.11. We believe
that this node is the login server. A reverse lookup of this IP
address retrieved NS records whose values are nsld.inet.tele.dk
and nsl15.inet.tele.dk. It thus appears from the reverse lookup that
the login server is hosted by an ISP based in Denmark.

4.2.3 Bootstrap Super Nodes

After logging in for the first time after installation, HC was
initialized with seven IP address and port pairs. We observed that
upon first login, HC was always initialized with these seven IP
address and port pairs except for a rare random occurrence. In the
case where HC was initialized with more than seven IP addresses
and port pairs, it always contained those seven IP address and port
pairs. It was with one of these IP address and port entries a SC
cstablished a TCP connection when a user used that SC to log
onto the Skype network for the first time after installation. We call
these IP address and port pairs bootstrap super nodes. Figure 16
shows a snapshot of the host cache of the SC that contains IP
address and port numbers of these bootstrap super nodes. These
IP address and port pairs and their corresponding host names
obtained using a reverse lookup are:

[P address:port

66.235.180.9:33033
66.235.181.9:33033
80.161.91.25:33033
80.160.91.12:33033
64.246.49.60:33033
64.246.49.61:33033
64.246.48.23:33033

Reverse lookup result
sls-cb10p6.dca2.superb.net
ip9.181.susc.suscom.net

0x50a15b19 boanxx15.adsl-dhcp.tele.dk
0x50a15b0c.albnxx9.adsl-dhep.tele.dk
rs-64-246-49-60.ev1.net
15-64-246-49-61 .ev1.net

ns2.evl.net

From the reverse lookup, it appears that bootstrap SNs are
connected to the Internet through four ISPs. Superb [14], Suscom
[15], evl.net [16] are US-based ISPs.

After installation and first time startup, we observed that the HC
was empty. However upon first login, the SC sent UDP packets to
at least four nodes in the bootstrap node list. Thus, either
bootstrap IP address and port information is hard coded in the SC,
or it is encrypted and not directly visible in the Skype Windows
registry, or this is a one-time process to contact bootstrap nodes.
We also observed that if the HC was flushed after the first login,
SC was unable to connect to the Skype network. These
observations suggest that we perform separate experiments to
analyze the first-time and subsequent login processes.

4.2.4 First-time Login Process

The SC host cache was empty upon installation. Thus, 2 SC must
connect to well known Skype nodes in order to log on to the
Skype network. It does so by sending UDP packets to some
bootstrap super nodes and then waits for their response over UDP
for some time. It is not clear how SC selects among bootstrap SNs
to send UDP packets to. SC then established a TCP connection
with the bootstrap super node that responded. Since more than
one node could respond, a SC could establish a TCP connection
with more than one bootstrap node. A SC, however, maintains a
TCP connection with at lcast one bootstrap node and may close
TCP connections with other nodes. After exchanging some
packets with SN over TCP, it then perhaps acquired the address of
the login server (80.160.91.11). SC then establishes a TCP

connection with the login server, exchanges authentication
information with it, and finally closes the TCP connection. The
initial TCP data exchange with the bootstrap SN and the login
server shows the existence of a challenge-response mechanism.

The TCP connection with the SN persisted as long as SN was
alive. When the SN became unavailable, SC establishes a TCP
connection with another SN.

SC 66.235.181.9:33033 (Bootstrap node)
b UDP———— ] 18B
|t uDP 11B
hemmsnnmce | JDP 1 23B
-4——— UD P~ 11B

SC 80.160.91.12:33033 (Bootstrap node)
e UDP ————p=! 188
+¢———UDP——— 18B

SC makes a TCP connection with

66.235.180.9. This node becomes a SN.
SC 66.235.180.9:33033 (Bootstrap node)
————-—TCP:SYN —pi
————TCP:ACK —ri
—————TCP————p 14B
[ ¢——TCP—— 14B
——ree TCP————Pp| 348
et TCP 146B
b TCP ol  67B

ICMP———»| 204.152.229.231
ICMP———» 130.244.201.151
ICMP P 202.139.199.243
ICMP————— 202.232.43.7
80.160.91.11 (Login server)
TCP:SYN -
TCP:ACK
TCP - 14B
TCP 14B
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Figure 3. Message flow for the first login after installation for
SC on a public IP address. ‘B’ stands for bytes and ‘N’ stands




for node. SYN and ACK packets are shown to indicate who
initiated TCP connection. Message flows are not strictly
according to time. Messages have been grouped together to
provide a better picture. Message size corresponds to size of
TCP or UDP payload. Not all messages are shown.

For the login process, we observed message flow for the same
Skype user id for the three different network setups described in
Section 3.

The message flow for the first-time login process for a SC running
on a2 machine with public IP address is shown in Figure 3. The
total data exchanged between SC, SN, login server, and other
nodes during login is about 9 kilobytes.
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Figure 4. Message flow for first login after installation for SC
behind a simple NAT. ‘B’ stands for bytes and ‘N’ stands for
node. SYN and ACK packets are shown to indicate who
initiated TCP connection. Message flows are not strictly
according to time. Messages have been grouped together to
provide a better picture. Message size corresponds to size of
TCP or UDP payload. Not all messages are shown in the
message flow,

For a SC behind a port-restricted NAT, the message flow for login
was roughly the same as for a SC on a public IP address.
However, more data was exchanged. On average, SC exchanged
10 kilobytes of data with SN, login server, and other Skype nodes.
The message flow is shown in Figure 4.

A SC behind a port-restricted NAT and a UDP-restricted firewall
was unable to receive any UDP packets from machines outside the
firewall. It therefore could send and receive only TCP traffic. It
had a TCP connection with 2 SN and the login server, and it
exchanged information with them over TCP. On average, it
exchanged 8.5 kilobytes of data with SN, login server, and other
Skype nodes. The message flow is shown in Figure 5.
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subsequent flows
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For same Skype user id. SC on public 1P address and
SC behind a NAT, and SC behind a UDP restricted
firewall send ICMP packets to the same nodes
SC
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ICMP —————p»i 130.244.201.151
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ICMP ] 202.232.43.7

SC decides that it will retain TCP connecliorf with
66.235.181.9. This node becomes a SN.
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SC
} UDP ——p=| 18B N1, N21, N3, N4
SC 80.160.91.11 (Login server)
————TCP:SYN— ]
—TCP:ACK ————
TCP ——P  [4B
- TCP 14B
——TCP————»| 176B (password exchange)
-t TCP 217B
FIN =]
[<——FIN, ACK ————

SC sends UDP packets to 18 distinct nodes. It is
conjectured that they should be online Skype
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Figure 5. Message flow for first login after installation for a
SC behind a firewall, which blocks UDP packets. ‘B’ stands
for bytes and ‘N’ stands for nede. SYN and ACK packets are
shown to indicate who initiated TCP connection. Message
flows are not strictly according to time. Messages have been
grouped together to provide a better picture. Message size
corresponds to size of TCP or UDP payload. Not all messages
are shown in the message flow.

The foliowing inferences can be drawn by carefusl observation of
call flows in Fig 3, 4, and 5.

4.2.4.1 NAT and Firewall Determination

We conjecture that a SC is able to determine at login if it is
behind a NAT and firewall. We guess that there are at least two
ways in which a SC can determine this information. One
possibility is that it can determine this information by exchanging
messages with its SN using a variant of the STUN {1] protoco!.
The other possibility is that during login, a SC sends and possibly
receives data from some nodes after it has made a TCP connection
with the SN. We conjecture that at this point, SC uses its variation
of STUN [1] protocol to determine the type of NAT or firewall it
is behind. Once determined, the SC stores this information in the
Windows registry. We also conjecture that SC refreshes this
information periodically. We are not clear on how often a SC
refreshes this information since Skype messages are encrypted.

4.2.4.2 Alternate Node Table

Skype is a p2p client and p2p networks are very dynamic. SC,
therefore, must keep track of online nodes in the Skype network
so that it can connect to one of them if its SN becomes
unavailable.

From Figure 3 and 4, it can be seen that SC sends UDP packets to
22 distinct nodes at the end of login process and possibly receives
a response from them if it is not behind a UDP-restricted firewall.
We conjecture that SC uses those messages to advertise its arrival
on the network. We also conjecture that upon receiving a response
from them, SC builds a table of online nodes. We call this table
alternate node table. 1t is with these nodes a SC can connect to, if
its SN becomes unavailable. The subsequent exchange of
information with some of these nodes during call establishrent
confirms that such a table is maintained.

It can be seen from Figure 3, 4, and 5, that SC sends ICMP
messages to some nodes in the Skype network. The reason for
sending these messages is not clear.

4.2.5 Subsequent Login Process

The subsequent login process was quite similar to the first-time
login process. The SC built a HC after a user logged in for the
first time after installation. The HC got periodically updated with
the 1P address and port number of new peers. During subsequent
logins, SC used the login algorithm to determine at least one
available peer out of the nodes present in the HC. It then
established a TCP connection with that node. We also observed
that during subsequent logins, SC did not send any ICMP packets.

4.2.6 Login Process Time

We measured the time to login on the Skype network for the three
different network setups described in Section 3. For this
experiment, the HC already contained the maximum of two
hundred entries. The SC with a public IP address and the SC
behind a port-restricted NAT took about 3-7 seconds to complete
the login procedures. The SC behind a UDP-restricted firewall
took about 34 seconds to complete the login process. For SC
behind a UDP-restricted firewall, we observed that it sent UDP
packets to its thirty HC entries. At that point it concluded that it is
behind UDP-restricted firewall. It then tried to establish a TCP
connection with the HC entries and was ultimately able to connect
to a SN.




4.3 User Search

Skype uses its Global Index (Gl [2] technology to search for a
user. Skype claims that search is distributed and is guaranteed to
find a user if it exists and has logged in during the last 72 hours.
Extensive testing suggests that Skype was always able to locate
users who logged in using public or private IP address in the last
72 hours.

Skype is a not an open protocol and its messages are encrypted.
Whereas in login we were able to form a reasonably precise
opinion about different entities involved, it is not possible to do
so in search, since we cannot trace the Skype messages beyond a
SN. Also, we were unable to force a SC to connect to a particular
SN. Nevertheless, we have observed and present search message
flows for the three different network setups.

SC . SN
TCP ] 16B

| ¢——TCP ——ood 59R
UDP > 77B NI
UDP———{ 77B N2
UDPp P 44B N3

UDP————p» 44B N4

Figure 6. Message flow for user search when SC has a public
IP address. ‘B’ stands for hytes and ‘N’ stands for node.
Message sizes correspond to payload size of TCP or UDP
packets.

A SC has a search dialog box. After entering the Skype user id
and pressing the find button, SC starts its search for a particular
user. For SC on a public IP address, SC sent a TCP packet to its
SN. It appears that SN gave SC the IP address and port number of
four nodes to query, since after that exchange with SN, SC sent
UDP packets to four nodes. We also observed that SC had not
exchanged any information with these four nodes during login.
SC then sent UDP packets to those nodes. If it could not find the
user, it informed the SN over TCP. It appears that the SN now
asked it to contact eight different nodes, since SC then sent UDP
packets to eight different nodes. This process continued until the
SC found the user or it determined that the user did not exist. On
average, SC contacted eight nodes. The search took three to four
seconds. We are not clear on how SC terminates the search if it is
unable to find a user.

SC SN
TCP————d 16B
|t TCP 101B
SC
UDP————®1 44B NI, N2, N3, N4
(¢———UDP————— 17B N2, N3
- ubp P 369B N3
uDP -1 44B (3 distinct nodes)
[t ubDp 17B (response from

S distinct nodes)

Figure 7. Message flow for user search when SC is behind a
port-restricted NAT. ‘B’ stands for bytes and ‘N’ stands for
node. UDP packets were sent to N1, N2, N3, and N4 during

login process and responses were received from them. Message
size corresponds to payload size of TCP or UDP packets.

A SC behind a port-restricted NAT exchanged data between SN,
and some of the nodes which responded to its UDP request during
login process. The message flow is shown in Figure 7.

A SC behind a port-restricted NAT and UDP-restricted firewall
sent the search request over TCP to its SN. We believe that SN
then performed the search query and informed SC of the search
results, Unlike user search by SC on a public IP address, SC did
not contact any other nodes. This suggests that SC knew that it
was behind a UDP-restricted firewall. The message flow is shown
Figure 8.

sC SN

TCP——p=1  16B
-¢———TCP———o] 528
TCP————m 406B
o g TCP 1104B

SC SN

TCP 1 168
[ ¢————TCP——-— 32B
TCP——p{ 4068
r TCP 1104B

SC SN
TCP—— 183B
| ¢——TCP————— 132B
TCP—— 205B

d TCP 27B
TCP————p»1  205B
= TCP 278

TCP———— 205B
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e TCP 18B

Figure 8. User search by a SC behind a UDP-restricted
firewall. ‘B’ stands for bytes. Data is exchanged with SN only.
Message size corresponds to payload size of TCP/UDP packets.

4.3.1 Search Result Caching

To observe if scarch results are cached at intermediate nodes, we
performed the following experiment. User A was behind a port-
restricted NAT and UDP-restricted firewall, and he logged on the
Skype network. User B logged in using SC running on machine B,
which was on public IP address. User B (on public IP) searched
for user A, who is behind port-restricted NAT and UDP-restricted
firewall. We observed that search took about 6-8 seconds. Next,
SC on machine B was uninstalled, and Skype registry cleared so
as to remove any local caches. SC was reinstalled on machine B
and user B searched for user A. The search took about 3-4
seconds. This experiment was repeated four times on different
days and similar results were obtained.

From the above discussion we infer that the SC performs user
information caching at intermediate nodes.

4.4 Call Establishment and Teardown

We consider call esiablishment for the three network setups
described in Section 3. Further, for each setup, we consider call
establishment for users that are in the buddy list of caller and for




users that are not present in the buddy list. It is important to note
that call signaling is always carried over TCP.

For users that are not present in the buddy list, call placement is
equal to user search plus call signaling. Thus, we discuss call
establishment for the case where callee is in the buddy list of
caller.

If both users were on public 1P addresses, online and were in the
buddy list of each other, then upon pressing the call button, the
caller SC established a TCP connection with the callee SC.
Signaling information was exchanged over TCP. The message
flow between caller and callee is shown in Figure 9.

The initial exchange of messages between caller and callee
indicates the existence of a challenge-response mechanism. The
caller also sent some messages (not shown in Figure 9) over UDP
to altemate Skype nodes, which are online Skype nodes
discovered during login. For this scenario, three kilobytes of data
was exchanged.

Caller press dial

Caller Callee
t——e——TCP:SYN |
+ap———TCP:ACK ————

TCP > 14B

Bl TCP 14B
TCP —1 77B

| TCP 4B
TCP - 4B

— TCP 528B
TCP P 4B

ot TCP 946B
TCP #{ 4798

Callee rings

Figure 9. Message flow for call establishment when caller and
caliee SC are on machines with public IP addresses and callee
is present in the buddy lists of caller. ‘B’ stands for bytes. Not
all messages are shown.

In the second network setup, where the caller was behind port-
restricted NAT and callee was on public IP address, signaling and
media traffic did not flow directly between caller and callee.
Instead, the caller sent signaling information over TCP to an
online Skype node which forwarded it to callee over TCP. This
online node also routed voice packets from caller to callee over
UDP and vice versa. The message flow is shown in Figure 10,
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Caller and callee on the average exchange 3 msg/s
over TCP with N7, and N8 during the time call is
established.

Figure 10, Message flow for call establishment when caller SC
is behind a port-restricted NAT and callee SC is on public IP
address. ‘B’ stands for bytes and ‘N’ stands for node. Not all
messages are shown. Caller SC sent UDP messages to nodes 5,
6, 7, and 8 during login and received responses from them. We
thus believe caller SC stored the IP address and port of these
nodes in its internal tables, which we call the alternate node
table.

For the third setup, in which both users were behind port-
restricted NAT and UDP-restricted firewall, both caller and callee
SC exchanged signaling information over TCP with another
online Skype node. Caller SC sent media over TCP to an online
node, which forwarded it to caliee SC over TCP and vice versa.
The message flow is shown in Figure 11.




users that are not present in the buddy list. It is important to note
that call signaling is always carried over TCP.

For users that are not present in the buddy list, cail placement is
equal to user search plus call signaling. Thus, we discuss call
establishment for the case where callee is in the buddy list of
caller.

If both users were on public IP addresses, online and were in the
buddy list of each other, then upon pressing the call button, the
caller SC established a TCP connection with the callee SC.
Signaling information was exchanged over TCP. The message
flow between caller and callee is shown in Figure 9.

The initial exchange of messages between caller and callee
indicates the existence of a challenge-response mechanism. The
caller also sent some messages (not shown in Figure 9) over UDP
to altemate Skype nodes, which are online Skype nodes
discovered during login. For this scenario. three kilobytes of data
was exchanged.
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Figure 9. Message flow for call establishment when caller and
callee SC are on machines with public IP addresses and callee
is present in the buddy lists of caller. ‘B’ stands for bytes. Not
all messages are shown.

In the second network setup, where the caller was behind port-
restricted NAT and callee was on public IP address, signaling and
media traffic did not flow directly between caller and callee.
Instead, the caller sent signaling information over TCP to an
online Skype node which forwarded it to callee over TCP. This
online node also routed voice packets from caller to callee over
UDP and vice versa. The message flow is shown in Figure 10.
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Figure 10, Message flow for call establishment when caller SC
is behind a port-restricted NAT and callee SC is on public IP
address. ‘B’ stands for bytes and ‘N’ stands for node. Not all
messages are shown. Caller SC sent UDP messages to nodes 5,
6, 7, and 8 during login and received responses from them. We
thus believe caller SC stored the IP address and port of these
nodes in its internal tables, which we call the alternate node
table.

For the third setup, in which both users were behind port-
restricted NAT and UDP-restricted firewall, both caller and callee
SC exchanged signaling information over TCP with another
online Skype node. Caller SC sent media over TCP to an online
node, which forwarded it to callee SC over TCP and vice versa.
The message flow is shown in Figure 11.




Caller
uDP p 188 NI. N2, N3. N4
- UDP 26B N1, N2, N3, N4
Caller SN
TCP - 70B
g TCP 723B
Caller
UDP——————»{ 52B NS5, N6, N7. N8 (from
Caller alternate node table)
uDP { 28B NS5, N6, N7, N8
TCP:SYN-~———1» N9, N10
TCP:ACK ~————nd
b TCP—————» 14B N9.N10
g TCP 14B N9, N10
e TCP ——P»1 15B N9, N10
|-t TCP 4B N9. NI10
Caller SN
TCP —p 1398
g TCP 10B
Caller N9
- |-t TCP 5668
b TCP | 946B
) TCP 4798
TCP - 2288
|- TCP 53B
Caller Ni0
TCP - 2283
l— TCP 538
Caller N9 Callee
ja—Media: U DP seir| = Media: U DP melii|
Caller N1, Ni2
TCP:SYN—»
TCP:ACK Callee
TCP:SYN ——p
TCP:ACK
Caller N1, NI2
' TCP »>| 198
l: TCP 19B Callec
TCP 198
TCP { 19B

Caller and callee on the average exchange 3 msg/s
over TCP with N11, and N12 during the time call
is established.

Figure 11. Message flow for call establishment when caller and
caliee SC are behind a port-restricted NAT and UDP-
restricted firewall. ‘B’ stands for bytes and ‘N’ stands for a
node. Not all messages are shown. Voice traffic flows over
TCP.

There are many advantages of having a node route the voice
packets from caller to callee and vice versa. First, it provides a
mechanism for users behind NAT and firewall to talk to each
other. Second, if users behind NAT or firewall want to participate
in a conference, and some users on public IP address also want to
join the conference, this node serves as a mixer and broadcasts the
conferencing traffic to the participants. The negative side is that
there will be a lot of traffic flowing across this node. Also, users

generally do not want that arbitrary traffic should flow across their
machines.

During call tear-down, signaling information is exchanged over
TCP between caller and callee if they are both on public IP
addresses, or between caller, callee and their respective SNs. The
messages observed for call tear down between caller and callee on
public IP addresses are shown in Figure 12.

Caller Callee
TCP 178
|————TCP 14B

Figure 12. Call tear down message flow for caller and callee
with public IP addresses

For the second, and third network setups, call tear down signaling
is also sent over TCP. We, however, do not present these message
flows, as they do not provide any interesting information.

4.5 Media Transfer and Codecs

If both Skype clients are on public IP address, then media traffic
flowed directly between them over UDP. The media traffic flowed
to and from the UDP port configured in the options dialog box.
The size of voice packet was 67 bytes, which is the size of UDP
payload. For two users connected to Internet over 100 Mb/s
Ethernet with almost no congestion in the network, roughly 140
voice packets were exchanged both ways in one second. Thus, the
total uplink and downlink bandwidth used for voice traffic is 5
kilobytes/s. This bandwidth usage corresponds with the Skype
claim of 3-16 kilobytes/s.

If either caller or callee or both were behind port-restricted NAT,
they sent voice traffic to another online Skype node over UDP.
That node acted as a media proxy and forwarded the voice traffic
from caller to callee and vice versa. The voice packet size was 67
bytes, which is the size of UDP payload. The bandwidth used was
5 kilobytes/s.

If both users were behind port-restricted NAT and UDP-restricted
firewall, then caller and callee sent and received voice traffic over
TCP from another online Skype node. The TCP packet payload
size for voice traffic was 69 bytes. The total uplink and downlink
bandwidth used for voice traffic is about 5 kilobytes/s. For media
traffic, SC used TCP with retransmissions.

The Skype protocol seems to prefer the use of UDP for voice
transmission as much as possible. The SC will use UDP for voice
transmission if it is behind a NAT or firewall that allows UDP
packets to flow across.

4.5.1 Silence Suppression

No silence suppression is supported in Skype. We observed that
when neither caller nor callee was speaking, voice packets still
flowed between them. Transmitting these silence packets has two
advantages. First, it maintains the UDP bindings at NAT and
second, these packets can be used to play some background noise
at the peer. In the case where media traffic flowed over TCP
between caller and callee, silence packets were still sent. The
purpose is to avoid the drop in TCP congestion window size,

. which takes some RTT to reach the maximum level again.
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4.5.2 Putting a Call on Hold

Skype allows peers to hold a call. Since a SC can operate behind
NATSs, it must ensure that UDP bindings are mak at a NAT. On
average, a SC sent three UDP packets per second to the call peer,
SN, or the online Skype node acting as a media proxy when a call
is put on hold. We also observed that in addition to UDP
messages, the SC also sent periodic messages over TCP to the
peer, SN, or online Skype node acting as a media proxy during a
call hold.

4.5.3 Codec Frequency Range

We performed experiments to determine the range of frequencies
Skype codecs allow to pass through. A call was established
between two Skype clients. Tones of different frequencies were
generated using the NCH Tone Generator [11] on the caller SC
and output was observed on the callee SC and vice versa. We
observed that the minimum and maximum audible frequency
Skype codecs allow to pass through are 50 Hz and 8,000 Hz
respectively.

Using Net Peeker [4], we reduced the uplink and dowalink
bandwidth available to Skype application to 1500 bytes/s,
respectively. We observed that the minimum and maximum
audible frequencies Skype codecs allowed to pass through
remained unchanged i.e. 50 Hz and 8,000 Hz, respectively.

4.5.4 Congestion

We checked Skype call quality in a low bandwidth environment
by using Net Peeker [4] to tune the upload and download
bandwidth available for a call. We observed that uplink and
downlink bandwidth of 2 kilobytes/s each was necessary for
reasonable call quality. The voice was almost unintelligible at an
uplink and downlink bandwidth of 1.5 kilobytes/s.

4.6 Keep-alive Messages
We observed in for three different network setups that the SC sent
a refresh message to its SN over TCP every 60s.

SC SN
TCP 97B

PR——

Figure 13. Skype refresh message to SN

5. CONFERENCING

We observed the Skype conferencing features for a three-user
conference for the three network setups discussed in Section 3.
We use the term user and machine interchangeably. Let us name
the three users or machines as A, B, and C. Machine A was a 2
GHz Pentium 4 with 512 MB RAM while machine B, and C were
Pentium II 300MHz with 128 MB RAM, and Pentium Pro 200
MHz with 128 MB RAM, respectively. In the first setup, the three
machines had a public IP address. A call was established between
A and B. Then B decided to include C in the conference. From the
cthereal dump, we observed that B and C were sending their voice
traffic over UDP to SC on machine A, which was acting as a
mixer. It mixed its own packets with those of B and sent them to
C over UDP and vice versa as shown in Figure 14. The size of the
voice packet was 67 bytes, which is the size of UDP packet
payload.

Figure 14. Skype three user conferencing

In the second setup, B and C were behind port-restricted NAT,
and A was on public Internet. Initially, user A and B established
the call. Both A and B were sending media to another Skype
online node, which forwarded A’s packets to B over UDP and
vice versa. User A then put B on hold and established a call with
C. It then started a conference with B and C. We observed that
both B and C were now sending their packets to A over UDP,
which mixed its own packets with those coming from B and C,
and forwarded it to them appropriately.

In the third setup, B and C were behind port-restricted NAT and
UDP-restricted firewall and A was on public Internet. User A

started the conference with B and C. We observed that both B and

C were sending their voice packets to A over TCP. A mixed its
own voice packets with those coming from B and C and
forwarded them to B and C appropriately.

We -also observed that even if user B or C started a conference,
A’s machine, which was the most powerful amongst the three,
always got elected as conference host and mixer.

The white paper [7] observes that if iLBC [8] codec is used, then
the total call 36 kb/s for a two-way call. For three-user
conference, it jumps to 54 kb/s for the machine hosting the
conference.

For a three party conference, Skype does not do full mesh
conferencing [12].

6. OTHER EXPERIMENTS

Unlike MSN Messenger, which signs out the user if that user logs
in on other machine, Skype ailows a user to log in from multiple
machines simuitaneously. The calls intended for that user are
routed to all locations. Upon user picking a call at one location,
the call is immediately cancelled at other locations. Similarly,
instant messages for a user who is logged in at multiple machines
are delivered to all the locations. :

A voice call was established between a SC in the IRT Lab {20]
and a SC connected to a 56 kb/s modem. Modem users were in
China, Pakistan, and Singapore. The experiment was then
repeated with MSN. and Yahoo messengers. In all three cases, the
modem users reported better quality for Skype.
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The SN is setected by the Skype protocol based on a number of
factors like CPU and available bandwidth. It is not possible to
arbitrarily select a SN by filling the HC with IP address of an
online SC. This conclusion was drawn from the following
experiment. Consider two online Skype nodes A and B. A is
connected to Skype network and has only one entry in its HC. We
call super node of A as SN_A. Now we modify the HC of SC on
machine B. such that it only contains the IP address and port
number of SC munning at A. When B logged onto the Skype
network, we observed that it connected to A’s super node rather
than connecting to A.

7. CONCLUSION

Skype is the first VoIP client based on peer-to-peer technology.
We think that three factors are responsible for its increasing
popularity. First, it provides better voice quality than MSN and
Yahoo IM clients; second, it can work almost seamiessly behind
NATs and firewalls: and third, it is extremely easy to install and
use. We believe that Skype client uses its version of STUN [1]
protocol to determine the type of NAT or firewall it is behind. The
NAT and firewall traversal techniques of Skype are similar to
many existing applications such as network games. It is by the
random selection of sender and listener ports, the use of TCP as
voice streaming protocol, and the peer-to-peer nature of the Skype
network, that not only a SC traverses NATs and firewalls but it
does so withhout any explicit NAT or firewall traversal server.
Skype uses TCP for signaling. It uses wide band codecs and has
probably licensed them from GloballPSound [10]. Skype
communication is encrypted.

The underlying search technique that Skype uses for user search is
still not clear. Our guess is that it uses a combination of hashing
and periodic controlled flooding to gain information about the
online Skype users.

Skype has a central login server which stores the login name and
password of each user. Since Skype packets are encrypted, it is
not possible to say with certainty what other information is stored
on the login server. However, during our experiments we did not
observe any subsequent exchange of information with the login
server after a user logged onto the Skype network.

APPENDIX

The Appendix shows the message dump of HTTP L1 GET
requests that a SC sent to skype.com and the responses it received,
when it was started by the user.

When SC was started for the first time after installation, it sent a
HTTP 1.1 GET request containing the keyword installed to
skype.com. This request was not sent in subsequent Skype runs.
The request is shown below:

GET /ui/0/97/en/installed HTTP/1.1
User-Agent: Skype™ Beta 0.97

Host: ui.skype.com

Cache-Control: no-cache

The 200 OK response SC received for this GET request:

HTTP/1.1 200 OK
Date: Tue, 20 Apr 2004 04:51:39 GMT
Server: Apache/2.0.47 (Debian GNU/Linux) PHP/4.3.5
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mod_ss1/2.0.47 OpenSSL/0.9.7b
X-Powered-By: PHP/4.3.5

Cache-control: no-cache, must revalidate
Pragma: no-cache

Expires: 0

Content-Length: 0

Content-Type: text/html; charset=utf-8
Content -Language: en

During subsequent startups, SC sent a a HTTP 1.1 GET request
containing the keyword getlatestversion to skype.com:

GET /ui/0/97/en/getlatestversion?ver=0.97.0.6 HTTP/1.1
User-Agent: Skype™ Beta 0.97

Host: ui.skype.com

Cache-Control: no-cache

The 200 OK response SC received for this GET request:

HTTP/1.1 200 OK

Date: Tue, 20 Apr 2004 04:51:40 GMT
Server: Apache/2.0.47 (Debian GNU/Linux)
PHP/4.3.5 mod_ssl/2.0.47 OpensSsL/0.9.7b

X-Powered-By: PHP/4.3.5

Cache-control: no-cache, must revalidate

Pragma: no-cache

Expires: 0 -

Transfer-Encoding: chunked

Content-Type: text/html; charset=utf-8

Content -Language: en

2
96
0

REFERENCES

{11 J. Rosenberg, J. Weinberger, C. Huitema, and R. Mahy.
STUN: Simple Traversal of User Datagram Protocol (UDP)
Through Network Address Translators (NATs). RFC 3489,
1ETF, Mar. 2003.

[2] Global Index (GI):
http://www.skype.com/skype_p2pexplained.html

{3] Ethereal. http://www.ethereal.com
[4] Net Peeker. http://www.net-peeker.com

[5] J. Rosenberg, H. Schulzrinne, G. Camarillo, A. R. Johnston,
J. Peterson, R. Sparks, M. Handley, and E. Schooler. SIP:
session initiation protocol. RFC 3261, IETF, June 2002.

[6] R.Fielding, J. Gettys, J. Mogul, H. Frystyk, L. Masinter, P.
Leach, T. Berners-Lee. HTTP: hyper text transfer protocol.
RFC 2616, IETF, June 1999.

[7] Skype conferencing white paper by PowerModeling:
http://www.powermodeling.comvfiles/whitepapers/Conferenc
e%20Test%20feb%2009.pdf

[8] ILBC codec.
http://www.globalipsound.com/pdf/gips_iLBC.pdf

[91 iSAC codec.
http://www.globalipsound.com/pdf/gips_iSAC.pdf

[10] Global 1P Sound. http://www.globalipsound.com/partners/

[11] NCH Tone Generator. http://www.nch.com.au/tonegen/




[12] J. Lernox and H. Schulzrinne. A protocol for reliable
decentralized conferencing. ACM International Workshop on
Network and Operating Systems Support for Digital Audio
and Video (NOSSDAV), Monterrey. California, June 2003.

[13] Skype FAQ. htip://www.skype.com/help_faq.html

{14] Superb Internet. http://www,superb.net/

{15] Susquehanna Communications. http://www.suscom.net/
[16] Everyones Internet. http://www.ev}.net/

[17] KaZaa. http://www kazaa.com

13

{18] J. Rosenberg, R. Mahy, C. Huitema. TURN: traversal using
relay NAT. Internet draft, Internet Engineering Task Force,
July 2004. Work in progress.

[19] L. Stoica. R. Morris, D. Karger, M. F. Kaashoek. H.

Balakrishnan. Chord: A scalable peer-to-peer lookup service

for intemet applications. In Proc. ACM SIGCOMM (San
Diego, 2001).

[20] IRT lab. http:/f'www.cs.columbia.edu/IRT

Skype™ Beta - Options

Use port 1'3792 . for incoming connections

gi;ﬁergl Rer;onral' anacy Ca!AlertsInstant Message Alerts g Sounds - Ring Tones " Advanced
Connection HandfHeadsets Keyboard

Use port 80 as an alternstive for incoming connections

This is the port that Skype uses to listen for incoming communications from other Skype users
(assuming your firewall does not block them). In addition, Skype will send out outgoing UDP
packets From this port. Note that this setting does not affect cutgoing communications — i.e.
your ability to connect to other Skype users and the Skype network.

Figure 16. Skype connection tab. It shows the ports on which Skype listens for incoming connections.
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REG_SZ {value not set)
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REG_5Z 66.235.180.9:22112
REG_SZ 81.62.170.129:17177
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My ComputeriHKEY _CURRENT_USER\Software\Skype|PhoneiLibiConnectioniHostCache

Figure 17. Skype host cache list
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eBay Completes Acquisition of Skype

San Jose, Calif., October 14, 2005 - eBay (Nasdaq: EBAY; www.ebay.com) today completed its previously announced
acquisition of Skype, the global Internet communications company.

In accordance with the terms of the acquisition agreement as announced on September 12, 2005, eBay acquired all of the
outstanding shares of privately-held Skype for a total up-front consideration of approximately €2.1 billion, or approximately
$2.5 billion, plus potential performance-based consideration. The up-front consideration is comprised of approximately $1.3
billion in cash and the value of 32.8 million shares of eBay stock, which are subject to certain restrictions on resale.

The maximum amount potentially payable under the performance-based earn-out is approximately €1.2 billion, or
approximately $1.4 billion, and would be payable in cash or eBay stock, at eBay's discretion, with expected payment to occur
in 2008 and/or 2009. Skype shareholders were offered the choice between several consideration options for their shares.
Shareholders representing approximately 42% of the Skype shares ultimately chose to receive a single payment in cash and
eBay stock at the close of the transaction. Shareholders representing the remaining approximate 58% of the Skype shares
chose to receive a reduced up-front payment in cash and eBay stock at the close plus potential future eamn-out payments
which are based on performance-based goals for active users, gross profit and revenue.

The above-mentioned doilar amounts are approximate, based on an October 12, 2005 exchange rate of €1 to $1.20.

As previously indicated, eBay expects the acquisition to be dilutive to its Q4-05 pro forma and GAAP earnings per share by
$0.01 and $0.04 respectively. For the full year 2006, eBay expects the transaction to be dilutive to pro forma and GAAP
earings per share by $0.04 and $0.12 respectively, with breakeven on a pro forma basis expected in the fourth quarter of
2006.

Pro forma earnings per share represents GAAP earnings per share adjusted to exclude certain items, primarily stock based
compensation expense, amortization of acquired intangibles and income taxes related to these items.

About eBay Inc.

Founded in 1995, eBay pioneers communities built on commerce, sustained by trust, and inspired by opportunity. eBay
enables ecommerce on a local, national and international basis with an array of websites — including the eBay Marketplace,

PayPal, Kijifi, Rent.com and Shopping.com — that bring together millions of buyers and sellers every day.
About Skype Technologies SA

Skype, the Global Internet Communications Company™, allows people everywhere to make free, unlimited, superior quality
voice calls via its award-winning innovative peer-to-peer software for Windows, Linux, Mac OS X, and Pocket PC platforms.
Skype is available in 27 languages and is the fastest growing voice communications offering worldwide. Since its launch in
August 2003, Skype has been downloaded more than 182 million times in 225 countries and territories. 59 million people are
registered to use Skype's free services, with more than 3 million people using Skype simultaneously at any one time. Skype
earns revenue through its premium service offerings, and has a growing network of global affiliates, and a community of
developers working with the Skype APIs. Skype Technologies SA is headquartered in Luxembourg and has offices in London
and Estonia. www.skype.com>www.skype.com

Forward-Looking Statements

This announcement contains forward-looking statements regarding Skype and the expected impact of the acquisition of Skype
on eBay's financial results. Those statements involve risks and uncertainties, and actual results could differ materially from
those discussed. Factors that could cause or contribute to such differences include, but are not limited to, the reaction of the
users of Skype's services, the future growth of Skype's user base and public acceptance of Internet voice communication
services, rapid technological changes in the Internet voice communications sector, the reaction of competitors to the
transaction, global developments in the regulation of Internet voice communication services including those provided by
Skype, the possibility that integration of Skype's offerings following the transaction may be more difficult than expected, and
the possibility that entry by Skype and eBay into potential new lines of business will not be successful. More information about

http://investor.ebay.com/releasedetail.cfm?Release]D=176402 3/6/2007
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The eBay Company

eBay Inc. pioneers communities built on commerce, sustained by trust, and inspired by
of people every day on a local, national and international basis through an array of web
and communications.

The eBay Marketplace :

The eBay Marketplace creates a powerful online piatform for the sale of goods and sen
individuals and small businesses. On any given day, there are millions of items availab!
trading. With millions of buyers and sellers worldwide, eBay offers localized sites in the

Asia Pacific: Europe: ——————North America;
Australia Austria ——Canada
China Belgium ———United States
Hong Kong France B
India Germany ———
Malaysia {reland —_—
— New Zealand » {taly e
Philippines Netherlands =~ ———
Singapore Poland
South Korea Spain
Taiwan Sweden
' Switzertand —_—

PayPal :

Founded in 1998 and acquired by eBay Inc. in October 2002, PayPal enables any indiv
to securely, easily and quickly send and receive payments online. PayPal's service buil
of bank accounts and credit cards and uses the world's most advanced proprietary frau
payment solution. A global leader in online payment solutions, PayPal has tens of millic
accepted by millions of merchants worldwide, on and off eBay.

Skype

Skype is the world's fastest-growing Internet communication offering, allowing people e
video communication for free between the users of Skype software. Skype is available

every country around the world. Skype generates revenue through its premium offering
and from landline and mobile phones, voicemail, call forwarding and personalization in¢
has relationships with a growing network of hardware and software providers. Skype wi

Shopping.com

Shopping.com pioneered online comparison shopping and is one of the fastest growing
With millions of products, thousands of merchants and millions of reviews from+he Epir
empowers consumers to make informed choices and, as a result, drives value for merc
United States, the United Kingdom, France, Germany and Australia and was acquired
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potential factors which could affect eBay's business and financial results is included in eBay's Annual Report on Form 10-K for
the year ended December 31, 2004, the company's Quarterly Reports on Form 10-Q, and current reports on Form 8-K. All
forward-looking statements are based on information available to eBay on the date hereof, and eBay assumes no obligation to
update such statements.

Media Contacts

Hani Durzy / eBay (USA) 7 +1 408 376 7458 / hdurzy@ebay.com

Victoria Biggs / eBay (UK) / +44 20 860 53 056 / victoria.biggs@ebay.com

Paul Mottram / Upstream for eBay (Hong Kong) / +852 2973 0222 / paul@upstreamasia.com
Kat James / Skype / + 44 1273 728331 / kat.james@skype.net / Skype Name: katjames
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