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H5re CONGRESS
2p Sessiow

IN THE HOUSE OF REPBESD\*TATIVDS

Aprry 24,1978
. Referred to the Committee on the Judiciary

N ACT

To amend title 18, United States Code, to authorize applica-
tions for a court order approving the use of electronic sur-
~ veillance to obtain foreign intelligence information.

Be 'u‘. emcted by the Senate and House of Representa—_i'
twes of the Umted Szates of Amemca m Congress assembled -
That this Act may be cited as the “Foreign Intelligence -
Surveillance Act of 1978”.

o R W t\a-"_'i-a

Seo. 2. Title 18, United States Co&e, is amended by

6 adding a new chapter after chapter 119 as follows:
i . _
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“Chapter 120—ELECTRONIC SURVEILLANCE WITH-
IN THE UNTEED STATES FOR FORBIGN INTEL: -
LIGENCE PURPOSES

“Bee,

“2621. Definitions,

“2522. Authorization for electromc Survexllance for foreign intelligarnce
purposes.

“2528. Designation of judges authorized to gmnt orders for electronic
eurveillonce,

“2524. Applieation for an order.

“25625. Issuance of an order.

%2526, Tfse of information.

“2527. Report of electronic surveillance.

“2528. Congressionaltvesiight.

“§ 2521, Definitiohis N |
. “(a) Excopt as otherwise -pi'ﬂvid-ed in this section the
definitions of section 2510 of this title shall apply to this
cha,pter.
- (,'b) As wsed in fhis chapter—
“(1) ‘Foreign power’ means—

“{A) a foreign government or any component,
thereo, whiotHer ‘or 16t revoguized by the United
Btates;

BY B fﬂcéi:ron of o Toreign Hation or “nsitions,

. not. substa,nimliy composeti of Umted Sta,tas

- -_'personS'

“(C) an enﬁty—, which is openly acknowledged

by & foreign govemmem or governments to be'
directed and controlled by such foreign government

or governments;
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“{i) the suecessful donduct of the foreign
affaiss of the United States; or |
“f C). information which relates to, and if con-
cerning & United States Person is necessary to, the
dbility of the United St&tésl;' to protect agsinst—
“{i) sabotage or terrorism by a fowign
- power or an agent of g ferelg'n power, or
“(ii} the clandestine intelligence activities
of an intelligence service or network of a foreign
power or an agend of 4 foreign power.
“{8) I‘Eﬁe&ﬁmﬁi@ sitrveillance’ meayis—
“(A) the acquisition by an électrotiic, mechan-
ieal, or other :surveﬂl-ﬁnae-"de-viee of the ca’ntenté of

any wire or dio communication sent by or intended

to be received by a parmenlar, known United States

person who is in the United States, where the con-

tents are acquired by intentionally targetmg that

_Umted States person, lmdel mrcu:mstances in wlueh_i._: R
& person has a reasonablo expectatmn of pnv'wy and

& warrant would be required for law enforcement
- purposes;

“(B) the acquisition by an elscironic, mechan-
ical, or other sutveillance deviee, of the contents of
any Wifé’ communication to0 or from g Person in the

United States, without the consent of any party
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;
thereto, where such a&qaisitigﬁ oeourd in the United
Btates while the communieation is. being trans-
mitted by wire; . BN

“{C) the intentional acquisition, by an . elee-
tronie, mechanical, or ether surveillance device, of
the contents of any vadie commmmication, under
‘circumstances in which a person has a reasonable
expectation of privacy and a wamsnt would be
required for law éﬁfloré.e?nam purposes, and where
both -the sender gud ali intended recipients are lo-

~ oated witl-iﬁ the Unpited States; or -

“(D) the insteflation or use.of an él'ectronie,
meehﬂ;nisal-, or other surveillamoe device in the
United St&tés, for monitoripg te asguire information,
other than from a wire or radio énnununjcatiom
under eiicumst&nﬁeﬂ. in which & person has a reason-
ghle expect@tion of privaicy. and a warpant would be-

 required for law enforeoment purposes,

(1) “Atorney Gonorsl moms thy Attorney Gepe
eral of the United Statés_ (or Acting Atboyney Genoral).
or the _Depnty Attornsy General, | ) .

- (8) ‘MiniEEiZ&ﬁiﬁn procedures’ me@n_s, proceduras
Which ere reasonably designed to minimize the acquigis
tion and retention, and prohibit the dissemination, 9%r

. eept as provided for In subsections 2596 (2) and (b) , of
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1 the surveillance, no information ebtained or evidence
2 derived from such survéilf&n_ee shall he received in
3 evidence or otherwise disclosed in any trial, hearing,
4 or other procceding in or before any court, grand jury,
5 department, office, agency, regulatory hody, legishﬁ:i\.'c
T committee, or other authority of t_hc Foited States, a
7 State, or po]ifical subdivision thereof; and no informa-
8 tion concerning aﬁy United States person aequired from
9 snch surveillance shall subsequenﬂjr be used or dis-
10 closed in any other mauner by I*‘édeml officers or
11 employees without the consent of such person, except
12 with the approval of the Attorney General where the
13 information ir_l_dicatés a threat of death or serious bodily
14 harm to any person. A denial of the application made
15 -under this subsection may he reviewed s provided

.

In section 2523,

“8§ 2526. Use of information
18 “(a) Informatioﬁ concerning United States persons
19 ac@uired from an electronic surveillance eonducted pursuant

20 to this chapter may he used and disclosed by Federal officers

“21 and employees without the consent of the United States per-
22 son only for purposes specified in section 2521 (b) (8) ( A)
23 through (F) and in accordance wii;,h the minir‘ﬂizatioﬂ pro-
24 cedures required by this chapter, or for the enforcement of

the criminal law if its use outweighs the possible harm to
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1 i;he- national security. No otherwise privileged communica-

tlon obtained in accordance w1th ur In violation of, the

3]

provisions of thls chapter shall lose its pnvﬂeged character.

w2

No information acquired from an elecironic surveillance

conducted pursuant to this chapter max be used or disclosed

mcnux_

by Federal officers or employees except for lawful p'urposes,

-3

“(b) The minimization procedures required under this

g chapter shall not preclude the re_tention and _disclosure,_ for

g law enforcement purposes, of any information which consti-

10 tutes evidence of a crime if such disclosure is accompanied

11 by a statement that such evidence, or any information de--

19 tived therefrom, may only be used in a criminal proceeding

13 with the advance aut-horizaﬁon of the Aftorney QGeneial.

14 “{e} Whenever the Government of the United States,

15 of a State, or of a political subdivision thereof intends to

14 enter into evidence or otherwise use or disclose in any trial,

17 hearing, or other proceeding in or before any court, depart-

i8 ment, afﬁﬁer, agency or other suthority of the United
19 '-‘,Smme, a. Sta,t(, ora pohtu:al subchvmon thex eo zmy mfor—' B

op mation obtained or &envefl from an electromc surveﬂlance,

91 the Government shall prior to the tiial, hearing, or _othéi'

29 preceediﬁg or ai 4 reasonable time prior to sn effort to so

93 disclose or so use the mfomxatmn or submit it in evidence

24 'net:ﬁ the court 1n ‘which the information is to be disclosed or

95 used or, if the information is to be disclosed or used in or
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before another authority, shall_notify a court in the district
wherein the information is to be so disclosed or so used that
the Government interds.to so disclose or so use sack infor-
mation.

“{d} Any person who has been the target of electronic
surveillance or whose communications or activities have been
subject to electronic surveillance and agamst whom evidence
derived from such éleotrbnic surveillanee is to be, or has
been, introduced or otherwise used or disclosed in any trial,
hearing, of_ proceeding in or before any court, department
officer, agency, regulatery body or other authority of the
United States, a State, or a political subdivision thereof,
may move to sﬁppress the contents of any ecommunication
acquired by electronic surveilla.nce,. or evidence. derived
therefrom, on the grounds that—

“(1) the communication was unlawfully acquired;

“(2) the surveillance was not made in conformity

with the 01de1 of anthonzatlon or approv al.

. .".-.--Such motlon shall Be made befoxe the trxal hmz ing, o;- PIO-' -

- ceeding anless there was no opportmity to make such
motion or the person was not aware of the grounds of the
motion.

“{e) Whenever any court is notified in accordance with

subsection (c), or whenever a motion is made by an ag-




Case3:08-cv-04373-VRW Document38-3 Filed08/03/09. Page9 of 19

™

T

o

W o - o

19°

- 20
21
2
23

24

25

24
grieved person nursuant to s&1b§ectiorx (d}, to suppress evi-
dence on the grounds that it was obtained or derived from an
anlawfal electronic surveillance, or whenever any meotion or
regrest is made hy an aggrieved person pursuant to section
3504 of this title or any other statute or rule of the United
States, to discover, obtain, or suppress evidence or informa-
tion obtained or derived from electronic surveillaﬁce, the
Fedefal court, or where the motion is made before another
au.t-hority, a Federal court in the same district as the authbr—
ity, éhall, notwithstanding any other law, if the Government
by affidavit asserts that disclosure or an adversary ‘hearing
would harm the ﬁational security of the United States, re-
view in camei and ex parte the application, order, and other
materials relating to the snrveillance as may be necessary to
determine whether the surveillance was anthorized and cen-
ducted i a manner that did not violate any right afforded by

the Constitution and statutes of the United States to the ag-

gsrieved person. In making this determination, the court shall

j.'cl'ié:él_{}sé': to. theaggﬂevedpelsonpi}ltmns ;"o':f theapphcatxony S

order, or other materials relating to the surveillance only
where such disclosure is necessary to make an accurate deter-
mination of the legality of the surveillance. If the court de-
termines that the electronic surveillance of the aggrieved
person was not lawfully authorized or condueted, the courﬁ

shall in accordance with the requirements of law suppress the
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informiation cohtained or evidence derived from the unlaswful
clectronic surveillance. If the court deterinines that the sur-

veilllance was lawfully authorized and conducted, the court

[T R O

shall deny any motion for disclosure or discovery unless re-

o

quired by due process.

=]

“(f) If an emergency employment of the electronic
surveillance is authorized under section 2525 (d) and a sub-

sequent order approving the surveillance is not obtained, the

= I

judge shall canse to be served on ahy United States person
10 named in the application and on such other United States
11 persons subject to electronic surveillance as thc judge may
12 determine in his dlsmetlon it is in the interest of justice to

13 serve, notice of—

14 “{1) the fact of the applicatibn;

15 “{2) the period of the surveillance; and

16  “(8) the fact that during the period information
17 was or was not obtained.

18 On an ex parte showing of goo& cause to the }udge the serv-
19 :';mg of the not:ce 1equ1red by thls subsectlon may . be postw-_ i

2{) poned or susp_ended for a period not to exceed ninety days.

91 Theresafier, on a further ex parte showing of good cause, the

22 court shall forego ordering the serving of the notice required

23 under this subsection. |

924 “{g) In circumstances involving the unrintentiona]

95 acquisition, by an clectronie, mechanical, or other surveil-
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lance devico of the contents of any radio communication,
under circumstances in which a person has a reasonable
expectation of privacy and a warrant would be required
for law eﬂforcement purposes, and where both the sender
and ‘all intended recipients are located within the United
States, such contents shall be destroyed updn recognition,
.'except with the approval of the Attorney General where the
contents indicate a threat of death or serious bodily harm
to any person.
“8 2527, Report of elecironic surveillance
“In April of each year, the Attorney General shall
report to the Adminisirative Office of the United States _
Courts and shall transmit to Congress with respect to the
preceding calendar year— _ 7
“(1) the total number of applications made for
orders and extensions of orders approving electronic
surveillance ; and |
“(2) the total number of such orders and exten-

sions either granted, modified, or denied.

o “87528. Congressional oversight -

“(a) On a somiannual basis the Attorney General shall
fully inform the House Permanent Select 'COmﬁlittee on In-
telligence and the Benate Select Committee on Intelligence
concerning all electronic surveillance wnder this chapter.

Nothing in this chapter shall be deemed to limit the author-
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ity and responsibility of the appropriate committees of each
House of Oongl'eés to obtain such additional information as
they may need to carry out their respective functions and
duties. |

“(b) On or before one year after the effective date of
this chapter, and on the same .day each year thereafter, the
Select Committee on Intelhgence of the United States Sena,te
shall report to the Senate, concerning the 1mplement&tmn of. |
this chapter. Said reports shall include bui not be limited
to an analysis and tecommendations eoncer.ning whether
this chapter should be (1) amended, (2) repealed, or (3)
permitted to continue in cffect. without amendment.”.

SEe. 3. Thé provisions of this Act and the amendment, |
made hereby shall become effective upon enactment: Pro-
vided, That any electronic surveillance approved by the
Attorney (teneral fo ga,ther foreign intelligence nformation

~ shall not be deemed unlawful for fallure to follow the proce-
dures of chapter 120, title 18, United States Code, if that sur-
'.xeﬂlance i3, tu’mlnated 01 an or del a,pplovmg that sur vellla,nce' S o
-.15 obtained under this ch&ptez Wlthm ninety days followmg
the designation of the first judge pursnant to section 2523 of
~ chapter 120, title 18, Unite& States Code.

880. 4. Chapter 119 of fitle 18, United States Code, is

amended as follows:

‘{a) Section 2511 (1) is amended—
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1 {1) by inserting “or chapter 120 or with respect to
9 techniques used by law enforcement officers not involv-
3 ing the interception of wire or oral communications
4 a5 otherwise autherized by a searéh warrant or order of
5 & court of competent jurisdietion,” immediately after
8 “chapter” in the first sentence;
7 {2) by .inserting a comma and “or, under color of
8 law, wilifully engages in any other form of eleetronic
9  surveillance as defined in chapter 120" immediately
10 before the semigolon in paragraph (a) ;.
11 (3) by iﬁserting “or informatien obtained under
12 - eolor of law by any other form Qf: eleetronic smﬁrei.liance
18 -as defined in chalitei' 120” immediately after “contents
14 of any wire or oral communication” in paragraph (c) ;
15 (4) by inserting “or a,n.y other form of electronie
16 - surveillance, as defined in chapter 120,” imm&ﬂiately
17 before “in violation” .in paragraph (¢);

18 ~ “(5) by inserting “‘or information obtained _undei
19 __-___'_.-é;o_l_qr__éf-_-lawi__by_g;iy other f_o_r_m-qi-élestrpnic'-sgryeiﬂa;;ce ™
'2.0 | -.é.s -&eﬁne& in c‘h.é,p'ter 1207 immediﬁzely after “.any .Wire '

21 or oral communication” in paragraph .(d) ;and

22 {6) by inserting “or any -9&&81' form of electronic
23 surveillance, as defined in chapter 120,” immediately
24 before “in violation” in paragraph (d).

25 (b) (1) Section 2511 (2) (a) (i} is amended by insert-
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ing the words “or radio communication” after the words
“wire communication” and by inserting the words “or other-
wise acquire” after the word “intercept”.

(2) Section 2511(2) (a) (i) is amended by inserting

the words “or chapter 120" after the second appearance of

the word “chapter,” and by striking the period at the end
thereof and adding the following: “or engage in electronic
surveillance, as defined in chapter 120: Pro =ided,: howegze‘r,.
That before the information, faciliﬁes, or technical aséistance’
may be provided, the investigative or law enforcement officer
shall furnish te the officer, employée, or agent of the carrier
either-— ‘

“(1) an order signed by the authorizing judge certi-
fying that a court order dicecting such assistance has
been issued ; or

““(2) in the case of an emergeney intercéptien or
clectronic surveillance as provided for in section 2518

(7)o thin chaptor or section 2525 (d) of chapter 120,

‘s certification under osth by the investigative or law

enforcement officer that the applicable statutory mquire%
ments have been met,

and setting forth the period of time for which the electramic

surveillance is authorized and describing the facilities from

which the communiestion is to be acquired. Any violation of

this subsection by a communication common carrier or an
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officer, employes, ex agency therest, shall render the cetrier
Hable for the civil damages provided for in seetion 2520. No
communication commen carmier o efficer, em@lﬁyeﬁ, o¥

agent thereef shall disclase the existence of amy interception

under this chapter o elecironic surveillance, as defined in

chapter 120, with respect to which the common carries
has been furmished either an ar-&er or certification uwadey
this sabparagraph, except 28 may atherﬁs& be lawiully
ordere o

fe) (1) Section 2511 (2} (b} is amended by inserting
the words “or otherwise engnge in electronic surveillance, as
defined in chapter 120,” after the word “radio”.

(2) Section 2511 {2) {e} is amended by inserting the
words “or engage in electyenio surveillance, as defined m
chapter 120,” after the words “oral communioation™ and by
inserting the Wm‘&é “gr such suw_fs'rll-ancﬁ“ after the last word

in the pm'agmph &n& beiere the period.

{8) Seeﬁon’ 2511 4 ‘3) 15 amended hy addmg a;t the end_- SR

rof the section the foﬂemg pmwsmnﬁv |

“{e) Notwithstanding any other provisien ﬂ_f this title
or secuon 605 or 606 of the Communmatmns Act of 1934,
it shall not be unlewful for an efficer, empiﬂyﬁe, ar ngent of
the United States in the normel course of his official duty
under procedures approved by the Attorney Ceneral 0
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1 conduct electronic surveillamce as defined in section 2521
2. (b} (8) of chapter 120 without a ecourt order for the sole
3 purpese of: |

4 (3} testing the capability of electronio equipment,

5 provided that_ no particular United States person shall
6 be intentionally targeﬁéd for testing purposes without
7 his consént, the test period shall be limited in extent
8 and &nmt‘ion to that necessary to determine the capabil-
9 ity of the equip_ment, that the content of any communica-
10 . tion acquired wunder this paragraph shall be retained
11 and used only for the purpose of detenni-ning the ca-

12 pability of such equipment, shall be disclosed only to the
13 - persons eonducting the test, and shall be destroyed upon
14 completion of the testing, and that the fest may exceed

15 ninety days only with the prlor approval of the Attorney

16 .General or |

17 “(ii) determining the existence and capability of

18 - electromc SHIVBIH&IICG eqmpment bemg used unlawful]y, _

i 19 ) prew&cd that 1o partlcular Unlted States pelson ‘shall i

| 20 - be intentionally targeted for such purposes without his

21 consent that such electronic surveiilance shall be limited

22 - in extent and duration to that necessary to determine

23 the existence and ca.glra,bility.of such equipment, and that

24

any information acquired by such surveillance shall be
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1 used enly to enforce this chapter or section 605 of the
9 Commun.ica.tions Act of 1934 or to proteci Information
3 from unlawiul electronic surveillance.

4 “(f) Nothing contained in this chapter, 01"section 605
5 of the Communications Act of 1934 (47 U.8.C. 605) shall
¢ he deemed to affect the acquisiiiém by the ﬁzﬁted States_
7 Goverﬁment of foreign irntslligeﬁce' infc.rmation from inter-
g national or foreign communications by a means other than

9 electronic surveillance as defined in section 2521 (b) (6)
10 of this title; and the procedures in this chapter and chapter
11 120 of this title, sh:.ﬂl be the exclusive means by which
192 electronic surveillance, as defined in section 2521 (b) (8)
13 of chapter 120, and the interception of domestic wire aund
14 o'ral‘ communications may be conducted.”.
15 (d) Section 2511(3) is repealle(l.
16 (e) Section 2515 is amended by inserting the wordé
17 “or electronie surveillance, as defined in chapter 120, nas
18 been conduc‘ted” after the word “intercepted”, by inserﬁng
19 the’ -words “‘or, other mformatmn obtamed frem electromc_ -
| 20 ._smveﬂlance as deﬁned n chamer 120 » after the second
21 appearance of the word “communication”, and by inserting
92 “or chapter 120” after the final appearance of the *woArd.'

23 “chapter’”.
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(f) Bection 2518 (1) is amended by inserting the words
“under this chapter” after the word “communication”.
| | (g) Section 2518(4) is amended by ii)serting -the
words “under this chapter” after both appearances of the
words ““wire or oral communication”.

(h) Section 2518 '(9.) is amended by striking the word
“intercepted” and inserting the words “intercepted pursusnt
to this cha,pter’; after the word “communication”.

(1) Section 2518 (10) is amended by striking the word

“Intercepted” and inserting the words “intereepted pursuant

to this chapter” after the first appearance of the word “com-

munication”.

(J) Section 2519(3) iz amended by insérting the

words “pursuant to this ché.pter” after the words “wire or
oral communications’ and after the words “granted or
denied”.
- {k} 3ection 2520 is amended by deleting all below
su}JSﬁCﬂOﬂ(2) &nd msertma in heu bheleof “Any personﬁ e
other than s foreign power or an agent of a foreign power
as defined in sections 2521 (b) (1) and 2521 (b) (2) (A)

of chapter 120, who has been._subject to electronic surveil-

' lance, as defined in chapter 120, or whose wire or ora! com-




| 34
munciation has been intereepted, or about whem information
has been disclosed or used, in violation of this chapter, shall
f{i) have s civil cause of action against .a,-ﬁy person who s0
acted in vielation of +his cha-pter&a .

Passed the Senate April 20 (legislative day, Febru-
- ary 6), 1978. - |

Attests - J. 8. KIMMITT,

Secretary.




