
ai, ** 

IOB SUMMARY SHEET 

Name of Department or Agency : FBI CY Quarterly Report: 

" DATE OF INCIDENT:. 03/07/07 DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 09/27/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

EXECUTIVE ORDER 13333: • -
Section 2.3 collection & dissémination of USP info 
Section.2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US. 

_ Section 2.4(d) physical surveillance of USP abroad, 
Section 2.5 AG approval w/in US or- against USP abroad ' 

¡. Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 

• Section 2,10 human, experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 

• _ , AG Approved ÈO 12333 Guidelines 

OTHER EXECUTIVE ORDER (SPECIFY) 
^ Creation of unauthorized SAP (EO 12958, as ¡amended) ' 

Other (EO citation: ) 

' PRESIDENTIAL DIRECTIVE (SPECIFY) ' 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: Return-ordestroy 

*DATE OF FINAL DISPOSITION: .. - ' 

•b7E 

POSSIBLE VIOLATION OF: ALE IHF0RHÄTI0H CONTAINED 
HEREIH IS UNCLASSIFIED 
DATE 07-06-2010 BY 65179/DHH/PLJ/sdl) STATUTE (United States Code Citation)' 

FISA (50 U.S.C, 1801j> 
X -Other (U.S.C. citation 

Hofmann-IOB-3764 



ALL IHFQRHATION.COHTAIHED 
HEREIN IS OTCLASSIFÏÏ5D EXCEPT 
WHERE SHOWN OTHERWISE 

SECRET//20 

CS3 

W l 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
L I FIELD OFFICE 

b2 
Jb7E 

ÏOB MATTER 2007-1803 (U) 

L 

f s i 

The Federal Bureau of Investigation ("FBI")- has 
determined tiĥt-. in conducting an investigation 

the I ]Field Office i 1 issued! 
NSLs in response, to which the£ 

] 
beyond the parameters of the request and the 

mformation was uploaded into a database. In this regard, on 
o r about | | opened an investigation " 
I |-who is a. "United States person" as tHac term is 
usea m section 101(i) of thej Foreign Intelligence 
Surv£ill-ance Act of 1978 (FISA) . During the .course of this ' 
investigation, two NSLs, -dated 02/22/2005-and 10/21/2005.. were 
issued' pursuant to thel 

I forj I The 
provided responsive information but also provided 

information concerning [ | the parameters of 
the request. The'information was- uploaded' into) ] 

Subsequently, another NSL was issued to 
authorize the FBI to retain and use the information. 

The IOB has instructed OGC to report matters in 
which information I I | is. 
uploaded into a database., 
reported to the IOB. (U)-

Thus, this situation is being 

bl . 
b2 • 
b6 
b7C 
b7E 

b2 
•b7E 

b2 
b7E 

h 2 
b7E 

SECRET//201 

Hofmann-IOB-3706 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED \ ' 
DATE 07-07-2010 BY 65179/DMH/PLjysdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBIOGC CY Quarterly Report: 2007 " 

DATE OF INCIDENT: 02/22/05 and 10/21/05 (issuance of NSLs) DATE OF REPORT TO 
IOB:09/30/07 • 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/26/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: ' ' 

STATUTE (United States Code Citation) 
FIS A (50 U.S;C. 1801) . 

_x Other (U.S.C. citation: I J 

EXECUTIVE ORDER 13333: • 
Section 2.3 collection & dissemination ôf USP info 
Section 2.4 preamble: least intrusive collection 

. Section 2.4(a) CIA electronic surveillance-w/in US 
Section 2.4(b) unconsented physical search w/in US 

• Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 

. Section 2.5 AG approval w/in US or against USP'abroad 
Section 2.6 assistance to law enforcement 
Section 2.7'contracting 
Section.2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) • ' . " 
Creation of unauthorized SAP (EO 1295 8,- às amended) • 

• _ _ Other (EO citation: )• 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
• COVERT ACTION FINDING/MEMORÂNDUM OF NOTIFICATION 

Other-(Presidential Directive citation: , ) 

DEPARTMENT/AGENCY ACTION: Advised fiejd.that matter is being reported to IOB; no need to advise.that 
database be.purged because NSLs have been issued to authorize the. retention'of the Information. 

*DATE OF FINAL DISPOSITION: • 

Hofmann-IOB-3707 



DATE: 07-06-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
PEAS OLI: 1.4 (c) 
DECLASSIFY ON: 07-06-2035 

t * 

J&Pss&iit 
ALL IHFOEHATIOH COBTAINED 
HEREIH IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 

IOB MATTER 2007-1804(U) 
b2 
b7E 

w 

The Federal Bureau of Investigation (•"FBI") has 
ned that in conducting an investigation on 
the FBIj "1 Field Office (f > issued an NSL to a 
which had£ "land thus resulted 

ixi .the production of information that was not relevant ' to the 
investigation. In this regard, an investigation of the 

~1 a United States person, was 
about| | During the- course of the 

investigation, an NST. rjaf.wri nn/u/^nnfi w>« -i ^ „ ^ „ ^ T -

bl 
b2 
b6 
b7C 
b7E 

target , £ 
initiated on or 

the 
[ 

T 
T 

due However, the NSL contained 
to a typographical error. The mistake was discovered upon 

The receipt of the information [ 
[ Jmaterial was destroyed and not uploaded in any 
database. Inasmuch as the information returned by the| | 
was necessarily not relevant to this investigation, there was 
a violation, albeit, unintentional, of the| y | Therefore, 
this matter is being reported -to the IOB. 

b2 
b7E 

Hofmann-IOB-3706 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED \ ' 
DATE 07-07-2010 BY 65179/DMH/PLjysdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBIOGC CY Quarterly Report: 2007 

DATE OF INCIDENT: 11/14/06 (issuance of NSL) ' DATE OF REPORT TO IOB:09/30/07" 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/04/07 

DATE REPORT SUBMITTED-TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): ' 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801), -;b2 ' 

b7E _x Other (U.S.C. citation: 

EXECUTIVE ORDER 13333: • 
Section 23 collection &'dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 

; Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c)physical surveillanceof USP w/in US 
Section 2.4(d) physical surveillance ofUSP abroad' 
Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement • 
Section 2.7 contracting • 

i Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 

' Section 2.12 indirect participation 
AG Approved EO12333 Guidelines (Guidelines name and "section: ) 

OTHER EXECUTIVE ORDER (SPECIFY) 
__ Creation of unauthorized SAP (EO-12958, as amended) 

Other (EO .citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential.Directive citation: ) 

. ' • . h 2 
DEPARTMENT/AGENCY ACTION: Advised field of IOB; no need to give further advice, as information obtained b7 E 
by typographical error ii n NSL had already .been destroyed and had not been uploaded into any 
database. 

*DATE OF FINAL DISPOSITION: • 

Hofmann-IOB-3707 



DATE: 07-06-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASOH: 1.4 (cj • 
DECLASSIFY OÎT: 07-06-2035 

j£Ewse£//2o 

••JUL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT-
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I 1 FIELD OFFICE 

IOB MATTER 2007-900-NSL (U) 

b2 
b7E 

M 

m The Federal Bureau of Investigation ("FBI") "has 

F 
determined that in conducting an investigation {_ 

to'which a [ 
the[ Field Office f 1 issued an NSL 

one day beyond the 
» scope of the request and the information was uploaded into a 

database.In this regard, on or about[ I 
opened an 
States person, "as that term is used ini 

a United 

During 
tne course of the investigation, an NSL dated 04/11/2003 was 
Âssusd pursuant- to t-hftf 

foi The 
J'returned information responsive to the. request but, in 

addition, provided | for one day outside 
the requested time period. This additional day of| | 

1 was uploaded into a database. By EC dated 
reported this matter as a potential IOB. ^4^09/2007, 

, Thè IOB has instructed OGC to report matters in 
which information! | is 
uploaded into-a database. Thus, this situation'is being 
reported to- the IOB. (U) • 

bl 
b2 
b6 
b7C 
b7E 

b2 • 
•b7E 

b2 
b7E 

Hofmann-IOB-3710 



, ALL IUFOEHATION CONTAINED 
*>• 'N%EKEIII IS UNCLASSIFIED 

CATE 07-06-2010 BY' 65179/DEH/PLA/3DB 

IOB SUMMARY SHEET 

Name of Department or Agency: FBIOGC ' CY Quarterly Report: 2007 . 

DATE OF INCIDENT: 04/11/03 (issuance of NSL) DATE OF REPORT TO IOB:09/30/07 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) • * . 
FISA-(50 U.S.C. •' ' b 2 

b7E OtHer (U.S.C. citation: 

EXECUTIVE ORDER 13333: ' 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section:2.4(a) CIA.electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical-surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad -

^ ' Section 2.6 assistance to law, enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation • • 
AG Approved EO 12333 Guidelines (Guidelines name and section: \ ) 

OTHER EXECUTIVE.ORDgR (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) - ' 
Other (EO citation: . y ' • : 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
. . ' COVERT ACTION FINDING/MEMORANDUM OF.NOTIFICATION - : 

Other (Presidential Directive citation: . 1 -

DEPARTMENT/AGENCY ACTION: Advised field to purge databas<| ^formation should be 
destroyed or returned to provider 

*DATE OF FINAL DISPOSITION: .. - ' 

b2 
blE 

Hofmann-IOB-3764 



DATE; 07-06-2010 
CLASSIFIED BY 65179/DHH/PLJ/sdb 
REASON: 1.4 (cj . 
DECLASSIFY ON: 07-06-2035" 

••JUL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT-
WHERE SHOWN OTHERWISE 

m 

•INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 

IOB MATTER 2007-1032-NSL (U). 
b2 
b7E 

Vii 

The Federal Bureau qf Investigation ("FBI") has 
/determined that in conducting an investigatxdn| 
I I the FBI 1 | Field Office 1 | issH^" an 
NSL to| | which had the J and thus 
result-ed in the production of information that was not relevant 
to the investigation. In this regard, an investigation of the 
target, a pnited' states person, was initiated on or about 

During the course of the investigation,. an NSL dal-sri f 
03/14/2005 was issued pursuant to the 

3 However, the NSL contained 
3 apparently having been taken from another 

T on 

bl 
b2 
b6 
b7C 
b7E 

b2 
b7E 

T file. The mistake was discovered upon receipt,.of the- information 
The material was destroyed. 

I was 
necessarily not relevant' to this investigation, there was a 
Inasmuch as the information returned [ 

violation, albeit, unintentional, of the 
mattèr is being reported to t.he ÌOB. 

Therefore, this 

Hofmann-IOB-3710 



ALL IHFORHATIOH COHTAIHED ' 
HEREIN IS UNCLASSIFIED 
DATE 07-05-2010 BY 65179/DMH/PLJ/säb 

IOB SUMMARY SHEET 

Name of Department or Agency: FJBI OGC CY Quarterly Report: 2007 

DATE OF INCIDENT: 03/14/05 (issuance of NSL) DATE OF REPORT TO IOB:09/30/07 

DATE.OF REPORT TO DEPARTMENT/AGENCY: 04/05/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: b2 
b7E 

STATUTE (United States Code Citation) 
FISA (50 U.S.C.- ISO I) 

_ x Other (U.S.C. citation:. 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive.collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US-
Section 2.4(c) physical surveillance of USP vv/in US 

; Section 2.4(d) physical surveillance of USP abro.ad 
Section 2.5 AG approval w/in US or against USP abroad • 
Section 2.6 assistance- to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation. 

__ AG-Approved EO ¡2333 Guidelines (Guidelines name and. section: ) 

OTHER EXECUTIVE ORDER_(SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) - , 

' Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: • ) 

• b2 
DEPARTMENT/AGENCY ACTION: Advised field of reporting matter to IOB) [information already b 7 E 

destroyed and purged from database. 

•DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3713 



••JUL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT-
WHERE SHOWN OTHERWISE 

m 

m 

w 

DATE: 07-06-2010 
CLASSIFIED BY 65179/S§gi/-PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-06-2035 

toZ 
b7E iStJ INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I 1 FIELD OFFICE 
IOB MATTER 2007-1074-NSL(U) 

The 'Federal Bureau of Investigation ("FBI") has 
determined that, in conducting an.investigationor 

the FBI issued six NSLs forj_ J but • 
the ECs that accompanied the NSLs for purposes of providing 
information for reporting to Congress were inaccurate in their 
recitation of the number and nature of the NSL informational 

... requests; thus, it is likely that the FBI inaccurately reported 
the. contents of these NSLs. to Congress. 

In this regard, thef 
investigation 
L 

I F i e l d O f f i c e nnsnftri 

3 uuring une course ot tne 

an 

investigation, a series of NSLs were issued for [_ 
with which| |had been in contact. The six NSLs were 
dated either'04/21./2004 or 04/28/2004. Each was accompanied by. 
an EC which., in one paragraph, described the- N.SL's- request and 
[ at issue in a' manner which closely 
mirrored the NSLs themselves, but in the particular paragraph 
which is designed to provide information for mandatory 
congressional reporting purposes, the six NSLs contained the same 
inaccurate paragraph as to the number and nature of the NSL 
request.. • The mistakes- did not effect the validity of the NSLs -
but .likely resulted in the under-reporting to Congress of -the 
I 1 for which information-was sought and 

I-over-inclusion 
- Thus., despite the inadvertent nature of the mi-stakes, the matter 
. is being reported to the IOB. 

b l 
b2 
b6 
b7C 
b7E 

bl ' 
b2 
b 6 
b7C 
b7E 

b2 
b7E 

Hofmann-IOB-3710 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-06-2010 BY 65179/DKH/PLJ/s<3£> . 

IOB SUMMARY SHEET 

Name ofDepai-tment or Agency: FBIOGC CY Quarterly Report: 2007 

DATE OF INCIDENT: 04/21/04 and 04/28/04 (issuance of NSLs) DATE OF REPORT TO 1013:09/30/07 

DATE.OF REPORT TO DEPARTMENT/AGENCY: 03/29/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties-Office): 

POSSIBLE VIOLATION OF:" 

STATUTE (United States Code Citation) 
FISA>(50 U.S.C. 1801) 

_ x Other (U.S.C. citation: J 

EXECUTIVE ORDER 13333: 
Section 2.3 -collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA .electronic surveillance .vv/in US 

' Section 2.4(b) unconsented physical search w/ln US 
Section 2.4(c) physical surveillance of USP w/inUS 
Section 2.4(d) physical surveillance of USP-abroad 
Section 2.5- AG approval-w/in-US or against USP, abroad • 
.Section,2.6 assistance to law enforcement 
Section 2;7 contracting 
Section 2.9 undisclosed participation ' 
Section 2-. 10 human experimentation 
Section. 2.11- prohibition on assassination 

. Section 2.1-2 indirect participation 
1 AG-Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY)- - ' 
• • • Creation-of unauthorized SAP (EO 12958, as.amended) 

O'dierfEO citation-: • . 1 . • • • . • 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' ' ' ' ~ 
COVERT'ACTION FINDING/MEMORANDUM OF NOTIFICATION. 

Other (Presidential Directive citation:. - . 1 • \ 

DEPARTMENT/AGENCY ACTION.vAdvised field of reporting matter to IOB-
*DATE OF FINAL DISPOSITION: .. - ' 

Hofmann-IOB-3764 



DATE: 07-07-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
PEASOH:" 1.4 (c) 
DECLASSIFY ON: 07-07-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

» 
INTELLIGENCE OVERSIGHT BOARD (.IOB) MATTER 

I 1 FIELD OFFICE 
IOB MATTER 2007-1139-NSL (Ü) 

•'.b2 
b7E 

cs0 
The Federal Bureau of Investigation ("FBI") has 

..determined that in conducting an investigation 
the {.Field Office (j E issued an NSL to which-, a e 

] införmati-on beyond the scope of the request and 
o the information was uploaded into a database.. ' I'n this regard 

opened an investigation" or about [ . 
1 I a United States person, as that term is used in Section 
1.01 (i) of the Foreign Intelligence Surveillance Act of 1978 

f 
(FISA), in o'rder to. investigate allegations ] During the course of the investigar. 1 fin. -an NfiT, rlatpri 
12/03/2003 was issued pursuant to the! 

TöF[ ]~retürned 
information responsive to the- request but, in addition, provided 

fori ] • All 
p F the information was entered in[ |. By EC 
dâteç^0^04/2007, 1 1 reported this matter as a .potential' 

" The IOB -has- instructed OGC -to report matters in which 
information! |error is uploaded into a 
database, inus., tnis situation is being, reported to the IOB. (U) 

bl 
b2 
b6 
b7C 
b7E 

b2 
•b7E 

b2 
b7E 

KBSRSSE/ 

Hofmann-IOB-3716 



ALL INFORMATION CONTAINED 
* HEREIN IS UNCLASSIFIED 

DATE 07-07-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBIOGC CY Quarterly Report: 2007 

issuance of NSL) DATE OF REPORT TO IOB:09/30/07 DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 4/4/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801), 

x . Other (U.S.C. citation: 

EXECUTIVE ORDER 13333: 
Section 2.3-collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection ' 
Section 2.4(a) CIA electronic surveillance vv/in US 
Section 2.4(b) unconsented physical search vv/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad " - , 
Section 2.5 AG approval w/in US or against USP abroad • 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 

' Section 2.U' prohibition o.n assassination . 
, Section 2.12 indirect participation 

AG Approved EO 12333 Guidelines (Guidelines name and section: ; • ) 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO-12958, as amended) . -
Other (EO citation: ' ) ' -

PRESIDENTIAL DIRECTIVE (SPECIFY-) ' - ' ' 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION . 
Other (Presidential Directive citation: ' ' I • 

.DEPARTMENT/AGENCY ACTION: Advised field to purge database;| ^formation should be 
destroyed or returned tj 

*DATE OF FINAL DISPOSITION: .. - ' 

Hofmann-IOB-3764 



DATE: 07-07-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON; 1.4 "(c) 
DECLASSIFY ON: 07-07-2035 

••JUL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT-
WHERE SHOWN O T H E R W I S E 

h 2 
blE 

IMTELLIGEMCE OVERSIGHT BOARD (IOB) MATTERS 
I I FIELD OFFICE 

IOB MATTERS 200-7-1257-NSL, 2007-1258-NSL(U). 

w 
•The Federal Bureau of Investigation ("FBI") 

determined that in conducting an investigation 
} the FBI | "1 field o-ffice | 

ha? 
i s s u e d a n y c t h a t 

incorrectly stated, for purposes of congressional repotting, that 
the NSL issued under| | sought | | 
information whereas it | I. In this 
regard, an \ 1 a United States person, was 
initiated on I On or abput 02/15/2007, an NSL for [ , 

] was issued to further the investigation. The.NSL 
was supported by an EC, but the EC incorrectly stated in its 
reporting paragraph that the NSL | |. 
Thus, this mistake would have resulted in incorrect reporting to 
Congress.as to the type of NSL issued. Because of the adverse 
impact of this mater, OGC is- reporting this matter to the IOB. It 
is in the form- of two IOB matters because- the EC was uploaded 
into ACS twice, and unknowingly incorrectly reported as two IOB 
separate matters. -

bl 
b2 
b6 
•b7C 
b7E 

Hofmann-IOB-3710 



ALL-INFORMATION CONTAINED 
HEREIN IS-UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DMH/PLJ/sdl> 

- - IOB SUMMARY SHEET 

Name of Department or Agency: FBI OGC CY Quarterly Report: 2007 

DATE OF INCIDENT: 02/15/07 (issuance of NSL) DATE OF REPORT TO IOB:09/30/07 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/07' ' 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States-Code Citation) ' 
FISA (50 U.S.C. 1801) 

• _ x Other (U.S.C. citation: j""" } V 

EXECUTIVE ORDER 13333: . 
Section 2.3 collection & dissemination o fUSP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance vv/in US 
Section 2.4(b) unconsented physical search vv/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad. 

' Section 2.6 assistance to law enforcement 
__; Section 2.7 contracting 
• ' Section 2.9 undisclosed participation 

Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2:12 indirect participation 

• AG Approved EO 12333 Guidelines (Guidelines name and section:. 

' OTHER EXECUTIVE ORDER (SPECIFY) , ' ' ' 
Creation of unauthorized SAP (EO 12958, as amended) 

. Other (EO citation: . ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' . . 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: Advised field of reporting matter to IQB 

•DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3719 



J» £ - w H 
DATE: 07-07-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY OH: 07-07-2035 

••JUL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT-
WHERE SHOWN O T H E R W I S E 

W 

« 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 

IOB MATTER 2007-1260-NSL (D) 

The Federal- Bureau of Investigation ("FBI") has 

h 2 
b7E 

determined that in conducting an investigation 
the[ ] Field Office ( issued a f 

1 
J 

J beyond NSL in response to which the 
thé parameters of the request and the information was uploaded 
into a database. In this regard,, on or about 

opened an inve s t igat ion 

bl 
b2 
b6 
b7C 
b7E 

who is a 
"United States person" as that term is used in Section- 101 (i) 
of the Foreign. Intelligence Surveillance Act of 1978 (FISA) . 
During the course of this investigation, an NSL dated 
04/01/2003 was issued pursuant -1-.n hhsf I 

for 
The 

b2 
b7E 

] returned the requested information, but, in addition 

L ] related fco I 
the réquest. I I of the [ 

m 
were 

uploaded into FBI databases. By EC dated 04/09/2007, this 
matter was reported as a potential IOB. 

The- IOB has instructed OGC to report matters in 
.which information error 
uploaded into â database. 
reported -to' the IOB.. (U) 

is 
Thus, thi.s situation is being 

b2 
b7E 

Hofmann-IOB-3710 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED \ ' 
DATE 07-07-2010 BY 65179/DMH/PLjysdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI OGC CY Quarterly Report: 2007-

DATE OF INCIDENT: 04/01/03 (issuance of NSL) DATE OF REPORT TO IOB:09/30/07 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ,.Congress, Civil Liberties Office): 

POSSIBLE VIOLATION. OF: 

. STATUTE (United States Code Citation)-
FISA (50 U.S.C. 1801) 

X Other.(U.S.C. citation: - ' ) 

EXECUTIVE ORDER 13333: ' 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search- w/in US 
Section 2.4(c) physical surveillance of USP w/in. US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2,5 AG approval w/in-US or against-USP abroad • 
Section 2.6. assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination -
Section,2.12 indirect-participation 
AG Approyed EO 12333-Guidelines (Guidejines name and'section: ) • 

OTHER EXECUtlVE ORDER (SPECIFY) 
Creation,of unauthorized-SAP (EO 12958, as amended) . 
Other (EO citation: ) ' - -

PRESIDENTIAL DIRECTIVE (SPECIFY) ^ 
- . COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION ' - b2 

Other (Presidential Directive citation; . ' , 1 • • b7E 

DEPARTMENT/AGENCY ACTION: Advised field to purge-database; destroy or return| [materia! . 

*DATE OF FINAL DISPOSITION: • 

Hofmann-IOB-3707 



«sa _ d 
DATE: 07-07-2010 
CLASSIFIED. BY 65179/DHH/PLJ/sdb 
PEASON: 1.4 (cj 
DECLASSIFY ON: 07-07-2035 -

ALL INFORNATION CONTAINS®: 
HEREIN IS UNCLASSIFIED EXCEPT 
•WHERE SHOWN-OTHERWISE 

80 
( n 

w 

INTELLIGENCE OVERSIGHT BOARD (ÌOB) MATTER 
I I FIELD OFFICE 

IOB MATTER 2007-1694-NSL (U) 

h 2 
b7E 

The Federal Bureau of Investigation ("FBI") has 
.determined that in conducting an investigation 

J_the| Field Office I I issued a 
NSL in response to which J "returned 

records beyond the parameters of the request and the 
information was uploaded into a database.In this regard. on 
or about I | opened an investigation 

L L who is a "United States person" as that term is used 
in Section 101(i) of the Foreign Intelligence Surveillance.Act 
of 1978 (FISA) . During the course of this investigation, an 
NSL. dated 03/15/2004 was issued to I I m IT-en ant- t-v,. 

1 for that I 
} TheL 

provided additional pieces.of information, [ 
I provided". 
j| but also 

J from which the[ the 

bl 
b2 
b6 
b7C 
b7E 

b2 
b4 
' b7D 
b7E 

b2 
b7E 

1. .An EC 
describing the information was drafted and uploaded into ACS. 
By EC dated 05/07/2007, the potential IOB violation was 
reported. While the information in the cast» fil«a m a T-Arfant-pr? 

remained•in ACS. 
3 a full. EC describing, the information 

- The IOB has 'instructed OGC to report matters' in 
which] | i s . 
uploaded into a database. .Thus, this situation is being 
reported to the IOB.(U) 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3722 



ALL-INFORMATION CONTAINED 
HEREIN IS-UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DMH/PLJ/sdl> 

IOB s u m m a r y s h e e t 

Name of Department or Agency: FBIOGC CY Quarterly Report: 2007 

DATE OF INCIDENT: 03/15/04 (issuance of NSL) DATE OF REPORT TO IOB:09/30/07 

DATE OF REPORT TO DEPARTMENT/AGENCY: 05/07/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e.,- DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE-(United States Code Citation) ' 
FISA (50 U.S.C. 1801) -

_ x Other (U.S.C. c i t a t ion^ "1 ^ 

• EXECUTIVE ORDER 13333: 
^ Section 2.3 collection & dissemination of USP info 

Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance vv/in US 
Section 2.4(b) Unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP vv/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad •' 
Section 2.6 assistance to law enforcement 

' Section 2.7 contracting 
Section 2,9 undisclosed participation 
Sectid.n 2.10'human experimentation 
Section 2.11 prohibition on assassination. 
Section 2.12 indirect participation 
AG ApprovedEO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO'1295?, as amended) 
Other (EQ citation: _ _ ) . ' 

PRESIDENTIAL.DIRECTIVE (SPECIFY) 
.COVERTACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: 

DEPARTMENT/AGENCY ACTION: Advises field to purge database 

. *DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3719 



î * 

DATE: 07-07-2010 
CLASSIFIED BY 65179/DHH/PLj/sdb 
REASON: 1.4 (c) .. 
DECLASSIFY ON: 07-07-2035 

ALL INFORMATION CONTAINED 
HEREIN IS DNCLASSIFIED^EXCEPT 
WHERE SHOOT OTHERWISE 

« 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 

"b2 
b7E 

IOB MATTER 2QQ.7-1695-NSL (U) 

The Federal Bureau of Investigation 
linee 
1 f.hfii 

1 F ?n I 
FBI") has 

determined t;hat in conducting an investigation] 
I f.hfil -TJ Field Office I D. issued an NSL for" 

to a| | in response to which the 
returned recordsbeyond the parameters of the request and 
information was uploaded j nto â database . In this regard. 
.flhnuf I 

Í 
opened an investigation 

the 
on or 

who is-a "United States person" as that term is used in 
Section 101 (i)- of the Foreign Intelligence Surveillance Act of 
1978 (FISA) . During the course of this investigation, an NSL 
dated 03/09/2004 was.l Sfrtlftri tnl Innrananf. tri fr ho 

Tör£ I The I I provided. % responsive to the request but also provided two documents that' 
were outside the time frame requested. An. EC. containing 
information from the documents wa3 drafted and'uploaded'into ACS. 
By'-EC dated 05./07/2007, the• potential IOB- violation was 
reported. The two documents .were removed from the case file and 
sequestered with the Chief Division Counsel. The file copy .of an 
EC which contained information from the documents was redacted 
but'the EC in ACS regained in tact. ^ ^ 

' Thé IO.B has instructed OGC to' report matters in which 
-information 
database. 

is uploaded into a 
i'nus, tnis situation, is being reported to the IOB- (U). 

bl 
b2 -
b6 
b7C 
b7E 

bl 
b2 
b6 
b7C 
b7E 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3706 



_ AIL INFORMATION CONTAINED 
J f ' \ HEREIN 15 UNCLASSIFIED 

DATE 07-07-2010 BY S5179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBCOGC CY Quarterly Report: 2007 

DATE OF INCIDENT: 03/09/04 (issuance of NSL) DATE OF REPORT TO IÖB:09/30/07 

DATE OF REPORT TO DEPARTMENT/AGENCY: 05/07/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Do J, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
' FISA.(50 U.S.C., 1801) b 2 

_x Other CU.S.C. citation: I "1 . ' b7E 

EXECUTIVE ORDER 13333: • . . 
Section 2.3 collection-& dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
•Sectioff^O)) unconsented.physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4'(d),physical surveillance of USP abroad , 
Section 2.5 AG approval w/in US or against USP abroad • 
Section 2.6 assistance to law enforcement ' 
Section 2.7 contracting 
Section 2.9 undisclosed participation . 

• • Section-2.10 human experimentation 
Section 2 J I prohibition on assassination. • . 

. Section 2.12 indirect participation'' 
. -. ' AG Approved EO 12333 Guidelines (Guidelines ijame and section: ) 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958', as. amended) ' 

, Other .(EOcifation: . "' ) 

PRESIDENTIAL DIRECTIVE (SPECIFY)- • 
COVERT ACTION FINDING/MEMORANDUM'OF NOTIFICATION ' 
Other (Presidential Directive citation: .-. - 1 

b2 
DEPARTMENT/AGENCY ACTION: Advised field to purge database! [formation should be b 7 E 

destroyed or returned'to provider 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3725 



3»*. 4 DATE: 07-07-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-07-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b2 
b IE 

( Ü ) 

INTELLIGENCE OVERSIGHT BOARO (IOB) MATTER 
I I DIVISION 

IOB MATTER 2Q07-.1893NSL (CJ> 

By electronic communication ("EC") dated April "'-10,2007, 
J Division (f ths 

conjunction with its 
Person. 

J reported a potential ÌOB error in 
I of a Unitêd States 

L 
2005-f 

M ...In a National Security Letter 
1 properly -requested I 

(NSL) dated June 17, 

for thè 
Certain records from this |_ 

as well as 

Jwere -uploaded to the 
case file, but the original- hard copies were ultimately 
sequestered .with the Chief Division Counsel- (CDC) . 

(-U) Pursuant, to the -July 31, 2007 instructions from- the. IOB, 
the FBI is reporting'this matter because the uploading of the 
over-produced information constitutes a compounding of the third 

[institution's error. 

( H I 
L 

3 has.- been instructed tó contact the ] Jand ask whether the improperly acquired information-
should be returned' or destroyed, -with appropriate documentation 
to the file..' I I has been further instructed t.o -keen 

b2 
b7E 

U.S. Person who is the target of an authorized 
j ''""---... (investigation. In addition to responsive 
records, | |received I 1 excess ^f' Ĵ 

b l 
b2 
b 6 
b7C 
b7E 

b 2 
b7E 

b2 
b7E 

b2 
b5 
b7E 

p ê ^ T Hofmann-IOB-3726 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED \ ' 
DATE 07-07-2010 BY 65179/DMH/PLjysdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT:! I DATE OF REPORT TO IOB: 

DATE OF REPORTTO DEPARTMENT/AGENCY: .6/17/05 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil'Liberties. Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
- FISA (50 u.s .c . i s o n 

Other£ ) 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad ' 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 .human experimentation 
Section 2.11 prohibition on assassination 

_J Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines 

OTHER EXECUTIVE ORDER (SPECIFY) , ' ' 
! Creation of unauthorized SAP'QEO 12958,. as amended) 

; Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: Return on destroy 

*DATE OF FINAL DISPOSITION: • 

Hofmann-IOB-3707 



DECLASSIFIED BY 65179/DHH/PL.jys<ib 
ON" 07-07--2010 

INTELLIGENCE OVERSIGHT BOARD (JOB) MATTER b 2 

I I DIVISION -b7E 
10B MATTER 2007-950NSL (U) 

- ' (U) By electronic conimuriication ("EC") dated March 26,2007, 
the I H Division (| P reported two potential IOB errors in 
conjunction with its I I of a United States 
Person. One error was determined to. not be a potential IOB, and 
thus not reportable. A discussions of the other error follows. 

0 n February 22, 2005] jproperly prepared and 
issued- a National Security Letter .(NSL) requesting from a 

information for a U.S.- Person who 
was the target of an authorized| investigation. 
In addition to responsive records', I 

requested. 
to the date scope 

This was uploaded to the case file, but' 
subsequently removed ana -sequestered with the Chie.f Division 
Counsel (CDC) following the NSL audit. 

(U) .Pursuant to the July 31, 2007 instructions from the IOB, 
the FBI is reporting this matter because the uploading of the • 
over-produced infbrmation constitutes a compounding of the third 
party financial institution's error. 

" (U) I I has been instructed to | 1 and ask 
whether the unintentionally acquired information should be 
returned gr destroyed, with appropriate docunlentat-.l on to the • 
file. In the meantime, the 
sequestered with the CDC-

records must remain 

Hofmann-IOB-3728" 



ALI INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED • • 
DATE 07-07-2010 BY'65179/DHH/PLJ/sdb. 

- IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: 02/22/2005 DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/26/2007; 

DATE REPORT SUBMITTED. TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties. Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA.(50 U.S.C.1801)i 

X Othér (U.S.C. citation: 

EXECUTIVE ORDER 13333: 
Section 2.3 collection Sc. dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA- electronic surveillance w/in US 
Section 2.4(b) unconsented physical search-w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad ' 
Section 2.6 assistance to law enforcement 

^ Section 2.7 contracting 
_ Section 2.9 undisclosed participation 
• Section 2.10 human experimentation 

Section 2.11 prohibition on assassination. 
Section 2.12 indirect participation 

: _ . AG ApprovedEO 1233-3-Guidelines 

OTHER EXECUTIVE ORDER (SPECIFY) - . 
Creation of unauthorized^AP (EO 12958, as amended) 
Other (EO citation: ) 

PRESIDENTIAL-DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

^ Other (Presidential Directive citation: - ) 

DEPARTMENT/AGENCY ACTION: Return or destroy 

•DATE OF FINAL DISPOSITION: • 

Hofmann-IOB-3729 



DATE: 07-07-2010 
CLASSIFIED-BY 65179/DHH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-07-2035 

ALL INFORMATION CONTAINER 
HEREIN'IS UNCLASSIFIED EXCEPT 
WHERE SHOOT," OTHERWISE 

b2 
b7E INTELLIGENCE OVERSIGHT BOARD (LOB) MATTER 

DIVISION 

the 

IOB HATTER 2Q07-1594NSL (0) 

(U) By electronic communication ("EC") dated: April "9,2007, 
1) reported a potential IOB 

of a United error in conjunction with its 
pggtates Person. 

V C-LA a National Security Letter (NST,) riatgrl ,TnnP 17. -?nos 
broperlv requested I 

u.a. Person who is thè target of an authorized 

L 
rer.nrri.c! .T* 

I investigation. In addition to-responsive 
"Tprpi vpd I ., H^xcess of | 

), as well as 

Certain records from this L Jwere 
uploaded, to the case file, but the original hard copies were 
ultimately sequestered with th.e Chief Division Counsel (CDC) . 

J m In a National Security Letter (NSL) riai-Pd December 27, 
2 0 0 5 > r ^ r 

authorised! 

requested pertaining'tp a 
held by a U.S. Person, .wno was the target of an 

"I invP.cit-irralH ÜB. M C T . 

servea p-v tne 
i 5 

responsive records in. 
NSL to a| 

the [ 

] D i v i s i o n I 
I ThéT 

Ion- theT 

-requesting 
I was 

] 
had no 

]b'ut apparently forwarded the 
J which did have responsive re.cords.-

In addition to responsive records, thej i' J provided records for 
the. requested- date scope-. | ' | uploaded all the 
4-_ - J 4--„ " J • - J- • J " 

J of 

to. its substantive'case file, including the-f 

prior to 
"records 

1 . 

(U) 'Pursuant to- the July 31,. 2007' instructions from the IOB-, 
the FBI is- réporting this, matter because the. uploading of the- -
over-produced' information constitutes a compounding .of- the third 
party financial institution's error. • . . 

(0)1 1 has been instructed to contact'the 
Jand às-k whether the -improperly acquired information 

should-'be returned or destroyed, with appropriate documentation 
to the. file. .| l.has been further instructed, to. keep 
sequestered .with the CDC the | , lr-g.r-r.r-d«» and 
immediately charge-oùt from ACS any records. 

b2 
b7E 

bl 
b2 
h 6 
blC 
b7E 

b2 
b7E 

b2 . 
b7E 

b2 
b7E 

Hofmann-IOB-373Q 



. ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DHH/PLJ/SClb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT:! I -DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): . ' - b 2 

POSSIBLE VIOLATION OF: . b /E 

STATUTE (United States Code Citation) 
FISA (50 Ü.S.C. 1801) 

X Other(U.S.C. citation: [ 

EXECUTIVE ORDER 13.333: 
Section 2,3 collection & dissemination of USP info 
Section 2.4' preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance vv/in US 
Section 2.4(b) unconsented physical search vv/in US 
Section 2.4(c) physical surveillance ofUSP vv/in US 
Section 2.4(d) physical surveillance ofUSP abroad' 
Section 2.5 AG approval "w/in US or against USP abroad " 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section .2.9 undisclosed participation 
Section- 2:10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines 

OTHER EXECUTIVE ORDER (SPECIFY)' 
Creation pftmautliorized SAP (EO-12958, as amended) 
Other (EO citation: , _ ) - , ' 

PRESIDENTIAL DIRECTIVE (SPECIFY)' • . • 
COVERT ACTION- FINDING/MEMORANDUM OF NOTIFICATION' 

Other (Presidential Directive citation: ^ 

DEPARTMENT/AGENCY ACTION: Return or destroy 
*DATE OF FINAL DISPOSITION: 

Hofmann-IOB:3731 



OPCA-20 (12-3-96) XXXXXX 
xxxxxx 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

2 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

a(b)(1) °(b)(7)(A) o(d)(5) 
•(b)(2) a(b)(7)(B) n(j)(1) 
°(b)(3) °(b)(7)(C) o(k)(1) 

°(b)(7)(D) ü(k)(2) 
n(b)(7)(E) o(k)(3) 
°(b)(7)(F) o(k)(4) 

n(b)(4) 0(b)(8) Q(k)(5) 
D(b)(5) o(b)(9) o(k)(6) 
0(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. . 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

2 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3728 
through Hofmann-IOB-3729 

Page(s) withheld for the following reason(s) 

si The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-3732 through Hofmann-IOB-3733 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON D7-07-2010 

(U) 
INTELLIGENCE OVERSIGHT" BOARD (IOB) MATTER 

1 I DIVISION 
• IOB MATTER 2007-1601NSL (.U) 

•±»2 
b7E 

\ " (U) An electronic communication 
of\ Investigation (FBI) , [ 

(EC) from the Federal Bureau b2 
] Division.I I , dated b7E 

03/29/2007, reported a potential Intelligence Oversight Board 
(.10?) violation involving a National Security Letter (-NSL) . 

On 06/17/2004f 
a National Security TiPt~.t~.RT* 
seeking 

Iproperly prepared and issued 
JUSL) to a """ 

information on a U.S. person who 
b2 
b7E 

was the target of an authorized investigation. . Responsive 
records were provided to.| | During the March 2007 NSL 
audit, it was discovéred that the| ' 
provided _ information beyond thé scope of the NSL. 

' (:U) Information contained in the 
uploaded'into the FBI computer system 

data was 
Therefore, this matter is 

being reported because Counsel to the IOB- advised on 07/3-1/2007 
that- if ig a reportable violation if the FBI uploads| [-

information rather than sequestering it. 

b 2 
b7E 

£U)- It should be noted that OGC does not believe that I I 
intentionally committed an IOB violation in uploading the • 

]information. -Nevertheless-, because this' action 

b2 • 
b7E 

violated the.relevant authorities, in accordance with the 
reporting'requirements of Section -2.4 of Executive. Order 12863, 
'this matter is reportable. . 

Hofmann-IOB-3734 



Ail INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DMH/PLJ/sdli 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI " CY Quarterly Report: 

DATE OF INCIDENT: 06/17/2004 DATE OF REPORT TO IOB 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil-Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA(50U.S.C. 1801) 

X . Other (U.S.C. citation! 

EXECUTIVE ORDER 12333:' 
Section 2.3 collection & dissemination ,of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance, w/in US 

_ Section 2.4(b) unconsented physical search w/in US 
_ Section 2.4(c) physical surveillance of ÙSP w/in US' 

Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval- w/in-US or against ¡USP abroad • 
Section 2.6 assistance to law enforcement 

i Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect-participation 

. AG Approved EO' 12333 Guidelines (Guidelines name and' section: 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, asamended)' 

' , Other (EO citation: ")'• . . ' 

• ' PRESIDENTIAL DIRECT1YE-(SPECIFY) 
COVERT 'ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other.(Presidential'Directive citation: ) ] 

DEPARTMENT/AGENCY ACTION: Purge the 

*DATE OF FINAL DISPOSITION: 

information from all FBI files. 

Hofmann-IOB-3735 



©ECOisiFIED BY 65179/DHH/PLJ/sdb 
ON 07-07-2010 20: L24 

.. b2 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER " *>7E 

I I DIVISION 
IOB MATTER 2007-1203NSL (U) 

(U) Ah electronic communication (EC) from'the Federal Bureau 
]Division f /TT\ .. of Investigation (FBI) , [ 

1 ^ r '"•-.. = t-¿¡¿I da/.no/onnn "b 

b2 
b7E 

dated 04/02/2007, reported a potential Intelligence Oversight 
Board (IOB) violation involving a National Security Letter (NS-L) . 

On 07/26/20104 f 
issued a NSL I 

1 properly .prepared and 

| [associated with a U.S. Person who 
was the subject of an authorized investigation.. The NSL 

b2 
b7E 

requested such records for the time period "from|_ 
to the date of the NSL. Responsive records were provided. 

(U) • During the March 2007 NSL audit by the Inspection 
1 the Division, it was discovered that, 

| 1 seemingly beyond the scope of the 
TT3TT in that it-pre-dated by approximately one .week the time 
perio4 specified in the NSL. This, however, was not an over-
production -- and therefore not even a potential IOB violation -• 
because the .FBI was entitled to have all records Which the' 

b2 
b7E 

J 
b2 
b7E 

. (U) Nevertheless, upon learning of the inspector's finding', 
the case agent issued a new NSL to the | ""[ 
This new NSL stated.that it. was "being issued to provide legal 
process for the time period from the start of the I I 
to 1 -* — - - ' -
action is- required'1 

The new NSL further stated that "[n]o ' 
in- response to the request. 

b2 
b7E 

(U) When the case agent issued the new NSL, the FBI' s 

[ 
investigation of the subject had closed approximatelyf 

the 
Thus, .this new NSL was issued \r\ violation of 

and the Attorney 
General Guidelines for National Security Investigations.-and 
Foreign Intell igence Collection (NSIG) because it was not - . 
relevant • to an authorized investigation.' [ 

b2 
b7E 

a closed case. 
] A "curative" NSL such as this may not be issued for 
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(U) It should be noted that, based upon discussions with 
thé j |Chief Division Counsel, OGC does not believe 
that the case agent intentionally committed an IQB violation in 
issuing the new NSL. To the contrary, OGC believes that the case 
agent was attempting in good faith [~ 
I , of which she had just become aware per the 
NSL audit. Nevertheless, because this new NSL was issued in 
violation of the I ~knd the NSIG, in accordance with the 
reporting requirements of Section 2.4 of Executive .Order 12863, 
the error is a reportable matter under Section 2.. 4 of Executive 
Order 12863. 
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ALL INFORMATION CONTAINED 
' HEREIN. IS UNCLASSIFIED 
'DAH: 07-07-2010 BY 65179/DHH/PLJ/sdto ' 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: 07/26/2004 DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/02/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801)j. 

X Other (U.S.C. citation: 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination.of USP info 
Section 2.4 preamble; least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US ' 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or-against USP abroad' 
Section 2.6 assistance tp law enforcement 
Section.2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2:11 prohibition on assassination 
Section 2.12' indirect participation 
AG Approved EO-12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation ofunauthorized. SAP (EO 12958, as amended) 

_ Other (EO citation: ) . . . . . 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation:- )" ' -

DEPARTMENT/AGENCY ACTION: Purge-the 

*DATE OF FINAL DISPOSITION: 

information from all FBI files. 

Hofmann-IOB-373Q 



ALL INFORMATION "CONTAINED 
ftEREIN'lS UNCLASSIFIED 
DATE 07-07-2010 BY 65139/DMH/PLJ/àdb 

INTELLIGENCE OVERSIGHT BOARD (.IOB). MATTER 
1 I FIELD OFFICE 

IOB MATTER 2007-2115 | | (U) 

b2 
b7E 

(U) In 

Division 0 
in support of an authorized 

J investigation of a U.S. person, the [ ^ — — «J — « W . tj V/Ai / I 
J) sent à National Security Letter (NSL) to a 

seeking [ 
response, 

I 1: 

1 IP 

(m r 1. the field office that asrv^ i-HP MST. N̂ 

via an electronic communication to- I L Thprp.af t&r. f 
used the| 

PY 

] CDC has redacted the [ 
information .and has forwarded the corrected -data to the case 
agent. Federal Bureau of Investigation, Headquarters has 
directed! | to remove any unauthorized'information•from all 
FBI databases, with appropriate documentation to the case file. 

(U) In this case, an -error was committed by the case agent 
when he/she requested! I pursuant to 1 1 
| ~)for an authorized] | • 
investigation that did not have a n T 

b2 -
b7E 

b2 
b7E 

b2 ' 
b7E 
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ALL INFORMATION CONTAINED * ' • 
HEREIN 15 UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DMH/PLJ/sdb 

* ~ 

IOB SUMMARY SHEET" 

Name of Department or Agency: Federal Bureau of Investigation CY Quarterly Report: 

DATE OF INCIDENT j | DATE OF REPORT TO IOB: " 

DATE OF REPORT TO DEPARTMENT/AGENCY: July 10,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): ;b2 
b7E 

POSSIBLE VIOLATION OF: 

STATUTE (United Stales Code Citation) 
FISA. 

X Other (U 
V (50U.S.C. 18011 
r (U.S.C. citation {_ 

EXECUTJV-E ORDER 12333-: 
Section2.3 collection & dissemination of USP info 

- Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US ' 
Secti6n 2.4(c) physical 'surveillance of USP vv/i.n US 
Section 2.4(d) physical suweillan.ce of USP abrOad 
Section.2.5 AG approval w/in US or against USP abroad , 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section:2.9- undisclosed participation 
Section 2.10 human experimentation 
Section ^. 11 prohibition on assassination . 
Section 2.12 indi'rect.participation 
AG Approyed EO 12333 Guidelines (Guidelines name and section: . ) 

OTHER EXECUTIVE ORDER (SPECIFY) 
_ _ _ Creation of unauthorized SAP (EO- 1295S, as amended) 
: Other (EO citation:. ) * . 

PRESIDENTIAL'DIRECTIVE.(SPECIFY).. 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
OtherfPresidential .Directive citation: . ) 

DEPARTMENT/AGENCY'ACTION: Report as IOB. Redact'unauthorized information and purge unauthorized 
information from all FBI databases.. 

*DATE OF FINAL DISPOSITION: 
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it • 
DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON 07-07-2010 

INTELLIGENCE OVERSIGHT BOARD MATTER ' £7 E 

DIVISION 
IOB MATTER 2007-1242 (U) 

( U ) 

electronic communication from the Federal Bureau of Investigation (FBI), 
I Division | I, dated 08/08/2007, reported a potential Intelligence Oversight 
Board (IOB) violation involving the issuance of a national security letter .(NSL) approximately 
two months after expiration of gj "[ 

(U5 On| |two months after expiration of a| 1 

"hZ 
b7E 

b2 
an- agent assisting the assigned case agent and mistakenly believing that an| I b 7 E 

had been authorized, issued an NSI] 
belonging to the subject ofthel | Although information obtained through the NSL has 
been sequestered, the issuance of an NSL is not permissible unless an authorized investigation is 
open.. Accordingly, the Office of the General Counsel has determined that a violation has 
occurred and must be reported to-the IOB! 

Hofmann-IOB-3741 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DHH/PLJ/sdb 

. IOB SUMMARY SHEET 
> 

Name of Department or Agency: FBI CY Quarterly Report: 2007 

DATE OF INCIDENT: DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):N 

POSSIBLE VIOLATION OF:' 

STATUTE (United-States Code Citation) 
FISA (50 U.S.C. 1801) 

X Other (U.S.C. citation: | | 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination ofUSP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search vv/in US 
Section 2.4(c)-physical surveillance ofUSP w/in US 
Section-2.4(d)'physical surveillanceofUSP abroad 

^ Section 2.5 AG approval w/in US or againstUSP abroad" 
Section 2.6 assistance, to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section2.10'human experimentation 

• Section 2.J 1 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved'EO 12333 Guidelines (Section: ) 

OTHER EXECUTIVE ORDER (SPECIFY) 
. •• Creation of unauthorized SAP (EQ 12958, as amended) 

Odier (EO citation: ) ' 

PRESIDENTIAL DIRECTIVE (SPECIFY)' 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: • . 1 

DEPARTMENT/AGENCY-ACTION: 

*DATE OF FINAL DISPOSIHON: 

Hofmann-IOB-3742 



DECLASSIFIED BY 65179/DHH/PLJ/sdb 
ON 07-07-2010 

S T / / 2 0 1 

INTELLIGENCE OVERSIGHT BOARD' (IOB) MATTER 
I I FIELD OFFICE 

h 2 
blE 

IOB MATTER 2007-1546 (U) 

(U) , Thè Field Officé of the .Federai Bureau 
of investigation- has reported an error in conjunction with an 
investigation of that division. In this regard, an TJ.qr, snnghf Jjjnt 
information which is beyond the scope of an NSL. However thp. 

and. [ ] for the 
J (no unauthorized data was produced.) . 

(U) This matter has been reported to the FBI1s 
Inspection Division for appropriate action. 

h 2 
•b7E 

Hofmann-IOB-3743 



ALL INFORMATION CONTAINED. 
HEREIN 15 UNCLASSIFIED . ' 
DATE 07-07-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report 

DATE OF INCIDENT: DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 4/4/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e, DoJ, Congress, Civil Liberties Office): b 2 

b7E 
POSSIBLE VIOLATION OF: 

• STATUTE (United States Code Citation) 
FISA/50'U.S.C. 18011 . 
-Other (U.S.C. citation! 

• EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US-
Section 2.4(c) physical surveillance of USP vv/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval vv/in US or against USP abroad ' 
Section 2.6 assistance to law enforcement 

^ Section 2.7 contracting-
Section 2.9 undisclosed participation 
Section-2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12'indirect participation 
AG ApprovecLEO 12333 Guidelines (Guidelines name and section: J 

» 
OTHER EXECUTIVE ORDER (SPECIFY) ' 

¡. Creation of unauthorized SAP (EO 12958, as amended) 
Odier (EO citation: . ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
• ' COVERT ACTION FINDING/MEMORANDUM' OF NOTIFICATION 

• Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: . -
•DATE OF FINAL DISPOSITION: 

Hofmann-LOB-3744 



DATE: 07-07-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-07-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I ~1 DIVISION 

IOB MATTER 200^-1413 (U) 

b 2 
b7E 

Investigation' of* this IOB matter has determined that on 
I converted a I | 

1 (the subject), a United 
An states person, to a| 

opening letterhead memorandum (LHM) was sent to FBI Headquarters 
(FBIHQ)__ on | |. However, on | | failed 
to submit an annual LHM to'. FBIHQ for passage to the Office of 
Intelligence Policy and Review (ÖIPR) of the Department of 
Justice.(DOJ). 
on.l L. 

The annual LHM was finally submitted by [_ 

iTT) •-.. • I n tllis matter, it'is apparent that -the I 
agent failed to submit the- annual LHM in the above case on 

] case 

A late annual LHM was not submitted until 
...when the error was discovered. While OIPR' had notice-

it was not of the opening of the | 
informed by 1 ... | of developments in this case for almost a 

- year | D from the time it should have received the 
annual LHM d b . As .a result, OGG finds that OIPR was 
substantially impaired from conducting oversight in this 
investigation. Accordingly, OGC-has determined that 
.has failed to follow the-guidelines set forth irvf 
of the NSIG and an IOB violation has occurred*.jtSj/^ 

This matter also has been referred to the .FBI's 
Internal Investigations .Section of the Inspection Division for 
action deemed appropriate.- (U.)-

b l 
b2 
b6 
b7C 
b7E 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3745 
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ALL INFORMATION CONTAINED 
HEREIN-IS UNCLASSIFIED 
DATE 07-07-2010 BY 6S179/DMH/PLJy,sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI- CY Quarterly Report: 

DATE OF INCIDENT: DATE OF REPORT TO IOB': 

DATE OF REPORT TO DEPARTMENT/AGENCY:. 04/02/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) . -
- FISA(50U.S.C. 1801) 

1 Other (U.S'.C. citation: 1 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 

• Section 2.4 preamble:'least intrusive collection 
Section.2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US' 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US pr against USP abroad' 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participatiQn 
Section 2.10 human experimentation 
Section 2.11 prohibition onassassination 
Section!. 12 indirect participation. , *. . 

• X AG AppiovedEO 12333- Guidelines f ' h 

OTHER EXECUTIVE ORDER (SPECIFY) ,' . 
' Creation of unauthorized SAP (EO 12958, as amended): 

-Other (EO citation: . ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
J COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

I Other (Presidential Directive citation: 1 
• DEPARTMENT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3746 



V, 
DffTE: 07-07-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: TD7-07-203S 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED- EXCEPT 
WHERE SHOOT OTHERWISE 

n 

INTELLIGENCE OVERSIGHT BOARD (IOB). MATTER 
I |DIVISION 

IOB MATTER 2007-1457 (U) 

b2 
b7E 

Investigation of this TOR mal-t-py has rjphpmn-i riprl that 6n 
r ] (the subject), a United States 

person. An opening letterhead memorandum (LHM) was sent to FBI 
Headquarters (FBIHQ) on[ 

was not completed until 
The annual LHM due on 

Since then, the 

bl 
b2 
be 
b7C 
b7E 

investigation has been reassigned from case agent to case agent 
and, until recently, no annual LHM had been submitted to FBI 
Headquarters (FBIHQ) for passage to the Office of intelligence 
Policy and-.Review (OIPR) of the Department of Justice (DO^) . The 
annual LHM- was finally submitted by 

In this matter, an opening LHM was sent to FBIHQ, as 
required, on| I, reporting on the opening of the 

b2 
b7E 

investigation on[ 
however, was not completed until [ 

The annual LHM due on[ 

. The annual LHMs due on [ 
'TxnaTTy submitted by[ I on 

more than 
L 

were 
While OIPR had 

notice of the...opening of the investigation in£ 
was notified by| |of developments in- this case inf 

| it did not hear again from| |until 

and 

reports there were no contacts between that office and 
OIPR on this' matter in the interim. ' As a result, OIPR was" 
substantially impaired from conducting oversight in this . 
investigation. Accordingly,- OGC has determined that I |has 
failed to follow the guidelines set forth in I lof 
the The. Attorney General's Guidelines for FBI National-Security 
Investigations and Foreign Intelligence Collection (NSI 
effective 10/31/2003 and an IOB violation has- occurred. ( 

•This matter also has been referred to the FBI's 
Internal Investigations Section of the Inspection Division for 
paction deemed' appropriate. (U) 

b2 
b7E 

7 2 
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• V 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: "hlE 

DATE OF INCIDENT: | | DATE OF REPORT'TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/04/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA(50U.S.C. 1801) 
Other (U.S.C. citation: 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) ClA electronic surveillance w/inUS 
Section 2.4(b)' unconsented physical search w/in US 

• Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 

^ Section 2.5 AG approval w/in US or against USP abroad • • 
Sectign 2.6 assistance to law enforcement 

¡_ Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation " 

¡_ Section 2.11 prohibition on assassination • ^ 
Section 2.12 indirect participation 

X AG. Approved EO 12333 Guidelines C 
b7E 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation Ofxmauthorized.S.AP (EO 12958, as amended). 
Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY)-
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: __) 

DEPARTMENT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION: " . 
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DATÎ: -07-07-2010 
.CLASSIFIED BY- 65179/DHH/PLJ/sdb 
REASOW:'1.4 (c) 
DECLASSIFY OH: 07-05-2035 

. ALL INFORHATi&Hi.COHTAIHED 
HEREIH IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Ssersgfy/20i 

INTELLIGENCE OVERSIGHT BOARD (ÌOB) 
I I DIVISION ' 

IOB MATTER 2Ó07-1496 (U) 

MATTER 
b2 
b7E 

É H -
Investigation -of this IOB matter has determined that on 

I opened a 
(the subject), a United States 

|> • the opening letterhead person;. According to I 
memorandum (LHM) announcing the initiation of the investigation 
was not completed within ten days of the opening "of thé 
investigation. When a file review, revealed the absence of the 

1 case agent submitted the document to opening LHM, the I 
FBI Headquarters (FBIHQ) on [ ] for passage to the Office . 
of Intelligence Policy and Review (,01-PR) of the Department of 
Justice- (DOJ) . During the period when OIPR had no information 
about the case, the case- agent conducted investigative activity. X 

tU) In light of the fact that OIPR was not notified of this 
investigation for| | after its initiation, OGC concludes 
that the delay in. filing the notice substantially impaired OIPR's 
opportunity to provide oversight of the investigation. 
Accordingly, OGC has determined, that | I has failed to 
follow the guidelines set forth in | I of the The 
Attorney General's -Guidelines for FBI-National Security 

- Investigations and Foreign Intelligence Collection (NSIG-) . . 
effective 10.-/31/2003, and àn IOB violation has occurred. J^f 

This matter also has been referred- to the FBI'1 s 
Internal, Investigations Section of the Inspection Division fòie 
action deemed appropriate. (U) 

bl 
b2 
b6 
b7C 
b7E 

b2 
b7E 

b2 
b7E 
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¿1" i «* ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
TifflfiRE SHOOT OTHERWISE 

IOB SUMMARY SHEET b 2 

b7E 
Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: | | DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY; 04/04/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF': 

STATUTE (United States Code Citation) 
FISA(50U.S.C. 1801) " „ 

_ Other (TJ.S.C. citation: - ) 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 
Section 2A preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance ofUSP w/in US 
Section 2.4(d) physical surveillance ofUSP abroad 
Section 2.5 AG approval w/in US or against USP abroad' 

' Section 2.6 assistance to law enforcement 
' Section 2.7 contracting 

Section 2.9 undisclosed participation * 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination . • b2 
Section 2.12 indirect participation • • ' • b7E 

X AG Approved EO 12333 Guidelines | 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of "unauthorized SAP (EO 12958, as amended) 

^ Other (EO citation: , . ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential-Directive citation: ) . 

DEPARTMENT/AGENCY ACTION: 

*D ATE OF FINAL DISPOSITION: 

Hofmann-IOB-3750. 



DECLASSIFIED BY 6S179/DHH/PLJ/sdb 
OH 07-07-2010 , 

INTELLIGENCE OVERSIGHT BOARD MATTER 
[DIVISION 

IOB MATTER 2007-1809 (U) 

sAn electronic communication from the Federal Bureau of Investigation (FBI)J | 
Division < I dated 02/05/2007, reported potential Intelligence Oversight Board (IOB)' 
violations involving the issuance of two national security letters after expiration of aj | 

On nvmnnnz and namnnot nnh'nnnl ^pr.urit:v.letle.r.s were issued. The first of 
the r¿revenged letters was issued to aj | requesting! on an 

I The second national security letter was issued to a . 

] Conduct of the foregoing activities was not permitted unless d lias been 
opened. Accordingly, the FBI's Office of-the General Counsel has determined that! ~lhas 
failed'to follow the guidelines set forth in 
FBI National Security Investigations and 

)f The Attorney General's Guidelines for 
'oreign Intelligence Collection (NSIG\ effective 

10/31/2003, .and an IOB violation has occurred. Accordingly, this" matter is reported to. the IOB'. 

Hofmann-IOB-3751 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-07-2010. BY 65179/DHH/PLJ/sdb . 

~ ' -IOB SUMMARY SHEET 

Name of Department or Agency: CY Quarterly Report: 

DATE OF INCIDENT(S): 05/02/2006 DATE OF REPORT TO IOB: 
06/07/2006 ' 

DATE OF REPORT TO DEPARTMENT/AGENCY: 

DATE REPORT SUBMITTED TO OTHER. ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE-VIOLATION OF; ' 
/ 

STATUTE (United States Code Citation) 
FISA(50U.S.C. 180p 

X Other (U.S.C. citatiorj 
b2 
b7E 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4' preamble: least- intrusive collection 

* Section 2.4(a) CIA electronic surveillance w/in US 
.. Section 2.4(b)-unconsented physical search w/iri US ' 

Section 2.4(c) physical surveillance of USP w/in US " 
• Section 2.4(d) physical surveillance of USP abroad 

Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting -
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11-prohibition on assassination 
Section'2.12 indirect participation • • • • b2 -

x AG Approved EO 1233-3 Guidelines { 1 ) b7E 

• OTHER EXECUTIVE ORDER (SPECIFY) ; . • 
. Creation of unauthorized SAP (EO 12958, as amended) 

Other (EO citation: ^ ) ' - . 

•PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FMDING/MEMORANDtnvi OF NOTIFICATION 

Other (Presidential Directive citation: • . 

DEPARTMENT/AGENCY ACTION: ' • 

*D'ATE OF FINAL DISPOSITION: 

Hofmann-IOB-3752 



_r(!n -^'DECLASSIFIED BY 65179/DMH/PLjysdb 
OH 07-07-2010 

(IT) 

(U) 

(U) INTELLIGENCE OVERSIGHT BOARD MATTER 
I 

b2 
b7E 

] FIELD OFFICE 
IOB MATTER 2007-1494 (U) 

al I was initiated on 
a U.S. personf |. Although 
the| |was scheduled for an initial period of only six months, 
the paperwork necessary to extend the | |was not filed until 
until! I. The! I thus was in a lapsed status between 

r 

b2 
b7E 

Before the error was discov^r-pd anH HnHna H-î  
period of lapse, FBI agents used 

] AEcer axscovermg tne error, tne case 
agent referred "the matter to NSLB as a potential IOB matter. 

As the case involved ,a lapsed! I NSLB's 
ana 1 vni s "fnn 1 rpî I. upon the- investigative tools available under a 

under The Attorney General's Guidelines for FBI 
•b2 
b7E 

National Security Investigations and Foreign Intelligence 
Collection (-NSIG) '. effective 10/31/200-3. 

in such cases, 
l i and! Irio not fallow fn 

After corirl lidi nn, that 
r the use of 

TTSIB 
UBLUiiiiiiitia tnac .ens matter was reportable. This memorandum 
therefore constitutes notice by the FBI of the reportable 
violation. 

Hofmann-IOB-3753 



ALL INFORMATION CONTAINED 
Ô » . ' HEREIN 15 UNCLASSIFIED 

DATE 07-07-2010 BY 6S179/DMH/PLJ/sdb 

IOB SUMMARY SHEET b2 
b7E 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT:! | DATE OF REPORT TO IOB: 04/17/0T 

DATE OF REPORT TO DEPARTMENT/AGENCY: N/A 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): N/A 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) ' 

r Other (U.S.C. citation: . ) 

EXECUTIVE ORDER 13333: 
Section 2.3 collection.& dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electroriic surveillance \v/in US 
Section 2.4(b) unconsented physical search-w/in US 
Section 2.4(c) physical surveillance of USP w/in US 

• Section 2.4(d)-.physical surveillance of USP abroad-
Section 2.5 AG approval w/in US or against USP abroad ' 
Section 2.6 assistance to law enforcement 

• Section 2.7 contracting 
. Section 2.9'undisclosed.participation 

Section 2.10 human experimentation -
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 

X AG Approved EO 12333 Guidelines f 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) ' 

' , " Other (EO citation: ) 

" ." PRESIDENTIAL qiRECTIV-E (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

j Other (Presidential-Directive citation: " 

DEPARTMENT/AGENCY ACTION: ' 

*DATE OF-FINA.L DISPOSITION: • ' . 

Hofmann-IOB-373Q 



y DECLASSIFIED BY •S5179/DHH/PLJ/sdb 
. « ̂  " ON 07-07-2010 

b 2 
INTELLIGENCE" OVERSIGHT BOARD (IOB) MATTER .. b7E 

I I FIELD OFFICE 
IOB MATTER 2007-1551 (U) 

the L 
(0) By electronic communication 

] Field Office- £ 
JEC dated April 6, 2007, 

reported this 
potential IOB error in conjunction with an open Q 

|of a United States Person. 

b2 
b7E 

tU) ¿ M , Qnl 1 initiated' a | | -
of a United States' Person under 

the approval of a Supervisory Special Agent rather than the 
Special Agent in Charge fSAC) or Assistant SAC (ASAC) .. 

b 2 
b7E 

(UJ . X [ •of The Attorney General's Guidelines for 
FBI National Security Investigations and Foreign Intëlliqence 
Collection (NSI-G) , 'effective 10/31/2003,. clearly provides: 

b2 
b7E 

(Ü) — X initiated by a field 
.office must be approved by the Special Agent in' Charge 
if the investigation involves a sensitive national 
seòuirity matter. A 
official or- visitor 

b2 
b7E 

of- a foreign 
trom a threat country may be 

.approved by thé Special Agent in Charge or, as 
authorized' by the Special Agent in Char-ge, by an 
Assistant Spécial Agent in Charge or squad supervisor 
with responsibility for- national .security 
investigations.. All other.I may be 
approved by the .Special Agént in Charge or, äs. 
authorized by the"'Special .Agént- in Charge,. by .an 
Assistant Special Agent in Charge with responsibility 
for .hationäL-security investigations.' -

b2 
b7E 

(U) 

review-the opening 
was sufficient for opening [ 

has. been instructed 
EC to ensure that the 

to have the .ASÂC o.r SAC 
predicaté at-.that time 

b2 
b7E 

Hofmann-IOB-3755 



ALL INFORMATION CONTAINED . 
"HEREIN 15 UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DMH/PLJ/sdb • 

b2 
IOB SUMMARY SHEET ^ e 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: | | DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY; 04/06/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA(50U.S.C. 1801) 
Other (U.S.C. citation:) ' . 

EXECUTIVE ORDER 13333!: 
Section 2.3 collection & disseminatiou of USP info 

- Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US . 

* Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad • 
Section 2.6 assistance to. law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 

. Section 2.10 human experimentation 
Section 2.11 prohibition on Assassination 
Section 2.12 indirect participation'' 

X AG-Approved EO1233-31 \ 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized'SAP (EO 12958, as amended) 

• Other (EO citation: ) . 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
^ COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: Return or destroy 

*DATE OF FINAL DISPOSITION: " . 

b2 
b7E 

Hofmann-IOB-3756 



DECLASSIFIED BY 65179/DHH/PLJ/sdb 
<0N 07-07-2010 

(U> 
the 

Î T / b 2 
b7E 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 
IOB MATTER 20.07-1551 (0) 

b2 
b7E 

(U) By electronic communication (EC) .dated April 5, 2007, ' • 
]Field Office (Los Angeles) reported this 

potential IOB~error in conjunction with an open [ 
f 

b2 of a United States Person. b7E 

S ä C On lof a United States Person under 
(U)

 t h e

 approval Qf a Supervisory Special Agent rather than the 
Special Agent in Charge (SAC) or Assistant SAC (ASAC). 

CU) 

of The Attorney Geneiral's Guidelines for 
FBI National security Investigations and Foreign .Intelligence . 

' Collection (NSIG); effective 10/31/2003,. clearly provides: 

b2 
b7E 

;X initiated by a field 
office must be approved by the Special Agent in Charge 
if the investigation involves a sensitive national 
security matter. A |of a foreign 
official or, visitor from a threat country-may be-
approved by the Special Agent in Charge or,.as 
authorized by the Special. Agent in Charge, by- an 
Assistant Special Agent in Chargé or squäd supervisor 
with responsibility, for national security 

b2 . 
b7E 

( U ) 

investigations . .All other may be 
approved by the Special Agènt in Charge or, as- • ' 
authorized by-the Special Agent in Charge, by an • 
Assistant Special Agent in Charge with responsibility ;t>2 
for national security investigations. b7E 

U I |has been instructed to have the ASAC or SAC 
review the opening EC 'to ensure that the predicate at that time 
w.as sufficient for opening a full investigation -

Hofmann-IOB-3757 

/iz&rms 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-12-2010 BY g5179/DBH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI -CY Quarterly Report: 

DATE OF INCIDENT: I I DATE OF REPORT TO IOB: ' 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress,.Civii Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
. FISA(50U.S.C. 1801) 
. Other (U'.S.C. citation:) 

EXECUTIVE ORDER 13333: 
; Section'2.3 collection & dissemination of USP" info 

, Section 2.4 preamble: least intrusive collection 
Sectipn 2.4(a) CIA electronic surveillance w/in US 

- ' Section 2.4(b) unconsented physical search w/ia US 
; Section 2.4(c) physical surveillance of'USP w/in;US 

Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad ' 
Section 2.6 assistance to law enforcement 

• Section 2.7 contracting 
Section 2.9 undisclosed participation. 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 

' Section-2.12 indirect participation 
. X_ AG Approved EQ 12333| ' 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation- of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY)'' 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

; Odier (Presidential Directive citation: _ ) 

• DEPARTMENT/AGENCY ACTION:' Return or destroy 

*DAT£ OF FINAL DISPOSITION: 

b2 
b7E 

Hofmann-IOB-3758 



*» *• 

S K B E I 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2 
I ~l FIELD OFFICE b7E 
IOB. MATTER 2007-941 (OJ 

n electronic communication ("EC") dated March 22, 2007, 
the I" ... I Field Office _ (| 1). reported a potential IOB 

<U) 

error in conjunction with its 
], a United States Person/ 

AS r a i s e d under 

( U ) f 

IOB. 
J and is therefore required to report this matter to the 

'b l 
b 2 
b6 
b7C 
blE 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3759 



lli^SNFOEKATION -CONTAINED 
HEREIN 15 UNCLASSIFIED . -
DATE 07-12-2010 BY 65179/DMH/PLa/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI ' . CY Quarterly Report': 

DATE.OF INCIDENT: 03/06/2007 DATE OF REPORT TO IOB 

DATE-OF REPORT TO DEPARTMENT/AGENCY: 03/22/200.7 (IOB 2007-941) 

DATE REPORT.SUBMITTED TO OTHER ENTITY (i.e., Do J,. Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
- FISA(50U.S.C. 1801) 

X . Other (U.S.C.'citation: 12 USC ? 3393fbT) ' 

EXECUTIVE ORDER 13333r 
Section 2.3 collection & dissemination of USP info 

- Section 2.4 preamble:.least intrusive collection-
Section-2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 

_ : Section. 2.4(c) physical surveillance of USP w/in US 
-Section 2.4(d) physical surveillance of USP abroad 

^ Section 2.5 AG approval, w/in US or against USP abroad' 
. Section 2.6 assistance to law enforcement 

Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 

j Section 2.11 prohibition on assassination. 
'-.' Section2.12indirect.participation . * ' . ' 

' ' AG-Approved'EO 12333 Guidelines (Guidelines name and section: . ' ' 
< 

OTHER EXECUTIVE ORDER (SPECIF Y) 
Creation of unauthorized SAP ,(EO'12958, as amended) 
Other (EO citation: 

PRESIDENTIAL DIRECTIVE (SPECIFY)' 
J COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

^ Other (Presidential Directive citation: Y 

DEPARTMENT/AGENCY ACTION-: Purge data obtained, without proper certification. ' . . 
*DATE OF FINAL.DISPOSITION: ' . 

Hofmann-IOB-3760 



e» • S r DECLASSIFIED BY 65179/DMH/PLJ/sdb 
** ON 07-12-2010 . 

U ) 

( U ) 

SE' 

INTELLIGENCE" OVERSIGHT BOARD (IOB) 
1 I DIVISION 

IOB .MATTER 2007-1886NSL (U) 

MATTER 
h 2 
b7E 

^ ^ ^ An electronic communication (EC) from the Federal 
Bureau of Investigation (FBI) , | ] Division 
04/10/2007, reported a potential Intelligence Oversight Board 
(IOB) violation- involving a National Security Letter (NSL) . 

dated 

On 12/09/2003,[ issued an NSL seeking 
Ifor a U.S. Person who was .the target of an authorized" 

J forwarding 
this NSL to the f 

3investigation. Prior to £ 

Special Agent in Charge (SAC)-. 
] Division for service, üpön the 

J it was signed by th.e acting \ 3 
(-U) Pursuant to section 505 of the USA PATRIOT Act. (P.L. 

'107-56)r the Director delegated authority tp sign National 
Security Letters to the SACs of the various field öff-i r-^.a" nr. 
11/09/2001. ai- t-haf H.mfl nnn ^ n V t-v,̂  t-î .- 1 

Theretore, this matter is reportable under Section 2.4 
óf Executive Order 12a63 

b2 
b7E 

-b2 
b7E 

b5 



A)S& INFORMATION CONTAINED - - - ' 
HEREIN IS UNCLASSIFIED 
DATE 07-1-2-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department'or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: 12/09/2003 DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/10/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil-Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50'U.S.C.. L8QH-

X Other (U.S.C. citatta b2 
b7E 

• EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: ieast intrusive collection 
Section 2.4(a) CIA electronic surveillance yv/in US 
Section 2.4(b) unconsented physical search w/in US 

: Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 

: Section 2.5 AG approval w/iriUS or against USP abroad1 

: Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation , 
Section 2.10 human-experimentation • 
Section.2.11 prohibition on assassination 

- , Section 2.12 indirect participation . 
AG Approved-EO 12333 Guidelines (Guidelines name and :sectionr ) -

OTHER EXECUTIVE ORDER (SPECIFY) .' 
Creation of unauthorized-SAP (EO 12958*, as amended) 
Odier(EO citation: ) . 

PRESIDENTIAL DIRECTIVE (SPECIFY)-
COVERT ACTION FINDING/MEMORANDUM OF- NOTIFICATION-
Other (Presidential Directive citation: ) . ' 

DEPARTMENT/AGENCY ACTION: Data obtainedpursuant to NSL without proper audiorization to be purged 
from all FBI records. ' 

*DATE OF FINAL DISPOSITION: ' ' . . - - * ' . ' • 

Hofmann-IOB-3706 



DECLASSIFIED BY 65179/DHH/PLJ/sdb 
ON 07-12-2010 

ÌU) 

(U) 

SEC 17 to 2 
b7E 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I DIVISION 

IOB MATTER 2007-904NSL (U)- • 

An electronic communication (EC) from the Federal Bureau 
of Investigation (FBI), j I Division t » . dated-
04/09/2007, reported a potential Intelligence Oversight Board 
(IOB) violation involving a National Security Letter (NSL)' . 

b2 
b7E 

11/05/2003^ 
I I iUi Ci . >J . jrcx.ö«J 
an authorized investlgation. Prior to [ 
NSL to the FBI's| ~ | Divisi 
1 I it was- -signed by the actinq 
Charge (SAC). 

1 drafted a NSL seekingI 
or a U.S. Person who was the subject of 1 

forwarding this 
rvice upon the | 
Special Agent in 

b2 
b4 
b7D 
•b7E 

(U-) Pursuant to section 505 of the USA PATRIOT Act (P.L. 
107-56), the Director delegated authority to sign National 
Security Letters to- the "SACs of the various field office on 
11 /-nq /9nm . at- i-v̂ t-

b5 

Section 2:4 of Executive Order 12863 
'meretore, tnis matter is reportable under 

Hofmann-IOB-3763 



AIL JHFOPMATION COMTAIMED 
HEEÏIH IS UNCLASSIFIED 
DATE 07-12-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: 11/05/2003 D ATE OF REPORT TO IOB: 

DATE. OF REPORT TO DEPARTMENT/AGENCY:. .04/09/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e.„DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code "Citation) • 
. FISA (50 U.S.C. 1801} ' " . • ' 

X Other (U.S.C. citation:! 

EXECUTIVE. ORDER 13333: 
Section 2-3 collection & dissemmation of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 

, :• Section 2.4(c) physicalsurveillance-ofUSP w/in-US 
Section 2.4(d) physical surveillance- of USP abroad 

_ Section 2.5 AG approval w/in US or against USP -abroad ' 
Section 2.6 assistance to law enforcement 

• Section 2.7 contracting ' ' • ' . 
Section'2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition ôn assassination ' 

• i Section 2.12 indirect participation • . ' ' 
AG Approved EO'12333-. Guidelines (Guidelines-name and section: . ) 

OTHER EXECUTIVE ORDER (SPECIFY) 
^ Creation of unauthorized SAP (EO112958, as amended)-

Other (EO citation:' ) -

PRESIDÈNTIALblRECtlVE-(SP.ECIFY) 
„ ' COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION -

Other (Presidential Directive citation: 1 ' ' -

DEPARTMENT/AGENCY ACTION: Data-obtained-pursuant to NSL without proper authorization-to be purged 
from all FBI records. • ' 

*DATE OF FINAL DISPOSITION: .. - ' 

Hofmann-IOB-3764 



^CLASSIFIED BY 65179,<DHH/PLJ/sdb 
OH 07-12-2010 

i U ) 

(ÜJ 

SEC 809 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
1 1 FIELD OFFICE. 
IOB MATTER 2007-982 (ü) 

b2 
b7E 

> By electronic communication dated March 27, 2007, 
Federal Bureau of Investigation, | |Field Office 

reported that a 
initiated United States person on [ 

typographical error, I |believed that the 
1 I was authorized | 
mistaken belief, on [ 

h 
I 

I 
T was-

The 
Due to a b2 

b7E 

.Based, upon this 
] interviewed the subj ect 

of the investigation. -The investigation was closed on) \ 

As provided iri £ ]| of The Attorney ' General's- Guidelines for FBI -National .Security Investigations and 
Foreign Intelligence'Collection (iSTSIG) , effective October 31,' 
-2003-, 
interview, the subject of an investigation'. 

mistaken belief that thef 
active, on| I interviewed the subject of the 
investigation; Accordingly, .the FBI conducted an interview of'-
the subject of an investigation in violation of -the NSIG, and-
this error must be reported to the IOB^ 

J is required to 
In this case, the 

I Due to a 
]was still 

b2 
b7E 

Hofmann-IOB-3765 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-12-2010 BY 65179/DMH/PLJ/sdb 

- - ' IOB SUMMARY SHEET 

Name of Department or Agency: Federal Bureau of Investigation CY Quarterly Report: 

" , b2 
DATE OF INCIDENT: I I b7E DATE OF REPORT TO IOB':' 

DATE OF REPORT TODEPARTMENT/AGENCY: March 27,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DOJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 
t 

STATUTE (United States Code Citation) - ; 
FISA(50U.S.C. 1801) 
Other (U.S.C. citation: - . 1 

EXECUTIVE ORDER 13333: 
_ Section 2.3 collection & dissemination-of USP info 

Section 2.4.preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US • . 

. Section 2.4(b) Unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2:4(d) physical surveillance of USP abroad 
Section 2.5 AG. approval w/in US or against USP abroad • 
Section 2.6 assistance to law enforcement 

' Section 2.7 contracting-
Section 2.9 undisclosed participation , •. ' 
Section 2.10 human experimentation 
Section .2:11 prohibition on assassination 
Section 2.12 indirect participation 

x AG Approved EO 12333. Guidelines (Guidelines name and section: The Attorney General's-
Guidelines-for FBINational Security Investigations and Foreign Intelligence Collection] 

ç r • — 

OTHER EXECUTIVE ORDER (SPECIFY)' -, 
Creation, of unauthorized SAP'(EO 12958, as amended) 

' Od'ier(EO citation: ) ' V * ' " 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION . ' 

. Other (Presidential Directive citation: . )• 

DEPARTMENT/AGENCY ACTION: Reported the incident to the Intelligence Oversight Board. 

*DATE OF FINAL DISPOSITION: . ' • 

Hofmann-IOB-3766 



^-DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON 07-12-2010 

SE 0 6 

(U) 

(U) 

INTELLIGENCE -OVERSIGHT BOARD (IOB) MATTER-
I I FIELD OFFICE 

b2 • 
b7E 

IOB MATTER 2007-1079NSL (U) 

By electronic communication dated April 6, 2007-, 
the Federal Bureau of Investigation (FBI), I I Field Of-flee, 
reported that a 1 [was initiated on a 

J The investigation expired on[ 

IUI t 
diiring the | 

r It appears that no investijative activity was conducted 
and [ 

J 
J The case was closed on 1 

J 

subj ect 
positionTf 

Following the expiration of the| "~J 
T and before the'investigation was closed, on 

I the FBI interviewed | | of the. 
|indicated tfrat, i n h i s ^ 

T 

As provided in section| |of The Attorney 
General's "^Guidelines for FBI National Security Investigations.and 
Foreign Intelligence Collection (NSIG) , effective October 3.1," 
2003, a| ] is required to 
interview the subject of an investigation. In this case, the FBI 
interviewed I . _ _ _ ' _ _ _ j |. 

J indicated" that ä 
BecauseT 

I in the United" States'. 

1 the. FBI was. In 
According, 

i n i — 1 5 = int.' interviewing[ 
I 

Board. 
Jmust be reported to'the Intelligence Oversight 

b2 
b7E 

b2 ' 
b7E 

b2 
b7E 

b2 
b7E 

. Hofmann-IOB-3767 



-vST." 
b2 

JOB SUMMARY SHEET • k7E 
irama of Department or Agency: FBI CY Quarterly -Report: 
DATZ 0? INCIDENT: I I DATZ OF RSPORT TO IOB:-J 

DATE.OF REPORT' TO DEPARTMENT/AGENCYi 04/06/2007 

DATE REPORT SUBMITTED TO: 0TH2R -ENTITY (i.e., DoJ, Congress, Civil Liberties Office) 

POSSIBLE VIOLATION OF: . 
STATUTE .(Unicad'States Cpda citation.) 

.. FI3A (50 U.S.C. 1801) 
. .Othar (U.3.C. citation: 

ALL INFORMATION CONTAINED 
HERE-IN 15 UNCLASSIFIED 
DATE 07-12-2010 BY 65179/DHH/PLJ/sdb • 

EXKCOTIVS ORDXB 12333 
JSactioh .3 .3 

" Section 2.4 
faction 2.4(a) 
Ŝection 2". 4(b) 
Section.2.4(c)' 

. .Sect-Ion 2.4 (d) ' 
• .. ..Section X. 5 

Section.2.6' 
. Sect lop .2,"7 

Section 2.3 
• ' Section 2.16 
. Suction 2.11 

» ; S•action 7.1\7 
. X- AG APPROVED EO 

collection £ 'dissemination of USP info-
preamble: least intrusive collection 
CIA electronic surveillance" v/ia US 
unconaantad physical search v/l-n 'US 
p&yaical a-urvaillanco of US.P w/ia OS 
physical ;aurireillan.ca oC U3P abroad 
•AG approval w/ia US or againat USP- abroad 
assistance to lax' enforcement 
contracting 
undisclosed participation 
human experimentation • 
prohibition on assassination 
indiract participation . 
12333 GOIDSLINBS <j 

' OTHES.EXECUTIVE ORDER (SP2CI?Y) 
• Ĉreation of unauthorized', SAP .(¿CO .1:3558, aa amended) 

Other". (20 citation: ) 

. • PRSSXDBNTXAL BIR&CTIVH (SPECirt) ' 
COVERT ACTIOS FTHniitO/HSJlORAHDtJM OF NOTIFICATION 

/ Other .(Preaidaatial Directive citation» ' 

b2 
b7E 

DEPARTiEEST/'AGSNCY ACTION: ~ ' ,.' , , „ „ 
Reported incident to the FBI's Office of the General Counsel 

•DAIS OF FINAL DISPOSITIONi ' 

Hofmann-IOB-3768 



DECLASSIFIED BY 6S179/DHH/PLJ/sdb 
ON 07-12-2010 

(U) 
INTELLIGENCE OVERSIGHT BOARD (IOB.) MATTER 

I 1 OFFICE 
IOB MATTER 2007-1714 

b2 
b7E 

(U) 

On May 7. 2007, the !" 

1 The f 
1 Office reporter! that a 

Iwas Initiated on 
Jòn 

xnves ciqation n ^ paired, "I after the 

^ f s T The The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection 
(NSIG),, effective "October 31, 2003-, atl I sppHfi^iiy 
identifies! |as an investigative "technique 
which is only available in the I " "| 
I I Office was hot 
authorized to conduct! 1 

b2 
b7E 

b2 
b7E 

Ey On: 08 

Hofmann-IO.B-3769 



< iï&IC<s INFORMATION CONTAINED 
» HEREIN IS UNCLASSIFIED 
DATE 07-12-2010 BY 65179/DHH/PLJ/scl£. 

Name of Department or Agency: FBI CY Quarterly Report: 2007 

10B SUMMARY SHEET 

h2 
bll 

DATE OF INCIDENT: I I v DATE, OF REPORTTOIOB: 

. DATE OF REPORT TO. DEPARTMENT/AGENCY: May 7,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (SO U.S.C. 1-801). 
Other (U.S.C. .citation: ) 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Sectiou-2.4 preamble: least intrusive collection 
Section 2>4(a) CIA electronic surveillance w/in US " -
Section 2.4(b).unconsented physical search vv/in US 
Section-2.4(c)physrcal.surveillancepfUSPvv/inUS' 
Section 2.4(d) physical surveillance of USP abroad 

-Section 2.5 AG approval w/in US or against USP abroad • 
Section 2.6 assistance to law enforcement 

. Section 2.7 contracting 
' Section 2.9 undisclosed participation 

Section 2.10 human experimentation 
Section 2.11 prohibition on assassination . 

J Section 2.12 indirect participation - . . 
AG ApprovedEO 12333 Guidelines!" 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of iinauthbrizejl SAP'ÇEO 12958, as amended) 

_ Other ÇEO citation: ). 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (PresidëntialDi'rective citation: _ _ _ _ _ _ ) 

DEPARTMENT/AGENCY ACTION: 
*DATE OF FINAL DISPOSITION: ' 

Hofmann-IOB-3770 



-- .¡gì.. DECLÀSSIFIED BY 6S179/DMH/PLJ/Si3ì) 
ON 07-12-2010 

SE 

ÌU) 

(U) 

m 

INTELLIGENCE OVERSIGHT BOARD 
I ~l OFFICE 

(IOB) MATTER 
b2 
- b7E 

IOB MATTER 2007-2058 

gx£ 

Person on| 

|o£fice reported that a 
had been initiated on a U.S. 

I and that on[ was 
J. No opening notification was 

provided to FBI Headquarters to forward to the Department, of 
Justice Office of Intelligence Policy Review (.OIPR) until (7 

As. provided in|_ 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collectipn (NSIG), a."field office shall notify FBI. 
Headquarters [FBIHQ] within ten working days of the initiation by 
the field j ~1" After 
receiving the notice from the field office,, FBIHQ shall provide 
notice to the Office of Intelligence Policy and Review .(OIPR) and 
to the Criminal Division. OIPR shall then notify the Attorney " 
General and Deputy Attorney General. 

If OIPR's oversight ability has been "substantially 
impaired"" by an error,, the FBI reports the mistake; in this 
situation, the notice required within ten- days of 'initiation of 
an investigation was not. provided to FBigQ- to notify OIPR until 
the investigation had been-ongoing for | | No other 
form of notice to the Department of Just-ice could be identified 
to mitigate this lack of notice. Because: of this complete lack of 
notice for| "| OIPR's oversight ability was -
substantially impaired. Consequently., we are reporting this-
matter for your review. • 

!U> .. 

b2 
hi E 

J of The Attorney General's' 

bZ 
b7E 

b2 
b7E 

Hofmann-IOB-3771 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-12-2010 BY 65179/DMH/P W s d b " ' , 

IOB SUMMARY SHEET 
b2 

Name of Department or Agency: FBI • b7E CY Quarterly Report: 2007 

DATE OF INCIDENT: I I ' ' DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 07/06/2007 

. DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 
STATUTE (United States Code Citation) 

FISA(SOU.S.C. 1801) 
Other (U.S.C. citation: 1 " . 

EXECUTIVEORDER13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 

• Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of,USP w/in US ' . . 
Section 2.4(d) physical surveillance'of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad-

. Section 2.6 assistance to law enforcement 
Section 2.7 contracting. . • 
Section 2.9 undisclosed paiticipation . ' b2 

' Section 2.10 human experimentation b 7 

Section 2.11 prohibition on assassination 
Section 2.12 indirect participation • . 
AG-Approved EO 12333 Guidelines | I 

OTHER EXECUTIVE. ORDER (SPECIFY) 
• Creation of unauthorized SAP (EO 12958, as amended) 

Other (EO citation: ) • • 

PRESIDENTIAL DIRECTIVE (SPECIFY) . 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

. Other (Presidential Directive citatiop: ) 

DEPARTMENT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION:. ' . ' 

flofmann-IOB-3794 



DECLASSIFIED BY 65-179/DHH/PLJ/sdb 
OK 07-12-2010 

*XT> b2 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E 

I TOFFICE 
IOB MATTER 2007-0878 (.U) 

On April 6, 2007., thj I office I I of 
the Federal Bureau of Investigation (FBI) reported that no notice b2 
was provided to FBIHQ | lof a b7E 

iU) • P r 6 s u m e d U.S. Person on | T The| lexpired after six 
^ 1 months. This error was identified during the March 2007 audit on 

the use of National Security Letters. 

b2 
As provided in| lof The Attorney 

General' s" Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG) . a "field office shall' ,.b7E 
notify FBI Headquarters within ten'working davs of j-'hp initiation-
by the field | 1» Because 
this notification was never submitted; FBIHQ and DOJ were unable 
to review or provide oversight of this investigation. 

Hofmann-IOB-3773 



•AM. ÎHFOEHATIOH COHTAIHED 
HEREIH 15 UHCLASSIFIED 
DATE .07-12-2010 BY 65179/DHB/PI.J/sdfc 

"" • IOB SUMMARY SHEET 
b2 

Name of Department or Agency: FBI b l E CY Quarterly Report: 2007 

DATE OF INCIDENT: I ~ 1 DATE OF REPORT TO IOB 

DATE OF REPORT TO DEPARTMENT/AGENCY: April 6,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress,. Civil Liberties Office): 

. POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) FISA (SO U.S.C. 1801) • 
Other (U..S.C. citation: . . 1 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 

' Section 2.4(c) physical surveillance of USP w/in US . 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad' 
Section 2.6 assistance to law enforcement -
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section'2.12 indirect participation 
AG Approved EO 12333 Guidelinesj_ 

OTHER EXECUTIVE ORDER (SPECIF Y) 
Creation of unauthorized SAP (EO 12958, as amended) 
Otlier (EO citation: ) 

^RESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION EINDING/MEMORANDUM OF NOTIFICATION 

Otlier (Presidential Directive citation: 1 

DEPARTMENT/AGENCY ACTION: ' . . . 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3774 



• ^ ^ DECLASSIFIED 6Y 65179/DMH/PLJ/sdb . • 
Oil 07-12-2010 . • 

. b2 . ' 
INTELLIGENCE OVERSIGHT BOARD <IOB) MATTER b7E 

m . • 1 I FIELD OFFICE 
IOB MATTER 2007-1195 (U)' 

^As provided in I 1 of- The Attorney ' b2 
General ̂ Guidelines for FBI National Security Investigations and b 7 E 
Foreign Intelligence Collection (NSIG). a "field office shall 
notify FBI Headquarters within ten working, days of the initiation 
by the field[ 

/ On March 21, 200.7, thé I I Federal Bureau of-
I'nvestigation office reported a violation of these notification 
requirements' 

Iht a_u.y. 
J initiated 

person, specitically., onf 
b2 
b7E 

i -~~tiated| I, but 
provided no -notice to the FBI Headquarters. I I was not -
I I however. the case was reopened on| 
I 1 Again, -no notification was provided to FBIHQ. When 
the error was discovered »ia March 2Ö0.7, notification was provided. 
to FBIHQ. However, because no notification was provided from 
I luntil March 2007, FBIHQ .and the Department of 
.Justice Office of Intelligence Policy and Review were unable to 
review or provide oversight. • 

fo2 
b7E 

flofmann-IOB-3794 



>=Si. . . -
ALL INFORMATION CONTAINED . ' 
HEREIN 13 UNCLASSIFIED -
DATE 07-12-2D10 BY 65179/DHH/PLJ/sdb ' ' 

IOB SUMMARY SHEET . 
. b2 

Name of Department or Agency: * FBI " b7E CY Quarterly Report: 2007 

DATE OF INCIDENT: I I DATE OF REPORT TOIOB: ' 

DATE OF REPORT TO DEPARTMENT/AGENCY: March 21, .2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: -

STATUTE (United States Code Citation)-' 
FISA(SOU.S.C. 1801)- ' 

^ Other (U.S.C.. citation: ^ . 

EXECUTIVE ORDER 13333: 
' - Section 2.3 collection & dissemination of USP info 

Section 2.4 preamble: least intrusive collection 
Section~2.4(a) CIA electronic surveillance w/in US 

s Section 2.4(b) unconsented-physical search w/in US 
J Section 2.4(c) physical surveillance of USP w/in US' , • . \ 

Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US-or against USP abroad-
Section 2.6 assistance to law enforcement 
Section 2.7 contracting -
Section 2.9 undisclosed participation ' ' b2 

• ; Section 2.10 human experimentation • - b7E 
Section 2.11,prohibition on assassination-
Section 2.12 indirect participation -

_ AG Approved EO 12333 Guidelines T I 

'OTHER EXECUTIVE ORDER (SPECIFY) • . • 
; Creation of unauthorized SAP (EO 12958, as'amended)' . 

-•_: Other (EO citation: ' ' V . " . . 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' ' ' • . ' 
COYERT ACTION FINDING/MEMORANDUM OF-NOTIFICATION ' • 
Other (Presidential Directive, citation: _ _ _ _ _ _ _ ) 

DEPARTMENT/AGENCY ACTION: - ' ' ' - • 

•DATE OF FINAL DISPOSITION: ' -

Höfmann-IOB-3776 



f DECLASSIFIED BY 65179/DHH/PLJ/sdb 
ON 07-12-2010 

( U ) 

SEC: 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

] FIELD OFFICE 

b2 
b7E ' 

IOB MATTER' 2007-1006 (U") 

S)N The L ] Division f 3 of the Federal 

(U) 

Bureau of Investigation (FBI) reported a possible Intelligence 
Oversight Board (IOB) violation involving a late notification of 
the opening of a| |. o.n| \ 
1 Jinitiatedj I, The initial 10-
day notification to FBIHQ•was never completed. The case was 

I No initiation LHM was submitted to FBIHQ. 

As provided in ] of The Attorney 
General's Guiaelines for FBI.National Security Investigations, and 
Foreign Intelligence Collection (NSIG), a "field office shall 
notify' FBI- Headquarters within ten working davs of the initiation 
by the field | J» FBIHQ and 

during an-DOJ first learned of the| 
audit on the use of NSLs in March of 2007. Because this 
notification was never provided, FBIHQ and DOJ were unable to- ' 
provide meaningful oversight and review of this investigation. 

h 2 
hl E 

h 2 
hi E 

Hofmann-IOB-3777 



ALL INFORMATION CONTAINED 
-HEREIN 15 UNCLASSIFIED 
DATE 07-12-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: j 1 DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY" (i.e., DoJ, Congress, Civil Liberties Office):' 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA(SOU.S.C. 1801) 
Other (U.S.C. citation: • t 

EXECUTIVE ORDER 13333: " 
Section 2.3 collection & dissemination of UBP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIÄ electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Sectipn 2.4(d) physical surveillance bf USP abroad 
Section 2.5 AG approval w/in US or against USP abroad' 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 

X AC APPROVED EO 12333 GUIDELINESL 

. OTHER EXECUTIVE ORDER (SPECIFY). 
; Creation of unauthorized SÀP (EO 1.2958,. aà amended)-

Other (EO citation: ^ ) 

-PRESIDENTIAL DIRECTIVE (SPECIFY) . 
^ COVERT ACTION FINDING/MEMORANDUM ÔF NOTIFICATION 

Other (Presidential Directive citation: 1) 

DEPARTMENT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION: ' 

Hofmann-IOB-3778 



ÏU) 

DECLASSIFIED BY 65179/DNH/PLJ/sdb 
ON 07-12-2010 

SESKET 

<U) 

(U) 

I N T E L L I G E N C E O V E R S I G H T BOARD' (IOB) M A T T E R 
I ~L D I V I S I O N 

IOB M A T T E R 200-7-1511 N S L (U) 

By electronic communication dated[ 
Hfield office < ] advised that a [ I 

b2 
b7E 

the 

initiated. As part of the investigation,[ 
jon. a U.S. person had been 

NSL .and the requisite EC f 
drafted an 

copy ot the N S L T 
I. However, the hard 

Jthat.was I related to- , 
not related to the target. The NSL results were uploaded into 
FBI databases. 

Because this was an error by - the FBI, 
unintentional, it is reportable to the IOB. 

although 
J must purge 

all information that was improperly collected. from all FBI 
databases, and-all hard copies muët be' sequestered'and destroyed. 

> Pv As .stated above, a 
initiated on| 1 According tof 

With respect to a[ 

of the -target was". 
] • the- annual. LHM . 

1 was not submitted until [ 
I t the FBI is required to notify and provide' OIPR and 
the Criminal Division with a summary of the investigation "at- the 
end- of each year a| | ' 
The extensive- delay in .submitting -the annual. LHM has precluded ' 
OIPR from exercising their oversight respons.ibiii.ty and must • 
therefore be. reported to. the IOB - - . " ' ' 

ib 2 
b7E 

• b2 . 
b7E 

b2 
b7E 

^ ^ H o f m a h n - I O B - 3 7 7 9 \ 



ALL INFORMATION CONTAINED • ' ' 
HEREJN UNCLASSIFIED ' • 
«&TE-07:12-2010 BY 65179/DHH/PLJ/sdb "IOB SUMMARY SHEET ' • 

.* * * . • * 
2 0 0 7 

'Harne of Department or Agancy: F B I CT Quarterly .Report: -

DATE OF INCIDENT DATE OS REPORT TO. lOBi g/2/07 

DATE •Oi' REPORT' TO DBPARTHXNT/AGBNCTi • 'g /2/07 ' ' 

DATS REPORT SUBMITTED TO OTHER ENTITY (i.e.. -DoJ., Congress, Civil Liberties Office)« • fa2 

• • b7B 

POSSIBLE VIOLATION OFs • 

STATUTE (Unitad States Cpde Citation) 
PISA (50 U.S.C. 1801) 

¿är '.(Ü.3.C. citation^ 

E C E O T T I V K O R D E R 1 2 3 3 3 T 

X'Soctioh .3 >3 collection ft-dissemination oÏ DSP info 
Section 2.4 • preamble: least intrusive collection 
..Section 2.'4 (a) CIÀ electronic surveillance' w/in OS 
jSection 2'. 4 (b) unconsented physical search, w/.i-n US 
Soction 2.4(c)" physical surveillance- of US.P v/in OS 

. .Section 2.4(d) physical -surveillance ot USP abroad 

.. , 3action 2'. 5 .AG approval w/in US or 'against TJSP abtoad 
Section 2.6' aasiatanca to lay enforcement 

. Section -2.7 • . contracting 
Section 2.9 undisclosed participation -

• ' Section 2.1Ô human experimentation • 
Section 2.11 • prohibition on aaaasainatio.n 
^Section 2.,'1'2 indirect paTtlci-pation . 

" • AG APPROVED EO 12333 GOIDZX.IHSS (Guideline naine and sectioni 

. . ' OTHER EXECUTIVE ORDER (SPECIFY) • • 
• jCràa'tidn of unauthorized, SAP (SO , 1 2 a a amended). 
. Other ( s o citation: 

PRESIDENTIAL DIRECTIVE (SPECIFY) -
COVERT. ACTIÖH FIHDlSQ/MKKORAHDOM 0* KOTIFICATIOH 

; Other (Presidential Directive citi'om .):.• 

DÈPÀRTftENT/AGÊNCY ACTION: ' ! . . . 

•DATE OP PINAL .ÜISPÖSITIÖN« 

Hofmann-IOB-3780 



DECLASSIFIED BY 65179/DMH/PLJ/scib 
ON 07-12-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I RESIDENT AGENCY 

' IOB MATTER 2007-9-52 (U) 

b2 
hi E 

^ fSTs^By' electronic communication dated March 26, 2007, 
the Federal Bureau of Investigation,| iResidency 
Agency, | |5n 

» k States Person was initiated on f 
a United 

The 
After the 

1 

h 2 
hlE 

r 
The 

As provided in | | of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence •Collection, effective 
October 31. 2tim. at- a I 

b2 
b7E 

expired. Accordingly, this error must be reported .to the IOB. 

Hofmann-IOB-3781 



~ ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-12-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI 

DATE OF INCIDENT: I I 

b2 
b7E CY Quarterly Report: 

DATE OF REPORT TO JOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/26/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United'States Code Citation) • 
FISA (50 U.S.C. 1801). 

: Other (U.S.C. citation: . - ) • 

EXECUTIVE ORDER 13333: ' 
. Section 2.3 collection & dissemination of USP info 

. Section 2.4 preamble: least intrusive collection ' • 
1 Section 2.4(a) CIA electronic surveillance w/in US . • . 

• Section 2A(b) unconsented physical search w/in US 
:_ ' Section 2.4(c) physical surveillance of USP w/in US. 

Section 2.4(d) physical surveillance of USP abroad' • 
Section.2.5 AG approval w/iri US oragainst-USP abroad" 
Section 2.6 assistance to law enforcement - • 

. Section 2.7 contracting -
Section 2.9 "undisclosed participation , 
Section 2.10 human experimentation • 
Section 2.11 prohibition on assassination : 
Section 2.1-2 indirect participation 

. - b2 
b7 

X AG ApprovedEO 12333 Guidelines {_ 

OTHER EXECUTIVE ORDER (SPECIFY) 
J Creation.of unauthorized SAP (EO 12958, as amended) 

Other (EO citation: )• 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
r • COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (PresidentialDirective citation: . Y 

DEPARTMENT/AGENCY ACTION: 

*DATE ÒF FINAL DISPOSITION: 

Hôfmann-IOB-3782 



DEdAfSSlfrlED BY 65179/DHH/.PLJ/SCÜ3 
OH 07-12-2010 

^ S E Ç S E T j M A a î T g g r ^ 

( U ) 

INTELLIGENCE OVÉRSIGHT BOARD MATTER b2 
I DIVISION b.7E 

IOB MATTER 2007-942NSL (U) 

.. . xAn electronic communication fiom the Federal Bureau of Investigation (FBDI I 
¡Division I {dated 03/23/2007, reported a potential Intelligence Oversight Board . 

j after expiration of a (IOB) violation involving the conduct of an interview 
* I ' "I • 

Jfter expiration of | the 
assigned case agent interviewed the subject, a naturalized U.S. citizen. Although information 
obtained in the interview prompted the case agent to recommend that the investigation be closed 
and thé investigation closed shortly thereafter, thef 

Accordingly, the. FBI's 
Office of the General Counsel has determined thai ~~kas failed to follow the guidelines-
set forth iij bf The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG). effective 10/31-/2003, and an IOB 
violation has occurred. Accordingly, this matter is reported to the IOB. 

Hofmann-IOB-3783 



ALL BIFOPMTION CONTAINED ' .. 
HEREIN 13 UNCLASSIFIED 
DATE 07-12-2010 BY 65179/DHH/PLJ/sdl) 

• - IOB SUMMARY SHEET 
b2 

Name of Department or Agency: FBI b7E CY Quarterly Report: 2007 

DATE OF INCIDENT:! I DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) -
Other (U.S.C. citation: 1 

v 

EXECUTIVE ORDER 1.3333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP. abroad 
Section 2.5 AG approval w/in US or against USP abroad-

. Section 2.6 assistance to law enforcement 
• Section 2.7 contracting 

Section 2.9 undisclosed participation 
Section 2.10 human experimentation 1 . • 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation • ' 
AG Approved EO 12333 Guidelines i H 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as atnënded) . 
Other (EO citation: ) ' 

\ * 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' 
• COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ) ' • • • 

DEPARTMENT/AGENCY ACTION: \ -

*DATE OF FINAL DISPOSITION: * 

Hofmann-IOB-3784 



DECLASSIFIED BY '65179/DHH/PLJ/sdb 
ON 07-12-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB).MATTER 
I I FIELD OFFICE b2 

-b7E 

(U) IOB MATTER 2007-1318 (U) 

The |Field Office of the Federal 
Bureau of Investigation has reported an error in conjunction with 
an investigation of that division; In'this regard, af 
I ]in -an NSL seeking | 1 
varied by£ 
only af 

1 •• However, 

1 which was the number for a~T 
J Therefore, 

-the 
tiiere was no violation of- any civil rights stemming from .this 
mistake. 

b2 
blE 

. (U.) This matter has beèn reportèd to- the FBI1 s 
Inspection Division for appropriate, .action. 

flofmann-IOB-3794 



ALI INFORMATION CONTAINED 
HEREIH- 15 UNCLASSIFIED 
DATE Q7-12-2QÌ0 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name o£Department or Agency: FBI • CY Quarterly Report: 

DATE OF INCIDENT: DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 4/5/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE. VIOLATION-OF: 
" -b2 

STATUTE (United States Code Citation) ' • ' • b7E 
FISA (50 U.S.C. 1801) 
Other (U.S.C.- citatiot . 

EXECUTIVE ORDER 13333: 
Section 2.3 collection &. dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) ÇIA electronic surveillance w/in US 
•Section 2.4(b) unconsented physical search w/in US. 
Section 2.4(c) physical surveillance of USP w/in US • 
Section 2.4(d) physical surveillance-of USP abroad1 , 
Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement 
Section 2.7'contracting 
.Section 2.9. undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect-participation 
AG Approved EQ 12333 Guidelines (Guidelines name and. section: . 

OTHEREXECUTIVE ORDER (SPECIFY)-
Creation of unauthorized SAP-(EO 12958, as amended) 
Other (EÔ citation: ) "• 

PRESIDENTIAL DIRECTIVE (SPECIFY) -
COVERT ACTION. FINDING/MEMORANDUM- OF NOTIFICATION. 

Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: 
•DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3786 



DECÎ&SSIKfeD BY 65179/DÏÏH/PLJ/sdb 
OH 07-12-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE' 

b2 
b7E 

IOB MATTER 2007-186-4 (U) 

(U) The [ ] Field Office of the Federal b2 
Bureau of Investigation has reported an error in conjunction with b7E 
an investigation'of that division. In this, regard, I I . 
I ~lin an NSL | I was 
inadvertently transposed; however no records were produced 
because there were none-associated with the mistaken address. 

(U) This matter has béen reported to the FBI1 s 
Inspection Division for appropriate action. 

Hofmann-IOB-3787 



fcL" INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-12-2010 BY 65179/DHH/PLJ/sdfc -

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 4/3/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties.Office):. b 2 

• - b7E 
POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) . 
FISA (50 U.S.C. 18011 
Other (CJ.S.C. citation! 

EXECUTIVE ORDER 13333 : 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) ÇIA electronic.surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 

• Section 2.4(c) physical-surveillance o fUSP w/in US 
Section 2.4(d) physical surveillance- o fUSP abroad 

: Section 2.5 AG approval w/in US or against USP abroad ' 
- -Section 2.6 assistance to law enforcement 

Section 2:7 contracting . 
Section 2.9 undisclosed participation • 

• Section 2.10' human experimentation: 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation ' ' ' 
AG Approved EO 12333 Guidelines (Guidelines name and section: J 

. OTHER EXECUTIVË'ORDÈR (SPECIFY)-
Creation of unauthorized' SAP (EO 12958, as amended) 
Other (EO citation: ' 1 ' 

' PRESIDENTIAL DIRECTIVE (SPECIFY) . 
_ COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
. Other (Presidential Directive citation: ) • 

DEPARTMENT/AGENCY ACTION:. - . . . 

*DATE OF FINAL DISPOSITION:. 

Hofmann-IOBr3788 



% -SÉ. 

ALL IIIFORHATION CONTAINED 
- HEREIH IS UNCLASSIFIED 

DATE 07-12-2010 BY 65179/DHH/PLJ/sdb 

INTELLIGENCE OVERSIGHT- BOARD (IOB) MATTER 
I I DIVISION 

IOB MATTER .2007-1051 (U) 

b2 
b7E 

(U) By electronic communication dated 03/28/2007, the 
Division \ |.advised that on 10/11/2005, 
drafted a. National Security Letter (NSL) requesting 

land 
b2 
b7E 

J target, a U.S. person, of an investigation for 
' ] to the "date of this the time period ranging from 

letter." The NSL was dated 10/11/2005 In addition to records 
from the time period listed in .the NSL. the \ 

Jthe date- of the 
Iwere 

b2 
b7E 

NSL. I 
listed earlier in thef 

J uploaded into ACS and 

(U) Puirsùant to the 07/31/2007 instructions from the IOB, 
the FBI is-reporting .this matter because the uploading of the 
over-produced information arguably constitutes a compounding of 
the third party error | [ 

b2 
b7E 

(U) [ ] has been instructed to immediately sequester 
the over-produced information and any FBI records containing the 
over-produced information, including records on ACS and 

] considers the over-produced information relevant 
If 

to 
its investigation, it will cure the over-production by issuing to 

another NSL with a time period that .encompasses the 
relevant mtormation. If | | deems the Over-produced 
•information not -relevant to its investigation, it will contact 

and ask -whéther the over-produced information should 

b2 • 
b7E 

•be returned or destroyed, with appropriate documentation to the 
file. 

Hofmann-IOB-3789 



M.L "iÖfroKHATION CONTAINED 
HEBEIN 15 UNCLASSIFIED 
DATE'07-12-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET . 

Name of Department or Agency: FBI CY Quarterly Report 

DATE OF INCIDENT:. DATE' OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY:-03/28/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

' POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation)- . 
FISA (50U.S.C. 180n 

X Other (U.S.C. citationj I ) 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search, w/in US 
Section 2.4(c) physical surveillance of USP w/in US . 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US'-or against USP abroad.' 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation-
Section 2.10.humanexperimentatio'n 
Section 2.11 prohibition on assassination -
Section 2.12 indirect participation 
AG Approved EO 1-2333 Guidelines (Guidelines name and' section:- ) 

OTHER EXECUTIVE ORDER (SPECIF Y) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: r _ J ' ' - ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

/ Other (Presidential Directive citation: 1 

DEPARTMENT/AGENCY'ACTION: . / . 

*DATE OF FINAL DISPOSITION: ' ' 

bZ 
blE 

Hofmann-IOB-3790 



DECLASSIFIED BY 65179/DMH/PLJ/sdJb 
ON 07-12-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I |FIELD OFFICE 

IOB MATTER 2007-1297-1 1(D) 

^ . . . During a I I of a 
U.S. person, | | issued two (2)| NSLs underj I 

t respectively. Since discovering that these NSLs had 
been issued, I I has sequestered the responses from the 

(U) In this case, an error was committed by the case agent 
when he/she requested a| I pursuant'to I ~1 

]tnat did not-have ah J_ 
(U) I has been instructed to contact [ 

I I and ask whether the respective responses to 
the NSLs should be .'returned or destroyèd, with appropriate 
documentation to the file,. ' ' • 

b2 
b7E 

b2 ' 
b7E 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3814 



fi ALL INFORMATION CONTAINED 
. HEREIN IS UNCLASSIFIED 
DATE 07-12-2010 BY 65179/DMH/PLJ/sdb 

IOB. SUMMARY SHEET 

Name of Department or Agency: FBI ' CY Quarterly Report: 

DATE OF INCIDENT: DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/12/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e.,DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE.(United States Code Citation) 
FISA(50U.S.C. 1801) 

_X Other (U.S.C. .citation: _ 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad , 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.II prohibition on assassination 

. Section 2.12 indirect participation 
_ : AG: Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER.EXECUTIVE ORDER (SPECIFY) 
* Creation of unauthorized SAP (EO 12958, as amended) 

Other (EO citation:. _) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
: COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
^ Odier (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: ' 

*D ATE OF FINAL DISPOSITION: 

Hofmann-IOB-3792 



v A 

DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON 07-12-2010 

( U > 
INTELLIGENCE OVERSIGHT BOARD (X.OB) MATTER 

I I FIELD OFFICE 
IOB MATTER 2007-1335-1 | (U) 

b2 
•b7E 

U.S. person,L 
During aX 

]issued f 
1 of 

NSLs under| | 

been issued,[ 
I respectively. . since discovering that: t-.he>_sg> NfiT.s haHl 

has sequestered the responses from the 

(U) In this case 
when he/she requested 

errors were committed bv the rass arrpri-t-

I for an authorized l_ 
[that did not have anf" I 

b2 
b7E 

. L ] has -been instructed to immediately redact 
all information obtained pursuant to the I I NSLs-
from all hard and uploaded records, including documents on ACS. 

| has also been instructed to contact the| | 
]and ask whether the respective responses to 

•the NSLs should be returned or destroyed, with appropriate 
documentation to the file. 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3793 



A H INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-12-2010 BY 65179/DHH/PLJ?sdl3 

IOB SUMMARY SHEET 

Name of Department of Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: (three incidenti I DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/12/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA(50U.S.C. 1801) • 

' X Other (U.S.C. citation: | I 1 

EXECUTIVE ORDER 12333: 
' "Section 2.3 collection & dissemination of USP info 

Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c). physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 

• Section 2.5 AG approval w/in US or against USP abroad , 
^ Section 2.6 assistance to law enforcement 

Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 hüman experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 

. . AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: _ ) ' -

PRESIDENTIAL DIRECTIVE (SPECIFY) 
. COVERT' ACTION FINDING/MEMORANDUM OF NOTIFICATION 

• • Other (Presidential Directive citation: ._) 

DEPARTMENT/AGENCY ACTION: 

. *DATE OF FINAL DISPOSITION: 

flofmann-IOB-3794 



i'V. DECLASSIFIED BY 65179/DHH/PLJ/sdb 
ON 07-12-2010 

CU) 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

' I IFÎELD OFFICE 
IOB MATTER 20Q7-1336-I I (U) 

x^Ö During af 
U.S. person, issued 

I of a 
jNSLs under I I 

1 

J respectively. Since discovering that these NSLs had 
been issued, has sequestered the responses from the 

(U) In this case/' errors were- committed by the case agent 
when he/she requested.! I pursuant to | | 

for an | 
pthat dia not have an |_ 

(U) Philadelphia has' been instructed -to immediately-redact 
all information obtained pursuant to- the-1 |NSLs 
from all hard and uploaded -records, including documents on ACS; 
1 I has also been instructed to- cöritac-tC 

]| and ask whether the respective responses to 
the NSLs should be returned, or destroyed, with appropriate 
documentation to the-file-

fa 2 
b7E 

h 2 
b7E 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3795 



ALL INFORMATION CONTAINED 
<y HEREIN 15 UNCLASSIFIED 
$ ̂ DATE 07-12-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: (three incidental I DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/12/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e:5 DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATIONOF: 

STATUTE (United States Code Citation) • . . . 
. FiSA(50 U.S.C. 1801) 

. X Other (U:S.C. citation: _ | | ) 

EXECUTIVE ORDER 12333: . . . 
Section 2.3 collection & dissemination of USP info 

. Section-2.4 preamble: least intrusive collection . 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad _ 

- i Section 2.6 assistance to law enforcement 
Section 2.7'contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section.2.11 prohibition on assassination 
Section-,2.1'2 indirect participation 

' • AG'Approved EO 12333 Guidelines (Guidelines name and sectioft: . ) 

OTHER'EXECUTIVE ORDER (SPECIFY) ' . . } 

Creation of unauthorized SAP (EO 12958, as ¡amended) 
J Other (EO citation: ) . . -

•PRESIDENTIAL DIRECTIVE (SPECIFY) -
^ CO VERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Otlier (Presidential Directive citation: )• . 

DEPARTMENT/AGENCY ACTION: • 

*DATE OF FINAL DISPOSITION: . 

Hofmann-IOB-3796 



( U i 

(ti) 

DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON 07-12-2010 

h 2 
b7E 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I DIVISION' 

• IOB MATTER 2007-2123 (IJ) 

(âX On 02/l0/2007[ 
Letter (NSL) requesting | 

] drafted a National Security 
I and 

records for. a I I reportedly used by the target of 
the investigation for the time period ranging fromj 

) I forwarded the NSL to thel | Division 

b2 
b7E 

(provider). 
response on£ 

J for service on the 
I served the NSL and obtained£ 

J 
] 

In its response, the£ 
indicating that the target was the | 

included records 

produced 
1 also 

I for the 
b2 
hl E 

| |, a presumed U.S. person, who 
preceded the target.. The information pertaining to .the| 
i I ranged from I I much of which 
pre-dated the. time period articulated in the NSL. 

(U) 

] 

On 
to 1 In the EC accompanying the[ 

stated -the 

forwarded the f 

specifics, for the 
onto ACS'. E J The EC-' was uploaded 

b2 
blE 

(U;) Upon receiving thé | I and discovering 
the- over-production, | ] gave t.he Case- Agent a hard cdpy of 
the I I solely pertaining .to the subject. The" CD 
containing the, remaining information, that relates to the. 
| I has been sequestered with | ("Chief 
Division Counsel (CDG) , pending .direction -from OGC. | |has 
also- sequestered the hard copy ofl |EC-

|U) Pursuant to the 07/31/2007 instructions frçm the IOB, 
the FBI is reporting this matter because the .uploading of the 
over-produced information arguably constitutes-a compounding of • 
the third party error by the provider. • 

(U) [ has been instructed to . contactL I and 
ask- whether the over-produced information should be returned' or 
destroyed, with appropriate documentation-to the file. I ~| 
has .been instructed to remove the over-pròduced information from 
ACS by either permanently chargi-ng-out thé EC or redacting the 
appropriate portions from the uploaded version. 

h 2 
blE 

b2 
blE 

Hofmann-IOB-3797 



AIL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED ' 
DATE 07-12-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 07/11/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): b 2 

b7E 
POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA(50U.S.C. 1801) I X Other (U.S.C. citation] | " 1 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & disseminatioii of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search, w/in US 
Section 2.4(c) physical surveillance, of USP w/in US-

. Section 2.4(d)-physical surveillance of USP abroad 
• Section 2.5 AG-approval w/in US or against USP abroad ' 

Section 2.6 assistance to-law enforcement 
Section 2.7 contracting 
Section 2;9 undisclosed participation 

_ : Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved EO 1-2333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE.ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION-

l i Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION: 

Hofmanri-IOB-3798 



ti 
DECLASSIFIED BY 65179/DMH/PLJ/sdb 
OH 07-12-2010 

' INTELLIGENCE OVERSIGHT BOARD (IOB)- MATTER 
I I FIELD OFFICE 

IOB MATTERS 2007"-134H | 2007-1342-1 | 
AND.2007-1343H 1(U) 

b2 
b7E 

During â 1 of a U.S. person, lissued three (3)1 INSLs under 
I" 

v - respectively. TWO or the| 1 produced in response. | Idid not 

h 2 
b7E 

1 are currently in the investigative file. 

(U)' I-n this case, errors were committed by the case agent 
when -he/she requested I I pursuant to J 

that did not' have.anf 
b2 
b7E 

1 
(U)[ I has been instructed -to immediately 

sequester all copies of the| { as well as any 
hard and/or -uploaded documents containing information from the 

(CDC). 
L 

1 with the[ Chief Division Counsel 
has also been instructed to contact the 

] and' ask whetKer the respective 

b2 
b7E 

responses to the -NSLs should be returned or destroyed, with 
• appropriate documentation to the file. Finally,I I has 
-beén instructed to redact .all information obtained pursuant to 
the I I NSLs from all of the hard and/or uploaded % 

documents.-, 

Hofmann-IOB-3799 



ALL INFORMATION CONTAINED 
<y HEREIN 15 UNCLASSIFIED 

$ ^ DATE 07-12-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: (three incidents')! I DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/10/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): b 2 

b7E 
POSSIBLE VIOLATION OF: 

STATUTE (UnitedStates Code Citation) 
FISA(50U.S.C. 1801) 

_X Other (U.S.C. citation:.. 

.EXECUTIVE ORDER 12333: ' . 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillancé w/in US 

. ¡_ Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 

il Section 2.4(d) physical surveillance of USP abroad 
Section-2.5 AG approval w/in US or against USP abroad , 
Section 2.6 assistance to law enforcement 
Section 2.7-contracting 
Section 2.9 undisclosed participation • ' 

. Section 2.10 human experimentation . , 
• Section2.11 prohibition on assassination 

Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (Guidelines-name .and section: ^ 

OTHER EXECUTIVE ORDER (SPECIFY) • ' 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EOcitation: ) 

, PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other ("Presidential Directive citation: ' ) 

DEPARTMENT/AGENCY ACTION: ' -

•DATE OF FINAL DISPOSITION: • 

Hofmann-IOB-3796 



.-A - \ 

DECLASSIFIED BY 65179/DHH/PLJ/sdb 
OH 07-12-2010 

ÎU) . 
• b2 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER . b7E . 
I IFIELD OFFICE 

IOB MATTERS 2007-1236 AND 1237 (U) " 

By two Electronic Communications (EC) dated 04/10/2007-, 
]Field Office \ F reported two potential IOB 

violations. On 08/15/20051 |properly drafted several National 
the 

Security Letters (NSLs) to requesting 
pertaining to a U.S. person who was the target 

investigation. The NSLs of an authorized I 
requested| for the period beginning 
through the "present." One of the NSLs was sent to thef 
Division I I for service on a 

b2 
b7E 

forwarded documents that it obtained 
pursuant to the NSL. In addition to documents within the dates 
listed in the NSL, the 
records that pre-dated the time period. Onf 
Agent drafted an EC summarizing the[ 
information that pre-dated the NSL's time period 
subsequently uploaded onto ACS.. 

also produced 
[ the Case 

jrecords and included 

b2 
b7E 

The EC was 

• On[ ] the[ Ì b2 
b7E 

• 0111 I/' the Case Agent and another agent attempted to' 
interview the target of the I [ 

• . b2 
b7E 

(U) 

On | | the target telephoned the Case Agent a-nd 
requested to be interviewed. The investigation was -
administratively closed on | [ the Case 
Agent interviewed the target. 

(U) Pursuant to the 07/31/2,007 instructions- from the IOB, 
the FBI is reporting the over-production because the uploading of 
the over-produced information arguably constitutes a compounding 
of the third party error by the financial institution. 

Furthermore, as provided in[ ]o:f The Attorney 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3801 



General's Guidelines for FBI National Security Investigations and • 
Foreign Intelligence Collection (NSIG) , effective October 3-1, 
2003, I ~1 is required to-
interview the subject of an investigation. In this case, . the 
Case Agent interviewed the target, albeit with his consent, after 

[ Accordingly, 
tJae FBI is reporting this matter. 

i 1 b2 
(U) | I has sequestered the over-production/ will purge the b7E 

over-production from all FBI systems, and will contact the 
carrier-and arrange for either the return or the destruction of 
the over-production with the appropriate documentation to the 
file. 

page 
2 

flofmann-IOB-3794 



ALI^ INFORMATION CONTAINED 
••HEREIN 15 UNCLASSIFIED " " 
DATE 07-12-2010 BY 65179/DHH/PLJ/sdl^ 

b*2 
IOB SUMMARY SHEET b7E -

Name of Department or Agency: . CY Quarterly Report: 

DATE OF INCIDENT: f ) DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: ^ j i o j d ^ tyJ'^/oT 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress,. Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Cihh'nnl 
• FISA (50 U.S.C. 1801) 

i X Other (U.S.C. citation:. 

EXECUTIVE ORDER 13333: ' • 
Section 2.3 collection & dissemination of USP info - . ' 
Section 2.4 preamble: least intrusive collection b2 • 

: Section 2.4(a) CIA electronic surveillance w/in US - , b7E 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US • ' 

. Section 2.4(d) physical surveillance of USP abroad > . . '". ' 
Section 2.5 AG approval w/in-US or against USP abroad' . 
Section 2.6 assistance to law enforcement 

, Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation -

" Section 2.11 prohibition on assassination i — | b 2 
Section 2.12 indirect participation . J- L b 7 E 

AG Approved EO 12333 Guidelines 

OTHER EXECUTIVE ORDER (SPECIFY) 
' Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: 1)-

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other {Presidential Directive citation: 1 

DEPARTMENT/AGENCY ACTION: 

•*DATE OF FINAL DISPOSITION: -

Hofmann-IOB-3810 



«* -ìitì, INFORMATION -CONTAINED 
HEREIN 15 UNCLASSIFIED 

. DATE 07-12-20X0 BY 65179/DMH/PLJ/sdb 

INTELLrGENÇE OVERSIGHT BOARD. (IOB) MATTER 
I I FIELD OFFICE" 

IOB MATTER 2007-24051 I(UÏ 

b2 
b7E 

Division 

(D) In. September '2005, in support of ail authorized 
| investigation of a U.S. person., the [ 
1 sent a National Security Letter 

| seeking a I 
cotneT 

(NSL) to a 
]pursuant 

response, the 
l _ l n 

b2 
b7E 

(U) Upon receipt of the | | 
case agent placed it in a 1A investigation- file'envelope and 
never .uploaded any of the | | information in any 
FBI database. Upon learning that thè | |was -
improperly obtained, thè case agent sealed the 
'and sequestered it in the | | Chief " Division Counsel ' s 
(CDC) safe. Federal Bureau ot Investigation, • Headquarters has 
directed | ~| CDC to redact all information from the full 
credit report that is not authorized by | | 
I I prior to returning the report to the case agent and to 
appropriately document the case file.. 

(Uj In this case, an error was committed by the case agent 
when s/he requested a } | pursuant .to| | 
I ~1 for an authorized! ' 
investigation that did not have, an 

!b2 
'b7E 

b2 
hi E 

Hofmann-IOB-3804 



ALL INFORMATION CONTAINED ' • " 
HEREIN 15 UNCLASSIFIED -
DATE 07-12-2010 BY 65179/DKH/PLJ/sdb • : 

IOB SUMMARY SHEET 

Name of Department or Agency: Federal Bureau of Investigation CY Quarterly Report: 

DATE OF INCIDENT: On or abou| | DATE OF REPORT TO-IOB-:-

DATE OF REPORT TO DEPARTMENT/AGENCY: March 9,2007 

; DATE REPORT SUBMITTED TO OTHERENTITV (i.e., DoJ, Congress, Civil Liberties Office): b 2 

b7E 
POSSIBLE VIOLATION OF: 

\ 

STATUTE (United States Code Citation) 
" . FISA (50 U.S.C. 1801) - • 

X Other (U.S.C. citation: 

\ . EXECUTIVE ORDER 12333:. 
: Section 2.3-collection & dissemination of USP info 

Section 2.4 preamble: least intrusive collection 
J Section 2.4(a) CIA electronic surveillance w/in US 

Section 2.4(b) unconsented.physical search w/in US 
- Section 2.4(c) physical surveillance of USP w/in US 

Section 2.4(d) physical, surveillance of USP abroad 
Section 2.5 AG approval w/in ÛS or against USP .abroad • 
Section 2.6. assistance to law- enforcement 
Section 2.7 contracting 

._ Seclion 2.9 undisclosed participation , ' . . 
Section 2.10 human experimentation _ -

.-. Section 2.11 prohibition on. assassination 
.. ' Section-2.12 indirect participation . 

AG Approved-EO 12333 Guidelines (Guidelines name and section: * • ") 

' ÔTHEREXECUTIVE'ORDËR-(SP-ECIFY) • ' 
Creation of unauthorized SAP (EO 12958, as amended) 
.Other (EO citation: 1 • . 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
' ' COVERT ACTION FINDING/MEMORANDUM-OF NOTIFICATION 

' Other (Presidential Directive citation:. ' - . • ) • . -

DEPARTMENT/AGENCY ACTION: Report to IOB. Redact unauthorized information. . . 

•DATE OF FINAL DISPOSITION: . - ' 

flofmann-IOB-3794 



- 1 * 

AIL INFORMATION.CONTAINED 
HEREIN IS. UNCLASSIFIED 
DATE 07-12-2010 BY 65179/DMH/PLJ/sdb 

INTELLIGENCE OVERSIQHT BOARD (IOB) 
I I FIELD OFFICE 
IOB MATTER 2007-1850 (U) 

MATTER 
b2 
b7E 

(U) By electronic communication ("EC") dated March 12,20.07, 
the I I Field Office I D reported a potential IOB 
error in conjunction with its current I ~1 
I lof a United States Person. 

(U) On 11/16/05L 
an NSL. to a I [ 

] Division Ç [} dratted 

authorized 
~1 cited 

seeking t I 
] on a U.S. person who was the target of an 

[investigation. Specifically,. [ 
and requested the 

forwarded the NSL to I ~ 
served the NSL onT 
the same date. On! 
records tol T 

5 
J for service on the agency. L 
and received responsive records on 

{forwarded the responsive 

The records produced by the agen.cy were not limited to. 
the""Inforination' reguested, i.e., thel Hi 

? Rather, the agency provided! I 

| were not uploaded onto. 
" I did not sequester them. I I 

any FBI system, 
instead analyzed the 
its request for art f" 
In its request,I 

and' used the information to suppo.rt 
z = n I indicated that' 1 

"jrequest,- instructing^ ] to "pursue 
Jgranted 

] 

(U) The acquisition of the [ 
occurred through no fault of the FBI. The f 
reports without a reguest .to do so.-1 [ 
failed to sequester the [ 

~}by the FBI 
Tproduced the' 
I however, 

and used them to support a 
request to extend the investigation. In light of IOB'..s letter 
dated 07/3i/2Ô07, indicating' that third party errors are not 
reportable "provided 'the FB.I has done nothing to compound the . 
error, such as uploading, disseminating/ or using the overly- • 
produce^ information for lead purposes, " the FBI has elected to -
report this' matter. " 

b2 
b7E 

b2 . 
b7E 

b2 
b7E 

b2 
b7E 

b2 
b7E 

1 (U) It should be noted that the FBI could have requested. b2 
^ tamffiW3 a b7E 

Jinvestigation. 



Sfc 

(U) I |andj_ [have been, instructed to 
immediately sequester all hard copies of thel 1 
remove all ifrom all FBI databases, and 

Jhave been, instructed to 

l a i u v e c i j . j . I I J - J - ^ " ' V^j-J. — 

destroy or return to the agency, with appropriate documentation 
to the file, any hard copies in the possession of I land 

' respectively. 

h 2 
b 7 E 

Hofmann-IOB-3807 



fr. 

IOB SUMMARY SHEET . • 

Name of Department or Agency: y ^ CY Quarterly Report: 

DATE OF INCIDENT: DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: / 1 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): ' b2 
b7E 

POSSIBLE VIOLATION OF: • 

STATUTE (United States Code Citation) 
'_ FISA (50 U.S.C. 1801) 

•Other (U.S.C. citatior 

EXECUTIVE ORDER 13333: •' 
Section 2.3 collection & disseminatiori.ofUSP info 

-' "Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/ih US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval'w/in US or against USP abroad 

_ Section 2.6 assistance to law enforcement 
Section 2.7 contacting , . 
Section 2.9 undisclosed'participation 
Section 2.10 human experimentation 
'Section.2.11 prohibition on 'assassination 

.' Section.2.12 indirect participation- - -
• AG Approyed EO 12333 Guidelines (Guidelines name and section: J 

' .OTHER EXECUTIVE ORDER (SPECIFY) • . 
' Creation of unauthorized SAP (EO 12958, as amended) 

• Other (EO-citation: . 1 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

' .Other-(Presidential-Directive citationr- ) • 

'DEPARTMENT/AGENCY ACTION: ' 

*DATE OF FINAL DISPOSITION: 

ALL INFORMATI OH CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE J 0 7 - 1 2 - 2 0 1 0 BY 65179/DMH/PLJ/sdb 

Hofmann-IOB-3808 



DECLASSIFIED BY 65179/DMH/PLJ/scib 
ON 07-12-2010 

•INTELLIGENCE OVERSIGHT BOARD (IOB) ' MATTER 
I IDIVISION 

IOB MATTER 2007-1377 (U) 

b2 
b7E 

(U) 

(Ü) By electronic communication ("EC") dated April '25,2007, 
the I I Division (1 D reported a potential IOB error 
in conjunction with its current 
States Person.. 

of a United 

Iproperly issued a National On 06/05/2006£ 
Security Letter (NSL) to a 
pertaining to a U.S.-person who is the target of ,an authorized^ 

requesting 

]investigation. The NSL requested[ 
] for .the period beginning" ' 

"present." 
Division f , ... 
I "1 forwarded the[ 
In the EC accompanying the | "1 s response,[ 

The NSL was served on the 
]', which also received the f 

s response to[ 

j through the 
by t'hef | 
' Is response, 

on[ 
] advised 

1 that thef Is database did not include anv checkirig. 
for the subject. The [ |did, 

however, locate a I 
documents pertaining to the! 

J£or the' target and produced 
7 Notablv. the tarasi-, sianp.d the 

(U) On 08/03/2006,1 |prepar*ed and uploaded an- EC 
summarizing the bank's response to the NSL. | I listed 
information,, including the T 

(U). Pursuant to the 07/31/2007 instructions from the'-IOB-, 
the FBI is réporting this- matter because .the uploading of the 
over-produced .information arguably constitutes a compounding of 
the third party error by the bank. 

(U) [ I has been instructed to immediately sequester 
the over-produced-information and charge-out from ACS the EC 
containing the over-produced information.. If | | considers 
the over-producëd information relevant to its investigation. it 
will cure the over-production by. issuing to the | another .NSL 
with a time period that .encompasses the relevant, information. 
I Iwould then un-seques.ter the information .and charge-in 
the EC. ' " - ' -

(U) If I I deems the over-produced information- not 
relevant to its investigation,, it' will contact the | | and ask 
whether the over-produped information should be returned or 
destroyed, with appropriate documentation to- the file. ^ 
would then permanently charge-out the EC with the over-produced 
information. ' LJ £ 'Trin , o n. Hofmann-IOB-3809 

b2 
b7E 

b2 
b7E 

b2 
b7E 

b2 
b7E 

b2 
b7E 

b2 
b7E 



ALI^ INFORMATION CONTAINED 
••HEREIN 15 UNCLASSIFIED " " 
DATE 07-12-2010 BY 65179/DHH/PLJ/sdl^ 

IOB SUMMARY SHEET 

Name of Department or Agency: f ^ f t l T CY Quarterly Report: 

DATE OF INCIDENT: DATE OF -REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: ^J J. 2 OO^ 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoT, Congress, Civil-Liberties Office): • ' b2 
b7E 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. lSOlj 

l / Other (U.S.C. citation: 

EXECUTIVE ORDER 13333 : -' . , - ' 
Section 2.3 collection & dissemination of USP info-

_ Section 2.4 preamble: least intrusive collection 
Section'2.4(a) CIA electronic surveillance w/in US • 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical, surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 

_ Section 2.5 AG' approval w/iir US or against USP abroad' 
Section 2.6;assistanceto law enforcement 
.Section 2.7 contracting 
Section 2.9 undisclosed participation 

'Section2.10 human'experimentation 
' Section 2.11 prohibition on assassination , 

Section 2.12 indirect participation. 
AG Approved EO 12333 Guidelines (Guidelines name"and section: 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (E0 citation:' _ ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FMDMG/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ' ' ) 

DEPARTMENT/AGENCY ACTION: 

•*DATE OF FINAL DISPOSITION: -

Hofmann-IOB-3810 



¿ÈCLASSIFIED BY 65179/DMH/PLJ/sdb 
eW CT7-12-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I 1 DIVISION 

IOB 'MATTER.2007-1428 - (U) 

(U) By electronic communication ("EC") dated April '17,2007, b2 
thel I Division f I) reported a potential IOB error in b7E 

conjunction with its current! I of a United 
States Person. 

b2 
b7E 

m 

(U) 

(U) On 01/24/20-03 £ 
Letter (NSL) to af 

]drafted a National Security 
] seeking 

target of an authorizedf 
Ion à U.S. person who was the 

l i 
to- provide f 

investigation. Citing 
directed the agency 

1 

by the| 
provided to[ 

[P The NSL was served on the agency on I 
I Division | ~| . Responsive records were 

-which forwarded the records to I I 
Despite the fact that the. NSL requested only 
information, the agency produced a | r 

On 

X On 05/29/20031 I drafted another NSL to the' same 
1 

on ] by- the-
I 'rne NSL.was served on tue, agency 

]Division I Responsive • 
],- were provided records, including another [ 

to I |, -which again forwarded the records to| I 
Because, these documents were nearly, identical to the previous 
production, they were not -sent to EBIHQ for analysis.. 

b2 
b7E 

b2 
b7E 

b2 
b7E" 

b2 
b7E 

(U) Upon closing its substantive file, | ~] sent 
its documents to FBI HQ. where I n v e s t i g a t i o n i s o n g o i n g - Uae 

J Case Agent. 

] 
(U)" In-, this situation, an error oh the part of thè ' 

resulted in the unintentional acquisition of information. 
During an authorized investigation, I ~1 issued proper NSLs 
pursuant to | In addition to providing responsive 
information to which I 1 was entitled, however, the| | 
also provided information beyond the scope of the NSL request, 
specifically, a| 

b2 
,b7E 

b2 
b7E 

Hofmann-IOB-3811 



CU)- The s mistake alone is hot reportable tò 
the IOB because the FBI did not àct unlawfully or contrary to 
Executive Order or Presidential Directive with regards- to the 
third party over-production. In .this instance, however,- the FBI 
has compounded the error by forwarding the target's I I -
| I rather than immediately 
sequestering the information. Consequently, this matter must be 
referred to the IOB. 

h 2 
b7E 

(U) have been instructed 
] from all FBI to remove all copies of thef 

databases and search their respective files for physical copies 
Furthermore, they have been told that • any physical copies that 
are located should be returned toI I will then 
e it her destroy 
the I-

or return them- to 

h 2 
hi E 

page 
2 

flofmann-IOB-3794 



f 

ALL INFORMATION CONTAINED 
<y HEREIN 15 UNCLASSIFIED 
$ ̂ DATE 07-12-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

_ b 2 
Name of Department or Agency. b 7 E CY Quarterly Report: 

DATE OF INCIDENT: { ^ J DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AQENCY: 

DATEREPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA(50U.S ;C. 1801) 

j Z T Other(U.S.C.citation:. 
b2 
b7E 

| . EXECUTIVE ORDER.13333: 
- Section 2.3 collection & dissemination of USP info 

Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/inUS-
Section 2.4(b) unconsented physical search w/in US 
.Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad , , 

. • Section 2.5 AG approval'w/in-US or against USP abroad 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting-
Section 2.9 undisclosed participation 
Section 2-. 10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXE<pUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: ._) • • 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

' Other (Presidential Directive citation: ) • 

DEPARTMENT/AGENCY ACTION: 

' *DATE OF FINAL DISPOSITION:. 

Hofmann-IOB-3796 



i 
> JTSo 

DECLASSIFIED BY 65179/DMH/PLJ/sdJb 
ON 07-12-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
1 -FIELD OFFICE 

b 2 
b7E 

IOB MATTERS 2007-1916-1 ~ 
2007-1920-j^3 AND 2007-1921-C 1 

] ( U ) 

(S 
of a Ü.S 

During an authorizedf I investigation 
person,I I Field Office I I sent three (3) 

National Security Letters (NSL) to \ 1 
I and ] seekingf 

information requested in the NSL, each j" 
J In addition to the 

produced information beyond the scope of the respective NSL. 
sent each respective £ F 1 
including t h e o v e r - p r o d u c e d -information- -to t h e 

I at FBIHQ for analysis. Upon 
discovering the over-production, I Icharged-out the serials 
containing the over-produced information. I I also sequestered 
the -original productions with an Associate Division Counsel . 
(ADC). 

(U) In this case, an error was committed by I I when it 
disseminated the over-produced information by sending it to I I 
for analysis. 

(0)1 lhas been instructed to retrieve the over-produced 
information from _and to redact all over-produced information 
from all hard and uploaded records, including documents oh ACS. 

] has also been instructed to contact| | 
]and ask whether the original over-produced information 

should be returned or destroyed, with appropriate documentation 
to the.file. 

b2 
b7E 

b2 
b7E 

b2 
b7E 

b2 
hl E 

Hofmann-IOB-3814 



«=> ' ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-12-2010 BY 65179/DHH/PLJ/3dhi 

IOB SUMMARY SHÈET 

Name of Department or Agency: FBI . CY Quarterly Report: 

DATÉ OF INCIDENT: I " 1 DATE OF REPORT TO IOB: 

. DATE OF REPORT TO DEPARTMENT/AGENCY: 03/21/2007 and 04/03/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

b2 
b7E 

STATUTE (United-States Code Citation) 
FISA(50U.S.C. 1801) 

X Other (U.S.C. citation: J 

EXECUTIVE ORDER 12333': 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection-
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 

' Section 2.4(c) physical surveillance of USP w/in-US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad , 

J ' Section 2.6 assistance-to law enforcement 
Section 2.7 contracting 

, Section 2.9'undisclosed participation 
. Section 2.10 human experimentation 
' Section 2.1-1 prohibition-on assassination 

Section 2.12 indirect participation 
AG Approved EO-12333 Guidelines (Guidelines name and section: ) 

OTHER EXECUTIVE-ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) ' 
Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

• Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: > 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3815 



DATE: 07-12-2010 
CLASSIFIED B Y 65179/DMH/PLJ/sab 

REASON: 1.4 (c) 
DECLASSIFY ON: 07-12-2035 

ALL INFORMATION CONTAINED 
HERE III IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE . 
IOB MATTER 2007-1346-NSL (Ü) 

b2 
"b7E 

The Federal Bureau of Investigation ("FBI") 
determined that in conducting.an investigation 

] the FBI I I Field Office (f 
issued, an NSL that had [[ I and thus ) 
requested, information that was not relevant to the investigation. 
In" this regard, on or about I __ | opened an 
investigation I who is a "United States-

that term 15 U55fl Ifl b'ection 101 (i) .of the Foreign 
(FISA), to investigate 

person" as 
Intelligence Surveillance Act of.1978 
information or allegations of involvement in 
activities. During the course of this investigation," 
dated 11/06/2003 was issued pursuant to thei 

an NSL 
ZI 

I However, the | . 
| for whiçh the NSL was intended to obtain information were 

transposed such that the NSL- sought information on a| | -
] that was not relevant to the investigation. This was an 

inadvertent1 violation of ECPA, which requires that the NSL be 
relevant to an authorized.investigation. • This error was 
discovered during the course of. the March- 2007 JFSL inspection. 
This matter was reported by| |by EC dated 04/10/2007/ 
and is being, reported to the IOB.. | I has been advised 
to remove any material received in response to the NSL from its 
files. 

bl 
b2 
b6 
b7C 
b7E 

b2 
b7E 

b7E 

Hofmann-IOB-3816 



HEMIN IS UNCLASSIFIED 
DATE 07-12-2010 BY 65179/DHH/PLJ/sdb 

' " IOB SUMMARY-SHEET 

Name of Department or Agency: FBI OGC CY Quarterly Report: 2007 

DATE OF INCIDENT: 11/06/03 (issuance of NSL) DATE OF REPORT TO-IOB:09/30/07 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/10/07 

DATE REPORT SUBMITTED TO OTHER ENTTTY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

x Other (U.S.C. citation: I 1 1 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 214(b) unconsented physical search w/in US 
Section.2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad • 

_ Section 2.6 assistance; to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved EO' 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
GO VERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY'ACTION: Advised field to purge-database and destroy 

*DATE OF FINAL DISPOSITION: ' 

information 

Hofrnann-IOB-3817 



DATE: 07-12-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
-riaaspH: 1.4 (c) 
DECLASSIFY OH: 07-12-2035 

SBS&Sgj/2 

ALL INFORMATION CONTAINED 
HERE III IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD 
I 

(IOB) 
1 FIELD OFFICE 

MATTERS 
b2 
'.b7E 

m IOB MATTERS 2007-1067-NSL, 20'07-1069-NSL, (U) 
M 

The Federal Bureau of Investigation ("FBI") has 
Lned that in conducting an investigation { 
I who is a "United States person"' as that term is used in 

Section 101(i) of' the Foreign Intelligence Surveillance Act- of 
1978 (FISA) / the. FBI I I Field Office < D issued two 
NSLS. that i TTipr-np̂ r-Ty- wore g-i rmaH Vnr an arHnrf gfrC. In this 
regard, ah investigation 

L On or about 11/05/2002^ 
seeking 

was initiated on 
two NSLs were issued under 

At the 
time, legal advice had been issued bv OGC suggesting! 1 

to the IOB. 
J Therefore, tnis matter is being reported 

bl 
. b2 
b5 , 
h 6 
b7C 
b7E 

"§EessaE//20 

Hofmann-IOB-3816 



AIL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DAI, 07-12-2010 BT 6SJ.79/DMH/PLJ/sdb^g "SUMMARY SHEET 

Name of Department or Agency. FBI OGC CY Quarterly Report: 2007 

DATE OF INCIDENT: 11/05/02 (issuance of NSLs) DATE OF REPORT TO K)B:09/30/07 

• DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/07 

DATE REPORT SUBMITTED TO OtHERENTTTY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: . . 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

_x Other (U.S.C. citation: I I . 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 

. Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical-surveillance of USP w/in US 
Sectiori.-2.4(d) physical surveillance of USP abroad 

' Section 2.5 AG approval w/in US or against US? abroad 
Section 2.6 assistance to law enforcement 

1 Section 2.7 contracting. 
Section 2.9 undisclosed.participation 
Section 2.10 human experimentation 

• Section 2.11 prohibition on assassination , -
Section 2.12 indirect participation 

' AG Approved EO 12333 Guidelines (Guidelines name and. section: ; ) 

OTHEREXECUTIVE ORDER (SPECIFY) - , , 
Creation of unauthorized SAP (EO 12958, as amended) ' 

- -Other (EO citation: ) ' 

PRESIDENTIAL DIRECTIVE (SPECÎFY)" -
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION' 
Other (PresidentialDirective citation: ) 

DEPARTMENT/AGENCY ACTION: Advised field that matter is being rennrteri to TOB: that infonnation.obtained by 

' *DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3819 



DECLASSIFIED BY 65179/DHH/PLj/sdb 
ON 07-13-2010 

J) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 

IOB MATTER 2007-934NSL (U) 

b2 
b7E 

By electronic communication dated March 27, 2001, 
the Federal Bureau of Investigation, 
reported that a I 

1 Field Office , 
Twas initiated on a 

Ünited States person on 
was properly extended pytne Special Agent in 

Charge ( SAC) of the [ I Division for the first year. After'a 
year, under f 

J, effective October 31, 2003,1 |was reguired 
to. seek authority to exténd the investigation from FBIHQ. 

to 

Due to a mistaken belief that the" SAC had the 
authority top [beyond the 
initial one-year peridd^ I did not seek FBIHQ authorization 

"jbeyond the one-year 
Ij requested SAC (rather 

| for an 
perioa. Katner, on[ 
than FBIHQ) authority to[ 
additional six months. Likewise, on 
again requested SAC authority to I 
an additional six months to| 

1 

J 
Following the improper extensions,.the following 

investigative^activity occurred: 

Onf 

• I 

( U ) 

b2 
b7E 

h 2 
hlC 

b2 
b7E 

b2 
b7E 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3872 



(U) 
SEC: 918" 

As stated above, although mistaken, it was 
understanding'that the SAC had the authority to extend a ] 

uue TO tnxs mistaken belief 

following the improper extension, f 
activity in which a|~ 
required, I 

beyond the initial one-year period. 
I improperly attempted .to extend 

aeyond a one-year period. 
I e n g a g e d in i n v e s t i n a t . i v s 

L Luajs. 

Accordingly, 
tJll5 ariror must pe reported to the IOBl The Office of the 
General Counsel has advisedl lof the rsmrirpmpnts nf tho M^IG 
pertaining the proper extensions of| 

b2 
b7E 

b2 
b7E 

flofmann-IOB-3794 



ALL INFORMATION CONTAINED ' 
HE£§JN 15 UNCLASSIFIED 
DATE 07-12-2010. BY 65179/DHH/PLJ/sdb 

b2 
IOB SUMMARY SHEET b7E 

Name of Department or Agency: FBI CY Quarterly Report: 

DATEOF INCIDENT: | | DATE OF REPORT TO IOB": 

DATE OF REPORT TO DEPARTMENT/AGENCY: March 27,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress,'Civil Liberties Office):. 

POSSIBLE VIOLATION OF: 

STATUTE-(United States Code Citation) 
FISA(50U.S.C. 1801) 

' Other (U.S.C. citation: ) 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info • 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c)-physical surveillance of USP w/in US. 

. Section 2.4(d) physical surveillance of USP abroad -
Section 2.5 AG approval w/in US or against USP abroad • 
Section 2.6 assistance to law enforcement j-,2 
Section 2.7 contracting . " b7E . 
Section 2.9 undisclosed participation 
Section 2.10. human experimentation 

j ¡_ Section 2.11 prohibition on assassination 
. Section 2.12 indirect participation . 

x AG Approved EO 12333 Guidelines f ~ l . ) 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended). 

_ • Other (EO citation: ) 

PRESIDENTIAL DIRECnVE (SPECIFY) . 
' COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: . ) 

DEPARTMENT/AGENCY ACTION: The Office of the General Counsel has advised the FBI Division of the 
requirements of the NSIG' pertaining the proper extensions of| 1 • 

*DATE OF FINAL DISPOSITION: September 18,2007 

Hofmann-IOB-3822 



• . « DECLASSIFIED BY 65179/DMH/PLJ/sdb. 
XB»- ~ ON 07-12-2010 

(U) 

(U) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
J DIVISION 

IOB MATTER 2007-2051 (U) 

By electronic- communication dated 06/15/2007, the 
ield office (I ~l advised that as a third party had 

mis.-typed information requested in I 

J 

h 2 
blE 

h 2 
b7E 

ens FBI flfll.l.tV-.t-.feri 1 ntnrmahi ori t->̂ynrifl 1-hg gr-'n-ng r>-F Mio 
warrants. Once the FBI realized the mistake, the 
materials were immediately segregated and .sequestered; this 
occurred before the material was placed into- any FBI databases 
The jinfórmàtion will be delivered to the 
Department of Justice, Office of Intelligence Policy and Review 
(01 PR') for appropriate disposition by the Foreign Intelligence 
Surveillance Court (FISC). - -

^ . ,N As both of these errors on the part of a third party 
resulted in. the FBI receiving material beyond the- scope of a 
court .authorized warrant, the matter is being reported to the 
IOB. ' 

Hofmann-IQB-3823 
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ALL INFORMATION CONTAINED 
HEREIN 15 .UNCLASSIFIED 
DATE 07-12-2010 BY 65179/DHK/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 0.6/15/2007 

DATE REPORT SUBMITTED. TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): N/A 

POSSIBLE VIOLATION OF: b7E 

STATUTE (United States-Code Citation^ 
I I 
Other (U.S'.C. citation: • ) 

EXECUTIVE ORDER 1-3333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US-
Section 2.4(b) unconsented physical search w/in US 

- Section2.4(c)physicalsurveiIlanceofUSPw/inUS 
Section 2.4(d)-physical surveillance of USP abroad 
Section 2.5-AG approval w/in US or against USP abroad' 
Section 2.6 assistance to law-enforcement 
Section 2:7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 

^ Section 2.T1 prohibition on assassination 
Section.2.12 indirect participation 
AG Approved EO-,12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY). 
Creation of unauthorized SAP (EO 12958, as-amended) 
Other (EO citation; ) 

PRESIDENTIAL DmECTTVE (SPECIFY). ' . 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: PIOB was filed 

*DATE OF FINAL DISPOSITION: 09/10/2007 

Hofmann-IOB-3824 



DECLASSIFIED BY 65179/DMH/P-LJ/sdb 
OH 07-12-2010 

• isai. . 

CU)-

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I ~l DIVISION 

IOB- MATTER 2007-894NSL (U) 

During an authorized 
investigation of a U.S. -person. I gemfr an TvT.QT. »air1 .ng 

I 'rnougn this would have, been an appropriate reguest in 
this case, I I used the wrong NSL form and cited to the 
wrong statute. The NSL served on the| ~|did not cite I LIQT 
did it include I-Vip certification language required by 

(U) ] was advised to contact [ ] to 
determine whether the records should be returned or destroyed, 
with appropriate documentation to the file. | |was also 
told to rémove all records from any FBI database(s) . 

b2 
b7E 

b2 
b7E 

b2 
b4 
b7D 
b7E 

t 
Hofmann-IOB-3825 



ALL INFORMATION CONTAINED 
<y HEREIN 15 UNCLASSIFIED 
$ ^ DATE 07-12-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency. FBI CY Quarterly Report: 

DATE OF INCIDENT: DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/10/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (Le., DoJ, Congress, Civil Liberties Office): b 2 
!b7E 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

X Other (U.S.C. citation: 

EXECUTIVE'ORDER 12333: 
Section 2.3 collection 8t dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical- surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad ' 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation-
Section 2.11 prohibition on assassination 

. Section 2.12 indirect participation 
§ AG ApprovedEO 12333 Guidelines (Guidelines name and section: 

-OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP .(EO 12958, as amended)-
Other (EO citation: _ J . 

PRESIDENTIAL DIRECTIVE (SPECIFY) • 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: 1 

DEPARTMENT/AGENCY ACTION: 

*DATE OF.FMALDISPOSITION: ' ' 

Hofmann-IOB-3796 



^fej-bêëwLSSIUED BY 65179/DHH/PLJ/sdto 
ON 07-12-2010 

INTELLIGENCE OVERSIGHT BOARD MATTER b 2 

• I " T d i v i s i o n ~ b 7 E 

IOB MATTER 2007-1047NSL (Ü) 

(U), 

^ k A n electronic communication from the Federal Bureau of Investigation (FBI), 
^Division < L dated 03/26/2007, reported a potential Intelligence Oversight 

Board (IOB). violation involving the failure to submit a notice! of thej | 
I [to FBI Headquarters. ' 

l" TT "l ^ O n r hnened a» "lrvn a TT S npr̂ nn qnTWt 
1 ^ r In violation of th3 

|| Jdid not submit notice of thi j to FBI Headquarters 
until it was closed od I Consequently, the Office of Intelligence Policy and Review 
had no ability to conduct oversight or I I Accordingly,, this matter is reported to 
the IOB. . • 

Hofmann-IOB-3827 



t ALL INFORMATION CONTAINED 
^ HEREIN 15 UNCLASSIFIED 

DATE 07-12-2010'BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 
b2 

Name of Department or Agency: FBI b 7 E CYQuarterly Report: 

DATE OF INCIDENT: I I - DATE OF REPORT TO IOB: • 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/26/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
^ FISA (50U.S.C. 1801) 

_ _ Other (U.S.C. citation: 

EXECUTTVEORDER13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in. US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad ' 

1 Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 

^ Section 2.12 indirect participation 
x_ AG ApprovedEO 12333. Guidelines (Guidelines'name and section: NSIG II.B.2 ) 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: ) . 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
'' _ COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION • 

Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY AC.TÎON: The FBI's Office of the General Counsel (OGC) advisedl ; b 2 

— — — b5 
b7E 

*DATE OF FINAL DISPOSITION: September 17,2007 

Hofmann-IOB-3828 



ALL INFORMATION CONTAINED 
* " HEREIN 15 UNCLASSIFIED 

DATE 07-13-2010 BY 65179/DHH/PLJ/sdD 

INTELLIGENCE OVERSIGHT BOARD (TOB) .MATTER 
I I DIVISION 

IOB MATTER 2007-1426 (U) 

b2 
b7E 

(U) By electronic communication ("EC.") dated April '17,2007, 
the! I Division (I t reported a potential IOB error in 
conjunction with its current 
States Person-. 

of a United 
b2 
b7E 

(U) On or about| 1 opened an 
investigation of a United States person in order to investigate 
information or allegations of ties toj j' Duriijg the 
course of the investigation,I ~l issued a National Security 
Letter (NSL) dated, November 18. 2002. nirrmiant: hn 

i fori 1 

target of the investigation, 
rather than a permanent SAC: 

J-believed to be associated with the 
The NSL was signed by an acting SAG 
I IrsnsivpHI | 

(U) r ] 
and I I to be gathered pursuant to a national 
security letter. The statute requires that the NSLs be approved 
by .the FBI Director or a designee no lower than the position of 
an SAC in, a field office. Pursuant to section 50.5 of the USA 
PATRIOT Act (P.L. 107-56), the.Director delegated authority to 
sign National Security Letters to the SACs of the various' field 
offices, on 11/0972001. At that time-. OOP 1-onk 1-hP n^.it-inn 

and with an abundance of caution, this matter is being reported ' 
to the Intelligence Oversight Board- as -a violation.of statute 

(U) ]has been advised' that' it may. issue ah NSL" 
executed .by the .permanent SAC tp- -authorize the retention and usé 
<?f the information if the information provided by| """ is-
relevant to the pending investigation.. Otherwise,! | has 
been instructed to. contact I land ask whether the 
information should be returned or' destroyèd with .appropriate-
documentation- to the- file. . -

Hofmann-IOB-3829 

•b2 
b7E 

b2 
b7E 

b5 

b2 
b4 
b7D 
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SLL.̂ IFOPHATIOH CONTAINED • • . .ltl_. . 
•itJERElir IS UNCLASSIFIED . -
DATE 07-12-2010 BY 65179/DMH/PLJ/sdb • 'JOB SUMMARY SHEET • ' . ; ' ' . r 

'Name of Department or Agency: F B I CY Quarterly- .Report: 

DATE OF INCIDENT: / / ^ ¿ ^ Z , *>ATE OF REPORT TO IOBs 

' DATE. Qt RKPORT' TO DEPARTMENT/AGENCY; ~q j[ f j 

DATE REPORT 3UBMITTED TO OTHER ENTITY (i.e., 'DoJ, Congress, Civil Liberties Office)J 

POSSIBLE VIOLATION OF: -

STATUTE (Unicad States Öpde Citation) 
FI3A (SO Ù.3.C. 1801) 

t/òthnr (U.3.C. citation» 
b2 
b7E 

EXECUTIVE ORDKH. 12333 
. ' Section -.2 .3 

S a c t i o n 2 . 4 

faction .2 .'4 (a)' 
Ŝection 2'. 4 (fa) 
Section 1.4(c) ' 

. .Section 2.4(d) 
Section 2'. 5 

_J>eceión 2.6' 
Ŝfcction 2.7 

S e c t i o n 2.9 

_̂S.ectioa 2.1Ò 
Section 2.11 
Ŝection; 2,.'l2 
• AiG APPROVED EO 

collection t dissemination of BSP info 
preamble: least intruai-vre collection 
CXA electronic surveillance' w/in US 
unconsented physical search w/i-n US 
physical surveillance of US.P v/in US 
physical -surveillance off -USP abroad 
•AO approyal v/in VS or 'against USP abfcoad 
assistance to lav enforcement 
contracting 
undisclosed participation 
human experimentation • 
prohibition- on assassination 
indirect .participation... 

1233 3 GUIDELINES (Guideline name- and seccion-i 

• ' OTHER EXECUTIVE ORDER (SPECIFY) 
.Creat'lo'a of unauthorized,SAP .(KO 12958-, aa amended) 
Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECint) 
. ' . COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION -
•___Other'(Presidential; Directive ciCationi 

DEPÀRTfiËNT/AGEHÇY ACTION: 

*DATE OF FINAL DISPOSITION» 

flofmann-IOB-3794 



DECLASSIFIED BY 65179yDMH/PLJ/sdb 
ON 0J-12-2010 . ' 'I 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b 7 E 
I I DIVISION 

IOB MATTER 2007-1272NSL(0) 
XfS-i. T-hel Division,F iResident Agency 

(L J) of the Federal Bureau of Investigation (FBI) has 
reported a -potential IOB involving a National Security Letter 
(NSL) requested by j I which did not have the appropriate 
approvals or signature by the Special Agent in Charge (SAC). 

On or about 05/27/2.005j IRA drafted an NSL 
and the requisite EC] I used 
by a non-U.S. 'person who was the subject of an authorized 
investigation. | 1 RA sent the documents to the! I Field 
Office for approval, but they were misrouted and the NSL was 
served on the I I without the appropriate approvals or SAC 
signature. Thel I responded that it did not monitor 

I \ and therefore, no records w.ere provided.-

(Ù) In this case, | |requested an NSL for 
information relevant-to an authorized investigation, but it did 
not get the proper approvals or SAC signature, as required by 
law. As the! l-provided no records in response to this NS'L, 
there is no need fòri "Ito return or destroy any information. 

Hofmann-IOB-3831 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED • , 
DATE 07-12-2010 BY 65179/DMH/PLJ/sdi) 

~ IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: lstQFY08 

DATE OF INCIDENT: 05/27/2005 DATE OF REPORT TO IOB: 10/31/2007 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/10/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): N/A 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA(50U.S.C. 1801) 

X Other (U.S.C. citation:| 1 ) 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad • 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (Guidelines name and section: . ) 

•OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: ) 

. PRESIDENTIAL DIRECTrVE.(SPECIFY) -
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

. Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: As | provided no records in response to an NSL without the proper 
approvals, there is no need to sequester/destroy any records. 

*DATE OF FINAL DISPOSITION: 06/13/2007 

Hofmann-IOB-3832 



OPCA-20 (12-3-96) XXXXXX 
xxxxxx 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

2 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °(J)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

2 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3831 
through Hofmann-IOB-3832 

Page(s) withheld for the following reason(s) 

B The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3833 through Hofmann-IOB-3834 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



J DECLASSIFIED BY 65179/DMH/PLjysdb 
OH 07-12-2010 

> 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 

IOB MATTER 2007-1442(U) 

b2 
b7E 

(Si; On-March 21, 2007 the [ I Division | ~1 
(FBI) reported a possible of the Federal Bureau of Investigation 

Intelligence Oversight Board (IOB) violation •involving a 
notification' of the openiiicr of a I | 

<t] 

2007,[_ 
I 

late 
On 

b2 
b7E 

ini ti atee 

investigation. 

of a non-United States person; Prior to March 21, 
did not notify FBIHQ of the initiation of this • 

>) As provided in [ J>f The Attorney • 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), a "field office shall' • 
notify FBI Headquarters .within ten working, days of the initiation 
by the f ieid of a | I" FBIHQ 

b2 
b7E 

first learned of thé 
the use of NSLs in March ot 2UU7 . 

during an audit on-
Because no notification 

submitted, -FBIHQ and DO J were unable to review or provide 
oversight for this investigation, 

Hofmann-IOB-3835 



ALL INFORMATION CONTAINED-
HEREIN 15 UNCLASSIFIED -
DATE 07-12-2010 BY 65179/DMH/PLJ/sdb _ 

IÖB SUMMARY SHEET 

Name of Department or Agency: FBI b2 CY Quarterly Report: 2007 
' b7E 

DATE OF INCIDENT: I 1 . DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: March 21,2007 

DATE REEORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) . FISA (SO U.S.C. 1801) 
Other (U.S.C. citation: - 1 

EXECUTIVE ORDER 13333: -
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance o f U S P w/in US • • 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad • 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting b 2 
Section 2.9 undisclosed participation ' , b7E 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved EO 12333 Guideline^" I 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: ~> ' 

PRESIDENTIAL JDIRECnVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential- Directive citation: ) 

DEPARTMENT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION: ' „ ' • " 

Hofmann-IOB-3836 



DECLASSIFIED BY 65179/DHH/PLJ/sdb 
^ ''\T OH 07-13-2010 

( U ) 
SE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 

-IOB MATTER 2007-1187NSL (U) 

b2 
b7E 

By electronic communication dated March 20, 2007, 
the Federal Bureau of Investigation (FBI)-, | | Eieid Office, 
reported that a| |was initiated on a non-United 
States person on I I The investigation expired on. 

J. The subject of the investigation was interviewed 
I and the | I 

b2 
b7E 

| on r 

< U ) 

( U ) 

U ) 

i 

jdated March 8, 1999 (March 8, 
b2 
b7E 

1999 AG Guidelines) states in pertinent part 
I lis reguired to interview-the subject ot tne 
investigation. 

S)\ In- this case, £ initiated a f 
on a non-United States person on | |; The 

I The subject of the 
investigation was interviewed on f 
investigation was'closed on 

T and t-he 
b2 
b7E 

TAccordingly^ the FBI 
conducted an interview of the subject of an investigation after 
the| I and, in violation of the March 8, 
1999 AG Guidelines. . - • ' 

"^f^Based upon these facts, in accordance with t.he 
terms implementing the reporting requirements of Section 2.4 of 
EO, 128.63, interviewing- the subject of an investigation in the 
absence of ,a| "|must be reported to the IOB. 

b2 
b7E 

(U) Derive' 
Decll 

( U 5 . 

~ 1 /fâx^ The March 8, 19.99 AG Guidelines were superseded by 
thé Attorney General's- Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection iNSIG). on 
October 31, 20.03. However, because the incident described in 
this EC occurred' on .July 8, "2003, whether an IOB violation • 
occurred must by analyzed under the March 8, 1999 AG Guidelines-. 

Hofmann-IOB-3837 



ALL INFORMATION CONTAINED 
qEÎSEÏN' IS UNCLASSIFIED _ . . 
DATÉ 07-12-2010 BY 65179/DMH/PLJ/sdb 'JOB SUMMARY SHEET ' • • 

' . T 

•Name of Department or Agency: FBI b2 CY Quarterly .Report: 
: . - b7E 

DATZ OF INCIDENT : | DATE OS REPORT TO IOBI 

DATE-07 REPORT" TO DEPARTMENT/AGEHC? « • '03/20/2007 
DATS REPORT SUBMITTED TO OTHER ENTITY (i.e.. -DoJ, Congress, Civil Liberties Office) 

POSSIBLE VIOIATIOH OF: . . . . 

STATUTE (United" SCitea Cpde Citation) 
FISA (so tr.s.c. îsioi) 
Ochor (u.S.C. citationt 

EXECUTIVE ORDER 1.2333: • 
' Section .3.3 collection fi. 'dissemination of USP info . • • 

"" Section 2.4 preamble: least intrusive collection 
..Section 2."4 (a) CIA electronic surveillance' w/in US 
^Section 2*. 4(b) unconsented physical search w/in US 
Section 2.4(c)" physical surveillance o£ US.P v/in US 

. .Section 2.4(d) physical -surveillance oC USP abroad 
• ..Section 2".5 _ .AG approval v/in US or 'against USP abroad 

Section 2.6' aas is tance to lav enforcement 
.. S'ectlon 2.7 contracting . b2 ' 

Section 2.9 undisclosed participation . b7E 
• ' Section. 2.10 Iranian experimentation • -

Section 2.11 prohibition on assassination 
Section 2.,*'12 indirect participation . 

• X. AG APPROVED EO 12333 OTIDSLIHES [_ 

• OTHER KXBCÜTIVE ORD'ER (SPBCIFY)' ' 
' . . .Créatldn of unauthorized SAP .(SO 12958/ as amended) 
. Other (20 citation: ) 

. PRESIDENTIAL DIRBCTIVE (s'PECIRR) 
COVERT ACTION PTW3IÑG/HSHOKKXDTJU OF KOTIFICATIOK 
Other ' (Presidential .Directive cit$tion!_ )• • 

DHPARTÍCBOT/AGEMCr ACTION: „ - * '' , ' . , ̂  ... Repor ted the violation to the IOB 

»DATS OF FINAL DISPOSITIONi 

flofmann-IOB-3794 



v J-VTS-" . - DECLASSIFIED BY '65179/DHH/PLJ/sdb 
' v • . . ON 07-12-2010 

(U) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ¡̂L , _ D / H 
I OFFICE 

IOB MATTER 2007-1193(U) 

On March 20', 2007, the I I office of the 
Federal Bureau of Investigation (FBI) reported that a I I 
I I of a non-U.S. Person was 

. initiated on| Nd opening notification was 
provided. 

fsX As provided in | ~|of The Attorney 
General's Guidelines, for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG). a "field office shall 
notify FBI Headquarters within ten working days of the initiation 
by the | I" Because of 
the failure to .notify FBIHQ-, no-oversight could be provided for 
this investigation. 

Hofmann-IOB-3839 



ALL INFORMATION CONTAINED 
^ ¡.-HEREIN 15 UNCLASSIFIED 

DATE 07-12-2010 BY 65179/DHH/PLJ/sdb 
• IS»-.. 

IOB SUMMARY SHEET 
b2 

Name of Department or Agency: FBI b7E CY Quarterly Report: 2007 

DATE OF INCIDENT: I 1 DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: March 20,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Do J, Congress, CivilLiberties Office): 

POSSIBLE VIOLATION OF: 
STATUTE (United States Code Citation) 

FISA (SO U.S.C. 1801) 
Other (U.S.C. citation: • ) 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info ' 

• Section 2.4 preamble: least intrusive collection -
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.40)) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 

_. Section 2.4(d) physical surveillance of USP abroad 
j Section 2.5 AG approval w/in US or against USP abroad' 

Section 2.6 assistance to law enforcement 
• -Section 2.7 contracting b 7 E 

Section 2.9 undisclosed participation-
Section 2.10 human- experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines! 

OTHER EXECUTIVE ORDER (SPECIFY) 
' _ Creation of unauthorized SAP (EO 12958, as amended) 

Other (EO citation: - 1 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM -OF NOTIFICATION 
Other (Presidential Directive citation: J 

DEPARTMENT/AGENCY ACTION: 

*DATE OF FINALDISPOSITION: 

. Hofmann-IOB-3840 



DECLASSIFIED BY 65179/DMH/PLJ/scib 
ON 07-12-2010 

b2 
b7E 

INTELLIGENCE OVERSIGHT.BOARD.(IOB) MATTER 
I I FBI OFFICE . 
ÌOB MATTER 2007-1781 (U) 

(¡=)\ As. provided in | [of the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG). effective 10/31/2003, a 
"field office shall notify FBI Headquarters [FBIHQ] within ten 
working days of the! I 
I I" After receiving- thè notice from the field . 
office, FBIHQ shall provide notice to the Office of Intelligence 
•Policy and Review (OIPR) and to the Criminal Division. OIPR 
shall then notify the Attorney General and Deputy Attorney 
-General. / 

(U) On May 30., 2007, the FBI field office 
repbrted that no notice had been, submitted to FBI Headquarters 
when a| I of a non-U.S, Person was 
initiated on 

] a day after the| I 
No notice was submitted -until f 

Consequently, FBIHQ was unable to provide- notice to the Office of 
Intelligence Policy and'Review (OIPR) . -Consqiiently, OIPR's 
oversight ability was substantially impaired. 



ALL INFORHATIOH CONTAINED 
HERE III 15 UNCLASSIFIED 
DATE 07-12.-2010 BY 65179/DHH/PLJ/S(TTI 

~ ' IOB SUMMARY SHEET 
b2 

Name of Department or Agency: FBI b 7 E CY Quarterly Report: 2007 

DATE OF INCIDENT: | | DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: May 30,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: ' 
STATUTE (United States Code Citation) 

FISA(SOU.S-.C. 1801) 
Other (U.S.C. citation: - ) 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP-w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad' b 2 

Section2.6 assistance to law enforcement ' b7E , 
Section 2.7 contracting 
Sertion 2.9 undisclosed participation 
Section2.10humanexperimentation ' 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation ; . ; " 
AG Approved EO 12333 Guidelines (f I 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 1-2958, as amended) 
Other (EO citation: . . ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM' OF NOTIFICATION 

. Other (Presidential Directive citation: ) 

• DEPARTMENT/AGENCY ACTION: • . 

^DATE OF FINAL DISPOSITION: , * • . . " ' • ' 

flofmann-IOB-3794 



INTELLIGENCE OVERSIGHT BOARD- (IOB) MATTERS b2 
. I 1FIELD OFFICE b7E 
IOB MATTER 2007-1133(U) 

ft* ' 

The Federal Bureau of Investigation ("FBI")' has 
determined that in conducting an investigation! 

non-USPs, theL 
obtained I 

laiiu •jUBDHctea 
both 
"land 

3 
for a 

\ issued on or about I I aqvisea rnat 
an NSL would follow. The next day, after having received-the 
information, an NSL was issued and delivered to thel I to 
account for the information that had been provided. This . 
>otential IOB was reported bvl Ibv EC dated 03/23/2007. 

? 

This, matter is being reported to the IOB "because it 
appears that an NSL should have been issued in this situation in 
advance of I I and that 
this information was.not of a sufficiently urgent nature- so as- to 
permit obtaining the information prior to, and followed .• 
immediately thereafter by, issuance -of an NSL under | 

| | nor to fit within the parameters of the emergency 
disclosure provision of| 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

b2 
b7E 

flofmann-IOB-3794 



IOB SUMMARY SHEET 

Name of Department or Agency: FBI'OGC CY Quarterly Report: 2007. 

DATE. OF INCIDENT: 03/10/05 (issuance of NSL) DATE OF REPORT TO IOB:09/30/07 

DATE OF REPORT TO DEPARTMENT/AGENCY: 05/07/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) . 
FISA (50 U.S.C. 1801), . b 2 

b7E Other (U.S.C. citation: 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 

' .Section 2.4(b) unconsented physical search w/in US 
: Section 2.4(c) physical surveillance of USP w/in US 

Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad ' 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition-on assassination 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (Guidelines name and section: ) 

OTHER EXECUTIVE ORDER (SPECIFY) 
Création of unauthorized SAP (EO 12958, as amended) ' ' . 
Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
' COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
^ Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: Advised that matter was being reported to IOB; that information should be 
destroyed-or returned j ' b2 -

*DATE OF FINAL DISPOSITION: b 7 E 

Hofmann-IOB-3844 



DECLASSIFIED BY 65179/DHH/PlJ/Sdb 
ON 07-12-2010 

b2 INTELLIGENCE OVERSIGHT BOARD (IOB). MATTER :b7E 
I IDIViSION 
IOB MATTER 2007-1366(U) . 

The Federal Bureau of Investigation ("FBI") has 
of a certain -determined that in conducting a 

non-United States person, the FBI failed- to submit notification 
of the opening of the investigation required by the Attorney 
General's Guidelines to the Office of Intelligence Policy and 
Review (OIPR). | |opened this case on I 
then requested and was granted an extension on I 
The I Ilapsed and on 

]. In light of the fact that OIPR was not 

L 

notified- of this investigation at all during the time it was 
open, OGC concludes that OIPR was deprived of the opportunity to 
provide o^ersigjit of the investigation, requiring this report 'to 
the IOB. 

b2 
b7E 

Hofmann-IOB-3845 



<fALlr» INFORMATION CONTAINED 
•HEREIN 15 UNCLASSIFIED 
DATE 07-12-2010 BY 6S179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 2007 

DATE OF INCIDENT: Discovered 03/2007 DATE OF REPORT TO IOB: 09/10/2007 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/10/2007 

DATE REPORT SUBMITTED TO OTHER ENTltY.(i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA(50U.S,.Ç. 1801) 
Other (U.S.C. citation: - ) 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad ' 
Section 2.6 assistance to law enforcement 
Section 2.7 contacting, b 7 E 

Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect-participation 

_X_ AG Approved EO 12333 Guidelines 

OTHER EXECUTIVE ORDER (SPECIFY) 
" Creation of unauthorized SAP (EO 12958, as amended) 

Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3846 



DECLASSIFIED BY 6517.9/8HH/PLJy'sdb g g 
OH 07-12-2010 ' • 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER-
I |FIELD OFFICE 
IOB MATTER 2007-1870 (U) 

(U) The | | Field Office of the Federal 
Bureau of Investigation has reported an error in conjunction with 
an investigation of that division.. In this regard, I I 
1 I in an NSL | Iwas inadvertently 
transposed and records were collected | | not 
associated with the subject of the investigation. This 
erroneously collected information, has been removed from all paper 
file copies- and FBI databases. 

(U) This, matter has been reported to the FBI's 
• -Inspection Division for appropriate action. 

Sxxy on: -July 

^SECSEiF--^ 

Hofmann-lOB-3847 



ALL' IWFQRKATIOH CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-12-2010 BY 65179/DHH/PLJ/sdb 

' • IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF REPORT TO IOB: DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 4/3/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): b2 -
b7E 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISAC50 U.S.C. 180n 

; Other (U.S.C. citationl 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) ,physical surveillance of USP w/in .US 
Section 2.4(d) physical surveillance of USP abroad 

' Section 2.5 AG approval w/in US or against USP abroad" 
Section12.6-assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section2.10humanexperimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (Guidelines name and section: _} 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: _ J 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION:- ' 
r . ' ' 

*DATE OF FINAL DISPOSITION: . 

Hofmann-IOB-384S 



(U) 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I I FIELD OFFICE 
IOB MATTER 2007-1333-1 I (0) 

During a| 
non-U.S. person, 
I I seeking T 

issued three (3-)-[ 
.of a 

NSLs under| | 

1, respectively: Since discovering that these NSLs had- . 
been issued, I 1 has sequestered the responses I I 

3 
(U) In this case, errors were committed by the case agent 

when he/.she requested I _ 
I I for an authorized! ' 
investigation that did not have an 

(U) ~| has been instructed to immediately redact 
all information obtained pursuant to the I 1 NSLs 
from all hard and uploaded records, including documents on ACS. 

has also been instructed to contact I I 
|and ask whether the respective responses to 

the NSLs should be returned or destroyed, with appropriate 
documentation to the file. 

b2 
b 7E 

b2 
b7E 

b2 
b7E 

b2 
b7E 

DECLASSIFIED BY 65179/DHH/PLJ/sdb 
ON 07-12-2010 

flofmann-IOB-3794 



<fALlr» INFORMATION CONTAINED 
•HEREIN 15 UNCLASSIFIED 
DATE 07-12-2010 BY 6S179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI " CY Quarterly Report: 

DATE OF INCIDENT: (three incidents] DATE OF REPORT TO IOB: 

DATE.OF REPORT TO DEPARTMENT/AGENCY: 04/12/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ; Congress, Civil Liberties Office).: b 2 

b7E 
POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

_X Other (U.S.C. citation: _J_ 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 

' Section 2.4(a) CIA electronic.surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement 

' Section 2.7 contracting 
Section 2.9 undiscloséd participation 

. Section 2.10 human experimentation-
Section 2-, 11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved EO12333 Guidelines (Guidelines name and section: 

OTHER EXECUTTVE-ORDER (SPECIFY)-
i Creation of unauthorized SAP (EO 12958, as amended) 

Other (EO citation: ) 

-PRESIDENTIAL DIRECTIVE (SPECIFY) ' , 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

.. Other (Presidential Directive .citation: ) 

DEPARTMENT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3846 



DECLASSIFIED BY 65179/DHH/PLJ/sdb 
OH 07-12-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 

IOB MATTER 2007-1334^ | (U) 

b2 
b7E 

(S\ During a[ 
non-U.S. person,[ 

1 seeking "j 
issued three (3) 

lof a 
JNSLs under| | 

1 

] respectively. Since discovering that these NSLs had 
been is"sued, I has sequestered the responses I \ 

(U) In this case, errors were committed- by the c^se agent 
when he/she requested I 1 

for an authorized | 
[that did not have an~£ 1 

(U) has been instructed" to immediately redact 
.all information obtained pursuant to the I luSLs 
from- all hard and uploaded records', including documents on ACS". 

I has also been instructed to contact^ 
Jand ask whether the respective responses to 

the NSLs should be returned or destroyed,-with appropriate 
documentation to the file. 

Hofmann-IOB-3851 



ALL INFORMATION CONTAINED 
* " HEREIN 15 UNCLASSIFIED 

DATE 07-12-2010 BY 65179/DHH/PLJ/sdD 

IOB SUMMARY SHEET 

Name of Department or Agency. FBI CY Quarterly Report: 

DATE-OF INCIDENT: (three incidents; DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/12/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): b 2 
b7E 

POSSIBLE VIOLATION OF: 

" STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

X Other (U.S.Ç. citation: _ _) 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 

. - Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad. 
Section 2.6 assistance to law enforcement 
Section 2.7- contracting " . . . 
Section.2:9 undisclosed participation 
Section 2.10 human experimentation 

: Section 2.11 prohibition on-assassination 
Section 2.12 indirect participation 

; AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUnVÉ'ORDER (SPECIFY) 
Creation of unauthorized SAP (EO J2958, as amended) 
Other (EO.citation: _ ) . _ 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

. . Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: 

*DATË OF FINAL DISPOSITION: 

Hofmann-IOB-3829 



. - ALL INFORMATION CONTAINED • 
' HERE IH 15 UNCLASSIFIED 

' ' DATE 07-12-2010 BY 65179/DMH/PLJ/sdb 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I 1 DIVISION 

IÖB MATTER 2007-1786 (U) 

b 2 
b7E 

• (U). By electronic communication dated 05/22/2007, the [ 
I I Division 1 |> advised that a 
I I was initiated by[ 
04/24/20071 

1 

the requisite EC- requesting I 
C 

on a non-U..S. person, 
drafted -a. National Security -Letter (NSL) 

1 -and L 
Jbelieved to be used by 

the target. However, due to a transcriber error involving one 

was not related to- the investigation, 
to- the! I Division { I 

I 
J served' the Q 

providing records related tof 
the'improperly| ~ 
records from I J on |_ 

fori 1, which -responded on | 

1 included in the NSL 
forwarded the NSL 

I 

3 
by 

including 
received the 

Upon his initial review of 
t-Vi<= (-aeiA .arrpnt- rH g covered the 

The I 
the subscriber information, 
typographical error and the 
information was immediately'.sequestered> preventing the uploading 
of the information any FBI system. 

b2 
b7E 

On 
and 

b2 
b7E 

(U) 'In- this case, the NSL was issued for | 
I that was incorrectly 

transcribed. As a result, the FBI received information from the 
| that was not relevant to -the investigation, i.e;, 
| ¡relating -to- a person not connected to the 
investigation. Since this was an error by the FBI, although 
unintentional, it. is• reportable to -the IOB. 

b2 
b7E 

(U) will contactL j and arrange for 
either the return or the destruction of the non-relevant • 
information with the appropriate documentation- to the file, 

'b2 . 
b4 
-b7D 
b7E 

I 
I 

Hofmann-IOB-3853 



ALL INFORMATION CONTAINED ' • 
HEREIN 15 UNCLASSIFIED 
DATE 07-12-2010' BY 65179/DMH/PLJ/stfb 

at 
IOB SUMMARY SHEET-

Kama of Department o r Agency: FBI CY Quarterly .Report; 

DATÉ OF INCIDENTS DATE OF REPORT TO IOBs 
b2 
b7E 

' DATE.Ok REPORT" TO DBPAHTHBNT/AGENCY: 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (ÜNICAD States Cpde Citation) 
. FISA 1.50 t r . s .c . îa'oi) 
. .Other (O.à.c. citations . 

EXECOTncé ORDER 12333 
¿̂ Section -.3.3 

Sdction 2.4 
ec tion 2 .'4 {a) 

^Section 2.4(b) 
Section 2.4(c)" 

^Section 2.4(d) 
Ŝection I'.S 
Section 2.6" 
action 2.7 

_Section 2.3 
_Section 2.ID 
Section 2.11 

^Section 2.12 
• AG APPROVED EO. 

collection £ dissemination of USP info 
preamble: least intrusive collection 
'CIA electronic surveillance' w/in US 
'unconsented physical search, w/ln US 

. * . . . 
physical surveillance of USP w/in Ds 
physical -surveillance öC USP abroad 
.AG approval w/in US or 'against USP- abroad 
assistance to law enforcement: • 
contracting 
undisclosed participation 
human experimentation • 
prohibition on assassination 
-indirect participation 
12333- GUIDELINES (Guideline'nana and sectiont 

OTHER EXECUTIVE ORDER (SPECIFY) 
• ^Creation of unauthorised^ SAP .{SO'12558, «s amended) 
. Other (BO citations ) 

PRESIDENTIAL DIRECTIVE (SPECirr) 
J COVERT ACTION FINDING/MEMORANDUM OF ."NOTIFICATION 

Other (Presidential Directive citation: • )• • 

DEPÀRTÔËNT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION» 

Hofmânn-IOB-3854 



¿tLI^aöftORKATION CONTAINED 
'HEREIP 15 UNCLASSIFIED 
DATE 07-12-2010 BY 65175/DHH/PLJ/sdl. 

-INTELLIGENCE OVERSIGHT BOARD (IOB)"MATTER 
I |FIELD OFFICE 
IOB MATTER 2007-1760 (U) 

b2 
b7E 

(Ü) By electronic communication ("EC") dated May 31, '2007, the 
JField Office I | reported a potential IOB error in 

conjunction with its currentC 3 
b2 
b7E 

j' Ä non-United States Person. 
(U) Onl 

] granted the .Federal Bureau of Investigation^ 
authorization to f 
[ 

(Ü) On j 

(U)f 

(U) 

m l 

c L P 
7 

• 

p 

b2 
b7E 

bZ 
b7E 

b2 
b7E 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3855 



ÀLL INFORMATION 'CONTAINED ' 
^JgJÏREIN 151 UNCLASSIFIED 

DATE 07-12-2010 BY 65179/DNH/PLJ/sdb 

IOJB SUMMARY SHEET b 2 -
b7E 

Name of Department or Agency: Federal Bureau of Investigation GY Quarterly Report: 

DATE OF INCIDENT} | DATE OF REPORT TO IÖB: 09/21/2007 

DATE OF REPORT TO DEPARTMENT/AGENCY: May 31,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): N/A. 

POSSIBLE VIOLATION OF: 
b2 
b7E 

STATUTE (United States Code Citation) 

Other (U.S.C. citation: ) 

EXECUTIVE ORDER 13333: -
Section 2.3 collection & dissemination of USP info 

: Section 2.4preamble: least intrusive collection 
^ Section 2.4(a) CIA electronic surveillance w/in US 

Section 2.4(b) unconsented physical, search w/in US 
Section 2.4(c) physical surveillance of USP w/in US ; 
Section 2.4(d) physical surveillance of .USP abroad 
Section 2.5- AG approval w/in US or against USP abroad , 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 

. Section 2.10 human experimentation . . . 
Section 2.1-1 prohibition on assassination 
Section-2.12 indirect participation 

- AG Approved EO 1-2333-Guidelines (Guidelines name and section: _) 
OTHER EXECUTIVE ORDER (SPECIFY) . 

Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: _ ) ' 

PRESIDENTIAL DIRECTIVE (SPECIFY). 
COVERT ACTION FINDING/MEMORANDUM'OF NOTIFICATION 
Other (Presidential.Directive citation: - 1 . 

DEPARTMENT/AGENCY ACTION: Report to IOB - ' 

*DATE OF FINAL DISPOSITION: ' 

Hofmann-IOB-3856 



<3. • 

DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON 07-12-2010 • _ 

smzRs&JL/ioni 

b2 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E 

I |FIELD OFFICE 
IOB MATTER 2007-1547 (U) 

(U) By electronic communication (~EC) dated. April 5, 
2007-, the I I Field Office [ b2 

reported a b7E 
potential IOB error related to the opening of aI I 
| "|o£ a- non-United States 
Person company. ' 

( S ) M ) O n f n 
I I of a non-United States 
Person company under the approval of a Supervisory Special 
Agent (SSA) rather than the Special Agent in Charge (SAC) or 
Assistant SAC (ASAC). I s 

-b2 
b7E 

]of The Attorney General's Guidelines b2 IN, , —I ^ ^ x - ^ y B »H.L^.I.hksb b 7 E 
for FBI National Security Investigations and Fôrëign 
Intelligence Collection (NSIG), effective 10/31/2003, 
provides : 

i| I initiated by a field 
office must be approved by the Special Agent in Charge 

( U ) if the- investigation involves a. sensitive -national 
security matter. | I of a foreign 
official or visitor from a threat country may be 
approved by the Special Agent in Charge or, as 
authorized by the Special Agent in Charge, by an 
Assistant Special Agent in Charge ór squad, supervisor 
with responsibility for national security' 
investigations. All other| |may be 
approved by the Special Agent in Chargé or, as 
authorized by the Special Agent in Charge, by an 
Assistant Special Agent in Charge with responsibility 
for national security investigations.. 

b2 
b7E 

(U) 
Although the approval level of the opening 

communication "was at the level of SSRA, and did not meet the 
requirement of the NSIG.I b2 

b7E 

Hofmann-IOB-3857 



AIL INFORMATION CONTAINED 
HEREIH 15 UNCLASSIFIED 
DATE 07-12-2010 BY 65179/PMH/PLJ/sdi' 

-VOw -

IOB SUMMARY SHEET • 

Name of Department or Agency: FBI ÖGC CY Quarterly Report: 2007 

DATE OF INCIDENT: DATE OF REPORT TO IOB:09/30/07 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil'Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA(50U.S.C. 1801) 

• • Other (U.S.C. citation: 1 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/.in US 
Section 2.4(d) physical surveillance of USP abroad . . . 
Section 2.5 AG approval w/in. US or against USP abroad • 
Section 2.6 assistance to law enforcement b 7 E 
Section 2.7 contracting 
Section 2.9 undisclosed participation' 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section.2.12 -indirect participation 

X AG Approved EO 12333 Guidelines 

OTHER EXECUTrVEORDER (SPECIFY) 
Creation-of unauthorized SAP (EO 12958, as amended) 

• Other (EO citation: - 1 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
• COVERT ACTION- FINDING/MEMORANDUM OF NOTIFICATION • 

Other (Presidential Directive citation: 1 

DEPARTMENT/AGENCY ACTION: Reportto IOB; case in which IOB violation occurred, was closed 9/13/06 

»DATE OF FINAL DISPOSITION: 

Hofmann-IQB-3858 



DECLASSIFIED BY 6S179/DMH/PLJ>Sdb 
Off 07-12-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB). MATTER 
I I FIELD OFFICE b7E 

IOB MATTER 2007-1058H | (U) 

During a I I of a 
non-U.S. person, I 1 issued a I I NSL under 

I to a | |seeking a [ 
J and all other information contained in the agency1, s files. 

Subsequently, | ~| issued a I I NSL under I I 
to the same I I seeking only I ^ ^ ^ 

b2 
•b7E 

I The 
J responded but only produced the limited 

information -requested by the second NSL. 

(U) In this case, an error was committed fay the case agent b2 
when he/she requested a I I. b7E 
I for an authorized 
investigation that did not have L~ an |_ 

(U) Because I "1 did not receive a'|[ | b2 
report, there is no need for sequestration or destruction b7E 

of the response from | |. 

Hofmann-IOB-3859 



ALL INFORMATION CONTAINED , 
HEREIN IS UNCLASSIFIED 
DATE 07-1*2-2010 BY 65179/DJ3H/PLJ/sdL I 0 B SUMMARY SHEET 

Name of Department or Agency: FBI CY-Quarterly Report: 

DATE OF INCIDENT: I DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/10/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA(50U.S.C. 1801) 

JÇ Other (U.S.C. citation: _ 

EXECUTIVE ORDER 12333: 
¡_ Section 2.3 collection-& dissemination of USP info 

Section 2.4 preamble: least, intrusive collection 
, Section. 2.4(a): CIA electronic surveillance w/in US 

Section 2.4(b) unconsented physical search w/in US 
• Section 2.4(c) physical surveillance of USP W/in US 

Section 2.4(d) physical surveillance ôf USP abroad 
Section 2.5 AG approval w/in US or against USP abroad- i 

Section 2.6 assistance to law- enforcement 
Section' 2.7 contracting 

- • ; .Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination . 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 1-2958,.as amended) 
Other (EO citation: ) 

PRESIDENTIAL -DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

• Other (Presidential Directive citation; ) 

DEPARTMENT/AGENCY ACTION: ' 

*DATE OF FINAL DISPOSITION: . -

Hofmann-IOB-3860 



DECLASSIFIED BY 651797DHH/PLJ/sdb 
OH 07-12-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ;b2 
1 "1 FIELD OFFICE b7E 

IOB MATTER 2007-1615 (U) " ' - ' . . 
As provided in I bf the Attorney General's 

Guifclelirî s for FBI National Security Investigations and.Foreign • b2 
Intelligence Collection (NSIG) , effective October 31, 2003, a b7E 

"field office shall notify FBI Headquarters [FBIHQ] within ten 
working days of the initiation by the field of a | 1 

I" After receiving the notice' from, the field 
office, FBIHQ shall provide notice to the Office-of Intelligence 
Policy and Review (OIPR) and to the Criminal Division. OIPR 
shall then notify the Attorney General and Deputy Attorney 
General. In addition, the FBI shall notify and .provide OIPR and b2 
the Criminal Division with a 

summary of the investigation "at the b7E 
.end of each year a full investigation continues. I I 

ixuux.JLy. uirp. UJ. I | J.NU- UUIlfeSJ. J-UX1U UL -UULAlJe 
t'o the Department of Justice -was identified to mitigate this- lack 

Hofmann-IOB-3861 

!) On| iField Office | | 
I /fXnitiated a | I of a . 
non-U. S. Person. Under the March 8, I " l • b2 -
,1 , , I ' b 7 E 
I | which were in effect at .that 
time., the FBI was not required to notify the Department of 
Justice of the | I of a non-U. S. 
Person. However, when the October 31, 2003 Attorney General 
Guidelines were replaced the earlier guidelines, the FBI issued 
guidance on December 23, 2003 to implement an Interim Policy for 
the new Notice Requirements of t-.hg At-.j-.nmsy General Guidelines. 
This interim policy required| I to submit a Letterhead 
Memorandum, (LHM) no .later than! I for this 
investigation. No LHM wa-s submitted. Furthermore, ho LHMs were b2 
submitted for the periods ending | "} b7E 
) I- However^ once cne error was 
discovered, an updated LHM was submitted | | when this 
patter was reported to FBIHQ. 

If OIPR's oversight ability has been ".substantially . 
impaired\by an error, the FBI reports the error to the IOB., .In. 
this situation, no notice was provided' to FBI HQ in order to' 
notify'OIPR of I No other form of notice b2 

b7E 



of notice. In addition, no LHMs were submitted for the next 
three years. Because of this complete lack of notice, OIPR's 
oversight ability was substantially impaired. -

• page 2 

Hofmann-IOB-3862 
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AIL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED ' 
DATE 07-12-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI b2 CY Quarterly Report: 
b7E 

DATE OF INCIDENT: I ~ 1 DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: April 3,2007 

DATE.REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) • FISA(SOU.S.C. 1801) . 
Other fU-S.C. citation: • ) 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & disseminationof USP info 
Section 2.4 preamble: least intrusive collectidn 
Section 2.4(a) CIA electronic surveillance w/in US , . 

. Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of U$P w/in US' 
Section 2.4(d) physical 'surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad ' 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting. 

j Section-2.9 undisclosed participation 
Section 2.10 human experimentation . 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation ' • 
AG Approved EO. 1233.3 Guidelines i I 

OTHEREXECUTIVE ORDER (SPECIFY)'' 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

1 Other (Presidential Directive citation: ) 

DEPARtMENT/AGENCY ACTION: ' -

*DATE OF FINAL DISPOSITION: 

Hofmanri-IOB-3798 



y DECLASSIFIED BY 6-5179/DMH/PLJ/sdb 
-en 07-13-2010 

(U) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2 
I 1 FIELD OFFICE b 7 E 

IOB MATTER 2007-1656 

As provided in I bf the Attorney General ' s 
•Guidelines for' FBI National Security Investigations and Foreign . . b2 
Intelligence Collection (NSIG) , effective October 31, 2003, a k7E 
"field"office shall notify FBI Headquarters [FBIHQ] within ten 
working days of the initiation by the field of à| | 
I I" After receiving thé notice irom the field 
office, FBIHQ shall provide notice to the Office of Intelligence 
Policy and Review (OIPR) and to the Criminal Division. O-IPR 
shall then notify the Attorney General and Deputy Attorney 
General. In addition, the FBI .shall notify and provide OIPR and b2 
the Criminal Division with a summary of the investigation "at the ' b7E 
end of each yëar a full, investigation continues. "I I 

(U). On April 3, 2007| 1 Field Officé < I 
J reported that a of a 

non-U. S. Person was initiated on I IT Under the March 
8, 1999 1 I 
I . I which 
were in effect at that time, the FBI was not required^ to notify 
•the Department of Justice of the 

]of a non-U.S. Person. However, when the October 
31, 2003 I Replaced the earlier guidelines, on December 23, 
2003, the FBI implemented an Interim Policy for the notice 

(U)-x requirements. This interim policy required jto submit a 

0906 
Hofmann-IOB-3864 

:
b
2 

b7E 

b2 
b7E . .Letterhead Memorandum (LHM) no later than I 1 for 

this investigation. No LHM was submitted. No annual LHM during 
.thé,investigation. A • closing LHM was submitted when" the case was 
closed on! L 

If 'OIPR1 s oversight ability has been 
"substantially impaired" by an error, the FBI reports the error 
to the IOB. In this situation, no notice-was provided to FBI HQ ' 2 
in order to notify OIPR of| /Hile the b 7 E 

investigation was .active. No other form of notice to the 
Department of Justice was identified to mitigate, this lack of 
notice. Because of this Complete lack of notice, OIPR's oversight 
ability was substantially impaired. 



ALL *INFORMATION CONTAINED • 
HEREIN IS UNCLASSIFIED 
DATE 07-12-2010 BY 65179/DHH/PLJ/sdb 

TOB SUMMARY SHEET 
b2 
b7 F Name of Department or Agency: FBI CY Quarterly Report 

DATE OF INCIDENT: | | DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: April 3,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
: FISA(SOU.S.C. 1801) . 

Other (U.S.C. citation: - ) 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b).unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 

. Section 2.5 AG approval w/in US or against USP abroad • 
Section 2.6 assistance to law enforcement • b2 
Section 2.7 contracting • • • • b 7 E 

Section 2.9-undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 

. AG Approved EO 12333 guidelines fl | 

OTHER EXECUTIVE ORDER (SPECIFY) 
' Creation of unauthorized SAP (EO 12958, as amended) 

Other (EO citation: J 

" PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ) -

DEPARTMENT/AGENCY ACTION:. 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3865 



DECLASSIFIED. BY 65179/DHH/PLJ/sdb 
-̂011 07-12-2010 4» « 

« 

(U) 

(U) 

(U) INTELLIGENCE OVERSIGHT' BOARD (IOB) MATTER 
I 1 FIELD OFFICE 
IOB MATTER 2007-1625 

h 2 
hlE 

As provided in |_ lof the Attorney General's 
Guidelines for FBI National Security Investigations and-Foreign 
Intelligence Collection (NSIG), effective October 31, 2003, a 
"field office shall notify FBI Headquarters [FBIHQ] within, ten 
working days of the initiation by the field of a| | 
1 L" 'After receiving the notice from the field 
office, FBIHQ shall provide notice to the Office of Intelligence 
Policy and Review {OIPR) and to the Criminal Division. OIPR 
shall then notify the Attorney General and Deputy Attorney 
General. In addition,, the FBI shall notify and provide OIPR and 
the Criminal Division with a .summary of the investigation "at the 
end of each year a full investigation continues. "I 1 

]initiated a | 
of a non-U.S. Person onl 

reopened it ori.[ 
Ilnftar t~hpl 

I closed it on 
].and closed it again on 

J 
] which were in effect when the 

case was opened and reopened, the FBI was ..not required, to notify 
the .Department of Justice of the initiation of al \ 

of a non^-U.S. Person. However, when the October 31, 
2003 Attorney General Guidelines-replaced the earlier guidelines, 
the FBI issued a 12/23/2003 EC implementing an Intérim Policy for 
the new Notice Requirements pf the Attorney -General Guidelines. 

I to submit a Letterhead This interim policy required 
Memorandum (LHM)- no later than 
because it was opened' prior to 
as of | j No LHM was submitted 

for this investigation 
and it remained opened 

X If OIPR1 s . oversight ability-has been "substantially 
impaired" by an error,, the. FBI must report the mistake to the 
IOB. In this- situation, no notice- was provided to FBI HQ in 
order to- notify OIPR of | |. No other form of 

" notice to- the Department of Justice was identified t.o substitute 
for this lack of notice. Because of .this complete lack of notice, 
OIPR1 s oversight -ability was substantially impaired. 

b2 
b7E 

b2 
b7E 

b2 
b7E 

b2 
b7E 

b2 
'b7E 

Hofmann-IOB-3866 



ALI^ INFORMATION CONTAINED 
••HEREIN 15 UNCLASSIFIED " " 
DATE 07-12-2010 BY 65179/DHH/PLJ/sdl^ 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI b 2 CY Quarterly Report 
b7E 

DATE OF INCIDENT: [ DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: April 3,2007 

DATE-REPORT SUBMITTED TO OTHER ENTITY (Le., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION. OF: 

STATUTE (United States Code Citation) 
- FISA (SO U:S.C. 1801) 

Other (Û.S.C. citation: • 3 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preainble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US , 
Section 2.4(d) physical surveillance of USP abroad b2 
Section 2.5 AG approval w/in US or against USP abroad * b7E 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting , 

: ' Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition'on assassination' 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines I I 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958;, as amended) 
Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (PresidentìàlDirective citation: 1 y 

DEPARTMENT/AGENCY ACTION: 

•*DATE OF FINAL DISPOSITION: -

Hofmann-IOB-3810 



•.DECLASSIFIED BY 65179/DHH/PLjysdb 
ON 07-12-2010 

.. b2 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E 

I 1 FIELD OFFICE 
IOB' MATTER 2007-1621 

As provided in | 1 of the Attorney General' s 
Guidelines for FBI National Security Investiorations and Foreign 
Intelligence Collection (NSIG) , effective October 31, 2003,.a 
"field office shall notify FBI Headquarters rFBlHOl within ten 
working dava of Hn=> initiation by. the field of <=(_ 

b2 
b7E 

| I" After receiving the notice from the. field 
office, FBIHQ shall provide notice to the'Office of Intelligence 
Policy and Review (OIPR) and to the Criminal Division. OIPR 
shall then notify the, Attorney General and Deputy Attorney 
General. In addition, ' the FBI shall notify and provide OIPR and 
the Criminal Division with a summary of the irivp.si-icra.tlnn "at-, t-hf. b2 
end of each year a full investigation continues.' b7E 

(U) On April 2, 2007,1 I Field Office t I 
I treported that a| I of a 
non-U. S. Person was initiated on I I. Under the March b2 
8, 1999 1 I , b7E 

J which 
were in effect at that time, the FBI was not required to notify 
the Department of Justice of the initiation of £ ' 

31, 2003L 
of a non-U.S. Person. However, when the October-
replaced the earlier guidelines, on December 23, 

2003, the FBI implemented an Interim Policy for the notice 
requirements . This interim policy r-ggn-i rt=>dl <tn .gnhnri t- a 
Letterhead Memorandum (LHM) no later thanI I for ^ 
this investigation. -No LHM was submitted. No annual LHM. beyond ¿7e 
this initial notice was required because the investigation 1 1 

If OIPR's oversight ability has been "substantially 
impair ed^ by an error, the FBI reports the èrror to the IOB.. In b2 
this situation, no notice was provided to. FBI HQ' in order to b7E 
notify OIPR of | 1 No other form of notice 
to thè Department of Justice was identified to mitigate this lack 
of notice. Because of this complete lack of notice, OIPR's 
oversight ability was substantially impaired. 

Hofmann-IOB-3868 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED ~ IOB SUMMARY SHEET 
DATE 07-12-2010 BY 65179/DMH/PLJ/sdb b2 

Name of Department or Agency: FBI b 7 E CY Quarterly Report 2007 

DATE OF INCIDENT: | | DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: April 2,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
: FISA (SO U.S.C. 1S01) 

Other (U.S.C. citation: • ") 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble:, least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US • 

. Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG. approval w/in US or against USP abroad' b2 
Section 2.6 assistance to law enforcement b 7 E 

Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation • 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (| | 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: )* 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: J 

DEPARTMENT/AGENCY ACTION: 

•DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3869 



.DECLASSIFIED BY 65179/DHH/PLJ/sdb 
ON 07-12-2010 

(U) 

IU) 

(Ui 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I 1 FIELD OFFICE 
IOB MATTER 2007-1620 

b2 
b7E 

S)\As provided in £ of the Attorney General's 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection (NSIG), effective October 31, 2003, a 
"field office shall notify FBI Headquarters fFBIHOl within ten 
working davs of I I 

After receiving the notice from the field 
office, FBIHQ shall provide notice to the Office of Intelligence 
Policy and Review (OIPR) and to the Criminal Division. OIPR. 
shall then notify the Attorney General and Deputy Attorney 
General. Xn addition, the FBI shall notify and provide OIPR and 
the Criminal Division with a summary of the investigation "at the 
end of each year a full investigation continues. "| 

^OnC 1 Field Office I I 

non-U..S. Person was initiated on I" 
March 8, | 

lof 
Under the 

f 
1 which Were in effect at-that time, the FBI was not 

required to notify the Department of Justice of the initiation of 
a full investigation of a non-U.S'. Person. However, when the 
October 31, 2003 NSIG replaced the earlier guidelines, on 
December 23, 2003, the FBI implemented an Interim Pnl i nr for the 
notice requirements. This interim policy required 
submit-, a Letterhead Memorandum (LHM) no later tha: 

I I for this investigation. No LHM was submitted. No annual LHM 
beyond this initial notice was required because the investigation 

* closed f \ 

If QIPR's oversight ability has been "substantially 
impaired"* by an error, the FBI reports the error to the IOB'. In 
this situation, no notice was provided to FBI HQ in order to 
notify OIPR of I I No other form of notice 
to the Department of Justice was identified to mitigate this lack 
of notice. Because of this complete lack of notice, OIPR's 
oversight ability was.substantially impaired. 

b2 
b7E 

b2 
b7E 

b2 
b7E 

b2 
b7E 

b2 
b7E 



ÀLL INFORMATION 'CONTAINED ' 
^JgJÏREIN 15 UNCLASSIFIED 
DATE 07-12-2010 BY 65179/DNH/PLJ/sdb 

IOB SUMMARY SHEET 
b2 

Name of Department or Agency: FBI ¡37 E ÇY Quarterly Report: 

DATE OF INCIDENT: DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: April 3,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: • 

STATUTE (United States Code Citation) 
FISA (SO U.S.C. 1801) 
Other (U.S.C. citation: ) 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad b2 
Section 2.5 AG approval w/in US or against USP abroad1 b7E 
Section 2.6 assistance to law enforcement 
Sectioii 2.7 contracting 
Section 2.9 undisclosed participatibn 
Section-2.10 human experimentation 
Section 2.1,1 prohibition on assassination 
Section 2.1-2-indirect participation • 
AG. Approved EO 12333 Guidelines ) | 

OTHER EXECUTIVE ORDER (SPECIFY) • 
Creation of unauthorized SAP (EO 12958, as amended) , 
Other (EO citation: ) 

' ' PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION' 
Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: 

*DATÈ OF FINAL DISPOSITION: 

Hofmann-IOB-3856 



DECLASSIFIED BY 65179/DHH/PLj/sdb 
ON 07-12-2010 

C U ) 

(U) 

INTELLIGENCE OVERSIGHT BOARD 
I 

(IOB) MATTER 
] FIELD OFFICE 

b2 
b7E 

IOB MATTER 2007-1443(U) 

The[ jDivision L ] of the Federal 
Bureau of Investigation (FBI) reported a possible Intelligence 
Oversight Board (IOB) violation involving failure to provide an 
opening notice (EC) or ah annual letterhead memorandum (LHM) for 

I of a non-U.S. person. Onf 

subject who is a non-United States person. £ 
3 

on a 
] did not 

submit an EC or LHM notifying FBIHQ of the initiation of this 
investigation. 

As provided in[ ]of The Attorney 
General1 s- Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), a "field office shail 
notify -FBI Headquarters .within ten working days of. the initiation 
hy I 1" F B I H Q 
first learned of I I during an audit on 
the use of NSLs in March of 2007. Because this notification was 

FBIHQ and DOJ .were unable to provide meaningful oversight and review of this investigation. 

b2 
b7E 

b2 
b7E 

b2 
b7E 

Hofmann-IOB-3872 


