I

- I0B SUMMARY SHEET
Name of Department or Agency: ) FBI CY Quarterly Report:
© " DATE OF INCIDENT:. 03/07/07 . . DATE OF REPORT TO I0B: )

DATE OF REPORT TO DEPARTMENT/AGBNCY 09/27/07 )
DATE REPORT SUBM['I"I‘ED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Ofﬁce)

POSSIBLE VIOLATION OF: ALT INFORMATION COMTAINED

HEREIN IS UNCLASSIFIED

STATUTE (United States Code Citation) DATE 07-06-2010 BY 65179/DMH/PL3/sdb

. FISA (50 U.8.C. 1801
X _ Other (U,S.C. citation

«

EXECUTIVE ORDER 13333: s ' b2 -
Section 2.3 collection & dissemination of USP iufo S “b7E
Section. 2.4 preamble: least intrusive collection :
Section 2.4(2) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c}) physical surveillance of USP w/in US.
" Section 2.4(d) physi¢al surveillance of USP abroad,
Section 2.5 AG approval wfin US or against USP abroad *
Section 2.6 assistance to law enforcement
Section 2.7 contracting
Section 2.9 undisclosed participation
Section 2,10 human. experimentation
Section 2.11 prohibition on assassination
Section 2.12 indirect participation
AG Approved EO 12333 Guldelmes

lf'l'HIHHIHII

OTHER EXECUTIVE ORDER (SPECIFY) :
<. Creation of unauthorized SAP (EQ 12958, as amended) -
. Other (EO citation: )

" PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other'(Presidential Directive citation: _____ )

' DEPARTMENT/AGENCY ACTION: Return.or-destroy-

. *DATE OF FINAL DISPOSITION: .

Hofmann-I10B-3705




t

BUPRRN N ‘ . ALL INFORMATION, CONTAINED

- . HEREIN I8 UNCLASSIFEED EXCEPT
: WHERE SHOWN OTHERWISE

- SECRET/M

b2

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER bTE
08 [ IrIELD OFFICE
pgi nMMWWWMTMWw IOB MATTER 2007-1803 (U)

4 i at in conducting an 1nnest1 ation- | . A
the| |Field Office %;:f;;] issued] i .

NSLs in response to which the ] T

""" oo ..]beyond the parameters of the request and the S oz

1nformatlon was uploaded-into.a database. In this regard, on . wIC

0y OF about [ | opened anisvestigation. I B7E
3 ‘who is a “United States person” as th L0

TEeT I section 101(i) of the Foreign Intelllgence
Surveillance Act of 1978 (FISA). During the course of this

investigation, two NSLg, dated 02/22/2005 , re b2
issued pursuant to o . "b7E

o] I The
provided responsive information but also provided .
information concerningj | the parameters of .
the request. The information was. uploaded intof ] . b2
N } Subsequently, another NSL was issued to b7E
authorize the FBI to retain and use the information. )
The IOB has 1nstructed OGC to report matters in B b2
which information | [ ] is. b7E

uploaded into a database.  Thus, this situation is being
reported to the IOB. (U)

SECRET/ /201708 ’

Hofmann-I0B-3706




- la S “4"-4'5%(‘

ALL INFORMATION CONTAINED . i
HEREIN IS UNCLASSIFIED
DATE 07-06-2010 BY 65179/DI'!H/PLJ/sdh

- 10B SUMMARY SHEET
-+ Name of Department or Agency: FBIQGC - CY Quarterly Report: 2007
DATE OF INCIDENT:  (2/22/05 and 10/21/05 (issuance of NSLs) DATE OF REPORT TO

10B:09/30/07 -

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/26/07

_ DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

FISA (50 U.S.C. 1801)

X Other (U.S.C. citation:

EXECUTIVE ORDER 13333:

Ilrlllllll'i"llll

Section 2.3 collection & dissemination 6f USP info |
Section 2.4 preamble: least intrusive collection

Section 2.4(a) C1A electronic surveillance w/in.US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad )

. Section 2.5 AG approval w/in US or against USP-abroad

Section 2.6 assistance to law enforcement
Section 2.7 contracting

Section.2.9 undisclosed participation
Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation | o ' . .
AG Approved EO 12333 Guxdehnes (Gmdeimes name and sectxon X )

OTHER EXECUTIVE ORDER (SPECIFY)

H

Creation of unauthorized SAP (EO 12958, as amended)
Other (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY)

——
.

COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presldennai Directive cltatxon )

DEPARTMENT/AGENCY ACTION Advised field that matter is being réported to IOB; no need to advise:that
database be.purged because NSLs have been issued to authorize the. retemmn of the:lnformation.

*DATE OF FINAL DISPOSITION

Hofmann-I0B-3707

b2z
b7E

b2
b7E




DATE: 07-06-2010 - ne
CLASSTFIED BY 65179/DMH/PLJ/sdb :
REASON: 1.4 (c)

DECLASSIFY ON: 07-06-2035

ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPFT
WHERE SHOWN OTHERWISE

4 - . INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
R [ 1rrELD OFFICE : " BIE

I0B MATTER 2007-1804 (U)

The Federal Bureau of Investigahfi'bnu.._,_(’ "FRIY) bhas

‘dekermined that in conducting an investigation oi- fg%
m the FBI[ ___]rield Office ([___) igsued an NSL ©6 & b6
1 | which hadf land thus resulted . bic
inthe production of information that was not relevant to the bIE .
investigation. 1In this regard, an investigation of the
target,| | 2 United States person, was .
initiated on or about| | During the couxse of the '
investi | ted 011/14/2006 was issued .m;.;sua.n.:__tf' ‘
the b2
| | bTE
However, the NSL contained| | due

to a typographical error. The mistake was discovered upon

receipt of the informationE l The .
| Imaterial was destroyed and not uploaded in any

database. Inasmuch as the information returned by the[ ]
was necessarily not relevant to this investigation, there was
a violation, albeit, unintentional, of th Therefore,

- this matter is being reported -to the IOB.

* Hofmann-IOB-3708




ALL INFORMATION COMTAINED
" HEREIN IS UNCLASSIFIED L
DATE 07-06-2010 BY 63179/DHH/PLY/sdh

- 10B SUMMARY SHEET

Name of Department or Agency:  FBLOGC CY Quarterly Report: 2007
DATE OF INCIDENT:  11/14/06 (issuance of NSL) - DATE OF REPORT TO I0B:09/30/07"

DATE OF REPORT TO DEPARTMENT/AGENCY: 04!04/0?
DATE REPORT SUBMITTED-TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

FISA (50 U.S.C. 1301)
Other (U.S.C. citation: )

EXECUTIVE ORDER 13333: -

Section 2:3 collection & dissemination of USP info

Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance-of USP w/in US

Section 2.4(d) physical surveillance of USP abroad .

Section 2.5 AG approval w/in US or against USP abroad

Section 2.6 assistance to law enforcement - -

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation :
AG Approved EQ 12333 Guidelines (Guidelines name and “section: ___ )

RERRARRRRRRRY

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO-12958, as amended)
Other (EO citation: )

PRESIDENTIAL DIREC’I‘IV].'. (SPECIFY)
—_ COVERT ACTION FINDING/MEMORANDUM: OF NO‘I‘lF ICATION
Other (Pres:dentnal Directive citation: )

||

DEPARTMENT/AGENCY ACTION: Advised field of IOB; no need to give; furiher advice, as information obtained
by typographical error Li:]n NSL had atready been destroyed and had not been uploaded into any
database.

*DATE OF FINAL DISPOSITION:

Hofmann-I0B-3709
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DATE: 07-06-2010

¢ e X

ALL INFORMATION CONTAINED .
HEREIN I3 UNCLASSIFIED EXCEPT

CLASIIFIED BY 65179/D}ﬁi/PLJ/3d.b

PEASQMN:

: WHERE SHOWN OTHERWISE
1.4 (¢} . EE”'”;;EM :

DECLASSIFY ON: 07-06-2035

: . b2
INTELLIGENCE OVERSIGHT BOARD -(IOB) MATTER 7E
FIELD OFFICE

' I0B MATTER 2007-900-NSL (U)

£SU; The Federal Bureau of Investlgatlon ("FBI") has
determlned that in conducting an 1nvest1gat10n]- |

the| | Field Office [ ] issued an NSL

to which af | one day beyond the
. 8C0PE of the request and the information was uploaded into a
databagar—In. this regard, on or about] 1
opened an 1nvest1gatlon | 2 United
States persom, as that term is used in] ]
. During

THe course Of the investigation, an NoL dated 04/11/2003 was

[ fox } The

. | returned information responsive to the request but, in

addition, provided [ 1for one day outside
the requested time period. This additional day of

lwas_uploaded into a database. By EC dated
§§{f3/2007' |reported this matter as a potential IOB.

" Thé I0B has instructed 0GC to Teport matters in
whlch information| | lis

'uploaded into 'a database. Thus, this situation’is being

reported to the IOB. (U) -

qumann-IOB-3710

bl
b2
bé
b7C
b7E

b2 -
“b7E

b2
b7E




. ALL TNFORMATION CONTAINED : o .y
»  “MEREIN IS UNCLASSIFIED
- DATE 07-06-201C BY 65179/DMH/PLJ/sdb

- IOBSUMMARY SHEET

Name of Department or Agency: FBIOGC " CY Quarterly Report: 2007 .
DATE OF INCIDENT:  04/11/03 (issuance of NSL) DATE OF REPORT TO 1OB:09/30/07

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/07

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:
STATUTE (United States Codd Citation) R ) \ .
FISA(50 USC. 1801‘ - b2
X Other (US.C. citation] b7 E
EXECUTIVE ORDER 13333:

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section'2.4(z) CIA.electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance-of USP wfin US
Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad -
Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation :
AG Approved EO 12333 Guidelines (Gutde!mes name and section: __ _ b}

ARERR l"_I‘l L

OTHER EXECUTIVE.ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958 as amended)
Other (EO citation: J

PRESIDENTIAL DIRECTIVE (SPECI.FY)
- COVERT ACTION FMNGMNIORANDUM OF NOTIPICATION
— Dther (Presxdenual Directive citation; _ ) .

2

: : b2
DEPARTMENTIAGENCY ACTION Advised field to purge databasel—___—__}nfomntionoshould be - BIE
destroyed or teturned to provider o

" *DATE OF FINAL DISPOSITION: ‘ ' : o L .

Hofmann-IOB-3711




DATE: 07-06-2010
CLASSIFIED BY €5179/DMH/PLJI/sdb
REASON: 1.4 (o) .

DECLASSIFY ON: 07-06-203%F

‘INTELLIGENCE

e,
ALL INFORMATION CONTAINED
HEREIN 15 UNCLASSIFIED EXCEPT
WHERE $HOVN OTHERUISE

OVERSIGHT BOARD (IOB) MATTER b2

[

IOB

| FIELD OFFICE bTE
MATTER 2007-1032-NSL(U). ~

The Federal Bureau of Investigatlon E"FBI") hds

the FBII

Field Office | | i1ssued an

NSL to[ | which

had the [and thus

resulted in the production of information that was not relevant

to the investigation.

riaxssiﬁ_a_Unlted States person, was initiated on or about
. During the course of the investi . d
03/14/2005 was issued pursuant to thel i

In this regard, an investigation of the

| - Lon
|  However, the NSL contained 1.

apparently having been taken from another [

file. The mistake was di on receipt of the information
. The| material was destroyed.

Inasmuch as the information returned | | was
necessarily not relevant to this investigation, there was a
violation, albeit, unintenticdnal, of the Therefore, this

mattér is being reported to the IOB. jf9<::

Declasgsifty

ived from: G-

it/ /2

. Hofmann-10B-3712

bl
b2
b6
b7C

* b7E

b2
bIE




R Y
2
ALL INFORMATION CONTAINED
HERETN IS UNCLASSIFIED )
DATE 07~06-2010 BY 65173/DMH/PLU/sdb

- 10B SUMMARY SHEET i

e
-0

Name of Department or Agency: FBI OGC CY Quarterly Report: 2007

DATE OF INCIDENT:  03/14/05 (issuance of NSL) DATE OF REPORT TO 103:09)30/07 '

DATE.OF REPORT TO DEPARTMENT/AGENCY: 040507

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Cangress, Civil Liberties Office):

POSSIBLE VIOLATION OF: b2

b7E

STATUTE (United States Code Citation)
FISA (50 U.S.C.-1801)
Other (U.8.C. citation: _ )

EXECUTIVE ORDER 13333:

Section 2.3 collection & dissemination of USP mfo

Section 2.4 preamble: least intrusive.collection

Section 2.4(a) ClA elecironic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US.

Section 2.4(c) physical surveillance of USP w/in US

Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad «

Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2,10 human experimentation

Section 2,11 prohibition on assassination

Section 2,12 indirect participation. .
AG.Approved EO 12333 Guidelines (Guldeimes name and. sectmn )

»IIIIII'I-H'!HII

OTHER EXECUTIVE ORDER(SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended) .

: " Other (EQueitation: ____ )

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation:- ) b2
DEPARTMENT/AGENCY ACTION: Advised field of reporting matter to 10B]______ Jinformation dlready ~ ©7F
destroyed and purged from database. :

*DATE OF FINAL DISPOSITION:

Hofmann-I0B-3713




"

) 1ALL INFORMATION CONTAINED . . -DATE: 07-06-2010

[

%

IS In this secard. thel |Eield Office apened an

HEREIN IS UNCLASSIFIED EXCEPT- . CLASSIFIED BY 65179 /RMH/PLJ/sdb
WHERE 3JHOUN OTHERWISE . REASON: 1.4 (c)
. - DECLASSIFY QN: 07-06-2035

- | M/M

0K{ - ~INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER g%E
FIELD OFFICE o
108 MATTER . 2007-1074-NSL (V) -

. The Federal Bureau of Investlgatlon ,,,,,,,, ("FB%") has
~, determined that, in conducting an.investigation © A
2 , the FBI issued six NSLs for] fout -

the ECs that accompanied the NSLs for purposes of providing
information for reporting to Congress were inaccurate in their

. recitation of the number and nature of the NSL informational

T“\mrequests, thus, it is likely that the FBI inaccurately reported

the contents of these NSLs to Congress.

| [ DUTITNgtTNEe Course oL The

. 1nvestlgatlonL,a series of NSLs were issued for[ |-

with which] lhad been in contact. The six NSLs were
dated either '04/21/2004 or 04/28/2004. Each was accompanied by.
an EC which, in one paragraph, described the NSL’s request and
|at issue in a manner which closely
mirrored the NSLs themselves, but in the particular paragraph
which is designed to provide information for mandatory
congressional reporting purposes, the six NSLs contained the same
inaccurate paragraph as to the number and nature of the NSL
request. . The mistakes .did not effect the validity of the NSLs-
but likely resultéd in the under-reporting to Congress of ‘the
[ . _J for which information-was sought and
over—inclusion |
- Thus, despite the inadvertent nature of the mistakes, the matter
. is being reported to the IOB. : .

Hofmann-I0B-3714

bl
b2

b6
b7C
b7E -

bl -
b2
b6 .
b7C
bTE

b2 .
. b7E




B e e eI

" ALL INFORMATION CONTAINED
HEREIN I35 UNCLASSIFIED
DATE 07-06-2010 BY 65179/DFH/PLJ/sdb

- IOB SUMMARY SHEET

Name of Department or Agency: FB{OGC CY Quarterly Report: 2007

DATE OF INCIDENT:  04/21/04 and 04/28/04 (issuance of NSLs) DATE OF REPORT TO IE)B:09/-3 0/07

DATE.OF REPORT TO DEPARTMENT/AGENCY: 03/29/07
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e,, Dol, Congress, Civil Liberties;-Ofﬁce):
POSSIBLE YIOLATION OF:° '

* STATUTE (United States Code Citation)

FISA(50U.S.C. 1801)
Other (U.8.C. citation:

EXECUTIVE ORDER 13333:
Section 2.3 .collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
" Section 2.4(b) unconsented physical search w/in US
. Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP-abioad
Section 2.5 AG approval w/in-US or-against USP, abroad .
.Section, 2.6 assistance to law enforcemeit
Section 2.7 contracting .
Section 2.9 undisclosed participation =
Section 2,10 human experimentation
Section 2.1 prohibition on assassination
Section 2.12 indirect participation ) ’ . :
+AG. Approved EO 12333 Guidelines (Gulde!mes name and section: . . ).

IHHI.II_I'I‘I,III

OTHER EXECUTIVE ORDER (SPECIFY)-
Creation-of unauthotized SAP (EO 12958 as. amended)

Other «(EO citation: - )

PRESIDBNTIAL DIRECTIVE (SPECIFY) . o
COVERTACTION FIND NG/ MEMORANDUM OF NOTIF ICATION
.Other (Presidential Dxrectlve citation: ______) .

I

——

DEPARTMENT/AGENCY ACT'ION Advised field of reportmv matter to [08.

*DATE OF FI'NAL DISPOSITIONK

. | T _ Hofmann-10B-3715

b7E




PATE: 07-07-2010 ] , ‘
CL&SSIFIED BY 65179/DMH/PLJ/sdb e
FEAS0N: 1.4 (c) e .

DEELASSIFY ON: 07-07-2035 ALL INFORMATION CONTAINED

: ~~ HERETH. I§ UNCLASSIFIED EXCEPT
- SEeraT /Mmm SHOWN OTHERWISE

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2

FIELD OFFICE b7E
" ~ I0B MATTER 2007-1139-NSL (U)

The Federal Bureau of InVestigation ("FBI") has

{%] --determined that in conducting an_investigation{ 1

bl

the' [~ ]Field Office issued an NSL to which.a b
¢ information beyond the scope of the request and = pg
\ the information was uploaded intd "a“database. 'In this regard. op b7C
or about [ lopened an investigatiof bIE
a United States person, as that term is used in Section ’
101 (L) of the Foreign Intelligence Surveillance Act of 1978
(FISA), in order to investigate allegations ‘
E;L‘__:] During the course of the i i i :
12/03/2003 was issued pursuant to thei l:
JTor] Jreturned b2
information responsive to_the request but, in additi vided -b7B -
[ for| " All
of” the information was entered in] ]. By EC
déteI_j)gjl</O4/2007, :Ireported' this matter as a potential
IOB. X ‘ c - : -
“The IOB has instructed OGC to report matters in whi¢h - b2
information error is uploaded into a BIE

database. TTWUS, this situation 18§ being reported to the IOB. (U)

Hofmann-10B-3716




DEPARTMENT/AGE
. destroyed or returned

ALL INFORMATION CONTAINED
HEREIN I35 UNCLASSIFIED
DATE 07-07-2010 BY 65172/DMH/PLJ/3db

- " IOB SUMMARY SHEET

Name of Department or Agency: FBI OGC CY Quarterly Report: 2007

DATE OF INCIDENT: issuance of NSL) DATE OF REPORT TO I0B:09/30/07

DATE OF REPORT TO DEPARTMENT/AGENCY: 4/4/97
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (50 U.S.C. 1301)
x . Other (U.S.C. citation: }

EXECUTIVE ORDER 13333: :

Section 2.3 collection & dissemination ofUSP info

Section 2.4 preamble; least intrusive collection -

Section 2.4(a) CIA electronic surveillance wiin US

Section 2.4(b) unconsented physical search w/in US

Section 2:4(c) physical surveillance of USP w/in US

Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad .

Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.1 1 prohibition on assassination .

Section 2.12 indirect participation . )
AG Approved EO 12333 Guidelines (Guidelines name and section:

!Hilll.!'llllHl

OTHER EXECUTIVE ORDER (SPECIFY)
‘Creation of unauthovized SAP (EO- 12958, as amended)

Othér (EO citation: —)

PRESIDENTIAL DIRECT[VE (SPBCIF Y)
COVERT ACTION FINDWG/MEMORANDUM OF NOTII"ICATION
Other (Presidential Dxrectwe Gitation: _____)

|

I I

Hofmann-IOB-3717

w& Advised field to purge dqtabasg;:::jnfonhation should be

*DATE OF FINAL DISPOSITION:

b2
bIE

b2
b7E




ALL INFORMATIURGCONTAINED |
. i .- HEREIN I3 UNCLASSIFIED EXCEPT
DATE: 07-07-2010 : " : WHERE SHOWN OTHERWISE

CLASSIFIED BY 65179/DMH/PLJI/sdb . B2

REASON: 1.4 (c) - TEERET/ /2037091 ‘ BIE

DECLASSIFY ON: 07-07-2035

© INTELLIGENCE OVERSIGHT BOARD (IOB) MATTERS - .
. FIELD OFFICE '
< IOB MATTERS 2007~1257-NSL, 2007-1258-NSL{U).

tgj determlned that in conductlng an lnvestlgatlon ------
_ the FBI[_ | field office Issued an at

incorrectly stated, for purpoeses of congressional reporting, that bl
_the NSL issuéd-under | sought [ ] b2
" information whereis- it] |l In this -igc
regard, an ] o | a United States person, was B7E
initiated on] | On or about 02/15/2007, an NSL for

| | was issued to further the 1nvest1gatlon The NSL
was supported by an EC, but the EC 1ncorrectly stated in "its
reporting paragraph that the NSL [ [
Thus, this mistake would haveé resulted in incorrect reporting to
Congress.as to the type of NSL issued. Because of the adverse
1mpact ‘of this mater, OGC is reporting this matter to the IO0B. It
is in the form of two IOB matters because the EC was uploaded
into ACS twice, and unknowingly 1ncorrectly reported as two IOB
separate matters

- Declassi

Hofmann-I0B-3718




HEREIN IS UNCLASSIFIED

¢ \3 . ALL INFORMATION CONTAINED » . L
-t DATE 07-07-2010 BY 65179/DMH/PLJ/sdb

- 10B SUMMARY SHEET
Name of Department or Agency: FBI OGC CY Quarterly Report: 2007
DATE OF INCIDENT:  02/15/07 (issuance of NSL) DATE OF REPORT TO 10B:09/30/07
DATE OF REPORT TO DEPARTMENT/AGENCY: 0‘4/09/07:

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Ofﬁc:a):

POSSIBLE VIOLATION OF:
STATUTE (United States Code Citation) ‘ E ‘
‘FISA (50 U.S.C. 180}) b2
x____ Other (U.S.C. citation: | 1 Yy ‘ ' b7E
EXECUTIVE ORDER 13333

Section 2.3 collection & dissemination of USP info

Section 2.4 preamble: least intrusive collection

Section 2.4(a) ClA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US

Sectjon 2.4(d) physical surveiliance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad .

Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2,10 human experimentation

Section 2.11 prohibition on assassinatior - . :
Section 212 indirect participation ; :
AG Approved EO 12333 Guidelines (Guidelines name and section: _ )]

l'l‘lll*l'l.l.llllll

* OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)

Other (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECIF Y)
COVERT ACTION FINDING/MEMORANDUM OF NOT[FICATION
. Other (Presidential Directive citation: )

| l

v

" DEPARTMENT/AGENCY ACTION: Advised field of reporting mater to [OB

* *DATE OF FINAL DISPOSITION:

Hofmann-IOB-3719




T

ALL INFORMATION CONTAINED

~ - DATE: 07-07-2010 » : HEREIN IS UNCLASSIFIED EXCEPT
_ ) CLASSIFIED BY 65179 “DMH/PLJ/Sdb VHERE SHOUN OTHERVISE

REASON: 1.4 {c) |
DECLASSIFY ON: 07-07-2035

- | Smesgi/ /2070517
“ b2

Y- INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER B7E

"""" [ JPIELD OFFICE

IOB MATTER" 2007 1260- NSL (U)

ined that in conductlng an 1nvest1gatlon| | b1

, the[_—__: Field Office issued a | | b2
NSL in“response to which the | | beyond . | b8
the parameters of. ‘the request and the information was u loaded i;;
into _a database. In this. Xegard, on or about | L .

opened an investigation who is a
“United States person” as that term 1s used in Sectiom 101 (i)
of the Foreign Intelligence Surveillance Act of 1978 (FISA).
During the course of this investigation, an NSL dated

04/01/2003 was_liam_mzmml_:_l_l : ~ o
for ,

. b7E
The ‘

returned the requested information, but, in aggigignﬁ]
;TEIEEed to ‘

[ jin
the request. [_] of the | Jwere
uploaded into FBI databases. By EC dated 04/09/2007, this
matter was reported as a potential IOB. E§{i

" The IOB.hag 1nstructed OGC to rgpgxg matters in
which informationl error is b2
uploaded into 4 database. Thus, this situation is being P7F
reported to the IOB. (U) R :

Hofmann-10B-3720
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L
ALL INFORMATION CONTAINED ' o : R
HEREIN IS UNCLASSIFIED A :
DATE 07-07-2010 BY 65179/DMH/PLI/sdb
- 10B SUMMARY SHEET
Name of Department or Agency: FBI OGC CY Quarterly Report: 2007
DATE OF INCIDENT:  04/01/03 (issuance of NSL) DATE OF REPORT TO [0B:09/30/07
DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/07
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ,.Congress, Civil Liberties Office): d
POSSIBLE VIOLATION OF:
STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801) .
X Other (U.S.C. citation: - )
EXECUTIVE ORDER 13333:
. Section 2.3 collection & dissemination of UJSP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in, US
——  Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad -
Section 2.6 assistance to law enforcement
— Section 2.7 contracting :
Section 2.9 undisclosed participation
Section 2.10 human experimentation
Section 2.11 prohibition on-assassination
Section.2.12 indirect: participation ) . .
«AG ApproVed EO 12333 Guidelines (Gmdelmes name and séction: ] _ )

OTHER EXECUTIVE ORDER (SPBCIFY)
Creation of unauthonzed SAP (EO 12958, as amended) -

Other (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY) o
——. COVERT ACTION FINDING/MEMORANDUM OF NOTIF ICATION
——_ Other (Presidential Duectlve citation’ _#_) :

b2
b7E

DEPARTMEN’I?AGENCY ACTION: Advxsed field to purﬂe -database; destmy or retum|:|material .

*DATE OF FINAL DISPOSITION:

Hofmann-I0B-3721




0 . N
. .

e - A ALL TNFURMATION CONTAINGD:
- 2 .

DATE: 07-07-2010 st HEREIN IS UNCLASSIFIED EXCEPT

CLASSIFIED. BY 65179/DMH/PL3/adb VEERE. SHOUE OTHERWISE
REASON: 1.4 (c}

DECLASSIFY ON: 07-07-2035 - Exenst/ M

‘b2
b7E
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
[ ] FIELD OFFICE
m IOB MATTER 2007-1694-NSL (U)
‘x The Federal Bureau of """ Investlgatlon ﬁigligﬂjhas
m -, et ined that in conducting an investigation
) 1. “h_g“::l Field Office [ | issued a " bl
56 | NSL ifiresponse to which | | 'returned . ‘ :Eg
‘ records beyond the parametéis-of.the request and the . BIC
_ information was uploaded into a databage:-.In_this r n b7E
“,_or about | }opened an 1nvest1gat10ni
' who is a “United States person” as that term is used
in Section 101(i) of the Foreign Intelligence Surveillance.act
of 1978 (FISA). During the course of this 1nvestlgat3.on, an B2
NSL. dated 03/15/2004 : b4
- "b7D
b7E
|- The provided
| for that | ] but also -
provided additional pieces.of information, [ ] .
1 from which the] | the b2
— g bTE
Il .Aan EC .
describing the information was drafted and uploaded into ACS.
By EC dated 05/07/2007, ‘the potential IOB violation was ° : '
reported. While the information in the case file was redacted = b2 .
. DIE
| a full EC describing the information
rémained in ACS. §< ' ' ' :
-, The IOB has- instructed OGC to report matters in’ St w2
which is . ‘ b7E

"uploaded into a database. Thus, this situation is being
reported to the IOB. (U) :

Hofmann-I0B-3722




s .- "'5'1"1
ALL -INFORMATION CONTAINED - ' T
HEREIN I5 UNCLASSIFIED . '
DATE 07-97-2010 BY 65178/DMH/PLJ/sdb )

. - IOB. SUMMARY SHEET

Name of Department or Agency: FBIOGC CY Quarterly Report: 2007
DATE OF INCIDENT: | 03/15/04 (issuance of NSL) DATE OF REPORT TO IOE:09/30/07

DATE OF REPORT TO DEPARTMENT/AGENCY: 05/07/07
:DATE REPORT SUBMITTED TO OTHER ENTITY (i.e.; DoJ, Congres;s, Civil Liberties 6fﬁce):
POSSIBLE VIOLAT{(:.)N OF:

STATUTE-(United States Code Citation) =

FISA (50 U.S.C. 1801) . .
Other (U.8.C, citation: )

* EXECUTIVE ORDER 13333:
Section 2.3 collection & dissemination of USP infa
Section 2.4 preamble: least intrusive collection
Section 2.4(a) ClA electronic suryeillance wiin US
Section 2.4(b) unconsented physical séarch w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveéillance of USP abioad

" Section 2.5 AG approval w/in US or against USP abroad .’
Section 2.6 assistance to law enforcement

" Section 2.7 contracting
Section 2,9 undisclosed partxcip‘atwn
Section 2. L0:human experimentation’
Section 2.11 prohibition on assassination
Section 2.12 indirect participation

.II'IIIHI:H-IIII

‘OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP-(EO' 12938, as umeuded)
.. Other (EQ citation: ) -

- PRESIDENTIAL.DIRECTIVE (SPECIFY) .
—_ .COVERTACTION FINDING/MBMORANDUM OF \IOTII‘ICATION
Other (Presidential Directive cjtation: }

|

DEPARTMENT/AGENCY ACTION: Advises field to purge database

*DATE OF FINAL DISPOSITION:

Hofmann-IOB-3723

AG Approved EO 12333 Guldelmes (Gmdelmes name and section: )

b2

p7E
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DATE 07-07 2010
CLASSIFIED BY 65179/DI'IH/PLJ/Sdb
REASOQN: 1.4 (c)

" DECLASSIFY ON: 07-07-2035

ALL INFORMATION COI'I'I'.&LNED
 HEREIN IS UNCLASSIFIED “EXCEPT
WHERE sﬂom OTHERWISE

- M@{

" INTELLIGENGE OVERSIGHT BOARD (IOB) MATTER - biE
. [ _]FIELD OFFICE
IOB MATTER 2007-1695-NSL (U)

" The Federal Bureau of Investlgatlon "EFBI") has

rgg;g;mfned that in conducting an investigation-
the Figld Office [C_ ). issued an NSL for -
— |to a in response to which thel
returned records ‘beyond._the parameters of the request and the
information was uploaded 'nto ddatabase, In this
~.. Ahout opened an lnvestlgatlon

who is.a “United States person” as that term i1s used in
Section 101{(iy of the Foxeign Intelligence Surveillance Act of

1978 (FISA). During the course of this investigation, an NSL .
dated 03/09/2004 was. issued tol X N, e e
oL

[The[___Jprovided
responsive to the request but also provided two documentis that
were outside the time frame requested. An. EC containing
information from the documents was drafted and uploaded- into ACS.
By EC dated 05/07/20Q07, the.potential IOB violation was )
reported. The two documents were removed from the case file and
sequestered with the Chief Division Counsel. The file copy of an
EC which contained information from the documents was redacted
but ‘the EC in ACS remalned in tact. E&(

The TOB has 1nstructed OGC to report matters in whlch

lnformatlgn! is uploaded into a
‘datdbase. us, 15 sictuacion 1s belng Teported to the IOB (O).

Hofmann-10B-3724
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ALL INFORMATION CONTAINED . -
j’/ ~ HEREIN IS UNCLASSIFIED . ) S
DATE 07-07-2010 BY 55179/DMH/PLI/sdb :

- 10B SUMMARY SHEET
Narne of Department of Agency: FBLOGC CY Quarterly Report: 2007
DATE OF INCIDENT:  03/09/04 (issuance of NSL) DATE OF REPORT TO 108:09/30}07

DATE OF REPORT TO DEPARTMENT/AGENCY: 05/07/07

DATE REPORT SUBMITTED TO OTHER ENTITY (i, DoJ, Congress, Civil Liberties Office):

" POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA(50U.S.C. 1801)
Other (U.S.C. citation:

EXECUTIVE ORDER 13333: ;

Section 2.3 collection & dissemination of USP info
Section 2.4 preambie: léast intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US
-Section2.4(b) unconsented. physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d).physical surveillance of USP abroad .
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section.2.10 human experimentation

Section 2,11 prohibition on assassination.

Section 2.12 indirect participation.

l]lll-‘llllllllll

) OTHER EXECUTIVE ORDER (SPECIFY)
——— Creation of unauthorized SAP (EO 1295 8, as amended)
- Other (EO.cifation: ]

PRESIDENTIAL DIRECTWB (SPECIFYY
COVERT ACTION FINDII\IG/MDMORANDUM or NOTIFICATION
Other (Presidential Difective citation: . )

DEPARTMENT/AGENCY ACTION: Advised field to éurge database{_:_—}fonnation shoulid be
destroyed or returned to prov;der " : '

-

*DATE OF FINAL DISPOSITIOV

: Hofmann-iOB—3725 :

AG Approved EO 12333 Guide’lix_}es (Guidelines name and section: _____ )
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n a Nat:.onal Security Letter (NSL) dated June 17, )
-2005 properiy. requelstedl

ALL INFORMATION CONTAINED

£ DATE: 07-07-2010
g REIN IS UNCLASSIFIED EXCEPT
SPA . EESRQ CLASSIFIED BY 65179/DMH/PLJ/sdh =

WHERE SHOWN OTHERWISE
REASON: 1.4 (c} . :
DECLASSIFY CON: 07-07- 2035

. b2
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E
| I DIVISION
TOB MATTER 2007~ 1893NSL (U)

(U) By electronic communication ("EC") dated Aprll 10,2007,
the E:YDJ.VJ.S:LOH ( ) reported a potential IOB error in

conjunction with its | ] of a Unitéd States
Person.

| a

U S.. Person who is the target of an authorized
linvestigation. In addition o responsive

records,l . | received| | excess ofl I__|
[ |, as well as

for thel J

Certain records from th.a.sl 1

Teere uploaded to the
case file, but the original hard copies were ultimately

sequestered with the Chlef Divisién Counsel {CDhC) .

{U) Pursuant to the July 31, 2007 instructions from the. IOB,
the FBI is reporting’ this matter because the uploading of the
over-produced information constitutes a compounding of the thlrd

hnstltutz.on s error.

(0} ] has; been instructed to contact the |___—:—__|

fand ask whether the improperly acguired information
should be returned or destroyed, with appropriate documentatlon
to the file. ] | has been further instructed to -keep

1

3EERET . Hofmann-I0B-3726
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. ) ALL INFORMATIGN CONTAINED
’ o 'HEREIN I3 UNCLASSIFIED. "

DATE 07-07-2019 BY 65179/DMI/PLJ/adb

- 10B SUMMARY SHEET
Nan{e of Department or Agency: FBI CY Quarterly Report:
DATE OF INCIDENT{____] * DATE OF REPORT TO IOB:

~ DATE OF REPORT TO PEPARTMENT/AGENCY: 6/17/05

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Dol, Congress, Civil Liberties Office): b

"b7E
POSSIBLE VIOLATION OF; ’

STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801)
X_. Other] D

EXECUTIVE ORDER 13333:
Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection

, Section 2.4(z) CIA electronic survelllance w/in US
Section 2.4(b) unconsented phys;cal search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad *
Section 2.6 assistance to law enforcement
Section 2.7 contracting
Section 2.9 undisclosed participation
Section 2.10 human experimentation
Section 2.11 prohibition on assassmatmn .
Section 2.12 indirect participation
AG Approved EO 12333 Guidelines

g LTTHTENT

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP'(EQ 12958, as ameuded)

. Other @O citation: )
" PRESIDENTIAL DIRECTIVE (SPECIFY) ’ '
: COVERT ACTION FFNDFNGMBMORANDUM OF NOTIFICATION .
Other (Presidential Directive citation: _____ } .
DEPARTMENT/AGENCY ACTION: Return or destroy

*DATE OF FINAL DISPOSITION: ' - ”

Hofmann-10B-3727




g x% DECLASSIFIED BY 65179/DME/PLJ/sdb
R LR ) ON: 07-07-2010 : ' Py

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER fﬁg

] pIvision

I0B MATTER 2007-950NSL (U)

‘() By electronic communication ("EC") dated March 26,2007, T

"the[ ] Division (| ) reported two potential IOB errors in . b2
conjunction with its] |of a United States b7E

Person. One error was determined to. not be a potential IOB, and
fUJ“thhus not reportable. A discussions of the other error follows.

On February 22, 2005 ::lproperly prepared and
issuéd a National Security Letter (NSL) requesting from a

| information for a U.S. Person who i%E
was the target of an authorized Iinvestigation. :
(). In addition to responsive records, | |
'\%xl | to the date scope
“Tequested. ) .

SN\ This was uploaded to the case file, but® P2
subsequently removed and seqguestered with the Chief DLVlSlon biE
Counsel (CDC)} following the NSL audit. '

(U) Pursuant to the July 3%, 2007 instructions from the IOB,
the FBI is reporting this mattér because the uploading of the-
over-produced information constitutes a compounding of the third
party financial institution's error.

() [:lhas been instructed to [ Jand ask | 32
whether the unintentionally acquired information should be BIE -
returned or destroyed, with _appropriate documentation to the- '
file. 1In the meantime, the records must femain

sequestered with the CDC. |

Hofmann-10B-3728
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—a 3‘,; ALL INFORMATION CONTAINED ) R
‘” HEREIN IS UNCLASSIFIED
DATE 07-07-2010 BY ssmwnmxpm,'sdb

- - 10B SUI\/II\/IARY SHEET
Name of Department or Agency: FBI CY Quarterly Report:
DATE OF INCIDENT: 02/22/2005 DATE OF REPORT TO IOB

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/26/2007

DATE REPORT SUBMITTED. TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties.Oﬁlce);

POSSIBLE VIOLATION OF: \
" STATUTE (United States Code Citation) _ S
FISA (50 U.S.C.-1801) ‘b2
X  Othér (U.S.C, citation: b7E °
EXECUTIVE ORDER 13333:

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA elecironic surveillance w/in US
Section 2.4(b) unconsented physical search.wfin US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad *
Section 2.6 assistance to law enforcement

Section 2.7 contracting ’

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition'on assassination.

Section 2.12 indirect participation

AG Approved EQ 12333 Guidelines

FITH I'I'Hll'l'll

OTHER EXECUTIVE ORDER (SPECIFY) :
Creation of unauthorized SAP (EO 12958, as dmerided)
Other (EO citation' )

l

PRESIDENTIAL DIRECTIVE (SPECIFY) '
COVERT ACTION FB\IDINGIMEMORANDU\/I OF NOTIFICATION
Other (Presxdenttal Dxrectnve citation: ) :
DEPARTMENT/AGENCY AC’E[ON Return or destroy

*DATE OF FINAL DIiSPOSITION: - , .

Hofmann-IOB-3729




‘C DATE: 07-07-2010
+"% - CLASSIFIED ‘BY 65175/DMH/PLJ/sdb

N REASON: 1.4 (c}
DECLASSIFY ON: 07-07-2035 HEREIN IS UNCLASSIFIED EXCEPT
) VHERE SHOUN, OTHERWISE

- S b2
' INTELLIGENCE QU BORRD (IOB) MATTER b7E
) O ‘ DIVISION ~
IOB MATTER 2007-1594NSL ()

e

ALL INFORMATION CUNTAINIE'E!&!

() By electronic communication "EC") dated Bpril 9,2007,

the e reported a potential IOB
error in conjunction with its | lof a United

’;gifates Person.

a Natlonal -Security L : .
grogerlz reguested
.... —

ISQa .5. Person who is: the -target of an authorized
| |1nvestlgatlon In addition to- responsxve
records. 1 —teceived e — lexcess of [ ]

, as well as

Certain records from this | lwere
U uploaded to the case file, but the original hard copies were
{ }“\m_ultlmately ‘sequestered with the Chief Division Counsel (CDC).

2005;

_In a National Security Let ] ated December 27,
requestedl pertaining to a
e y a U.S. Person who was the target of an -
authorizedl linvestigation The NST. requesting
- v was .
léﬁf?ed By _the Ivision | [on thel |
(UL\I ih Thel _| had no
- . responsive records inj Jout apparently forwarded the
NSL to af . _} which did have respon51ve recoxds. -

. In addition to espom31ve records, thef" ] of
the provided records for prior to
the requested date scope. |uploaded™a 'he” records
to.its substantlve case file, lncluding the[ I

(U) Pursuant to the July 31, 2007 lnstructlons from the IOB,
the FBI is réporting this matter because the uploading of the -
over~produced’ information constitutes a compoundlng .of the thlrd
party flnanc1al institution's error. B

. -

' (Uy]| Ihas been instructed to contact’ the[:::;:::::] ’
| jand ask whether the improperly acquired information b2

should - be returned or destroyed, with appropriate documentation
to the: file. | "] has been further instructed.to. keep
sequestered with the CDC the | records, and
1mmed1ately charge-out from ACS any records.

Hofmann-10B-3730 .
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ALL INFORMATION CONTAINED ey
HEREIN IS UNCLASSIFIED
DATE G7-07-2010 BY 65179/DMH/PLI/sdb

- I10B SUMMARY SHEET
Name of Department or Agency: FBI ' CY Quarterty Report:
DATE OF INCIDENT:____] .DATE OF REPORT TO IOB: ‘

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/07 )

DATE RE?ORT SUBMITTED TO OTHER ENTITY (i.e., DolJ, Congress, Civil Liberties Office): = =~ - . b2
‘ b7E
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (50 U.S.C. 180])

__X__ Other(U.S.C. citation: | |
EXECUTIVE ORDER 13333: o ‘
Section 2,3 collection & dissemination of USP.info - . o, '

Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/inUS -
Section 2.4(c) physical surveiliance of USP w/in US
Section 2:4(d) physical surveillagce of USP abroad
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement

Section 2,7 contracting

Section 2.9 undisclosed participation

Section 2:10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect pamapatlon

AG Approved EO 12333 Guidelines

HIIIIII'IHII-*I

OTHER BXECUTIVB ORDER (SPECIFY)
.. Creation of unauthorized SAP (EO 12958, as amended) .
Other (EO citation: ) . ’ .

PRESIDENTIAL DIRECTIVE: (SPECIFY)
COVERT ACTION.FINDQN G/MEMORANDUM OF NOTIFICATION
Other (Presldenmi Directive citation: ) . - )
DIPARTMBNT/AGENCY ACTION: Retum or destroy

*DATE OF FINAL DISPOSITION:

Hofmann-I0B-3731




OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregabie
material available for release to you.

Section 552 Section 552a
o(b)(1) S{b)7XA) o(d)(S)
a(b)(2) D(b)7)(B) agi1)
o(b)(3) a(b)(7XC) ack)(1)
a(b)7XD) ‘ o(k)(2)
a(b}7XE) O(k)(3)
a(b)(7)(F) a(k)(4)
o(b)(4) O(b)(8) O(k)5)
a(b)(s) a(b)9) o(k)(©)
a(b)(6) o(k)(7)

8 Information pertained oniy to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information. .

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withhetd inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

2 Page(s) were not considered for release as they are duplicative of _Hofmann-10B-3728
through Hofmann-10B-3729

Page(s) withheld for the following reason(s)

® The following number(s) is (are) to be used for reference regardlng these pages :
Hofmann-10B-3732 through Hofmann-I0OB-3733

FORKAICEHKCAX XX KX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
DO 00.0.00.009009999944¢
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4DEELA$;?FIED BY 65179/DMH/PLJ/sdb ) .
oN 07-07-2010 . ‘ ' B
* i .

(o)

- b2
INTELLIGENCE OVERSIGHT BOARD (Toa) MATTER  p7g
P | DIVISION
. TOB MATTER 2007-1601NSL (U)

: (U} An electronic communiication (EC) from the Federal Bureau
of, Investigation (FBI), | | Division . { ), dated
03/29/2007 reported a potential Intelligence Oversight Board
(IOB) vielation involving a National Security Letter (NSL).

. ;}§<i On 06/17/2004] [properly prepared and issued
a Nationz L) to a

seeking informatIonm on & U.3. person who
was the target of an authorized investigation.. Responsive
records were provided to] | During the Maxch 2007 NSL

audit, it was discovéred that the] |
provided information beyond the scope of the NSL.

'(U) Information contained in thel | data was
uploaded into the FBI computer system. Therefore, this matter is
being reported because Counsel to the IOB advised on 07/31/2007

fhat.dibig a reportable violation if the FBI uploads
_Tinformation rather than sequestering ikt.

U) It should be noted that OGC does not believe that E

intentionally committed an IOB violation in uploading the -

_Jinformation. Nevertheless, because this action

violated the relevant authorities, in accordance with the
reporting’ requlrements of Section 2.4 of Executive Order 12863,
this matter is reportable ‘ ‘ .o

1ved £rom: )
Declasgi 0170924 R - .

" Hofmann-I0B-3734
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ALL INFORMATION CONTAINED -
. HEREIN 1S UNCLASSIFIED . .
DATE 07-07-2010 BY 65179/DMH/PLJ/sdb

- IOB SUMMARY SHEET
Name of Department or Agency: FBI 7 CY Quarterly Report:
DATE OF INCIDENT:  06/17/2004 " DATE OF REPORT TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

FISA (50.11.5.C. 1801)
X Other (U.S.C. citatiory ]

EXECUTIVE ORDER 12333:

Section 2.3 collection & dissemination of USP info
Section 2.4 preambie: least intrusive collection
Section 2.4(a) CIA electronic surveillance.w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in'US or against USP abroad *
Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2,12 indirect participation

LT

AG Approved EO 12333 Guxdelmes (Gmdelmes name and sectxon

OTHER EXECUTIVE ORDER (SPEC]I“Y)
Creation of unauthorized: SAP (EO 12958 as. amended)

‘Other (EO citation: _

'PRESIDENTIAL DIRECTIVE- (SPBCIF Y)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: ___ )

DEPARTMENT/AGENCY ACTION: Purge thd information from all FBI files.

*DATE OF FINAL DISPOSITION:

Hofmann-I0B-3735
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QECQSSIFIED BY 651?9/DI’1H/PLJ/Sdb
0N 07-07-2010

.. b2 . .
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER " b7E ~
| | DIVISION
IOB MATTER 2007-1203NSL (U)
’ - b2
" (U) An electronic communication (EC) from the Federal Bureau . bIE
t[]j\ of Investigation (FBI), | Division |
. dated 04/02/2007, reported a potential Intelligence Oversight

‘Board (IOB) violation involving a National Security Lettexr (NSL).

\:}§;: On 07/26/2004] | properly prepared and -
issued a NSL [ I b2

[Zssociated with a U.S5. Person who P7E ;
was the subject of an authorized investigation. The NSL - ' i
requested such records for the time period "froml IA
to the date of the NSL. Responsive records were provided.

(v - Durlng the March 2007 NSL audit by the Inspection S
D1v1sxon, it was discovered that, | | the ‘E%B
;[seemlngly beyond the scope of the
-NSL 1in £hat it. -pre- -dated by approximately one .week the time
period specified in the NSL. This, however, was not an over-
production -~ and therefore not even a potential IOB wvielation -~

because the FBI was entitled to have all records which the . B2
L I . BIE

(U5 Nevertheless, upon learning of the inspector's flndlng,
~ the case agent issued a new NSL to the | :
. This new NSL stated.that it was "being issued to provide legal b2
process for the time period from the start of thel C B1E
to " The new NSIL further stated that "[njo’ ‘
action mS~required' |in response to the request.

(U) When the case agent issued the new NSL, the FBI'sg
investigation of the subject had closed approximately

{ | Thus, this new NSL was i in vielation of '
the | and the Attoerney ' 4,

General Guidelines for National Security Investiq ations. and " bTE
Forelgn Intelligence €ollection (NSIG) bec_gge it was not - ;
'relevant to an authorized investigatiorn, |-
1 | A "curative® NSL such as this may not be issued for
. & closed case.

. ‘ : Hofmann-I0B-3736 -




(U) It should be noted that, based upon discussions with

the | — ] Chief Divigion Counsel, OGC does not believe
that the case agent intentionally committed an IOB violation in . b2
issuing the new NSL. To the contrary, OGC believesd that the case b7E

agent was attempting in good faith]| |
, of which she had just become aware per the
NSL audit. Nevertheless, because this new NSL was issued in
viglation of the lnd the NSIG, in accordance with the
reporting reqguirements of Section 2.4 of Executive Order 12863,

the error is a reportable matter under Section 2.4 of Executive
Ordexr 12863.

Hofmann-IOB-3737
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" ALL INFORMATION CONTAINED

© HEREIN. IS UNCLASSIFIED
DATE 07-07-2010 BY 65175/DMH/PLJ/sdb ’

- 10B SUMMARY SHEET
Name of Department or Agency: FBI - CY Quarterly Report:
DATE OF INCIDENT:  07/26/2004 T DATE OF REPORT TO IOB: .

DATE OF‘RBPORT TO DEPARTMENTI/AGENCY: 04/02/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:
STATUTE (United States Code Citation) : »
FISA (50 U:S.C. 1801 : ' b2
X Otlier (U.S.C. citation: b7E
EXECUTIVE ORDER 12333

Section 2.3 collection & dissemination.of USP info

Section 2.4 preamble; least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US

Section 2.4(d) physical sirveillance of USP abroad

Section 2.5 AG approval wfin US or-against USP abroad

Section 2.6 assistance to law enforcement .

Section.2.7 contracting

Section 2.9 undisclosed participation -

Section 2,10 human experimentation

Section 2.11 prohibition on assassination .

Section 2,12 indirect participation ' .
AG Approved EO.12333 Guidelines (Guidelines name and section: _ ' )

HIIIHHIIIII

OTHER EXECUTIVE ORDER (SPECIFY) L '
Creation of unauthorized SAP (EO 12958, as amended) \ :
Other EOcitation: ______) . .. . .

PRESIDENTIAL DIRECTIVE (SPECIF Y)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: ' :

H

b2
DEPARTMENT/AGENCY ACTION: Purge th infonnation from all FBI files. > b7E

¥DATE OF FINAL DISPOSITION:

s

,Hbfmann—IOB-3738




ALL INFORMATION COMNTAINED
FEREIN' IS UNCLASSIFIED
DATE 07-07-2010 BY 65139/DMH/PLJ/5db

M

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER E%E
] FIELD OFFICE
IOB MATTER 2007-2115[____] (U)
(U) 1In| | in support of an authorized
| investigation of a U.S. person, the
Division ({ ] sent a Natioénal Security Letter (NSL) to a
| seeking | |
| In

response,'

(U) | L the field office that served the NSI. on the
by

darl eléctronic communlication Lo | . Thereafter

used the]|

=

[CDC has redacted the |

Information and has forwarded the corrected -data to the case
agent. Federal Bureau of Investigation, Headquarters has
directed Ito remove any unauthorized information from all
FBI databases, with appropriate documentation to the case file.

(U) In this case, an errQr was committed by the c
when he/she requested| | pursuant to

ase agent .

for an authorized
g%ﬁ%EEiﬁEElon that did not have am |

Hofmann-10B-3739
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ALL INFORWMATION CONTAINED )

’HEPEIN IS UNCLASSIFIED

DATE 407—07_—32@10 BY 65173/DMH/PLJ/sdb
»

;‘#

- 10B SUMMARY SHEET"

Name of Department or Agency: Federal Bureau of Investigation CY Quarterly Report:

DATE OF INCIDENT] | DATE OF REPORT TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: July (0, 2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:

STATUTE (United Stales Code Citation)

FISA (50U.5.C. 1801)
Other (U.S.C. citation] |

EXECUTIV.E ORDER 12333:

Section 2.3 collection & dissemination of USP info

Section 2.4 preamble: least intrusive collection

Section-2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US

Sectibn 2.4(c) physical surveillance of USP wiin US

Sectidn 2.4(d) physical surveillance of USP-abroad

Section.2.5 AG approval w/in US or against USP abroad |

Section 2.6 assislance to law enforcement

Section 2.7 conlracting

Section:2.9. undisclosed participation

Section 2:10-human experimentation

Section2.11 prohibition on assassination

Section 2.)2 inditect.pacticipation .
AG Approvéd EQ 12333 Gmdeimes (Guidelinés name and sechon . )

H'll’l!lllllll’l

OTHER EXECUTIVE ORDER (SPECIFY)
" Creation of unauthorized SAP (EO- (2958, as amended)

Other (EO- cltahon ) .-
PRESIDENTIAL DIRECTIVE.(SPECIFY).

COVERT ACTION FINDING/MEMORANDUM OF NOTiF.lCATlON

Other (Presxdcn I:lal Directive citation: ).

DEPARTMENT/AGENCY AC’IION Report as 10B. Redact unauthorlzed inforritation and purge unauthoL ized
in formatmn from alf FBIT d'tt'\hdse.s T .o .

*DATE OF FINAL DIS POSJ'['tON:

Hofmann-IOB-3740
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DECLASSIFIED BY GSl?QKDIﬂ{;'PLJ}sdb
0N 07-07-2010

A o
A -

-b2

INTELLIGENCE OVERSIGHT BOARD MATTER b7E
IVISION -
10B MATTER 2007-1242 (U)

-

An electronic communication from the Federal Bureau of Investigation (FBI),

ivision[ ], dated 08/08/2007, réported a potential Intelligence Oversight
Board (10B) violation involving the issuance of a national security letter (NSL) approximately
two mionths after éxpiration of @ '

‘ (U

On[___ }wo months after expiration of a_ 1
. an agent assisting the assighed case agent and mistakenly believing that an| ]
had been authorized, issued an NSIJ l

belonging to the subject of the] | Although information obtained through the NSL has

been sequestered, the issuance of an NSL is not permissible unless an authorized investigation is -

opeén.. Accordingly, the Office of the General Counsel has determined that a violation has
.. occurred and must be repoited to the IOB.

Ho‘fmann-IO'B-3741A
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iLL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-07-2010°BY 65179/DMH/PLJ/zdb

- . IOB SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report: 2007
DATEOFINGDENT: | DATE OF REPORT TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY:

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil LiBertics Office):,

POSSIBLE VIOLATION OF:"

STATUTE (United States Code Citation)
FISA (50 U.8.C.1801)
X Other (USC. citation:

" EXECUTIVE ORDER 13333: )
Section 2.3 collection & dissemination of USP info
Section 2.4 preambile: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US
Séction 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section2.4(d) physical surveillance of USP abroad
Section 2,5 AG approval w/in US or against USP abroad *
Section 2.6 assistance to law enforcement

Section 2.7 contracting ’

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Sedtion 2.12 indirect participation

AG Approved EO 12333 Guidelines (Sectxon )

I~II’|~|I.II'IIII.I|

OTHER EXECUTIVE ORDER (SPECIFY_)
Creation of unauthorized SAP-(EQ 12958, as ameuded)

Other (EO citation: )

PRESIDENTIAL DIR.‘ECTIVE (SPECIFY) N
- COVERT ACTION FHQD]NGIME\'IORANDU\/I OF NOTIFICATION
— . Other (Presidential Directive citation: ______)

il

DEPART\/IE\IT/AGENCY ACTIO\i

*DATE OF FINAL. DISPOSITION

HofmannlIOB-3742
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DECLASSIFIED BY 65179/DMH/PLJ/sdb

onN 07-07-2018 . '
- ::EBGQEEZ/zol g

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ~  DT7E N

[ | FIELD OFFICE
IOB MATTER 2007-1546 (U)

(uy . Thel | Field Office of the Federal Bureau
of Investigation has reported an error in ¢onjunction with an ‘
investigation of that division. In this reaard. an NSL sought
| - b2
inctormation which is beyond the scope of an NSIL. However. the b7E
Iand | | for the
| (no unauthorized data was produced) .

(U) This matter Has been reported to the FBI's
Inspection Division for appropriate action.

Hofmann-IOB-3743
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%A ALl TNFORMATION CONTAINED.

HEREIN IS UNCLASSIFIED
DATE 07-07-2010 BY 65173/DME/PLJ/3db

o IOB SUMMARY SHEET
" Name of Departmeat or Agency: FBI CY Quarterly Report: )
' DATE OF INCIDENT: | I DATE OF REPORT TO [OB:

DATE OF REPORT TO DEPARTMENT/AGENCY: 4/4/2007

DATE REPORT SUBMITTED TQ OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Ofﬁcg):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA {50-U.S.C. 1801)_
Other (U.S.C. citationi I

EXECUTIVE ORDER 13333:

Section.2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA électronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US.
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement

Section 2.7 contracting:

Section 2.9 undisclosed participation

Section-2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation

"AG Approved EQ 12333 Guldelwes (Guldelmesname and section: )

IIII.I'ITIH*H'III

OTHER EXECUTIVE ORDER {SPECIFY)
Creation of unauthorized SAP (EO 12958, as '1mencled)

Other (EO cxtatlon ]

PRESIDENTIAL DIRECTIVE (SPECIFY) )
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
. ‘Other (Pres1dent:al Directive citation: )

l' |

DEPART\/I ENTIAGENCY ACTION

*DA-TE OF FINAL DISPOSITIQN:

Hofmann-I0B-3744
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DATE: 07-07-2010

: . ALL INFORMATION CONTAINED
géigg;?IfD4?ch5179/DMH’PLJ’5db o . HEREIN IS UNCLASSIFIED EXCEPT _
DECLASSIFY ON: 07-07-2035 ~ - WHERE SHOUN OTHERWISE
SxenzT//20 6
b2
INTELLI GENCE OVERSIGHT BOARD (IOB) MATTER b7E
DIVISION Lo

IOB MATTER 2007-1413 (U)

Investlgatlon of this IOB matter has determined that on

| converted al |
- | (the subject), a United
atés pexrsomn, CtO 4 | | An
opening letterhead memorandum (LHM] was sent to FBI Headgquarters
(FBIHQ) on]| L However, on] | failed

. to submit an annual LHM td. FBIHQ for passage to the Office of
Intelligence Policy and Review (OIPR) of the Department of

Justice. (DOJ). The annual LHM was finally submitted by [ |
on) | \

) In this matter, it 'is apparent that the[ 1 case
“agent failed to submit the annual LHM in the above case on

“““ e | A late annual LHM was not submitted until
_—}..when the error was discovered. While OIPR had notice

of the opening-of the |, it was not
informed by | .] of developments in this case for almost a
. year ) from the time it should have received the
annual LHM { ). XAs.a result, 0GC finds that OIPR was

substantlally impaired from conductlng oversight in this

investigation. Accoxrdingly, OGC- has-determined that

.has failed to follow the-guidelines set “forth 1n| |
" of the NSIG and an IOB v1olat10n has occurréd-..

Thig matter also has been referred to the FBI'S )

Internal Investigations Section of the Inspection Division for
actlon deemed appropriate.- (U} v
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ALL INFORMATION CONTAINED
HEREIN -IS UNCLASSIFIED

DXTE 07-07-2010 BY 65179/DMH/PLJ/sdb
10B SUMMARY SHEET

Name of Department or Agency: EBL CY Que;rierly Report:

DATE OF INCIDENT: DATE OF REPORT TQ I0B: T b7E

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/02/2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.¢., DoJ, Congréss, Civil Liberties Office): |
POSSIBLE VIOLATION OF: . B

STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801)
Other (U.S.C. citation: __"- )

EXECUTIVE ORDER 12333:

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: Jeast intrusive collection
Section.2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US’
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad *
Section 2.6 assistance to law enforcement

Section 2.7 contracting ] .
Section 2.9 undisciosed participation v o b2
Section 2.10 human experimentation o o ~ : b7k
Section 2.11 prohibition on.assassination

Section2.12 indirect participation, L, :
AG Approved EQ 12333 Guidelines {__ i D

|

HHI'!-IIII‘IH.I

OTHER EXECUTIV E ORDER (SPECIFY)
. Creation of unauthorized SAP (EO 12958, as amended)

__ Other (EOcitation: )

PRESIDENTIAL DIRECTIVE (SPECIFY) o
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION

Other (Presidential Directive citation: )

DEPARTMENT/AGENCY ACTION: '

*DATE OF FINAL DISPOSITION:

Hofmann-I0B-3746
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* \i& ’ ALL INFORMATION CONFAINED

" DATE: 07-07-2010 ' HEREIN IS UNCLASSIFIED EXCEPT
CLASSIFIED BY 65179/DMH/PLI/sdb | UHERE $HOWN OTEERVISE

REASON: " 1.4 (g}

DECLASSIFY ON: 07-07-2035 M/M

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
‘ |pIvision _LbIE
D TOB MATTER 2007-1457 (U) -

. | (the subject), a United States ‘E;
person. An opening letterhead memorandum (LHM) was sent to EBI bé
Headquarters (FBIHQ) on] The annual LHM due on b7cC
[ | was not completed until Since then, the b7E
investigation has been reassigned from case agent to case agent
and, until recently, no annual LHM had been submitted to FBI
Headquarters (FBIHQ) for passage to the Office of Intelligence
Policy and-Review (QOIPR) of the Department of Justic }. The
annual LHM was finally submitted by[ i

. . b2
In this matter, an opening LHM was seht to FBIHQ, as b7E
required, on| |, reporting on the opening of the :
investigation on| . The annual LHM due on| 3
~-.however, was not completed until | more than |
.| The annual LHMs due on | [and | were
inally-submitted byl fon| ° While OIPR had
notice of the. .opening of the J.nvestlgatlo;n in| Jand
_was notified by of developments in this case inl | of
it did not ear. again froml until : .
reports there were.no contacts between Cthat office and .

" OIPR on this matter in the interim. ' As a result, OIPR was
substantlally impaired from condicting oversight in this

' investigation.  Accordingly, OGC has determined that | Ihas b2
failed tS follow the guidelines set forth™in | | of b7E

the The. Attorney General's Guidelines for FBI ‘National -Securit
Investigations and Forei mn Intellzl. ence Collection™ (NSIC>»<'
(

effectlve 10/31/2003 and an I0B v1olat:.on has occurred

‘I‘h:.s matter also has been referred to the FBI's
Internal Investigations Section of the Inspect:l.on Division for
action deemed appropriate. (U)

. Hofmann-10B-3747
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'; ALL INFORMATION CONTAINED

% HEREIN IS UNCLASSIFIED ' ey
DATE 07-07-2010 BY 6517%/DMH/PLJ/sdb
- JOB SUMMARY SHEET
Name of Department or Agency: FBI T ey Quarterly Report: i% E
DATE OF INCIDENT: | | DATE OF REPORT TO I0B: -

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/04/2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF: '

STATUTE (United States Code Citation) -
- FISA(50U.S.C. 180D
Other (U.S.C. citation: ____-_)

EXECUTIVE ORDER 12333:
Section 2.3 collection & dissemination of USP info

Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

-Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US

Segtion 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad *

Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation -
Section 2.11 prohibition on assassination - )

Section 2.12 indirect participation
AG. Approved EO 12333 Guidelines {

b2
1 b7E

R H-lill

OTHER EXECUTIVE ORDER (SPECIFY) )
Creation of wnauthorized SAP (EO 12958, as amended).

—__ Othet(EOcitation: __.__) \ .
PRESIDENTIAL DIRECTIVE (SPECIFY)-
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
* Other (Presidential Directive citation: _ " )
DEPARTMENT/AGENCY ACTION:

*DATE OF FINAL DISPOSITION:

Hofmann-IOB-3748




L& .ALL INFORMATIGN. CONTAINED
DATE: -07-07-2010 HEREIN IS UNCLASSIFIED EXCEPT
CLASSIFIED BY 65179/DMH/PLJ/sdb . * YHERE SHOWN OTHERWISE

REASON: 1.4 (c)

DECLASSIFY ON: 07-02-2035 EpexgT/ /201
K T b2

INTELLIGENCE OVERSIGHT BOARD {IOB) MATTER B7E
L ] DIVISION
10B MATTER 2007-1496 (1)

X

T Investlgatlon .of this IOB matter has determined that on
- | opened a| i b2
- |(che subject), a United States b6
person] . According o | ] - the opening letterhead E;g
memorandum (LHM) announcing the initiation of the investigation s
was not completed within ten days of the opening of the
investigation. When a file review revealed the absence of the .
opening LHM, thel| 1 case agent submitted the document to b2
FBI Headquarters (FBIHQ) on| | for passage to the Office . b7E
of Intelligence Policy and Review (OIPR) of the Department of
Justice (DOJ). During the period when OIPR had no information
about the case, the case-agehp conducted investigative activity.

fU) ------------------------ In light of the fact that OIPR was not notlfled of this
invedtigation for after its 1n1t1atlon, 0GC concludes
that the delay-in filing the notice substantially impaired OIPR's
opportunity to prov1de oversight of the investigation. BRI 5
Accordingly, OGC has detertiined that | |has failed to bIE
follow the guldellnes set forth Anf of the The

.,Invest1 ations and Foreign Intelligence Collectibn (NSIG)
effective 10/31/2003, and an IOB violation has occurred:

This matter also has beeh referred to the FBI's _
Internal Investigations Section of the Inspection Division for
action deemed appropriate. (U)

.Hofmann-I0B-3749
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ALL INFORMATION CONTAINED .

HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

- I0B SUMMARY SHEET

b2
: bTE
Name of Departinent or Agency: FBI ’ CY Quarterly Report:
DATEOFINCIDENT: [ ] DATE OF REPORT TO IOB:

DATE OF REPORT TO DBPART\/IB‘H’/AGENCY 04/04/2007
DATE REPORT SUBMITTED TO OTHBR E\JTI'I'Y {(t.e., Dol, Congress, Civil Liberties Ofﬁce)
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (50 U.S.C.1801) =~ |
Other (US.C.citation: ____-_ )

EXECUTIVE ORDER 12333:

Section 2.3 collection & dissemination of USP info

Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance wfin US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US

Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad *
Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed patticipation ’ ’
Section 2.10 human experimentation '

Section 2.11 prohibition on assassination

Section 2.12 indirect participation - ' : o :
AG Approved EC 12333 Gmdeimesl . ]

IXIIIIH-HIIIH

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)

Other (EO citation: )
PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: ) .
DEPARTMENT/AGENCY AC’I'ION.

*DATE OF FINAL DISPOSITION:

Hofmann-I0B-3750 .
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i i P
) DECLASSIFIED BY SSl?QIDHH/'PLJJ'Sdb
ON 07-07-2010 ,

INTELLIGENCE OVERSIGHT BOARD MATTER. b7E
DIVISION -

IOB MATTER 2007-1809 (U}

(Ul -.

" 785_An electronic communication from the Federal Buiréau of Investigation (F BI):I ‘
Division dated 02/05/2007, reported potential Intelligence Oversight Board (I0B) ELZ,E
viclations involving the issuance of two national security letters after expirationof a |

- .. 7
~~~~~~~ ?@geon 05/02/2006 and 05/ i urity letlers were issued, The first of
the réferented letters was issued to requesting on an

| The second national security letter was jssued to a . | b2

b7E
1 Conduct. of the foregoing activities was not permitted unless 4__has been -
opened. Accordingly, the FBI's Office of the General Counse! has determined tha has

failed to follow the guidelines set forth in f The Attorney General's Guidelines for
FBI National Security Investigations and Foreign Intel igenge Collection (NSIG), effective
10/31/2003, and an IOB violation has occurred. Accordingly, this malter is reported to. the IOB.

)e(w,\w@(

Hofmann 10B-3751




ALL INFORMATION CONTAINED
HEREIN IS THCLASSIFIED
DATE 07-07-2010.BY 65179/DMH/PLJ/3db

i

= -10B SUMMARY SHEET

Name of Department on:Agency: CY Quarterly Report:

DATE OF INCIDENT(S): ~ 05/02/2006 DATE OF REPORT TO IOB:

06/07(2006
DATE OF REPORT TO DEPARTMENT“IAGENCY: _
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF z‘ ‘ o
STATUTE (United States Code Cltatron)

FISA-(S0US.C. 180
X Other (U.S.C. citatior

EXECUTIVE ORDER 13333:
Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b)-unconsented physical search w/ii US
Section 2.4(c) physital surveillance of USP w/in US -
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation

EEEEEEETTT

* OTHER EXECUTIVE ORDER (SPECIFY) °
Creation of upauthorized SAP (EO 12938, a.s amended)

Qther (EO citation: )

PRESIDENTIAL DIRECTIV E (SPECIFY) .
COVERT ACTION FINDNGIVIEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: .
DEPARTVIE\iT/AGE\iCY ACTION:

*DATE OF FINAL DISPOSI’HON:

Hofmann-IOB-3752 -
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"' A F DECLASSIFIED BY 65179/DMH/PLI/sdb R
: ON 07-07-2010

’ b2
(U}~ ' INTELLIGENCE OVERSIGHT BOARD MATTER b7E

FIELD OFFICE
IOB MATTER 2007-1494 (U)

- al |[vas initiated on
a U.S. person] |. Although
the[ Jwas scheduled for an initial period of only six months,
the paperwork necessary to extend the[  Jvas not filed until
until| . The thus was in a lapsed staktus between

‘‘‘‘‘ ""““?S(‘Before the exror w?s__qlismcened_abd_duﬁ.m_the__l
period of lapse, FBI agents used L,

b7E

] ATTET discovering the error, the case
agent referred’'the matter to NSLB as a potentlal IOB matter.

AU
o ' As the case involved a lapsed[::l NSLB'

Y
o

ig F¢ upon the- investigative tools available under a i%E ’
under The Attorney General's Guidelines for FBI

National Security Investigations and Foreign Intelligence
Collection QVSIGf effective 10/31/2003. After copcludina that
aﬁdl_ldn not allow for the use of .

in such cases, NOLB
mattexr was reporctable, This wmemorandum
- therefore constltutes notice by the FBI of the reportable,'
violatien. .

Hofmann-10B-3753
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ALL INFORMATION CONTAINED
A : HEREIN IS UNCLASSIFIED . ey,
‘ ) DATE 07-07-2010 BY 65179/DHH/PLJ/sdh

- OB SUMMARY SHEET b2

b7E
Name of Department or Agency: FBI CY Quarterly Report:
DATE OF INCIDENT:{ | DATE OF REPORT TO IOB: 04/17/07 R

DATE OF REPORT TO DEPARTMENT/AGENCY: N/A
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Dol, Congiess, Civil Liberties Office): N/A
POSSIBLE VIOLATION OF:

STATUTE {United States Code Citation)
FISA (50 U.S.C. 1801)

. Other (U.5.C. citation: ___._)

EXECUTIVE ORDER 13333

Section 2.3 collection.& dissemination of USP mfo )
Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electroriic surveillance w/in US
Section 2.4(b) unconsented pliysical search- w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d):physical surveillance of USP abroad-
Section 2.5 AG approval w/in US or against USP abroad *
Section 2.6 assistance to law enforcement . ' '
Section 2.7 contracting

Section 2.9'undisclosed participation

[TTH .|*-l||»|'|

Section 2.10-human experimentation - ' . b2
Section 2.11 prohibition on assassination ) - * bIE
Section 2.12 indirect participation ‘

X __ AG Approved EO 12333 Guidelines { I )

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)

* Other (EO citation: ____ )

PRESIDENTIAL DIRECTIVE (SPECIFY) | '
. COVERT ACTLON FIN DING/ME\'IORANDU\I[ OF NOTIF. ICATION
— Other (Presmdennal Directwe citation: )
DBPA.RTME\IT{AGENCY ACT[O\I

- *DATE OF.FINAL DISPOSITION:

Hofmann-IOB-3754




-

., C - DECLASSIFIED BY '65179/DMH/PLJ/sdb s
PAAS ~ ON 07-07-2010

. - W
_ S b2
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER . b7E
L j FIELD OFFICE

IOB MATTER 2007-1551 (U)

(U) By electronic communication (EC))dated April 6, 2007,

the[ -]Fleld Office: |{ ~ ) reported this

potential IOB error in conjunction with an open[ ]

B lof a United States Person.
D | initiated-a

| _ |of a United States Person under
the approval of a Supervisory Special Agent rather than the
Special Agent in Charge (SAC) or Assistant SAC {ASAC).

(1) ;)Si:| of The Attorney General's Guidelines for
‘ FBI National Securitv Investigations and Foreign Intélligence
Céllection (NSIG),.effective 10/31/2003 . clearly provides:

i} :bgi A | initiated by a field
office must be approved by the Special Agent in Charge
if the investigation involves a sensitive national
‘'security matter. A of."a foreign '
official or visitor Lrom & threat country may be
.approved by the Special Agent in Charge or, as
authorized by the Special Agent in Charge, by an °
Assistant Spécial Agent in Charge or squad supervisor
with responsibility for national .security . . .
investigations. All o‘c.her'l_‘__E |may be
‘approved by the Special AgEnt In Charge or, as.

. authorized by the’Special .Agént- in Charge,.by an ‘
Assistant Special Agent in Charge wlth respons;blllty
for natlonal -Security lnvestxgathns

""""" P ‘ | has been Instructed to have the ASAC or SAC
review-the opening EC to ensure that the predicateé at that time
was sufficient for opening Co

Hofmann-10B-3755
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ALL INFORMATION CONTAINED . :
¢ *HEREIN IS UNCLASSIFIED . . -

ey DATE 07-07-2010 BY 65179/DIH/PL]/sdb -
) _ b2
- 10B SUMMARY SHEET b7E
Name of Department or Agency: FBI CY Quarterly Report:
DATEOFINCIDENT:___ | = ' DATE OF REPORT TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/06/07
DATE REPORT SUBMITTED TO OTHER EN’I‘ITY (i.e., Do, Conoress, Civil Liberties Office): -
POSSIBLE VIOLATION OF: ' '

STATUTE (United States Code Citation)
JFISA (50.U.S.C. 1801)
Other (U.S.C. citation:) I

EXECUTIVE ORDER 13333;
Section 2.3 dollection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveiflance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical.surveillance of USP w/in US .
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against ISP abroad *
Section 2.6 assistance to Jaw enforcement
Section 2.7 contracting

- Section 2.9 undisclosed participation
Section 2.10 human experimentation

Section 2.11 prohibition on assassination . . b2
Section 2.12 indiréct participation” ) ) b7E

‘lxlllllllllllll

AG-Approved EO 12333 }

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)

Other (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECiFY)
_ COVERT ACTION FINDING/MEMORANDUN OF NOTLFICATION
Other (Presuientlal Diredtive citation: ___ )

DEPART\/IENT/AGENCY ACTION: Retum or destroy

. *DATE OF FINAL DISPOSITION:

prmahn-IOB—3756




w

;gtLASSIFIED BY 65179/DMH/PLJ/3db ) ‘ .

a8 07-07-2010

() -

’ N : b7E

INTELLIGENCE OVERSIGHT BCARD (IOB) MATTER
FIELD OFFICE
TOB MATTER 2007-1551 (U)

b2
; bTE
(U) - By electronic communication (EC) dated April 5, 2007,

" the Field Office (Los Angeles) reported this

““m\§pe¢ial Agent in Charge (SAC) or Assistant SAC (ASAC).

(.

jiotentlal I0OB. exror

n with an open . . .,
of a United States Person. BTE

»Rf}s(:Onl |

| Jof a United States Person underx
the approval of a Supervisoxry Special Agent rather than the

b2

. . . . b7E
| |of The Attorxney General's Guidelines for .
ona ecuri nvestigations and Foreian Intelligence .

FBI Nati

‘Collectlon (NSIG); effective 10/31/2003. clearly provides:

Al | initiated by a field
officé must be approved by the Special Agent in Charge
if the investigation involves a sensitive national ,
security matter. A} “|of a foreign g ﬁ?g'
official or visitor from a threat country may be-
approved by the Special Agent in Charge or, .as
authorized by the Special Agent in Charge, by an
Assistant Special Agent in Chargé or squad ‘supervisor
with responsibility for national security .
investigations. All other |may be
. approved by the Special Agent in Charge or, as .
" authorized by- the Specxal Agent in Charge, by an o
Assistant Special Agent in Charge with responsibility b2
for national security investigations. ) . L7E

) |has been instructed to have the ASAC or SAC
review the opéning EC to ensure that the predicate at that time

was sufficient for opening a full investigation.

Hofmann-10B-3757




-

AR

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 07-12-2010 BY ﬁSl??fDﬁHf?LJ}Sdb

- IOB SUMMARY SHEET ~ [op

Name of Departiment or Agency: FBI - -CY Quarterly Report;

DATE OF INCIDENT: ] g DATE OF REPORTTO I0B: . g

DATE OF REI;ORT TO DEPARTMENT/AGENCY: 04/05/07
DATE REPORT SUBVII’ITED TO OTHER ENTITY (i.e., DoJ, Conoress, Civii Liberties Office):
POSSIBLE VIOLATION OF

STATUTE (United States Code Citation)

FISA (50 U.8.C. 1801)
Other (U.S.C. citation:)

EXECUTIVE ORDER 3333:

Section 2.3 collection & dissemination of USP info

Section 2.4 preamble; least intrusive coilection

Section 2.4(a) CIA electronic surveiilance w/in US

Section2.4(b) unconsented phiysical search w/in US

Section 2.4(c) physical surveillance-of USP' w/in'US

Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad

Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation. )

Section 2.10 human experimentation ) T b2
Section 2.11 prohibition on assassination . b78
Section2.12 indirect participation . )

AG Apploved EQ 12333 }

lxl"l TR

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as ameuded)

Other (EQ citation: ),

PRESIDENTIAL DIRECTIVE (SPECIFY) *
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
_ Other (Presidential Directive citation: )

- 'DEPARTMENT/AGENCY ACTION: Return or destroy |

*DATE OF FINAL DISPOSITION:

Hofmann-IQB-3758




do Q" A ' : . * "
R ~ SEeReT | =

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2

I | FIELD OFFICE b7E
IO0B MATTER 2007-941 (U}

381 XS} By electronic communication ("EC") dated March 22, 2007,
the [ |Field Office q'T D reported a potential I0B
error in—conjunction with its

[ = I, a2 United States Person.

(U)

| and is theérefore required to report this matter to the
I08. . N ) .

< S ‘Hofmann-10B-3759
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# RLIMFORMATTON CONTAINED
HEREIN I3 UNCLASSIFIED -
- DATE 07-12-2010 BY 65179/DMH/PLJ/sdb

- I0B SUMMARY SHEET
Narne of Departmeant or Agency: FBI : . CY Quarterly Report:
DATE.QF INCIDENT: 03/06/2007 . DATE OF REPORT TO IOB:

DATE-OF REPORT TO DEPARTMENT/AGENCY: 03/22/2007  -(I0B 2007-941)
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE YIOLATION OF;

STATUTE (United States Code Citation)
____* FISA(SOUS.C. 1801)
X_. Other (US.C. citation: 12 USC § 335300

EXEGUTIVE ORDER 13333: ’

Section 2.3 collection & dissemination of USP info
Section 2.4 preantble:. least intrusive collection
Section-2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillancé of USP w/fin US
Section 2.4(d) physical surveillance of USP abroad |
Section 2.5 AG approval w/in US or against USP abroad*
Section 2.6 assistance to law enforcement

Section 2.7 contracting :

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination.,

Section 2.12 indirect participation ’ :

AG Apptoved B0 12333 Guidelines (Gmdelmes name and section:

ol

-

'I. SERRRRRRRRER

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unautharized SAP (EQ 12958, as amended)

Other (EO citation: )

PRESIDENTIAL DIREETIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Pres;dentlal Directive ¢itation: _ . . ). o

DEPARTMENT/AGENCY ACTION: Purge data obtamed without proper certification.

*DATE OF FINAL. DISPOSITION

Hofmann-IOB—37(§i)




- ‘.vki‘ ‘ DECLASSIFIED BY 65173 /DHH/PLJ/adb .. ) s
ON 07-12-2010 .

b2
i[I)E ) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER L7E
I DIVISION N
IOB MATTER 2007-1886NSL (U)
An electronic communication (EC) from the Federal b2
Bureau of Investigation (FBI),[ | Division dated  pIE -
‘ 04/10/2007, reported a potential Intelligence Oversight Board
(II]“MR_ (IOB) violation involving a National Security Letter (NSL).
On 12/09/2003,[ ] issued an NSL seeking
or a U.S. Person who was the target of an authorized b2
investigation. ‘Prior to[ | forwarding - b7E
this NSL to thel | Division for service upon_ the

| Jit was signed by the acting
Speclal Agent in Charge {SAC).

() Pursuant to sec¢tion 505 of the usa PATRIOT Act (P.L.
*107-56) , the Director delegated authority to sign National

Security Letters to the SACs of the varioug field off%fes_nn__-_~'
_11/09/2001. At that time NGC took tha necirien ko

b5

l Thererore, this mattexr 1is reportable under Section 2
of Executxve Oxder 12863 .

. D = ; ". ) 2 . -
eclassi Hofmann-IOB-3761 -
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-

a¥p, INFORMATION CONTAINED ' : . e
HEREIN IS UNCLASSIFIED
DATE 07-12-2010 BY 65179/DMH/PLI/sdb

- ~ 10B SUMMARY SHEET

Name of Department'or Agency: FBI T oy Quarterly Report: k
DATE OF INCIDENT: 12/09/2003 DATE OF REPORT TO I0B:
DATE OF REPORT TO DEPARTMENT/AGENCY: 04/10/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, CiviFLibecties Office):

' POSSIBLE VIOLATION OF:

STATUTE (United States Cade Citation)
—__ FISA(SOUSC.18QL
X_ Other (US.C. citatiol

EXECUTIVE ORDER 13333;

Section2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in'US or against USP abroad *
Section 2.6 assistance to law enforcenent

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 iuman-experimentation

Section.2.11 prohibition on assassination

Section 2.12 indirect participation | :
AG Approved EO 12333 Gmdelmes (Gmdelmes name aid section: i )

'l'll,ll.ll‘l'l»l‘l'll'l

OTHER E‘(ECUTIVE ORDER (SI’BCIFY) .
Creation of wnauthorized SAP (EO 12958, as amended)

Other (EO citation: )

PRESIDENTIAL DIRECTIVE (SPEC]I" Yy . '
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATIOV
Other (Presidential Directive citation: } .

1 I

.ll

DEPAR‘HVIENTIAGENCY ACTION: Data obtamed pursuant to NSL w,tthout proper authonzauou to be puroed
- from all BBIrecords. * -
*DATE GF FINAL DISPOSITION: B B

-

' Hofmann-I0B-3762
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,.‘ " N - v
sy J*f ‘ ‘ DECLASSIFIED BY 65179/DMH/PLJ/sdb =

~ . : ON 07-12-2010 .
U o ) - SEC 17 b2

INTELLIGENCE_OVERSIGHT BOARD (IOB) MATTER
| DIVISION i
IOB MATTER 2007-904NSL (U} .-

), An electronic communication (EC} from the Federal Bureau bm
of Investigation (FBI), | Division {____ '}, dated:
04/09/2007, reported a potential Intelligence Oversight Board
(I0B) violation involving a National Security Letter (NSL).

AW On 11/05/2003[ ] drafted a NSL seeking[ ___ ] b2
L for a U.S. Person _who was the subject of . s
an auchorized lnvestlgatlon Prior to| iforwarding this b7D
NSL to the FBI's | Divisipem—fau—arvice upon the [ ] b7E

it was '‘signied by the actindg] Special Agent in
arge {SAC). :

(U) Pursuant to section 505 of the USA PATRIOT Act (P.L.
107-56), the Director delegated author:.ty to sign National
Security Letters to the ‘SACs of the various field offJ(.c'_es_.o.n.__|
1140972001 . B¢ shat vima

QOO Eoale bla saocdied

b5

: I_'I‘ﬁerefore, this matter is reportable under
Section 2.4 of Executive Order 12863. .

Hofmann-10B-3763
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AlL JINFORMATION CONTAINED
* ¥EREIN IS UNCLASSIFIED
DATE 07-12-2010 BY GSl?Q/DMHfPLJISG.b

- IOB SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report:
DATE OF INCIDENT: 11/05/2003 DATE OF REPORT TO IOB:

. DATE.OF REPORT TO DEPARTMENT/AGENCY; 04/09/2007 _
DATE REPORT SUBMITTED TO OTHER ENTITY (i.c.,.Dol, Congiess, Civil Liberties.Office):
POSSIBLE VIOLATION OF:
STATUTE (United States Code Citation)

. -FISA(S0US.C. 1801) o
X _  Other (U.S.C. citation: |

EXECUTIVE ORDER 13333:
Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US

- Section 2.4(c) physical surveillance-of USP w/in US
Section 2.4(d) physical survelliance of USP abroad
Section 2.5 AG approval w/in US ot against USP. abroad.
Section 2.6 assistance to law enforcement
Section 2.7 contracting
Section'2.9 undisclosed participation
Section 2.10 human experimentation
Section 2.11 prohibition én assassination -
Section 2.12 indirect patticipation T
AG Approved EQ 12333 Gutdelmes (Guldelmes nams and sectlon

'I'l'll'l'll‘lll.lll‘l

OTHER E‘{’ECUTIV E ORDER (SPECIFY) -
Creation of unauthorized SAP (EO-12958; as amended)

Other (EO citation:’ )

_PRESIDENTIAL DIRECTIVE(SPECIFY)
" COVERT ACTION FINDING/MEMORANDUM, OF NO’I’IFICATION
Other (Presidential Directive cttanon )

-l' F'

DEPARTMENT/AGENCY ACTION: Data obtamed -pursuant to N5SL thhout proper authorization: to be purged

from all TB1 records

 *DATE os FJNAL DISPOSITION

Hofmann-I0OB-3764
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b, '
PECLASSIFIED BY 65179/DMH/PLJ/sdb
ON 07-12-2010

P

- SEC 809
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER - bIE

FIELD OFFICE.
IOB MATTER 2007-982 (0U)

‘ Nk:>ﬁ§: By electronic communication dated March 27, 2007
ral Bureau of Investlgatlon,l |Fleld Qffice
 reported that af | was.

initiated United States person on|] |. The

LE Due to a .
ograpnical erraor, fbelieved that the
[ | was authorized | .. Based upon this

mistaken belief, on | {interviewed the subject
of the investigation. .The investigation was closed on[:::::::f]

As prdVLdéd in [ 1of The Attorney’
General's Guldellnes for FBI National .Security Investigations and

Foreign Intelligence Collection (NSIG), effective October 31,
2003,i lis required to

interviéw the subject of an investigation. In this case, the

| Due to a
mistaken bellef that the| Jwas still
active, oh| |interviewed the subject of the
investigation. Accordingly, .the FBI conducted an interview of™
the subject of an investigation in violation of the NSIG, and
this error must he reported to the IOB.

'Hofmann-10B-3765 |
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- BLL INFCRMATION CONTAINED i . g

¥4 HFREIN IS UNCLASSIFIED

DATE 07-12-2010 BY 85179/DMH/PLJ/sdh

- i0B SUMMARY SHEET

Name of Department or Agency: Federal Burean of Invizétigation CY Quarterly Report:
: 4 b2 .
DATE OF INCIDENT: [ | b7E  DATE OF REPORT TO IO8?

DATE OF REPORT TO: DEPARMNTIAGENCY March 27,2007

DATE REPORT SUBMITTED TO OTHER ENTITY (l e, DOJ Congress, Civil beemes Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

—

FISA (50 U.S.C. 1801)
Other(U.8.C. citation: ___- , )

EXECUTIVE ORDER 13333: : )

T

Guidelines for FBI.National Security Investizations and Foreign Intelligence Collection

Section 2.3 collection & dissemination-of USP info

Section 2.4 preamble: least intrusive collection .
Section 2.4(a) CIA electronic surveillance w/in US -

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical suryeillance of USP w/in US

Section 2:4(d) physical surveiilance of USP abroad

Section 2.5 AG.approval w/in US or against USP abroad -

Section 2.6 assistance to law. enforcement

Section 2.7 contracting;

Section 2.9 undisciosed participation

Section 2.10 human experimentation

Section 211 prohibition on assassination

Section 2.12 indirect participation )

AG Approved EO 12333 Guidelines (Guidelines narne and section: The Attorney Gen'&

OTHBR E‘(ECUT[VE ORDER (SPEC{I’Y)

——
——

Creation.of unauthorized SAP' (EO }2958 as umended)
Otirer (EQ citation: ) .

PRESIDENTIAL DIRECTIVE (SPECIF Y)

P —

" COVERT ACTION FINDING/MBMORANDUM OF NOTII' ICATIO\i
Other (Bresidential Directive citation: )

DEPARTMENTIAGENCY ACTION: Reported the mctdent to- the Intelllcence Oversxght Board

*DATE OF FINAL DISPOS £T10N

Hofmann-I0B-3766

L ob2

bE




"", *‘ﬁd' DECLASSIFIED BY 65179/DMH/PLJ/sdb . : =
’ 0N 07-12-2010 '

SE ~ 06

(Uy-. INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER e

; b7E
FIELD OFFICE _
I0B MATTER 2007-1079NSL (U) -

By electronic communication dated April 6, 2007,
the Federal Bureau of Investigation (FBI), | |Field Office,
reported that al

Jwas initiated on a
| } The investigation expired on
Ll It appears that no investigative activity was conducted
during the[ 1 and{ B
(U:‘ : | The case was closed on | }

MM:EEQT Following the expiration of the[

and before the 'investigation was closed, on

]
the FBI interviewed of the.
subject | |3

mdicﬁ:sg_tha:.‘_m_uis__l -
position, |
{ | '

. éijmwmw “WWM;EB{;.AS provided in sectlon[:::]of The Attorney
_ General’s Guidelines for FBI National Securit Investigations. and
Foreian Intelligence ollectlon (NSIG),

effective October 31,

. 2003, af ]is required to
interview the subject of an investigation. In this case, the FBI
intertviewed | |.

indicated that, i )
| in the United States.
Because |
} the ¥FBI was, 1in | )
| Accordingly, interviewingl ]

l ] in[ -

i _Jmust be reported to- the Intelligence Over31ght f‘
- Board.

L)

SECRET 10806

‘Hofmann-I0B-3767
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- ) b2 _
. . . ' 108 SUMMARY SHEET - b7E , -
‘Name of Department ar Agemcy: FBI CY Quartsrly .Rsport:
DATE OF mc':tbm':r:'::j DATE OF REPORT TO IOB:

. c, -

" DATE.OF REPORT- TO DEPARTMENT/AGENCY: - u106/2007

- . - . 124

DATE REPORT SUBKITTSD TO: OTHER ENTITY (i.e., -DoJd, Congtaas, Civil Liberties Offica): -

.. . ALL INFORMATION CONTAINED
POSSIBLE VIOLATION OF: . . o - . HEREIN IS UNCLASSIFIED
DATE 07-12-2010 BY 65179/DMH/PLJ/sdb -
snmx {taiced’ States Codo ‘Citatian) - ’ S
.. FISA (50 T.3.C. 1801) - .

_‘bthar (U.3.Cc. citatien: ’ ). oo

P

EXECUTIVE ORDRR 12333: .

" Jactioh 2.3 . collaction & ‘dissamination of usp info. 4 . .
’ : Sdation 1.4 preamble: leaot intruaive cellection

__.Sectioh 2.4(a) CIA electxp&ic surveillance w/in US
__;sac;ion 2.4(b) unconsented physical search w/in ‘US
____Solc';t..io'nfz.&(c)' physical ai:.i;'\r'gill.anca OE Use w/in O.S
.. - e §ecl:-io'n 2.; (d) " phyaical nur\'rei.llanca of Ugf abroad

o:tion 7.5 .S approval w/in ug or agai.nat USP abroad
Sectlon 2.6°  nasistanecs to lav anfm:camont -
.___Shcciou ‘,2.7 - . ecentracting ’
e '___S"act'ion;'.‘.S .undizclosad. barticipation ’ ,‘7 '
_’__Sec.cj.on 2.16  human experiwmantation - ) e
R . __Settiom 7,11 »pto'h'ibitian on axsagsination L . :
. +__Section 2,12 indiract pa‘rticfpai:ion: ! . - )
X: AG APPROVED X0 13333 GUIDZLINES ( ] BR

.

. onrsn RXECUTIVE ORDER (SPECIYY) . : e .
Cz‘aation of unanthorized, SAP (KO 121958, aa n.mendad) ' ) H

. ARt . -

Othar (B0 citatioh: ) T -

.
. .

s

. PRBS;DBN‘TIAL DIHCTIV'E (SP!!CX?‘I)
COV‘ERT ACTIOB YI}TDI}'{G/}MOM}TDW OF NQIIFIC?\TIOH'

Other ‘(Prasidestial Dlrective citatiami Ly ) ’ ’

.

Repo}ted incident to the FBI's Office of the General Counsel -

.

DEPARTHENT/AGENCY ACTION:
*DATE OF PINAL DISPOSITION: ’

<

’
-

. " Hofmann-10B-3768 .




DECLASSIFIED BY 65179/DMH/PLJ/sdb . .
oy 07-12-2010 -

SEC 0807
b2
b7E
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

.:,U:. | (] oFFicE

IOB MATTER 2007-1714

1t:a5if0g May 7, 2007, ggel |0fficelreported that a b2

was initiated on b7E
[ The | on | |
: | after the
INVeStigation had expired, | |
(U} >{ '
, The The Attornev General's Guidelines for FBI National
+ Security Investil ations and Forei Intelligence Collection
(NSIG), effective October 31, 2003, specifically b2
ldentlflesl __Jas an investigative technigue bIE
which is only available in the[ | T
L [Office was _not

_authorized to conduck|

Yy On: 08

SEC ; _2307

Hofmann-I0B-3769




4 1y INFORMATION CONTAINED L CL e
. « HEREIN IS UNCLASSIFIED : -
DATE 07-12-2010 BY 65179/DMH/PLJ/sdb

-

- 10B SUMMARY SHEET
Name of Department or Agency: FBI ’ EE . ‘CY Quarterly Report: 2007
DATE OF INCIDENT: [ ] v DATE.OF REPORT TO [08:

_DATE OF REPORT TO DEPARTMENT/AGENCY: May 7, 2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Ofﬁce)';_
POSSIBLE VIOLATION OF:

"STATUTE (United States Code Citation)
FISA (SO U.S.C. I301)
Other (U.S.C. citation: )

EXECUTIVE ORDER 13333: )

Section 2.3 collection & dissemtination 6f USP info

Section2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in-US

Section 2.4(b) unconsented physical search w/in US

-Section 2.4(c) physical. surveillance of USR w/in ' US'

Section 2.4(d) physical surveiitance.of USP abroad

-Section 2.5 AG approval w/in US or against USP abroad -

Séction 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experiméntation )

Section 2.11 prohibition on assassination . . Pl
Section 2.12 indirect participation v T . : b2
AG Approved EO 12333 Guidelines[ ] . b7E

'l‘l'.lHl_“llllHll

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthotized SAP(EQ 12958, as amended)

Other (EO c;tauon ).

PRESIDENTIAL DIRECTIVE (SPECIFY) .
. ——_ COVERT ACTION FINDING/ MEMORANDUM OF NOTIFICAIION
v _____ Other (Pres1dentlalerectwe cttatlon )

H

DEPARIMENT/ AGENCY ACTION:

. *DATE OF FINAL DISPOSITION:

~ Hofmann-I0B-3770




- 2{ . &1‘\:-“@0” - . : o
DECLASSIFIED BY £517S/DMH/PLJ/2db .
ON 07-12-2010

iy INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
OFFICE
IOB MATTER 2007-2058

: fjkgiiOnl Noffice reported that a . b2
| b | had been initiated on a U.S. - bIE
Person on] | and that on] |was
|- No opening notification was
provided to FBI Headquarters to forward to the Department. of
Justice Office of Intelligence Policy Review (OIPR) untll

b2
“b7E

() o 'E;>§i: As provided in]| | of The Attornez General's
Guidelines for FBI National Security Investigations and Foreidan

Intelligence Collection (NSIG), a "field office shall notify FBI. b2
Headquarters [FBIHQ] within ten worklng,da s of the initiation by‘ b7E
the fieldj I»  Aftex o :
receiving the notice from the field office, FBIHQ shall prOV1de
. notice to the Office of Intelligence Policy and Review .(OIPR) and -
{uy - to the Criminal Division. OIPR shall then notify the Attorney
. *mGeneral and Deputy Attorney General.

“;;)ég; If OIPR's oversight ability has been "substantlally
impgired¥ by an error, the FBI reports the mlstake In this
situation, the notice required within ten days of initiation of
an investigation was not. provided to FBIHQ to notify OIPR until
the investigation had been ongoing for | | No other
form of notice to the Department of Justice could be identified
to mitigate this lack of notice. Because of this complete lack of
_notice for ] OIPR's oversight ability was
substantially impaired. Consequently, we are reporting this
matter for your review. I

() -

" B7E

¢
w

NDerive
Dec y on: 20

SECRE 287170808

‘Hofmann-10B-3771




{, . 1‘*'-‘: A : Au,
. ALL TNFORMATION CONTAINED ’
HEREIN IS UNCLASSIFIED

DATE 07-12-2010 BY 65179/DHH/PLI/5db "
10B SUMMARY SHEET

. b2
Narge of Department or Agency: FBI * Db7E CY Quarterly Report: 2007
DATEOFINCIDENT: [ ] - ‘ ‘ DATE OF REPORT TO IOB:

DATE OF REPORT TO'DEPARTMENT/AGENCY: 07/06/2007
. DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (SO U.S.C. 180])

Other (U SC citation: )

EXECUTIVE'ORDER 13333:

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US -
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical snrvcillance'o{ USP abroad
Section 2.5 AG approval w/in US or against USP abroad*
Section 2.6 assistance to law enforcement

Section. 2.7 contracting, B ) ,
Section 2.9 undisclosed participation L ) ‘be
Section 2.10 human experimentation ) ’ ] biE

Section 2.11 prohibition on assassination
Section 2,12 indirect participation L
AG.Approved EO 12333 Guidelines [ ]

llll,ll'lHI'll”I‘l

OTHER EXECUTIVE.ORDER (SPECIFY) :
Creation of unauthorized SAP (EO 12958 as amended)

Other (EO cltanon ) )
PRESIDENTIAL DIRECTIVE (SPECIFY) . ' ’
—__ COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
. Other (Presidential DlrectWe citation: ) :
DEPARTMENT/AGENCY ACTION

*DATE OF FINAL DIS,PQSITION‘~

Hofmann-10B-3772 '




- . DECLASSIFIED BY SSL?QIDHHZ/PLJISdb - el
0 07-12-2010

(o ‘ « |
c INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E
OFFICE

IOB MATTER 2007-0878 (U) -

>S< On Rpril 6, 2007, thE____|off1c:e 1 ot

the Federal Bureau of Investigation (FBI) repor t no notice "~ b2
was provided to FBIHQ _ of a b7E
(U - presumed U.S, Person on 1. The[ Jexpired after six -

~~~~~~~ .. months. This error was identified during the March 2007 auwdit on

the use of National Security Letters.

>ﬁ As provided in] [of The Attornéy X
General's Guidelines for FBI National Security Investigations and b2
Forei Intelligence Collection (NSIG) , a "field office shall . b7E
notify FBI Headquarters within ten working davs of the initiation:

by the field " Because

this notification was never submitted; FBIHQ and DOJ were unable

to review or provide oversight of this investigation.

SECRE : 24

Hofmann-I0B-3773




o "Al4 INFORMATION CONTAINED
HERETN IS5 UNCLASSIFIED
DATE 07-12-2010 BY 63179/DMH/PLJ/adb

- . A JIOB SUMMARY SHEET
, ' b2
Name of Department or Agency: FBI b7E  CY Quarterly Report: 2007
DATEOFINCIDENT: [ 1 DATE OF REPORT TO IOE:

DATE OF REPORT TO ﬁEPARTMENT/AGENCY: April 6,2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
. POSSIBLE VIOLATION OF

STATUT_E (United States Code Citation)
FISA (SO U.S.C. 1801)
Other (U.5.C. citation: - )

EXECUTIVE ORDER 13333:

Séction 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance wfin US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US .
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad"
Section 2.6 assistance to law enforcement -

Sectidn 2.7 confracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section2.12 indirect participation . : )
AG Approved EO 12333 Guideline§ |

b2
* bTE

LT

OTHER EXECUTIV E ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)
Otlier (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICA’I‘ION
Other (Pres;dentnal Directive citation: )

| l

—

DEPARTMENTIAGENCY ACT ION -

E“DATI‘E OF FINAL DISPOSITION: ‘

Hofmann-10B-3774




- a‘*quECLASSIFIED BY 65179/DMH/PLI/sdb . - ‘ T -
* 7 on 07-12-2010 :

. :::::§E§§§§7725§$ZEZZ:::: .

) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E
-[_____]FIELD OFFICE .
. | I0B MATTER 2007-1195 (U) -

M;:;Eg::As provided in | | of- The Attorney " b2
General ‘g Guidelines for FBI National Securitv Investigations and bIE
Forei Intelligence Collection (NSIG), a "field office shall :

(inw%“ notify FBI Headquarters within ten working days of the initiation
............ by the f1e1d| y

On March 21, 2007, thei lFederal Bureau of
Investlgatlon office reported a viclation

regquirements

b2
TS Person. Specifically, onl b7E
initiated |, but

provided no notice to the FBI Headquarters.]| |was not -

| however, the case was regpened onf ]
Again, no notification was provided to FBIHQ. When °

the error was discovered .in March 2007 notification was provided b2
to FBIHQ. However, because no notlflcatlon was provided from . bTE
| until Maxch 2007, FBIHQ and the Depdrtment of

.Justice Office of Intelligeénce Policy and Review were unable to

review or provide oversight.

Hofmann-I0B-3775




4

~ ALL INFORMATION CONTAINED

R

HEREIN IS UNCLASSIFIED E A
. DATE 07-12-2010 BY 65173/DMH/PLI/sdb

- - OB SUMMARY SHEET ]
’ Y
Name of Department or Agency: = FBI ) * bTE CY Quarterly Report: 2007
DATE OF INCIDENT: | ] : DATE OF REPORT'TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: March 21, 2007
DATE REPORT SUBMITI‘ED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation) °
' FISA (SO U.S.C. 1801) -
Other (U.S.C..citation: )

EXECUTIVE ORDBR 13333:

- Section 2.3 collection & dissemination of USP info
Section'2.4 preamble: least intrusive collection
Section'2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad -
Section 2.5 AG approval w/in US or against USP abroad *
Section 2.6 assistance to law enforcemént .
Section 2.7 contracting .

Section 2.9 undisclosed participation

Section 2.10 human experiméntation

Section 2.11.prohibition on assassination-

Section 2.12 indirect participation '
AG Approved EO 12333 Guidelines | 1.

lH,ll'Hil'lII'l'IH

‘OTHER EXECUTIVE ORDER (SPECIFY) :
Creation of unauthorized SAP (EO 12958, as amended)

Other (EO citation: J

PRESIDENTIAL DIRBCTIVE (SPECIFY)
COVERT ACTION FINDIN GIMBMORAND UM OF- NOTIFICATION -
Other (Presidential Dlrectwe cltatxon )

DEPAR'IMENTIAGENCYACTION DR ' L o

' _ *DATE OF FINAL DISPOSI’I‘iON

“«

Hofmann-IOB-3776

b2
b7E




. “l5t4 . ‘ ‘ )
» DECLASSIFIED BY 65L79/DMH/PLI/sdb

ON 07-12-2010

: - SEC (70817
b2
i INTELLIGENCE QOVERSIGHT BOARD (IOB) MATTER b7E’

; FIELD OFFICE -
e IOB MATTER 2007-1006 (U) J

The[____]pivision (_____} of the Federal
Bureau of Investigation (FBI) reported a possible Intelligence
Over51ght Board (IOB) wviolation 1nv01vzng a late notification of

the opening of af [ On| |
— I

}. The initial 10-
day notification to FBIHQ was never completed. The case was

(U} | No initiation LHM was submitted to FBIHQ.

. mww”:}é{; as provided in[_ | of The Attorney
General s’ Guilelines for FBI National Security Investigations. and

Foreign Intelligence Collection (NSIG), a “field office shall

notify FBI- Headquarters withHin ten workin e initiation
by the field| "  FBIHQ and
DOJ first learned of thel : iduring an
audit on the use of NSLg in March of 2007/. Because this .

notification was never provided, FBIHQ and DOJ were unable to
provide meaningful oversight and review of this investigation.

>

" Hofmann-I0OB-3777

b2
b7E

b2

b7E




- ALL INFORMATION CONTAINED
“HEREIN I3 UNCLASSIFIED
DATE 07-12-2010 BY 55179/DMH/PLJI/sdb

N - - - g - . . . - .- - . - -
3 \ .
. - Lo
- “tlen -

h I0B SUMMARY SHEET
Name of Department or Agency: FBI ) CY Quarterly Report:
. DATEOFINCIDENT: [ | _ DATE OF REPORT TO I0B: .

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/2007
i)ATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): )
PQSSIBLIE‘. VIOLATION OF:

STATUTE (United States Code Citation) )
—— FISA(SOUS.C.1801) : -
Other (U.S.C. citation: ___- ) ‘ L i .

EXECUTIVE ORDER 13333: RS . o l

Section 2.3 collection & dissemination of UBP info

Section 2.4 preamble: least intrusive collection

Section 2.4(a) C]A electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP wfin US

Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad '

Section 2.6 assistance to law enforcement . ) .

Section 2.7 coniracting : ’ : E% e

Section 2.9 undisclosed participation : ] . .

Section 2.10 human experimentation . -

Section 2.11 prohibition on assassination N
. Section 2.12 indirect participation ' '
X .. AC APPROVED EO 12333, GUIDELINESI i

ll‘lll‘IIHllH

. OTHER EXECUTIVE ORDER (SPECIFY)
) Creation of unauthorized SAP (EO 12958 ad amended)-

Other (EO citation: . )

PRESIDENTIAL DIREC‘I‘IV E (SPECIFY) .
s COVERT ACTION FINDINGIMBMOR.ANDUM OF NOTIF ICA'I'ION
Other (Presidential Dxrecnve citation: _______)

A

DEPARTMENT/AGENCY ACTION: . T

*DATE OF FINAL DISPOSITION:

Hofmann-IOB-3778




Ve
o

u

DECLASSIFIED BY 65179/DMH/PLJ/3db T e
0N 07-12-2010

- SpeRET_
. LI

\

INTELLIGENCE OVERSIGHT BOARD' (IOB) MA'I‘TER N
PDIVISION - K
. IOB MATTER 2007-1511 NSL (U),
By electronic communication dated| | the
field office { | advised that a | |
[ Jon a U.S. person had been
initiated. As part of the investigation,| drafted an

NSL .and the requisite EC[ ]

| L. Howel'é_r.._ti&mm_'.l
~copy of the NSL | .
{

[ related to] |that.was

not related to the target. The NSL results were uploaded into -

. FBI databases.

.....................

Becausé this was an error by.the FBI, although
unlntentlonal it is reportable to the IOB. must purge
all 1nformatlon that was 1mproperly collected from all FBI

. databases and-all hard coples must be sequestered and destrdyédh

Uy

D As stated above, al ' |of the -target was_U
initiated on |  According to | the annual. LHM
was not submitted until | i With respect to a

end. of each year al
The extens;ve delay in submitting the annual LHM has precluded
OIPR from exercising their oversight respon31b111ty and must‘

‘ therefore be. reported to the IOB. "

Hofmann-105-3779\

the FBI -is requiréd to notify and providé OIPR and -
the Criminal Division with a summary of the investigation "at the -

b2 .
b7E

" b2

bTE




_ALL INFORMATION CONTAINED , : : g
HEREJN I3 UNCLASSIFIED :

DATE 0'? 1z- 2010 BY GSATQJDMfPLJ/sdh lOB SUMMARY SHEET

‘Name of Depattmnt or Agancéy: FBI
. DA¥Z OF Iﬁc‘zhm{: : -

" DATE.OF REPORT'TO DEPARTMENT/AGENCY: - 'grs07 CoT

CY 'Quartserly

I
Lad .

»
P .

. DATR REPORT SUBMITTED TO OTHER ENTITY (i.e., -DoJ,

- .

Poésxanz VIOLATION oF: - . R

’ : snmz (Uniud States code Citation) .
. ___FISA (50 U.9.C. 1801) . : ]
T . ‘othar ‘(u.3.cC. citation: "
. . EXECUTYVR ORDER 12333: '
X" 3ackioh 2.3
gdérion 2.4 -

.dection 1.4 (a)

DATE OF REPORT TO IOB:

Congresd,

. 4
Report : . 2007

872107

c;lv:l.]: Libertias

colloction & ‘dissemination ot ugp info
proambles least intrusive collection
CIA electronic nutveiliance w/in us

_Section 2.4(b) unconasnted physical search. w/in US

' Section 2.1(c)’ phyaical auﬁrailluce or USP w/in Us

) .. Section 2,4(d) physical . aurveillance of YSP abrbad
Se’cﬁ:}on 1.5 . AG approval w/in US or ‘agalundt TSP abroad

' , . Secrién 2.6 .
Section 1.7
_s:ect:,l.on 2.9
2. 10
) Section 2.11' .
Co _Section 2,.‘1‘24

contraching

|

undisclosed participation -

Section human axperimentation .

I

l

indirxaect particj:‘;;ation B

. -
.

+ .+ | OQTHER RXECUTIVE OR.DER (SchI?Y)

. Othe: (x_o citation: )

- - T
. . -

-

. PRBS;DBNTIAL DIRXCTIV'R (SPECI?Y)

. AG APPROVED zo‘ 12333 GUIDELINES (Guideline name and

Creation of unaut:horized SAP (zo 12958) aa amendod)

asgistanca to lav onfo:emen\:

prohibition on azsasaination

seé:lhionu

-

COV'ERT ACTION PINDING/MEHORANDUM OF 'HOTII'ICATIOH

Other (Preaidentlal Directive citation:

. PN
N

DEPARTHENT/AGENCY ACTION: cr

.

*DATE OF PINAL DYSPOSITION.

X

" Hofmann-IOB-3780 - -

Office): -




DECLASSIFIED BY 65179/DMH/PLJ/sdb ' . s~ s
- oy 07-12-2010

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b 1E
|:U:| A - | RESIDENT AGENCY
“I0B MATTER 2007-952 (U)

o

) SN\ By electronic communication dated March 26, 2007,
the Federal Bureau of Investigation, | F]Residenc;y

Agency, | n a United 23 .
States Person was initiated on] E| The _ '
Aftexr the
I
[ The [ ]
¥ ' - . (
" T '~}<AS provided in[ | of The
Attorney General's CGuidelines for FBI National Securit ’
|:U:| = Investi atJ.ons and Foreign Intelligence Collection, effective b2
Oct : £ leaat al |

explred, Accordingly, this error muist be reported to the IOB.

Hofmann-108-3781




* ALL INFORMATION CONTAINED ) , .
HEREIN IS UNCLASSIFIED . ot
DATE 07- 12 2010 BY 65179/DHH/'PLJ!8db : ’

- N

. 10BSUMMARY SHEET

Name of Department or Agency: = FBI . E’Zj B CY Quarterly Report:
DATEOFINCIDENT: [ ] o | ~ DATE OF REPORT TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: 0312672007
DATE REPORT SUBMITTED TO OTHER ENTITY Gie., DoJ, Congress, Civil Libertes Ofﬁce)
POSSIBLE VIOLATION OF: ’

STATUTE (United States Code Citation) °
FISA (50 U.S.C. 1801).
o Other ('U.S.C. citabon: . - )

EXECUTIVE ORDER 13333:
. Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/fin US
- Sedtion 2.4(b) unconsented physical search w/in US
" Section 2.4(c) physical sirveillance of USP w/in US.
-Section 2.4(d) physical surveillaice of USP abroad™ - .
Section 2.5 AG approval w/ir US or‘against.USP abroad” ,

Section 2.6 assistance to law enforcement e :
. Section 2.7 confracting - - ; o _ bg
Section 2.9 undisclosed participation \ A . . PIE

Section 2.10 human expenmentahon -
Section 2.11 ptolubmon on assassination :
Section 2.12 indirect partigipation - ) .

AG Approved BO 12333 Guidelines { | -

le «u | m i

OTHER EXECUTIVE ORDER (SPECIFY)
Creation.of unauthiorized SAP (EQ 12958, as amended)

Other (EO citation: )-

PRESIDENTIAL DIRECTIVE (SPECEFY) A
COVERT ACTION Fl‘NDIi\IG/MEMORANDU\/I OF NOTIFICATION -
———  Other (Presidential Directive citation: ) '

l' 'I

DEPARTMENT /AGENCY ACTION

*DATE OF F].NAL DISPOSITION:

*

Hofann-IOB-3782
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& . L o2l o

. e < ’
DECLASSIFIED BY 65179/DMH/PLI/sdb ] . ’ '
ON 07-12-2010 ) .

- SEC . 21

INTELLIGENCE OVERSIGHT BOARD MATTER - b2
[ IDIVISION B7e

|: U } I0B MATTER 2007-942NSL (U) -
S An electronic communication from the Federal Burean of Investlgation (FBO_] b2
ivismn: dated 03/23/2007, reported a potential Intelligence Oversight Board . b7E
iy (I10B) violation involving the conduct of an interview| | after expiration ofa
. - - |
| O hfter expiration of ] the
assigned case agent interviewed the subject, a naturalized U.S. citizen. Although information
obtained in the interview prompted the case agent to recommend that the investigation be closed b2
and the investigation closed shortly thereafter, the] . b7E

| | Accordingly, the FBI's
Office of the General Counsel has détermined tha{”____las failéd to follow the guidelines
setforthif ______ bfThe Attorney General's Guidelines for FBI National Security
Investigations and F0re1gg Intelligence Collection (NSIG), effective 10/31/2003, and dn IOB

violation has occurred Accordmgly, this matter is repor ted to the IOB.

. Hofmann-IOB-3783




ALL BNFORMATION CONTAINED . ’ R
HEREIN 33 UNCLASSIFIED : :
DATE 07-12-2010 BY 65179/DMH/PLJ/sdb

JOB SUMMARY SHEET

: ‘ : b2 :
Name of Department or Agency: FBI b7E  CY Quarterly Report: 2007
DATE OF INCIDENT:[______ | " DATE OF REPORT TO 10B: "

DATE OF REPORT TO DEPARTMENT/AGENCY:
DATE REPORT SUBMITTED TO OTHER ENTITY (i.¢., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801) .
Other (U.8.C. citation: )

EXECUTIVE ORDER 13333:

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US
‘Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad .
Section 2.5 AG approval w/in US or against USP abroad:

. Section 2.6 assistdnce to law enforcement )

v

Section 2.7 contracting , . -
Section 2.9 undisclosed participation . ‘ < ] b
Section 2.10 human experimentation ' - :

. . - bTE
Section 2.11 prohibition on assassination ot
Section 2.12 indirect participation

AG Approved EO 12333 Guidelines { ]

-
.

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as ameénded) .

Other (EO citation: )
' PRESIDENTIAL DIRECTIVE (SPECIFY) ‘ :
____- COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: J . -
DEPARTMENT/AGENCY ACTION: ) . .

*DATE OF FINAL DISPOSITION: *

-

Hofmann-10B-3784




DECLASSIFIED BY 65173 /DMH/PLJ/sdb
CN G7-12-2010

. SEC 76711

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ) : .
[ | FIELD OFFICE bTE
IOB MATTER 2007-1318 (U)

t 3 ----------- . :5:25;::Thé| |Field Office of the Federal

Bureau of Investigation has reported an error in conjunction with

an_investigation of that division: In this regard, al ]
in-an NSL seeking | |-

varied by | ~ | - However,

only 3
| which was the number for al -the

| Thereiore,
there was no violation of any civil rights stemming from this
mistake. :

. b2
bT7E

.{U) This matter has beén reportéd to the FBI'S-
Inspection Division for appropriate action.

Hofmann-IOB-3785
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. I .
*  3IlL INFORMATION CONTAINER

HEREIN' IS UNCLASSIFIED . :
DATE 07-12-2010 BY 65179/DMH/PLJ/edb

- I0B SUMMARY SHEET
Name of Department or Agency:  FBI - CY Quarterly Report:
DATE OF INCIDENT: - DATE OF REPORT TO I08:

DATE OF REPORT TO DEPARTMENT/AGENCY: 4/5/2007
| DATE REPORT S@WjTED TO OTHER ENTITY (i.e., DoJ, Congress,.Civil Liberties Office):
POSSIBLE.VIOLATION-OF:
STATUTE (United States-Code Citation)

FISA (50 U.S.C. 1801
Other (U.8.C. citatio |

e’

EXECUTIVE ORDER 13333:
Section 2.3 collection &.dissemination of USP info

Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US.

Section 2.4(c) physical surveillance of USP'w/in US|

Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad

Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experirhentation

Section 2.11 prohibition on assassination

Section 2:12 indirect- partxcxpatmn

AG Approved EQ 12333 Guidelines (Gmdelmes name and section: )

III'II'IIKIII'I-I'II

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP-(EO 12958, as amended)

Other 4:00] cltatton )

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION. FINDING/MEMORANDUM OF NOTIFICATION
Other (Presxdentxal Directive citation: ) .

DBPARTMBNTIAGENCY ACTION.

*DATE OF FINAL DISPOSITIQN:

" Hofmann-10B-3786- ‘
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b7E




- ON 07-12-2010

'
Y

nch&s§1§5in BY 65179/DMH/PLI/sdb
= SECRE 6711
b2

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER =  P7E
FIELD OFFICE
IOB MATTER 2007-1864 (U)

,

(U) Thel | Field Office of the Federal" b2
Bureau of Investigation has reported an error in conjunction with b7E
an investigation of that division. In this regard, [ | .
[ lin an NSL] _|was
inadvertently transposed; however ho records were produced
because there were none-associated with the mistaken address.

(U) This matter has béen reported to the FBI's
Inspection Division for appropriate action.’

Hofmann-IOB-3787




-

: sim; TNFORMATION CONTAIMED

HERETHN IS UNCLASSIFIED
DATE 07-12-2010 BY 65179/DMH/PLU/sdb

T 10B SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report:
DATE OF INCIDENT: DATE OF REPORT TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: 4/3/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties.Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

FISA (50 U.S.C. 1801)
Other (U.S.C. citation

BXECUTI'V E ORDER 13333:

I‘HIH_I'H'I?II?H

Section 2.3 collection & disserination of USP info
Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic:surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical.surveiliance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US .or against USP abroad '

.Section 2.6 assistance to iaw enforcement

Secticn 2.7 contracting

Section 2.9 undisclosed participation
Section 2,10 hurhan experimentation:
Section 2.11 prohibition on assassination

‘Section 2,12 indirect participation

AG Approved EQ 12333 Guidelines (Guidelines name and section: )

OTHER EXECUTIVE' ORDER (SPECIFY)
. Creation of \mauﬁmmed SAP (EC 12958, as amended)

.l

Other (EO citation: ____)

| PRESIDENTIAL DIRECTIVE (SPECIFY)

 r—]
- g "

COVERT ACTION FINDIN! G/MSMORANDUM OF NOTIFICATION
Other (Pres;dentla[ Directive citation: )

DBPARTMBNT/AGENCY ACTION

*DATE QF FINAL DISPOSITION. .

Hofmann-10B-3788
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ALL INFORMATION CONTAINED T ) . . . N
HEREIN IS UNCLASSIFIED .

DATE 07-12-2010 BY 65179/DMH/PLJ/Sd.b

. ~ , b2
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E
| | DIVISION - -
IOB MATTER .2007-1051 (U) .

(U) By electronic communication dated 03/28/2007, the .
Divisiomn { | .advised that on 10/11/2005, b2
drafted a National Security Letter (NSL) requesting b7E

|and | |
| target, a U.S. person, of an investigation for
the time period ranging from | to the "date of this

letter."® The NSL was dated 10/11/2005. 1In addition to records
from the time period listed in the NSL, the] ]

[. b2
_ [the date of the b7E
NSL. | were
listed earlier in the] .
|uploaded into ACS and
$ I‘ ’ .
(U) Pursuant to the 07/31/2007 instructions from the IOB,
the FBI is.reporting this matter because the uploading of the 233
over-produced information arguably constltutes a compoundlng of
the third party error | i
(U) | | has been instructed to immediately sequester
the over-produced information .and any FBI records containing the
over-produced information, including records on ACS,and[::;T If
| _| considers the over-produced information relevant to b2 -
itg investigation, it will cure the over-production by issuing to b7E
[::;::::;:::ijanother NSL with a time period that .encompasses the
relevant intormation. IE| | deems the over-produced .

information not relevant to its invéstigation, it will contact
| Jand ask whether the over-produced information should

-be returned or destroyed with appropriate documentation to the
file. .

Hofmann-IOB-3789
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ALL °I¥"‘DRHATIDH CONTAINED

HEREIN I5 UNCLASSIFIED

DATE 07-12-2010 BY 65178/DMH/PLJ/sdb

= I0B SUMMARY SHEET
Name of Department or Agency:  FBI . " CY Quarterly Report: .
DATE OF INCIDENT:. |:] DATE OF REPORT TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY »03/28/2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e,, Do, Congress, Civil Liberties Office):
" POSSIBLE VIOLATION OF:
STATUTE (United States Code Citation)-

FISA (50 U.S.C. 1801)
__X Other(US.C. cxtanon] | )

EXECUTIVE ORDER 13333: N
Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
‘Section 2.4(a) CIA electronic surveillince wfin US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US .
Section 2.4(d) physical surveiliance of USP abroad

- Section 2.5 AG approval wfin US-or against USP abroad*
Section 2.6 assistance to law enforoement
Section 2.7 confracting
Section 2.9 undisclosed participation-
Section2.10 human experimentation
Section 2.11 prohibition on assassination
Section 2.12 indirect participation

EERRRRRRENANY

AG Approved EQ 12333 Guidelines (Guxdehnes name and' section:

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958 as amcnded)

Other (EO citation: )

PRESDEN’I‘IAL DmEC'I'IV E (SPECIFY)
’ COVERT ACTION FINDING/MEMORANDUM OF NO‘I'EFICA‘I'ION
Other (Presidential Directive citation: )

I

DEPAR'I'M.ENTIAGENCY‘ ACTION:

*DATE OF FINAL DISPOSITION:

Hofmann~IOB,~3790
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s A "-‘-'fy DECLASSIFIED BY 65179/DMH/PLJ/3db
L ON 97-12-2010

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER . ,
i:]'_]':| . | | FIELD OFFICE 2
I10B MATTER 2007-1297{___](u) - =

During él of a
U.S. pexson, | [ Issued two (2}} NSLs under | e
b2
| I bIE -

| respectively. Since discovering that these NSLs had
been issued, | has sequestered the responses from the

-

(U) In this case, an_érror was committed by the case agent b2
when he/she requested a ] | pursuant- to[:::fi::] b7E

[THat did hot have an | i

(0) | |has been instructed to contact [ ] - ~£§E
| |and ask whether the respective responses to PR
- the NSLs should be.returned or destroyed with appropriate
documentation to the file. ~ o .

Hofmann-IOB-3791 -
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’Q; ALL INFORMATION CONTAINED

- " . HEREIN IS UNCLASSIFIED . C e
DATE 07-12-2010 BY 65179/DMH/PLJ/sdb oL
- I0B SUMMARY SHEET
Name of Department or Agency: FBI o CY Quarterly Report:
DATE OF INCIDENT: 1. DATE OF REPORT TO IOB:

DATE OF REPORT TO DBPARTMENTIAGBNCY : 04/12/2007.
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Ofﬁcc);
POSSIBLE VIOLATION OF:

STATUTE.(United States Code Citation)

FISA (50 U.S.C. 1801)
X__ Other (U.S.C. citation: _| )

EXECUTIVE ORDER 12333: ;

Section 2.3 collection & dissemination of USP info

Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US

Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad |

Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Seclion 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation ’ .
AG: Approved EQ 12333 Guidelines (Guldelmes name and seclion: _ — )

~|,‘|'|I|||‘|"||I|||

'OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)

Other (BO citation: _. ') . o .

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: )

]

DEPARTMENT/AGENCY. ACTION:

*DATE OF FINAL DISPOSITION:

Hofmann-10B-3792
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DECLASSIFIED BY 65179/DHH/PLI/sdb
ON 07-12-2010

' : . b2
iU:' INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER )

: ‘b7E
l | FIELD OFFICE .

I0B MATTER 2007-1335{ | (U)
. >§Durin al

|of a
U.s. person,! [Tssued | {NSLs under[ |
il

I [ TESpecTIvelv. _Since discovering that these NSLs had
been issued,

has sequestered the responses from the
| R

(U) In this case

,_errors were committe )
when he/she :g?uested

for an authorized | |

| that did not have an] .
(U) ]| has been instructed to immediately redact
all information obtained pursuant to the | NsLs |

from all hard and uploaded records, including documents on ACS.
| has also been instructed to contact the

|and ask whether the respective responses to

‘the NSLs should be returned or destroved, with dppropriate
documentat;on to the file.

'Hofmann-I0B-3793
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VA
AL}, INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED
DATE 07- 12 -2010 BY 65179/DMH/PLI/sdb

~ I0B SUMMARY SHEET
Name of Department of Age}ncy: FBI . CY Quarterly Report:
DATE OF INCIDENT:  (thréeincident{ ______] ~ DATE OF REPORT TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/12/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation).
FISA (50 US.C. 1801) '
Other (US.C. citation: | . 1l )

EXECU’IIVE ORDER 12333:

"Section 2.3 collection & dissemination of USP mfo

Section 2.4 preamble; least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US

Section 2. 4{c). physical surveillance of USP w/in US

Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad |
Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation ’ .
Section 2,10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation

AG Approved EOQ 12333 Guldelmcs {Guidelines name and section:

'III’III'II‘IIHI‘I

‘OTHER EXECUTIVE ORDER. (SPECIFY)
Creation of unauthorized SAP (EO 12958 as amended)

Other (EOQ citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY) ..
_COVERT ACTION FINDING/MEMORANDUM OF NOTII-‘ICATION
"Other- (Presidential Directive cltanon )

DEPARTMENT/AG]:?NCY ACTION:

. *DATE OF FINAL DISPOSITION:
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EP AT DECLASSIFIED BY 65179/DMH/PLJ/sdb . e
v .- 0N 07-12-2010 ‘

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
| | FIELD: QFFICE

|:'|‘_'|':| " 'IOB MATTER 2007-1336[____](u) .

N::}ﬁi;During al |of a
U.S< person, | |issued | |NSLs under| |}
1

}] respectively. Since discovering that these NSLs had

. been issued, has sequestered the responses from the

I 2 .
(U) In this case, errors were committed by the case agent

when he/she requested| ___ |pursuant to

| for an| |
] _| that did not have an | -

(0) Philadelphia has been instiucted to immediately- redact
all information o¢btained pursuant to the| |NSLs
from all hard and uploaded records, including documents on ACS:

has also been instructed to contact] ]
and ask whether the respective responses to -
‘the NSLs Should be returned or destroyed, with appropriate
documentation to the.file. ‘

Hofmann-IOB-3_79§
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ALL INFORMATION CONTAINED -
HEREIN I3 UNCLASSIFIED

. ' DATE 07-12-2010 BY 65179/DMH/PLJ/sdb

-~ ’ I0B SUMIVIARY SHEET
Name of Department or Agéncy: EFBI - CY Quarterly Report:
DATE OF INCIDENT:  (three incidents ______] DATE OF REPORT TO I0B:
DATE OF REPORT TO DEPAR'IMENT/AGENCY: 04/12/2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.ez; D.O-I, -Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:
STATUTE (United States.Code Citation)

. FISA (50.U.8.C. 1801)
X __ Other (U.S.C. citatién: _| | )

EXECUTIVE ORDER 12333: .

Section 2.3 collection & dxssemmatxon of USP info
Section 2.4 preamble: least intrusive collection
Seotion 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) phiysical surveillance of USP abroad
Section 2.5 AG approval w/in US of against USP abroad _
Section 2.6 asswtance to law enforcement

‘Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section.2.11 prohibition on assassination

Section 2,12 indirect participation

lfllllll.llllll‘l

AG Approved EO 12333 Guidelines (Guxdelmes name and secnon

OTHER EXECUTIVE ORDER (SPECIEY)
Crealion of unauthorized SAP (EQ 12958, as amended)

Other (BO oitation: ) e

&

.
'|

-PRESIDENTIAL DIRECTLV E (SPECIFY) - . )
COVERT ACTION FINDING/MEMORANDUM.: OF NOTIFICA,TION
Other (Presxdentlal Dnrectlve cxtauon )
DEPART\'IENT/AGENCY ACTION

*DATE OF F_INAL DISPOSITION:

-
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. b2 .
DECLASSIFIED BY 65179/DMH/PLJ/sdb b7E
ON 07-12-2010 ’

iUJ INTELLIGENCE OVERSIGH‘I‘ BOARD (IOB) MATTER
. [ prvision -
-IOB MATTER 2007-2123 (U) . .7 .
>(§ Oon 02/10/2007] Idrafted a National Secur:.ty ]gzg
Letter (NSL) requesting|{ _Jand| | o
records for al| | reportedly used by the target of
the investigation for the time period ranging froml |
| forwarded the NSL to the] | Divigion .

T ) for service on the | |
{(provider). f | served the NSL and obtained| | .

response on| L
“‘” """"""""""""""""""" In j.ts"resfaonse, ‘(:he| [inc«luded records
indicating that the target was the | i b2
|also ' b7E
produced | | £or the

| |, a presumed U.S. person, who
preceded the target.. The information pertaining to the

[ | ranged from | | much of wh:.ch
pre-dated the time period articulated in the NSL.

U) on] |f<‘>rwarde'c1 the | ‘ | b2

to ~ In the EC accompanying the — | bIE .
stated the | ] o

specifics, for the] | The EC was uploaded S

onto ACS. - . ) - ’ Lo

, (U) Upon receiving thé | ] and: 'discovering

the over-production, [ |gave the Case Agent a hard copy of

the| | solely pertaining to the subject. The CD .

containing the remaining information that relates to the o bTE

[ |has been ‘sequestered with |:_:[_Cﬂaf
Division Counsel (CDG), pending .direction from OGC. | |has

also sequestered the hard copy ofl—_____IEC .

(U) Pursuwant to the 07/31/2007 instrictions’ from the IOB,
the FBI is reporting this matter because the uploading of the
over-produced information arguably constltutes -a compoundlng of .
the third party error by the provider. . .

) |:Ihas been instiucted to contactl | and
ask whether the over-produced information should be returned or
destroyed, with appropriate documentation.to the file.
has been instructed to remove the over-produced information from
ACS by either permanently charging-out the EC or redacting the
app’roprlate port::.ons from the uploaded ver51on

Hofmann-I0B- 3797




“ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-12-2010 BY &5179/DMHYPLJ/sdb

- IOB SUMMARY SHEET

Name of Department or Agency: FBI ‘ CY Quarterly Report:

DATE OF INCIDENT: [_____| DATE OF REPORT TO IOB: )

DATE OF REPORT TO DEPARTMENT/AGENCY: 07/11/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties.Office): ’ b2

. . b7E
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801)
X __ Other (U.S.C. citation] . | )

EXECUTIVE ORDER 13333: .
Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical s¢arch, w/in US
Section 2.4(c) physical surveillance of USP w/in US
. Section 2.4(d)-physical surveillance of USP abroad
Section 2.5 AG-approval w/in US or against USP abroad'
Section 2.6 assistanée to-law enforcement ‘
Section 2.7 contracting
Section 2.9 undisclosed participation
Section 2,10 human experimentation
Section2.11 prohibition on assassination
Section 2.12 iidirect participation : : .
AG Approved EO 12333 Guidelines (Gmdehnes name and section: : )

IIIHIIHHHI

OTHER EXECUTIVE.ORDER (SPECIFY) i
Creation of unauthorized SAP (EO 12958, as amended)

Other (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECIF Y)
COVERT ACTION FINDNG/MEMORANDUM CF NOTIFICATION
Other (Presidential Directivé citation: )
DEPARTMENT/AGENCY ACTION:

- *DATE OF FINAL DISPOSITION:

Hofmann-IOB-3798




* : DECLASSIFIED BY £5173/DMH/PLJ/sdb
e ON 07-12-2010

" INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

: ] FIELD OFFICE
IOB MATTERS 2007-1341 2007—1342{:

AND, 2007-1343 (0)

NI R

:>T§§:Dur1ng a |

of a U.S. person, [issued three (3)] [NSLs under

|

Jré3pectively. Two Of the | |
produced| | in response. | |did not
receive a response from the third agency. The two | |
are currently in the investigative file.

(gy In this case,_errors were committed by the case agent
when he/she réquested | pursuant to] ]

fthat did not have.an [ }

()| | has been instructed .to immediately
sequester all copies of thej }. as well as any
hard and/or -uploaded documents containing information from the

| | with the| Chief Division Counsel
AcCDnC) . | | has also been instructed to -contact the

[ | and ask whether the respective
responses to the NSLs should be returned or destroyed, with

- appropriate documentation to the file. Finally, | lhas
-been instructed to redact all information obtained pursuant to

the | ] NSLs from all of the hard and/ox uploaded
documents. .

-

Hofmann-IOB-3799
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ALL TNFORMATION CONTAINED
+ HERETH 15 UNCLASSIFIED

¢ . DATE 07-12-2010 BY 65179/DMH/PLJ/sdb 4 , -~
- IOB SUMMAXY SHEET
Name of Department or Agency: FBI ) ’ CY Quarterly Report:

DATE OF INCIDENT:  (three incidents)__] ~ DATE OF REPORT TO 10B: -
DATE OF REPORT TO DEPARTMENT/AGENCY: 04710/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): b2

. b7E
POSSIBLE VIOLATION OF:

STATUTE (United. States Code Citation)
FISA (50 U.S.C. 1801) o
X Other (U.S.C. citation: _| | -

EXECUTIVE ORDER 12333: ‘
Section 2.3 collection & dissemination of USP .info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA elecironic surveillancé w/in US
Section 2.4(b) unconsented physical search-w/in US
Seclion 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section-2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforceinent
Section 2.7 coatractiug
Section 2.9 undisclosed participation
Section 2.10 human experimentation
Sectioin 2.11 prohibition on assassination
Section 2.12 indirect participation ' ‘ . :
AG Approved EO 12333 Guidelines (Gu1delmesname and sectton N )

|||,|‘l||'|;lzil‘l||

OTHER EXECUTIVE ORDER (SPECII‘ Y)
Creation of unauthorized SAP (EO 12958 as amended)

Other (EO cltatlon }

PRESIDENTIAL DIRECTIVE (SPI'.CIF Y)
COVERT ACTION F INDINGIN[EMORANDUM OF NOTII'ICATION
Other (Presidential Directive cltauon ) :

DEPARTMENT/AGENCY ACTION:

*DATE OF FINAL DISPOSITION:

. Hofinann-TOB-3800
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* through the “Eresent.” One of the NSLs was sent to thel |

DECLASSIFIED BY 651?9}DI‘IH/PLJ/3db
ON 07-12-2010

. : . b2
INTELLIGENCE OVERSIGHT RBROARD (IOB) MATTER S ?7E.
‘I |FIELD OFFICE . :

IOB MATTERS 2007-1236 AND 1237 (U) . -

- Eﬁgi By two Electronic Communications (EC) dated 04/10/2007,
the Field Office - reported two potential IOB .
violationg. On 08/15/2005 roperly drafted several National

Security Letters (NSLs) to requesting -
pertaining to a U.S. person who was the target

of an authorizedi |investigation. The NSLs
requested | for the period beginning | i

Division for service on a |

| |forwarded documents that it obtained'

pursuant to the NSL., In addition to documents within the dates
listed in the NSL, the , also produced
records that pre-dated the time period. Onj | the Case

Agent drafted an EC summarizing the] [records and included .

infofmation that pre-dated tlie NSL’s tlme period. The EC was
subsequently uploaded onto ACS,.. :

- On| ]l the] §

. On| U the Case Agent and another agent attempted to
interview the target of thel 1

’Onl | the target telephoned the Case Agent and

requested to be interviewed. The investigation was .

~administratively closed on | | the Case

Agent interviewed the target.

() Pursuaﬁt to the 07/31/2007 instructibns~from the IOB,

. the FBI is reporting the over-production because the uploading of

the over-produced information arguably constitutes a compounding

‘“aof the third party error by the f1nanc1al institution.

lof The Attornex

 “;:}§i:Furthermore, as provided 1n|

Hofmann-I0B-3801
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, Ehe FBI is reporting this matter.

General's Guidelines for FBI National Security Investigations and

Foreign Intelligence Collection (NSIG effective October 31,
-, 2003, is required to-

interview the subject of an investigation. In this case, . the
Case Agent interviewed the target, albeit with his consent, after
Accordingly,

(U): Ihas sequestered the over-production, will purge the
over-production from all FBI systems, and will contact the
carrier-and arrange for either the return or the destruction of

the over-production with the appropriate documentation to the
file. :

page
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%LQ;.INFORHATIGH CONTAINED
# JHEREIN I3 UNCLASSIFIED =
DATE 07-12-2010 BY 65179/DMH/PLJ/sdb,
' _ _ b2
I0B SUMMARY SHEET b7E -
Name of Department or Agency: - CY Quarterly Repoﬁ:
DATE OF INCIDENT: DATE OF REPORT TO 10B:

DATE OF REPORT TO DEPARTMENT/AGENCY: 17'/ [0 /

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Do,

POSSIBLE VIOLATION OF:

o and Y / zd/o?

Congress, Civil Liberties Office):

STATUTE (United States Code (litatian)
. FISA (50 U.8.C. 1801)
L~ Other (U.S.C. citation:

EXECUTIVE ORDER 13333: :
Section 2.3 collection & dlssemmanon of USP
Section 2.4 preamble: least intrusive collecl;on

Section 2.6 assistance to law enforcement
Section 2.7 contracting

Section 2.9 undisclosed participation_
Section 2.10 human experimentation
Section 2.11 prohibition on assassination
Section 2.12 indirect participation |

info

Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in' US or against USP abroad

i b2
- [ b7E

l\H'IIIIII-'III'II

AG Appljoved EO 12333 Guidelines

b2
b7E

OTHER EXECUTIVE ORDER (SPECIFY)

" Creation of unauthorized SAP (EO 12958, as amended)

Other (EO citation: _ 3
PRESIDENTIAL DIRECTIVE (SPECIFY)

COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Ptemdentlal Directive citation: )

‘DEPARTMENTIAGENCY ACTION:

*DATE OF FINAL DISPOSITION:

Hofmann-IOB-3803




W "K‘ft. INEDRILATIDN-COH&'AIH‘ED
' BHEREIN IS UNCLASSIFIED A
"DATE 07-12-2010 BY 65179/DMH/PLJ/sdb

b2
~ INTELLIGENCE OVERSIGHT BOARD. (IOB) MATTER b7E

FIELD OFFICE
IOB MATTER 2007- 2405[::'_'_] {U)

(U} In September 2005, in support of an authorized
| | investigation of a U.S. person, the] )
Division 1| ) sent a National Security Letter (NSL) to a  ©2

l | seeking a| | pursuant bTE
O the B | In ‘

response, the |

(U) Upon recelpt of the| |
case dgent placed it in a 1A investigation file'‘envelope and
. never uploaded any of the | | information in any
FBI database. Upon learning that theé| |was . _ ,
improperly obtained, the case agent sealed the | | b2
and sequestered it in the ? Chief Division Counsel’s - BIE
- {CDC) safe. Federal Bureau of Investigation, Headquarters has
directedl !CDC to redact all information from the full
credit report that is not authorized by | |
prior to returning theé report to the case agent and to
appropriately document the case file.

(U In this case, an error was committed by the case agent
when s/he requested a | | pursuant to] |

| | for an authorized l
. investigation that d4id not have an . |

Hofmann-IOB-3804




ALL INFORMATION CONTATNED '
HEREIN IS5 UNCLASSIFIED
DATE 07-12-2010 BY 651?9/DHH!PLJ/sdb

- OB SUMMARY SHEET

Name of Department or Agency: Federal Bureau of Investigation CY Quarterly Report:

DATE-OF INCIDENT: On or abou] | DATE OF REPORT TOJOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: March 9, 2007

- DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF: '\
) 'STATUTE (Uniled States Code Cltatlon) i
. FISA (50 U.S.C. 1801) - ’
X Other (U.8.C. citation: |

EXECUTWE ORDER 12333: ,

Section 2.3 collection & dissemination of USP info
Section 2.4 préamble: least intrusive collection

Section 2.4(a) CIA eléctronic surveiilance w/in US

Section 2.4(b) unconsented. physical search w/in US
Section.2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical.surveillance of USP abroad |
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6. assistauce to law. enforcement

Seclion 2.7 contracting

Seclion 2.9 undisclosed paiticipation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect.participation .

AG Approved EO 12333 Gmdcimes (Gu:delmes nare and sechon

’l I [T 'l-.l 11 '|

" OTHER EXECUTWL ‘ORBER-(SPECIFY)
‘Creation of unauthorized SAP (EO 12958, as amended)

Other (EO citation: )

PRES[DENTIAL DIREC’IWE (SPECIFY) '
COVERT ACTION I'lNDENG/MEMORANDUM QOF NOT[I‘[CA’I‘IO’N
Other (Pr esidential Du’ectwe citation:. ) - .

DEPARTMEN‘]/AGENCY ACL’ION Repouto IOB Redact unaulhouzed information.

*DATE OF FINAL DISPOSIT[ON

Hofmann-IOB-3805
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. The records produced by the agency were not limited to .
_the“information reguested, i.e., the| |

ALL INFORMATION .CONTAINED
" HEREIN IS UNCLASSIFIED ) )
DATE 07-12-2010 BY 65179/DMH/PLJ/sdb b2

INTELLIGENCE OVERSIGHT BOARD {(IOB) MATTER b7E
[ ] FIELD OFFICE
IOB MATTER 2007-1850 (U)

(U) By electronic communication ("EC") dated March 12,2007,

he[ | Field Office] ) reported a potential IOB
error in conijunction with its ‘current |
| lof a United States Person.

(U) om 11/16/05] | Division { } drafted
‘an _NSL._to a| |, seeking | |
| [on a U.S. person who was the target of an
authorized linvestigation. Specifically,

lcited i and x

forwarded the NSL tol | for service on the agency .
served the NSL on[ and received responsive records on
the same date. orwarded ‘the respon31ve

records tof

Rather, the agency provided] i

Although the were not uploaded onto.
any FBI systen, | [did not sequester them. | ]
instead andlyzed the] and used the information to support
its request for an| K
In its request, | |indicated that |

Jgranted
kequest,‘instructingl | to “pursue -
I
ll
(U) The acquisition of the | |by the FBI
‘occurred through no fault of the FBI. Thel |produced the:
reports without a request to do so.? | | however,

failed to sequester the |and used them to support a -
request to extend the investigation. In light of IOB‘s letter

~ dated 07/31/2007, indicating that third party -errors are not

reportable "provided the FBI has done nothing to compound the .
exror, such as uploading, disseminating, or using the overly-
produced information for lead purposes," the FBI has elected to.
report this matter :

! (U) It should be noted that the FBI could have requested

investigation.

| I*ﬂ . __ | hegauss fdissows @

b2

. b7E

b2
b‘?E

b2

© bIE

b2

- b7E

b2
b7E

b2
b7E




(|

~ land| lhave been instructed to .l

immediately sequester all hard copies of the|
remove all |from all FBI databases, and

and

destroy or return to the agency, with appropriate documentation

o the file, any hard copies in the possession of

£
[ I respectively.

Hofmann-I0B-3807
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B IOB SUMMARY SHEET
Name of Department or Agency: FR} ol ) CY Quarterly Report:
DATE OF INCIDENT: _ DATE OF REPORT TO 10B:

DATE OF REPORT TO DEPARTMENT/AGENCY: 7 / { '-7'/ aF

~ DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congresé, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (50 U.S.C. 1301
-Other (U.S.C. citation

HEREIN IS UNCLASSIFIED

EXECUTIVE ORDER 13333:

" Section 2.3 collection & dissemination.of USP info
‘Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad |
Section 2.5 AG approvil'w/in US or against USP abroad
Section 2.6 assistance to law enforcement
Section 2.7 contracting .

‘Section 2.9 undisclosed participation
Section 2.10 human experimentation
Section.2.11 prohibition on assassination
Section 2.12 indirect participation: .
AG Approyed EQ 12333 Guidelines (Guldel.mes name and section: _

¥ i- | l.'l THI

ALL INFORMATION CONTAINED

DATE 07-12-2010 BY 65179/DMH/PLJ/sdb ~

" OTHER EXECUTIV E ORDER (SPECIFY)
) Creation of unauthorized SAP (EO 12958, as amended)

Other (EQ citation: )

PRES]DENTIAL DIREC’I‘IV E (SPECIFY)
COVERT ACTION FINDINGIMEMORANDUM OF NOTIF ICATION
Other. (PreszdenﬁaLD:rectwe cxtatton* ) .

'DEPARTMENTIAGENCY ACTION:

*DATE OF FINAL DISPOSITION:

Hofmann-I0B-3808 '
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DECLASSIFIED BY 65179/DMH/PLJ/adb . ) R
. 0N 97-12-2010 B .

Y
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER . B7E
DIVISION
IOB MATTER 2007-1377 (U)

U) By electronic communication ('EC") dated April 25,2007,
the . | Division/( reported a potential IOB error
in conjunction with its current| ~|of a United
States Person.. ‘ : . .

>< on 06/05/2006 IproPereriwzimJj ‘
Security Letter (NSL) to a] jrequesting

pertaining to a U.S. person who is the target of an authorized

investigation. The NSIL requested

| for the period beginning| through the
present." The NSL was served on the | by thei |
Divigion |; which also received the | s response. )
forwarded the s response to Jon| |
In _the EC accompanying the 8 response, advised
. that m,a_llilﬂa_iabase did not include checking,
for the subject. The did,

- however,

the target and produced

locate a

(U) On 08/03/2006] |prepéred and ugioaded‘an EC

summarizing the bank’s response to the NSL. listed

information, including the {

© will cure the over-production by igsuing to the

(U). Pursuant to the 07/31/2007 instructions from the .IOB,
the FBI is reporting this matter because the uploading of the
over- produced information arguably constitutes a compoundlng of .
the third party error by the bank.

(U)[:::::::]kms been instructed to immediately sequester
the over-produced.inforimation and charge-out from ACS the EC
containing the over-produced information. If considers
the over-produced information relevant to its investjgation, it

I another NSL
with a time period that encompasses the relevant information.

o] |would then un-sequester the information and charge-in

the EC.

(U) If | deems the over-produced information not
relevant to its investigation, it will contact the[::::]and ask
whether the over-produced information should be returned or

destroyed, with appropriate documentation to the file. [ ]

would then permarently charge -out the EC with the over- produced
£
information. , Hofp_nann-IOB-3809
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_ DATEREPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

DEPARTMENT/AGENCY AC’HON:

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-12-2010 BY 65179/DMEH/PLJ/sdb

N .
St

IOB SUMMARY SHEET
. Name of Departinent or Agency: F a7 ' ‘ CY Quarterly Report:
DATE OF INCIDENT: : DATE OF REPORT TO IOB:

. DATE OF REPORT TO DEPARTMENT/AGENCY: Z{/ 7,{/ 2007

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation) _

b2
b7E

FISA (50U.S.C. 1801
:Z Otl}er (U.S.C. éitation:

EXECUTIVE ORDER 13333: -
Section 2.3 collection & dissemination of USP mfo
Section 2.4 preammble: least intrusive collection
Section2.4(a) CEA. electronic surveillance w/in'US .
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveiilance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG dpproval w/in US or against USP abroad
Section 2.6-assistance to Jaw enforcement
Section 2.7 contracting .
Section 2.9 undisclosed participation

“Section 2.10 human experimentation

.Section 2.11 prohibition on assassm‘auon
Section 2.12 indirect participation .

3

.:Il'l_lll.lill,l.lHl

AG Approved EO 12333 Guidelines (Guldehnes pame and sectioh:

OTHER EXECUTIVE ORDER (SPECIF Y)
Creation of unauthorized SAP (EO 12958, as amended)

"Other (EQ citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDIN! G/MEMORANDUVI OF NOTIFICATION
Other (Presulenual Directive cltatlon )

|

l'l

*DATE OF FINAL DISPOSITION:

Hofmann-I0B-3810"




~
=

' Iﬁi‘CLASﬁIFIED BY 651?9/D}ﬁ{}PLstdb
eN 07-12-2010

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
DIVISION
IOB MATTER .2007-1428 - (U)

(U) By electronic communication ("EC*) dated April 17,2007,
the[j] Division reported a potential IOB error in
conjunction with its current Jof a United
States Person.

(U) On 01/24/2003] ldrafted a National Security
Letter (NSL) to al | seeking

. person who was the
target of an authorized| investigation. Citing
| dir¥ected the agency
To provide | _

|
| ]

lon a8 U,

b2
" BhIE

Il ~ | The NSL was served on the agency on| |
by the] ~|Division F .  Responsive records were
provided tof | which forwarded the records toE
. Despite the fact that the NSL requested only | ]
(O information, the agency produced al
g o
e };{ on 05/29/2003]  ]drafted another NSI to the same
[T The NSL.was served onl the agency .-
on| | by the Division Responsgive -

recoxds, including another [
to! |, which again forwarded the records to
Because thege documents were nearly, identical to the previous

productlon, they were not sent to FBIHQ for analysa.s

_Upon closing its substant:l.ve flle, [ ]sent

[Case Agent.

(U)" In this situation, an error on the part of the’
resulted in the unintentional acquisition of information.
During an authorized ihvestigation, | | issued proper NSLs
pursuant to In addition to providing responsiwve
information to which] i was entitled, however, the
also provided information bevond the scope of the NSL request,
specifically, a 1

?

Hofmann-IOB-3811
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Uy~ Thel :s mistake alone is not reportable to
the IOB because the FBI did not act unlawfully or contrary to
Executive Order or Presidential Directive with regards to the

third party over-production. In this instance, however, the FBI

has compounded the error by forwarding the target’s | [
rather than immediately
sequestering the information. Consequently, this matter must be
referred to the IOB. - )

| have been instructed
to remove all copies -of the] from all FBI

databases and search their respective files fLor physical copies.
Furthermore, they have been told that any physical copies that

. are located should be returned to] ~_ Jwill then -

either destro lor return them to
Y

the[ |

page

Hofmann-IOB-3812
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-

> ~ALL INFORMATION CONTAINED ) : -
HEREIN IS UNCLASSIFIED : ‘
DATE 07-12-2010 BY 651‘?9/Dlﬁ'!fPLstdb

IOB SUM'MA.RY SHEET
. B2 .
Name of Department or Agency: 72 1 b7E  CY Quarterly Report:
DATE OF EICIDENT' DATE OF REPORT TO IC;B:

DATE OF REPORT TO DEPARTMENT/AGENCY: q/ ( s{/-zw:;«
~ DATE. REPORT SUBMITTED TO OTHER ENTITY (i.e. DoJ Congress, Civil leemes Omce)
POSSIBLE VIOLATION OF:
| STATUTE (United States Code diia:io;)

FISA (50U.8.C. 1801)
Other (U.8.C. citation: _

K

EXECUTIVE ORDER.13333:

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US-
Section 2.4(b) unconsented physical search w/in US
-Section 2.4(c) physical surveillance of USP w/inUS .
Section 2.4(d) physical surveillance of USP abroad | '
Section 2.5 AG approval w/in' US or against USP abroad

Section 2.6 assistance to law enforcement

Section 2.7 contracting:

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11{ prohibition on assassination

Section 2.12 indirect participation

AG Approved EO 12333 Gmdehncs (Guidelines name and section:

'IIIHIHII'HH

-« . Lo R

OTHER ,EXECUTIV E ORDER (SPECIFY) ’
Creation of unauthorized SAP (EO 12958, as amended)
Other (EO citation: )

PRBSIDENTIAL DIRECTIVE (SPECIFY)
— . COVERT ACTION FINDIN G/MZEMORANDUM OF NOTIFICATION
| Other (Presidential Dlrechve citation: ) -
DEPARTMENT/AGENCY ACTION:

" *DATE OF FINAL DISPOSITION:

Hofmann-IOB-3813
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DECLASSIFIED BY 65179/DMH/PLJ/sdb
ON 07-12-2010

—

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
[ | FIELD OFFICE .  bIE
IOB MATTERS 2007-1916{:EEE:3
2007-1920{____| AND 2007-1921 (U)
) ::%é;: During an authorized | investigation
of a U.S. person, Field Office | } sent three (3)
National Security Letters (NSL) to b2
' seeking - land_ | b7E
|. In addition to the
information requested in the NSL, each ] | :
produced information beyond the scope of the respective NSL. | ] b2
sent each respective | b bIE
includin - il ation, ‘to the
at FBIHQ for analysis. Upon
aiscoverling the ovexr-production, | Icharged—out the serials
containing the over-produced information. [::],also sequestexred
the .original productions with an Associate Division Counsel
(ADC) .
(U) In this case, an error was committed by[__ ]when it i%E

disseminated the over-produced information by sending it tol |
for analysis.

gU)E:::]has 21 instructed to retrieve the over-produced
information from and to redact all over-produced information

from all hard and uploaded records, including documents on ACS. B2
i 128 _also been instructed to contact| | BIE

and ask whether the original over-produced information
should be returned or destroyed, with appropriate décumentation
to the.file.

Hofmann-IOB-3814




& s ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-12-2010 BY 65179/DMH/PLI/sdh

~ OB SUMMARY SHEET
Name of Department or Agency:. FBI . ) CY Quarterly Report:
DATE OF INCIDENT: 1 DATE OF REPORT TOIOB:

. DATE OF REPORT TO DEPARTMENT/AGENCY: 03/21/2007 and 04/03/2007

. DA’I‘E‘RE‘PORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
__ FISA (50 US.C. 1801)
X__ Other (U.S.C. citation: _| |

EXECUTIVE ORDER 12333:
Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection-
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
" Section 2.4(c) physical surveillance of USP wiinr US
Section 2.4(d) physical surveiliance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad
- Section 2.6 assistance-to law enforcement
Section 2.7 contracting
Section 2.9 undisclosed participation
Section 2.10 human expefimentation
Section 2.11 prohibition.on assassination
Section 2.12 indirect participation
AG Approved EQ-12333 Guidelines (Guidelines name and section:

RRRRNRRRARERY

b2
b7E

OTHER EXECUTIVE ORDER (SPECIFY)
" Creation of unauthorized SAP (EO 12958, as amended) -
Other (EO citation: }

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
—wu Other (Presidential Directive. ¢itation: )

DEPARTMENT/AGENCY ACTION: - >

*DATE OF FINAL DISPOSITION: _

Hofmann-IOB-3815
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ALL INFORMATION CONTAIWED

HEREIN I§ UNCLASSIFIED EXCEPT

DATE: 07-12-2010 : . WHERE SHOWN OTEERWISE
CLASSIFIED BY 65179/DMH/PLI/sdb ) MMM )
REASON: 1.4 (c) . :
DECLASSIFY ON: 07-12-2035 . , m

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER "b7E
i | FIELD OFFICE . )
IOB MATTER 2007-1346=NSL (U)

tﬁ(ﬁ

The Federal Bureau of Investigation (" "

* determined that in conducting .an investigation /
1 | the FBI Field Office { ]
issued. an NSL that had | and thus

requested information that was not relevant to the investigation.

In this regard on or aboutl ~ ] .opened an -
investigation who is a “United States
person” as t Section 101(i) of the Foreign -

Intelligence Surveillance Act of.1978 (FISA), to investigate
_ information or allegations of involvement in | |
activities. During the course of this investigation, an NSL

. dated 11/06/2003 was issued pursuant to the '

|

| Hoéwever, the| |

‘ for which the NSL was intended to obtain information were
transposed such that the NSIr sought information on a :
E::::f]that was not relevant to the investigation. This was an
inadvertent’ violation of ECPA, which requlres that the NSL be
relevant to an authorized .investigation. ' This error was '
discovered during the course of the March 2007 NSL inspection.

This matter was reported by | by EC dated 04710/2007;
and is being reported to the IOB.. has been adv1sed
‘to remgove any material received in response to the NSL from its
 files. )

Hofmann—IOB;3816

bl
b2

b7C
b7E -

b2

b7E

b7E




mamras S A AMLAMA L A A AR LA L KR LMLLr
D

. HEﬁhIN IS UNCLASSIFIED

DATE 07-12-2010 BY 65179/DMH/PLJ/sdb

- IOB SUMMARY.SHEET

Name of Department or Agency: FBI OGC CY Quarterly Report: 2007

DATE OF INCIDENT:  11/06/03 (jssuance of NSL) DATE OF REPORT TO.I0B:09/30/07

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/10/07

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Dol, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

X

FISA (50U.S.C. 1801)

Other (U.S.C. citation: | ] )

EXECUTIVE ORDER 13333:

I'I'HH'!.Il_HIH

Section-2.3 collection & dissemination of USP info-
Section 2.4 preambie: least intrusive collection

Section 2.4(a) CIA electronic sufveillance w/in US

Sectiori 2:4(b) unconsented physical search w/in US
Section.2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or agzainst USP abroad * °
Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10-human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation

AG Approved EO'12333 Guidelines (Guidelines name and section:

Y

b2
= b7E

OTHER EXEGUTIVE ORDPER (SPECIFY)

|

Creation of unauthorized SAP (EO 12958, as amended)
Other (EO citation: __ )

PRESIDENTIAL DIRECTIVE (SPECIFY) -

COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
‘Other (Prtsldentlal Directive citation: )

DEPARTMENT/AGENCY ACTION: Advised field: to purge database and destroy] ] information . b7E

. *DATE OF FINAL DISPOSITION:

Hofmann-IOB-3817




DATE: 07-12-2010
. CLXSSIFIED BY 65179/DMH/PLJ/sdb

P msﬁﬂ 1.4 (c) ’ ’ ALL INFDRHA'I‘IO]\;“EZiJNTAINED
* DECLASSIFY ON: 07-12-2035 A HEREIN IS UNCLASSIFIED EXCEPT
! MHERE SHOWN OTHERWISE
- BReR=T/ /2
. b2
INTELLIGENCE OVERSIGHT BOARD (IQB) MATTERS . = P7E
[ FIELD OFFICE
m‘ IOB MATTERS 2007-1067-NSL, 2007-1069-NSL, (U)
w . The Federal Bureau of Investigation ("FBI") has
el g wined that in conducting an investigation | | -

who is a *United States person” as that term is used in

Section | 101(1) of the Foreign Intelligence Surveillance Act. of
1978 (FISA), the. FBI:Fleld Office {_ ) issued two

NSLs. that improperly-wer i pC. In this .
regard, an investigation| _ was initiated on
On or about 11/05/2002, two NSLs were issued under

seeking .- At the
time, legal advice had been issued b uggesting ]

| Thererore, this mactter 1s being reported

I -
to the IOB.>¢<r

SReRsT/ /20 0

Hofmann-I0B-3818
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

DATE 07-12-2010 BY sspsxmprJ/sdeOB.SmY SHEET

' Name of Department or Agency:  FBIOGC CY Quarterly Report: 2007
DATE OF INCIDENT: ~ 11/05/02 (issuance of NSLs) DATE OF REPORT TO IOB:OQ/BOI-(-}'Z
DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/07 4
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Oﬂice}:
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (50 US.C. 1801)

_x____ Other(US.C. cimtion:::: .

EXECUTIVE ORDER 13333:

Section 2.3 collection & dissemination of USP info -

Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveilidnce of USP w/in US

Sectiori-2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or agaifist USP abroad ,
-Section 2.6 assistance to law enforcement -
Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation

AG Approved EO 12333 Gmdelmcs (Gmdchnw name and . section: . )

!'_II'III.ll‘IIIIII

OTHEREXECUTIVE ORDER (SPECFY) - L
Creation of unauthorized SAP (EO 12958, as amended) . v
- Other (EOcitation: ___ ) . ' .

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Pmﬂennal Directive citation: )

" *DATE OF FINAL DISPOSITION:

Hofmann-I0OB-3819
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DECLASSIFIED BY 65179 /DHH/PLI/sdb
ON 07-13-2010

- "SECRE 918

(1) - INTELLIGENCE OVERSIGHT BOARD {(IOB) MATTER . D2
. FIELD OFFICE - . <
I0B MATTER 2007-934NSL (U) -

By electronic communication'dated March 27, 2007,
the Federal Bureau of Investigation, | |Field Office 1.
reported that af [was initiated on a

United States person on |
| | was properly extended Dy the Special Agent in
Charge (SAC) of the Iﬁ’Division for the first year. After-a

vear, under | ]

|, effective Qctober 31, 2003,] jwas required
([]J-,Ngo;seek ..... authority to exteénd the investigation from EBIHQ.

R Due to a mistaken belief that the SAC had the
. authority tof{> foeyond the .

. initial one-year period] ]did not seek FBIHQ authorization
to beyond the one-year ’
per . er, o] | requested SAC (rather

than FBIHQ) authority to | for an
additional six months. Likewise, on| |

again requested SAC authority to [

an additional six months to i |

. Following the improper extensions, .the following
investigative activity occurred:

® Onj ]

SECRE 818
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M. As stated above, although mistaken, it was |: )

understanding that the SAC

- SECRE 70918

had tHe authority to extend a

beyond the initial one-year period. :
Ue to Chis 1 improperly attempted to extend
eyond a one-year period.

roilowing the improper exténsion, | { engaged ip investigative

activity in which af

required, |}

Accordingly,

TNIS &YTor must Pe reported to the 10B. The Office of the

General Counsel has advised

|:of_ms_mmme.nu_mulf_m
pertaining the proper extensions of

8
Hofmann-IOB-3821
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ALL INFORMATION CONTAINED ’
N IS UNCLASSIFIED

> . n : . i o

= DATE D7-12-2019 BY 65179/DMH/PLJ/sdb

b2

- : 1I0B SUMMARY SHEET b7E
Name of Department or Agency: FBI ' CY Quarterly Report:
" DATE.OF INCIDENT: | | DATE OF REPORT TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: March 27,2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress,'.CiviI Libeities Office)..
POSSIBLE VIOLATION OF:

STATUTE«(United States Code Citation)
. FISA (50 U.8.C. 1801)
Other (U.S.C. citation: ]

EXECUTIVE ORDER 13333: )

Section 2.3 collection & dissemination of USP info

Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance wfin US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US,

Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG-approval w/in US or against USP abroad -

Section 2.6 assistance to law enforcement b2
Section 2.7 contracting ) S b7E .
Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

_ Section 2.12 indirect participation . :
X ___ AG Approved EO 12333 Guidelines | | - )

OTHER EXECUTIVB ORDER (SPECIFY) .
Creation of unauthorized SAP (EO 12958, as amended)
- Other (EO citation: _J) .

PRESIDENTIAL DIRECTIVE (SPECIFY) .
COVERT ACTION FINDING/MEMORANDUM OF NOT[FICA.TION
Other (Presxdentxal Directive citation: ). .

DEPARTMENT/AGENCY ACTION: The Office of the General Counsel has advised the FBI DlVlSlOB ofthe’ P2 '
b7E
requirements of the NSIG pertaining the proper extensions off |-

" *DATE OF FINAL DISPOSITION: September 18, 2007

Hofmann-I0B-3822




. ’ , DECLASSIFIED BY 65179 /DIH/PLJ/sdb,

& Sm- ON 07-12-2010 o T

|: T_T :| \ ‘ - SECRE"I‘ 220910

INTELLTGENCE HT BOARD (IOB) MATTER ' 02 °
DIVISION . b7E
I0B MATTER 2007-2051 (U)

N

By electronic communlcatlon dated 06/15/2007, the

ield office (E: advised that as a third party had
mis-tvped information requested inl

[} Tn=FBI COIISCTEd iniormation beyond the _b.Ll
warrants. Once the FBRI realized the mistake, the
materials were immediately segregated and sequestered; this

occurred before the materidl was placed into any FBI databases.
‘The information will be delivered to the -
Department of Justice, Office of Intelligence Policy and Review
(OIPR) for appropriate disposition by the Forelgn Intelllgence
Surveillarice Court (FISC).

b2
. b7E

As both of these errdrs on the part of a third party
resulted in the FBI receiving material beyond the. scope of a
- court authorized warrant, the matter is being réported to the
I0B. '

Hofmann-IOB-3823
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ALL INFORMATION CONTAINED - ‘ : .y
HEREIN I3 UNCLASSIFIED T
DATE 07-12-2010 BY 65179/DHI/PLI/sdb

- IOB SUI\ﬂVIARY SHEET
Name of Department or Agency: FBI - . CY Quarterly Report:
DATEOFINCIDENT: [ | .+ DATE OF REPORT TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: 06/1 5/2007

DATE REPORT SUBM[’I"I’BD TO OTHER ENTITY (i.e., DoJ, Congtess, Civil Liberties Ofﬁce) N/A

POSSIBLE VIOLATION OF: C o2
STA':FUTE gUmted States Code Citation)
-  Other (US.C. citation: )
'EXECUTIVE ORDER 13333:

||'|A|.||H|H|H

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: [east intrusive collection

‘Section 2.4(a) CIA electronic surveillance w/in US.

Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveiilance of USP w/in US
Section 2.4(dy physical surveillance 6f USP abroad
Section 2.5-AG approval w/in US or against USP abroad *
Section. 2.6 assistance to law- enforcement

Section 2:7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentationi

Section 2.T1 prohibition on assassination

Section 2.12 indirect participation

AG Approved E0.12333 Guidelines (Gmdelmes name and section: )

OTHER EXECUTIVE ORDER (SPEC]FY)

l

Creation of unauthorized SAP (EO 12958, as amended).
‘Othet (EO citation; }

PRBSH)ENTIAL DIRECTIVE (SPECIFY). .
’ . COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION .

l

Other (Presidential Directive cxtatlon )

DEPARTMENT/AGENCY ACTION: PIOB was filed

*DATE OF FINAL DISPOSITION: 09/10/2007

Hofmann-10B-3824




. DECLASSIFIED BY 65179/DMH/PLJ/adb v s
TR ON 07-12-2010 :

SECRE 38
(U}

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
DIVISION
IOR MATTER 2007-894NSL (U)

>< During an authorized | |

investigation of a on. | | sent: _an NST, gseking

| Thoughl this would have been an appropriate request in

this case, | | used the wrong NSL form and cited to the
wrong statute. The NSL served on the:!did not ci r.

Iéld_m_mhd.e_.l:h.e certification language required by

() :Iwas_advised to contact | Jto -
determine whether the records should be returned or destroyed,
with appropriate documentation to the file. | lwas also
told to rémove all recoxds from any FBI database(s).

. Hofmann-IOB-3825
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ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
_ DATE 07-12-2010 BY 65179/DMH/PLJ/sdb

- I0B SUMMARY SHEET

Name of Department or Agency:  FBI CY Quarterly Report:

DATEOFINCIDENT: [ ]

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/10/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

X

FISA (50 U.S.C. 1801) .
Other (U.S.C. citation: |

EXECUTIVE'ORDER 12333:

'lllllll.l'llll-lll

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: Jeast intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical survéillance of USP abroad
Section 2.5.AG approval w/in US or against USP abroad *
Section 2.6 assistance to law efiforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 hnman experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation

AG Approved BO 12333 Guidelines (Guidelines name and section:

DATE OF REPORT TO IOB:

OTHER EXECUTIVE ORDER (SPECIFY)

Creation of unauthorized SAP (EO 12958, as amendcd)
Other (EO citation: )

" PRESIDENTIAL DIRECTIVE (SPECIFY)

I l

COVERT ACTION FINDING/MEMORANDUM OF NOT]:FICA’IION
Other (Presxdenual Dn'ecuve citation: )

DEPARTMENTIAGENCY ACTION:

*DATE OF FINAL DISPOSITION:

Hofmann-10B-3826




" 30 DEEWASSIFIED BY 65179/DMH/PLI/sdb

" ON 07-12-2010
B  SECR 670917

INTELLIGENCE OVERSIGHT BOARD MATTER b2 o
O _IDIVISION -
IOB MATTER 2007-1047NSL (U)

Uy

>3<An electronic communication from the Federal Bureau of Investigation (FBI),
[ IDivision{______}, dated 03/26/2007, reported a potential Tritelligence Oversight

Board (IOB), violation involving the failure to submit a notice of th |

| o FBI Headquarters. ° - :

I: U :I ................. >S<Onl boened o bnaIlS ne i
In vidlation of thg : |

{l Jd1d not submit notice of thi{ o FBI Headquarters.

uniil it was closed orf | Consequently, the Office of Intélligence Policy and Review
. had no ability to conduct oversight or | 1 Accordingly, this matter is reported to
the IOB. . . ‘ . ‘

Hofmann-IOB-3827
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bTE

b2

b7E




‘)‘.}

« ALL INFORMATION CDHTAIMED
HEREIN IS UNCLAJSIFIED
DATE 07-12-2010 BY 635179/DHMH/PLJ/sdb

—

I0B SUMMARY SHEET
. R b2
Name of Department or Agency: FBI b7E CY Quarterly Report:
DATE OF INCIDENT: [_] - DATE OF REPORT TO IOB:

DATE OF REPéRT TO DEPARTMENT/AGENCY: 03/26/07

DATE REPORT SUBMITTIED TO OTHER ENTITY (ie., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

FISA (50.U.8.C. 1801)
Other (U.S.C. citation: i

EXECUTIVE-ORDER 13333:

ERRRRRRREY

X

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US .
Section 2.4(b) unconsented physical search wfin US
Séction 2.4(c) physjcal surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad '
Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation

AG Approved EO 12333 Guidelines (Guidelines name and sectmn NSIG ILB.2

OTHER EXECUTIVE ORDER (SPECIFY) Lo

Creation of unauthorized SAP (EO 12958, as amended)
Other (EO citation: _) .

" PRESIDENTIAL DIRECTIVE (SPECIFY)

COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Pres:dentlal Directive citation: )

DEPAR‘I‘MENTIAGENCY ACTION: Thé FBI's Ofﬁce of the Generai Counsel (OGC) advised

"

*DATE OF FINAL DISPOSITION: September 17, 2007

Hofmann-IOB-3828
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v %, ALL INFORMATION CONTAINED : -
#  ° ' HEREIN IS UNCLASSIFIED ' L :
DATE 07-13-2010 BY 651?9/D}ﬂ-I/PLJ/sdb . - '

' INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER  rap

[ ]pivision

TOB MATTER 2007-1426 (U)

(U) By electronic communication ("EC") dated April 17,2007,
the[ ] Division{| ) reported a potential IOB error in . b2
conjunction with its currentl of a United . | b7E
States Persorn. :

(U) On or about _| opened an
investigation of a United States person_in order to investigate
information or allegations of ties tof ) During the b2
course of the investigation, | | issued a National Security - b7E
Letter (NSL) dated Nov he
fo

|[believed to be associated with the
target of the investigation. The NSL was signed by an acting SAC

rather than a permapent SAC: | |rgggiygdL_T_:______J

(U) | i
and { lto be gathered putrsuant to a national
security letter. The statute requires that the NSLs be approved
by the FBI Director or a designee no lower than the position of
an SAC in a field office. Pursuant to section 505 of the USA
PATRIOT Act (P.L. 107-56), the.Director delegated authority to
sign National Securlty Letters to the SACs of the various field

" offices on 11/09 ; irtion that
b2
L7E
b5
: and with an abundance of caution, this matter is being reported:
to the Intelligence Oversight Board as a violation of statute.
" (1) [_____Jhas been advised that' it may issue an NSL-
executed by the permanent SAC to authorize the retention and use- ,
of the information if the information provided by |1s ii
relevant to the pending investigation. Otherwise, | | has 17D
been instructed to.' contact| ] and ask whether the _ . b7E

information should be returned or destreyed with &appropriate
documentatlon to the. file.
. Hofmann-10B-3829




XLL @FDRHATION CONTAINED
oHEREIf\I IS UNCLASSIFIED
DATE 07-12-2010 EY 65179/DIﬂ'I!PLJ/Sd.b

'IOB SUMMARY SHEET : - . ,

}rame of Dapart.ment or Ageney: JFBI CY ‘Quarterly .Report:

DATE OF INCIDENT: /1/:3*/2,&0 2.,

DATE OF REPORT TO IOA: ) B

TTO DEPARTMENT AGRNCY: * o - :
" DATE.OF REPOR RP / 04/ / ! :}-/ 200'-?-' . .
nxrn REPORT SUBMITTED TO OTHER zu‘rn'r {i.e., Dod, Congreu. Civil L:Lhe:'.:iau Offica)s -

$OSSIBLE VIOLATION OF: . . o o -

smmz (Uni:ed S!:'at:es COde ci\:ahion)
_. F1sa (50 ¥.9.C. 1801)

. l,/,othor (U.9.C. citatidm:

: b2
) ) L7E

B

EXECUTIVE ORDRR 1232331 . - ) . . -
" Saction 1.3 collection & ‘dissamination of UsSP info ‘ s

T

__Sdérion 2.4 preamb}.e. Jeast inl:tuaive collection )
__.Section 1.4 (a) -CIA elec\;ronic survaillance w/in US
—.Section 1.41(b) unconsented physical search w/in US ’
. _Section 2.4(c)’ phyaical ‘auzvei'll;mc‘e of USP w/in Us )
_.__Sectionb 2.4(4) phyn:.cal uurireillance of USP abroad .
_._hSection 2.5 . -AG approval w/in Us or ageinst usp abroad
_;___Sect:.on 2.6°  asdlatanca to law enforcement L i
.___Sectiou 3.7 i:ontracr.ii:g‘ . A ‘ A
_____Secti.on 2.9 * undiaclosed participation
;_'__Sacr.ion 2.16  human experimentation .
.Seition 2.11 .i)to‘hibltion‘ én’ asaassination .
—_.Section 2,12 i,‘ndiroc:‘ participation,.

. AG APRPROVED EO 12333 GUIDELINES {Guideline nama- and uaction‘r; i }

. i
- R é
. . R R

OTHER BXBCUTIVR ORDER (SX’ECIPY)
Creation of unaut:horized SM‘ (xo 11958,

as amended) I o
Other (RO citation: )

)

. Pnksxnmm DIRECTIVE {SPECIPY) L : )
) . COVERT ACTION FINDING/MEMORANDUM OF NOTIFIGATION . = . ; T

_ Och‘er (Presidenpia.h Directivs c:ltﬂ:ionx

4 . -
v

«
. .

.

DEPARTHENT/AGENCY ACTION: - Col

*DATE OF FINAL DISPOSITION: . ) . :




..........

. - 0N UT -12-2010 . "t

DECLASSIFIED BY 651?9/DHH/PLJ/Sdb

- s SECRE! 613

b2 -
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E
DIVISION '

e ) f I0B MATTER 2007-1272NSL(U)

The ‘Division,E:]Resident Agency
} of the Federal Bureau of Investigation (FBI) has
reported 'a-potential TOB involwving a National Security Letterxr
(NSL) requested by[______]which did not have the appropriate
approvals or sighature by the Spe‘,cial ‘Agent in Charge (SAC).

1>< On or about 05/27/2OOSJ |RA drafted an NSL
and the réquisite ECT] fused
by a non-U.S. person who was the subject of an authorized
investigation. [____ |RA sent the documents to the[ ___ |Field
Office for approval, but they were misrouted and the NSL was
served on the [ ]without the appropriate approvals or SAC
signature. The[_ ] responded that it did not monitor

and therefore, no records were provided.

(U) In this case, [_____ ] requested an NSL for
information relevant .to an authorized investigation, but it did

not get the proper approvals or SAC signature, as required by
law. As the provided no records in response to this NSL,
there is no need for to return or destroy any information.

Hofmann-I0B-3831
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b2

I |




s -~ ~ iLL INFORMATION CONTAINED

-

HEREIN IS UNCLASSIFIED ‘ . , e
DATE 07-12-2010 BY 6.51'?9/DHJ{J’PLJ}sdb . .
- 10B SUWARY SHEET
, Name of Department or Agency: FBI CY Quarterly Report: 1stQ FY08
DATE QF INCIDENT:  05/27/2005 DATE OF i?BPORT TOIOB: 10/31/2007

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/10/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): N/A

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

X

FISA (50 U.8.C. 1801)
Other (U.8.C. citation; D

EXECUTIVE ORDER 12333:

|‘!ll|ll|l|l,|||

Section 2.3 collection & dissemination of USP info

Section 2.4 preamble; least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US

Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad -

Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation . :
AG Approved EO 12333 Guidelines (Guldelmes name and section: )

-OTHER EXECUTIVE ORDER (SPECIFY)

Creation of upauthorized SAP (EC 12958, as amended)
Other (EO citation: )

PRESIDENTIAL DIRECTIVE(SPECIFY)

DEPARTMENT/AGENCY ACTION: As:browded no records in response to an NSL without the proper

COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
"Other (Presidential Directive citation: ) - .

approvals, there is no need to sequester/destroy any records.

*DATE OF FINAL DISPOSITION: 06/13/2007

Hofmann-IOB-3832
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OPCA-20 (12-3-95) XOXXXX

XXXXXX
KXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 5§52 Section 552a
o{b)1) ab7)A) a(d)(5)
a(b)2) a(b)(7)(B) agy1)
o(b)(3) B(b)(7)(C) ak)(1)
a(b)(7)(d) o{k)(2)
a(b}(7)(E) o(k)(3)
a(b)(7)(F) ak)4)
o(b)(4) O(b)(8) Q(k)(5)
D(b)(5) a(b)(9) o(k)(6)
S(b)(6) B(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the titie only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FB! as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI! as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

2 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-3831
through Hofmann-10B-3832

Page(s) withheld for the following reason(s)

® The following number(s} is (are) to be used for reference regarding these pages :
Hofmann-JOB-3833 through Hofmann-IOB-3834

HORXX KX RKAIAKHKXKXXXHKAKAKXXK
X  Deleted Page(s) X
X  No Duplication Fee X
X for this page X
DO 0090000000.99¢064



DECLASSIFIED BY SSl?Q/DH}I/?LJde.b ) ' ‘ RERU
ON 07-12-2010 N . -

- SEC 70817
- } b2
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER PTE
FIELD OFFICE '

P ' I0B MATTER 2007-1442(U)

(3 On March 21, 2007 the[ | Division |
of the Federal Bureau of Investigation (FBI) reported a possible

Intelligence Oversight Board (IOB) violation -involving a late
notification of the opening of a |. On

initiated] ]

of & non-United States person. Prior to March 21,

2007| | did not notlfy FBIHQ of the initiation of this -
lnvestlgatlon . .

) As provided in bf The Attornev -
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), a "field office shall
notlfy FBI Headquarters within ten working days of the initiation
by the field of a] —_]* FBIHQ
first learned of the
the use of NSLs in March Of 2007. Because no notification
submitted, FBIHQ and DOJ were unable to review or provmde :
oversight for this 1nvest1gatlon. .

Derlved fro Sources

SECRET] 817

Hofmann-I0OB-3835

|during an audit on-
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» - k‘}‘, ALL INFORMATION CONTAINED-

HEREIN IS UNCLASSIFIED N .
DATE 07-12-2010 BY 65179/DMH/PLJ/sdb

- TOB SUMMARY SHEET

Name of Department or Agency: FBI b2 CY Quarterly Report: 2007
‘bTE
DATEOFINCIDENT: [ 1. DATE OF REPORT TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: March 21, 2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation) .
FISA (SO U.S.C. 1801)
Other (U.S.C. citation: - )

EXECUTIVE ORDER 13333: )

Section 2.3 collection & dissemination of USP mfo

Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US -

Section 2.4(d) physical surveillancé 6f USP abroad

Section 2.5 AG approval w/in US or against USP abroad*

Section 2.6 assistance to law enforcement

Section 2.7 contracting ) b2
Section 2.9 undisclosed participation - . b7E
Section 2.10 human experimentation ’

Section 2.11 prohibition on assagsination

Section 2.12 indirect participation
AG Approved EQ 12333 Guidelineq ]

RRRRNRRRRRRRNE ]

" OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)

Other (EQ citation: )"

PRESIDENTIAL DIRECTIVE (SPBCIFY) ) )
COVERT ACTION FINDING/MEMORANDUM. OF NOTIFICATION
Othér (Presidential Directive c1tatzon" ) .

| 1

DEPARTMENT/AGENCY ACTION: : . S

_*DATE OF FINAL DISPOSITION:

Hofmann-IOB-3836




'+ DECLASSIFIED BY 65179/DHH}PLJ}3db .
< \. ON 07-13-2010

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ﬁ%E
) FIELD OFFICE
-I0B MATTER 2007-1187NSL (U) -

) By electronic communication dated March 20, 2007,
the Federal Bureau of Investigation (FBI), | Field Office,

reported that af |[was initiated on a non-United
States person on | } The investigation expired on
E::_J‘I'he subject of the investigation was interviewed
on and the | }

I I‘ vt

T > — , J
l

| dated March 8, 1999 (March 8,
1999 AG Guidelines)! states in pertinent part| |
i[Ii‘ is requlred to 1ntervmew the subject © e

S)N\ In this case, :I,initiated a| i

|on a2 non-United States person on| The
l The subject of the _
investigation was interviewed on and the . ;

investigation was'closed on| _ |- Accordingly; the FBI
conducted an interview of the subject of an investigation after

(I]}_% thel ’ ] and. in violation qf the'Merch 8,

1999 AG Guidelines.

) ';Z§T<:éased'upon'these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of

. B0 12863, interviewing the subject of an investigation in the
absence of 4 |must be reported to the IOB.

(U

:;§§: The March 8, 1999 AG Guldellnes were superseded by
the Attornev General's Guldellnes for FBI National Securit
Investigations and Foreign Intelll ence Collection (NSIG) on
October 31, 2003. However, because the incident described in
this EC occurred on July 8, 2003, whether an IOB violation -
occurred must by analyzed under the March 8, 1999 AG Guidelines.

Hofmann-IOB-3837
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ALL INFORMATION CONTAINED o , )
.+ HEREIN IS UNCLASSIFIED . ) . o
. DATE 07-12-2010 BY 65179/DMH/PLJ/sdb

'I0B SUMMARY SHEET .
‘Name of Department ox Agency: FBI b2 ¢Y ‘Quarterly .Report: . .
s . - b7E )
DATE OF niémm:E DATE OF REPQRT TO IOB:
' DATE.OF REPORT" TO DEPARTMENT/AGRNCY: - ‘g3pmop007 =~ . . .~
. DATE REPORT SUSMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office}: -
POSSIBLE VIOLATION OFs . — t - ..

‘ STATUTE {United States Code Citatiom)
_ FIIA (50 U.9.C. 1801)

,_-bt:l'a‘er: (U.§.C. citation: B )
. EXECUTIVE ORDER 12333: . ) . .
" Saction 2.3 collection & ‘dissamination of USP info ' .t
T s‘éétion 2.4 preamble: least inctuaive coilectxon L

___.Section 2.4(a) CIA electrodic aurveillance wfia US
Saction 2.4(b) unconsented physical search w/in US

s.euon 2,4(c)’ phyeichl surveillance of USF w/in US

I

.Section 2.4(d) physical -suriroi.llance of ‘ugp abroad

Seccion 2.5 . -AG appzova.l w/i.n U3 or ‘against USP abroad y
___s«:ucn 2.6° ‘. aysistance to Taw antorcment e .
’ . WSoctlon 3.7 -. <ontracting ‘ ) 'lb2
. S ____Sec.tion 2.9 undisclomed participation .o . b7E
’ i . _Section.2.18  human gpartin'eqtition . A ‘
.. _Section 2.11 px:oixihl.\:ion on assassination .
i © . Sadtianm 2. 12 indirect participation - ’
. ' .)_{._Jis APEROVED EO0 12333 GUIDELINES [ b
omxn EXECUTIVE ORDER (SPECIFY) ° - ' g

creation of unantkoxrized SAP (tO 12953, as amandsd)
othor (xo citarion; . ) )

- PRESTDENTIAL DIRECTIVE (SPECTFY) i . " :
covmt'r ACTION FINDIRG/HEHORANDUM OF }wrzrrcanou

Other (Pruic}snt:i;l,nirectivo cications. y oo

N

. DEPARTUENT/AGRNCY ACTION:  peported the violation to the JOB
*DATE OF PINAL DISPOSITION:

R Hofrfiann-10B-3838 ~




DECLASSIFIED BY 65179/DMH/PLI/sdb T
ON 67-12-2010 '

- : SEC 0824
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER E%E
OFFICE

I0OB MATTER 2007-1193 (U)

}(m March 20, 2007, the[[______ Joffice of the
Federal Bureau of Investigation (FBI) reported that a

{ | of a non-U.S. Person was
. initiated on| } No opening notification was
'“prqy@ded.
S As provided in | jof The Attormey

General's Guidelines for FBI National Security Invéestigations and
Foreiogn Intelligence Collection (NSIG), a "field office shall

notify FBI Headgquarters within ten working davs he initiation
. by the " Because of

the failure to notify FBIHQ, no- oversight could be provided for
this investigation.

Dexrin s Multi Grces
- * sify on:i 08

SECRE 0824

-

. Hofmann-I0B-3839
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.

ALL INFORMATION CONTAINED ) ‘ .
«HEREIN IS UNCLASSIFIED . ' , -
DATE 07-12-2010 BY 65179 /DIE/PLT /2 db ; :

- 10B SU'MMARY SHEET -

. b2
Nan‘le of Department or Agency: FBI b7E  CY Quarterly Report: 2007
DATE OF INCIDENT: |:! . DATE OF REPORT TO IOB:

~DATE OF REPORT TO DEPAR'IMENT/AGENCY March '70 2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoI, Congress, Civil Liberties Office):
_‘POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (SO U.5.C. 1801)
Ofther (U.8.C. citation: =)

EXECUTIVE ORDER 13333:

Section 2.3 collection & dissemination of USP info -
Section 2.4 preamble: least intrusive collection -

Section 2.4(a)-CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveiliancé of USP w/in US
Section 2.4(d) physical surveillance of TSP abroad
Section 2.5 AG approval w/in US or against USP abroad*

Section 2.6 assistance to law enforcement b2
Section 2.7 contracting ’ bIE

Section 2.9 undisclosed participation-

Section 2.10 human experimentaition

Section 2.11 prohibition on assassination

Section 2.12 indirect participation : )

AG Approved EO 12333 Guidelines| |

ATV g

‘OTHER EXEQUTIVE ORDER (SPECIFY)
) Creation of unauthorized SAP* (EO 12958, as amended)

Other (EQ citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM .OF NOTIFICATION
Other (Premdentlal Directive citation: J
DEPARMNT/AGENCY ACTION:

*DATE OF PINAL DISPOSITION

"Hofmann-I0B-3840

-




(-

DECLASSIFIED BY 65179/DMH/PLJ/adb
ON 07-12-2010 .

b2
) + h7E
INTELLIGENCE OVERSIGHT BOARD, (IOB) MATTER
[ ] FBI OFFICE .
IOB MATTER 2007-1781 (U)

SK_ As. provided in | lof the Attorney
General's Guidelines for FBY National Security Investigations and
Foreian Intelligence Collection (NSIG), effective 10/31/2003, a
"field office shall notify FBI Headguartexs-  [FBIHQ] within ten

working days of the |
v After recelving the Totice from the field .

. office, FBIHQ shall provide notice to the 0Office of Intelllgence

Policy and Review (OIPR) and to the Criminal Divisiom. OIPR
shall then notify the Attorney General and Deputy Attorney
General.

(U) On May 30, 2007,';he| |FBI field office
reported that no notiée had been submitted to FBI Headquarters
when al | of a non-U.S. Person was
initiated on | No notice was submitted untll[:::]

| | 2 day after thel| l

" Consequently, FBIHQ was unable to provide notice to the Office of

Intelligence Policy and Review (OIPR) . .Consquently, OIPR s
oversxght ability was substantially impaired.

" SEC 31

BTE

b2
b7E




. ALL INFORMATTON CONTAINED R ‘ v e
HERETN 1§ UNCLASSIFIED . .
DATE 07-12-2010 BY 65179/DMH/PLI/sdb

- I0B SUMMARY SHEET
b2
" Name of Department or Agency: FBI P7E Y Quarterly Report: 2007

DATE OF INCIDENT: [ ] ‘DATE OF REPORT TOI0B: =

DATE OF REPORT TO DEPARTMENT/AGENCY: May 30, 2007 .
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (SO U.S.C. 1801)
Other (U.S.C. citation: -

EXECUTIVE ORDER 13333: '

Section 2.3 collection & dissemination of USP mfo
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USPw/in US
Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad * ‘ b2
Section 2.6 assistance to law enforcemént - b7E
Section 2.7 contracting

Section 2.9.undisclosed participation
Section 2.10 human experirnentation
Section 2.11 prohibition on assassination
Section 2.12 indirect participation . . . .
AG Approved EO 12333 Guidelines { |

THTEE R

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)
Other (EO citation: )

PRBSIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Diréctive citation: )

|

H

 DEPARTMENT/AGENCY ACTION: e ;

*DATE OF FINAL DISPOSITION: B ’

- Hofmann-10B-3842




) wera/ /2030017

_ INTELLIGENCE OVERSIGHT BOARD (IOB) MATTERS b2
FIELD OFFICE b7E
IOB MATTER 2007~ 1133(0)

The Federal Bureau of Investigation ("FBXI") has

determined that in conductxnc an investigation

.RWMMMM_ ..... -

non-UsPs, the] L ]and
obtained | o e | for a

an NSL would follow. The next day, after having received: the
information, an NSL was issued and delivered to the[____]to
account for the information that had been provided. This.

:igifftial I0B was reported byl Jby EC dated 03/23/2007.

This matter is being reported to the IOB because it
appears that an NSL should have been issued in this situation in
advance of | ] and that

this information was not of a sufficiently urgent naturée. so as to-

permit obtaining the information prior to, and followed
immediately thereafter by, issuance of an NSL under

|nor to fit within the parameters of the emergency

disclosure provision of

Hofmann-IOB-3843
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IOB SUMMARY SHEET

Nm;m of Depariment or Agex}cy: FBIOGC CY Quarterly Report: 2007
DATE OF INCIDENT:  03/10/05 (issuance of NSL) DATE OF REPORT TO 1OB:09/30/07 ~ <

DATE OF REPORT :I‘O DEPARTMENT/AGENCY: 05/07/07
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Dol, Congress, Civil Liberties Office):
POSSIBLE VIOLATIONOF: .

STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801)

x__ Other(USC.citation:|_____ ] ’ .'

‘EXECUTIVE ORDER 13333:

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveiilance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad *
Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation

AARRRERRRRENY

OTHER EXECUTIVE ORDER (SPECIFY)
Création of unauthorized SAP (EO 12958, as amended)

Qther(EO citation. )

PRESIDENTIAL DIRECTIVE (SPECIFY)
’ COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: _ ) .

‘DEPARTMENT/AGENCY ACTION: Advised that matter was being reported to IOB; that information should be .

destroyed-or return B2
b7E
*DATE OF FINAL DISPOSITION:

- Hofmann-I0B-3844

AG Approved EO 12333 Guidelines (Guidelines name and section: . )

b2
L7E
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< -

DECLASSTFIED BY 65179/DMH/PLJ/sdb - =
ON 07-12-2010

- . : b2
"INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 17g

L ] DIVISION
IOB MATTER 2007-1366(U)

. The Federal Bureau of Investigation (MFBI"™) has
determined that in conducting a of a certain

non-United States person, the FBI failed to submit notification
of the opening of the investigation required by the Attorney
General's Guidelines to the Office of Intelligence Policy and

Review (OIPR). | opened this case on|

then requested and was granted an extension onf 1

Thel Ilagsed and on r_
. In light of the fact that OIPR was not

notified of this investigation at all during the time it was
open, ‘OGC concludes that OIPR was deprived of the opportunity to

" provide oyersight of the investigation, requiring this report to

Hofmann-IOB-3845

SEC : 21
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" 7% "ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-12-2010 BY 65179/DMH/PLJ/sdb

h 10B SUMMARY SHEET

Name of Department or Agency: FBI CY Quarterly Report: 2007

DATE OF INCIDENT:  Discovered 03/2007 ’ DATE OF REPORT TO I0B: 09/10/2007 .' -
DATE OF REPORT TO DEPARTMENT/AGENCY: 04/10/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (ie., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801)
Other (U.S.C. citation: )

E}CECU’I'IV'E ORDER 13333:

Section 2.3 collection & dissemination of USP info

Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US '
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abioad
Section 2.5 AG approval w/in US or against USP abroad"
Section 2.6 assistance to law enforcement

Section 2.7 contracting,

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation
AG Approved EO 12333 Guidelines | |

b2
b7E

INHIIII'IIIIIII

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)

Other (EO citation: )
PRESIDENTIAL DIRECTIVE (SPECIFY)

-COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Dxrechve citation: ) :

1

DEPARTMENT/AGENCY ACTION: -
“DATE OF FINAL DISPOSITION: _

Hofmann-10B-3846
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DECLASSIFIED BY 65179/DMH/PLI/sdb SE
0N 07-12-2010 - -

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER. ZS?IE’
FIELD OFFICE o7
TI0B MATTER 2007-1870 (U)

() The | | Field Office of the Federal
Bureau of Investigation has reported an exrror in conjunction with
an investigation of that division. In this regard, | j

in an NSL | was_inadvertently
transposed and records were collected | not

associated with the subject of the investigation. This

erroneously collécted information has been removed from all paper
file copies. and FBI databases.

. (U) This matter has been reported to the FBI's
- Inspection Division for appropriate action.

* Hofmann-10B-3847




),‘. "ﬁ!_,: ’
- ALL INFORMATION CONTATNED
HEREIN IS UNCLASSIFIED
DATE 07-12-2010 BY 65179/DHH/PLJ/sdb

" . I0B SUMMARY SHEET
Name of Department or Agency: FBI (0)'4 Quérker}y Report: -
DATEOFINCIDENT: [ ] : DATE OF REPORTTOIOB: -

DATE OF REPORT TO DEPARTMEI\I’I:[AGENCY: 41312007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil leertxes Office): - b2 -
b7E
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801}
Other (U.S.C. citation| e

- EXECUTIVE ORDER 13333:
Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c).physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP.abroad
Section 2.5 AG approval w/in US or against USP abroad *
Section'2.6-assistance to law enforcement
Section 2.7 contracting
Section 2.9 undisclosed participation
Section 2.10 human experimentation
Section 2.11 prohibition on assassination

. Section 2.12 indirect participation
AG Approved EO 12333 Guidelines (Gmdelm&s pame and sectxon J-

III-HIIII.IIIII

OTHER EXECUTIVE ORDER {SPECIFY) L s
Creation of unauthorized SAP (B0 12958, as amended) .
Other (EO citation® )

. PRESIDENTIAL DIRECTIVE (SPECIFY) i :
) COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION . .
Other (Presidential Directive citation: __* ) R

-

' DEPARTMENT/AGENCY ACTION:

*DATE OF FINAL DISPOSITION: .

Hofmann-IOB-3848"
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1 4
» INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ﬁ%E
“‘_‘[:' [ | FIELD OFFICE .
. TIOB MATTER 2007-1333{___] (U) - .

A During a| jof a
non-U.S. person, | ] issued three (3) SLs under [ ]

- S b2

| seeking ‘] ] | . BIE
l | respectively. Since discovering that these NSLs had-

been issued, tbhas sequestered the responses l—_::

I —__} . '

(U) In this case, errors were committed by the case agent v

when he/she requested | ] igE

L | for an authorized ]

investigation that did not have an l

(U) | | has been instructed to immediately redact ,
all information obtained pursuant to thel| |NSLs igE
from all hard and uploaded recoxds, includihg documents on ACS.

| has also been instructed to contact| ]

| and ask whether the respective responses to
the NSLs should be returned or destroyed, w1th approprlate
documentation to the file.

DECLASSIFIED BY 65179/DME/PLJ/sdb
ON 07-12-2010

Hofmann-IOB-3849




g’ALLail\IFDR}IATIUN CDNTAINED
* HEREIN IS UNCLASSIFIED
DATE 07-12-2010 BY 6S179/DMH/PLJ/sdhb

- . 10BSUMMARY SHEET
" Name of Department or l&gency: FBI : CY Quarterly Report:
‘ DATE OF INCIDENT:  (three incidentsf | DATE OF REPORT TO IOB:
DATE.OF REPORT TO DEPARWTIAGENCY: 04/12/2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ; Congress, Civil Liberties Ofﬁcg.); b2
POSSIBLE VIOLATION OF: | o
STATUTE (United States Code Citation) .

FISA (50 U.S.C. 1801) i i
X __ Other (U.S.C. citation: _] [ )

EXECUTIVE ORDER 12333:

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Sectioh 2.4(a) CIA electronic.surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad . ) ,
Section 2.6 assistance to law enforcement F ‘
Section 2.7 contracting '
Section 2.9 undiscloséd participation
Section 2.10 human experimentation-
Section 2:11 prohibition on assassination
Section 2.12 indirect participation -
AG Approved EO 12333 Guidelines {Guidelines name and section: : )

T ) OTHER EXECUTIVE- ORDER (SPECIFY) . -
Creation of unauthorized SAP (EO 12958, as amended) . . [ -

. Other (EO citation: )

- PRESIDEN'[‘LAL DIRECTIVE (SPECIFY) |
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
: ‘Other (Presidential Dv:ectwe citation; )

DEPAR’IMENTIAGENCY ACTION: . Cr

*DATE OF FINAL DISPOSITION: ) , ‘ . S : -

Hofmann-IOB-3850
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DECLASSIFIED BY 65179/DMH/PLI/sdb -
ON 07-12-2010
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ibf!E
FIELD OFFICE i
IOB MATTER 2007-1334{___ ] (U) "
""" >§ During af |of a
non-U.S. person, {issued three (3)] NSLs under[ ]
| seeking Y I.
' | respectaively. osSince discovering that these NSLs had
een issued, has sequestered the responses

L

(U) In this case, errors were committed by the case agent
when he/she reguested | ——_j:

for an authorized
|that did not have an -
(0) § Ihas been instructed to immediately redact
all information obtained pursuant to the ‘NSLS
from all hard and uploaded records, including documents on ACS.
|lhas also been instructed to contact| |

Jand ask whether the respective responses to

the NSLs should be returned or destroyed, ‘with appropriate
documentation to the file. ’

Hofmann-I0B-3851
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSTFIED
DATE 07-12-2010 BY 65179/Dlﬂ{fPLJ/sd.b

- _ I0B SUMMARY SHEET

Name of Department or Agency: FBI CY Quarterly Report:

DATE.OF INC]DENT (three incidents]

DATE OF R.EPORT TO DEPAR'IMENT/AGEN CY: 04/12/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

*STATUTE (United States Code Citation)

X

FISA (50 U.S.C. 1801)
Other (U.S.C. citation: | [y

EXECUTIVE ORDER 12333:

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad:
Section 2.5 AG approval w/in US or against USP abroad ,
Section 2.6 assistance to law cnforcement

Section 2.7 contracting .

Section.2:9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation

DATE OF REPORT TO I0B:

AG Approved EO 12333 Guidelines (Guidelines name and section:

OTHER EXECUTIVE'ORDER (SPECIFY)

Creation of unauthorized SAP (EO 12958, as amended)
Qther (EO citation: ___________)

-

prys

PR.ES[DENTIAL DIRECTIVE (SPBCIFY)

COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
. Other (Premdcntxal Duecuve citation: )

DEPARTMENT/AGENCY ACTION:

*DATE OF FINAL DISPOSITION:

Hofmann-10B-3852
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) - ALL INFORMATION CONTAINED
e . HERETH IS UNCLASSIFIED
‘ DATE 07-12-2010 BY 65179/DMH/PLJfsdb

. . b2 .
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER _ P7E
DIVISION . .
I0B MATTER 2007-1786 (U)

(U). By electronic communication dated 05/22/2007, thel | b2
l:IDi‘srision | } advised that a LR
jwag initiated by| |on a non-U.S. person. On
04/24/2007__ drafted a National Security ‘Letter (NSL) and
the reguisite EC. requesting| land [ 1
| ' [believed to be used by
the target. However, due to a transcriber error involving one’

| | included in the NSL

was not related to the investigation. | | forwarded the NSL b2 .
to thel | Division i ' | for| {4 bIE

] | sexrved the[ 1 which responded on] | by ) -
providing recorxds related tol including

the inproperly| ‘ received the

records . from| ~ jon{ | Upon his initial review of .

the subscriber information, igcovered the .
typographical error and the F The[ |
information was immediately . sSequestered; preventing the uploading

of the information any FBI system.

(U) In this case, the NSI was issued for | 1 b2
I | that was incorrectly . - bIE
transcribed. As a result, the FBI received information froin the
[C—]that was not relevant to thé investigation, i.e:,
— — lrelating to a person not comnmnected to the
investigation. Since this was an error by the FBI, although
unintentional, it is- reportable to .the TOB.

() [ Jwill contac’ti_ ] and arrange for

either the return or the destrué¢tion of the non-relevant - ‘ ‘ ‘fii -
information with the appropriate -documeéntation to the file.’ 17D -

b7E

»

Hofmann-IOB-3853




H ALL INFORMATION CONTAINED
- ) HEREIN I3 UNCLASSIFIED Lo ' . ’
‘ ) DATE 07-12-2010° BY 65179/DMH/PLJ/sdb : : o, e .
o ~ ..'.’A‘-\x ) . e .’ - . - . . 4
- . L. _ ’ . '10B SUMMARY SHEET- - , - .
‘Wame of Department or Agemcy: BBI CY -Quarterly .Report: ° ' . .
.. DATE OF Iﬁcinm:' i DATE OF REPORT TO IOH: . ) .- va
' S ‘ T - B b2
; : L C L L o bTE
" ' DATE.OF REBFQRT'TO DRPARTHENT/AGENCY: : . ) s . -
. DATE REPORT SUBNITTED TO OTHER ENTITY (i.e., ‘DoJ, Congress, Civil Liberties Qffice):
. Possmz VIOLATION OF: . . t : . )
. ) .
’ ST.&TU‘I‘Z (Unicad St’ates COde Ci.t:ax:ion) - : -
__ FIsM (50 0.5, c. 1801) . . " -

. bt:har (v.a.c. citation: T )

. . . A ~

. nx?ﬁf ORDER 12333: . ’ : -
Jaction =2.3 collection & ‘dissamination of USP ip.fo e el
" © ":_____E}_éét:i.on 2.4 preamble: least .’g.n't:.uai.\'re collection ‘ L 1
) __-Section 2.4(a) CIA eledtromic s;utvaiu..a.n;:’e' w/in Us . e -
_;_;.Secl:ion 2.4(b) ‘unconsented physical search. w/in US »
; ___Section 2.4(c)’ phyaical surveillance of USP w/in US . -
. ) _..Section 2.4(d) phyaical -surveillance of USP abrbad A
‘ . ;Saetion s G approval w/in us or agaluat USP abroad .
. . °__$.’e‘c=;.c}a 2.6°  assistanca to Yaw enfq:cwenc . ’ .
,: © . _Section 3.7 -, centracting . ‘ ‘
. . __:‘;ec:ionﬁz.s " undisclosed participation - L ’
. __Saction 2.18  human experimantation - T ) )
: | Section 2.11 pro:hibi'i:ion on a:snsai}mtion. C . - ) .
- : __. Secrtion 2 12 indirect pn‘::icipnl:ion - : . ’ ’ .

m APPRAVED zo 12333 GUIDELINES (Guideline name and sectionu - } .

. .
. -

-

.~ LI .

.+ ! OTHER EXECUTIVE ORDER (srxcn'!) S Sos s i
: ' . : . Craation of unaunhorizod su (xo 12958, as aauanded) * . :
Ol:har (RO eitation. ) ’ : . . T

B

. T

. pnxsmen'rm DIRECTIVE (spzc:cn) N g . Lo o T
. . COVERT ACTION PINDING/MEHORANDUM or NOTIFICATION : .

. . other '(Breaidential Directive git;;:ion. . Y. .
" DEPARTHENT/AGENCY ACTION: <Ll - ce
*DATE OF PINAL DISPOSITION: T . S

. . . - . .
. -




— T

SLIATHFORMATION CONTAINED .
"HEREIN T35 UNCLASSIFIED
DATE 07-12-201C BY 65173/DMH/PLJ/sdb
’ , ' . . b2
~INTELLIGENCE OVERSIGHT BOARD (IOB) ‘MATTER b7E

FIELD OFFICE
IOB MATTER 2007-1760 (U)

(U)-By electronic communication ("EC") dated May 31, 2007, the

[Field Office reported a potential IOB error in ﬁsﬁ
conjuhction with. its current ) wE
1 " A non-United States Person.
- () _om] 1
- granted the Federal Bureau of Investigation| | b
authorization to | ] LVE
r b
|
(U) onl
b2
b7E

b7E

b2

(U)' . . ‘ 4 |_| b7E

. (o]

b2
k78




ALY THFORMATION CONTAINED -
HEREIN IS UNCLASSIFIED
DATE 07-12-2010 BY 65173 /DMH/PLT /3db o o
~ I0B SUMMARY SHEET B
. b7E
Name of Department or Agency: Federal Bureau of Investigation CY Quarterly Report:
DATE OF INCIDENT} | DATE OF REPORT TO IOB: 09/21/2007

DATE OF REPORT TO DEPARTMENT/AGENCY: May 31, 2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Dol, Congress, ‘Ci'vii Liberties Office): N/A.

POSSIBLE VIOLATION OF:

STATUirE njted Stat Citation)
X |

Otner {U.S.C. cifation: )

EXECUTIVE ORDER: 13333

Section 2.3 collection & dissemination of USP info

Section 2.4.preamble: least intrusiveé collection

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical. search w/in US

Section 2.4(c) physical surveillance of USP w/in US:

Section 2.4(d) physical surveillance of USP abroad

Section 2.3 AG approval w/in US or against USP abroad

Section 2.6 assistance to laiw enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation ) :
AG Approved EO 12333. Guidelines (Guidelines nare and section: ___ _ ) v

b2
b7E

IH’I-I'HHIII‘I'[

OTHER EXECUTIVE ORDER.(SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)

Other (EO citation: )

"PRESIDENTIAL DIRECTIVE- (SPECIFY).
COVERT ACTION FINDIN G/MEMORANDUM OF NOT]FICATION
Other (Presidential D:rectlve citation: M B .

P

- DEPARTMENT/AGENCY ACTION: Report to IOB

*DATE OF FIN-AL DISPOSITION:

_Hofmann-IOB-3856
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.- K - . : . oans

DECLASSIFIED BY §5173/DMH/PLJ/sdb
oW 07-12-2010 '
- SE 2017

b2
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER  p7E
[ | FIELD OFFICE -
I0B MATTER 2007-1547 (U)

(U) By electronic communication (EC)} dated April 5,
2007, thel | Field Office | reported a
potential IOB error related to the opening of a| ]
[ _|of a non-United States
Person company. o .

. ts:l .......................................... ) Onr‘ ‘ . . l

7N | of a non-United States
Person company under the approval of a Supervisory Special
Agent (SSA) rather than the Special Agent in Charge (sacC) or
Assistant SAC (ASAC) ‘

{of The Attorney General's Guidelines

for "FBT National Security Investi atlons and Féreign
- Intelligence Collection (NSIG), effective 10/31/2003,
prOV1des'

'”:>é§:A1 |initiated by a field

" office must be approved by the Special Agent in Charge
t[IJ'”” 1f the investigation involves a sensitive national
security matter.[ ] of & foreign
official or visitor from a threat country may be
approved by the Special Agent in Charge or, as
authorized by the Special Agent in Charge, by an
Assistant Special Agent in Charge or squad. supervisor
with responsibility for mational security’ :
investigations. All otherx| Imay be
approved by the Special Agent in Charge or, as
. authorized by the Special Adent 1n.Charge, by an

.iII} . Assistant Special Agent in Charge with respon31b111ty _

for natiomal securlty 1nvestlgat10ns

::?§;:élthough the approval level of the opening
communication was at the level of SSRA, and did not meé&t the
requirement of ‘the NSIG, |

SEC 420 0917
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=3 . ALL INFORMATION CONTAINED ' .
) HEREIN IS UNCLASSIFIED . o
DATE 07-12-2010 BY 65179/DMH/PLJ/sdb . :

- © I1OB SUMMARY SHEET
Name of Department or Agency: FBI OGC " CY Quarterly Report: 2007
* DATE OF INCIDENT: | J DATE OF REPORT TO IOB:09/30/07

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/07
DATE REPORT SI;lBMI‘I‘fED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF: |

STATUTE (United States Code Citation)
FISA (50 U.8.C. 1801)

____+ Other (U.S.C. citation: )

EXECUTIVE ORDER 13333:
Section 2.3 colléction & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CLA electronic surveillance w/in US
Section 2.4(b)-unconsented physical search w/in US
Section 2.4(c) physical-surveiilance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad .
Section 2.5 AG approval w/in. US or against USP abroad -

_ Section 2.6 assistance to law enforcement
Section 2.7 contracting
Section 2.9 undisclosed participation
Section 2.10 human experimentation
Section 2.11 prohibition on assassination
Section.2.12.indirect participation

b2
b7E

X__ AG Approved EO 12333 Guidelines| |

OTHER EXECUTIVE ORDER (SPECIFY)
Creation.of unauthorized SAP (EO-12958, as amerided)
. Other (EO vcitation: )
PRBSIDEN’I‘IAL DIRECTIVE (SPECIFY)
-+ COVERT ACTION.FINDING/MEMORANDUM OF NOTIFICATION :
Other (Presidential Directive citation: )
DBPARTMENI‘/AGENCY ACTION: Report to IOB; case in which I0B violation occurred was closed 9/13/06

*DATE OF FINAL DISPOSITION:

Hofmann-IOB-3858




DECLASSIFIED BY GSl?Q/DI‘IH/PLJV'sdb
ON 07-12-2010

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER s
[ ] FIELD OFFICE b7E
IOB MATTER 2007-1058{____] (U) )

'XDuring al lof
non-U.S. person issued a NSI under |
|to a seeking al

b2
| and all other information contained in the agency’s files. g
Subsequently, [ Jissued a[___|NSL under | ]

to_the same | |seeking only] Ij

| The
responded but only produced the llma.ted
information 'requested by the second NSL.

7

(U) In this case, an -error was committed by the case agent b2
when he/she requested a [ ]. bTE
| | for an authorized| |
J.nvestJ_gatlon that did not have an | )

(U) Because[_______] did not receive a'l | b2
report, there is no need for sequestration or destruction Lr
. of the response from| }

R , Hofmann-I0B-3859




ALL INFDRHATIUN. QUI:]TAINED » . ’ .
_ HEREIN IS UNCLASSIFIED . ’
. DATE 07-12-2010 BY 63179/DMH/PLJ/2dh I0B SUMMARY SHEET

Name gf Department or Agency: FBI CY-Quarterly Report: ‘

DATE OF INCIDENT: 1 DATE OF REPORTTOIOB; -

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/10/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i., Do, Congress, Civil Libertiss Office): L
POSSIBLE VIOLATION OF: ) ' ' ' . PTE
STATUTE (United States Code Citation)

__ FISA(50 US.C.1801)
X__ Other (US.C. citation: _| | Y

EXECUTIVE ORDER 12333:
Section 2.3 collection-& dxssermnauon of USP infd
Section 2.4 preamble: least intrusive collection
Section.2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in TS
. Section 2.4(c) physical surveillarice of USP w/in US
Section 2.4(d) physical surveillance &6f USP abroad
Section 2.5 AG approval w/in US or against USP abroad-
Section 2.6 assistance to law’enforcément
Section 2.7 contracting
Section 2.9 undisclosed pamczpauon
"Section 2.10 human experimentation
Section 2.11 prohibition on assassination
Section 2.12 indirect participation
AG Approved EQ 12333 Guidelines (Gmdelmes name and secuon J

’HHlfl.l'l'l'l'l.l'l'l-

" OTHER EXECUTIVE ORDER (SPECIFY) .
Creation of uriauthorized SAP (EO 12958,.as amended)

Other (EO citation: _

PRESIDENTI.AL DIRECTIVE (SPECIFY) !
COVERT ACTION F]NDING/MEMORANDUM OF NOT]FICATION
Other (Pre81dent1al Du'ectwe citation:. _ )

DEPARTMENT/AGENECY ACTION: ’ .

*DATE OF FINAL DISPOSITION:

Hofmann-IOB-3860
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‘meatter was reported to FBIHQ.

DECLASSIFIED BY 65179/DMH/PLJ/sdb
ON 07-12-2010 R

- SEC 0824

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
FIELD OFFICE b7E
IOB MATTER 2007-1615 (U) -

As provided in | bf the Attornev General's
Guidelines for FBI National Securitv Investications and Foreicm
Intelligence Collection (NSIG), effective October 31, 2003, a
vfield office shall notify FBI Headquarters [FBIHQ] within ten
working days of the imitiation by the field of a] |
1 " After receiving the notice from the field
office, FBIHQ shall provide notice to the Office of Intelligence
Policy and Review (OIPR) and to the Criminal Division. OIPR
shall then notify the Attorney General and Deputy Attorney
General. In addition, the FBI shall notify and provide OIPR and
the Criminal Division with a summary of the investigation "at the
.end of each year a full investigation continues. | ]

y  On] |Field office [_]
. itiated a{ |oF = .
non-~U.S. Person. Undexr the March 8, | I :

[ il

| |which were in effect at that

time, the FBI was not reguired to notify the Department of :
Justice of the | [of a non-U.S.
Person. However, when the October 31, 2003 Attorney General
Guidelines were replaced the earlier guidelines, the FBI issued

guidance on December 23, 2003 to implement an Interim Policy for

the new Notice Requirements torney General Guidelines.
This interim policy required Lo gghm;;1a Letterhead
Memokrandum (LHM) no later than for this

investigation. No LHM was submitted. Furthermore, no LHMs Were"

submitted for the periods ending| l
| | However,onc € erLLOL was

discovered, an updated LHM was submitted] | when this

.”\:Es<::1f OIPR's oversight ability has beeh "substantially
impaired

by an error, the FBI reports the error to the IOB.__InIA

this situation, no notice was provided to FBI HQ in order to
notify OIPR of | No other foxrm of notice
to the Department of Justice was identified to mitigate this lack

Hofmann;IOB-3861
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- SECRET/ 824

of notice. In addition, no LHMs were submitted for the next
three years. Because of this complete lack of notice, OIPR's
oversight ability was substantially impaired. -

page 2
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ALL INFORMATION CONTAINED ,'?&'
HEREIN IS UNCLASSIFIED '
DATE 07-12-2010 BY 65179/DMH/PLJ/sdb
- I0B SUMMARY SHEET
Name of Department or Agency: FBI - b2 CY Quarterly Report:
: b7E L
DATEOFINCIDENT: [ 1] DATE OF REPORT TOQ IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: April 3, 2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, (;ongress; Civil Liberties Office):
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (SO U.S.C. 1801)
Other (U.S.C. citation: S

EXECUTIVE ORDER 13333:
Section 2.3 collection & dissemination-of USP info
Section 2.4 preamble: least intrusive collection

Section 2.4(b) uncorisented physicai search w/in US
Section 2.4(c) physical surveillance of USP w/in US'
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad"
Section 2.6 assistance to law enforcement

Secfion 2.7 contracting.

Section:2.9 undisclosed participation

Section 2.10 human experimentation .

Section 2.11 prohibition on assassination

Section 2.12 indirect participation

Section 2.4(a) CIA electronic surveillance w/in US . ) B

RRRRRRRRRRREY

AG Approved EO. 12333 Guidelines §

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)

Other (BO cmtlon 2

PRESIDENTIAL DIRBCTNE (SPECIFY)
COVERT ACTION FH‘IDNG/MEMORANDUM OF NOTIFICATION'
Other (Presidential Directive citation: ) !

DEPARTMENT/AGENCY ACTION:

*DATE OF FINAL DISPOSITION:

Hofmann-10B-3863
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BECLASSIFIED BY 65179/DMH/PLJ/sdb

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
- [ FIELD OFFICE b7E
I0B MATTER 2007-1656

A::?g;:<As provided in| Iof the Attorney General's
‘Guidelines for FBI National Secuxri Investigations and Foreign .

Intelligence Collection (NSIG), effective October 31, 2003, a
¥field office shall notify FBI Headquarters [FBIHQ] within ten

~ working days of the initiation by the field of af ]
| " After receiving the notice from the field

office, FBIHQ shall provide notice to the Office of Intelligence
Policy and Review (QIPR) and to the Criminal Division. OIPR
shall then notify the Attorney General and Deputy Attorney
General. In addition, the FBI shall notify and provide OIPR and

the Criminal Division with a summary of the investigation "at the
end of each year a full. investigation continues." .

(U) On April 3, 2007 |Field office | |
[ Jreported that a lof a
non-U.8. Person was Initiated on] . Under the Maxch
8, 1999
Il . | which

were in effect at that time, the FE;L;ugg_ggg_gggui;gd]to notify
‘the Department of Justice of the

l |of a non-U.S. Person. However, when the October
31, 2003 keplaced the earlier guidelines, on December 23,
2003, the FBI implemented an Intexrim Policx_ig;_;hglnotice
requirements. This interim policy required to submit a

~.Letterhead Memorandum (LHM) no later than|[ | for

this investigation. No LHM was submitted. No annual LHM during

" the- investigation. A-closing LHM was submitted when the case was
_closed on

.If QIPR's oversight ability has been
"substantlally impaired" by an error, the FBI reports the error
to the IOB. In this situatjon i d to FBI HQ
in order to notify OIPR of Ehlle the
invéstigation was active. No other form of notice to the

Department of Justice was identified to mitigate this lack of
notice. Because of this complete lack of notlce, OIPR's over31ght

. ability was substantlally lmpalred.

. rived from: G
Declassi on: 0906

‘ Hofmann-IOB-3864
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h\’?ﬂ‘rmom-rmm CONTATNED -
HEREIN IS UNCLASSIFIED
DATE 07-12-2010 BY 65179/DMH/PLJ/sdb

- IOB SUMMARY SHEET
. b2 .
Name of Department or Agency: FBI bIE CY Quarterly Report:
DATE OF INCIDENT: | ] DATE OF REPORT TOI0B: L

DATE OF REPORT TO DEPARTMENT/AGENCY: April 3, 2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA(SOUS.C.1801) .,
Other (U.S.C. citation: _____._ )

EXECUTIVE ORDER 13333: ‘ SR
Section 2.3 collection & dissemination of USP info ; -

Section 2.4 preainble: least intrusive collection.

Section 2.4(a) CIA electronic surveillance w/in US| : . -

Section 2.4(b).unconsented physical séarch w/in US ‘ r 5

Section 2.4(c) physical surveillance of USP w/in US .

Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval wiin US or against USP abroad *

Section 2.6 assistance to law enforcement . b2

Section 2.7 contracting - , : . : b7E

Section 2.9-undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation

AG Approved EO 12333 Guidelines § ]

l'II"|~I'I-II,l|lHl

OTHER EXECUTIVE ORDER (SPBCIF Y)
Creation of unauthorized SAP (BO 12958, as amended)

Other (EO citation: B

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FNDNG/NIEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: )y

l |

DEPARTMENT/AGENCY ACTION:.

*DATE OF FINAL DISPOSITION:

Hofmann-IOB-3865




DECLASSIFIED. BY 65179/DMH/PLJ/sdb

« ON 0¥-12-2010
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b2

INTELLIGENCE OVERSTGHT™ BOARD (IOB) MATTER  L7g
- [ |FIELD OFFICE
I0B MATTER 2007-1625

As provided in | J]of the Attornev General's
Guidelines for FBI National Security Investigations and -Forei
Intelligence Collection (NSIG), effective October 31, 2003, a
“field office shall notify FBI Headguarters [FBIHQ) within ten
working days of the initiation by the field of a[ _ |
l " ‘After receiving the notice from the field ~
office, FBIHQ shall provide notice to the Office of Intelligence
Policy and Review (QOIPR)} and to the Criminal Division. OIPR
shall then notify the Attorney General and Deputy Attorney
General. In addition, the FBI shall notify and provide OIPR and
the Criminal Division with a summary of the investigation "at the

end of each year a full investigation continues. 1
, [ initiated a| -}
|]of a non-U.S. _Person on| | closed it on
reopened it omn. .and closed it again on
Under thel ]

- [which were in effect when the

case was opened and reopened, the FBI was not reguired to notify
the Department of Justice of the initiation of affi::]‘

| |of a non-~U.S. Person. However, when the October 31,
2003 Attorney General Guidelines-replaced the earlier guidelines,

the FBI issued a 12/23/2003 EC implementing an Intérim Policy for
the new Notice Requirements Qf the Attorney -General Guidelines.

This interim policy required t6 submit a Letterhead
Memorandum (LHM) no later than for this ‘investigation
because it was opened pridr to and it remained opened
as of [ i'No LHM was submitted.

) If OIPR's .oversight ability has been “substantlally
xmpalred“ by an error, the FBI must report the mistake to the

;IOB In this situation, no notice wag;grov1ded to FBI HQ in

order to notify OIPR of | L No other form of
notice to the Department of Justice was identified to substitute
for this lack of notice. Because of this complete lack of notice,
OIPR's oversight ability was substantially impaired.

SEC - 824~
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ALL INFCRMATION CONTAINED . -
+HEREIN I3 UNCLASSIFIED . TSI

- DATE 07-12-2010 BY 65179/DMH/PLJ/sdb
- IOB SUMMARY SHEET
Name of Department or Agency: FBL ‘E% CY Quarterly Report:
b?E
DATEOFINCIDENT: [ 1 o DATE OF REPORT TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: April 3, 2007
DATEREPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION. OF:

STATUTE (United States Code Citation)
FISA (SO US.C. 1801)

Other (U.8.C. citation: - )

EXECUTIVE ORDER 13333:

Section 2.3 collection & dissemination of USP info
Section 2.4 preainble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/it US
Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US ; ‘
Section 2.4(d) physical surveillance of USP abroad b2
Section 2.5 AG approval w/in US or against USP abroad * b7E |

Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undlsclosed participation

Section 2.10 human experimentation.

Section 2.11 prohibition on assassination’

Section 2.12 indirect participation

AG Approved EQ 12333 Guidelines | ]

Il'lllgl.lli!ll'll

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958; as amended)

Other (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDB\EG/MBMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: )

v

DEPARTMENT/AGENCY ACTION: R . -
*DATE OF FINAL DISPOSITION:

Hofmann—iOB—3867
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ot »DECLASSIFIED BY 65179/DMH/PLJ/sdb
. ON 07-12-2010

- SECRE 824

' . b2

INTELLIGENCE OVERSIGHT BOARD (IOB)} MATTER b7E
FIELD OFFICE
IOB MATTER 2007-1621

;:;ggi:As provided in | Jof the Attornev General's
Guidelines for FBI National Security Investigations and Foreion

Intelligence Collection (NSIG), effective October 31, 2003, a

"field office shall notify FBI Headguarters [FBﬁﬂQL}ﬁJ&QgLigaL1
ngking_daxs_gi_;hi initiation by the field of

" After receiving the notice from the field
office, FBIHQ shall provide notice to the Office of Intelligence
Policy and Review (OIPR) and to the Criminal Division. OIPR
shall then notify the Attormey General and Deputy Attorney

General. In addition, the FBI shall notify and provide OIPR and
the Criminal Division with a summary of the inveT:igasiQn_ia:_zh
end of each yvear a full investigation continues.'
(U) Oon April 2, 2007,] 1rield Office | ]
reported that a jof a

non-U.S. Person was initiated on | L Under the Maxrch
8, 1999'

L%

| » |which
were in effect at that time, the FBI was not required to notify
the De £ of Justice of the initiation of b

of a non-U.S. Person. However, when the October
31, 2003 | replaced the earlier guidelines, on December 23,
2003, the FBI implemented an Interim Policy for the notice
requirements. This interim policy requiredl_ lta sugmit a
-Letterhead Memorandumt (LHM) no later than| ' for
this investigation. No LHM was submitted. No annual LHM beyond
this initial notice was required because the investigation

“”;:}éi: If OIPR's oversight ability has been "substantially
impaired® by an error, the FBI reports the eérror to the IOB. In
this sitvation, no notice was provided to. FBI HQ in order to
notify OIPR of | Wo other form of notice
to thé Department of Justice was identified to mitigate this lack
of notice. Because of this complete lack of notice, OIPR's
oversight ability was substantially impaired.

Derl H
De ons: 2
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ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED =~ IOB SUMMARY SHEET

DATE 07-12-2010 BY 65179/DMH/PLJ /sdh b2
Name of Department or Agency: FBI b7E  CY Quarterly Report: 2007
DATE OF INCIDENT: | |

DATE OF REPORT TO DEPARTMENT/AGENCY: April 2, 2007

DATE REPORT SUBMITTED TO OTHER ENTITY (ie., Do, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
: FISA (SO U.S.C. 1801)

Other (U.S.C. citation: - )

EXECUTIVE ORDER 13333:

RRRRRRRRRNNY

. Section 2.3 collection & &ssemmatxon of USP info

Section 2.4 preamble; least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad *
Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human. experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation

DATE OF REPORT TO IOB:

b2
"b7E

AG Approved EO 12333 Guidelines (|

OTHER EXECUTIVE ORDER (SPECIFY)

|

Creation of unauthorized SAP (EO 12938 as amended)
Other (EO citation: _______ ¥

PRESIDENTIAL DIRECTIVE (SPECIFY)

—
—

COVERT ACTION FINDING/MEMORANDUM OF NO'I'IFICATION

Other (Presidential Directive citation: J

DBPARTMENTIAGENCY ACTION:

*DATE OF FINAL DISPOSITION:

Hofmann-I0B-3869




‘. .DECLASSTFIED BY 65179/DMH/PLJ/sdb

# ~#*¥ "oy g7-12-2010

- ‘ b2

“_]’:| INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ~ P7E - -
- FIELD OFFICE .
I0B MATTER 2007-1620
SIN_A2as provided.in!__ |of the Attornev General's
Guidelines for FBI National Security Investigations and Forei §2
. IB

Intelligence Collection (NSIG), effective October 31, 2003 a

“rleld offlce shall notify FBI Headcuarters

After receiving the notice from the f£ield
office, FBIHQ shall provide notice to the Office of Intelligence

Policy and Review (OIPR) and to the Criminal Division. OIPR.

shall then notify the Attorney General and Deputy Attorney b2
General. In addition, the FBI shall notify and provide OIPR and b7E
the Criminal Division with a summary of the investigation "at the

s~ end of each year a full invgstigation continues.’ |

........................................... Onl IField office ﬁ
| - _ jof a b2
non-uU.5. Person was initiated on | | Undg;_fhe : bTE
March 8,
r
| |which were in effect at'that time, the FBI was not

required to notify the Department of Justice of the initiation of N
a full investigation of a non-U.S. Person. However, ‘when the .
October 31, 2003 NSIG replaced the earlier guidelines, on
December 23, 2003, the FBI implemented an Interimranlicx_ﬁTr the
notice requirements. This interim policy required £0

it a Letterhead Memorandum (LHM) no later thaj

for this investigation. No LHM was submitted. No annhual LHM b2
, beyond this initial notice was required because the investigation P7E
closed
——— m;:}ﬁi; If QIPR s oversight ability has been "substantially
tUj": impadired® by an error, the FBI reports the error to the IOB. In
this situation, no notice was provided to FBI HQ in order to . b2
notify OIPR of [ | No other form of notice b7E

to the Department of Justice was identified to mitigate this lack
of notice. Because of this complete lack of notice, OIPR's
oversight ability was substantially impaired.

d £rom: -
Declagsi 3 824

SEC 824
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ALL TNFORMATION CONTAINED . L
- AEREIN IS UNCLASSIFIED ‘ R S
® DATE 07-12-2010 BY 65179/DMH/PLJ/sdb .

- IOB SUMMARY SHEET
. Name of Department or Agepcy: FBI . E% E CY Quarterly Report: )
DATEOFINCIDENT: [ | DATE OF REPORT TOIOB: .
DATE OF REPORT TO DEPARTMENT/AGENCY: April 3, 2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress,‘Civil Liberties Office):
POSSIBLE VIOLATION OF: -

STATUTE (United States Code Citation)
FISA (SO U.S.C. 1801)

Other (U.S.C. citation: )

EXECUTIVE ORDER 13333:

Section 2.3 collection & dissemination of USP info

Section 2.4 preamble: least intrusive collection

Section 2.4(2) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in UJS

Section 2.4(c) physical surveillance of USP w/in US -

Section 2.4(d) physical surveillance of USP abroad - b2

Section 2.5 AG approval w/in US or against USP abroad® . b7E
Section 2.6 assistance to law enforcement S
Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation ) .
Section 2.11 prohibition on assassination

Section 2.12 indirect participation :
AG Approved EO 12333 Gi;ideh'nes| ]

AREERRRRRNNNY

'OTHER EXECUTIVE ORDER (SPBCIFY)
Creation of unauthorized SAP (EO 12958 as amended)

Other (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: ) .

Bl

DEPARTMENTIA@ENCY ACTION:

*DATE OF FINAT, DISPOSITION:

Hofmann-I0B-3871




DECLASSIFIED BY 65L79/DNH/PLJ/sdb

e 8o ma 0N 07-12-2010 -
- SECR 06
l:- U :I INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2

.iII) -

FIELD OFFICE L PIE

IOB MATTER 2007-1443 (U)

he[ | Division [___ ] of the Federal

Bureau of Investigation (FBI) reported a possible Intelligence
Oversight Board (IOBR) vioclation involving failure to provide an
opening notice (EC) or an annual letterhead memorandum (LHM) for

a | | of & non-U.S. person. on[ _ }
: lon a

subject who is a non-United States person. | ] did not
submit an EC or LHM notifying FBIHQ of the initiation of this

..... ’

As provided in| pf The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), a "field office shall

notify FBI Headquarters within ten working davs of ﬁhe,initiation
byl : " FBIHQ

first learned of| |during an audit on
the u in March of 2007. Because this notification was
FBIHQ and DOJ were unable to provide meanlngful

oversight and review of this investigation.

2 Sources
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