
E X P L A N A T I O N O F EXEMPTIONS 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 

(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 
policy and (B) are in fact properly classified to such Executive order; 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the 
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for 
withholding or refers to particular types of matters to be withheld; 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation 
with the agency; 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement 
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person 
of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal 
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or 
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled 
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security 
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law 
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such 
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or 
physical safety of any individual; 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 
the regulation or supervision of financial institutions; or 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

(j)(2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce 
crime or apprehend criminals; 

(k)( l ) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 
policy, for example, information involving intelligence sources or methods; 

(k)(2) investigatoiy material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or 
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity 
would be held in confidence; 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant 
to the authority of Title 18, United States Code, Section 3056; 

(k)(4) required by statute to be maintained and used solely as statistical records; 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 
information pursuant to a promise that his/her identity would be held in confidence; 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the 
release of which would compromise the testing or examination process; 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person 
who furnished the material pursuant to a promise that his/her identity would be held in confidence. 

FBI/DOJ 



(U) 

DECLASSIFIED BY 65179/DHH/PLJ/kdb 
OH 07-07-2010 ' \ 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I JPIELD OFFICE 

IOB MATTER 2007-1554-
b2 
b7E 

(u) : 

During a 
of a U.S. person, [issued an NSL" 

In response to the NSL," the 
b2 
b 7 E 

I with non-responsive 
The information that the | I 

[intended to redact, however, remained legible. | | • 
summarized the | | including some'of the non- : 

produced a copy of the target's[ 
portions redacted. 

responsive information that was intended to be,redacted, in an 
EC.' The EC was subsequently uploaded onto ACS. 

(U) In this. case,', an error was committed by 

b 2 
\b7E 

it uploaded the over-produced-information onto ACS. 

LLIl . Since realizing the over-production and uploading, 

when • 

j from the' has removed the original 
investigative file .and has- replaced' it with a copy containing 
illegible redactions. I lias also removed * the EC 
summarizing the 
permanently charged it out of ACS, 
sequestered the 
Counsel (CDC) 

from the investigative file and has 
Finaliy,- has. 

b 2 ' 
b 7 E 

'and the EC with its Chief Division 

(U) has been advised that it may redact the 
over-produced information from the EC summarizing the NSL results 
and place the redacted version in the investigative file. I | •. 

tea" -. 
version: 

h^s been" instructed to then destroy the un-redactea 
has also been instructed to contact, the 

credit reporting agency .and ask whether the. improperly redacted 
credit report should be* returned or destroyed, with appropriate 
documentation"to .the file. . . 

- b 2 • 
'"b7E 

•Hofmann-IOB-3461 



4 ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-07-2010 BY 6S179/DHH/PLJ/sd£> 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: {, ¡¡¿¡-10®'*' 

DATE OF INCIDENT: ' | | DATE OF REPORT TO IOB: i j^ l j .LOOf> 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/16/2007 • 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) • 
FISA(50U.S.C. 1801) 

-b2 
' .b7E 

_X Other (U.S.C. citation:. 

/ EXECUTIVE ORDER 12333: • " 
Section 2.3 collection & dissemination of USP info 

_; Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 

_ Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US . ; 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement 

: Section 2.7 contracting . , 
Section 2.9 Undisclosed participation < \ • 

' , Section 2.10 human experimentation • ' . ' . ' , 
. ' . . Section 2.11 prohibition on assassination. ; .,'• ' > 

1 _ ' Section 2.12 indirect participation. • 1 ' 
' AG Approved EO 12333 Guidelines (Guidelines name and section: ' ~ " V) 

- " OTHER EXECUTIVE ORDER (SPECIFY) . 
Creation of unauthorized SAP (EO 12958, as amended) ' 
Other (EO citation: • 1 ' 

. PRESIDENTIAL .DIRECTIVE (SPECIFY) . ' 
. COVERT ACTION FINDING/MEMORANDUM ÔF NOTIFICATION 

Other (Presidential Directive citation: ) -

DEPARTMENT/AGENCY ACTION: . .. 

•DATE OF FINAL DISPOSITION: ' . • • 

Hofmann-IOB-3462 



DECLASSIFIED BY 65179/DHH^PLJ/3(3b 
OH 0 7 - 0 7 - 2 0 1 0 

ST//2 16 

INTELLIGENCE OVERSIGHT BÖÄRD (IOB) MATTER 
JFIELD OFFICE 

(Ö) 

<|K 

IOB MATTER 2007-1834 

_ During a f 
O.S. person,! 
under the| 

of a 
1 issued a National .Security Letter . (NSL) 

T 3 
subsequently issued 

NSLs with I 

|not requested -in thél INSL- I 

uploaded thef 

Jfrom the 
respectively. 

jNSLs onto ACS. 
5 > I S O 

to 

(U). In this case, compounded 'the -third party e'rror 
by - uploading and usina for investirrai-ivpj purposes, the 

from the1 ' ' ' • 

(U)f has been -instructed to contact the f 
and ask whether- the original 

^returned, or destroyed, with appropriate documentation. 
JLjias been informed that--it may keep, a copy 
J provided that 'all. o.ver-produced 

to the file: 
of irhej 
information is redacted. 

b2 
b 7 E 

b 2 
.• b 7 E 

b2 
b 7 E 

b 2 . 
. b 7 E 

(U) As. for the j J NSL" productions,-
advised that 'it may keep the documents from the 

I j i a d . j _ _ a s u e c j t ^ Q 

hias' been 

NSLs without the 
Furthermore,- tHe.[ 

J ix wouia nave received the same information. 
J had the 

before 'they received the I I NSLs. The FBI has- concluded,' 
•therefore,-±hat. 
obtain the same information that it currently has 

J need not re-issue'redundant N'SLs.to 

' b 2 . 
b 7 E 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 0 7 - 0 7 - 2 0 1 0 BY 6 5 1 7 9 / D H H / P L J / s d b 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: Cjlk JjqO^- ' 

b2 DATE OF INCIDENT: | | DATE OF REPORT TO IOB: ( j y . f - Ù O O Ï 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/16/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e.r Do J, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) • 
FISA(50U.S.C. 1801) 

_X . Other (U.'S.C. citation:. 

EXECUTIVE ORDER 12333: . . 
Section-2.3 collection & dissemination of USP info " ' 

I Section 2.4 preamble: least intrusive collection ; ' ' 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 

, Section 2.4(c) physical surveillance ofUSP w/in US 
Section 2.4(d) physical surveillance ofUSP abroad 

- _s • Section 2.5 AG approval w/in US or-against USP abroad ; 
Section 2.6 assistance to la\v enforceftient. 

• ' Section2.7 contracting . -
• Section 2.0 undisclosed participation 
. Section 2.10 human experimentation ' ; ' •* 

• ' ' ' Section2.X1 prohibitionon'assassinatiçn : ' . . " ' ' • • 
. , - Section 2 J 2 indirect participation . ' . ' 

' AG Approved EO 12333 Guidelines (Guidelines name and section: 

.. ; OTHER EXECUTIVE ORDER'(SPËCIFY)' ' -•--• 
. . . l Creation of unauthorized SAP (EO 12958,. as amended). 

- Other (EO citation: . 1 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' 
' • COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: . I 

DEPARTMENT/AGENCY ACTION: ' • • ' 

•DATE OF FINAL DISPOSITION:. -

Hofmanri-IOB-3464 



DECLASSIFIED BY 65179/DHH/PLJ/kdb 
OH 07-07-2010 ' \ 

T u 20 

( U J , INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I IFIELD OFFICE 

b2 
b7E 

I O B MATTER 2 0 0 7 - 2 0 7 2 ( U ) 

Division of the 
Federal Bureau of Investigation (FBI) reported a possible 
Intelligence Oversight Board (IC)B) violation involving failure to 
provide: an opening nnH r<=> (EC) or an extension of a| 

beyond one year letterhead memorandum (LHM,) 
tor a PI ot a. nrg.qiSmiad TT s nprsnri Qui ' 

b2 
b 7 E 

on a 
suoject wno is' a, presumed' United States person.- I |did 

tUJ ... not submit an EC or LHM notifying FBIHQ of the initiation of this-
. investigation, and did not provide FBIHQ-with'notice when -thel f 
was,., extended .beyond one year. • ' , • 

As provided ir{_ ]of The Attorney 
General'£ Guidelines for FBI National Security Investigations .and' 
Foreign Intelligence Collection- (NSIG) , a "field, off ice-shall 
.-.notify FBI Headquarters within ten working days .of the initiation 
by "the field of a| I. 
Additionally, if a| |is extended beyond 
an initial one-ryear period, the FBI shall-notify and provide- OI.PR' 
with the extension statement "within ten Working days of the ' • 
•transmittal of the'approval to a field off ire,"- NSlG, | | 
FBIHQ first learned of the| |on| [whenl f 

I 

b2 
b7E 

c provided =notice-that it intended to close- the 
investigation. ' Because• this notification wasC 
•FBIHQ. .and DO J'were unable to-provide meaningful oversight and-
.review of this investigation. ' •-

•Hofmann-IOB-3461 



Ä£t? INFORMATION CONTAINED , 
HEREIN IS UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DKH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report 2007 
b2 

DATE OF INCIDENT: | DATE OF REPORT TO IÖB:' ' . ¡ ^ / b 7 E 

DATE OF REPORT TÖ DEPARTMENT/AGENCY: July 9,2007 - . * 

DATE REPORT-SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 
. POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) ' ' •• ' : 

F.ISA (SO U.S.C. 1801) • ; . • - ' • 
Other (U.S.C. citation: , 

EXECUTIVE ORDER 13333: . . ' . ' V 
__ Section 2.3 collection & dissemination of USP info . ' ' • , 

Section 2.4 preamble: least intrusive collection • ' • ' ' 
Section 2.4(a) CIA electronic surveillance w/in US ' ; - . . • ; : - -
Section 2.4(b) unconsented physical search w/in US • - • 
Section 2.4(c) physical surveillance of USP w/in US , ' ' . ' 

1. Section 2.4(d) physical surveillance-of.USP abroad ' ' 
Sectipn 2.5-AG approval w/in US or against USP abroad • • ' • 
Section.2.6 assistance to law enforcement " ••' . '. • - • 

'Section2.7contracting . ' • ' ' : 

. Section 2.9 undisclosed participation- ! * « . . . " • 
Section 2.10 human experimentation. 
Section2.11 prohibition on assassination,• -• \ - . :

 s" 
Section 2.12.indirect participation. • ' j b2 

' . ' . • " b 7 E X^ AG ApprovedEO 12333 Guidelines (Guidelines name and section; 

OTHER EXECUTIVE .ORDER (SPECIFY) . 
' Creation of unauthorized'SAP (EO 12958, as amended) . .. 

: Other (ÎEO citation:' ) . . . > ! 

PRESIDENTIALDIRECTIVE (SPECIFY). ' • • . : ' • • 
' COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION • 

Other (Presidential Directive citation: '. ) 
:b2 

' DEPARTMENT/AGENCY ACTION: Matter involve failure to provide LHM during pendency .oj [Closing • ' : b 7 E 

LHM provided. No further action to be taken. . • ' . • ' ' , / • . " • " . 

•DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3466 



^DECLASSIFIED BY 65179/DHH/PLjysdb 
' OH 07-07-2010 

m 

( U K . INTELLIGENCE OVERSIGHT BOARD MATTER 
I IDIVISION 

IOfl MATTEft 2007-3.0-54NSL (U) ' 

b2 
b7E 

(FBI x- On 07/13/2007 the Federal Bureau of Investigation 
Division ] reported a potential 

Intelligence Oversight Board (IOB) violation involving the 1atf. 
notification of 
'OIPR. 

to 

On 
person targét The 

opened a| | on a U.-S. 

F) 

additional six-mo ae was closed, 
initiation to 

I Subsequently, , 
ithl foxt-RTlfn.on from FBIHQ; 

}and the SAC-extended 
was granted"áñ 

On J the 

Policy Review (OIPR) Until 

did not submit notification of the-
tne uepartment of Justice Office of Intelligence 

more than.I 

J ) 

As provided in| ló'f Thè Attorney General's 
Guideline's '.for FBI National Security Investigations and' Foreign-. 
Intelligence " Collection (NSIG)., ; effective 10/31/2ÒÓ3 (NSTGVa-
• "field .office shall notify FBI Headquarters [FBIHQ] within ten . , 
•working, days of-the initiation by -.the field- of a I I , 
I "1 After receiving, the notice'-from the'field-
• office, .FBIHQ shall provide notice to the Office of- Intelligence" 
Policy and Review. (OIPR) -.-and to the 'Criminal Division... -OIPR ; ' 
shall then notify the Attorney' General and .Deputy Attorney. 
...General: •' ' - .' • : ' - •' • • . .. ' 

The FBI reports -that failure tó notify OIPR,of thè 
investigation in a timely manner "substantially impaired"' their 
oversight of this casé.' Here, notification to OIPR of the| ' 
initiation, was not until | l'after'it had.seen• 
opened. '.••'. ' ..'.••.'••'."' 

b2 
b 7 E 

b 2 
b 7 E 

b2 . 
,>b7E 

b2 
b 7 E 

Hofmann-IOB-3467 



All' ÏNFOKHATION CONTAINED HEREIN IS UNCLASSIFIED DATE 07-07-2010 BY 65179/DHH/PLJ/sdb 
IOB SUMMARY SHEET 

Name of Department pr Agency: FBI ' CY Quarterly Report: Z c o ? ~ 

DATE OF REPORT TO IOB: 44S697 DATE OF INCIDENT: 

DATE OF REPORT TO DBPARTMENT/AGENCY: 07/13/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: - • . " 

STATUTE (United States Code Citation) • • • ' • • ' 
FISA(50U.S.C. 1801) ' •' " 

' Other(U.S.C.citation: . . V '• •. . . 

' EXECUTIVE ORDER 12333: . . - " ; 
•• ; Section 2.3 collection & dissemination of USP info . . . 

- Section 2.4 preamble: least intrusive collection 
' . Section 2.4(a) CIA electronic surveillance w/in US ' 

. Sëction 2.4(b) unconsented physical search w/in US *.'.'. 
Section 2.4(c) physical surveillance of USP w/in US • ".. 

'• ' Section 2.4(d) physical surveillance, of USP abroad • ' 
.. Section 2.5 AG approval w/in'US or against USP abroad • 

Section 2.6 assistance to law enforcement '.••• 
I Section 2.7 contracting . . . '• • 

^ Section 2.9 undisclosed participation • . '.' V - ' 
Section 1.10 human experimentation-,'. y 

' Section2.11 prohibition pn assassination • . . • * . ' . 
Section 2.12 indirect participation 

X AG Approyed EQ 12333-Guideiines (Guidelines name and section]^ 

OTHER EXECUTIVE ORDER (SPECIFY) - , . 
j . Creation of unauthorized SAP (EO 12958, as amended) • 
_ _ _ Other (EO citation:' ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' -
/ : COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ) . . . 

DEPARTMENT/AGENCY ACTION: . . - ' ; 

' *DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3468 



INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
|DIVISÌON 

IOB MATTER 2007-3342NSL (U) 
to 2 
b 7 E 

(U) 

. (CJ) (U) During the NSL audit of March 2007, the Inspection b2 
Division directed that the| "iDryjLsion | [report this b7E 
issue as a potential IOB matter. 

(0). On December 1, 2003, FBI Headquarters (FBIHQ) mandated' 
that all 199J (International Terrorism),. 256A (Hostage Taking By 
International Terrorists-), 262 (Overseas Homicide/Attempted 
Homicide) and 265 (Act of Terrorism) cases be reclassified as 
315J (International Terrorism). Subsequent to the 
reclassification, all suchcases became subject to the Attorney 
General's Guidelines for FBI National Security. Investigations and 
Foreign Intelligence Collection (NSIG) . 

Thè case at issue here was opened f I ' 
prior to the December 1, 2003 reclassification that put it., 

.under the purview of the NSIG. It was subsequently tardy in 
providing notification to FBIHQ as mandated by the NSIGl I 
I I andj land I \ 
(annual notification) - by more thànT 

b2 
b 7 E 

DECLASSIFIED BY ' 6 5 1 7 9 / D H H / P L J / s d i j 
OH. 0 7 - 0 7 - 2 0 1 0 

Hofmann-IOB:3469 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE- 07-07-2010 BY 65179/DMH/PLJ/sdii 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: ¿-frb Z o o f 

DATE OF INCIDENT:| | DATE OF REPORT TO IOB: jtoo% 

DATE OF REPORT TO DEPARTMENT/AGENCY: 8/20/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): ' 

POSSIBLE VIOLATION OF: " 

STATUTE (United States Code Citation) • ' . 
FISA(50U.S.C. 1801) . " - ' 
O tiler " ' • • • 

EXECUTIVE ORDER 13333: ~ " 
Section 2.3 collection & dissemination of USP info - - . 
Section 2.4 preamble: least intrusive'collection 

' Section 2.4(a) CIA electronic surveillance w/in. US 
- Section 2.4(b) unconsented physical search w/in US • 

Section 2.4(c) physical surveillance of USP w/inUS 
Section 2.4(d) physical surveillance of USP abroad . . . 
Section 2.5 AG approval w/in US or against USP abroad 

- Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation • • . . . 
Section 2.10 human experimentation ' . • ' 

' Section 2.11 prohibition on assassination • . . . 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines . . ' 

OTHER EXECUTIVE ORDER (SPECIFY).. . ^ 
Creation of unauthorized SAP (EO 12958. as amended-) . 

X Other (EO citation: 

' PRESIDENTIAL DIRECTIVE (SPECIFY) 
" COVERT ACTION FINDING/MEMORANDUM OFNOTIFICATION 

Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: Return or destroy. 

*DATE OF FINAL DISPOSITION: ' • • -

Hofmann-IOB-3494 



DATE: 0 7 - 0 7 - 2 0 1 0 
CLASSIFIED BY 6 5 1 7 9 / D M H / P L J / s d b 
PEA^JON: 1 . 4 ( c , d) 
DECLASSIFY OH; 0 7 - 0 7 - 2 0 3 5 

ALL IHFORHATIOH tOHTAIHED 
HEREIN I S UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

S 

(S I 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I DIVISION 
IOB MATTER 2007-2191 (U) 

b 2 
b 7 E 

( U ) 

( U J 

b l 
b2 
b 7 E 

* Upon review of the file, 1determined that an 
...arinua"! report was never submitted to FBI Headquarters (FfilHQ)' and 
the Office of Ititellig.en.ce Policy and 'Review (OIPR) of the 
Department of Justice (DOJ) for-
believed -that in the-past an annual report, was tint • rtef.ftrml ned .to 
be- necessarv.. 

b2 
b 7 E 

] No documentation exists in the file that would explain 
the absence of the annual reports. 
In | I did file'annual reports to OIPR 
concerftimtl " | 

Until the inception of the The'Attorney General's - ' -
Guidelines for FBI National' Security Investigations and Foreign ••• 
Intelligence. Collection (NSIG) on 10/31/2003, when-The Attorney 
General's Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations 
(FCIG) .was in effect, - annual reports were- not- reouired to be 
submitted hv the- field f o r i 

b2 
b 7 E 

Therefore; prior to 

Hofmann-IOB-3471 



10/31/3ft(n Idecision not to submit annual reports | | 
. was not an error, and, in any case, did not 

substantially impair OIPR's ability to oversee the investigation. 

Isubmitted an annual report to FBIHQ and 
OIPR on I I While I I submission of the annual. 
report provided OIPR with knowledge of the! ,A U X F K witn knowledge 

] it did not absolver 
filé annual reports on the [ 

Jfrom its failure to 

implementation of the NSIG by the FBI.. 
submit these reports, for overf 
knowledge- of. the I 

J following the 
As á result of failing to 

1 OIPR.had no 
While OIPR may have' learned from 

invented the | 
still had no knowledge of 

filed the annua 

about the .specific investigations that 
]who visited! 1 OIPR 

1.open investigation • Until 
report in I 

(13) Therefore, OGC finds that the failure to submit' 
annual reports to OIPR in| | substantially, 
impaired O.IPR'S opportunity to provide oversight-.of th.e 
investigation. 'Accordingly, -OGC hgs determined' that ah IOB 
violation hais ' occurred. ' 

Hofmahn-IOB-3472 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DHH/iLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report 
•b2 

DATE OF INCIDENTS J [DATE OF REPORT TO IOB: b7E 

DATE OF REPORT TO DEPARIMENT/AGENCY: 08/21/2007 ' ' 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e.}.DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 
STATUTE (United States Code Citation) 

nSA(50U.S.C.1801) 
Other (U.S.C. citation: ' 1 - -

EXECUTIVE ORDER 12333: ' ' ' . • • ' 
Section 2.3 collection .& dissemination öf USP info ' 
Section 2.4 preamble: least intrusive collection ' . ' 
Section 2.4(a) CIA electronic surveillance w/in US , -

' Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US ., -

' i Section. 2.4(d) physical surveillance of USP abroad ' " 
Section 2.5 AG approval w/in US or against USP abroad ' - -
Section 2.6 assistance to law enforcement " . 
Section 2.7 contracting ' . . . . ' • . . . ' - • - - 1 • 
Section-2.9 undisclosed participation.. • ' ' ' . • 

. Section 2.10 human experimentation . . ' •.' 
- Section"2.11 prohibition on assassination . .'- - . \ - " . " 

Section 2.12 indirect participation / . ,* b2 
• ' b 7 E AG ApproyedEO 12333 Guidelines (Guidelines name and section: 

; OTHER EXECUTIVE ORDER (SPECIFY) ..'• 
' Creation.of unauthorized SAP (EO 12958, as amended) 

Other (EO citation: ) 

PRESIDENTIAL DERECTIVE (SPECIFY) J ' 
COVERT ACTION FINDING/MEMORANDUM.OF NOTIFICATION 

.J , Other (Presidential Directive citation: ") 

DEPARTMENT/AGENCY ACTION: ' 

•DATE OF FINAL DISPOSITION: • 

Hofmann-IOB-3473 



DECLASSIFIED BY 65179/DHH/PLJ/scIb 
OH -07-07-2010 

(U) ST//29; 

INTELLIGENCE- OVERSIGHT BOARD (IOB) MATTER 

IOB MATTER 2007-3244 (U) 

!U) 

/ I S k On 
on a I 

opened a 

] During a file 

(Ü) 

review,, the squad supervisor pbserved that annual status reports 
required by the Attorney- General's Guidelines for-FBI National 
Security Investigations and Foreign Intelligence Collection had 
not- been submitted since | I According tc| | the annual 
LHMs for I land | | were inadvertantly overlooked due to a 
reassignment of personnel. 

During 1 the subject leffcT 1 

I While 
the Department of Justice/Office of Intelligence Policy arid 
Review (QiFR) had notice of the opening 
in I * it was not informed of developments in the 

j in I j and f I a period in which investigative 
.activity occurred. As a result, OGC concludes that the delay in-
filing the required status reports was sufficiently great to 

. deprive OIPR of the opportunity to provide meaningful oversight, 
requiring this report to the Board. 

b2 
b7E 

b 2 
•b7E 

b 2 
• b 7 E 

|has informed FBIHQ that the 
has set up a spreadsheet to track the submission or requirea 
reports and other milestones with investigative significance.. 

b2 
b 7 E 

Hofmann-IOB-3474 

CRET//201 



ALI INFORMATION CONTAINED 
HEREIN' IS UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET . 

Name of Department or Agency: FBI - CY Quarterly Report: c f l b 

DATE OF REPORT TO IOB: I / 3 I j l v ^ ^ - b 7 E ' DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: .. 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: • 

STATUTE (United States Code Citation) 
r FISA (50 U.S.C. 1801) • - . '' 
1 Other (U.S.C. citation: _ _ _ _ _ ) • 

EXECUTIVE ORDER 12333: '' . ' ' 
' Section 2.3 collection & dissemination of USP info ' • 

• Section 2.4 preamble: least intrusive collection V ' ' 
Section 2.4(a) CIA electronic surveillance w/inÜS 
Section 2.4(b) unconsented physical search w/in US " • •.'•." ' 

' Section 2.4(c)physical surveillance of USP w/in US ." . -. • ' 
. ^ Section 2.4(d) physical surveillance.of USP abroad 
. . Section .2.5 AG approval w/in US or against USP abroad 
• ^ Section 2:6 assistance to law enforcement ' . .. ... " 

Section2.7contracting . • - * ; " . ' 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition.on assassination' 
Section 2.12 indirect participation. 

' ' AG Approved-EO 1-2333 Guidelines (Guidelines name and section:-. 

b2 
b 7 E 

OTHER EXECUTIVE ORDER (SPECffY) . V " \ 
Creation of unauthorized SAP OEO 12958, as-amended) ' 
Other. (EO citation: . ) . • ' ! - ' , -

PRESIDENTIAL DIRECTIVE (SPECIFY)' • 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION' 
Other (Presidential Directive citation: '. ) . ' , . 

DEPARTMENT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3475 



DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON 07-07-2010 

! T / / 2 0 : 

I N T E L L I G E N C E OVERSIGHT BOARD (IOB) MATTER 
rlELD OFFICE 

(U) 
IÒB MATTER 2(k>7-971NSL (U) 

CO) The Division. of the 
Federal Bureau of Investigation (FBI) reported a possible 
Intelligence Oversight Board (IOB) violation involving late 
notification- of the opening of a| 

Y < Oh L ] initiated,a 
but failed tö notify FBI HO and the Department of 

Jof The Attorney General's 

<U) 

Justice as provided by i 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection (NS.IG) which went into effect on 
10/31/2003. 
had until 

Consistent with implementing guidance, 
J to report thé on-going'investigation. ] 

b 2 
b 7 E 

b 2 
b 7 E 

b 2 • 
b 7 E 

FBI HQ discovered' this issue during an audit on the 
use of. NSITS in" March of 2007. Because'proper notification was' 
not provided about this investigation,- the Office of Intelligence 
Policy and Reyeiw had no opportunity to review <pr- provide -
oversight of this investigation. 

Hofmann-IOB-3476 



ALL INFORMATION CONTAINED 
IÎEREIN IS UNCLASSIFIED 

DATE 07-07-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: l o o > 

DATE OF INCIDENT: I I DATE OF REPORT TO IOB: 12G66?- { ¡31 ]v~3 

DATE-OF REPORT TO DEPARTMENT/AGENCY: 04/05/2007 ' ' 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
' FISA(50U.S.C.'l801) 

Other (U.S.C. citation:. 1 , 

EXECUTIVE ORDER 12333: • 
• Section 2.3 collection & dissemination of USP info • ' . 

Section 2.4 preamble: least intrusive collection 
. Section 2.4(a) CIA electronic surveillance w/in US % 

Section 2.4(b) unconsented physical search w/in US . : 
. Section 2.4(c) physical surveillance of USP w/in US 

• Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad-
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation • 
Section 2.10 human experimentation , ' ' . . 
Section 2.11 prohibition on assassination • .-

. -Section 2.12 indirect participation 
X ' AG-Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY). 
* Creation of unauthorized SAP (EO 12958, as amended) 

_ Other (EO citation: _ ) ' . 

PRESIDENTIAL DIRECTIVE .(SPECIFY) -
. . . COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION. 

Other (Presidential-Directive citation: J ) 

DEPARTMENT/AGENCY ACTION: -
*DATE OF FINAL DISPOSITION: . . . 

Hofmann-IOB-3477 



5T//2Ö1 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
FIELD OFFICE 

MATTER 

(U) .... 
IOB MATTER 2007-3375 (U) 

The Field Office of the Federal Bureau of 
Investigation has reported errors, in-conjunction'-with an 
investigation of that division. In this regard, 11 NSLs sought 

information presumably about US Persons -who 
I responses . 

or other information that . 
went 'beyond what was request, requested. These records had been -
uploaded into FBI .databases (ACS); but were- subsequently deleted. 

(U) This matter has. been- reported to the FBI's . 
inspection Division 'for appropriate action. ' ... 

were relevant to this investigation, f 
includ'ed additionall f 

. b2 
b7E 

b 2 
b 7 E 

Hofmann-IOB-3551 



•IW. 

ALI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-07-2010 BY.65179/DHH/PLJ/sdU:' 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI 

DATE OF INCIDENT: 2006 

CY Quarterly Report: 1 0 Q J -

DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 10/02/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ; Congress,-Civil Liberties Office): 

POSSIBLE VIOLATION OF: • 

STATUTE (United States Code Citation) 
FISA (50 U:S.C. 1801) 

_ X _ Other (U.S.C. citation: | | 

EXECUTIVE ORDER 13333: ' • • 
Section 2.3 collection & dissemination of USP info . 
Section 2.4 preamble: least intrusive collection • . ' 

. Section 2.4(a) CIA electronic surveillance w/in US 
. Section- 2.4(b) unconsented physical search w/in US . : ' 

__ " • S ection 2.4(c) physical surveillance of USP w/in US. 
. Section 2.4(d) physical surveillance of USP abroad. . . . . 

^ Section 2.5 AG approval w/in US or against USP abroad 
_. . Section 2.6 assistance to law enforcement- • . , • 

Section 2.7 contracting ' 
' Section 2.9 undisclosed participation- • 

i; Section 2.10 human experimentation' -
Section2.11 prohibition on assassination . . 
Section 2.12 indirect participation. ' " 

• a. AG Approved EO 12333 Guidelines (Guidelines name and section: J ' 

OTHER EXECUTIVE ORDER (SPECIFY) - " ' ' 
• Creation of unauthorized SAP (EQ 12958, .as amended) . • 

. • Other (BO citation: ' .. . 

PRESIDENTIAL DIRECTIVE (SPECIFY) • 
. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: • 

*DATE OF FINAL DISPOSITION: . . . 

Hofmann-IOB-3500 



(U) 

cu>, 

M 

INTELLIGENCE OVERSÌGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 

IOB MATTER 2007-1263 .(U) ' 

opened an authorizedC 
lot a U.S. . person F" 

provide notice of the investigation untiJ" 
more than 

] but did not ] 
(U) The Office of Intelligence Policy and Review- (01 PR) had 

no notice of the pending investigation prior td I notice. 
The FBI presumes, therefore, that OIPR's oversight ability was 
substantially impaired by the delay and is reporting this issue 
to the IOB".' 

to 2 
b 7 E 

b2 
b 7 E 

b2 
b 7 E 

.DECLASSIFIED BY 6 5 1 7 9 / D H H / P L J / s d b 
OH 0 7 - 0 7 - 2 0 1 0 • ' -

Hofmann-IOB-3480 



AL £ , INFORNATI ON CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: C / ^ " z o ? > ' 

. DATE OF REPORT TO IOB: i / ^ i j o ^ - b7E* DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: April 9,2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., D.oJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: " 

STATUTE (United States Code Citation), 
FISA(5QU.S.C. 1801) ' . ' - . ' 

_ _ Other (U.S.C.-citation: - / ' 

' EXECUTIVE ORDER 12333: ! 
Section 2.3 collection & dissemination of USP info : 
Section 2.4 preamble:, least intrusive collection ' 

, Section-2.4(a). CIA electronic surveillance w/in US , . 
- .Section 2.4(b) unconsented physical search w/in US . . . . ' 

Section 2.4(c) physical surveillance ofUSP-w/in US -
1 Section 2.4(d) physical surveillance of USP.abroad -

Section 2.5'AG approval .w/in US or against USP abroad 
Section 2.6 assistance to law enforcement 

' Section 2.7 contracting -
Section 2.9 undisclosed participation ; 1 

- Section 2.10human experimentation • *. 
Section-2.11 prohibition on assassination - " . 

• Section 2.12 indirect participation • . 
X- AG Approved.EO 12333 'Guidelines (Guidelines name and section: . ' j 

OTHER EXECUTIVE ORDER .(SPECIFY). " ' • 
Creation of unauthorized SAP (EO 12958, as amended) ' 

' ' Other (EO citation: t ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) • • 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive.citation: __) ' 

DEPARTMENT/AGENCY ACTION; 

*DATE OF FINAL DISPOSITION: 

,-b2 • 
"b5 
b 7 E 

Hofmann-IOB-3481 



DECLASSIFIED BY 65179/DHH/PLJ/scIb 
OH -07-07-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTERS 
FIELD OFFICE 

IOB MATTERS 2007-3426 (0) 

The Federal Bureau of Investigation ("FBI") has 
determined that in conducting an investigation on a[ 

the I 1 properly issued am' 
NSL t o 

K i n t 
returned information that turned out to whicnl 

be irrelevant to the investigation and the information was 
uploaded into a database. (U) 

In this regard, on opened a 

t he U f i f ì r f 
] Further, 

Section 101(i) of 
tne roreion intelligence Surveillance Act of 1978 (FISA) . On 

1 t.hfì r.iìfif} flffRnt: d r a f t e d Ari NSTV nurfm'flnt that same dav,T 
'to the [ 
, J to determine 
NSL was reviewed and eventually issued , on I 
requested | Z. 
In the interim, -unbeknownst tal 
dated 

1 The 
The 

NSL 

two ECs were 

ui Litis iiiioiiuaLion, as tne. hi was drafted by the 
. - ..Office, .which operated the main case. . 

nag no reason -to Pe aware. 
iFiejLd 

(II) 
The information that was returned inr-.lhrieri .thP. 

• • W h i I e 

.'tne- return information- was not uploaded into any database) an EC • 
describing the return information was upioaded. into ACS and did 
include the has 
sequestered tne return information and will purge ACS of the EC 

,̂ , Further, i.Thi /-< v -¿¡•»deludes thé 
has been admaftlgftéd Tflat thè à&èè è nouia nave been 

categorized, as a USP.investigation because 
I land there is a presumption, ab£6ftt any dtftsr 
information, tĥ -t the.user is a USP. The case is -in the process 
of-being closedX^S^ - .- - ' ... 

b2 
b7E 

b 2 
b 7 E 

b2 
b 7 E 

b2 
b 7 E 

Hofmann-IOB-3482 



The IOB has instructed OGC to report matters in which 
the FBI has uploaded into a database information that it knows or 
should have known was not relevant to an investigation, 
regardless of whether there was any impropriety in obtaining the -
information. Therefore, this matter is being reported to the 
IOB. (U) • ' 

Hofmann-IOB-3483. 



ALI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdto-

IOB SUMMARY SHEET 

Name of Department or Agency: FBI OQC CY Quarterly Report: 2007 

DATE OF INCIDENT: (issuance of NSL) DATE OF REPORT TO IOB: 1-200/6?- i / l l K ? 

DATE OF REPORT TO DEPARTMENT/AGENCY: 10/02/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties-Office): b2 
b 7 E 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) ' _ 

_ x Other (U.S.C. citation:! 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info . ' . - V 
Section 2.4 preamble: least intrusive collection . 
Section 2.4(a) CIA electronic surveillance w/in US • ' 
Section 2.4(b) unconsented physical search w/in US; . 
Section 2.4(c) physical surveillance of USP w/in US 

: Section 2.4(d).physical surveillance of USP abroad 
Section 2.5 AG approvaf w/in US or against USP abroad -

: Section 2.6 assistance to law enforcement -
• Section 2.7 contracting . 

Section 2.9 undisclosed participation . . 
_ Section-2.10 human experimentation • 
' Section 2.11 prohibition on assassination *• " 

Section 2.12 indirect participation - -- ' 
• AG Approved'EO 12333 Guidelines (Guidelines name and section: '-' ) - ' 

OTHER EXECUTIVE-ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: - 1 ' • • 

PRESIDENTIAL DIRECTIVE (SPECIFY) . -
^ COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION- ' 

Other (Presidential Directive citation: ) - ' 

DEPARTMENT/AGENCY ACTION: Advised that matter was being reported to IOB; that information should not 
be used or disseminated; itjnay be destroyed or kept in-file, which is being closed. Information already being purged 
from database: -

*DATE OF FINAL DISPOSITION: " . 

Hofmann-IOB-3574 



DECLASSIFIED BY 65179/DHH/PLa/sclb 
Off 07-07-2010 

(U) 
of 

INTELLIGENCE • OVERSIGHT BOARD (IOB) MATTER 
I IFIELD OFFICE 

IOB MATTER 2007-3295^ I (U) 

^ ^ T During a f 
a U.ih person. T 

l t o 4 
li .ssnpr an NSL under[ 

1requested f 

response to the NSL, the | 

information from the 
onto ACS. 

IsiihfiPmionHv 
J produced a 

rafted an EC. containing 
The EC was. uploaded 

b 2 
b 7 E 

h 2 
b7E 

(U) In this case^ 
lin its NSL. [ 

erred when it requested T 

lalso erred when 
it UPlQaded onto ACS over-produced information from the[ ' 

P 
third party error. 

Such uploading constitutes a compounding, of a 

(U) has been instructed to redact from all 

I 
documents anv over-produced information from the. 

lhas also been IrishrnnttaH hn mn^a^f fhP • 
]and ask whether the 

should be returned or destroyed, with appropriate .documentation 
to the file. ' 

b2 
b 7 E 

-b2 
b 7 E 

Hofmgnn-IOB-3485 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DMH/FLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: -¿OQ.^-

DATE OF INCIDENT: ~ | DATE OF REPORT TO IOB: ( / 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/19/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, C M Liberties* Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50-U.S.C. 1801) 

- X Other (U.S.C. citation: _ 

b2 
b 7 E 

EXECUTIVE ORDER 12333: 
• • - Section 2.3 collection & dissemination of USP info . • -

_ : Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US . 
Section-2.4(b) unconsented physical .search w/in US' ' 

. Section 2.4(c) physical surveillance of USP w/in US , 
Section 2.4(d) physical surveillance of USP. abroad ' 

J Section 2.5 AG approval w/in. US or against USP abroad • ' •• / . 
Section 2.6 assistance to law enforcement -
Section 2.7 contracting - \ 
Section. 2.9 undisclosed participation , ' ' -
Section 2.10 human experimentation ' 
Section 2.11 prohibition on assassination . 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (Guidelines name and section: ̂  ... I 

OTHER EXECUTIVE ORDER(SPECIFY) ' 
Creation of unauthorized .SAP (EO 12958, as amended) 
Other (EO citation: ) ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) - . • . 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION • 

, Other (Presidential Directive citation: ) 1 • ' ' ' \ 

•DEPARTMENT/AGENCY ACTION:- • . ' - ' ' • " .. . 

•DATE OF FINAL DISPOSITION: , . • / ' " ' • . 

Hofmann-IOB-3486 



DECLASSIFIED BY 65179/DHH/PLJ/scIb 
OH -07-07-2010 

(U) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I "1 FIELD OFFICE 
IOB MATTER 2007-1943 (D) 

On I 
investigation (FBI) . I 
that a| 
United1 aucimtj j ^ m m wag initiated on [ 

the Federal Bureau of 
reported E k l d OffifiR I 

b2 
b7E 

b2 
hi E 

on a 

^ Based upon these facts.. investigative activity 
occurred following -the] lin violation .of- the 
Attorney General's Guidelines for FBI National Security 
Investigations" and Foreign Intelligence Collection' (NSIG) 
must be open I 2 

b 2 
b7E 

b 2 
b 7 E 

,b2 
b 7 E 

] Accordingly, this matter is reported to the IOB. 
1U). Having determined that 1 

3 we turn to the handling of information acquired -
thereby. Exclusion is a remedy of judicial origin created tp 
address, violations of .constitutional dimension. In'addition, 

.; some statut.es, such- as'.the Foreign Intelligence'Surveillance -Act, 

.-provide for an exclusionary, rule. . In this -instance, neither the 
Constitution nor any applicable statute has been violated and. 

b2 
~b5 . 
b 7 E 



ALL INFORMATION CONTAINED 
JÎEREIN IS UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report 

DATE OF REPORT TO IOB: 12GGGT ' / 3 1 ) ° % DATE OF INCIDENT: b2 • 
b7E 

DATE. OF REPORT TO DEPARTMENT/AGENCYj 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): . 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) ' • - - ' 
HSA(50U.S.C. 1801) . . . . - - . ' ' ' . " • • 
Other (TJ.S.C. citation: . » t • ' , ' • ' 

EXECUTIVE ORDER 12333: . ' . . • ' . - • 
Section 2.3 collection & dissemination ofUSP info ' ' 
Section 2.4 preamble: least intrusive collection ! 

" Section 2.4(a) CIA electronic surveillance w/in US . . ' 
Section 2.4(b) unconsented physical search w/in US - • • 
Section 2.4(c) physical Surveillance ofUSP w/in US . 

' Section2.4(d)physicalsürveillanceofUSPabroad • • • / . • • ' 
j Section 2.5 AG approval W/in US or against ÜSP abroad ' ' 

. Section 2.6 assistance to law enforcement , 
Section 2.7'contracting ; • 
Section 2-9 ündisclosed participation •', ' - - . 

" Section-2.10 human experimentation • , • - -- . ; 
_ Section 2.11 prohibition on assassination • -

l_ Section2.12 indirect participation ; , • ' • • ' -b2 
X AG Approved EO 12333 Guidelines (Guidelines'name and section:I | ". / b7E 

- ' OTHER EXECUTIVE ORDER (SPECIFY) 
Creationof unauthorized SAP (EO 12958, as amended). , 
Other (EO citation: ) - ' ' ' . 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' " 
. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation:- . ) •. .. 

DEPARtMENT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3488 



DECLASSIFIED BY 65ì79yDHH/PLa/sdl) 
OH 07-07-2010 

CU) 

(U) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
DIVISION' 

IOB MATTER 2007-1072NSL (ü) 

During an authorized investigation of a U.S. 
issued at least four 'National Security Letters person . ^ 

(NSLs) for | Relieved to be associated with 
the target or tne investigation. Three of those NSLs were signed 
by the Acting Special Agent in Charge ' (A/SAC) . One NSL was 
signed by an A/SAC designated by the Director of the FBI. The 
...other two. A/SACs were Assistant Special Agents in Charge (ASACs) 
signing for the designated SAC. X Two. of the NSLs were issued in the fall of. 2002. 
In these cases, the A/SACs may have signed the NSLs in accordance 
with legal advice from OGC and prior to the promulgation of 
guidance from the Department of .Justice., Office'of Legal Counsel 
(OLC) to the contrary. The other NSL was signed by an A/SAC and-
issued on 01/07/2004, after OGC promulgated the OLC opinion. .' 

(U) The Electronic Communications Privacy Act .(ECPA) 
expressly .states that the certification must be signed by the FBI 
Director "or the Director's designee in a position not lower than 
Deputy Assistant Director at Bureau headquarters or a Special. 
Agent in Charge in £_£nreaii_Ifield office,..." 18 U.S.C. § 2709(b). 
On three occasions, requested an NSL for information 
relevant to an authorized investigation, but it did not get the 
proper approvals and SAC signature, as required by law. 

, (U) was advised to destroy the records, with 
appropriate documentation to- the filp.. and to remove all. records 
from any FBI database (s) . | jwas also told to report any 
other instances where an A/SAC signed an NSL. 

b2 
b7E 

b 2 
b 7 E 

b 2 
b 7 E 

b 2 
b 7 E 

Hofmann-IOB-3489 



AIL IHFOPÏÏATIOH CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: ktQ-F¥98 7 . 0 0 3 

DATE OF INCIDENT: ¡DATE OF REPORT TO IOB: 12/31/209» i / ^ ' / 0 " 2 b 2 
b 7 E 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/10/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): N/A 

POSSIBLE VIOLATION OF: . 

STATUTE (United States Code Citation) . . . • ' ' ' ' • . 
FISA (50 U.S.C. 1801) .. . - ' ' 

X Other (U.S.C. citation: 18 U.S.C. 2709 ' 1 • 

EXECUTIVE ORDER 12333: 
_ _ _ Section2.3 collection & dissemination ofUSP info' . . . 

Section 2.4 preamble: least intrusive .collection ' • • 
Section 2.4(a) CIA electronic surveillance w/inUS •' . • . ' • • • . 
Section 2.4(b) unconsented physical search w/in US 

" Section 2.4(c) physical surveillance ofUSP w/in US • 
Section 2.4(d) physical surveillance of USP abroad ' -
Section 2.5 AG approval w/in US or'against USP abroad • . . ' 
Section 2.6 assistance to law enforcement - : - • 
Section2.7contracting _ • . 
Section 2.9 undisclosed participation " ' ' r ' - < . , 
Section 2.10 human experimentation ' . • • ' . ' * ' .. 

¡_ Section 2.11 prohibition on assassination ; . •... • • . ' . ; 
Section 2.12 indirect participation > . • • . " : ' -
AG Approved EO l!23 33 Guidelines (Guidelines name and section: V . - ' . . • ' • ' . 

OTHER EXECUTIVE ORDER (SPECIFY) " •• 
_: Creation of unauthorized SAP (EO 12958, as amended) • - ' . 

* Other (EO citation: . ' V . - ' . / 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' . ' ' " ' . . ' 
1 . COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

• Other (Presidential Directive citation:' . 1 . - • • 

DEPARTMENT/AGENCY ACTION: Data obtained pursuant to NSLs without proper authorization to be purged 
from all FBI records| | also told to report all instances where an-A/SAC signed an NSL. b 7 E 

*DATÈ OF FINAL DISPOSITION: 11/30/2007 -

Hofmann-IOB-3490 



DECLASSIFIED BY 65179/DHH/PLJ/kdb 
OH 07-07-2010 ' \ 

(UK 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I IFIELD OFFICE 
IOB MATTER 2007-1425-| j(U) 

.During a 
of â U.S. person, 
(NSL) under 
The NSL rescrfléated onlvf 

"liâan^d a National Security Letter 
to a I I 

•LimiEëa 1 Wr^VTpatTon 
L 

Despite the request for < 
] produced a 

containing more information" than requested in Tifi 
NSL. [_ I subsequently summarized the 
an' EC that was uploaded onto ACS. 

e 
in 

(U) In this case, committed an error when it 
UPlofltîfiri nrifn A f.S Rpme ôf thé over-produced information from the 

Such handling of over-produced information 
is considered compounding a third party error, which must be 
reported to the IOB. 

JUL a Jhas been instructed to contact 
and ask whether 

returned or destroyed, 
the 

appropriate 
copy of the 
beyond I 
redacted. f 

fi 1 <=> 

should be 
with appropriate documentation to the 

lb as been informed that it may keep 
Inrovided that all information -

in the mnisa. is 
1 

I 

With regards to 
~~lhas been . -Liitj iic auinmaifiaing the-

directed to redact the "over-produced information- from the 
investigative file copy"and either permanently charge-out or 
redact the over-produced information from the ACS copy. 

b2 
b7E 

b2 
b 7 E 

b2 • 
b 7 E 

b2 
b 7 E 

•Hofmann-IOB-3461 



ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 0 7 - 0 7 - 2 0 1 0 BY 6 5 1 7 9 / D M H / P L J / s d l I O B SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF INCIDENT: | ~| DATE OF REPORT TO IOB: / 

DATE OF REPORT TO DEPARTMENT/AGENCY: 05/04/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 
STATUTE (United States'Code Citation) 

FISA (50 U.S.C. 1801) 
X Other (U.S.C. citation: _ j 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 

L_ Section 2.4 preamble: least'intrusive collection 
J Section 2.4(a) CIA electronic surveillance w/in US . 

Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical-surveillance of USP abroad 
Section 2.5 AG approval w/in US.or against USP abroad 
Section 2.6 assistance to law. enforcement 
Section 2.7 contracting * 

• Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11-prohibition on assassination ' ' 
Section 2.12 indirect participation -

• AG Approved EO 12333 Guidelines (Guidelines name and .section: 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 

1 Other (EO citation: _) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
, ^ COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: 

•DATE OF FINAL DISPOSITION: -

Hofmann-IOB-3492 



(S) 

DATE: 0 7 - 0 7 - 2 0 1 0 
CLASSIFIED BY 65179 /DMH/PLJ/sdb 
REASON: 1 . 4 ( c ) 
DECLASSIFY Off: 0 7 - 0 7 - 2 0 3 5 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
| 1FIELD OFFICE 

-.......- IOB MATTER 2007-943f | (U) 

ALL INFORMATION .QOpTAINED 
HEREIN I S UNCLASSIFIED EXCEPT 

SHOWN OTHERWISE 

/(S) b2 
b 7 E 

I and on 

(S) 
rm Ty S. persons 

respectively were initiated. .The| |on / 

lwas I 
I and the! lonr 

J" ] 

L 
consolidated with I "1 Thei T 

](case file 
was eventually 

imrlp-r fagp fila 

During 1 audit inf 

•'•(S) 

(Si 

audit that an £ 

, - it was di snovft-rffrt t-haf. an 
regarding] 

IwrTj arnili rilii Tf wag, also di arnvsrsd dnvinrr l-hia 

(Si 

(Sì-

b l . 
b 2 
b 4 
b6 • 
b7C 
b 7 D 
b 7 E 

regarding 

requesting the!" 

Jwas acquired. The, faftmii fii tirm rit rnpsp rSai 
gas documented on ACS 

Irespectively). f 

(Si Thrr 
Ï 

1 could not find any NjSLs" 
referenced in| [-

urther Invast-fgat-i on 
regarding• 

"Idi grmroroĤ  that the 
arid 

were acquireu JLIUIH une F 
(S) tne oftsite .facility where the[ 

According t-o.t-hpl Ich-i ¡af'nivision Counsel' (CDCO 
1 JLUUctted in 

J [ from this j_ upon 
receiving court-approved.subpoenas for criminal cases.- It"is believed 
that an agent, who had worked criminal cases and had just transferred' 
to national sennrll-.y •imwghigiaf inn naoba. • jalrô  the . 

(S) L I regarding [nd 

('» ,S! 

IS)' 

b l 
b 2 ' 
b 4 
b 6 
b 7 C 
b 7 D 
b 7 E 

from thef 

(U) In this case, £ Iacted unlawfully and/or contrary to 
.Executive order or Presidential directive when it accomplished the 
following:' (1) used the| |terminal contained at the 
information; (2) acquired| 
and legal .NSL; and (3-) acquired! 

S Iwil-hqnh gwin n j a propeJT 
information for a. 

iilli 

Inspection Division: 
liris hppn ,instructed to retain the sequestered- " 

until '.otherwise instructed by the FBI1 s 

b 2 . 
b4 
b 7 D 
b 7 E 

,.'b2 
.. b4 

b 7 D 
b 7 E 

Hofmann-IOB-3493 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE- 07-07-2010 BY 65179/DMH/PLJ/sdii 

10B SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: l € 0 *9-

' DATE OF REPORT TO IOB:, ' / ^ j . 0 $ DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/16/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
; FISA (50 U.S.C, 1801) 

h 2 
hl E 

_X Other (U.S.C, citation: 

b 5 . 
b 7 E 

EXECUTIVE ORDER 12333: ' 
.. Section 2.3 collection & dissemination of USP info 

. Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US'-. 
Section 2.4(b) unconsented physical search w/in US 

• ^ Section 2.4(c) physical surveillance of USP w/in US -
Section 2.4(d) physical surveillance ofUSP abroad' 

-. Section 2.5 AG approval w/in US or against USP abroad 
. Section 2.6 assistance to law enforcement 

. Section;2.7 contracting , . 
• Section 2.9 undisclosed participation . . 

: Section 2.10 human experimentation . . • . • • - ' . , . " 
t Section 2.11 prohibition on assassination ' • , 

Section 2.12 indirect participation ' ' . , ' 
" ' AG Approved EO 12333 Guidelines (Guidelines natne and. section: 

OTHER EXECUTIVE ORDER (SPECIFY)' ' : / 
Creation of unauthorized SAP (EO 12958, as amended). . 

. Otlier (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) - ' 
_L COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
._ Other (Presidential Directive citation: ._} 

DEPARTMENT/AGENCY ACTION: Instructed San Juan to retain the sequestered "luntil directed 
otherwise by the FBI's Inspection Division. This investigation was closed byj 

*DATE OF FINAL DISPOSITION: ' • • -

Hofmann-IOB-3494 



DATE: 0 7 - 0 7 - 2 0 1 0 
CLASSIFIED BY 6 5 1 7 9 / D M H / P L J / s d b 
REASON: 1.4 (c) 
DECLASSIFY'ON: 0 7 - 0 7 - 2 0 3 5 

(S) 

ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED EXCEPT 
IflHERE SHOOT OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD 
1 

(IOB) MATTER 
FIELD OFFICE 

IOB MATTER 2007-1143-NSL (U) 

The Federal Bureau of Investigation ("FBI") has 
d e t e r m i n s H that in conducting an investiqatiorf I 

J the jField Office [issued a[ 
isponse to which! J returned records beyond the NSL in response 

parameters of the request and the information was uploaded into a 
database... In this, 
an investigation 
person" 

regard. nn or ahmit opened 
who is a "United States. • 

as that term, is used in Section 101 (i) of the Foreign 
Intelligence Surveillance Act of 197.8 (FISA). During the, course 
of this investigation-, an NSLl Iwas issued ^ 
pursuant, to t.hel îs 

for 
returned the requested information, but, in addition", provided 
information outside the parameters • of the request". The 
information was uploaded into 

y 

X 
Ï this matter was reported as a potential iuts. 

The IOB has instructed OGC to report matters in which ' 
j due.to[ .error is uploaded into a h2 

Thus, this situation is being reported to the IOB: \ . - b 7 E 
• information! 
d a i a h a a e . 
I lhas been advised to purge the database of the 
information-, and destroy or return the information to the 

(U) 

h 2 
b7E 

b l 
h 2 
b6 
b7C 
b7E 

Hofmann-IOB-3492 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 
Ljh 

FBI OGC CY Quarteriy Report 2007 

Jissuanceof NSL) DATE OF REPORT TO IOB: 12/30/07- / / 3 / / ° 2 . 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: • 

STATUTE (United States Code Citation) . • 'FISA/50 U.S.C. 1801) 
_ X _ Other (U.S.C. citation-] 

EXECUTIVE ORDER 13333: '_. . . " ' 
'Section 2.3 collection & dissemination.of USP info ' 

. Section 2.4 preamble: least intrusive collection . : 
• Section 2.4(a) CIA electronic surveillance w/in US ' . 

Section 2.4(b) unconsented physical search w/in US. • 
. • Section 2.4(c) physical surveillance of USP w/in US -

- Section 2.4(d) physical surveillance .of USP abroad . " 
Section 2.5 AG approval w/in US or against USP abroad 

' Section 2.6 assistance to law enforcement 
j Section2.7contracting • ' ' • . 

' Section 2.9 undisclosed participation ' : • 
" i Section 2.10 human experimentation / • • • . . ' 

Section 2.11 prohibitipn on assassination . ' . 
Section 2.12 indirect participation • > * . -

' AG Approved EO12333 Guidelines (Guidelines name and section: ) 

OTHER EXECUTIVE ORDER (SPECIFY) 
' . I Creation of unauthorized SAP (EO 12958, as amended) 

Other (EO citation: _ J ' ' . 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ). 

DEPARTMENT/AGENCY ACTION: Advised field to purge database; destroy or-retunf" 

*DATE OF FINAL DISPOSITION: . 

Name of Department or Agency: 

DATE OF INCIDENT: | 

' :b2 
• b 7 E 

Hofmann-IOB-3496 



DECLASSIFIED BY 60322/UC/LRP/PLJ/sdb 
ON 07-12-2010 

( U Î 

( U ) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
r IDIVISION 

IOB MATTER 2007-1406NSL .(U) 

(U) During an NSL re-audit on April 19,2007, the Inspection Division directed the 
report this issue as a potential IOB matter. 

n Aprii. 
J Division (£ 

Both letters .were delivered -to the f 
for service to | ["" 

| but| ftever received the actual NSL.. In response to 
[provided records dating from the.' 

initiation of the | 1 These 
records were uploaded by ' 
-substantive case file. On£ 

]and incorporated into the 
3 encompassing the scope of all records produced. 

(U) Pursuant to the July 31, 2007 instructions from thé-
IOB, the FBI--is rèporting this matter because the uploading-of •" 
: the -over-produced information arguably constitutes a compounding 
ôf the third party financial institution's error.- • ; • - .-'' 

[ Because a subsequent 

in this matter. 
encompassed the 

.need take no remedial or curative- action 

b2 
b7E 

b2 
b 7 E 

b2 , 
b4 
b7D 
b 7 E 

b2 
b 7 E 

Hdfmahn-IQB-3497. 



ALL INFORMATION CONTAINED 
IÎEREIN IS UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: Lf&> 

DATE OF REPORT TO IOB: / / 3 / / O S DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/27/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): • 
, bZ 

POSSIBLE VIOLATION OF: b7E 

STATUTE (United States-Code Citation) 
FISA (50 U.S.C. 1801\ 

X Other (U.S.C. citation: 

EXECUTIVE ORDER 13333: . '• 
Section 2.3 collection & dissemination of USP info ; 
Section 2.4 preamble: least intrusive collection 

- Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 

/ Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad 

_: Section 2.6 assistance to law enforcement 
Section 2.7 contracting . 

' ' Section 2.9 undisclosed participation 
Section 2. lO.human experimentation-
Section 1.11 prohibition on assassination ' • 
Section 2.12 indirect participation 

__ AG Approved EO 12333. Guidelines • 

OTHER EXECUTIVE ORDER (SPECIFY) -
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' ' 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

. Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: Return or destroy ' 

*DATE OF FINAL DISPOSITION: ... 

Hofmann-IOB-3477 



DECLASSIFIED BY 65179/DHH/PLa/Sdi 
ON 07-07-2010 . 

7 2 0 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I IFIELD OFFICE 
.IOB MATTER 2007-1211-NSL (U) 

to 2 
b7E 

iField Office| 

The Federal Bureau of jnypatifraUnn ("rann t-.=.Q 
determined that in conducting a 
of a United States person,1 , 
I I issued an NSL toT 1 after the 
• investigation was closed.. Thus, investigative activity was 
conducted without proper authorization. The results of the NSL 
have been sequestered and will returned to the provider or 
destroyed/ Likewise, FBI databases, will be purged of substantive 
information' taken from the results. 

In this regard, on 10/2/2003, f 
prepared an NSL p u r s u a n t t o t h e f 

pronerlv 

]that were relevant the investigation 
request was made of another department in the 
office to serve the 
occur, however. (U) 

NSL 

fori 
L SI 

b 2 
b 7 E 

This did not immediately 

Due to investigative progress à d e t e r m i n a t i n n was made 
to close this investigation on Apparently the 
p e r s o n n e l r e s p o n s i b l e f o r i s s u i n g t h e NSL d i d n o t r e c e i v e n o t i c e . 
a s t h e N.qr. was anhiailv HPI imar-nd hp | I j l i 

I r e t u r n e d r e s u l t s i n | 
ana cne records' were documented in the case file until 

•discovered during the NSL audit in (U) 
. The records are now secruestered and will either be 

destroyed or returned to t Likewise,. any 
substantive information that might be associated with the results 
of the NSL are being purged from FBI databases. . (U) 

is training personnel on the importance 
of tr.ackiAy -diiu COO^ainktion of NSLs to- assist in preventing 
similar circumstances from occurring in the future. (U) -

b 2 ' 
b 7 E 

b 2 
b 7 E 

b 2 
> 7 E 

Hofmann-IOB-3499 



ALI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-07-2010 BY.65179/DHH/PLJ/sdU:' 

IOB SUMMARY SHEET 
\ 

Name of Department or Agency: FBI • CY Quarterly Report: "£oo"9-

DATE OF INCIDENT:! | DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY:| | 

• DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: ' 

STATUTE (United-States Code Citation) . ' 
' FISA(50U.S.C. 1801) 

* . ^ Othei; (U.S.C. citation: .' ) 

EXECUTIVE ORDER 12333: ,. . • 
Section 2.3 collection & dissemination of USP info ' • -
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US . . 

. Section 2.4(b) unconsented physical search w/in US • 
- Section 2.4(c) physical surveillance of USP w/in US ' • ' 

Section 2.4(d) physical surveillance of USP abroad / '•'. , • 
' Section 2.5 AG approval w/in US or against USP abroad 

Section 2.6 assistance to law enforcement - . ' 
Section 2.7 contracting . / , 

J . Section 2.9uridisclosed,participation. '" • ' . * ' „ • • . ; • 
1 Section 2.10 human experimentation • ' 

Section 2.11 prohibition on assassination ' ' • ' • • . ' " " , • 
Section. 2.12 indirect participation 

X AG Approvèd EO 12333 Guidelinesf 

' ' OTHER EXECUTIVE ORDJER.(SPËCIFY) ' -
- Creation of unauthorized SAP (EO 129,58, as amended) • . 

OÜier (EO citation: ) • ' • 

' • • PRESIDENTIAL DIRECTIVE (SPECIFY) - • •• ." 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: : • ) . • 

DEPARTMENT/AGENCY ACTION: . •• . 

*DATE OF FINAL DISPOSITION: . . . 

Hofmann-IOB-3500 



DECLASSIFIED BY 6S179yDHH/PLJ/sc !b 
ON 0 7 - 0 7 - 2 0 1 0 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 
IOB MATTER 200.7-3388 (U) 

h 2 
b7E 

The Federal Bureau of Investigation ("FBI") has 
determined that- in conducting a I ~ 
Of a United States nsrsnn .1 |.j?ieid urrice [ 
received 
relevant 

P 
h 2 
b7E 

about an individual who was not 
This third- party overproduction co ,cne investigation, 

was documented in an electronic communication (EC), which was 
temporarily uploaded into the FBI's Automated Case Support. (ACS) . 
The overproduction has been redacted from- the NSL results and 
purged from ACS. psj^ 

In this regard, on 8/1/2006, | _ I properly 
prepared and issuè.d an NST, niir-snanh to T̂rns-I ' b2 

b7E 

Zìi 
]tnat are relevant the investigation- A request was made 

I Field Office I I to serve the NSL on 
|area of responsibility. whose offices are in- the TOT 

In rfesponse, | 
rpfniPHtprl • .However, • with respect to- one of thef 

¡provider the information 
also provided £ J for dates 

outside l-.hp ranrrp yprnmgt-pH anr-Vi t-haf hhp rPfinH-s included 
J about an.individual not relevant to the 

provided by[] 
investigation. - Upon receipt of the results from 

Idocumented' all | 
I 1 i'nt-n an EC" and uploaded the EC into the ACS" case, file for 

I Upon review of. the results, the|_ 

b2 ' 
b7E 

^Case Agent 
identified. the overproduction. The overproduction- was then 
.redacted from the 'results -such that only "compliant information is 
now in the case file and the EC documenting the overproduction -
has been- purged from ACS.. . (U) 

rrarnr 

i wnose • personnel are asKed to serve MSLS tor ail tne 
Bureau, have been advised of this challenge.' These offices are 
making efforts through training and protocols to prevent third 
party overproductions from being compounded when transmitting the 
results, back to the requesting office- (U) 

b2 
b7E 

Hofmann-IOB-3493 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DHH/FLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI • CY Quarterly Report: 1<OQ > 

DATE OF REPORT TO IOB: ¡ j ?>rjo1> DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY; 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) ' 
s FTSA (50 U.S.C. 1801) 

Other (U.S.C. citation: ' . ) 

EXECUTIVE ORDER 12333: 
X Section 2.3 collection & dissemination of USP info 

Section 2.4 preamble: least intrusive collection 
- Section 2.4(a) CIA electronic surveillance w/in US 
; Section 2.4(b) unconsented physical search w/in US 

Section 2.4(c) physical surveillance of USP w/in US 
-_: Section 2.4(d) physical surveillance of USP abroad , • . 

Section 2.5 AG approval w/in US or against USP abroad • • • 
• • Section 2.6 assistance to law enforcement ' -

Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 

' Section 2.11 prohibition on assassination. 
Section 2.12 indirect participation 
AG Approved EO 12333 Guidelines (Guidelines name and section: ) ' 

• OTHER EXECUTIVE ORDER (SPECIFY) 
' Creation of unauthorized SAP (EO 12958; as amended) . 

. • _ Other (EO citation: ); -

. PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

' Otlier (Presidential Directive citation; . 1 

DEPARTMENT/AGENCY ACTION: ' ' 

*DATE OF FINAL DISPOSITION: ' ' 

b2 " 
b7E 

Hofmann-IOB-3502 



DECLASSIFIED BY 65179/DHH/PLJ/sdti 
ON 07-08-2010 

( U ) 

/ Î I 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I IFIELD OFFICE 

IOB MATTER 2007-3263 
b2 
b7E 

(Ü) 
s K Dn-ring an authorized 

of. a U.S. person, L 
National Security Letter (NSL) to af 
seeking| 

J sent a 

b2 
b 7 E 

r p g n n n g p t-o l -ha N S L , the 
f which inciuaea xnrormatxon tnat was • not reqùSSCSCL' 

1 subsequently provided a summary of tiie 

m [ 

in the NSL. 
sub j ec t ' ë f~ 
documents wru.cn were provided to FBI/ Headquarters ana/or 
uploaded onto Automated Case Support (ACS) . Additionally, ' " " - - - t Q FBr^ 

m two 

] provided a copy" of the 
Headquarters, 

yfé^ In this case, errors were committed by j] when it 
compounded the third party error by uploading onto ACS and/or 
providing FBI, Headquarters-documents which contain a summary of, 
the subject ' s payment history> account status and debt status. 
Additionally, I ~l compounded by the third party error by 

b 2 
b 7 E 

sending a copy of 
Headquarters. 

the unauthorized ]to FBI,. 

CU) ]has ' been instructed to charge-out from the 
database "any documents that contain the above-described 
information and redact the portions of those .documents that 
reference the over-produced information. | ~| has 
instructed to contact FRT. Headquarters ariïï 
its copy of the subject 
also been instructed to rnnrart-. t-.np. 
ask whether the original 

direct it 
Finally, [ 

also been 
to destroy ; 

] has ' 

- -b2 . 
. b 7 E 

and 
should be'returned-or 

destroyed-, with appropriate documentation to the file. 

Hofmann-IOB-3513 . 



ALI INFORMATION CONTAINED 
HEBEIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb 

lOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: t-/ ̂  "2 <00 

DATE OF REPORT TO IOB: I j / p * DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/16/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): - b2 
b 7 E 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (SO U.S.C. 1801) 

_X Other (U.S.C. citation: _ 

EXECUTIVE ORDER 12333: ' 
• Section 2.3 collection ¿dissemination ofUSP info-

_: Section 2.4 preamble: least intrusive collection 
^ Section 2.4(a) CIA electronic surveillance w/in US -

Section 2.4(b) unconsented physical search w/in US 
: Section 2.4(c)'physical surveillance of USP w/in US . . . 
' ' .Section 2.4(d) physical surveillance df USP abroad 
• Section 2.5 AG approval w/in US or against USP abroad . 

Section 2.6 assistance to law enforcement 
_ _ _ ' Section 2.7 contracting , . . . 

Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation. 

, AG Approved EO 12333 Guidelines (Guidelinès: name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) ' ; 
:_ Creation of unauthorized SAP (EO 12958, as amended) 

Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPÈC1FY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ^ b 2 

DEPARTMENT/AGENCY ACTION: Directed to charge-out from ACS those documents that discus j | ;[?7D 
I lin formation and redact the portions of diose documents that référencé die over-produced information, b 7 E 

Also, directed!" Ito contact FBI", Headquarters and' direct it to destroy the copy of thej | 
provided to it fol | Finally. directed|~ | to contact the| |to determine whether 
the original Ishoul'd be returned or destroyed. . 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3504 



DECLASSIFIED BY 65179/DHH/PLJ/sdb 
OH 07-08-2010 

< U I 

( U ) 

INTELLIGENCE-QSZEESIGHT BOARD (IOB) MATTER 
I IFIELD OFFICE 

IOB MATTER 2007-3253£^] (U) 

h2 
blE 

During an authorized 

Nationa 
seeking 

Jof a U.S. personH 
S e m i r - i h y T.PH-P»T- (V3fiT.\ h o a 

IPivisionT 1 sent a 

T E e i 
r ^ r , 

J produced aj_ 

b 2 
b 7 E 

response to the NSL 
1 which included information that was not ^requested 

xn tne NSL. \ ~j subsequently referenced portions of the 
overproduction in documents that were uploaded into an FBI 
database. 

X In this case, an error was committed byL [Jwhen it 
compounded the third party overproduction by uploading a document 
containing the subi ect1sI I 

b2 
b 7 E 

(U) [ ]has been instructed- to purge the f 
from, the casé file, as well as the database.- | |has also 
been instructed -to contact the| |and ask 
whether the overproduction should be returned or destroyed. 

b2 ' 
b 7 E 

Höfmann-IOB-3505 



ALI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
'DATE 07-08-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: * - .̂üO 

DATE OF REPORT TO IOB: / ^ DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/17/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) . ' . 
FISA (50 U.S.C. 1801) 

b2 
b 7 E 

_X Other (U.S.C, citation: _ 

EXECUTIVE ORDER 12333: ' 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 

! Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP'abroad 
Section. 2.5 AG approval w/in US or against USP abroad • 
Section 2.6 assistance to law enforcement 

: Section2.7 contracting « .. 
' Section 2.9 undisclosed participation- . . ' 

Section 2.10 human experimentation 
Section 2.11 prohibition on assassination '. 
Section 2.12 indirect participation ' . . 
AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE.ORDER (SPECIFY) . . . . 
Creation of unauthorized SAP (EO-1295.8, as amended) 

, Other (EO citation: ) -

PRESIDENTIAL DIRECTIVE (SPECIFY) ' - ' 
, , COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ; ) 

DEPARTMENT/AGENCY ACTION: Field Office has been instructed to purge th J 
file and database and to contact the] [arid ask whether tlij 

,-or destroyed. 

*DATE OF FINAL DISPOSITION: 

pom the-case " ¿,2 
hould be returned' • b7E 

Hofmann-IOB-3506 



DECLASSIFIED BY 6 5 1 7 9 / D H H / P L J / s d b 
OH 0 7 - 0 8 - 2 0 1 0 

(DJ INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
]FIELD OFFICE 

During a 
ü.lf. person, 

IOB MATTER'S 2007-2056-NSL 
ÄND 2007-3110-NSL (U) 

of a 

a bank directing the production off 
Tissued a National Security Letter (NSL) to 

following certification in the NSL: 
included the 

h 2 
• b 7 E 

b2 
b 7 E 

b2 
b 7 E 

• (U) The NSL did not contain any other Certification. 

(0) This, matter is reportable because f 
not yalid under.either' the 
thef 

I NSL was 
or 

under f 

J because it :did not include' the certification that the- FBI 
had complied- with all applicable provisions of 

(U) inas oeen instructed to contact tne| | ana b2 
ask whether the production should he returned or destroyed', /with b7E 
a n n r r i n r n a t - o —I r\ -hVio f i . 1 o ' ' 

has beèn instructed to contact thè and 

appropriate documentation to the file. 

; b2 
b 7 E 

1 The NSL.was not valid- •' 

] Jt was not valid under - '. 

(U) 
Declassify. 

Hofmann-IOB-3493 



•ALI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-08-2010 By 65179/DMH/PLJ/sdb 

Name of Department or Agency: FBI 

DATE OF INCIDENT: 

IOB SUMMARY SHEET 

CY Quarterly Report: L(IÒ -¿Co 7* 

DATE OF REPORT TO IOB: ' / 31 jo 

DATE OF REPORT TO DEPARTMENT/AGENCY: 06/20/2007 and 07/06/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

b2 
b 7 E 

J£ Other (U.S.C. citation:. 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP in.fo 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Sectioa2.4(b) unconsented physical search w/in-US 
Section 2.4(c) physical surveillance ofUSP w/in US 
Section 2.4(d) physical surveillance ofUSP abroad 
Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement . . 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination-
Section 2.12 indirect participation . . • 
AG Approved EO 12333 Guidelines (Guidelines name and section:. 

OTHER EXECUTIVE ORDER (SPECIFY) 
; Creation of unauthorized SAP (EO 12958, as amended) 

Other ÇEO citation: ) • - ' ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACHON FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: 1 

DEPARTMENT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION: • 

Hofmann-lOB-3508 



INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I iFIELD OFFICE 

IOB, MATTERS 2007-2145 and 2112 (U) 
b2 
hi E 

TO 

The Federal Bureau of Investigation ("FBI") has 
determined that in conducting a 

the[ 
1 involving 

issued three National Security Letters, which NSLs were not 
properly authorized. In this regard, the I Ireceived 
information leading it to believe that! \ 
I ~jmay belong to associates of| |or persons 
targeted by [ 
information about f 

In an attempt to learn more 
]on or about 

it issued three NSLs pursuant to the f 

for I 
to thë 

h2 
b 7 E 

However, the NSLs were signed by a person without, authority to 
. sign the NSLs;- the- NSLs were issued under a control file and 
-there apparently was no. investigative file under which they could 
have been issued. Further, there, was no .supporting EC which ' 
provided information to. NSLB for congressional reporting 
.purposes. These matters are violations of| | Information wâs 
provided in response to the NSLs via a. CD; however, the ' 
information was not usèd or uploaded. The CD has. been 
- segregated.. The I I has been advised to destroy the- CD^or .. 
return the CD to .the carriers, depending on their wishes. 

Because there were numerous violations of 
"•ma.tter is being reported to the IOB-. (U) ' 

this h 2 
b 7 E 

RECLASSIFIED BY 6 5 1 7 9 DMH/pl j 
OH 0 7 - 1 2 - 2 0 1 0 

Hofmann-IOB-3509 



AIL INFORMATION CONTAINED 
tìEREIN IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI OGC CY Quarterly Report: 2007 

DATE OF INCIDENT: 12/08/2005 (issuance of NSL) DATE OF REPORT TO IOB: 12/56/6? I 

DATE OF REPORT TO DEPARTMENT/AGENCY: 06/23/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (ne.3 DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
• FISA(50U.S.C. 1801) b 2 

x ' Other (U.S.C. citation: J 1 ) . ' - • . b 7 E 

EXECUTIVE ORDER 13333: ' -
Section.2.3 collection & dissemination oEUSP info 
Section 2.4 preamble: least intrusive collection . " ' • 
Section 2.4(a) CIA electronic surveillance w/in US ' • • • 
Section 2.4(b) unconsented physical search w/in US • 
Section-2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abrbad 
Section 2.6 assistance to law enforcement - , 
Section 2.7 contracting • 
Section 2.9 undisclosed participation - . 
Section 2.10 human experimentation-
Section 2.11 prohibition on-assassinatiori - . ' ' 
Section 2..12 indirect participation . • . . 
AG Approved EO 12333 Guidelines (Guidelines name and section: ) 

OTHER EXECUTIVÉ ORDER (SPECIFY) ; .. . • 
Creation of unauthorized SAP (EO 12958, as amended) ' 

J , Other (EO citation:. ' ) . ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) . ' " 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other.(Presidential Directive citation: . ) ' . "• 

h2 
, DEPARTMENT/AGENCY ACTION: Advised"field to return or destro) ^formation. b7E 

•DATE OF FINAL DISPOSITION: ' • 

Hofmann-IOB-3510 



DECLASSIFIED BY 65179 DHH/plj 
ON-07-12-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER t | FIELD OFFICE 
TO55~i007-32Q6-| 1 (U) 

h 2 
blE 

(U) During an authorized! |o£ a 
^ U.S-. person, I "Issnf. a National fiftairitv T.p.ft-̂-r- mst-i to n ' 

the MiJL. Oig-[ . I l a - r e s p o n s e t o 
I may have produced a 

b2 
b 7 E 

Whether 
w h i c n i n c l u d e d i n f o r m a t i o n t h a t w a s ryu- n a m ^ g t - p r i i n Mip p s r . 

provided. a|_ the[ 
cannot be confirmed becauseI 
received from the! 

annot locate the NSL response 
]. However J "lused 

in a Letterhead Memorandum (LHM) 
and uploaded this LHM onto Automated Case Support (ACS).' The LHM 
appears to attribute receiving| 

f r o m t h e NSL r e s p o n s e r e c e i v e d f r o m t h e | 

] when > < l n this case, an error may have been committed byf 
it compounded what appears to be a third party error by uploadinoJantp 
A u t o m a t e d P a s s flimnrvrt- l a r s l • t - h o T.HM p n n h a i n i n r r t-Via c n h i p n f ' Q I 

, b 2 
b 7 E 

However. I I cannot definitively identify t-.hP fimirrs nf 1-Vip I 
| Accordingly, in an abundance of 

caution, this matter is. being reported to the' IOB. 
(U) | | has been instructed to charge-out- from AGS the LHM 

containing the above-described information and redact -the portions of 
the LHM that reference the| ' ~| 

b2 
b 7 E 

Dallas has also been instructed to remove any other 
data that may exist from ail FBI databases, with.appropr 1 ate 
documentation to the case file. . ' - ' . 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 0 7 - 0 8 - 2 0 1 0 BY 65179/DHH/PLa/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI • ' CY Quarterly Report: 7 COR-

DATE OF REPORT TO IOB: ( / 3 i / o g ' . DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/16/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION ÖF: ' -

- STATUTE (United Stales Code Citation) 
FISA (50 U.S.C. 1801) 

b2 
b 7 E 

X- Other (U.S.C. citation:. 

EXECUTIVE ORDER 12333: • 
Section 2.3 collection & dissemination of USP info • ' 
Section 2.4 preamble: least intrusive collection-
Section'2.4(a) CIA electronic suryeillance w/in US 
Section 2.4(b).unconsented physical search w/in US ' • 

, Section 2.4(c) physical surveillance of USP w/in US . 
-Section 2.4(d) physical surveillance of U.SP abroad - • • ' 

' Section 2.5 AG approval w/in US or against USP abroad • . ' 
Section 2.6 assistance to law enforcement , , • 
Section 2.7 contracting ' ' . . . 

¡_ Section 2.9 undisclosed participation ' ; '' • • -
Section-2.10 human experimentation • . . " 

_ Section 2.11 prohibition on assassination ' 
Section 2.12 indirect participation - - . - - . . 
AG Approved EO 12333 Guidelines (Guidelines name and section: ' . • ) 

OTHER EXECUTIVE ORDER (SPECIFY) ' * ' 
Creation of unauthorized SAP (EO 12958, as-amended) • - ' - ' ' 
Other (EO citation: )• 

PRESIDENTIAL DIRECTIVE (SPECIFY) . ' . 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION ' 

' Other (Presidential Directive citation: . ) . . " ; 

DEPARTMENT/AGENCY AGTION: | been- instructed to charge-out from ACS the Letterhead ' - b 2 ' 
Memorandum (LHM) that contains the unauthorized information and redact the portions oftheLHM that reference b7E 
the over-produced information.! Ihas also been instructed- to remove any otherl jJata that may 

. exist from a|l FBI databases, with appropriate documentation to the case file., . 

*DATE OF FINAL DISPOSITION: * - ' -

Hofmann-IOB-3512 



DECLASSIFIED BY 65179/DHH/PLJ/sdti 
ON 07-08-2010 

•INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
DIVISION JFIELD 

I O B MATTER 2 0 0 7 - 1 7 4 1 ( U ) 

The Federal Bureau of Investigation t ("FBI") has 
Jóf a "United determined that in conducting a 

States Person," äs that term is used in Section 101 (i) of the 
Foreign Intelligence Surveillance Act of 1978 (FISA), it 
collected information on a I lunrelated to an 
authorized investigation. * 

Relevant to this investigation, a National Security-
Letter (NgL) dated| 

requesting tn<=i _ T 
I 1 related 
to a| Irelevant to this investigation, was • 
prepared and approved in acrm-danr-p with I I 

Xc was not consistent- with[ 
1 provided a C which 

I 
_ The' record -showed that an individual other than the 

SUfoifjC.t. WfiR t~.hR I 

were erroneous. The FBI requested thatj, 
determine which record was erroneous. L 
that the "subject was the{ 

1 it àppeared that the results -
I * 
]c onfirmed' 

J not the individual for which the C 
' I results.. [ information was provided in the[_ 

were.no-longer available». 

-. (U); The FBI removed thé ' èrroneous information from thé 
FBI databases and seguestëred the incorrectly. provided|_ 
information .for return tof 
on the wishes of 

]or destruction,; depending-

b2 
b7E 

b2 • 
b7E 

b 2 
b 4 
b7D 
b 7 E 

b2 
• b4 
. b7D 
b7E 

I 
b 2 
b4 
b7D 
b 7 E 

Hofmann-IOB-3513 . 



ALI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-07-2010 BY.65179/DHH/PLJ/sdU:' 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI C Y Quarterly Report: L[ ^ ~Zo<o 1 -

DATE OFREPORTTO IOB: ' / DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): ' 

b 7 E 
POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
PISA (50 U.S.C. 1801,1 

X Other (U.S.C, citation 

EXECUTIVE ORDER 12333: . 
- Section 2.3 collection & dissemination of USP info-

Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic suryeillance w/in US-
Section 2.4(b) unconsented physical search w/in US 

¡_ Section 2.4(c) physical surveillance of USP w/in US 
- .: Section 2.4(d) physical surveillance of USP abroad 

Section 2.5 AG approval w/in US or against USP abroad . 
i Section 2.6 assistance to law enforcement 

. Section 2.7 contracting . - ' 
Section 2.9 undisclosed participation . • ' •>• ' 

_ _ _ _ Section 2.10 human experimentation •' 
Section 2.11 prohibition on assaissination 
Section 2.12 indirect participation • ' -

" AG Approved EO 12333 Guidelines-(Guidelines name and- section: -' 

.OTHER EXECUTIVE ORDER (SPECIFY) . . . ' ' ' -
i ' Creation of ^authorized SAP (EO. 12958, as amended) •' '. 

• Other (EO citation:. __) 

PRESroENTIALDIRECTIVE (SPECIFY)' - , 
-. COVERT ACTION. FINDING/MEMORANDUM OF NOTIFICATION ' 

. Other (Presidential Directive citation: ) -

DEPARTMENT/AGENCY ACTION: • . 

Overproduction "was purged from FBI systems and files. -

*DATE OF FINAL DISPOSITION: . . . 

Hofmann-IOB-3500 



DECLASSIFIED BY 65179/DHH/PLJ/sdti 
ON 07-08-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I IDIVISION 

IOB MATTER 2007-2206NSL (U) 

X On or about 06/01/2005, [ ]properly 

[ 
prepared and issued a National Security Letter (NSL) requesting 

^believed to be 
associated with a U.S. person who is the subject .of an authorized 
investigation- Though it had sufficient predication to issue- a m . 

J M NSL, 
j- NSL. In. response, 

chose to issue a less intrusive 

records. This information was oeyond tne scope or tne 

from 
Upon receiving this information 

Juploaded it into an FBI database. 
Upon" reaiizingTTfat- this was an overproduction beyond the scope 
of the NSL, ¡sequestered the information. 

NSL that was issued. [ 

(U) I I was advised to remove the information 
from FBÌ databases and. contact; .the! |to 
determine whether the records should be returned or destroyed, 
with appropriate documentation to thé file." If the records are 
relevant to an authorized investigation,.!]] Iwas advised 
that it -may, at its discretion, continue to. 
information and- issue another NSL requesting these records. 

jwas 
sequester the 

b2 
b7E 

b 2 
b 7 E 

b 2 
b 7 E 

Hofmann-IOB-3513 . 



ALI INFORMATION CONTAINED 
HEREIN' IS UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DHH/PLJ/sdb 

F&B SUMMARY SHEET 

Name of Department or Agency: FBI • CY Quarterly Report: 4thQFY07. 

DATE OF REPORT TO IOB: 12/31/2067 l / 3 1 1 DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 08/22/2007' 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): N/A 

POSSIBLE VIOLATION OF: • 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801)_ 

b2 
b 7 E ' 

_X Other (U.S.C, citation: J 

EXECUTIVE ORDER 12333: . 
Section 2.3 collection & dissemination of USP info - , • ; 
Section 2.4 preamble: least intrusive collection •• , . . . 

• Section 2.4(a) CIA electronic surveillance w/in US. v . , 
Section 2.4(b) unconsented physical search w/in-US . * 
Section 2.4(c) physical surveillance of USP w/in US. ' ' 
Section 2.4(d) physical surveillance of USP abroad _. - - -, 
Section 2.5 AG approval w/in US or against USP abroad . . * • 

. Section 2.6 assistance to law enforcement ' 
Section 2.7 contracting , 
Section 2.9 undisclosed participation • " ' . 
Section 2.10human experimentation - . ' 
Section 2.11 prohibition on assassination . ' : • 
Section'2.12 indirect participation , : 
AG Approved EO12333 Guidelines (Guidelines name and, section: '). " - • 

OTHER EXECUTIVE ORDER (SPECIFY) • ' . ' 
Creation of unauthorized SAP (EO 12958, as amended) - ' . . ' 
Other (EO citation: ) . . . - , 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' ' ' .' ' -
. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION . . '. ' . " 

Other (Presidential Directive citation: ) " ' > " ' " . - b4 

DEPARTMENT/AGENCY ACTION: Field office advised to remove records from FBI database(s) and contadj | 
Jto determine whetlier the records should be returned or destroyed-. If relevant to an authorized investigation, 

b 7 D 

field office was advised that it may sequester information and issue another NSL requesting these records. 

•DATE OF FINAL DISPOSITION: 12/22/2007 

Hofmann-IOB-3475 



DECLASSIFIED BY 65179/DHH/PLJ/scIb 
OH -07-07-2010 

3T//2 
b2 
b7E 

(,U) 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I DIVISION 
IOB MATTER 2007-2208NSL (U) 

On or about 01/13/2005, I I properly 
prepared'and Issued two National Security Letters (NSLs) 
requesting ] believed to be associated with a 

b2 
b7E 

U.S. person who is the subject of an authorized investigation. 
The NSLs specifically asked for records froml 

In response, the J__ ] provided . 
records beyond the- date range requested - [ 

(U) It should be noted, however, that upon realizing 
that this was an overproduction beyond the scope of the NSL,| 

sequestered the information.-
b2 
b7E 

(U) Jwas advised to remove the information 
' ] to from FBI databases and contact the 

determine whether the records should be returned or destroyed, 
with appropriate documentation to thè file. If the records are 
relevant to an authorized investigation, L ]was advised 
that it may,- àt its discretion, continue to sequester the 
information and issue another NSL requesting these records. 

b2 
b7E 

\ Hofmann-IOB-3517 



ALL INFORMATION CONTAINED 
•HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 4thQ FY07 

DATE OF REPORT TO IOB: 12/3-W2W7 ¡¡3l(lpo'^ DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 08/22/2007 . 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): N/A 

POSSIBLE VIOLATION OF: . . b ' 

STATUTE (United States Code Citation) ' . ' ' ' 
FISA (50 U.S.C. 18011 

X Other (U.S.C, citation: J 

EXECUTIVE ORDER 12333: ' . . . . 
Section 2.3 collection & dissemination of USP info . . ' . *' 

¡_ Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US. 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US ' . ' „ 
Section 2.4(d) physical surveillance .of USP abroad • . - - . 

•- - Section 2.5 AG approval w/in US or against USP'abroad '• 
Section 2.6 assistance to law enforcement . _ . - . , 
Section2.7contracting , ' • ' 
Section 2.9 undisclosed participation 

' - Section 2.10 human experimentation 
' Section 2.11 prohibition on assassination , 

j Section 2.12 indirect participation ' , . • 
. AG Approved ÈO 12333 Guidelines.(Guidelines name and section: ) 

OTHER EXECUTIVE ORDER (SPECIFY) . '.. ' . ' . . ' ' 
Creation of unauthorized SAP (EO12958, as amended) ' ' ' . . 

. ' Other (EO citation: , ) • . • . . * ' . - " 

PRESIDENTIAL DIRECTIVE (SPËÇIEY)- ' 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION . 
Other (Presidential Directive citation: ) / . ' . 

DEPARTMENT/AGENCY ACTION: -Field office advised to remove records from FBI database(s) and contact the 
]to determine whether the records should be returned or destroyed. If relevant to an authorized investigation. 

field office was advised that it may sequester information and issue another NSL requesting these records. 
b2 

*DATE OF FINAL DISPOSITION: 12/22/2007 . ' b7E 

Hofmann-IOB-3518 



DECLASSIFIED BY 65179/DMH/PLJ/sclb 
ON 07-08-2010 

VL 

I N T E L L I G E N C E OVERSIGHT BOARD (IOB) MATTER 

• I O B MATTER 2 0 0 7 - 3 1 1 9 (U) 

properly prepared On or about 06/13/2006,1 
and issued a National Security. Letter (NSL) requesting financial 
records bélieved to be associated with a U.S. person who is the . 
subject of an authorized investigation. The NSL specified the • 
subject's date of birth (DOB) and social security number (SSN) in-
an effort to narrow thè scope of the request. In response, due 
to the fact that it does not search based on personal identifiers 
such as DOB or SSN.1 ' 

included records associated- with thef 
This response 

]subject, as well as 
records associated with other individuals with the same name. . 
Upon receiving'this information from the| || | 
reviewed and analyzed.the results and created a spreadsheet that 
was attached tò an electronic communication (EC) uploaded into an 
FBI database. 

(U) .It should be noted, however, that upon realizing 
that -this was an overproduction beyond the'scope of the NSL, 

] took all necessary corrective measures. | "| re-wrote 
-the EC and spreadsheet and purged all remaining copies of the 
original documents from FBI databases; ' The floppy disk 
containing the overproduction was forwarded to the' CDC for 

J was advised to contact £ ]to sequestration. 
determine whether the sequestered records should be returned ór 
.destroyed, with appropriate documentation to-the file. 

hi 
b7E 

b2 
, b 4 
b 7 D 
b 7 E 

b2 
b4 
b 7 D 
b 7 E 

Hofmann-IOB-3519 



ALL INFORÏÏATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: lstQ-F¥68 7,00-7-

DATE OF INCIDENT[ DATE OF REPORT TO IOB: 1-2/31/2007 1/3.I / w « 

DATE OF REPORT TO DEPARTMENT/AGENCY:. 07/10/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): N/A 

POSSIBLE VIOLATION OF: 

EXECUTIVE ORDER 12333: ' -
. • Section 2.3 collection & dissemination of USP info 

Section 2.4 preamble: least intrusive collection . ' 
Section 2.4(a) CIA electronic surveillance w/in US . ; ' . 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US ' ' 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad . . . 
Section 2.6 .assistance to law enforcement 
Section 2,7 contracting '. - - • ' 
Section 2.9 undisclosed participation . 
Section 2.10 human experimentation 

. Section 2.11 prohibition on assassination . 
Section 2.12 indirect participation . . 
AG Approved EO 12333 Guidelines (Guidelines name and section: . . ) • 

OTHER EXECUTIVE ORDER (SPECIFY) • • • " 
Creation of unauthorized SAP (EO 12958, as amended) 

' Other (EO citation: ). • . 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' . ' " • • -
: COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION ' . 

Other (Presidential Directive citation: ) - - . -

STATUTE (United States Code Citation) 
^ FISA (50 U.S.C. 1801) 

h 2 
b 7 E 

X Other (U.S.C, citation: _J 

. *DATE OF FINAL DISPOSITION: 12/22/2007 " 

Hofmann-IOB-3520 



DECLASSIFIED BY 65179/DHH/PLJ/scIb 
OH -07-07-2010 

(U) 

U ) 

tU) 

(U) 

3T//201 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
• | IFIELD OFFICE 

IOB MATTER 2007-1445-NSL '(0) 

On initiated a. 
Jof a U.S. person. . On[_ 

Submitted to FBI Headquarters (FBIHQ) a request to| 
the | 
FBIHQ denied the request on 

beyond the f 

b2 
b7E 

b2 
b 7 E 

t h p . r 

those permitted during a 
engaged in investigative activities beyond' 

In addition, 1 
b2 

- b 7 E 

(U) This matter ¿s being reported because conducted 
investigative activities inconsistent with' the requirements qf 
the. Attorney General's Guidelines for FBI National Security 
Investigations-.and Foreign Intelligence Collection (NSIG) . .-.* .• 

We now turn .to the handling of the- information \ . -
acquired from" these activities. Exclusion is- a remedy of 
judicial origin created to. .address violations of-constitutipnal 
dimension. In addition, some statutes, such as -the Foreign " -
Intelligence Surveillance'Act, provide for an .exclusionary rule. . 
In this'instance, neither the Constitution nor any applicable ' • 
statute has, been violated and, f 

b 2 
b 7 E 



ALL INFORMATION CONTAINED 
HJiREIN 15 UNCLASSIFIED 
DATE.07-08-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: i j i ^ -¿oo7~ 

DATE OF INCIDENT: | I DATE OF REPORT TO IOB: [ j l \ j l 0 0 S 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/2007 . . 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office); 

POSSIBLE VIOLATION OF: ' ; ^ 

STATUTE (United States Code Citation) .-
FISA(50U.S.C. 1801) . . . . . ' 
Other (U.S.C. citation: )-' • ; 

EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info " ' ' " • . - ' 
.Section 2.4 preamble: least intrusive collection . ' ' - .. • ' 

' Section 2.4(a) CIA electronic surveillance w/in US • ! • ' 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US • \ • 
Section 2.4(d) physical surveillance of USP abroad ' 

' Section 2.5 AG approval w/in US or against USP abroad ' 
Section 2.6 assistance to law enforcement 

; Section 2.7 contracting r . . • * ' . 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation . . . 

• Section 2.11 prohibition on .assassination . • 
Section 2.12 indirect participation ' • • ' - ¿2 

X AG Approved EO12333 Guidelines (Guidelines name and section: J | - ' hi E 

. OTHER EXECUTIVE ORDER (SPECIFY) . ' ' • . 
Creation of unauthorized SAP (EO 12958, as amended) • 
Other (EO citation:- ) . . 

PRESIDENTIAL DIRECTIVE (SPECIFY) - " " • 
1 COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION ' ' ; : / ^ ' 

Other (Presidential Directive citation: '. 1 • . . . . 

DEPARTMENT/AGENCY ACTION: •' ' ' 

*DATE OF FINAL DISPOSITION: . ' • . . 

Hofmann-IOB-3522 



(Sil 
DATE: 07-08-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASOH: 1 . 4 (c) 
DECLASSIFY OH: 07-08-2035 JìaSS^T/ 

INTELLIGENCE 

(S) 
r 

OVERSIGHT BOARD (IOB) 
|FIELD OFFICE 

IOB MATTER 2007-17931 I (U) 

ALL IHFORHATION COBTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

MAI?!® SHOOT OTHERWISE b2 
b7E 

(S) 

: ai-rniTT-grl an 
During an authorized 

]of a U.S. person, 

CS} the- spouse; 
discussecj 

I 
1 

j i n t h e ¿ a s e t i l e 
¿1 

found the hard copy of tnisl 
.M US) 1 regarding . 

1 believed that[_ 3 iwas 
J(subject of the above 

"fas riot the 
subject of an FBI national security investigation and an NSL was not •[$) 
found requesting that 

(S) 

(Sh 

that 
from 

thel 
the] 

provide consumer information regarding 
T T h r o u g h f u r t h e r i n v e s t - i rra I-i rin • I ^ d i s c o v e r e d 

bertainingl [as acquired 

1 H 
Chief: Division Counsel (CDC~ 

I According to trie I 

(S) 

J It is believed that an agent, who bad 
worked criminal cases and had just been transferred to national 
jseeurity investigation cases, asked someone to run thef 

I from thel "fregar-dingf 
-

1 / Idkted 1 inav nave JJÜBÜ 
regarding 

Î a s discussed above. 
d o c u m e n t e d o n . A u t o m a t e d C a s e S u p p o r t (ACS) . , The h a r d c o p y o f t h i s 

t h o w e v e r , c o u l d . n o t b e l o c a t e d . As a r e s u l t " , L 
a] carnlot say with any certainty frond where the 

A H r i i f T o n a l l y . n<-h<=»y than the ACS reference to the acquisition of a 
|regardiriqi | therfe i.s no 

further evidence that al I was acquired. Finally, 
[ bould- not" find an NSL requesting thé |_ 
referenced on ACS. 

(U) In- this-"case ] acted unlawfully -and/or contrary to 
Executive order or '-Presidential directive when it .accomplished the . 
following: (1) used thel [contained! | 
-information; f2)• acquired.one or morel 
serving a proper and legal NSL; and- (3) acquired^ 

1without 

(Ü) "lhas been instructed to retain the sequestered 
-until otherwise instructed by the FBI's 

Inspection Division. 

bl 
b2 
b4 
be 
b7C 
b7D 
b7E 

] originated. 

b 2 
b 4 
b o 
b 7 C 
b 7 D 
b 7 E 

b 2 
b4 
b 7 D 
b 7 E 

b 2 
b 4 
b 7 D 
b 7 E 

isced From : G- 3 
D e c 1 a s s i ^ T S i « = C l 2 7 2 8 / 2 0 1 7 

Hofmann-IOB-3493 



-ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: if $ ? oO ~7-

DATE OF REPORT TO IOB: / / 3 / / o J DATE OF INCIDENT: 

DATE OF REPORTTO DEPARTMENT/AGENCY: 03/15/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) - / 
FISA (50 U.S.C. 1801) 

h 2 
b 7 E 

X . Other (U.S.C. citation: _ 

EXECUTIVE ORDER 12333: . . . . -
r Section 2:3 collection & dissemination of USP info . 

Section 2.4 preamble; least.intrusive collection . 
Section 2.4(a) CIA electronic surveillance w/in US • • . • ' . " . - • . 

. ' Section 2.4(b) unconsented physical search vv/in US • , - • • . . ' - • * „ ' ' 
.' Section 2.4(c) physical surveillance ofUSP w/in US *' • : ; .. ' . 

Section 2.4(d) physical surveillance of USP.abrOad . ; *-
Section 2.5 AG approval w/in US or against USP abroad ' . " ' • 

^ Section-2:6 assistance to law enforcement • ' . 
• Section 2.7 contracting ' • • ' . - . 

Section 2.9 undisclosed participation • ' ' ' -
Section 2.10 human experimentation - ' ' - • ' ' . * ' . 
Section 2.1.1 prohibition on assassination . ' . . .• . 

' Section 2.12 indirect participation , 
AG Approved EG 12333 .Guidelines (Guidelines, name and section: " . ' A. -

OTHER EXECUTIVE ORDELR (SPECIFY). < ' • .-" 
Creation of unauthorized SAP (EO 12958, as amended) . . . ' • 

, Other (EO citation:. _ ) - - . • ' 

PRESIDENTIAL DIRECTIVE.(SPECIFY) * . ' " . . • ." •" • ' " • 
COVERT ACTLON-FINDING/MEMORANDUM OF NOTIFICATION . . • ; • ' ' . ' 
Other (Presidential Directive citation: . ) - • • . * 

DEPARTMENT/AGENCY ACTION: Instructel to retain the sequestered luntil directed - . b7E 
otherwise by the FBI's Inspection Division. This investigation was closed b)| 

•DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3524 



DECLASSIFIED BY .65179yDMH/PLJ/sdb 
OH 07-08-2010 

( U ) 

CU) ', 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
DIVISION G ;ÔB MATTER ¿00^-1206 (u) 

fTTV By p l p f t - r n n i r communication ("EC") dated April 04, 2007, 
the | Divi'sion reported a potential IOB error in 
conjunction witn its [ 

b2 
b7E 

of\a United States Person. 

b2 
b4 
b7D 
b 7 E 

X issued an .approved J_ 
By way of background, on 02/01/2006, 

Security Letter to| 
1 J associated with 

1-seeking 
j N a t i o n a l 
1221. 

]wi ere 
.associated with the target of investigation and the request was-
for records I I The NSL did 
not list identifying information of the target,, but did list 

;b2 • 
b4 
b7D 
b 7 E 

On or about returned 
associated with the target for the time period 

I The records from [ k and from P 
]were outside the date range reguested in 

tne NSL, and therefore an overproduction on the part of 
Prior to discovery of the overproduction by the FBI Inspection 
Division, the documents were uploaded to FBI databases and used' . 
in,the course of the underlying investigation. Oncè notified of 
the overproduction! 1 promptly removed the records 
from the casefile. -

(U) In the matter at issue, .the FBI compounded an error by a 
third party when- records were uploaded into FBI databases that 
were not outside the date range of records requested by .the NSL. 
Despite the' fact that the FBI could have requested this . 
information and that the information appeared relevant to the • 
investigation while it was .open, the overproduction will, be 
purged from the system's and returned or destroyed .at .the request 
of the third-party provider. t 

b2 
b 7 E 

Hofmann-IOB-3525 



ALI INFORMATION CONTAINED 
HEREIN 1 5 UNCLASSIFIED • 
DATE 0 7 - 0 8 - 2 0 1 0 BY 6 ' 5 1 7 9 / D H H / P L J / s d b 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 1.0 o U-

DATE OF INCIDENT: DATE OF REPORT TO IOB: ^ / / 1 0 0 ? 

DATE OF REPORT TO DEPARTMENT/AGENCY: 4/4/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ,. Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: . • ' 
t 

STATUTE (United States Code Citation) • • 
FISAf50U-S.C- 1801) • 

b2 
b 7 E 

JX Other (U.S.C, citation] 

•EXECUTIVE ORDER 12333: 
I Section 2.3 collection & dissemination of USP info ' . . . • . 

Section 2.4 preamble: leastintrusive collectiön ' 
: Section 2.4(a) CIA electronic surveillance w/in US - >•. 

Section 2.4(b) unconsented physical search w/in US, 
Section 2.4(c) physical surveillance of.USP-w/in US . ' . ' - ' ' • 
Section 2.4(d) physical surveillance of USP abroad 

. Section 2.5 AG approval w/in US or against USP abroad • , 
• Section 2:6 assistance to law enforcement ' ' . . . 

. - Section-2.7 contracting . « . , . ' . 
Section 2.9 undisclosed participation . 1 
Section 2.10 human experimentation " ' . 

_ Section 2.11 prohibition on assassination ! , 
' Section 2.12 indirect participation ' • - - . ' - - ' : - . 

• ' ' AG Appröved EO 12333 Guidelines (Guidelines name .and' section: ) 

OTHER EXECUTIVE OKDER (SPECIFY) ' ~ • 
: Creation of unauthorized SAP (EO 12958, a.s amended) . - . -

J Other (EO citation: . . 1 • ' ' - ' " / 

PRESIDENTIAL DIRECTIVE (SPECIFY) - ; - : • 
.- • COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
• OÜier (Presidential Directive citation: ' ' V 1 

; ' ' . . • b7D DEPARTMENT/AGENCY ACTION: -Purge and destroy or return 

*DATE OF FINAL DISPOSITION: • 

Hofmann-IOB-3492 



(S) 

DATE: 0 7 - 0 8 - 2 0 1 0 
CLASSIFIED BY 6 5 1 7 9 / D M H / P L J / s d b 
REASON: 1 . 4 ( c ) 
DECLASSIFY ON: 0 7 - 0 8 - 2 0 3 5 

ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

3T//2Œ 

Í S K 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I IFIELD OFFICE 
106 MATTER 2007-1321-NSL (U) 

. b2 
b 7 E 

The Federal Bureau of investigation '("FBI") has 
determined that in conducting an | 
the| \ ~|Field Office 
which 

] issued an NSL to 
returned information beyond the scope of-the NSL 

and sucn information was 'uploaded into a database. In this 
regard, on òr 'about | lopened an 
| | a United States person,- as that 
t e r m i s iiññCi" i n 

was issued pursuant to thë| ~ 
I I 

On or about 06/21/2004, an NSL 

. bi 
b2 
b6 
b7C 
b7E 

1 pertaining to the 
T 

returned information for a period of time six months beyond the 
requested time period.' Those) jwere uploaded into 
a database. Thereafter, by EC dated 04/05/2*007, the potential ; 
IOB violation was reported. 
removing those records from the database. 

the'process of 

The IOB has, instructed OGC to. report matters in which 
)n I |ërrôr is uploaded into ; 
Thus, this situation is being reported to. the IOB.(U) 

b2 
b7E 

Hofmann-IOB-3551 



ALL INFORIIATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI OGC CY Quarterly Report: 2007 

DATE OF INCIDENT: 06/21/2004 (issuance of NSL) DATE OF REPORT TO IOB:12/36/6? / / ^ / z o o " ? 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: . • 

STATUTE (United States Code Citation)-
_ _ _ ' FISA (50 U.S.C, 18011 

. x. Other (U.S.C. citation: h 2 
b 7 E 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info. ' • 1 

_ _ _ • Section' 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 

. • Section 2.4(b) unconsented physical.search w/in US 
• Section2.4(c) physical surveillance of USP w/in US 
; Section' 2.4(d) physical suryeillance of USP abroad 

^ Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement . ' * 
Section 2.7 contracting 

. Section 2.9 undisclosed participation 
• Section 2.10 human experimentation 

Section 2.11 prohibition on assassination . 
: Section 2.12 indirect participation 

AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) 
. Creation of unauthorized SAP (EO 12958, as amended) 

_ Other (EO citation: _ _ J -

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OFNOTIFICATION 

- - . Other (Presidential Directive citation: )• 

DEPARTMENT/AGENCY ACTION: Advised field to continue to purge database (which it was in the process of b 2 
doing)] "jinformation should be destroyèd or returned b 7 E 

*DATE OFFINAL DISPOSITION: 

Hofmann-IOB-3528 



DATE: 0 7 - 0 8 - 2 0 1 0 
CLASSIFIED BY 6 5 1 7 9 / D M H / P L J / s d b 
REASON1: 1 . 4 (c) 
DECLASSIFY ON: 0 7 - 0 8 - 2 0 3 5 

ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

J J X R E R E T / 
h 2 
blE 

(S) 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I 1 FIELD OFFICE 
IOB MATTER 2007-2016-NSL (Ü) 

<S> 
The Fede-ral Bureau of Investigation ("FBI"), has-

determined that in conducting an investigation or£ 
the issued'an NSL tó which 
returned information beyond the scope of the request paragraph • in 
the NSL and such information was uploaded into a database. In -
this regard, on or about. | jspened an investigation 

a United States person, as that term is used in 

I During the course of the investigation, an NSL 
dated 03/10/2005 was' i s s u e d t n I hnrsnant t o t h e 

TÖFX j The opening 
paragraph s t a t i n g the request .used the-standard language .for -a 

I INST..' • However., the certification paragraph of- the NSL. 
mistakenly referred to| I in • 
addition to 
language,-
to the!" 

provided E 
I Apparently because -of such ' 

I in"addition 

péipt of the 
"trequested, for f 

The informati-o.n was uploaded into a database. 
By EC dated; 05/07/2007,1 Ireported this matter as a potential 
I-OB. The information subsequently was removed, from'the datábase'.' 

The- IOB h a s i n s t r u c t e d OGC t n r e p o r t ' m a t t e r s in Which 
information! brror is uploaded into a 
database.' - Thus, this situation is being reported to thè IOB.(U).' 

• b l 
b 2 . 
b4 
b 6 
b 7 C 
b 7 D 
b 7 E 

vas art 

b2 
"b7E 

Hofmann-IOB-3492 



ALI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-07-2010 BY.65179/DHH/PLJ/sdU:' 

IOB SUMMARY SHEET 
Lfk 

Name of Department or Agency: FBI OGC CY Quarterly Report:. 2007 

DATE OF INCIDENT: 03/10/05 (issuance of NSL) DATE OF REPORT TO IOB:100Q/07 

DATE OF REPORT TO DEPARTMENT/AGENCY: 05/07/07 . . . . 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil' Liberties Office): 

" POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
FISA (50U.S.C. 1801) 

x Other (U.S.C. citation: | 

EXECUTIVE ORDER! 13333: 
Section 2.3 collection & dissemination of USP info 

• Section 2.4 preamble: least intrusive collection 
. Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 

' Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2 .5 AG approval w/in US or against USP'abroad 

• Section 2.6 assistance to law enforcement • 
Se'ction 2.7 .contracting -
Section 2.9 undisclosed participation 

- - . Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 

' Section 2.12 indirect participation 
' AG Approved EO 12333 Guidelines (Guidelines name and, section: • • • ) ' ' " . ' . " . 

' OTHER EXECUTIVE ORDER (SPECIFY) - ' . . ' . - ' • ' . / ; : 

J Creation of unauthorized SAP (EO 12958, as amended) " 
. -Other(EOcitation: ) - - • - . . - ' . ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) ' ' " - " ' " • • ' / 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION . . 
Other (Presidential Directive citation: ) : ' . , 

' b2 • . 
DEPARTMENT/AGENCY ACTION: Advised that matter was being reported to ÎOB; that information should be b 7 E 
destroyed or retumed| | 

*DATE OF FINAL DISPOSITION: . . . 

b2 
b 7 E 

Hofmann-IOB-3500 



DATE: 0 7 - 0 8 - 2 0 1 0 
CLASSIFIED BY <$5179/DMH/PLJ/sdb 
REASON: 1 . 4 ( c ) 
DECLASSIFY ON: 0 7 - 0 8 - 2 0 3 5 

ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

(S 

ÍSK.. 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE L 

IOB MATTER 2007-1166-NSL (U) 

The Federal Bureau of Investigation ("FBI") 
etermined that iri| conducting! 

the| j Field Office C 

has 

issued an NSL in response to which[ J returned 

[ "United States person" 
of 

as that term is used in[ 
1 who is a 

theÇ 

J During the course of this 
investigation, an NSL dated 01/04/2006 was issued pursuant to 
the! 

]~Tör information. returnéd 
information responsive to the request but, in doing so, 
provided records outside the time period sought in the NSL/' 
The information was uploaded into a database. By EC dated 
04/05/2007, -the potential IOB violation was reported. 
Further, | {represents that it is in the process of 
purging the database of the information. 

The IOB has instructed OGC to- report matters in 
which information'I error is 
uploaded into a datábase. 'mus, tnis situation is being 
reported to the IOB.(U) " 1 • 

m h 2 
b 7 E 

for a period of time beyond the time period requested 
and the information was uploaded into a database'. In this 
regard, l"""""--- bl 

b2 
b6 
b 7 C 
b 7 E 

b 2 
b 7 E 

Hofmann-IÖB-3531 



IOB SUMMARY SHEET 
Uib 

Name of Department or Agency: FBIOGC CY Quarterly Report: 2007 

DATE OF INCIDENT: 01/04/06 (issuance of NSL) DATE OF REPORT TO IOB: W m n ^ / L O O ^ 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): ' 

POSSIBLE VIOLATION OF: ' 
. ALL INFORMATION CONTAINED 

STATUTE (United States Code Citation) HEREIN I S UNCLASSIFIED ' 
FISA (50 U.S.C. 1801)j 

_X Other (U.S.C. citation: 
DATE 0 7 - 0 8 - 2 0 1 0 ,BY 6 5 1 7 9 / D H H / P L j y s d b 

EXECUTIVE ORDER 13333: . . . b2 • , 
. _ Section 2.3 collection & dissemination of USP info • . b7E 

Section 2.4 preamble: least intrusive collection • . ' • 
Section 2>4(a) CIA electronic surveillance w/in US ' 
Section 2.4(b) unconsented physical search w/in US' . "• '- * 

'• . Section 2.4(c) physical surveillance of USP w/in US .. ' 
• Section 2.4(d) physical surveillance of USP abroad - ;• ' . . _ ' ' .. 

'* Section 2.5 AG approval w/in US or against USP abroad. '•* ' . 
Section 2.6 assistance to law enforcement '• .. ' . - . . • - ' • • 

^ Section 2.7 contracting ; ' - - ' ' % 

• • Section 2.9 undisclosed participation • -
J Section 2.10 human experimentation ; • , 
- Section 2.11 prohibition on assassination . ••• • ' 

Section 2.12 indirect participation •».' . 
AG Approved EO 12333 Guidelines (Guidelines name and section: : _) • 

OTHER EXECUTIVE ORDER (SPECIFY) ' ' 
Creation of unauthorized SAP .(EO 12958, as amended) . 
Other (EO citation: ). ' • • ' " . . . ' . 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION • " . • . / 

j. Other (Presidential Directive citation:; J . • 
. , ' b 2 

-- • b 7 E DEPARTMENT/AGENCY ACTION: Advised field'to purge database; return or destro[ 

*DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3532 



DECLASSIFIED BY 6SI79/DHH/PLJ/s(3b 
ON 07-08-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 5NCB OVERS IC 
I I FIELD OFFICE 

IOB MATTER 2 0 0 7 - 7 5 7 - F | (U) 

b2 
b7E 

^During a £ 
of à U..S. person, Ç 
(NSL) under[ 

Hissued a National Security Letters 

The NSL requested the I 
Ito a r 

produced a 
J' . I n responfif ì t.gjÜie.NSL, the [ 

with attempted redactions of most ' 
of the information'that was not requested in the NSL. Although 

b 2 
•b7E 

covered with black ink, the'redacted portions of the 
remained legible. The case agent reviewed the£ 
jand drafted an EC documenting his review. The case agent 

included in the EC some of the over-produced information, such as 

In .addition,, the case agent issued twol 

The NSLs were uploaded onto¡ACS. 

(U)-In this case,f 
onto ACS and used for investig^1 
produced information from the 

committed errors when it uploaded 
of the over- '"' 
Such handling 

of over-produced .information is considered compounding a third 
party error, which must be reported-to the IOB. 

b2 
b 7 E 

m 'has been instructed to contact the 
] and ask whether the { | should be 

returned or destroyed, with appropriate documentation to thé 
file. 1 l-haa been informed that it may keep- a copy of the-
I I provided that all of the .overproduced • 

As for the case" àgent's EC 
}has been- directed. 

information, is fully redacted: 
containing overproduced information, j~ 

b 2 
b 7 E 

to- redact the .over-produced portions from the- investigative file-
.version and either permanently check-out or redact the over-
produced portions from the ACS version. • Similarly,. I I has 
been tol-d to "redact the account numbers from the investigative 
file versidn of the | | NSLs and either permanently check-out or 
redact the .account .numbers from the ACS versions. 

Hofmann-IOB-3533 



ALI INFORMATION CONTAINED 
HEREIN' IS UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: U^h- ZQO~7~ 

DATE OF REPORT TO IOB; I j l l / DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/14/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):-

POSSIBLE VIOLATION OF: 

" STATUTE (United States Code Citation) 
1 FISA (50 U.S.C. 1801) • ' ' • * . . 

X Other (U.S.C. citation: _J I I • -

. EXECUTIVE ORDER 12333: 
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive collection - -

. Section 2.4(a) CIA electronic surveillance w/in US.-
:_ Section 2.4(b)-unconsented physical search w/in US 

Section2.4(c)physicalsurveillanceofUSPw/inUS' • ' 
• Section 2.4(d) physical surveillanpeofUSP-abroad 

_____ Section 2.5 AG approval w/in US or against USP abroad . .. . . ' 
' Section 2.6 assistance tb law enforcement. • ' 

' . • - Section.2.7 contracting " -
Section 2.9 undisclosed participation ' 
Section 2.10 human experimentation -
Section 2.11 prohibition on assassination - . • . • ' . 
Section 2.12 indirect participation '" . 

'AG ApprovedEO 12333 Guidelines (Guidelines name and section! J ) 

OTHEREXECUTIVE ORDER.(SPECIFY) ' " . . . • 
•.. : Creation of unauthorized SAP (EO 12958, as amended) ' . . 

. Other (EO citation: 1. ' • - . • . 

. PRESIDENTIAL DIRECTIVE (SPECIFY) '' • ' " • . . " 

. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION .. . ' 
. Other (Presidential Directive citation: ) . . . . . •. 

DEPARTMENT/AGENCY ACTION: | 

*DATE OF FINAL DISPOSITION: ' V 

i>2 
b7E 

Hofmann-IOB-3475 



DECLASSIFIED BY 65Ì79/DHH/PLJ/sdì) 
OH 07-08-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
( U ) , ^IELD OFFICE 

IOB MATTER 2007-961-f |(U) 

During a 
of a'u.SÌ person, 
(NSL) under t h e P 

^issued a National Security Letter 
Ito a f 

1 The NSL requested [ 
fc>f the investigation, in response ? 

produced a £ • t.O r.hf-.jNSL, the, 
J J containing mtormation not reguested-bv the NSL. { 

subsequently issued a[ 
JNSL seeking information ' from a | 
the target had an f 
NSL an 

? 
with which 

1 included in the| . 

at this time whether itsT 
information in the 

] is - uncertain. 
IWST. w a s .precipitated by the -ft did not 

upload or d i s s e m i n a t e a n y of the over-produced, information from-' 
the 

(U) In this case, although J s uncertain whether it used .for investigative purposes some of the over-
produced information in the 
reporting this matter because it has reason to 

the FBI is • 
believe that 

may have compounded thé third party :error by using 
tne over-prpduced information for investigative purposes. 

, (U0 has been instructed to issue a curative" 
FÇRA NSL requesting financial institution information in order to 
retain the financial institution .information from the 
nonr.art- fT^f I lcitv has also been instructed, to 

and ask whether the original 
should .-be -returned or destroyed, With 

.'appropriate documentation to the file. I lhas been 
informed .that it may retain a copy of the[_ 
provided that all over-produced information is fully redacted. 

h 2 
•hl E 

h 2 
hl E 

h2 
•hlE 

h2 
hi E 

Hofmann-IOB-3535-



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-03-2010 BY 65179/DWPLJI@S$UMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: ~ W o y 

DATE OF REPORT TO IOB: V * 3 ? DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/21/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): b2 
b 7 E 

POSSIBLE VIOLATION OF: 
< ' ' 

STATUTE (United States Code Citation) . -
' FISA (50 U.S.C. 1801}-

• " X Other (U.S.C. citation 

•' EXECUTIVE ORDER 12333: 
. Section 2.3 collection & dissemination ôf USP info 

Section 2.4'preamble: least intrusive collection 
.Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 

.. Section 2.5 AG approval w/in US or against USP abroad 
- - Section 2.6 assistance to. law enforcement 

. J Section 2.7 contracting -
_ • Section 2.9 undisclosed participation ' ; 

• Section 2.10 human experimentation 
' . Section 2. II prohibition on assassination " . , 

/ Section 2.12 indirect participation ; 
AG Approved EO 12333-Guidelines (Guidelines'name and section: _ 

OTHER EXECUTIVE ORDER (SPECIFY) 
, Creation of unauthorized SAP (EO 12958, as amended) 
! Other (EO citation:. ) 

PRESIDENTIAL DIRECTIVE (SPËCIFY) 
1_ COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION' 

- ; : Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: -

*DATE OF FINAL DISPOSITION: • • - ' ' ' . 

Hòfmann-IOB-3536 
/ 



DEpLÄSSIFIED BY 65179/DHH/PLJ/sdb 
Olï 07-08-2010 . h 2 

b7E 

(U) 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I IFIELD OFFICE 
IOB MATTER 2007-3383| |(U) 

During a 
U.S. person, [ 

of a 

Letters (NSL) under 
I issued three (3) National Security 

i n v a a i - i r r a h i n n I n . 

respectively. All three NSLs requested 
I information pertaining to the target of the 

response tn the N S T . H . 

.produced 
information not requested by the NSL. [ 

(2) of the 
that included1 

]summari zed-
some of the over-produced information in an EC. that was uploaded 
onto ACS. Subsequently, I I permanently charged out of 
ACS-the EC summarizing the'I land has sequestered 
hard copies with its Chief Division Counsel' (CDC) . • 

(Ü) In .this case, an error was committed by 
when it uploaded some of the Over-produced information. Such 
handling of over-produced, information is considered compounding a 
third party error, which must be reported to the IOB. 

(U) I I has been instructed to continue .to charge-
out permanently the EC summarizing the j~ j'and destroy 
any hard copies of EC in the investigative tile, 
has also be instructed to. contact both I" 
•and ask. whether the original [_ 

] 
] should be- returned or 

destroyed, with appropriate documentation,to the file. 

b2 
b 7 E 

b2 
b 7 E 

b2 
•b7E 

Hofmann-IOB-3537 



ALI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdto-

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: ZOO'-i-

DATE OF INCIDENT: f ~ " ~ ~ D A T E OF REPORT TO IOB: ' / ^ / z t f O S 

DATE OF REPORT TO DEPARTMENT/AGENCY: 09/26/2007 " 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) ' 
FISA (50 UjS.C. L801) 

_X Other (U:S.C. citation:. 

EXECUTIVE ORDER 12333: ' • • 
Section 2.3 collection & dissemination of USP info 

. Section 2.4 preamble: least intrusive collection • 
Section-2.4(a) CIA electronic surveillance w/in US. 

• Section 2.4(b) unconsented physical search w/in US ' 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 

• Section 2.5 AG approval w/iri US or against USP abroad' 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting - . 

- ' Section 2.9 undisclosed participation -
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination . 
Section 2.12indirect participation ' " ' . 

' AG Approved EO 12333 Guidelines (Guidelines name and section; ; 

.OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958,,as amended) 
Other (EO citation: J ' . - • . ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
• - COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: . ' 1 -

DEPARTMENT/AGENCY ACTION:. • ' - - . 

•DATE OF FINAL DISPOSITION: " ' • • 

Hofmann-IOB-3574 



DECLASSIFIED BY 6S179/DHH/PLJ/sdb 
OH 07-08-2010 

I N T E L L I G E N C E OVERSIGHT BOARD ( IOB) MATTER 
DIVISION . 

(Ü) 
IOB MATTER 2007-3386 (U) 

BY electronic communication dated' 10/01/2007, the 
field office I ~1 advised that they had failed to 

submit the initial opening communication to the.Department of-
Justice, Office of Intelligence Policy and Review (OIPR) on an 
investigation related to a presumed USPER 

I This failure was due to an 
administrative oversight.. Although no investigatory activity 
occurred during the investigation, we ¡are reporting the-matter to 
the-IOB, because the failure to provide the any notification 
whatsoever .of the initiation of an investigation substantially 
impairs .the ability of the Department of Justice to provide ; 
meaningful oversight. . ' 

Hofmann-IOB-3539 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdto 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: Z O 0 > 

DATE OF REPORT TO IOB: I / DATE OF INCIDENT: 
to 2 
hlE 

DATE OF REPORT TO DEPARTMENT/AGENCY: 10/01/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): N/A 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
' i _ EISA (50 U.S.C. 1801) 

. Other (U.S.C. citation: . •' 1 

EXECUTIVE ORDER 13333: . ' • 
Section 2.3 collection & dissemination of USP info _ 
Section 2.4 preamble: least intrusive collection . . ' " - . " 

_ Section 2.4(a) CIA electronic surveillance w/in US • . - . 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical, surveillance-of USP w/in US -
Section 2.4(d) physical surveillance of USP abroad ' . " . • [ . • . ' " • • '•" ,'* 

• Section 2.5 AG approval w/in US' or against USP abroad . v ' 
Section 2.6 assistance'to law enforcement '. '• 
Section 2.7 contracting • ' ' 
Section 2.9 undisclosed participation ' . ' " . " . , ' 
Section 2.10 human experimentation . .' - •„ . : , • * ' 

• Section 2.11 prohibition on assassination . ' .' . ' • 
Section 2.12 indirect participation < : ! — l. . : " . '. 

X AG Approved EO'12333 Guidelines (Guidelines name arid section: . >* •• b7E 

OTHER EXECUTIVE ORDER (SPECIFY) " . * - - ' " 
Creation of unauthorized SAP (EO 12958, as amended) ' 

' -• . Other (EO citation: _ J • - • '< • . , 

'' PRESIDENTIALDIRECTIVE (SPECIFY) " • . . . ' • ' " " ". 
• COVERT ACTION FIMDING/MEMORANDUM OP NOTIFICATION ' ' : ' . . 

Other (Residential Directive citation: ) •• • . • 

DEPARTMENT/AGENCY-ACTION: PIOB was filed . . ' V 

,*DATE OF FlNAL-DISPOSITIONr 11/05/2007 • . • . . = , • ' 

Hofmann-IOB-3540 



DATE: 0 7 - 0 8 - 2 0 1 0 
CLASSIFIED B]Ç 65179/DMH/PLJ/sdb 
REASON: 1 . 4 '(c) 
DECLASSIFY ON: 0 7 - 0 8 - 2 0 3 5 

( S I 

2 0 j 

ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

( S ) -

(S) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
1 1 FIELD OFFICE 

IOB MATT ER .2007-1076-NSL ((J) 

The Federal Bureau of Investigation' ("FBI") has 
H p f p r m i n p H .conducting an 

the Field Office 
NSL in response' to which[ 

issued a| 
] may have returned records 

beyond the parameters of the request and the information was 
uploaded injto a database. In this regard. | "boened an 
investigation I |who is a 

Section 101 (i) -of the. Foreign 
intelligence.surveillance Act of 1978 (-FISA) . ', During the course 
of this investigation, an NSL dated I I was issued 
pursuant to the I 

J for.J I According to the . 
J returned information beyond the 

for. 
Inspection Report, 
scope of the request and the information was uploaded into a 
database._ Without having -conducted an independent' review, 

I reported- this matter as a potential IOB via EC- dated 
03/29/2007. Hrion .gnhserment, review,| |has been unable t.p 

Its recent .review uncovered only 
within the parameters of'the request. 

•confirm the 
.return information that was 

. b2 
b 7 E 

hi 
h2 ' 
h 6 
b 7 C 
b 7 E 

The IOB has instructed ÖGC to report matters in which 
error is uploadëd into- a i ri f o rmat ion |_ 

database*.. - "As. OCG is'unable to determine the facts of-this case, 
and there, is an' allegation that,./if true,, would represent, .a 
reportable offense under'.the current-'JOB policy, this--matter is 
being reported ..to the IOB..-(U) - - . 

b 2 
b 7 E 

Hofmann-IOB-3551 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-0^-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: 

DATE OF REPORT TO IOB: 13/36/366? / / 3 ' / O S ^ • DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/29/2007 

DATE REPORT SUBMITTEDTO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): \ b2 

POSSIBLE VIOLATION OF: ' ' " b ' E 

• . STATUTE (United States Code Citation) - -
• ' . FISA(50U.S.C. 1801) • . ' ' : . '. . ' : ' 

X Other (U.S.C. citation: 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP jnfo 
Section 2.4.preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US , 

_____ Section 2.4(c) physical surveillance of USP w/in US ' -
Section 2.4(d) physical surveillance of USP abroad , 
Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement " -
Section2,7'contracting . . • 
Section 2.9 undisclosed participation .' - ' 
Section 2.10 human experimentation ' ' . - - ' 

_! Section 2.11 prohibition on assassination • 
Section 2.12 indirect participation ' 

' AG Approved EO 12333 GuideIines(Guidélines nâ'mé and section: .. 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 

' Other (EO citation:...; _) * 

• PRESIDENTIAL DIRECTIVE (SPECIFY) . . . 
* V • COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: - . 

DEPARTMENT/AGENCY ACTION: Advised the field of this report to'the-IOB. • 

' *DATE OF FINAL DISPOSITION: • 

Hofmann-IOB-3542 



S) 

I 

DATE: 07-08-2010 
CLASSIFIED BY ' 6 5 1 7 9 / D H H / P L J / s d b 
REASON: 1 . 4 ( c ) 
DECLASSIFY ON: 0 7 - 0 8 - 2 0 3 5 

ALL INFORHATION:-CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

ET//20 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I VlELD DIVISION 
IOB MATTER 2007-1679 (U) 

m 

determined that in conducting a 

xn 
1 

] it collected information on 
beyond what it was authorized to receive. 

. (U) Relevant to this investigation, .a-National. 
Security Letter (NSL) dated | 
requesting the [" 

J for the period 
l f < ? y a l r was prepared 

provided| from | 1 for the• 
had. 

second, associated! 
I I on a third associated T 

J and from |_ 
As the 

on a 
I 
1 were beyond the scope 

tne iMtsii, tney- were removed from FBI databases and 
sequestered. ' • • ' , -

•' . . (U) Also relevant to this'case, the FBI served 
another similarly authorized NSL datedT li-nl 

; r e q u e s t i n g t h e ! 

provided I 
1 for--the periodi 

tor a targeted [ 
and 

As the. 
had 

Jwere beyond the- scope 
of the NSL, they Were, removed from FBI databases and 
sequestered. The original results will be either destroyed or 
returned to depending on the wishes of | | ~ 

b2 
b 7 E 

b l 
b2 
•b7E 

b 2 
b 4 ' 

' b 6 .. 
b 7 C 

1 b 7 D 
b 7 E 

b2 
b4 
b 7 D 
b 7 E 

Hofmann-IOB-3493 



ALL INFORMATION CONTAINED 
HEREIN IS. UNCLASSIFIED 
DATE 07-08-2010'BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: "Z-COR-

DATE OF REPORT TO IOB: DATE OF INCIDENT". 

DATE OF REPORT TO DEPARTMENT/AGENCY: 4/12/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): • ' ' fa2 ' 
• ' • • " ' . ' . . b7E 

POSSIBLE VIOLATION OF: 

STATUTE (United Slates Code Citation) 
" FISA (50 U.S.C. 1801) 

X Otheir (U.S.C. citation:. 

EXECUTIVE ORDER 12333: 
1 Section 2.3 collection & dissemination ofUSP info 

• . Section 2.4 preamble: least intrusive collection 
• . Section 2.4(a) CIA electronic surveillance w/in US 

Section 2.4(b) unconsented physical search w/in US 
^ Section 2.4(c) physical surveillance of USP w/in US . •• . 

Section 2.4(d) physical surveillance ofUSP abroad. : 

Section 2.5 AG approval w/in US or'.àg'ainst USP abroad • 
^ Section 2.6' assistance to law enforcement , . -

• "_. . -Section 2.7 contracting ' ' ' ' , , . 
._ Section 2.9 undisclosed participation ; ' ' 

Section 2.10 human experimentation , • ' -, -
] Section 2.11 prohibition on assassination • -
_ _ _ - Section 2.12 indirect participation- . -

i ' AG. ApprovedEO ï2333.Guidelines (Guidelines name and section: 

. . OTHER EXECUTIVE ORDER (SPECIFY) : 
Creation of unautliorized SAP (EO 12958, as amended) 

..." . ' Other (EO citation: ) ' " • ' •' . • ' - . . , 

. PRESIDENTIAL DIRECTIVE (SPECIFY) 
; COVERT ACTION FINDINGMEMORANDUM OF NOTIFICATION. 

i Other (Presidential Directive citation: J • ' ) • • 

DEPARTMENT/AGENCY ACTION: ' 

*DATE OF FINAL-DISPOSITION; ' ' . 

Hofmann-IOB-3544 



DATE: 07-08-2010 
CLASSIFIED BY 6 5 1 7 9 / D M H / P L J / s d b 
REASON: 1 . 4 ( c ) 
DECLASSIFY ON: 07-08-2035 

ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED EXCEPT 

IRE SHOOT OTHERWISE 

( S ) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTERS 
1 FIELD OFFICE 

IOB MATTER 2007-1138-NSL (U) 

b 2 
b 7 E 

( S ) 

. . The Federal Bureau of Investigation .("FBI") has 
determined that in conducting an 

I who is not a ' United State person" as that 
-term is used in Section 101 (i) of the Foreign Intelligence 
Surveillance Act of 1978.' (FISA). the FBI-| |Field Office 
issued an NSL that improperly-was signed bv an acting SAC.. Tn-
this regard, an 
was initiated onT 
issued under[ I On or about 08/23/2002', an NSL was 

seeking £ 

( S ) . 

b l 
b2 
•b4 
b6 . 
b 7 C ' 
b 7 D 
-b7E 

At- the time, legal .advice had been issued by-.OGC 
suggesting that under certain circumstances, an' acting SAC'- coüld - !'V 
sign an NSL. In or around February, 2003, the' Department ,'öf 
Jü-stice opined that .an acting SAC could not' sign an NSL uridef'.any • 
circumstance. Applying that guidance to these'NSL.s., OGC opines' 
that these. NSLs were improperly issued. Therefore, this* matter.-, 
is being reported to the IOB. ity/ . . " • . ' • ' • 

. b2 
' b 5 
" b 7 E 

Hofmànn-IOB-3545 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdl) 

IOB SUMMARY SHEET 

Name of Department or Agency: FBIOGC CY Quarterly Report:. 2007 

DATE OF INCIDENT: 08/23/02 (issuance of NSL) DATE OF REPORT TO I O B : \ i m m - ' / W 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/04/07' 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 
\ 

STATUTE (United States Code Citation) .'. - •' ' 
I FISA (50 U.S'.C. 1801) ' 

_x Other(U.S.C.citation:-J " 1 

EXECUTIVE ORDER 13333: ' ? 

Section 2.3 collection & dissemination of USP info 1 

' ^ Section 2.4 preamble: least intrusive colle'ction ' 
Section 2.4(a) CIA electronic surveillance w/in US - . ' ' , . 
Section 2.4(b) unconsented physical search w/in US , 
Section 2.4(c) physical surveillance of USP w/in US . " . ' 
Section-2.4(d) physical surveillance ofUSP abroad • " ' • • • * 

- Section 2.5 AG approval w/in XIS or against USP abroad • : 
' " "Section 2.6 assistance to law enforcement ' • . 

Section 2.7 contracting' . . . • ' - . * . 
Section 2.9 undisclosed participation .. . 

' . Section.2.10 human experimentation' ; 
Section 2.11 prohibition on assassination .. -

•• • Section 2.12 indirect participation 
: AG Approved EO 12333 Guidelines (Guidelines riame'-and section; • ) 

<• * . . . . . 

OTHER EXECUTIVE ORDER (SPECIFY) 
1 Creation of unauthorized SAP (EO 12958, as amended) • ' 

Other .(EO citation: ) . 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
. COVERT ACTION FINDING/MEMORANDUM OF NOTIFlGATiON 

Other (Presidential'Directive citation: ) . 

DEPARTMENT/AGENCY ACTION: Advised field that matter is being reported to IOB; that information obtained. 
by NSL signed by acting SAC must be destroyed/purged unless new NSL is appropriate. -

•DATE-OF FINAL DISPOSITION: 

. ' ' :'"b2 • 
. b7E 

Hofmann-IOB-3546: 



DATE: 0 7 - 0 8 - 2 0 1 0 
CLASSIFIED BY 65179 /DMH/PLJ/ sdb 
REASON: 1 . 4 ( c ) 
DECLASSIFY ON: 0 7 - 0 8 - 2 0 3 5 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(S) 

ÏT / / 2 S 

INTELLIGENCE OVERSIGHT BOARD 
c z = ' 

(IOB) MATTER 
]FIELD OFFICE 

IOB MATTER 2007-3212' (Ü) , 
(S) 

b2 
hl E 

f2S Ttle Federal'Bureau of Investigation ("FBI") has 
' determined that in conducting anl ' 

the jField!Office I I issued- an NSL. tp.which. 
the | returned information beyond the scope of the, request 
and the information was nnlnarlpH into a database! In this 
regard, o n T o p e n e d an 

-T Ï ÏT 
who is a "United States 'person"' as that term is used 

TL 

to tne ^ f e 
an NSL was issued pursuant 

Ifor several[ I 
returned' information responsive tp the request but-, 

in addition, provided' information beyond the.scope o.f time fra'me 
set forth in the NSL with regard to. one of "the 
The I linf ormatiori was entered into 
I I By EC dated 05/03/2007,. the potential IOB 
violation -was reported-, ̂ and the information was 'removed from' 

1 i * 

] 

information 
database. 

le IOB has instructed OG.C to report-matters in which 
error* is Uploaded into a 

Thus, this situation is being reported to- the IOB. 
The information should remain- sequestered pending thé issuance o.f 
"a. second NSL to authorize' its retention,, per thé expressed •• 
intentions of ] ( Ü ) ' 

( S ) 

b l 
b 2 ' 
b6 ' 
b 7 C 
b 7 E 

b2 ' 
b 7 E ' 

lived from: 
Declas'î > 8 / 2 0 1 7 

ST//20 

Hofmann-IOB-3547 



ALL INFORMATION CONTAINED 
HEREIN IS'UNCLASSIFIED 
DATE 0 7 - 0 8 - 2 0 1 0 BY 6 5 1 7 9 / D M H / P L J / s d b • . . 

IOB SUMMARY SHEET 
C/& 

Name of Department or Agency: FBI OGC CY Quarterly Report 2007 

DATE OF INCIDENT: ssuance of NSL) DATE OF BEPORT TO IOB: 13/30/6?- ' / W ^ ^ 
b2 
b 7 E 

' DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: •• -

STATUTE (United States Code Citation) . A . 
FISA (50 U.S.C. 1 8 0 1 ) _ _ _ _ 

JÇ Other (U.S.C, citation: 

EXECUTIVE ORDER 13333: \ -
Section 2.3 collection & dissemination of USP info 
Section 2.4 preamble: least intrusive" collection ' . 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US\ 
Section 2.4(c) physical surveillance of USP w/in US 

_ _ _ _ Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP .abroad 
Section 2.6 assistance to law enforcement-

..Section 2.7 contracting . ' " . ' 
Section 2.9 undisclosed participation . -

' • Section 2.10 human experimentation ' ' .. . 
. Section 2.11 prohibition on assassination . , ..." 

Section 2.12 indirect participation ' ' 
AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) ' , " 
j Creätkm of unauthorized SAP .(EO 12958, as amended). 

' Other (EO citation: ' 1 " • . * ' - ' - ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
: COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION. 
. Other (Presidential Directive citation:' . ) . -. 

• b 2 DEPARTMENT/AGENCY ACTION:. Advised field that matter was reportable] tlreadypurged b ? E 
from database . . . . - ' , . 

. *DATE OF FINAL DISPOSITION: ' - - . 

Hofmann-IOB-3548 



DATE: 0 7 - 0 8 - 2 0 1 0 
CLASSIFIED BY 6 5 1 7 9 / D M H / P L J / s d b 
REASON: 1 . 4 ( c ) 
DECLASSIFY ON: 0 7 - 0 8 - 2 0 3 5 

ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(S) 

( S K J 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I 1 FIELD OFFICE 

IOB MATTER 2007-923-NSL (U) 

The Federal • Bureau of Investigation ("FBI") 
determined thgt in conducting an [ 

(Si. 

has 

]| the Ï 
N S I J in response to which [ 

Field- OfficeT J issued a [ 
] returned .records beyond the 

time frame of the request and. the. information, was uploaded into a 
' database-. In this regard, on or about I I opened. 

a n I Z1 who is. a. "United .States "'• 

L 
person" as that term is used in [I I 

1 During the course-
.of this investigation, 
pursuant to the 

an NSL, dated 07/26/20ÏÏ5 was Issued 

for 
the requested information, out, m addition,- provided[] 

1 returned 

information for a time period that predated the. time frame of .the 
request- The .information was uploaded into ACS-via an EC from the 

.1 iField Office to | ""[describing' the NSL return results;. 
•By EC -dated C)4/;05/2'007', this matter was• reported as a pptential 
IOB. X 

The IOB has • instructed OGC to report .matters in '.which 
information! | error, is uploaded into a. 
database'. Due tc> the uploading into-ACS; of information which-..'. •• 
predated the-time frame of" the NSL request, OGC "will report this 
matter to the IOB. This information, should be- destroyed -or 
-returned- to| | depending on its wishes... .The. EC-issued. . 
by' should be purged .from ACS. (U)' - " -'.-' • ; - " 

. b 2 
b 7 E 

b l • 
b 2 
b6 '• 
b 7 C 
b 7 E 

b2 
b 7 E 

Hofmann-IOB-3551 



ALI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdto-

IOB SUMMARY SHEET 

Name of Department or Agency: FBI OGC CY Quarterly Report: 4th 2007 

DATE OF INCIDENT: 07/26/05 (issuance of NSL) DATE OF REPORT TO IOB: January 31,2008 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): • 

POSSIBLE VIOLATION OF: ' ' 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 18011 

X Other (U.S.C. citation! I 

EXECUTIVE ORDER 1-3333: • • 
Section 2.3 collection & dissemination of USP info • • • 

. Section 2.4 preamble: least intrusive collection . - ' -
Section 2.4(a) CIA electronic surveillance w/in US . • 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US- - _ 

• • Section 2.4(d) physical surveillance of USP abroad ' ' 
1 Section 2.5 AG approval w/in US or against USP abroad . " ' • -

Section 2.6 assistance to law enforcement • . . 
Section 2.7 contracting ' • •. ' , 

. Section 2.9 undisclosed participation- ' ' ." ' 
Section 2.1.0 human experimentation . • V - . ' - " " • ' * 

_ _ _ Section 2.11 prohibition on assassination .-
Section 2.12 indirect participation . - _ 
AG Approved EO 123-33. Guidelines (Guidelines name and section: * ' ) 

' 'OTHER EXECUTIVE ORDER (SPECIFY) ' • '-' - \ ' , . • ' 
Creation of unauthorized SAP (EO 12958, as amended) 

- Other (EO citation: : - ) ' . ! 

^ PRESIDENTIAL DIRECTIVE (SPECIFY) . 
' COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION -- •' ' . 

Other (Presidential Directive citation:; •__) ' 

DEPARTMENT/AGENCY ACTION: Advised field to purge database; destroy-or returi 

•DATE OF FINAL DISPOSITION: 

natêrial 

Hofmann-IOB-3574 



. b2 
b7E 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
1 1*A • 

^ IPB MATTER 2007-953-NSL (U) " CLASSIFIED BY 6 5 1 7 9 / D M H / P l J / s d b . A L L IKFORHATION. CONTAINED 
REASON: 1 . 4 ( c ) ; HEREIN I S UNCLASSIFIED- EXCEPT 
DECLASSIFY ON: 0 7 - 0 8 - 2 0 3 5 - ' . WHERE" SHOWN-OTHERWISE 

Í S ) 

JCSÏ-

The Federal Bureau of Investigation ("FBI") has 
dftt.firmined that in conducting an 

1 the| iFisjfl Office, 
an. NSL to which'| 

issued 

person" as that term is used in f 
who is -a' "United States 

an NSL was issued to| ' 

] 
_ On or about 

I pursuant- to the 

1 t o r [ J for a [ 
returned information responsive to the request, buü 

addition,.. -providedî : | The 
m 

information was entered into £ Jand an 
analysis, of the information- was drafted and uploaded into ACS ! 
By ,EC dated .03/2.7/2007, -the, potential IOB violation .was -
reported. Subsequently, the records were removed from the • 
cl.osed case file arid' sequestered with the Chief Division- • ' 
Counsel': the ¡Information. was purged from I 1 

and the serials " in -ACS. which contained analyses % 
of the récords were permanently" charged out of the case file .-

The IOB has instructed OGC to report matters, in 
error is which information 

uploaded, into a ddtaûaSë. 
reported to the IOB.(U) 

mus, tnis situation is being 

M S ) 

returned information beyond the 
scope of. thè -request and the- information was uploaded, into a 
database .. In this regard / on l~ 1 opened an 

b l 
b 2 
b 6 
b 7 C 
b 7 E 

b 2 
b 7 E 

Hofmann-IOB-3551 



ALI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdto-

IOB SUMMARY SHEET 
i - f L 

Name of Department or Agency: FBI OGC CY Quarterly Report: 2007 

DATE OF INCIDENT: 03/04/05 (issuance of NSL) DATE OF REPORT TO IOBiOPßO/O? . / ¡ ^ ¡ Z o o 3 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/27/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: -
STATUTE (United States Code Citation) •• ' ' • 

• FISA (50 U.S.C. 1801) 
x . Other (U.S.C, citation:. 

'EXECUTIVE ORDER 13333: ' • , . . ' 
Section 2.31 collection & dissemination of USP info • - , . 
Section 2.4 preamble: least intrusive collection . 

- Section 2.4(a) CIA electronic surveillance \y/in US' . ' 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US.. 

^ . Section 2.4(d) physical-surveillance of USP abroad • 
^ Section-2.5 AG approval w/in US or-.against USP-abroad 
; Section 2.6 assistance to law enforcement 

Section 2.7 contracting 
Section 2.9 undisclosed participation • - ' , . - . , , 
Section 2.10 human experimentation - , 
Section 2.11 prohibition on assassination ' ' "-, . .' . 

•• Section 2.12indirect participation • : ' . ' . . \ - . 
¡_ AG Approved EO 12333 Guidelines (Guidelines name and sectipn: . 

OTHER EXECUTIVE ORDER' (SPECIFY) ' ' • "' ' •* . 
' Creation of unauthorized-SAP (EO 12958, as amended) • , ' 
. Other (EO citation: . '". V - ' '* '.*; 

PRESIDENTIAL-DIRECTIVE (SPECIFY) . 
¿1' COVERT ACTION FINDING/MEMORANDUM ORNOTIFICATION 

• • Other (Presidential Directive citation: - - ) 

DEPARTMENT/AGENCY ACTION: Advised .field to destroy or return nformation (information 
had béen uploaded into databases but had already been purged from databases; ; ' . 

,*DATE OF FINAL DISPOSITION: _ 

Hofmann-IOB-3574 



DECLASSIFIED BY 65179/DHH/PLJ/sdti 
ON 07-08-2010 

(U) 

•• m 

(U) 

ST//2 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
1 | FIELD OFFICE 
IOB MATTER 2007-2202 (U) 

As provided in|_ ]of the Attorney General's 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection (NSIG), effective October 31, 2003, a 
"field office shall notify FBI Headquarters [FBIHQ]' within ten 
working dav.s of the i n i t i a t i o n by the field of a| I 

I After receiving the notice front the field 
office, FBIHQ shall provide notice to the Office 'of Intelligence 
Policy and Review (OIPR) and to the Criminal Division. .OIPR 
shall then notify the Attorney Gênerai and Deputy Attorney . ' 
General. In addition, the FBI shail- notify and'provide OIPR and' 
the Criminal Division with a summary of the investigation" "at the 
end of éaçh.yeara full investigation continues." 

On- the Field Office 
] initiated a| _ 

of a U.S-. .Person-. No" electronic communication (EC) or Letterhead 
Memorandum (LHM) was submitted to -FBI HQ to provide .notice of the 
investigation to the Department of Justice Office of Intelligence 
Policy -Review (OIPR) . Similarly, no annual summary LHM issued on. 
the anniversary date'. Not until I "I more than 

Tafte-r the investigation had bèen initiated, werè. 
.these LHM.'s ' provided.. 

If OIPR's oversight ability-has been' "Substantially' 
impaired" by'an -error/ the FBI reports the error to the-IOB.' In 
this situation, no-notice was .provided to FBI HQ in order to-, ' • 
-notify OIPR of this "full investigation-. No other form of notice 
to the- Department of Justice was identified to mitigate this lack 
of notice. • In addition, no. LHMs .were submitted for the following 
year. Because.of this complete lack of notice, OIPR's oversight, 
-ability was .substantially impaired. " . - . 

b2 
b7E 

b2 
b7E 

.b2 -
b 7 E 

Hofmann-IOB-3513 . 



ALL INFORHATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI - CY Quarterly Report: t/iji 2ooy-

DATE OF INCIDENT: | | DATE OF REPORT TO IOBr / j J 2uCo*}> 
b2 
b7E 

DATE OF REPORT TO DEPARTMENT/AGENCY: August'27,2007. 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): ' ; 

POSSIBLE VIOLATION OF: . • . . -

STATUTE (United-States Code Citation) • . . 
FISA(SOU.S.C. 1801) ' .' 

• ' Other (U.S.C. citation: ' V ' 

EXECUTIVE ORDER 13333: ' ' . . - ' 
:_' Section 2.3 collection & dissemination öf USP info - . , • 

- Section 2.4 preamble: least intrusive collection . ; ° ' . " . ' • . 
Section 2.4(a) CIA electronic surveillance w/in US - . . •;; 

• Section 2.4(b) unconsented physical search w/in US • v ' . • - ' .. " 
' - 1 .Section 2.4(c) physical surveillance of USP w/in US • • • ' • : . ' 
_ ' Section 2.4(d) physical surveillance of USP abroad ." ' ' ' • • ' • ; . 

Section 2.5 AG approval w/in US or against USP abroad • • 
. Section 2.6 assistance to law enforcement -. ' • • .' • . • 

. ' - Section 2.7 contracting .. - • ,'. • '. 
. Section 2.9 undisclosed participation ' - " : -

' Section 2.10 human experimentation ' • ' , 
Section. 2.11 prohibition on assassination , . . ' ' • • 
Section 2.12 indirect participation . . . . j-,2 

' - b 7 E ' , AG Approved EO 12333 Guidelines (Guidelines name and section: 

" OTHER EXECUTIVE-ORDER (SPËCIFY) ' - • • ' . : 
- Creation of unauthorized SAP (EO 12958, as amended) . 

Other (EO. citation: ) 

. *' PRESIDENTIAL DIRECTIVE (SPECIFY) ' ' . ' ' 
! COVERT ACTION FINDING/MEMÔÎRANDUM OF NOTIFICATION. 

Other (Presidential Directive Citation: ' ' V 

DEPARTMENT/AGENCY ACTION: - • • ^ . 

*DATE OF FINAL DISPOSITION: - ' ' . 

Hofmann-IOB-3554 



DECLASSIFIED BY 65179/DHH/PLJ/kdb 
OH 07-07-2010 ' \ 

( U ) 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

| IFIELD OFFICE 
IOB MATTER 2007-3294 !U) 

During a 
U. Sx. person, 
Ito al 

li s sued an NSL under 

also requested^" 

•rfì.srinnsp tn rhe NSL, thët 

information f ro.m the 
onto ÀCS. 

T giil-i.QpmiAnf'l v 
j| produced a 

I L 

grafted an EC contailTTTig 
Thé EC was uploaded . 

b2 
b7E 

b2 
b 7 E 

(U) In this case, f 
J-n its NSL. f 

1 erred when it requested' 

the FBI to request such information.' |_ 
^does not allow 
]also erred_when , 

i t u n l o a d e d o n t o ACS. ove.r-produced information -from the 
Such uploading constitutes a Compounding OT à. 

third party error. 

(U) ]has. been instructed to redact from all 
document^ any over-produced" information from the £ 

I ]kas al s o been instructeçL±ja_j2ûnLari-_Lh£_ 
land ask whether the 

b2 
b 7 E 

should be returned or .destroyed,»' with appropriate documentation. -
.to the file. '. .•-'-'; ' . ' • : - - - . 

b 2 ' 
b 7 E 

•Hofmann-IOB-3461 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET • 

Name of Department or Agency: FBI CY Quarterly Report: Ljti* ZOa~J* 

DATE OF INCIDENT: I I DATE OF REPORT TO IOB:" I j ^ J10 o 2 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/19/2007 • 

' DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office); . b 2 

POSSIBLE VIOLATION OF: ' . . - .' b 7 E 

STATUTE (United States Code Citation) . ' 
FISA (50 U.S.C. 1801) 

X • Other (U.S.C.citation: _ J _ 

EXECUTIVE ORDER. 12333: • " • ' . . . '. 
Section 2.3 collection & dissemination of USP info ' .. \ 

: Section 2.4 preamble: least intrusive collection 
• Section 2.4(a) CIA electronic surveillance w/in US . 

- • • Section 2.4(b) unconsented physical search w/in US ... 
Section 2.4(c) physical surveillance of USP w/in US -

. Section 2.4(d) physical surveillance of USP abroad • 
• ^ Section 2.5 AG approval w/in US or against USP abroad. . ... 

: Section 2.6 assistance to law enforcement - •'" 
. •• Section 2.7 contracting . • ' 

• Section 2.9 undisclosed participation • . * - • . 
. Section 2.10 human experimentation . . . 

Section 2.11 prohibition on assassination 
_ Section 2.12 indirect participation-

AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY)'- • .'. • V .V -
_. ' Creation of unauthorized SAP (EO 12958, as amended) 
• i Other (EO citation: _ ) . - . ' ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) • ' • . 
- ' COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

Other (Presidential Directive citation: ) . , 

DEPARTMENT/AGENCYAGTION: •' - ..• 

•DATE OF FINAL DISPOSITION: ' 

Hofmainn-IOB-3556 



<u> 

DECLASSIFIED BY 65179/DIÛI/PLJ/sdb 
OU 07-08-2010 

INTELLIGENCE OVERSIGHT BOARD . (IOB) MATTER 
FIELD OFFICE 

IOB MATTER 2007-3301-J | (U) 

Ï 

(U) In this case, 
] in its .NSL.' .[ 

srred when it- requested [" 

the FBI to request such infprniation. 

• ' ' (Ü) 

3does not allow' 

las been instructèd to contact, the f 

aestroyed. 
J to., advise that the has been-

b2 
b7E 

/fs) During a of a" 
U.S^ person, I lissued' an NS-L. under | 
a | Ireouested 

also recrues ted 1 

r In response to . 
the NSL, the produced a-l 1 -

Upon discovering that a J had been ' • 
produced,| ¡destroyed the document. Idid not 

b2 
b7E 

- b 2 
b 7 E 

,b2 
b 7 E 



ALI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdto-

IOB SUMMARY SHEET 

Name of Department or Agency: FBI 

DATE OF INCIDENT: 

CY Quarterly Report t ß IQO-? 

DATE OF REPORT TO IOB: i / 3 ' / - ^ . 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/19/2007 

DATE REPORT .SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): . 

STATUTE (United States Code Citation) 
•- FISA (50 U.S.Ç. 1801) - . . ' • • 
X " Other (U.S.C. citation: J 

EXECUTIVE ORDER 12333; ' -
; Section 2.3 collection. & dissemination of USP info • • . . 

Section 2.4 preamble: least intrusive collection - ' ' 
, _ - Section 2.4(a) CIA electronic-surveillance w/in-US . . 

' Section 2.4(b) unconsented physical search w/in US 
' . Section 2.4(c) physical surveillancè of USP w/in US ,.-

Section 2.4(d) physical surveillance of USP abroad . • . 
. Section 2.5 AG approval w/in US .or against USP abroad • " " .-

1_ Section 2.6 assistance to law enforcement •. - - • ; 
• : Section 2.7 contracting • ' 

• Section 2,9 undisclosed participation ' 
j Section 2.10 human experimentation . 

- I,' Section 2.11 prohibition on assassination. ' .' 
• Section 2.12 indirect participation. • • . . - • 

AG Approved EO 12333 Guidelines (Guidelines name and section: • . ' • • ) 

POSSIBLE VIOLATION OF: 

OTHER EXECUTIVE ORDER (SPECIFY) - ' ' 
Creation of unauthorized SAP (ËO 12958, asamendec 
Other (EO citation: - ' - 1 . 

PRESIDENTIAL DIRECTIVE (SPECIFY) • " ' . ' . ' . 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation:- ) . ' 

DEPARTMENT/AGENCY ACTION: ' 

• *DATE OF FINAL DISPOSITION: 

Hofmann-IOB-3574 



(S ï 

[ S ) 

DATE: 07-08-2010 
CLASSIFIED BY 6 5 1 7 9 / D H H / P L J / s d b 
REASON: 1 . 4 (c) 
DECLASSIFY OH: 0 7 - 0 3 - 2 0 3 5 

ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b2 
blE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I IFIELD OFFICE 

• ' • IOB MATTER 2007-1358-N.SL (U.) • • 

The Federal Bureau of Investigation ("FBI") has 
determined that in conducting an| 

Field Office 1 | issued al 
xn response to" which the [ 1 returned records beyond the 

1 the' 
NSL 

parameters' of the request and the information was uploaded into a 
database. In this regard, on .or abouti I' ' 
opened an 
person" as that term is used inl I who is â "United States 

1 
I During the .course 

of thxs investigation, an NSL dated 06/21/2005 was issued-
pursuant to the • 
.provided I 

returned the reguested information, but, in.addition, 
} The information was • 

uploaded into an. FBI* database.. By EC-date.d 04/10./2007, this .' 
matter was reported as a potential I O B i ^ f . ' " 

. The IOB has instructed OGC to report matters in Which 
'information 
.database-:. OGl! further instructedf 

1 error is uploaded into a 

(oy . • • -

b l 
•b2 
b6 
b 7 C 
b 7 E 

b2 
b5 
b 7 E 

Hofmann-IOB-3492 



ALI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-07-2010 BY.65179/DHH/PLJ/sdU:' 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI OGC GY Quarterly Report: 2007 

DATE OF INCIDENT: 06/21/05 (issuance of NSL) DATE OF REPORT TO IOB: 13/30/6? V s / 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/10/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Do j, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF:' 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) ' • 

_X Other (U.S.C. citation 

EXECUTIVE ORDER 13333: • -
_ Section 2.3 collection & dissemination of USP info 

Section 2.4 preamble: least intrusive collection • ; '. . • 
- • Section 2.4(a) CIA electronic surveillance w/in US 
. _ Section 2.4(b) unconsented physical search w/in US . 

Section 2.4(c) physical surveillance of USP-w/iri US 
Section 2.4(d) physical surveillance of USP abroad • ' .'-..•-

• ' Section 2.5 AG approval w/in US or against USP abroad . " . • . ' 
' Section 2.6 assistance to law enforcement- .. . 

Section 2.7 contracting . • ' • ' . 
Section 2:9 undisclosed participation • ' 

- Section 2.10 human experimentation I . ' - ' . - ' ' 
Section 2.11 prohibition on assassination • . •. . 

.' Section--2.12-indirectparticipation . . . " ' , ' " 
AG Approved EO12333 Guidelines (Guidelines name and section:' : J 

OTHER EXECUTIVE ORDER (SPECIFY) : ' • . ' -
. ' Creation of unauthorized SAP (EO 12958, as amended) • . -'..-/ 

1 Other (EO citation: ) - ' • - . 

PRESIDENTIAL DIRECTIVE (SPECIFY) , • ' ' ' - -
„ 1 COVERT ACTION FINDING/MEMORAMDUM OF NOTMCATION - . . 

Other (Presidential Directive citation: 1 • •' '.'". ~ :.. 

DEPARTMENT/AGENCY ACTION: Advised field to purge database; destroy or retunj [naterial 

*DATE OF FINAL DISPOSITION: . . . 

Hofmann-IOB-3500 



DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON 07-08-2010 

(U) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
J FIELD OFFICE 

IOB MATTER 2007-1622-| | (U) 

b2 
b7E 

Purina an authorized I 
lof a U.S. person, | I sent two (2) NSLs to two 

1seekingf ' (2) 
information unger f 
.both-

In r e s p o n s e t o t h e NST.s 

whicninciuded information that was not reguested in the NSLs.. 
]subsequently .summarized the| in two 

ECs that were ùpl-oaded onto Automated Case Support (ACS) . 

b2 
b 7 E 

(U) In this case, an error was committed by ]when it 
b2 
b 7 E 

compounded the third party error by uploading, the over-produced 
information onto ACS.. ' • 

(U)'[ J has been instri jrfed tn n'prmanpriM v 
from ACS the ECs. summarizing the 
any-hard copies of the ECs. 
contact both f 

charge-oiit' 
and destroy 

las also been ingt-rnnteH 't-,o-
and ask whether the 

documentation to -the file. 
]should be returned or destroyed, with appropriate 

b 2 
b7E 

Hofmann-IOB-3561 



ALI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdto-

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: l ^ x 

DATE OF REPORT TO IOB: I fö/lCÖg DATE OF INCIDENT: 
DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): b 2 

' ' b 7 E 
POSSIBLE VIOLATION OF: -

. STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

_X Other (U.S.C. citation: £ 

.EXECUTIVE ORDER 12333: • . ' 
Section2.3 collection&dissemination.ofUSP,info. , -
Section 2.4 preamble: least-intrusive collection .. t • ' 

.L Section 2.4(a) CIA electronic surveillance w/in US - . 
. Section 2.4(b) unconsented physical search w/in US . . 

Section 2.4(c) physical surveillance ofUSP w/in US 
• . - Section 2.4(d) physical surveillanceofUSP abroad 

- Section 2.5 AG approval w/in US or against USP abroad 
. Section 2.6 assistance.to law enforcement , '.'• -. • . 

Section 2.7 contracting . ' 
Section 2.9 undisclosed participation • 

- . ' Section 2.10 human experimentation' ' - : . -
; Section.2.11 prohibition on assassination • ; 

. Section 2.12 indirect participation . ; ' . . 
. ' AG Approved EO 12333 Guidelines (Guidelines,name and section: .") 

OTHER EXECUTIVE ORDER (SPECIFY) • • - '.' 
Creation i>f unauthorized'SAp.(EO 12958,.as amended).- *."••' / 

' Other (EO citation: ) - • ; ; . ' -

PjmSffiENTlAL DIRECTIVE (SPECIFY)- ' : ' ' - . . - . . .• 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION ' s . 

- • Other (Presidential Directive citation: V . - ' ' . . " . 

DEPARTMENT/AGENCY.ACTlpN: '."" - - / . .V . 

•DATE OF FINAL DISPOSITION: - . . ' - . . . . - " ' ' ' 

Hofmann-IOB-3574 



DATE: 0 7 - 0 8 - 2 0 1 0 
CLASSIFIED BY 6 5 1 7 9 / D M H / P L J / s d b 
REASON: 1 . 4 ( c ) 
DECLASSIFY ON: 0 7 - 0 8 - 2 0 3 5 

S T / / 

ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD.. (IOB) MATTER 
I HFIELD OFFICE 

IOB MATTER 2007-1775-NSL (U) 

The Federal Bureau o.f Investigation ("FBI") has, 
determined that in- conducting an 

. / ( S ) 

thé 1Field Office f 1 issued an NSL 
for a 

1 
in response to which 
period of time beyond the time period requested and the 
information "was uploaded into a database. In this regard, 
or about linitiated[ 1 : 

on 

term is naari -in I 
I w h o i s a " U n i t e d S t a t e s p e r s o n " a s t h a t 

to investigate information or 
allegations of involvement in terrorism activities'. During -
the- course of this investigation, an NSL dated 11/24/20.03 was 
issued p u r s u a n t t o t h s I 

[ fori 
Jreturned information responsive to the, request b.ut, in 

doing so, provided thè information via a[ 
post-dated the NSL time frame, whichl I also included 

which post-dated the 
NSL time frame.- The information was uploaded into a datábase. 
By EC dated 04/09/2007, the potential IOB violation was ' 
reported. | jsince has destroyed the information," and-
it represents that it is- in the process of purging the 
database of the information,^^ - • >.- . 

i n a t - . r i i n t - s H OGC trV r e n n r t m a t t e r s i n 
error is'. 

ha, s . The IOB 
which information 
uploaded into a database. 
reported to the.TOB.(U.) 

•b 
'b. 
^ b 
b 

. b 

b2 .-
b7E 

Thus, this- situation -is being. 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb 

IOB SUMMARY SHEET 
L/&-

Name of Department or Agency: FBIOGC CY Quarterly Report: 2007 

DATE OF INCIDENT: 11/24/03 (issuance of NSL) DATE OF REPORT TO IOB:12ÖO/07 / / ^ / ¿ o c - 3 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/07 . . . 

. DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): ' 

POSSIBLE VIOLATION OF: ' 

STATUTE (United States Code Citation) . EISA (50 U.S.C. 1801) 
X Other (U.S.C. citation: , . ~ 

- EXECUTIVE ORDER 13333: • ' " . ' • ' 
1_ ' Section 2.3 collection & dissemination of USP info . 

; Section 2.4 preamble: least intrusive collection : ' • -
' ; Section 2.4(a) CIA electronic surveillance Win US • .. 

Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance ofUSPw/in US '. 

. Section 2.4(d) physical surveillance of USP abroad - • ' 
Section 2.5 AG approval w/in.US or against-USP abroad 

• Section 2.6 assistance to law enforcement . . 
. • - ' . "Section 2.7.contracting. . • - ' -

, Section 2.9 undisclosed participation ' • -
. Section 2.10'human experimentation. * 

:.' Section 2.11 prohibition on assassination • ' ' ' •' 
, .. Section 2.12 indirect participation . . . -. 

; AG Approved EO 12333 Guidelines (Guidelines name and section:- . . ) -

OTHER EXECUTIVE ORDER (SPECIFY). ' V ' | ' 
• Creation of unauthorized SAP (EO 12958, as amended) .. • ' '. , ' 

; . . _ Other (EO citation: • • 1 • • . . ." . 7 . 

. PRESIDENTIAL DIRECTIVE (SPECIFY)' ' -
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION . % 

- • Other (Presidential Directive citation: ) " . . 

' . DEPARTMENT/AGENCY ACTION: Advised field to purge database; material already destroyed. 

'.'•-' *DATE OF FINAL DISPOSITION: - ' ' • - . . . ' . 

Hofmann-IOB-3564 



( S ) 

DATE: 07-08-2010 
CLASSIFIED BY 65179/DHH/PLJ/sdb 
REASON: 1 . 4 (c) 
DECLASSIFY ON: 07-08-2035 

ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED EXCfPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I IFIELD OFFICE . 

IOB MATTER 2007-1151-NSL (U) 

The Federal Bureau of' Investigation ("FBI") has 
etermined that m conducting an 

the Field Office | 

( S ) 

. b 2 
b7E 

|issued a 
|NSL • in response to which [ returned records 

beyond the parameters of the request and the information was 
uploaded into a database. . In this regard, on or about. 

]opened 

(S) 

an 
j who is a "United States person" as that term is. used in 

3 .During the course of this investigation, NSLs 

b l 
h 2 • 
b 6 
b7C 
b7E 

dated 01/18/2003 .and 01/31/2007 were issued in this case 
pursuant to the I 

for f 
isted returned the *requested information, but,, in addition, -provided 

billing information, as well -. as I 1 
predating the NSL time-franie, which information was beyond the 
scope of the requests. .The informatioh. was uploaded into 
! I By EC dated 04/.09/2007, as well as ' 
subsequent émail traffic,' these'matters have been reported-as 
potential. IOBs. The information has been sequestered. [_ 
has been ̂ advised to destroy or return-the information to the 
carrier. 

J 

The IOB- has instructed. OGÇ to .report -matters in. 
which information! I error is 
uploaded into a database. Thus, this situation is being-
reported to the IOB. CU)1 - ' * • - - - * 

b 2 
b 7 E 

Hofmann-IOB-3551 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/FLJ/sdb 

IOB SUMMARY SHEET 
c(k 

Name of Department or Agency. FBIOGC. CY Quarterly Report: 2007 

DATE OF INCIDENT: 01/31/07 (issuance of NSL) . DATE OF REPORT TO IOB: 1206/07 ' / W 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): • 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
• FISA (50 U.S.C. 1801) 8011 

tlon< 1 X Other (U.S.C. citation: 

EXECUTIVE ORDER 13333: ' 
Section 2.3 collection & dissemination of USP info 

' Section 2.4 preamble: least intrusive collection 
\ Section 2.4(a) CIA electronic surveillance w/inUS 

Section 2.4(b) unconsented physical search w/in US ' 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance ofUSP abroad 
Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance .to law. enforcement -

¡_ Section 2/7 contracting 
Section 2.9 undisclosed participation .-' ' , 

. L - Section 2.10 human experimentation, 1 - • . 
Section 2.11 prohibition on assassination . • 
Section 2.12 indirect participation-. - ' 

; • AG Approved EO12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY)- • 
Creation of unauthorized SAP (EO 1.2958, as amended) -. ' :•' 
Other (EO citatibn: J - , 

PRESIDENTIAL DIRECTIVE-(SPECIFY)- ' -
COVERT ACTION FINDING/MEMORANDUM OE NOTIFICATION 
Other (Presidential Directive citation: ' ) - \ 

DEPARTMENT/AGENCY ACTION: Advised field to purge database; return or destro^ 

*DATE OF FINAL DISPOSITION: 

naterial 

Hofmann-IOB-3566 



SSIFIED BY 65179/DMH/PIiJ/sdb 
7-08-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE 

IOB MATTER 2007-83lf | (U) 

^fft^ During an authorized!"" 
of a U.S. person 71* 

Letter (WsTTto al 
~1 sent a National Security 

Isppkinnl 

[requested "the names aiid addresses of all financial 

response t-.o t-.he isrff 

reaueat-.pfi m t-.hft' 

I - C n 
~ the produced a 
which .inciuaea mrormation tnat was not 

I |subsequently referenced the' JTSL. L 
J in si six documents, noting that the [ 

(U) In this- case, an error was committed by 
compounded the third party error by uploading onto ACS 
information regarding, the 

when it 

(U) ha.s been instructed to r.haraa-nwt-/ from AC.S the 
ECs that mention the 
portions-that-reference the' issue.. [ 
instructed to contact the.l 
the[ " - L 

and redact the 
]has also- been 

J-and ask whether 

appropriate documentation to the file.-
should be returned or destroyed, with 

b2 
b 7 E 

b2 • 
b7E 

b2 
'b7E 

b2 
b 7 E 

Hofmann-IOB-3567 



ALI INFORMATION CONTAINED 
HEREIN' IS UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name ofDepartment or Agency: FBI CY Quarterly Report: 1 0 0 ^ 

DATE OF REPORT TO IOB: I j ^ j z O O "3 DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/08/2007 

DATE REPORT SUBMITTED TO "OTHER ENTITY (i.e.,DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF:' • • ' 

STATUTE (United States Code Citation) • 
' FISA (50 U.S.C. 1801) 

\>2 
b7E 

J Ç Other (U.S.C. citation: _ 

• EXECUTIVE ORDER 12333: . ' . - ' : • 
Section 2.3 collection & dissemination of USP info ' . ' . -

_!___ Section 2.4 preamble: ieast intrusive collection 
Section.2.4(a) CIA electronic surveillance w/inUS •• . 

' Section .2.4(B)-unconsented physical search w/in US ' ' - . . * - . ' 
Section 2.4(c)-physical surveillance of USP w/in US" ' 

^ Section 2.4(d) 'physical surveillance of USP. abroad • . - . - . - • 
i Section 2.5 AG approval w/in US or against USP abroad . ' -

Section 2.6 assistance to law enforcement 
Section 2.7 contracting . , • 
Section2.9undisclosed-participation . ' 
Section 2.10 human experimentation •• 
Section 2.11 prohibition on assassination ' • 

. Section 2.12 indirect participation 
' j AG ApprovedEO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) * ; ' •--
Creation of unauthorized SAP (EO 12958, as amended) ' - . " ' . ' 

' . . ' Other (EO citation: ! '. ' ) -;••-, • ; ; . , ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) .. " ' ' * --
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

- Other (Presidential Directive-citation: J ' . . 

DEPARTMENT/AGENCY ACTION: 

*DATE OF .FINAL DISPOSITION: , " . ' 

Hofmann-IOB-3475 



DECLASSIFIED BY 65179/DHH/PLJ/scIb 
OH -07-07-2010 

(U) 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER. 

] F I E L D OFFICE 
IOB MATTER 2007-938f | (U) . 

~7 During an authorized 
of a U.S. person,[ 

•Letter (NSL) to à f 
Jsent a National Security' 
""> seeking I I • * 

r II I 
requested f 

information that 
subsequently summarized the[ 
uploaded onto ACS. 

I in response to the NSL, the| ' | 
produced a I I which included 
was not requested in the NSL.' 

1 in an EC that Was. 

• (U) In .this case; an error was committed -by | when it. 
compounded the third party error-by uploading the'over-produced 
information .onto AGS.' . ' ' . ' -

(U) has been instructed to permanently charge-out 
from ACS .the EC summarizing the J |.and, destroy any-
hard copies of thé EG 
contact the]" 

il 

1 has 'also been instructed to 
and ask whether the consumer 

report should -be returned or destroyed, with appropriate • 
documentation to the file. 

b2 
b7E 

h 2 
b 7 E 

to 2 
to IE 

b2 • 
b 7 E 

Hofmarin-IOB-3569 



ALI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdto-

IOB SUMMARY SHEET 

Name of Department or Agency: FBI 

DATE OF INCIDENT: 11/09/2004 • 

CY Quarterly Report: Ljih- ¿&0> 

DATE OF REPORT TO IOB: I ¡2>< jZO<0¥ 

DATE OF REPORT TO DEPARTMENT/AGENCY: | 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil'Liberties Office): 

POSSIBLE VIOLATION OF:. 

STATUTE (United States Code Citation) 
. FISA (50 U.S.C. 1801) ' ' 

X Other (U.S.C. citation: J I ) 

.EXECUTIVE ORDER 12333: \ 
- ' Section 2.3 collectiori & dissemination of USP info; • 

Section 2.4 preamble: least intrusive collection , . • 
Section 2.4(a) CIA electronic surveillance'w/in US-

'. • Section 2.4(b) unconsented physical search w/in US 
. Section'2.4(c) physical surveillance of USP w/in U S - . ' . 

' Section 2.4(d) physical surveillance of USP abroad • • 
Section 2.5 AG approval w/in US-oc against USP abroad . \ _ 

• Section 2.6-assistance to law enforcement. " ' 
• Section 2.7 contracting ' , . 
- . . Section 2.9 undisclosed participation • • 

^ Section 2.10. human experimentation ' . ' " ' . . . • • 
Section 2.1.1' prohibition on assassination ;' ' ' ' • 

. i Section 2.12 indirect participation 
AG Approved EO 12333-Guidelines (Guidelines name and section:: ' • 

' > '« * * 

OTHER EXECUTIVE ORDER. (SPECIFY) ' ' ' • ' ' 
• Creation of unauthorized'SAP (EO 12958, as amended) ' ' 

.• . Other (EO citatioii: 1 • 

' PRESIDENTIAL DIRECTIVE (SPECIFY) v- , •' • 
•.,' COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION' 

_____' Other (Presidential Directive citation: • ' ) . 

DEPARTMENT/AGENCY ACTION: ; ' •' ' 

•DATE OF FINAL DISPOSITION: ' ' 

Hofmann-IOB-3574 



DECLASSIFIED BY 6S179/DHH/PLJ/sdb 
OH 07-08-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

(U) 
JFIELD OFFICE 

IOB MATTER 2 0 0 7 - 1 5 6 5 

During a 
of a TJ.S. person, f 

l f c o a 

(U) 

b2 
b7E 

31 i s s u e 
a 

a n NAT. n n r W 
reouested 

•produced 
.requested by the NSL. I 

I In response to the NSL; the 
data that was'not 

•b2 
b 7 E 

] summarized the credit check. .. 

J when 

data in a.n EC, which was uploaded onto ACS. 

(U) . In this case, an error was committed by 
it uploaded' the over-produced information onto ACS." 

(U) I ihas been instructed to charge-out- of ACS . 
immediately and permanently the -EC containing thej ~1 
data. It. has also been instructed to destroy the hard copy of . 
the EC in thé investigative" file,'. Finally,! |has been 
instructed to- -côntact thè and ask whether-
the | l.data should be returned or destroyed, with 
appropriate documentation to thé file. -.'•'"-. ' 

b2 
b 7 E 

b2 
, b 7 E 

Hofmann-IOB-3571 



ALI INFORMATION CONTAINED 
HEREIN' IS UNCLASSIFIED 
DATE 07-07-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET " 

Name of Department or Agency: FBI CY Quarterly Report: z o o ^ -

DATE OF REPORT TO IOB: I / ^ ' / 7 - 0 0 " 7 DATE OF INCIDENT: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/23/2007 ' 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): - ' • - . - b 2 

. ' - . ' ~ .• b7E 
POSSIBLE.VIOLATION OF: ' 

STATUTE (United States Code Citation) • • ' " 
FISA(50U.S.C. 1801") ' 

X Other (U.S.C. citation: I [ 

EXECUTIVE ORDER 12333; 
¡_ Section 2.3 collection & disseminatipn of USP info ' 

Section 2.4 preamble: least intrusive collection ' 
' • . Section 2.4(a) CIA electronic surveillance w/in ÙS . , 

Section 2.4(b) unconsented physical search w/in US 
' Section-2.4(c) physical surveillance of USPw/in'US 

Section 2.4(d) physical surveillance of USP abroad 
\ Section 2.5 AQ approval w/in US or against USP abroad -

1 Section 2*6 assistance to law enforcement ' 
Section 2.7 contracting - . . . 

- Section 2.9 undisclosed participation . ' • * ' • ' 
Section 2.10 human experimentation , • . ' . . . - , 
Section 2.11 prohibition on assassination 

. Section 2.12.indirect participation . .. , 
. .- ' • AG Approved ÉO 12333 Guidelines-(Guideiines name and section; 

OTHER EXECUTIVE ORDER-(SPECÎFY) ' - • | ' . 
• j Creation of unauthorized SAP (EO 12958,. as amended) 

-OtherŒO citation: . . . 1 . - " . . . 

- ' PRESIDENTIAL DIRECTIVE (SPECIFY) • 
' -. • ' . COVERT ACTION FINDING/MEMORANDUM OF-NOTIFICATION' 

Other (Presidential Directive citation: V • ' 

DEPARTMENT/AGENCY ACTION: -, \ " - ' ' ' 

*DATE. OF FINAL-DISPOSITION: 

Hofmann-IOB-3475 



(U) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
|FIELD OFFTCF 

IOB MATTERS 2007-1538-1 I AND 
2 0 0 7 - 1 5 3 9 4 I (U) 

During a 
person,| 

• to two re§oec^HEei 
requested 

I i e o i ' i o ^ t - i . r^ TvTGT.o 

(U) In this case', an error was committed by|~ 
it requested account "numbers in its'NSLs.' [ 

<?£ a 

]when 

does not. allow the FBI-to request such information^ 

(U) has been instructed, to redact from a. 
documents any account numbers that it "received due to the 
NSL'. " •" • • . • • • ' • . . , ' . • / " . ; . ' . • " 

to 2 
b 7 E 

b2 
b 7 E 

b2 
,b7E 

: b 2 
b 7 E 

• DECLASSIFIED. BY 6 5 1 7 9 / D H H / P L J / s d b 
O N . 0 7 - 0 8 ^ 2 0 1 0 



ALI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DMH/PLJ/sdto-

IOB SUMMARY SHEET 

Name of Department or Agency: FBI CY Quarterly Report: Cj ZQO'T-

DATE OF INCIDENT: DATE OF REPORT TO IOB: ( / "3'-/ 10°% 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/24/2007-

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: ' ' ' 

STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) 

-X Other (U.S.C, citation: 

EXECUTIVE ORDER 12333: ' .. . . . 
Section 2.3 collection & dissemination of USP info ' - • ' ' ' 
Section 2.4 preamble: least intrusive collection , ' ' . ; . 

: • Section 2.4(a)CIA electronic surveillance w/in US ;* ' . 
^ Section 2.4(b) unconsented physical search-w/in US . • : . 

; Section 2.4(c) physical surveillance of USP w/jn US * - ! • • 
' _ Section 2.4(d) physical surveillance of USP abroad - .' . • . • . ' 

•* Section 2.5 AG approval w/in US or against. USP abroad- , • ' . . 
• Section 2.6 assistance to law enforcement ' . ' ' - . ' •'. ' ' 

', Section2.7 contracting . • ',* - " . -
- Section.2.9 undisclosed participation . . ; ' • 

Section2.10-hurpanexperimentation ' ' ' . . . . . :'.'',.' " ' 
Section 2.11 prohibition oh assassination .. - . ' ' ; 
Section 2.12-indirect participation • ' ' , ' . • . 

. _ . AG Approved EO 12333 Guidelines (Guidelines name and section:- - •.") 

' ' OTHER EXECUTIVE ORDER (SPECIFY) • " . ' ' 
Creation of unauthorized SAP (EO 12958, as amended)' 

" Other (EO citation: ) . . - •, . ' 

' PRESIDENTIAL DIRECTIVE (SPECIFY) ' . ' • -". 
. . COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION . . . 

- Other (Presidential Directive citation: )•. - ' . ••' 

DEPARTMENT/AGENCY ACTION: ' ' ; '' 

•DATE OF FINAL DISPOSITION: . ' . 

Hofmann-IOB-3574 



DECLASSIFIED BY 65179/DHH/PLJ/kdb 
OH 07-07-2010 ' \ 

(U) 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I IFTRTiD OFFICE . 
IOB MATTER 2007-1548 (U) 

During a 
of a U.S. 

I t o a I h .q.qii>ad an NSL underl 
I I l r p rn ip s t -p f i 

I In response to the NSL, the | 
1 produced credit check data that was not requested by the 

]subsequently inserted a small amount of the. NSL. 
credit check' data into a closing letterhead memorandum (LHM), . 
•which was uploaded onto ACS.' / 

(U). In this case, an error was committed b y d 
it uploaded the over-produced information on,to ACS 

Twhe: en 

b2 
b7E 

b 2 
"b7E 

' b 2 
• v b 7 E 

. - ' ( U M 
out the LHM from ACS and redact the_ 
the ACS and investigative file copies. • | 
instructed to contact thé 
the [ 

]has .been instructed to immediately charge-. 
data from both 

has'also been 
land ask whether 

data should be returned or destroyed, with 
-appropriate documentation to' the-file 

b2 
"b7E 

•Hofmann-IOB-3461 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-08-2010 BY 65179/DHH/PLJ/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI 

DATE OF INCIDENT: 

CY Quarterly Report: Z OCr=h 

DATE OF REPORT TO IOB: I j 1,1 j %Oo% 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, .Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
. FISA (50U.S.C. 1801) • 

X Other fU.S.C. citation: ) 

EXECUTIVE ORDER 12333: 
_ Section 2.3 collection & dissemination of USP info . ' 
• Section 2.4 preamble: least intrusive collection 

Section 2.4(a) CIA electronic survëillarice w/in US 
: 11- Section 2.4(b) unconsented physical search w/in US 

Section 2.4(c) physical surveillance of USP w/in US . ; ' 
Section 2.4(d) physical surveillance of USP abroad-

' Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement. 
Section 2.7 contracting s 

Section 2.9 undisclosed participation ' ' 
Section 2.10 humanexperimentation 

- Section2.11 prohibitionon'assassination 
- Section 2.12 indirect participation • • • " 

' AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDÈR (SPECIFY) ' :• ' ' ! - -, . , 
- Creation of unauthorized SAP (EO 12958, as amended), 

Other (EO citation: V . V •; ' 

PRESIDENTIAL DIRECTIVE (SPECIFY), - ' • V 

*DATE OF FINAL DISPOSITION: 

Hofmann-IÖB-3576 


