(bX1)

(b)(2)

®G)

(b)(4)

(B)(3)

(b)(®)
(bX7)

(bX(3)

(b)(9)

(d)3)

M)

()1

®)(2)

®)3)

(k)4

(k)5)

(k)(6)

(k)7

EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency; :

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of aright to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, { E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related 1o examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiléd in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
poticy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/heridentity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
refease of which would compromise the testing or examination process;

materia] used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the matetial pursuant to a promise that his/her identity would be held in confidence.
FBI/DOI
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INTELLIG HT BOARD (IOB) MATTER

FIELD QFFICE
IOB MATTER 2007-1554- (U}

of a U.S. person,| |issued an NSI under|

‘ | In response to the NSL, the |

produced a copy of the target’ with non-responsive
|§Ortlons redacted. The information that the | ]

‘“and place the redacted version in the investigative file. -

intended to redact, howevér, remained leglble. | |

summarized -the 1nclud1ng gome' of the non- :
responsive information that was intended to be redacted, in an -
EC. 'The EC was subsequently uploaded onto ACS. O C

(U) In this case, an error was committed byl lwhen
it uploaded the over- produced 1nforrnata.on onto AC’S

i Since realizing the over- productlen and uploadlng, E::]

<
v .

has removed the orlglnalr : |from the "

Investigative file and has replaced it with a copy containing @ . .
illegible redactions. Ihas also removed-the EC:. . "
summarizing the Tom the investigative file and has

. permanently charged it out of ACS. F:Lnally,l has.

sequestered the fand the EC w1th its Chief D1v1s:.on
Counsel (CDC) . " — LI i R «‘.-‘., .

(U) Ihas been adv1sed that it may redact the. h
‘over-produced information from the EC summarizing the NSL :’esults

. h 4 cted to then destroy the un- -redacted’
- version.: has also been instructéd to contact the

credit treporting agency and ask whether the. 1mproperly redacted
credit report should be returned or destroyed, w1th approprlate
documentatlcsn to the file. . . .

- .Hofmann-IOB-3461
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S« +ALL INFORMATION CONTAINED
HEREIN I5 UNCLASSIFIED
DATE 07-07-2010 BY 6S179/DHH/PLJ/sdb

IOB SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report: Lfh—t00%F
DATE OF INCIDENT: [ DATE OF REPORTTO I0B: | / 3fwos -

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/16/2007

DATE REPORT SUBMITTED TO OTI-IEB ENTI’fY (i.e., DoJ, Congress, Civi} Liberties Off;qe): b2

POSSIBLE VIOLATION OF: o S
STATUTE (United States Cod'e Citation) . R | B o . R o ’

__._ FISA(50US.C. 1301) , e
X __ Other (US.C. citation: i | )

* EXECUTIVE ORDER 12333: S DN - Y
Section 2.3 collection & dissemination of USP mfo . ' i
Section 2.4 preamble; least infrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in Us
Section 2 .4(d) physical surveillance of USP abroad ) . T
Section 2.5 AG approval w/in US or against USP abroad ' - T T I :
Section 2.6 assistance to law enforcement . . ) oo
Section 2.7 contracting . . ‘ . )
Section 2.9 indisclosed participation =~ . . . L . ool
Section 2.10 human experimentation - =~ . e ea P
Section 2.11 prohibition on assassmanon '

Section 2,12 indirect participation. - ' P o
AG Approved EO 12333 Gmdelmes (Guldelmes name and sectton - )

.I‘Iﬁ.l [T I"I 1]

' 'OTHER EXECUTIVE ORDER (SPECIFY) "
" Creation of unauthorized SAP (EQ 12958, as amended) ‘
Other (EO citation: ._______) o ) ‘ S

. PRESIDENTIAL DIRECTIVE (SPECIFY) . <
COVERT ACTION FINDING/MEMORANDUM OF NOTIF ICATION . s :
‘Other (Presidential Directive citation: ) . . - « . : !

I

[l

DEPARTMENT/AGENCY ACTION:

*DATE OF FINAL DISPOSITION: ’

. (qumann~IOB-3462
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 INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

TELD O
TOB MATTER 2007-1834 |(c)

>§ During al

of a

U.5. pexrson,
under the

ecurity Letter  (NSI)
to al

i J]

|
Inot requested :in the] just. | 1
ngpagggently issued| L
NSTs with{ {from the to
a0 | respectively. BErso— .
. upIoaded the| [NSLS onto ACS. - L
. (U) In this case,| kompounded the thlrd party error
. by -uploading and ggggg_;g;_inxggzlggtlve purposes, the )
t]from the , oo

to the flle

ask whether the original |_

. (U}I has been 1nstructed to contact thel .. -
'| Iand
i a € returned or d?stroyed with appropriate documentation,

of th

has been informed that: it may keep. a copy
prov1ded that all over-produced .

information is redacted.

(U) As . for the

55355221_;ha;_ft nay keep the documents froj
' If |had issued the
~ WouL

has been ..

NSIr productlons,

Furthermore, the |

ave rgceived the same information.
m— C____ 1

before they .received the) JNSLs. The FBI has concluded,

--therefore, - that
.obtaln the same 1nformatlnn that it currently has.- [

need not re-issue redundant NSLs. to .

v

, l-lo.fmann-IOB-3‘<16_3~ :

- b7E

s +BIE

b2

NSLs without tl‘ie .b7E

b2
b7E‘.

b2

B2

k2.
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ALL INFOPMATION CONTAINED -
HEREIN IS UNCLASSIFIED >
DATE D7-07-2010 BY 6S179/DMH/PLJ/sdb ’

I0B SUMMARY SHEET

Name of Department or Agency: FBI CY Quarterly Report: L}LL 1007
DATE OF INCIDENT: 1 DATE OF REPORT TOI0B: {/¥//1.00%

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/16/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (L., DoJ, Congréss, Civil Libertes Office):

POSSIBLE VIOLATION OF: '
STATUTE (United States Code Cltatmn)

FISA (50U S.C. 1801) : .
X__ Other (U:S.C. citation: | IR

|

EXECUTIVE ORDER 12333:
Section2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection -
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Sectxon 2.4(d) physical surveillance.of USP abroad . .
- Section 2.5 AG approval wfin US or-against USPabroad : °~ -
. Section 2.6 assistance to law enforcement UL
" Section 2.7 contracting .
Section 2.9 undisclosed pamoxpat:on
‘Section 2.10 human experimentation,
Section 2.11 prohibitiori on-assassination
Section 2.12 indirect participation . ’ A
AG Approved EO 12333 Guidelines (Gulde[mes name and sectlon S D

lflf‘:lflv I'l' i'}l‘ I J,'I i

o OTHEREXECUTIVE ORDER(SPECEFY) = - - ° o e
: Creation of unauthorized SAP (EO 2958, 25 amended) . )
Otlier (EO-citation: ) -

‘ PRESIDENTIAL DIRECT IVE (SPECIFY).
COVERTACTIONFH‘IDR\IG/MEMORANDUM OF NO'I'IFICATION e
_ Other’ (Presxdentlal Du‘ectwe cxtatnon _______) . o
DEPARTMENT/AGENCY ACTION '

'*DATE. OF FINAL DISPOSITION: .

Hofmanri-IOB-3464
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- .- _FBIHQ first learned of 'th

‘with the aextension statement "w:.thln ten working days

. . N Tow
PAS :

DECLASSIFIED BY 65179/DHH/PLJ/sdb
ON 07-07-2010 .
N SECH :4@.‘». =4
(). INTELLIGENC T BOARD (IOB) MATTER
A FIELD OFFICE

"I0B MATTER 2007-2072(U)

E>< Thel |D3.v1s:.onl of the
Federal ureau of Investigation (FBI) reported a possible

Intell:l.gence 0ver51ght Board (IOB) violation involving failure to
notice (EC) or an extension of aj

rovi I
’ beyond one year letterhead orandum {LE
ﬁmw IS nersan onl 1 ]
on a
: who 1s a, presumed United States person..

was. extended ‘beyond one year

As provided :LrL fof The Attornex'

. Genefal'?glelln s for FBI National Security Investigations.and .

Forei Intelligenice Collection (NSIG), a "field office.shall - -
.hotify ¥BI Headquarters within ten working days of the 1n1t1at10n
. * by the field of a[ |-
- -Additioenally, if a |is -extended beyond
" an J.n:.t:l.al ‘onezyear period, the FBI shall- 'netify and prov:.ge OIPR
of the

‘transmittal of the’ approv office.™ NSIiG,

. on when
provided.notice that it intended to close the :
‘Because this notification was }

investigation.

.rev:.ew of thlS 1nvest3.gatlon.

.

Hofmann-IOB-3465

jdid
not submit an EC or LM notlfylng FBIHQ of the inL 1at10n of thig

. 'g'FBIHQ and DOJ” wére unable to.provide meam.ngful overs:.ght: and ;":

b2

* b7E

‘b2
. bTE

" b2

. BTE
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- # alw TNFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-07-2010 BY 65179/DMH/PLJ/sdb

IOB SUMMARY SHEET ,
._ Yt
Name of Department or Agency: FBI CY Quarterly Report: 2007 s
DATE OF INCIDENT: DATE OF REPORT TO 108! 13l /1od b7E

DATE OF REPORT TO DEPARTMENTIAGBNCY July9,2007
" DATE REPORT. SUBMITTEID TO OTHER ENTITY (1 e., Dol, Congress, Civil Liberfies Office)
. POSSIBLE VIOLATION OF: R 0
‘ STATUTE (United States Code Cltatlon)

FISA (80 U.S.C. 1801) —
Other (U.S.C. cltatlon ) P

2

EXECUTIVE ORDER 13333:
Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2,4(a) CIA electronic surveillance w/in US 5 . S v
Section 2.4(b).unconsented physical seatch w/in US - o . v
Section 2.4(c) physical surveiilance of USP w/in US . S .
Section 2.4(d) physical surveillance-of USP abroad oo
" Section 2.5-AG approval w/in US or against USP abroad - ' e :
Section 2.6 assistance to law enforcement . .
“Section 2.7 contracting L e R .
. Section 2.9 undisclosed partlclpatlon S o T, P S “
Section 2,10 human experimentation. . T ‘ o R
Section 2.11 prohibition on assassination - : ’ . e e T S
Section 2.12.indirect participation. - ' ! . b2
AG Approved EO 12333 Gundelmes (Gmdelmesname and sectlonEL IR b7E

LN

|.><|.'.l | 'l, | ‘I. I1] I":l {1

OTHER BXECUT[VE ORDER (SPBCIFY) .
" Création of unauthorized SAP (EO 12958 as amended)

Other (EO citation: ) . . . " el -

PRESIDENTIALDIRECTIVE (SPECIFY) . )
P COVERT ACTION FINDH\IG/MEMORANDUM OF NOT!FICATION s
" Other (Presidential Dlrectlve citation: ) ol

|<l

. N k2
DEPARTMENTIAGBNCY ACTION: Matter mvotve fan]ure to prov:de LHM durmg pendency ol Closir}g‘ LT bIE
LHM provnded No further action to be taken ) S T e

© *DATEOFFINALDISPOSITION: *"~ . .~ <. = . . .o .

Hofmann-I0OB-3466 ‘
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& ««DECLASSIFIED BY 6517S/DMH/PLJ/sdb

ON 07-07-2010 -
MM . ‘

tU?ﬁ; INTELLIGENCE OVERSIGHT BOARD MATTER < b2
IVISION . ' b7E
I0] '~3054NSL  (U) - . o ' Co.
;}*5/ On_07/13/2007 the Federal Bureau of Investigation
(FBI ~ Division | reported a potential - b2
Intelligence Oversight Board TIOB) violation involving the late . b7E
{uy - notification of to - .
- '- : OIPR.- ) ) L ". . ) . . . . . '.. '. T
"on| opened a on a U-S.
person target. The| land the SAC- extended C.
N | Subsequently, | was _granted’ an . b2
additional ‘six-mo ion from FBIHQ: On the = P7E
;. . e was closed. . id not submit notification of the. -
o "[ffjinitiation to arpment of Justice Office of Intelligepce -
“£IIj~“ Policy Review (OIPR) Unti; ‘more than . Vo
As prov1ded in __]of _tg_Ai:_t____zMgn.e.:g;_ L

L . Guid€lines for FBI National Security Investigations and Forel n. e
: Intelligence Collectlon (NSIG).,  effective 10/31/20073 (NSIGY, . a =~ . . .-
o "field office shall notify FBI Headquarters [FBIHQ] within ten . L
working. days of "the initiation by :the field ‘of a ], .b2.
- | After receiving. the notice-from the field- ~-“??E
" “office, FBIHQ shall provide notice to the Office of Intelllgence
J Policy and Review. (OIPR).and to the ‘Criminal D1v151on QIPR
) t[I} shall then not;fy the AttOrney General and Deputy Attorney

General ) .
) *:Z§§:;The FBI reports that fallure té notlfy OIPR of the SE b2 e
1nvest1ga ion in a timely mannér "substantially lmpalred" thelr,; b7E"
. oversight of this case." Here, notification to OIPR of the ST
- initiation. was not until] Alafter it had been:. -
opened. I o Lex

2. O
» N .

Hofmann-IOB-3467




. . N
¥ y -

< ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED.
DATE 07-07-2010 BY 65179/DMH/PLJ/sdb

10B SUMMARY SHEET
Name of Department or Agency: FBI ’ CY Quarterly Report: Lf b 72003 _
N . . * . ?
DATE OF INCIDENT: | ] DATE OF REPORT TO 10B: -+2967 1]%]eeo

_DATE OF REPORT TO DEPARTMENT/AGENCY: 07/13/2007
DATE REPORT SUBMITTED TO OTHER EN'I‘I'I‘Y (1 ., DoJ Congress Cm] leem% Ofﬁce)
POSSIBLB VIOLATIONOF: UL

STATUTE (United Stéfes Code Citation) -~ - -~ .=~
FISA (50 U.S.C. 1801) SRR
Other (U S.C. cxtatxon )

’ E)ECUTWE ORDER 12333: N = . o
Section 2.3 collection & dissemination of USP mfo .. . .o +
Section 2.4 preamble: least intrusive collection . e b o o
Section 2.4(a) CIA electronic surveillance w/ints -~ . S

_Section 2,4(b) unconsented physical search wfin US - : o
Section 2.4(c) physical surveillance of USP w/in US
* Section 2.4(d) physical surveillance of USP abroad *
Section 2.5 AG approval w/in'US or-against USP abroad
Section 2.6 asmstance to law enforcement g

Sectlon 27 contmctmg -

Section 2.9 undisclosed participation

Section 2,10 human expenmentatxon T B S : . Y b
o t Section 2.11 proh:bztmnonassassma&on o 3 SL ST e T WIE ’
L Section 2.12 indirect patticipation : : R N
T s . X AG ApprovedBQ 12333- Gmdehnes(Gmdeimesnameand sectmni I C ez .

OTHER EXECUTIVE ORDER (spacuw) S ' L R

R E . Creation of unauthorized SAP (EO 12958, asamended) ) O T
j ’ R .'l Other(EOGltath!l } . .- o e . S I
AR PRESIDENT[AL omﬁcnvs (SPECIFY)

i ‘COVERT ACTION FINDmGiMBMORANDUM OF NOTIFICA'I‘ION
- Other (Presndeunai Directive cttatlon )

.

DEPARTMENTJAGENCYACHON . S

“*DATE OF FINAL DISPOSI’I‘ION:

" Hofmann-IOB-3468
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INTELLIGENCE OVERSIGHT BOARD (IOB} MATTER
IDIVISION
IOB TTER 2007-3342NSL (U)

_(U) (U) During the NSE audit of March 2007, the Ifspection
Division directed that the[:::::]Division[::::::jreport this
issue as a potential IOB matter. .

(U) On December 1, 2003, FBI Headquarters (FBIHQ) mandated
that all 199J (Internatlonal Terrorism), 256A (Hostage Taking By
International Terrorists), 262 (Overseas Homicide/Attempted
Homicide) and 265 (Act of Terrorism) cases be reclassified as
3153 (International Terrorism). Subsequent to the ‘
reclassification, all such ,cases became subject to the Attorney
General's Guidelines for FBI Nationmal Security Investigations and

Forelgn Intelllgence Collectlon (NSIG).

) -

The case at issue here was opened
prior to the December 1, 2003 réclassification that put 1t

under the purview of the NSIG. It was subsequently tardy in
© providing notification FBIHO as mandated by the NS%QfE:::;:]
| iand and

(annual notification):-bv more thanl

DECLASSIFIED BY 651?9/DHH/‘PLJ)’Sdh
UI'I. 07- 0’?-2010 i

--

R o - "Hofmann-I108-3469 ;
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED e
. DATE- 07-07-2010 BY 65175/DMH/PLJ/sdb :

IOB SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report: ‘7443 7007
" b2
DATE OF mcmBN'r:|:| DATE OF REPORT TO IOB: //31/ 2003 T

DATE OF REPORT TO DEPARTMENT/AGENCY: 8/20/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DolJ, Congress, Civil Liberties Office): *
POSSIBLE VIOLATION OF: ' .

' STATUTE (United State$ Code Citation)

FISA (50 U.S.C. 1801)
Othet ) ; .

|

EXECUTIVE ORDER 13333:

Section 2.3 collection. & dlssemmatlou of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US -
Section 2.4(c) physical surveillance of USP w/inUS
Section 2 4(d) physical surveillance of TSP abroad
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement

Section 2.7 contracting .

Section 2.9 undisclosed partlclpatlon

Section 2.10 human experimentation

Section 2,11 prohibition on assassination -

Section 2.12 indirect participation

AG Approved E0 12333 Gundelmes

HI,III‘I*HII'IH

- OTHER EXECUTIVE ORDER (SPECIFY) . ' o .
' Creation of unauthorized SAP (EO 12958, as amended) N : R L2 .
_X _ Other (EO citation;| l . . DIE
’ PRESIDENTIAL DIRECTIVE (SPBCIFY) \ : \

‘COVERT ACTION FINDIN GIMEMORANDUM OFNOT!FICAT[ON
Other (Presidential Directive c1tatnon )

DEPARTMENT/AGENCY ACTION: Retum or destroy

*DATE OF FINAL DISPOSITION:

Hofmann-I0B-3470




DATE: 07-07-2010
CLASSIFIED BY 65179/DMH/PLJ/sdb
REASON: 1.4 (¢, d) .

ALL INFORMATION CONTAIMED

DECLASSIFY ON: 07-07-2033 HEREIN IS UNCLASSIFIED EXCEPT
VHERE SHON OTHERVISE
{8y .. INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
R IVISION
I_OB MATTER 2007-2191 (U)
g N e
VOO T
-2 [

. L I No documentation exists in the file that would explam

- believed that 'mmwmw.t&?med to
be nécessarv, _

Updn review of the flle,l determined that an -

f,,‘.‘annual report was never submitted to FBI Headquarters (FBIHQ) and
the Office of Intelllgence Policy and Review (OIPR) of the

Department of Justice (DOJ) for | I

the absence of thé annual reports.
In| | did file- annual reports to OIPR
concerpgindl

M

M Until the inception of the The Attorney General's -
Guidelines for FBI National Security Investi ations "and Foreign -

Intelligence.Coklection (NSIG) on 10/31/2003, when The Attornez
General's Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investi ations

(EC1G) was in effect,. annual reports were not r ires
submitted by the- field for ]

F’I‘herefore", prior to

d from:+—6= ‘ g
Y. on: 210 '

De

Hofmann-10B-3471.
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L7E
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. b2

b7E
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- Na

‘19/31/200? l |decision not to submit annual reports
Iwas not an error, and, in any case, did not
3 antlally 1mpa1r OIPR's ablllty to oversee the 1nvest1gat10n

‘ I N submi nnual report to FBIHQ and
OIPR on Whllel isubm1551on f the annual
report provided OIPR with knowledge of thel |

it did not absolve]| |from its failure to

file annual reports on the | _] following the

‘implementation of the NSIG by the FBI. As . result of failing to-

. submit these reports, for over OIPR.had rio
-_knowledge of thel While OIPR may have learned from .

about the Specific investigations that - ’
TINVSIVEd ThE] Jwho v151tedb OIPR -

Still had no knowledge of |open investigation until .
filed ‘the annual report in| J Y

’ ' (U) Therefore, OGC finds that the fa1 ure to submlt '?“
CL- annual reports to OIPR in substantially. .

impaired OIFPR's opportunity to provide oversight :of the
~1nvest1gatlon. ‘Accordingly, .0GC has determlned that ah TOB
v1olatlon has occurred .

Hofmann-10B-3472
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'ALL INFORMATION CONTATNED . .
HEREIN IS5 UNCLASSIFIED
DATE 07-07-2010 BY 65179/DMH/PLJ/sdb

10B SUMMARY SHEET

Name of Department or Agency: FBI CY Quarterly Report: ‘-—{“y'-’ a0 F
S | b2
DATEOF INCIDENTS{ _____|DATE OF REPORT TO IOB: b7E

DATE OF REPORT TO DEPARTMENT/AGENCY: 08/21/2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION. OF: . . Lt

STATUTE (United States Code Citafion) ]
. FISA (500U.5.C. 1801) . . )
Other (U.S.C.citation: ___ " ) Lo T

EXECUTIVE ORDER 12333: ' .- L
Section 2.3 cdllection & dissemination of USP 1nf9 T .- r
Section 2.4 preamble: least intrusive collection ’ B )
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US ., C. .
Section 2.4(d) physical surveillance of USP abroad - . . - - S
Section 2.5 AG approval w/in US or against USP abroad o
Section 2.6 assistance to law enforcement
Section 2.7 contracting . . . SR . B -
Section 2.9 undisclosed pamclpahon e R S

_ Section 2.10 human experimentation S o RO :
Section2,11 prohibition on assassination . S : S

Section 2.12 indirect participation. . - : i i . o b2 .

X - AG Approyed EO 12333 Guidelines (Gmdehnes nameand section; I c. S bTE

K l_-~l Hfl 11

»

OTHER .EXECU’I‘IVE ORDER {SPECIFY) .
" Creation:of unauthonzed SAP (EO 12958 as amencled)
Othcr (EO citation: ) .

. PRESIDENTIAL DIRECTIVE (SPECIFY) - ; '
i COVERT ACTION FmDIt\IGIMEMOR.AI*DUM OF NO‘I‘]FICA'I’ION
) Other (Presidential Directive citation: ) SN

DEPARTMENT/AGENCY ACTION

*DATE OF FINAL DISPOSITION:

Hofmann-10B-3473




DEI‘ZLASSIFIED BY 65179/DMH/PLJ/sdb o
‘ON 07-07-2010 '

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

IOB MEATTER 2007-3244 (U)
)L_g in H opened al ! .
on a United State§ person that was

I:Ul ~ ~ COIVErtea ¢o & | =30 ] During a file
", review, the squad supervisor observed that annual status reports
~required by the Attorney General's Guidelines for .FBI National

Security Investigations and Foreign Intelligence Collection had
not. been submitted since[ | According t the annual
LHMs™ forl bnd were inadvertantly overlooked due to a
reass:l.gnment of personnel. : :

LX)

Dur:.nql ] Lhe__gub-: ect lefr] 1

| While - b2
the Department of Justice/Office of Intelligence Policy and « -b7E

Revrl_el_(gm,)__hlad notice of the opening[ _ |.
in it was not informed of developments in the

[ lin Jand | | a period in which investigative
.activity occurred. As a result, OGC concludes that the delay in-
filing the required status reports was sufficiently great to

* deprive OIPR of the opportunity to provide meanlngful overs:.ght,
requiring this report to the Board.

cremy - ' : b2
() }{s:_d—_]h inforned FBIHQ that the] <
. has set up a preadsheet to track thée submission of require ' .

reports and other milestones with investigative sxgn:,flcance

Hofmann-I0B-3474

MET/M




AL]L INFORMATION CONTAINED . . e
HERETIN IS UNCLASSIFIED :
DATE 07-07-2010 BY 65173/DMH/PLJ/3db

Section 2.11 protibitiori on assassination s . s - DbIE
Section 2.12 inditect participation. . Ter ’
) AG Approved EO 12333 Gmdelmes (Gmdelmes name and secuon. )

IOB SUMMARY SHEET
Name of Department or Agency:  FBI ‘ . CY Quarterly Report: C—{'!:b Loo>
. . ) . I ) b2
DATE OF INCIDENT B DATEOFREFORTTOIOB: |3l /2003« p7g-
 DATE OF REPORT TO DEPAR‘I'MBNTIAGENCY - o o ) . - " '
DATE RBPORT SUBMITTED TO OTHER ENTITY (i€, DoJ, Congress, Civil beertm Ofﬁce)
POSSIBLE VIOLATION OF:
" STATUTE (Umted Stat&s Code Citation)
"~ ____ FISA(50U.S.C.1801) - .

— Other(U S.C. citation' N

EXECUTIVE ORDER 2333: T ..

___ -Section2.3 collection & dnssemmaﬁon of USPinfo~ - e

.——_:. Section 2.4 preamble: least intrusive colléction .
. Section 2.4(a) CIA electronic surveillance w/in US - .
—_— Section 2.4(b) unconsented physical search w/in US - J
‘_—— Section 2.4(c) physical surveillance of USP w/inUS . S .
. Section 2.4(d) physical surveillance.of USP abroad o s

—— . Section 2.5 AG approval w/in US or against USP abroad T

. Section 2:6 assistance to law enforcement - . oo A

__ . Section 2.7 contracting o e .

Section 2.9 undisclosed parucxpatxon I . ,
~— Section 2.10 human experimentation” SR T b2

5

O‘I’HBREXBCUTIVEORDER(SPEC]FY) v et

Creation of unauthorized SAP (EO 12958 as. amended) i
S Other (EO citation: __________) .

PR.BSIDEN’IIAL DIRECTIVE (SPECIFY) .
.— COVERT ACTION FB\]DING/MEMORANDUM OF NOTIFICATION .-
Other (Presidential Dlrectwe citation: _____) ’

DEPARTMENT/AGENCY ACTION: . - oo

" | *DATE OF FINAL DISPOSITION:

T

Hofmann-I0B-3475




DECLASSIFIED BY 65179/DMH/PLJ/sdb
0N 07-07-2010

IELD OFFICE

(-

. (U} The
Federal Bureau of Investigation (FBI)

Division ['

INTELLIGjEii;:::;ji;F? BOARD (IOB) MATTER
168" 07-971NSL (U) K

| of the
reported a possible

Intelllgence ‘Oversight Board (IOB) violation involving late .

notification of the,openlng of a|

initiated. a

/% on | 1
N I but failed td notifv FB

Justlce as prov1ded by

[HQ and the Department of

tof The Attorney General'
a

i i 2 fo¥
Intelligence Collection (NSIG) which went intd effect on

Wy 1073172003,

use of. NS s in March of 2007

Consistent with lmplementlng guidance, |ﬂ
to report the on—g01ng 1nvest1gation

v

FBIHQ dlscovered this issue durlng an audit on the -
Because' proper notification was’

not provided about this 1nvestlgat10n, the Office of Intelllgence
Policy and Reveiw had no opportunity to rev1ew or. prov1de .

oversight of this 1nvest1gatlon.

Hofmann-10B-3476 "

0

b2
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© bTE

b2 -
b7E
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ALL INFORMATION CONTAINED

. HEREIN I35 UNCLASSIFIED

DATE 07-07-2010 BY 65175/DHI/FPLJ/sdh

Name of'Depanmept orAgency: FBI

DATE OF INCIDENT: [____ |

IOB SUMMARY SHEET

DATE-OF REPORT TO DEPARTMENT/AGENCY: 04/05/2007

"DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

[l

FISA (50 U.S.C. 1801) .
Other (U.S.C. citation: . b

EXECUTIVE ORDER 12333:

Bl

_Section 2.12 indirect participation
 AG Approve& EQ 12333 Gmdeimes (Guxdelmes name and sectlon |

.»,«I.‘!'fl 1] l RERRR

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad -
Scction 2.6 assistance fo law enforcément

Section 2.7 contracting

Section 2.9 undisclosed participation -

Section 2,10 human experimentation .
Section 2.11 prohibition on assassination

CY Quarterly Report: L[% 100y

DATE OF REPORT TOIOB: 122063 - (|31 ]03

" OTHER EXECUTIVE GRDER (SPECIFY).

‘Creation of unauthorized SAP (EO 12958 as. amended)
~ Other (EO citation: ____) .

_PRESIDENTIAL DIRECTIVE (SPECTFY)

—

. .COVERT ACTION FINDING/MEMORAi\IDUM OF NOTIFICATION = ‘

Other (Presldentxal Dlrectwe citation: }

: DEPAR'IMENT/AGENCY ACTION:

" *DATE OF FINAL DISPOSITION:

_Hofmann-I0B-3477

b2
b7E

cb2
- DbTE




INTELLIGEN VERSIGHT BOARD (IOB) MATTER .. R Y

: . FIELD OFFICE ‘ bTE
g . I0B MATTER 2007-3375 {(U0) o
{0~ ‘ '
The’ Field Office of the Federal Bureau of .
Investlgatlon has reported errors in-conjunction’ with an - . b2
inv division. In this regard, .11 NSLs sought ~ bIE
information presumably about US Persons -who -

were relevant to this investigation. responses
included additional] or other information that .
went beyond what was request. requested. These records had been - .

uploaded 1nto FBI databases {ACS), but were subsequently deleted

. . (U) This matter has. been- reported to the FBI s . ‘
Inspection Dlv1s10n Tor approprlate action. ~ - - Y,

" Declassify on:

" DECLASSIFIED, BY 6517 /DUH/PL /2 db d e PRI N
o8 -07-07- 2010 - T . oL T

Hofmann-IOB-3478




. HEREIN IS UNCLASSIFIED

RN

ALL INFDORMATION CONTAINED

DATE 07-07-2010 BY.65179,/DMH/PLI/sdb .
10B SUMMARY SHEET

Name of Department or Agency: FBI - CY Quanerly Report: LtUJ 700 F#
: 00
DATE OF INCIDENT: 2006 DATE OF REPORT TO I0B: f/ 3 I ¢ g

DATE. OF REPORT TO DEPAR’!MENTIAGENCY 10/02/2007 )
DA’I‘E RBPORT SUBMI'I'I‘ED TO OTHER ENTITY (ie., DoJ Congress, Cwﬁ Liberties Ofﬁce)
POSSIBLE VIOLATION OF:-

\ STATUTE (United States Code Citation)

_ FISA (50 US.C. 1801) , :
X__OtwerUSCooiwtion:[ ]~ - : ‘

l

EXECUTIVE ORDER 13333:
Section 2.3 collection & dissenination 6f USP mfo
Section 2.4 preamble: least intrusive collection

. Section 2.4(a) CIA electronic surveillance w/in U3
Section: 2.4(b) unconsented physical search w/in US

- Section 2.4(c) physical surveillance of USP wfin US. ' Loy .
Section 2.4(d) physical surveillance of USP abroad . = . . . . . S,
Section 2.5 AG approval w/in US or against USP abroad ) ) -
Section 2.6 assistance to law enforcement
Section 2.7 contracting :
Section 2.9 undisclosed participation. . . -
Section 2.10-human expenmentatlon' ‘ S Vo
Section 2.11 prohibition on assassination . L
Section 2.12 indirect participation , )

. AG Approved EO 12333 Guidelines (Gmdelmes name and sectlon _)

H I 'l.i HITITE

- OTHER EXECUTIVE ORDER (SPECIFY)
: - Creatjon of unauthorszed SAP (EO 12958 as amended)
Other (EO citation: ) . .

PRESIDENTIAL DIRECTIVE (SPECIFY) :
— . COVERT ACTION FR\IDII\IG/MBMORANDUM OF NO’I‘[FICATION
Other (Presndentaal Du‘ectwe citatior: ) .

DEPARTMENT/AGENCY ACTION.

*DATE OF FINAL' DISPOSITION: ’ ’

. Hofmann-10B-3479




~

e

‘U .
i )E INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
, FIELD OFFICE
IOB MATTER 2007-1263 (U)°

>Q Iopened an authorlzed|— )
I _ Oof a U.S. .person| ] but did not
provide notice of the investigation untly 1

more than[

(U) The Office of IntelligenCe Policy and Review (OIPR) had
no notice of the pending investigation prior t notice.

The FBI presumes, therefore, that OIPR’s overSLght dbility was

substantlally impaired by the delay and is reporting thls issue
to the IOB. .

DECLASSIFIED BY 651?9/DMH/pLstdb . ' R
ON 07-07-2010 . . . '

-

I ' . - Hofmann-IOB-3480

b2
b7E

b2

“b7E

b2

b7E




-

" ALL . INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 07-07-2010 BY £5179/DMH/PLJ/sdb

I0B SUMMARY SHEET
Name of Depariment or Agency: FBI cy Quarterly Rep';rtl_ Y o 200F .
DATE OF INCIDENT: ' . DATE OF REPORT TO IOé: / / 3/ / 0 Fatl };33'
DATE OF R.EPORT TO DEPARTMENT/AGENCY: April 9, 2007
DATE REPORT SUBMITIBD TO OTHER ENTITY (1 e., DoJ, Congress Civil leertles Ofﬁce)
POSSIBLE VIOLATION OF:
STATUTE (United States Code Citation) - N
—_ FISA(QUSC.1801) . . SRS
Other (U.8.C. citation: ______) ‘ : e e
" EXECUTIVE ORDER 12333: ' U T
Section 2.3 coliecnoa&dxssemmauon of USP info . P SO A

Section 2.4 preamble: least intrusive colfection  * " - . . 0 <0 T T e
Section 2.4(a).CIA electronié surveillance w/in US C
Section 2. 4(b) unconsented physical search w/inUS" . R SRR
Section 2.4(c) physical-surveillance of USP w/in US - =~ - _ T
Section 2.4(d) physical surveillance of USP.abroad « ' e LT o
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement - \ : . e

" Section 2.7 contracting: . ' T
Section 2.9 undisclosed participation * S o o
Section 2.10-human experimentation - * ’ ’
Section 2.11 prohibition on assassination
Section 2.12 indirect participation -~ . . ’ ol T
AG ApprovecLEO 12333 Guldelmes (Gmdelmes name and sectlon _) JEE U

Ll'l | 'I | l.l\l.l I'I'.I |

OTHER BXECUTIVE ORDER (SPECIFY) , o ,
Creation of unauthorized SAP (B0 12958, asamended) R A
' Other(Efchtatton ) . . T e e
.PRBSIDENTIAL DIRECTIVB (SPECIFY)
. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
. Other (Presxdenttal Du:ectzve cltahon } ’

DEPAR'IMENT/AGENCY ACTION : : T ' "“?gg
- . - RS NG " ~ b7E

*DATE OFF l'NAL DISPOSITION

Hofmann-IOB-3481




DECLASSIFIED BY 65179/DMHE/PLJ/sdb
ON D7-07-2010

INTELLIGENCE T BOARD (IOB) MATTERS b2

FIELD OFFICE _ b7E

10B MATTERS 2007-3426 (U) N ' : .
The Federal Bureau of Investigation ("FBL") has ' .
determined that in conducting an investigation on " b2

o whic Jreturned information that turned out to
be irrelevantT To the investigation and the information was
uploaded iqto a database. (U)

EE_—_] the!{ | properly issued an- b
" .

In this regard; on | lopened a

]

. I - LI
Further, .
) T
' [222::Zr ' IhT

Section 101(1) of b2

Toreign Intelligence Surveillance Act of 1978 (FISA). On - . D7E
that same day, | Lthe CJ..i.e_a.a.an.t_dm.fLed_a.n_NﬁL_msua.n:] o

-to_the
to determine | The

NSL was reviewed and eventually issued, on] ] The NSL
requested

‘ ——
In thel_i__.,_xmm.wn erim, u nst ol L two ECS were drafted,
dated | .

had no reason o O _be aware.
UL TNIS IIILOIMaCIoNn, mmrai’ted. by the IEie.ld .

. ,Offlce, whlch operated the maln case. .

A e

b2 .
b7E .

‘While "

(Ilkx € return iniLormacion was not uploaded imco any database, an EC .
describing the return information was uploaded into ACS and did
in¢lude the has

sequestered € recurn inrormation and will purge ACs of the EC
whisch inciudes the | Further,
" has been a een '
categorized. as a USP. investigation becausel I
: | and there is a presumption, :
lnf_rmatlon, that the .user is a USP The caseais in the process
of’ being closed.n; ~. R - :

, | Hofmann-I0B-3482
rived from: '
Declagsi on: 9/2017




The IOB has instructed OGC to report matters in which
the FBI has uploaded into a database information that it knows aor
should have known was not relevant to an investigation, ~ .
regardless of whether there was any impropriety in obtaining the - ’
information. Therefore, this matter is being reported to the
IOB. (U) . : . . :

’
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Pl P

ALL INFORMATION CONTAINED
HERETH I35 UNCLASSIFIED
DATE 07-07-2010 BY 65179/DHMH/PLJ/sdh

10B SUMMARY SHEET
Yth

Name of Department or Agency: FBRIOGC CY Quarterly Report: 2007

. - [ 0
DATEOFINCIDENT: | fissuanceof NSL) ~ DATE OF REPORT TO10B:12/36/67- | [3]v 3

DATE OF REPORT TO DEPARTMENT/AGENCY 10/02/07

DATB REPORT SUBMITTED TO OTHER ENTI’IY (i. a, Do, Congmss, Civil Liberties Oﬁice) ) R
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

FISA (50 U.S.C. 1801) : ) S

_X___ Other(US.C. citation: : T

EXECUTIVE ORDER 13333; ) - Lo e o
Section 2.3 coﬂechon & dissemination of USP info - =~ .~ .. o RS

Section 2.4 preamble: least intrusive coltection )

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US: .

Section 2.4(c) physical surveillance of USP w/in US

Section 2.4(d).physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad - . -

Section 2.6 assistance to law enforcement - S

Section 2.7 contracting ) ’

Section 2.9 undisclosed participation

Section'2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation . - .

AG Approved "EO 12333 Guidelines (Gmdehnes nameand section: -~ " ) .

URRERRARNNRARE

O'I‘H'ER EXECUTIVE ORDER (SPECIFY)
Creation of unauthonzed SAP (EO 12958, as amended)
Other (BO citation: )

' PRESIDENTIAL DIRECTIVE (SPECEFY) . - .
——  COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION. -
] Other (Presidential Directive citation: ) -

H

DEPARMNTIAGENCY ACTION: Advised that matter was being reported to IOB; that information should not

be used or disserminated; it may be destroyed or kept in-file, which is bemg closed. Information already being purged
from database: .

*DATE OF FINAL DISPOSITION:

Hofmann-I0B-3484

. b2
b7E




DECLASSIFIED BY 65179/DMH/PLJ/sdb
6N 07-07-2010

INTELLIGENCE . OVERSIGHT BOARD (IOB) MATTER
FIELD OFFICE
IOB MATTER 2007-3295{ ] (U)

|:U:| a>‘§ During a ) J .
. of £u.5, n I3 an NSL under | [
| to a! [ |requested | I

]

“¥eEponse o & NSL, the | | produced a ’
\ ——lsubseauentTv grafted an EC, containing ',
information from the The EC was uploaded '
onto ACS. . 3 ' , .
(U) In this case,| lerred when it re
[ " Jin its NsL. [ ;

[ Jalso erred when .
I._J..Lnnlo.a.dad_nn‘o ACS over-produced information from the| | .
Such uploading constitutes a compoundlng of a

" third party error.

(U) has been instructed to redact from all .
documents any over-produced information from the
has also been instructed Lo cORFAack The -
|and ask whether the

should be returned oxr destroyed, with appropr:\._Ea e HocumenEaE:.on'
to the file. - .

L

‘.b'?E

b2
" b7E

. Hofmann-IOB-3485

b2
L7E

b2
BTE

b2




ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED i
DETE 07-07-2010 BY 65179/D¥H/PLJ/sdb

. Name of Department or Agency: FBI

IOB SUMMARY SHEET

CY Quarterly Report: ‘1‘1‘-‘ 2003~

DATE OF INCIDENT: |

|  DATEOFREPORTTOIOB: ([31/0%

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/19/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Do, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

FISA (50-U.S.C. 1801)

X___ Qther (U.S.C. citation: __!

EXECUTIVE ORDER 12333:

Section 2.7 contracting

,l | .I'|' HTEH T

Section 2.3 collection & dissemination of USP info
Section 2.4 pieamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US
Section.2.4(b) unconsented physical search w/in US’
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP.abroad
Section 2.5 AG approval w/in US or agamst USP abroad
Section 2.6 assistance to law enforcement -

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participationr

AG Apgroved ‘EO 12333 Guidelines (Gmdelmes name and section: _

OTHER EXBCUTIVB ORDER (SPECIFY) v
Creation- of unauthorized SAP (EO 12958, as amended)

— Other (EQ citation: )

PRESIDENTIAL DIRECTIVB (SPECIFY)
COVERT ACTION FINDIN! G/MEMORANDUM OF NOTEFICAT!ON
_Other (PrcsndentlaLDntectwe citation: ) - © -

DEPAR’IMBNT/AGENCY ACT[ON.

' '*DATI{. OF FINAL DISl?OSITION:

Hofmann-IOB-3486

b2

bIE .




DECLASSIFIED BY 65179/DMH/PLJ/sdb -

ON -07-07-2010
:EEeﬁig//zo =130

INTELLIGENCE OVERSIGHT BOARD ({IOB) MATTER b2
FIELD OFFICE ‘ . b7E
IOB MATTER 2007-1943 (U) -

B Oon| FI the Federal Bureay of b2
Investigation (FBI) . | ield Office reported bTE
that a [on a
- ‘United a o | I
b2
b7E
b2
b7E
L ?4 Based upon these facts, investigative activity s
occurred following the lin violation of the - = b2
Attornev General's Guidelines for _FBT National Securlt ¢ bTE
I ati 3 . .
must _be open ]
< |‘Accor31neg, this matter 1s reported to the IOB
’ (U:'«"':"“'"'“ X Havi i £l ) I = |
- | '
L lwe turn to the handling of inférmation acquired -
thereby. Exclusion is a remedy of judicial origin created to
address violations of constitutional dimension. In'addition,
.. some. statutes, such as the Foreign Intelllgence Surveillance Act, o
provide for an éxclusionary. rule.. In this instance, neither the - .
i Congtitution nor any appl:.cab;e statut;e has been violated and, .
b2
b5 .
b’)E

Derived From: G- ’_
‘M
Hofmann-10B-3487

. SErw 720471




ALL TNFORMATION CONTAINED ' -
HEREIN IS UNCLASSIFIED
DATE 07-07-2010 BY 65179/DMH/PLJ/sdb

IOB SUMMARY SHEET

Name of Department or Agency:  BBI CY QuarteriyReport:  ([th 7603,

DATEOFINCIDENT: [ | DATE OF REPORT TO 108: 122667 131 [0 oy -
' b7E

DATE OF REPORT TODEPARTMENT/AGENCY] |
" DATE REPORT SUBMITTED TO OTHER ENTITY (i.c., DoJ, Congress, Civil Libeties Office):
POSSIBLE VIOLATION OF: ’

STATUTE (United States Code Cltauon)
FISA (50 U.S.C. 1801)

Other (U S.C. citation: )

EXECUTIVE ORDER 12333
Section 2.3 collection & dissemination of USP irifo
Section 2.4 preamble: least intrusive colfection ~
* Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US .
* Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physial sirveillance of USP abrodd,
Section 2.5 AG approval w/m USor agamst Use abroad ; .
Section 2.6 assistance to law enforcement : S ,
Section 2.7 contracting o ’ ' o
 Section 2.9 imdisclosed participation
Section-2.10 human experimentation -
Section 2.11 prohibition on assassination - oL - 0. .- .
Section 2.12 indirect participation . | : . L S p2
' AG Approved EO l23 33 Gundehnes (Gmdelmes name and secnon | - . b7E

|

14.:1 1111

OTHBR BXECUTIVE ORDER (SPECIFY)
' Greation.of unauthonzed SAP (EO 12958 as amended)
Other (EO cxtat:on ) .,

PRESIDENTIAL DIRECTIVE (SPECIFY) . S A
—. COVERT ACTION FIND]NG/MBMORANDUM OF NOT]FICATION T . DA
Other (Prestdentlal Directive citation::_ )
DEPAR'IMENT/AGENCY ACTION:

- *DATF.; OF FINAL DISPOSITION:

Hofmann-I0OB-3488




(T~

0

DECLASSIFIED BY 65179/DMH/PLJ/sdb

ON 07-07-2010
M//M

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

DIVISION

e | IOB MATTER 2007-1072NSL (U)
S "‘:‘X_Durlng an authorized investigation of a U. S.
person, issued at least four ‘National Security Letters

(NSLs) forl belleved to be associated with
. the target © e 1nvest:|.gatzon. Thiree of those NSLs were s:.gned

.by the Acting Special Agent in Charge (A/SAC). One NSL was

signed by an A/SAC des:s.gnated by the Director o‘f the FBI. The

“"~-»~.\other two. A/SACs were Ass1stant Spec1al Agents 1n Charge (ASACs)-

Two, of the NSLs were issued in the fall of 2002.

In these cases, the A/SACs wmay have signed the NSLs in accordanceé
with legal advice from OGC and priofr to the promulgation of
guidance from the Department of .Justice, Office’ of Legal Counsel
(OLC) to the contrary. The other NSL was signed by an A/SAC and .

- issued on 01/07/2004, after 0GC promulgated the OLC op:Lm.on.v

(U) The Electrom.c Commun:.catlons Prlvacy Act (ECPA) ~ -

‘expressly states that the certification must be signed by the FBT

Director "or the Director's designee in a position not lower than
Deputy Assistant Director at Bureau headquarters or a Special .

Adgent in Charge in field office..." 18 U.S.C. § 2709(b).
On three occasions, requested an NSL for information

relevant to an authorize investigation, but it did not get the

- proper approvals and SAC s:.gnature, as requlred by law.

- {U) was advised to destroy the records, with

appr:opra.ate documentation : ile, and to remove all.records b2
from any FBI database(s) . was also told to report any = P7E

. other instances where an A SAC signed an NSL.

Hofmann-10B-3489

b2
b7E

b2
b7E

.' ba
b7E




ALL INFORMATION CONTAINED :
HEREIN IS UNCLASSIFIED -
DATE 07-07-2010 BY 65179/DMH/PLJ/sdb

1I0B SUMMARY SHEET

Name of Department or Agency: FBI CY Quarterly Report: l-s@Q—F¥08 ({l’—[" 2oe3

DATE OF INCIDENT: [ DATE OF REPORT TO 10B: 12342008 (3! / 03 s

b2

DATE OF REPORT TO DEPARTMBNT/AGENCY 04/10/2007

' DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Ofﬂce) N/A

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation) .

FISA (50 U.S.C. 1801)
_ X Other (U. S C. citation: 18 U.8.C. 2709 )

EXECUTIVE ORDER 12333:

lli.|«|l-ll‘ll.lll|

Section 2.3 collection & dissemination of USP mfo

Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US ‘ .
Section 2.4(d) physical surveillance of USP abroad DT . : .
Section 2.5 AG approval wiin US or against USP abroad ) : ) ’
Section 2.6 assistance to law enforcement . :.
Section 2.7 contracting . . o o
Section 2.9 undisclosed pamclpatlon ) o
Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation " h o ‘
AG Approved EO 12333 Gundelmes (Gundelmes fiame and ‘section’ ___) ..

OTHER EXECUTIVE ORDER (SPECIFY)

Creation of unauthorized SAP (EO 12958, as amended)
Other (EO citation: ) -

v

PRESIDENTIAL DIRECTIVE (SPECIFY) ~ = : -

————p

DEPARTMENT/AGENCY ACTION: Data obfained pursuant to- NSLs without proper authonzatzon to. be purged
from all FBI reco,rdsz also told to report all instances where an ABAC 31gned an NSL. . ) - b7E

. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential D!rect:ve citation: ) -

" b2

\ *DA'IE OF FINAL DISPOSLTION I 1/30/2007

Hofmann-IOB';3490




DECLASSIFIED BY 65175/DMHE/PLJ/sdb
0N 07-07-2010 e Rt

(U,
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER . b2
FIELD OFFICE b7E
IOB MATTER 2007-1425 _ Ju) .
>§During a
of a U.S. pexrson, | d a National Security Letter
(NSL) under to a | bo -
The NSL re d only} —_— | b7E
| Despite the request Tor . '
ation, the | produced a
| containing more information t i €
NSL. | | subsequently summarized the in
an EC t at was uploaded onto ACS. . .
A , . b2 -
(U) In this case,l:lcommitted an error when it b7E -

.Jmla.a.d.e.d_am:o_Aﬁ_sfme of thé over-produced information from the

1 Such handling of over-produced information
18 considered compounding a third party error, which must be .
reported to the IOB.

(W) I Ihas been instructed _to cont
| and ask whether the should be
returned or destroFedz with appropriate documentation to the -

appropriate file hag been informed that it may keep a
copy of_the] lprovided that all information - b2

beyond | lig J:he_mieus._l ' b7E
redacted. |

With regards to
=3 I ~— |has been
directed to redact the over-produced information from the
investigative file copy 'and either permanently charge-out or . |
redact the over-produced information from the ACS copy.

s

Hofmann-IOB-3491




ALL FBI INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED

DATE 07-07-2010 BY 65179/DMH/PLJ/sd{OB SUMMARY SHEET
Name of Department or Agency: FBI s CY Quarterly Report: (f th Zbc;:)'
DATE OF INCIDENT: 1 ~ DATBOFREPORTTOI0B: /(3! 19 X
DATE OF REPORT TO DEPARTMENT/AGENCY: 05/04/2007 '
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congreés, Civil Liberties Office):
POSSIBLE VIOLATION OF: .

STATUTE (United States Code Citation) ‘

FISA (50 U.S.C. 1801) ’
X__ Other (U.S.C. citation:_l p

EXECUTIVE ORDER 12333:

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad

Section 2.6 assistance to law enforcement
Section 2.7 contracting B
Section 2.9 undisclosed participation . . -
Section 2.10 human experimentation '

Section 2.1 préhibition on assassination

Sectjon 2,12 indirect participation ' .

AG Approved EO 12333 Guidelines (Gmdelmes name and section: R |

. "

H 'I‘l Illflll'l-l

OTHER EXECUTIVE ORDER (SPECIFY) :
Creation of unauthorized SAP (EO 12958, as ‘amended)

Other (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY) .
___. COVERT ACTION FINDING/MEMORANDUM OF NO'I’IFICATION
Other (Pte31dentlal Directive citation: )
DEPARTMENT/AGENCY ACTION: '

t *DATE OF FINAL DISPOSITION:

Hofmann-I0B-3492

Section 2.5 AG approval w/in US or against USP abroad ‘ o ) ‘ e

b2
b7E




- REASON: 1.4 (o)

DATE: (07-07-2010
CLASSIFIED BY 65179/DHH/PLJ,33db

DECLASSIFY ON: 07-07-2035

ALL INFORMATION CONTAINED
HEREIN I35 UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

S s

{8) . ~
............... INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER . ;"':3:' b2
(8) N T FIELD OFFICE / b7E
L T .- TOB MATTER 2007-943 (u) :
>a<0n! and_onl -
b | bn 11.5. personsl|- bl . °
respectively were inLtiaced. ) on ¢ b2
() - —
[and thed -~ Jonj 1 b6 -
wa [fcase f:.le b7C
The b was-eventually ~{§} b7D
consolidated withl] [nder ¢ le © DIE -
- i audit in| Lit _di & i (53 )
regarding] 1 S
: 1 ixa - also discq i i g
. (S] . audit that an] I lr‘egarding - ':S:P
" was acquired. Thel.a.'ﬂEHiSi.l‘.iQn_l: ts:l ,
feas Q,Tcumented on ACS A
l:S] respectively) . Jcould not find any NﬁLs e
. Zeguesting thel | Ireferenced in| I:S:l ‘
.o | ) ook
(Satm‘ .............. X ‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ b.further in {gation. | lai: that the bl .’
— ] ‘regardin§~ 3 b2
. l were acquir < b4
(8 - & OLLsite facility where the! © b6
. &l Lhel Ichiaf Division Counsel (CDC), | | - -, bIc
from this npon B ‘i;g
. rece:.v:n.ng court-approved. subpoenas for criminal cases. - It"is believed  ©
. that an agent, who. -had worked criminal cases and had Just transferred’
o lnveshta.glaLLAn_cam-_asknd_smma_m_naT‘ ‘the.
(8]~ regardiii ' nd :
] . Tom thel ]
"{U) In this case, [ acted unlawfully and/or contrary to b2 -
.Executive order or Presidential directive when it accomplished the bd
". folleowing: (1) used the erminal contained at th i;g ?
; ] |
.l?.ﬁ'ﬁ'a?xo_n; (2] acquired —Jlwithout serving a proper
"and legal NSL; and (3) aéguired| information for a
: ol l\a.s..l::e:.e.:g‘inst:-ructed. to retain the sequestered. ' ",;bé
| until ‘otherwise instructed by the FBI's b4 Lo
Tnspection Division: : _— . ‘ b7D -
. b7E
ed From:. G-
Declas 28/2017 -

Hofmann-I0B-3493




ALL INFORMATION CONTAINED . o
HEREIN IS UNCLASSIFIED o
DATE 07-07-2010 BY 65179/DMH/PLJ/sdb

108 SUMMARY SHEET =~ .
Name of Department or Agency: FBI CY Quarterly Report: (-'/% 290°%F
DATE OF INCIDENT: L—___l ' DATE OF REPORT TO108:_ | / 3 /,,0 g .

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/16/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): b2

POSSIBLE VIOLATION OF: ‘ : s .. . bIE

STATUTE (United States Code Citation)
: FISA (50 U.S.C. 1801)
X __ Other (U.S.C. citation: _|

BXECUT!VE ORDER 12333:

Section 2.3 collection & dissemination of USP mfo
Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US:
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveiflance of USP w/in US -
Section 2.4(d) physical surveillance of USP abroad - R L.
Section 2.5 AG approval w/in US or against USP abroad ~ , ~ Sos AN
Section 2.6 assistance to law-enforcement T ) ’ ) ’
Section:2.7 contracting

Section 2.9 undisclosed participation . o . ) ST L
Section 2.10 human experimentation .. e e Eg
Section 2.11 prohtbmon on assassination - T bIE
Section 2.12 indirect participation , ' N L .
AG Appro\/ed E,O 12333 Gundelmes (Guxdelmes nafe and sechou D)

-| 'I 'l "l' 't | ,I'.I‘ [LITH B

" OTRER EXECUTIVEORDER (SPECIFY) - .. - ; B
' Création of unauthorized SAP (EO 12958 as amended) s
Other (EO C!ldthl‘l ) . .

PRESIDENTIAL DIRECT IVE (SPECIFY) | ' )
COVERT ACTION FINDING/MEMORANDUM OF NOTIF ICATJON
Qther (Prestdentlal Directive czt-mon D

DEPARTMENT/AGENGY ACTION: instructed San Juan to retam the sequesterel ' Juntil divécted
otherwise by the FBI's Inspectlon Division. This invéstigation was closed b)i l - ’

Lo DATE OF FINAL DISPOSITION:

Hofmann-I0B-3494




DATE: 07-07-2010

CLASSIFIED BY 65179/DMi/PLJ/3db
REAS0N: 1.4 {c} ALL INFORMATION “TONTAINED

DECLAS'SIF;"ON‘ 07-07-2035 HEREIN IS UNCLASSIFIED EXCEPT

A : WHERE SHOWUN OTHERWISE
@m@/ 3 38

(8] - The Federal Bureau of Investigatlon ("FBI") has

I__dﬁm:.n.e? that in conducting an investigation- 1 ..
~ the| Field Office lissued af |

NSL in response to whicH [returned records beyond the

ts)....‘.‘,,,,,_‘_,A_Aparameters of the request and the information was uploaded into a
database, In this reaard. on ar abont| opened
an 1nvestlgaf:ion who 1s a "United States. .

person” as that term is used in section 101(i) of the Eoreign '
Intelligence Surveillance Act of 1978 (FISA). During the. course

of this investigation, an NSL as issued
lipuman.t_t.o_ﬂ‘zei

for |
returned the requested information, but, in addltJ.c'n_'T"dﬂ—, provide o

information outside the parameters of the reguest. The
information w ploaded J.ntol
I P this matter wWas reporces &8s a potencial .

The IOB has instructed QGC to report matters in which®

-information due . tol:: error is uploaded into a b2
I_d—afﬁ Thus, this situation is being reported to the IOB. “hTE °
has beeh advised to purge the database of the R

information, and destroy or return the information to the
(U)

Hofmann-IOB-3495
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b7E




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-07-2010 BY 65179/DMH/PLJ/sdb -

I0B SUMMARY SHEET
Name of Department or Agency: FBIOGC CY Quarterly Report: 2007
 DATEOFINCIDENT: | ___ Jissuanceof NSL) ~ DATEOF REPORTTOIOB:t2sorer 1/ 3/ [o38
DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/07
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Dol, Congress, Civil Liberties Office):

S ¥
POSSIBLE VIOLATION OF: . T P7E

STATUTE (United States Code Citation)
— . *FISA (50 U.s.C. 1801)
X ___ Other (U.S.C. citation;

EXECUTIVE ORDER 13333; : ‘ o .
‘Section 2.3 collection & dissemination.of USP mfo ) : o

Section 2.4 prearnble: {east intrusive collection . : - . o

Section 2.4(a) CIA electronic surveillance w/in US P T =

Section 2.4(b) unconsented physical search w/in US. - : : : )

Section 2.4(c) physical surveiilance of USP w/in US o

Section 2.4(d) physical surveiliance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad

Section 2.6 assistance to law enforcement

‘Séction 2.7 contracting

Section2.9 undisclosed participation

Section 2.10 human experimentation

Sectton 2.11 prohibition on assassination -

Section 2.12 indirect participation - * : ’ . ,

AG Appmved EO 12333 Gmdelmes (Gmdehnes name and secuon. . )

'H | l’.|,|'~|,| LT |

O'I’HER EXECUTIVE ORDER (SPECIF Y)
. Creation of unauthorized SAP (EO 12958 as amended)
- Other (EO citation; =) .

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NO‘I']}'ICATION
. Other (Presidential Du'ecnve citation: ).

i

. " b2
DEPARTMEN’I‘/AGEI\ICY ACTION: Advised field to purge database; s desroy o rotu] 1 PTE.

*DATB OF FINAL DISPOSITION‘

HofmananOB-3496




DECLASSIFIED BY 60322 /UC/LRP/PLd/3db
0N 07-12-2010

INTELLIGENCE QVERSIGHT BOARD (IOB}) MATTER
DIVISION
IOB MATTER 2007*1406NSL (U}

(U) During an NSL re-audit on April 19,2007, the Inspection

(I} - - Division directed the Division { | o
\MNFepQ§§§§%is issue as a potential IOB matter.
= i . [
P4 ™

| A NSL was drafted the same day, for thel

oth letters were delivered to the[

" for serwvice tof I
‘ | but] hever received the actual NSL.. In response to -
|provided records dating from the, -
. . Initiation of thel These
©" records were uploaded by | land incorporated into the
- ‘substantive case file. On| ]

f‘.encompass;ng the scope of alkl records produced

(U) Pursuant to the July 31, 2007 1nstructlons from thé
: I0B, the FBI'is réporting this matter because the uploadlng of
“.the -over-produced information arguably constitutes a compoundlng

o of t%;éz?lrd party flnanC1al 1nst1tutlon S error. . I - .-
B Because a subs quent __kncompassed the’

7 <

- In this matter.

need take no remedial or curative action

r
.

b2
b7E

b2
b7E

b2 .,
b4

.b7D
. b7E

b2

B7E .

oLt

¢ Hofmann-IQB-3497 . = - -




ALL INFORMATION CONTAINED . o

HEREIN IS UNCLASSIFIED
DATE 07-07-2010 BY 65179/DMH/PLJ/sdb

IOB SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report: L/& 2003
DATEOFINCDENT] | : ' DATE OF REPORT TOIOB: | { 3! (0%

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/27/07
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)

FISA (50 U.S.C, 1801
»Other (U.8.C. citation:

E)GZCUTIVE ORDER 13333: .
Section 2.3 collection & dlssemmatlon of USPinfo
Section 2.4 preamble: least intrusive coilection

- Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement
Section 2.7 contracting . .
Section 2.9 undisclosed participation
Section 2.10 human experimentation-
Section 2.11 prohibition on assassination
‘Section 2.12 indirect participation
AG Approved EO 12333 Guldelmes .

g LLILITTHTHT g

OTHERE)CBCUTIVB ORDER (SPECIFY) '
Creation of unauthorized SAP (EO 12958, as amended)
Other (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY) : :
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICA’IION
Other (Pres1dent1a] Dnrectwe c;tation )

l. |

DEPAR‘I‘MBNT/AGENCY ACTION: Retumn or destroy *

*DATE OF FINAL DISPOSITION:

- Hofmann-10B-3498




'I:U:I

DECLASSIFJED BY 65179/DMH/PLJ/gdb e

ON 07-07-2010
W

.. INTELLIGENCE OVERSIGHT BOARD (TOB) MATTER ' b2
FIELD OFFICE BTE

IOB MATTER 2007-1211-NSL (U)

S The Federal Bureau of I.Lnue.a.l'_i.na.l'_i.on_uEB'r"\ hag
determined that in ‘conducti I

ing a
_of a United States person, | [Field Oftice| ]

[ | issued an NSis+ toF 1 after the.

- 1nvestigation was closed. Thus, investigative activity was

conducted without proper authorn.zata.on The results of the NSL
have been sequestered and will be returned to the provider or .
destroyed Likewise, FBI databases w111 be purged of substant:.ve
information taken from the results. ™

' In this regard on 16/2/2003, | | proveriv.
_prepared an NSL pursuapnt to thel .
. b2
. Ifor b7E
[that were relevant the investigation, I
request was made of ano in the |
office to sexve the NSL . This did not immediately
occur, however. (U} ’ o
Due to 1nvestz.gat1ve progress a determination was made
. to close this :anestJ.gat:Lon on Apparently the )
- personnel responsible for issuing the NST T did not receive notice, ?ggg'
as the NS was actuallv delivered ro | i . ©

returned resulits .ml |
[T che records were documented in the case file unltl
discovered during the NSL audit in| (1) :

. The records are now sequestered and w111 either be BT
destroyed or returned tol ] Likewise, any . 5
substantlve information that might be assoc:.at;ed with the results -
of the NSL are being purged from FBI databases. (U) oo

4

© ’ is tralnlng personnel on the importance - ° b2 .
of trackiugmurﬂlat,ion‘of NSLs to assist in preventing bR
similar circumstances from occurring in the future. (U) . e T

Hofmann-I0B-3499 .




ALL INFORMATION CONTAINED -~
MEREIN IS UNCLASSTIFIED
DATE 07-07-2010 BY 65179/DMH/PLJ/s5db

10B SUMMARY SHEET

Name of Department or Agency: FBI - CY Quarterly Report: (-'/H" 2003
DATE OF INCIDENT{ ]  DATE OF REPORT TO108B: | [3]e3
 DATE OF REPORT TO DEPARTMENT/AGENCY ] |
-DATE REPORT SUBMI’ITED TO OTHER ENTITY (i.e., DoJ, Congress Civil beerties Ofﬁce)
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801)

" . Other (US.C. citation: _ .’ )

EXECUTIVE ORDER 12333;

' Section 2.3 collection & dissemination-of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad .
"Section 2.5 AG approval w/in US or agamst USP abroad
Section 2.6 assistance to law enforcement o -
Section 2.7 contracting ;

. Section 2.9-uridisclosed participation. *
Section 2,10 human experimentation

Section. 2.12 indirect participation " -

1] I l"l,l' 11§

OTHER EXECUTIVE ORDER.(SPECIFY)
Creation of unauthorized SAP (EO 12958 as amended) .
Other (EO citation: ) i
* PRESIDENTIAL DIRECTIVE (SPECIFY) Ce T T
COVERT ACTION FINDING/MEMORANDUM 01= NOTIFICATION
Other (Premdentlal Dlrectnve citation: )
'DEPARTMENT/AGENCY ACTION:

*DATE OF FINAL DISPOSITION: -

. Hofmann-IOB-3500

. AG Approvéd EO 12333 Guidelined |

N bZ -
"bTE

Section 2.11 prohibition on assassination = A A
b2
- b7E




' DECLASSIFIED BY 65179/DMH/PLJ/=db R,

. ON 07-07-2010
MZO 31

- INTELLIGENCE OVERSIGHT BOARD {IOB) MATTER
FIELD OFFICE

TOB MATTER 2007-3388 (U)

1R

determined that- in conduct:

of a United States pexson

received| - out an individual who was not
relevant To-the invescigation. This third party overproduction
was documented in an electronic communication (EC) which was
temporarily uploaded into the FBI's Automated Case Support.(ACS).

. _The overproduction has been redacted from the NSL results and
purged from ACS. -

In this regard, on 8/1/2006, roperly
repared and iss ; U
]
E
1at are relevant the investigation. A reque
_ o_fﬂ‘;}eld Office | to serve the NSL on
whose offices are in the area of responsibility. Uy
In response,l |prov1der the information .

'I_J:ea.l.l.ﬁ.te'd__ll-lowever, with respect to- one of the

) also provided for dates

i ested, such that the results included
about an individual not relevant to the

investigation. - Upon receipt of the results from :
:‘documented all provided by
: to an EC' and uploaded the EC into the ACS case file for.

1 Upon review of the results, the[__ lcase Agent -

. 1dentified.the overproduction. The overproduction was then :
~redacted from the ‘results -such that only compliant information is
-now in the case file and the EC documentlng the overproduct:.on

- has been- purged from ACS.  (U)

T —Jard athar afficas cescrashicallu lacated wit h]
| [‘"Iﬁs—_e personnel are asked CO serve NoLs ror all Che

Bureau, have been advised of this challenge. These offices are
making efforts through training and protocols to prevent third
party overproductions from being compounded when transmitting the
¥esults back to the requesting office. (U)

Hofmann-I0B-3501

b2
b7E

b2
b7E

"b2
" bTE

b2 -

b7E

b2

" Bb7E




>

,ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 07-07-2010 BY 65179/DMH/PLJ/sdb

10B SUMMARY SHEET
Name of Department or Agency: FBI  * , cYy Quarterly Report: ‘-—/& 2003
DATEOFMNCIDENT{ | DATE OF REPORTTO 108: .{[ 37 fo®

DATE OF REPORT TO DEPARTMENT/AGBNCY=|_—___|

DATE REPORT SUBMITTED TO OTHER ENTITY (Le Dol, Congress, Civil Liberties Offi ce)
POSSIBLE VIOLATION QOF:

STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801)

Qther (U.S.C. citation: __~__. )

EXECUTIVE ORDER 12333: ' BN . -
Section 2.3 collection & dissemination of USP info ’ 2
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
- Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/inUS =~ . - .
Section 2.4(d) physical surveillance of USP abroad. g 7
Section 2.5 AG approval w/in US or agamstUSP abroad ] . S
Section 2.6 assistance tolawenforcément s co [
Section 2.7 contracting . ' : ’
Section 2.9 undisclosed participation
Section 2,10 huraan experimentation
Section 2.11-prohibition on assassination.
Section 2.12 indirect participation .
AG Approved EQ 12333 Guxclelmes (Guxdelm&c name and section: _____)

~

l‘l HITH l‘ J' [T

- OTHER EXECUIIVE ORDER {SPECIFY)
* Creation of unauthorized SAP (EO 12958 as amended)
Other (EO cltatnon _J

'PRESIDENTIAL DIRECTIVE (SPECIFY) .
COVERT ACTION PTNDING/MEMORANDUM OF NOTIFICATION s
Other (Presndenual Directive cztatlon. ) "

g

- DEPARTMENT/AGENCY ACTION.

*DATE OF FINAL DISPOSITION:

_ Hofmann-IOB-3502




(U}~

{U.:l‘

DECLASSIFIED BY 65179/DMH/PLJ/3db
ON 07-08-2010 N

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
FIELD OFFICE -
I0OB MATTER 2007-3263 (U)

;j>§;f During an authorized| | ‘ .
| » Iof. aUsS.person,| = ==~ |sent a
-Natlonal Security Letter (NSL) to al |

seeking

| In-,

NSL, the Iproduced a )
ich incIuded information that was npt re )

:'»~~.._,§eadguarters .

reference the over-produced 1nformatlon

which
in the NSL. | L_|su]gs»:-zqu.xez:d:.'lzy provided a sumnary of the

subject "s] in two-
documents Which were provided to eadquarcters andjor- . =

provided a copy of the

- ufloaded onto Automated Case Sufport {ACS) . Additionally,

lto FBI,

In this case, erxrxors were committed by Ewhen it
compounded the third party exror by uploading onto ACS and/or -
providing FBI, Headquarters.documents which contain a summary of,
the subject's_payment History,; account status and debt status.
Additionally,i |<’:ompounded by_the third party error by
sending & copy of the unauthor:.zedi |to FBI,
Headquarteéexrs. ’

(U) |:has been instructed to charge-out from the

database any documents that contain the above-described

information and redact the portiens of those documents that '
| has also been
irect it to destroy ;

instructed to contact F
its copy of the subject Finally,[ ___ Jhas"
also been instructed to contac el ] and
ask whether the original] | should be ‘returned.ox
destroyed, with appropriate documentation To the file.

Hofmann-I0B-3503

b2
b7E

b2
b7E

© b2

b7E

© b2 .

b7E




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb

IOB SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report: ‘-’ Y 200>
DATE OF INCIDENT: DATE OF REPORT TO 10B: | / /0%

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/16/2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Dol, Congress,‘Cfivil Liberties Office);
POSSIBLE VIOLATION OF: | ’ ’

" STATUTE (United States Code Citation)

FISA (50 U.S.C. 1801) .
Other (USC. citation: ] 1.

EXEGUT[V}:, ORDER 12333: .o

Section 2.3 collection & dissemination of USP info- - L . o
Section 2.4 preamble: least intrusive collection o o '
Section 2.4(a) CIA electronic surveillange w/in US.-

Section 2.4(b) unconsented physical search w/in us

Section 2.4(c)-physical surveillance of USP win US

Section 2.5 AG approval w/in US or against USP abroad .

Section 2.6 assistance to law enforcement

Section 2.7 conlracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation.

AG Approved EO 12333 Guidelinés (Guidelinés name and seclion: —)

T j|.-|~‘|;l- ‘I F 1.5

OTHER EXECUTIVE ORDJ"R (SPECIFY)
Creation of unauthorized SAP (EQ 12958, as amended) °

Other (EO citation: )

' PRES[DENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FIN DING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: . )

DEPARTMENT/AGENCY ACTION: Directec{:o biiarée«out from ACS those documents that discusD

information and redact the portions of those documents that réference the over-produced information.
Also, divected to contact FBI, [feadquarters and direct it to destroy the copy of the| |
provided (o it by

Finally, duected|: to contact the| to determine whether

the origina should be returned or desttoyed

_*DATE OF l‘lNAL. DISPOS[TiON .

Hofmann-IOB-3504

.Section 2.4(d) physical surveillance of USP abroad . A S o

- b2
b7E

b2
b4
b7D
b7E




DECLASSIFIED BY 65179/DMH/PLJ/fsdb ;
0N 07-08-2010 I

G :q@»‘ ~ 28 _ ‘ | | .

INTELLIGE TGHT BOARD (IOB) MATTER b2
: “_Tj FIELD OFFICE . b7E
IOB MATTER 2007-3253{___ ] (U) .

>< During an authorized| |

| of a U.S. person, Division ] ] sent a
Nationa] i r (NSI) o =
seeking

b2

. b7E .

| In - .o

Tesponse Lo Che NSL, chel | produced al;l, :
[ | which included information that was not requested -
in che NSL. subsequently referenced portions of the ’
overproduction in documents that were uploaded into an FBI

. database. ' '

"""""""""""""""""""""" In this case, an erxror was committed by|___:v(vhen'it ) ~'b'2
compounded the third party overproduction by uploading a document ~ . &
containing the subiect'sg L.

“(u) :has been instructed to ptij:gé the | ] oo .
from. the case file, as well as the database.. | [has alsa - - : " BTE
been instructed to contact thel |and ask N

-whether the overproduction should be returned or destr,oye{:l.

AT

Hofmann-10B-3505




ALL INFORMATION CONTAINED ’ :
JHEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb

IOB SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report: ¢ ,’L’lﬁ 2008 3-
DATE OF INCIDENT: ] DATE OF REPORT TO I0B: [3t/2009

'DATE OF REPORT TO DEPARTMENT/AGENCY: 04/17/2007
DATE REPORT SUBMI’I'}‘EP TO OTHER ENTITY (i.e., DoJ, Congress, Ci&}il Lil;erﬁes Office):
POSSIBLE VIOLATION OF: ' '

. STATUTE (United State.s Code Citation)

FISA (50 U.S.C. 1801)
X___ Other (U.S.C. citation; _

EXECUTIVE ORDER 12333: - )
- Section 2.3 collection & dissemination of USP info
‘ . Section 2.4 préamble: least intrusive collection
Section 2, 4(a) CIA electronic surveillance wfin US
" Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillanée of USP abroad .
Section, 2.5 AG approval w/in US of against USP abroad
Section 2,6 assistance to law enforcement .
‘Section 2.7 contracting . .
Section 2.9 undisclosed participation
Section 2.10 human experimentation
Section 2.11 prohibition on agsassination
Section 2.12 indirect participation N 0
AG Approved EO 12333 Gmdelmes (Gmdehnes name and secnon i I >

H | Ifl’,l;! ,l ] I'I l |

OTHER EXECUTIVE, ORDER. (SPECIFY) .. .
Creation of unauthorized SAP (E0°12958, as. amended)

Other (EO citation: _ )

PRESIDENTIAL DIRBCTIVE (SPECIFY) . .
COVERT ACTION F].NDB\IG/MEMORANDUM OF NOTIFICATION
Other (Presndennal Directive citation: )

I 2

'I[

; DEPARTMENT/AGENCY ACTION: Field Office has been instructed to pmre thel l‘tom the.case "

Jhould be retumed

" file and database and to contact thej  larid ask whether th
-or destroyed. .

b

S *DATE OF FINAL DISPOSITION: ' o

P

Hofmann-I0B-3506

b2
b7E

b2 .
b7E . -




. DECLASSIFIED BY 65179/DMH/PLJ/sdb ’ =

QN 07-08-2010
><ET/M

() _INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER -
. |FIELD OFFICE _ B
IOB MATTERS 2007-2056-NSL

AND 2007-3110-NSL (U)

. ;><During af [of a
0.S. person, | [IsSued a National Security Letter (NoSL) to
a bank directing the production of . b2

bTE

[included the

Tollowing certification in the NSL:

b2
b7E

'(U) The NSL did not contain any other certification.

(U) This matter is reportable because NSL_was b2

not valid under.either the| or b7E
thel » [ The WSL was not valid -’
. undex] o

| It was not-valid onder -
ecause 1t did not include the certification that the  FBI
had complied w:.th all applicable provisions of .

(0) I:;!has beén :Lnstructed to contact the|:] and b2

ask whether the productlon should be réturned or destroyed, w:Lth b7E
" appropriate documentation to the flle ' : :

(U) ..... >§

Declassify,

Hofmann-IdB-3507




‘ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb

IOB SUMMARY SHEET
Name of Department or Agency: ~ FBI CY Quarterly Repbrt: U th 10 ¥
DATE OF INCIDENT: [ 1] DATE OF REPORT TO10B: '/ 31 [0™3

DATE OF REPORT TO DEPARTMENT/AGENCY: 06/20/2007 and 07/06/2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Léberties 0£ﬁce):
Pb SSIBLE VIOLATION OF:

STATUTE (United States Code Cltat(on)

FISA (50 U.S.C. 1801) i
__2(_ Other (U.S.C. citation: | [ )

|

EXECUTIVE ORDER 12333:

Section 2.3 collection & dissemination of USP info

Séction 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in-US

Section 2.4(c) physical surveillance of USP w/in US '

Section 2.4(d) physical surveillance of USP abroad : -

Section 2.5 AG approval w/in US or against USP abroad

Section 2.6 assistance to law enforcement . L
Section 2.7 contracting i L -
Section 2.9 undisclosed participation T '

Section 2.10 human experimentation

Section 2.11 prohibition on assassination:

Section 2.12 indiréct participation . .-
AG Approved EO 12333 Guldelmcs (Gusdehnes name and sechon. - )

II'HIIIII‘HII‘I

OTHER EXECUTIVE ORDER (SPECIFY) ) o :
Creation of unauthorized SAP (EQ 12958, as amended)
‘Other (EO citation: Y - o o

PRESIDENTIAL DIREC'HVE (SPECIFY)
. COVERTACTION FINDING/IVHSMORANDUM QF NOTIFICATION
———  Other (Presidential Directive citation: )

-~

i

‘ DEPARTMENT/AGENCY ACTION:

“*DATE OF FINAL DISPOSITION:

Hofmann-10B-3508




INTELLIGENCE_QVERSIGHT BOARD (IOB) MATTER
FIELD OFFICE
I0B. MATTERS 2007-2145 and 2112 (U)

B . The Federal Bureau of Investigation ("FBI") has '
. determined that in conducting a involving[ |
[ | thel i

. 1ssued three National Security Letters, which NSLs were not
properly authorized. 1In this regard, the[___ Jreceived

* information leading it to believe that[ |
[———Imay belong to associates of] for persons
targeted byl In an attempt to learn more

_in a about| __jon or about

it issued three NSLs pursuant to the

| to the

[for I |
OwWever, e S were signéd by a person without. authority to

. 8ign the NSLs;.the NSLs were issued under a control file and
-there apparently was no investigative file under which they could
have been issued. Further, there was no supporting EC which
‘provided iriformation to NSLB for congressional reporting -

_.purposes. These matters are violations of Informatlon was

- _provided in response to the NSLs via a.CD; however, the °

. information was not uséd or uploaded. The CD has been

- (i -.segregated....The] |has been advised to destroy the' CD . or

’ return the CD to ithe carriers, dependlng on tnelr wishes: )ﬁ<

. ) 'Because there were numeérous v101at10ns of I: tbls
“*matter is bez.ng reported to the IOB. (U)

- -

' De‘classif A

,DEfi.ASSIFIED. BY 65179 DMH/pl]
O 07-12-2010

SECRETY 1i28

Hofmann-IOB-3509

b2
bT7E

b2
"B7E




' ANL INFORMATION CONTAINED .
HEREIN IS UNCLASSIFIED ' Ea
DATE 07-08-2010 BY 65173/DHH/PLJ/3db

I0B SUMMARY SHEET
; Y {Jb .

Name of Department or Agency FBI OGC CY Quarterly Report: 2007

DATE OF INCIDENT:  12/08/2005 (issuance of NSL) DATE OF REPORT TO 10B:1230/67 .| / 3/ / (A
DATE OF REPORT TO DEPARTMENT/AGENCY: 06/23/07

DATE REPORT SUBMITTED TO OTHER ENTITY (ic., DoJ, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
- FISA (50 U.S.C. 1801)

. 18 - b2
Other (U.8.C. citation: I l ). ' ‘ N Y

EXECUTIVE ORDER 13333:
Section.2.3 collection & dissemination of USP info
Section 2.4 preamble; least intrusive collection
. Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical survéillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
. Section 2.5 AG approval w/in US or against USP abrond
Section 2.6 assistance to law enforcement
Section 2.7 contracting
Section 2.9 undisciosed participation
Section 2,10 human experimentation:
Section 2.11 prohibition on- -assassination - v . . .
Section 2.12 indirect participation = ' L .
AG Approved EO 12333 Guldelmes (Guldelmes nameand scctlon . : )

||||||‘H|‘ll|'||

'OTHER EXECUTIVE ORDER (SPECIFY) .
Creation of unauthonzed SAP (BO 12958, as amended)

Other (EO citation: )

‘ _ "PRESIDENTIAL DIRECTIVE (SPECIFY) = . ’ ’
: . COVERT ACTION FINDINGMEMORANDUM OF NOTIFICATION' )
Other (Presidential Directive cxtatlon ) -

,| |

. _ ' o b2
.‘DEPARTMEN'P/AG‘ENCY ACTION : Advised-field to retum or destm}{ hformation. - N b7E

" *DATE OF FINAL DISPOSITION:

Hofmann-I0B-3510




DECLASSIFIED BY 65179 DMH/pli
ON- 07-12-2010

Y

SEC
INTELLIGENmIGHT BOARD (IOB) MATTER
FIELD OFFICE
IOB 007-32061 I(U)

() Dﬁring an authorized lof a

U.$. person, i

I

| In_response to

e

e

may have produced a

Whether the]

received

which includeéd information that was i NSL.
provided. é :

cannot be confirmed becausel

bannot locate the NSIL

from the

However

and uploaded this LHM onto Aut

appears to attribute receiving

| from the NSL response received From the|

response
used

|in a Letterhead Memorandum (LHM) .
omated Case Support ’

se Supp (ACS) . ‘The LHM

‘ é;}%(:in this case, an error may have been committed byl Iwhen'
it cdm '

Autol

pounded what appears to be a third party error by uploai' 0

crts

gowever, |

| IS

caution, this matter is being reported to the IOB.

(T)

containing the above-descr
the LHM that reference the
Dallas has also been instructed .to remove any other
. data that may exist from all FBI databases, with appropri

itively identify the source of the! A
Accordingly, in an abundance of .. '

has been instructed to charge-out- from AGCS the LHM

ibed information and redact the portiins of

documentation to the case file.

Hofmann-ii)B—3511

ate

b2
b7E

b2
b7E

pz
BIE . |

b2
b7E




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65173/DIMH/PLJ/sdb

[OB SUMMARY SHEET

Name of Department or Agency: FBI . " CY Quarterly Report: {4 th 2090 L
DATE OF INCIDENT: DATE OF REPORT TO 10B: { / =l / of

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/16/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): o
- 7
POSSIBLE VIOLATION OF: b7E

STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801) : . : . ’
Other (U S.C. citation? | ]

EXECUTIVE ORDER 12393 , -
Section 2.3 collection & dissemination of USP mfo :
Section 2.4 preamble: least intrusive collection-
.Section2.4(a) CIA electronic suryeillance w/in US
Section 2.4(b).unconsented physical search w/in US
Section 2.4(c) physical surveiilance of USP w/in US |
- Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance 1o law enforcement ,
Section 2.7 contracting ’
Section 2.9 undisclosed participation
Section-2.10 human experimentation
Section 2.11 prohibition on assassination oo
Section 2.12 indirect participation : PR
. AG Approved EQ 12333 Gmdelmes (Guudelmes name and sectxon R |

H LT E

OTHER EXECUTIVE ORDER (SPECIFY) - - . a
Creation of unauthorized SAP (EO 12958, asamended) IR

Other (O citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY) u RIS
COVERT ACTION. FINDING/MEMORANDUM OF NOTIFICATION
Other (Presudential Directive citation: ). '

\ I |

- DEPARTMENT/AGEXCY AGTION: [ Thos been instructed to charge-out from ACS the Letterbead - - 1y
Memorandum (LHM) that contains.the unauthorized information and redact the portions of the LHM that reference’  p7g
the over-produced information] i;aas also been instructed to rerove any othe]___Hata that may '

. exist from all FBI databases, with appropriate documentation to the case file. . ) ’

MRS

*DATE OF FINAL DISPOSITION:

Hofmann-IOB-3512




DECLASSTIFIED BY 65179/DMH/PLJ/sdb
ON 07-08-2010

m. wvccgr s

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ‘ -
FIELD DIVISION b7E
TOB MATTER 2007-1741(U) : :

, ><The Fedexal Bureauf_lnxga_l;ig_aﬂgn_&‘*FBI") has
determined that in conducting a of a "United
States Person," as that term is used in Section 101(i) of the
Foreign Intelligence Surveillance Act of 1978 (FISA), it
.collected information on a unrelated to an

l:U) ‘‘‘‘‘‘‘‘ authorlzed 1nvest1.9‘atlon.

b2 -
b7E

L Releva.nt to this investigation, a Natlic’ma’ll Security

q] | - .
reques J.ng ] :b2

L ' ] related b4
to af —Jrelevant to this investigation, was , . :E;D
prepared and anoroved in accordance withl ] HTE

‘ T ' _|provided a | Jwhich
wasd not consistent with ]
The recoxrd showed th an individual other than the . b2

as the. i .54 .

.b7D

l | it appeared that the results . © BIR

were erroneous. The FBI requested thaE | I .

determine which record was erroneous onfirmed -

. tha ' was th -
| | not the Individual Ffor which the
Information was provided in theE::Irgsults.. ‘

. were.no 1onger ava:.la.blem

e

e (U) The FBI removed the erroneous lnfomatlgizm_th_éjl.'ibz; . .
FBI databases and sequestéred the incorrectly.provide b7D ~
information for return td] |or destructlon, dependlng' . bIE

on 'the . wishes of | |

Hofmann-10B-3513




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED ‘
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb

IOB SUMMARY SHEET
Name of Department or Agency: FBI . CY Quarterly Report: ([ h 2o0aF
DATE OF INCIDENT: DATE OF REPORT TO Tog: (31 2093

DATE OF REPORT TO DEPARTMENT/AGENCY:

-

b2
b7E

DATE REI"ORT SUBMITTED TO OTHER ENTITY (i.;:., Dol, Cdngress, Civil Liberties Office):
POSSIBLE VIOLATION OF:
STATUTE (United States Code Citation)

FISA (50 U.S.C. 1801)
X Other (USC. citation]

EXECUTIVE OR.DER 12333: oL
Section 2.3 collection & dissemination of USP info- T ) ) ' -
Section 2.4 preamble: least intrusive collection ) S ' s '
Section 2.4(a) CIA electronic surveillance w/in US.

Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or. against USP abroad
Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed paruclpanon .

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12 indirect participation : :

AG Approved EO 12333 Guxdelmes (Guldelmes name and scctxon. )

l'I TR

~

.OTHER EXECUTIVE ORDER (SP]ZCIFY) N
. Creation of unauthorized SAP (EQ. 12958, as amended)

Other (EOcitatiori: )

PRESDDENTIAL DIRECTIVE (SPECTFY)" .
: COVERT ACTION FINDIN¢ G/MEMORANDUM OF NOTIFICA'HON
—— Other (Pres 1dent1al Directive citation: ) ’

' DEPARTMENT/AGENCY ACTION: -

Overproduction was purged from FBI systems and files.

*DATE OF FINALDISPOSITION:

‘Hofmann-I0B-3514 -




DECLASSIFIED BY 65179/DMH/PLJ/=3db . -

ON-D?—DB-ZQlD
PP

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

I |prvisTon
..... , IOB MATTER 2007-2206NSL (U) ‘
o >a< On oxr about 06/01/2005, | ]properly

prepared and issued a Natiomal Security Letter (NSL) requesting

Jbelieved to be

associated with a U.S,. person who is the subject of an authorized.

_invegtigation. Though it had sufficient predication to issue a

NSL, chose to issue a less intrusive
[ NSL. 1In response, I
records. This information was beyond the scope OL che

NSL that was issued. -Upon receiving this information

Juploaded it into an FBI database.

froml IL
Upon realizing at- this was an overproduction beyond the scope

of the NSL, | Isequestered the information.

_ (U)[ |was‘adv13ed to remove the information -
from FBI databases and contact .thel |to .

determine whether the records should be returned or destroyed,
with appropriate documentation to the file. If the records are
relevant to an authorized investigation,| {was advised
that it may, at its discretion, continue to. sequester the - '
information and issue another NSL Trequesting these records.

CRI 0

’ qumann-IbB-3515

b2
b7E

. b2
b7E

b2
b7E




’

ALL INFORMATION CONTATINED
HEREIN IS UNCLASSIFIED

DATE 07-08-2010 BY 6517‘9)"])111‘1/?11\]{ &B s Y SHEET
Name of Department or Agency: FBI - CY Quarterly Report: 4thQ FY07.
DATEOF INCIDENT:[ | | DATE OF REPORTTO10B: 15007 Y% [ 209
DATE OF REPORT TO DEPARTMENT/AGENCY: 0812212007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Dol, Congess, Civil Liberties Office): N/A -

POSSIBLE VIOLATION OF: ‘ 'b7,E |
STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801)
X Other (U S. C citation: | p

) EXECUTIVE ORDER 12333

Sectioni 2.3 collection & dissemination of USP info -
Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US. )
Section 2.4(b) unconsented physical search w/in' S )
Section 2.4(c) physical surveillance of USP w/in US. -
Section 2.4(d) physical surveillance of USP abroad .
Section 2.5 AG apptoval w/in US or against USP abroad
Section 2.6 assistance to law enforcement

Section 2.7 contracting .

Section 2.9 undisclosed participation -

Section 2.10-human experimentation :

Section 2.11 prohibition on assassmation

Section'2.12 indirect partncxpatwn ’ .o
AG Approved EO 12333 Guidelifies (Guxdelmes name and secnon. D)

JIIIIH'IIIII'H

. OTHER EXECUTIVB OIUDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)

Cther (BO citation: )

PRESIDENTIAL DIRECTIVE (SPECIF Y)
COVERT ACTION FINDING/MEMORANDUM OF NOTIF ICATION

;____ Other (Premdentxal Djrectwe cxtatlon Y . ‘ e C ']Izt; 0

d DEEA;J‘MENTIAGENCY ACTION: Field office advised to remove records from FBI database(s) and contac

o determine whether the records should be returned or destroyed If relevant to an authorized investigation;
field office was advised that it may sequester mfonnatlon and issue another NSL requesting these records o

1

*DATE OF FINAL DISPOSI’I‘ION 12/22/2007

Hofmann-IOB-3516




l: In response, the |provided .
Tecords bevond the date range requested -| |

DECLASSIFIED BY 65179 /DMH/PLJ/sdb
0N 07-08-2010

W

_ INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
DIVISION
., : IOB MATTER 2007-2208NSL (U)

On or about 01/13/2005, | | properly
prepared ‘and issued two National Security Letters (NSLs) b2

b2
b1E

requesting | |believed to be associated with a b7E

U.S. person who is the subject of an authorized inves

tigation.

The NSLs spec:.flcally aske Wr

(U) IE should be noted, hov}ever, that upon realizin

that this was an overproduction beyond the scope of t

sequestered the 1nformatlon

(w | |was advs.sed to remove the
from FBI databases and contact the

he NSL, b2
_BIE .

inf ormation
to

determine whether the records should be returned or destroyed,
with appropriate documentation to the fi:ILg*_LfL_lherecord‘s are b2

relevant to an authorized investigation, |

_ that it may, at its discretion, continue to sequester the .
' 1nformat'.3.on ‘and 1ssue another NSL requestlng these records. .

3

was adv:.sg:d _ b7B

Hofmann-IOB-3517




ALL INFORMATION CONTAINED
-HEREIN IS UNCLASSIFIED -
DATE 07-08-2010 BY 651?9/DI‘!1'!}PLJ/SG}3

I0B SUMMARY SHEET
Name of Department or Agency: FBI ‘ ; CY Quarterly Report: 4thQ FY07
DATE OF INCDENT::I ", DATE OF REPORT TO [OB: 12/3#2669 ! / A0y .-

DATE OF REPORT TO DEPAR‘IMENTIAGENCY 08/2212007 .

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Libenies Office): N/A
POSSIBLE VIOLATION OF:

STATUTE (Umted States Code C1tat10n) ] KR L .
——.. FISA(50U.S.C. 1801) . - . - . .
X Other (U.S.C. citation: | D o e '

EXECUTIVE ORDER 12333: T
Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US .
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physica! surveillance of USP abroad
Section 2.5 AG approval wiin US or against USE abroad *
Section 2.6 assistance to law enforcement :
Section 2.7 contracting .
Section 2.9 undisclosed participation -

Section 2.10 human experimentation

Section 2.11- prohibition on assassination

Section 2.12 indirect participation

AG Approved EO 12333 Gundelmes (Guidelmes name and sectlon )

J I"-I,I,I 1 l [TH

'OTH:ER EXECUTIVE ORDER (SPECIFY) . e
Creation of unauthorized SAP (EO 12958 -as amended) ) T A C
Other (EO cltatzon ) . L ;

PRESIDENTIAL DIRECTIVE (S}?ECIEY) ' C e
COVERT ACTION FINDING/MEMORANDUM OF NOTiFICATION e NN
_____ Other (Presidential Directive citation: ) . L :

DEPAR’IMENT/AGENCY ACTION Field office advised to remove recbrds ‘from FBI database(s) and contact the
Fo determine whether the records should be returned or destroyed. If relevant-to an authorized investigation,
‘ field office was advised that it may sequester information attd issue another NSL requesting these records.

.0 »2
*DATE OF FINAL DISPOSITION: 12/22/2007 - S .7 bIE

Hofmann-IOB-3518




DECLASSIFIED BY 65179/DMH/PLJ/sdbh
ON 07-08-2010

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

S . I0B MATTER 2007-3119 (U)

) o >< .On or about 06/13/2006 ,:properly prepared
and issued a National Security, Letter (NSL) requesting financial

‘records believed to be associated with a U.S. person who is the |
subject of an authorized investigation. The NSL specified the
subject's date of birth (DOB) and social security number (SSN) in
an effort to narrow the scope of the request. In response, due
to the fact that it does not search based on personal identifiers
such as DOB or SSN. |

| | Tnis response
included records associated with the[_____ ]subject, as well as
records assoc:.ated with other individuals-with the same name.
Upon receiving this information from the| || | .
reviewed and analyzed.the results and created a gpreadsheet that
wasg attached to an electronic communlcatlon (EC) uploaded into an

- FBI database.

(U) It should be noted, however, that upon realizing

that this was an overproduction beyond the scope of the NSL,
took all necessary corrective measures. [ | re-wrote

‘the EC and spreadsheet and purged all remaining ‘copies of the
original documents from FBI databases. The floppy disk
containing the overproduction was forwarded to the CDC for
sequestration. wag advised to contact| jto
determine whether the sequestered records should be returned or
.destroyed, with appropriate documentation to- the file.

Dérn. H
v On: 1

Hofmann-I10B-3519

b2
b4
b7D
b7E




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb

10B SUMMARY SHEET
Name of Depariment or Agency: FBI CY Quarterly Report: 1stQEY¥68 (-'ru‘ 200F
DATEOFINCDENT[ ] DATE OF REPORT T0 10B: 12342007 [ ! [=o%

DATE OF REPORT TO DEPARTMENT/AGENCY 07/10/2007

" DATE REPORT SUBMITTED TO OTHER ENTITY (ie., Dol, Congress, Civil leertxes Ofﬁce) NA

POSSIBLE VIOLATION OF: -
STATUTE (United States Code Citation) . . PIE
. FISA(50 US.C. 1801) . .
X___ Other (U.8.C. citation:| | IR
EXECUTIVE ORDER 12333: ‘

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US

. Section 2.4(d) physical surveitlance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement
Section 2.7 contracting )
Section 2.9 undisclosed partxcnpatmn
Section 2.10 human experimentation
Section 2.11 prohibition on assassination
Section 2.12 indirect participation
AG Approved EO 12333 Gundelmes (Gutdelmes name, ané Sectlon )

"'I'IHH'IIIHH

OTHER EXBCUTIVE ORDER (SPECIFY) -
Creation of unauthorized SAP (EO 12958, as amended) A
" Other (EO citation: ) L

PRESIDENTIAL DIRECTIVE (SPECIFY)

.7 . COVERTACTION FINDING/MEMORANDUM OFANO'HFICATION

|

Other (Presidential Dn’ectlve citation; )

" to contac

C. DEPAR’%ENCY ACTION: Fle{d office already purged-records from FBI database(s) Further advised

to determine whether the records should be retumed or destroyed.

, *DA’I‘E OF FINAL DISPOSITION 12/22/2007 o

Hofmann-I0B-3520
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DECLASSIFIED BY 65179/DMH/PLJ/3db I~

. ON 07-08-2010
::§§Q§§§2/201

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER o2
FIELD OFFICE - . BIE
I0B MATTER 2007-1445-NSL (U) - -

>< On initiated al |

jof a U.S. person. . On| 1. b2
Eubmitted to FBI Headquarters (FBIHQ) a request tol | b7E
the v ibevor_;g the ’
FBIHQ denied the request on| |

\,(G/) After thel
TS

engaged 1n investigative activities eyond

_ those permitted during a I oL
I ' , : . :62

| In addition, s ,,b?E

I:: submltted an EC closing the case onl |

. acqun.red om these activities. Exclusion is a remedy of
" judicial origin created to.address violations of. constltutlonal

IRELii

X

*{U) This ‘matter is being reported because conducted b2
J.nvestz.gatlve activities inconsistent with the Wments of ° p7E
the Attoxrney General's Guidelines for FBI National Secur:.t T
“In.vestl at:.ons .and Foreiqn Intelli ence Collectlon (\JSIG)

f>$< We now turn to the handllng of the 3.nformatlon "
v NSRS

dimension. In addition, some statutes, such as the Foreign -
Intelligence Surveillance Act, provide for an .exclusionary rule.

In this instance, neithex the Constitution nor any appllcable
statute has. been violated and, | | R

“b2

b7E

From: ’ "
' Declass:x. ..

CREP7 /2

Hofmann-IdB-3521 )




ALL INFORMATION CONTAINED . -
. HERETN IS UNCLASSIFIED
DATE .07-08-2010 BY 65179/DIE/PLJ/3db

10B SUMMARY SHEET

Name of Department or Agency:  FBI cY Quaxterly Report: ‘-/‘&) 1007

. b2
DATE OF INCIDENT: | ] DATE OF REPORT TO I0B: /v,\ 10038 . bIE

DATE OF REPORT TO DEPARTMENT/AGENCY: 0410972007
| DATE REPORT SUBMITTED TO OTHER EN’ITI'Y (., Do, Congress Civil Liberties omce),
POSSIBLE VIOLATION OF:
'STATUTE (United States Code Citation)

FISA (50 U.S.C. 1801) - g .
Other (U.S.C citation: : . )

EXECUTIVE ORDER 12333

Section 2.3 collection & dlssem.matton of USP info

Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US -

Section 2. 4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP wfin US

‘Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad

Section 2.6 assistance to law enforcement

Section 2.7 contracting

Section 2.9 undisclosed participation

Section 2.10 human experimentation

Section 2.11 prohibition on assassination . . - S
Section 2.12 indirect participation ., - TR 3 b2
AG Approved EO 12333 Guidelines (Gmdelmes name and sectnon | | - biE

'll,ll'l‘l I'I‘I-IHI

OTHER EXECUTIVE ORDER (SPECIFY)
———  Creation of unauthorized SAP (EO 12958, as amended)
—.  Other (EO citation: ) o

PRESIDENTIAL DIRECTIVE (SPECIFY) ’
 ___. COVERT ACTION FINDING/MEMORANDUM QF NOTIFICATION
Other (Pms:dcntnal Directive citation: ) :

DEPARTMENT/AGENCY ACTION

*DATE OF FINAL DISPOSITION:

Hofmann-I0B-3522




DATE: 07-08-2010
tS}‘ CLASSIFIED BY 65179/DMH/PLJ/sdb .
H DEASON: 1.4 {c) ’

DECLASSIFY ON: 07-08-2035
M/ /20 g ALL INFORMATION CONTAIHED

HEREIN IS UNCLASSIFIED EXCEPT
INTELLIGENCE OVERSIGHT BOARD (IOB) MpRFEER SHOUN OTHERWISE

FIELD OFFICE ggE
I0B MATTER 2007-1793[ ] (W) 8
8 >§ . U
(5 During an authorized I e .
of a U.S. person, T ] (5}

| arding .

ound the hard copy of ] g . bl

| ] lnt’hLLa.nsru_Le lbelieved that] was b2 .
':S:' the spouse- {subject of the above " b4
- i discusse b las rot the . b6

. subject of an FBI national security investigation and an NSIL was not (S) :’g?,g
. _found re ing that provide consumexr information regarda.ng bIE
i Through further invesfd : iscovered K

{§)-. from the

that the] bertalnlng Jas acquired

| According to the

T T Divisio i (CDC) ] | .o 1
'!SI' = [Tt is belleved that an agent, who ad .

worked crlmznal cases and had just been transferred to national

security invéstigation cases, asked someone to run the |

o K egarding[ | £xom the[ | .fs:l
tsj """ ) I ' regarding .
acquired by the same method b2
discussed above. The acquisition of this| as . . ba
documentéd “on Automated Case Support (ACS).. The hard copy of this - "bs
| ‘hoyever, could not be located ‘result "+ . b7C
cannot say with any""-certan.nty from where thel lorlglnated. ;b'fD
ikd thair- £he ACS reference to the acquisition of a " b7E
égarding Jthere is ng )
further evidence that a Jwas acquired. Finally,
::ould not’ £find an NSL reques(;:l.ng‘ the| | I .
referenced on ACS. . . N O
(U) In thlS case, : acted unlawfully -and/ox contrary to ) _
“Executn.ve ordexr or ‘Presidential ‘directive when it accomplished the. = - p2
following: (1) used thel Jcontained | ] - b4
- b7D
.information; (2): acquired .one or more| [without b7E
sexrving a proper and legal NSL; and. (3) acquired| ] ’
() as been instructed to retain the sequestered b2
‘ until otherwise instructed by the FBI's ;bjll
Inspection Division. . ;E;/g
rived From: 63
Declassi 2/28/2017
SPeRET/ [205Fre
Hofmann-IOB-3523 .




ALL INFORMATION CONTAINED
HEREIN I5 UNCLASSIFIED

DATE 07-08-2010 BY 65179/DMH/PLJ /3db , -
« ¢t .
OB SUMMARY SHEET
- : Y2007
Name of Department or Agency: [FBI CY Quarterly Report: {1 20
DATE OF INCIDENT: |  DATEOFREPORTTO[0B: //3//0F

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/15/2007
DA'ItE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Ofﬁceji ’
POSSIBLE VIOLATION OF: ’

STATUTE (United States Code Citation) -

FiSA (50.U.8.C. 1801)
Other (U.S. C citation: 4 1

EXECUTIVE ORDER 12333
Section 2.3 collection & dl.ssemmatlon of USP info
Section 2.4 preamble: jeast.intrusive collection
Section 2.4(#) CIA electronic surveillance wfin US

" Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physwal surveillance of USP w/in US
. Section 2.4(d) physical surveillance of USP.abroad .
Section 2.5 AG approval w/in US or against USP abroad
Section.2:6 assistance to law enforcement
Section 2.7 contracting ' .
Section 2.9 undisclosed participation -

‘Section 2.10 human experimentation
Section 2.11 prohibition on assassination
Section 2.12 indirect participation | ) ca .
AG Approved EO 12333 Guldc{mes (Guldehnesname and sectlon ST 5

il'l‘III'IIHzI I'IJ

" OTHER EXECUTIVE ORDER (SPECIFY),
Creation of unauthorized SAP (EQ 12958, as amended)
Other (EO citation: , ) R

PRESIDENTIAL DIRECTIVE(SPECIFY)Y - . - .. et e

COVERT ACTION FINDING/MEMORANDUM Ol" NOTIFICAT[ON .t .
Other (PresudentlalDlrectwc citation? D T

1

DEPARTMENT/AGENCY ACTION: Instr ucte[_____}o retain the sequestered Janti directed:

otherwise by the FBI's Inspection Division. Thls mvest:g'ltlon was closed b

*DATE OF P!NAL DISPOSITION:

Hofmann-10B-3524
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DECLASSIFIED BY 65179/DMH/PLI/sdb i

ON 07-08-2010
)@/@a@(

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ) ) b2
" e DIVISION : bTE
' . 7-1206 (U)
. o L
‘ () Bv electronic communication ("EC") dated April 04, 2007, b4
the Division reported a potential IOB error in b7D
conJUNSEIon WIth Its | ], P7E

of™ a Unlted States Person.

. ‘ By way of ba.ckcrround, ‘on 02/01/2006, | |
issuéd an ‘.approvedl Na;igml_l'"
. Security Letter tof | seeking e
({u)- associated WitH| [vere . b2 -

. associated with the target of investiqation and the request was e
~. for recoxds The NSL &I B 1

not ligt identifving information of the target, but did list b7E

on oxr about | |returned LFI | A

- agsociated with the target for the time period O [~
| The records £xom | | and Trom .
were outside the date range requested in
The NoL, and therefore an overproduction én the pakrt of
Prior to discovery of ‘the overproduction by the FBI Inspection
DlVlSlon, the documents were uploaded to FBI databases and used _ .
R " in the course of the underlying investigation. Oncé notified of
. the overproduction| Ipromptly removed the records
from the casefile. ' . .

b2
+ b7E

<

v

_ {U) In the matter at issue, the FBI compounded an error by a
third party when records were uploaded into FBI databases that
were not outside the date range of records requested by the NSL
Despite the fact that the FBI could have requested this

~ information and that the information appeared relevant to the - °

. investigation while it was .open, the overproduction will be
-purged from the systems and returned or destroyed at the request
of the third. party provider.

- Deri From;
Decl i On: 17

W

Hofmann-10B-3525




ALL TNFORMATION CONTAINED 4 =
_ HEREIN I5 UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLI/sdb

I0B SUMMARY SHEET
Name of Department or Agency:  FBI CY Quarterly Report: (,{'H_\ 1oo0®
DATE OF INCIDENT: | . patorrmeorTTo0B: | ¥/ 1999 .

DA'I'E OF REPORT 'I‘O DEPAR'IMENTIAGENCY 4[4/2007

DATE REPORT SUBMl’ITED TO OTHER ENTITY (., DoJ, Congress, Civil Liberties Office): .
POSSIBLE VIOLATION OF: L ‘ LT bTE
. STATUTE (United States Code Citation)

FISA (50 U.S.C. 1801
X Other (U.S.C. citation

k EXBCUTIVE ORDER 12333: )
Section 2.3 collection & dissemination of USP mfo
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US L
Section 2.4(b) unconsented physical search w/in US -
Section 2.4(c) physical surveillance of USP-w/in us ' :
‘Section 2.4(d) physical surveillance of USP dbroad
"Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement
Section-2.7 coutracting
‘Setion 2.9 undisclosed participation
- Section 2.10 human experimentation
* Section 2.11 prohibition on assassination
* Section 2.12 indirect participation ° ’
AG Appmved EO 12333 Guldelmes (Gutde!mes name and secuon ______)

2 11 'l -l' :!'f TS

" OTHER EXECUTIVE ORDER (SPEC]FY)
Creation of unauthorized SAP (EO 12958, as amended)

Other (EO c.itahon. — )

o PR.ESIDENTIALDIRBCTIVE(SPBCIFY) . oo
. .COVERT ACTION FINDINGMEMORANDUM OF NOTIFICATION
 Other (Presndentxal Dxrectxve citation: ) N

DEPARTMENT/AGENCY ACTION Purge and destroyor remm|:| I < 1

"*DATE OF FINAL DISPOSITION

Hofmann-IOB-3526
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.- - E@@W

DATE: Q7-08-2010
CLASSIFIED BY 65179/DMH/PLJ/sdb .
REASON: 1.4 {c) ALL INFORMATION CONTAINED

. DECLASSTFY 0N: 07-08-2035 " HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERWISE

iﬁTELL;GEQCE QVERSIGHT BOARD (IOB) MATTER
o FIELD OFFICE
IOB MATTER 2007-1321-NSL (0)

The Federal Bureau of Investlgatlon (“FBI") has

. determ;ned that in conducting an
the| \n rield Office | [Issued an NSL to
wh1ch| | returned information beyond the scope of -the NSL
and suc ln ormation was uploaded into a database. In'this
regard, on or about | lopened an )
| - |a United States person, as that
term is used inl ]

. On or about 06/21/2004, an NSL

was issued pursuant to ;Héf |
for] | pertaining_to the ..

. _ [ |

returned information for a period of time six months beyond the
- requested time pericd.” Those| were uploaded into
a database. Thereafter, by EC dated 04/05/2007, the potential

IOB violation was reported. | %;*Ei the process of ’ ‘
b2

remov1ng those records from the database

b2
b7E

bl
b2
be
b7C
p7E

The IOB has lnstructed OGC to report matters in which . b7E

-‘inférmation hrror is uploaded into a
database. .hus, this 51tuat10n 1s belng reported to. the I0B. (U)

Hofmann-I0B-3527
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ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/5db

JOB SUMMARY SHEET

: b
Name of Departiment or Agency: FBIOGC . CY Quarterly Repost: 2007

DATE OF INCIDENT:  06/21/2004 (issuance of NSL) ~ DATE OF REPORT TO 10B:1236%67 [/ 34/ 200°F

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/67
DATE REPORT SUBMITTED TO OTBER ENTITY (i.e., DoJ, Congress, C1v1l Liberties Office):
POSSIBLE VIOLA’I‘ION OF

- STATUTE (United States éode Citation)-

" FISA (50 U.S.C. 1801)
Other (U.S.C. citation: )

EXECU‘I'IVE ORDER 13333: )
Section 2.3 collection & dissemination of USP info.

' Section 2.4 preamble: least intrusive collection
Section 2 A4(a) CIA electronic surve:llance w/in'US
Sectiori 2.4(b) unconsented physical.search w/in US

. Section 2.4(c) physical survéillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement i
Section 2.7 contracting
Section 2.9 undisclosed pamcnpatwn
Section 2.10 humah experimentatich
Section 2.11 prohibition on assassination
Section 2,12 indirect participation . )
AG Approved EO0 12333 Guxdehnes (Guldelmes name and sectiom ) )

|‘|_"I | H»! T

OTHER EXECUTIVE ORDER (SPECIFY) ’
Creation of unauthorized SAP (EO 12958, as amended)
Other (EO citation: ) - .

'PRESIDENTIAL DIRECTIVE (SPECIFY)

COVERT ACTION FINDING/MEMORANDUM OFNOTIFICATION S

.. _, Other (Presldentlai Dlrcctive cuatwn._______,____)

DEPARTMENTIAGENCY ACTION: Adwsed field to continue to purge database (wluch it was in the process of »

domg):mfonnauon should be destroyed or retuneéd

*DATE OF FINAL DISPOSITION:

- Hofmann-IOB-3528

b2
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=

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
DATE: 07-08-2010 U['ERE SHOWN OTHERWISE

CLASSIFIED BY 65175/DMH/PLJ/sdb
REASON: 1.4 (c}

DECLASSIFY ON: 07-08-2035 }{ET/W

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER .
g © [ ]FIELD OFFICE
{8} 10B MATTER 2007-2016-NSL (U)

"""""""""""

.................

(8 determined that in cogductlng an 1nvest1gatisﬁ”6ﬁ

3 the issued an NSL to which | |

. returned information beyond the scope of the request paragraph. in

aathe NSL and such information was uploaded intd a database. In -
Lthis. regard, on or aboutl bpened an investigation
| a United States person, as that term is used in

b2
b7E

[ During the course of the investigation, an NsL P!
dated 03/10/2 ", tol Thursuant to the | . Ei ’
| b6 .
Tor | j The opening . =  bic .,
ﬁlggagxaph_ﬁtatlng the request used the standard language for a b7D
NSL. - However, the certification paragraph of. the NSL b7E
mistakenly referred tol I in o
‘additien to] | Apparently because -of such S
language, [provided| , ] in addition
to _thel [frequested, for <
1 L Tha_r.elceipt of the] was an -
| The information was uploaded into a database. .

By EC dated. 05/07/2007,[_ Jreported this matter as a potential
] IOB The 1nformatlon subsequently was removed from the database.

B . ) bz )
The IOB st =port matters in whlch bIE
- information prror is uploaded into a ;3 .

‘database. - Thus, this situatdion is being reported to the IOB (U)

Hofmann—IOB-3529




ALL INFORMATTON CONTAINED -
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb y

IOB.SUMMARY SHEET
. ¢
Name of Department or Agency: FBI OGC CY Quarterly Report: 2007

© DATE OF INCIDENT:  03/10/05 (issuance of NSIL) DATE OF REPORT TO 10B:12230/87 t/ 3 / 2097
DATE OF REPORT TO DEPARTMENT/AGENCY: 05/07/07

DATE REPORT SUBMITTED TO OTHER ENTITY (i.c., DoJ, Congress, Civil Liberties Office):

" POSSIBLE VIOLATION OF:
STATUTE (United States Code Citation) ' .
____ FISA(50US.C. 1801) , , Y s
X Other (U.S.C. citation: | | . : . . .. BbIE
EXECUTIVE ORDER 13333;

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection

. Section 2,4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/inUS
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP-abroad
Section 2.6 assistance to law enforcement .
Section 2.7 confracting -
Section 2.9 undisclosed participation
Section 2.10 human experimentation
Section 2.11 prohibition on assassination < o . I
Section 2.12 indirect participation ., ' L SR
AG Approved EO 12333 Guidelines (Guidelines name and. sectwn T R

vy . .
. .
. .

OTHER EXECUTIVB ORDER (SPECIFY) . ’
Creation of unauthorized SAP (EO 12958, as amended)

~Qther (EC citation: _______)

PRESIDENTIAL DIRECTIVE (SPECIFY) '
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION .
‘Other (Presidential Directive citation: ) . ’ . .
' K ) b2 - .
" DEPARTMENT/AGENCY ACTION: Advised that mater was belng réported fo IOB that mformation shouldbe  b7E
destroyed or retumed . . :

*DATE OF FINAL DISPOSITION:

) Hofmann-10B-3530




DATE: 07-08-2010
CLASSI%‘IED BY §5179/DMH/PLJ/sdb ALL INFORMATION CONTAINED
REASO0N: 1.4 (c) HEREIN IS UNCLASSIFIED EXCEPT

DECLASSIFY ON: 07-08-2035 M{/M VHERE $HOWN OTHERWISE

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 183 b2
(8}, [ |FIELD OFFICE b7E
‘ I0B MATTER 2007-1166-NSL (U) Ci

The Federal Bureau of Investigation ("FBI") has
conducting
the Field Office |
AN NoL in response to which| | réturned

o for a period of time beyond the time period requested-
and the 1nformat3.on was uploaded into a database:.  In this

(8} ..

bl

regard, |- b2
[ lwho isa .. ~ - e
“United States person" as that term is used inl_:__—:::l b7C
of the] | ' o7E

| During the course of this -

invlestigation, an NSL dated 01/04/200 i :
the o

for| |information. | |returned
information responsive to the request but, in doing so,
provided records outside the time period sought in the NSL.™
The information was uploaded into a database. By EC dated
04/05/2007, the potentlal IOB violation was reported.
‘Further, frepresents that it is in the process ‘of
purging the database of the J.nformatlon. :

The I0B has :mstructed 0GC to report matters in - b2

. which.informati_o‘n'l |error is b7E .,
. uploaded into a database. Thus, is situation is being - - .-

reported to the IOB. (U)

Dec t on: 017

Hofmann IOB—3531




I0B SUMMARY SHEET ‘
A
Name of Department or Agency: FBIOGC CY Quarterly Report: 2007

DATE OF INCIDENT:  01/04/06 (issuance of NSL) DATE OF REPORT TO IOB: 12430707 I/B’/ Loy

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/07

| DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Ofﬁca)

POSSIBLB VIOLATION OF:

. . o ALL INFORMATEON CONTAINED
STATUTE (Umted States Code Cltatlon) HEREIN IS, UNCL AsSIFIED

FISA (50 U.S.C. 1801 DATE 07-08-2010 BY SSlTQJDm{f’PLJ/Sdb '
X ___ Other (U.S.C, citation .

EXECUTIVE ORDER 13333: _ ‘ 4 Lo b2 a
Section 2.3 colection & dissefnination of USP info Soo. . bIE
Section 2.4 preamble: [east intrusive collection . Tt L I
Section 2.4(a) CIA electronic surveillance w/in US . ' . e e T
Section 2.4(b) unconsented physical search w/in US .o e ’
Section 2.4(c) physical surveillance of USP w/in US . R
+ Section 2.4(d) physical surveillance of USP abroad : L oo
- Section 2.5 AG approval w/in US or against USP abroad. B
Section 2.6 assistance to Jaw enforcement  * . e : ce o
Section 2.7 contracting a )
Section 2.9 undisclosed participation
Section 2.10 human experimentation . . L
Section 2.11 prohibition on assassination o S e < v
" Section 2.12 indirect participation o ’ RV ) '
AG ApprovedEO 12333 Gmdelm&s (Guldelmes name and section: - : )

I’ LT

OTHER EXBCU’I‘IVE ORDER (SPECIFY)
Creation of unauthorized SAP-(EO 12958 as amended) _
Other (EO citation: ) .

PRESIDENTIAL DIRECTIVE (SPECIFY)
~w— COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
. Other (Presidential Directive citation: : )

. e : - . b2
DEPARTMENT/AGENCY ACTION: Advised field to purge database; réfurn or tj&strol [ .o ';b"-’lj:

-+ - *DATE OF FINAL DISPOSITION:

"Hofmann-I0B-3532




DECLASSIFIED BY 65179!D}QUPLJISGIJ . am
0N 07-08-2010

(). INTELLIGENCE QVERSIGHT BOARD (IOB) MATTER b2
FIELD OFFICE . bE
IOB MATTER 2007-7571 [(w) ‘

During a I j.
of a U.S. person, [ Jissued a National Security Letter.
(NSL) under| lto al ]

_The NSL requested the] | l S
| i "NSL, the | |
produced a with attempted redactions of most " b2

of the information that was not requested in thée NSL. _Although
- covered with black ink, the redacted portions of the
emained legible. The case agent reviewed th
and drafted an EC documenting his review. The case agent
included in the EC some of the over-produced information, such as

1
| ' In_addition, the case agent issued two |
JESTR r
v o The NSES were uploaded ONto.ACS. . . 3 ;

. . (U)'In this case,l l:ommltted errors when it uploaded .
onto ACS and used for investigesiseouwsasas—caems of the -overs '
produced J.nformatlon from the Such handling b2

.. of over-produced information is considered compounding a th:l.rd - ' bPIE
party error, wh:.ch must: be reported to the 10B. s

IR - (U) ‘hag been instructed to contact t:he m
1 3N ask whether thel | should Be - .

returned or destroyed, with appropriate documentation to the

file. ) been informed that it may keep a copy of the-

| provided that all of the .over-produced - b2
_information is fully redacted: Ag for the case agent's EC © - L bIE
containing over-produced information, has been. directed, ]
to redact the over-produced portions from the :mvestigative file:
.versioén and elther permanently check-out or redact the over-

produced, portions from the ACS version. Slmllarly, has
- been told to ‘redact ccount numbers from the investigative
-' " file version of the NSLs and either permanently check-out o

. redact the .account .numbers from the ACS versions.

Hofmann-IOB-3533
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1

ALL INFORMATION CONTAINED ) e
HEREIN IS5 UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/3db

Name of Departient or Agency: FBI

10B SUMMARY SHEET

CY Quarterly Report: (/f’:b. 260

DATE OF INCIDENT: [ DATE OF REPORT TO10B: {34 [4#9%

" DATE OF REPORT TO DBPARTMENT/AGENCY 03/ 142007

DATE REPORT SUBMITTED TO OTHER ENTITY (l.e Dol, Congress, le Libetties Ofﬁce)

POSSIBLE VIOLATION OF’

: STATUTB (United States Code Citation)

X _

FISA (50 U.S.C. 1301) . S
Other (U.S.C. citation: _] 1.9

EXECUTIVE ORDER 12333:

l"l ] I;H [ TH

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection

‘Section 2.4(a) CIA electronic surveillance w/in US -

Section 2.4(by unconsented physical search w/in US .
Section 2.4(c) physical surveillance of USP w/in US . .,

+ Section 2.4(d) physical surveillance-of USP-abroad

Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement, :
Section 2.7 contracting . -
Section 2.9 undis¢losed participatiof .
Section 2.10 human experimentation ’
Section 2.11 prohibition on assassination

Section 2.12 indirect participation

~AG Approved EO 12333 Gmdelmes (Gmdelmes name and sectlon. - _ )

OTHER EXECUTIVE ORDER. (SPECIFY)

Creation of unauthorized SAP (EO 12958, as amended) ' "
Other (EO cxtatlon ). - o

. PRESIDENTIAL DIRECTIVE (SPECIFY) -

COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION .
Other (Presidential Dlrectxve citation; ) e

DEPA.RTMENT/AGBNCY ACTION:

*DATE OF FINAL DISPOSITION:

: " Hofmann-10B-3534

b2
. b7E




DECLASSIFIED BY 65179/DMH/PLJ/sdb
ON 07-08-2010

B3
t

INTELLI JHT BOARD (IOB) MATTER b2
(U) FIELD OFFICE . *b7E
: 10B MATTER 2007-961 __ |(u) ]
During a )
of a U.S. person, Jissued a National Securlty Letter
(NSIL) under thel lto a| |

| | The NSL requested !
pbf the investigation. In response

‘ “NSL, the produced a | L.
Icor;taiﬁiz‘f'g""irﬁormatlon Tiot_requested-by the NSL. { I_| . b7E
subsequently issued a ‘ S
NSL sSeeking information from a] Jwith_which -
the target had an | |inciluded in the )
NSL an [ lis. uncertaln

at this time wheths recipitated by the .
information ‘in the | |did not = . -
upload or disgeminate any of the over-produced. information from L
the § ‘ B . t

ﬁ?

(U). In this case, although] lis uncertain ‘ oo .
whether it used for investigative purposes some of the over- ST o
. produced information in the I the FBI is - ., "bIE

. repodrting this matter because it has reason to believe that .
| imay have compounded thé third party error by using

e over-produced information for investigative purposes.

W | ] has been instructed to issue a curative’ R
FCRA NSL requesting financial institution information in order to ‘zl}ng
retain the finarcial institution information from the |;__a':;| '
cted to : o

Citv has also beer instru
and ask whether the orlglnal
shoulH be returned or destroyed, with o

. appropriace documentation to the file, | jhas been
* informed .that it may retain a copy of “thel

‘provided that’ all over-produced information is fully redacted

R .. Hofmann-IOB-3535




ALL INFORMATION CONTAINED ,
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 6517%/DMH/PLJIOBKSUMMARY SHEET -

Name of Department orAgency FBI CY Quarterly Report: U/ ks Woy

DATE OF INCIDENT: 1 DATE OF REPORTTO I08: /[ /[ 1208

DA'I‘E OF REPORT 'I’O DEPARMNTIAGENCY 03/21/2007
DATE REPORT SUBMI’I"I‘ED TO OTHER ENTITY (i.e.,, DoJ, Congress Civil beemes Offi ce)
POSSIBLE VIOLATION OF

STATUTE (Umted States Code Cxtanon)

) * FISA (50 U.S.C. 1801 -
T X Other usc. cttatlgn | )

EXECU’I‘IVE ORDER 12333:

Section 2.3 collection & dxssemmanon of USP info

Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance wfin US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US
. Section 2.4(d) physical surveillance of USP abroad

Section 2.5 AG approval w/in US or against USP abroad

Section 2.6 assistance to, law enforcement .

Section 2.7 contracting

Segtion 2.9 undisclosed pasticipation

Section 2.10 human ekperimentation .
Section 2.11 prohibition on assassination v N
Section 2.12 indirect participation

AG Approved EO 12333 Gmdelmes (Guldehnes name and section:

| H LTI

OTHER EXECUTWB ORDER (SPECIFY) .
Creation of unauthonzed SAP (EO 12958, as amended)
Other (EO citation: . )

PRESIDENTIAL DIRECTIVE (SPECIFY) . '
N . COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
- o Other (Presxdennal Directive cltatlon )

l'l

DEPARTMENT/AGENCY ACTION

*DATE OF FINAL DISPOSITION. _,

Hofmann-I10B-3536

b2
b7E




DECLASSIFIED BY 65179/DMH/PLJ/sdb
ON 07-08-2010

-b2
b7E
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
(Ui __ < __|FIELD OFFICE
IOB MATTER 2007-3383[___ |(U) )
During al | of a
U.8. person,| lissued three (3) Natiomal Securit
. Letters (NSL) und I
Tespectively. ALl three NSLs requested -
information pertaining to the target of the | :b?,E
—investicgarion  Tn response o (2) of the 2
producedl Ithat i'nglgtdec.:
information not requested by the NSL. ummarized
some of the over-produced information in an EC that was uploaded
‘onto ACS. Subsequently, | Ipermanently charged out of -
ACS-the EC summarizing the| iand has sequestered
- hard copies with its Chief Division Counsel' (CDC). . - 'bé

(U) In this case, an error was committed by
when it uploaded some of the over-produced information. Such
handling of over-produced information is considered compounding a
third party error, which must be reported to the IOB.

L7E

() | __lhas been instructed to continue to charge- - ‘
out permanently the EC summarizing thel |and destroy BTE
-any hard copies of EC in the investigative o

‘'has also be instructed to contact both

; ile. | j

~fand ask. whether the original [

destroyed with approprlate documentatlon .to the file.

Hofmann-I0B-3537

|should be returned or |




ALL TNFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 63179/DMH/PLJ/sdb
, JOB SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report: {f {n Z200F
DATE OF INCIDENT: 1 DATE OF REPORTTO 10B: {3 {2008

DATE OF REPORT TO DEPARTMENT/AGENCY: 09/26/2007
" DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF: ‘ '
STATUTE (United States Code Citatjon) :

FISA (50 U.S.C. 1801)
. X __ Other (U:8.C. citation: __I

EXECUTIVE ORDER 12333: s
Section 2.3 collection & dissemination of USP info
Section 2.4 preamble; least intrusive collection - :
Section 2.4(a) CIA electronic surveillance w/in US . - U
Section 2.4(b) unconsented physical search w/inUS . .- - ° -
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveiliance of USP abroad
Section 2.5 AG approval w/iri US or against USP abroad
Section 2.6 assistance to law enforcement

Section 2.7 contracting

‘Section 2.9 uidisclosed pammpatlon

Section 2.10 human experimentation

Section 2.11 prohibition on assassination

Section 2.12-indirect participation - .
AG Approved EO 12333 Guldelmes (Guldelmes name and sectlon' -

I',IIIIIII_II-I,II‘I

.OTHER EXECUTIVE ORDER (SPECIFY) R
Creation of unauthorized SAP (EQ 12958, as amended) .

Other (EO citation: ___)

PRESIDENTIAL DIRECTIVE (SPECIFY)
.. .. COVERT ACTION FINDINGIMEMORANDUM OF NOT!FICATION
Other (Presidential Dlrectlve citation: )

. DEPARTMENT/AGENCY ACTION:. -

- *DATE OF FINAL I?ISPOSITIQN: v

Hofmann-IOB-3538

© b2

b7E




DECLASSIFIED BY 65179/DMH/PLJ/sdb
ON 07-08-2010

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER e b2
) DIVISION . - / bIE
|:U:| ' IOB MATTER 2007-3386 (U) ‘ .

: By electrom.c communication dated 10/01/2007 the

L~ Field offlce:: advised that they had failed to "
submlt the initial opening communication to the Department of . - -1233
Justice, Office of Intelligence Policy and Review (OIPR) on an. '
investigation related to a presumed USPER |

} This failure waS due to an

administrative oversight. Although no 1nvest1gatory activity
occurred during the investigation, we are reporting the-matter to

the I0B because the failure to provide the any notlflcatlpn '

. whatsoever of the initiation of an investigation substantially

- impairs the ability of the Department of Justlce to prov:.de
meanlngful oversn.ght . .

S Hofméﬁn-IOB-3539




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED .
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb

10B SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report:  {f L}-‘ oot
’ T b2
DATE OF INCIDENT: DATE OF REPORT TO IOB: | / B2

DATE OF REPORT TO DEPARTMENT. /AGEN.CY :+ 10/01/2007 )
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congre§s, Civil Liberties Office): N/A
 POSSIBLE VIOLATION OF: '
STATUTE (United States Code ‘Citation)

FISA (50 U.S.C. 1801) )
Other (US.C. citation: _. - )

EXECUTIVE ORDER 13333
Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: léast intrusive collection . ) )
Section 2.4(2) CIA electronic surveillance w/in US ) : e
Section 2.4(b} unconsented physical search w/in US
Section 2.4(¢) physical.surveillance-of USP w/in US e
Section 2.4(d) physical surveiflance of USP abroad I T R
Section 2.5 AG approval w/in US or against USP abroad . o LT e W
Section 2.6 assistance'to law enfoncement ' :
Section 2.7 contracting - ° ‘ . R Lo S
Section 2.9 undisclosed partlclpatzon SR RS e T
_ Section 2.10 human experimentation L s Lo
Section 2.11 prohibition on assassination L. L o e
Section 2.12 indirect participation ‘ ’ [———— ‘b2 '
AG Approved E0r12333 Guidelines (Guxdelmes name. and sectlon o b")E

xllll,lll.'HIHl

OTHER EXECUTIVE ORDER (SPECIFY) -
Creation of unauthorized SAP (EO 12958, as amende;cl)

) . Other(EOmtanon ) - - S - ol ’*
3 PRESIDBNTIALDRECTIVE(SPECIFY) SR Lo e T
. COVERT ACTION FINDING/MEMORANDUM-OF NOTIFICA’I‘ION T

Other (Presmdennal Directive citation: )

. DEPARTMENT/AGENCY: ACTION: PIOB was filed

F*DATE OF FINAL. DISPOSHION: 11/05/2007

Hofmann—IOB-3540




DATE: 07-08-20L0 ’ . : ’ -
CLASSIFIED BY 65179/DMH/PLI/sdb ALL INFORMATION CONTAINED
REASON: 1.4 (c) ~ HEREIN IS UNCLASSIFIED EXCEPT

DECLASSEFY ON: 07-08-2035 ' WHERE SHOWN OTHERWISE
‘ Bress SRR [30TTE_ '
(5) , ‘ T

INTELLIQQNCE OVERSIGHT BOARD (IOB) MATTER S ‘ b2
"""""" FIELD OFFICE ‘ b7E

The Federal Bureau of In vestlgat;on ("FBL™) has

ined in conducting an |~ o |
the ﬁﬂi‘ielcl officeé lissued a | |
SL 1n response’ to which | may have returned records
beyond the parameters of the request and the information was

uploaded™ mtolmm.s.e.._m_tbwrd A bo
J,nxgstlcratlon who is a|

Section 101(i) of the Foreidn

- Intelligence Surveillance ACt of 1978 (FISA). . Dufing the course . = Pl
.of this :anesthatlon, an NSL dated was issued - 'Eg
ursuant t he | < Eb7c
for] | According to the . TN wIR

Inspection Report, [ returned information beyond the
scope of the request and the information was uploaded into a
database. Without having -conducted am indepéndent review, i
reported this matter as a potential IOB via EC- dated
03/29/2007. review,[  Jhas been unable to

confirm the Its recent review uncovered only

k . ‘§t<um i‘pfgrmatn;on that was within the parameteérs of the request.

-

- " Thé 3 has § g )GC to _report matters in whlch b2
“information error is uploaded into a P'E .. .-

‘database:. - As OCG is ‘unable to determine the facts of .this case,

and there. is-an allegation that, if true, would represent a

.-~ reportable offense under the current. I0B pollcy, thlS matter 1s 1

. belrrg reported ‘to the I0B.. (U) . . ] : o : .

Hofmanh-IOB-3541




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-0§-2010 DY 65179/DHH/PLJ/3db

IOB SUMMARY SHEET

Name of Department or Agency: FBI ' ' ’ CY Quarterly Report: L{—‘y‘ oo

 DATE OF INCIDENT . DATE OF REPORTTO IOB: 12802007 [/3!/03
DATE OF REPORT TO DEPARTMENT/AGENCY: 03/29/2007 ' ’

DATE REPORT SUBMITTED TO OTHER ENTITY (ie, DoJ, Congress, Civil Libertios Office): .+~ ~ 1y

. . bTE °
POSSIBLE VIOLATION OF:

) . STATUTE (United States Code Citation) ~ , S A
FISA (50 U.S.C. 1801) oL T ' ’
X Other (U.S.C. citation: J .

EXECUTIVE OR.'DER 13333:

* Section 2.3 collection & dissemination of USP mfo
) Section 2.4 preamble: least intrusive collection
Section 2.4{a) CIA electronic surveillance w/in US - .
Section 2.4(b) unconsented physical searchw/inUS . . ‘ RS
Section 2.4(c) physical surveillance of USP w/in Us )
Section 2.4(d) physical surveillance of USP abroad - .
Section 2.5 AG-approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement . -
Section 2.7 contracting ; . oL
Section 2.9 undisclosed participation S P R e
Section 2.10 human experimentation -~ - Dt L . R
Section 2.11 prohibition on assassination _ [ P S
Section 2.12 indirect participation e e RO
‘AG Approved BO 12333 Gmdelmes (Gmdelmw namc aud sectmn e ) Lo

lAl. [THI T erl {1

. O'I'HER BXBCUTIVB ORDER (SPECIFY) .
' Creation of unauthorized SAP (EO 12958 as amended)
Other (BO cltat:on_ ) .

PRESIDENTIAL DIRECTIVE (SPECIFY) ' .
—— COVERT ACTION FINDNG/I\AEMORANDUM OF NOTIFICATION
¢ Other (Pxesndennal Directive cxtatlon. ). :

-

I 'I~

DEPARTMENT/AGENCY ACTION' Adwsed the ﬁeld of thls report to the: IOB
*DA’I'E OF FINAL DISPOSLTION’ .

Hofmann-IOB-3542




ALL INFORMATION-CONTAINED

*  DATE: 07-08-2010 . " HEREIN I3 UNCLASSIFIED EXCEPT
CLASSIFIED BY 6S179/DMH/PLJI/sdb  WHERE SHOWN OTHERWISE
REASON: 1.4 (c} .
{5): DECLASSIFY oN: 07-08-2035 &@T/M
b R | s
' INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER £ j b2

IELD DIVISION b7E
IOB MATTER 2007-1679 (U) .y

The Federal Bureau of Investlgatlon ("FBI") has
. Setermined that in conducting a | o
) who is 2 “United Stateg Povann T 2o That raem Io ooy bl
| [Tt Gollected information on| I -
beyond what :|.t was authorized to-receive. '

(U) Relevant to this investigation, a.National

. . SBecurity Letter (NSL) dated | | IS
. ...  _requesting thel . [ .
o [For a] : [ -
T for the period | was prépared, - -.
. 2pproved and served in 3ccordance with ] s
RN J YR
Lo had. b6 , . -
7L Provides frzom I [for the- — - . P7C
‘requested] I from| ona. .i;g
' second. associated_____ _ Tand from| [. -
lon a third agsociated[” — 1 As the

B were beyond the scope
. m NSL, they were removed from FBI databases and ) -
sequestered.

© : (U) Also relevant to th:.s case the FBI served RN
N another similarly authorized NSL dated] o _| ‘ N
Coenen } m;ggtincr the 1 and - .7
AP [Tor ; | [~ .-
A for. th riodl had ;bi
R prov:Lded| As the Em
e [were beyond the- scope [ bIE

of the NSL, they were. removed from FBI databases and
sequestered. The original results will be either destroyed or .-

. returned tof }dependlng on the wishes ofD
c T ’ . ed from: "
Decl 3 o 7/2017

Hofmann-10B-3543




ALL INFORMATION CONTAINED

-

HEREIN IS UNCLASSIFIED e
DATE 07-08-2010°BY 65179/DMH/PLJ/sdh - -

10B SUMMARY SHEET
Name of Department or Agency: FEBI ) CY Quarterly Report: ’-h‘b ‘Z,UO?— '
DATE OF INCIDENT: DATE OF REPORTTQ I08: [/ 31[2093

DATE OF REPORT TO DEPARTMENT/AGENCY: 471212007

"DATE REPORT SUBMITTED TO OTHER ENTITY (i, DoJ, Congress, Civil Liberties Office): - L
‘ : . o _ , ST b7E
POSSIBLE VIOLATION OF: '

_$TATUTE (United States Code Citation)

X __

FISA (50 U.S.C. 1801)

‘Other (U.S.C. citation:] |

EX.ECUTIVE ORDER 12333:

. -Section 2.7 contractmg .

| . ‘ ' |
. . .
R .
.

Section 2.3 collection & dlssemmz;tlon of 'USP info

‘Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US .
Section 2.4(d) physical surveillance of USP abroad . .
Section 2.5 AG approval w/in US or:against USP abrodd - -
Section 2.6 assistance to law enforcement 2

Section 2.9 undisclosed partxclpatlon )
Section 2.10 human experimentation . . )
Section 2.11 prolubmon on assassmatlon . L e, oL cy e

- Section 2.12 indirect participation.

ACi Approved EO 12333 Gmdeimes (Gmdehn&s name and section: )

OTHER EXECU’IIVE ORDER (SPECIFY) : -

Creation of unautlmnzed SAP (EO 12958 as amended)
Olher (EO citation:, ) .

. PRESIDENTIAL DIRECTIVE (SPECIFY)

DEPARTMENT /AGENCY ACTION

COVERT ACTION: EIN'DNG/MEMOMNDUM OF NO'I‘II"ICATION
Other (Presidential Dltectwe cxtation } IERE

r

*DATE OF FINAL.DISPOSITION:

Hofmann-IOB-3544




DATE: 07-08-2010

. ALL IHFURMATIOH "CONTAINED
CLASSIFIED BY 65179/DMH/PLI/sdb - HEREIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (c}

SHOWN OTHERWISE
DECLASSIFY ON: 07-08-2035
' T//20

tSJ% ________ INTELLIGENCEFQEEBSIGLE BOARD (IOB) MATTERS ’ b2
"“~"1 FIELD OFFICE ’ . b7E
. . R 'I0B MATTER 2007-1138-NSL (U) : (8).
8 T o .
, . ; c T . . ‘ R L
v . The Federal Bureau of Investigatlon ("FBI") has _ b2
f determined that ipn conducting anf | . ig
who is not a “ﬁﬁﬁfEB'SE§f§§'§Ef§Bﬁ” as that. |- pic’
.term is used in Séction 101(1) of the Foreign Intelligence i . pIp
Surveillédnce Act of 1978 (FISA), the FBI- Fiegld Office “b7E
issued an NSL that improperlv was signed by an acting SAC, In - :
this regard, anl .
was initiated onf |_On or about 08/23/2002, an NSL was -

issued under| | seeking] !
[:::::::] At the time, legal . advice had been 1ssuec by,

suggesting that under certain circumstances, an’ acting SAC couldf[=ﬂ‘g R
‘sign an NSL. In or around February, 2003, the Department of ‘
Justice opined that an acting $AC could not sign an NSL under’ any
circumstance. Applylng that guidance to these NSLs, 0GC opines
- that these NSLs were improperly issued. Therefore, this matter:
is belng reported to- the IOB. §§k<: . . Do

. 0GC advised | [

b2
~" bS
" b7E

. ived from.
Declassi

T/é%EiiI%%i::::

Hofmann-IOB-3545




ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/sdb

IOB SUMMARY SHEET
ot

. Name of Department or Agency: FBI OGC CY Quarterly Report; 2007

DATE OF INCIDENT:  08/23/02 (issuance of NSL)

DATE OF REPORT TO DEPARTMENTIAGENCY 04/04/07

DATE REPORT SUBMITTED TO OTHER ENTITY (: e., Dol, Congress, Civil Liberties Office):

POSSIBLE VIOLATION OF:.

STATUTE (United States Code Citation) . . : v
’ FISA (50 U.S.C. 1801) ) S 3
_. Other (US.C. citation: ’ c

EXECUTIVE ORDER 13333: :
Section 2.3 collection & dissemination of USP info

‘Section 2.4 preamble: l¢ast intrusive.collection
Section 2.4(2) CIA electionic surveillance w/inUS - .
Section 2.4(b) unconsented physical search w/in US . )
Section 2.4(c) physical surveillance of USP w/inUS . g
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or agamst USP abroad

‘Section 2.6 dssistance to law enforcement .
Section 2.7 contracting - BN
Section 2.9 undisclosed pammpanon .o R

R Sectlon2 10 human experimentation’ e
Section 2.11 prohibition on dssassination .
Section 2.12 indirect participation

. " ” .
.I l I l l -! 'I I. I .I l l ‘4 l
. i
< .

'AG Approved EO 12333 Gmdelmes (Gundelmcs ame-and section; .

O'i‘HER E‘{ECUTIVE ORDER (SPECII‘ )
Creation of unauthomed SAP (EO 12958 as amended) -

Other (EO c1tat10n ).

PRESIDENTIAL PIRECTIVE (SPECI.FY) . .
_.___ COVERT ACTION FINDING/MEMORANDUM OF NO’I‘IFICA’I‘ION
~ Other (Pre51dent1al Directive c1tat10n )y .

|~l

DBPARTMENTIAGENCY ACTION: Advised field that matter is being reported to IOB that mformntlon obtamed

by NSL signed by acting SAC must be destroyed/purged unless new NSL is appropriate.
. *DATEOF FINAL DISPOSITION: ) ' '

[

Hofmann-IOB-3546.

DATE OF REPORT TO 10B:126/67- '/ el Al

DR

b2 -
. BTE




(81,

determined that in gonducting anl_ - ';S:'
4 | Jthe | Field Office issued: an to whs.ch SO

. sun
’ I

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

DATE: 07-08-2010 WHERE SHOWN OTHERWISE
CLASSIFIED BY 65179/DMH/PLJ/sdb
REASON: 1.4 {c)

DECLASSIFY ON: 07-08-2035 }g@ /2

tS)é

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER o -
[ IFIELD OFFICE . o b7E
IOB MATTER 2007-3212 (U),. ‘ "tS)‘ = .

The Federal Bureau of Inveetlgatlon ("FBI") has

the] |returned information beyond the scope of the request

. and the information was wnloaded into ‘ew_thu_i/
regaxd. on opened an ’ :

[Who Ts a “United States gerson” as_that term is used

-, in] N
[ i . P
| , jan NSL was issued pursuant bl
"TO the | - b2 -
. - be "
‘ lrorl [for severall - e
Ireturned information responsive to the request but, ~... BTE -
in addition, prov:Lded }.nformatlon beyond the.s¢ et
set forth in the NSL with regard to.one of the
The | finformation was entered into .
I | By EC datéd 05/03/2007, the potehtial I0B . - -
violation was reported «and he 1nformat10n was removed from ‘
The IOB has J.nstructed 0GC to report matters in whlch
. information rror is uploaded into a L
~database. s, tThis situation 1s being reported to the IOB. b2

b7E
The information should remain sequestered pending thé issuance of o E

"a, second NSL to authorize its retentlon, per the expressed RO E

~1ntent10ns of:| (U)

Hofmann-10B-3547




ALL INFORMATION CONTAINED
HEREIN IS UNCLAS3IFIED
DATE 07-08-2010 BY 63179/DIMH/PLJ/3db

IOB SUMMARY SHEET
Name of Department orAgency: FBIOGC CcY Quarterly Report: 2007
DATE OF INCIDENT: nance of NSL) DA’I'E OF REPORT 'ro IOB mfaem '/ 3’/ ZO"'*

" DATE OF REPORT TO DEPARTMENT/AGENCY: 04{69107,
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil«Libertigs Office):
POSSIBLE VIOLATION OF: L '
. STATUTE (Umted States Code Citation) . . s,

FISA (50 U.S.C. 1801) -
Other (U S. C citation; )

l

E}GECUI‘IVE ORDER ‘13333 ) : R s
Section 2.3 collection & dxsscmmatmn of USP mfo LY ’ ’
Section 2.4 preamble: least intrusive collection R e
Section 2.4(a) CIA. electronic surveitlance w/in US T
Section 2.4(b) unconsented physical séarcch w/in US*. - :
Section 2.4(c) physical surveillance of USP w/inUS = " ‘
Section 2.4(d) physical surveillance of USP abroad
Section 2.5.AG approval w/in US or against USP abroad .
Section 2.6 assistance to law enforcement -
Section 2.7 contracting

Section 2.9 undisclosed paﬂ:lcxpatton .

- Section 2.10 human experimentation

THHHT

Section 2.12 indirect participation

l-l'll'llll'

OTHER EXECUTIVE ORDER (SPECEEY) - ' SR
Credtion of unauthorized SAP (EO 12958, asamended) DN
" Other (EO citation: ) ST

l'

. PRESIDENTIAL DIRECTIVE (SPECIFY) . ’ o
- . COVERT ACTION FINDING/MEMORANDUM OF NOTIFICA‘I‘ION‘ .
_Other (Prcsldentlai Directive ¢itation: ° ) " .

DEPARTMENTIAGENCYACTION,Advmed ﬁeldmatmauerwas:epombi:'_-]lmadrbur_g'qd PR
from database - R . . oo .
.. *DATE OF FINALDISPOSIEION: L o R
Hofmann-10B-3548

. Section 2.11 prohibition on-assassination .- ., --.: . L R wt

AG Approved EOQ 12333 Guidelines (Guadl:hnes name and secnon . ).

b2
b7E

~~~~~

" b2

b'?E




DATE: 07-08-2010 . ‘:;mg:~ j _
SECRET/ /2 ALL INFORMATION CONTAINED

gﬁiggﬁFlquéfc?SITQIDHHfPLJ}sah ::355234¥E§::: HEREIN IS UNCLASSIFIED EXCEPT

DECLASSIFY ON: 07-08-2035 VHERE SHOWN OTHERWISE -

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER o o
, [——]FIELD OFFICE - AR LIE
(8). - R - ° IOB MATTER 2007-923-NSL {U) S

The Federal - Bureau of Investi i " !
determlned thq i nducting an .
- ! | the Field Office ] [issued a | I
: ‘NSL in response to which | returned records beyond the

time frame of the request and the information was uploaded into a.

1t | }-opened . ,bl'
who is.a “United .States * )
person” as that term is used inl| O
[ ] During the course @ * biE

of this irivestigation, an NSI. dat : as issued . '1j T

rmma.n.t_to_t.t.el =
for lreturped - o

the requested informa ion, but, in addition, provide s n-q’

information for .a time period that predated the time frame of .the
requedt. Thé .information was uploaded into ACS-via an EC from the-
~Z[:fE:::]F1eld Office to [ |describing the NSL return results:,
By EC dated 04/05/2007 this matter was' reported as a potential
IOB.}( ] T, e

- , . The IOB has-j j C_to report matters in which~ - - ...
... 1nformht10n| error, is uploaded 1nto a. . .
. database. Due to the uploading intg.ACS: of infotmation which-. e ..
predated ‘the -time frame of the NSL request, OGC will report thls 's'bz

. . matter to the IOB. This information. should be destroyed -or .+ T bIE
B returned. tol _1 depending on its wishes.. .The. EC 1sshed

bY'r:I should be purged from ACS. (U) - . PR R

Hofmann-IOB-3549




ALL INFORMATION CONTAINED
HEREIN 135 UNCLASSIFIED
DATE 07-08-2010 EBY 65175/DHH/PLJ/sdh

IOB SUMMARY SHEET
Name of Department or Agency FBI OGC CY Quarterly Report: 4th 2007
DATE OF INCIDENT:  07/26/05 (issuance of NSL) DATE OF REPORT TO IOB: Janu&{fy 31,2008

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/07
DATE REPORT SUBMITTED TO OTI-iER ENTITY (i.e., Dol, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF: ' '

STATUTE (United States Code Citation) - e
FISA (50 U.S.C. 1801? .o c ’ .
X ___ Other (U.S.C, citation o ‘ . : .

EXECUTIVE ORDER 13333: - . L ‘

' Section 2.3 vollection & dissemination of USP info et T .
Section 2.4 preamble: least intrusive collection 5 ’ ' et

Section 2.4(a) CIA electronic surveillance w/inUs . - T C
Section 2.4(b) unconsented physical search w/in US _ A ; : .
Section 2.4(c) physical surveillance of USP w/in Us .o " LT
Section 2: 4(d) physical surveillance of USP abroad . c K . o
Section 2.5 AG approval wfin US or agdinst USP abroad . ’ ’ :
Section 2.6 assistance to law enforcement

Section 2.7 contracting i
Section 2.9 undisclosed participation -

AI I(_l -I’ | _‘l | I.-ljl | l |

Section 2.10 human expérimentatiori . b7E R
: Section 2,11 prohibition on assassination ) K o Lot '
, Section 2.12 indirect participation, . ' ' S I
AG Approved EO 12333, Guxdelmes (Guldelmes name and sectlon DN
. B ’OTHER EXECUTIVE ORDER (SPECIFY) : Lol
. ' Creationof unauthonzed SAP (EO 12958, as amended) :
. . _Other (EO citation: ) 2 e
\ PRESIDENTIAL DIRECTIVE (SPBCIFY) . Lo L T
_COVERT ACTION FINDING/MEMORANDUM OFNOTIFICATION TN e "’ =

l‘l

Other (Presxdentnal Directive citation: . ) o o

DEPARTMENT/AGENCY ACTION Advised field to purge database, destroy or returJ ln aterial -

*DATE OF FINAL DISPOSITION

~ Hofmann-IOB-3550 ..




} ii;ﬁgil\/\ b2

b7E
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER )
DATE: 07-08-2010 —953-NSL - e T
CLASSIFIED BY 65179/DMH/PLi/sdb LoD MATIER 2007-353-NS (U) ALL INFORMATION, CONTAINED .
T REASON: 1.4 (c) : o HEREIN IS UNCLASSIFIED- EXCEPT -
. DECLASSIFY ON: 07-08-2035 ' : X VHERE" $HOWN .0THERWISE :
{8y~ - ~ ' The Federal Bureau of Investigation ("FBI") has I:S:I
: " (determined that in -conducting an S R *
- " the] [Field Office, | issued :
{8} -... an NSL to whichl] |returned information beyond the
seope of the - request and the information was uploaded. into a
regard. onl ] opened an
. ] who is .a' “United States
person” as that term is used in | | B
] N
~ On or about - ;
| an NSL was issued to] |pursuant to the L S T
- b2
[ Tor — [for a| | l . ]gg .
returned information responsive to the request. but, In "

b7E -

- © addition,.provided The | IR
<. . information was entered 1into| “Bnd an Se-
. - analysis of the information was drafted and uploaded into ACS. |
By .EC dated 03/27/2007 , the potentn_al I0B violation was .
reported Subsequently, the: records were removed from the

o .closed case file and sequestered with the .Chief DlVlSlOIl

.- Counsel; information.was purged £rom| ]. T L
. and the serials in ACS. which conta:med analyses . .

N if{he“re'cords were permar;ently charged out of the case file. -

s - . L. 3 . S . .- -

. . ‘ b2

. " The IOB has instructed 0GC to report matters in. . b7E
-which information error is T
uploaded into a da . 7 18 sictuaction is being

reported to the IO0B. (U)

Hofmann-I0B-3551




ALL INFORMATION CONTAINED .
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65178/DMH/PLJ /=sdb

IOB SUMMARY SHEET
Lith
Name of Department or Agency: FBI OGC Cy Quarteriy Report: 2007
DATE OF INCIDENT:  03/04/05 (issuance of NSL) DATE OF REPORT TO IOB-OQQG;‘O‘? [ / 3/ 2003 ‘ -

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/27/07
DATE REPORT SUBMITTED TO OTHER ENTITY (i.¢., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF: " “

STATUTE (United States Code Citation) , ‘ T S :
- FISA (50 U.S.C. 1801) R : e T s
Other(U S.C. citation: : . - R N BIE
IR 'EXECUTIVBORDER. 13333: - Lo e
. Section 2.3 collection & dlssemmation of USP info - o e Coo
Section 2.4 preamble: least intrusive collection . -~ - T oL
Section 2.4(a) CIA electronic surveillance w/in US . oL S
Section 2.4(b) unconsented physical search w/in US T TN TR
- Sectjon 2.4(c) physical surveillance of USP w/in US , :
. Section 2:4(d) physical surveillance of USP abroad . R
Section-2.5. AG approval w/in US or.against USPabroad T
" Section 2.6 assistance to law enforcement = " ’ '
Section 2.7 contractmg
Section 2.9 undisclosed participation
Section 2,10 human experimentation - |
Section 2.11 prohibition on assassination

PRy

1111111111

_ Section 2.12 indirect participation - .- S A
AG Approved EO 12333 Gmdelmes (Gulde]mes name and sectlon. N D
OTHER EXECUTIVE ORDER (SPECIFY) S AIRLTRT D e
Creation of unauthorized SAP (EO 12958 as amended) . : N
‘Other (BO c:tatxon ) oo T Lo

PRESIDENTIAL DIRECTIVE (SPECIFY) : ' ‘
_ COVERT ACTION FINDINGMEMORANDUM OF. NO’I‘IFICAT ION *.
Other (Presldentlal Dlrectwe citation: ) . - RO o b 5
DEPARTMENT/AGENCY ACTION: Advised field to destroy or remn{:_lﬁfgﬁnaﬁon (information ~ ©7E
. had béen uploaded mto databases buthad already been purged from databases ) oot

*DATE OF FINAL DISPOSITION

Hofmann-I0B-3552




DECLASSIFIED BY 65179/DMH/PLJ/3db
oW 07-08-2010

-

o

e e ;>§; It OIPR'S over31ght ablllty .has been "substantlally

-

INTELLIGENCE QVERSIGHT BOARD (ICB) MATTER
FIELD OFFICE
I0B MATTER 2007-2202 (U)

-M“;:>Si: As provided in[ lof the Attorney General's
Guidelinés for FBI National Security Investigations and Foreian

Intelligence Collection (NSIG), effective October 31, 2003, a
""field office shall notify FBI Headquarters [FBIHQ] within ten

lMlg.ng_dmm_n.f_r.b.L; nitiation by the field of a |
After receiving the notice from the field .-

office, FBIHQ shall provide notice to the Office of Intelllgence
Policy and Review (OIPR) and to the Criminal Division. OIPR
shall then notify the Attorney Géneral and Deputy Attorney
General. In additioén, the FBI shall notify and provide OIPR and

the Criminal Division with a summary of the 1nvestrgat10n "at the. -

end of eéach .year a full 1nvestlgat10n contlnues "

e on] | the [ |Field office -

| i ___ | initiated aL‘f ]
a U.S. Person. No electronic communication {EC) or Letterhead

Memorandum {LHM) was submitted to FBI HQ to prov1de notice of the
investigation to the Department of Justice Office of Intelllgence

- Policy Réview (OIPR). Similarly, no annual summary LHM issued on“

the anniversary date. Not until | |more than

_these LHM's prov1ded

impaire by ‘an error; the FBI reports the error to the - IOGB. In
this situvation, no.notice was provided te FBI HQ in order to .-
notify OIPR of this full investigation. No ¢ther form of noticé

to the. Department of Justiceé was identified to mitigate this lack
of notice. - In'addition, no.LHMs were submitted for the following"
- year, Becau$e of this complete lack of notlce, OIPR S overSLght
.‘ablllty was substantlally impaired. .

from:
Declassi on: 71025

) Hofmann-IOB-3553

b2
bTE

. b2
b7E

b2 .
b7E

fter the 1nvestlgatlon had béen Lnltlated, were ? .




o

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLI/adk

10B SUMMARY SHEET

Name of Department or Agency: FBI . CY Quarterly Report: .C/ ih 2007

b2
DATE OF INCIDENT: | | DATE OF REPORTTOIOB: /3! J2.003  p7g

DATE OF REPORT TO DEPAR‘IMBNT/AGENCY August27, 2007

" DATE REPORT SUBM[TI‘ED TO OTHER ENTITY (1 e., Do, Congress, Civil leernes Oft' ce)f
POSSIBLE VIOLA'I'ION OF:

STA‘I'UTE (United States Code Citation) .
FISA (SO U.S.C. 1801)
" Other (U.S, C. cttatton )

EXECUTIVE ORDER 13333:
* Section 2.3 collection & dlssemmatlon of USP info
Section 2.4 preamble: least infrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
* Section 2.4(b) unconsented physical seatch w/in US
.Section 2.4(c) physical surveillance of USP w/in US _
Sectiont 2.4(d) physical surveillance of USP abroad . e e
. Section 2.5 AG approval w/in US or agamst USPabroad - = -~ . RPN
Section 2.6 assistance to law enforcement ’ - B S e
Section 2.7 contracting S o T e e
. Section 2.9 undisclosed parthIpathil T T
Section 2.10.human experimentation - et ' o e S
Section 2.11 prohibition on assassination _ . o S '
- Section 2.12 indirect participation . = - . ' : S b2
AG Approved EO 12333 Guldelmes (Guldelmes name and sectlon S b7E

I

‘| 'il,, | :'I ,l' .‘H | '-I [ 'I‘"l I

¢ < - OTHER EXECUTIVE ORDER (SPECIFY) - . :
_—+ Creation of unauthorized SAP (BO 12958, as amended)
Other EO. cxtatlon ) -

PRESIDENTIAL DIRECTIVE (SPECIFY) - - ' e
-~ COVERT ACTION- FINDINGIMEMORANDUM OF NO'I‘IFICATION
Other (Presxdentlal Dlrectxve tatation | N . .

DEPARTMENTIAGENCY ACTION

’f‘DATE OF FINAL DISEOSITION:

RO o Hofmann-I0B-3554




DECLASSIFIED BY €5179/DMH/PLJ/sdh
0N 07-88-2010

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

iU:l [ JFIELD ¢
- - IOB MATTER 2007-3294 )

. ;:)%Q:During a »l
‘of & U.S\ person, Iissqg% an_NSL under | |
equested | ]

’ lto al___

lalso requested |

b2
b7E

.y

b2

- b7E

| In

thel |[produced a

[ subsemently drafted an EC conta

TIIT

r;:esnanse_nowthe NSL,
. |

information from thel
onto ACS

|lerred when it requested
'does not allow

(U) In this case, |
in its NSL.

the FBI to request such information. | fJalso erxed when ..
to ACS. over-produced information from the "
Such uploading constltutes a compoundln, OL_a,

third party error. . . RTINS

Ihas. been instructed to redact from all
any over-produced information from the PR

(U) |

' Immm.@
{
]and ‘ask whether the

should be returned or destroyed with approprlate documentatlon
to the file. - ST ) )

r

Hofmann-IOB-3555

The EC was uploaded ..

has also been instructed. to caontact the * . .

~- bTE




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/zdb

10B SUMMARY SHEET -
Name of Department or Agency: FBI cY Quarterly Report: L] ,:é! 203
DATE OF INCIDENT: | ‘ ] DATE OF REPORT TO I0B: [ / 3 / 1003

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/ 1972007

" DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Dol, Congress, le Libertiés Ofﬁce) Cpo
. . . bIE .
POSSIBLE VIOLATION OF: ) :
STATUTE (United States Code Citation) .
. FISA (50 U.S.C. 1801) o " .
—X - Otter (U§.Ccitation: i | D)
EXECUTIVE ORDER 12333 - . oo S
Section 2.3 collection & dissemination of USPinfo ~ - "0 - . I .
Section 2.4 preamble: least intrusive collection e e

Sedtion 2.4(a) CIA electronit surveillance w/in US
Section 2.4(b) unconsented physical search w/inUS . R L A
Section 2.4(c) physical surveillanceé of USPw/inUS | - - o A
- Section 2.4(d) physical surveillance of USP abroad . . ’ s
Section 2.5 AG approval w/in US or auamst USP abroad
Section 2.6 assistance to law enforcement
Section 2.7 contracting
Section 2.9 undisclosed participation
. Section 2.10 human experimentation i
Section 2.11 prohibition on assassination
Section 2.12 indirect participation. R
AG Approved BO 12333 Guldelmes (Gmdelmes naie and section: . . . )y .-

|; l‘ [ l' T E

OTHER BXECU'I‘IVB ORDER (SPECIFY) UL
<L, - Creationof unauthorized SAP (€O 12958 as amended) e
R R Other (EO citation: ). ) S )

PRESIDENTIAL DIRECTIVE (SPECIFY) S - “ « '
« * COVERT ACTION F]NDINGIMBMORANDUM OFNOTIFICATION
Other (Presndenttal Directive citation? .. R SR

DEPARTMENT/AGENCY AGTION:

*DATE OF FINAL DISPOSITION:

Hofmann-I0B-3556
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(o)

DECLASSIFIED BY £5179,/DRH/PLJ/sdb
ON 07-08-2010

INTELLIGFNQE_QEER&IQHT BOARD . (IOB) MATTER
' FIELD OFFICE

IOB MATTER 2007-3301

L Jo .

Du:!:’i:ng al

of a

b2
b7E

. U.87 person, | [issued an NSL . under |
) “al requested |
) b2
als dl b7E
A in response to )
. the NSL, the| | produced a- o :
: E;l Upon discovering that al jhad been .- - ‘
’ Pproduced, dest::oyed the document. | did .
Ufload[ disseminate, or use for investigative purposes the L
L ‘ ‘ T ‘ A . . S S ‘,:bz )
' (U) In this case, erred when it requested[ ] . . b7E
. T in its NSL. | jdoes not allow .
.+ the FBI to request such information. T e )
© e . o . . . C . b2
<. (U).l nas been instructeéd to contact t;hel | D b7E
- ‘ [ [To advise that the| Has beem” .. - i -
. destroyed. L S




ALL INFORMATION CONTAINED

HEREIN IS5 UNCLASSIFIED
DATE 07-03-2010 BY 65173/DMH/PLJ/sdb
IOB SUMMARY SHEET
Name of Department or Agency: FBI CcY Quarterly Report: C/‘M Zgoty.
o DATE OF INCIDENT: 1 DATE OF REPORT TO I0B: ( / 3/.200 3
o DATE OF REPORT TO DEPARTMENT/AGENCY: 03/19/2007
DATE REPORT SUBMITTED TO OTHER ENTITY (1 e., Dol, Congress, Clvxl leertxes Oﬁice) ) b2
. R 1
POSSIBLE VIOLATION OF: o - ) g o , T S
STATUTE (United States Code Citation)
_ - TFISA (50 U.S.C. 1801) e , RS
_ X " Other (U 8.C. citation‘ )
) EXECUTIVE ORDER 12333 . NIRRT
’ Section 2.3 collection.& dissemination of USP info - o e ) S
Section 2.4 preamble: least intrusive collection o P
3 _e_ - Section 2.4(a) CIA electroriic surveillance w/in-US .. R Tamo s o
" Section 2.4(b) unconsented physical search w/in US oL Tl e e
: . Section 2.4(c) physical surveillance of USP w/in Us, .. - P
i Section 2.4(d) physical surveillance of USP abroad e T T T
: _Section 2.5 AG approval w/in US or against USP'abroad "~ . "7 ' ¢ 7.0 s e
" Section 2.6 assistance to law enforcement T ARG MRS T,
_ Section 2.7 contracting - .- . B L
- , Section 2.9 undisclosed parttclpatlon ) ’ ) n L
- N Section 2.10 human expenmentatlon
+ " Section 2.11 prohibition on assassination. - '
.. Section 2.12 indirect participation. - ) L
AG Approved BO 12333 Guldeimes (Guxdelmes name and section: e : 2 ) .
. OTHEREXECUTIVE ORDER (SPECTFY)-~ = . % & e N Rt
oL Creation of unauthorlzed SAP (EO 12958 asamended) A S )
Other (EO cltatlon ) « ., o -
‘ PR!ZSIDENTIALDIRECTIVE SPECEFY) -~ . .7 -
COVERT ACTION F I'NDI'NG/MEMORANDUM OF NO'I‘IFICATION .
Other (Presidential Dlrectlve cxtatmn ) ” N

) DEPARTMENTIAGENC}’.ACTION.

" *DATE OF FINAL DISPOSITION:

Hofmann-I0B-3558




DATE: 07-08-2010
CLASSIFIED BY 65179/DMH/PLJ/=sdb ) Cne

REASON: 1.3 (c) A ALL INFORMATION CONTAINED
DECLASSIFY ON: 07-08-2035 HEREIN IS UNCLASSIFIED EXCEPT

WHERE 3HOUN OTHERVISE
SM}

) b2
— bTE
INTELLIGENCE OVERSIGHT BOARD {IOB) MATTER
N FIELD OFFICE
IOB MATTER.ZOO? -1358-NSL (V)
The Federal Bureau of nvestlgatlog ("EBI") has .
at in cenducting an] = - ]thé

Field Officef |issued g NS

person” as that term is used in| ]

in reSanse to which the | |returned records beyond the

In thls ““““ remard

t | .
.who is a “United States

database.
opened an

| During the course

23 o 'L R
. of this lnvestl ation : 2 as issiged - -
pursuant to the |
1

B () s

-for] l

returned the requested information, but, in. addltlon,'

provided | } The inférmation was '
uploaded into an FBI- database By E£C .dated 04/10/2007 this .

.5matter wag reported as 'a potentlal IOB

,The I0B has 1nstructed 0GC_to report matters in which -

‘information error is uploaded info .a b5
- database. - TULCNer instLrucle *  Db7E

Hofhaann-ros-3559




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08~-2010 BY 65179/DMH/PLd/3db

I0B SUMMARY SHEET

o
Name of Department or Agency:  ¥BIOGC - CY Quarterly Report: 2007
DATE OF INCIDENT: ~ 06/21/05 (issuancé of NSL) DATE OF REPORT TO I0B:1230/07 1/ %[ Leo3

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/10/07
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e.,'DOT , Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation) . T
FISA (50 U.S.C. 1801 . . ) ) o b2 -
Other (U S.C. cntanonb . S .. ‘ bTE
EXECU'I‘IVE ORDER 13333: : o
Section 2.3 collection & dissemination of USPinfo . - 7 S .
Section 2.4 preamble: least intrusive collection ‘ " g
- Section 2.4(2) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in us
Section 2.4(c) physical surveillance of USP- W/ US
Section 2.4(d) physical surveillance of USP abroad -
Section 2.5 AG approval w/in US or against USP dbrodad
Section 2.6 assistance to law enforcement:
Section 2.7 contracting ., A
Section 2.9 undisclosed participation - .
Section 2.10 human experimentation . T R
Section 2.11 prohibition on assassination - ' ) o )
Section:2.12 indirect participation

< g, . 2 <
o
LN
. N

AG Approved EO 12333 Guidelines (Gux&elmes name and sectxon. . . )
‘omxﬁ}mcunvsom}ak(smcm) C o L ; Do s
' c . . Creation of unauthorized SAP (EO 12958 asamended) T .
N o e Other(EOcitatlon ) .- L e T e )
L PRESH)EN'I‘IALDRECTIVE(SPECIFY) e T LT
. COVERT ACTIONFI‘NDII\TG/MEMORANDUM OFNOT]HCATION AT T
. Other (Presxdenual Dlrectwe citation: ) : " R N I o
- . ‘ . . '.' - "x‘ {b2 *
DBPARTMEN’I‘/AGENCY ACTION: Adeed field to purge database; destmy or rehm{ naterial © BIE |
*DATE OF FINAL DISPOSITION: :

Hofmann-I0B-3560




DECLASSIFIED BY 651?9}DMH/PLJ/Sdb
ON 07-08-2010 -

(-

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER o7
FIELD OFFICE . ‘
' TOB VETTER 3007- 1622-:|(U)

zé During an authorized | | ' ,
of a U.S. pexson, | |sent two (2) NSLs to two. b2

(27] seeking| I
.infcoimation under | In_resvonse to the i\'SLs,j -
‘both o

which included informacion that was Do requested i1 the NSLS.

subsequently summarized the in two
ECs that were uploaded onto Automated Case Support (ACS) .

R 7

(U) In this case, an error was committed by::when ig. b7E

compounded the third party error by upload:.ng the over-produced . )
J.nformats.on onto Acsm

() :} has been instrycted to permanéntlv charge-out T

. Erom ACS the ECs. summarizing the and destroy
. any -hard copies of the ECs. [has also been instructed’ Q“ L
contact and ask whether the + bz

b7E . .

O [should be returned or destroyed w1th approprlate )
et documentatlon to the flle .

i,

Hofmann-I0B-3561




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

DATE 07-08-2010 BY 65179}D!B'IIPLJ;*SG}:|

1I0B SUMMARY SHEET

Name of Department or Agency: FBI

DATE OF INCIDENT:

. DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civii\Libgrt’ies Office):

POSSIBLE VIOLATION OF: LT . :

.STATUTE (United States Code Citation)
FISA (50 U.8.C. 1801)
X Other (U.S.C. cxtatxon _I

_EXECUTIVE ORDER 12333: ) :
Section 2.3 collection & dissemination.of USP info .
Section 2.4 preamble: least-intrusive collection .
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance-of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance.to law enforcement

_Section 2.7 contracting :

Section 2.9 undisclosed | partictpatlon

Section 2.10 human expetimentation .

Section.2.11 prohibition on assassmatlon :
Section 2.12 indirect participationi = .

"l' '|A |“ l'l‘l 11 l I 11§

CY Quarterly Report: l-ﬂjg 700>
DATE OF REPORT TO 10B: {3 [2c08 -

. b2
b7E

AG Approved EO 12333 Gmdelmes (Gmdeimes name and sectlon - '

OTH.ER EXECUTIVE ORDER (SPECIFY) :
Creation of unauthonzed SAP (BO 12958 as amended)

Other (EO citation: ) -

PRESIDBNTIAL DIRECTIVE (SPECIFY) N s

- 'COVERT ACTION FIND]NG/MEMORANDUM OF NOTIFICATION
-t Other (Prwdentxal Dlrectlve cltatxon ) N .

DEPARTMENTIAGENCY AC’I‘ION

*DATEOFFINALDISPOSITION oL e T

N

Hofmann-IOB-3562

* “




s

; R ALL INFORMATION CONTAINED
| DATE: 07-08-2010 . w M BEREIN IS UNCLASSIFIED EXCEPT -
. CLASSIFIED BY 65179/DMH/PLI/3db : VHERE SHOWN OTHERWISE
REASON: 1.4 (c) ' ’ ST -
DECLASSIFY ON: 07-08-2035 ‘ \
INTELLIGENCE OVERSIGHT BOARD..(IOB) MATTER TR
v : I |FIELD OFFICE . ‘ ~{8) »7E
(5)- ' ‘ IOB MATTER 2007-1775-NSL (U) S

- The Federal Bureau of Investigation ("FBI") has.
*. determined that in' conducting an|
(8. - :] ther Field Office | [issued an NSL
in response to which for a

period of time beyond the time period requested and the

", information wag uploaded into a database. In this regatd, on . .,
=, or about | Iinit:f.atedl ] bl %,

' [who is a “United States verson” as that: L b2
. term is used ip | : A
to investigate information or . _b7E

~allegations of involvement in terrorism act1v1tles. . During-
the course of this investigation, an NSL dated 11/24/2003 was

s : .
. for | L et
|___|returned 1nformatlon xespons:.ve to the. request but, :Ln : P
~ doing so, provided the information via a| = ‘ lEhat Ry

also included
which post-dated the . - . L.
The information was uploaded into a data.base. AT
: . By EC dated 04/09/2007, the potential IOB violation was .
~ ;reported. | js:.nce has destroyed the information, and
T it represents that it is in the process -of purg:.ng t:he ‘
database of the :mformatlon >< \ . s

~ - » - *
D - - . - k3

post-dated the NSL time frame, which

. The IOB‘ha.s_insj:m.cLed_QG.C_m;ne.nnLt;mati:ers in “:. lg.z,E' N
. which information error is. .
S uploaded into a database. Thus, thig situation is belng

. reported to the IOB. (U)

Hofmann-IOB-3563




N am

ALL

INFORMATION CONTAINED

HEREIN IS5 UNCLASSIFIED
DATE 07-08-2010 BY 65179/DMH/PLJ/3db

1I0B SUMMARY SHEET
LB
Name of Department or Agency:  FBIOGC CY Quarterly Report: 2007 _ ,
' DATEOFINCIDENT:  11/24/03 (issusnce of NSL) ~ DATE OF REPORT TOI0B:1236/87 /%[ 1005

_DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/07

-DATE REPORT SUBMI’I'TED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Ltbemes Ofﬁce)

POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
EISA (50 U.S.C. 1801)

X __ Other (Us.C. cntanonE ' o cT

- EXECUTIVE ORDER 13333: R
' " Section 2.3 collection & dissemination of USP mfo - el
Section 2.4 preamble: least intrusive collection o7
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US -,
Section 2.4(d) physical surveillance of USP abroad ‘
Section 2.5 AG approval w/in. US or against USP abroad
) Section 2.6 assistance to law enforcement
‘Section 2.7 contracting. .
. Section 2.9 undisclosed participation
Section 2.10 human experimentation .
Séction 2.11 ‘prohibition on assassination
Section 2.12 indirect participation - .. .\’ e
AG Approved EO 12333 Guidelines (Gmdelmes name and sectlon. _ . )

l

;| I ”l.,l [FFTTEH lf'l

: OTHER EXECUTIVE ORDER (SPECIFY) -
Creation of unauthorized SA.P {EO 12958 as amended) .-
Othier (EO citation: ) S

PRESIDENTIAL DIREGTIVE (SPEC]FY) o B A
. COVERT ACTION FINDING/MEMORANDUM OF NO‘I‘IFICA’I'ION -
i Other(PresxdenualDtrectwe citation; _______ )

‘l

~

DEPARMNTIAGENCY ACTION: Advxscd ﬁeld to purge databasc matcrlal already destroyed.A B

*DATE OF FINAL DISPOSITION

Hofmann-I0B-3564 .




ALL INFORMATTON CONTAINED

* DATE: 07-08-2010 HEREIN I UNCLASSIFIED EXCEPT 5‘51
CLASSIFIED BY 65179/DMH/PLI/sdb . VEERE SHOWN OTHERWISE f’
REASON: 1.4 (c) ‘
DECLASSIFY ON: 07-08-2035 SECRET/ /20 8
{3}
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER = ~ b2

FIELD OFFICE . ‘ P b7E
TOB MATTER 2007-1151-NSL (U) . ‘

; The Federal Bureau of Investl ation ("FBI") has |
. | _determined that in conducting an| | (8
oo |the r:_—IFleld Office | ~ |issued a o
NSL-in response to which | [ returned records . ¢ -
18y beyond the parameters of the request and the inf,ormat:@c’;n was )

.+ _uploaded into a database...In this régard, on or about.

— bl
opened anl |. . w2
L ) | who is a “United States person” as that term 1s used in - ) b6 |
: -~ biC”
| buring the course oOf this lnvestigacion, NSLs .+ ! "b7E‘.

.. dated 01/18/2003 and 01/31/2007 were issued in this case . = ..° -
- pursuant_to the w ‘j:."
T . I for t )

returned the requested information, 'but,. in addition, Provi ed
billing 1nformat3.on, as well as| .

. predating the NSL time. frame, which J.nformat:l.on ‘was beyond the
scope of the requests. .The information was uploaded into - R ‘
| | By EC dated 04/09/2007, as well as e
subsequent eémail traffic,’ these matters have been reported-ag s
‘potential IOBs. The information has been sequestered. ::: -,

has been adv:.sed to destroy or return the :Lnformatlon to the

carrier. . . . oL
. The IOB has ‘instructed 0GC to report matters 3.n g%E
‘ which informationi lerror is
) uploaded into a database. Thus, this situation is being- ° ¥

reported to the IOB. (4y. - - - . . o ..l .

S o SO

. _ Hofmann-IOB-3565




"ALL FNFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 635179/DMH/PLJ/sdb

JOB SUMMARY SHEET
c/ﬂx
- Name of Department or Agency:  FBI OGC. CY Quarterly Report; 2007

DATE OF INCIDENT: ~ 01/31/07 (issuance of NSL) . DATE OF REPORT TO 10B: 136707 / (31 fe0os

DATE OF REPORT TQ DEPARTMENT/AGENCY: 04/05/07
DATE REPORT SUBMITTED TO OTHER ENTITY (i.¢., DoJ, Congress, Civil Liberties Ofﬁce)
"POSSIBLE VIOLATION OF:

..  STATUTE (United States Code Citation) ‘ - o
. . FISA (50U.S.C. 1801) : ) ‘ .
R X__ Other (USC. cimtion:| : ST
: EXECUTIVE ORDER 13333: , SR
Section 2.3 collection & dissemmahon of USP info
* Section 2.4 preamble; least intrusive collection L
Section 2.4(a) CIA electronic surveillance w/in US:
Section 2.4(b) unconsented physical.search w/in US -
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad .
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement
Section 2.7 contracting :
Section 2.9 undisclosed participation !
- Section 2.10 human experimentation. -
Section 2.11 prohibition on assassination

Section 2.12 indirect parucxpauon
- AG Approved EO 12333 Guldehnes (Guxdclmes name and séotion:

.
I | ‘| I“ I ‘|‘ I | I | | | I 'I

-

‘OT}IEREXECUTIVEORDER(SPECIFY) R

Creation of unauthorized SAP (EO 12958, as amended)

Other(EOcltatlon__,______) . _— . '.:

PRESH)ENTIAL DIRECTIVB (SPEC]FY) .
. ____ COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
w7 ) . Other (Presidential Directive ¢itation: }or

DEPARTMENT/AGENCY ACTION: Advised field to purge database, returm or destm):

1=DA‘I']E’. OF FINAL DISPOSITION

Hofmann-I0B-3566 -
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(U:l ' INTELLIGENCE OVERSIGHT BOARD (IOB)
: FIELD OFFICE
IOB MATTER 2007-831{_ __ )

MATTER

....Q:;;s(;.nnring,an authorized|

.

of a U.8. person, | | sent a
Letter (NSI) to al lseaki

National Securlty
| ] .

kalal

frequegsted “thne names and addresgses of all financial

[ In

Tesponse Eo Lhe NS

iy thel |produced a
which Incluged i1NLormation that was not

SL. | |Jsubsequently referenced the’ )
in six documents, noting that the| |

(U) In this- case, an error was commltted by when~it

) compounded the third party erxor bv u i \CS
'\.,,1nformatlon regarding. the
-, ECs that mention the

out from ACS the
and redact the

- portiéns-that. reference the issue. | lhas also been

instructed to contact the

|and ask whether

+ [ the| should be returned or destroyed, thh

. appropriate documentatlon to the flle.

‘Hofmann-I0B-3567, ."
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ALL INFORMATION CONTAINED ) e
HEREIN IS UNCLASSIFIED
"DATE 07-08-2010 BY 65179/DMH/PLJ/sdb

IOB SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report: C/ th 200 I
DATE OF INCIDENT: |:] - DATEOCF REPORTTO10B: [3]2003 _

‘ DATE OF REPORT TO DEPARTMENT/AGENCY 03/08/2007

DATB REPORT SUBMITIED TO OTI-IER ENTITY (e, €. DoJ Congress, Cm! leertles Offi ce) ’ .’.b 2" -
b7E
POSSIBLE VIOLA’I‘ION OF“ .

STATUTE (United States Code Citation)
FISA (50 U.S.C. 1801) ,~ "
_X___ Other (U S.C. citation: | L)

EXECUTIVE ORDER. 12333

Section 2.3 collection & dissemination of USP info I .
"Section 2.4 preamble: least intrusive collection PR e e
Section 2.4(a) CIA electronic surveillance w/in US ) N
Section.2.4(b) unconsented physical search w/in US * , ) .,
Section 2.4(c).physical surveillance of USP w/in US: =~~~ R L
‘Section 2.4(d) physical surveillance 6f USP,abroad - ‘_ e Lot e
Section 2.5 AG approval w/in US or against USP’ abroad L A
Section 2.6 assistance to law enforcement PR . T

Section 2.7 contracting - . . it - e .
Section 2.9 undisclosed participation -~ ..t T . T 0 e T
Section 2.10 human experimentation " L ' '
Section 2.11 prohibition on assassination

lil' | | RERARRAEE

Section 2.12 indirect participation RS ) TR . R I
AG Approved.EO 12333 Guldelmes (Guzdelmes name and sectlon — ) e !
| OTHER EXECUTIVE ORDER (SPECIFY) . * * <+~ « . w =. -~ 0" Ty

- Creation of unauthorized SAP (EO 12958 as amended)
.. -Other (EO citation: _ ) ]

PRES]DEN’I‘IAL DIRECTIVE (SPEGIFY)
COVERT ACTION FNDB\IG/NIEMORANDUM OF NOTlFICA’I'ION o
. Other (Pres:dentlal Dlrectlve-cutauon ________) ; S

- * LA -t

l |

DBPARTMENT/AGENCY ACTION: , s TN

*DATE OF F fNAL DISPOSITION:

Hofimann-10B-3568 _




DECLASSIFIED BY 65179/DMH/PLJ/sd}J
BN 07-08-2010

m INTELLIGENCE OVERSTGHT BOARD (IOB) MATTER. L,
I FIELD OFFICE o BL7E
IOB MATIER 2007-938_ W - . .

ing an a.uthorizedl “
of a ‘U.S. person, | |sent a National Secura.ty

Letter (NSL) to a [~ — | seeking e
1 [ . b2
requested | | »7E
| . .
| In response to the NSL, th
. produced a | | which included ’
. information that was not requested in the NSL. | |
subséquently summarized thej ] in ar} EC that wa}s.

'«uploaded onto ACS. - : s R
e " (U) 1In th:l.s case; an error was committed by:] when 1t o E%E
compounded the third party erfor. by uploadlng the over- produced T,

’ information. onto ACS. . . . . P e '
: (w) l:: has been J.nstructed to permahently ‘charge- ~out S e
- from ACS the EC summarizing the| |and destroy ,any . b7E'
" hard copies of the EG, | | has also been instructed to . e
contact the and ask whether the consumer
. ‘report should be returned or dest:royed w1th approprlate ) -

documentatlon to the. fJ.le , _ o g

§ Hofmann-10B-3569




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65179/DHMH/PLJ /sdb-

IOB SUMMARY SHEET
Name of Department or Agency: FBI - ' CY Quarterly Report: (,('Q)- Loo™>
DA:I‘E OF INCIDENT: 11/09/2004 - DATE OF REPORT TO IOB: { [ =Y / 10973

DATE OF REPORT TO DEPARTMENT/AGENCY: [ |
DATE REPOR‘I‘ SUBMITTED TO OTHER ENTITY (1 e., DoJ, Congress, Civil Liberties Ofﬁce)
POSSIBLE VIOLATION OF: . o

STATUTE (United States Code Citation) :

.. . — FISA(50U.8.C..1801) - .
~ X __ Other (US.C. citation: _| 1

. EXECUTIVE ORDER 12333 :

" Section 2.3 collection & dlssemmauon of USP info:
Section 2.4 preamble: least intrusive collection
Section 2.4(2) CIA electronic surveillance w/in US.
Section 2.4(b) unconsented physical search w/in US
Section 2.4(¢) physical surveillance of USP-w/in US .
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US.or against USP abroad . . ,
Section 2.6-assistance to law enforcement - B S AL
Section 2.7 contracting ’ C :
Section 2.9 undisclosed partlclpatxon
Section 2.10. human experimentation
Section 2.11 prohibition on assassination
Section 2.12 indirect participation

lfl.l | !&I I~ | l'l, 1 ‘l

‘ OTHEREXECUTIVB ORDER (SPECIFY)’ S o T
«Creation of unauthonzed SAP (EO 12958 as amended) Co
Other (EO cltatlon ) T

~ PRESIDENT[AL DIRECTIVE (SPECIFY) ‘ T
‘COVERT ACTION FINDINGIIVIEMORANDUM OF NOTIFICAIION NS
" Other (Presidential Dlrectlve cmtlon ) N . N

~

) DEPARTMENT/AGENCYACTION

*DATE OF FlNAL DISPOSITIQN:

~

Hofme;nn-IOB-357O

AG Approved EO 12333 Guldelmes (Guldelmes name and sectnon{I L )
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* b7E




DECLASSIFIED BY 65179/DMH/PLI/sdb
O 07-08-2010

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER . o2
l [FIELD QEETICE : oL © " bIE
“'_T:I IOB MATTER 2007-1565- (w ‘ L
>< During a l_] -
of a’U.S. person,| issué 1 ’ _
to ai requested - '
b2
b7E
| In_response to the NSL, the
' [ produced | data that was not . .
" requested by the NSL. | |summarized the credlt check .
] data in an EC, which was uploaded onto ACS. .
: - LT, b2
(U) .In thlS case, an error was committed by] jwhen ° b7E
it uploaded the over- produced 1nformatlon onto ACS." . A
SN |has been :Lnstructed to charge-out- of ACS .
immediately and permanently the EC containing thel | - b2
data. It has also been 1nstructed to destroy the hard copy of . B7E
the EC in the investigative file. Finally,| lhas been
A . insgtructed to coéntact thel EJ and ask whether-
. “thel Jdata should be returned or destroyed, with ) .

o approprlate documentatlon to the file.

<
A

Hofmann-10B-3571




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 65173/DMH/PLJ/sdb

I0B SUMMARY SHEET °
Name of Department or Agency: FBI CY Quarterly Report: (4\% 2007
DATEOFINCDENT: [ | DATE OF REPORTTO10B: ([ {1007

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/23/2007
DA‘I‘E REPORT SUBMITTED TO OTHER ENTITY (L., Dol, Congress, Civil Liberties Ofﬁce)
POSSIBLE.VIOLATION OF: -

" STATUTE (United States Code Citation) -

FISA (50 U.8.C. 1801) X ) :
—X__ Other (US.C. citation: _| |

EXECUTIVE ORDER 12333.
Section 2.3 collection & dxssemmatlon of USP mfo
Section 2:4 preamble: least intrusive collection .
Section 2.4(a) CIA electronic surveillance w/in US .
Section 2.4(b) unconsented physical search w/in US

" Section2.4(c) physical surveiliance of USP w/in'US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG ‘approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement ‘ .
Section 2.7 contracting : P

" Section 2.9 undisclosed partlclpatnon R
Section 2.10 human experimentation * ’
Section 2.11 prohibition on assassination
Section 2.12 indirect participation

IS

I’l~ 'I «-l | | [l l g

N

. : ' OTI-IER EX'ECU‘I‘IVE ORDER (SPECIFY)
o " " Creation'of unauthonzed SAP (EC 12958 ,as amended)
‘Other (EO cltatton S R

. 'PRESIDENTIAL DIRECTIVE (SPECIFY) - o o et
S . .. COVERT ACTION FINDING/MEMOR.ANDUM OF NOTIFICA’I'ION .
.'": 2; . .. Other (Presxdentlal Duectwe cltatlon ) .
" DEPAR’IMEN‘I‘/AGENCY ACTION ‘

. *DATE OF FINALDISPOSITION

Hofmann-I0B-3572

AG Approved EO 12333 Guxdelmes (G\ifdelmes name and sectlon‘ - : ) .' )
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(),

‘Duxin al
) . person,
. to two re tiva

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

IOB MATTERS 2007-1538

FIELD =

2007-1539 (u) .

U. Ligsied !'m_.NSLs_undFl ]
] .
requested L
(U) In this case, an error was committed by] jwhen

. _it requested account numbers in its NSLs. |
ﬁ does not, allow the FBI.to réquest such informatiomn.

(0) |

>

1has been 1nstructed to redact from a

documents any account numbers that it~ rece:l.ved due to the

NSL.

" DECLASSIFIED. BY 65179/DMH/PLJ/sdb

ON.07-08~2010

.

ofmann-I0B-3573 ‘
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ALL INFORMATION CONTAINED . Sem s
HEREIN IS UNCLASSIFIED ’
DATE 07-08-2010 BY 65179/DMH/PLJI/3db

IOB SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report: (,/ th 1007%
DATE OF INCIDENT: DATE OF REPORT TO 10B: (/32003

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/24/2007 -

b2

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
‘ : o e bTE

POSSIBLE VIOLATION OF:
STATUTE (United States Code bitationj

. FISA (50 U.S.C. 1801) i
X Other (U.S.C. citation: _| | y -

EXECUTIVE ORDER 12333

Section 2.3 collection & dissemination of USP info
Section 2.4 preamnble; least intrusive collection . IS '
Section 2.4(a)-CIA electronic surveillance w/in US "~ - AR S
Section 2.4(b) unconsented physical search-wfin US . L T
Section 2.4(c) physical surveillance of USP w/in US o
Section 2.4(d) physical surveillance of USP abroad - .
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcernent ) . A CTY
‘Section 2.7 contracting . - R
Section 2.9 undisclosed participation . . S T T T
Section 2.10-human experimentation *
Section 2.11 prohibition on assassination
Section 2. 12-indirect participation ’ Lo e
AG Approved EO 12333 Guxdelmes (Guldelmes name and sectlon '« LI I

~

i|i l i l’zl ‘l, AT

OTHER EXECUTIVE ORDER (SPECIFY) © - : ’
Creation of unauthorized SAP (EQO 12938, as amended)

Other (EO citation: ). e

1

L - PRESIDENTIAL DIRECTIVE (SPECIFY) S
S¢S ..« . ___, COVERTACTION FB‘JDINGIMEMORANDUM OF NOT]FICATION AN
-l ‘ _Other (Presidential Directive citation: S DU PO R

R DEPAR'IMBNT/AGENCY ACTION

" *DATEOF FINAL DISPOS{T_ION:

Hofmqn‘n—IOB-3574




DECLASSIFIED BY 65179/DHH/PLJ/SG}J
DN 07-08-2010

’ INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER , B2
(0. | IFIELD QFFICE . b7E
I0B MATTER 2007-1548 (U)

>§ During aI . :

g ==

_of a U.s. rson Ii d an NSL underx]
lto a i | Irequested - :
- b2
. "b7E
| In response to the NSL, the | |-
roduced credit check data that was not requested by the .
. NSL, subsequently inserted a small amount of the
credit check data into a clos:mg letterhead memorandum (LHM) x
-wh:.ch was uploaded onto ACS Do .
oo b2 ~,
‘ (U) 'In th:,.s case an error was committed byl |when . BTE
it uploaded the over produced 1nformat10n onto ACS. N . y :
, (U has been 1nstructed to 1mmed1ate1y charge- bz
" éut the LHM From ACS and redact the[ |data from both ° “bTE -

the ACS and investigative file copies, |

|has also been -

|and ask whether -

instructed to contact the]
“the data should be returned or destroyed w1th

'.-,"approprlate documentat:l.on to the f:l.le

Fl

» .

] : - : Hofmann-I0B-3575 LA
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 07-08-2010 BY 85179/DMH/PLI/=db

IOB SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report: L/ﬂ\ Z00F
DATE OF INCIDENT: L1 DATE OF REPORTTO10B: [/ 31,/ 200%

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/0§/2'007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Dol, Congress, Civil leernes Office): 02
POSSIBLE VIOLATION OF: . ( ’ ; PR

STATUTE (United States Code Citation)
FISA (50'U.8.C. 1801)

X___ Other(US.C. citation: 4 ’ | . LD

EXECUTIVE ORDER 12333:
Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad .
" Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement . :
Section 2.7 contracting  °
Section 2.9 undisclosed participation - RO R PSP
Section 2.10 human experimentation o coe T T
Section 2.11 prohibition on assassination ~+- . "< - .- Lt
Section 2.12 indirect participation < ‘ P
AG Approved EO 12333 Guidelines (Gmde]mes hame and section: ___* )

|

ljli ,IL l’”l i H I‘ l}l | ~|

OTHER EXECUTIVE ORDER (SPBCIFY) ; : )
* Creation of unauthorized SAP (EO 12958 as amended) o P
 Other (BO cltathn ) IR . ISR e
PRESIDENTIAL DIRECTIVE (SPBC}FY) ' ) ‘ St e s
- P -COVERT ACTION FINDING/MEMORANDUM OFNOTIFICATION VLT T
R — Other(Presxdennal Directive cmnon. ) SRR )

, . N
» AN . . R

.}I‘ |

DEPARTMENT/AGENCYACTION - ,': ST ey
| *DATE OF FINAL DISPOSITION

TR N

1
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