' . US. Department of justice
@ " Federal Burean of Investigation

My of v Generst Cousmaet Wassmparm O.(. X35

. October I, 2009

VIA SECURE EMATL

| _| counsel -

Intelligence Oversight ‘Board

Room 5020 )

New Executive Office Building

725 17th Street, N.W. bé '
wWashington, D.C. 20503 b7C per FBI
Secure email: | ]

Dear| _ |

. (U} By email dated August 5. 2009, the Director of Natioral
Intelligence (DNI} notified the Federal Bureau of Invesrigation
{FBI}, Office of the General Counsel {(OGC), of the below
incident, Acrtached to such email was an incident report from the
Department of Defense (DoD}. We have reviewed the DoD's report
and have looked into this matter further. After reviewing this
incident and the applicable laws, executive orders, directives,
and policies, it is our position that this incident does not
implicare Executive Order 13462 or the July 17, 2008 Intelligence
Oversight Reporting Criteria.
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«ideThe DoD provided the following info i b7E per FBI
incident report.- On March 13. 2003. between
I .
1 I bl per FBI
| : 1

[ J All cellsy are maintained at 66 degrees Fahremheit. The
temperature was lowered to 57 degrees Fahrenheit. At ‘
approximately 5:20 d.m.. during a routine medical check, che
medic observed that the detainee's cell was colder than usual.
but the detainee was asleep under a blanket and did not exhibit
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any s:gns of digcomiart. The damnae did not zeport am[_ﬁx!nj b7

E per FBI

g ort when asleeﬂ medic. roximately |
bl per FBI
Subseguently, all of the parties itcvolved were counseled in =~
 writing. - _
iy : ' J
bl per FBI
Ty —1 .
: bl per FBI
| Puring his roacds, the zem_'l
oﬁacerobservedthattheceﬁmmulerthmnoml The
medical officer azked the detaines if ke was okay; the detainee
. had been aslecp and respomded that he wes fine. Subseguently,
the medical officer reported the incident to the cocmand staff of
cze W | -
—
bl per FBI
bl pe? FBX
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48T In its incident xeport, the DoD stated] that it reparted
the ipcident to the I0B because the incident was a suh?-lznttated_
allegation of attempted nse of a pro i '
- approach (Environmental ¥amipulation).

bi per FBI

{U) Executive Order 13491 (Ensuring Lawful Interrogations)
section 3(b) provides in pertinent paxt that an individual in the
custody of the United Stabtes Govermment *shall not be subjected
to any interrogation technigue or dpprouach, o any treatwent .
relarted to interxrogaricn, that is not authoxrized hy and listed in
Azmy Field Manual 2-22.3 (XM} .* Executive Order 13491 section
3(b) provides a “taxve out” provision for the FET apd other law -
enforcenent agencies: ) .

Rothing in this section shall precinde the Pederal
Bureau of Investigation, or other Federal lew

anthorized, mop~coercive technigues of interrogation
that are designed to elicit voluntary statements and do
not: involve the use of force, threats, or prumises. :

{1) althimgh the FRI is mot bound by the A¥M, we reviewed
the AFM tn determine whether, in Eack, the FBI violated any of
its provisions. Further, while the FEI is not bound by the BEM,
it iz presumed that the guand wha complied with the FBI Special
Agent*s must adhers to the AFM. AFM, Section 5-75 provides in
pertinent part that-indocing “hypothermia or heat injury" is &
pxohibited action in cotnjunction with intélligence
nterrogutions, Here, lowering the temperature in the detaines's
cell to 57 degrees Fahrenheitr for three ko four hours does nat
violare vhis proviaion of the 2FK. As noted above, doring his
morming rounds, the Il medical officer cbserved that the
detaineen's cell was coolex thau normal. The medical officer
asked the detainee if he was ckay; the detainee had been aslesp
under a standard issue blepket: and responded that he was fine.

RTINS, 3.

b7C per FBI .
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Based upon these facts, there is nothing to suggest that lgwaring
the temperature ta 57 degrees Falivemheit would induce
hypothermia, Accordingly, ik is our posirion thec nr-.zi.:ker e
TRY agenat nor the quard at the ¥AT Agent's request violated the

. (0} 1in addition to veviewiny cha AFM, we rovicwed the
following DobD palicy documents for discussion of “enviromtental
ranipulation®: DoD Divective 3115.09 zregerding DoD Intelligence
Interrogations, Detaines Debriefings and Tactical Questi¢uing
{dated ©ctcber 9, 2008); or the Joint Publication 3-53 Namu2l an
Detainee Operations (dated May 30, 2008). That phrase is nat
mentioned in any of those policy documents.

b6
b7C per FBI
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{0} Fionlly, it is mﬁ: position that this incident does not

'metothelevelnfmhmel:zeamt. aod thus, does oot xise

tnthehvelofav&ulahmoithecommmmtmtn:eor
LComxon, Article 3. )

] In surmary, after reviewing this incident and the

applicable laws, executive orders, directives, apd policies, it -
is our position that this incident dges not implitate Executive
ReporiZing

Oxder 13462 ox the July 17, 2008 Inte'lligmce Oversight
Critexia. fThank you for your attention . Please

Asgistant Gemeral Counsel
if you have any ¢mestions,

- )
'uwmofmw' —

Office of tha Directtr of Waticpal Intelligemce

United States Department of Justice
Room 2200 C

1 - Xevin O*Comnex  {y mm emni
Actlng Chief )
DfFive of Imbtelligunce
Fational Security bivision
United States Departmenr of J‘usl:i.ce
950 Pexusylvania Avemue, H.W.

. Roam 6150
blas!ungl:an. n.C. 20530
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U.S. SENATE JUDICYARY COMMITTEE
SUBCOMMITTEE ON THE CONSTITUTION

1. 8. SENATOR RUSSELL D, FEINGOLD
Phone; (202) 724-5573
Fax: (202)228-0466

DATE; May 15,2003

The Hanorable Robert Mueller, Director
TO: e/o Office of Congressional Affairs, FBI
FAX: | bZ per FEI

FROM: Lara Flint
202-224-5323

Tota) Pages (including this cover page): 3
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Ynited States Smate

WASHINGTON, DE 20510

May 15,2008
SENT VIA FAX

The Honorable Rober S. tvivelier, I
Director

Federal Burean of Tnvesdgation

935 Penusylvonia Avenue, NW
Washingtep, DC 20535

Dezc Disector Muclier;

On My 7, 2008, doctments becams publjo relating to.a Nationz] Security Letier (NSL)
served in November2007 onthe Infemel Archive, 8 San Francisco-based digial Bbrary.
The [ntemet Archive challenged fae NSL on the grounds thet the Internet Awhive was
1ol a provider of “slectvonic communications Service” for pusposes of the applicable NSL
statute and 1hat the starnie wes urconstitufiogal. According to court documents, the FBI
and (e Iternet Axchive reached a stttlement whereby me%BIawd 1o withdeaw the
NSL that had been served on the Inteme! Archive, asd patlelly lified the scoompanyitg
nondizcioture arder. Certain courd filings were alen unsealed.

The FBI's issuance. of 20 NS bo this enfity rises 2 mumber of concerns about the FBI's
view of the scope of its athority under the NSL stalute for communications records, 18
U.S.C. §2709. Pleass respond to the follawing questions, which are importenl to
Congresy’ aversipht of the FBY'S use of NSLs: .

» Doeg the FBI belicye thet the Interner Archive is 2 provider of "elecironic
commnuunications service” that was propetly served with #n NSL pursuant to 18
U5.C. § 2709 1o obtai the nforriation that the FBY soaght? If so, please explain
the Jegal theory mderying this determinatitn.

»  Was the issuance of this NSL reported to the FBI Office of General Counsel as &

- possible Iatoltigence Oversight Board matter?

» Wit repogted 10 the Intefligence Oversight Board?

» Hasthe FBI iscued any guidance abow! What consfitutes o provider of “clestronic
communications service,” defined at 13 0.8.C. § 2510(15) a5 “any servicowhich
provides.to users thereof the ability to séad or receive-wire or clectronic
cotunnnicatinns"? Ifso, pleaso provide that guldanee. Hnot, plesse provide cuy
relevant indormation about the FBY's view of the scopo of that torm,

Thank you in sdvancs for your expaditious péspohsd,

2/3
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Page 2

Sincerely,

Pt (0 F5ud
Russe]l D, Felngold

Richad 1. Dugbin

Keo Salazar Z;

o

[isa Murkovrski

C@ﬂgﬁftr%
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U.S, Depnrtment of Justice

Federal Burcau of Investigation

Eithce v the Gemeral Coumtl Westnsgrom, DG 20535
June 5, 2009
Honnrable Richard J. Durbin
United Stotes Senate
“Waeshinpton, DC 20510
l TNear Senator Durbin:

. Your letier dated May 15, 2008 posed four questians reparding 1 National
Security Letter (NSL) that was served on the Intemet Archive. ‘The FBY's respenses to those
questions oxe as follows.

You asked whether the FBI believes that Intemet Archive is a provider of
“electronic comnmunications services" that was properly served.with an NSL pursuont fo 13
U.S.C, §2709 and, if so, what is the Jegal theory underlying that derermination.

: The Nationaf Security Letter served on the Intemet Archive (hercinafler "the
Archive") on November 26, 2007 was properly served pursusnt to 18 U.S,C. §2709. When the
NSL was served, the FBLreasonably believed the Archive wes a provider of eleciranic
comeunication services as that term I3 defined in 18 U.S.C. §2510(15), and was also a library s
defined in the Library Services and Technology Act, 20 U.S.C. §9122(1), sec, 213(1). Certain
services provided by the Archive are purely fibrary in natuse, but other services offered are
electranic services.

Section 2501 of Title 18, United States-Code, defines elecuranic communications
sorvice, clectronic communications system, and electronic communications. Beciuse the
Archives tegosmits, accesses and stores clectrofic communications over wirg systems, it is an
Electronic Communications Seyvice Provider {ECSP) under the statate. Aecordingly, certain
servites provided by the Archive —~ including the service that was the subject of the November
2007 N8L - are clectronie services and not exempt fiom service of nn NSL under 18 U.S.C.
§27059(f). Thc FBI reached this contlusion, in part, by the way users of the Archive actess the
Archive's content,

The Archive allows users 10 uplaad content o and download content from several
of their Serviges and post messages, both of which fall squarely within the definition of
“electronic services.” See 18 US.C. 2709(f). Additionally, the Archive uses ejectronic
teehnology to collect and retain billions of web- papes in a direstory users ea access and search,
an operation similar 1o Yahoo! and Google dircctories. Both Yahoo! and Google are subjedt (o

NS|.s for their cataloged content and have complied with NSLs in the past,

AL EFORVATION CONTACED :

BATERIAANG 8 5ClBax 0233




Fonomable Richard J, Durbin

"The most significant activity that supports the FBI pasition that the Archive isan
ECSP s its storage and preservation of media. 18 U.S.C. §2510(14] defines zn "elsctronic
communicaticns system" as "any computer freilities or refated clectronic cquipment for the
clectranic storage of such communications.” The Archive has severl popular serviees that allow
for storage and preservation of content. Tn November 2007, the FBI's NSL sought content thot B
within this provision and thus within the dafinition of aa electronic communications systenr, An
ECSP also provides users the ability fo send tnd receive wirs or clectsonic communications.
The Archive also provides services thatfall within this definition of an electronic
eommunications system.

Admittedly, some of the services offered by the Archive ore more akin 15 [ibrary
tunetions. but 18 U.S.C §2709(F) does not entircly bar serving NLS's on librmries. Rather, that
scetion provides that & "library . . . .fs net A wite or clectronfc communication service provider for
purposes of this section, unless the Jibrary is providing the seevies defined in section 2310{15)."
This exeeption appiles to certain services provided by the Archive, to includs the uploading and
downloading of media content, forums and searsh, alt of which are provided as a public utility on
the Imemet Azchive website. If is one of these services thal was the subject of the November
2007 NSL. After careful considemion, the FBI belioves the NSL issued {0 the Archive for
transactional dat pertaining to a fle posted to its servers wos proper and legal.

Youl also asked whether the issuance ofthis NSL was reparted to the FBI Office
of General Counsel (OGC) s o possible I0B matiér and whiether the matier was reported o the
10B.

The FBE must inform the 108 of any intelligence aclivitles that may te unlawul
Qr canteary to exeoutive order or presidential direetive-and of any significant or highly seasitive
miatters related fo intelligence qetivities, Betause service of the NSL was nol unlawiil ey
vontRey 1o executive order or presidential directive, it was notreported to the OGC o5 a possible
10B matfer. Although the FBI viciated no statutes or regelations in issuing or withdrawing the
NSL, the matter wag nonstheless reported to the IOB as a highly sensitive matter.

Finally, you asked whethzr the FB has issued any forma! guidance ahout what
sonstitnes x provider of "clectranic communications service," defined ot 18 WS.C. §251%15) us
*any service which provides users thercof the abilify fo send or receive wirc or electronic
communications.” It so, you asked that the FBI provide that guidance. If not, you asked that the
FBI provide any rclevant information about the FBUs visw of the scope of that term.

)  The FBl has votissued anyoiﬁcini policy or guidance relnting specifically to the
interpretation of the meaning of 18 U.5.C, §2510(15), The FBI refies on the statuiory definition




Hanorable Richard J. Durbin

of the term "electronic communications service™ as well as interpretotions of the term developed
throuph legal opinions Issucd by tha Federl courts, the Attomey General and FBI OGC ond the

~ FBI provides regular imining to FBl employees involved with drafling, issuing and approving
NSL's. The FBI's view of the scope of that term is disenssed above.

Sincerely yours,
o L (CKV’

Valede Coproni
Geperal Counsel




U.5. Department of Justice

Federal Bureau of lnvestigation

Olfice eb the Geaeral Crrnee Wathingion, D€, 20135
Jume §, 2009
Honorbiz Russcl D. Feingold
Uniled States Senate
Washington, DC 20510
Dear Senator Feipgold: ‘

Your letior dated May 13, 2008 posed faur questions regacding a National
Seeusity Letter (NSL) that was served on the Intzmet Archive. The FBT's respanses to those
questions are ag fallows, :

You asked whether the FBI believes that Internet Archive is a provider of
"alectronic communications services” that wes properly served with an NSL pursuant to 18
U.5.C. §2709 and, if 5o, what isthe legal theory undedylng that determinaticn.

The National Security Letter served on the Infernet Archive (hereinafies "lhe
Archive”} on Navember 26, 2007 was properly setved pursuant fo 18 U.5,.C §2709. Whenthe
NSL wwas served, the FBI reasonably believed the Archive was a provider ol electronic
communaication scrvices as that term Is defined in 18 U.S,C. §2510(13), and was aiso 2 library as
detined in the Library Services and Technolopy Act, 20 17.8.C. §9122(1), see. 213(1). Certain
strvices provided by the Axchive nre purely library in rature, bul otherservices offered are
clectronic serviges.

Section 2501 of Title 18, United States Code, defines <lectronic communications
sexvice, slectronic comaunications system, and electronic communications, Becmuse the ’
Atchives rransmits, acecsses and stores electronic communications aver wire systems, it is mm
Elecironic Communications Service Provider (ECSF) nnder the statute. Accordingly, certin
Services provided by the Archive — induding theservice that was the subject of the November
2007 NSL — are electronic services and not exempt from service of 20 NSL under 18 118 C.

§2709(£). The FBI teached this conclision, in part, by the way users of the Archive access the
Archive’s content.

The Avchivc allows users to ppload content to and downtood content from several
of their services and post messages, both of which fall squarely within the definition, of
"electronie servicss.” See 13 U.S.C. 2709(]). Additionally, the Archive uses electronic
technology to-collect and retain billions of web- pages in 1t directory users can sceess and seorch,
an aparation similar fo Yahoo! and Google directories. Bath Yahoo! and Geople are subject tn
NSL's for their caialoged content and bave complied with NSLs in the past

ALL IFORMATION CO
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. Honorahle Russeli D. Feingold

The most significant ac(vily that supports the FBI's position that the Acchive is an
ECSP is its starage and preservation of medie. 18 U.5.C. §2510(14) defines an “electronic
communications system® as “any computer fasilities or related electranic equipment for the
electronic starage of such communications.” The Archive has sevéral popular services that allow
for stompe and prescrvation of confent. In November 2007, the FBI's NSL sought confent that fit
within this provision and thus within the definition of an electattic communications system. An
ECSP also provides uscrs the ability to send and reeeive wire or electronic contmunications
The Archive also pravides serviees that fall within this definftion ofan clectrome
commumicaiions systen.

Adridiltedly, some of ilie services offered by the Archive are more akin t library
Tunctions, hut 18 U.8.C §2709(f) does not eptirely bar serving NLS’s on libracfes, Rather, that
section provides that a “Hibrary . . . is 801 a wire or tleskronic commynijeation service provider for
purposes of this section, imiess the library fx providing the services defined in seetion 2510{15)."
This exception epplics to certain services provided by the Archive, to include the wplozding and
dovwnlending of medin content, formns and search, all of which are provided as a public vtility on
the Internet Archive websits, [tis ono of these serviees that was the subject of the November
2007 NSL. After careful consideration, the FBI belicves the NSL issued ta the Archive for
tnsactionsl data pertaining to a file posted (o its servers was proper and fcpal.

You also asked whether the issuance of this NSL wns reported to the FB] Qifice
?gﬁenml Counsel (OGC) as a possible 10B matter and whether the matter was reported to the
B, ) .

The FEI must inform the JOB of any intefligence activitics that may be unfawfitl
or coatrary to execulive order or prestdentinl directive and of any significont or highly sesitive
maliers related to intelligence activities. Because service of e NSL was not unlawful or
contrary 1o executive order or presidential directive, it was not reported 1o the OGC as o possible
IOB manter, Although the FBI vislated no statutes or regutaliuns in fssuing or withdeavving the
NSL, the matier was nonetheless reported to the OB as & highly sensitive matter.,

_ Finally, you asked whether the FBI has Issued any formal guidance about what
copstitutes 4 provider of "electronic communications service ? defined ot 18 U.S,C. §2510{15) as
“any service which pravides users thereof the ability to send or receive wire or electronic
communications.” If 3o, you asked that the TBI provide thal puidance. i not, you asked that the

FBI provide any selevant information abput the EBI's view of the scope of that term.

. . The FBI has not issucd any official policy or guidance relating specifically 1o the
interpeetation of the meaning of 18 U.S.C. §2516{15). The FBI relies on the statulory definition




Honorable Russell D. Feingold

of the term "electronic coramunications service” as well 28 interpretations of the term developed
through lepal opinions issned by the Federal courls, the Attoracy General nnd FEI OGC and the
FBJ provides regular frafning to FBI employees involved with defiing, issuing and approving
NSL's. The FBI's view of the scope of that term is discussed nbove. '

Sincercly yours,

Valerie Caproni
General Counsal

3




U.S. Bepariment of Justice
Federat Bureau of Investigation
Offize of o Goeerd Corneal Weshimgron, D.C W5IS
) June 5, 2009
Honorabde Ken Safazar
United States Senata
‘Washington, DC 20510

Dear Senator Salazar:

Your letter dated May 135, 2008 posed four questions regarding  National
Security Letter (NSL) that was secved on the Internet Archive. The FBI's responses to-those
guestions age as follows.

You nsked whethar the FBI belicves that Internet Axchive is n provider of
"glectronic commumications servives” thet was propetly served with an NSL pursuant to 18
11.8.C. §270% and, if %o, what is the legal theory uaderlying that detemination.

The National Sccurisy Letter served onthe Internet Archive (hereinafter "the
Axchive") on November26, 2007 was properly sarved pirsuant to 18 U.5.C. §2709, When the
NSL was served, the FBI reasopably believed the Archive was a provider of electronic
communication services as that terns Is defined in 18 U.5.C. §2510{L5), and was ulso a library s
defired it the Librry Services and Technology Aet, 20 U.5.C. §9122(1), sec. 213(1). Certaim
services ptowdzd by the Avchive are purcly library in nature, but other services offered are
clectronic servicas,

Section 2501 of Tite 18, United States Code, definies electronit oommunicaﬁons
service, clectronic-commudications system, and eleztranic communications. Becausc the
Archives transmits, zecesses and stores electronic consmunications aver wire syslems, it is an
Electroni¢ Communications Service Provider (ECSP) undae the statute. Actordingly, cettain
gervices provided by the Archive — includiny the service that was the subject of the Novembst
2007 NSL ~ are electranic sprvices and eot exempt fram service of an NSL under 18T s.C.
§3709(1). The FBI reaclied this conclusion, in past, by the wayusers of tha Archive access the
Archive's comtent.

The Archive allows nsers ta upload content to-and downtoad conlent from several
of their services and post ressages, both of which fall squarely within the definition of
“electronie serviees.” See 18 USC. 2709(f). Additionally, the Archive uses electronic
technology o colleet and retain billions af web- pages in a-ditestory users cin access and search,
an apiration similsr o Yahoo! and Google directaries. Bofh Yahoo! and Geogle are subjeet to
NSL's for their catnjoped content and have complied with NSLs in the past.

ALL NFORMATION COMBY: .
HEREIN 1S UN L
mmmm\f




Floncmble Xen Spiazar

The most significant ectivity that supports the FBI's position thal the Arcluye isan
ECSP is its storege and preservation of media. 18 US.C. §2510(14) defines an "electronic
communications sysiem” as "eny cotnputer faclities o refated electronie equipment for the
electronie storage of such communications.” The Archive has several popularseevices that aliow
for storage and preservation of content. In November 2007, the FBI's NSL sought content that fit
within this provision and thus within the definilion of an ¢lectronic cammunications syStem. An
ECSP also provides users the ability to send end recelve wire of slestranic cuymmunications,
The Archive alsoprovides services that £l within this definition of an electranie
communications sysfen. :

Admitredly, some of the sérvices offered by the Archive are more akin 1o library
functions, but 18 U.S.C $2709(f) does not enfirely bar srving NLS's on Jibrarjes. Rather, thay
section provides that a "ibrary . . . s net a wire or dectronic communication serviee provider for
purposes of this section, unless the libmiry is providiop theservices defined in section 2510(15)."
‘This exception applies to ceriain servites provided by the Archive, to Include the uploading and
dowuloading of media cantent, forms apd scarsh, £li of which are pravided as a public uiility an
the Intemet Acclive website. Tt{s ane of these services that was the subiset of the November
2007 NSL. Afer carefud consideration, the FBI believes the NSL issued ta the Archive for
ransactional dota pertaining to a ffle posted 10 its servers was proper and legal.

Yau alsp asked whether the issuance of this NSL waes reported to ths FBIE Office
of Geaeral Counsel (OGC) gs a possible JOB matter and whether the mattcr was seperied {o the
108,

The FBImust inform the IOB of any intelligence activities that may be unfascfal
or cantrary (o executiva order ot presidential directive and of any significant or highly sensitive
maners related (o infelligence setivitics. Because setvice of ihe NSL wis not unlawful or
contricy ta executive order or presidential directive, it was not reported to the OGC as a possible
108 matter. Although the FBI vielsticd no statutes or regulations i issuing or withdrawing the
NSL., the matter was noncthcless reported to the JOB as o highly sensitive matter.

" Finally, you asked whather the FB{ has issued any formal guidance about what
constitutes a provider of "electronic communications service,” dafined at 18 1LS.C. §2510{15) ns
“any service which provides users thereofhe ability to send or receive wirs orclectronic
commumications.” I 5o, you hisked that the FBY provide that guitlapce, Ifnot, you asked shat the

TBI provide any refevamt information about the FEP's view of the ssope of that texm.

. _ The FBI has not issued any official poficy or guidance relating specifieally to the
interpretation of ihe meaning of 18 U.S.C, §2510{15). 'The FBI relies on the statutory definition
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of the term “electronic communications service" as well as interpretations of the term developed
throuph Iegal opinions issucd by the Federal courts, the Attorney General and FB 0GC and the
FBI provides regular training to FBI employees invalved with drafling, issuing and approving
NSL’s. The FRI's view ofthe scope of that term is diseussed above.

Sincerely yours,

N/

Valerie Caproni
General Counsel




U.S. Department of Jusfice

Federal Bureau of Investigation

Cttee o the Ganeml Cuvagel Washisgton, DC Wil
June 5, 2009
Honorable Lisa Murkowski
United States Senate
Washington, DC 20511
Diear Senator Murkowski:

“Your leiter dated May 15, 2008 posed four questions regarding & Natlovat
Security Letter (NSL) that was served on the Tnloritef Archive. The FBI's respooses 1o those
questions are 35 follows.

- You asked whethar Uze FBY befieves that Intetnet Archive is.2 provider of
“cleclpanic commumications sexvices” (hat was properly served with an NSL pwsuant to 18
U.5.C. §2709 and. if so, wha is the legal theory underlying that defermination.

The Nation:! Secority Letter scrved on the Internet Axchive (heremalier "the
Archive™ on November 26, 2007-was propatly served pursuant io 13 US.C. §2709, When tho
NSL was served, the FBI reasonably believed the Archive was 3 provider oF elecironic :
commmication strvices as that tema i5 definedn 18 U.S.C. §2510{15), 2nd was also-a Bbrary a5
defined in the Libray Services and Technology Act, 20 ULS.C. §9122(1), see. 213{1). Certain
services provided by the Archive are purely library in nature, but other sesvices offercd ane
electronic services. ’

Section 2501 of Title 18, United States Code, defines electronic communications
service, elestronle communications systém, and electronic commuaications. Because the
Archives Imnsmits, seoesses und stores elcctronic communications wyer wire Systems, it s an
Electrontic Communications Scrvice Providor (ECSP) under the statuie. Accordingly, centain
services.pravided by the Archive -- inchwding the servige that was the subject of the November
2007 NSL -- are-elettrnic services aind not exempt from servico ofan NSL under [8 US.C
§2709(f). The FB3I reached this contlusion, in part, by the way usess of the Archive access the
Archive's content,

The Archive allows users ta upload content i and download conlent from several
of their services and post messages, both of which fal{ squarely withiz the definition of
“electronic serviees.” Sex {8 U.S.C.2709(f). Additionally, the Archive uses electronic
techmology 1o collect and rotin billions of web- pages in a dircetory users can zecess and sextch,
an operation similar 1o Yaheo! and Google directorizs, Both Yahoo! and Goople are subject to

NSL's for their cataloged content and have complied with NSEs in the past.
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Bonorabie Lisa Mukowski

The most significant activity that supports the FBI's posifion that the Archive is an
ECSP is Iis storage and preservation of media, 18 U.S.C, §2510(14) definzs an "slecironic
conimunications System® as "any compuer fozilitics or refated eleclronic cquipment forthe
electranic storage of such communications.” The Archive has several popular services that allow
for storaga and preservation of content, Tn November 2007, the FBI's NSL sought content tha it
within this-provision and thus within the definition of an electronic communications sysieo. An
ECSP also provides users the ability to send ned yeceive wire or ¢iestronic communitations.
"The Archive also provides services that fall within this deBnition of an elccironic
communications sysiem.

Admittedly, sems of the servites affered by the Archive sre more okin to liteary
fimetions, but 18 U.S.C §2709(f)-does not entirely bar scrving NLS's on librasies. Rather, that
section provides that & “library , . . 8 not o wire or electronic communication service provider for
purpreses of this section, unless the brasy is providing the services defined in section 251 o(15)."
This exception applies to earfain services provided by the Archive, to include the uploadng and
downloading of media centcnt, forams ad searel, ll of which ore provided a3 a public wtility on
the Ynternet Archive website, It is one of these services that was the subject of the November
2007 NSL. After carafia] consideration, the FBUbelieves the NSL issued 1o the Archive for
transactional data pestajning fo & Ble posted toits servers wos progerand legal.

Youalso asked whether the issuance of this NSL was reported to the FB1 Office
g gcncmt Counsel (OGC) as a passihie TOB matier anil whetker the matter was reported tu the

The FBI must inform the IOB of any intclligence activities that may be unlawfut
or contrary to executive oxder or presidential dircetive and of any sigaificant or highly sensitive
maiters sefated 1o intelligence activities. Betuuse service ofthe NSL was rof unlawfal or
contrary to cxecutive order or presidential dicestive, it was.not reported to the OGC as & passible
OB matter. Although the FBI violated na statutes or regulations in issuing or witkdrawing the
NSL, the matter v:as nonatheless reported to the TOB us a highly sensitive natter,

. Fimally, you asked whether the FBI has issued any formal guidance about whal
Emum_iqs & pro_vidcr of "electropic commeunications serviee," defined at 13 ULS.C. §2510(15) us
any service which provides users thereofl'the ability 1 send or receive wire ar eloctronic
communieations.” If sp, you asked that the FBI provite thatguidance, Ifhot, you asked that the
FBI provide any relevant information about the FBI's view of the scope of Gat tim,

) ~ TheFBI has not issued any ofijeial policy or guidance relating specifically to the
mierpratation of ths meaning of 18 U.5.C. §2510(15). The FBI relies 0a th stotutary definition
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of the term “clectronic communications service" as well as interpeetations of the ternt developed
though legal opiniouas issued by the Federl courts, the Attorney Genetal and FBE OGC and the
FBI provides regular tratning 10 FBI employecs involved with deafiing, lssuing and approving
NSL's. ‘The FBi's view ef the scope of thatterm js discussed above.

Sineevely yours,

Vulesie Caproni
Qeneral Counsel




June 5, 2005

Honorble Richard J. Durbin
United States Seaatc
.Waslﬁnglnn. DC 20510

Dear Senator Duxhit:

Your Jetter dated Moy 15, 2008 posed four questionsTegarding o National
Security Letter (NSL) that was seeved ok the Inlemnet Archive, The FBI'S responsas t those
nuestions arg as follows, )

Yo asked whotherthe FBI belioves ihat Katernet Archive &s a providerof -
“electronic communications services™ that was properfy served with on NSL pursuant to 13
US.C. §2709 mtd, jf so, what is the Jegal theovy undeslying that deteninatien.

The National Security Letfer served onthe Infernet Archive (herdinafter *the
Aschive™) on November 26, 2007 was properly served mrsuant to 18 U.S.C. §2709. When the
NSL was served, the FBl reasanably betieved the Archive was a provides pEelesironie
compmaication services ne that tem is defined in 18 U.S.C. §2510(15), end was also o Iibrary as
defineid in the Library Services apd Technotogy Act, 20 U.S.C, §9122(1), sec. 213(1). Comain
services provided by the Archive are purely libragy in natre, bud other services offered ars
£lectronic services. ,

Scction 2501 of This 18, United Stales Code, defines tlactronic nommunientions
service, electronjc commnnications systent, and efectronic communications. Beemse the
Archives transmizs, gecesses and slores cleetronic comprunications over wire systems, it is an
Flectronjo Communications Service Pravides (ECSP) undertbe statnfe. Accordingly, eertain
services provided by the Archive — insiuding the servics that wos the subjeet of the November
2007 NS, — creelectrande serviees-and pot exempl from service of an NSL wder 18 US.C.
§2709(£}; The FBI reached this conclusion, in paxt, by the way uses of the Archive access the
Archive’s content.

The Archive aliows users to npload content to and download content from sevesal of
f fomcee their services and post messages, both of which. full squarsly within the definition of “elecironic
SR ome—— sepvices" Sec 18 ULS.C. 2705(D. Additlonally, the Archive uses electrontc tecimology 1o caliest
EASETO—— and retain biflions of web- pages in o directory usérs can access mnd search, mm operation similar
&.3*:3———— o Yahoo! and Goople direclories. Both Yahoo! and Google zre subject 1o
LM =———  NSL'z for their cataloged content and have complied svith NSLs in the past.
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Honosable Richand J. Ducbiz

The most significant activity thet suppouds the FBEs position that the Archive isan
BCSP is its storage and preservation of medis. 18US.C, §2510(14) defines an “electronic
communications system™ as "any computes frcfkities or related elocironic equipment for the
electyonin sforage of such communications.” The Aschive hits several popular services that allow
for storage and presorvation of content. In November 2007, the FBIs NSL soug!atcnment that fit
within this provigion and thus within the definition of an slectronic communications system. An
ECSP also provides.nsers the ability 10 send and receive wirt or electropic communjcations.
The Archive also pravides services that a8l within fhis definition of an electronic

Admittedly, some of the setviees offired by the Arohive are more ckin {a Fibrary
functions, tut 14 U.8.C §2709(f) docs not entirefy bar serving NLS's on brarles, Rather, Urat
section providesthat o "libeasy , ... .Js uot  wite or elcotronic commnnication service provider for
purposes of this section, tmiess.the fibrary Is providing 1he services defined in section 2510(13)."
This excoption applies to certain services provided by the Archive, to inglude the uploading and
downloading of medin.content, forums and seacch, sll of which e provitied as a public wtiity an
the Inlemel Archive website. It is one ofihéss services thaf wes the subject of the November
2007NSL. After catefiil cousidemtion, the FBI befieves the NSL issued 1o the Archive for
trnsacional dats pertnining 1o 2 §le posted to its servers was proper and legal.,

Yo olso.asked whether the jssunce of this NST ws roported to the FRE Office
‘ ggmml Counsel (OGC).as o possible I0B matterand whother the matter was reported fo the

The FBEmustinform the JOB of any intalligence attivities that may be unlawful

- 4r eoatrary to exzeutive apdar o presidential divective snd-of any siguificam or highly sensitive
matters relaled 1o intelligence activities. Becstse szrvice of the NSL was not ualawfid or
contrary 1o sxecutive order or presidential diréctive, it was 1ot tepored to the OGC as 4 possible
1OB matter. Although the FBI viojated no statues or vegulaions in issuing or witkdrawing (he
INSL, the matier was nonstheless repoviert to the I0B a5 & highly sensitive matter. .

Eimlly, you asked wheshey the FB] s issued dny formal gnidanes about what
constitutes 2 provider of "electropic comtnnieations service,? defined of 18 U.S.C. §2510¢ 15)as
*any service which rovides users thercof the abifily 1o send vereseive wire or eltetronic
cammumications.” IT' sa, you asked (hat the FBI provide that guidance. - IEnot, yon asked that the
FB) provide any relevant ifoanation shout the FBT's view of the scops of that term.. - '

_ ‘The FB! has not issuell any oflicial policy or goidance relating specifically to the
Imtegpretation of the meaning of 18 U,5.C. §2510(15). ‘The FBI relies on the statutory definition
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Honorable Richard J. Durbin

of the teom *electropic commumications servies® o5 woll os ntrrpretations of fbe tem developed
through legat opinions issued by the Federal couwts, the Astorsiey General and FBI OGC ond the
FBI provides regular training to FBI employees invalved with drufling, isswing and approving
NSL’s. The FBY's view of the scope of that tenn is discussed above.

Sincerely yours,

Vedoric Coprogi
General Counsel




June 5, 2000

Honorable Russell D. Feingold
United States Senatd
Washington, DC 20510

Dear Senstes Felngold:

Yourletier dated May IS, 2008 ppsed:l'uurquenlons regerchng 2 National
Security Letier (NSL) that wes served on the Intomet Archive, The FBIs tesponses to those
questions are as Jollows.

You asked vhether the FBI believes (it Inteenet Archive is a provider of
velectranic communications services” that was properly secved with an NSL pursuartt 1o 18
U.8.C. §2709 nnd, if 50, what is the Jegol theory underiying that detenmination,

The National Secarity Leverserved.an the Intemet Archive (hereinafier "the
Archive™) on Npveniber 26, 2007 was propecly strved-pussuont to 18 TLS.C. §2709. Whenthe
NSL, wos served, the FB1 reasopably bplieved the Archive was a provider of electronic ,
communication services as thot tiim is defined in 18 U.8.C. §2510(15), and was n]soallbm_'ras
dofined in the Library Services and Technology Acl, 200.8.C. §9122(1), sec. 213(1) Certoin
sesvices provided by the Archive are purely Iitrary innatue, but other services offéredare
electronic services.

Section 2501 of Title 18, United States Code, defincs electronic communications
service, electronic communications system, and eleelronic comtmimications, Becausz the
Archives fransmils, accesses and stores slesironic comnmuieations-over wire systems, it is an
Electronic Communications Service Provider (ECSP) under the statwic, Accordingly, certain
services provided by the Archive ~ineludiag the sexvice that was thesubject of the November
2007 NSL. — are electronic services and nof exempt from serviee of aty NSLnader 18 US.C.
§2709GQ;_ “The FBI reached this conglusion, in part, by the way vsers of the Archive avoess the
Archive's content. ’

The Andltive aljows users to upload content to and dowaload content. from several of
eir services and post messages, both of which fall squarely within the definltion of "electronic
e services.” See 15 US.C, 2709(D, Addifionally, the Archive uses electronic ieshnology to golleot
' ——— and retajn billiops of web-~ pages in a directory-users can access and search, to opermtion similar
E ——— 6 Yahoo! and Google directories. Baik Yehoo! and Google ave subject to
% —— NBL's for thoir catsloged content and have complied with NSLsr tha past.
e pg— '
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. Fonasable Russell D, Feingold

The most significantactivity thar supports the FBY's position that the Archive is m

ECSP is jis storage and presarvation of medis. 18 L:S.C. §2510(14) defites.an “cJectrooic
communfcations system® as *any compter ficilities or related electronic equpment forth=

 electronic storage of such.comtmunications.” The Axchive s several popuker services tht allow
for stogage and prescrvation of content. In November 2007, the FBFs NSL sought cantent that fit
wiithtin this provision and thus within the definition of an electronic tommumications systent. A
BCSP also provides users the ability to sentd and receive vise or elestronic communisations.
The Archive nlso pravides services that fall within this definition.of an electronic
communications systcm.

. Adaittadly; some of the services offered by the Archive aremone okiis to Iibrary
funcrions, but 18 T.S.C §2709(f) does not entircly bar serving NLS's on Jibraries. Rasher, that
stetion provides that a "Hbrary , . . i hol 8 wite or electronje communication service provider for
purposes of this section, nnless the by is providing the services défined in section 2510(15).”
This exception applies to cerain services provided by the Archive, to fclude the uploading nnd
downloading of pedia content, forumes.and sedreh, olf of whiek-are provided s a pubitie ublity on
the Intemot Archive website. It is oneof fhese services that was the subject of the: November-
2007 NSL. After carafis) onsidertion, the FB] believes the NSL issued to the Archive for
transactional dagy pertaining to & file posted 1o is servers was proper ond legal.

You also asked whetiier the issuance of this NSL. was reported (o the FB Office
‘ ggmmm(mmpmﬁemmmmmummwmmm

Tha FBI nrustinfonn the 108 of any hyjeltigence aetivities that may be unlawlid
or contrary to executive order or presidentinl directive and of any sigoificant or highly sensitive
matiegs related fo jotelligence activilies. Because service of the NSL wasnot unlawiil or -
contrary 10.exoentive ordér or presidential directive, It was pot reported 1o the OGC as a possiblz
TOB mptter. Although the FBT viblated no statnies or regulatipns in issuing o withdmwing the
NSEL, the matier was nopetheless reporied to the JOB as o highly sensitive motter. '

Finzlly, you asked whether the P8I has issued any formal guidance abont what

. coustitutes 8 pravider of "efestronic communicativas yervics,” defined at 187.8.C. §2510(15) a8
"any serviee which provides ussrs thereof the abllity to send orreccive wire or elsstronic ‘

communications.” ¥f'so, you asked that the FBI providethat guidance. Inot, you asked that the

FBI provide muy relevant information-aboot the FBP's view of the scope of that tem,

_ The FBI has not ixsued any officinl policy or guidance relating specifically to the
interpretstion of the meaning of 18 U.S.C. §2510{15). The FB! reticy on the statutory definition




Honorable Russell D. Feingotd

of the term “electronic communications serviee” ag woll as interprétatioas of the lenn developed
through lega] opinions issusd by the Federal cours, the Attoney General and FBY OGC and the
FBI provides regular training to FBI smployces involved with drafling, issuing and opproving
NSL's. The FBYs view of the scope of that tem is-diseussed above,

Sincerelyyours,

Valerie Caproni




June 5,2009

: Honorable Ken Salazor
: United States Seunte
. Washiogton, DC 20510

Deny Senator Salazar:

Yo letter dsted May 15, 2008 posed fonz quostions refperding a Natosal
Security Letter (NSL) that wes served on the Iatemet Archjve. The FBL's responses 15 those
questions are as follows.

' You asked whether the FB believes thot Internct Archive is 2 provider of
: Melectronic commutiiications scrvices” That was properly served withan NSL purstant 10 13
! U.S.C.gzmm&fsmv&ntisthﬂegal&mtym&dﬁn;ﬂmdmmimﬁm

b The Nations} Security Lettersorved on the Internet Archive {hereimfier “the

; Axchive”) onNoverber 26, 2007 was properly sorved purswmt to 18 US.C. §2709. ‘Whenttbe

. ST was srved, the FBI reasonably belloved the Aschive was a provider of clectonic ,

' sommunication servicog as that temm is defined in 18U.S,C. §2510(15), and was also & library 2

\ defined in the Library Services and Technology Aet, 20 U.S.C. §9122(1), seo. 213(1). Certain
services provided by the Archive are purely librazy in nuttire, but other services offered are

' vfectronis services. ' .

Seation 2501 of Title 18, United States Cods, defines electronic communications
service, olzetronic commudications sysiem, and elestronic.communications, Becavse the
Axchives tomsmits, accesses and stores electronic comumniegtions over wire systemis, it is an
Electronic Commualeations Secvice Provider (BCSF) undor the statute. Accardingly, eertain
services provided by the Archive -- inciuding the service that was the subject of the Novembar
2007 NSL - are clactronic services and not exempt from sexvice of an NGL vader 18US.C.

- §Z709{). The FB1veached this conclusion, in pan, by the way ustys of the Archive nceess the
Archive’s gunteht.

The Archive allows usars-lo uplond conlent to and download eontent ko soveral of
. their services-and post messapss, both of whith fafl squavely withia (e definition of "electronic
BRI services.” Sep 18ULS.C. 270%(). Additionally, the Aschive uses electronio techmology to colisct
ﬁ: end rotain billions of web- pages inx directary uskoy-can accesy-aud séarak, an operation similar
EADEES to Yahoo! wnd Google divectories. Both Yahoo! ond Goopls ave subjoct to '
e G NSLs for their catsloged content and have complied with NSTs in the past.
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Henorable Ken Salazar

‘ The most significant aclivily that supports the FBI's posiﬁon.thtthehchi\eism
ECSP i§ its storage and preservation of media. 13 U.S.C. §2510(14) defines an Sefoctronic
commumicerions sysiemn”™ as “any computer facilities ot related electeonic equipment for e
elecmonia starage of such communicafions.” The Aschive has sevesal popular seivices that allow
for storage and preservation of content. aNoveniber 2007, the FRY's NSL soupht content that 1
within this provision and thus within the definition of pn electronic commmuncations sysiem. An
ECSP also pravides users the abihity o send and receive wire or clecronis communications.
The Archive also provides sersices fhat fail withinhis definition ofun electronic
communications system,

Admitiedly, some of the services offered by fhe Archive are more pkin to library -
funotions, b 18 ULS.C §2709(F) doey not entizely bar serving NLS' on Iibearics. Rather, that
section provides that o *Hocary . .., is 110t & wire or elesironio communication secvice provider for
purposes of this section, waless the fibrary Js providing the serviees defined in seciion 2510(15)."
This exception appltes to certain services provided by the Archive, io inctuds the uploading und
dovwnloading of medin comtent, foryms and search, all of which 4re provided as a public ullity on
(he Interet Archive webgite. 1t is one of thése services that was the subject of the November
2007 NSL. Aftercareful consideraficn, the FBI befieves the NSL issued 1o the Archive for
transactional data pertaining to a Fle posied ko Its servers was properand Jogal. :

Youalso asked whther e issnancs of s NSL was veporied fo the FB] Offics
;g general Cosisel {OGC) as a possitile OB matter and whether the taiter was reportad to the

: The FBUmust infarm the JUB of sy intelligence activities that may be-wilawful
or conlracy {q execuliva onler or presidential directive and of any significant or kighly sensitive
matiers related to inndiligence activities. Baeauso service of the NEL wos nol golwiul or
conteary to executive order or presidential directive, it was ot repocded to (be OUC s & possitle
1OB matter. Althoush ths FBI violated:no statntes orregulations jnjssuing or withdrawing the
. NSE, the mafter was nonetheiess roported to the IOB axa highly sensitive-matter.

. Finally, yor esked whether the FB] hay jssued apy formal guidance abotst whog
ctmafitnies  provider of “sloctronic conimunicationy service,” defined ot 18 U.8.C. §251(15) ns.
any sesvioe which provides nsers thereof the abillty to scod orveceive wire orclectronic
comipunications.* If s0, you asked tht the FBI provide that guidance, 1fnol, you asked that the
FBI grovide any refzvant information abaut the FAY's viaw of the scope of that term.

. - The FBY hasmot issued any official policy or guidance relating spevifically to the
interpretation of the meaning of 18 U.S.C. §2510(15). The FBI refi¢s on the statutory definition




l-ionmhlclcen_sm

ofthe term Yelcetronic commmications service" s well as interpretations of the tsm developed
through legal opinions issted by the Fedoral courls, the Attomey General and FBI 0GC and the
- FB} provides regolar trmining to FB1 employees involved with drafting, {ssuing and approving
NSL's. The FBIs view of the soope 6f that temm is distussed abiove.

Sincercly yours,

Valerie Caproni
Gensral Cotnsel




June 5, 2009

Hononable Lisa Muxkovski
Unifed States Seaate
Washington, DC 20510

Deax Senator Musowski:

our lotter dated May 15, 2008 pased four questions regarding a Natiasal

Seeurity Letter (NSL) that veas served on the Tnteret Archive, The FRI's responses to those
questions are ps ilows,

You asked wheiher the FBY belisves that Infemet Archive is apravider of -

“eltctranic communications sérvices” that was propecly seeved with an NSL pursnant to 1§
U.S.C. §2709-ad, ifs0, what is the legal theory underlying it determinahon.

[

The National Security Letier satved on the Internet Archive (hereinaftor

Archive”) on November26, 2007 was propesly sarved puisuant fo 18 U.5.C. §2709. When the
NSL wag served, the FB] reasonsbly believed the Archivs was a provider of clectrania
sommunication services as that (evm is defined in 18 U1.8.C. §2510(15), sl was also a lthwary as
defined in the Library Services and Technology Act, 20USC. §9122(1), 52¢. 213(1). Certaln
services provided by the Axchive are purely brary i nature, bat other secvices offeed are
alestranic seivites. ' _ .

Section 2501 of Title 18, Uniled States Code, defines electronic commmunications .

sewvice, cJectronic cogthnmications Systet, and electronic commupications. Because the
Archives imnsmits, accesses and stores.electronis communications over wire sysioms, it is an
Electronie Communications Serviee Provides (ECSP) under ths siatts. Accordingly, cerain
servioss provided by the Agchive — inciuding the service that was the suljject of the Novembes © -
2007 NSL — aré elettronic scrvices md not exentpt from secvies of an NSLunder 18 U.B.C.
§2709(f). The PR reached this-conshysion, in part, by the way users of the Archive access the
Axchive's content. :

Bl

Y ——

el

1

. e Yery

I

b Lol
Cvber,

T TA—

i

g AR

i

g 2
7§

R
3
!

i

f

“The Archive nliows nsers to upioad content to nitd. dowalgad content from severol of
thelr services aad post messages, both-ofwhich fll squarely withinhe definition of “electronic
services.” See 18 TLS.C. 2H09(f). Addifionaily, the Archiveuses igciranic (sahriology o colleet
and cetain billions of web- pagesdna dftectoty users can access and Search, an operation sintilar
1o Yahoo! mnd Google dircctaries. Both Yahoo! and Google aze subject to
NSL's forihieir cataloged content end hove complied with NSLs inthe past.
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Honorable Lisa Murkowski

“Ihe most significant activity that supports the FBI's position thal {he Archive iz an
ECSP is its stosape and presecvation of media. 18US.C. $2510(14) dm on “siectronic
communicaions sysiem” as “any compuler facilities or refated electronic eqmpmeql‘formc
electronic storage of such communications® The Archive has sveral popular services that allow
for stormge qnd presarvation of content. In November 2007, the FBI's NSL sought content that fit
within this provision aad thus witkin the definition of an electtonic commupications systéem. An
ECSP afso provides users the ability fo send-and yeceive wito ar clestronio communications.
The Archiva also provides services that fall withia this definition of an electrontc
comumugications sysien.

Admittedly, some of the sesvicos offered by th='Archive are maréakin o library
fonetions, but 18 11.5.C §2705{E) does not entirely bar serving NES's on Hibraries. Rathor, that
seotion provides thata "libeary . . . .isnot a wiis ot electronis conumunication seevice provider for
pirposes of this section, wnless the Kbrary is-providing the services defined n section 2510(15)."
This exception applies to certain servicer pravided by the Avokive, to include the nploading and
downloading of media conteut, foruns and search, all of whick-are provided as a publie wility on
the Intemet Arclive websiie, It is ons of thess services that was the subjact of the November
2007 NSL. Afler careful consideration, the FBI believes the NSL issucd to the Archive for
ixtnsactional data pertalning to-a fiis posted 10 its servers wasproper and legal,

You also usked whether fhe issuanes of this NSL was seported to the FBI Office
ggxmm!(bml{m a5 Apossibje YOB matfer end whethar the matter was répocted to the

“The FBI mugt infocx the IOB of any intelfigencs activities that may bawnlawful
or contrary to exeoutive order or presidentisl dizective and of any significantor highly seasitive
matters related 10 intelligence activities. Becanse servics of the NS was 1ot unlavedil or
conteary to-execntive order or presidential direstive, it was not reported toshe OGC a3 8 possible
10B matter. Although the FBE violsted no statutes or regulatipus ii jssuing oy withdrawing the
NSL, the maiter was nonethelessreported to the 10B 3c  hiphly sensitive runtier.

Finiglty, you asked whether the FBI has issued any formal. gnidence about what
eanstimtes o pravider of "electrouis communications service,* defined at 18 11.8.C, §2510(15) as
“any service which provides nsers thereof the ability to send or receive wire or elecironic
comtmunieations.” If'so, you asked thatthe FB] providethat guidance. 1£not, you asked that the
FBl provide any relovent information about the FBEs view of the scope of that term,

_ . Thi B i aot iscued any offcial poicy or guldines relaling spesiGically o the
intergeotation of the toeaiing of 18 US.C, §2510(15). The FBl elies on the siatutory defiition
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' | ' ] Coungel
Intelligence Oversight Board
Room 5020 b2
New Executive Office Building b6
728 17th Streat, N.W, = . b7C per FBI
Washington, D.C. | _
Secure faceimile: |
! _ (U//#WeP Pursuant to the June 17, 2008 Intelligence

Oversight Board (IDB) Reporting Criteria, the Federal Bureau of
Investigation (FBI), Dffice of tha General Counsel {(OGC), reports -
the balow incident to che Intelligence Overaight Board {IOR).

The FBI plans to report such incident to Congress either later
today or toworrow. The IOB Reporting Criteria provides in
‘partinent part that, any "intelligence activity that ias: to be
reported to any cmgreaﬂoml camittee or member of Congress®
bacsuse it may be *significant or highly sensitive® shall also be
reported to the IOB and INI generally before such a congresgional
Teport is made. Buad upon this guidance, the FBI -ul:uts the
following report.

bl .
b6 .
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. |p7D per FBI

Daxived frem: Multiple Sources
Declasaify. on: 09/08/2034
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(U/ﬁaouo-)-o:; erember :.o, zooe, Taliban mbers ass ated

b6
b7C
b7D per FBI -

{U/ 4007 On June 19 2009 the FBI lea:med from The New .

York Times tha escaped.
debriefings uc advisad that bE
elected to stay hehind at stage taker’s com 0 ¢ per FBI
. |_mT_] Teturned to the United States on J 009; -
arT in the United Sates on June 30, 2009. was
eased in late July 2009. -
tanm | _
be
b7C
b7D per FBI
bl
b6
b7¢
b7D per FBI




{U) ' Thank you for your attention to this matter. Please
rnn.tar.i’..anjAsaociate General Counsel| |

if you have any questions,

Deputy General Counsel
National Security lLaw Branch

bl

b6

b7C

B7D per FBI

bl

bé

biC .
b7D per FBI
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bé
b7C
b7D per FBI
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David B. Kris {by conrier) -
Assistant Attorney General
Natiopal Security Division

United States Department of Justice
Room 2200 C '

Kevin O'Conner {(hy conrier)

Acting S8ection Chief

Office of Intelligence

National Security Division ‘
United States Department of Justice
350 Pemnmylvania Avenus, W.W.

Room 5150

Washington, D.C. 20530
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AT PIOB MATTERS
1 ﬂ;ﬁ/{“{[o‘ FOR \ ‘
M- Approval by the Direstor.

Avtachprente: 1YEC thetn 0GC o th Divecter with atalrsows,

RE: DELEGATION OF AUTHORITY FROM THE nmxcrém TO
AD, INSPECTION DIVISION ANP TO THE GENERAL COUNSEL

The ausehad is semmedzed os follows:

Porpoest: Dalzzies tubordy fom the Diester o the Gargyal Coamsal {G!.:_l:nnd e
Assissor Dircetor. inspoatiea Division, forresps:Dilts pilay v 13 10B maitrs,

Authurities: Exccative Ordar 13952, siaped by U2 Pre-idapt on 13 2 2558;
_Gencml Ordor 29562608 :

| Anoreay

1. EO 13462 renames fie PEIAB 10 Pravidants Intellizenes Advioon

Details: | _ 4‘

{PLAB) and ol responsibilities furtke PIAB, IOE?. DNL :..-:.i.bslm of

dzportments,

2. Theads of deparimens (ratiter than IG5 021 G€ forthe ICY pow rzapansible for

providing PLAR ;i OB with infennaion sud sssistanoe hay peed
anthorify was defaauted by the AG 1 the Direstor.

3. DNImtist oy rageive copics of ull 103 r.:p.iﬁs.

4. Dazailtss procadisss for baxdlinga i:ate:ii.:l OB mattsy

! This

Future Action: GC Val Cuproni, AL Kevin Perkins, :nd DGC of the NSLB Jgi‘ '
®R

Thomnas will roset within fore weeks of the dare 13ds BC is gppened b3 ﬂ':CDﬁ"

detemmire revised proedurss for bondling 10B mosers.

—— ———
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i

ADTROVALS

* CORCURBSRCES :

RN -CONCURRENICES -
(T2 AnY)

BUS DATE: _ Sovil 15, 200&
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~ From: CES :.:ﬂ of the General Cotnsel

-——
":-w‘l

FEDERAL BUREAU OF INVESTIGATION

Frecedence: ILISEDIKIE _ ' Dete: 04/10/232&

Ta: Dirg=rerls DiEfice

Naticral Secuxicy Law Brongg
Coxtast: Jul:.n ':‘. Thewss,

Approved By:  Hueller Zzkart B IEX

Dzofted By: | sz

Case ID 3: ?72-—:!;)—!‘.‘.22972&

TO TAT ENERAL CO-ISEL AKD TR ASCISTRNT

DISCCTOR OF THE INSFECTION DIVISIGN TO-

FEUVIDE TO TEE ERESICEVT'S INTELLIARRNCE

KETIZCEY EOMED, .THE INTRLLIOENCE OVERSTGHT !

ESAMD, AED THE DIRBCTOR OF HRTIZIRL :

1“ ELLIGERTE SUSH ISFORMATICN AS THEY 1
27 NEED TO PERFCEM FRICTICNS DER

: m CRLCER 13482, i
Synopsis: r.e.'f.c:at.es awshkority £rom thg ﬁi:ec::oz te the Glneml

Title; CELSSATIGN OF AUTEGAITY FRIN THE DIRECIOR ' |
‘ i

| Counzel 3ri the Acsistsnt Direotor of the Incpecticn I:i"iq.sn te

provide po the Fresident’s Istelligencs hdvicory Ecard, the
.utella.na:::e Cvercioht Brard, and tho Diroster of Matignal
cprellimeice such inforyntica as thoy ray ceed te poriom thelr

rangective Sunctions undey Zxesutive 0r&ar 1349£2.

Rofprenca: ‘.?3 -EQ-C1228738 Sorial 2579 - ]

Buclopures: Exgcutive Order 12563, Specd 0571371543, :.::m
Crdes 13162, dsuted g2/23/203, m:d dalegaticn of autho.il:}
repart frsm tho Attorger Goneval to the Director of the I-":L.

_a'-'der fupkor 2356-2008, ‘dated Ci/a4 $/33C5, axe attachssd to ta:.a

alestyonic comeunication (EC).

net.ué.is- n £21%3/2008, the Irosider: mighed Executive cvﬁﬁr
i34€2, Pregid=nar's Intellmen:e hovigory gcard asd Intelligance

c;e“s.f_.g;s ?\-Sﬁn Exacutiuzn Crdor 33462 "u;»rueﬁea Exzutive
M-—— -

b2
b6
b7C per FBI

—— e . ——




Dircstorts Office Sro~: Oifinz = r
ETA-BI-L132GTIS, D4[13/2805 X

Hu
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TXRCUTIVE URDER 12863

|

]

Ll

Cn 08/13/13%3, Exocutive Jxdur 12653 w3» cigeed by =k

fresifent.? Ewscutdive Sydsr 12053 -acdsted the Sresident
Farzizn Intelligonce RAdvizory Ezxed (FFARB) o zooess The
vqualicy, muantity, and sdeguaey® of intelligenze &tivaitics
within the Iarelligence Ceomumity. Fuxthex, Zxqrutave Oodox
13563 agtabhligknd che Intellizence Cwaerpishs Zcard (IC5) as a
“gtandicg cammittee o2 phe FFIAB.” Acted ivs xosponaibilities,
the I02 was glvan autherity e review thi FEI'm Insorral 'l
xaidelinee relotiny to foveagn iptalligopss apd foreign |
soamterineolligence aollocticn.  £2sticy 2.4 of Exalutavi: Ordar
12863 raquived that Inspasters Gonsral ard dmeral Czmaed of the
intellignnse Comminily orrmsnenss repsyt to the IGB amtel_isenco
armivitics thet they “kave zcascn ta kalicre =y be unizwinl or
| centrayy tn Sxacutive Srdey or preuidcntini daressive, b
‘ 1

EXHOUTEVE OPDER 13452

Cn 0z/23/2C03, the Presidoat signed Exoiutivo c:':dgr
13662, EBxecutive Order 13462 supernedes Exssutivs Crder 12583,
Executive CQrder 13462 chapged the rnitwe of tho FFIAS o thn .
Frooident's Intalligonzs Révasory Esand {(PIR®). inrpsver,) rachow
tian the Imsroctors Gencral and Gzoeral Counazl of the
Tatelligupen Coprunity rézrvting to the 203 ou forrarly rogaired
MRSy EXedsnziv.: Oxdar 13I53, parsucnt to Exusutive Qrior L34€3,
the heads of dgpargments conssrned ave oow regponsible fer
eroviding, oo the oxtent pormicted B isw, re tho FIAZ unl thne
<C3 suel infarwation snd as2iatance a3 chey ray cekd o prriom
treir respective funceliocug.s  Farthor, the keads of deparimonty
cancerred mist enpure that the Birecrer of Bacional intslligence
{£51) receivea copies of such reports. I shoald ka rrzed chat
tue vtandard for reporticy matters remaine the sore, j.3,.i30y
intallizetice astivities that "may be unluwful or crutriry to
Exeoutive drder or presadentisl dizeceive.*®

_ Sxegurive Ordex 1%452 rete foxrh the reqa:r:nive
resg@m&iﬁﬂitm of the Fu, ICR, DI, nd heads of dorartwonto
Sanlerned. : i

!

i ! Brecurive Ordar 12562 revoksd Exeactive Crdur 12734,

daved 13/C47L3E1, ag anondesd, and Swocuilve Order 12837, dofed
10/725/13988, x=p averded. i
1]
i

. ¥ Goder Executive Crdor 13262, “dopartrert ecsnoarnsd' wruns
an sxeeutive departmont listed in scctiop 1931 of titie E, Uhiced
duates Coe, thar contnins zn organisaricn listes an 2+ '
d=aignated pursuamt to ocotion 3{2) of tha Xational Scruriey Eoe
= 1237, ma azegded (50 U.5.0, <$0ialg)). L

7 : '
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To: Dizector's Dffice Frcm: OFfice of tho Semoml Councel
Fe: 218-33-C1249735, 04/12/2008 |

-l

. ag prorided in Zxecutive Ordor 13i62, the FIiB is

respensable for assegsing tne adagac{ s intelligenze eplloetics
s .

for all cf the ageuzies <i che Fe Governwent that aye
engazed in such crilecticn of intelligeace. 1

7he 108 ie recgoneible for inferning the Eregadent of
inpellignnze accivities that the IC3 believes "yay ke vnlowful or
conbrary to Erecutize Order or presidemtaal direcrive.® Tha IC3
in alen vesponsible for infoneiny cne Sresydunt of intelligenas
aetivities that the TOH kelicved "uve wat keing adejustely
addressed by ciha Attoxnry Oemeral, thz 2NE, or the Raod of the
Separimant esncecned. '

The LNT ig respausible For reedowicg yvepswts that
departwonts copcored sukmit to the I63 and provading an
of such reports to tke IGH. . :

A Fipally, the D¥i and tke bheads of departm=nts ©
are remsstsable for providing, to the extent pexriteed byjlaw, .7
the PIAE snd the 103 cuch information and aceistance as trey may
:gcg to porfors their respective Functicns undsx Exeutiv Order

L6232, .

SeeraFically, undar Bxecutive Drdex 13562, the he of
departmans s meagerhod rmst: : ‘

: ~ %. Ensure trut the B »ecedives:  (B) opples of
repares submitred to the IC2 pursvent to secbion 1.7{(d) of
Epecubive Orxder 12333, or p correspondiry provicien ef lay,
succengor order; and (5] such inforguticn and aemistance ap the
N7 .may need to perform iva fmstions undexr Exacutive a:dat.- '
13283; apid .

2. [C=zgignace the effices within thediyr raepsscd .
organizariens that shall oubdt repoxts to the ICS as yagired by
Exgeutivg Czdar and inform the DRI and the IOk cf suth
degicnptions; snd

3. Znanxc thar deporiments concexned cormply. wi
ingeructicng izomed by the [T undey subzeoctien 7(a) (i1}
BExecutiva Crdar 13482. o

. 1f a4 kead of 3§ dopartuwent copncuxnal doan not inplswsnt
a resomrepdacicn froq the FIAR under gabscoticen ¢4 (&) of Litte
Crdes 23482 or Ffraw tho IGH undey subaestrens sle) or G{8) OE
Exegutive Crder 1933%, o veport wuart prosetly b2 swbmachad
throgh che B4 te the B=ard zhat made the rescmmoniztacn, or to

. the Presicdunt, ctating che reascne for not Argleronziry chka!

recommandaticn.

1
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Dirgstov'e Ofiire Frem: Offiwa cf the finsyel Crufweld
235 .1)-Ci7n3732, TEfIl/290E '
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DELYGATION OF AUTHORITY FO0 REPORT FRON THE .
ATTORNESY GENEBRAL TO TEE DIRECTOR OF THE FBI |

2s providsd .p Sxegutive Orday 13462, rhe heads of
Geparcracts csurerned aro percitted oo dosianare the coffizes
within theryy respactiva croapizatiens that ehxll gabnds ropsres
to the 102 sxd inform tae ENT acd the 103 of suck decigncticnz.
Undar this direstive, by Crdsy Nunkry 238€-2207, dated
¥3/04/80%2, thke Atcoxrney fenmcral decainated and cuthio¥ided tha
Dzeerny of =k TEI to provide, to the sxtent permittel kY law,
ko tke PInmd and the 108 ouch informaticn ond Aamatance ac chey
=ay rezd to poriots thaiy fuwstieng wader Zxwout.ve Ordor, 33403,
Rrtornwy Genewval Crder iutker 3356-290¢ ctates brat the | -
individun! adjudicaviny tko IOR wacsers rchonld Rave o zang oo
1ower thnn that of 4 Dopury Asgistant Divsctor or the valent
wikthin the FBI. the F3I shall caly purmes en ICR —ctterg|that
srxaingts £rom the FRI. )
‘

DELEGARION OF AUTHORITT TO REFORT FROM THE
DIRECTOR YO TEE GENERAL COONSEL 2D ASSISTANT
DIRECTOE OF TER INSPEOTIOCH DIVIESION Of THR= PRI

Under Exzoutive Grder 1342, daced 0z/29/2028, »nd
aceeynay Gonera! Order Muwker 2336-2393, datsa 24/#5/2148.) the
Director of tho FAI dulegatio to the SfFicc of the Sexerall
Coungel (€3] and the Irvcestlen Divigien {INSD) responcibilitiea
ralatiny to I02 ritters a3 custh regronsibalities currontly sxinc.
Toe current, regpsasibilzcles of OO and INED gparbainina 2 INE
ratters chall rersin iz place za oeclined an toe fr.-llcmnal two
ETa: {1} EC dated 02/18/2005 from NSO toc o1l Divisizne titled
"Raviged Frosodured for the Submission cof Sgrorts of z-teagial
Intelligenze Oversight Boaxd (I03) Matters;" apd (2) ZU0 daged -
Z1/16/2008 frem CIT to 4l) Divisicoms tatled "Ecviscd Proocaumms
for the fubnissicn of kerzres of Potemtizl Intclligemaos Swaesieht
Esard latters.?

7.3 provided in the 12/20/2005 a5l 11/1£/E2025 £29, FSI
Hmadguartars (FEIH)) diragicns and field cifices are raspmnsible
ilor.woniterams intellaigense activitiea ans ripartiny poecible 108
macteys T Intorpal Irvorcigctlons Seccion (1IS), IHSH, &
Tavional Ssomrity Law 3vopzh I8L8), €20, I

-, ARcitdon by OGC/RELE, Fallowing resedp: of an 20 |
| vicy & potectial ICE ratter, CEL/NSLT will ravisw thke
canduct decorikbas bo deterwanse if the wop-xied srxox or visldaticn
roquirgs rocif-sanion to che ISH and E5T. GI3I/GSLE will prbpare
= writter epinizn 22 to whether the morter 15 xeporrakle tojtbo
it3. If the roported matber ic determincd ©o reguire IC3 erd LI
rotificavien, S33/1NSLB v1ll grepare the somecaaxy corrocponsdence

t
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Ta: ifester’s Gffice Troms  Offios of Rho Guaeral Teansel
Ko 27.:-23-31425739, 1/1z/f5008 I

o
i

to ke I3 and DI1 setting forth the hazis For kha ratificatizn.

Teat ossraskondence will Ke sioned by the Gonczal Counsel o‘ tnz

Foputy Gancrzl Counsel, NSLB. A c:;::, ef the corxrespond will

alsy ke sent to INSD/ITS and to the SRC or kosiprant “1rq::'-cr whe
indraaily reparted the zzrrer for aooisha Socmed sprzepriatd.

Action by INSD. Cree INSD has kzou notified tHat
potential -IC5 errox haa codurred, an agpropriste 165 fild will ke
cp2ged and 2 conixol mxker acsigned. C3IT will ks advizet of
thie gacelile coptral purksw, and khe netier shnll ko inr.ludad in
tka :ag-.:;mz {s2kle) of 211 sulteeguont copmumieations sascarning
ke potonsizl IR erzor. [

Futuxe Actiof by 0S€ and INSD: ihthin Tonr weoks Exrom
the dace vhat this BC s m:pm':e:! and Tigmed by tie mre =27
é‘:tI. The Genseral Counmel of €3¢, Poputy GoneYal Counog 4 43

28, apd She Abcistant Diresisr of .he I8? shall r‘ar:" Lo
..ﬁtez:-srl:;az rarized interngl pxocedurcs f5v bendling ICR dalters
t.:*"s:.- erutive Ooder 13262,

1
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Dirasror's Offien  Sran: Offsco of =he Gsneorzl Cournel

ok )
Re: 273-505-Ci23873%, c&fid/2004 |
’ i
|
LEAD(a) s

Sot Lead 1; (Actica)

N : > » 'S OFTIC ,
T Do, fio ;
irslencnt ICH pxcseduves ae cutlined in ¢hia zC

Sat Lezd 2: (Action) !
GENSRAT, COUNSEL |
a7 NASETNGTON, LU !
Impaevent IOE prexsdvres st caslinéd in thi= zzl
A
8at Lead 3: (Actlon)
AT WASHINGTONH, DR '
Irplement I03 preccdures as outlired in chis =C.
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(U) Guidance on Intelligence Oversight Board Matters ' Pege 1 of 5

FEDERAL BUREAL OF INVESTIGATION
| CORPORATE POLICY DIRECTIVE
. TR 0188D
1. Policy Directive Title. (V) Guldance on Intnjgence Oversight Board Matters
2, Publication Date. 2009-04-22
3. Effectiva Date. - |2009-04-22
4. Review Date. . ' 2012-04-22

5. Primary Strategic Objective.
A3-Preserve civil liberties.

6. Anthorities;

6.1. (U) Exscutive Order 13462, President’s Intelligence Advisory Board and Intelfigence
Oversight Board (I0B), 02/29/2008

6.2. {U) Executive Order 12333, as amended, United States Intelligence Activities, 07/30/2008
§.3. (U) I08 and DNI Joint Criteria on Thresholds for Reporting Intelligence Oversight Matters -
and Instructions Relating to Formatting end Scheduling, 07/17/2008

. Purpose:
{U) To provide comprahensiva guidance to all divisions regarding the requirements and
cedures for reporting potential Inteiligence Oversight Board (I0B) matters to the Office of the
General Counsel (OGC), Natlanal Security Law Branch (NSLB). THs policy Includes the Guidance
n Intelfigence Oversight Board (10B) Matters, Policy Implerne de (PG}, which should
be consuited in conjunction with this policy, The 10B PG sets forth spedﬁc types of incidents that
ust be reported as potential TOB matters to OGC/NSLB. This policy Is retroactive and applies to
any incidents that have not been reported as of its effective data. )

-

8. Policy Statement:
8.1. (U) Intelligence activities that may be unlawful ormntrarv to executive order or presidential
irective are reportabie to OGC/NSLB as potential I0B matters.

8.2. (U//FOUQ) Intelligence activities are alsc reportable to CGG/NSLB as potential 108 mattars if
are "significant or highly sensitive matbers,’ regardless of whether they are unfawful or
contrary to executive order or presidential directive. "Significant or highly sensitive matters® are X
developments or circumistances nvolving intelligence activities that could impugn the reputation

or Integrity of the Intefligence Communily or otherwise call into question the propriety of )
Iinteligence activities. Such matters might be manifested in ot by: (1) congressianal inquiries or
Investigations; (2) adverse media covérage; {3) impact on fereign refations or foreign partners;
r {(4) unauthorized disciosure of protected information.

'18.3. (U//FOUD) Required reporting to OGC/NSLE Includes violations of pracedures and guldelines

at heads of departments or Intelligence Community components have established to implement
EQ 12333, as amended, provided, however, that such matters are of potential presidential
Interest or deerned appropriate for the 10B's review, e.9., because they Invoive the apparent
jolation of substantive rights of individuals, Substantive rights of individuals are rights secured
by the United States Constitution, statute, or common law.

8.4, (U//FOUO) If an gverproduction pursuant to an National Security Latter (NSL) Is solely a
third-party error and the FBI does not use the overproduced information or upload such

hitp:/fhome.foinet. foifforme/fd1028/Polioy%20and%20Cuidance ¥ 20Library/0 188D biml /112009




(U) Guidance on Intelligence Oversight Board Matters ' © PagelofS

Information Into an FBI databese, then such error need not be referred to OGC/NSLB as &
potential IOB matter, However, notice of the overproduction must be provided to OGC/NSLB In

rder for OGC/NSLE to track these incidents. :

8.5. (U//FOUQ} Intelligence oversight reporting provides an early warnipg of Inteliigence
ctivities about which the President shauld be informed, through the 108, the DNI, or both, and
provides a mians by which the Executive Branch epsures that Intelligence activities comply with
the United States Constitution and faws of the United States. Intelfigence oversight reporting also
Hows the Executive Branch to.ddentify and correct any dificiencies In the conduct of its .
{intelligence activities in a timely-fashion. .

!9. Scope:

(U) This policy applies to all FB1 employees.

10. Propanent:
{U) Office of the General Counse!, Nationa! Security Law Branch, National Security Law Palicy and

jTraining Unit

13, R@lﬁ and Responsibiiities:
(31.1. (V) FBI Employees:

11.1.1. (U//FOUQ) All FBI employees must Immediately report significant or highly sensitive
matters to OGC/NSLB. Such matters must be reported regardless of whether the actlivity i
unlawful or contrary ty executive order or presidential directive. Significant or highly sensitive

matters may be reported orally or by :
mail, followad by a written report of a gotentizl 108 matter as scon as passible thereafter.

11.1.2. (U//FOUQ) All FBI employees must report to DGC/NSLE intalligence activities thet mey
be unlawful or contrary to executive order or presidential directive within 30 days of the
discovery of the incident. Other than Immediate reports of significant or highly sensitive
matters, reports of potential I0B matters must be submitted by electronic’ cornmunication (EC)
and uploaded Into Case Identification Number

Z78-HQ-C1229736-VIO.

11.1.3. (U//FOUQ) If the head of the field office or division belleves that the matter involves
poterdtal employee misconduct, such matter must be separately reported to Inspection Division,
Internal Investigations Section (INSD/IIS), with a copy to OGC/NSLS,

11.1.4. (U//FOUOQ) If an overproduction pursuant to an NSL Is.solely a third-party ervor and the
FBI does not use the overproduced Information or upload such information into an FBI database,
en such errgr need not be referred to OGC/NSLS as a potential IOB matter, However, such
matter must be repgrted to OGC/NSLB In accordance with the procedures sat forth In these
auidelines in order for OGC/NSLB to track these incidents. FBIHQ divisions and field offices must
report such matters to OGC/NSLB within 80 days of the date of discovery of the overproduttion,
Reports of such matbers must ba submitted by an EC and uploaded into Case Identification
Number 276-HQ-C1228736-NStL.

11.1.5. (U//FOUD) FBI employees whe supervise non-FBI employees, e.9., contractors,
etailees, and joint task force members, shall be responsible for reporting to OGC/NSLB

potgntlal IOB matters that arise from the conduct of such non-FBI employee of which such FBI
upervisor Is aware,

11.1.6. (U//FOUO) In addition to the foregoing, on an annual basks, each field office and FBIHQ.
ivision s required to submit to OGC (Attention: NSLB) an EC certifying that on or before
nuary 31 of that year all employees of the office or division have been contacted concerning

the requirement to report potential JOB matters of each year for all matters from the prior
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calendar year. All employees must tertify whether they are aware of any outstanding rhatters
at must be reported to OGC/NSLB as potential IOB matters under this poficy. If a fleld office or
FBIHQ division has already reported the matter te OGC, such matter does not need to be
nciuded in the annual report. Both negative and positive responses must be Included in the EC
rtifications to 0GC/NSLB, EC certifications of the annual 108 canvass may be appraved by an
nt Spécial Agent in Charge (ASAC), Deputy Assidtant Directof, acting ASAC, or acting
Députy Assistant Director, as appropriate, As part of this annual canvass, FEI employees who
supervise non-FBl employees, e.9., contractors, detallees, and joint task force members, shall
nvass such non-fBI employees to determine whether such non-FBI empioyed Is aware of any
utstanding potential 10B matter. Reports of such imatters must be submitted by an EC and
uploaded Into Case Identification Number 278-HQ-C1229736-QR. An EC tempiate fo
brnitting the I0B annual canvass to OGG/NSLB is attached to this policy. :

11.1.7. (U) All FBI employees, contractors, joint task force members, and detallees who handle
national security matters must complete the Virtual Academy Course on potentiat 10B matters
within three months from the date that this policy becomes effective, or within three months of
the date of commendng a job assignment lnvolving national security matters. ,

11.2, (U) ORfics of the General Counsel, National Security Law Branch (NSLB):

11.2.1. (U//FOUO} Following recelpt of a report of a potential I0B matter, OGC/NSLB will review
the conduct descritied to determine whether the reported matter requires notification to the 10B
and DNI and wiii prepare a wrilten opinion documenting that deterinination, '

11.2.2, {U//FOUD) An IOB opinlon and notlfication to the I0B am! DNI shall be approved by an

FBI official having a rank no lower than that of Deputy General Counsel {DGC). For purposes of

seitsv'pnllcy, DGC includes an acting DGC, I such person Is a nember of the Sanlor Executive
ervice (SES), '

11,2.3. (U//FOUO) If the reported matter Is determined to require I0B and DNI notification,

C/NSLB will prepare the necessary cofresponderica to the OB and DN setting forth the basls
for the notification, A copy of the correspondence will ajso be sent to the United States
partment of Justice, National Securtty Division, Office of Intelligence.

11.2.4. (U//FOYO) Upon review of reported possible I0B matters, OGC/NSLB will forward zny
matter considerad to be poteritial employee misconduct to INSD/IIS for review and appropriate
action, 17" that has not already been done by the respective fieid office or division,

11.2.5, (U) Reports of potential I0B matteis and OGC/NSLB's opinions adjudicating the potential

OB matters will be maintaihed according to the FBT's documerit retention schedule, Reports of
matters involving an overproduction pursuant ta an NSL that is solely a third-party efror If the
FBI dogs not use the overproduced information or uplad such information into an FBI datsbase
will also b maintajned acconding to the FBI's document retention schedule,

11.3. (1) Inspection Division:
1.3.1. (U//FOUO) When INSD/IIS recelves a referral of an allegation of potential misconduct

_ [related to a potentlal 108 matter, INSD/IIS will take action consistent with its policy to address

potential employee misconduct. :

11.3.2. {Uf/FOLIO) A review of a divislon's rete-of compiiance for identifying and reporting
potential 108 matters should be included In the Inspection Division's seif-inspection program.

12. Exemptions:
(U) None.
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13. Supersessgion:
{U) This policy supersedes: (1) the 11/16/20086, electronic communication, Case Identification

Number
278-HQ-C1229736 Serial 2570, entitled "Revised Procedures for the Submission of Reports of
Potential Intzlligence Oversight Board Matbers™; (2) Corporate Pollcy Notice 0119N, Reporting

Potentizl IOB Matters;

(3) Case Identification Number 319X-HQ-A1487720~0GC Serial 353 entitled "Procedures for
Redacting NSL Results”; (4) MAOP, P1, Section 1-22; (5) MICG, PI, Section 278; and (6) NFIP 2-
550 " :

14, References, Key Words, and Links:

14.1. (U) Executive Order 13462, President's Intefligence Advisory Board and Intelligence
Oversight Board, 02/29/2008. )

14.2, (U) Executive Order 12333, as amended, United States Intelligence Activities, 07/30/2008.

14,3, (U) Memorandum from Stephen J, Hadley, Assistant to the President for National Security
Affairs, regarding the I0B reporting criteria, 04/17/2007.

14,4, (U} Criteria on Thrasholds for Reporting Intellgence Gversight Matters and Instructions
Relating to Formatting and Scheduling, 07/17/2008.

14.5. (U} The Attorney General's Guidelines.for Doméstic FBI Operations (AGG-Dom), effective
12/01/2008. * :

14.6. (U) The Attorney General's Guidelines for FEI Natlonal Security Investigations and Forelgn
Intelligence Collection (NSIG), effective 10/31/2003. .

14.7, (U) I0B relsted documents are jocated on the F8I Intranet.
16. Pefinitions:

15.1, (U) Exscutive order or presidential directive means a document signad by the President of
the -United States that has the force of law for the Executive Branch or censtitutes the exerdise

by the President of executive authority.

15.2. (U) Intelligence activities means all activities that elements of the Intelligencd Cominunity
are authorized to conduct pursuant to Executive Order 12333, as armended,

15.3. (U) Intelligence Ovarsight Board (108} Is a comrhittes of the President's Intelligence

15.4. (U//FOUD) A potential OB matter is any Intelligence activity that must be reported to
JGC/NSLE because such activity may be: (1) unfawful or contrary to executive order or -

presidential directive; {2) significant or highly sensitive; or (2) & violation of a procedure and/or

guideling that heads of departments or Intelligence Community components have established to
mplement EO 12333, as amended, provided, however, that such matters are of potential '

presidential interest or deemed appropriate for the IOB's raview, e.g., because they Involve the
pparent violation of substantive rights of individuals.

15.5, (U//FOUQ) Significant or highly sansitive matters ara developments or drcumstances
[invoiving intelligence activities that could impugn the reputation or Integrity of the Intelligence
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munity or otherwise call Into question the propriety of intelligence activities.

15.6. (U//FOUQ) Substaritive rights of individuals are rights secured by the United States
nstltution, statute, or common iaw.

15.7. {U) United States Person means any of the following: (1) an individual whe Is a United

citizen or an alien fawfully admitted for permanent residence; {2} an unincorporated
i substantially composed of individuals who are United States persons; or {3) a

ration incorporated in the United States. :

16. Appendices, Attachmenﬁ, and Forms: A
16.1. {U) This policy Includes a policy impiamentation guide entitied "Guidance on Intelligence.
ugge;slghg 8Board Matters.”

16:'2' (U) An EC temiplate for submitting the I0B annual canvass td OGC/NSLB is attached to this
policy. .

Final A 1
._Name: | John.S. Pistole
Title: | Deputy Director
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GENERAL INFORMATION: Questions or cﬁmmnu pertaining to this handbook

can be direeted to:
FRIAQ Office of the General Connsel
National Security Law Branch " be
Division Point of Conta H b7C per FBI

(NOTE: This docament supersedes: (1) the 11/16/2006 elettronic communication,
Case Identification Number 278-HQ-C1229736 Serial 2570, entitled Revised
- Procedures for the Submission of Reports of Potential Intelligence Oversight Board
Matters; (2) Corporate Policy Notice 0119N, Reporting Potential IOB Matters; (3)
_ Case Identification Number 319X-HQ-A1487720-OGC Serial 353 entitled
Procedures for Redacting NSL Resuits; (4) MAQP, P1, Section 1-22; (5) MIOG, P1,
' ‘ Section 278; aad (6) NFIP 2-56. '

This bs & privilegad document that caumot be released in whole or in part to persons or sgencics outside
the Federal Bureau of lnvestigation, nor can it be republished in whole or in‘part in any written form
not containing this statement, including general use psmphlets, without approval from the Federal

. Burezu of Investigation, Office of the General Counsel,

ii
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1. Scope

Purpose: (U)'I‘oprwxdc comprehensive guidance to all divisions regarding the
requirements and procedures formpomngpotennallnmlhgenceOWghtBoard (10B)
matters to the Office of the General Counsel (OGC), National Security Law Branch
(NSLB). This policy is retroactive and applies to any incidents that have not been.
reported as of its effective date. See Corporate Policy Directive 0188D.
Backgronngd: () On February 29, 2008, the President signed Executive Order (EO)

- 13462, Bxecutive Order 13462 mandates that any intelligence activities that may be
unlawful or contrary 10 an executive order of presidential directive be reported to the :
Presinem'sln:emgmemusigmaoa:dmmenmofmuonﬂmmgemm '
EO lB4623upersededEO 12863, '

(UI/FOUO) On April 17, 2007, Stephen J. Hadley, AssastamtothehudentforNauonal
Smwmmammdma{aﬂcymmdum)mmﬂmng that the
intelligence commmunity provide immediate notice of “significant or highly sensitive -
mastters related to intelligence activities” to the JOB and DN, “Significant or highly
sensitive matters” are intelligence activities that could impugn the reputation or integrity
of the intelligence community or that could otherwise call into question the propriety of
mulhgmcemwhes,mgudlmofwhmzheymndmﬁlormarymmxmm
order or presidential directive.

(U//FOU0) On July 17, 2008, the IOB athNIjomﬂymedadocmnmtmuﬁed
“Critetia on Thresholds for Reporting Intelligence Oversight Matters and Instructions
Relating to Formatting and Scheduling (JOB Reporting Critesia).” The 10B and DNI
incorporated the Hadley memorandum into this docament. ,

(U//FOU0) Intelligence oversight reporting provides an early wazning of intelligence
activities about which the President should be informed, through the IOB, the DNI, or
both, and provides a means by which the Executive Branch ensures that intelligence
activities comply with the United States Constitution and laws of the United States.
Intelligence oversight reporting also allows the Executive Branch to identify and correct
any deficiencies in the conduct of its intelligence sctivities in a timely fashion. -
g)th.nfollowingpoﬁcyiSbﬁsedume:MImemdu13462andﬁerOBR=pwﬁng
ena. .
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2. Roles and Functional Responsibilities

2.1. AlFBI Employees

(U/FOUQ) All FBI employees must immediately report significant or lﬁphl’y sensitive
matters (i.e., developments or circumstances involving intellipence activities that could
impugntbezepuhﬁonorintegﬁlyoftheintdﬁgmeommmﬂy or otherwise call into
question the propriety of intelligence actmtm) to OGC/NSLB, Such matters must be
reported regardless of whether the activity i uniawful or contrary to executive order or
presidential directive. .

(UI/FOUO) Significant or highly sensitive matters may be reported orally or by
electronic mail {e-mail) to OGC/NSLB, followed by a written report as soon as possible
thereafter.

(UAFOUQ) All FBI employzes must report to OGC/NSLB intelligence activities that

-maybeuniawﬁﬂorcom:ymmunveordampremdmﬂduectve,asdemibed

below, within 30 days of the discovery of the incldent.

(U//FOUQ) If the head of the field office or dlvision believes that a matter being reported
a8 a potential violation involves potential employee miscondust, such matter mustbe -

. separately reported to the Inspection Division (INSD)/Intemel Investigations Section

(IIS), with a copy to OGC/NSLB.

(U//FOUO) If an overproduction pursuant to a National Security Letter (NSL) is solely a
third-party exror and the FBI does not use the overproduced infommation or upload such
information into an FBI database, then such enror need not be refemmed to OGC/NSLB as & -
potentiel IOB matter. However, such matter must be reported to OGC/NSLB in
amdmeewxﬂnheproeedmessetfonhmthesegmddmesmwduforDGCJNSLBto )
track these incidents. FBIHQ divisions and field offices must report such matters to
OGC/NSLB within 90 days of the date of discovery of the overprodaction.

(U//FOUO) FBI employees who supervise non-FBI employess (¢.g., contractors,
detnilees, and joint task force members), shall be résponsible for reporting to OGC/NSLB
potentxallOBmaﬁﬁsthatmseﬁnmthemnduotofmhnon-mlmloyeeufwhch
such FBI supervisor is aware.

(U) All FBI employess, contractors, joint task force members, and detailees who handle
national security matters must complete the Virtua] Academy Course on potential I10B
matmﬁmznthreemonthsﬁomthedamhnmispohcybmueﬁecﬁve,ormthm
three months of the date of commencing a job mgmnmtmvoimgmnonal security
matters,
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'2.2.  Office of the General Counsel, National Security Law Branch

(U//FOUQ) Following receipt of a report of a potential IOB matter, OGC/NSLB wili
review the incident deseribed to detamnewhetherthenpoﬁedmﬂtermqmres
notification to the IOB and DNL OGCINSLB will prepare a written opinion documenting
that determination.
(U/FOUQ) If the reported matter is determined to require JOB and DNI notification,
OGC/NSLB will prepare the necessary correspondence 1o the I0B-and DNI, setting forth
the basis for the notification. A copy of the correspondence will also be sent to the United
States Department of Justice (DOJ), National Security Division (NSD), Office of
Intelligence (OT).
(U//FOU0) An IOB opinion and notification to the IOB and DNI shall be approved by an
FBI official having a position no lower than that of Deputy General Counse! (DGC). For
" puzposes of this policy, DGC includes an acting DGC, if such person is 2 member of the
Senior Executive Service (SES).

(UIIFOUO)Uponremwofrepmedpotmmd 10B matters, OGC/NSLB will forward
any matter considered to be potential employee misconduct to INSDAIS for review and
appropriate action, if that has not already been done by the respective field office or
visi

(U/FOUQ) Repoats of potential JOB matters and OGC/NSLB's opinions adjudicating
the potential JOB matters will be mainteined according to the FBY's document retention
schedule, Reports of matters involving an overproduction pursuant to zn NSL that is
solely a third-party error when the FBI does not use the overproduced information ot
uploﬁsuehmﬁomaﬂmmmanmldmbmwmﬂsobemmnmdmrdmgmme
F¥BI's docuraent retention schedule, . ’

2.3. Iuspection Division

(U//FOUQ) When INSD/IIS receives a referral of an allegation of potential misconduct
related to & potential JOB matter, INSD/IIS will take action copsistent with its policy to
address the poteatial employee misconduct,

(U//FOUO) A review of a division’s rate of compliance for identifying and reporting
potential IOB matters shonld be included fn the Inspection Division® sselfxmpacuon
program.
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3. Policies

3.1. Incidents to Report as Potential IOB Matters

(U//FOUO) The following incidents must be reported to OGC/NSLB as potential 10B

matters. OGC/NSLB will evaluate the potential IOB matter and determine whether the

incident is reportable to the JOB and DN1. This list is not exhaustive. If there is any

question regarding whether an incident is reportable to OGC/NSLB, please contact 2 Chief

geivision Counsel (CDC), an Associate Division Counsel (ADC), or OGC/NSLB to discuss
matter,

(UIIFOUO)TheFBItsrequuedtomﬁ:mthalOBandDNI of matters concerming
intelligence activities. Accordingly, only matters that ariginate from intelligence activities
must be reported to OGC/NSLB as poteatial JOB matters.

(U//FOUO) Under EO 12333, "intelligence activities” means afl activities that elements of
the intelligence commmunity are authorized to conduet pursuant to EO 12333. For FBI
purposes, activities conducted in counterferrorism (except domestic terrorism) investigations
or assessments, counterintelligence investigations or assessments, as well as dissemination of
intelligence related to such investigations or assessments, are intelligence activities within the
scope of this policy, regardless of whether the activities relate to United States persons
(USPERs) or non-UPSERs.

311,  Significant or Bighly Seaitive Matters

(UNFOUI0) Significant or highly sensitive ratters that rimst be reported fnmmsediately to
OGC/NSLB as potential JOB matters include, but are not limited to, the following:

‘1. (U/FOUOQ) Developments or circumstances involving intelligence activitics that
could impugn the reputation or integrity of the intelligence community or otherwise
call into question the propricty of intelligence activities, regardless of whether they
are unlawful or contrary to exccutive order or presidential directive.

1. (U#FOUOQ) Events or allegations (even if the truth of the sllegation has not yet been

- established) involving intelligence activities that could reasonably be anticipated to
lead to or result in: (1) congressional inquiries or investigations; (2) adverse media
coverage; (3) impact on foreign relations or foreign partners; or (4) unauthorized
disclosute of protected information.

2. (U//FOUO) Any intelligence activity that is to be reported to any Congressional
committee or member of Congress because it is or may be unlawful or contrary to
executive order or presidential ditective, ot is otherwise significant or highly
sensmve,mustgenmﬂybempomdbommbdmea&nmonﬂrepon
is made.

UNCLASSIFIED/FOR OFFICIAL USE ONLY




Intellipence Oversight Board Policy
UNCLASSIFIED/FOR OFFICIAL USE ONLY

3.1.2.  Violations of the United States Constitution

(U//FOU0) Intelligence activities that may violate the United States Constitution mst be
reported to OGC/NSLB as potential 10B matters.

3.13.  Violations of Statutes

(U/fFOU0) Intelligence activities that may violate a statute must be reportedto
OGCINSLB as potential IOB matters., Types of statatory viclations that must be reported to
OGC/NSLE a5 potential IOB matters include:

1. (U/FOUO) Violations of statutes authorizing surveillance, searches, and
acquisition of information including, but not limited to:

« *(U//ROUO) Initiating or conducting electronic surveiliance or a physical search

without lawful suthorization where such authorization would be required
(including thivd-party cartier error) (e.g., violation of the Foreign Intelligence
Surveillance Act [FISA), Titie 50 United States Code [U1.5.C.} §§ 1805, 1824;
chapter [19 of Title 18, United States Code [18 U.S.C. §§ 2510-2522); and
chapter 121 of Title 18, United States Code [18 U.S.C. §§ 2701-2712]; and EO

12333 §2.5).

e (W/FOUO) Initieting or using a pen register and trap and trace device without
lawfil euthorization where such suthorization would be required {including
third-party carzier error) (e.g., violation of chapter 206 of Title 18, United States
Code [18 U.S.C. §§ 3121-3127], or the Foreign Intelligence Surveiliance Act

- [S0U.S.C. §§ 1841-1846]). -
2. {U//FOUQ) Systematic non-compliance with the Standard Minimization Procedures
" for FBI Electronic Surveillance and Physical Scarch Conducted under the Foreign

Intelligence Surveillance Act (SMPs), or NSDYOI notifying the Foreign intelligence

Surveillance Court (FISC) of systematic non-corupliance with the SMPs.

Note: (U/FOUO)Y . |

3. (U//FOUOD) Violations of NSL statutes, including the Electronic Communications

Privacy Act (ECPA), 18 U.8.C. § 2709; Feir Cradit Reporting Act (FCRA),
15U.8.C. §§ 1681u and lﬂlvmmduthumdeacyAct(RFPA),
12U.8.C. § 3414, inciuding, but not limited to: ‘

5
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e (U/FOUOQ) Serving an NSL:

0

o

(U//FOUQ) That contained a substantive typographical ermror in the NSL
letter itself (e.g., incorrect telephone numbez, incorrect name of target, or
incomect social security account number), even if the carrier did not
provide anything in response to the NSL request.

{U//FOUO) That requested information that is beyond the scope
gllowable by statute (e.g., content information or full credit repo:tm a
counterintelligence investigation).

(UIIFOUO)Intheabsence ofapredxmdmveshgauonheingopened.

(LNIFOUO)Mmughtmfomauonthatwasnot:elevmtman
guthorized investigation.

(UIIFOUO)Whmthemvwhgaﬁveﬁlehchedpredmﬁonmwfﬁcimt
justification to support the issuance of an NSL.

(U//FOUQ) That lacked approval of an authorized Senior Bxecutive
Service official (EC dated 03/09/2006 [319X-HQ-A1487720-0GC,
serial 210] and NSLB Website). The Director delegated final approval
authority of NSLs to; (1) the Deputy Director; (2) the Executive
Assistant Director for the National Security Branch; (3) the Assistant
Executtive Assistant Director for the Nationa] Secarity Branch;, (4) the.
Assistant Directors and 21l Deputy Assistant Directors of the
Counterterrorism, Counterintefligence, and Cyber Divisions; (5) the
General Counsel and Deputy Geaeral Counsel for the National Security
Law Branch; (6) the Assistant Directar in Charge, and all SACs of the
New York, Washington D.C., and LosAngelesﬁeldoﬁm and (7) the
SACs in all other field divisions.

e (U/FOUO) Semngavolnnmydisclmrequestmabmceoﬂhecmma
established in 18 US.C. § 2702

» (UIIFOUO)RmvmgmfounlummmponsewanNSLthansbeyondthe
scope permitted by statute snd using the overproduced information or
uploading such information into an FBI database.

s (U//[FOUO) Receiving information in response to an NS that is beyond the
scope of information requested in the NSL and uvsing the ovesproduced
information or upicading such information into an FBI database.

4. (U//FOUO) Otherwise iilegal activity (OIA) by an FBI employee or 2 confidential
human source (CHS) in a national security investigation without appropriate
approval. Otherwise illegal sctivity is conduct in the course of duties by an FBI
employee (to include an nndercover employee) or CHS which constitutes a crime
under local, state, or federal law if engaged in by a person acting without

authorization.

4
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314, Violations of Executive Orders and Presidentia} Directives

(U/fFOUQ) Intelligence activities that may violate an executive order or presidential
directive must be reported to OGC/NSLE as potential I0B matters, Executive order or
presidential directive means 2 document signed by the President of the United States that
has the force of law for the Executive Branch or constitutes the exercise by the President of
executive authority,

(U//FOUO) Violations of procedures and guidelines that heads of departments or
intelligence community components have established fo implement Executive Order 12333,
including violations of Attorney General Guideline provisions, provided, however, that
such matters are of potential presidential interest or deemed appropriate for the JOB's
review (e.g., matters that involve the appatent violation of substantive rights of individuals),
must be reported to OGC/NSLB as potential JOB matters, Substantive rights of individuals
are rights secured by the United States Constitution, statvte, or commeon law.

3141,  The Attorney General’s Guidelines for Domestic FBE Operations
(AGG-Dom)

(U) Investigative activities conducted under the AGG-Dom that must be reported to
OGC/NSLB as potential IOB matters include, but are not limited to, the following:

1. (U//FOUO) Engaging in intelligence activities where a court order would be
required (¢.g., because there is a reasonable expectation of privacy) without first
obtaining a court grder (AGQG-Dom, section [LA.4.L), such as:

¢ (U/FOUOQ) Conducting a physical search of persanal or real proparty ina
national security investigation where a warrant or court order would be required
(e.g., becanse there is a reasonable expectation of privacy) without first
obtaining a warrant or court crder (AGG-Dom, section V.A3).

" ¢ (U{/FOUQ) Non-consensual monitoring of communications, including -
non-consensual computer monitoring, in a national security investigation where
& warrant or court order would be required (e.g., because there is a reasonable
expectation of privacy) without first obtaining a warrant or court order :
(AGG-Dom, sections V.A.4, V.A.5).

e (U//FOUO) Using a closed-circuit television, direction finders, and/or other
monitoring devices in a national security investigation where & warrant or court
order would be required (e.g., because there is a reasonable expectation of
%mcy)m&mutﬁrstobtaimngawumareumtordq(AGG-DOm,secuon .

. ALS)

2. (U/F0U0) Initiating a predicated national secinity investigation without sufficlent
predication if a technique was used for which a predicated investigation was
required (AGG-Dom, section I1.A.5.d). )

3. (U//FOUO) Bngaging in undisclosed participation {UDP) during a national security
messmmtmpndiwednmmmlmmmmmmmm

7 .
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likely to influence the exercise of First Amendment rights by members of the
organization without appropriate approval (Domestic Investigations and Opemtions
Guide (DIOG), section 16.3.B.2). UDP influences the exercise of First Amendment
rights of the members of an organization when it substantially affects the agenda of

* an orgamization with respect to the advocacy of social, religicus or political causes,
the educstion of the public about such causes, or the practice of religion (DIOG,
section 16.2.F).

3142, The Attorney General's Guidelines for FBI National Security |
Investigations and Foreign Intelligence Collection (NSIG)

Neote: (U) The AGG-Dom replaced the NSIG on December 1, 2008 (with respect to

domestic operations). Because potential IOB matters that occurred before the AGG-Dom

became effective are still being discovered, the following section is included in this policy.

(U) Investigative activities conducted under the NSIG that must be reported to OGC/NSLB
as potential IOB matters include, but are not Iimited to, the following:

I. (U/FOUOQ) Initiating a preliminary national security investigation without
sufficient predication if a technique was used for which a preliminary national
security investigation was required (NSIG, section II.B.] and IL.C.1).

2. (U#FPOUO) Initiating a full nationa] security investigation without sufficient
predlcahomfatechmquemusedforwhmhamehmmyorfuﬂmonﬂsmty
investigation was required (NSIG, section ILB.1 znd I1.D.1).

' 3. (U/POUO) Engaging in intelligence activities where a court order would be
required (e.g., becanse there is a reasonable expectation of privacy) without first
obtaining a court order (NSIG, section V) such as: .

» (U//FOUO) Using physical, photographiic, and/or video surveillanceina -
nahonalsemtthesbpﬁnnwhmawmmtomomtmduwmﬂdbereqmred

(e.g., because there is a reasonsble expectation of privacy) without first
-obtaining a warrsnt or court order (NSIG, section V.7),

e (U//FOUO) Conducting a physical search of personal or resl property ina
national security investigation where a warrant or court order would be required
(e.g., because there is a reasonable expectation of privacy) without first
obtaining & warrant or court order (NSIG, section V.8),

o (U/fFOUO) Using closed circuit television, direction finders, and/or other
monitoring devices in a national security investigation where a warrant or court
order would be required (e.g., because there is a reasonable expeetation of
privacy) without first obtaining a warrant or court order (NSIG, section V.9).

s (U//FOUO) Non-consensnat monitoring of commmunications, including

non-consensuat computer monitoring, in a national security investigation where
amntoreounordermnldbemqmmd(a.g.,becmﬂmewamonable
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" expectation of privacy) without first obtaining a warrant or court order (NSIG,
section V.10),
31.5. AnOverproduction Pursuant to an NSL that is Soldly a Third-Party Exror
Maust be Reported to OGC/NSLB for Tracking Purposes
(U/IFOUQ) If an ovexproduction pursuant to an NSL is solely & third-party error and the
FBI does not vse the ovesproduced information or upload such information into an FBI
database, then such error need not be referred to OGC/NSLB as a potential JOB matter,
However, such matter must be reported to OGC/NSLB in order for OGC/NSLB to track the
incident. Becense this policy is retroactive, this policy applies 10 2ll NSLs, regardless of
when they were sezved or when the NSL. reslts were received. Procedures for reporting
such matters are set forth in sections 4.4 10 4.7 below.

Notes:
1. _(U/FOUO)

b2
b7E per FBI

1. (UHFQUO) On November 5, 2008, the Department of Justice, Office of Legal
Counsel, concluded fhat in response o a subscriber only NSL issued under ECPA,
18 11.S.C. § 2709(b)(2), the carrier may lawfully only provide the FBI with the _
following information: name, address, and length of service. Any other information
provided in response to a subscriber only NSI. issued under ECPA, 18 U.S.C. §
2709(b)(2), including social security account numbers, dates of birth, amount due,
etc., is an overproduction and nust be hendled accordingly,

32, Anpual Employee Canvass Regarding Potential [OB Matters

(U//IFOUO) In addition to the forepoing, on an annua! basis, =ach field office and FBIHQ
division is required o sabmit to OGC (Attention: NSLB) an EC certifying that on or before
January 31 of that year, all employees of the office or division have been contacted
concerning the requirement to report potential 10B matters.

(U//FOUQ) All employees st certify whether they are aware of sny outstanding matters
that must be reported to OGC/NSLB as potential I0B matters under this policy. 1f a field
ofﬁoeorFBHideimonhasalmadyrepomdﬂxemamerGC,mchmmudoesnot
need to be included in the anoual report.

. {U//FOUQ) As part of this annual canvass, FB] employees who supervise non-FBI
employees (e.g., conﬂactors detailees, and joint task force members) shal] canvass such

9
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non-FBI employees to determine whether such non-FBI employes is aware ofany
outstanding potential IOB matter,

(U//FOUOQ) The canvassing of employees may be accomplished by e-mail wzthm field
offices and FBIH() divisions. BC certifications to OGC/NSLE may be approved by an
Assistant Special Agentin Charge (ASAC), Deputy Assistant Director, acungASAC,or
acting Deputy Assistant Director, as appropriate. .

(U//FOUO) Both negative and pasitive responses must be included in the EC aeruﬁeat:ons
of the armual TOB canvass to OGC/NSLB.

{UNROUO) The EC certifications mustbemmedbyOGCMSLBbyJanuaryN of each
-waorﬂlmﬁuuﬁmthepnmmlmdmym

(U//FOUO) Reports of such matters must be submitted by an EC and uploaded into Case
Identification Number 278-HQ-CI225736-QR.

(U) An EC template for submitting the I0B mnualcanvastooecmsmzsmachedto
this polioy. . :

10
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4, Procedures and Processes
4.1. Reporting Procedures for Potential IOB Matters

1. (U/FOUO) FBIHQ divisions and field offices must report potential JOB matters to
OGC/NSLB. Except as provided in Section 4.1, Itemn 2 (below), FBIHQ divisions
and field offices are po longer required to report these matters to INSD/IIS.

2. (U/FOUO) If the head of the field office or division believes that the potential IOB
matter being reported involves potential employee misconduct, such matter must be
separately reported to INSD/IIS with a copy to OGC/NSLB.

3. (UKFOUO) if more than one potential IOB matier is being reported to NSLB in one
report, sufficient facts and analysis must be provided for each matter.

4. (U//FOUO) All FBI employees must report significant or highly sensitive matters,
whether unlawful or contrary to executive order or presidential directive, to NSLB
immediately. Significant or highly sensitive matters may be reported orally or by
c-mail, followed by a written report as soon s possible thereafRer, -

5. (U/FOUQ) All FBI employess must report incidents to OGC/NSLB that may be
unlawfu or contrary to executive order or presidentiat directive, as described below,
within 30 days of the discovery. -

6. (U/FOUQ) Other than immediate reports of significant or highly sensitive matters,
reports of potential I0B matters must be reported by an electronic communication
{EC) and uploaded into Case Identification Number 278-HQ-C1229736-VIO.

" 42.  Approval Levels for Reports of Potential IOB Matters
421.  Potentisl JOB Matters Originating From Field Offices

(U/FOUO) Reports of potential 10B matters originating from a field office must be
approved by an official having a position no lower than that of Special Agent in Charge
(SAC) and a CDC or an ADC prior to submission to OGC/NSLB, An acting SAC, acting
CDC, or acting ADC may aiso approve a report of & potential JOB matter.

42.2.  Potential I0B Matters Originating From FBI Headguarters Divisions

(U//FOUO) Reports of potential IOB matters originating from FBI Headgquarters must be
approved by an official having a position no lower than thet of & section chief prior to
submission to OGC/NSLB. Anaehngsecﬁonch:efmayllsoappmveareportofapmnal
10B matter. .

.43, ContenbofaReportofnPaenﬁlIIOBMamr
Reports of potential I0B matters should include the following information:
1. Identifying Iuformation.

¢ (U/FOUO) The caption of the report of the potential I0B ma:tashoddstatc:
"REPORT OF A POTENTIAL 10B MATTER."

11
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(U//FOUO) The file number of the substantive investigative file in which the
incident ocourred,
(UHFOUO) The field office or FBIHQ division in which the incident occrred..
(U//FOUO) Names of relevant personnel (eg.; case agent and histher

. supexvisor).

(UIIFOUO)Theseﬁnls intherelevanteese.ﬁleassociatedwiﬂ:tbeinnident._ ’
(U//FOUO) 1f the report relates to a FISC order, the FISC Docket Number.

(U#FOUOQ) If the report rehm to an NSL, identification of the NSL to which it
relates, if known.

(U//FOUO) Identifieation of the sub;ect or target’s status as an USPER or
non-USPER. (Note: For example, if the target of the NSL is an USPER, this
should be noted in the report.)

Substantive hﬁormaﬁon

(U//FOUQ) How the field office or FBIHQ dmsmn discovered the matter
(¢.g., National Security review, Inspection Division review, or self-report).

(U/fFOUO) Date of discovery of the matter.

(U/FOUQ) A complete and thorough narrative fully describing each
inteflipence activity in question and afl relevant facts.

{U//FOUOQ) The date the incident occurred.

(U//FOUQ) The current status of the investigation (i.e., pending or closed). .
(U//ROUQ) How the matter involves a potential violstion of Jaw, statute,
executive order, presidentisl directive, or AG Guidelines (with citations to the
relevant legal authority), if known,

(U/FOUO) Ifapphcable,whythemnﬂens being reported as a "significant or
highly sensitive” matter

(UI!FOUO)Ifﬂ:emattumasngmﬁmnturlngblym:hvemm whether and
when the matter was first reported to OGC/NSLB.

(U//FOUC) How or why the incident occurred (e.g., inadvertent error;
third-party errur; lack of training; misunderstanding of application of controlling
law, statute, regulation, executive order, presidential directive, and/or AG
Guiidelines provision).
(U/[FOUO) If applicable, how the FBI is handling information that was
improperly collected and/or used {¢.g., purged overproduction from FB{
databage; destroyed overproduction; returned overproduction to carrier;
sequestered overproduction; and/or served a curative NSL on carxier).

12
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- (UleOUO)Ifkmwn.any resnedial action the FBI has taken to prevent a
recurrence of the incident (e.g., training and/or tickler set),
e (U//FOUO) Any mitigating factors surrounding the incident.
o (U/FOUOQ) Any additional informution that is considered relevant for purposes
of fully informing the IOB and DNI of the incident.
44, NSL 'l‘hird-l’arty Overproductions

(UH/FOUO) If the incident being reported involved a third-party overproduction in mponse
to an NSL and the FBI did not use or upload the overproduced information into an FBI
daiabase.suchmaﬂermustberepmlcdtoOGCfNSLBmmduforOGClNSLBmmckthe

incident,

- (UHFOUO) This type of incident should not be reported as a potential JIOB matter.

OGC/NSLB will not adjudicate such matters or respond to the report. OGC/NSLB will,
however, use the information to track third-party NSL overproductions.

44.1. ° Reporting Proccdures for Tracking NSL Third-Party Overproductions
(U//FOUO) Within 90 days of the date of discovery of the overproduced infonmation,
FBIHQ divisions and field offices must report to OGC/NSLB the third-party
overproduction in response to an NSL if the FBI did not use oruploadtheovuproduced
information itrto an FBI database.

(UIIFOUO)IfmoreﬁanoncsmhmatﬁarmbmgrepmwdtoOGC!NSLB sufﬁmemfacts
must be provided for each individual matter,

(U//FOUO) Reports of such matters must be submitted by an BEC and uploaded into Case

- Identification Number 278—HQ-01229736-NSL.

4.5, Appmﬂl;vekforTnchngThnd-MNSLOdeum

451.  Matters Originating From Field Offices '

(U//FOUQ) Reports of matters originating from a field office must be approved by an
official having a position no lower than that of a supervisory special agent (SSA) prior to
submission to OGC/NSLB. Anacuugsupervmryspemlagentmayalsoapmvearepm
of such matter,

45.2, MatunOﬁginaungmeFBIHudqurten

(U/fFOUO) Reports of matters originating from FBI Headquarters must be approved by an
official having 2 position no lower than that of a unit chief prior to submission to
QOGC/NSLB. An acting unit chief may also approve a report of a potential IOB matter,

4.6. Contents of Reports Tracking Third-Party NSL, Overproductions

(U/fROUO) Reports of third-party overprodustion in response to an NSL if the FBI did not
use or upload the overproduced information into an FBI datsbase should include the

following information:
13
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1. Identifying Information,

(U//FOUO) The caption of the repart should state: "REPORT OF AN NSL
THIRD-PARTY OVERPRODUCTION.”

(U/FOUO) The field office or FBIHQ division in which the incident originated.
(U//FOUOQ) The file number of the substantive investigative file in which the
incident octurred.

(U//FOUOC) The serials in the relevant case file associsted with the incident.
(U/FOUD) Identification of the subject or target's sintus as au USPER or

non-USPER. (Note; For example, if the target of the NSL is an USPER, this
should be noted in the report.)

2, Substantive Information.

(U/FOUO) How the field office or FBIHQ division discovered the matter {c.g.,
National Security review, Inspection Division review, or self-report).

{U/fFFOU0) The date the incident occurred.
(U//FOUO) The current status of the investigation (1., pending or closed),

(U/FOUO) Whether the NSL was genemated on the NSL subsystew, apd if 50,
the identification mumber of the NSL. to which it relates, if Jmown.

: (UIIFOUO) The carrier that provided the overproduction.

(UIFFQUQ) Type of overproduced information received (e.g., outside date range
requested in NSL; content provided; provided incorrect information; and/or full
credit report in a counterintelligence investigation).

(U//FOUO) The controlling law (i.e., ECPA, 18 U.S.C. § 2709; FCRA,

- 15US.C §§ 1681uand 1681v; RFPA, 12 U.S.C. § 3414).

{UIFOUO) Bow the FBI is handling information that was improperly collected
(e.g., overproduction purged from FBI database; overproduction destroyed;
ovapmductwnwnsretumedtomovmdncuonwasaqnestmd and/or
served a curative NSL on carrier).

4.7. Handling of Improperly Collected Information

4.7.1.

Overproduction jn Response to an NSL

(U//FOUO) Information impropetly collected through an NSL should either be destroyed
or retumed o the enﬁtyﬂntmdmedﬂ:edoctmenfs, depending upon the wishes of the

entity.

(U//FOUO) If the investigation is stifl pending, and the information is relevant to the
investigation, the field office or division may issue another NSL to authorize the retention
of the information. The overproduced information must retain sequestered with the SSA

14
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or acting SSA until the subsequent NSL had been served. Once the subsequent "curing”
NSL has been served, the FBI may immediately use the sequestered information,

(U//FOUO) If the overproduced information in response to an NSL has been uploaded into
a database, the overproduced information should be purged from the database aod either
destroyed or retumed to the entity that produced the documents, depending upon the wishes
of the entity. Alteraatively, if the investigation is still pending, and the information is
relevant to the investigation, the field office or division may issue another NSL to authorize*
the reteation of the information. The overproduction must remain sequestered with the SSA
oractmgSSAuntxlthembsequenthBLhasbemsewed Once the subsequent "curing"
NSL has been served, the FBI may immediately uge the sequestered information.

(U//FOUQ) Special agents are permitted to redact the overproduced information received
mreSponsetomNSqumLThesmpeoﬂheredacﬁonmmtbeappmvedbymSSAor
an acting SSA. If there is any. question whether the information provided is within the
scope of the NSL, the CDC or ADC, or actmg CDC or acting ADC, must be consulted. The
method of redaction is left to the discretion of the special agent, but redacted information
must not be visible, used in the investigation, or uploaded into a database, The method of
redaction will vary depending upon whether the information was provided in hard copy or
electronically. Once the overproduced informaticn has been redacted, the authorized _
information produced in response to ﬂneNSLmaybeusedintbeinvesﬁgaﬁonand
uploaded in a database.

(U//FOUQ) For magnetic optical (MO) disks that have oo-:mngledmnteml some of which
was authorized and some of which was unsuthorized, the field office must delets the
unauthorized collection from their files either by: (1) making a copy of the authorized
collection on a separate disk; or (2) making a copy of the entire disk and deleting the
unauthorized take, Either way, the field office must document its action witha
memorandum to the file and must be abie to attest that the copied disk does not have amy
improperly collected material.

(U//FOUO) After making the copy, if the field office believes that the authorized material
on the MO case may be needed at a later date, the original MO disk (with both authorized
and unauthorized take) must be sequestered with the CDC per the procedures discussed
above with a memorandum to the file prepared by the field office requesting that the disk
not be destroyed.

4.7.2.  Overproduction in-Collection of Information Authorized Pmmmt to the
Foreign Intelligence Survelillance Act

(U//FOUOQ) Information collected as part of surveillance or a physical search authorized by
the Foreign Intellipence Surveillance Coust that exceeds the scope of the order must be |
collected, sequestered, sealed, and delivered to the FBIHQ substantive unit by the field
office or division responsible for the collection.

(U/FOUO) The FBIHQ substantive unit must submit the nnproperly collected information
to NSD/OI via an LHM (letterhead miemarandum), The LHM must be approved by the unit

15
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chief of the substantive unit. An acting unit chief may also approve the LHM. NSD/O] will
then submit the improperly collected information to the FISC for appropriate disposition.
(U//FOUO) Any electronic versions of the improperly collected information that are not
available to any end user but are available to a systems administrator as an archival back-up
must be restricted and destroyed in accordance with normal business practices and may not
be made available to any other person except as permitted by the FISC. In the event FBI
archival back up data is used to restore an electronic and data storage system, the system
admmmmrmnmmlhattheprmamlydnletedm‘mmuonmﬂmtbeaccesa'blew
any user and will be deleted from any restored systeni.

(U/FOUO) For magnetic optical (MQ) disks that have co-mingled material, some of which
was authorized and some of which was unauthorized, the field office must delete the -
unauthorized collection from their files cither by: (1) making a copy of the authorized
“coliection on a separate disk; or (2) making a copy of the entire disk and deleting the
unauthorized take. Either way, the field office must document its action with a
memorandum to the file and must be able to attest that the copied disk does not have any
improperly collected material.

(U//FOUO) After making the copy, the original MO disk (with both authorized and
unauthorized takes) must be sequestered with the FISC per the procedures above, with an
LHM prepared by the field office requesting that the FISC not destroy the disk in case the
authorized matexial is needed at a later date.

16
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S. Recordkeeping Requirements

(U)RepumofpotenﬁaIIOBmmmmeGCINSLBsopnuonsadjndwmngﬂw
potential IOB matters wili be maintained according to the FBT's document retention
sohedule.

(U) Reponts of matters involving an overproduction putsuant 1o an NSL that is solely a
third-party error if the FBI does not use the overproduced information or uploed such
information into an FBI database will also be maintained according to the FBI's
_document retention schedule.

17
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6. Sammary of Legal Authorities

61. References and Links

Executive Order 12333, as amended, United States Intelligence Activities, 07/30/2008
Memorandum from Stephen J. Hadley, Assistant to the President for National Security
Affairs, regarding the IOB reporting criteria, 04/17/2007

Criteria on Thresholds for Reporting Intelligence Oversight Matters and Instructions
Relating to Formatting and Scheduling, 07/17/2008

The Attorney Genersl’s Guidelines for Domestic FBI Operations (AGG-Dom), effective
12/01/1008

The Attorney General's Guidelines for FBI National Security Investipations and Foreign
Inteltigence Collection (NSIG), effective 10/31/2003

IOB related documents are located on the FBI Intranet at: hitp://30,30.204,57/néib/fiob/,

‘This policy supersedes: (1) the 11/16/2006 electronic communication, Case Identification
Number 278-HQ-C1229736 Serial 2570, entitled Revised Procedures for the Submission
of Reports of Potentinl Intelligence Oversight Board Matters; (2) Corporate Pohcy Notice
0115N, Reporting Potential 0B Matters; (3) Case Identification Number .
319X-BQ-A1487720-0OCC Serial 353, entitled Procedures for Redacting NSL Results;
(4) MAOP, P1, Section 1-22; (5) MIOG, P1, Section 278; and (6) NFIP 2-56.
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Appendix A: Sources of Additional Information

' Please view the Office of General Counsel, National Security Law Branch Website for
additional information: http://30.30.204.57/nslblioly.
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A_Lppendix B: Contact Information

Office of the General Counsel, Nationai
Security Law Branch

b2z per FBI
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Appendix C: Key Words and Acronyms
Key Words

(U//FOUO) Exegutive arder or presidential directive means a document signed by the
President of the United States that has the force of law for the Executive Bnnchor

constitutes the exercise by the President of executive authority.

(U} Intellipence activities means all activities that elements of the Intelligence

. Community are authorized to conduct pursuant to Executive Order 12333,

(U) Intelligence Oversipht Board (IOB) is & committee of the Presideat's Intelligence
Advisory Board (PIAB). Among its responsibilitics, the IOB must inform the President
of intelligence activities that the IOB believes: (1)(A) may be unlawful or contrary to
executive order or presidentiat directive; and (8) are not being adequately addressed by
the Aftorney General, the DNI, or the head of the department concemed; or (if) should be
immediately reported to the President,

(U//FOUO) A potential IOB matter is any intelligence activity that must be reported to
OGC/NSLB becanse such activity may be: (1) unlawful or contrary to exscutive order or
presidential directive; (2) significant or highly sensitive; or (3) a violation of a procedure
and/or guideline that heads of departments or Intelligence Commmmity components have
established to implement EO 12333, as amended, provided, however, that such matters
are of potential presidential interest or deemed appropriate for the 10B's review (e.g.,
bwm&syﬁwolw&eappumlndaﬁmofsnbchnﬂvengbﬂofmﬁvi&nh)

(U/FCUO) Sigyi eTs
mmmwacﬁwmmmwmmummdm
mmﬂtaanceoomumty oroﬂ:crmecallmtoqnmhmﬂaepmpm:yofmelhgm
activities,
'(WFOUO)SAME&Q’__MWWW&UMM
Constitution, statte, or common Jaw. :
(U) United States Person means any of the following: (1) an individual who is 8 United
States citizen or an alien lawfully admitted for permanent residence; (2) an
unincorporated association substantially composed of individuals who are United States
pmqns;nr(S)ncorpomﬁmincolporatndintbeUniwdStates. )

Acronyms

AD Assistant Director

ADC Associate Division Counsel
ADIC -  Assistance Director in Charge
AG Attorney General

AGG Attomney General Guidelines

- AGG-CHS The Attorney General’ sGmdelmesRcsardmgmeUseofFBlconﬁdenhal
HmanSuurm .
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AGG-Dom The Attomney General's Guideiines for Domestic FBI Operations
cDC Chief Division Counsel -

CHS Confidential Hurnan Source

DAD Deputy Assistant Director

DAG Deputy Attorney General

DGC Deputy Géneral Counse!

DICG  Domestic Investigations Operations Guide

DN Director of National Intelligence
DOy Department of Justice
- EC Electronic Communication
ECPA Elestronic Communications Privacy Act
EO Executive Order
FBI Federal Buresu of Investigation

FBIHQ Federal Bureau of Investigation Headquarters
FCRA Fair Credit Reporting Act
FISA Foreign Intelligence Surveillance Act

FISC Foreign Intelligence Smveillance Court
FOUO ~  For Official Use Only

GC ~ General Counsel

10B Intelligence Oversight Board -

s Internal Investigations Section

INSD Inspection Division

NSD - National Security Division
NSL National Security Letter
NSLB National Security Law Branch

NSIG The Attomey General's Guidelines for FBI National Security Investigations and
" Foreign Intelligence Collection

ODNI Office of the Director of National Intelligence
0GC Office of the General Counsel
o1 Office of InteHigence
PD Presidential Directive
Cc2
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RFPA Right to Financial Privacy Act

SA . Special Agent

SAC Special Agent in Charge

sc  Section Chief

SES Senior Execntive Service

sSMmp Standard Minimization Procedures for FBI Electronic Surveillance and Physical -
Search Conduacted Under the Foreign Inteiligence Surveillance Act '

SSA Supervisory Special Agent '

U Unclassified |

UDP Undisclosed Participation

U.s.C. United States Code
USPER United States Person

ca
UNCLASSIFIED/FOR OFFICIAL USE ONLY




(Rev. 03-20:2008)

UNCIASSYFIED//¥GR OFFXCIAL USE ONLT
FEDERAL BUREAU OF INVESTIGATION

Precadenge: ROUTINE Pate: 01/xx/20xx.
To: General Counsel _Attn: Natiopal Security Law Branch
Room 7947

Fxom: Name of Division
. . Natse of Unit
Contact: Name and telephone purbar of contact parson

Approved By: Name of Assistant Special Agent in Charge (ASAC),
: Deputy Assistant Director, acting ASAC, or acting
Deputy Assistant Director, as appxopriate.
Rame of Reviewer(s)

Drafted By: Bame of Draftex
Case ID #: (0) 278-HO-C1229736-0R

Title: {U) INTELLIGENCE OVERSIGHT BQHRD 20xx ANNURL CANVASS
[!EIIB OF DIVISION OR FIELD OFFICE]

ia: (0) ‘ro report results of the zon Annual Intelligence
Oversight Board (IOB} canvass.

Details: (U//FOU0} In accordance with the reporting requirements
set forth in the FBI's Guidance on Intelligence Ovarsight Board
(I0B) Matters, Directive and Policy Implementation Guide (PG),

- all employees assigned to the [Name of Division], with the
exception of those employees that are on extended leave, have
been canvassed for any knowledge they might have of any known or
suspected outstanding potential IOB matter. BAs part of this
annual canvass, FBI employees who supervise non-FBI employees,
£.g., ctontractors, détailees, and joint task force membérs, have
canvassed such non-FBl employees,

{0//FOU0) [Division's] canvass revealed [no, one, two,
aetc.] potential JOB matter([s] to report for the 20xx annual
reporting period that have not already been reported. -As part of
this canvass, FBI employees who supervise non-fFBI employees,
£2,9., contractors, dstailees, and joint task force members,
canvassed these employees and determined that there were [no,
one, two, eta.] potential IOB matteris] to report for the 20xx
annual reporting period that have not already been reported. [If
thera are potential IOB mattexs to zeport, provide all the
information for such matters in this EC as requirad undax the
¥BI's Guidance on IOB Matters, Direstive and ¥5.] -
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To:. General Counsel From: Name of Division
Re: (D) 278-HQ-C1229736-QR, O1/XK/20XX

LEAD (s) :
Set Lead 1: (Iafo)
GENERAY, COUNSEL,
AT WASHINGTON, DC

[Division's] canvass revealed no potential IOB matters
to zeport to OGC/NSIE for the 20xx Annual reporting pesriod that
have not already bean reported.

OR
Set Lead 1: (Action)
SENERRY, COUNZRL

AT WASHINGTON, DC

‘ [Division's] canvass revealed [one, two, threa, etc.]
potential IOB matter[s] to report to OGC/NSLB for the 20xx Annual
reporting period that hava not already been reported. OGC is
regquasted to raview the incident[s] described to determine
whether the xeported matter[s] requira[s] notification to the
JOB. ‘

o Admin Unit - File Copy

e
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RELEASED IN PART United States Deparfment of State
B6 Washington, D.C. 20520

September 16, 2008
Ol

MEMORANDUM FOR DONALD NAU
EXECUTIVE SECRETARY
OFFICE OF THE NATIONAL INTELLIGENCE DIRECTOR (DNI)

SUBJECT: Executive Order 13462 — President’s Intelligence Advisory Board
And Intelligence Oversight Board

In response to the DNI's Memorandum of April 28, 2008 (£/S 00474) the
Department of State has made the following designations:

Randall Fort
Assistant.S of State for and Research

hﬁommwwhaemahmﬂe@mﬁagchmdwmﬂdbeappmﬁdam:'

%{;Tén STATES DEPARTMENT OF STATE
W AUTHORITY: JOHN S BLODGETT
DATE/CASE ID: 16 MAR 2010 201000852 UNCLASSIFIED

B6



Major DOJ OIG Reviews re Intelligence, 2001 -- present

Report of Investigation Regarding Allegations of Mishandling of Classified Documents
by Attorney General Alberto Gonzales, September 2008

Report to Congress on Implementation of Section 1001 of the USA PATRIOT Act,
August 2008 [issued semi-annually; not listed again here]

A Review of the FBI's Involvement in and Observations of Detainee Interrogations in
Guantanamo Bay, Afghanistan, and Iraq, Special Report, May 2008

Audit of the Department of Justice Terrorist Watchlist Nomination Processes, Audit
Report 08-16, March 2008

A Review of the FBI's Use of National Security Letters: Assessment of Corrective
Actions and Examination of NSL Usage in 2006, Special Report, March 2008

A Review of the FBI's Use of Sectton 215 Orders for Business Records in 2006, Special
Report, March 2008

A Review of the FBI's Progress in Responding to the Recommendations in the Office of
the Inspector General Report on Robert Hanssen, Special Report, September 2007

Follow-Up Audit of the Terrorist Screening Center, Audit Report 07-41, September 2007

A Review of the Federal Bureau of Investigation's Use of National Security Letters,
Special Report, March 2007

A Review of the Federal Bureau of Investigation's Use of Section 215 Order for Business
Records, Special Report, March 2007

The Department of Justice's Internal Controls Over Terrorism Reporting, Audit Report
07-20, February 2007

A Review of the FBI's Handling of Intelligence Information Related to the September 11
Attacks, Special Report, (November 2004), Released Publicly June 2006

A Review of the FBI's Handling and Oversight of FBI Asset Katrina Leung, , Special
Report, May 2006

The Federal Bureau of Investigation's Efforts to Protect the Nation's Seaports , Audit
Report 06-26, March 2006

A Review of the FBI's Handling of the Brandon Mayfield Case , Special Report, March
2006



The Federal Bureau of Investigation's Compliance with the Attorney General's
Investigative Guidelines, Special Report, September 2005

Review of the Terrorist Screening Center's Efforts to Support the Secure Flight Program ,
Audit Report 05-34, August 2005

A Review of the FBI's Handling of Intelligence Information Prior to the September 11
Attacks, Special Report, (released publicly June 2005), November 2004

Review of the Terrorist Screening Center, Audit Report 05-27, June 2005

The Department of Justice's Terrorism Task Forces, Evaluation and Inspections Report 1-
2005-007, June 2005

Inspection of the FBI's Security Risk Assessment Program for Individuals Requesting
Access to Biological Agents and Toxins, Evaluation and Inspections Report 1-2005-003,
March 2005

The Federal Bureau of Investigation's Foreign Language Program -- Translation of
Counterterrorism and Counterintelligence Foreign Language Material (Executive
Summary Redacted for Public Release), Audit Report 04-25, July 2004

The Federal Bureau of Investigation's Efforts to Improve the Sharing of Intelligence and
Other Information, Audit Report 04-10, December 2003

Department Critical Infrastructure Protection Implementing Plans to Protect Cyber-Based
Infrastructure, Audit Report 04-05, November 2003

A Review of the FBI's Performance in Deterring, Detecting, and Investigating the
Espionage Activities of Robert Philip Hanssen, Special Report, August 2003

The September 11 Detainees: A Review of the Treatment of Aliens Held on Immigration
Charges in Connection with the Investigation of the September 11 Attacks, Special
Report, June 2003

A Review of the Federal Bureau of Investigation’s Counterterrorism Program: Threat
Assessment, Stategic Planning, and Resource Management, Audit Report 02-38,
September 2002



Department of Energy
Washington, DC 20585

AUG 0 8 2008

1. Michael McConnell
Director of National Intelligence
Washington, DC 20511

Dear Director McConnell:

This letter responds to Section 8(b) (ii) of Executive Order 13462, which requires the head of
each executive department with an element of the Intelligence Community must designate an
office, or offices, to submit reports to the Intelligence Oversight Board, with copies to the
Director of National Intelligence. As the Senior Intelligence Officer of the U.S. Department
of Energy and Director of the Office of Inteiligence and Counterintelligence (IN), T will
direct my staff to submit reports on this Department's behalf. The point of contact will be my
Chief of Staff, Ms. Elizabeth Vaden. She can be reached as follows:

Unclassified email: Elizabeth.Vaden@in.doe.gav
Secure email: dovadek@doe.ic.gov

STE phone: (202) 586-8756

NSTS phone: 361-6176

Mailing address: U.S8. Department of Energy

ATTN: Elizabeth Vaden, IN, Room GA-293
1000 Independence Ave., S.W.
Washington, DC 20585

Caourier address (U): U.S. Department of Energy
1000 independence Ave., S.W.
Office of Intelligence and Counterintelligence (IN)
ATTN: Elizabeth Vaden, Room GA-293
Washington, DC 205835

Courier address {SCI). 405180 BA78
HKDO053 USTC BA 009

If you have any questions, please contact me at (202) 586-2610.

Sincerely,

f Mowatt-Larssen

Oftice of Intelligence and
ounterintelligence



The Secretary of Energy
Washington, D.C. 20585

October 6. 2008

The Honorable J. M. McConnell

Director of National Intelhgence

Washington, DC 20511 mcm
24 Oc‘r F22.4

Dear Mr. McConnell:

[n accerdance with section 8(b) {ii} of Executive Order 13462. [ have designated the
Department of Energy’s Office of Intelligence and Counterintelligence to submit reports
to the President’s Intelligence Oversight Board as required by the Executive Order.

The Department's point of contact wiil be Ms. Elizabeth Vaden, Chief of Staff, Office of
Intelligence and Counterinrelligence. She may be contacted as follows:

Unclassified emaii: Elizabeth. Vaden@in.doe.gov
Secure email: dovadek@doe.ic.gov

STE phone: (202) 586-8756

NSTS pbone: 361-6176

Mailing address: U.S. Department of Energy

ATTN: Ehizabeth Vaden, IN, Roem GA-293
{000 Independence Avenue, SW
Washington, DC 20585

Couner address (U): U.S. Department of Energy
1000 Independence Avenue, SW
Oftice of Intelhigence and Counterintelligence (IN}

ATTN: Elizabeth Vaden, Room GA-293
Washington, DC 20585

Courter address {SCI}: 405180 BA78
HKDO053 USTC BA 009

If you have any questions, feel free to contact me or Ms. Vaden at (202) 586-8756.

Sincerely.

Samuel W. Bodman
ce:

The Honorable Stephen Friedman, Chairman
President's Intelligence Oversight Board

@ Prinigd with sov Ak on receded pasoer



The Secretary of Energy
Washington, D.C. 20585

October 6, 2008
The Honorable J. M. McConnell

Director of National Intelligence

Washington, DC 20511

Dear Mr. McConnell:
In accordance with section 8(b) (ii) of Executive Order 13462, I have designated the
Department of Energy's Office of Intelligence and Counterintelligence to submit reports

to the President's Intelligence Oversight Board as required by the Executive Order.

The Department's point of contact will be Ms, Elizabeth Vaden, Chief of Staff, Office of
Intelligence and Counterintelligence. She may be coniacted as follows:

Unclassified email: Elizabeth.Vaden@in.doe.gov
Secure email: dovadek@doe.ic.gov

STE phone: (202) 586-8756

NSTS phone: 361-6176

Mailing address: . U.S. Department of Energy

ATTN: Elizabeth Vaden, IN, Room GA-293
1000 Independence Avenue, SW
Washington, DC 20585

Courier address (U): U.S. Department of Energy
1000 independence Avenue, SW
Office of Intelligence and Counterintelligence (IN)
ATTN: Elizabeth Vaden, Room GA-293
Washington, DC 20585

Courier address (SCI): 405180 BA78
HKDO053 USTC BA 009

If you have any questions, feel free to contact me or Ms. Vaden at (202) 586-8756.

Sincerely,

Samuel W. Bodman
cc:

The Honorable Stephen Friedman, Chairman
President’s Intelligence Oversight Board

@ Primind with 20y ink on recycied paper



DEPARTMENT OF THE TREASURY
WASHINGTON, D.C.

SECRETARY OF THE TREASURY July 16, 2008

MEMORANDUM FOR STEPHEN FRIEDMAN
CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD

J. M. MCCONNELL
DIRECTOR OF NATIONAL INTELLIGENCE

FROM: HENRY M. PAULSON, JR. W

SUBJECT: Intelligence Oversight Board Reporting Process

In accordance with Sec. 8(b)(ii) of Executive Order 13462, I am designating the Office of
Intelligence and Analysis (OIA) as the office within the Department of the Treasury
responsible for reporting to the Intelligence Oversight Board on Treasury Department
intelligence activities that may be unlawful or contrary to Executive order or Presidential
directive pursuant to section 1.7(d) of Executive Order 12333 or a comresponding
provision of any successor order. Copies of any such reports also will be provided to the
Director of National Intelligence, as required by EO 13462,



Response to Request for EQ 13462 Information

The Drug Enforcement Administration {DEA), a component of the Department of
Justice, was established on July 1, 1973, pursuant o Reorganization Plan No. 2 of 1973,
(38 Fed. Reg. 15932, 87 Stat. 1091 (1973), as amended by Pub. L. No. 93-252, 88 Stat.
50 (1974)), as the single-mission, federal drug law enforcement agency of the United
States. Since its inception, DEA has performed its world wide drug law enforcement
mission through the exercise of law enforcement legal authorities conferred upon it by
the Attorncy General and titles 18 and 21 of the United States Code. As a criminal
investigative component of the Deparument of Justice, DEA is subject to congressional
oversight primarily, but not exclusively, through the House and Senate Judiciary
Commitiees. In addition, because most of its investigations result in criminal
prosecution, DEA’s conduct of criminal investigative activities is subject to nearly
continuous jodicial oversight.

In February 2006, in recognition of DEA’s contributions to national and
homeland security, a decision was reached 1o formalize DEA participation in the
Intelligence Community (JC). The DEA Office of National Security Intelligence (ONSI),
a refatively small element within the DEA Intelligence Division, was established by joint
designation of the Attorney General and the Director of National Intelligence (DNT) as a
member of the IC and part of the National Intelligence Program (NIP). ONSI'’s principal
responsibility is to identify, collate and timely disseminale to U.S. intelligence and
national security authorities national intejligence DEA acquires incidental to its
performance of criminal investigative activities.

In establishing an clement of DEA as a member of the IC and part of the NIP,
DEA neither sought nor acquired any foreign intelligence or national security related
legal authorities. Thus, in general DEA does not possess the legal authority to engage in
“significant intelligence activities,” that are typically the subject of congressional
notification requirements. Nevertheless, because DEA’s OSNI is an element within the
IC, it participates fuily in the intelligence oversight process, including the submission of
quarterly reports to the Department of Justice, the Office of the Director of National
Intelligence and the Intelligence Oversight Board.

ONSI's participation in the IC is carefully monitored by DEA senior management
1o ensure compliance with law and regulation. ONSI s led by a senior executive
intelligence professional and has a full time, dedicated senior attomey on staff whose
principal duties include intelligence oversight. In addition to the ONSI senior attorney,
the DEA Chief Counsel's office also is aware of our responsibilities for compliance and
monitors DEA’s law enforcement and regulatory activities for issues that potentially may
be subject to notification. Also, a senior executive within the DEA Inspections Division
has been designated as the responsible official for civil liberty and privacy protection
oversight. ONSI has in place a system for the Deputy Chief of Intelligence to inquire of
management before every quarter whether there are “'significant or highly sensitive”
issues that are included under the DNT's reporting criteria. Scrupulous compliance with
applicable law and regulation is a matter of significant interest and continuous emphasis



throughout the DEA senior mapagement and progress is being made in preparing an
Intelligence Program Policy on Thresholds for Reporting Intzlligence Oversight Matters,
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UNITED STATES GOVERNMENT
memorandum
pate: 22 April 2008
§-03-0176AG
RERLY TO
Aarmar. IQ
SUBIECT:

(b)2).(bX3): 5
10 USC 424 ™ © U (b)Y3):10 USC 424
i W B)(1),(0)2)
(b)(1).(b)(2),1.4 (b)(3):10
(c) USC 424

(b)(1).(b)(2),
1.4 {c)

2. (UATOUOT The investigation substantiated violations 10 Department of Defense policies
®X2) for information mmmolicies. and privacy requiremens.

(b)(2),(b)(3):10
USC 424

i "(b)(3):10 USC 424

(b)(3):10
USC 424

: INVESTIGATIVA DATA
TO BX TREATED IN A CONFIDENTIAL MANNER
USR I8 RESTRICTED
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(U) REPORT OF INTELLIGENCE OVERSIGHT INVESTIGATION ~
FINAL - 2008-003049-MA ;

22 April 2008

(b)(1),(L)(3):

10 USC
424,14 (c)
o (b)3):10
2:2)23) 10USC ) {J’ e
(b)(1).(b)(2),
(B)(3):10
USC 424

S. (U) VICTIM: U.S. Govemment (Defense Intelligence Agency, Washingion, DC
20340y, website does not cotaply with Dol webmaster policies and otber legal
requirements, specifically: DoD Directive 5122 3, DIA {nstruction 5400.001,” 3 United
States Code § 552a(eX(3), and Office of Management and Budget Circular A-130.

6. (U) INVESTIGATIVE ACTIVITY:

{b)(1).{b)(2),
(b)(3):10

f UsC
424.1.4 (c)

THIS REPORT SHALL BE MADE AVAILABLE ONLY TO THOSE OFFICIALS
WHOSE DIRECT RESPONSIDILITIES INCLUDE OVERSIGHT OF THE
ORGANIZATIONS OR PERSONNEL DISCUSSED HEREIN. THIS REPORT, OR
PORTIONS THEREQOF, MAY NOT BE REPRODUCED WITHOUT THE WRITTEN
CONSENT OF EITHER THE INSFECTOR GENERAL OR THE ASSISTANT
INSPECTOR GENERAL FOR INTELLIGENCE OVERSIGHT, DIA

~SECREF/NOPORN—




®)(3):10 USC b,
424 (B)1).(b)2)
1.4 (c)

(D)(1),(b)(2).1.4 (c)

(b)(1),1.4
(c)

(b)(1).(b)3):
10 USC -
424,14 (c)

(b)(1).1.4 (0)

{b)(1).(bX2)
,(D)(3):10
usc
424,14 (c)




(b)(1),(b)(6),1.

4 (c) -
i (5)(1).(b)(2).
¥ 140
(b)(2).(b)(3):
10 USC 424
i (b)3):10
' USC 424
(2) & (U)INTERNAL MANAGEMENT CONTROLS: DaD kcrucionson0g0,  (0)(2).(0)(3):

“Mansgers' Internal Control Program Procedures,” 4 Jarruary 2006, requires DoD 10 USC 424
orguﬂuﬁomlohnplmnlmdwﬂuﬂelmhmﬁwswemofmm

(b)(2)

& (U) DoD Directive 5112.5, “Asgistant Secreiary of Defense for Public Affairs,
(ASD{PA)),” 27 Septcmber 2000,

b. (U) DIA Instruction 5400001, “DIA Privacy Act Program,™ B March 2006,

<. {U) 3 United Siates Code § 552a(e)3). "Privacy Act.”

d (U)Office of Management and Budget Circular A-130, “Guidelines for Ensuring snd
Muimizing the Quality. Objectivity, Utility, and Imegrity of Information

Disseminaied by Federal Agencies,™ 8 Februacy 1996,

& (U)DIA Regulation 60-4, “(U) Procedures Goveming DIA Intelligence Activities
that Affect U.S. Persoms,” 3 December 1997,

f. (U)DoD 5240.1-R, “Procedures Goveming the Activities of DoD Intelligsace
Components thur Affect United Siares Persons.” 11 December 1982.

3
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(b)(1),(b)2),
1.4 (c)

b. (U) Not stiached: None

¢ (U) The original of cxhibits 1 and 2 are retained by the GC.
11. (U} STATUS: No turther investigative scrivity required. This is a final report.
Report Prepared By: Report Approved By:

(b)(3):1
0 USC
424
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