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. (U) By email dated Auguat 5. 2009. the Direetor of Hatior...l
Intelligence (Ian) lIOtified the Federal BUreau of Iftvenigation
IFBII. OfUee of the General Counsel lOGe). of tbe beiow
inc1c1e1lt, Attached to sucb email lOllS an ineident report frOlll the
Department of Defense (DOlll" lie have reviewed the DoD's report
and bave looked into this matter fur~. After reviewing .this
ineident aDd the applicable ~. executive orders, directives.
and polieies, it is our positiOll that tbis incident does not
illlPlic:ate I!xecutive Order 13462 or the July 11. 2008 InteHigen.ce
OVersight Reporting Criteria.

.....Tlle DoD provided the following infOflll'aLl""''--''IL-LLlL-_--,
ineideDt report.· On lIarcb 13, 200'. bet........
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All eells are ..intsined at 66 degrees· Fahrenhei t. TIle
temperature was lowered to 51 degrees Fahrenheit" At
approximately 5:20 ;i ..... duriDg a routine IIleC1ical check. me
noedic· observed thilt the detainee's cell _5 colder Ulan usual.
but the detainee _s asleep under a blanket and did not exhibit.

~.... tzea, Multiple SOurces
lIIIC~fy Ga: 10/0112034·
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any sigm; of dis';:ClItort. '!:he dM:ainft did 1101: report iJDilF-l'-1Ili.,
• C ~ whl!11 asked medic. }l.t . ~t:e1Y

SubsequeDtly, all of tbe parties i.QvoJ.ved wer-e C!JDDSeled .in
'lIa"itlng.

I
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I . . I JlUrlIIg hJ.:I rom:ils, tile l:
Ol:J:2oCC!r oJ!ServeQ !:bat l:be <:e.Ll was aotl1er l:hm t10J:l1la1. ~
mpdical officer asked the cJel:;dnee if he was okaY; the dIotainpe
.!Iad l:Ieen aslesp axui re!<P I1e4 t:bBt he KaS fhe. SabseQueDtly.
thl!' 1IlPCUc:cJJ. o£f:i.cer re,ported the iJ;lcident to tile "Xr'P""d. sta.Et; ofthe'" .

bI per FBI
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(U) ElceciJti_ 0Dier 13491 (EDsur.iDg I"""''] Int:e=Dg'al:iaas) .
secQou 3 CD! provides· in pen.tneat paxt that aD. i:Ddi.viliDa1 in the
custody of I:he UOited States Quft!i "'''PUt '$ball DOlo be subiecte;l
100 lIJW .inlo~ teclmique or 6.\1'" bIICb, t:tJ: aay treameut:
re1al:ed to 1m: ClQal:iem. tbat is ~ot aut:hor.lzed by and listed .in
.Armr r.ld.d ...m I 2-~.3 taHI.· Ea!Clltive 0J:der: 13491 sertiOJ'
3 (:bl tmWi4es a -c:m:ve out" pnwbiozt tor t1u:l FBI al2d ot:ber law .
euf'oxceiieDl: ageaMes,

1tctb1Dg iD. t:1W; S\!etiOJ' ;;hall pree!nile the Pe"eFa'
Bm:eau of J:nvestigatiau. or otber Federal. 1Inf
ea:£ux«ooocaa:Lt ageac.i.es, .£roll contSmdDi to use
ant:borized. >nm-eoerd.ve tecbnigues of :inLeLrogation
tbal: .are da1!J;Ded to ellcit -vol!ll1taxy statemsts and do
DOl; :iDvoJ,..... the use of foxce, tbxeats, or prmrises.

IV) . JU1:bIl'agb the 1"8X is DOt JlcmIId by the AJ:lt, _ red~
the Al!'H to d'etendne wIlet:JIer, .I:D. fact. the FBI. violated atI/I of
its provisiOllS. FI1rther, whlle the P.III .is .Q01; lloIIlId. by !:be JlI!H.
it is j;lLes......a \:bat the guam WIo !"_1OMed w:i.tIl the FBX 8pechl
Ageat'.s lIIUSt adbere to the.llD£. .APH. lIectiOU 5-75 prori&!s :in
pert:i:aent part;. tllat· indUM1IO "hypotbeaia or bell,t injury" is II. .
prqbibited ae:tUm .in~ >d:t:h inteUigeac:e
Ult:etrogatioas.. JJe>:e. lCJ"R'riDg the laqpecabtte in the detainee's
cell. to 57 degxees Pala:eDheit for t1D:ee to four hou2:'s does _t
~1aI:e thia praviaion of the~. .AS IIDted abave, dgr!Dg his
mominq rounds. the.medial officer obsened t!IaI: ~e
detainee's cel.1 ..... cooler than~. "&e mec.U.eal officer
asked the detainee U he _ oIIaN: the dl!'l'i,;nee 1Iad bel!ll. ;m1ee{l
under a standard~ 1l1euket. ana- responded t:bat: lie was fine.

bl per FBI
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• there is notbh!g to GU!IlIll3tthat leo-mUll
degrees FahraaheU ..'OU1d inc1llce

ll" ;i.t: is our posil:1an t:bal:. }le3.l:her t:l>e
at the 1!:Br Agent·so xeque,u: violat<a<l the

1:<1 aviewSng the lil!H. we rcvic'",-ea. tbe
ts far discussion of "emri.. Ip : potal

1:ecthe 3U5.09 ;rega:rding DOD :rnte1 1 jgence
ee Debrief";mgs <lDd Tactical Quesl:i~9"

I; en: the JcW:It lIUbllc:a.t1011 3-63 1'.8DW!l an
eli !Illy 30, 20D81_ '1'.ba.t p!:n:llse is 1IOt

se PQ];icy docmDeat:s.

J
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upon these facts
eoperat:ure to 57
henda •~

i>ge11t Dar t:lIe guaxd

IU) 1.D. ac1d:ition
0'ld.D!J DOD policy docIJlIIlm

l:llBdpulation" : DoD Dt
l:Dte=ogati=s. IJeI:a1n

ad Elc:tober 9. 2008
nee OperatiDDS (dnt:
_eel in lIDY of l:hD
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nn .FimlUy. it is cmr parit:ioa tlJat this ~l: does aot:
ri#e to the level of ;nlmmrne b:eal:l;eot. @d 1:1Ius. dee:> DOl: %ise
to the~ of .. "*olat:ioll. Of the ~.AoahuIt:~e or
c.......... Article 3.

ltll :In su=ary. a:I!bIr xeriewi:ag- t:1d;s incideDI: ;mJ1 the
ol\Pl>l.icable laws, -..1:1'91' wdei;s. ~'VI$. Il,11d policies. it
.is our po!JitJ.OD. t:hat 1:lW; incla-t does DOt b,pUcate ExecUtive
Ox:der 13462 or l:be Jail( 17, 2nUa InteUf.geoce O¥us;gbt Rt;poJ:U>iQ'
Cri.l:eria.. 'lJlaD1<. YOu b YQ\l3: attenHCIII tn tW§ _l:er. Please
nm....AA • QF All.si$taDt.GeDezal COWJsel~ II . I if~ bave IUq QO;IllSti~. .

S!sIceI:ely, .

. L_I/l'/
~~.
~ty Ge!Ile1:al eo_el
.tlaticma1 Sa<:uri.t:y LaW a..mdl

I -

1 - Davi4 S. Il!:is (lor.. 4U-W

ksisbml: ll.I:tOXDliO!' !%er!tmIl
"""iQ'Al secwlt:Y:Division .
lJpi ted States I\eparl;llleQt of JustiCe
lloo:n 2200 C

1 - xevlD O'Dmner·~ _ij1:e -an)
~Cbi'ef
·Office of :l:IlteU.igeqee
Bat:icmal Securi.q> IIiv.tsiQll
1Jl1lt:ed Stat:es %/epartIoeDl:. of Justice
950 PeJmsylvaDia Jtveuue. fl.W•
.ftoOlll 61SD
WaSbit\gtoa.. D.C. 20!>30
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. I

u.s. SENA'BJUDICIARY COMMITTEE
SUBCOMMflTEE ON THE CONSTITUTION

.U. S. SENATOR RUSSELL D. FEINGOLD
Phone; (Z02) 'ZU05'l3

Fax: (20.2}228-0466 .

DATE. May 151 2008

The Honorable Robert Muener~ Director

TO: clo Office ofCongressional Affairs, FBI

FAX: I 1 _

FROM: Lara Flint
202-224-5323

Total Pages (including this cover P!1ge): 3

L- ~ ~__~~ ~~~~
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1anittd ~mtt3 ~mlltr
WASHIl/GTON, DC 2OSl0

May 15,2008

•

SEN'.l'VIh FAX
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III

Tho Honora\Jl~ Rnbext s. MooDer, In
Dfrtclor
l'edeta1B_otInvestlga1km
935 PenlI$Ylvnnia Avenue,NW
WasbinglOD•.PC 2D535

Dout DireclW Mue1b:t:

OIlMay 7,200g, OOCl!lDenls becamD pIIbUorelBling to" NaliDll:!l SecurityLWer(NSL)
served InNovcmber2007 oD1h~ 1iJ{cmelA!dlive,dIlllFnne~aso<! digilillb1n"ly.
The IntemetA/l:hive challenged1l!cNSLon liIe g;oundslhat1heTntemetAlt;hiv. ,vas
DOt a. providCl: ar"e!t.<:l1'1ll1ic CDJIlJllunlCllli.lISsem~ forpIII]lllSCS oflbeapplicableNSt
sta1Ule and_ th.e swnle was lIIlCQJIStilIrttJl!ll\. Accordinlflo ...un dOCUl1ttrll$, the FBI
llII4 ale1IIlemalA>l:hivexeachtdaseul_whe~Yllie FBlagrced10 wilhdmwtbc
NSL lbntlwl been servo<! OIllhc~.A!clIivc.ll!ldpadlal/f Ufled tho Il«4mpal1ying
nolldisclotureonler_ Certa\nemutfiJinglwcmalsGumealocI.

The l'Bl's issuanceofanNSL to this eoltty misesanlllllberofconcerns aboullheFIll's
~oflbto SCllJl'l arits aulhority U\lderlhcNSL slaMe for·eoDlmunicatiOll"~ds, 18
u.s.c. §2709. Please respondto~ Iollovdngque$lions, wilicllarc im~nmllU
C~<r/~ght of llteFB!'. u~ofNSLs:

• Does lhc FBI believe thal tho Inl<met IUCIlivc Is a p[Qvider of "eledlonic
comm1ltlicaJions service" lbatWll$ propeny servedwith 1!11 NSL pursu.antlo lJ
U.s.c. ~ 270!lloolJla/n l1M:.In1'omliIllOl1 lhatthcl'Bl sought? 1f~!'leaseexpl:U.n
llIe Iepllhecty Ullderlyillg l'/Jlsilet'lDDinaJitm.

.. W... th.e Usuonc:.>oftl$WSLrqlOlfed 10 lire IlB! O1liceofG<noml Counse[ IlS a
postible Intollls"lll» Ol-"tIiigbtBoaldIllO\lCl'1

• Wll8 it \1;JlI>lted 10 lb.blldngenCC Ovcrsigh~ Boatd7
• Hasth.1'Blhsuedopy~ about what eollSliWtes aplOvldorof"c!ectti>llic

colIID\Uliic;rtlons .....icc."cfclint:d all8-l;J.S.C. §2510(15)" "My SC!Vico'vbith
provides-to USelS lb!fll<Jfthe abilil)' to sCQ!l orreceivo-winl or electronic
coltllllJlDic:alions"? Ifso,p1rmo proVidelhat guldance. !ino4 please pryvido ""y
~levml iofQrmali(;l Jbo1It d:. F.8I's oiow oflhempooftim/term.
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U;$,Depurtnlent oT Justice

FederlltBureau or lnvestigmion

J...cS, 2009

Honmblc Richard J. Dwbin
Uniled Slares Senate
Wasbington. DC 20510

Dear Senator Durbin:

. Your lenet dated May rs, 2008 posed four quesnOl'S rego.rding a Nn60nal
SceurltyLener (NSLI th1Itwas smed OD lbe Inleroel AtCbive. nePBl's responses 10 Ihl!SO
questions "'" lIS follows.

You askedwhethcrlhe FBI be1lovcsl!lllt Inlcroet AtehiYe is npm,ider of
"electronic communication;seryices" l!uIt was·properly seNed.with lID NSLpur$UllDllo 18
U.S.C, §2709 nad, ieso, what is the !eg;U thCOll/ undcrl:Yin3 Ibnt dcnmninnlioll.

The National SecwityLetter SOlVed onlhe IDlemel Atehivc (hereinafter "lbe
AldUve'') on.NoVember26, 2007 wnspropcr\y served pursumtlO 1$ U.S.C. §2709. Wheo the
NSL was served. the FBI:reosonably""fleved theArchive was aprovider ofckelIOnic
communitation ~ef\ices 3S t1'.at1= Is =noedln 18 U.s.C. §2S10(15), and was also a!ibr'lr} as
define<l in the tibr.u:y Services and Technology Ac~ 20 U.s.C. §9122(1), 5e0.213(1). Certain
sC<Ylces provided by rhe Atchive are pumly llbrro:yia nal\lIl!, but other services offered are
electronic s""ices. .

Section2501 orTille lB, UnitedSllItes-Cod", defineseleclronie communications
stm'icc, c1eC1rome cOllllllumc:lliona system, IlIJd eleclIOmo oommuniaatirms. Berouse the
Ardlh"eli limlS111its, ac:cesses and stOleS elCl:tromo conlmuuieallOos over ,\;te systems, it is an
E1ectmnie Communi..mons SeMcePllnojder IECSP) under !he sl31ute. Accoldingly, CCltIin
servlt~ provided by t~ Archive - including the service thaI W!IS the subject oCthc Nm'ember
200:7 NSL - onlelcclIODic scrviceo ao.d nol exemptfunnscrvice-ofan NSI. node! IS U.S.C.
§2709(1). The FBr ",ached this conclusion, in pqrl, by lIle WJ)' users Dfw Ar~hlvcaccess the
Archhte'$ ct'l1tenl.

The Archive allow. usem to uplollll conlent to nod downlo,d C(\ntent from several
oftheir ~erviaes and postmessages, botItofWhicltfall squiltely \\-itbin the definition of
~""'cllOnic sClYlces." See 18 U.S.c. 2709(f). Addilionally, the An:hive uses electronic
teclmnlogyto coUem and retain billions ofweb- Jlo1CC$ in a dilUlOl}' users can access and se:treb,
an op:r:IliDn simllal"lo Yl1hoo! and GoeS'. directories. Both ycltoolnnd GDaglo ore subject It>
N!:1:5 fOr !heir catnl,,~ tonlMt nad baye cnmplied wilh NSLs in the p:lSl
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Honorable Ricb3rd J, Dmbin

'the most significant activity th'l1 supports the Fars position th:!t !he Archive is:JJ1
ECSP is ilS stOlr;lge:llld prCSeN.1tioo orm.llia, 18 U.S.c. §2StO(l4} delines an "etecllonie
communications S)'StCl'll" as 'an}' cOmp1ller fueilities Qrtelaled electronic ClJuiJ1lllenl for !he
elcct1'tlnie slOmSe ofsuellC£lmmunications," The Arcbive has ,evem! poFulorserviccslbat allow
for slorage and preservation ofcontent. InNovember 2007. the FBI'sNSL sougbleellleollllnt iii
wilbin1his provision :Illdlbus within the defmilionof3lI electronic =urJeations S).lem. An
ECSP also pro";d.. users the nbill!)" III send lIndaceiv•.wire ~r elecltODic eutnmunic;>liollS.
The Archive also provi~ serviees lbarfoll wilhin this definition ofan electronic
communication~ sys1e11l.

AdmiUed1y, some cflbe services offered h)' lbe Arcbive= mora akin to h"bl:u}'
Iw\c.lions. bul18 U.S.C §2709(t) does nolantilcly bar serving NLS's on libraries. IUlher. thai
section provides~I a "libra", ...•Is oel awi.:<l or atcclrOolc conununication serviee provider for
pUl'Jloscs of this section, unJ.,s the 1ibllllY is providinslhe servlCl!S defined in se<:lion 2510(15)."
This exception applies to certain services pravided by the An:bive. 10 include Ibe uplD:!din~ 'and
da\\lIlooding ofmedia content.forums and=b, all ofwhich nrcproVicle1Lns apuhlic utility on
the 1nI=eLAn:bive website. It is one ofthcsesepoiccs llml was thc~1ibjL"l oflheNovembcr
2007 NSL. After cnreful considC1lltioll, theml believes the NSL issued to the An:bive ror
\rnIlS:letional t!;tlU llertoiJli:ug to alileposted to its 5CrVelli was proper and legol.

Y.Oll also :\Skad whether the ·;ssuaJlCe of1hisNSL WiJS rejl'lrted 10 the FBI Office
oCGeDeral CaunsellOClCJ as a possible lOB matt6' and Whelher tbe m~tl"rWas reported to the
lOB.

The FBImust infOllD the100 ahoy intelligence ncli~iUcs tbllt mal' be unlawful
oreoDtt~IIYto elccauliV(: order or prl:SidCDliai dbtative'nnd ofany signiiicant or highty sclISitiva
mntters rel31ed to inlcl!illence nctivities.~ selYicc ofthe NSL W;lS nol \IlIluwfulllr
cOIIlr;ll)'IQ elleculh.. o.rdcr or I!lCSIdelllild dimlive, it was nDtr<pOrtcd 10 the aGe os a poss.ble
IOB matter. Althoughthe FBI violutcd.no Slnlutes"r reguintiODS in issuing or \\ilbdrawing the
NSL, Ihe mailer ,,-asnOll"lhcless reported to Ibe lOB 3$ a highly sensitive malt....

FiIl:llly. you askedwheth:r lbe FBIbus issued any fannal guidance aboul wbat
lIOI1SlilUtes '"providcr of"electr<mic eommumcntions servicc," d.w.cd.t tS U.s.c. ~251OIlS) as
";my service which pro\1des USC!S the...,Clhc abilily 10 sendorrccei"ewire or electronic .
commllll1cnlions." Ifso, you n.lked llutthefoBI provide th.l.gllidance. Ifnot, you asked Ihllt lhe
FBI pm\'ideany ",1e\-;mt infomlnlio:a.aboul1he mrs v,*W oFIb. scope ofIbot term.

n. FBI has not issued lIlIYaillciu! poliey or guid.moerelatiogspteificolly 10 the
inlerpretationof!he li\eaning of 18 U.s.C. §2510(tS.). The Fm relies on tb. sllllUlory definition

2
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Honomble RiebardJ. Durbin

..fthe tenn "electIOnie communiallions seM~c" \IS weU.... iolC\]lrclnlions ofIbe lerm dcvclopod
through lellill opinions Issued bylh.o Fedcl;llcourIB.the t\ltomcy General.ad FB! OGC and lhe
FBI provides r;gullU' Iroining to FBI emplO)'Ccs involved with dr-dUng, issuiJlg 31\d approving

. NSL's. The FBI's view ufthe scope oftltat lcrttl is discllSsed ahoYe.

Sincerely yours,

·)<lk..:.Jcr
Volerie.Caproni
General Counsel

3
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Federal Bur<!3u of lnvestig:ltion

u.s. Depatlment ofJostice

'Il,e Archiyc cUD"'> US'" 10 upload conlonllO and Downlo.d eonlentliom .eVer.l1
orlhcirservices and poat messages, b.oth ohlrich fallsqll:ltCly within the deliniti01l. of
"elccll'onic scn>ices." Seo 18 U.s.C.2709(l). AddWonally, Ibe~Arclliveu;es electronic
tec:hnololl)' te>collcctandrctIin billions orWllb- pages in iulirectary umS can access nnd search.
an opOlI'lllion similllr 10 YJlhoa! and Googlediteclones, BolhYilhoo! llIld Goog[c are sUbjccL 1<1
NSL's lor theJrcatalob"d conlont and·bave complied with NSLs in tbe post

YOII asked v-iletl1flr the FBI believcsl1mt lnlemet Archive is 3 plovider of
"el."'lronit commUDiClllions sClViccs" tlml WUS properly served with "" NSL. pllrSUanl10 18
U.S.C. §27Q11 and. irst', what isthe legal theory underlying tltnt detcrmin.noo.

The National Security Letter served on lbe Imemet Archive lhClCm.ller "u'"
Acdtive") on NOYallbQr 26, 2007 W3Spropedy setvedpulS\lII1l11o 18 U.S.C §2709. When the
NSL ....'lIS ser.-.d. the FBI rcasollllblybelle\..d the A1chive WlIS' rtO\'idcr ofelllCtronie
communication services as thattcim fsdefiDedin 18 U,S.C. $2S10lJS), and was also a libraJ)' as
detined in the Libm)' Son'ices and Tct.bnoloC)' Act, 20 U.S.C. §9122(11, see. 213(1). Cettain
services JI'OVided b}'lhe Archive are purely Ilbnuy mo<U1JrC. but olbe"cnieco offered nrc
electronic se"'ices.

De'll" Senalor Feblgold:

Your lener dated May 1;\.2008 posed rallt queslionSTegatdins 3 N.tiorn!
Secudty Letter (NSLl Ihol was servedon tlte lnlemet All'hive. The Alfs reSpnnscs to Ihose
qucslioJl$ areas !QUows•.

HonoI;lble RlISScU D. Feingold
United States Scn;l1.c
Wlllllljngl~n,. DC 2051 0

SCl:lion 2501 ofTlrle 18. United SillIes Code. defiMs ~Ieclronic colllmunic:mons
servIce, eleclri>nio eDmlllunicatio~ system, llIId eleotronic cQ1nDlllllications. Because the .
Atcbivcs .mmsmits, accesses .1Ild mores electrooic eomm1lllications over"''ire systems, it is an
E1ee\tOnic ColtlmWlioatillll> SCMeeProvider (ECSP) ~nd.r tbo stlluto. Accordingly. certain
smiccs provided bY lbe Archive - iDdudinglhe.oorvioe tbatWilS tho subjeel oflhcNovember
::!007 NSL- are electronic ,c",Jcqs llIId not exemptIfom service nrlUl NSL andcr 18 U.S C.
§21Q.Q(f). The IDr"ached this conclusioo, in part, by the way users oflhc Archi.e :u:cesolhe
Archive'S COnlcnL
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. Iillnomblc Ru.~scll D. Feingold

Themost signilic;lIlI activily that supports thc FBfs position fun the ARhive i~ an
ECSP is its storage and preservation ofmedin. 18 U.S.C. §2510(14) derIDes an "electronic
conun13llicalions s~slCm· as "m, computer~iUlies or relatede1eclrOnie equillmenl for lhe
electronic slOI:lge orsuch communiClltions." 111eAlllhivc ha.~ several popul:U: serviccs thai :illow
for SlOllige and preservation ofct'ntcnt. InNovember2007.1ho fBrs NSL sought conlentthaI fit
within Ibis provision and thus within the definition oran eleclIllnie communications s)"Stem. An
ECSP:IIso provides USCIS Ibe ability 10 send and ICeeive wire or cJecllonic communiClltioM
The At\:hiI;e :lise ptO\'idcs ~crvices that fall wilbin Ibis delinilion ofan electronic
eommwdelUiC'l\s system.

AdIili1ledly, some Orllie services offured by the Ar<:hive arc more akin to library
funotioas. hUllS U.S.C §270Q(f) docs nol cotirely b:1r &erving N!.S's OD libnuies. Iblher,1bl1l
section pro\idcs liI;\t a "1lbI3ry ... ,is nOI a.wite Q[ eleclrnwe eoIUlll\llliC(luoJ). service provider fur
PUlposes afthis seclioll, unless lbe IIbr.uy .Is providing thcserviees defined in section 2510( lS):
This exception npplies to certainserviees providedby the ARbiv., to include thc uplo.:ling nnd
dowD!t'l\dillg ofmediAconteot, forums DUd=b, JIll of which Ol1'proyided as a pubUe utili!)'on
lbe Internet Atcmve websile, rt is llJl()oflhcse secvlccs lhatwns the subjectofthaNO\"CIlIbor
2007 J\.'SL. After e:ueful eonsidcr.llion, the FBI believes theNSL issued to the Atebive fur
lInDsaClionnl dol:l. pcrt:li1lillg 10 a liIe posted (0 its semIS was proper and legal.

You :I1so asked whclherlbc issunnc:eoftllis l'lSL WlIS ICported 10 the FBI OUice
ofGencml COllllScI (OGe) os a possible lOB matterand whether Iho lDatlenws reported to rhe
lOB.

The FBI must inlonn lilt! lOB oracy intelUllence IICtivitics thaI mc)' b: unlawful
oreoll!r.u:)·IO executi\'e otderor pICSldenlial diroctive and orany signifi"~ll1 0' highly sensil;'",
m;iliels rellllcd to intelligence aetMlieJ. BecaUSe serviCll of lbe NSL W;IS nol unlawful or
coDtctty to elecul!"" omere, p:esidenlial diIl:elivc. it WDsnot:rtpot!1:d to th~ aGe as Ilpossible
IOBmnuer. Although the FBI violated no StllUII:S orregulaliuDS in issuing or"'ithdmlVinlllhe
!'lSI., the malt<lr~~ DOnetheless lllpOrted to the lOB as a-higbiy scositi"e matter.

"
Fmalll', yOIl as.1<cd wl1Clher tbe FBI bas Issued.an,· fo[DlJl! guidanceabout whM

constitutes Jlll,ovider of"e!ectroDic·communica!ions service," defined ailS U.S.C. §25IO(l51 It.

"any scrvi\:e v."bich provides USt= t!>C<eofthe.obiIily to send or receive wire me1eclrOnie
eammUDic<llions." rrso, you aSKed thaI the FBI provide lb:ll guidncce. If not, )'011 asked Ihatlh.
FBl provide anyrclevant informationohllut the EBl'sview of1he scope oftbal term.

Tile fBI ba.snotisoucdnnyoftieialpolic.yor gUid:mcc relatiog specifically III lite
inlel]1tClJ1tit'n oflhollleawn£ of1S U.s.C. §251C(lS). TheFBI relics on lha statulory definition

~-------~-~ ---~-----------
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Houomblc R_ell P. FciDSOld
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III

oflhe l<l'lll "eleelronlc eommuoie.tioRS s<rVice" as \Yell lIS inlel)l!l'lotions of Ire term d.\·elop.ld
through legal opiniollll issued b)' the fedcrot courts, the Allomll)' General nnd FBI OGe ond the
FBI JlI'OI'ides zcguIortroining 10 FBIemployees involved with dQfti!lg, issuing 'Dd ,pplOving
NSL's. The FBrs view of lIle scope ofthat lCrl1I is disCIISS¢ .rove. '

Sineell:ly lOUIS,

~ I ' .
\i'~(L"r

Valerie Copxoni
Gencl'31 Co=1

-3-
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Hlmoral,lc Ken Sal=r
Unj~dSlate~Senate
Washington, DC 2051Q

D= Senator Sa13~

• •

U,8.Deparimento[ Jnslice

FederalBureau of Investigation

June 5.2009

III

Yonr 1eu.rl!atcdMay IS, 200lposcd.four questions n:1:",ding a N.ti11031
Sc:curityLeller(N'SL) that ''''''' sented <nt !be InlemelAIchivc. The PBI's rospOIlS<!S lo-those
qucstiOJlS are as follows.

You IlSked wbether the FBI believcs thntlntemetArchive is aprovideTof
"elCeltOnle commlJllieation' servioes" that '\IDS prox;erJ,v served "'i\h 1lll NSL pursulmlto 18
U.s.C. §2709:md, IfllO. what is the lesat thCOlY'UIlderl}ingthat dctctminJtiOli-

1'Ile Nalioqal Scewi1y leller s.."'rvcd onthe IoIemet Archive (bcrolnafter "lbe
Archive") on NovePlber26. 2007 \\'lIsproporlyservcd p1Il'$WIllto laU.S.c. §t709. When Ihe
NSt. WlIS served, lbe.FBI teasooobb' believed the ArclUvc was II provider ofelCCltonio
communication.servil:es ""tbatlenu Isdefined.in.IBU.S.C. §25lO(lS). and wJSmso a Iibmyns
dclined jlllbe Libnuy Services OIld iechnolosy Act, 20 U.s.C. §9122(1), sec. 213(1} Certain
servloe.. pro"hlcd by lit. Archive ar~ pun:ly libraJY in nalUre, bur olher scrviees offeredare
elCCln>nic scmees.

SCClion 2501 of TItle 18,'UnitedStates Code, de.lines electronic communi.ations
sen'ia:, clCCln>nic-communicatlnns 5)'SIcm, lind elC\1\ronic CDIlllJIuniC3tions. Because the
Anlhives1laIISIIlits. :!IlCe$SCS and stlIleS electroniccommunications aver"ire syslelll5, iUs un
Electronic Communications ServiceProvider (ECSP) undlll'th. stalute. AceOldingly. ect\llin
SIllViccsprovided by Ibe Archive - ineludillg the service thQtwns1hesul>jccl ofthe November
2007 NSL - lire electronicservices Ill\d Illl1 OXClllpl ftam service of:ln NSL under 18 U.S.C.
ll2709(1). The FBI teachcd this conclusion. in part. by 1he-'Il'1!)'u.celS oflbe Ari:hivc access the
Art;Mfe's C('I;n1cnL

The ArchiveallowsUSCOI to uplolld coalentlll·and down!a.d content from sevetal
of'their services antl.lIOS!Jiles~. bothofwfJich fall sq~ly wiIhIn the definition of
"deClrODie sClViees." Sec 18 U.S.C. 2709(1). Ad6ition311y. lbe Anlhlvc USeS electronic
IcclmolollY 10 collect DIld relainbillioDll ofwch- paget in .·dircorory users Clll\ access and search.
"" aPill1ltl,," silnilar 10 Ynhoo Iand Google diw:lories. Botb YnhoollUld Gooe'e oro ''11bjeet to
NSL's for lbcir t;tItlloScd.anlenland have complied with NSLs in the pa>t.



2

TholDosl significant lldMtytIuu SUjlJlOl1lltheFBl's j>nsilino lb.llhe Ari:Ill,fc is:m
ECSP isits stomgeand prese",aticnofmedia. 18 U.S,c. ~2S10(14) dclin.. 311 "clectronic
eommobicaUons S)'S\em" as "!mY COInPotor facilities C'f rtlnlc.:l electronic equipment f~r the
cloelronic storage ofsuch c=uoicoticns." Thei\lehivcw ~vcr.llpopularscrviccs thllt cllow
Cor SIllT:lgeandl!=lV3!ion ofcontcnt InNO\"cmber2001, the FBI'sNSL snuSht content that lit
within this provmonlllld lhus "iIhiD the dcfiniIioD.oCan electroniccommuni~ons S)'5ICltl. An
BeSp also}1l'Ovidcs usetS the ability to send OIId teeeivc wire Clt cl~lronic e~mmunicntious.
Thc Archive1l1so'Pf~vides services lhnt lldI \\it1lin thIs definition DrOll elOOlmnic
cooununiC3tions sYslem.

•I

The FBIm.Ust inlbnn the rOB ofany intelligence activities that inay be unlawful
or conlr:uy (0 exec:uti.va order orpres\denlialdheelive "'1Ilefonyliignllicaalor higbly scnsili\'c
l1\3tttrs relat¢d 10 inlelUg= ~etMtiC$. Becaus<:seMee oftile NSL W.15 nottmlnwIlI' or
eontr:lly til executive orderor presidential dilCctive, it WMDOI reportedto the OGC os :l. possible
lOB matter. Although the FBI \'iaIatedna slal1ltes or regulationsin issuing or \\ithdrawiDgthc
,",51.. tho matler "'';ISnonetheless roporled 10 ,the lOB as llhighly sensitive tn.lter.

, FjrUllly, you asked wheth<r rhe PIll has Issued :my fQtJD:tl guidWlteabout whllt
constitutes a ptQ\idet of"cleclrollie CllIlnUDoieatlans sen1ce," dclined at 18 U.S.c. ~'2SIO(lSIIlS
"my 6CrviCt which provides .,50rs Ihcll:Ofthe ability to SClId or receive win: Orcleelttlnie
communi~QtIs" Ifso, you llSked tlmt the EBI proVidethllt guidallee. Iroo\,you asked that we
PBllttovide any rele\':lDl infomllrtioll.ahoutthe FIlfsvitw oIthc scope of lIlat tenn.

o • 'The faT~ not issued any official policy orguilbnce relating sp.eifically to the
lDtcrprctaDon ofthe me:UlIng of 18 U.S.CO §2S1 0(15). The FBI reUes on the SlaW/drydefinition

AdnUnedly, someofthe ~jces offi:rod by tho Arcl\i"" ;!Ie more akin to liblUI}'
functions, hltl18 U.s.C §2709(f) docs not entirel)' bat serving NLS's oltlibr:uies. Rother, t1ull
s;:ctiCln ptD\ides thol i1 "library ....is noi q"'ireGr clcclrOllic eommaniC<luon service pro\idnr fur
purposeSolthis section, unlcss the UImIr.t is Pllwjdinc. !ho'SCt\'iees defined in tcclion 25 In(1S}."
This cxceplton applies to eert3in sctvitesprovidcd by the Archive, to Include the uplooding and
dO\\lIloading ofm~cOn/tnt, forums and s=b, ill ofwbltb arc prodded as apublic utili*, on
lbe Internet Arehi~ewebsite. It Il: one ofthese scn;icci thet "':IS the subject ofthe Noverober
20D7NSL. Aft....~ful consideration,lheF.Bl beliC\'Cl tile NSL issued to the Alohive fQr
ttaDsaetional dal:t pertaining: to ;l.IDe posted10 itsscrve" was proper:md legal.

You also azked whether the issU.lllteofllus NSL waucportcl1to the FBI Office
oCGcnml Counsel (OGe) az" possible lOB maner llIldwbelher I\1c multer \ViIS reported to the
roa.

Honorol>le Ken S~I=
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Hoi:amble KeJlSalazar

<lfthe tcm veleclronie .communic:llionssetViee' as weUllS interpretations oftbe tet1l1 developed
llItOU£h11:gll1 opinioIlS ;ssucd by tIle Federal tOlIlt!,lhc Allomcy Oetloral WIdFBI OGe and the
fBIpro'ides tl:gubr Ir.J.ining 10 FBl cmplo)'CCs involved with dt;l1ling, issuing and approwg
NSL's. TheFBI's view oUbe-scope oflh3t tCll1l is dlsewsed above.

Since",ly yOUlS,

\l~r
Valerie CaplOni
Genom Counsel

3

------_.
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AU.~.1ATIO;\ICCI:1I1')lC..:m
HEREIN IS UNClASSIFIED
OATE '2,-22.-10 BY OU&!,~'1

Federal BureauoOnvestigalion

US.Doparlmenlof Justice

WOJhl.,ar"' D.C ;DJJl

June 5, 200~

Section 2501 orUlle t8, UnitedStates Code. deliot:.1 ekelronic colllmuniC3lions
servIce. electronic commun~tions S)ISII:m, and electronic eommuoiewons.. Because lin: .
At<bivcs t~DsmjtS, ""tesses uol!.MteS elcellllnic'c;ommunieations I1vct \\ir& systems, i[ is no
Electronic CommunicariollSServicePJOl'lclor (ECSP) under the sblUle. Accordingly. certlin
services.providc:d by. thcANlrive -- inchlllinSthe service \bat ,'IllS thesubject oflhe N\l\'ember
2007 NSL - =cleelnmio services and noteKemplftom setVl,o ofan NSL under IS U.S.c.
§2709(t). The FnIlC3cbcd this.eonclusion. in~.by tho v,-ay uselS ofthe Atcbi~.. access the
Archive's conlon!.

The Arcbive :illo\W 1lSerslo upload content 10 and download cODlen[ from se,-eta!
of1hoir seniees and poslmessBges,both ofwhich:full sq\l:lJl:!y within the definition of
"ClectrllniC services.' S~ 1SU.S.c. 2709(1). AdllitioDB!ly, Ibe Archive u.ses e1ectronie
teehnoloID'IO eallecl and Tet:tin ·billionsofwcb- ~<!.~ in adircCloIY usm;=.1ltcess andSCllt<b.
an ojler:llillll similar ta Yllhoo! nod Gaogle direolories. nolh YlihOll! lind Gaagle are subject t~

NSL's ror their caralogCl! C"Dttnl :uK!·havc complied Ivillt.NSl..' In lhe p;lst.

DearSenalor Murkows1d:

Your leiter dated May IS, 2008 posedfour quesdons rcgllrding a NaUoll31
SecutityLeuet (NSL) Ibm"'os ,.,rvCl!on IhcJnlerilet Arehive. The'FBrs respooses'lO lhose
quesUons"", ;IS follows.

You asked whether lb. FBlbclieves lhatlnletnel Archiveis·a pro\,derof
"cleclr.mic communk4tians mvices' thlll \\,:IS properly servedwilb an NSLpummnl t~ 18
U.s.C. §2709:meL Ifso, whal is~ \egBllbeol}' lloderlyiug Ilteldelenninalion.

nle Nationnl SecurityLetter SOlVed on Ibe lntemel Archive lberelll:ll1:r "!he
Archive") OhNovcmbtrrU. 2007'was prop=rly umd pW'&U:lllt 10 lB·U.S.c. §2709. When tile
NSL \'IllS served. the·Fat teasona.hty b.U""ed the Arel1ivc 'was aprO\'ldor ofel~lIOnic
cmmmmiCllliDII SIl",iet:.~<IS Ih.1 tClnl is <lcfincd-ig L8 V.S.c. §2S10H5). nnd was also'" library:lS
definedin the Llbmy Se["<ljccs lIlId TeebnolOS)'Ae~ 20 U.s.C. §9122(1). sec. 213(11. Certllin
sel'1oiccs ptl>Vided bythe Archive crepuRly Uhmry in nalun:, b~t olber scrvi""s offered'lll'l'
eleeu.mlc servidCS. .

Honoroble Lisa Murkowski.
United Slates Senol.
Wn.~ltinilion. DC 2051()
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Honorable Lisa MW'kowski

Themost signifieanlilclhity 1h:lrsupports lbeFBl's pmiJion that lbe An:hivc u an
EC8P is lis stolUseJlIld prese",alion ofmedla. 18 U.S.C. §2510(14) define, WI "electronic
co_nnit:llions S>"Slem" lIS "nnr eomputer fueilities or relaled e1cctronic cqairment forthe
1lI\9:!Con:a SlO1age ofsuchcommunic;l!ions." The Atl:br.-e h:Is sc\"craI P'lpulat scn-:ce51hJt nUOW
.forstoro~-\Uld )lteser'l.lion ofconltDL TnNo\"elJlber2007, tho F;Brs NSL S?u~1 CQlItentth:>l fil
v.ithin ibis-provision lIlld thu5 "ithin the definition ofan eleclromc <;ommuruC3fiOns s>'SIem. All
ECSP also pco~idcs usm lbeabiJit), 10send lUld j1lceivewire orele;lronie cOIlllllWlie:uiC!llS.
The AIchivc nlso provides services 1h:ltfo1l "ilhin fbi&. definilion ofan elecLronic
communiCllUons syslClll.

Adntittcdly. s~me ofth"se"'~-offcredby the An:hive are morenkin 10 IibIlUY
fimctions, but 18 U.S.C §2709(Q-does not entirely bar servingNLS's on Jib",""'- l,tnther,lhal
sectionprovides !hatll"libr.uy ••. .is not e,vir~ orelcelroniecommunicationservice prov.idcr for
pmJlOScs oflhis section, unless lhe librmy is providing thesecvlm dcfined in section 2510(15)."
This exeeplion applies 10 eerl3in se<viees provided bythe An:hivo,lo include the uploading nod
down1oodlng ofmediaeOnlenl, forums and se;ueh, 1111 ofwhicl1llte plOvided 3311 public utiltty on
!he IntemetArchlvewebsill:. It isoneof1heseservices 11m: "I:IS the snbjectofthe Novcmb:r
2007 NSL. Afterc:ucful cansidClaliOD,lbe FBI-beUeves thoNSL issued lQ~Arcbivc fur
lranslIe:ti=d dlWll'etllIining to :l file pom:d. t~ils-stn'ers I..-:IS projltrud log:U.

You.c1.s;I asked wbellier the issuanc<: ofthi~NSL \VIlS reported 10 tlte FBi Office
ofCilmcr.lt Cow1scJ (OGel as a possible lOB metter and wbelhertht lIIlItter WlIS te~ortedltllhe
lOB.

TheFBI mustlnfuan IhclOB crony inlcllig~ce netMties tharma)' p;, unlawful
or controry to exccwive order orpreside.~tia1 dln:eli''e:llld ofony Significonl or highly sensili~c

mnlll!CS~lated to iutd!iJ;CQce aelMIies. Because 5e[\lice-oflhcNSL WlIS not unlawful cr
C01lItaI>' 10 oxecUlive onder orpresidtntial _Ii"". ilwas,notlCported to lbe OOC os Iipossible
I~B molter. AllhOllgh!he FBI violated DO slnlulesor rCllullllimls in lssuing "r "iOtdr:l"inll the
NSL, 1IIe Il'Ill1Iet'V.1Ill nonetheless l<.')lorted 10 lI1elOB lIS ahighly sensitive I\11IUer.

F"tn:ill).. you asked"''helher Ihe !'Bfllas issued ony form:d £uid= abolll what
~onstilUl'7 a pr~vider or"electronie cOllllllunicaUons sC!Vice,' defined at 18 U.S.C. §'1..51 0(15) US
lIllY s"",?ee.wh'c;,h ptovidos usecs Ih_rcofthc ability to send or""'oiV\: wire \lC olec!IQmc
commUl\l~lt(\n.. Ifso. yOu asked 1h:l1 thI: FBIprovi~e th:Itlluidanoc. lfnOl,}'ou asked lbJllbe
FBI pro"de lIlI)' cele\o"ml infonnotion nOOul Ibn FBI'.vicwoflb_ s::ope (If Liot t."11l1.

. . The FnI hns not iS5Uedany ofilcialpolicy or J:l1id:uK:e relating specifiClllly II) llte
IDlelprctllicn oftfu: menning of 18 U.S.C. §2510(1S). The FBlnlies Oll the stolulllcy definilion

2

..... --.J



,.
HOIWI':lbIe Lis:l MUlkowski

of~ ICnll "e1ectro1licCOllIIlIlIIllcallQDS seMee" asVItlIes intcrprctalicms oflhc ll:tDt de\'el~pcd
lJuovgh~ opinlilps i$sued by 1beFedeJalllOUltS, \he AllOmlll' Ocnel11ll11d pmOGe and Ibe
FBI p:ovidcs rcguIar trabIiJlg IDFBI em\lltlyctS IlIVOlVtd wlth~ Issuinlt8Dd approving
NSL's. 1h~Pal's ,,-1ewef Ihc scopeoClbatvnu. is d1SC\1S$:d above.

Sincerelyyows,

\\~ Ca .
VlJ1cricear
OcnCllll Counsel

..

3
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HollOll!b\eRichard1.Durbin
UJIiled Slates Seaatc
Washln&1oD. DC20S10

1)e;Ir S1!lIl1lor Durbin:

Your letterdared MDy IS, 2008 poJed foutlluestions-npding IINlItiOD3l
S-ntyI.ettet (NSL) !b;lI\VllS &er\-ed 011 \hl:lnkmetArdli~.... n.FIll's tespOll$IllI to those
qucslions=as follows.

YoallSkcd wb\lIhI:r1be FBr bclioves1hDtJa1WetArWvais aplO\iderof
"e1_lo OOlllUl1IlIlcallQIIS scMees" that was JllllPCI'l)' stMldwith lIBNSLPlll'8UlJllt to 18
U.s.c. §:ml9ll1ll1, Ifso. 10\_is1he lerPIthelll)'1IIldcdyills tItal cklllDlliDatirlL.

'!hitNatioIlll1~rrLeUcrstmd OIl1heJntcmet~ (hon!inaltcr"the
A1<:bive") OIlNovcmber26, 2001W111ll1OP'd1aenoed JI\IIMlllllll&U.S.c. §1709. Whou \hl:
NSL V..ll$ sm'ed.1ltePBlftaSlll1llb1ybc1l..,\'ed IIJe An:\W.llwasa.~yjdct Ilfc1collODie
~Il mvlca AS that temlls dclliltd in18 U.s.c. §2S1OC15),"1lIld WIIS aJ.<;o II IiImlryall
dafiacdin theLibrary__11111.Tec1IIl.oIO&Y Acl,~ U.s.c. §9122(1). scc.l!t311l- CCdain
services [:1'OVided by the Atchi\ll ~JlURly llbmqIn Illl\"QIe, bPI oll:cr$Cl\'ices oflCrcd ar~

wtroJli.sl:n'ica.

SecIion2$01 ornde Ill. UJIiIcdSla~eo&.. ddines eIeclraIIIc llOlIIII1aaicalioR5
..mce,eleClJOlllc: elllllllll1llicdiollSsysteIIt, IlIld eIcclIoaIo IlO1IIIlIUDicaliolls. n_the
Azchil.'IlS Il'ansmillr.__\lIlll1lanl$c1cal1011lc:cOlllllllloicalimlnver.S)'S\eaI$, it is All

E1eclJOl1lo O)mmllll'ClIIiollS8ClVlce PnlYidCl (ECSP) IIIIdcr1ba $l8IUIt. Aecordip~. ccrtaiD
serYices ptOVidedby1lteAJchlYll- iDlIIul1lD8l1Je senoici that \\'as11le sabjcelllflhel'I_ber
2007 NSL - ~e1cclloDlc: sarvlc:eS'llDd.1JQl exempt1iollucrvlceoflllNSL IIIllkt 18 U.$.C.
§2'11l9(O, 1lJem_hed~eoDthIsioa. inJllllt,by the WlIy_llfllleArobivo IICl'CSS lb.
Axch1ve's eotIteul.

b6
b7C per FBI



Honorable Richard J. DudRa

. The m05l sillJ1ilicuDl acli~ Ihlll suppeIll$ tileFllls positioll1hat1110 An:b1,-c is lIIl
ECSP is iIlJ ~andprcseMllionofmediG. lIU,s.C. §2SIO<l4JdcliDesan "elccrranlc
commUJlil:aliDllS sY&ICDI" as "1lIIY cllDIpulK lilciIities ortelaleol eIccIroDic cqaiJlllll'llI for the
e1.CllllIIicstorageof81leb commllJli~liOlIs." 1hllAJdli\ll bps severalp;)pI1Iar seniees lhat lIIIow
ibrstorage andpresorv$don ofCOlllml. InNovcmbcr2007. tIn: FBI'sNSL souPtl;Ol\lCIll thatfil
wiIbiu IiIispmviliotumlllhur willliJllliedelinilion otaneleclrallic_UDiCaIiOnS system. Au
ECSl'also )Il'ovidclUlSClS thellbi!ityto _llIIIl=elvc.or ~ecl1oIIie CODlIIlllIlicaliDDS.
l'bc A1l:1m-c alsopl'GYlilcsscm. Ihat~nWi"'!lllhisdilbiliollofan cll:cUooie
CClIIIlIIlIlIICous SJIfOm.

Admittedly._ oftbescrvices.o$teclbytbe Amhl.'"=D1orcllkmtolibraty
fllllCliolll. bu& 13 U.S.C §Z709lf) does1101 cllllrcly _ smfas.NLS's onJibmrles. RatIIu.lhat
scelianJlI'O\idcs1lIat11 nll1muy ••.•Is!lOta wire orelcolIoaic CIlIlIIIIlIllkalillll $C,tVice JllOl'idctflit
PwpclSOSoflbls sccIion, UDless.lbc 1iIi1\llYIsprovlding thesm4ccs dcliDcd lD.-'loa 2S JotU).·
This cxeap1lonappliesto llellain mVi~)Hll\'ldI!d byIhaAnibive, to iIlIi1uIIc the up1o:Idiag and
da\\'lllna.dingofmdlo__ lbnaDs m4 mmh, ellof~lIPl~ asapablkldilityan
IhllJJIIemel Arabivov.'ll'bsile. nisOlle oftbll$e!lClYioes that.. the·suliectofthe Novelllbcr
2007NSL. After eateIillOOlllidctatiau, IhaFBI bcIieves IhcNSL·issUed to the Arcblve flit
~ data)lCl'tJln!Da10alii. \lI*d to itUCCVCl$\YlIllllQllOl' IIlIIlIcgql.

YDU..IIO~ IIIllethet thelssWl1lll& oflhis NSLWIlS "'ll0rte4 to lb. I'Bl O.li\cc
. of!lmcral C1IWISOl (OOC).as llJlO5Sl"bloIOB matteraad wbcdIer1ba IPtlcn'QSRpOrtcdto the

lOB.

the PB. JIllIStiuform theIOB ofllllY illlellis=PAC11Mtic8 tballll;Ly be 1ll1lawiid
.. oreoalrluy toexecutiveardorGl'lIteSidcatW cIkectlve lIIIIfofaD)'slpifieaat o~ IIiQbJy Illllsilive

lDllIta zclAll:d101nteiligeuce.acllYiIIllL BccaIIseSonlccoftlMNSLwas DDt ""'Ilw.lid or
COIlIr8Iy to IlXeCtllive OJCIcror~~ive, it WIIIIlIIt1ll)lOlled to1llll OGe lIS. Posst'ble
lOB lblIIIIlr. A!IboIlgb1beFBI vjojalecl1\O.stllIUlCS orteQlllaliollr in il&lliDg or wilbl1nuviag \ho
iotSI., the malIer'Wl\S IlOIlCIhcIea lCpOdeIf10 IhclOB lISah/ghly$Cll$l'Uvo 1111l1lCf.

lim:UIY.)'01Iakedwhethet1hc1'Bllms iIsacd iq l'onal1 auida= lIbl1It what
co.lI.8IlIIlhll mpmvidecof"eIectIoaieCOlDllll1lllealionHomec,·deliJlelCll: 18 U.s.c. §2SIGtIS) IS
"lIII1 se<Vlc<l which ptIIIIldes·1JlIOn1Itercof1hcIIbIDIY10 SCIId ""recom,1IIliM or e1ectroDic .
COIIIIJIUtIicaIOIIJ." I1'so,)'lIlI asked /hit Ihe FBIpPWlcla 1IIat,BUidalite•.ffJlOl, )'IlI1asked.lbllhe
FBI plO\'idaozq~c_ iiiJiIanotionabolll~FBl's "'ew<lfllRSCGJlC oftha! mm. . .

. The FBI basnotlsauedOll.)' ollicialpolicyot sWdanccnlaliDgspecWcalJ,y10 the
IDlelprcIllliatloClbemClllliDgofll U.s.c. §2S10(lS).TheFBtDllesaa IhesIaIUlaryclalinlticm

1.- _
-- -- ._-----~--- - - - -
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HOJIllr.lble Ricb3rd 1 DIIIbln

oflbe lem1 "cIeCllo.Die cOlDmUDicalioJls llCn'iGe"1IS It...ullS iuU:lpreIlllloJlso£ihc Ieml dC\lClopcd
liJ£ovgh legal opiDions issuedby the Fedcri11:011l1s, lhcAttOblCY Geaem18l1dFBI aGe ond1hc
fBIpRl~ regu/3tlnlining1o FBrCIIIployccs invalvCd with drafting, issuing md 8JIlIIOvihg
NSL's. TheFBi'svie\\- orlhc_peof'tbl1 lean. b di$1:llSSCCl nllovc.

-
ShJccrclyyllUli,

.

Valerie(leproIti
Gcncml Co1mseI

.

I

.



June S. :2009-

HoJllllllble Russell D.}lemllold
UniledSllltes SeDlIIc!
Wasllfll&ton, DC20SIO

P=S~. FelDgolcl:

Your1l:l\erdataJMAy 15.200. plStd:rcwr~~!la Nalional
S-nJ;y letIet (NSlJ tbat_ semd onIbdntemctArcbi¥e. Tllt.FBl.'1I~ to1host
quc:stlOllS arc as rollo\\'J.

You asked vmCl1lcl'the.l'Blbc11cvp Ib.lllllllemel Atobive Is aprovic!er of
"a1CC1l'C1llll coJlltllUbI~lInerrices" IltalWII& pIVpedy~ willHlIINSL plllSUlUl1la IS
U.s.C. §21Cl91111l\ ifso, what is the Ie¢ litea!)' wtdcdyiJllllhal dctetm!tUIllcm.

The NaliaDlIlSelIurity'lAluerSllMllOlllhclalCmctArchive (bclClalIlkr"1hc
AJcbiW') onNllllClllbet26,2007 was~y~·ptJmIlIDl.lO laue. §270'1. wt..1l11ll!
~'SLwassen~ Jha1181telJ$l)o:tbly1Io1lmd IhcArcrbll-.: was a1lI'Il\IlderofelecllOllic
COlltmIllllclld.w-W;CSas t1ulttemI islfI;Jlncdia 11U.s.c.ps IO(IS). aacl was also lI11lnmras
cIofin:d itt IbtLIbraqSemc,s IIIllTea1ulolo&Y Acl..20U,8.t:. §ll1:22(1), 1eC. 213(1) Certllitt
servicospravicL:cl b,1be Atdd\O 1ftpumlyIbnybumllln:, butotberservices offen.ulW
eleelrOJllc scrvlcc:s.

Section2S01oITtlIc 18,TJailedStalCS Code. dofiDcs ele<:lrollic COIIlmUDiC8liOllS
sen.ieo, "1ecIttlal1l CIllDDIuuica1ioDsSJ1Sltm, lIII4 cIecIroDic MJ!!fnllnil:llioDs. Becausetile
AIdbh'~ \PDJ""i's, 1Illt:CS$c:sllDll$llIll:S e1celtuuill"_ll'lllioas-overwim~ iti$lIlI
ElCdMlic ComznWticatiolls Senoiccl'Iavidcr(RCSP) IIIldcrlheS/4lUl•• Ac:c:onIlDgJy. cllltaiD
servIces~byllu:~- iDIlIlldilg,lltesemceIbtWlIS-thc.subjccl oflhc NQVllIIIber
200YNSL -lll'O clCClrOnlc smice5l1l1ettWl ClXeJDPI1iotb scmeoGfallNSL.1Ulder 18 U.s.c.
§2109{f). The:FBI mchedthis...inpod,by Ihcway1*/$otl1le A1chiVll_lho
ArcflIve'seontenl. .

b6
b7C per FBI



· l1oIIQr,lb1eausseup.FciJl&o!d

lhDDlOst si&nifiClllltllClil'ily lhaUIIJlpol1S lhcf81'spomion tblIt the AIcblve i. :ut
ECSP Is IlSttorap and presarvationofmcdill. 18 U.s.C. §2510(14) defiJloSan "dcclrOnic
Cll1"'DlJq!mliOllS sysIl:m" as """y C<lmpnw1i:ci1ilicsor~ eleclmnic equipment l'or1/l:

· cIeclrolIi.c SlaRgO ofsuc1H:ClIIlIllII'UC3Iians." theAlChivo has sever;ll populorscrvicesl1mta1low
for smgc I\DIl presCf\llIIiOaofcontent. InNovClllbor 2007,& FB1's NSL SI1Ught coD,ml that fit
.....ithia.1hi$-PfUrision ood tIlas 'Wilhia1hedefiJlltillllofmelecllOnic eomm\QllClltlans~ All
BCSPalso pnn.ides \ISCIS l/u;:sbUily to='.llIId lCCCiVllm orclGlrODlc tQJJIIIIIIIl!GlllioIlS.
11ul Al1:hi\'C a1so ~ld«l H<Ylccs that1il1 wilbilllllls cIcfInilkIlI<lf'ac1co1mDic
c:ommwdcaliCllS SJ*m.

. Aclm1ltec1ly, SOIl!C oflhcHI\Iiccs~by & AlCIiive llI1':mmellklil' III nbllUf
1llnctIans, bullS U.S.C §27O!1{Q dllcsnot tIlIIII:I1 baffCI\iDgNLS'.s OIllibsrles. RaIber. thaI
seclion )lIOv\lIts thaIa"IIh=y ••••is~ 11 wileorelcellxlniG COI!UIlIlQicaIiOll secv=:JllOVidcr for
(lUIpOJCI ofthis section.unIeR IhcJibrlqy is plllVicling1hescmcesddined in5Cl:llan2510(15)."
Tbls'CX4lCJltkm apl'lieslll cenaInservices!JlOVided by1ht A1dJ1"" toiDGIudc the upIlll!dins IIIlli
dowIdClall!DgofmedillCQlll8Dl, ibnJms.aDd sodleh, ellofVlblch'ampmide4llSapUh1Ia utI1ll¥ QII

llu:1iII=¥IarArcbivewebsite. ltis oneoflbesc servicestbat~ Ibe 6IJlljectoftht-NO\_ber
W07 NSL. AfterearofiIl ClODIiaCJ:dion, 1M~ believes Ihe.NSL iI$\ICCl to the ARbl\'I! tor
lInnsiIcIillllllldaill pet1aiIllng to ~fde po$ld10!IsKlmS was proper uncllegaL

YouaIsolSkeawhelharlhcil$ululc4ofthis.."$I. Was lIl{lOited 10 dleFBl Officn
ofGeneral COUtlsel (OGC) l\S IIpossifI1eIOBmatI1:tiDdwhelher1ho mattcrWUli reported to the
lOB.

TlIe EBlmastioComt tkeIOB af1IIIY~lCllvro",tlralnm;ybe lID!:mild
or~ to elICCUlive0IIIcrerrptUBi4alJia1dl1eodYe aodoCany~ or.biahJySllllSili,'C
lIIll11aa1'Clalcclfo ilMJIi&eDvellCl\viller.l!ecaIlseamict:of~NSL_not1lll1awfll!or .
CDII1IlIlY1O.e.'lIlllIIIiVeonferor)lJCSideutial dilI:cl1Ve,ll \YalllOtIqiOlIed 10tile cae as apossible
lOB JDlI\ler. AlIhouab!be FB! l'ilIlatedDD $llllllleS orfl!llllallllllSilllSl\llDgor .-itlldmwiDgthe
Nst, 1JlelDil\llll'W;I$'IIOII01hoIcos "'JIOIlI=41o!be JOB lIS. hIihlYBonsIlive mllller. •

FJIIII1Iy,l'Oll~whelber1Jle FBIhas~ isJy.llmolll guidllllcellboul wb:!1
OO1lBtItlltes aptOYidec of"elel!ll:llDlcQO!l!Ql1'Di~.Uonucmc:c,· defiIIcd at UlU,S.C. §2S10{l5}.as

· "Bay lIl:nIi"e which \II'01IicIes II$CtlI tlteoeofth. alinity to send:orm:c:iwwile or cJ:o\lllDic:
I:O\IIIIlllJliC3lloas.· U'8O,),OUasbd !hat lho1'l![1lI9Yido1halr,uidaDce. Ifnol, )'OU1Skedilm1ibe
FBI provideauyreIevanti!dbrmalion'aooDlllu: FBl'B'\Ilewof1ho scope of1llat1onn.

lltc:aUliasIlOt imwIlllllYofIil:ild policyorawd8DDe reIaliJJcspeciliealiy10 the
iDtetprefalion oflbe IIIc:111ingor18U.S.c§2$10(15). '1110 F8holicsQII!be sI3IlIIDq clclilliticm



- - - --------------------------,

Bonolllb1cRusscI1D. FciDgold

otlhe ICIII\ "eIeclroJlic commllllicalious servicd' us y..c111lS 1ulclplcIatioDSofthe 1e1lD developed
tIIraugb.lega1 oplnloas issued by IheFed«al CO\II1S. tbe.AllomeyGaleral and FBI OGC llIIdthe
FBIprovides tegllbttraiDlDgto FBIeJD(l1oyl!CS iIIvolTcd "'i!hdratliog. issUing and IlJIplOYing
NSL's. 1bc181'J view oft!ll: _cope oFthld Ir:nll js·discussedabove.

--_._-----~-.,..----- - - ~
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J1II\C5,2009

HQIIIll'llbIt lCeaSalo>:or
UJlited State& $1IlIlI\e
WlIShiDgloD, 'DC 20510

DellrS_SlI1oz:u:

. YaueIeUctdate<!May 15, zooa.poae4foutqocstlosteptdin& ll.NlIl1oDa\'
SeqmiJ:y~ (NSL) lbatwauerved onIhe1rlIemc\~ 'f\W; aD,'slCSponstS1D1hDSIl
qucstiOllll_US flillowv.

Y(lIl asked\I'heIbor1hoPB(beli_lbDI.1nIemc1 ATdlive iSllpuMderof
.~COlI\nIllIiiCl1llClN te!Ylcca'1Iult_propcrIy servedwilb8ll:NSL pursuant10 II
U.s.C. §27091111l1, if'sG, w.lmt is tlMtlcgal jheoly und1:r/JiIIB.lIml cIclcrminalion.

I • Tbt-NaIillD;Il SllCIIdly Leller.serYed OIl the Illtemet ~{heteiJllll\.ct "!he
Ambive") oa.NofCl1iber26.2001 WIlS.pIOJICI1y SOIVed}lllJ1UiDll1D 18 U.s.C. §11ll9. WhCllIbe
NSJ,.was semd, l1u>llBI_Illybe1Imd the AtchM.wasaprovi~erofelccrranic
llllIIP""nfcnUIlnsemccus lIlf.t~iI dofmccUn1&U.s.c. ~IO(IS), lllld was also llllbraryaa
doliDed111111.WlmJy 8enicCs lllldTee1lllo\ogy Act. 2O·11.s.C. §9122(1), seo. 21:(1). Certain
~1ces provided\ly1he Arcbiwm1JllldTnlmlry inlltlUre,bI1tol1ler ~QIIi:.Ied:rn:
afcclRXJ!A JIln'lees. '.

b6
b7C per FBI

---------- - -



H_ble KenSalazllr

tIu: tilt'S! si)lIIificimlaeti\'ily lbal$lIppor1$lhaFllrs pll!iIiou.lhattheAtCllheis 1111

ECSP i5i!sslDJagcandJlftSCMtion1lfmtd"1ll. 18 U.s.c. §2S10(14,d:fiacsllll"ekdroDic
Wii1IilWIlee(1OIIS sylI\eIn" as "aD)' complllcrlicnllies ottda1ed e1el;l1QDic .pment!or1bl=
el~ SlOI:J&eolsuch \lOlIUDlIJliCllliOllS." 'l1ICArcbive)las~JKlJl1IIarsesvices tb;JI allow
forSllll3Jelllld pmeMllionotconteol. InNomllber2007. theFBl'sNSLSO\lg!Jl COOIeAllbat.&t
within.this pIOVisiOn PIlei IIms witbilllhc deliDilion ofllll e1ecIn/IIiccollllllllll1ellllODlS)'S\eIII. An
ECSP also provides IISClS Ihc abiliJ110 aentlllldlCCliVe'viIe or c1eC\EOllic collllllllllicaliODS.
The Archivelllso piO\idt:s sePoil:es lbiJtIallwi1IIiD.1hia deliaillooom e11lC1rOJ1iC
eoaununicotions sysl1:m.

AdnlltU=dly. _ oftbucnriCC9 o!l'eted by 11loArchi\"eIIC mo~Pkin to 1ib!3ry .
liuIatillJ>S, bUllS u.s.C §2'109Cf)doenmtentimly botSCt'IiDgNLS'I 0IL1Ibc:uIes. RaIhet.lbat
section provides thata·Ub\'e.Iy••• .isnota • or elCOllOllill~DIII'IIIIIiC;dl senriceptOVidcrfor
p11qlOSIS oflhb RCIioD, UII1ess1blllibrllrrlspmldiDs1IIe&erliccs lle6MdiIlsecliolt~lO(lS).·
This -..pIilmappl1es1O CCII3In senrlces.pmllWb,,1hc Arclm-c.1o lnclm1e theupllr.JdlD;and
dowaloadiaaoftlledlti COIIIeDt.for1Jms IlIll1 scardI, all ofwllicb a.e pm'lidedas IlpubI/G\Ulllty Od

lbc JnIcmel Arcbin wellslte. nisonl ofdJaosaMcI:s thalWI! lhc511bjeot oClbcNoved:l:r
2OO1NSL. Mle.rClWliIIco~ lbcFBllJeflC\'cs IbcNSL Jssuod to Ihc ArdIlw for
lr.D1.'BtioalIldAbpedalu!JlglOllfilll postecllQllSstlWlllWllS.properlllllllolPl

YOlL$o lIS1fm vdtetbet1h&\ssII;ml:II oflldsNSL wastepottedlo Ihl FBI omce
ofGencaalCo~l(OGC)asllpossibleIOB llII1"enDd\\helllerIbeIll1llIer_~lOtIlc
roB. ..

. !hem.lIStiDform thalOB ofllllyiJll~ipP:e 8CllYities:1hatlimy be'lDl!I1wlDl
orCOblr.llylo acecullve lIlIlI!tor ptu&i&lenliallliRllliva$lldofJllY sigdI1ic:mtorbigh!)'~
malltrs tdoted10 iDldIli~ alllivilies. B:ea1lSll smiCl>of1hcN8L was not 1III1A\\'fiI1 or
COIIIIaI)Ilo c:ceeuli've OlderorplIlSidllllli:ll~ itWISnotlllJIlHk4lo dieoae lIS llpossible
JOB matter. A11boUgbtheFBl~JlOI1a\IIleS orngtl\lIi9IIs inissuiDgor wilhdrawlng tile
NSI., the mailer wasDOlIIlllBlesslCpOlled.to Ihc lOll lISIIb1ghlysensl\iYc1Daller.

• FlDalIy. you aslced whelhertlltl'Bl1!q iasIltduyformalguI~ about 'lim!
CODSIi\DleS a.pnlVidero'''''1ocllOaic COJllmtmicaliOilS....• dcfiDedlit ltU.s.c. §2SlO(IS,~
·wserviaewbichplOVlcles1lSet&I1IeIeoflbDabII1tyfO.sa:adllfRvewUaorckchoDic
CllIDIIllIIIII:." Ifsa, JOII.askedtlutlhe FBIpmvidadIat. pidauoc. Ifnol,)'llUasked1hat IIIc
FBI provide:mym- iIdllmlBIIOII abGut!be F!ll's'Vlewof1lle1OO)IC oft!lBllcrm.

. . ~FBIhas'llOt issIIecl8ll1oflicial pOlicf orguiclaIIl:e.reIspeuiW::illyfO Ibe
ib!cquetlllaBofIbIDCll1liD& ofII U.s.c. §2S10(1S). lhd FBl1elksOll1ha ii\IIllllIlQ'definilion

2



afthe1_·elcctmuiecolllllllllli~seMca"as weIl.as iIIIl:IpreI:I\iaIlS Oftbe Il:tadev.lQp«l
lInoughlepl oplnious ls$ued \If IheFedcruI eOlllU.lhcA1tolMy~ lIIIliFBI OOCllDd tho
1'111pnmclc$.legabr IIldniDa toFBtCIlIp~ involvedwith dIalling, llsulnglllldGJ.lPlll"ioll
NSl.'s. 1bemr. viewClf1bc sooptlofl!laucnn js·c!iSC\l$Sed.th\lvc.

3

---------



"

S_5,2009

8oIIonlb1"Li$3.M\Idlowaki
Unlled S\lIIcsSe~ .
Wasbin.."\oII,.l)C20510

1I=S_MIId«>\\ISki:

Your louerdotecll\4!l)' 15,2OOlI P"* fjlur~ tOgllIdinll"N~l
SccudlyLel1eT(NSL) lh~ Will served.on tho llIlImlct.l\lCbi'le. l1=.F.BrslCSponseslO lhose
quootioDs lQ$;IS fullo,,-s,

You..,1ted. wh.1het lhof.Btbc\lev.. 111M1nlomot An:hive j,,,.p;aviderof .
-c1tetraDi.c cCl1l'l"D\1>kotlons1iOrYloes"lhat\'/ISplOperlysemdwi\h.pllNSLpulSIIlIIItto IS
U.S.C. i2'7G9aM.Usa, wbtbtkc lcgallbcolyundcdjiDg~~

"IboliatIOIIlI1 SOO'lril.)'·Le~ser'Ill!1llD lheJnlomtIAtcIIIfC~"the
Atcbive") JlI1NlIYeIlI~26.2QO'IwaspzopcrlySlr'led)UlSUallt1o1B1;1.s.(:. §2.109. 'Wlloatbc
NSLWolSservtcI, 111" FBltaSOlllbty be1illVllCltIut~WOlI apnn.id.r ot'a1<cIrolli~
COj1lIIlwuCll1fClll servlceaBSIhat_is cIollotdinIS U.s.c.§25lO(lS),lIllllwa also a)z1>r.lr)' IS
IIcC'IlICiIIa1beL!br.uy ServI.ccIllllll1 TccIInolor&rAcl,2&U,s.c. §9~l). sec, 2.13(1), CBrra1n
servkes provided by tlseAlddve IlllP_JilIr.uy1Il1lil\Ule, lJal Olhorsemoor olliled ....
cleollOllic lIOMees.

Section2501 ofTille IB, Umllld~Codo, dc6n...locboIIic tOlllllllllli"'lions \
-.rIcB,dec:troDlo:c:o~IIkl~c-.m"llitlliODS. Bceauselhc
Alc\live$\DIIRlII1s, tlCtUSes lIIl1.tOl'eS.~ClIID1lIllIIicaOfCI wileS)'8lems. il is aD

E\ecIalDi"e-m1lllleatioos~Pr!Widor (ECSP) IlIIiIctllJosWulllo AccoidiaalJ,CCI\llin
Itmea ~bftb,,~-1utl1ll1iua lhc.cnitlllbal._1he .ubjceloflbeNovcIP1>er .
2001NSL- arccJCOIlODic~ andJllll emdJlthi\ AtYiee o£aaNSl.1lJIC!cr 18 U.S.C.
§2709(f). "IboPBt1lO8Ched.thisilOllc1qljOll, iap:ut,by \bcwayUSCll oflhc Archive_1IIe
AlChiva's COIIIenl

b6
b7C per FBI
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Hol\OtllblcLisaM~

. .The mostsigftificoDtaclM1y !bat~ IIIeFB1'sposition lhallh. AIcb1ve is l\Il

ECS1' is il$$lot:lge and.presel\'lItion mllledi.. 18lJ.8.c. §2S10(14) dtilJlcsll1I'~
COJDmUDicalionuy&lcm"as "any COIllJllIICtJilcilitio$ or:Idalcd .lectlollil:ClII1ipmeJl11OF1be
81eclmDiesto_ ofsllCh COIIlJII1IIIkaIons.' 'Ibt>kcbivohas SCI_I \'OPU1ar scm.OIl that8llow
Cot SlOhl&Cand.preserw1Wnor__ 1nN0'I0IIlbet:2007.1beFBl's NSL soushI ccmtentlhallil
wJ1hIn l1IisprovWoa lIII4~\ItwI1IlIn UIo cIdii1iIioP.ofan .lecttonleeommUlli1lll1ions~ An
BCSP alsopID'Yi<Ios...en the abiIilr 10 "",.I..and -wewiteor oItel101lic_wdca\iolls.
Tho AreIdve also.JIlll9icfes sctYic:es 1balllillwilhin this definllion ofail e1ecImnic
c:oauiIUUieations.&yS1tnL

i\dDIitbdly, some oflhQ servIcas oft'eted byt)le'An:blvCII:mo~llkintolibmY
flIbcIioas. but18U~C §27ll9(1) docullltenlilclTb,lutMugNrSs onllbsuios. lbIlhot.lhat
scotioa povl<Ies tDat.a "1ibaoty ••• ';"DOla WItool: elec1toI\W WWiiililladioo sctvtcoprovIdertOr
purposeIof1his _lII\,unloss Ibe libtaryis.~1besemcesdchtd in rectltm2S1O(IS)."
'IhiAelCI:Ilplion.lljlpl1es1o IIel1ain~ by1be Alollive. to iIlcla<\ll1llcupload1l1gand
dowPlQlllUII\Iofllll:diaCOD.......fOMII5lU14~ all ofwJJid>·a18]llOy1c1ed.as apubllcU1iIItyon
1M1QlemetA1chivc Wllbsi"lc. (I isaileo£'~seMces~_lhesubjectoftil. November
2llO7 NSL. MlcrClll'Olbt cOllSid:eralion,1hc ilBI believes theNSL issued to1he An:hivcfor:
!l::'"sac'.iollllldala pu1AInIJlg10Ii file posled 10 lis _ WllS'J'I'llJICi' lllIlI1egaI.

Yem"IISke4WlJoIlm"Ibt oflbil_lWS'lqlOt\1l'l:lo 1bcPalOIB"
of~eo-t{OOC) aupossibldOB:mlltltr IIIIdYlhelbetlhelltalmr warrepod4d to Ibe
lOB. .

The FBIm..ml'omr1heIOB mlDY inleIIipce aetMlles tI1atDlay be'UDhwtill
orCOD1ml:ylo"""""'tlv.od:ror,.esld/Jlllllil~alldof ...yalanfllcantorblsJllYseasl1lve
mAllets teIafed·lD iDleligllll\lO aetivllies. Becaost.-viceOf1hcNSLWlIJ~UIIIawiidor
CQII\IlIIy I1HlllCC01lYeoOll!et OfprcsIdendA1klive, itWQS1tOtJcp_ID* ooe as aposible
tOB DlIII\Ilt. /IlIIIII1J8b." FBIviolalcdno slaluIIlsorlll~~orwllbdrawluglhe
NS1, lIlc lIlIIt11;r\WlS2IOI\ClheleutqlOltc11lo1bc100 1S1l1liBblYRIIIi1lYollll\ll&r.

F~.:J01laskd WI1ClIIUIho FBUlasiUued IJJrIlbnDal·pimceabenJt wlat
~iIuIl:S npnrvliIeror"eIccl1llaia comlllUllieatiOlls senrle:e.• dofilled 11118U.s.c. §2S10(15) ...
"any Hnlice whillhjItD¥kles'ums1'-f1heabiIiIylo SlUIdariocelv1l wire otclecltoDic
COIllDUIIIiealious." Itao.YIlU oslced dIllt1&e PBIpnnr1de.1hI1tg"I....... 1tnot,yooasbld Ihallbe
FBI)lIOYJdeanyrc1cvaDt in/'ODIIlIliIlII.abollt Ihc FBl's view oCthcscopcofthat-.

. . '1'hIIl'Bl.bns IlQ\ iIsUed I1lrJ official policy Or~ tIlIaliDg speeiIieaIW III tI1a
i11lerptO~liOD oftlic1llalliDlonsU.s.C. §2S10{1S). n.·FBt·tdlcsOD Ihcalalullll::y dellnjfjon
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nearl _
lTJ!J- eel Purwuant to the o1wIe 17, 2008 Intelligence

OYuIIighl: Board lICII) lleport;iJlg criteria, I:he Federal BUZeau of
XJ1ftsl:ip!:ion IftI) , .Offiee of the Qeneral Co1mIIel looc). reports'
1:he··lla1aw illCident to the Xnl:elligence Ovenight Board {rOB).
The PBI planll 1:0 report lIUCh incident to ClOngnss either later
today or tOllll):r%OW. Tba lOB Reporting Cril:eria provides in .
pertill8Dt part. that, any ·intelligence activity that 18; to be
repented to any ccagressiOlllL1 CCIIIIlitt;ee or I118111ber of congress·
~. il: IIAy be -significant or highly senait1ve" saal1 also be
nported to the XCII lIDII ma geuerally before such a congressional
repozt is ude. ....dupcll1 this guidance, the ftI BUbraits the
following report •

... ·••••IF L.;~~'.I pi I ----------------------....~~~~ per FBI
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, ('aIIP,." On November 10, 2008. Taliban IlleiDbers ass~l.&I:~
..4,"" ,""4 .,

I
I

b6
b7C
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(UNIOW) On June~1920011; the PBI learned from :rhe New"
York Times tbaU I _ J~SCaped. Durinll subs::nf
debriefings ~ucEea l:ly a PS , advised tJult L

I Ielected to stay behind at stage taker' ,S COIll 1n

Q .r-l ret:unled to the t1tdted States on J=, 24, ZOOll; ,
a=~ the Onited Satas on JUne 30, 2009', L Iwas

re eased in late Ju1y 2009. ,---

'*-1
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FBI

I

..IS ','Ilet., I ...J~ ~~

b7C
b7D per

:=;;~=========t
bl
b6
b7c
b7D per FBI

(11) Tha!1k you for your attention to this matter. Please
~Qntagt me or Associ.ate General Counsel) ~[ . I if you have any questionEr. .

Sier~y, J1W
.E'::siegel .
Deputy General Counsel
National Security Law llranC!h
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1 - DaVid S .ltr.ls (J:ox CGIIdm:) "
Assistant Atto=ey General
Ne.UoneJ." security Division
UJl1ted States DepartJlent of Justice
R<XIIII 2200 C .

1 - 1tev1n O' Dmnnr ~ caarler)
.ActiDg' Section C1def
Office of Il1t:elligeace
Nat10aal secur1.tY'Division "
'IJn1ted States DepartlIent of Justice
!ISO Pezmsylvania Avenue" II'.W.
Room 6150
WashtDgt:cn. D.C. 20530'
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. .0/- . FOR ProD ~JA1T.E.R.S

tf'f~I~tG € . .
.<teI1m RI!«Izirtt!: Appm\o'3I by lbcDite.."'lll1.
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PtlJ'P'l~ Do!:..~ll"~'li:"md:v DiI.:.!'...·'k.l!;c a~1Il'lII c\·~ lUC/:IIld me
t'\ss'i=;uDtD~U'r. Io.\p.c:~.~ Di\isioa.liJi"rtl:I'.'::!'~~"iLte:s t.)JO]:d: 1~ fOB ~::;~.

AurJJwiIi~. Sx<=li\'c Or.!:r 1J.Ui:l,~4~ (:zPn:.-i':""I1tD~ ll~ :.I.::vas:I\"WlI:=lo
GllIlCl3I Or4cr :!9S6-::!ClDS .. .

Dd:dl,. ~
1.. EO 11-llil tlm3111.1!Hhe PFI:\B 10 i'Midi.l'~ J::'oIllI:~~ .\d\.i·~ i\3tJ

rp1:\8) GIll! "1It!iI:e> r~1.'iJilLl51;a ~PJ.\8. lOa1):-1. :':-~bij;:a !1i
;J~I'" '. '. I

~ 1.lId.~ofdapwlliMus(r.lWrth:mlG;;cd G£' f.>rtb IChl,'" ~-...m:I.'j1,Jef"r

r:t"iJlIIllj>~.B;:IIl! lOB \\ilbint~;;nd~~ =4. This
llJlt!l..-.rily'tll"QSd.:l~ h)'1be .~C11O 11:. D'A"!:lL'T. I

I
4. JRi2lIl'sI'M~ft.• l::.c;IIjpe;i f,i1Ie:::i.:lIOB sn;:It:t i- . I

Future AcrioR: OC ViiJ C'''l''i'ni, AI) Revin 1ler000rk<'~ DOC c.>f'1l=~SU3 ,1pli::
"Ibo=s "iD _ within lilu\\_~oflhc dat:1llI5 £C i1 ilPjtt....c.i11,mcDIr~ I\!
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FEDERAL. BUREAU OF INVSSTIGATlON

Date. Q~/lOi2JJo

i
C~f~Cl'! of !:be G<!neral CCClQeal

::-..1t.ic:al Seeuxi~~.. L.:t.w B%tm~}j ~ J:t"""= "9017
.Ca::>t:~t. "u1i!:!... ~c=-u 1

:'w-4 By•. 7.;1&11= f.:l::3rt S!II U~rM·f
D>:'O!:l:.c4 By, L- I.~(;,'~.;,

caGO J:1) .: :!7e-ilQ-CJ.:a2~7a~

~;\,t;1e; J:!n:!i::3I..&"""Ia:J Of' ;;.r.r.."flP.I'ri F.iL",>l THB DIRECmR
TO ~ ~1lRlU. CC:.!Z5L At\!) ...... A£~'!"
IAI~;:rvP' at' TP.ll: I~J:or. DXVI.1!!o..-r TO
N~~UVo:::L:A TO~ i.2E9ItE::T.l"S !!~:'It:A!.,c=:

A!J"l::s:al.:' E;z.l'il)•. TB& ~-m.z.:r.~:!$ biSP.sIGIl'i'
l!~A.".!). J;lm T3l!l DZa!lC7up.. t:H m..ne::;u.
:l:....n··T.TG!El:::B st'2 ~C:tM 'lllEl'
1Io7.·l~ 'ro PC:IiF~4 Fml'C'i'te'"S~
l3tt'_'14 US CEiC£!l I.:!4~. i

synops:l.s: 1!eJ,~-ertec "~l:orj,t~; froJr. t!;." I11,rer::l:or ·tc tire~
Cl::m:>l!'1 ar.:!. \:be Aeo;iaf:""l: ~or <I: the Xn..~e,,"ic~ I:i~'1.<¥r:m to
prc.vid!:! ll;C t~.a ~X"e=tid..nt·o Iz.tc11!gon..~ I.dvimry iii:::I.."'d. ~
Z..tcll;i.!!=J":2 CvEm!~sht; 13,::u:l. and· t:m Dir.:l:l!:= of I;;tti<mal
=m:eL1ig<r.1CO ,..~ 1.D.fo:mt..cn WI Ula.i r:.&:/ J;Q<ld till 1'1:lTf"ra ;tJ>ei.r
r~!;:!ct:l.7'" fl:n=ticms uud~ 3X&=uth"Ei Or42:1:" U"~2. .

Jl..&reDea. :l7;1-S.~C1<l29"3~ScrlaJ. .157(1 I
BDc.lo~: 2lI2cut1ve Ordm: 126&3. a.tr-::! Or./U/lfn1". ;;x~\1:-'-"'!ll
Clr~ U"C2. d.al:ed Q2/2i/20~&. a>!d d'21llai1l:!co ot a~it)'lto .
r~ .fr":l t1<t'~. G:''''''l.''31 to tb IW:eetor <:'f tI3 Fil~ ":I
O:dm: ~:.':' 2356-2110B, &11:c::l C·I/V4/20C6, UI" attac:lls:i l:Q th~a
~!e=tro4ic ~=.mtclltlc:4 CEI. I

ilel:aJ.i..., tl1 ~"/!J/2008. tl:e t'ras:l.k", siSlC~:i ;;Xo!lC:Utit'.:l .:"JAr
n4e:z. £'re;J:l.4!!aI:·s :IntelligcmcQ l'od:v1$:lrz- e::ari /!lid In:;elUgimce
!:l",<erGic.,ht E.::llr.i.. ExQcuti'/t' Crdw I34Q CIl{:~r~e:!en &'<;:::tti'l'e
Ol:'d~ 225$3. . . . .. ..1

j
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I
':':H tl.i.x'-:;;1:.0r·~ Of"f':"CC ~:=..~ O!£.ic:~;;.f d~t; ~r:er';"i: t;=·•.:r~~.l
1'.<;1, :i,7J-II:1-Cl22S73Ii, ';4/1:'/2;;'~j

I
:ilXilC1I'nVB OMS.'l usn !

i
t::l Q9/13/1i§1" £:.:.oeuti.....a ~=:iu.:' 1~e21 ~.~ ci;t:~:i 1:"/ ~b.?

.ira.3:i·::ie..,t .. t ExcC1lt.::i.·....c ;;~-r 12t;) "7~~te:i t:t.c 'r~C\ide!;t!r!i
F~rei::n In,:clliq= :r.:r.-;is:.r/ :e;~d 1~;;'I;.a1 ~ ;>;:::~;;;s ";1;4
uqualrt-{f lCr.J.mti:t";. a:-~ iIC2~.JU.c::;tt .:,{ !n~Qlliger..=s :'~~iVJ.t;~c.s
woi.th.b l:1le IAl:elUq,..."... C~~;,ln1l::;· •. ~;r, :lx<::ut~v.. "t;a::r
l ..Sfi1 aa~l:Lsl:!:l:l I:h<!l %ntolhc:ence c·:e.r~1:;h:: 3::nfi IICS' :IS 11
.. k1tt:mt1ir~ ca..-.r:1ttee ~: U:u l"riAB.. ' i:.:iCo?:i1:O roq::Ti.aitil,1:t!.Qa,
lllm io;a W:L;) 01V'm au~rtt:i to re·...C"~ ~!a r.a' Ii: ir,:t:o;r..al i
;r.ndelinas reII1::ir.;j to i:=ugn ",*..1l1!!<m~ alld £or<>.i.gn I ,
x.·.ml;ed,nt:Ellli'3~c:e coll~i<:n, S:,:t:icr. 2,0; of 2l<e::tlb',"'" OX':''U
12863 T!!;'.Jirad tmt Insptlt6rG (.;QI;,sral ;;r.,d lL.~:>l ~::~ of th..
IlItelliWlc:%e cc:r-<..1lUtj· c~=tl:.!5 r~ to:! ~he IC/a >,~~"'1_1";1M::;:>
!!1~iV1t1s>:l tltAt tloey "!;:I.·I" :!;'COliC,! ca tQU'J.'i! c;y m u..'1.l....m:u_ or
~rrt.%A~.. t~ ~1v. O'r~ cor pt:'=1J1d~;t1'::'l thr~::'':' ....a.'' I.

EXl!ll!II'1'I:VE amER 13462
. I

Cn 02!a,J2COa. cl:e Pr"sick!nt Ei~d Ex<>=i·."tl C~
13~t;2. l>lIe::Outi-ve Drder 1JolE2 SUP~'"!I"~~O Elte:utl~'it eder i'25E'.
SKe<:uti-.-e Orau :LVd2 cbal:;;e:! t!J2 C3.'l:!# 1)£ tho 1'FtA!3 t: tl1d
1"raa:l.dent.·.. Int:<llli5'"'1~Ad\......-..ry a::=>..-u 1P!A!!)" ;l~:r",'~ .eI' ,I r ..tJ;w'!t
1:1".= th:.! InlJ!::.'Cu>I'a Cen~;:l :.u;:l l!:3X<nl Cc\1ftS!al of th!:! ;
!:..tt:lllgui"=t! C1...~...m'; t}· r-.::;:~!::f"g to t:.1:o ·!Ca =- !'cZl""~ly S"i::qo..d.ra:l
\.l.-mr..tr Exe·!;n.~.t.Vr~ OX~.r 12!-SJ,. palrtJtJt:nt ·~o ~~l::!.l:i·."e ~X';;f.\r :14~~,

lObe bela.da (>~ d6tplrtM9:lt£l t:::::'l:en194 are z:e~ r~"p~ible tC~
pre\."~. C"O. the cxt;tmt Ft!rd.~tc t.i- l~, co th'!) PT~ U1r~· th~

:0 auell. W_ticm.~ 1Il:!!:'a:=cs: !l3 ch!:l;; f"..Q'i r:s",:1. .0 F=rt'orr.
·1±'i!1r ~C':i"'O ftmC::iODn.' . ulU'th=,rJ;';l 0:lds .cf c~=:r-ntu
c:lne:--rl2lS l:I'.mt ensure t1mt toluo tlireetor d ~'llll:ionl>1 In~11:;gan:p.

ll::n) rece1....·~3 c:op1e.s of :3~:h report::;. It "h:.uld )::a r:::n:E!'! chat
tioe l.'t A 1:;tloJrd teu; rep:>rt.tQ r:;u:ter.a =ins l:h3 Bl:II:£!, :1.....!4. i my
iJ1l:<:Ilb~eflCQ illllt1..ril:.i.o", tlut '0," he Wll..t\\-fu1 Ot CC:1~~' to
E:==t.ive ~d..... or I'rGndenti!:ll dir..ct!·"....·

J!:lC<:1;Rl1:!ve ordar lW!l:l "'eta fo.rth til!> r~~VQ
re~5b:l.liU.esof th& PI,-.a. IC2l, n:iI. mll~:lli!l af OoF:;Ir:;:=t!:!
~~-c=~.&d... ,

I
I B.."cu."i~... Or&=- 1.:1';103 »:,voks::! ~".~t1V!'! Ord-./r 1:!n.. ,

6a!.64 :i.:</M/l:on. "'Ii al:~;l. ;me! £rJ.':CI1twe Order l'53i, di.c..,d·
'lcal7:.S/lf8!~ !Ie a-r.c--nded.. ;

I
•. I
• Ctdgr £Xee:ut:.L\.Q Grd~r 13.;62 .. IltiG1=U"~~.AJ:.t e..:z..':9~:;,21 'c::!'~

iiI:i -.;x..<-cut1-.-o cil21:::J.rt1Iv'..nt: !i...""td in .."eti"l' 1~1 of • .I..lee ;;, rr't~:i
<i:i1t:E.'$ Co:fe. thilt ccmI:lli::s o.n organ12.:ll:.l.l;n l.:rte::! 1n ':~. .
d=ign:2t..:i p=s-.:llIXt 1:0 ac..-t1o:1 3(4) of t1:~ ::r.:!OI:a! S£::ur~tf Act
:! 1;1017, "'0 lr.:'.!r.::lud (S!! ~.s.e. ';01a C411. .: .
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I
I

T13' :D;t,:r:e<;f,Or'S Off1ee h:c::I: Ofii;:;: Cif cr.!:' ~Q;-:ll councel
F~: a?~-Cij-CIZ~97~5. c~/la/2008 I

Au pxo'lida:1 in Ex.cuti..." Ol:liur 13~63. the .:u.s\ isreGpc:n~e for asE!i!SS:l.ua thg adeguacy ei inte1lJ.gs:s::::a cl11cc!:1cn
for ..u e£ tllG 3;Jlm::.iua of ~ Pederal a"".",=r.ene~ a;e
m:g:o;oed L"1 C"Jcb c:~l:'g~1'Z. of ir!t&lli~=a. i

-,,:r... tail ..... rDsc:lt1lZible for ~G%l1:r.g I:h!! l'r~;tet.l: ...f
iJ:.t:cll.i~.::e acd:lit1l<£ ~C tim :tca bel1evaa -:ta-; lla ullJ,ilWful or
=.t::I:3rY t~ ElP.ecul'.i..-e Order or pre!lid~l"l direc!:1"."e.· t~ I(3
illi' a1.l;:> m..-p..~ible for Ul!0l:!rll;;J !;he P::8!UI!lmt of in1:elUgBT"~J
ac:tivitilW tl!at t:he 10B I:elic'lC('1 dIU'S U::It l;:!!!cg ade:;ou.~te!y
~ b;r tl::a Atto~ O<mcral, tll~ ..:..~, 0:: t.h!i: ~"'~,; =\- tba
departromt c:r.cez:l:ed.· .

The L:ri is J:'a:Sj,:::rJrible for r<7:ia",i1:;j r ..&;~ ~t
~S co=meci 6tll::lI1t. to the IG3 ..:-.d ~:t.CW1; an ~~'3!S
of such ~::;rts 1;0 t.he IOa, .. .

. Fmally. the DNJ: an4 t~ Ilea:is of dep.u:ta:tm1:1> c :r;>;'!:i
.'U'e reas:::es:tblefor pro-:1ding. to i:l:'l! ext.eli.l: p~tte" by 13:,,_ Cj
th9 nAB ~ I!be 10lil Du::b iilfPClaticm liI:d .;unsist&J:CE! as l±ey r.lSy
;1G:cd. to FCrtorrr. !:hei". respective fun::tiUllil uMo;r Eli:e-.:uti.;t:r
~Q. .

~e:::ui~ly, W>:iar exec\ltJ.Vla order 13'0&2. th~ _ of
dt!P..:lrtft\L~~;,.~ ~'1eQtttcd. tr:'~: I

) . ~ure l::r.:.t ebli~ >:eeeJ.""",~" (~l c;Qpie"i of;
-p= SlIl:=ietl!ld to the XC po.Jl:i.111anc CC BGl:t:ioc. 1." Idl of
~euti"V1:!~ 12333, or I!~1 p1"O':5.Gicn c;f :myi
suocea=r order; am:! (51 SU<Zh i!l{ozm:;t:1.c:n an:i aeaista::::e.~ !:be
tllt . !lilY !Wed. to pe;1!orm l,;:s fW:Ct1ONl 1>Idu E:l!:ecU:i\.., orct~ .

134152, m:d . 9
J. 1:;HI:!.gnat.a thl! o£fieca w1l:lW:l thea r~;:t£ .

oi"!laDieatic:s~ thltt oball ~t: 1:IiIpD%t.B t.o ae XCiii a= X'SilU r",;; by
~ut:lVQ C1;a= OIr.d Worn ch9 DllI and the tQ& cf sl!l:h
~l:i_~ and

. I·
;). ilDBU..-c clw:~ =ec1 cc:.:pl.y 1II!.dt

imrt:rucl:1crkl .1:z::r.1ed b'.1 the J:.:tt under ll\lIooeat:1on .7 fal 1111 a£
lb:.<ocut1"", CXder 1.1.1-62. . t

If a he;l.d of a~t dlh<:~ ........ 1101: ~ClplL:ran1:
a re_::>l_rGI~ldid:lt:i= f=;I the 1'I1UI l!Jltt&;" e:.tbzcrctic:n 4 (01 of Exei:uti.....
Qder 1.34Q ar fr-:m'> thll IOlI w::ier ~£QI:1cmo Glei or G(61 bf
~"ti_ Cr.ier :!3<l;;~. " ~es:o.1: =at pr=tl..- !;" sW:".,,;tl<l1 i
th.."'=ah ..he Il.'a to l:he S::.ud cha.. _"I the re::c::=mrht;u:n. or to
tl;c 1'rellidla--.t t statLz:g the re!l£oDlil :for roOt l!:iilerar.:iJ:a 2e\
rQ:;::::mn..~at.ic:A.
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Dire::t·,::'.., "thee "rc~, ilfH·~;l ct ,;;h: fo'?:::::'.l
~7~-EQ·C2~~~73c. ~~/1C/2~~~

~~ erg AtI'rIIORr1'1: '£(1 1\SPOR'l' 1'_ ..F....
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Preserve dvlIllberties.

6. Au.thorltlul .
6.1. (U) executive ,Order 13462, President's Inteillgenee Advlsory BOard and Intelligence
oversight Board (lOB), 02/29/2008 .
6.2. (U) Eocecutlve Order 12333, es amended, UnIWcl5tates Intemgence ACtIvities, 07/30(201J8
6.3. (U) lOB and DNI Joint CrIterIa on Thresholds fOr Reporting Inllliligence oversight MaI:l8l's
and InstructIDns Relating III Fonnattlng and Schedullnll, 07/17/2DP8

.PU~:

(U) TD provide eamprehen_ guldallC8 to aD divisions regardlng tile requirements and .
cedures for reporting patentlallntelngence oversight Board (lOB) rnaUelS III the OIIlee of the

General Counsel (OGC), National Sealrfty Law Branch (NSLB). ThIs policy Includes the Guidance
n Intelligence oversight BOard (IOB) Matters, ppUCy Imp/l!l!leD!j!tlgD Guide (PGl, which should

be amsulled In conjunction with this polley. The 108 PG sets forth spedftc types Df lnddents that
- ust be reported as patenIIal ros m8U8rs II> OGCINSLB. This pallcy Is relrDaetive end applies II>
any Incidents tI1at ha.. nat been reported as of It5 effective date.

8. POlicyStatement: _
8.1. (U) Intelligence actIVItles that may be unlewful or eantrary to el<8cutIYe order Dr presidential

IrectJVe are repDrtable III OGC/NSLB as patentllli 108 matters.

8.2. (U//FOUO) [ntelllgenee activities ..... elsa reparleble to OGC/NSLB as patent/alIOS matters If
are "slgnlllcant -Dr highly senstl:lve matters,' regardlesS of Whether they are unlawflll or

contrary to executive order Dr presidential dIrectIVe. "S1gntftcant Dr highly sensitive matters" ere
develDpments or drcUnistances IlWDlvlng intelligence activities that eallld Impugn the reputation
Dr Integrity Df the Intelligence Community or Dtherwlse caR Inlll questlon the propriety of
intelligence lIcllVltIes. SUch matb!rS might be manlr.sted In or by. (1) congressional InqUiries Dr
Investlgatlons; (2) adverse medla coverage; (3) impact on foreign relatlDns or fOreign partners;

r (4) unauthDrIZed disclosure of Phl\ected InfOnnatlDn•

. 8.3. (U//FOUO) Required reporting to OGC/NSUllndudes violations of prGQ!CIwes and gUidelines
at heads of departments or Intelligence Community components have established to Implement

EO 12333, as amended, provided, however, that sucII matters are of potential presldenllal
Interest Dr deemed approprlate for tile 108's review, e.g., because they Involve the apparent

'olatlon Df substanthte r1ghts of InclIvldUals. SUbelanllve righl5 of individuals lite fights secured
by the United States ConstltutlDn, statute, Df common law.

8.4. (UI/FOUO) If lin overproduction pursuant to lin NatIonal Security 1.IIttar (NSL) Is solely a .
third-party error and the FBI does not use the ove\'lllOdUced Infonnatlon or: upload such
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Information Into an FBI database, then ...c:h error need not be referred In OG(;jNSLB as a
IJlIblntla' IOe matter. However, notlce of the overprOductlcn must be provIded In OGC/NSLB In
~rder for DGC/NSLB In trade these Incldents.

8.5. (UI/FOUO) Intelligenceo~ht reporting PTQVldes .an early warnl/lg of Inll!lflgence
activities about which the PresIdent shC\Ukl be informed, through the lOB, the ON!, or both, ;md
provides a mliOllJlS IJt which the Executive Branch ensures that InteUlgence activities comply with
the Unlted States Constltullon and IBWS of the United stall!S. Intelligence oversight reporting also
a'Jow$th·e Executive Branch to.ldentffy and c:orre~hny deftclencles In the conduct Of Its

·lnbelUgence actlvl1les 1"_B_tf_m_eIy.:--ras_h_Ion.:-. -'- _

9-SCope:

(U) This pollcyBPPlles_ID_B_u_FB_I_e:-.m-=-p...:loyees.:....:.:.. -~--,......-'------

10. Prop_t:
ti~) Office Of the General Counsel, NatIonal security Law Branch, NatIonal Security Law PolIcy ""d.
I.ralnlng Unit

11••~.. and RespOllslb1Jllies:
~1.1. (U) FBlllmp'6yees:

11.1.1. CUI/FOUD) All FBI'lImp/oyees must Immediately report significant or highly sensitive
mall:ers to OGC/NSLB. Such mall:ers must be reported regardless of whether the activity II!
unlawfUl or contraly to executive order or presidential dlrectlve. Srgnlflcant or highly sensitive
matters '"'V fie repoJ1;ed ~1Iy or by . .
/!-mall, followed IJt a written rePort of a potentleliDB matter as soon a~ possible thereafll!r.

11.1.2. (V/IFOUO) All FBh:mp!oyeeo mUllt report In OGC,INSLB ",,,lIlgenoe lIctIv1tles that may
~ unl8Wll!I or c;ontnlry lD execl!tIv!l order or presldentlal dlrect/Ve within 30 days of the
!Ilsalvery of \he Incldent. Other than Immediate reports ofslgnlftcant or highly senslllve
matters, reports of pOtentfal loa matters must be submitted by e1ec±r!Jnlc·communlcatfon (Ee)
and uplolllled InID ca.e Identl!laltlon Number .
Z7II-HQ-C1229736-VlO.

11.1.3. (UI/FOUQ) If the tieacI 01'~ field olflce at division beneves that the matter Involves
pob!mral employee mlsconduc;t, such~must be'Sl!Jlllrate/y repci"'d ID Inspection DIVisIon,
I~tn~lItIons !?edlOn (tNSO/IIS), wlth a copY ID OOC/NSLB.

11.1.4. W/lFQUO) If an overproduetlon pursuant ID an NSL Is.solely a third-party error and the
I~I does nOt use the overproducedlnforrnatlon or upload such InfDrmatlon Into an F8l dat;lbase,
~en such elTC!r need not be n:rer~ to OGC/NSLB as a potential lOB mattl:r. Ho_er, such
mlItter must be repqrt1!d to OGC/NSLB In aCCXlrdance with the procedures SlIt forth In these
qUldeRnu In 9J1Ier for PGC:/NSLB to. tra'ck these IJIcldenls. FBIHQ divisions and lIelel ofIk:es must
report !Well malI:ers In C:lGC/NsLB wtthln !ro days of the dall! 0' discovery of the overproduction.
Reports of$lCh matbars must be S<!bmltliell by an E(: and uplolicled Into c:ase IdenuncaUon
Humber Z78-HQ-C1Z29736-NSL

1~1.1.S. (U//FOUO) FBIl'mployees who supervise non-FBI employers, e.g.,co~,
ro!!\3I1ees, /!lnd joint task force members, shaD be responSIble ror reporting to OGO'NSlB
I~blntlal 108 matters th;It arise from the alIlducl:of SUQ:l non·FBI employee of whIch such ~I
fliiUpervlsor Is aware.

1~~·1.6. (UI/FeUO) In addItIOn In the foregoing, on an annual basIS, each lIeld ofIIoe and FBIHQ
rol\llslOll Is required ID s!lbmlt to OGe;: (Attenllon: NSLB) an EC c:ertlfYing that on or before
~nu.ry 31 of that year all employees of the oIflceor elMslon have been CIlntaeted concerning
the requIrement to report potentlal lOB matters ofeach veer for all matters rtornthe prior
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calendar year. All employeeS must tmtlfy whether tlley are aware of any ou_ncfIng matters
thet mU$t be rellllrted to ooqNSLB as potentlallOB matters under this polley. If a field offlce or
FBlHQ division has alrlllidy reported the mat:ter to OGC, such matter does not need to be
ncluded In the annual report. BotIl negative iIIId positive responses must be Included In the EC

Fertlficaljons to OGC/NSLB. EC certllicatlons of the ilnnual lOB CillM1SS may Ire apprQVed bY an
IAssllstllnt SJll!dlIl Agent In O1arge (A5AC), Oeputv AssiStIInt Dii'eclDt. actIng ASAC, or attlng
Deputy Assistant Director, as appropriate. Is part of thIS annual canvass, FBI employees who
superv~ non-l'BI employees. e.g•• contractors. detal_. and joint task rorce members, shan
canvass such 1\ClII-F6[ employees to determine whether such nDn-fBI employell Is aware of any
outstanding potential lOB maltier. Reports ofsuch matters must be submlttlld by an EC and
uploaded Into case IdentItJcatlon Number 27lHIQ-C122117.3&-QR. An EC template ror
submlttlng the lOB annual canYilS5 to OGU/NSLB IS attached til this policy.
11.1.7. (U) All FBI employees, contractors, joInt task force members, and detallees whO handle
natf9na1 securltymalters m\lll complete tile VIrtual Academy O>urse on potentlal roB matters
within three months rtom the date that tIlla policy becomes etfec:tlve, or within three months of
the date of commendng a job assJgnmenllnvolvlng nallonal se<:uritv matters.

11.2. (U) omc:e of the Genenll COli....., Net/onal secarItV Law Bl1lIIcII (NSLB):

11.2.1.. (U//FOUO) F.oll9wlng recelpt.of e reporl ofa potential lOB matter, OGqNSLB will review
tile condllCt desallied to determine whether the reported maltier requires notIIication to~ lOB
and .PNI and wUl prepare a written opinion doc.umentlng that deterill/natlon. .

11.2.2. (U//FDUO) An lOB opinIon and notification to the roB and PNI shall be approved by an
~ offlclal"hllVlng a ranle no lower dian dial ofDeputv General OIunsei (DGC). For purpo_ Of
,,,,IS poUl:Y, DGC Inctudes an Bctlng DGe, Ifsuch peISOn Is II inemberof the 5enIor Executive
S~Q(5E5). . .

~~i. (1J/lFOllO) If die '!9POrted matter Is determlnod to reqUite lOB and DNI notJ/katlon,
......C/NSLB win prepare the _ry, correspondenc:a to !he lOB and OM setting forth the basis
fOr the nol:lllcation. A <;qpy of the COl iespondenee- Will also be sent to the United states
Department Qf~, NationalSecuI1ty DlvIslon, omc:e Of Intelligence.

11.2.4. (UI/RlUO) Upon review ofrepo~ passlble lOB maltalS. OGC,lNSLB will forward any
matter CD~ldered to be potelltlal employee ml$COnduct to INSD/IIS fQr revIeW and approprta~

action, lfthal has not already been done by the respee:tfve l!llld of'IIce or dlvlslon.
11.2.5. (U) Reports of~I lOB matteI'S and OGqNSLB's opinions adjudicating die pol1lntlal
~OB inaners wlU be malntailleil according to the FB1's cIoOImllrlt retention schedu'-. Reports of
matters InvoJvfng an overprllduetlon pursuant to an NSL that Is solely II third-partY etror If the
FBI don not use the overproduO!d Informallon \ll' uplOad iUch"lnformation Into an FBI database
WIll also be maintained aCcording to the fBI'S doc:umet\t retention schedUle.

2.1.3. (u) lJ!spectJ.." Dlvislon:

~1.3.1. (U/Il'OUO). When INl;D,/IIS receIVes a referral of an a11e!1Bl1on of potential mlsc;onduct
~~ted to 8 pptentla' lOB matter, INSD/II5 WIll take action consistent with Its policy 1\1 address

" I" '" potential employee- mlscooduct. .
11.3.2. (Uf/FOUO) A revfew of a dIVIsion's ...te·OfOlmpllanQ ror' ld1lntlfylng and reporting .
potentlal lOB matters sIlou/d be Included In the Inspectlon DMslon's self-inspettlon program.

120 ~tlmptlons:

(U)"None.
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13. SuperseSSlion:
(U) ThIs POlicY supersedes: (1) the 11/16/2006, electronic-communication, Case Identlflcatlon
Number
U8-HQ-C1229736 Serial 2570, entitled "Revised Procedures for the Submlsslon of Reports of
Potential Intelligence Oversight brd Matters"; (2) Corporate Polley Notice OU9N, Reporting
Potential lOB Matters;
(3) Cas. Identlfl<:atlon Number 311JX-HQ-A148772ll-OGC s.tIal 353 entitled "Procedures for
Redacting NSL Results'; (4) MAOP, Pl, SectIon 1-22; (5) MIOG, PI, 5ectIon 278; and (6) NFIP 2­
56.

14. ~nc:es,Key Won(s, and Links:
14.1,. (U) Executive Order 13462, President's Inlelilgencl! A<\vlsory Board and intelligence
Oversight 1;kIard, 02/29/2008.

~4.2, (U) ExeaJtJve Order 12333, as amended, United stab!5 Il)teIligenql ~1tIes, 07/30/2008.

14.3. (U) Memorandum from Sll!phen J. Hadley, Assistant to the PresIdent for National Security
~Irs, regardIng the lOB reporting e:rlterla, 04/17/2007. _

14.4. (U) Crlterla on Thresholds for Reporting Intelligence Oversight Matters and InstnJctIons
Relatlng to Forml!ttfng and Scheduling, 07/17/2008.

14.5. (U) The. Attorney Generars Guldellnes:for Domlistlc FBI Operations (AGG-Dom), effective
12/01/2008.

14.6. (U) The Attorney Gern!rars Guidelines for FBI NatloJlllI security Investigatlons and Forelgn
Intelligence COllection (NSIG), ell'ect(ve 10/31(2003.

14.7. (U) lOB reIBted doQlments are Iocaled on the FBI Intranet.

15. Dellnltlonr.
~~.1. (U) Extieutlve orderor presidential directive meanu dOalment signed by the Presldent of
me -United States that has the force of law for the Executive Branch or constitutes the exerdse
by. the PresIdent of execUtlye authority.

!S.2. (U) Intelligence actlYllles mliaris.all activities that elements of the IntelllgeriClil Comlnunlty
are authorlzed to conduct PUrSlIIInt to Executive Order 12333, as amended.

I~:3. (U) Intelltgena Oversight Board (lOB) Is a conuilll:tee of the President's Intelligence
I""vtsory Board (P1AB); Among Its responsibilities. the lOB must Inform the President of
Intelllgl!nce ~ltles that the lOB believes: (AJ may be unlewl\ll or contrary to executive anler1:.prulc;lentlel directive; a!1d (B) 111'8 not being adequell!1Y addressed by the Attorney General,
~,e QNI, or the head llf the departml!flt concerned; IIr .
(C) should be Immediately reported to the -Plesldent.

~;.(U//FOUO)A potential lOB metter Is any Inte",g~ activity that must be reporled to _
,,~...NSLB b!!Cll\!S8 such ectlvlty may be: (1) unlawful or contrary to executlv8 order or ­
presldentlal directive; (2) significant or highly sensitive; or (3) a V1C?latIon of a proc:ed"re and/or
guidellnj! that hear!s ofdepartm8nts or InlelHgenao Community componenlS have established to
mplement EO 12333, .... a"""ded, provklB!l, however, that such matters are of potential ­

presldentlallnterest or deemed approprfall! for~ lOB's review, e.g., because they Invollll! the
apparent violation gf substantive right!; of Individuals.

15.5, (U//FOUO) Significant or highly sensltlvel/llltters ..... develDpmants or drcumstances
Inv91v1ng Intelligence act\VItl8!l that could Impugn the reputation or Integrity or-the lntelligence

.- --
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.!community or OllIe",,1se a1l1lnb> question tl!e propriety of inlelligence actiYitles.

1~~:6. (UI/FOUO) Substantive rights of individuals are rights seQlred by the Un/led States
~!l5tItutlon.statute, or cOmmon law. .

15.7. (U) Unlled Stales Person means any of the fahawlng: (1) an Individual who Is a unlled
~::~c:ItIze: n or an aDen Iawfullv admitted for perJll8nent residence; (2) an unlnCllrporated
~:..... rl subStantlalfv composed of Individuals who are united Stales persons; or (3) a
""......ratlon inca. poJ ated In the United States.

l1i. Appendlcea, Attachments, and FornuI:
~~.;,,~"e.~~11Cy Ind~es a pallC;V ImplementatIOn guide entitled 'Guldan"" an Inte!llgengl

16.2. (Ui An EC .I!lplp!ate !'or submitting the lOB annual canvaSs to OGC/NSLB Is attached b> thiS
policy.

FInal A I
Namel IJilhn.s. PIstole
TItle: I DeiiUty Director

UNCJ.A!!SIFIEDIlFOUO

1...... .__
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GENERAL INJ'ORMATlON: QuIltiODS or COJIImeals perta!Ding to this haDdbook
am be direeted to: .

PBlHQ ODieeof the GeDeraI COlIDHI

NatioDal SecurityLaw Bnuu:II

DMsIoD POintOfCoDla~ I
(NOTE: Thia d_JDeDt IDpenedes; (1) the 11116120llli e1eetrclJlic co_DDu.alioa,

Cue IdeDti8catioD NWDber%78-HQ-CWm6 Serial2570, eDtitIed RmBed
.ProcedDl"eB for the s.ltmiMioD ofReports ofPallmtiBJ lDtelIigeDee OvenightBoard
Matten; (2) Corporate Poky Notiee01lgN, ReportiDgPoteDlillIOB;Mattenj (3)

. CueIdeDfi&ealiOD N1IDIher 319X-IIQ-Al48?72O-OGCSerW3S3eD~
Proceotur. for RBdacting NSL Rats; (4) MAOP. Pl. SeeIlOlll-22; (5) MlOG, Pt.

SediOD 278; aDd (6) Nm1066. .
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1. Scope
Purpose: (U) To proYide compn:bensive guldanco to aJJ divisions regarding the
requiIemenIs aDd procedures for reporting po1eIIIial Intelligence OvlnifibtBoard (lOB)
matIels liO the Office ofthe General CouiIseI (OGC), National Security Law Bmncl1
(NSLB). This policy ir lellOilCli\'eand applies to 81JY incidell1s that have DOt been
IIIpor1ed as ofits efFective dale. See Corporate Policy Directive 2!!m.
Backgrcnmd: (U) OnFe\nuary29, 2008, the Presidcatsigned Bxecutive Order (EO)

-13462. Bxeeutlve Order 13462 marvJates!bat any iIlIt\ligeDlle aclivities that may be
un1awfb1 or conttaIY to an execulive onIcr orpn:sidcDlial dim:live be mported to the
Presldcnt's IntelligenceOversightBaam and the Director ofNatlona\ InteUigcmcc (ONI).
EO 13462 SlIpIlISeded BO 12863.

(U/IFOUO) On April 17. 2007, Stephen J. Had1ey, Assistant to thePnsident for National
Sec:wity Affairs, issued a memoraDdtim (Hadley memonmdum) mend·rij,g that the
intellipoi:e COJ1lJlI1IIIity provide immediatenotice of"significanl orhigb1y Sll1ISitive ­
matIers xeJated10 inte11igllllllC ac1ivitiesD to the lOB and DNl "Signiljcant or highly
StIIlSitivematters" are illtdligenceactivities that could impugnthe reputatiOli or integrity
ortbe inld\igence commllllity or that could otherwise call into questiOli the propriety or
iIlCeIli....,..activities, JegaId!as ofwhelher they 8Ill oaIaw1iIl or WAtiilY to executive
mderorpresldeatlal directive. -

(UlIFOUO) OnJuiy 17.2008, theIOB IIIIl!DNIjoiDtly i:islredadocllmcotenli1led
"Cri1eDa on1bRshoids fOr Rcpor\iDg Intelligence OwnightMatters andIDSttuclions
RcIaIiDg to F(l!D18Ifjngand S"""""ing (JOB Reporting Cliteria).D The lOB lIIId DNl
iru:oIporaIed the HlIlI1ey JIIlIIIIODJllIu iDlo thir docameut.

(U/IFOUO) lDtelJigeal:e oversight reporting provides an early WIIming offn!e!I!pmo
activities abo1it which the Presldeal should be infotmed, thmugh thD lOB, the DNI, or
both, andprovides a_ by wblcb the Ilocecutlw BIIIICh eDSUleS that iDteI1Igence
aetlvilIes comply with the UnitalStat!os Const\lullonSlId I..ws ofthe United States.
.lnlc1IigCllCC oversisht 1epOItingalso allows theBx=live Btanch to idelItify end cotteCt
any deficiencies in the condw:tofill ;ntelligcmcc lCIivi1ies illa1imely fabion.

(U) The following policy is bisedupon Executi.w Order 13462 and the lOB Rqlartiug
Criteria.

,
I

_UNCLA88IF1ED1IFOROWICIAL~ONLY



InleltiplleeOYenIght Boal'd PoIlqr

UNCLASSD'IED/IfOR OFFICIAL USE ONLY

2. Roles and Functional Responsibilities
:2.1. AllFBI Employ...

(UlIFOUO) All FBI employees m1I8l immediately report significant Or highly seusitive
matters (i.e., deve10pmeDls orch\:wus1lliM'eS involving iIIIe1Iigence aetMties lhat could
impugD !beJePUlalion OJ: inlegrlty oflb. iDteIligence COlIllDlIIIlty OJ: otherwise l:lI1I into
question the propriety ofinte1l.igeal1O IICIivilies) to OOClNSLB. Such mailersmust be
reported reprdless ofwhether the IICIivity isunlawful or tontral)' to executlYll order or
prcaideDtial dhective. .

(UlIFOUO) SiaDifiCllllt or hlgbly leasitivemallas may be reported orally OJ: by
electronic mail (e-mail) to OGCINSLB. tilllowed by a written report as soon as possible
theu:after.

rp/IFOUO) All FBI employees must report10 OOCINSLB inteUJgence IICIivities that
.may be UD1awfiII or contraIy III eicecUtive 0Idcrorpresidential di=tive, as clescribed
below. within 30 days ofthe discovery of the inc1denL

rp/IFOUO) Ifthebead oflhe field oftice or divisionbelieves thata matter being reported
as apolerllial violalioD involves potentia1 employee misconduel, SlIM matter m1I8l be ..
sep8l'11teJy reported III IbclnspectionDivision (lNSD)IIntemaI Investigations Section
(llS). with a copy III OOCINSLB.

rp/IFOUO) Ifan overproduction pursuant III a National Seeurity Letter (NSL) is solely a
thiId-party euot and the FBI doesnot \ISO the OVCIpI'Odaced lnlbtmation or upload such .
iIIformation into an FBI detebm,1heD sUch errorneed not be refcned to OGCINSLa as a .
potential lOB 1IlllIter.ao-, SIICh matter must be reported to OGCINSLB In
accordance with the procedura set forth in these gl!idelinllS in order for OOC/NSLB to
tnIck these iDeiden1S. PBlHQ divisions 8IId field offices m1I8l report such mailers to
OGCINSLB witbin 90 days ofthe dale ofdiscoverY oftile overprodactlon.

rp/lFOUO) FBI employees who SIIpCrVlseDOD-FBI employees (e.g., contraclOlS.
delllileea, andjoint task force members), sbIlI be rUponst'ble for reporI!Dg to OGCINSLB
potential~OB \IIllIIers that arise from the conduet ofIUch non-FBI emplo)"'C ofwhich
such FBI supervisor is aware. .

(U) All FBI employees, CODll'actor1,joint task force mcmben. and delllllees who bandle
national secnrlty matters must compJetetheVutuaI Aoademy Course 011 potentla110B
matters within three months from the dat2 that thispolicy bcc:ames effective, orwithin
three months oftbe dale ofCOl1lJl1encing ajob assignment involving national security
matters.

2

DNCLASSlFDID/IJOR OFFlCJAL USE ONLY



bdelliJIeD..OvenightBoard Policy

UNCLASSIFIED/IFOROFli'ICIAL USE ONLY

. 2.2. Offi..Drib. CeDent Counsel, NalioDal 8ecarily Law BS1IIIm

(IJIIFOUO) FoDowiDgzeeeipt ofa report ofa potential JOB maUer, OGCINSLB will
review tho iDi:ideot descn'bed to detenDine whether the IqlOrted IDaUer requires
notification to the lOB and DN!. OGCINSLB will pRplIRl a wnllenopinion documenting
that detmninalion. .

(UlIFOUO) Iftho repOlWmaUer is detenDined to mpmelOB and DNI notification,
OGCINSLB will pIepIIe!he necessmyconespondenoe \0 the rOB·and DNI, setting forth
!he basis for !he notification. A copy ofthe conespondencewill also be: sent \0 the United
Sta11e8 Department ofIustice (DOJ), National Security Division (NSD). Office of
1nte1Iigau:e (OJ).

(U/IFOUO) An lOB opinion and notificalion to the rOB and DN! shall be approved by an
FBI official having aposition no lower than thatofDepoty CJenera[ CoIIIISd (OOC). For

. pmposes ofthis poUcy, DGC includes an acting DOC, ifsuch penon is a member ofthe
Senior :Executive SeMce(SES).· ,

(U/IFOUO) Upon review ofrepclJtedpoteolial JOB matlIlIS, OOCINSLB will forward
any maIter considered to be: potealial employee misconduct to INSDIJJS for xeview and
8ppJOpriate action, ifthat bas not aheady been done by !he iespwtive field office or
di'IIisIon.

(U/IFOUO) RepoJts ofpotesIII8I lOB matters and 00CINSLB's opinions adjudicating
the'potenli8l lOB malU:rS wil1 be: meiDtaincd according to the FBfs document retention
schedule. Reports oflllat1llrs invoIviDg an overproductionJlUiSIIlIIIt to an NSL that is
solely a third-party arorwilen the FBrdoes not use the CJ\Ierproduced infonn8'jon or
upload such iDfoIIDa1ion into anFBI datab'...se will also be maintained according til the
FBfa dDcument retention schedule.

2.3. llIIpectlclll Di9lIlon

(U/IFOUO) WbI:.n INSDIlIS receives a referral of811 a11egaIion ofpDleDlia,l misconduct
reIaled til a poteatial rOB maUer, INSDIIIS will take action COJI8istent with its policy to
addreas tho poteaIiai employee miscoDduet.

(U/IFOUO) A reviewofa division's i8Ie ofcompIisnce fori~ and repoItiDg
poteillial rOB maIlerS should be included in tho Inspectlo:o Division's seIf-inspeclion
program.' .

3
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3. Policies
3.1. lacldeoll lo:Report as PoleDtial lOB Matton

(UlIFOUO) The following incidents must be reported to OGCINSLB as polentiailOB
matters. OGCINSLB will evaluate the potential lOB maItet 8IId de!ennine whether the
iDc:idtmt ill reporlable to the lOB and DNL This 6st ill notc:xhaustIve.lf thete is 8I1y
question regarding whetber an incideDt is teporl8ble to OGCINSLB, please contact a ChIef
Division Counsel (CDC). an AssociaIe Division Counsel (ADC). orOGCINSLB to diSCllllS
the_ttec.
(U/IFOUO) The FBI is IequimI to iDbm the lOB and DNI ofmatters concemiDg
intelligence activities. AcconIiDgly, ooIy malterS that originate fiom intelligence activities
must be nported to OGCINSLB as potellliaiiOB malterS.

(UlIFOUO) UDder EO 12333. "lnteIligence aetivities" meaDS all activities that elements of
the intelligence COiWiilDlity 8III authoJized 10 conductp1IlSII8iIl to EO 12333. ForFBI
JlIIIpOSeS, activities COIIducted in countertomlrism (ex=pl oo-stlci Iemlrism) investigations
or asse_llI. ClIUIllarinteDigence investigations or assf6SlllCl!lS, as wen as dissemlDation of
ioteIligeoce related to SUllh investigations or assessments, IIle iolIl1ligell!le activities within the
acopeoftbia policy, reaudless ofwllether the activities Ill1ale to United States persons
(USPBRs) or 1IlIII-UPSBRs.

3.1.1. Siplliaut or IIJP11 SeuiliYe Maaen .

(UlIFOUO) Slgnlfic:ant or highly 8IlIlSItlve matk:rs !batmustbe RpOI1md immediately to
OGCINSLB as potential lOB malterS include, but am DOt limited to, the following:

'I. (U/IFOUO) Deve!Opmcllll or~ invo1vIDg iolIl1Uaeaee activities !bat
could Impugn the rqmtation at iDtegri'Yofthe iDtcIIigence com""milyorothelwise
call into questioo file popriety ofinteIligenceac1ivities, reganIless ofwhether they
are unlaw1W or WJJtiW, to executive OIlIerorpnlSidmtiel din:ctive.

1. (U/IFOUO) Events or allegations (even ifthe ttuth of the allegation his DOt yet been
establisbed) involving inlelliaeaee activities 1batcould reasonably be 8llticipated to
lead to or resu1t in: (1) congzasiona1loquir1es or investigations; (2) adversemedis
~ (3) impact 00 ftRignIdations or lim=iaoPartners; or (4) lIIl8iilhorizcd
disc10sure ofproleCll:d io1btmation.

2. (U/IFOUO) Any intd1igence activity !bat is to be reported to 8D)' Congressional
commI_ ormember ofConatess becaIlse it is or may be uolaw1iJ1 or CClD!nIr)' 10
elCeCUtive order orpreaideatial clilective, or is otherwise significant orhighly
sensitive, must sen=aUy be reported to OGCJNSLB befme a Congressional report
is made.

4
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3.l.2. ViolafioDl of the Ullitecl StlIta Coustilu\iDD
(UlIFOUO) InteIlige:DCe IIlllivities that may violate the Unifiod States Constitution must be
IepO:ted to OGCINSLB as po1IlDtiallOB maltelS.

3.1.3. Violll1f_ ofStatutes

(U/IFOUO) Intelligence activities thatmay violatea statute must be repoMI to
OGCJNSLB as poteDlial lOB mallcr& Types ofstatutory violatiOllS that must be reported to
OGCINSLB as potential lOB maltm include:

1. (U/IFOUO) Viola1iOJlS ofslBtIIta authorizing surveiIIaDce, searches, and
acquisition ofiDfonnation iDdudiog, butnot limiled to:

• .(U/IFOUO) IDi1iatiDg or CClDCIw:lIng eIeclronic survelD8nceor aphysical seareh
without lawt\1I authorization whmo SIIllh authoriza1ion would be Iequhecl
(IIIC1ndlng third-party canier eaor) (e.g~ violalionofthe FOIeign 1nteIIlge:DCe
Surveil1lllce Act lFISA1 TIde SO UDit£d States Code [U.S.C.] §§ 180S, 1824;
cbapter 1l9olTJt1e 18, UDited S1BteI Code [18 U.S.C. §§ 2510-2522); and
cbapter 121 ofntle 18, UDitecl States Code [18 U.S.c. §§ 2701-2712]: and. EO
12333 § 2.5).

• (UlIFOUC1) lDitiatiDg or usiDg apea resister and trap and 1iace device without
IawfbI authorizalion w!reIe sucb 8Uthori2ation woDid be IequirecI (mdudiDg
third-party canier enor) (e.g., vioIaIioo ofchapter 206 ofTIlle 18. UDitecl States
Code [18 U.S.c. §§ 3121-3127). or the FOIeign JnteIIigenco SurveillanceAct
[SOU.S.c. §§ 1841-1146)).

2. (UlIFOUO) SyslaDatic ncm-compliaoce with the Stmdml MiDimiZIition Procecluros
!Dr FBI E1ecl1Oaic S1ImliIIaoI:o and l'h7sica1 Sem:h Conducted llllde:rthe Fon:ign
Intelligence SaM:i1IancoAct (SMPs). litNSDIOI DOtifYiDg the Foroigo lDteIligooco
SIImliIIanco CoUrt (FISC) ofsysIIlmalic JIOIHlOJIIpliancowith the SMPs.

Note: CUllFOurnl I

bS per FBI

3. (UlIFOUO) ViO!atiODI ofNSL sla1ules, inclnO"'i tho IlIectronic Coaummicatioos
Privacy Act (BCPA), 18 U.S.c. §2709; Fair Credit RepolliDg Act (FCRA),
IS U.S.C. §§ 168lu and 1681v; and Right to FlnsnciaI Privacy Act (R.FPA),
12U.S.C. § 3414, including, butnot IimiIecI to:

5

UNCLASSIlIEDIIFOR OmCIAL USE ONLY

------------------ ---



.'-.' - -----------------------------.

JDIe!Upnee Onmpt Board PoD")'

UNCLAS8IFIEDlIPOR OrJ1CIALUSE ONLY

• (U/IFOUO) Serving au NSL:

o (UlIFOUO) That contained a substantive typographical aror in the NSL
letter itself(e.g., mooneet telephone number. incorrect.D8DIe of1argel, or
inconect social security accountlllllllber), even iftbe carrie< did not
provide IlD}'lbiDg in JeSjlOII5elll the NSL request.

o (U/fFOUO) That zequested iDfurmatioD that is beyOnd the scope
allowable by slalute (e.g., content iDlbrmatioo or full CJedit report in a
CClIIIlleriDtcI investigation). .

o (UlIFOUO) Iu the a'osence ofa prediratcod iDYestigation being opened.

o (UlIFOUO) That sought iDfomIation that was DOt relevantto au
IIIItborized IDvestigatioo.

o (U/IFOUO) When the investigative file lacked prediCation or sufticieDt
jDStificatiODto support the iSS1l8llC8 ofau NSL.

o (U/IFOUO) That lacked 8PJXOYai of aD autbotized Senior Executive
Service oflicial-(BC dated 03I091ZOO6 [319X-HQ-AI48772G-ooc,
serial 210) IIId NSLB Website). The Directordelegated fiDal approval
autbori1y ofNSLs to: (I) the Deput;y Direclor; (2) the Bxocutive
Assi""'Dt DIrector for the NaIioDa1 SecuriI.yBnmch; (3) theAssi~
1llrecutive Assistant DIrector for the National Security BraDch; (4) the
AaistaDt Directors IIId all Deput;y Assistattt Directors oftbe
Countertarorlsm Co1mteriDleIIlg IIId CylIerDivisions; (5) the
Oeneral CouDsellllld Deputy General CouDsel for the National Security
LawBnnu:b; (6) tbeAssislaDt DIrector in Charge, and all SACs ofthe
New York, Washington D.c., and Los ADge1es fidd offices; aDd (7) the
SACs in all other field divisions.

• (U/IFOUO) Se:viDg a vo11D1la1)' dIsc1osme:equest in absenceofthe criterla
established in 18 U.s.C. §2702. . - .

• (U/IFOUO) ReceiviDg iDfoImatiOll in reIpODSe to au NSL that is beyoDd the
scope permitted by sIaIute lIDd IlSiDg the ovetprOduced information or
uploading such iDfoJmation Into III FBI database.

• (U/IFQUQ) R-wiDs infimnation in reIpODSe to IIINSL that Is beyOnd the
scope ofiDfoanatiOD requested in the NSL and IlSiDg the ovaprocIuced
iDCormatlon or uploading~ ln1bmlatiOD into aD FBI database.

4. (U/IFOUO) Otherwise illqal activity (0lA)by aD FBI employee or a confidentilil
hlllD8D soun:e (CHS) in 8 DatioDa1 security iDvestigation without appropriate
approval. Otbenvlso Illegal activity Is cODduot in the course ofduties by aD FBI .
=ploy= (to iDcIude aD nndercover employee) or CHS which COIlSlitu1es a crime
lUlde< locaI, atate, orfedcrallaWifengaged in by apenon acting without
authorization.

6
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3.1.4. VioJatioJls ofEncatiYe Orden ud Presidellllal Dlreetives

(JJIIFOUO) Intdligence activities tbatmay violate an executive order or pzesiclential
dirccllvemust be reported ID OOClNSLB as poteDlil1 lOB mallm. Bxecu1iveorder or
pmidenlial din:ctive means a document signed by the Presideut ofthe United SlIles that
has the force oflaw1br the ExeculiveBranch or collSlitutes the exen:ise by the President of
executive BIIthority.

(JJIIFOUO) Violations ofprocedures and guidelines thai heads ofdepBrtmalIS or .
intt:lligew:e colllDlllllity componeals have esIBbIisbed to implement &ecutive Order 12333,
including vioiatiODS ofAltoIDe)' 0eaeJal Guide1ine provisions, provided, however, thai
such matters are ofpoteotial presideutial interest ordeemed aPPrOPriate for the lOB's
review (e.g., matters thai involve lheappuent violation ofsubslantiw JighIo ofiDdividuals),
must be reported to OOCINSLB aspotelltial lOB mailers. Substantive rIgbIs ofiDdividuals
are rigbls secured by the United SlIles Consri1utlon, s1alllle, or common law.

. 3.1.4.1. TIle Attoraey GeIIerlII's GwldellDu fOZ' Domestic IIBI ·00000tiOUI
(AGG-Dom)

(U) lDvaligative lIClivilies COJIducted muIer!be AGO-Dam that IIl1lBt be mporIed to
OOClNSLB as pollmtia1 IOB mattas includo, but litenot limiled to, the following:

I. (JJIIFOUO) Engaging in inleIIigenceactivities~ere a conrt order wou1d be
required (e.g., because thlllll is a reasonable expectation ofprivacy) without fiJst
obIaining a courtorder (AGO-Dam, section n.A.4.h), such as:

• (U/IFOUO) ConductiDg aJlI\ysicaI seamb ofpersonal or real property ina
national security itMsIigalion where a wammt or coDItorder wou1d be requhed
(e.g., because there Is a reasonable expecIation ofprivicy) without first
obtaining a wammt orcoDIt onIer (AGO-Dam, aection V.A3).

.• (IIIIFOUO) Non-eonsensuallllOllitoriDg ofcommunications, inclnding .
oem-con_a! computcrmonitoring, inanational security iDvestigatioa where
a wammtor conrtorder wou1d be required (e.g., beceuse them is a reasonable
expectation ofprivacy) without first oblaiDing awarrant or conrt 0RIer
(AOG-Dom, sections V.A.4, V.A.S).

• (JJIIFOUO) Using a clOled..,;,i,u;t leIev1lion, direction IiaderI, eodIor other
monitorillg deYices In a naIionaI seenrity investigation where awammtorcoDIt
order would benoquIred (e.g., because there is a reasonable expecIBtiOD of
privacy) without first obtaining a wmant or court order (AGO- Dom, section
V~. .

2. (U/I.FOUO) lnlliatiDs a ptedic:oled II8tionaJ security inveItigatioo without sufficient
predication ifa ledmique was used for which aPre&ated investigation was
required (AOO-DoJn, section D.A.S.d).

3. (JJIIFOUO) Engaging in nndisclosedplllic:ipation (UDP) during a national sec:urity
messnient or pIedicaled national security investigation that maY, is inten"n! or is·
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likely to influence the exercise ofFm.ADlcndmeDtrlgbts by mCll1bers ofthe
orgarDzatIon without appropriate approval (Domestic IllYIlSligations and Operations
Guide (DIOO). section 16.3.B.2). UDP influences theexen:ise ofFlJStAmendment
rights of the members ofan orgaoizalionwhen it substantially a1fecls lbe ageoda of
an organizationwith respect to the advocaey ofsocial, religious or politieal causes,
the education oflhe publicabout such causes, or1hepr8Clice ofreligiOll (DIOO,
section 16.2.F).

3.1.4.1. The Attorn." General', GuldeliDcs for FBI NatioJqJ Security .
InWltlptioDa IIIld ForelgD Iate1Ugmce conedion (NSIG)

Note: (U) The AGG-Dom repIacecI !beNSIG 011 December I, 200S (with respect to
domestic opemtIona). Becanse potaIti8IIOB malIt:IS lbal 0CCllIl'Ild before the AGO-Dam
became effective are still being discovered, !be following section is included in this policy..

(U) Jnvesti&ative IIClivities conducted underlheNSIG thai must be mpoded to OGClNSLB
88 potential lOB rnatla$ include, but are not limited to, the following:

I. (UJJFOUO) Initialing a preliminary national security invesligation without
sufficient prediCllion Ifa tildmique was used for which apreliminary natiDDaI
securlty inveItigation was required (NSIG, sectiOll n.B.I awl n.c.l).

2. (UlIFOUO) Initiating a lb1I national security invesliglltiClll without suffiCient
predicalion ifa technique was used for which a preliminary or full aationa1 security
investiaa"CIIl was required (NSIO, section R.B.l awl RD.I).

3. (UlIFOUO) Engaging in irJ1e16ger= acmlties whereacourt order would be
requlrccl (e.g~ bec"llS" there Is a reasonable expecl8d0ll ofpriwey) without first
"bCainiog acourt ords (NSIo.sectionV) such as:

o (U/IFOUO) Using pbysil:aI, photograpbic, audlor video oorwIIIance in a .
netjona! seCUlity InvesligaIlon whae a WIIIl8IIt or court orcIerwouid be Iequired
(e.g., becouoe tbme is a reasoaable lllqIeClatioa ofprivIlly) without first

.oblaining a~ or court orcIer (NSrO, sectioa V.7).

o (UJIPOUO) ConduCtiog a pbJsicaI. search ofpersonal or real property in a
lIIIionai security inwstigatiClll where awanantor court order wou1d be Iequired
(e.g., because there is areasonable expec!etion ofprivacy) wiIhout first
obtaining a warI8IIt or court order (NSIO, section V.S).

o (U/IFOUO) Uaing closed ciIwit television, direction JiDc1ed, audlor other
rncmitoring devioes in a nationa1 secudty investigation whae a wammt or court
order wou1d be RqUired (e.g., because there is a~Ie c:qleClalion of
privacy) without first obtairliDga warrant or court order (NSIO, section V.9).

• (UJIFOUO) Noo-consemuaI mooitoring ofCl'DUJ!!!IIiNltiOIlS, including
aOJI.eoDseDsuaI computer monitoring, in a national security investigation where
a wmant or court order won1d be required (e.g., because there is a reasonable
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expectation ofprivacy) withOut first obtalniDg a W8Il8Ill or conrt mder (NSIG.
section V.IO). .

3.1.5. AD OveJoproduction PIIIS1IlIIIt to anNSL that is Solely a Third-Party Error
MlUt beReported to OGClNSLB forTnlddng Purposes

(O/IFOUO) Ifan overproduction pumIIIIlt10 an NSL is solely a third-party error and the
FBI does not use the oveqxoduoed inI'onMlion or upload such inftmnation into an FBI
database, then such error need DOt be re!emld 10 OGCINSLB as a potellliallOB mauer.
However. suchmatterm1lSl be rqlOrted 10 OOClNSLB In mder for OGC/NSLB 10 tracIt the
incident Becanse this policy is retroaoliw, this policy applies to all NSLs, regard1ess of
when they WCRl served or when the NSL zesull$ Mae received. Procednres for repodiDg
such matIeIs are sllt:tOrth in sectiOllS 4.410 4.7 below.

Nota:

1. lUIlFOUOl

b2·
b7E per FBI

I. (U/IFOUO) On NOVtlIIlber S. 2008, theDejJIIrlmcnt of1ustice, Office ofLegal
Counsel, concluded !hatin response toa subScriber only NSL issued UIIlIer BCPA,
18 U.S.c. §2709(b)(2), the carrier may lawfully only pi-ovide the FBI with the
followins infon!Ialion: IIlUIIe, address, and leogth ofservice. Any other inlOrmation .
providedinlespllOSll to asubscriberonlyNSLiuued underECPA, 18 U.S.c. §
2709(b)(2), iDcIudiDg~ security llCCOUIIIlIlIII1bers, dales ofbirth, am01llll due,
etc.. is an overproduction and must be haDdled accordingly.

3.2. ADDual JlmpIoyeeC_RepnI1Dg 1'o1eDtlal lOB Maltcn

(O/IFOUO) In addition 10 the1Oregoiag, on an annual basis, eachfield office and FBIHQ
division is teqUired 10 submit 10 OGC (Atti:Dlion: NSLB) an Be certifYing thaton orbefore
1armary 31 ofthetyear. all employees ofthe office or division have been oontaeIied
concemlng the.teqniremeot 10 reportpotemiaI lOB matters.
(U/IFOUO) All employees must certlfy wlIeIber theyan: aware ofany outstanding matIerS
that must be repDI1Ild to OOCINSLB as potential lOB IIIIIllers UIIlIer this policy. Ifa field
ofllceor FBIHQ division has already~ the matter10 Ooc, such matter does DOt
need 10 be inc:Iuded In the 8Dllual report.

. (O/IFOUO) Aspart ofthis lIIImlSI CSIIYlISS, FBIempJoyees who supervisoJ non-FBI
employees (e.g. contmctors. deIaIlees, indjoint tasldilrce membeIs) shalI C8IlVSSS sudJ.
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IIllD-FBI employees 10 rIeterm;ne wbe1her such non-FBI employee is SWIIle oflllly
outstanding potential lOB mattar. .

(U/IFOUO) The canvissiDg ofemployees may be accomplisbcd bye-mail within fieid
offi_and FBIHQ dtYisioas. Be certificaliOll8 10 OGCINSLB may beapproved by on
Assi....t Special Agent in Charge (ASAC). Deputy Assistant Director, aotingASAC, or .
acting Deputy AssistantDim:tor. as 8PJIlOJlli*.
(U/IFOUO) Both DeglIIi.ve end posittYe mpGDlie8 must bO included in tbe Be Certifications
oCtile alllmslIOB canvass 10 OOCINSLB•

.(UJIFOUO) The Be cerli1icatiOll8IDU5t be received by OGCINSLB by 18l1U8rY 31 ofeach
.year for111_tiom.the priorcalcudar year.

W/IFOUO) Repmts ofncbmatters must be submitted by 811 Be IIIId uploaded into case
IdeDtiticltionNutnb«278-HQ-CIm7ll6-QR.

(U) An Be lImIp!ate for submittiDg the lOB annual CIIIlV8SS1O OOCINSLB is attached to
this policy.

, .
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4. :Pro~ and Processes
4.1. ReportIDg ProcedllftS ......Potential lOB Mstten

I. (U/IOUO) FBIHQ divisicma and field offices must rcport po1eJltiai lOB matters to
OOCINSLB. Except 8& PJOYided in Section 4.1, Item 2 (below), FBIHQ divisions
IIJId field offices are DO loagcr n:quired to report thesematters to INSD1lIS.

2. (U/IOUO) IftbB head of1he.lield office ordivision believes lbat Ihe potential lOB
matter being repo.rtecl invoMs po1eJltial employr.o miseancluct, such matter must be
separately reported to INSDJDS with a copy to OOCINSLB.

3. (U/IFOUO) Ifmore thenone potential lOB matter isbeing JepClI1ed to NSLB in one
"'Port, suflicicDt filets IIld 1Ila1ysi.s most bC provided for each matter.

4. (U/IFOUO) All FBI employees m1l8l report signi1ic:aDt Dr highly sensitive mailers,
whelher llII1aw.ful or contrarY to executive-mderor presidential cIirective, to NSLB
immediatdJ. Sigaifieaut orhighly sensitive matters may beIepOl'led ondly orby
~maiI, followed by a wtiUen report IS soon IS possible 1hereafter.

S. (UlIFOUO) All FBI employees must report ;nejdenIJ to OGCJNSLB lbat may be
un1awfu1 or COIIblIIy 10 execlIIive order or pnlSicIenlW directive, IS described below,
wi1hin 30 clays of'tbe disaavery.

6. (UlIFOUO) Otber than immediate reparIs ofsignifieaut or highly sensitive III8tlerS,
reporlI ofpolential lOB DII1Tl:rs must be reported by an elecbollic oammllllication
(Ee) and uploaded Into CaeeldeDlificationNumber 2'78-HQ-(:122I1'736-VIO.

- 4.2. Appl"O'hllAftla farRapima ofPoIeDtialI~Msttcn

4.2.1. -PoteatWlOB Matten OrigiDatiDg From field 08ices

(UlIFOUO) Repolls ofpoteDtial lOBmatters origiaetiDg flam a.field officemust be
approved by au official baYing a position DO Iowertblll that of8pllcial A£eat in Cwge
(SAC) SlId a CDCoran ADC prior10 sobmission to OGCJNSLB. AIleeting SAC, 8CtiDg
CDC, or8IltiIlg ADC may also approve 8leportofapo1eJltiai lOB mailer. -

4.2.2. PoteatiallOB Mauen OrigbWiDgFrom FBIHeadquarters DMeioas
(U/IOUO) Reporls ofpatealial lOB mattersorlglnatiog from FBI Haadquarlms must be
approved by au official havinga position DO lower tbIIl tbat ofa section chiefprior to
submissioa 10 00C1NSLB. All acting section chiefmay also approve a report ofa potcntial
lOB matter.

_4.3. . CoDleutll of. Report of.Potelltial lOBMatter

Repoda ofpotelltial lOB matters should include the following informaIion:

I. Iclemifying Iafonnalion.

• (UlIFOUO) The caption ofthe report of the potential lOB matter should stale:
"REPORT OF A PO'I'BNnAL lOB MATTER.'
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• (U/IFOUO) The file Dumberofthe subs1anlive investisative file in which the
incident 0CCIItTlld.

• (U/IFOUO) The field office or FBIHQ divWon in which lbe incident occurred..

• (U/IFOUO) Names ofn:leYllllt persoanel (e.g., case agent and bis/her
_ supervisor).

• (U/IFOUO) The serWs in!be n:Jevant case file associaled with the incident

• (U/IFOUO) Iflbe report relates to a FISC onIc:r, the FISC Docket Number.

• (U/IFOUO) If/he IepOrt rdates to anNSL, identification of!be NSL to which it
Idates, if!mown.

• (U/IFOUO) ldentificaliOll oflhe subject or target's status as an USPER or
DOn-USPER. (Note:Forexample, iflbe target oftheNSL is an USPER, this
should be DOled in the report.)

2. Substantive~on

• (U/IFOUO) How the fiold office orFBIHQ division discovered the mailer
(e.g., Nalional Sewrity review, Inspection Division m1ew, or seIf-JCIlOr:t).

• (U/IFOUO) Date ofdiscovery oftbe matter. -

• (U/IFOUO) A comp\ele aud thorough naaalive1idly descn'bing ach
inta!Ugence aetivity in qllClltion and all reIeYant facls.

• ~/IFOUO) The date the incident occumd.

• (U/IFOUO) The current status oftheJnvestigation (i.e., pending or closed).

• (U/IFOUO) How the matler inwlvesa po1eDliaI violation ofJaw, statute,
~ve order, pno.sjdentjal diJective, or AG Guidelines (with citations to !be
relevant1epJ authority), ifknown.

• (U/IFOUO) Ifapplicable, why tile matter is being reported as a "significant or
higblyaeasillve"lIIIItier.

• (U/IFOUO) Ifthe matter is a significant or bigbly sensitive maller, whether and
when the DIlIIler was first reported to OOCJNSLB.

• (U/IFOUO) How or why the lnI:identoecuaed (e.g., inadverteDteDO!;
third-party error, lack oflnliDing; misundeA18llding ofapplicalion ofcontrolling
law, *lUte, JegU1111ion, elCCClIIive order, pleSidential dbeclive, anellor AG
Ottidelines provision).

• (U/IFOUO) Ifapplicab1e, how the FBI is bandling infinmation that_
improperlycollected and/or used (e.g., purged o¥elplOduction from FBI
dalabase; destroyed ovtlijlioduclioo; ret1lmed~ducliOD to caaier;
sequestered overproduction; and/or served acurative}'m. on c8trler).
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• (U/JFOUO) If1mowD, aDy remedial action the FBI has taken to prevent a
recumnce of tI= iDcident (e.g.,ll1iDing 8IldIor tickler set).

• (U/JFOUO) Any miti8Jlling factolS suiroundi.ng the incident.

• (U/JFOUO) Any additional iDfonnalionlbat is COIlBidmd JeleY8Dt for purposes
offnlly InfbnaiDg the lOB aad DNr ofthe iDcident.

4A. NSL Thlrd-Paa:tY OverprodudioDS

(UIIPOUO) Ifthe iDcideDt being reporled involved a third-party OWIproduclion in response
to an NSL and tI= FBI did not use or·upload the oveqmlduced infODllldioll into aD FBI
database, such malll:r must be reported to OOC!NSLB iD Older for OGCINSLB to lIack the
iDcident.

(UIIPOUO) This type ofiDcident abouId not be repDllld as a potcntiallOB matter.
OGCINSLB will not adjudicate snch matIllrs or zespond to !be report. OOCINSLB wiII,
however, use the infonnlllion to tIack tbiJd..party NSL owrproduetions.

4A.1. . RepDrtlDgProcedures for TraclciDg NSL1binI-P8I11 Overproducliolll

(UIIPOUO) W"rtbin!lO days oftbe elateofdiscowIy ofthe owrproduced infomIation,
FBnIQ divisions aDd field offices must report III OGCINSLB the fbinl.perty
~n in IIlSpOIIIe to an NSL Ifthe FBI did not use or upload the ovap:oduced
infonnatlOD ilIto an FBI datsbase.

(UIIPOUO) Ifmore thaD.ODe snch malll:r is being reported to OOCINSLB, sullicient liIcts
must be JIIOVicied for each individual matter.

(UlIPOUO) Reports ofsuch JilatIIlIS must be 81lbmitfed by an Beand upIoeded into Case
raeutificatlon Number 278-RQ.c12Z9'l36-NSL.

4.5. AppnmI Levell for TrackingThird·PartyNSL OverpreduetioDS

4.5.1. Matten OrigjDatiagFnm Fidd 0fIiees

(t1IIFOUO) Reports ofmaUas origiDallDg from Ii fleId office mustbe approved by ao
officiaI having a positiO\lno lower lhIn that ofa supenisory IJlCCiaI agent (SSA) prlorto
submission to OOClNSLB. An IIding supervisory spcciaI ageatmay also approve a report
ofsuch 1DlI:br.

4.5.2. Matte... OrigiDatiqPnIm FBI JIa4iw1en
(U/IFOUO) Reports ofmatllml origlDaling from FBIHeadquarteIS must be approved by aD
official having a position no lowerthan that ofa unit cbiefprior to submiasion III
OOClNSLB. An actina UDitcbidmayalso approve a RpOlt ofapotentiallOB malIer•

...'" OmleDa ofRepaI'fl TraddnaTJainl.P8l11 NSL Otierprodllctlons

(t1IIPOUO) Reports ofthird-part.y OVllIplOduetion in ."pODSe to III NSL if\be FBI did not
use or upload the overproduced inti "llialion Into an FBI databaseshould include !he
following infonDation:
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I. IdOlllifying Informatioo.

• (UIIFOUO)ne caption ofthe report sbouId stalIl: "REPORT OF AN NSL
troRD-PARTY OV'BRPR,ODUCllON."

• (UIIPOUO) The field ofIice cr FBIHQ division in which !he incident originated

• (UlIFOUO) The iilenlDDber ofthuubsDnflve iiwe.liplive file in which the
incident occlllIlld

• (UlIFOUO) The seda1s in theldeYllltcue file ..socltted 'With the incident.

• (U/IFOUO) I6"",j1icalian ofthe subject or1IqeI's stalIls as in USPBR or
IlOn-USPER. (Note: Por llIOIIIIpIe, ifthe rarget oftile NSL ioan USPBR, this
should be notal in the 1IlJlOIl.)

2 S11bstanlM lDfurmation.

• (UlIFOUO) How the field office or FBDlQ division discovered the matter (e.g~
National Secmity teYiew, InspectionDivision noview. or self-IqlOrl).

• (U/IFOUO) The da1e the incideDt oc:cmred.

• (U/IFOUO) The CllmlIIl status ofthe imestigaIioo (i.e., pending or cIosr:d).

• (U/IFOUO) Whether !heNSL was geaemted on!heNSL subsystem, and ifso,
the idearifi"8lion IIIIII1bor ofthe NSL to which it IeIatea, ifImown.

• . (UlIFOUO) The cmier thlIt provided the oteipiodllClion.

• (UlIFOUO) Type ofoverprodw:ed irJbmation recel* (e.~ oulside dale range
requested inNSL; conteat provided; JllOVided inco1'IeCl intlmnatiOll; 8DdIor1bII
CRdit IepOll in a~ investigation). .

• (U/IFOUO) The COIlIr01Iiag law (i.e~ ECl'A, 18 U.S.C §2709; PCRA,
lSU.s.C. §§ 1681u~ 168Iv;RFPA, 12 U.s.c. § 3414).

• (U/IFOUO) How1be PBI is baMliDg infbmlation that WIlS improperly collected
(~ owrprodue:tion purged fi'om FBI dBlabese; OVIlIpIOduclion desllOyed;
ovaproduclion was retunIed to carrier; oveqmxluction WIlS seqDeIIered; mdlor
served a cmative NSL oncanier).

4.7. HaadIlDg o1ImproporJy CoIIeeted IaIonaaCloll

4.7.L Ovwprodaetionlallelp_toanNSL

(U/IPOUO) Jntbl'llllllion fmptoparly collccled tIuough lUI NSL sIIDuId eitber be destroyed
or reIUDled to the enlity that produced the documeots, depending upon the wishes ofthe
entity.

(UIIPOUO) If the investigation is still pending, 8Dd the io1b' illation is relevant 10 the
investigatilln, the field of&e or division may iJIue another NSL to IIIIlhcnizc the IdentiOJl
ofthe informarion. The overproduced iDformaIiOllIl1USl relIIain sequestered with the SSA
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or acting 8SA until !besubsequentNSL had been sened. Once the subsequent "curing"
NSL has been s«veeJ. !be FBImay jmjnedjatelyuse the sequestered iDfoJ:mation.

(U/IFOUO) If!be ovmproduced iD1imnation in tapODSe to 8llN8L has been uploaded into
adatabase. the oYCIproduced information sbould be purged Jiom the ilatJmase 8lld either
desUoyed or relumed to the entil1 that produced the docume.ats, dependingupon the wishes
ofthe entity. A1tematively.lfthe investigation is stiI1 pending, 8lld the information is
relevant to the investigation, the field office Or division may issue 8llotherN8L to autbodze '.
!be~tinnofthe infonnation. The overproduction must remain sequestered with the SSA
or acting SSA imtillhe subsequentNSL has been serwd. Once the sub$equllllt "cnring"
NSL has been served. the FBI may immedl.teiy use the sequestered information.

(U/IFOUO) Special agllllls am pemiitled to redact the oveqmxluced infonnation received
in response to an NSL requeit. The scopeofthe redaction must be lIppIOVelI by an SSA or
an acting SSA. IftheIe is IIIIJ· question whether the information provided is within the
scope of theNSL, the CDC or ADC, oracting CDC oracting ADC, must be consulted. The
IUllthod ofredaction is left to !be discn:tion ofthe spacial agent, bUt redacted iJ>fbrmatioo
must not bevisible, used in the investigation, or uploaded into adatabase, The Jnll1hod of
redaction will VII[}' dapanding upon wIiather the iDfoJ:mation _ provided in hard copy or
electronically. Once the oYCIproduced information bas been redacted, the aulhoriZlOd
infoDDation produced in response to the NSL may be used in the investigation8lld
uploaded in a database.
(UlIFOUO) Formagnetic optical (MO) disks lhat have co-mingled JIIlIlaiaJ, some ofwhich
was lIlIlhoriad and some ofwhich was unautbori7J=d, the field office must delete the
unauthorized collection from their files either by: (1) making acopy ofthe authorizIed
collection on a separate disk; or (2) making acopy ofthe entile diaIt IIJIl1 delating the
'mlllllhoriad1ake. Either way. the field officemust doClU\1elll its action with a
memorandum. to the file and mustbe able to atlesllhat the copied diaIt does not have IIIIJ
improperly collected milarial.

.(U/IFOUO) After makinglhe copy.lftbe field office believes that the autbodzed matmia1
on the MO case may be needed at a Iatardate, the origioaI MO diaIt (with both autllDriad
and unauthori2l8d1ake) must be sequeatarad with the CDC par tbe procedures discussed
above with a memorandum to the file pxepared by the field office requeating lhat the diaIt
not be destroyed.

4.7.2. OvaprodadioD iD·CoIlectioa oflDl'onaaticm Aathorired Parsnaat to the
Foreign IDlelligeace 8llJ'velllaDceAd

(U/IFOUO) Infonnation collected as partofsurveillance ora physical search authorized by
the Foreign Jnte1ligem:e Sui:veiJ1ance Court that exceeds the scope of the older must be .
collected, scquealBred, sealed. and delivered to tbe FBIHQ snbsiantive unit by the field
office ordivision responsible for tbe collection.

(U/JPOUO) The FBIHQ substantiveunitmust submit the improperly collected information
to NSDIOI viaau lJIM Oetterbead Di8lllCll'8lldum). The lJIM must be appxoved by tbe UDit
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cbiefoCthe~ unit. An actiDg unit chlefmay also approve the LHM. NSDIOI will
then submit the Improperly cci1lectcd iD1bnnaIIoD to the FlSC for appropriate disposition.

(U/IFOUO) AnyeleclroDic veI$ions ofthe improperly conected information that arenot'
avaiIable·to my end user but IlIIl available to a systems adminislrator as an arclItval~-up
must be ratricted lind destroyed inaccordanc:e with normalbusiness practices and may not
be made available to any other pmson exceptas pamilllld by the FISC. rn the event FBI
archival back up data Is used to restote an eIecIronlc and data storage sys1em, the system
admlnistratorwillenswelhat the pmiously deleted intlmDation will not be accessible to
any user and will be deleted :&om my restored sysIeJIl.

(U/IFOUO) For magnetic optical (MO) disks that have co-mingled maleriaJ, some ofwhlch
was authorl2I:d aDd some ofwbicb WIS1IIIlIUtborized the field oftieemust de1elc the
unauthorized collection fiom their files either by: (I)·making a copy ofthe authorized
.colleclion on aseparate disk; or (2) making acopy ofthe emire disk and~ the
Illl&Uthorized lake. Eitherway, the field office must document its aotion witha
memolllDdum to the file and must be able to attest that the c:opIed disk does not have any
improperly collected mated.!.
(U/IFOUO) ABrzmaking the copy, the origins! MO disk (with beth authorized and
unauthorized tabs) must be seqoeslered with the FlSC per theproc:edum above, with 8D

LHM prepared by the field office requesting that the FISC DOt desttoy the disk in case the
authorized material is needed ata1aIer dare. .
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5. Reeordkeeping Requ.ireJ:n~ts

(U) Repmls ofpotenllaJ lOB IIII1tlms BIIlI OGCJNSLB's opinillDS adjudi<:aIing the
potadiaI lOB matrms will be msi""'""'d acc:ording to the FBI'sdaCUlllellt retention
sabednle.

(U):ReporIs ofmatrers iDvaMDg III avapradue:tionpm_to anNSL that is sa1e1y.
third-party enor ifthe fBI does DOt usethe 0\'eIjmJduc:ed-iDtl>rmati0llor upload such
iDfi....,.tjon into an FBI database will also be maiDtainod according 10 the FBI's
.oOCllllleDt retention schedule.

17
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6. Summary ofLegalAuthorities
6.1. Rd'enlu:ellUld LIab

Executive Order 13462,PJgjd...... ljp1!jR!"E!! Advisorv Boatd and Inlellj!!MC!!
OymiRht Boant 02!29!20!!8
.&ecutive Order 12333, as ameuded. UDited S1aIes wtel1igence Activities, 0713012008

Memorandum 1iom Stephen 1. Hadley, Assjslpn! 10 lhePRsident filrNalional Security
AtfaiIs, regarding the lOB reportiDa.criteda, 04I17fJ.OO7

Crltaia on~lds lbr~InIeIll8""c~OversightMalters mI InstructiOllS.
Relating to FonnattiDg aud ScheduIiDg, 0711712008

TheAttomey Gene!a1's GuideI!Des lbr DOmestic FBI 0pemi0Ds (AGG-Dom). ellilctive
1210111008

The Attomey General's Guidelines for FBI NalicmIl Security JnvestIgaliODS and Foreign
Jntelligence Col1eGtlon (NSIG), efticlive 111/3112003 .

lOB Ielated documeDIIln located 011 the FBI JnIranetat bttp:l13030.204.S7/n$1b/iobi.

This policy supersedes: (I) the 11/16tlO06 eleclroDic COI1IIII1IIlica Case Identificalion
Nll1Ilbe£ 278-BQ-C1nm6SeriaJ 25'70, cotitled Revised PIocedmes lbr the Submission
ofRepDllS ofPollmtiallDtelligence 0ftIIight Boan:I Matters; (2) CarporarePolicy Notice
OU9N, RqIorting Polcllllal lOB MaIlm; (3) Case ldentificatIlm. NUIIlbcr •
3UX-BQ-AJ.48'7'720-0GC SerIa13S3, entIl1edPxocediues lbr RedadIoa NSL Results;
(4) MAOP, PI, Sectkm 1-22; (5) MJOG, PI, SectIon278; aod (6) NPJP 2-56.
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Appeodix A: Sources ofAdditiooaI IDformatioD
Please view the Office ofGenela1 CoaDse1, NIIlioua1 Security Law Bnmch Website:lOr
additioua1 infmmalion: http://3030.204.s7Indb!jobl.
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AssIstant Director
AssociaIe DiYisiou Couusel

Assistllnce Direc:Ior In Charge

AtIomey Oenera!

Atlomey GeneIlI1 0uide1iDes

The Attoroey Oenera!'s OUideIiDes Regarding the Use ofPBIConfidential
Human Saurces

Appendix C: KeyWords and Acronyms
KeyWords

(U/IFOUO) 'BYmdiw orderor !!!!!!identilll din!c!iye meaDS a document signed by the
PJcsident ofthe UDited Stales thatbas the force oflaw tor !heExecutive Bl8IIdI or
coostitutes the exrteise by Ibe l'Rsident ofexecutive authority.

(U) lD!B!!iR"""" activities meaDS a1l8Clivities that elements oflbe lntelligcnccl
CoIllJl1llllity are authorized to conduct pumumt to ExeeuIive OnIec 12333.

(U) Inte!!jR""C8 Oym!ghI: BOlll'd (lOB) is a commillee oflbe Pn:sidmt's Inte1Iigeuce
AdvisoJy Board (pIAB). Among its IllIpDDSibiliti... the lOB must intbrmthe Pn:sident
ofInteDlgence aetIvi1ies that the JOB believes: (i)(A) may be uulawfuJ or COJdIIIIy to
executive mder or ptesideutial diJecti\'B; md (8) are DOt beiug adequal.eIy addressed by
the Attomey General, the DNJ, or the head ofthe cl8partmeatameemed; or (u) sbouId be
immediately reported to the President.

(U/IFOUO) A PO'mtiai JOB matter Is any intd1igencc ac1ivity that must be reported to
OOClNSLB boeause such activity may be: (I) uulawfuJ or coDlr8r)' to executive order or
presidential dir=tive; (2) significant orhish1YseosIlive; or (3) a violation ofaprocedure
andfor guideline tbat heads ofdepatlme413 or JnteIJjgence Q»m iiU"j1;y components !lave
eatabJished to impIemeDtEO 12333, as ameoded, provided,bowm:r. that suah IJIlItIara
are ofpotential presidential interest ordeemed llJlPlOPIia~ tor the lOB's miew (e.g.,
bee_they Inwhe the apparentviolation ofsubs1antiverighls ofiDdivlduall).

(U/IFOUO) Sjppjfisept or bjgb!y -1Mmanm are deve1opme1llS or c:ircumstlIIIce
iIMl!Ylns InteJlj8"""ll activities that could impugn the IIIjllIIlIIioa or inlepit)' ofthe
inteiJlgence colliiiiWlity, orotherwise call Into question 1be}llOPliety ofimelligencc
activities.

. (UlIFOUO) Subs!lmtiye ri!!ht&ofind"aYidualsare rightssccwed by the Uliited Stales
Ccmstifntion, slaIDle, or commonlaw. .

(U) United 8m....P"""" IIlCIIIS any oflbe foUO\Ying: (1) an individual who is a United
S1llIBs citizen oran alien lawfilUy Bdmitted tor pennanentresidence; (2) an
1IIIinCOlpOl'llted moclation Sl'bs!antialJy composed oflndiYiduals who are United States
persons; or (3) a COIpOmtfOll /ncolporaIed in the United Stales.

Ac:roIQ'lllJ

AD

ADC

ADJC

AO

AGO
AOO-CHS

c.l
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AGG-Dom

CDC

CBS
DAD
DAG

DOC

DIoo
DN!
001

. Be

BaA

EO

FBI

FBffiQ

FCRA
FISA
FISC

FOUO

GC
lOB

ns
INSO

NSO

NSL
NSLB
NSIG

ODNI

OOC
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The AUomey General's GuIdellnes for Domestic FBI.operations

Chief·DivisionCounsel

Canftdenlial Human Soutee

Deputy AssIstmIl Dinlctor

Deputy AUomey Geaera1

Deputy GeneralCounsel

Domestic InvestigBtioJlS 0perati0Ds Guide

Director ofNatioDai IIlIelligellce

Ocpedmelllof1usticc

ElectroDic Comul"uicsuon
Electronic Commuaications PrivacyAd

BlcecuIive Order
FederalBlII'eIIU ofIaveStigation

Federal Bamu ofInvostigatiOllHeadqUllfers

FairCredit Reportiag Act

Foreign Inte1ligenr.e SUrveiIIaDoe Act

Foreign IntdIigaIce Smveillaace Court

For Official UseOnly

General CouaseI
laIel1lgeJu:e Ovngll1Boani .

IatemaI Jmesti8'diOJlS Seclioa
IaspectlonDivisiOil

NatIonal Sec~ DMsiOll
NatioooSecudty Letter

Nalioaal Secudt;y Law Braneh

The AtIDIneY General's Gaideliaes for FBI NaliOlla1 Security laY8stigatioas aad·
Foreiga IntelJjgeace CoUectlon

Office ofthe Direclor ofNatioaal Intelligence

Office oflbe Geaeral Counsel

Officoof!Dlelligeace

Presidential DiRctive

C-2
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RFPA

SA
SAC
SC
SBS

SMP

SSA
U

UDP
U.S.C.
USPER.
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UNCLA8SlPJED/IFOR OFFIClALUSE ONLY

Right to FinaDcJaI Privacy Act

. Special Agent

speCial Agent in CIwge

. Section Chief

Seaior F.xecoti1Ie Service
StaDdmd Mialmlzalkm Pmcedules for FBI BIecIroaic: Surveillonce ami Physical .
Search Conduc:ttld Ua<Iec the Foreign laleIIigenc:e SumilJaDce Act

SupeIVismy sPee:iaI Agent

Unclassified

Undisc:losed Padic:ipatiOD

United States Code

United States Pmon

C-3
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FEDERAL BUREAU OF 1NVES't'IGATION

lIz.cedenoe: ROUTINE

!ro: General Counsel

Date: 01/""/20'« .

Attn:. National. Security Law 5ranch
Room 7947

1'Jr:am: If_ of J).ivis:ion
N_ of t7....t:
Contact:: ilame aad t:e18phone D1IIIIbou: of ClOlltaat person

_ of As..ut:aat: Bpmi.l Agent: :i.n Cbl!-Z9a (ASAC).,
J)eplty Asm.iIilea'i: DU:eat:oz, aat:izI'l ASAC, 0" ac't:in'l
Deputy .AB.Uat:aat: Di>:eot:o>:, as appzopziate.
l'l_of~(s)

Draf't:ec! By: __ of ~te>:

ease In .: (O)278-HQ-C1229736~QR

T:l.U..: (U) IN'l'ELLIGENCE OVERSIGHT BOARD 2lbcx ANNUAL CANVASS
[IIlAJI£ 0lI' D:IVZSIOlf OR I':IBLIl OPnCB)

lIJDopa:l.s: (D) '1'0 report results of the 20.... llnnual Intelligence
OVersight Board (lOB) canvaas.

Det:a:l.ls: CDIIFOOO) In accordance with the repcrting require.ents
set forth in the FBI' a Guidance on Intelligence Oversight BoaEd
(105) Matters, Directive and Policy Implementation Guide. (PG) ,
all employees assigned 1;0 the tR_ of Division), with the
exception of those employees that are on extended leave, have
been canvassed for any lCnowlec:lge they III1ght have of any known or
suspected outstanding potential lOB matter. As part of this
annual canvass, FBI employees who supervise non-FBI employees,
~, contractors, detailees, and joint task force mElJllbers, have
canvassed such non-FBI .employees.

CUIIFOUO) [D:l.Yiai.on'a) canvos revealed [IlO, OIle, 't:wo,
.1:c:I.] potential lOB lIllItter[8] to repo"t for the 20_ annual
reporting period that have not already been reported. . As part of
this canvass, FBI employees who supervise non-FBI employees,
~, contractors, detailees,. and·joint tssk force nambers,
canvassed these elllPloyees alld detemined that there were [no.
one, boo, e1:c:l.] potential 105 mattelt [a) to report for the 20;'"
annual reporting period that have not already been reported. [If
t:Juu:e ...,... pot:ent:ia1 :tOB _tte"a to zepco:t:, p>:ovide aU the
inf_taon fo>: such ,..ctezs in this Be a8 zeqaized. uadez: t:he
ll'B:t's Gll.:l.daDce· .... %OJIIfat:teJ:s, DiJ:ecti_ ad lOG.)

tJIlCLlISIU'XBDI/7lOB. OPnCIAL OlE ClllLr



To:. General Counsel FrOlll: Name of Division
Re: (D) 218-HQ-C1229136-QR, 01/XX/20X1

:LBA1)(s):

Set Lead 1: (Xnfo)

[Division's] canvass .,.".,al8d .... pateDtial ;rOB IIlattou:s
to %epOn to OGC/RSLB for the 20.... Amlaal reporting- period that·
ha_ .IIot a1:.:eadybe..... reported.

OR
Set Lead 1: (Aa~)

p'pP.aL CQUIIIA

[Division's] canvass revealed [0118, two, thze.., etc;}
pobmtia1 J:OB IDattar[s] to report to 0fIC/rilSUJ for the 20.... i'nllaal
zaportiDg- periDCl that he... IIot a1z'eacI,y !HleD reported. OGC is
requ.sted to revi•• the inaic!B"t[s] d8scribed to dst:emiile
whether the zaported aatter[s] zequirefs] ....tifiaatioll to the
J:OB.

_: Adlnin Unit - File Copy

••
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RELEASED IN PART IJDifed States DeparDoeDt.ofStafe
B6 ~_Ac~m

• .,.IM'f'10.
SepCemberl6,2008

MEMORANDUM FORDONALDNAU
EXECU11VE SECRETARY

OFFICE OF TIm NATIONAL INmlLIGENCE DIRECTOR (DNI)

SUBJECf: ExCcutive Order 13462- Pn:sideot's IDlclligence Advisory Board
And Intelligml:e Oversight BoanI

In response to the DNI's Memoilmdum ofApril 28, 2008 (EIS 00414) the
Department ofState has made the fuDowiDg desigpatilJllS:

Randall Fort

In those cases where au. a1lemata reporting cbannd would be apptoptiafe:

·'.~A~
DauieJ B. Smith

Executive Seaetaly

UNC4SSIFIED

B6

B6

UNITED STATES DEPARTMENT OF STATE
REVIEW AUTIlOIUTY: JOUN SBLODGETT
DATEICASE ID: 16 MAR 2010 2010C1l1862 UNCLASSIFIED



Major DOl OIG Reviews re Intelligence. 2001 •• present

Report of Investigation Regarding Allegations of Mishandling of Classified Documents
by Attorney General Alberto Gonzales, September Z008

Report to Congress on Implementation of Section 1001 of the USA PATRIOT Act,
August Z008 [issued semi-annually; not listed again here]

A Review of the FBI's Involvement in and Observations of Detainee Interrogations in
Guantanamo Bay, Afghanistan, and Iraq, Special Report, May 2008

Audit of the Department of Justice Terrorist Watchlist Nomination Processes, Audit
Report 08-16, March Z008

A Review of the FBI's Use of National Security Letters: Assessment of Corrective
Actions and Examination of NSL Usage in Z006, Special Report, March Z008

A Review of the FBI's Use of Section 215 Orders for Business Records in 2006, Special
Report, March 2008

A Review of the FBI's Progress in Responding to the Recommendations in the Office of
the Inspector General Report on Robert Hanssen, Special Report, September Z007

Follow-Up Audit of the Terrorist Screening Center, Audit Report 07-41, September 2007

A Review of the Federal Bureau of Investigation's Use of National Security Letters,
Special Report, March ZOO7

A Review of the Federal Bureau of Investigation's Use of Section 215 Order for Business
Records, Special Report. March 2007

The Department of Justice's Internal Controls Over Terrorism Reporting, Audit Report
07-Z0, February 2007

A Review of the FBI's Handling of Intelligence Information Related to the September 11
Attacks, Special Report, (November 2004), Released Publicly June ZOO6

A Review of the FBI's Handling and Oversight of FBI Asset Katrina Leung, , Special
Report, May ZOO6

The Federal Bureau of Investigation's Efforts to Protect the Nation's Seaports, Audit
Report 06-26, March 2006

A Review of the FBI's Handling of the Brandon Mayfield Case, Special Report, March
Z006



The Federal Bureau of Investigation's Compliance with the Attorney General's
Investigative Guidelines, Special Report, September 2005

Review of the Terrorist Screening Center's Efforts to Support the Secure Flight Program ,
Audit Report 05-34, August 2005

A Review of the FBI's Handling of Intelligence Information Prior to the September 11
Attacks, Special Report, (released publicly June 2005), November 2004

Review of the Terrorist Screening Center, Audit Report 05-27, June 2005

The Department of Justice's Terrorism Task Forces, Evaluation and Inspections Report 1­
2005-007, June 2005

Inspection of the FBI's Security Risk Assessment Program for Individuals Requesting
Access to Biological Agents and Toxins, Evaluation and Inspections Report 1-2005-003,
March 2005

The Federal Bureau of Investigation's Foreign Language Program -- Translation of
Counterterrorism and Counterintelligence Foreign Language Material (Executive
Summary Redacted for Public Release), Audit Report 04-25, July 2004

The Federal Bureau of Investigation's Efforts to Improve the Sharing of Intelligence and
Other Information, Audit Report 04-10, December 2003

Department Critical Infrastructure Protection Implementing Plans to Protect Cyber-Based
Infrastructure, Audit Report 04-05, November 2003

A Review of the FBI's Performance in Deterring, Detecting, and Investigating the
Espionage Activities of Robert Philip Hanssen, Special Report, August 2003

The September 11 Detainees: A Review of the Treatment of Aliens Held on Immigration
Charges in Connection with the Investigation of the September 1I Attacks, Special
Report, June 2003

A Review of the Federal Bureau of Investigation's Counterterrorism Program: Threat
Assessment, Stategic Planning, and Resource Management, Audit Report 02-38,
September 2002



Department of Energy
Washington, DC 20585

AUG D81008
1. Michael McConnell
Director ofNational Intelligence
Washington, DC 20511

Dear Director McConnell:

This letter responds to Section 8(b) (ii) of Executive Order 13462, which requires the head of
each executive department with an element of the Intelligence Community must designate an
office, or offices, to submit reports to the Intelligence Oversight Board, with copies to the
Director ofNational Intelligence. As the Senior Intelligence Officer of the U.S. Department
of Energy and Director of the Office of Intelligence and Counterintelligence (IN), I will
direct my staff to submit reports on this Department's behalf. The point of contact will be my
Chiefof Staff, Ms. Elizabeth Vaden. She can be reached as follows:

Unclassified email:
Secure email:
STEphone:
NSTS phone:

Mailing address:

Courier address (U):

Courier address (SCI):

Elizabeth.Yaden@in.doe.gov
dovadek@doe.ic.gov
(202) 586-8756
361-6176

U.S. Department ofEnergy
ATrN: Elizabeth Yaden, IN, Room GA-293
1000 Independence Ave., S.W.
Washington, DC 20585

U.S. Department of Energy
1000 Independence Ave., S.W.
Office oflntelligence and Counterintelligence (IN)
ATrN: Elizabeth Vaden, Room GA-293
Washington, DC 20585

405180 BA78
HKD053 USTC BA 009

If you have any questions, please contact me at (202) 586-2610.

,--/,,.,w.f owatt-Larssen
Dir tor
o ce of Intelligence and

ounterintelligence
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The Secretary of Energy
Washington, D.C. 20585

October 6. 2008

-

The Honorable J. \1. \1cConnell
Director of National Intelligence
Washington, DC 20511

Dear Mr. McConnell:

[n accordance with section 8(b) (ii) of Executive Order 13462. I have designated the
Department of Energy's Office of Intelligence and Counterintelligence to submit report.>
to the President's Intelligence Oversight Board as required by the Executive Order.

The Department's point of contact will be \1s. Elizabeth Vaden, Chief of Staff, Office of
Intelligence and Countenntelligence. She may be contacted a' follows'

Unclassified email:
Secure email:
STEphone:
NSTS pbone:

Mailing address:

Courier address (U):

Courier address (SCI):

Elizabeth.Vaden@in.doe.gov
dovadelr.@doe.ic.gov
(202) 586-8756
361-6176

U.S. Department of Energy
ATfN: Elizabeth Vaden, IN, Room GA-293
1000 Independence Avenue, SW
Washington, DC 20585

U.S. Department of Energy
lOOO Independence Avenue. SW
Office ofIntelligence and Counterintelligence (IN)
ATfN: Elizabeth Vaden, Room GA-293
Washington. DC 20585

405180 BA78
HKD053 USTC BA 009

If you have any questions, feel free to contact me or Ms. Vaden at (202) 586-8756.

Sincerely.

Samuel W. Bodman

cc:
TI,e Honorable Stephen Friedman, Chairman
President's Intelligence Oversight Board



The Secretary of Energy
Washington, D.C. 20585

October 6, 2008
The Honorable J, M, McConnell
Director of National Intelligence
Washington, DC 205 II

Dear Mr. McConnell:

In accordance with section 8(b) (Ii) of Executive Order 13462, I have designated the
Department of Energy's Office of Intelligence and Counterintelligence to submit reports
to the President's Intelligence Oversight Board as required by the Executive Order,

The Department's point of contact will be Ms, Elizabeth Vaden, Chief of Staff, Office of
Intelligence and Counterintelligence. She may be contacted as follows:

Unclassified email:
Secure email:
STE phone:
NSTS phone:

Mailing address:

Courier address (U):

Courier address (SCI):

Elizabeth.Vaden@in,doe,gov
dovadek@doe.ic,gov
(202) 586-8756
361-6176

U.S, Department of Energy
ATTN: Elizabeth Vaden, IN, Room GA-293
1000 Independence Avenue, SW
Washington, DC 20585

U,S, Department of Energy
1000 Independence Avenue, SW
Office of Intelligence and Counterintelligence (IN)
ATTN: Elizabeth Vaden, Room GA·293
Washington, DC 20585

405180 BA78
HKD053 USTC BA 009

If you have any questions, feel free to contact me or Ms, Vaden at (202) 586-8756.

Sincerely.

Jw.&c:.U~~
Samuel W, Bodman

cc:
The Honorable Stephen Friedman, Chairman
President's Intelligence Oversight Board



SECRETARY OF' THE TREASURY

DEPARTMENT OF THE TREASURY
WASHINGTON, D.C.

July 16,2008

FROM:

MEMORANDUM FOR STEPHEN FRIEDMAN
CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD

J. M. MCCONNELL
DIRECTOR OF NATIONAL INTELLIGENCE

HENRY M. PAULSON, JR. 1f1V(
SUBJECT: Intelligence Oversight Board Reporting Process

In accordance with Sec. 8(bXii) of Executive Order 13462, I am designating the Office of
Intelligence and Analysis (OIA) as the office within the Department of the Treasury
responsible for reporting to the Intelligence Oversight Board on Treasury Department
intelligence activities that may be unlawful or contrary to Executive order or Presidential
directive pursuant to section 1.7(d) ofExecutive Order 12333 or a corresponding
provision of any successor order. Copies ofany such reports also will be provided to the
Director ofNational Intelligence, as required by EO 13462.



R.......... to Req_ for EO 13462Info......tIo.

The Drug Enfoteemeot Administratioo (DEA), a component of the Department of
Justice, was established on July I, 1973, pursuant'" Reorganization Plan No.2 of 1973,
(38 Fed. Reg. 15932, 87 Stat. 1091 (1973), as amended by Pub. L. No. 93·252. 88 Stat.
SO (1974», as lb. singl.·mission, federal drug law enforcement agency oflbe United
States. Since itA inception, DEA has performed its world wide dlUg law enfoo:ement
mission lbrougb the exercise nf law enforcement legal authorities conferred upon it by
lbe Attorney General and titles 18 and 21 of the United States Code. As a criminal
investigative component of the Department ofJustke. DBA is subject to congressional
ovenigbt primarily, but not exclusively, lbrougb lb. House and Senate Judiciary
Committees. In addition. because most of its investigations result in criminal
prosecution, DEA's cooduet of criminal investigative activities is subject'" nearly
continuous judicial oversight.

In February 2006, in recognition ofDEA's conlributions to national and
homeland security, a decision was reached to formalize DEA participation in !be
Intelligence Community (IC). The DEA Office of National Security Intelligence (ONSI),
a rdatively small element within !be DEA Intelligence Division, was established by joint
designation of lbe Attorney General and the Director of National Intelligence (ON!) as a
member of the IC and part of the National Intelligence Program (NIP). ONSI's principal
responsibility is to identify, coUate and timely disseminate to U.S. intelligence and
national security authorities national intelligence DEA acquires incidental to its
performance of criminal investigative activities.

In establishing an element of DEA as a member of the IC and part of the NIP,
DEA neither sought nor acquired any f"",ign intelligence or national security related
legal authorities. Thus, in general DEA does not possess the legal authority to engage in
"significant intelligence activities,"lhal are typically the subject of congressional
notiflcation requirements. Nevertheless, because DEA's OSNI is an element within the
IC, it participates fully in th. intelligence oversight process. including the submission of
quarterly reports to the Department of Justice, lbe Office ofIbe Director of National
Intelligence and the Intelligence Oversigbt Board.

ONSl's participation in Ibe IC is carefully monitored by DEA senioc management
to ensure compliance with law and regulation. ONSI is led by a senior executive
intelligence professional and has a lull time. dedicated senioc attorney on staff whose
principal duties include intelligence oversigbt. In addition to the ONSlsenior attorney,
lbe DEA Chief Counsel's office also is aware of our responsibilities foc compliance and
monitors DEA's law enforcement and regulatory aclivities for issues lbat potentially may
be slIbject to notification. Also. a senior executive within the DRA Inspections Division
has beeo designated as lbe responsible offICial for civil liberty and privacy proIeclion
oversigbt. ONSI has in place a system for !be Deputy Chief of Intelligence to inquire of
management hefo", every quarter whether there are "significant or higbly sensitive"
issues lbat are included under lbe DNI's reponing criteria. Scrupulous compliance with
applicable law and regulation is • matter of signifIcant interest and continuous emphasis



throughout the DBA senior manag....nt and progress is being made in preparing an
Intelligence Program Policy on Threshold' for Reporting Intelligence Oversight Mallers.

2
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