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. DECLASSIFIED BY 65179/DMH/PLJ/sdb
ON 07-01-2010

S

May 6, 2005

BY COURIER

James Langdon, Chairman
Intelligence Oversight Board
New Executive Office Building
725 17th Street, N.W., Room 5020
Washington, D.C. 20503

Dear Chairman Langdon:

This letter forwards for your information a self-explanatory
enclosure entitled, "Intelligence Oversight Board (IOB) Matter,
IOB 2005-149." (U)

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, ExXecutive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)
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Chairman James Langdon

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

"Julie F. Thomas
Deputy General Counsel

Enclosure

1 - The Honorable Alberto R. Gonzalez
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SIFIED ENCLOS
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DATE: 07-01-2010
- CLASSIFIED BY 65179/DMH/PLJ/sdb ALL INFORMATION CONTAINED

O REAS - ] \ 3 UNCLASSIFIED EXCEPT
DECL 07-01-2035 OUN OTHERWISE

ég;agf

X The [_____] Division (| ) of the Federal Bureau of P2

bL7E

Investigation (FBI) has reported that a Natio S ity Letter
{NSL) to| on the subject of a

contained an | |

Onl .. T e, LR a I I

was “initiated on the subject; fis a bl
U.S. person. On | special Agent (SA)]| |drafted b2
a National Security letter (NSL) to ] ] which contained b4
an | While drafting the NSI document, Be

L SA! [inc he Subdiect'sl| | g;g
“number with I bTE

of thel IE.Lresponded to the NSL and
delivered thel at corresponded to the

isted in the NSL. Upon review of | |
a iscovered that they belonged to a different U.S.

Person.

When the error was discovered, | |

were sealed along with the original NSL and forwarded to FBI 233
Headquarters together with a report of the incident. All
communications that contained thel |were
permanently charged out and removed Izom utomated Case

Support system (ACS). 1In addition, the matter has been referred

to the FBI's Internal Inspection Section for any action that is
deemed appropriate.
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DECLASSIFIED BY 65179/DMH/PLI/sdb June 23, 2005
ON 07-01-2010

! BY COURIER
| Mr. James Langdon
Chairman
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.
Dear Mr. Langdon:
b2 Encloséd for vyour information is a self-explanatory
b7E enclosure entitled “Intelligence Oversight Board (IOB) Matter,

\ [ JIpivision, [ |RA, 2005-136."

This enclosure sets, forth details of investigative
activity which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign = counterintelligence and international terrorism
investigations. (U) )

Enclosure
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Should you or any member of your staff reqguire
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1l - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice .
Room 6150

APPRUUED. Crim. Iny, {nspection Traliing
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Director, Gen. Coun R Oii. of Public &
Depuly Girector, Info, Rss, Personnel Cong, AHS e
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DATE: 07-01-2010
« CLASSIFIED BY 65179/DMH/PLJ/sdb
.* REASON: 1.4 (c)
N DECLASSIFY ON: 07-0

ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED EXCEPT
SHOWN OTHERWISE

(8)- o ‘“

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER |
DIVISION AT[ | RA 2
2005-136 (0)

(s)

b7E

B Investigati,
,oon a

[ Jwas authorized. Furthermore, thel |

| was extended twice, on [and then
again on| | and the investigation subsequently
expired on ] No further active investigation was bl
conducted from that date and no further renewal requests were b2

obtained. On| |the closing LHM was submitted. ESP
Although the case was reassigned several times, the final BIE
assignment was made to Task Force Agent]| | in

| |} approximately three months before the case was due to
expire. On March 28, 2005 ] Division, | | RA reported

this occurrence as a potential IOB matter. Although | }] RA

did not conduct any investigative activity between the renewal

deadline and the submission of the closing LHM, it’s submission

was still well past the 90 day grace period generally allowed.

.

This matter has been referred to the FBI's Inspection

Division for action deemed appropriate 4
Deri —G-3
De ify on: =1
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DECLASSIFIED BY £5179/DMH/PLJ/sdb
ON 07-01-2010 June 23, 2005

BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory
enclosure entitled “Intelligence Oversight Board (IOB) Matter,
Division, [_____|RA, 2005-135."

This enclosure sets forth details of investigative
activity which thé FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclosure
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1l - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

o Orim. o, Inspection Trelning
BPPR(NED- A [ aboratory, Off. of EEQ
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Director, Gen. Goun p 23] 3. of Publlc &
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DATE: 07-01-2010

CLASSIFIED EY 65179/DMH/PLJ/sdb ALL INFORMATION CONTAINED
REASON: I[74 [c} HEREIN IS UNCLASSIFIED EXCEPT
DECLASSIFY ON: 07-01-2035 . HOWN OTHERWISE

s\%r

INTELLIGENCE OVERSIGHT BOARD (ICB) MATTER

DIVISION e
2005-135 (U
Investigati f Fhis.T 3 i
""’_Ilaﬁ_ﬁuthorized. Furthermore, | | ,

was extended twice, on |and then gi
again on| and the investigation subsequently bE
expired on] ] No further active investigation was BIC
conducted from that date and no further renewal requests were . bTE
requested. On| ] the closing LHM was submitted.
Although the case was reassigned several times, the final
assignment was to Task Force Agent| | was made

approximately one month before the case was due to expire. On
March 28, 2009 IDivision, [ | RA reported this
occurrence as a potential IOB matter. Although | | rRA did
not conduct any investigative activity between the renewal
deadline and the submission of the closing EC, it’s submission is
still well past the 90 day grace period generally allowed.

This matter has been referred to the FBI's Inspection
Division for action deemed appropriate

Hofmann-10B-516




DECLASSIFIED BY 65179/DMH/PLJ/sdb
ON 07-01-2010

B IeodrTER 0

Mr. James Langdon
Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory

b2
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, p7&
Field office, IOB Matter 2005-148. (U)

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to The
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or
laws, Executive Orders, or Presidential Directives which
govern FBI foreign counterintelligence and international
terrorism investigations. (U)
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Mr. James Langdon

o
e

Should you or any member of your staff require
additional information concerning this matter, an oral

briefing will be arranged for you at your convenience.

1 - The Honorable Alberto R.

Attorney General

(o

Sincerely,

Julie F. Thomas
Deputy General Counsel

Gonzales

U.S. Department of Justice

Room 5111

Mr. James A. Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150
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DATE: 07-01-2010
.CLASSIFIED BY 65179/DMH/PLJ/3db

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERWISE

REASON: 1.4 (c) . ‘
D

DECLASSIFY ON: 07-01
(5) - INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

FIELD OFFICE E?E
IOB MATTER 2005-148 (U)
Investigation of this IOB matter has determined that on
L thol__l Field Office opened a| I
a United States Person.
(8) was Fension of its|_|by the
' of FBI Headquarters and
investigative authority was set to expire on
-s investigation was initiated by SA | i
who remained as the case agent until her reassignment to the
| ] An exit file review
conducted by SSA |- [on | determined that
the matter should be reass:. ned to SA| | a newly
(8) arrived agent. A tickler was set on the file bl
-. review sheet because a flle rYeview noted that the|: had an z
‘expiration date of | | upen Faeama_thh e
1nvest1gat:|.on, SA | [interviewed on b7E
| |and| | Both of these interviews were
conducted after the | |expiration date of the[ ] On
| |.sa] [advised sa| of the| |
interviews of | | The case has since been closed
and no additional investigation was conducted after the[ |
expiration date. The interviews of the subject that occurred
after the|__fl expiration date violated The Attorney General's
Guidelines for FBI National Security Investigations and
Foreign Intelligence Collectionm, | [ts)
This matter also has been referred to the FBI's
Internal Investigations Section of the Inspection Division for
action deemed appropriate. (U)
; ,  orim. Iy, Inspection ini
Cretot Sl APPROVED: 2ys Labortor) 31 o 0
mw- Finance National Sec. Afizirs
o Director_____ Gen. Cou PR 3i.of Pubice
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April 27, 2005

ON 07-01-2

BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory

enclosure entitled “Intelligence Oversight Beoard (IOB) Matter,
Division, 2005-134."
This enclosure sets forth details of investigative

activity which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI

foreign = counterintelligence and international terrorism
investigations. (U) ’

Enclosure
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

. Cfim. v, Inspection__ Training
APPROVED: cs Lahortoy—_ O ol EED

Flnance Heional Sec Affairs
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DATE: 07-01-2010 S%Q ALL INFORMATION CONTAINED

CLASSIFIED BY 65179/DMH/PLJ/sdb
REASON: 1.4 (c}

HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERVWISE

DECLASSIFY ON: 07-01-2035

(8)

on[” | initiated a | | o
| ‘ | a United Statés person. upsequen

b2
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER h7E
DIVISION
2005-134 (V)

Investigation of this IOB matter has determined that,

extensions were granted by SAC on| ] and | Ei
respectively, as authorized by the Attorney Genera b7C
| for FBI National Security Investigations and Foreign b7E

Intelligence Collection (NSIG). Oni | the [ Jexpired,

no extensions were subsequently filed. }54::

On
- was conducte£: specifically, a
I o | concerning the whereabouts of the subject. Section
| of the NSIG provides, ]
— T

| — |
| | Because Headquarters authorization to_extend was

b2
not obtained, investigation into this matter after | | pie
constituted unauthorized 1nvest1 ation. Upon discovery of the
matter,| | instructed [ e to cease any further
investigation into the captioned matter, until such time as
authorized extensions have been obtained..

This matter also has been referred to the FBI's
Inspection Division for action deemed appropriate. (U)

APPROVED: Mas__ =~ mowmw——
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July 1, 2005

BY COURIER

Mr. James Langdon

Chairman, Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:
Enclosed for your information is a self-explanatory

memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
| |pivision, IOB Matter 2003-70" (U)

This memorandum sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guideélines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism

_investigations. (U)

Enclosure

1 - Ms. Thomas

1 - Mr. Hulon

1 - Inspection Division (IOB 2003-70)
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Mr. James Langdon

Should you or any member of your staff require o
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1- The Honorable Alberto Gonzales
Attorney General

U.S. Department of Justice

Room 5111

1 - Mr. James A. Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 4303

N’PRWED‘ Crim. lov, .. Inspection Training
. SIS Laboratory M. of EEO
. Finance National Sec. Alfairs
Director, _ Gen, Cou M If.of Public &
Depuly Director, Info. Res. Personnel_______ Cong.Affs._______

£0L /st

: Ho\:mann-IOB—524




DATE: 07-01-2010
CLASSIFIED BY 65179/DMH/PLJ LL INFORMATION CONTAINED
PEASON: l-A (e} REIN IS UNCLASSIFIED EXCEPT

DECLASSIFY ON: 07-01-2035 % WIHERE SHOWN OTHERWISE

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
B ] DIVISION b7E
I0B MATTER 2003-70 (U)

ined that in conducting a|
a United States person, the Federa
) .| | Division,

inadvertently conducted on the subject's

L, Jwhen the Foreign Intelligence Surveillance Court had
Only | |

L_______r_____;r?oreign Intelligence Survejillance Act of 1978
(FISA). of the Attorney General Guidelines for FBI
Foreign Intelligence Collection and Foreign Counterintelligence
Investigations (ECIG), required that the FBI undertake electronic
surveillance in accordance with the electronic surveillance
provisions of FISA or, Title III of the Omnibus Crime Control and
Safe Streets Act of 1968. Because no authority was obtained under
either the proper provisions of the FISA statute or under Title
IIT, a substantial infringement of the righ%§§z§:% U.S. Person

occurred, and this reporting is necessary.
This matter has also been referred to the FBI's

Internal Investigations Section of the Inspection Division for
action deemed appropriate. (U)

Inspection ‘ Training

Crim. Inw.
RPPRWEDZ 248 Laboraiory____ . of EEQ
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Dep. Dir.

DECLASSIFIED BY 65179/DMH/PLJ/2db
0N 07-01-2010

July 1, 2005

BY COURIER

Mr. James Langdon

Chairman :
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory
enclosure entitled “Intelligence Oversight Board (IOB) Matter,
Division, 2005-140."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Encloéure‘

bé
1 - Ms. Thomas b?c
1 -

IFIED ENCLOS
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Mr. James Langdon

Should you or any member of your staff require additional
information concerning this matter,

an oral briefing will be
? arranged for you at your convenience. (U)
Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Revlew
U.s. Department of Justice
Room 6150
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DECLASSIFIED BY 65179/DMH/PLJ/sdb

ON 07-Ql-2810 . .
v ) -
N
INTELLIGENCE OV:iijGHT BOARD (IOB) MATTER

DIVISION
140 (U)

b2
b7E

I_Imﬂj_g_a:.j‘on of this IOB matter has determined that,
on the |

\V“'m 44]U1v1§$65-—J

L_.__l. On] |[began reviewing the captured

information for thel [and discovered that it had
received| :
: immédiately contacte €adguarters, Deparcmentc o

Justice Office of Intelligence Policy and Review (OIPR),

FBI

National Securlty Law Branch (NSLB), and FBI|

- 1. — | requested that|[ | advise] ]
I - | of the over-share of information not
covered by the order. Just prior to the discovery of the
over-share,[::f::IELnt‘a print request for the captured data.

[ ] immediately sequestered the "print out" of the data without

reviewing it and forwarded it to NSLB. | | notified

of

its error, which was correctéd on or around|

On

I | disco e over-share had not
been removed FBI systems. On the | _ ]

materials had been removed from FBI systems.

informed | ] HQ that all of the 1nadvertent! !
on
confirmed that all over-share had been remove

from FBI systems. The sequestered data from the over-share will

be provided to OIPR so that it can be forwarded to the

for

destruction. This matter has been referred to.the FBI's

Inspection Division for action deemed appxopriateu 4

Declassify
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DECLASSIFIED BY 65179/DMH/PLJ/sdb *
ON 07-01-2010

July 19, 2005

BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
‘Room 50209

New Executive Office Building
725 17 Street, Northwest
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board (IOB)
Matter,[  |Division, IOB 2004-93." (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary
to the Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or
laws, Executive Orders, or Presidential Directives which

-govern FBI foreign counterintelligence and international
terrorism investigations. (U)

Enclosure

Mr. Hulon
Inspection (IOB 2004-93) b6p
Ms. Thomas

. -| | SIFIED ENCLOS
278-HQ-C1229736-vio— 940
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Mr. James Langdon

Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room €150

Inspection Tralning

APPRG‘JE: g!{ig " Laboratory .. Jff. of EED'

finance Hational Sec. Affairs ,
Director, Gen. Cound o Off.ofPublick
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DATE: 07-01-2010 '

REASON: 1.4 (c)

CLASSIFIED BY 651‘79/DHH/'db
EFGﬁASSIFY ON: 07-01-2035

.(S)““w

‘ ALL INFORMATION CONTAINED

WHERE SHOWN OTHERWISE

s

INTELLIGENCE OVERSIGHT BQARD (IOB) MATTER
DIVISION
IOB 2004-93(U)

b2
b7E

The Federal Bﬁféau of Investigation (! "

that in issuing a National Security Letter for
| associated wlthr

|a U.s.

HEREIN IS UNCLASSIFIED EXCEPT

bl
Person, the FBI failed to comply with the Attorney General's b2z
(§) . ‘Guidelines for FBI National Security Investigations and Foreign ESF
“Intelllgence Collection. Spec1f1cally, two individuals with similar ;4
names-were confused, resulting in the issuance of a National Security
fS:l Letter (NSL)_‘ for records relating to an individual for whom the FBI
lacked sufficient predication to investigate. Details follow. ?gk:
b1l
(8) - | 1 b2
f3) o I | The case agent be
f31~ } 1dentifled “an- 1nd1v1dua1 he believed was | _ L g;g
ok who ia a JT g o L a Iwurumj b7E
5 1 [ T ~Subse > E
. quently, the case agent 5]
- _determined the true name and identifiers of. |
. The case agent ceased all investigati®W of amna
corrected the focus of the investigation onto| | for whom
(8) .. proper predication existed. Subsequently, the case agent (8)
”temporarlly reasslgned and another agent was assigned the
fS) """ -investigati nt was not aware of the confus;on
lbetween and drafted a NSL re for
associated wit | The NSL was subsequently served and|
[obtained. The FBI noticed the error before
any of these records were uploaded into any FBI database or system.
This matter also has been reported tg the FBI'‘s Inspection Division
for action deemed appropriate. %}gk::
Dep. Dir.
Chiefof Staff____
Off, of Ges.
05 Traning
Admin. Ser.____ " . Srim. I, ‘nsp@ﬁoﬁ —_
o — APPROVED: cus Laboratory .3, ol £0
Finance ational Sec. Afairs_—
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DECLASSIFIED BY £5179/DMH/PLJ/3db July 20, 2005
ON 07-01-2010

BY COURIER

Mr. John Langdon
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

This letter forwardS for your information a self-
explanatory enclosure entitled “Intelligence Oversight Board
(IOB) Matter, [ |pivision, IOB Matter 2005-144." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - Mr. Hulon .
1 - Ms, bo

- us b7C
@- 278ﬂﬁ—l~no-c1229736—v10— A3
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Dicector's Office __ maiLroom []
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Mr. John Langdon p. 2 ::};:ymt::::

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

~urrTTN. AdnSene_  Gen NatoraiSec
R ) inf Per, ORE0A
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. DATE: 07-01-2010
. CLASSIFIED BY 65179/DMH/PLJ/sdb

REASON: 1.4 (c)
DECLASSIFY ON: 07-01-2035 .
L

(3) .

Mr. John Langdon p. 2

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
| _|DIVISION
IOB MATTER 2005-144 (U)

ohe — |prov1ded

AL TION CONTAINED
SM HE % UNCLASSIFIED EXCEPT
WHEFE S5HOWN OTHERWISE

notice of”a reporting error in conjunctlon with.the ongoing FBI
1Division | linvestigation- ofi |
In this regard,| | reported that on] |

.. th ivision opened a] 1 of
‘ ] a United States person. On | b

submitted a 90-day LHM tof | That LHM
was inadvertently not forwarded on to the Federal Bureau of
Investigation's National Security Law Unit for further submission
to the Department of Justice's Office of Intelligence Policy and
Rev1ew (OIPR) until| |

:;gi Because the 90-day LHM was submitted more than
eleven months late, the Department of Justice, Office of
Intelligence Policy and Review was precluded from conducting
meaningful oversight and review of this investigation of a United
States person.

(U) This matter has been réported to the FBI's
Inspection Division for appropriate action.
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SEC
DECLASSIFIED BY 65179,/DNH/PLJ/sdb July 6, 2005
ON 07-01-2010 :

BY COURIER

James Langdon, Chairman
Intelligence Oversight Board

New Executive Office Building
725 17th Street, N.W., Room 5020
Washington, D.C. 20503

Dear Chairman Langdon:

This letter forwards for your information a self-explanatory
enclosure entitled, "Intelligence Oversight Board (IOB) Matter,
IOB 2005-161." (U)

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

1l - Ms. Thomas
1 - S$5A Lammert
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| ® ®
Chairman James Langdon

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

Enclosure

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mxr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

o oHmInY, . INSPECEOR Training,
Room 6150 APPROVED: ois Laboratory, 3, of £E0
Finance_________ NalionalSec, Affalrs
Dlrestor______ Gen. Counsel M Jff, of Public &
Deputy Director, Infa. Res, Personnel Cong. AftS. o e
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DATE: 07-01-2010
CLASSIFIED BY 65179/DMH/PLJ/sdb

ALL INFORMATION CONTAINED
REASON: 1.4 (c) REIN I3 UNCLASSIFIED EXCEPT
. DECLASSIFY oN: 07-01

RE SHOWN OTHERWISE

(81 P b2

(U

(3)

b7E
INTELLIGEN?EMES_’LGH,F BOARD (IOB) MATTER
‘ DIVISION
JOB 2005-161 (U) b1
X Thel [Division { )} reports that on Eg
| } al ] was initiated on b7C
the subiect, 0.5 was opened  b7D
b7E
|
| The| |expired on
F
The TFO case agent, | Jof the[ _]state
Police, mistakenly believed that the case had been opened as a b2
| | and continued to conduct b6
investigative activity after the expiration of the| | in | bic
1 The discovery of the expiration of the [ |occurred when b7E
the case was being reassigned onf |

- 38f_The following investigative activity occurred since the
expiration of the |j:

X
b2

b6
b7C
b7E

X
><
<
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(83|

(8-
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bbd

b7C
(8) . »

b7E

(Uy

“:IB(: Once the error and oversight was disc
appropriate action was immediately taken by the
Division to stop all investigative activity and to develop a E%E
revised tickler system to avoid future administrative errors. In
addition, it has been referred to the FBI's Internal Inspection
Section for any action that is deemed appropriate.
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DECLASSIFIED BY 65179/DMH/PLJ/3db SE
0N 07-01-2010

July 6, 2005

BY COURIER

James langdon, Chairman
Intelligence Oversight Boaxd
New Executive Office Building
725 17th Street, N.W., Room 5020
Washington, D.C. 20503

Dear Chairman Langdon:

This letter forwards for your information a self-explanatory
enclosure entitled, "Intelligence Oversight Board (IOB) Matter,
IOB 2005-163." (U)

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

1 - Ms. Thomas P -
1 - ssA - 278-HQ-C1229736-VIO— 6],’(@

. Dir.
g:a%f of Stal
Off. of Gen.

h’a?sbn_asea—_: Hofmann-IOB-539
OPR

Off. of Public

& Cong. Affs. ____
Trainin
Off. of EEOA_____

_QTMS Offics — maLroom [
Al




* .
.
r

Chairman James Langdon

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

Enclosure

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker ‘
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice :
Room 6150 :
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DATE: 07-01-2010
L ALL INFORMATION CONTAINED
giggg%bffc‘:ﬂ?” DMH/PLY/ ’db. IN IS UNCLASSIFIED EXCEPT
ey RE SHOUN OTHERWISE

DEGLASSIFY ON: 07-01-2035
S
b2

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E
8y DIVISION
" -163 (U)

j}gi As reported by the | | Division { ), on

! |:U:| | 1 _the | | ..
Al b2

L. [ on the subjecE'1 3 bE

.S. person. ewal for this EZE

dlscontlnuedl iofl [ on] |
as they were not producing positive foreign intelligence.

?><i| |anents_claseiy coordinated with the
f to ensure that coverage on the
| Jceased on] | EEE
[ |provided prior notice of '

(Y - the discontinuation and confirmed with | | that coverage on
_n,nhthel ceased on| 1

j}gii | 1ater discovered that | |

were inadvertently collected during the| | B2
| |time periods. The L7E

inadvertent collections were discovered and occurred whenl |
requested| to take overl | coverage of | |

targets due to a scheduled power outage and | |
| . B |dur1ng a planned software upgrade.

(II)'”“”“wijkgi\During these two time periods, provided sets
of | kd ]to use for coverage. When the b2
| fWwere checked, it was determined that collection bIE
on the| lwas still taking place beyond the] |
| scheduled date, although within the | |
T It became apparent that]| [that
provided | | had not disabled the lines as

requested, when the] |

Once the error was discovered, appropria

i[]} immédiately taken b [ | Division to stopi | »2
| |were transferred to a  °'F

CD. In addition, it has been referred to the FBI's Internal
Inspection Section for any action that is deemed appropriate.

%w'mw Matonrl S,
DR
Hofmann.lOB .591* Cith ]
[N o+ ISR L CF
Dy Vs Fnano, Lutiesy, Trairiay




)(/)‘%/%

v

DECLASSIFIED BY 65175DMH/PLJ/CC
ON 06-30-2010

A

. September 1, 2005
. BY COURIER

Mr. James Langdon, Chairman

Intelligence Oversight Board

New Executive Office Building - Room 5020
. 725 17th Street, NW

Washington, D.C. 20503

Dear Mr. Langdon:

This letter forwards for your information a self- bz
explanatory enclosure, entitled “Intelligence Oversight Board b7E
(IOB) Matter, Division, 2005-169." (U)

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or i
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(U)

Enclosure

1 - Ms. Thomas
1 - SSA Moynihan

@ 278-HQ~C1229736-VI0~— 9

b&
b7C

NatoraTSee SEB(Hofmann-IOB-SQ
Personnel ____
Tiening _____, -

a.'mun,__ 7 B81/007
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SECRET g2

! Mr. James Langdon
Should you or any membexr of your staff require additional

information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas’
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice
Room 6150

Inspaction (L

APPRQ‘&D: gra%m Laboratory 2, of 660
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DATE: 06-30-2010 LL INFORMATION CONTAINED
CLASSIFIED BY 65179DMH/PLJ/CC HEREIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (c,d) HERE SHOWN OTHERWISE
" DECLASSIFY ON: 06-30-2035 é;)ﬁ;éi
b2
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E

| DIVISION
IOB MATTER 2005-169 (U)

The_bivision () of

the Federal Bureau of Investigation (FBI) has reported that,
owing to an error on the part of

beyond those authorized by the | |
[ 1. In this regard, the
| I _ |
(5) - Y m— '
e | in for a one-year period beginning on
L Inl | was informed that ]
(3]~ | had cancelled its subscription to the
listed in the| |Oorder. Based on ‘(s]
Ij.nﬁgma.u'm_mislsd by 1 |for the
(3) -] I;—<o1TectTon] | ]
[s)mmwwwandw was initiated on L | _OCnl |
[S]WTW_WMNNQJ ] Chinese. linguist determined that| | was

| in use by someone other than the intended target
[S] and...,-tha»t‘I—A_I was not in working order. Further

investigation b]‘_a:_tlech agent and his source at
determined that -was not | by the
intended target. The tech ageqs]ii i
source that th

)N — | .

originally provided by[_]. As soon as the error was discovered
on i : |coverage was immediately terminated and the

| |was transferred form s computerized
recording equipment to a computer disk, and the disk was
forwarded to FBI Headquarters for submission to the Office of
Intelligence Policy and Review (OIPR), Department of Justice, and
the for eventual destruction.

(U) Although this error is not directly attributable
to conduct on the part of FBI personnel, the unauthorized
surveillance is nevertheless a reportable matter under Section
2.4 of Executive Order 12863.
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DECLASSIFIED BY 65179DMH/PLJ/CC

ON 06-30-2010 ' .
*
'. Co

September 16, 2005

BY COURIER
Mr. James Langdon
- Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

This letter forwards for your information a self- b2

explanatory enclosure entitled “Intelligence Oversight Board  F7E
(IOB) Matter, |:]Division, I0B Matter 2005-170." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - Mr. Hulon b7C
1 qJMs_JmmxmuL1 , .

1
@- 278-H0-C1229736-VIO- N5

Conbv Deri T+ G-3
France. . §sify onT—X1l

WD et
- So— | “SES®ET_Hoftnann-10B-545

& Cong. Afs. ”B1/00J
Orector's Oficy MAIL ROCK () .




Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 ~ The Honorable Alberto R. Gonzales
Attorney General

U.S. Department of Justice
Room 5111

1 -~ Mr. James A. Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150
ek I, Inspactio (7)1 B
APPROVED: zes Laboratory. 0. of EEO
Gaanee____ Nelicndd S Aff .
Director______Gen, Counsel R .ol Pedc &
M Depudy Director, Info. Res, Personnel_____. Cong.AlS e
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DATE: 06-30-2010

CLASSIFIED BY 65179DMH/PLJ/CC
" REASON: 1.4 ()

(8- -

(3 ]

(3]~
(3]

s

INTELLﬁGENQB.Q!EB&IEBI_E%ARD (I0B) MATTER
DIVISION

IOB MATTER 2005-170 (U)

The Division of the Federal
Bureau of Investigation (FBI) reported the following
| exxor in the course of a| of

_| the subject of an ongoing |

| In this regard, the

_1

| Authorization for the same

-.Docket No.

fac;lxtxesrnas_zenﬁwed for the period of | | under

)en authorization w d for the

(5) -

period of | unde¥ Docket No. [ |

- | was not included in the
surveillance order. The FBI did not request renewed authorization
for | |for the period of| | because

‘during the prior periods of authorized surveillance -the FBI had

determined that the conversatzons|

|were not relevant
to the investigation.

8% On | o ] thel |case agent notified the
| aba | .

that coverage on

. iAnvolving the target

B |was to terminate.
}S{ For undetermined reasons, on| _1

[ dbal ] re=instituted full content audio

coverage for| b
" sy Fro were monitored b
“the[__ ]lang Who did not notice that| |

were to and from .

on| |

W

reviewed by the|
|were to and-from]

|case agent who

did not notice

}B(The ..... record-- At.o,.wand.wf.rom,l j
were included in other s ES Or the authorized| |

Neither the |::| case agent nor the language

specialist had reason to believe that| | were to and from
| for which coverage had been discontinued.

%T Hofmann-I0B-547

ALL INFORMATION CONTAINED

: EREIN I3 UNCLASSIFIED EXCEPT
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(5] -

(3) -

gig;Onl |tte| Icase agent 1nestinnaiJﬂn;1
~-language--s atist-about | ' om”

r, the language

should no longex be monitored and continued to monitor ;g
to and-from-

speca.a].lst da.d not understand that these ? b2

I;l both the case agent and the language
speca.al:.st became fu aware that ilto and frog

[ ] were being collected The case agent contacted

[ | dba |

|land advised that

coverage should be discontinued.

€ I

reported this matter to[_______ ]by EC on
aterial collected during the period of

]is to be submitted to the Office of Intelligence

Policy and Review at the Department of Justice so that it can be
forwarded to the [ |for destruction.

(U) This matter has been reported to the FBI's Office
of Professional Responsibility for appropriate action.
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DECLASSIFIED BY 6517 9DMH/PLJ/CC'

September 22, 2005
BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17th Street, Northwest
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory b2
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, BTE
| Division, IOB Matter 2003-24" (V)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary ;to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism

investigations. This matter has also been referred to our
Inspection Division. (U)

Enclosure

C
1 - Mr. Szady
cD- 278?HQ-01229736—VIO“"C?Zﬁz)
1 ~ Inspection (IOB 2003-115)
1 - Ms. Kelley
LDK:1dk
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Mr. James Lang .

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1~ Honorable Alberto Gonzalez
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150

¥ © OfLotPubich
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ALL INFORMATION CONTATINED
DATE: 06-30-2010

5517 9DME/ PLI/ GO . HERETN IS UNCLASSIFIED EXCEPT
CLAS3IFIED BY DM J7C . WHERE SHOWN OTHERWTSE
REASON: 1.4 (<)

| DECLA3SIFY ON: 06-30-2035 .
é;&égr

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER -gf
DIVISION 'E
I0B MATTER 2003-24 (U)

jned that in conducting
a non-U.S. Person, FBI

1nadvertently monitored accounts uprelated to the sgbjgﬁ t of
investigation. on | ! the :

[was | ]

facil] | |by identifying a specific
| iassociated with the subject's account. g:l

initiated collection activity on| | The subject
temporarily left thé United States on| | returning on
| Unbeknownst to | } the subject cancelled his
rior to leaving the United States.
reassigned th to a second and unrelated customer, but bl

never notified .  Techni blems with the data b2
pt equipment prevente ﬂ;ﬁ@gﬁl from reviewing the f)g
between the period of Upon review of the Bb7C
material on| | it was determined that the surveillance b7D
coverage obtained _dig_ng_Lp_gﬁtain to the subject: [ ] BIE
contacted lon to report the problem.

On that same
day, | advised I that the subject had reactivated his

(31 [

Imn;_,_aﬂd provided with the On
the case agent reviewed thé data ed on the new
account and, once again, determined that the did not

pertain to the subject. This
had erred by not providing FBI

technician ilter software settings for the
subject's Failure to change the settings once
again resulted in monitoring the wrong account. Because

the FBI lacked proper authorization under the[ __ ]statute or
Title III for the accounts incorrectly monitored, thigs matter is
being referred to the Intelligence Oversight Board. R
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DECLASSTFIED BY 65S179DMH/PLJ/CC
ON 06-30-2010
[}

* . .

September 27, 2005
BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17th Street, Northwest
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory

b2 memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
b7E | | Division, IOB Matter 2004-76." (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence -
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to ocur
Inspection DRivision. (U)

Enclosure : SIFIED
DETACH
C IED EN

- Mx. Hulon
@ 278-HQ-C1229736-vIo— 73

-~ Inspection (IOB 2004-76)
1 - Ms. Kelley
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Mr. James Lango’

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

pg2

Sincerely,

Julie F. Thomas i
Deputy General Counsel

1- Honorable Alberto Gonzalez
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150

APPR(WED' Srim T, Inspection Trzlaing

o« WIS aberatory i, of EEQ
- “inzace Natinna See, Affairs
Dseaor_'___cen.Couns R MofPublck

~ Deputy Director Info. Res, Personnel Cong. Affs__

ﬂﬂuj

¥

% Hofmann-I0B-553 '




DATE: 06-30-2010

CLASSIFIED BY 65179DMH/PLJ/CC
FEASON: 1.4 (¢c)

 DECLASSIFY ON: 06-30-2035

INTELLIGENCE

I0B

(8) - —{3)

E T
WHERE SHOWN OTHERWISE

OVERSIGHT BOARD (IOB) M......
IVISION
004-76 (U)

bIE

s determined that in conducting a [ ]

Inquirv h

a U.S. Person

initiated on| ] the | | Division {
made a number of errors related to improperly converting a

extending otherwise valid investigations. The

RA)
nd
RA

erred from the beginning by not closing thel__|and reopening the

matter as a when it realized the

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

-

predicate for the | opened- on|

no longer existed.

As such, all subsequent dates for the extension of thel

were

off, and did not comport with the rules for extens;.ons set under
either the Attorne ral uidelines FBI For

113 ecti Foreign Counteri
Guidelines (FCIG) or the subsequent ttorn ral' s Guid ines
or FBI National S i Investigatio nd _Foreian Intelligen
Collection (NS The RA then compounded the problem by
to account for a lack of

bl
investigative activity. “This "rule" f£inds no support in the bZ
NSIG. Finally, the RA interviewed the subJect pursuant to a b5
tasking from FBI Headquarters. ry outside the k&
reaim of b and [_Js known as | I which allows o

for certain activities to be undertaken outside the scope of [ ]

and | |

of subjects are o

Interviews of the subject of an investigation is not
such a permissible act;\.on.

The NSIG make clear that interviews

W As
such, OGC
|3

o) rom :

De y on?
APPHOVE Ctmlnv Inspection Tealning

Tt "?ﬁér

_ :mznce hﬁ;ﬁfg& iﬂmgsm Hofmann-108-554
D:"- 310! ' Gen.Cou MR Offolfublick
Depuly Divector_____Info. Res. Personnel Cong. Affs,
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DECLAJIIFIED BY 4S517SDMH/PLJ/CC

ON 06-30-2010 .
) ’ ' \ 4

-

September 27, 2005
BY COURIER

Mr. Jdames Langdon

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17th Street, Northwest
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory b2
memoran titled "Intelligence Oversight Board (IOB) Matter, b7E
Division, IOB Matter 2004-38." (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/orx
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism

investigations. This matter has also been referred to our
Inspection Division. (U)

Enclosure

- Mr. Hulon ' P
@- 278-HQ-C1229736-vio— 985 pe
- Inspection (IOB 2004-38)

1 -~

LDK:1ldk

O Ov Der rom—+ -
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Mr. James Langdon

Should you or any member of your staff require 3
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1- Honorable Alberto Gonzalez
Attorney General

U.8. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

APPROVED; St lein___ iy

SIs, tl{abcralory___ ol €60
i Finance ationalSee____ Affalrs
Diector, Gen. Cotn R ofPubick fp‘é—-

Depuly irector_—_lnfo.Res. ¥ ____Pessomnel_____ Cong. s ﬂu_y
<

Wofmann-IOB-SSG




DATE: 06-30-2010

ALL INFORMATION CONTAINED
CLASSIFIED BY 65179DMH/PLJ/CC HEREIN I3 UNCLASSIFIED EXCEPT
REASON: 1.4 (<)

‘IA‘HERE SHOWN OTHERWISE
DECLASSIFY ON: 06-30-2035

: s}/s@r

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER | b2
| IVISION b7E
IOB MATTER 2004-38 (U)

The:‘Division of the Federal Bureau of

Investigation (FBI) has reported t}
| i conducted beyond the scope
of what was authonzed by thej In this regard, on

(3] T '} inan investigation of a “United States person” as
that term is used inl t

(3)
[learned from| oy ‘ [that the
(3) L Jand [were to be relocated to] fin the same building:{- (3] 1

[ Jterminated monitoring on|_ Jin anticipation of] lbeing b2
relocated. On| [was advised by| Ei
of] that Would not be relocated untlll | Basedonthis  “{3)

b7C

information establ ht approximatel b7D
2:00 p.m. on he Interpreter who was momtoxmﬂ—y__l h7E

from the previous afternoon reporte indicate 1ad already been

I immediately terminated all monitoring of
confirmed ad been moved on| |even
though their work order indicated ould not be moved until [ L

Appropriate steps were taken by]| | technical personnel to sequester
Enilr}or submission to the| For eventual destruction. {S)

The error, although occurring as a consequence of an error on the part of| | }EEI .
[ Is nevertheless a reportable matter. (U) '

Deri om-:-G-3
D sify on

APPR“"ED: én&nasn' H:%E?Se& MGHS WK DJ

Dicetor, Gen. Souns PR OffofPubicd eTE
Depuly Disector Info. Res, Persornel Cong. Affs,
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. DECLASSIFIED BY 65179DMH/PLJ/CC. .
ON 06-30-2010

>

October 13, 2005 J
BY COURIER

Mr. James Langdon, Chairman

Intelligence Oversight Board

New Executive Office Building - Room 5020
725 17th Street, NW

Washington, D.C. 20503

Dear Mr. Langdon:

This letter forwards for your information a self-
explanatory enclosure, entitled “Intelligence Oversight Board b2
(I0B) Mattex, | Division =| | RA, IOB Matter b7E
2005=-179." (VL)

This enclosure sets forth details of investigative

activity which the FBI has determined was conducted contrary to

. . the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI forexgn counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any admxnmstratlve action is warranted.
(V)

Enclosure

1l - Ms. Thomas
1 -~ SSA-Moynihan
1..

C
D (ZTEAR=CT229736=v10= [00F

W - -
= Mofmann I0B-558

8 Cong. ASs. ¥81/00J
Oirecsor's Otfce __ MAIL ROOM (D)
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SEPREE_
Mr. James Langdon
Should you or any member of your staff require additional

information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel for Intelligence Policy, OIPR
U.S. Department of Justice
Room 6150

\:)g[{w{“’ |

Y.

1w, :
AP Pﬂﬂmt E:}I“sl _/ Laboratory Oft, o EEQ
Finance National S M“L—_bﬁc&
Dleectot Gen. Sounsel, R 0&0& P& s
Deputy Dlrector info. Res. Personnel 0g.

wofmann-IOB-SSQ




DATE: 06-30-2010 1

ALL INFORMATICN CONTAINED
CLASSIFIED BY 65179DMH/PLJ/CC HEREIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (&)

WHERE SHOWN OTHERWISE
DECLASSIFY ON: 06~-30-2035
sr%'

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
| DIVISION - | | R& b7E
TOB MATTER 2005-179 (U)

38y Inguiry has determined that in conducting a
S of a United States person, the

Federal Bureau of 1Investigation (FBI) failed to comply with the

requirements for the continuation of a as prescribed in

| _|of the Attornev General | for FBI Foreign

Intel ence Collectj and Foreiagn Counteri lligen

Investigations ("NSIG"). In this regard, the | |

Division, | ] Resident Agency (| | RA") opened a bl
(S) -~ Jon[ | The[ ] expiration date was established as b2

on | subsequent to the expiration of the b6
the subject was interviewed in preparation for closing the E;E

case. The interview occurred approximately one month after the
expiration of the[ | and it was the only investigative activity
to occur before the case was closqd*__agngggﬁ, the RA
did not close the case file until 44 days after the
30-day grace period for[ _]extensions.

(S) Because the subject is a “United States person” as
that term is used in Section 101(i) of the Foreian Intelligence
Surveillance Act of 1978, continuation of the investigation
required that theJ;;;:::;:;;]RA comply with the requirements of
Executive Order 1 an e NSIG. 1In this matter, while the[ ]
overrun appears to have been inadvertent, it was not de minimis
in time. The[:] was never properly extended, and the b2
investigation remained in open status for over two months. b7E
Allowing the case to remain open for two and a half months after
it should have been closed or extended was in contravention of
the NSIG which was designed in part to protect U.S. persons by
limiting the time that the FBI can conduct a{::]without

oversight. Therefore, this repart is being made to the
(0} intelligence Oversight. Boa rd°><

Deri rom :

Dec onz =1
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ON 086-30-2010
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DECLASSIFIED BY K5179DMH/PLJ/CC .
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October 13, 2005
BY COURIER

Mr. James Langdon

Intelligence Oversight Board

Room 5020

New Executive Office Building '
725 17th Street, NW

Washington, D.C. 20503

Dear Mr. Langdon:

This letter forwards for your information a self-
explanatory enclosure, entitled “Intelligence Oversight Board
Matter 2005-171."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(V)

Enclosure
1 - Ms. Thomas

SSA Moynihan

CLOS!

- e
St De Yy On:

Q8. of Gen,

M‘M X
Asst u‘:-———-—o Y,
comww____ 4

> ’ Mofmann-lOB-SGl

— MAYL ROM ()
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Mr. James Langdon

Should you or any member of your staff require additional
information concerning this mattexr, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

i - Mr. James Baker
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

APPROUED, Lrim. tn, Inspection Tralnng, .
o GRS labonstory N ol EED

. Finnsa ehna See, Mfairs
Director________Gen, Sou R OifclPubkck
Deputy Director Info. Re Personnel Cong. Affs . ..

.2. Hofmann-IOB-562




ALL INFORMATION CONTAINED

DATE: 06-30-2010 HEREIN IS UNCLASSIFIED EXCEPT
CLASSIFIED BY 65179DMH/PLJI/CC WHERE SHOWN OTHERWLSE

REASON: 1.4 (<)
DECLASSIFY ON: 06-30-20335

.

é@dgr

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
DIVISION
I0B MATTER 2005-171 (U)

< The[ | pivision ([__T) of the Federal
Bureau of Investigation (FBI) has reported that it failed to
provide FBI Headquarters with Notice of Inititaion for a
I o e e e v e e ooy e e Qfl a
[S] [S] United States (U.S.) person. | reported that 1t initiated
------ - w— o of] |l on
and that|__| was set to expire on After the
case was initiated, the case agent did various records checks, a
trash cover, some surveillance, and a telephone interview of a

witness. During this first six months, the iTigig;_gggg_rge

failed to submit a “Notice of Initiation of a or

I * with FBI Headquarters, as required by The Attornev ﬁé
al's cuidelj r FBI National ity Investigati o2

Forei Intelligence Coll%ction ("NSIG"), prior to the expiration b7C
of the| | on . On the initial case b7E

agent completed an EC requesting the first extension. The SAC of
approved the extension on | |and it is
presently set to expire on| |

(Uywwwwwmm~:}S{: The initial case agent failed to notify Headquarters of b2
the investigation. On | a new case agent was b7E

assigned. The new case agent realized the failure to submit
notice to Headquarters within the first six months and filed the
appropriate notice. )

v

[UT“”““”W“;)S(: In this case, investigative activity, including an
intedview of a witness, occurred within the initial six month
period and FBI Headquarters was unable to evaluate whether the
rights of this U.S. person subject were being protected. [ ] b2
l | then extended the [ ] for another six months without notice b7E
to Headquarters. A total lapse of seven months in failing to
report the initiation of a| | is
substantial and can not be considered de minimis in time.
(U) The error is a reportable matter under Section 2.4 of
Executive Order 12863.

ived from:
De :

s%ﬁéﬁ
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ON 0&-30-2010
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October 18, 2005 °

BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self~explanatory
memorandum entitled “Intelligence Oversight Board (IOB) Matter,
[ l.pivision, IOB Matter 2005-172." (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - Mr. Hulon
1 ~ Inspection (IOB 2005-172)
1 -] |

D - 278-HQ~C1229786-VIo— (O |

- , }‘*{Hofmann-IOB-SM

Director's Office MAIL ROOM ()

b2
b7E

L4 174-1-5]
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Mr. James Langdon

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be axranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.8. Department of Justice

Room 6150
nPPROVED, Chm lay, _ Inspection Traialng
o oM Laboratory, .ol EEQ

) *inance Nationat See__ Affaiss

Ducto:v Gen, Counse PR ff.ctPubick

Deputy Director____[nfo. Res, Personnel_______ Cong.Affs_____

c;rd‘i"JC'
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DATE: 06-30-2010
CLASSIFIED BY 65173DMH/PLJ/SCC .

REASON:

DECLASSIFY ON: 054-30-2Z035

1.4 (<)

%+

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER )
DIVISION
I0B MATTER 2005-172 (U)

The Federal Bureau of Investigation ("FBI")fuuL______l

‘determined that-inconducting] “T-on
the FBI failed to comply with the annual reporting requirement
prescribed in| jof the Attorney General Guidelines fo
FBY Foreign Intelligence Collectio Forei .
oupterintelligence Investigations (FCIG).! 1In this re ard on
the bivision C__ ] opened a|:9:|
on the subject. Because the subject was (and

remains) a "United States person" as that term is defined in

Section 1801(i) of the Foreign Intelligence rveilla .
(FIsAa), initiation of | |required thatl |
1

comply with the reporting requirements of the ECIG.

b2
b7E

submitted its annual letterhead memorandum (LHM) on|

approximately ten months beyond its original duve date. The
delayed reporting precluded OIPR from exercising its
responsibility for oversight and review of an ongoing foreign
counterintelligence investigation of a U.S. person, contrary to
the requirements of the FCIG. The matter also has been reported
to the FBI’s Inspection Division for action deemed appropriate.

De from:—G=3
Dec 2 X=1
WMRL_____wamm Tralning .

APPROVED: beretory____ 34.of £ ’{M
omot___i'm? e “

: en, Coun MofPubied  TC
Qspaty Birector,__nfo, Res, Personnel Ceng. Af'sw

(U]“%mMMNN”AA” rt Although the FCIG were superseded on Octobexr 31, 2003 by the

f BI Security Investigations and
Foreign Inte li n ol_gg;&gn (NSIG), "[a)ectivities commenced undexr the
ECIG fare to be} continued and completed under the FCIG, notwithstanding the
adoption of the NSIG." See Memorandum from Attorney General John Ashcroft to
Robexrt S. Mueller, I1I, dated October 31, 2003.

% Hofmann-IOB-566
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DECLASSIFIED BY 6517 9DMH/PLJ/éC . '
ON 06-30-2010
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October 18, 2005

BY COURIER

Mr. John Langdon
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

This letter forwards for your information a self=-

b2 explanatory enclosure entitled “Intelligence Oversight Board
p7e  (IOB) Matter, [ |bivision, IOB Matter 2005-150."(U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U) -

Enclosure

1 - Mr. Hulon

1 - Ms. Thomas

- Ms. Kelley SIFIED WHE
278-HQ-C1229736-vio~ {623  DETAC

1 -'INSD (IOB 2005-150) FIED ENCL
Oop.Ov,.
Chief of
M__,
Oft. of Gen,
W
Asst. Ows
Com v,
s
Fanoe
do.Res.____
m‘-—u- .
Nasorai See. . Hofmann-10B-567
Porsonnel _____
Forse
Of.ol EEOA
Od. of Pubkc
4 Cong. As

Office HAIL, ROOM ()
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SECRET
Mx. John Langdon

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez

Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker

Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice
Room 6150

nPPRBVE. slim.lnv. tnspection Trdalng
o« 5 /;’abo!atorv Ji. o 6EQ
. Finance, alenal Sec, Affairs
Diecto______Gen Soun o, of FbECE ’
Deputy Director_____Info, Res._ Personnel. Cong. Affs, X?L “jf
CT¥
-2 =
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' ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

DATE: 06-30-2010 WHERE SHOWN OTHERWISE

CLASSIFIED BY 65173DMH/PLJ/CC
REASON: 1.4 (c)

DECLASSIFY ON: 06-30-2035 M

INTELLIGENCE %T BOARD (IOB) MATTER b2
DIVISION b7E
IOB MATTER 2005-150 (U)

8 Inquirv ha ermined that in conducting a .,
of a United States person, the
ederal Bureau of Investigation (FBI) failed to comply with the

requirements for the continuation of a as prescribed in
[ lof the Attorney General ‘FBI Forei y
telliigence C 3 d fo! ntel n nv a bl
{"NSIG") . the Division opened b2
(3] el ]on- The | Jexpiration date was established bé
as | | Subsequent to the expiration of the [C] the b7C
subgect was interviewed in preparation for closing the case on bIE
I. The interview occurred less than one month after the
, expirat:.on of the[ Jand it was the only investigative activity
to occur before it was closed. However, | did not close

the case file until almost nine months after the
expiration date.

[T Cs:j Because the subject was (and rémains) a “United

States person” as that term is used in Section 101(i) of the.

Foreign Intelligence Surveillance Act of 1978, continuation of

the investigation required thati icomply with the

requirements of the NSIG. In this matter, wha.le the :Ioverrun

appears to have been inadvertent, it was not de minimis in time.

The [] was never properly extended, and the investigation

remained ih open status for nine months. Allowing the case to

remain open for nine months after it should have been closed or b2
extended was in contravention of the NSIG which was designed in bTE
part to protect US persons by limiting the time that the FBI can

conduct a[ ] without oversight. Therefore, this report is being
made to the Intelligence Oversight Board.

»

Der from =
Declassi 3 X~1
Srim Inv, Inspection Training
RPPR[NEU hS, boratocy :)gioiEEG
nance tisnal Sec 208
Direcor_____Gen. Couns W, of PUbRc & el 7

DeputyDirector_____ Info.Res Pessonnel Corg. Alls,

SMT Hofmann-I0B-569




October 25, 2005

DECLASSTFTED BY 65179DMH/PLJ/CC BY COURIER
ON 06-30-2010

Mr. James Langdon

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17th Street, Northwest
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory
memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
[ 1 Division, IOB Matter 2003-115" (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Inspection Division. (U)

Enclosure CLASSIFIED
DETACHED
C ED ENCLO

b#e
1 _~ Mr. Huloen b7
278=HQ-C1229736-VIO— P e

- Inspection (IOB 2003-115)
1_

LDK:1dk

g&:w_-_ ! from :—6=3
De Yy

Of. of Gen.

Cam. .

Fnance

Feanis _SERRET_
Lab,

Porsornel ____

Traking ____

Q8. ot EEOA
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3Cong. Ans
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Mr. James Langdon

Should you or any member of your staff require
additional information concerning this mattex, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1- Honorable Alberto Gonzalez
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150

e o

APPROVED; S m——" U g
]

) Spaver, L Kifas
Director_______ G e v— «d___a'f of Public &
Depuly Director_____itennace, Personnel Cong. Alfs,

wi—lofmann-lo&sn 2-




DECLASSIFIED BY 65173DMH/PLJ/CC
«©ON 06-30-2010

¢
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SETRET_

INTBLLIGEMSB.Q!BBSIQBII BOARD (IOB) MATTER b2
DIVISION b7E

IOB MATTER 2003-115 (U)

.

(UT““””WWMWMMWWZS(: Inaguirv has determined that on|_________1a federal

[Pen Reqistey and Trap and Trace devicel |

bz
b3
b7E

is being made to the Intelligence Oversight Board. N

i from =
D Yy > 1

L
Dlrectoe andis, Affeis, K

: — e JftolPubicd
DeputyDirector___y....... —Pasonnel___ Cong.Affs______

! (U) Title 50 United States Code (U.S.C.) Section 1845(b) (pextaining
to pen register or trap and trace devices) provides that "no information
acquired pursuwant to this subchapter shall be disclosed for law enforcement
purposes unless such disclosure is accompanied by a statement that such
information, or any information derived therefrom, may onlv be used in a
criminal proceeding with the advance avthorization of the Attorney General."

(Emphasis added.) Hofmann-IOB-572
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November 21, 2005

BY COURIER

Mr. James Langdon

Chairman,

Intelligence Oversight Board _

New Executive Office Building - Room 5020
725 17th Street, N.W,

Washington, D.C,

Dear Mr Langdon:

This letter forwards for your information a self-explanatory enclosure entitled
“Intellegence Oversight Board Matter, Counterintelligence Division, Federal Bureau of
Investigation Headquarters, IOB Matter 2005-160" (U)

The enclosure sets forth details of investigative activity which the FBI determined was
conducted contrary to the Attorney General's Guidelines for FBI Foreign Intelligence Collection
and Foreign Counterintelligence Investigations and/or laws, Executive Orders, or Presidential
Directives that govern FBI foreign counterintelligence and international terrorism investigations.

)

Enclosure fb 6
b7C

1 - Ms. Thomas

1 7278-HQ-C1229736-VIO— [0 & 9

UNCLA ACHED
FR IFIED
Der oms: -
- De ify on: 1
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Mr. James Langdon

Should your you, or any member of your staff, require additional information concerning
this matter, an oral briefing will be arranged for you at your convenience.

Sincerely,

Julie E. Thomas
Deputy General Counsel

1 - The Honorable Antonio R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - James A. Baker
Counsel .
Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

RPPRGWB): AV SPECON i TR, _snincs

oas boratory, Of.olEED . ..y

Hinanc_e Natioad] See, M2 .
Dicecter Gen. Couns PR __Mf.otPubick
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DATE: D6-30-2010
CLASSIFIED BY 6517SDMH/PLJ/CC '/

REASON: 1.

.

4 (c,d) .NHERE S‘HOUN OTHERVISE

DECLASSIFY ON: 06-30-2035 . ’. '.
b 8

15)
(5)

“subjects-of-these-investigations-are]

SWT
Mr. James Langdon

IN + BOARD MATTER
DIVISION
FEDERAL BUREAU O ION HEADQUARTERS

IOB MATTER 2005-160

As reported by the [ | bivision (]
) in its electronic communication (EC), 278-HQ-C1229736-
VIO Serial 848, the following events occurred in FBI [_]
[ —"Tinvestigations] ]t IThe

() respectively. Both are non-U.S. Persons and known | ]

(8)

(W
(8)

(g) -

(8]

e e on ] the | | issued an_order,
Docket Number| [ (Renewal Order),

]

L |

Pursuant to the Renewal Order, collection on
[ lvegan on] ] The Language Specialist (LS)
monitoring did not recognize the voice as that of
either subject. Conseguently, the LS immediately notified SA
[ 1, and noted that the voices on the line sounded like young

children. At tha?JerrJ instructed the LS to minimize
~all-monitoring of to the extent that either of the
targets could be positively identified. SA] ] also advised
the LS that the Renewal Oxder authorized collection on | |

and that source reporting indicated that the targets may

have given to their college-aged
daughter.

M For approximately the following five days the LS

! Additional information was obtained from the initial request for

- the targets (a ed with
Isgxgxagg_g£1 ﬁéékéﬁ“ﬂumbetfﬁggﬂéﬁ

- {associated with [T ] Docket Numbe
conversations with sa[—___ 1.

Request) and the renewal request
(Renewal Request), telephone

‘re:ged with | } on oxr

-

S
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(3)

o

Mr. James Langdon

~continued-to monitor| During that time period no
conversations werxe logged, r otherwise memorialized by

the LS.

On | ] the LS informed SA | | and Sa

(81
(8)

| | that | |hadjsm_mgnim|ed but that
none of the voices matched the voices—-of or their

language. Agent [ ] then directed the LS to immediately
~cease-monitoring and-collecting-onl | Then, at 4:16

p.n., | } SA| ] xeceived written commﬁm;r
| | technical agents-that-collection-om
was down, ancl that all digital collection that occurred was being

purged from the collection system and placed on an optical
compact disc for destruction as appropriate.

(U

($)-

(31

Immediately thereafter SAs[ _ land | | Egc
investigated this possible IOB and determined, among other
things, that:

(1) 05 1 |

pg2

bl
b2

b7C
b7E

’bl

“that |

bl
b2
« (2) I8 Onl ] in Docket Number | } b4

Order) .*

(3) s on — 1 sal ] was notified
by [ ] technical agents that [ ] advised
gﬁwas disconnected by the target on:
[ Based on this SA[______]stated that, "[t}herefor
| never collected or monitored this number [

- | in accordance with the initial Authorization in

#I:hn-hmurl Request indicates that | |with number[ ]
* The Initial Application was filed with the | | on | ]
and the Initial Order was issued on |
SESRET

\4\ Hofmann-IOB-576

-l 8) bo

b7C
b7E

the ] authorized| |on| [ b7D
telephone .numbexs- (Initial P7E

()

bl

I2)
Ry

b6

(Sjbc

b7E

bl
~{8) b2
b7E

b2
b7E




Mr. James Langdon

docket [the Initial Order)." | el
(4) on| ] sas| | and | I
, submitted a rerewal request for| |coverage on the targets.®
The renewal request submitted to OIPR did not request renewal
(§) - authority for- because the target disconnected it. bl
(g) -Particularly, th lest._stated that | . b2
tSJ med ...... tan | ' t[;;)c
b7E

| (Emphasis added.) However the Renewal
Request, like the Initial Request, both of which were written by
I __1 Office of Intelligence Policy and Review of the
IQ.ana.:l‘.m&n:_o.ﬁ_Justice, asked for authority for surveillance of

{g) Nonetheless, both case agents and the FBI HQ SSA

bl

(5) On| | as noted supra, authority b2

ts ~ for surveillance o | | was granted b7E
) by theT:| Docket Number | |

LY

The error as referred to in the EC is
(8) g - | | This -
error was caused by: (1)faulty dratfting of the Renewal
Application; (2) inadequate review of the Renewal Application by
SA's [ ]and and (3) inadequate review of the Renewal
Application by SSA The OGC will prepare and deliver the
necessary correspondence to the IOB.

w3 =) oy N

oo Uo
[

’ This was 42 days before coverage under the | } order was

scheduled to expirxe.

\ Hofmann-10B-577




November 21, 2005
BY COURIER

DECLASSIFIED BY 65179DMH/PLJ/CC

ON 06-30-2010
Mr. James Langdon

Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory

letterhead memorandum (LHM), entitled "Intelligence Oversight BbTE
Board (IOB) Matter, | | Field Office, IOB Matter 2006~
204." (U)

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and/ox
laws, Executive Orders, or Presidential Directives that govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure
1 - Ms. Thomas o
- | it :

b7c
278-HQ-C1229736-vIo — O

e ——=7 . Inspection (IOB 2006-204)
e p—
S

gﬂ._— CLASSIFIED WHEN
Yers DETA!
ol —— . FIED ENC

[ — from:
. Dec Y : -1

e —— Enclosure Hofmann-I0B-578

of Prof Resp,
tom - — “Siensy_
ny

TEEQA e MAILROOM 8




. . pg2

et

Mr. James Langdon ‘

[ 4

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James A. Baker
Coungel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Srmtm | Inspect
APPROVED: & ™ thiaos—— st

i tinance Hational Sec, Affairs,
Bueaor__ﬁen.Cou R Off.ofPubick
Deputy Diseclor_____ Info.Res. Personnel _______, Com.Affs

Hofmann-10B-579
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DATE: 06.-30-2010 ALL INFORMATION CONTAINED
CLASSLFIED BY 65179DMH/PLJ/CC HEREIN I5 UNCLASSIFIED EXCEPT
REASON: 1.4 (c)

w SHOUN OTHERWISE
DECLASSIFY ON: 06-30-2035 Q
INTELLIG]

GHT BOARD (IOB) MATTER b2
FIELD OFFICE bIE
IOB MATTER 2006=-204(U)

3

.

The | ] Field office T ]| reported an
[ arising out of a . On b1

(gy - .. 1 [ ] opened a| | b2
orl | (non-U.S. Person). On| l b4
the U.S. District Court £ istrict ofl | b6

(8) ~ authorized collection on |i | bic

(8] | | provided a ,g;g
copy of the court order and a |to be attached
to the switching station containing| |
83
T p— oonl b -investigation revealed-that had b1
moved to a new address. He continued to b2
(8)— Lo after the move. The | b7E
renewal order dated| ] reflected the new address.
On | —_] personnel notified [ | that
move had resulted in a change of switching stations for

(8) his As a resglt, since i-move”oﬁ """"" - (8)

' had been collecting and sending the FBI data on ,
stablished at his old address. (8} E%

did not know whether the new residents at [ Jokd b
add

ress are U.S. Persons but presumed that to ﬁﬁ_ﬂ:u.ﬁ.e_._l b7D
: notified the U.S. Di ict Court of b7E

returned to [ all generated by the| |
between | and | _ _
- and did not make any use of the data. The Office of the General
Counsel has recommended that | work with o _institute

appropriate corrective measures to prevent similar
in other cases.

OGC has referred this matter to the FBI's Inspection
Division for action deemed appropriate. (U)

(&) b 1e¥The order-also-authorized-collection-on| | b1

on | ] was renewed on b2

8y — [ | [only. The court e e b7E
] | oxrder onl ] and

SB"(T Hofmann-IOB-580
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DECLASSIFIED BY 65179DMH/PLJ/CC
ON 06-30-2010 December 2, 2005

BY COURIER

Mr. James Langdon
Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, NW
Washington, D.C. 20503

Dear Mr. Langdon:

This letter forwards for your information a self-

explanatory enclosure, entitled “Possible Intelligence Oversight
Board Matter." ‘

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
de?ermination of whether any administrative action is warranted.
(U

Enclosure

1 - Ms.
1 - 8S8SA

@Eﬂmﬁzgne-wo M
FIED ENCLOS

Oen.Ov DerX om: =

D y n.

NS MHofmann-IOB-Sm
Traing____

SCong ASS. F81/005

MAIL ROOM T3




Mr. James Langdon

Should you or any member of your staff require additional
information concerning this mattexr, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111 '

1 - Mr. James Baker
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

APPR[NED, Crim. o, nspection Training

. OIS Laharztory, Jif.of €EO

) angs Hiticna Sec, Affairs,

Director : Gen. Coun o] ff, of Public &
Depuly Director, Info. Res, Persoanel________ Cong.Affs_____

SBORET__
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'OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) a(b)(7)(A) a(d)(®)
(b)(2) a(b)(7)(B) o()(1)
o(b)(3) o(b)(7XC) o(k)(1)
o(b)(7)(D) o(k)(2)
o(b)(7)(E) ak)(3)
a(b)(7)(F) a(k)(4)
a(b)(4) o(b)(8) o(k)(8)
e3(b)(5) o(b)(9) a(k)(6)
a(b)(€) a(k)(?)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-1QB-581
through Hofmann-10OB-582 and Hofmann-10B-584

Page(s) withheld for the following reason(s)._

® The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-583 (only page Hofmann-1QOB-581)

P99 09900000.009.0999
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO 0000000000000900¢4

XXXXXX



DATE: 06-30-2010 ALL INFORMATION CONTAINED
CLASSIFIED BY 65179DMH/PLJ/CC HEREIN IS UNCLASSIFIED EXCEPT

REASON: 1.4 (c) WHERE SHOWN OTHERWISE
DECLASSIFY ON: ?6’-30-2035 ‘ . .
INTELLIGESQE_QEEBﬁIQﬂI1BOARD {(I0B) MATTER b2
DIVISION

TOB MATTER 2006-200 (U) b7E

O e By electronic communication (EC) dated | ]
the Division | } reported a potential
I0B involvin? a National Security Letter (NSL) requested by

which, ugh a transcription error, sought ,
information about af |belonging to a person who was E;E
not the subject of an FBI national security investigation.

{8y }85 The US person who is the subject of the | |
. L case] B b1
(8) : | The case agent b2
estigative Support Specialist (IIA) the correct b7E

(S)- |with which to draft an NSL The IIA then drafted

th the incoérrect| - - | ]

(M- 7ef" puring the week of | the case gﬂent

received the NSL response from and b2
noticed the error associated with the| | The case b4
agent immediately notified his supervisor and pu € original in b7D
the 1A envelope. The case agent then contacted the Associate b7E

Division Counsel who took possession of the unauthorized
information and is presently holding the information in his safe.

(0 e The case agent reports that nothing from the response

to this SL has been reviewed. The agent also reports that no

personal or identifying information from the NSL return has been b2
[ | data bases, open source ere

done on the information.

(U) The error is a reportable matter undexr Section 2.4 of

Executive Order 12863,
Derx by -3
D ify om
e

-3. Hofmann-I0OB-584




DECLASSIFIED BY 65179DMH/PLJ/CC
ON 06-30-2010

. e 4 ) ; ‘ll'
“~ .

December 20, 2005
BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board

Room 50209 *

New Executive Office Building
- 725 17*® Street, Northwest

Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board (IOB) b2
Matter, [ | Division, at | ] Resident Agency, b7E
IOB Matter 2006-196." (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary
to The Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or
laws, Executive Orders, or Presidential Directives which
govern FBI foreign counterintelligence and international
terrorism investigations. (U)

Enclosure

1 - Mr. Hulon be

1 - Inspection (IOB 2005-196)
1 -]

|
mﬁm@- 278-HQ-C1229736-VI0o-16 §]

-

m s«'-—-n-

gng Derive : G=3

Fawta_ De 81fy on? =1

Lab. e

g&mm_ Sgﬂéf Hofmann-I0B-585
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Mr. James Langdon

Should you or any member of your, staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience. (U)

Sincerely, N

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Coungel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room €150
Srim. I Inspection Trainig
APPMWED: gﬁ Laboratosy — —— aﬂ.tztEEo i
Financs, BatmalSee__ Aifals -
Director Gen.Coun 2 M 1 £ Pu‘hx:&
DepulyDirector____lafo. Res, persond_____ Coag Al
' K
- 2 -

%“'{ofmann-lo&s%




ALL INFORMATION CONTAINED
DATE: 07-01-2010

HEREIN IS UNCLASSIFIED EXCEPT
CLASSIFIED BY 6;1'?9DHH;"PLJ/CC VHERE SHOVN OTHERUTSE
RBASON: 1.4 {a)
DECLASSIFY ON: 07-01-2035°

po

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER bo
DIVISION, AT RESIDENT AGENCY bTE
TOB MATTER 2006-196 (U)

The Pederal Bureau of Investigation ("FBI") has

determined t on
A | the F?I_j.mmp.enue.e.d_a_l

National Security Letter (NSL)to obtain
| |which was not related to the

1nvestigat::.on. was due to.a mistake in the’
{5) — NSLiin-identifying | - - |of | |
whose number was intended to be the subject of the request. E}
| | was a violation of | ] of The v
Attorney General's Guidelines for PBI National Securit bé
Investigations and Foreian Intelligence Collection (NSIG).? b7C
In this regard, oni | the r ] Resident .E?]E
(§) -~ Agency-opened-af— e T T ] ‘

The investigation was extended once, and a second extension is
. currently pending. On or about March 31, 2005, a National

Security Letter was issued to| for the .
| intended to
|

be identified as that of the target. Instead,|
was incorrectly identified; thus, the information returned
|of a
who?&?‘ﬁﬁféIEEéd [ The error was discovered
upon receipt of the information,” and the records were not
reviewed nor used for any investigative purpose. Despite the
inadvertent nature of the mistake, the fact remains that
information-was improperly collected on |
unrelated to an investigation. Thus, the matter 1is being
reported to the IOB.

peri from:

Dec ¥ one-X-

Inspaction Train’ag
Leborziory_ . . of EE0
s,

9)74.\“? APPROVED: S5

#inance fiatioast S4g.
" Direetor Gea. Qouahs %cuf ?!llbsm
St A ’ Depuly Disector__Jafo.Res. Persoanal o N
AL OO e ‘)F#Q.Section V.11. authorizes use of Natiocnal Security Letters in i,z
c.ns —conformity with 18 U.8.C. § 2709 (relating to subscriber information, toll

"“""'—-—bill:l.ng records, and electronic communication transactional records). The
Wo...._stacute requires that information sought is relevant to an authorized natiomnal

Mergse—Becurity investigation. Hofmann-I0OB-587
Trainiog '

O oA EECA

oz-g::“’ #8100y

Dvector's Office __, MAIL ROOM () g




OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXAXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) o{b)(7)(A) o(d)(5)
a(b)(2) {b)X7)(B) o()(1)
(b)(3) {b){(7)(C) o(k)(1)

o{b)(7)(D) o(k)(2)

o{b)(7)(E) o(k)(3)

c(b)}7)F) o(k)(4)
a(b)(4) o(b)(8) o(kX5)
ti(b)(5) o(b)(8) o(k)(6)
o(b)(6) o(kX7)

t information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-IOB-585
through Hofmann-IOB-587

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-IOB-588 through Hoffman-10B-590

D0.9.9.0.9.9.0.09.0.04.9.09.0090.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D OG0 0009000900900 ¢4
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DECLASSIFIED BY 65179DMH/PLJ/CC
ON Q7-01-2010

-

December 14, 2005

Mr. James Langdon

Chairman Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

This letter forwards for your information a self-explanatory
enclosure entitled "Intelligence Overs;ght Board (IOB), Matter
2005-180." (U)

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclosure -

/ZD— 278-HQ-C1229736-vi0o — |0 89

SIFIED WH
DETACH
C IED EN

SEERET  0mann-10B-591

*01/00J




-~

| $ )
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Should you or any member of ,your staff require additional

information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

massify on: g
- SEERET yofmann-108-592

pg2
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SEERET_

Very truly yours,

Julie F. Thomas
Deputy General Counsel

The Honorable Alberto R. Gonzales
Attorney General

U.S. Department of Justice
Room 5111

Mr. James A. Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150

S e 21, £E0

ﬂPPR{NEB oSt :

l)':rectar_.__—-‘éza.(twase
Dep'.'t,'oixmo.'__..lcto.aas____..

s .ot Pubic &
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DATE: 07M01-2010
CLASSIFIED_BY 65179DMH/PLJ/CC
REA50N: 1.4 (c,d)

DECLASSIFY ON: 07-01-2035

ALL INFOPMATION CONTAINED

REIN I3 UNCLAS3IFIED EXCEPT
3HOWN OTHERGISE

Spetin

INTELLIGENCE T BOARD (IOB) MATTER -
DIVISION
10 2005-180 (V)

b7E

T,

(U s%Sd:a The IF:l Office of the Federal Bureau of b2
Investigation has reported a possible violation in conjunction with a b7E
investigation.
- 1 By electronic communication (EC) dated October 18, 2005, ]
‘b;E requested Office of General Counsel review of a possible IOB error in
conjunction with al | investigation. The following
facts are derived from the October 18, 2005 EC.
5% on| ] the United States | |
bl
b2
P7E ))
8L On | } al__]translator became concerned that an
8y ... unauthorized person
(3) was utilizing| | During the daytime, when
(8- the | | were away_from their residence at work, an unknown bl
_English-speaking m with Irish accent, made | 12
(8) tl_lhﬁle |appeared, via the I b6
. equipment, as aving been - | b7C
(S - —T-Late -evening; was overheard utilizingb7E
his as usgal The _Jinvestigated various
. ...scenarios O X in._ che.unknown. subject's access-to-| |
(s) residence during the daytime.
(8) . the translator accessed
c (6743 PiMY o
attempted to use he dxscovered that
(8) m| The
of the | u;;h_;hf irish accent, demanded that
(8) terminate his access|__f as this person was engaged in
bl ] which originated from his residence in| i
b2 | | Subsequently, both parties
b4 were | [repoxting trouble to their respective
g; C [ and both described their
nIe problem as that their| [was now operating as a "party
b7E

Denv T G-3

sify om:
SEBRET 40fmann-108-504
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L, . . s .
-t L2 ’
b4 .
b7D
Eﬁﬂaﬂgir b7E

hdvised their respective customers that
the problem would be addressed expeditiously.

e« 4 u.e:.Ldm:m.i.nsd_m_b.Ls.uis.uly a technical

en | that provide 2
s technical deployment under the b4
authority of the order did not cause nor contribute to this error.P’P
(51“ » _ eviewed all intercepted transmissions for

bl . prior to the date of detection, which had
g% sen reviewed. This individual | i
oo | through | on
°E translator logged of which the

unauthorized person| |

~ () The | | was t:askedl_3;<_>___rgg;,_;=____I
the subject that contained the
b2 transmissio%§'iﬁ_aﬁﬁ§EE3ET'3§§IEE§E§TEE§I£}:]omitting the suspect
b7E transmissions and replace the original with the duplicate in the

archives. It is noted that there were |
suspected transmissions extracted from the original| |

1 e — }}(D will coordinate with the | Ipivisiop as
necessary to ensure that all |of any
b2 kind related to the unauthorized | |are collected, sequestered
L5’ sealed and delivered to the [ } via

the Office of Intelligence Policy and Review, Department of Justice, for
eventual destruction.

1U1mmwwwwwww:uzi In this inﬁ;gnggﬁ_i;_ig_glggx_;hag_gr a consequence of an
error on the part of the FBI unintentionally ,,
conducted a form of | which was unauthorized. bd
Based upon our analysis, however, in accordance with the reporting b7D
requirements of Section 2.4 of E.O. 12863, the error must be reported ti7E
the IOB because the surveillance was not authorized under the [f&::::]
[ ] or Executive Order 12333.

Deri +G-3
assify on?

SEQ‘@T Hofmann-10B-595




DECLASSIFIED BY 65179DMH/PLJ/CC

- . .am 07-01-2010
: | o

December 19, 2005
- BY COURIER

James Langdon, Chairman
Intelligence Oversight Board
New Executive Office Building
725 17th Streét, N.W., Room 5020
Washington, D.C. 20503

'Dear Chairman Langdon:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(I0B) Matter, IOB 2005-184." (U)

. The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intellxgence
Collection and Foreign, Counterintelligence ‘Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
'FBI foreign counterintelligence and znternatzonal terrorism
investigations. (U)

quD- 278-HQ-C1229736=VIO~ {IQ5

SSIFIED WHEN
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IED ENC /
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Chairman James Langdon

Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

Enclosure

.

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Coungel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

IFIED
DETACH

C FIED ENC

“BECRER

Stim I, tpection, Trainiag
APPROYED: o AN M. oiEED

Finanes tional See, Affars
Director, Gen. Coonsd .ol Pedic &
Depuy Director____Tnfo.Re Persoanel Cong, Affs,

Hofmann-10B-597




. ALL INFORMATION CONTAINED
DATE: 07-01-2010 HEREIN IS UNCLASSIFIED EXCEPT

CLASSIFIED BY W65179DMH/PLJ/CC WHERE SHOWN OTHERWISE
REASON: 1.4 (c)

DECLASSIFY ON: 07-01-2035

SEC FORN
INTELLIGENC JHT BOARD (IOB) MATTER
DIVISION b2
IOB 2005-184 (U) b7E
(B//0C,NF) As reported by the | | Division
| in the referenced communication, on b1
the re- b2
(8) authoxrized - ' - bs_
(8] SRR E— Tis thel [oF] mﬁﬁg | b7E
(8) ruy —Tiniriated] = .
(S) Mﬁ traveled to] Enl . The instant
‘ re-authorization of [ [ expired on
[ . .
U)o {s//0C,NF) On| ] the Technically
Trained Agént (TTA) received a call from the case agent
confirming the expiration of | The -
TTA confirmed that[ | haIted tne] l .
— b7E
] The TTA also checked the terminal in the
division monitoring plant which terminal collected
I ig—;—]
noticed that the expiration date on the terminal was_get for
| _|. At that time, the TTA disabled
| Jcollection on the terminal.
(- The TTA then contacted | |
regarding |
provided udio and . b2
division via | wherein Ehe voice b4
ata is passed directly from thel | central office };_’,E
switch to the collecting agency. | | checked their '

s which revealed an expiration date of

The actual tion date of the court-authorize

was | was
ie_how the | was arrived
upon. Typically, |s programming of the central office
switch would disable the collection on the appropriate date,
but that did not occur in this case.

{0y g7 /OC,NF) Once [_____] discoverxed the error, it R
took appropriate action to immediately stop the collection of bTE
ﬁ; The inadvertently collected data was
Placed on a disk and segregated. |__Y_:| will forward the disk

Hofmann-IOB-598




pg2

to the appropriatd

for delivery to OIPR

for destruction. In addition, this matter has been referred
to the FBI's Internal Inspection Section for any action that

sW

Derxr from:-G-
Declas X-1

is deemed appropriate.

X
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January 19, 2006
, BY COURIER

DECLASSIFIED BY 65179DMH/PLJ/CC
0N 07-01-2010

Mr. Stephen Friedman, Chairman

Intelligence Oversight Board

New Executive Office Building - Room 5020

725 17th Street, NW -
Washington, D.C. 20503 .

Dear Mr. Friedman:

This letter forwards for your information a self- b2
explanatory e . entitled “Intelligence Oversight Board b7E
(I0OB) Matter, Division, 2006-208." (U)

. This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign .Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(v)

Enclosure

1 - Ms. Thomas
. 1 -

é- TT8-H0-C1229736-VIO - ({7

m— 0 mbmmmoe -
Chiet &t . Y - b

S v
O, ol Gen. «

b6
b7C

e : ‘ | M Hofmann-1I0B-600
Jraining

& Cong. ATs,____ , ' F81/D0s
" Director’s Ofice . MAIL ROOM £




¢ _ . pg2
_SECRET_

Mr. Stephen Friedman .

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice
Room 6150

APPROVED: g}f“s‘""" o Tuig

rlory_____ O, of 50

Dirclor, g NatvalSee At
e G20, SOUIRSE -
Deputy Director___ Iafo. Re W OfofPublch

%wmmL_____Cw@Amh____
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DATE: 07-01-2010

CLASSIFIED BY 65179DMH/PLI/CC
REASON: 1.4 (c)

DECLASSIFY ON: 07-01-2035

INTELLIGENCE OV?%%IGHT BOARD (IOB) MATTER

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
. WHERE SHOWN OTHERWISE

oy

b2
bL7E
DIVISION
IOB MATTER 2006-208 (U)

b4
bé
b7C
b7D
b7E

(8)

(8)-

bl
b2
b4

(8) e

I | . bé

b7C
b7D
b7E

s}@ Hofmann-IOB-602




(s) |

(8]
(8)

{U)

pg2

bl
b2
b4
bo
b7C
b7D
......... I I BTE

b2
b4
b6
b7ic

> R

(U) Although this error is not directly attributable
to conduct on the part of FBI personnel, the unauthorized
surveillance is nevertheless a reportable matter under Section
2.4 of Executive Order 12863.

B
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Januvary 18, 2006
DECLASSIFIED BY 65179DMH/PLI/CC

ON 07~01-2010 ! - BY COURIER

-

Mr. Stephen Friedman

Chairman .

Intelligence Oversight Board
Room 5020

New Executive .0ffice Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(I0B) Matter, IOB 2006 209 (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - Ms. Thomas .
bé i- J{Action UC)

kL7C - v
@- ZT8-R0-CI229736-VIo~ WH2-
SSIFIED

DETACH
C IED EN

Chist .

o?_:—a.-‘_— Deriva . Multi cas t o
Coursel______ Daeclasgsi T Janu 031

At O

b Res M

prosaoilony Hofmann-I0B-604

8Cong. Ats, . FOL/009
' Oectors Office MAIL ROOM ()




Sthyou or any member of you ff require
additional in ation concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1l - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justa.ce
Room 5111

1 - Mr. James A. Baker III
Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000

Lrimd | C Teaini
APPROVED; Sin m—— et T

'nmce Tainned Ses, ffairs,
Director, Gea,Souns PR Off.ofPudic&

Deputy Director___ Info. Res, Personnel Cong. Affs,

_SECRET_
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DATE: 07-01-2010

CLASSIFIED BY 65172DMH/PLJ/CC
REASON: 1.4 (&)

DECLASSIFY ON: 07-01-2035 .

(8) -

I

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOUN OTHERWISE

. b2
FIELD OEFICE b7E
TIOB MATTER 2006-209 ISY- (1)
The | Field Office (| ) of
the Federdl Bureau of Investigation ("FBI") has reported an_error
in conjunction with that division's of a

United States person. In this

Letters (NSL) were created for|
et |

were collected for
en | lx

produced for|
Chief Division Counsel. |

n_the safe of
will provide

! I 'E_rfg_, 0

b2
pursuan e B7E
m

cured the records

s

these records

to the Office of Intelligence Policy and Review ("OIPR"),

Department of Justice.

(U) This mattexr has been reported to the FBI's Office
of Professional Responsibility for appropriate action.

from :
D Yy OnrT

B

APPROVED: S ™——

naned
— Gen.Counst A
. Iafo.R Persomnel______ Cong. Affs

Director,
Deputy Divector

sdper

jon Training
boratory.__ Jif.ofEE0
tianzlSee, Affairs

ff. of Pubbic &
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DECLASSIFIED BY 65179/DMH/PLJ/LCW
ON 06-30-2010

Pebruary 2, 2006
BY .COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board -

New Executive Office Building ) ‘
Washington, D.C.

Dear Mr. Friedman:

. Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled “"Intelligence Oversight
Board (IOB) Matter, Countertexrorism Division, IOB Matter 2006~
221." (U)

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and/or
laws, Executive Orders, or Presidential Directives that govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

IFLED WHEN

DETA N

CLASSIPIED RENCLOSURE

Deriv : G=3
— Declas on: X25-1
. M—— » '
hﬂ—-
u—_
oY a—
e
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Ya———Enclogure
Ta—r
g

(o]

EHD)- Temcmmeno— ([63 Hofmann-10B-607 b7C
PAMS——7 . Inspection (IOB 2006-221)
e
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N

Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

.

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Coungel, Office of Intelligence Policy and Review
U.8. Department of Justice
Room 6150
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DATE: 06-30-2010 * ‘
CLASSIPLED BY 65179/DMH/PL

REASON: 1.4 (¢) * s L

DECLASSIFY ON: 06-30-2035 . 9 Q

INTELLIGENCE OVERSIGHT BOARD (IOB) MRATTEMORMATION CONTAINED
COUNTERTERRORISM DIVISION HEREIN IS UNCLASSIFIED EXCEPT
108 MATTER 2006-221(U) WHERE SHOUN OTHERWISE

b2
¢. reported this potential IOB
matter involving unauthorized surveillance:---{
(8)- |
bl
(8).
bl
..
0GC has referred this matter to the FBI's Inspection .
Division for action deemed appropriate. (U) .
{U) }( Dexived From : G-3
Dacla; y On: X1
{8} |
. bl
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