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DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON 07-01-2010 

May 6, 2005 
BY COURIER 

James Langdon, Chairman 
Intelligence Oversight Board 
New Executive Office Building 
725 17th Street, N.W., Room 5020 
Washington, D.C. 20503 
Dear Chairman Langdon: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, 
IOB 2005-149." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
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Chairman James Langdon 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Enclosure 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

^gSeHBŜ Hofmann-IOB-509 



DATE: 07-01-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
PEASÛ L.Jflk) 
D E C L ^ ^ M ^ B 07-01-2035 

A U IHFO] IHFOFHATIOH COUTAIHED 
UNCLASSIFIED EXCEPT 

:01JN OTHERWISE 

The [ ] Division (Q of the Federal Bureau of 

0 n t was initiated on the subject, 
U.S. person. On 

of the 
delivered the 

] aia nor neiong co suujecc 
responded to the NSL and 
at corresponded to the 

llisted in the NSL. Upon review of [ 
Person. 

] IT: was discovered that they belonged to a different U.S. 

When the error was discovered, |_ 
were sealed along with the original NSL and forwarded to FBI 
Headquarters together with a report of the incident. All 
communications that contained the 
permanently charged out and removed rrom ttu Automated case 
Support system (ACS). In addition, the matter has been referred 
to the FBI1s Internal Inspection Section for any action that is 
deemed appropriate. 

b2 
b7E 

= 3 
^ |is a 

_| Special Agent (SA)| |drafted 
a National Security letter (NSL) to I I which contained 
an | | While drafting the NSL document, 
SA| | incorrectly combined the Subject's I I 
number with 
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DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON 07-01-2010 

June 23, 2005 

BY COURIER 
Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Langdon: 
Encloséd for your information is a self-explanatory 

E enclosure entitled "Intelligence Oversight Board (IOB) Matter, 
I I Division,| IRA, 2005-136." 

This enclosure sets, forth details of investigative 
activity which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign ' counterintelligence and international terrorism 
investigations. (U) 
Enclosure 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Director, 
Deputy Director 
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DATE: 07-01-2010 
* CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) 
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( S ) 
• 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

:RE SHOWN OTHERWISE 

( S ) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
| \DIVISION AT | "| RA 

2005-136 (U) 
to 2 
b7E 

on 
Investigation nf 1-M a TOR mattpr hag Hpj-prminpH 1-hat-[atlp 1 a L jwas authorized. Furthermore, the I 

I | was extended twice, on [ fand then 
again on | | and the investigation subsequently 
expired onl J No further active investigation was 
conducted from that date and no further renewal requests were 
obtained. On the closing LHM was submitted. 
Although the case was reassigned several times, the final 
assignment was made to Task Force Agent f | in 

} approximately three months before the case was due to 
expire. On March 28, 2005 1 I Division. | | RA reported 
this occurrence as a potential IOB matter. Although | I, RA 
did not conduct any investigative activity between the renewal 
deadline and the submission of the closing LHM, it's submission 
was still well past the 90 day grace period generally allowed. 

This matter has been referred to the FBI's Inspection 
Division for action deemed appropriate 
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DECLASSIFIED BY 65179/DHH/PLJ/sdb 
OH 07-01-2010 June 23, 2005 

BY COURIER 
Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Langdon: 
Enclosed for your information is a self-explanatory 

enclosure entitled "Intelligence Oversight Board (IOB) Matter, 
I I Division, I lRfl, 2005-135." 

This enclosure sets forth details of investigative 
activity which thè FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely r 

Julie F. Thomas 
Deputy General Counsel 
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DATE: 07-01-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: (c) 
DECLASSIFY ON: 07-01-2035 

IUD 

SÌ^ET 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
Ù ^ ^ H O T J N OTHERWISE 

( S ) 

Î S ) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I 1 DIVISION 

2005-135 (U) 

Investiga^I r>r> R»F F H L G T O R FNAT-T-GT- H A S H P T P R M I N P H T-HAT" 

Û I L 

1 was authorized. 
again on 
expired SnZ 

"ŒiT Furthermore, 
was extended twice, on 

], and the investigation 
I 

] No 
and then 

subsequently 
further active investigation was 

b2 
b7E 

conducted from that date and no further renewal requests were 
requested. On I I the closing LHM was submitted. 
Although the case was reassigned several times, the final 
assignment was to Task Force Agent T I was made 
approximately one month before the case was due to expire. On 
March 28, 20051 I Division, I "| RA reported this 
occurrence as a potential IOB matter. Although I [ RA did 
not conduct any investigative activity between the renewal 
deadline and the submission of the closing EC, it's submission is 
still well past the 90 day grace period generally allowed. 

This matter has been referred to the FBI's Inspection 
Division for action deemed appropriate 
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DECLASSIFIED BY 6S179/DHH/PLJ/3db 
ON 07-01-2010 

Mr. James Laxigdon 
Chairman 
intelligence Oversight Board 
New Executive Office Building 
Washington, D. C. 
Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory b2 
memorandum. entitled "Intelligence Oversight Board (IOB) Matter, b7E 

Field Office, IOB Matter 2005-148. (U) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or 
laws, Executive Orders, or Presidential Directives which 
govern FBI foreign counterintelligence and international 
terrorism investigations. (U) 

Enclosure 
h 6 
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Mr. James Langdon 

Should you or any member of your staff require 
additional information concerning this matter, an oral 
briefing will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: APPROVED: S t 
Finance, 

Director Gen. Counse 
Deputy Director into. Res. 
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DATE: 07-01-2010 
•CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01 

( S ) 

• ^ • 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I |FIELD OFFICE 
IOB MATTER 2005-148 (U) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

h 2 
blE 

( S ) 

( S ) 

Investigation of this IOB matter has determined that on 
thel I Field Office opened a I I 

a United States Person. 
1 was granted an extension ot its I I by the 

of FBI Headquarters and 
investigative authority was set to expire on£ 

s investigation was initiated by SA 1 
] who remained as the case agent until her reassignment to the 

I I An exit file review 
on conducted by SSA 

the matter should be reassigned to SA[ 
arrived agent. A 

"I determined that 
j, a newly 

tickler was set on the file 
review sheet because a file review noted that thel I had an 
expiration date of 

SA|" investigation, 
and [_ 

Upon 
^interviewed 

Both of t 
conducted after the 

SA 

•Pl-'Q-i 17-i-nCT t-Tig 
on 

bl 
b2 
b6 
blC 
b7E 

hese interviews were 
expiration date of the.| 1 On 

ladvised SA| lof thel ~ ] 
interviews of [ The case has since been closed 
and no additional investigation was conducted after the| | 
expiration date. The interviews of the subject that occurred 
after the| | expiration date violated The Attorney General's 
Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, 

This matter also has been referred to the FBI's 
Internal Investigations Section of the Inspection Division for 
action deemed appropriate. (U) 
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t DECLASSIFIED^® 65179/DÏIH/.PL J/sdb 
ON 07-01-20 

m 
April 27, 2005 

BY COURIER 
Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Langdon: 
Enclosed for your information is a self-explanatory 

enclosure entitled "Intelligence Oversight Board (IOB) Matter, 
| Division, 2005-134." 

This enclosure s'ets forth details of investigative 
activity which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U). 

Enclosure 

1 - Ms. Thomas b6 
b7C 
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le: 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 
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DATE: 07-01-2010 
CLASSIFIED BY 65179/DHH/PLJ/3db 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

SEl ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

( S ) 

INTELLIGENCE OVERSIGHT BOARD 
I IDIVISION 

2005-134 (U) 

h 2 (IOB) MATTER b7E 

( U ) 

on 
r 

Investigation of this IOB matter has determined that, 
] initiated a | | 

extensions' were granted by SAC on [ 
] a United States person. bUDseguent 

] and 
1 respectively, as authorized by the Attorney General1 s ] 
] for FBI National Security Investigations and Foreign 

Intelligence Collection (NSIG). On | I the | |expired, 
no extensions were subsequently filed • X 

On additional i n v e s t i g a t i v e a c t i v i t y 
was conducted") specitically, a~_ 
I I concerning the whereabouts of the subject, 

I of the NSIG provides, 1~ 
Section 

] 
J" Because Headguarters authorization to extend was 

b l 
b 2 
b6 
b7C 
b7E 

not obtained, investigation into this matter after 
constituted unauthorized investigation. Upon discovery of the 
matter,| | instructed | |to cease any further 
investigation into the captioned matter, until such time as 
authorized extensions have been obtaine'dv-^£^ 

This matter also has been referred to the FBI1s 
Inspection Division for action deemed appropriate. (U) 
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July 1, 2005 

BY COURIER 

Mr. James Langdon 
Chairman, Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 

\ Division, IOB- Matter 2003-70" (U) 
This memorandum sets forth details of investigative activity 

which the FBI has determined was conducted. contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders,'or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (.U) 
Enclosure 
1 - Ms. Thomas 
1 - Mr. Hulon 
1 - Inspection Division (IOB 2003-70) 
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^SBCEBT^ 

Mr. James Langdon 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1- The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 
1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 4303 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: Training 
Off. of EEO 
Affairs 
Off. of Public & 
Cong. At's. 

Hnance flyrfT) National Sea 
Director ' fon CouMefâZZ OPR 
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DATE: 07-01-2010 
CLASSIFIED BY 65179/DMH/PLJj 
PEAS OH: I J M C ) 
DECLASSIFY OH: 07-01-2035 

^ TH E : 
XL INFORMATION CONTAINED 
IREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 

( S ) 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
| | DIVISION 
IOB MATTER 2003-70 (U) 

MATTER b2 
b7E 

Inquiry has determined that in conducting a 
a United States person, the federal 

Bureau ot Investigation (FBI),I I Division, 
inadvertently conducted I I on the subject's 

r 
oniy f 

when the Foreign Intelligence Surveillance Court had 
J Foreign Intelligence Surveillance Act of 1978 

(FISA). | of the Attorney General Guidelines for FBI 
Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations (FCIG), required that the FBI undertake electronic 
surveillance in accordance with the electronic surveillance 
provisions of FISA or, Title III of the Omnibus Crime Control and 
Safe Streets Act of 1968. Because no authority was obtained under 
either the proper provisions of the FISA statute or under Title 
III, a substantial infringement of the rights of .a U.S. Person 
occurred, and this reporting is necessary. 

This matter has also been referred to the FBI's 
Internal Investigations Section of the Inspection Division for 
action deemed appropriate. (U) 
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DECLASSIFIED BY 65179/MQI/PLJ/sdb 
ON 07-01-2010 

July 1, 2.005 

BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory b2 
enclosure entitled "Intelligence Oversight Board (IOB) Matter, b7E 

Division, 2005-140." 
This enclosure sets forth details of investigative 

activity which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 - Ms. Thomas bo 
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Mr. James Langdon 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 

tficcW 
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DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON 07-Q1-2Û10 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
DIVISION 

2UUb-140 (U) 
b2 
b7E 

(U) on 
Investi nation of this IOB matter has determined that, 

thel 

r 
T T. Ön" 

] UiVièióft I 
information 
received 

:or t h e T 
Ibegan reviewing the captured 

"land discovered that it had 
immediately contacted r ts i Headquarters, Department or 

Justice Office of Intelligence Policy and Review (OIPR), FBI 
National Security Law Branch (NSLB), and FBI | ] 

J advise |_ :l_C ]requested that 
of the over-share of information not 

covered by the I I order. Just prior to the discovery of the 
over-share,I I sent a print request for the captured data. 
I J immediately sequestered the "print out" of the data without 
reviewing it and forwarded it to NSLB. [ 
its error, which jas corrected on or ar.ound[ 

1 notified f 
HiarnyprpH thp 

Of 
On 

been removed FBI systems. On 
over-share had not 
the [ 

"I informed I I HQ that all of the inadvertent^ 
materials had been removed from FBI systems. On 

] confirmed that all over-^share had been removed 
from FBI systems. The sequestered data from the over-share will 
be provided to OIPR so that it can be forwatded to the | |for 
destruction. This matter has been referred tb the FBI's 
Inspection Division for action deemed appropriate y\ 
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DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON 0*7-01-2010 

July 19, 2005 

BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
.Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board (IOB) 
Matter,! IDivision, IOB 2004-93." (U) 

b2 
b7E 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary 
to the Attorney General1 s Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or 
laws, Executive Orders, or Presidential Directives which 
•govern FBI foreign counterintelligence and international 
terrorism investigations. (U) 

Enclosure 
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y . 

Mr. James Langdon 

Should you or any member of your staff require 
additional information concerning this matter, an oral 
briefing will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Bäker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: 
Finance 

Director Gen.Coun 
Deputy Director Info. Res.. 

, t Crimlnv, 
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CLASSIFIED BY S5179/DMH/ 
REASON: 1.4 (cj 
DpEASSIFY ON: 07-01-203S 

db 

SE' 

I ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

(S) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
DIVISION b2 

b7E 
IOB 2004-93(U) 

(Si 

(S) 

(S) 
(S) 

(S) 

(S) 

Dep. Dir. 
Chief of Staff. 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Criin.. Inv. _ 
CJIS 
Finance 
Info. Res. 
Lab. . 

The Fédéral Bureau of Investigation 
that in issuing a National Security Letter_for, 

I associated with 
e FBI "1 has d̂ f-e-rmined̂  

a U.S. 
Person, the FBI failed to comply with the Attorney General1 s 
•Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection. Specifically, two individuals with similar 
names were confused, resulting in the issuance of a National Security 
Letter (NSL) for records relating to an individual for whom the FBI 
lacked sufficient predication to investigate. Details follow. 

identified an individual he believed wasT 
L whr> -i g a TT q and al 

The case agent 

T 

was m : Ltiated"! 

bl 
b2 
b6 
b7C 
b7E 

bl 
b2 
bó 
b7C 
b7D 
b7E 

Subsequently, 
of 

the case agent 
determined the true name and identifiers of f 
I I. The case agent ceased all investigate 

<S) 

(S) 

ÌS) 

corrected the focus of the investigation onto 
proper predication existed. Subsequently, the 

I a n a — 
for whom 

case agent was 
temporarily reassigned and another agent was assigned the 
investigation. This second aaent was not aware of the confusion 
betweenl I and drafted a NSL request for 

(S) 

associated withf 
1 

The NSL was subsequently served and 
lobtained. The FBI noticed the error before 

any of these records were uploaded into any FBI database or system. 
This matter also has been reported to the FBI's Inspection Division 
for action deemed appropriate. iSV''̂  

APPROVED: 
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Director. 
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DECLASSIFIED BY 65179/DMH/PLjysdü July 20, 2005 
OK 07-01-2010 

BY COURIER 

Mr. John Langdon 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear Mr. Langdon: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB) Matter, | | Division, IOB Matter 2005-144." (U) 

b2 
b7E 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 - Mr. Hulon 
1 - Ms Thomas 
- UC UC| 
278-HQ-C1229736-VIO-

b6 
b7C 

Dep. Dlr 
Chief of Staff _ 
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Counsel 
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Mr. John Langdon p. 2 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

0PCA_ 
0Fa_ 
Tn&ing. 
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DATE: 07-01-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

* - ALI^HQIATION CONTAINED L I ^ ^ n K A T I O l 
EPHRS UNCLJ HERSWPIS UNCLASSIFIED EXCEPT 

Mr. John Langdon p. 2 ^ WHEM SHOWN OTHERWISE 

( S ) 

( S ) 

CU) 

( S ) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
1 DIVISION 

IOB MATTER 2005-144 (U) 

X The provided 
notice of a reporting error in conjunction withthe ongoing FBI 

1 ni vi si nn | [investigationof} 
j In this regard,! ¡reported that on| 

the r Division opened a | 
J a United States person. 

]submitted à 90-day LHM to[ 
On L z u r 

J That 
I LHM 

was inadvertently not forwarded on to the Federal Bureau of 
Investigation's National Security Law Unit for further submission 
to the Department of Justice's Office of Intelligence Policy and 
Review (OIPR) until| | 

Because the 90-day LHM was submitted more than 
eleven months late, the Department of Justice, Office of 
Intelligence Policy and Review was precluded from conducting 
meaningful oversight and review of this investigation of a United 
States person. 

b2 
b7E 

bl 
b2 
bo 
b7C 
b7E 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

^gSeHBŜ Hofmann-IOB-534 



DECLASSIFIED BY 65179/DHH/PLJ/adto 
ON 07-01-2010 

July 6, 2005 
BY COURIER 

James Langdon, Chairman 
Intelligence Oversight Board 
New Executive Office Building 
725 17th Street, N.W., Room 5020 
Washington, D.C. 20503 
Dear Chairman Langdon: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, 
IOB 2005-161." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

1 - Ms. Thomas 
1 - SSA Lammert 

b6 
b7C 

1 - I 

Dep. Dir 
Chief of Staff. 
Off. of Gen. Off. of Gen. ^ - a S f « _ Cnnnsri 1 H M/\ 
Asst r w 

Admin. Serv. 
Ctrterrorism 
Crim. Inv 
CJIS 
Finance 
Info. Res 
Insp 
Inv. Seiv. 
Lab 
National Sec. 
OPR 
Off. of Public 

& Cong. Affe 
Training 
Off. of EEOA 
Director's Office MAIL ROOM O 
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- 2 -

Chairman James Langdon 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

Enclosure 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice , , 

6 1 5 0 APPROVED: i Z S r 
finance National Sec._ 

Director Gen. Counsel OPR 
Deputy Director Info. Res.. .Personnel. 

.Training 
_ Otf. of EEO 
. Affairs 
.Off. of Pubilci 
. Cong. Afis. 
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DATE: 07-01-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-011 

t i/mi/ c 4, 

# 

ALL INFORMATION CONTAINED 
REIN IS UNCLASSIFIED EXCEPT 
IRE SHOWN OTHERWISE 

( S Ï 
SE] 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
DIVISION 

b2 
b7E 

[ 
^ The 

I AT 

IOB 2005-161 (U) 
Division < ]) reports that on 

the subject,1 
| was initiated on 

1 a U.S. person. The n was opened 

bl 
b2 
b6 
b7C 
b7D 
b7E 

(TT) 
1 

1 TheL _| expired on 
L 

The TFO case agent, | State 
Police, mistakenly believed that the case had been opened as a 

]of the[ 
and continued to conduct 

investigative activity after the expiration of the I I in | 
I I The discovery of the expiration of the | |occurred when 
the case was being reassigned on |. 

b2 
b6 
b7C 
b7E 

(U) ^jpS^The following investigative activity occurred since the 
expiration of the | |; 

bl 
b2 
h 6 
blC 
b7E 

Hofmarin-IOB-537 



* " ( S ) 

(Si-

ts)---.... 
( S ) 

( S ) 

( S ) 

( S ) 

(II) 

X 

bl 
b2 
b6 
b7C 
b7E 

^ S ^ Once the error and oversight was discovered. 
appropriate action was immediately taken by the 
Division to stop all investigative activity and to develop a 
revised tickler system to avoid future administrative errors. In 
addition, it has been referred to the FBI's Internal Inspection 
Section for any action that is deemed appropriate. 

b2 
b7E 
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DECLASSIFIED BY 65179/DHH/PLJ/sdto 
ON 07-01-2010 

SÉCSËT 

July 6, 2005 
BY COURIER 

James Langdon, Chairman 
Intelligence Oversight Board 
New Executive Office Building 
725 17th Street, N.W., Room 5020 
Washington, D.C. 20503 
Dear Chairman Langdon: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, 
IOB 2005-163." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Dep. Dir 
Chief of Staff _ 
Off. of Gen. 

Counsel 
Asst. Dir. 

Admin. Serv.. 
Ctrterrorism _ 
Crim. Inv. 
CJIS 
Finance 
Info. Res 
Insp.. 
Inv. Seiv.. 
Lab.. 
National Sec. _ 
OPR. 
Off. of Public 

& Cong. Affs.. 
Training 
Off. of ËEOA-Dire [rector's Office. MAIL ROOM • 

^gSeHBŜ Hofmann-IOB-539 



- 2 -

Chairman James Langdon 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Enclosure 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

Cï̂va 
Dsputy Dirada 

to.i.iia ÍÍT • ••••*. CFCA_ 

Efts"«* Tiainag, 

to.i. ¡i«., 
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DATE: 07-01-2010 
CLASSIFIED BY 65179/DHH/PLJ/sdb, 
REASOH: 1.4 (c) 
DECLASSIFY OH: 07-01-2035 

ALL IHFORHATIOH CONTAINED 
:REIN IS UNCLASSIFIED EXCEPT 
:RE SHOWH OTHERWISE 

( S ) 

SEPK̂ jT 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

b2 
b7E 

( U ) 

(U) 

(U) 

DIVISION 
IOB 2ÜUS-163 (U) 

(U) 
As reported by the | 

I the r 
1 Division r 

| on the subject, 
U.S. person. The renewal for this |" 
discontinued 
I I as they were not 

of[ Tönt I 

bl 
b2 
b6 
b7C 
b7E 

producing positive foreign intelligence. 

. X i "I artô fc /-«i i-»ge>i y coordinated with the 
to ensure that coverage on the 

lceased on J 
the discontinuation and confirmed with 
the | | ceased on| 

~l provided prior notice of 
| ~| that coverage on 

b2 . 
b7E 

.later discovered that 
1 were inadvertently collected during the C 

] time periods. The 
inadvertent collections were discovered and occurred when [ 
requested| to take over I I coverage of | 

b2 
b7E 

targets due to a scheduled power outage and [ 

of£ 

during a planned software upgrade. 
During these two time periods,[ 

]tq ito use for| [coverage. 
i checked, it was determined that col 

] provided sets 
I Iwere checked 
on the| I was still taking place beyond thef 

I scheduled date, although within the f 

When the 
collection 

b2 
b7E 

J. It became apparent that 
provided [ 
requested, when the[ 

Jthat J 

l had not disabled the lines as 

3 
Once the error was discovered, appropriate action was 

immediately taken by the I" . __ . ti 
1 Division to stop 

]were transferred to a 
b2 
b7E 

CD. In addition, it has been referred to the FBI's Internal 
Inspection Section for any action that is deemed appropriate. 

c; v.J:_ Däpäyüii&ßt. 
HofmannrIOB.-541 C.-TiSHCi; îr 
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C.-i::, 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-2010 

ft « 

7 

September 1, 2005 
BY COURIER 

Mr. James Langdon, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
725 17th Street, NW 
Washington, D.C. 20503 
Dear Mr. Langdon: 

f This letter forwards for your information a self- rb2 explanatory enclosurfiu entitled "Intelligence Oversight Board b7E 
(IOB) Matter, Division, 2005-169." (0) 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 
1 

Ms. Thomas 
SSA Moynihan 

N 278-HQ-C1229736-VIO— % 
be 
b7C 
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Mr. James Langdon 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department ,of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas' 
Deputy General Counsel 

APPROVED: S Crlalnv, 
OilS 
•Ins 

.InlO.riMw 
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CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 06-3G-2035 

H 

W 

1 
LL INFORMATION CONTAINED 

IHEREIN IS UNCLASSIFIED EXCEPT 
HERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD 
I 

(IOB) MATTER 
] DIVISION 

IOB MATTER 2005-169 (Ü) 

b2 
b7E 

The[ ]Division ([ 
the Federal Bureau of Investigation (FBI) 
owing to an error on the part of [ 

]) of 

I 1 conducted [ 
has reported that, 

(5) 

(5) 

(5) 
[5) 

(5) 
(5) 

] beyond those authorized by the| 
I. In this regard, the 

1 
in r 

] 
In 

1 for a one-year period beginning on 
informed that[ was 

I had cancelled its subscription to the 
listed in the| |Order. Based on 

information provided bvl 1 I | I for the 
collection | ,1 I 

(S) 
and I 

E Z Z I JLE 
J was initiated on C O H L 

and that[ 

was 

investigation by a[ 

Lphineselinguistdetermined thatL 
in use by someone other than the intended target 

j was not in working order. Further. 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

(5) [ 

determined that[ 
intended 
source that 

1 tech agent and his source at| | 
^ was not | |by the 

target . The tech age; ia\ iiscovered through hisl I 
at the! | 

originally provided by 
on [ 

I As soon as the error was discovered 
coverage was immediately terminated and the 

]was transferred form[ J s computerized 
recording equipment to a computer disk, and the disk was 
forwarded to FBI Headquarters for submission to the Office of 
Intelligence Policy and Review (OIPR), Department of Justice, and 
thel Hfor eventual destruction. 

(U) Although this error is not directly attributable 
to conduct on the part of FBI personnel, the unauthorized 
surveillance is nevertheless a reportable matter under Section 
2.4 of Executive Order 12863. 

Mark
Highlight



DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-201G 

September 16, 2005 

BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear Mr. Langdon: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB) Matter, I I Division) IOB Matter 2005-170." (U) 

b2 
b7E 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 -

n 
Mr. 
Ids. 

Hulon Thoma g 
bo 
b7C 

278-HÔ-C1229736-VIO-

—5-3 
issifyonl—XI-
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

.Training«. 

.Ott.oJEEO 

. AiJaits 
Oil. o! Pubici 
Cong. Alf s 

- 2 -
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DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

S^ti^ET 

ALL INFORMATION CONTAINED 
^HEREIN IS UNCLASSIFIED EXCEPT 
•WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
DIVISION 

MATTER 
IOB MATTER 2005-170 (U) 

(U) X The 

(S) 

' S ) 

(S) 
( S ) 

| i Division \ of the Federal 
Bureau of Investigation (FBI) reported the following I 

I error in the course of al lof 
~1 the subject of an ongoing I 

In this regard, the V I 

L 

( 3 ) 

(SJ 

f 

facilities 
Docket No. 
period of 

iwed for the period of£ 
When authorization ŵ s, 

] Authorization for thé same 
] under 

I 
renewed for the W|s renew^c 

underDocketNo. 
J was not included in the ] 

were not relevant 

(S) 
w on I [ thef 

J dba |_ 
case agent notified the 

was to terminate. 
J that coverage on 

( 5 ) 
[ ldbaf 
coveragetor 

^ ^ For undetermined reasons, on ] 
T 

(S) the r 
were to 

tSjf From 
I langvL 

and from [ 
a n e 

were monitored by 
snPRiairsf. whr> m r i nor, n n r i n o that 

( 5 ) 

. , • 0 n |
 : r 

involvingthetarget were reviewed by the[_ 
did not notice^ were to.and from [ 

lease agent who 

(S) jtS^The records | | to and from 
were included in other surnmagl&S 6r the authorized | 

Neither the I 1 case agent nor the language 
specialist had reason to believe that[ | were to and from 

for which coverage naa oeen discontinued. 

sfeeREl ^gSeHBS^Hofmann-IOB-547 

b2 
b7E 

bl 
h 2 
b4 
b6 
b7C 
b7D 
b7E 

surveillance order. The FBI did not request renewed authorization 
for I I for the period of I I because 
during the prior periods of authorized surveillance -the FBI had 
determined that the conversations 
to the investigation. 

] re-instituted full content audio 

bl 
b2 
b4 
b7 
b7 

bl 
b2 
b4 
b7D 
b7E 

bl 
b2 
b7D 

bl 
b2 
b7E 

b2 
b7E 



(S) 
(S) 

(5) 

case agent giio««* ìnnprf 
]to and from [ 

however, the language specialist did not understand that these bl b2 should no longer be monitored and continued to monitor b7E 
to andfrom 

X o n both the case agent and the language 
specialist became fully aware that [ 
1 ~1 were being collected. The case agent contactedQ 

ana tne lanqi 
]to and from I 

] dba 
coverage should be discontinued. 

]and advised that ? (S) 

bl 
b2 
b4 
b7D 
b7E 

reported this matter to[ ] by EC on 
The material collected during the period of 

|is to be submitted to the Office of Intelligence 
Policy and Reviewat the Department of Justice so that it can be 
forwarded to the Ifor destruction. 

b2 
b7E 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 



DECLASSIFIED BY 65179DMH/PLJ/CC 
» ON 06-30-2010 

September 22, 2005 
BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 
| |Division, IOB Matter 2003-24" (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary ;to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and./or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Inspection Division. (U) 
Enclosure 

1 - Mr. Szady 
278tHQ-C1229736-VIO""" 

1 - Inspection (IOB 2003-115) 
1 - Ms. Kelley 
LDK:ldk 

h 2 
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Mr. James Lang 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1- Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 
1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: S Inspection _ Training. 

France 
Director Gen.Coöft<ej 
Deputy Director Itilo. Res^ 

^gSeHBS^Hofmann-IOB-550 



DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 0 6-30-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2 

I IDIVISION b7E 

IOB MATTER 2003-24 (U) 

(S) [ 
In m y has Hpf-prm̂ np.d that in conducting 

a non-U.S. Person, FBI ( S 3 
inadvertently monitored accounts unrelated to the subject of 
investigation. On I I theI "1 

facilitated [ W a s 1 . . 1 
J by identifying a specific 

associated with the subject's account. | I 
initiated collection activity on | I The subject 
temi iporarily left the United States 

Unbeknownst to [ 
on I returning on 
\ the subject cancelled his 

reassigned theT 
never notifiedT 

Ibrior to leaving the United States. [ 
]to a second and unrelated customer, 

J 
but 

Jjatarcept equipment prevented 
Ibetween the period of 

material on[ 

Technical problems with the data 
1personnel from reviewing the 

_ _ Upon review of the 
it was determined that the surveillance 

coverage obtained did not pertain to the subject: [ 
contacted 
day/1 

on 
advised 

account, aqd provided 
the case 
once 

m < 

1 

H E A T 
to report the problem. On that same 
the subject had reactivated his 

with the 
reviewed the 

account and, 
pertain to the subject, 
had erred by not providing FBI 
technicians with f-hg iipm filter 
subject's 

d a t a c o i i e c p i 
that t h e i d i d 

agent 
again, determined 

This time, it was determined that \ 

On 
on the new 
not 

again resulted in [ F J m c 

software settings for the 
Failure to change the settings once 

monitoring the wrong account. Because 
the FBI lacked proper authorization under the | I statute or 
Title III for the accounts incorrectly monitored, this njatter is 
being referred to the Intelligence Oversight Board. 
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director, 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-2010 

September 27, 2005 
BY COURIER 

b2 
b7E 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 

Division, ÏOB Matter 2004-76." (U) 
This memorandum sets forth details of investigative 

activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence • 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Inspection Division. (U) 
Enclosure 

1 - Mr. Hulon _ 
278-HQ-C1229736-VIO—T£2 
Inspection (IOB 2004-76) Inspection 

1 - Ms. Kelley 
LDK:ldk 

N*8onalS«& P*r<c<v>«l. 
Training _ OS. 0< E EOA OD-otPutKe 
»Cong. 

Or*«»'» Offe» 

^gSeHBS^Hofmann-IOB-552 

HAIL ROOM O 
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Mr. James Lange? 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1- Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 
1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

^gSeHBŜ Hofmann-IOB-553 



DATE: 06-30-2010 
CLASSIFIED BY 6517 9DMH/PLJ/CC 
REASON: 1.4 <c) 
DECLASSIFY ON: 06-30-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
)IVISION 

IOB MÂtïËR 
1)IVI£ 
"2004-

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

h 2 b7E 
76 (U) 

(S) 

(S) 

(S) Inquiry has determined that in conducting a I I 
initiated on |_ 

.of. 
] the [ 

\ a U.S. 
] Division £ 

Person 
IRA) 

made a number of errors related to improperly converting and 
extending otherwise valid investigations. The I RA 
erred from the beginning by not closing the I I and reopening the 
matter as a I I when it realized the 
predicate for the | | opened on| no longer existed. 
As such, all subsequent dates for the extension of the I I were 
off, and did not comport with the rules for extensions set under 
either the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Guidelines(FCIG) or the subsequent Attorney General's Guidelines 
for FBI National Security Investigations and Foreign Intelligence 
Collection (NSIGÌ. The RA then compounded the problem by 

to account for a lack of 
investigative activity. This "rule" finds no support in the 
NSIG. Finally, the RA interviewed the subject pursuant to a 
tasking from FBI Headquarters^ Thgr*> .is a nafrgmyy outside the 

which allows T realm of I b and | |s known as 
for certain activities to be undertaken outside the scope of I I 
and | I. Interviews of the subject of an investigation is not 
such a permissible action. The NSIG make clear that interviews 
of subjects are only permissible when a I I o r l~~l is open, As 
such, OGC [ 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-2010 

I 

September 27, 2005 
BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory b2 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, b7E 

Division, IOB Matter 2004-38." (U) 
This memorandum sets forth details of investigative 

activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Inspection Division. (U) 
Enclosure 

Mr. Hulon 
278-HQ-C1229736-VIO— 
Inspection (IOB 2004-38) 

be 
b7C 

1 - L _ 
LDK:ldk 

0**0r, 
CHetct 

Staff 

Assi Dir. 
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Mr. James Langdon 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counse.l 

1- Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 
1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

APPPfll/M' inspection Training__ HrrnUVCÜ. CJIS .laboratory Off/of IßT 
^ c e _ _ X _ J u t i o n a l $ e c , Affairs, 

^gSeHBS^Hofmann-IOB-556 



DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

ALL INFORMATION CONTAINED 
^HEREIN IS UNCLASSIFIED EXCEPT 
JHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD GOB) MATTER 
l ~ blVISION 

IOB MATTER 2004-38 (U) 
h 2 
b7E 

The[ Jüivi ìvision 
Investigation (FBI) has reported that, owing to an error on 

I I conducted 
( of the Federal Bureau of 
he part oil 

of what was authorized by the l ~ 
(5) I J in an investigationoÇ 

that term is used ini 

beyond the scope 
~l In this regard, on 

1 a "United States person" as 
1 tU 

(S) 
(3) 

I learned from f 
]and 

relocated. Onl 
ofl IthaT 
information, 
2:00 p.m. on 

jterminated monitoring onf 
were to be relocated toi ïtoï 

in anticipation ofl 
Iwasüdvised by[ 

Iwould not be relocated until 
{^established surveillance on[~ 

jthat the 
lin the same" building. I |(S) 

iberna 

1 On 
from the previous afternoon reporteq 

I Based on this (5) 
| jit approximately 

the interpreter who was monitoring I 
moved to the new suite oni 

confirmed thai 
though their work order indicated| 
Appropriate steps were taken by I 

lindicatecC 3iad already been 
1 The FBI immediately terminated all monitoring of 

pad been moved oi£ 
[wuld not be moved until I 

Jtechnical personnel to sequester Eriate steps were taken by I | technical person 
_ or submission to the| |for eventual destruction, 

Jeven 

The error, although occurring as a consequence of an error on the part of] | 
fs nevertheless a reportable matter. (U) 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-2G10 

October 13, 2005 
BY COURIER 

Mr. James Langdon, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
725 17th Street, NW 
Washington, D.C. 20503 
Dear Mr. Langdon: 

This letter forwards for your information a self-
explanatory enclosure, entitled "Intelligence Oversight Board b2 
(IOB) Matter, I I Division -1 ~1 RA, IOB Matter *>7 
2005-179." (U) 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 

. . the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which go\rern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 
Enclosure 

DacJLassïïyoïr:— 
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Mr. James Langdon 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel for Intelligence Policy, 01PR 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

^gSeHBS^Hofmann-IOB-559 



DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC| 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

1 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(S) 

(U) 

S&I 

INTELLIGENCE OVERSIGHT BOARD 
I DIVISION - i l O B l MATTER b2 

RA b7E 

TÜ5~BÄTTER 2005-179 (U) 

Inquiry has determined that in conducting a 
of a United States person, the 
(FBI) failed to comply with the Federal Bureau of Investigation 

requirements for the continuation of a | I as prescribed in 
of the Attorney General 1 for FBI Foreign 

] 
Intelligence Collection and Foreign Counterintelligence 
Investigations ("NSIG"). In this regard, the I 
Division, I I Resident Agency (| | R A ~ opened a 

on| 1 The I~1 expiration date was established as 
[ On I I subsequent to the expiration of the 

the subject was interviewed in preparation for closing the 
case. The interview occurred approximately one month after the 
expiration of the| | and it was the only investigative activity 
to occur before the case was clos " 1 1 

did not close the case file until r 
30-day grace period for I I extensions. 

Howeveç. the 
44 days after 3 RA 

(S) Because the subject is a "United States person" as 
that term is used in Section 101(i) of the Foreign Intelligence 
Surveillance Act of 1978, continuation of the investigation 
required that the I |RA comply with the requirements of 
Executive Order 12863 and the NSIG. In this matter, while the I I 
overrun appears to have been inadvertent, it was not de minimis 
in time. The was never properly extended, and the 
investigation remained in open status for over two months. 
Allowing the case to remain open for two and a half months after 
it should have been closed or extended was in contravention of 
the NSIG which was designed in part to protect U.S. persons by 
limiting the time that the FBI can conduct a| |without 
oversight. Therefore, this repqrt is being made to the 
IntelligenceOversightBoard. 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-2010 

October 13, 2005 
BY COURIER 

Mr. James Langdon 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 
Dear Mr. Langdon: 

This letter forwards for your information a self-
explanatory enclosure, entitled "Intelligence Oversight Board 
Matter 2005-171." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 
Enclosure 

Ms. Thomas 
SSA Movnihan 

-HQ-C12Ì 278-HQ-C1229736-VIO 

^gSeHBS^Hofmann-IOB-561 
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é 
Mr. James Langdon 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

- The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 

APPROVED: " t , 
Director 
OtputyOirtctor_ 
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DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

I 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

ET 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I 1 DIVISION 
IOB MATTER 2005-171 (U) 

(S) 
(S) 

(U] 

(U) 

Xs< 
Bureau of 

The Division 
(FBI) has <t 

of 
it 

t 
the Federal 

Investigation (FBI) has reported that it failed to 
rovide FBI Headquarters with Notice of Inititaion for a 

lot I | a 
United States (U.S.) person. [ 

J~~öf" 
j and that I I was set to expire on 

1 reported that it initiated 
LFIN I 1 f After the case was initiated, the case agent did various records checks, a 

trash cover, some surveillance, and a telephone interview of a 
witness. During this first six months, the initial case aaeî  
failed to submit a "Notice of Initiation of a 
[ 

tgervfc. 
or I 

]" with FBI Headquarters, as required bv The Attorney 
] 

General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection ("NSIG"), prior to the expiration 
of the f I on I I. On I L the initial case 
agent completed an EC requesting the first extension. The SAC of 

2 approved the extension on | | and it is 
presently set to expire on J 

The initial case agent failed to notify Headquarters of 
the investigation. On| I a new case agent was 
assigned. The new case agent realized the failure to submit 
notice to Headquarters within the first six months and filed the 
appropriate notice. 

In this case, investigative activity, including an 
interview of a witness, occurred within the initial six month 
period and FBI Headquarters was unable to evaluate whether the 
rights of this U.S. person subject were being protected. I I 
I I then extended the • for another six months without notice 
to Headquarters. A total lapse of seven months in failing to 
report the initiation of a I | is 
substantial and can not be considered de minimis in time. 

> 

(U) The error is a reportable matter under Section 2.4 of 
Executive Order 12863. 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 0É-30-ZQ1Q 

October 18, 2005 

BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory b2 
memorandum entitled "Intelligence Oversight Board (IOB) Matter, b7E 
I LDivision. IOB Matter 2005-172." (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 
1 - Mr. Hulon 
1 - Inspection (IOB 2005-172) 
1 - I 1 

^ - 278-HQ-C12297B6-VIO— I 
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Mr. James Langdon 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: inspection. 
.aboratory. 

Trailing. 
OfUiEEO 
Affairs 
Off. ol Pub ic i 
Cong. A f f i 

NIM« 
Director Geo. Counsel 

National Sec, 
Offl 
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DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

^•w 
ALL INFORMATION CONTAINED 
.HEREIN IS UNCLASSIFIED EXCEPT 
HERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
DIVISION b2 

b7E 
IOB MATTER 2005-172(U) 

The Federal Bureau of Investigation ("FBI") Jaas. 
(5) determined that in conducting! I on L ] 

the FBI failed to comply with the annual reporting requirement 
J of the Attorney General Guidelines for prescribed in 

FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIG).1 In this regard, on 

the I ^ Division fl D opened a | | 
on the subject. Because the subject was (and 

remains) a "United States person" as that term is defined in 
Section 1801 (i) of the Foreign Intelligence Surveillance Act 
(FISA), initiation of I I reguired that I I 
comply with the reporting requirements of the FCIG. I I 
submitted its annual letterhead memorandum (LHM) on 
approximately ten months beyond its original due date. The 
delayed reporting precluded OIPR from exercising its 
responsibility for oversight and review of an ongoing foreign 
counterintelligence investigation of a U.S. person, contrary to 
the requirements of the FCIG. The matter also has been reported 
to the FBI's Inspection Division for action deemed appropriate. 
X 
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b7E 
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OtMty Director 
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(U) i Although the FCIG were superseded on October 31, 2003 by the 
Attorney'General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG). "(a)ctivities commenced under the 
FCIG (are to be) continued and completed under the FCIG. notwithstanding the 
adoption of the NSIG." See Memorandum from Attorney General John Ashcroft to 
Robert S. Mueller, III, dated October 31, 2003. 
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DECLASSIFIED BY 6517 9DMH/PL J/CCJ) 
ON 06-30-2010 " 

October 18, 2005 

BY COURIER 

Mr. John Langdon 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear Mr. Langdon: 

This letter forwards for your information a self-
b2 explanatory enclosure entitled "Intelligence Oversight Board 
b7E (IOB) Matter,I I Division, IOB Matter 2005-150."(U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 -

¿Î 
1 -

Mr. Hulon 
Ms. Thomas 
Ms. Kelley 
278-HQ-C1229736-VIO— £0*3 
INSD (IOB 2005-150) 
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Mr. John Langdon ^ ^ 
Should you or any member of your staff require 

additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: S T APPROVED: — y 1 ' 
» Pi 

Inspection T ra in ing 
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DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
Hi DIVISION 

b2 
b7E 

2*L 

IOB MATTER 2005-150 (U) 

Inquiry has determined that in conducting a 
J of a United States person, the 

federal Bureau ot investigation (FBI) failed to comply with the 
requirements for the continuation of a | | as prescribed in 
I lof the Attorney General I I for 'FBI Foreign 
Intelligence Collection and Foreign Counterintelligence Investigations 
("NSIG") . In this regard." t h e ! 

( S ) a | — | _ o n J 
] Division opened 

. The | |expiration date was established 
as I t Subsequent to the expiration of the I I the 
subject was interviewed in preparation for closing the case on 
I I. The interview occurred less than one month after the 
expiration of the I I and it was the only investigative activity 
to occur before it was closed. However, | "[did not close 
the case file until 
expiration date. 

However, [ 
almost nine months after the 

Because the subject was (and remains) a "United 
States person" as that term is used in Section 101(i) of the . 
Foreign Intelligence Surveillance Act of 1978. continuation of 
the investigation required that | | comply with the 
requirements of the NSIG. In this matter, while the I I overrun 
appears to have been inadvertent, it was not de minimis in time. 
The • was never properly extended, and the investigation 
remained ih open status for nine months. Allowing the case to 
remain open for nine months after it should have been closed or 
extended was in contravention of the NSIG which was designed in 
part to protect US persons by limiting the time that the FBI can 
conduct a Q^] without oversight. Therefore, this report is being 
made to the Intelligence Oversight Board. 
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Director. 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-2010 

October 25, 2005 
BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Langdon: 

. Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 
I Division, IOB Matter 2003-115" (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Inspection Division. (U) 
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Mr. James Langdon 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1- Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 
1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

M O V E D : ^ t z z T ^ ' U ! » 
I to'', . „ «ito 
Director Gr . Oli.dPubici 
Deputy Director irt.os..—. Personnel Cong. Alfs 

"SECEEf Hofmann-IOB-571 -2-



DECLASSIFIED BY 65179DMH/PLJ/CC 
* ON 06-30-2010 

^ E û R E S C ^ 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
DIVISION 

Slji b2 
b7E 

IOB MATTER 2003-115 (U) 

( U ) Inailirv has determined that: on f 1 a federal 

Ifen Keaiscer ana Tran ana Trace aevicef 
b2 
b3 
b7E 

is being made to the Intelligence Oversight Board. 

Periled from 
Dgclaesïîy==:ôx«—XI 

ÄPFROt r 
OlredoiL 
Deputy Director. .Personnel _ Off. oi PubBc & 

Cong.Affs^ 
i£üL 

1 (0) Title 50 United States Code (U.S.C.) Section 1845(b) (pertaining 
to pen register or trap and trace devices) provides that "no information 
acquired pursuant to this subchapter shall be disclosed for law enforcement 
purposes unless such disclosure is accompanied by a statement that such 
information, or any information derived therefrom, mav only be used in a 
criminal proceeding with the advance authorization of the Attorney General." 
(Emphasis added.) Hofmann-IOB-572 
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DECLASSIFIED BY 65179DHH/PLJ>CC 
ON 06-30-2010 

SE 

November 21,2005 
BY COURIER 

Mr. James Langdon 
Chairman, 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
725 17th Street, N.W. 
Washington, D.C. 
Dear Mr Langdon: 

This letter forwards for your information a self-explanatory enclosure entitled 
"Intellegence Oversight Board Matter, Counterintelligence Division, Federal Bureau of 
Investigation Headquarters, IOB Matter 2005-160" (U) 

The enclosure sets forth details of investigative activity which the FBI determined was 
conducted contrary to the Attorney General's Guidelines for FBI Foreign Intelligence Collection 
and Foreign Counterintelligence Investigations and/or laws, Executive Orders, or Presidential 
Directives that govern FBI foreign counterintelligence and international terrorism investigations. 
(U) 

Enclosure 
1 - Ms. Thomas 

be 
b7C 

3 TJ278-HQ-C1229736-VIO — ¿0 6 
ACHED 

RE 

0«p. D». 
o u t ) sua Otf.otGon. Count«» , AHLOif.V Cran.lnv. CJtS Fr»w_ Wo. Re*.. 

Lab. National S«c.__ 
Ptmmwl Tiainino Ofl.0<66OA OS.otPubte A Cooq-Afls. 

OROCTORTOFFIC* 

Hofmann-IOB-573 
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Mr. James Langdon 

Should your you, or any member of your staff, require additional information concerning 
this matter, an oral briefing will be arranged for you at your convenience. 

1 - The Honorable Antonio R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - James A. Baker # Counsel 
Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie E. Thomas 
Deputy General Counsel 

^gSeHBS^Hofmann-IOB-574 
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DATE: 06-30-2010 
CLASSIFIED BY 65179DHH/PLJ/CC 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 06-30-2035 

(U) 

(S) 
( S ) 

( S i -

( S ) 

( S ) 

( U ) 

( S ) 

(S) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
.WHERE SHOWN OTHERWISE 

Mr. James Langdon 
INTE LLIGENCE OVERSIGHT BOARD MATTER 

DIVISION 
b2 
b7E 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS 
IOB MATTER 2005-160 

¥ As reported by the 
I > in its electronic communication 
VIO Serial 848, the following events occurred in FBI 

I Division (I I 
(EC), 278-HQ-C1229736-

] investigations E 

bl 
b2 
b7E 

subjectsoftheseinvestigationsare! 
respectively. Both are non-U.S. Persons and knownL 

1* The 
1 ] 

bl 
^ S ^ O n T \ the 1 issued an order, b2 

Docket Numberl 1(Renewal Order), 1 b4 

I r b7E 

( S ) I 
Pursuant to the Renewal Order, 

began on I I 
collection on 

The Language Specialist (LS>7 
monitoringf 
either subject. 
I 1, and noted that the voices on the line sounded like young 

did not recognize the voice as that of 
Consequently, the LS immediately notified SA 

children. At that time SAf 
all monitoring of I 

~| instructed the LS to minimize 
]to the extent that either of the 

targets could be positively identified. SA I I also advised 
the LS that the Renewal Order authorized collection on I I 

and that source reporting indicated that the targets may 
to their college-aged 

bl 
b2 
b6 
b7C 
b7E 

have given [ 
daughter. 

X For approximately the following five days the LS 

(S) 
( S ) 

Additional information was obtained from the initial request fori I 
coverage of the targets (associated with [ 

Docket Number I" J {associated with l l Docket Numbe 
conversations with SA l l. 

] (Initial Request) and the renewal request 
1 (Renewal Request), telephone 

about 
merged with _} on or 

^gSeHBŜ Hofmann-IOB-575 

bl 
b2 
b7E 

b2 
b4 
b7D 
b7E 

Mark
Highlight



* • • • 
pg2 

U) 

Mr. James Langdon 
continuedto monitor 
conversations were logged, 
the LS. 

W On I 

inaexea 2 During that time period no otherwise memorialized by 

] that C 
none of the voicesmatchedthevoicesof 

Agent [ 

3 the LS informed SA I I and SA 
]had been monitored but that 

language. AaentI 1 then directed t 
cease moni toring and collect ing on I ~ 
p.m./| j SA I I received written copfirmation fro: 

or their 
le LS to immediately 

] Then, at 4:16 

! ] | technical agents that collection on 
was down, and that all digital collection that occurred was being 
purged from the collection system and placed on an optical 
compact disc for destruction as appropriate. 

Immediately thereafter SAs[ land I I 
investigated "this possible IOB and determined, among other 
things, that: 

b6 
b 7 c 

A S) r 
( l ) M r n : 

bl 

bl 
b2 
bo 
b7C 
b7E 

P ( S ) 
J 

bl 
b2 
bo 
b7C 
b7E 

the [ 
< (2) ÏSÎ Oui 
Dauthorized 

S) 

S) 

telephone numbers [_ 
Order).4 

in y ocket Number [ 
on I 

bl 
b2 b 4 

] b7D 
] (Initial b7E 

by IZ 
that 

(3) On [ 
1 technical agents that C 

3 SAC 

I Based on this SA [ 

~ i was notified 
I advised 

was disconnected by the target on I ~1 
2 stated that, "[tJherpfot 

] never collected or monitored this number { 
J J in accordance with the initial 

5' 
(S) 

bl 
b2 
he 
hlC 
b7E 

Authorization in 

S) 
Thn Bnnniiiai Request indicates that with number^ 

4 The Initial Application was filed with the I I on 
and the Initial Order was issued on| | 

bl (S) b2 
b7E 

b2 
b7E 

x ̂gSeHBŜ Hofmann-IOB-576 



S) 

S ) 

SE^EI 

pg3 

Mr. James Langdon 
docket (the Initial Order] b2 

b7E 

(4) 
;riewa3 

On[ 1 SAs[ ] and I I 

( S ) 

( S ) 

submitted a rerfewal request for I I coverage on the targets.5 
The renewal request submitted to OIPR did not request renewal 
authorityfori Ibecause the target disconnected it. 
Particularly i-ho Ronoual Rgrmggf gfal-oH fhaf I I 
informed"on 

bl 
b2 
b6 
b7C 
b7E 

(Emphasis added.) However the Renewal 
Request, like the Initial Request, both of which were written by 
I ~l Office of Intelligence Policy and Review of the 
ipnartmpni- nf »Tngt-î A, asked for authority for surveillance of 

] Nonetheless, both case agents and the FBI HQ SSA 
failed to question the Renewal Request's erroneous request for qu 
coverageof[ 

(5) 
forsurveillance 
by the 

0n£ 
Docket Number I J 

as noted supra, authority 
\was granted 

bl 
b2 
b7E 

•Mr The error as referred to in the EC is 
][ ] This 

error was caused by: (1)faulty drafting of the Renewal 
Application; (2) inadequate review of the Renewal Application by 
SA's I 1 and | ' \ and (3) inadequate review of the Renewal 
Application by SSA| I The OGC will prepare and deliver the 
necessary correspondence to the IOB. 

b2 
bo 
b7C 
b7E 

This was 42 days before coverage under the 
scheduled to expire. 

order was 

\ ^gSeHBŜ Hofmann-IOB-577 



November 21, 2005 
BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory fc2 
letterhead memorandum (LHM), entitled "Intelligence Oversight b7E 
Board (IOB) Matter,| ~| Field Office, IOB Matter 2006-
204." (U) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, and/or 
laws, Executive Orders, or Presidential Directives that govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

DECLASSIFIED BY 65179DNH/PLJ/CC 
ON 06-30-2010 

Enclosure 
1 - Mb. Thomas 

278-HQ-C1229736-VIO — 
Inspection (IOB 2006-204) 

b6 
b7c 

¡CLASSIFIED WHEN 
DETAS 

cttofy ofCoog. Affi. of the Geo. 
oflatdL — Pub-Afli. 

Enclosure Hofmarin-IOB-578 
ofProtRfip. __ »r* ny list. S' 
:EEOA. MAIL ROOM • 



pg2 

Mr. James Langdon 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
- Attorney General 

U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department o£ Justice 
Room 6150 

APPROVED: Crm-lnv. Inspection Training APPROVED: CJ1S Laboratory Off. Ol E EO 
Finance (fffl. D'l i t&alSec. Affairs 

Director _Gen.Couni f i i$ J OPR Off. of Put5c 
Oepoty Director -Info. Res. \J Personnel , Cong.Affs. 

^gSeHBŜ Hofmann-IOB-579 



DATE: 06^-30-2010 
CLASSIFIED BY 65179DHH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY OH: 06-30-203S 

( S ) 

(S) 
( S ) 

( S ) 
( S ) 

( S ) 

TWTRT.T.ffif.Wr.E OVERSI 1 f 

ALL INFORMATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

SHOWN OTHERWISE 

HT BOARD (IOB) 
FIELD OFFICE 

MATTER b2 
b7E 

IOB MATTER 2006-204(U) 
The T I Field Office 1 

arising out of a| 
I I opened a I 

reported 
I-

an 
On 

the U.S. District Court for 
authorizedcollectionon 
| | i I provided! 

J(non-U.S. Person). On I 
Ehe Srjjithern District off I 

copy of the court order and a [ 
to the switching station containing 
m 

I to be attached 

bl 
b2 
b4 b6 
b7C 
b7D 
b7E 

On L 
moved to a new 

£ 
address. 

] after 
renewal order dated C 

H investigation revealed that|_ 
He continued to I 
the move. The \ 

had bl b2 
b7E 

] reflected the new address. 
On r ] personnel notified Q 1 that 

his C 
H move had resulted in a change of switching stations for 
J j As a result, since I I move on 

I had se"en collecting and sending the FBI data on 

address 
^established at his old address. 

| did not know whether the new residents at 
are U.S. Persons but presumed 

notified the U.S. District 
all | 

that to ììs_ 
Court of 

( S ) 

( S ) 

returned to 
and did not make „ 
Counsel has recommended that[ 

] between £ 
any use of the data. 

the case. 
generated by thel 7 

and I I 

bl 
b2 
b4 
b7D 
b7E 

The Office of 
^work with[ 

appropriate corr^ctiye measures to prevent similari 
other cases. f̂Ŝ C 

the 
•to 

Genera] 
institute 

in 
OGC has referred this matter to the FBI's Inspection 

Division for action deemed appropriate. (U) 

( U ) X idJTrom 
SÖST 

( S ) 

( S ) 
On [ 

ÊSff̂ The order also authorized collection on 
] was renewed on 

I only. The court extended thel I 
r.rHer nnl I and I L 

Hofmann-IOB-580 
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DECLASSIFIED BY 65179DHH/PLJ/CC 
ON 06-30-2010 December 2, 2005 

BY COURIER 

Mr. James Langdon 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 
Dear Mr. Langdon: 

This letter forwards for your information a self-
explanatory enclosure, entitled "Possible Intelligence Oversight 
Board Matter." 

7C 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. <U) 
Enclosure 
1 - Ms. Thomas 
1 - SSA 

2 7 8 - H O -HÔ-01Ì29736-
/- UNi 

VIO DETACHE) 

TnWw Off.of EEOA OS. of Putte 4 Cong AiH. 0reaof»0«o»_ 

Derâ̂ d-JEgOTLi--—"GT-Î 
^Declassinoli:— 

^gSeHBS^Hofmann-IOB-581 

MAIL ROOM O 



Mr. James Langdon 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: APPROVED: Wag. 
Off.ofEEO 
Affairs •Tnanca. 

Director Gen.Countì Off. of PubSc & 
Cong.Affs, Deputy Oirector itfaRes, 

^gSeHBS^Hofmann-IOB-582 



OPCA-20 (12-3-96) XXXXXX xxxxxx 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) o(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

0(b)(4) •(b)(8) d(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-581 
through Hofmann-IOB-582 and Hofmann-IOB-584 
Page(s) withheld for the following reason(s):_ 

H The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-583 (only page Hofmann-IOB-581) 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 0ff-30-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
.WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
]DIVISION 

IOB MATTER 2006-200 (U) 
b2 
b7E 

(U) 

( S ) 
( S ) 

( S ) 

(0) 

the [ 
IOB 

By electronic 

[ 
^ "[Division 
involving a National 

communication [ (EC) dated [ 

(U) 

information 
fwhich, through 
about al 

Security 1 reported a potential 
Letter (NSL) requested by 

transcription error, sought 
]belonging tô a person who was ^ 

not the subject of an FBI national security investigation. 
y&t The US person who is the subject of the [ 

had an öfT L 

with which to draft an NS 
"EHë NSL with the incorrect L 

easel I 
1 The case agent 
the correct I I (HA) 

The IIA then drafted 
I 

bl 
b2 
b7E 

X During the week of| omf received the NSL response from] 
noticed the error associated with thef 

1 the case acrent ^ a n d , b2 
|The case b4 

agent immediately notified his supervisor and put the original in b7D 
the 1A envelope. The case agent then contacted the Associate t>7E 
Division Counsel who took possession of the unauthorized 
information and is presently holding the information in his safe. 

y&f The case agent reports that nothing from the response 
to this NSL has been reviewed. The agent also reports that no 
personal or identifying information from the NSL return has been 
uploaded into ACS. Also, no ACS, 
| | data bases, open source or ocneii irtCèUftêC CftëCKS 
done on the information. 

4 
b2 
b7E 

ere 

(U) The error is a reportable matter under Section 2.4 of 
Executive Order 12863. 

^gSeHBŜ Hofmann-IOB-584 



DECLASSIFIED BY 65179DHH/PLJ/CC 
ON 06-30-2010 

December 20, 2005 

BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board (IOB) hi 
Matter, I I Division, at| | Resident Agency, b7 

IOB Matter 2006-196." (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary 
to The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or 
laws, Executive Orders, or Presidential Directives which 
govern FBI foreign counterintelligence and international 
terrorism investigations. (U) 

Enclosure 

1 - Mr. Hulon 
1 - Inspection (IOB 200^-196) 
i - r I 

g l > 278-HQ-C1229736-VIO:£öf7 
Off. of Gen. 
Counsel 
Asa. Diri _ 

Admin. Str.. 
Crên^lnv.^ 
OIS 
finance ̂ _ 
Info. Res, 
Lab., 

b6 
b7C 

NakxalScc.. 
OPR 

OfT.of Public 
& Conj. AflV , Tramms. 

OftofEEOA 
Direct«'* Office. 

S E ^ T Hofmann-IOB-585 

MAIL ROOM CD 
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Mr. James Langdon 

Should you or any member of your, staff require 
additional information concerning this matter, an oral 
briefing will be arranged for you at your convenience. 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: r * InspÄfoiL. 
laboratory. 
KitbalSsc. 
W 

Training 
Dff.cï €E0 

nifgrfftr Gen.Co'J 
OeputyOirectof IniaRss Persoci 

DicIFaïSci 
Ceng. Wis. 

X-Dt , 

2 
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DATE: 07-01-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
R5AS0N: 1.4 (a) 1 
DECLASSIFY^ON: 07-01-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

S 

INTELLIGENCE OVERSIGHT BOARD 
DIVISION, AT 

(IOB) MATTER 
RESIDENT AGENCY b2 

b7E 
IOB MATTER 2006-196(ü) 

(S) 

(S) 

The Federal Bureau of Investigation ("FBI") has 
determined that in conducting a I on 

] the FBI improperly used a 
National Security Letter (NSL)to obtain | 
[ Iwhich was not related to the 

: PB; 
in|_ ] 

investigation. 
NSL in identifying 

was due to. a mistake in the' 
o f ~ ] whose number was intended to be the subject of the request. 

] of The was a violation of [ 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIGV. 
In this regard, on [ 

( S ) Agency opened a [ 
the f 

of 
1 Resident 

The investigation was extended once, and a second extension is 
currently pending. On or about March 31, 2005, a National 

s Security Letter was issued to f Jfor the 
[intended 

be identified as that of the target. Instead,[ 
was incorrectly identified; thus, the information returned 

to 

from I of a 
wholly unrelated The error was discovered 
upon receipt of the information,- and the records were not 
reviewed nor used for any investigative purpose. Despite the 
inadvertent nature of the mistake, the fact remains that 
information-was improperly collected on 
unrelated to an investigation. Thus, the matter is being 
reported to the IOB. 

DS 
Dec -l 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

OepiOir ,̂ 
C M Ü 

OLCFGIM. 

A! 

S V k e t APPROVED: S C = 5 : S S f e = 
/ \ qniP.ö /iVaQRì'jsaslSìc, 

Director G a C o - j r . s l ü ü E w — 
m . 

Director. 
Oeputyü'uectot. IM» RH VI .PetwricL 

.Training«.. 
.Off.oiEEO 

Affafis 

Section V.ll. authorizes use o£ National Security Letters in 
conformity with 18 U.S.C. § 2709 (relating to subscriber information, toll 
'billing records, and electronic communication transactional records). The 

.03. of Pubici 
Ceng. Alls. 

.statute requires that information sought is relevant to an authorized national 
^SSOecurity investigation. Hofmann-IOB-587 
TttorinQ —^^^ OS.0IEEOA OftclPuWe & Cong. Äff». Oreaor̂OBio« 

p B l / o o j 
MAIL ROOM O 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) •0)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-585 
through Hofmann-IOB-587 
Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-588 through Hoffman-IQB-590 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



DECÌASSIAED BY 65179DMH/PLJ/CC 
ON Q7-01-2010 I % 

December 14, 2005 

Mr. James Langdon 
Chairman Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear Mr. Langdon: 

This letter forwards for your information a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB), Matter 
2005-180." (Ü) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General7 s Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
278-HQ-C1229736-VIO —-(,©8^ 

»SIFIED WHj 
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S E 0 R E T 

Should you or any member of.your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

f • 

Tassify on: 

^tefifrf ̂ gSeHBŜ Hofmann-IOB-592 



Very truly yours, 

Julie F. Thomas 
Deputy General Counsel 

The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 
Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

^gSeHBŜ Hofmann-IOB-593 



DATE: 07^01-2010 
CLASSIFIED.BY 65179DMH/PLJ/CC 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 07-01-2035 

ALL INFORNATION CONTAINED 
SHEIN IS UNCLASSIFIED EXCEPT 

SHOWN OTHERWISE 
JBHEKEIK 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I IDIVISION 

IOB MATTER 2005-180 (Ü) 

b2 
b7E 

(U) The 
ye^tigàtion Investigation has reported a possi 

¡investigation. 
Officef [of the Federal Bureau of 
ted a possible violation in conjuncti conjunction with a b7E 

b2 
b7E 

(U) BY electronic communication (EC) dated October 18, 2005,1 I 
requested Office of General Counsel review of a possible IOB error in 
conjunction with aI [investigation. The following 
facts are derived from the October 18, 2005 EC. 

I the United States f 

( S ) 
M On [ 

( S ) 

unauthorized person 
was utilizing [ 
the I I were away 

i a I I translator became concerned that an 
During the daytime, when i :rom their residence at work, an unknown 

( S ) 
(S 

English-speaking male, with an Irish accent, made 
1 These I 

his 

I appeared, via the 
equipment, as having Seen made from I 

I Later that evening.I I was overheard utilizingb?E 

bl 
b2 
,b6 
b7C 

as usual. The 
fej scenarios to explain tne unxnown subject's access to [ 

investigated various 
residence during the daytime. ] 

(S) 

( S ) 

( S ) bl 
b2 
b4 bo 
b7C 
b7D 
b7E 

On [ 
had o^cufcredonC 
attempted to use 

the translator accessed| 
1 at 20:43 hour? (6:43 P.MTT 

"I that 
When 

he discovered thatC 
1~ raëmàndéd thàtt the I r*rhe 
_pf the I I with thp Irish accent, demanded that -SimificlL-pr the | 

J I terminate his accessi 

were | 

as this person was engaged in 
1 which originated from his residence in I I 

1 Subsequently, both parties 
I reporting" 

problem as that their 
Itrouble to their respective 

I and both described their 
was now operating as a "party 

-IOB-594 

Mark
Highlight

Mark
Highlight



(U) 

(S) 

(S) 

bl 
h 2 
h 6 
b7C 
b7E 

( U ) 

b2 
b7E 

(U) 

(U) 

% b2 
b4 
b7D 
b7E 

the problem would be addressed expeditiously. 
Jadvised their respective customers that 
a € 

X . r anomaly fiptwpgn I 
were determined to be strictly a technical 

n 
1: |that provide 

J s technical deployment under the 
authority of the I I order did not cause nor contribute to this error. 

b2 
b4 
b7D 
b7E 

The I I translator reviewed all intercepted transmissions for 
prior to the date of detection, which had 
This individual| | nor previously fteen reviewëcT 

I 
g 1 through C 

translator loggec 
o n r n e • 1 

I The I I 
unauthorized person 

of which the 

The f 
the subject[ 

] was tasked to pull 
that contained the [ 

transmissions in question, duplicate, the I Homittinq the suspect 
transmissions and replace the original! |with the duplicate in the 
archives. It is noted that there were I | 
suspected transmissions extracted from the originalf 

b2 
b7E 

fo^J I will coordinate _Jiith_thei 
necessary to ensure that all[ 
kind related to the unauthorized I 
sealed and delivered to the I 

Ini visi ng as 
of any 

1 are collected, sequestered. 
the Office of Intelligence Policy and Review, Department of Justice, 
eventual destruction. 

via 
for 

In this instance, it is clear that as a consequence of an 
error on the part of 
conducted a form of [ 

the FBI unintentionally b2 J which was unauthorized. b4 Based upon our analysis, however, in accordance with the reporting b7D 
requirements of Section 2.4 of E.O. 12863, the error must be reported tb7E 
the IOB because the surveillance was not authorized under the I 1 
I I or Executive Order 12333. 

DènVcd4ksmrTi3 
Iassify on: ! 

^gSeHBS^Hofmann-IOB-595 



DECLASSIFIED BY 
ON 07-01-2010 

65179DHH/PLJ/CC 

December 19, 2005 
' • BY COURIER 

James Langdon, Chairman 
Intelligence Oversight Board 
New Executive Office Building 
725 17th Street, N.W., Room 5020 
Washington, D.C. 20503 
Dear Chairman Langdon: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2005-184." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign, Counterintelligence "Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
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Chairman James Langdon 

Should you or any member of your staff require 
additional information concerning this matter, an oral 
briefing will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

Enclosure 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Director, 
Deputy Director. 

Crlntln/. 
as. 
tace. 

.Gen.Coariii 
JnifcRes. 

Off. ol P u b i c i 
Cong. Affe 

2 
Hofmann-IOB-597 



DATE: 07-01-2010 
CLASSIFIED BYNJ65179DHH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SEC: FORK 
INTELLIGENCE; OVERSIGHT BOARD (IOB) MATTER 

DIVISION 
IOB 2005-184 (U) 

[ 
(^/OC,NF) As reported by the [ 

(S) 
(S) 

t h e ! (g) a u t h o r i z e d 
1 in the referenced communication, on L 

1 Division 

I re-

W L 

(S) 
1 lis the I loft t in 

when[ 
I initiated I 

J traveled to 1 
re-authorization of 
r 1 

U n T "fönT 1 
J The instant 
expired on 

(U) ^/OC,NF) On E 

3 The TTA also checked the terminal in the I 
T division monitoring plant which terminal collected \ 

I I Tnfi TTA 
noticed that the expiration date on the terminal was set for 
I I. At that time, the TTA disabled 
I Icollection on the terminal. 

<u> 0s^/OC,NF) The TTA then contacted f 
personnel in I I regarding 1 

.. 1 providec both audio and I I 
po the I I division via I I wherein the voice 

and data is passed directly from the~f 
switch to the collecting agency. L 

1 
records which revealed an expiration date off 

1 The actual expiration date of the court-authorized 

I central office 
J checked their 

] 
was 

unaoie to determine how the 
upon. Typically, 

1 was 
I was arrived 

Is programming of the central office 
switch would disable the collection on the appropriate date, 
but that did not occur in this case. 

CJ) 
took 

{S^/OC,NF) Once [ discovered the error, it 

h 2 
b7E 

bl b2 
h 6 
blC 
b7E 

^ I, the Technically 
Trained Agent (TTA) received a call from the I lease agent 
confirming the expiration of I I The 
TTA confirmed that| | haltéd thé I I b2 

b7E 

] b2 b4 
b7D 
b7E 

appropriate action to immediately stop the collection of 
I The inadvertently collected data was 

placed on a disk and segregated. | | will forward the disk 

b2 
hi E 

^gSeHBŜ Hofmann-IOB-598 
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to the appropriate! |for delivery to OIPR 
for destruction. In addition, this matter has been referred 
to the FBI's Internal Inspection Section for any action that 
is deemed appropriate. 

SEC: 

b2 
b7E 

Der 
Declas 

^gSeHBŜ Hofmann-IOB-599 



January 19, 2006 
t BY COURIER 

DECLASSIFIED BY 65179DHH/PLJ/CC 
ON 07-01-2010 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
725 17th Street, NW 
Washington, D.C. 20503 
Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure, entitled "Intelligence Oversight Board 
(IOB) Matter 

b2 
b7E 

Division, 2006-208." (U) 
This enclosure sets forth details of investigative 

activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Forei'gn Intelligence 
Collection and Foreign .Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - Ms. Thomas 
1 -I 

è f)- 2 7 8 - H Ó - C 1 2 2 9 7 3 6-VIO -
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

Oeput/Dkector Info. Res. 1 J Personnel 

_ Inspection Tràiing_ 
- W o n t e y Off.cJEEO 
¿Nations«. Aifalrs 

OPR Off. of Public & 
Personnel Cor.g.Affs. 



DATE: 07-01-2010 
CLASSIFIED BY 65179DMH/,PLJ/ICC 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I DIVISION 

IOB MATTER 2006-208 (U) 

b2 
b7E 

{Si 
(SJ 
(Si 

(S) 

(S) 

(Si 

X 

p 

X 

bl 
b2 
b4 
bo 
b7C 
b7D 
b7E 

(Si 

(Si 

bl 
b2 
b4 
bo 
b7C 
b7D 
b7E 
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bl 
b2 
b4 
be 
b7C 
b7D 
b7E 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

(U) Although this error is riot directly attributable 
to conduct on the part of FBI personnel, the unauthorized 
surveillance is nevertheless a reportable matter under Section 
2.4 of Executive Order 12863. 

^gSeHBS^Hofmann-IOB-603 
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DECLASSIFIED BY 65179DHH/PLJ/CC 
OH 07-01-2010 

January 18, 2006 
BY COURIER 

bb 
b7C 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive.Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 209 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international' terrorism 
investigations. (U) 
Enclosure 

/ 

1 - Ms, 
i -r 

Thomas 
|(Action "UC) 
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Sh^^B you or any member of you m ff require 
additional imSlmation concerning this matter, an oral briefing 
will be arranged for you at your convenience. Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 

APPROVED: 
Director. 
Oeptf/OirectOL 

Criulnv, 
CJiS. Haa». 

.Gsn.Cos 
_lnfo.Res, 

^gSeHBS^Hofmann-IOB-605 



DATE: 07-01-2010 
CLASSIFIED BY 65179DHH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 # 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 
IOB MATTER 2006-209 (U) 

b2 
b7E 

X The [ ] F i e l d O f f i c e ([ 

(S) : 

^ ^ _ _ _ _ _ _ _ . ,) Of 
the Federal Bureau of Investigation ("FBI") has reported an error 
in conjunction with that division's I I of a 
United States person. In this r e a a r d J I National Security 
Letters (NSL) were created for 

f 
was. -in. factj 

were collected for 
NSL. When 
produced for :'or E 

C 
- w a s inr.nrr<»rf-: l-.he I 

pursuant to trie 
1 r e a l l g f t f l 1 C 5 e r r o r , i t S e c u r e d t h e r e c o r d s 

I in the safe of I "|s 
Chief Division Counsel!I I will provide these records 
to the Office of Intelligence Policy and Review ("OIPR"), 
Department of Justice. 

bl 
b2 
b7E 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

Jram 
Ifŷ ï 

APPROVED: Cri r r i lny . 
OJiS 

. Ins fsd io iL 
«oratory. . 

Oirector 
Oepuî/Director. 

•mince 
.Gen.CouRSi1 

JofoRes. S L 
f m 

.Training 

.Olf.olEEO 

. Affairs 
.Personnel. 

. Off.of PubSc& 

. Cong.Aff$y_ 

sÈjP^ZT 
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DECLASSIFIED BY 65179/DHH/PLJ/LCU 
OH 06-30-2010 

February 2, 2006 
BY.COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board -
Hew Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, Counterterrorism Division, IOB Matter 2006-
221." (U) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, and/or 
laws, Executive Orders, or Presidential Directives that govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Inspection (IOB 2006-221) 

MAO. ROOM • 



f 
Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

l - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Roan 6150 

L 

^gSeHBŜ Hofmann-IOB-608 



DATE: 06-30-2010 
CLA33IWED BY 65179/DMH/PL 
REASON: 1.4 (c) 
DECLASSIFY OH: 06-30-2035 

% 
INTELLIGENCE OVERSIGHT BOARD (IOB) MftrTEftRfflOTON CONTAINED 

COUNTERTERRORISM DIVISION HEREIN IS UNCLASSIFIED EXCEPT 
IOB MATTER 2006-221 (U) WHERE SHOWN OTHERWISE 

(U) Thel— I 
I I,, reported this potential IOB 
matter involving unauthorized surveillance. (} 

b2 
b7E 

(S) 

(S) 

OGC has referred this matter to the FBI's Inspection 
Division for action deemed appropriate. (U) 

(U) X Derived From : 6-3 
Declâ KÊ y On: XI 

bl 


