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DECLAS$3IFIED BY 65179/DME/PLI/sdb
0N 06-30-2010

’

March 23, 2005

BY COURIER

Mr. James Langdon
Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Langdon:

This letter forwards for your information a self=-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2005 09." (U)

The enclosure sets forth details of investigative °
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)
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Should you or any member of your statf require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room §111

1 - Mr. James A. Baker III
Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000
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DECLASSIFIED BY ssmwnmm.db .
0N 06-30-2040 /
N SECKET

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
ECTION
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)
2005-09 ()

__Investigation of this IOB matter has determined that, on
[the ivigion | | initiated a

| who is a "United States

person," as that texrm is used in Section 101(i) of the Foreign

Intelligence Surveillance Act of 1978 (FISA).! The ags extended
until| However, | | contacte

times after the expiration of authority, in contravention of

| | of the FCIG. This matter has been refexrred to the -
FBI's Office of Professional Responsibility for action deemed
appropriateM
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! A "United States person” is defined in Section 101(i) of the Foreign

Intelligence Surveillance Act (FISA) (codificd at 50 U.S.C. § 1801 et seq.) as “a citizen of the
United States [or{ an alien Jawfully admitted for permanent residence (as defined in Section
101(a)(20) of the Immigration and Naturalization Act...." Seec also |_(:]of the Attorney
General Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence
Investigations (ECIG). Hofmann-IOB-410
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DECLASSIFIED BY 65179/DMH/PLJ/sdh
ON 0&-30-201D

March 30, 2005
BY COURIER

Mr. James Langdon

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, NW
Washington, D.C. 20503

Dear Mr. Langdon:

This letter forwards for i ion a - . b
rgxglang;gfy enclosure, entitled “SA SA biC

SA |Division, Intelligence bIE
Oversight Board Matter =15,

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orxders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(V)
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Mr. James Langdon

_SEeRET__

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely, .

Julie F. Thomas
Deputy General Counsel

*

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 -~ Mr. James Baker
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice
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the EC, lnxtxated a on
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DATE: 06-30-2010
CLASSIFIED EBY 65179/DMH/PLJ/=db

. WHERE SHOWN OTHERWISE

SE

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
. DIVISION
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)
- I0B MATTER 2005-15 (U)

:}§§: By electronlc communlcatlon (EC) dated November 1,

2002, the Inspecti i n (Inspectioni_xengxhed_ﬁ possible
I0B error by the i i in |

\ES§, As described in an EC dated October 9, 2002 from
to Inspection, on | Isa | |

l [submitted T:fg;day letterhead memorandum (LHM) to FBI
Headguarters. SA also submitted.ﬁhg_ji;ﬁ&_annnad_LHM to
FBI Headguarters on | On the
investigation was placed in "pending inactive" status due to the
exigencies of the| finvestigation.

;}B{; on| | the inves?iggﬁignwugg_xgixitiated
and reassigned to SA On upon
review of the file, the neﬁff:ff81gned supervisor, SSA

determined that al annual LHM had not been
submitted. However, no active investigation was conducted after

" the investigation was placed in "pending inactive" status.

the subject of thel Iis a

“United States person” as that term 1s used in Section 101(i) of
'ntelligence Surveillance Act of 1978 (FISA) and

| of the March 8, 1999 Attorney General Guidelines for

oreign Intelligence Collection and Foreign

Counterintelligence Investigations (March 8, 1999 AG
Guidelines) .}

1 The March 8, 1999 AG Guidelines were superseded by

the Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection on October 31,
2003 (October 31, 2003 AG Guidelines). However, because the
incident described in the November 1, 2002 EC occurred before the
October 31, 2003 AG Guidelines became effective, whether an IOB
violation occurred must by analyzed under the March 8, 1999 AG

Guidelines.
SE@}Q Hofmann-10B-413
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SECRET
:;Cgf iere,| |[failed to submit an annuval LHM for the
year Although the investigation had been placed in

"pending inactive" status, and no active investigation had been
conducted, this drd not._obviate the ﬁequlrement of submitting an
annual LHM in the f a United States person.
The failure to submit an annual LHM for the year precluded
OIPR from exercising its responsibility for oversight and
approval of an ongoing |of a United States
person, which is contrary to the requirements of the March 8,
1999 AG Guidelines.? Based upon our analysis, in accordance with

the reporting requirements of Section 2.4 of E.O. 12863, this
mistake must be reported to the IOB.

o

2%Under the October 31, 2003 AG Guidelines, overdue
reports” of administrative or investigative activities are not
required to be reported to the Office of the General Counsel as
potential IOB matters.
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DECLASSTIFIED BY GE:l?QI'Dl‘IH/'PLJ!Sdb
ON 06-30-2010

March 30, 2005
BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
Room $020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Langdon:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2003 103." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)
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Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

.1 - The Honorable Alberto Gonzales

Attorney General

U.S. Department of Justice

Room 5111

1 - Mr. James Baker IIX

Counsel

Office of Intelligence Policy and Review
U.S. Department of Justice

"Room 6000
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) DATE: 06-30-2010 ALL INFORMATION CONTAINED
CLASSIFIED'EY 65179 /DHHNGP/sdb HEREIN I UHCLASSIFIED EXCEPT
FEASON: 0.4 {c) ' ‘ WHERE 3HCVN OTHERWISE

 DECLASSTFY ON: 06-30-2035

I | ' SE/ééET

INTELLIGENCB OVERSIGHT BOARD (I0B) MATTER
IOB 2003 103 (U)

5

L) !
Lesesstigation of this IOB matter has determined tha e
F'ho was a "United States person” as that term is used in the Attomney General Guidelines for k7
FBI Foreign Intelligence Collection and Foreign Counterintelligence Investigations (FCIG),' was R
opened by th{j]}‘icld Office o Federal Bureau of Investigation ("FBI") on| |
-The initiation and continuation of mﬁequired that thD Field Office and |
. |comply with the requirements of the ECIG. However, the Field Office did not
submit an initial 90-day letterhead memorandum t funti] |
{ | |submitted The initial 90-day letterhead memorandum on
| for dissemination to the Office of Intelligence Policy and Review (OIPR) of the
"United States Department of Justice. As a result of the significantly delayed reporting of the initial 90-
" day letterhead memoraridum, OIPR was precluded from exercising its responsibility for oversight and
review of an ongoing foreign counterintelligence investigation of a U.S. person, contrary to the
-requirements of the ECIG, ”

This matter has been referred to the FBI's Inspection Division for action deemed appropriate.
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' The FCIG remained in effect during the entire time frame encompassing this matter. The
.Attorney General's Guidelines for FBI National Security Investigations and Foreign Intelligence

. Collection (NSIG) did not take effect until October 31, 2003. A "United States person” is defined in 2%} :
[::of theEQ_Q as "an individual who is...[a] United States citizen...or...[b] a R

permanent resident alien.... " Hofmann-IOB-417
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DECLASSIFIED BY 65175/DMH/FLJ/2db

Ay 06-30-2010
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Marxrch 31, 2005
BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board (IOB)
Matter, |___—|Division, IOB Matter 2003-91." (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary
to the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations and/or laws, Executive Orders, or Presidential
Directives which govern FBI foreign counterintelligence and
international terrorism investigations. (U)

Enclosure
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Mr. James Langdon

.

Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150
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DATE: 06~-30-2010 ALL INFORMATION CUNTAINED

CLASSIFEED *BY 65179/DMH/FLI/sdb

HEREIN I5 UNCLAZSIFIED EXCEPT

REASON: 4.4 [c) SHOWN OTHERWISE
DECLASSIFY ON: 06-30-2035 ‘

SEQRET

» INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

DIVISION
IOB MATTER 2003-91(U)

The Federal Bureau of Inveétigation ("FBI") has
that in conducting a ]
the FBI failed to comply with the reporting

requirement prescribed in| |of the Attorney General 7
Guldellnes for FBI Foreign Intelligence Collection and Foreign LB

o ce Invegtigationg (FCIG).,* In this regard,
on the E;v181on opened a
|on The subject. Because the subject was

(and remains) a "United States person" as that term is defined .

in Section 1801(i) of the Foreign Intelligence Surveillance
Act (FISA), initiation of al| . required that

comply with the reporting requirements of the FCIG.
submitted its initial 90-day letterhead memorandum

()

{LEM) on| | nearly four months beyond its

original due date. As a result of the delinquent LHM, OIPR
was not advised of the initiation of |in
accordance with | ~ |of the E . e delaye

n———

‘reporting precluded OIPR from exercising its responsibility

for oversight and review of |

ofF a U.S. person, contrary

to the requirements of the FCIG. The matter also has been
reported to the FBI’'s Inspection Division for action deemed
appropriate.
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L Although the PCIG were superseded on October 31, 2003 by the

Attorney General's Guidelineg for FBI National Security Investigations and
Foreign Intelligence ¢Collection (NSIG), "[alctivities commenced under the
FCIG [are to be] continued and completed under the FCIG, notwithstanding the
adoption of the NSIG." See Memorandum from Attorney General John Ashcroft to
Robert S, Muellexr, III, dated October 31, 200Bofmann-10B-420




DECLASSIFIED BY 6517%/DMH/FPLJ/2db

0N 06-30-2010 March 31, 2005

BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory

memorandum entitled “Intelligen i B
MatterL| |Division‘

=

IOB Matter 2003-105." (U)

I,

Ot ST : -9?:%" I'P;QTCT g,aq’/]g,b\ Vo _N fB gETACH

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrarxy
to the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Poreign Counterintelligence
Investigations and/or laws, Executive Orders, or Presidential
Directives which govern FBI foreign counterintelligence and
(U)

international terrorism investigations.
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Mr. James Langdon

Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Roem 6150
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y b 38 L EXCEPT
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REAZON: 1.4 (c}
DECLASSIFY ON: 05-30-2035 SE T
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
(&) [ | DIVISION

IOB MATTER 2003-105(U)

The Federal Bureau of Investi atlon (n BI") has
determined that in condustinea a

naturalized U.S.
citizen, the FBI failed to comply with the annual reporting
requirement prescribed in| ~ |of the Attorney General
Guidelineg for FBI Foreign Intelligence Collection and Foreign

Counterintelligence Invesgtigations (FCIG).! 1In this regard,
oni | the | Division opened a?
an

| __pn the subject. Because the subject was
remains) a "United States person" as that term is defined in

lconkinuation of the| required that
comply with the reporting requirements of the
FCIG. For the[f;féjreporting year, failed to
submit the annual letterhead memorandum (LHM) due on

until] | In addition, due to an
administrative e i d to a FBIHQ employee,|
failed to forward this :
nie ice of Intelligence Policy and Review (OIPR),
Department of Justice, until The delayed
reporting precluded OIPR from exercising its responsibility
for oversight and review of an ongoing foreign
counterintelligence investigation of a U.S. person, contrary
to the requirements of the FCIG. The matter also has been
reported to the FBI’‘s Inspection Division for action deemed

appropriate.
e
OVED A S e
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e CRETTS
(CIVE ;% Fhanes
CrL Nt ’
|'[IJ o 1 Although the PCIG wexe superseded on October 31, 2003 by the

Attorney General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), "[a]lctivities commenced under the
ECIG [axe to be) continued and completed under the FCIG, notwithstanding the
adoption of the NSIG." See Memorandum from Attorney Generxal John Ashcroft to
Robert S. Mueller, III, dated October 31, 2008ofmann-IOB-423
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DECLAZSIFIED BY £5179/DMH/PLJ/2db
DN 06=-30-2010

BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(I0B) Matter, IOB 2004~85." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined may have been contrary to
the Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)
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Mx. James Langdon

Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience.

Sincerely,

Julie Thomas
Deputy General Counsel

Enclosure

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
. Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150
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DATE: 06-30-2010 ALL INFORMATION CONTAINED
CLA4STFIED BY ssns,xm‘usdb \

FEIN 1§ UNCLAS3IFIED EYCEPT
. PEASON: 1.4 (c] RE $HOUN OTHERWIZE
DECLASSIFY OM: 06-30-2035

- ‘

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
IOB 2004-85 (U)

s Division reported an unauthorized| bs a

result of an erro] | As a result of this errog kaptured ]
____|ofone subject who was previousl% a target of| | -
instead of capturir, v fanother subiect who was actually the target of the

(8} - orderissued b

(8} )ﬁ?maﬁt to J  order,] Ireceived authority for] |

18y

LWFJEEWF‘ R ko begin onl [
'- i rminated on | _
‘ was authorized to begin ' aU.S.

on and the subj . | Thi
and applied to

[The employee monitoring fmmediately

{
i | kubjects. aslmr (% or \74’\
{8y - _
5 ol

- R e

=3
l

ol
he

TEpo _e:_mnsxnm.hnn_o.\hmdmmurm instructed to halt monitoring of the input supposedly - BUC
comin Junti el —bould be explained. The {b7r
carlier had revealed some] between the two subjects. On - PR

[ |wwas confirmed thal bad mistakenly provided audio coverags | |

- - instead }
}g&oa when mistake was confirmed and the -

was shutdown|____fwerd Themajonity of were not reviewed and B0
all were minimized. No information was obtained from the mistak __._fHowcver, |:| oE

[ "Jvas received without court authorization, The matter is therefore reportable to the
Intelligence Oversight Board under the terms of Executive Order 12863. In addition, it has been
referred to the FBI's Inspection Division, Internal Investigations Section for any action that is deemed

appropriate.
sr.«:c)%r
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CECLASSIFIED BY €5179/DMH/FLI/2dn
ON 06=-30-2010

March 31, 2005

BY COURIER

Mr. James Langdon
Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Langdon:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2003-74 (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. {(U)

Enclosure
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Should you oxr any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorxable Albertoc R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker XXI
Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000
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LL JTMFORMATION CONTAINED
‘ HEREIM I% UNCLASSIFIED EXCEFT
- WHERE SHOWN OTHERWIZE

5 smR_

- INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

bl
SECTION bR

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)
2003-74 (U)

Investigation <>f‘~t:hil'.=z_:I.Q:\3._ma.3;.‘\:_ez‘.hsa3_sie1:‘saz:1n:2.n:.=.si.:;h;aut:.t:.ma_I b.
b

subiect of this invegtigation,

I

14

and expiged on |

T3 o
[was orlglnal}x_gzanngd_gn bio
|While Division | LoD

notified

lto cease |

]nn‘l

| h7E

|failed to do so until

p———

| when gain inquired as to wheth

ex |

had ceased. Thus, the surveillance from
was not authorized under
en discovered the problem 1

through

T Executive Order

immediately took steps to

sequester the unauthorized data collection to prevent its use or
further dissemination. Subsequently, all the data collected after

| has been collected on a CD ROM and forwarded to

the Office of Intelligence and Policy Review, and the original

files have been deleted in the system.

In accordance with the

reporting requirements of Section 2.4 of Executive Oxder 12863,

the error must be reported to

LATE: 06~30-2010

BRPROUED: S5 ——

the IOB.

Training
off C1ERD '

: v e AN S A P Afes
géif z;x:‘niv 4B i : FL73/DUL/ELI fock Director, G20, B¢l ™ 2,0
nEr'LAs,%IF:v OH: 06-30-2035 Deputy Dizettor Inlo Res Peisoantd Lo N
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DECLASSIFIED BY 6£5179/DMH/PLI/3db
N 06-30-2010G

. March 29, 2005
. BY COURIER

.Mr. James Langdon
. Chairman .
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

‘Dear Mr. Langdon:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled "Intelligence Oversight
Board (IOB) Matter,l:Field Office, IOB Matter 2005-03."
()

This LHM sets forth details of investigative activity
. which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security
‘Investigations and Foreign Intelligence Collection, and/or
- laws, Executive ‘Orders, or Presidential Directives that govern
FBI foreign counterintelligence and international terrorism
investigations. (U}

-Enclosure

‘ 1 - Ms. Thoma
. 1 - Mro
! ZT2 278-HQ-C1229736-vio —' 182

vl 1 - Inspection (IOB 2005-03)
T

IFPIED ENCL

Der: —G-3
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" Mr, James Langdon

Should you or any member of your staff require additional
‘information concerning this matter, an oral briefing will be
- arranged for you at your convenience. (U}

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gorizales
Attorney General
‘U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Hofmann-10B-431
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DATE: 06-30-2010 ALL INFOFMATICN CONTAINED

CLASSIFTED BY €5179/DMH/PLJ/3db . HEPEIN IS UNCLASSIFIED EXCEFT
REASIN: 1.4 (c) . RE 5HOWN OTHERWISE
DECLASSIFY ON: C&-30-20%5 .
o sedfer y
4 TLUE

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IELD OFFICE
(cj . IOB MATTER 2005-03 (U)
e L ks
’ Review of this IOB matter has determined that on[:::::::::] : k2o,
lopenea a[ lon u.s. persons, LE

4

[provided
Iand other sections information derived from surveillance

_that had been authorized pursuant to the
Electronic Communications (ECs) to

. clearly instructed that | |information provided

“could not be incorporated into any criminal affidavit, criminal court
‘proceedings, subpoenas, or for other legal or judicial purposes.
Despite the caveats to this effect contained in the ECs, the
Division sought and obtained Federal Grand Jury Subpoenas (séeking

pased on| |information. ‘I§k<;

. To prevent future IOB violations,[::::::::]staCed that the bl
squad supervisor would closely monitor Federal Grand Jury and o
National Security Letter requests, and instruct the case agent to C

(U] . review the web-based training regarding the handling of classified

“.information. Additionally,[%:::f:::hnstructed the case agent to

. remove all information provided pursuant to the Federal Grand Jury
Subpoena from the case file,lseal it in an envelope, and securelit in

's_gafe

| o '
for delivery to|

and eventual destruction.

This matter has been referred to the FBI's Inspection
Division for action deemed appropriate. (U) :

}‘5" Hofmann-108-432




DECLASSIFIED BY 6517%/DMH/FLJ . sib
ON 06-30-2010 .

April 1, 2005

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft: -

e

o o=

Enclosed for vyour information is a self-explanatory

7

re entitled "“Intelligence Oversight Board (I0B) Matter,
Division, 2004-97."
This enclosure sets forth details of investigative

Z2

Dep. Die. "
Chief of Staff
Off. of Gen,
Counsel
AssLDe
Admin Sev.
Cnm, Inv,
(&1
Firance
Info. Res,
Lab,
Nationa{See. ,__.,.
OPR
Off, of Publx
&Conp Afls.,
Traming
O.ofEEOA ______
Directoe’s Office

Srw——————

activity which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorism’
investigations. (U) .
Enclosure
1 - Ms. Thomas .
1 had MS- };:7’:
Ms. .
18-B=C122o736-vio— 184
Derived : 56 G<3
De ify on: . January-2%,-2030
Hofmann-10B-433
FRYDO!

MAIL ROOM O




General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

| 1 - Mr. James Baker

' Counsel, Office of Intelligence POllCY and Review
U.S. Department of Justice

Room 6150

Srim.inv,—_ Inspecti Trelning
RPPHOVED: gl}nsl " lnaaefatlg?y :)rff. ou;gEO

Finance National Sec, Affars
Brecor ceu.comg MR .oiPEE
Deputy Director, nfo.Res, Personnel_ . Cong.Affs__
- 2 -

—
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DECLASSIFIED BY 65173/DMH/FLJ/sdb
ON 06-30-2010

BY COURIER
April 8, 2005

Mr. James Langdon

Chairman

Intelligence Oversight Board

New Executive Office Building

Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory

IOB Matter 2004-71.

[fffffffdum, entitled "Intelligence Oversight Board (IOB) Matter,

&Cong. Al _

Tradung
Oft.of EEOA .
Director’s Office

Field Office, ()

This LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection and/or laws, Executive Orders, or
Presidential Directives which govern FBI foreign

counterintelligence and international terrorism investigations.
(V)

Enclosure

1 ~- Ms,.

Ms.

278-HQ-C1229736-VIio— 195
OPR (IOB 2004-71)

1 - Mr., Hulon
IFIED WHEN
DETACHED
T—
Deri rom:
De Ify ony =1
Hofmann-I0B-435
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; :? :: n
Mr. James Langdon

Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

.1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

.1 - Mr, James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

EPPROVED: c‘”’""vmg‘b%wn...._. Traing

Finance n‘ 4} 3¢ A
gir;g‘tcs Gen, Comet - R Arfa;:s._,._,____
Y0ieddor____ opo. Res _..Pezsonnel —_— %H.ol:;bﬁc&

Oﬂg. s‘-_

_SEeRET__
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iy 3 LL IMFCFMATION CONTAINMEL
DATE: 06-ZC-2010 PEIM I¥ MICLAZHIFIED EXCEPFT
CLASSIFIED DY 6517 73dh FE SHOUN OTHERWISE

REASON: 1.4 {c)

DECLASSIFY 0N: 06-30-2035 SE%T

3 ’ INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
‘ FIELD OFFICE
IOR MATTER 2004-71 (U)

) Investigation of this IOB matter i on
A Lt [:f::::kield Office opened al on
a United States Person. On|
obtained authorization from| |

|
I -
| | and the authority was renewed o1

I [ '
byl [Which had confirmed that|
by the ta

| rget's wife and the address on the
.account was e residence where the target lived with his

wife. | . |

cage agent later learned that| | had been changed as
of On Monday, | khe case agent emailed
the technically trained agent (TTA) assigned to the case to
disable | | However, as the TTA later

informed the case agent, the TTA deleted the email without
reading it. Thus, unbeknownst to the case agent, the device
remained operational, although it was not collecting on the
target's| I
lwag reassigned to a new customer a few days before

on[ 1 the case agent queried an FBI
database and learned that]| lhad not been

disabled. On | lwas
‘disabled. | fviolated|
and The Attorney General's Guidelines for FBI National
" Security Investigations and Foreign Intelligence Collection. :
This matter also has been referred to the FBI's

Office of Professional Responsibility for action deemed
appropriate. (U)

Derive

rom: G-
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April 8, 2005

BY COURIER

Mr. James Langdon
Intelligence Oversight Board
New Executive Office Building

. DECLASS E Y OBS179/D2 -1,
Wash:mgt:on, D.C. ASSIFIED EY 635175 /DYH/PLG /sib

0N O0A-30-2010

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory
memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
Field Office, IOB Matter 2004-86. (U)

This LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection and/or laws, Executive Orders, or
Presidential Directives which govern FBI foreign )
counterintelligence and international terrorism investigations.

(U)
Enclosure

1 - Ms. Thomas

@ g; 8 —I%:;z;la 6-vio- JSOO

Dep. D,
ChicfofStalf ______
Off, of Gen,
Counsel
PO
Adin, Ser,
Crim, [nv,
CUS s
Flnance
Info.Res. ______
Lab.
National Se<,
OPR |
OfT, of Pubhe
& Cong, Afls.
Traing ——
Off.of EEOA _____
Director’s Office

1 - OPR (IOB 2004-80)
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Mr. James Langdon

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 ~ The Honorable Alberto Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room €150

SrimInv______Inspects ini
APPROVED: 5o g ——

. Finance aionslSae, Miars
Directer . . Gen, Cogns % O M.ofPubic &
Depuyy Director____Into.Res__ VY persor mel______ Cong.Affs__

e
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DATE:
CLASSIFIED BY 65179 /DMH/PLI/sdb
REAZ0N: A.4 (o)

0E-30-z010

ALL HMATION COMTAINED

DEC‘LASSIF’{ ON; 08-31-a038 HEREIN IS UNCLASEIFIED EXCEPT

YHERE SHOUN OTHEEWIZE
SEQRET

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b

FIELD OFFICE e

51 IOB MATTER 2004-86 (U)
Investigation of this IOB matter has determined that on i}
L the | lpjvision initiated a | b
on| - a United States person. On nTC

W ommunicated verbally to the | [Divisi
| which misunderstood the approval forTn:L:overage of
e above-Iisted lines to have been granted at 6:00pm EST,
instead of the above-indicated later times. Upon realizing that
the initiation occurred before the actual authorization,
checked to see if were intercepted on the above-~listed
lines between 6:00pm EST and the actual approval times which were
6:33pm EST and 6:42pm EST as indicated above.
confirmed that in fact no communications were intercepted or

monitored durin nauthorized period. However, merely
initiating the prior to | |
[ authorization of "the employment of

|

| constitutes a violation of |

1

even though : were

intercepted or monitored.

This matter also has been referred to the FBI's
Inspection Division for action deemed appropriate. (U)

Deri ' =

De ITy ont ®&8=1__

ss}x@r
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LECLASSIFIED BEY 65179 /DHH/FLI/sdh
o 06-30-20110

BY COURIER

Mr. James Langdon
Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, NW

Washington, D.C. 20503

- Ms. |
278fHQ~C1229736—VI

Chict of Saff

Dep. Dy,
(?ﬁl of Gen,

s

NationdI See, .

Ofl. of Public
& Cong Al _____
Training
O, of EEOA ..
Dasstor's Office

Dear Mr. Langdon:

This letter forwards for your information a self-
explanatory enclosure, entitled “Intelligence Oversight
Board (IOB) Matter 2004-99."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office
of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)

Enclosure

1 - Ms. Thomas
1 - Mr.

_SBCRET Hofmann-10B-441
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Mr. James Langdon

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 -~ Mr., James Baker
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

Stioe taw, Inspection_____1__ Traiting
APPRGYED: o2 labpo:atc i of £E0

Pitend o Natione) o Affaits
Director Gen, Seunsel FR___\ Jif.ofPublic &
Depuy Director Info. Res, Parsonnel Cong. AllS eeee

e

-2+« Hofmann-10B-442
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S DECLI&SSIFI’Y 65179 /DMESPLI S 3db .
. Qo 07-01-z010 '
S T ,
i

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
L JDIVISION
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)
IOB MATTER 2004-99 (U)

::%E;: The | |pivision [ ] of the o

Federal Bureau of Investigation (FBI) reported that on| |

ey
E

B

Etated that it would expire_ga lat
| Due to an error on the part of | on
| received| unsolicited compact disks
containing email information dated beyond the expiration date of
the] |Order.

(-

Upon realizing that the three compact disks k2
contai email information dated beyond the expiration date of o
the| Ordex, | | neither reviewed nor copied the b0

information. | further notifiedl;:] that theE: e

order had expired, and confirmed that no further information
would be produced pursuant to the expired order.

(U) Although this error is not attributable to conduct
on the part of FBI personnel, the unauthorized surveillance is
nevertheless a reportable matter under Executive Order 12863.

i[]j ' : ) Der From : <3

Dec ify > JQL\\\
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DECLASSIFIED BY &S17%/DMH/PLJ/=sdb
0¥ 06-30-2010

January 31, 2005

Mr. James Langdon
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board
(IOB), Matter 2004-100." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism,
investigations. (U}

Enclosure

I
1 ~ Mr._Szady . Be
1 - Ms, -7 E
1 - Mr,

(o

- OPR

D~ 278-Ho-C1229736-vio— §OY

Dep. D,

ChucfofStaff _____

Off. of Gen.

Counsel

Asst, Dt
Admin. See,, ..
Crin., Inv,
Cls
Finance

Info, Res.
Lab.
Nationa] Sec.
OPrR
Off. of Public
& Cong. Afls.
Traming
O ofEEOA
Drecto"s Oftie

b ——

UNGLASSIFIED WHEN
DETACHE
CLAS ENCL!
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assify on:

_SecREr.
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SECRET.__
Mr. James Langdon

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzalez
Attorney General
U.S. Department of Justice
Room 5111l

2 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Inspection Traitlng

a?%gy .. Off. of EEQ
WA Afairs
Cong. Affs, '

APPROVED; o™

) finance
Oirector _______ Gen.Coune

szufym:ector___m[o.ﬂes,_____ Personnel




DATE: 0&-30-2010
CLASSIFIED BY €517%/DMH/PLJ /=adb

REASON: 1.4 (c] . AS) ”
DECLASSTFY ON: 07-30-2038
5 ALL FMATION CONTAINED
- : HEREIN IS UNCLASSIFIED ENCEFT
SE T . WHERE SEOWN OTHERWISE
U . Y-
W , INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER R
_ DIVISION
I0B MATTER 2004-100 (U)
- . bz
>§Thd |Division of the Federal Bureau of Investigation has B

reported the receipt of unsolicited material in response to a National Security Letter ("NSL").

135 ] linitiated] |on an unknown subject, ki

: =
| | On or about »

ssued a NSL, pursuant. to the Electronic Communications b

(31

Privacy Act ("ECPA™), 18 U.S.C. §2709, | B
[ fThe NSL included a request Tor rl L“‘r
| hssociated with | D
related to thig |

[

B >§<On November 27, 2004, the case agent received a compact disc ("CD") from
| |in response to the NSL. The CD contained information both b2
responsive and non-responsive to the NSL. The non-responsive information included| | b4

boI
| This non-responsive information was voluntarily provided by| Tﬁt b
was beyond the scope of the information requested in the NSL, and that authorized by ECPA.
The case agent immediately turned this CD over to th Associate Division Counsel
("ADC") upon recognizing the unresponsive material as such. No copies of the CD were made.

o

(U As a consequence of this inadvertent error by| the FBI
obtained information that it was not authorized to receive under the ECPA. Although the
information provided was not solicited, because the information was not authorized to be
provided, this matter is being reported to the Intelligence Oversight Board.

SE) ET Hofmann-10B-446
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DECLASSIFIED BY 65179/DMH/PLJ /3db
ON 06-30-2010

April 13, 2005
BY COURIER

Mrx. John Langdon
Intelligence Ovexrsight Boaxrd
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

-

This letter forwards for your information a self-

b7E explanatory enclosure entitled “Intelligence Oversight Boaxd

(IOB) Matter, [ | Division, IOB Matter 2005-124." (U)
The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary
to the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations and/or laws, Executive Oxders, or Presidential
Directives which govern FBI foreign counterintelligence and
international terrorism investigations. (U)
. Enclosure
bé 1l - h&r. Hulon
b7C 1 - Ms. Thomas
é g"fs;.-;nq_ C1229736-Vio- PO§7

D’P'Diu...-_m

Clicf oSl ______

Oft. of Gen.

Counsel

AstDies

ms«h—_—.

e fav. Deriv ~G-3

ﬁ:;& De ify onz

e —

Off, of Puiic

s AT e Hofmann-10B-447
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Director”s Office
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Mr. John Langdon p. 2 :E: E:

Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mrx. James A. Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

il

-2 -
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ALL INFORMATION CONTAINED

HEREIN, Y5 UNCLASSIFIED EXCEPT . DAT’—%-ZDLD
WHERE SHOWN OTHERWISE CLA ED BY 65179/DMH/PLJ/sdb
SE B REASOH: 1.4 {c)
DECLASSIFY ON: 06-30-2035
gy INTELLIGENCE _OQVERSIGHT BOARD (IOB) MATTER ig
(5) DIVISION 2

(81

1] T —

? reported an

— 10B WATTER 2005-124 ()

of the FBI {
error in coniunction

E ongoing]| — 3l
l

| both United States persons. 1In this regaxd,

| reported that on | ], the United States

| authorized
|occurring over a installed at

their residence. The primary| |

The computer.

S 1 ha serv
secondary der on I :[ since

not yet installed. However, on that dat
Onit of the FBI forwarded the secondary order to

without informingl began collection pursuant to
the secondary oxder, and.contacted the FBI on| L

in order to determine to whom the results of their
collection were to be forwarded. After learning of the

collection by and aft i diate consultation with FBI
0GC and OIPR, througﬂ |

|
[ Tequested tnac] JTake possess e
data collected by | | for sequestration with the I

(U) This matter has been reported to the FBI's Office
of Professional Responsibility for appropriate action.

De from : =
De y omn:
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DECLASSIFIED BY 65179/DMH/PLJ/sdh
ON 06-30-2010

April 18, 2005

BY COURIER

Mr. James Langdon
Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Langdon:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2005 125." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/ox
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1)) 278-H-c1229736-vio— §l

— : Hofmann-IOB-450
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. Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker IIIX
Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000

] Ciminve____ lepatin Trairico
APPATVED: ox =:p~.:7:s: B 1)
Hpasca PRI Y 44013
Disttor___ Gen. ook A A 1| M 111 1 )
Deputy Director Info.Res,_|

Persopnel________ Cong Affs

e
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2005-125 (U)

Investi?at:ion of this IOB matter has determined that, on

l the Division ) initiated a

[ of the Asset, who is a "United States B2
person, " as that term is used in Section 101(i) of the Foreign bL7E
Intelligence Surveillance Act of 1978 (FISA).! The [] was extended

until [ ] However, | contacted the Asset seven

times aftex the expiration of | |aut:horit:y, in contravention of
l ] of the[ ] This matter has been referred to the
FBI's Office of Professional Responsibility for action deemed

appropriate ) .
Applwu{n. flim v, RSpeciion Training
+ OIS [ Lsboratory .o EEQ
) hense MiteadSe [ {EH
guectoto’ Gen. Souns 3.'!.3::5&:9&&
e LSsiriES BT SSLIO/DILPLE e epuly Director____Info. Res Personnel__ Cong. Affs_

ON 96-30-2010

() -

r A "United States person" is defined in Section 101(i) of the Foreign

Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et seq.) as "a citizen of the
United States [or[ an alien lawfully admitted for permanent residence (as defined in Section
101(a)(20) of the Immigration and Naturalization Act...." See a_lsgl_(_—:of the Attomey ~ D2_
General Guidelines for FBI Foreign Intelljgen llection and Forei unterintelligence

Investigations (ECIG). Hofmann-10B-452




April 14, 2005

DECLASSIFIED BY 65179/DMH/PLJ/2db
0N 06-30-2010

Mr. James Langdon
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

This letter forwards for your information a self-éxplanatory
enclosure entitled "Intelligence Oversight Board (IOB), Matter
2005-121." (V)

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and internatiocnal terrorism
investigations. (U}

nclosure

278-HQ-C1229736-vio— K14

K — Hofmann-10B-453
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General

U.S. Department of Justice
Room 5111

2 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

n . Emlm,..__lnspaﬁorl Traal, .
APPut}PED. oS uvowo:y____ou.ozgso o

*inanca t2ast Seg, i
gﬂccger,__.._ceu Seur :ﬁ? a:??ubﬁc&
epuy Director____info, Res NV ___ Personnel_____ Co}q s
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2010
T 65179/DMH/PLI /adb

REASON: 1.4 (c)
WT DECLASSIFY ON: 06-30-2035

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER

ALL INFORMATION CONTAINED ’
HEREIN I UNCLASSIFIED EXCEP . ‘
. CLASST

WHERE SHOUN OTHERWISE

b2
DIVISION . b7E
[OB MATTER 2005-121 (U)
02
(- M The ~ Jof the Federal Bureau of Investigation has b7E

.. reported a possible violation in conjunction with an intemational terrorism investigation.

~{8) | )&(By el‘ectronic communication %C% dated March 31, 200 eported a possible b2

IOB étror ih conjunction with an ongoin Field Office b7E
investigation. - The following facts are derived from this EC.
o
1 This authority included renewal of the = 12
PO S S— S— —
e On| commenc
derthe authority off| [
upon reviewin ﬂ l -
few [ ig [which indicated| | 9
The translator notified her supervisor bTE
No summaries were drafted of these

MFurther investigation revealed that| —— was 110 Jonger ‘E;
| 1 did not provide ith any

_ b7E
prior notification that a changq phad occurred.

[I_brovidedthe[_____Ja Letterhead Memorandum (LHM) addressed tothe 1>
Office of Intelligence Policy and Review (OIPR) detailing the circumstances of the bTE

~'he LHM and the disk were hand delivered to

(- on 0372972005,
- [ Tlindicated i ems and databases 311:1
(8) e from the reference

— .

(8- >S(Here, through no fault of the Case Agent, an Aunauthorize was 5
conducted Althoughthel ... - b7E

It should be noted that the response byEDi ling this matter was

commendable. The| | limmediately informe upervisor about % o
discrepancy. The supervisor then ordere{ phut down, which was done a at bTE

Hofmann-I0B-455




9 ® ®
same evening. 'I‘hereaﬁex"-,m‘i‘tiVestiggtion by SSA| la_nd SA| __ |revealed that the
was no longej —] SA d SA[ | then took all

i relevant steps to sequester the unauthorized information for eventual destruction.

MBased upon our analysis, however, in accordance with the reporting requirements of

Section 2.4 of E.O. IOB because the surveillance was not
authorized under th r Executive Order 12333.

Hofmann-I0OB-456
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DECLASSIFIED BY 65179/DMH/PLJ/sdb
ON 06-30-2010

April 21, 2005

BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory
enclosure entitled “Intelligence Oversight Board (IOB) Matter,
Division, 2005-123."

This enclosure ' sets forth details of investigative
activity which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or 1laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorism
investigations. (U)
Enclosure
1 -Ms. Thomas
i -
1= bé
b7C

D 278-HQ-C1229736-vio— YA S

Deriv i
8sify on:

Hofmann-10B-457
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

f it Tespection Training,
HPPRQ“H’: can;_:__-u&ﬁtcw___.an.gi )
ﬁmma,_____ﬂﬁmﬂ&&_____Mw?rﬁgz___
Dlrector______.Gen, Counael R .o Al!lf
Depuy Cireclor, 1cfo.Res personnel__ . €009, AlS e
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DECLASSIFIED BY 65179/DMH/PLJ/sdb S ,
Oy 07-01-2010
INTELLIGE BOARD (IOB) MATTER 62
DIVISION b7E
2005-123 (U)

+ Investigation of this IOB rmined that,
: SAC signed a NSI,
tur,x
‘“ﬂ} |. The NSL specifically stated not to include| |
content. | received a CD Ei
provided | |. The CD contained non-requested | o5
- 51
i - | The CDC was contacted the bgc
| same day and the CD was sealed in an envelope and delivered to b7D
the CDC. On| __ - | cont NSLPTU. b7E
T he matter was then reported as a

' This mattex has been referred to the FBI's Inspection
| Division for action deemed appropriatg~

i Deriv : G-3
: assify on:

=
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April 19, 2005

DECLASSIFIED BY 65179/DMH/PLJ/sdb BY COURIER
ON 06-30-2010

James Langdon, Chairman
Intelligence Oversight Board
New Executive Office Building
725 17th Street, N.W., Room 5020
Washington, D.C. 20503

Dear Chairman Langdon:

This letter forwards for your information a self-explanatory
enclosure entitled, "Intelligence Oversight Board (IOB) Matter,
IOB 2005-145." (U)

The enclosure sets forth details of reporting activity which
the FBI has determined was conducted contrary to the Attorney
General Guidelines for FBI Foreign Intelligence Collection and
Foreign Counterintelligence Investigations and/or laws, Executive
Orders, or Presidential Directives which govern EFBI foreign

counterintelligence and international terrorism investigations.
(U)

1 - Ms. be 1 -0 |
1 - ssA pe (L= 278-AQ-C1229736-vio— §AK

ived from:
s Decla . X1
Finance

Ot of Pl Hofmann-I0B-460

MAIL ROOM O FRVDOS




Chairman James Langdon

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

Enclosure

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SSIFIED ENCLOS

“sacaer”

Hofmann-I0B-461




DATE: 06-3¢-2010
CLASSIFIED BY 55179/DMH Ll /sdb

REASON: 1.4 (c) : LL INFORMATION CONTARINED
. OF_30-: REIN IS UNCLASSIFIED EXCEPT
DECLASSIFY ON: 06-30-2 SM i
(U], INTELLIGENCE_QQERSIGHT BOARD (IOB) MATTER b2
"L DIVISION b7E

OB 2005-145 (U)

‘The::!)ivision (C___] of the Federal Bureau of

(3) - Investigation has reporte 90-day Letterhead b2
“.. Memorandum (LHM) after a was initiated was b7E
“.inadvertently not submitted to the National Security Law Branch

(NSLB) for review and dissemination to the Department of Justice,
Offxce of Intelligence Policy and Review.

*\Q s initiated on
the subject) is a 0.S.
person. On _|¥ield office prepared a 90 ’'day bl
Letterhead Memorandum (LHM) and submitted it to FBI Headgquarters, b2
however, it was inadvertently not forwarded to the National b7E

Security Law Branch (NSLB) for review and dissemination to the
Department of Justice, Office of Intellxgence Policy and Review

(OIPR).

() ““”z>§§: Approximatelv nine months later, onl | fhe .
| b2
submitted the 90-day LHM to the NSLB for dissemination to OIPR. bTE
On April 10, 2003, NSLB notified of a possible error that

may be required to be reported to the 1OB.

. Once the error and oversight was d;scovered,
approprxate action was immediately taken by | ]
o | by submitting the 90=day b2
iU)“ﬁ' LAY to the NSLB for review and dissemination to the Department of b7E
Justice, Office of Intelligence Review. In addition, it has been
referred to the FBI's Internal Inspection Section for any action

that is deemed appropriate.
SE)QT

ived from;
Decla ;. X-1

Hofmann-10B-462




. 2004-70."

13
b7C

D‘P- D" e S——

Chief of Staf¥,

Off. of Gen.

Asst, Dir.t
Crim_lav. |
qals
Fnance
Info.Res.

National See.
OFR
O, of Public
& Cong Alls. ___
Traning
Off.ofEEOA ____ .
Diroctos”s Office ____

©

May 3, 2005
DECLASSIFIED BY 65179/DMH/PLJ/sdb
ON 06-30-2010

Mr. James Langdon
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

This letter forwards, for your information a self-explanatory
enclosure entitled "Intelligence Oversight Board (I0B), Matter .
(V)

- The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (V)

Enclosure
1 - Ms. Thomas

i -

- 278-HQ-C1229736-Vio—&.32Z.

De
D

fi
sify

-3
1

: ;ofmann-IOB-463
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_SECRET_

Should you or any member of your staff require additional
information concerning this matter, an oral briefing ‘will be
arranged for you at your convenience. (U)

Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

2 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

ity Inspction__/_ T
APPROVED: Sn—— azm@m;&o

Finence NatonalSe Afdrs_________
e Gen. Counsel OR . of Public &
<4 Y Jivetor, Info. Res, Personnel Cong. Affs

: Declassify 01;: gl‘{
“SEGRET 2
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DATE:, 06-30-2010 ' . ) ‘! .

CLASSIFIED BY 65179/DMH/PLJ/sdb
M ALL INFORMATION CONTAINED

REASON: 1.4 (c) ‘

DECLASSIFY ON: 06-30-2035
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

INTELLIGENCE QV D (I0B) MATTER 2004-70 b2
DIVISION b7D
FEDERAL BUREAU OF

HEADQUARTERS (FBIHQ) (U)

(8}
>G:): Investigation of this IOB matter has revealed that
(8) - pursuant to a National Security Letter (NSL) served on
= _1, on| provided telephone
bxll:mg ‘records

I;g the FBI. The telephone number to be targeted |
should have beén However, due to a typographical '
error in the NSL, the number actually requested was '
a number belonging to|

bl
FBI | i

b2
| realized that the results of the information

b4
_ brovided in response to the NSL included | | b7D
| pon

b7E
discovery of the error, on the inadvertently obtained
- material was segregated and forwarded to FBIHQ for sequestration.
At no time was any further investigative action taken with

respect to the information received pertaining to the [ ]

No written summaries of
communications were made.

A copy of this submission to the IOB has been provided
to the FBI's Executive Assistant Director for

Counterterrorism/Counterintelligence and to the Office of
Professional Responsibility for action as deemed appropriate
(U)

Deri T G-3
Ssify om:

snyé

Hofmann-I0B-465




DECLASSIFIED BY 65179/DMH/PLJ/3db

ON 06-30-2010

Mr. James Langdon
Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, NW
Washington, D.C.

Dear Mr. Langdon:

This letter forwards for yqnx_infgxma&ign_a_i

explanatory enclosure, entitled “SSA

May 11, 2005
BY COQURIER

elf-

SA

1]

‘| |Division, Intelligence Oversight Boar
Matter - .

This enclosure sets forth details of investigative

activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism

investigations.

This matter has also been referred to our

Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.

(V)

Enclosure

1 - FEL_Jinnmnﬁ

MALL ROOM O

- 278-HQ-C1229736-VIio— 530
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. .

Mr. James Langdon

SECRE FORN

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

APPROVED; & ™—— b Tty

*nasce tionel S o

*Ihas ¢t 181 080, Nfﬁls

0iucto:___6en.£was M. of Pubke &

Deputy Oirector____lnfo. Res. Personnel___ Cong. Affs,
RCO

" -2-  Hofmann-IOB-467




DATE: 06-30-2010 ALL INFORMATION CONTAINED

REASON: 1.4 ‘(c) WHERE SHOUN OTHERWISE

DECLASSIFY *ON: os-sc‘ .
S%T/M ‘

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
COUNTERINTELLIGENCE DIVISION
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)
IOB MATTER 2005-128 (U)

(8) - .

e A8 ly electronic communication (EC) dated March 2,
2005,  the Field Office reported a possible IOB errxor in

CLASSIFIED BY 65179/DMH/PLJ/sdb HEREIN IS UNCLASSIFIED EXCEPT

conjunction with an_ongoin investigation. 1
In this regard, the] ield Oftfice reported that, on] ] b2
1 b7E
I .
|
b
A8)
As explained in a letter dated| |
from the] | Field Office to the Office of Intelligence and
(8) - Policy Review (OIPR), through a NIannnaJ_Secn.m.:y_Le.tr.er_LNslm_m. b1
] i T the EBI verified that B2
(§) . [ | b7D
) T _land was billed to b7E
(81~
1(5)
(8). _ _(SrreesZH)_oal
| ,‘ hrc
: b7E
(8) - = ,
— — I I .-'f ':S)
TR - .
Iﬂb@#ﬁil&ctiviﬂ on_the | 1
resumed on [—_Due to the vague an b2
minimal content of the | the language specialist b7E
monitoring the activity could not discern whether the user was
affiliated with until | | after approximately

Hofmann-10B-468




i

(U

_Systems and databases.

.
)
.
[ ]

SEC RN
. . b2
|calls. On [ _ advised, at the ba
‘Tequest of the FBI, that |___ [was not the b7D
- L b7E
........... cause the|_ |

F) Be

ué{l zed by [

] the FBI terminated)|
coverage on R

at 10:55 am. e

b2
b7E

of | |. The FBI has destroyed all of ge

ist's handwritten notes associated with the|
and has deleted all of the recorded materials from all FBI

" By letter dated| | the
Field Office advised OIPR of the circumstances described above.

The [ ] Field Qffi ol with the recorded b2
... material, i.e., the b7E

- ) Here, Field
Office, an unauthorized as conducted.
Based upon our analysis, in accordance with the reportin
requirements of Section 2.4 of E.O. 12863,]| %mistake b2
" must be reported to the IOB because the surveillance was not bd
authorized under the | | ox b7D
Executive Order 12333. b7E
SEC

-4-  Hofmann-I0B-469




’ ll "l' .l'
.

DECLASSIFIED BY 65179/DMH/PLJI/sdb
OM 06-30-2010

June 9, 2005

BY COURIER

Mr. James Langdon

Chairman '
Intelligence Oversight Boar
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory

235 enclosure entitled “Intelligence Oversight Board (IOB) Matter,
Division, 2005-156."

This enclosure sets forth details. of investigative
activity which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclosure
bé 1l -
b7c 1l -
1l -
@ 278-HQ-C1229736-vio— 359
Dep. Dir.
Ciuel of Saf
Asst, Dir.
Admin, Serv.—
g,“,‘!;‘“"- De ~from : FB
=n,Q.R“‘«»—- Decl T 2030
i Sav Ecﬁ'!/j
Nagonal Sec. — ‘ ofmann-I0B-470
of. fPublc
7.8 Cong. Atts. —

man room [




Mr. James Langdon

Should you or ény member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

- 2 -

: :Hofmann-IOB-471




DECLASSIFIED BY 65179/DMH/PLJ/3db

0N 07-01-2010
SE

Mr. James Langdon

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
IVISION b7E
2005-156 (V)

Investigation of this IOB matter has determined that,
on | |
l - _ . _ |
[ — _ — 1
). On] } prior to any review of the data
resulting from the| ]
|

| |

] b2
b4

b7D

b7E

|
On | ]
[ ]. This information will be sent to OIPR
expeditiously so that it can be forwarded to the[___]for
destruction. This matter has been referred to the FBI's
Inspection Division for action deemed appropriate {

ived from : G=
Declassi s () . 2030

B
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DECLASSIFIED BY 65179,/DMH/PLJ/adb

ON 06-30-2010
May 15, 2005
BY COURIER

Mr. James Langdon . .
Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C. ‘ .

Dear Mr. Langdon:

. Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled "Intelligence Oversight

- Board (IOB) Matter, [ |Field Office, IOB Matter 2005-
141." (U) : .

b2
b7E

This LHM sets forth details of investigative activity
- which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and/or
laws, Executive Orders, or Presidential Directives that govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure
bo 1- - Ms. Thoma
b7C 1 -
_@- FTe-Hg-C1729736-vio— 85 2— .
e - Inspection (IOB 2005-141) .
CI e ' :

N R — . i from: G-
e P Declass : X25-1

.4 i ——Enclosure Hofmann-10B-473
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Mr. James Lang&on

-
.

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

¢

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice
Room 6150 ’

Hofmann-I0B-474
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DATE: 07-01-2010 QD . ‘
CLASSIFIED BY 65175 /DMH/PLJ ‘
FEASON: 1.4 (%) S% A(8)

DECLASSIEY‘ON: 07-01-2035
s INTELLIGENCE OVERSIGHT BOARD (IOB) 'MATTER . . b2

[ FIELD OFFICE i bIE
(8) .. IOB MATTER 2005-141 (U)
(8)- Review of ‘this IOB matter has determined tkrauzlj
! | R on U.S. persons ( 1
gy I b2
{ | ~~~~~~~ LI'__I, Oregon; b7E
On| | and again on | ] the biE
(W R ———
{8} - lg._.l-authorized electronic survelllance, including those named
above .. ¢ .
{8) on | I investigation’s case
B s controlling the|_ ]
S The surveillance team leader notified the case Agent that
(S)“wﬁ“~ The case Agent
attempted to initiate but collection had not been
reprogrammed to conform with the | |
| . © A technically trained Agent was called 1n to modify bl
the collection computer’s scheduled expirati b2
coverage. In an attempt to re-schedule the | b7E
expiration dates, thag A?ent inadvertently initiated] _lat
hours for minutes and econds.

| Also, dur 3 a tes

Y trained agent, second recor ing was collected at :
The targets of |
) . | Therefore,] | after
“_T:| was unauthorized. x

. The case agent and the on-duty language specialist agreed
not to review the unauthorized |___¥__| and to seek the expertise

of -technically trained Agents to isolate it. Before the] | ©2
was isolated, however, another language specialist reviewed 1 b7E

during- the normal performance of his duties. He deemed the
|;_1J_;| to be non-pertinent in its entirety, and marked it for
eletion. "

_ | | did not upload into FBI systems any information
| . [during the non-authorized collection period. Because

(-

of this :.ncxdent;'“ and_as .a remedial measure, | | has limited b2
to certain Agents the ability to activate the | |
and requires chl “Jto- be identified by the Agent

who initiated also” requires language
specialists to on all sessions reviewed.

OGC has referred this matter to the FBI's Inspection
Division for action deemed appropriate. (U)

Hofmann-10B-475
SE T
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DECLASSIFIED BY 65179/DMH/PLJ/sdb
DN 06-30-2010 June 9, 2005

BY COURIER

Mr. JAmes Langdon
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

This letter forwards for your information a self-
explanatory enclosure entitled “Intelligence Oversight Board
(IOB) Matter, [ |Division, IOB.Matter 2005-132." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - Mr. Hulon
1 - Ms. Thomas

IFIED WHEN

SIFIED ENCLOS

ggti‘onal'_s_—-ec.._ Hofmann-IOB-476

waz.room [J]




v SE
Mr. J4mMes Langdon p. 2 :::;BBQ::::

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Just:.ce
Room 5111

1 - Mr. James A. Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

APPROVED; finim— Lamg@mzr—

Finance Hatonal Se Afiairs
Blrector, Gen. Sounsel R ot of Public &
Depuly Olrector Info. Res, Personnel______ Cong.Affs_______
-2 -

: _ :Hofmann-IOB-477




(8) -

()

i

m-

ﬁﬂ‘investi ation of" a United States Person.

* * o

ALL INFORMATION CONTAINED

-

. DATE: 06-30-2010

Mr. James LargalSmrIED BY 65179/DMH/PLJ/sdb
REA3ON: 1.4 (c)
DECLASSIFY ON: 06-30-2035

WHERE SHOWN OTHERWISE

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2

DIVISION PTE
IOB MATTER 2005-132 (U)

) The[ ] Division ( ) reported reported
an error in conjunction with its ongoing]|

ipnjtiated & ) of

: | on | [Wwhich was set to expire on |
] The | | was neither extended nor converted to a
L . l, as required by e Att Gener l's Guide

11i

Collection ("NSIG"), prior to its expiration on
'”2}31; Between exp;ra?;gn_gj_;hgl_j apd|
l 1nqufi ative aotivitvy,

| The case agent was out of her of?%ce
on two separate temporary detail (TDY) assignments from

approximately | | until . Upon
return, the case agent learned that the had expired onli;;;l .
[ } b7

The case agent thought that the [] had been ex
however she had not submitted the paperwork to effect such

extension. On| | the case agent requested that

headquarters retroact;vely extend the | | from | to

] and again from | | to |
On| ] prior to those extensions bein

The failure to either convert or extend this []
prior to expiration of the six month initiation period was
clearly inadvertent. However, investigative activity continued

until [ J more than four months after the
expiration of thel | and additional investigative activity
occurred on | | Because investigative activity
continued for a period of over nine months after the [] had
expired, this cannot be considered "de pinimis in time."

‘“:}éi:rinally' theL:;lhas not been properly extended.

Indeed, more than an entir x month extension period had passed
before extension was sought.

sggagg
Hofmann-10B-478
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DECLASSIFIED BY 65179/DMH/PLJ/s8db
ON 06-30-2010

June 9, 2005

BY COURIER

Mr. John Langdon

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

This letter forwards for your information a self=

bf explanatory enclosure entitled “Intelligence Oversight Board
b7E (1I0B) Matter, Division, IOB Matter 2005-130." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/ox
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure
e 1l - Mr. Hulon
N 1 :IMs. ThomasI
@ 278-Ho-C1229736-vio-§ 5 (0
Ol San
oft. of
PO P —
Aduén. Seev, —
Clrterorism —
COM, 1V, .
Qs
finance
Info. Res.
:l"..j&"sw.
Naticaol Hofmann-10B-479
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® ® o
‘ seeReR_ '

Mr. John Langdon p. 2

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice
Room 6150

-2 -
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DATE: 06-30-2010 ' .
CLASSIFIED BY 65175,/ 1QPPLI/sdb
REASON: 1.4 (c)
DECLASSIFY ON: 06-30-2035

¢ . ALL INFORHATION CONTAINED

, s;gﬁ;r HEREIN 1S UNCLASSIFIED EXCEPT
Mr. James Langdon p. 2 WEERE SHOWN OTHERUISE, ,
b7D

(8) -~ INTELLIGENCE HT BOARD (IOB) MATTER
""" e DIVISION
(8). I0B 2005-130 (U)

X Themw Division (| ) an
(8- i _errox.in ﬁmmm_uuh_uamm.l
rterrorism investigation of-

-___|a United States person. In this regard, |
reported that on the United States |

1

I

[ Due to technical issues,
] did not begin surveillance until [ . On

lat approximately 4:50 p.m. SA | | began bl
review of the information seized pursuant to the s orxder. b2
Upon review of the seized material, SA[_____ ] realized that the b4
communications had been seized from 'an unauthorized e-mail ’;ZE
account. SA] |immediately stopped his review and notified '
the case agent, SA and technically trained agent SA
L | who handles liaison with )

including . Collection was ceased at approximately
(U:' ... 95:09 p.m. onf

sa| | determined that [ ]
-inadvertently monitored the| | resulting in the
seizure of communications from an e-mail address other than the
one authorized by the [__] It should be noted that the o

. i specify seizure of communications from a specified
ﬁh but rather from a specified e-mail account. [|_ | »2
ransferred all intercepted communications to a CD which was b4
forwarded to FBI Headquarters for sequestration with.the[ ] £7D
No copies of the intercepted materials have been maintained by b7E

{(U) This matter has been reported to the FBI's
Inspection Division for appropriate action.

ived from :
Declasgsi s X3

SBBQT .
Hofmann-I0B-481




- . DECLASSIFIED BY 65179/DMH/PLJ/sdb
ON 07-01-2010

June 8, 2005

BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:
Enclosed for your information is a self—explanaffrf

enclosure entitled “Intelligence Oversight Board (IOB) Matter,
Division, 2005-127."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclosure
Ms. Thomas C@

278-HQ-C1229736-VIO— X588
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~1 Oy

1

1

1
D

Qep. Dir.
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Mr. James Langdon

Should you or any membér of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1l - The Honorable Alberto R. Gonzales
Attorney General

U.S. Department of Justice
Room 5111

1l - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

-2 -
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Mr. James Langdon

INTELLIGENCE OVERSTGHT BOARD (IOB) MATTER E%E

DIVISION
2005-127 (U)

Investigation ofl_;h;'us_IQB_mjiter has determined that, on
_ the Division ( )

initiated a] =N : of a US Person. During

the course of the investigation, |

six month extension for the investigation in accordance with
rne General’s Guidelines for FBI National Securi

Investi ions and Foreign Intelligenc llection (NSIG). With
the extension, the | investigation had to be completed by

|. However, | - Jconducted an interview of

the subject on| | almost two months after the had
expired. | | did not request an extension on the until

l Conducting the interview onl-. |was

inconsistent with the requirements of the NSIG, and must be
reported in accordance with the requirements of Section 2.4 of E.O.
12863. This matter has been referred to the FBI's Office of
Professional Responsibility for action deemed appropriate-.

DECLASSIFIED BY 65179/DMH/PLJ/sdb
DN 07-0G1-2010 . Dery om : FBI =
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DECLASSTFTED BY:65179/DMH/PLI/sdb
ON 07-01-2010
June 8, 2005
BY COURIER
Mr. James Langdon
Intelligence Oversight Board
Room 5020
New Executive Office Building
725 17th Street, NW -
Washington, D.C. 20503
- Dear Mr. Langdon:
] "This letter forwards for your information a self-
explanatory enclosure, entitled “SSA Martin R. Jerge, SA
Division, Intelligence Oversight Boar atter
" — , Intellig g .
This enclosure sets forth detalls of investigative
act1v1ty which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
"Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
- FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection DlVlSlOn, for a
determination of whether any admlnlstratlve action is warranted. .
(U)
Enclosure
be 1 - Ms. Tho
b7C iy
(& TT8AY-C1225736-V10 ~ 8@0
: SIFIED
Dep. Dir. DETAC
Chief of Staff . ' ' SIFIED ENCLO
Off. of Gen. ' .
Z$§L v , Deri Spa-s G-3
gﬁﬁﬁﬂ 8ify On:
cns '
Finance : .
Info. Res. R .
Lab. . .
National Sec. . .
S S — >5@ Hofmann-I0B-485
OfT. of Public :
& Cong. Afts -
. Training Lo
Off. of EEOA ’
Director's Office ___
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be -
arranged for you at your convenience.

Mr. James Langdon

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

lnspecﬂon Trainim —

ﬁ??ﬁ%\ﬁﬂ: E?lns'lm_,__ Laboratory. . 31, of EEO .

Hall tairs,
finance Hational §&6. —— A T
Director___ .- Gen. mm R oot Pt;ibllc & |
Pers0nNEL s G0N AHS

_seme__
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DATE: 07-01-2010 !, . .

CLASSIFIED BY 65179/DMH/PLJ
REASON: 1.4° (c) - , ALL INFORMATION CONTAINED

DECLASS‘IFY ON: 07-01-2035

(5]
(8] .

(8)
(..

2‘ A‘ '

8]~

(§)

WHERE SHOUN OTHERWISE
SE

ES)V% INTELLIGENCE OVERSTGHT BOARD (IOB) MATTER
A IVISION
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)
IOB MATTER 2005-126 (U)

"“"Bﬂ electronic communication (EC) dated March 2, 2005,

the Field. Office reported a possible IOB error in

conjunction with an ongoing |investigation.
In this regard the Tie Ice reported that, on

DoCKET Namber the | |

between anal 1 The| ‘
: Field Office obtained access to all emajll documents provided by
(8) - L]

" The | |

X on —r |
provided the FBI with | emal Cum

through

ay, ["Tase Agent searched the| |

. lemail documents and submitted a Return on Search
(9] FBIHQ,

>§ Between [ and | | case

..messages were minimized in

" "“Agent reviewed the emal' messages provided by L On | |
se Agent received-a telephone call from Attorney
(g "Case Agent 1nformed! [that, in addition to

providing information involving the email addresses named in
the[_] order,]| ihad a&rovn.ded a number of messages that
did not involve any of the specified email
addresses/accounts. Case Agent inforxﬁ"edI: that these

——

sent an email to
Case Agent stating that | jhad exceeded the authority granted
by the Court, and asted that Case Agent discontinue the email
surveillance until could ascertain that had configured
its system in a manner consistent with the authority granted by

“theCourt, :

----- S b2
Case Agent recelved message on b6
Additionally, Case Agent received an| Tom i;;
Deriw: m ;
Decl 3 On:

'SPRsET
instructing Case Agent to terminate the surveillance immediately,
coordinate with| | to £fix the problem, and provid ith
the inappropriately captured material for sequestration. As soon
as Case Agent received the email messages, he discontinued

Hofmann-10B-487
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.surveillance of the electronic data provided by[ ]

¢ > ©
e

b4

“:Rﬁ: Over the following two days, Case Agent developed a
.liﬁt_nf_all_email]messages received between | l and
| that were improperly captured. On| |
hile compiling this list, it occurred to Case Agent that
E instructions to "terminate surveillance" extended beyond
Case Agent's personal discontinuance of viewing the newly
captured email documents inm Accordingly, e AQ
requested that the flow of email traffic form to |be
discontinued. On the email traffic from| |

to| |was discontinqu___Case_Aaent_did noﬁ_;gx;gn_anx_gf_;hf
-emall messages between and
“H“ROn ] at the direction of Case Agent,

the FBI began purging the| _ ]of all inadvertently
captured emails arnd-moving such information to an optical disk

for sequestration with the Court. All messages that were
unrelated to email addresses
[were neither logged, 1indexed, rererenced,

nor stored in any FBI files. All inadvertently captured
emails that were stored in are being sequestered by [__] and

moved to an optical disk. If not , such disk will be
provided to[___] to be provided for eventual
destruction.

Here, an unauthorized | | was

conducted. As a consequence of an error on the part of
the FBI unintentionally conductggf::E:::]
| that was unauthorized. Based upon our
analysis, in accordance with the reporting requirements of
Section 2.4 of E.O. l2863,| |mistake must be reported
[ ance w

to the IOB because the su as not authorized under the
| or Executive Order 12333.
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June 9, 2005

BY COURIER
l\éﬁ _James Langdon DECLASSIFIED BY 65179/DMH/PLI/sdb
alrman . ON 07-01-2010
Intelligence Oversight Board
Room 5020 ‘

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Langdon:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board

(IOB) Matter,

IOB 2005 155. (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism

investigations. (U)

Enclosure

b6 1l -
b7cC @- %7'9'—_|-HQ—C1229736-VIO -‘KCOZ

Dep. Dir.

Chief of Staff

Off. of Gen.

Counsel

Asst. Dirz
Admin, Ser,
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CHS
Finance
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Lab.
National Sec. _____
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& Coing. Afls, _____
Training
Off. of EECA
Director’s Office

I

SIFIED WH
DETACHED

FIED ENCL
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Should you or any member of your staff require

additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker III
Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000

. “3\“.‘“0-/
TnpReliof———"" g { EE0

P S e )
ROPROVED: st i e
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S§ ;\ET ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
(S) WHERE SHOUN OTHERWIZE )
~INTELLIGENCE OVERSTGHT BOARD (IOB) MATTER b2
a |pIvISION b7E
(8, "IOB. MATTER 2005-155 (U)

>< e [ pivision | ] of the
Efbdaxal_Buxnau—nﬁ—lnnaeﬁ1gat1on ("FBI")..has reported an

i exrror in conjunctlon w1tT_Lhat_d1n13Lan1
‘ongoing | {inve

| In thls regaxrd,

(S)umwqul J the United States|
[ o [ Due to an administrative b2
error, | | was 1nadvertently omitted from the b7E

list of | | requesting renewal_ authority by
the United States Forei Int i |

was discontinued
at 9:30 a.m._______ |18 providing the Office of Intelligence
(S]Pollcy ..... and Rev1ew ("OIPR"), Department of Justice, with the
oriaipal | e |l This disk contains all
Irelatlng”tol |from[ | to
I [{Eotal 051 F

(U) This matter has been reported to the FBI's Office
of Professional Responsibility for appropriate action.

DATE: 07-01-2010

CLASSIFIED BY 65179/DMH/PLJ/sdb Derived G-3
REASON: 1.4 I:C:l asalfy on: 2

DECLASSIFY ON: 07-01-2035
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June 9, 2005

BY COURIER

Mr, James Langdon

Chairman ) DECLASSIFIED BY 65179/DMH/PLJ/3db
Intelligence Oversight Board ON 07-01-2010
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Langdon:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2005 137 (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

be -E: : |
b7C cb‘ - -HQ-C1229736-VIO— 86‘(

Dep. Dir. .
Chiief of Staff Derx i Mul cas
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Asst, Dir
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Should you or any member of your staff require
.iddlt:.onal information concerning this matter, an oral briefing
will be arranged for you at your convenience.

-

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorxable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James A. Baker III
Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000

APPROVED; Sinm——— lismelim___ g

IS I’}alioratlosfy M. of EEQ

) : ational Sec. Affairs,
DIYGC[OI’. Gen. Coun OPR________ _ _aff.of Public &
Deputy Director_____info, Res. Personnel Cong. Affs

_ondEEr_
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DA’i‘E: 07-01-2010 .
CLASSIFIED BY §5179/DMH/PLJ/3db

REASON: 1.4 (c) ~ ALL INFORMATION CONTAINED
DECLASSIFY/ ON: 07-D1-2035 % HEREIN 1§ UNCLASSIFIED EXCEPT

($1-

(5
(3)

gy

WHERE SHOUN OTHERWISE

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
DIVISION
IOB MATTER 2005-137 (U)

The Counterintelligence Division ("CD") of the
- Fedexral Bureau of Inv '1gat10n ("FBI") has reported an
C o e |@XXOY in conjunct ivigion'

ongoing | lipvestic (ation:
.wr"£ |in -] In this regard, on

(81

| the United States| e _ |
| including | 1 |
| | thseanéﬁf investigation revealed that |
was not being utilized.by| |.0n| |

| of this numbeér was discontinued at
10:55 a.m.|___lis providing the Office of Intelllgence Pelicy and
Revi n " tment of Justice, wi
These disks contain
pertainir ich include
on referenced above, as well as all

| |interceoted ursuant to other authorized surveillance
(@] 18 target. is so inclusive because it is not
possible to remove/delete certain intercepts and send a disk
containing only those intercepts.

(U) This matter has been reported to the FBI's Office
of Professional Responsibility for appropriate action.

d from :
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L May 3, 2005
BY COURIER
Mr. James Langdon
Chairman
Intelligence Oversight Board
New Executive Office Building DECLASSIFIED BY 65175/DMH/PLJ/sdb
Washington, D.C. ON 07-01-2010

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory 2
ntitled “Intelligence Oversight Board (IOB) Matter, P7E
Division, 2005-143."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

bé 1 - Ms. Thomas
b7C 1 -
1
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. Should ydu or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
. U.S. Department of Justice

Room 6150

Crim. Inv, Inspeclion Tralning
APPRWED: o4 Laboratory______ Otf.of EEQ

Finance National Sec., Affairs i
Director, Gen. Gouns PR Ott.otPublick
Depuly Director, info. Res, Personnel Cong. AffS, e

Hofmann-10B-496




DATE: 0?-01-20’

CLASSIFIED BY 65179/DMH/PLJ/3db

REASON: 1.4 (c) ALL INFORMATION CCNTAINED
DECLASSIFY ON: 07-01-2035 HEREIN I3 UNCLASSIFIED EXCEPT
. %T WHERE SHOWN OTHERWISE
(817,
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
[ 1DIVISION AT RA 7B
2005-143 (U

I_Inm.u‘.qa.tj.on_o.f_this_mﬁ_mTtter has determined that, o
on - became the subject of a be
l [ Furthermore, the submission of_the 7C
annual Letterhead Memorandum (LHM), although prepared by'E:::::] b7E
Division on | __ } was not forwarded to the National

Security Law Branch (NSLB)untill | Consequently,

the LHM was not disseminated to the Office of Intelligence Policy

and Review (OIPR) of the Department of Justice until on or about

that date. The administrative error cannot be considered de
minimis.

This matter has been referred to the FBI's Inspection
Division for action deemed appropriate.

Hofmann-I0B-497
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DECLASSIFIED BY 65179/DMH/PLJ/sdb
ON 07-01-2010

April 25, 2005

BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory
enclosure entitled “Intelligence Oversight Board (IOB) Matter,
Division, 2005-129."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - Ms. Thomas

bé
1 —| b7C
Cb— 778-A0-c1229736-vio— ¥
IFIED
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Chief of Staff
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Counsel
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Hofmann-10B-499
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DATE: 07?-01-2010

CLASSIFIED BY 65179/DMH/PLJ/sdb ALL INFORMATION CONTAINED
REASON: 1.4 (c) HEREIN IS UNCLASSIFIED EXCEPT
DECLASSIFY ON: 07-01-2035 SMT VHERE SHOUN OTHERWISE

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
g [ |DIVISION
{ )“wwwwwWW 2005-129 (U)

b2
b7E

gy Investigation “of- this IOB matter has determined that,
( 1¥ on| the .

Tine associated with the residence oFf L .
was unable to initiate an interception of the

(sjhwi}“

targeted| ~ - Juntil [ — l_QOn | '
discontinued | “FtoJ | Tesidence. The
[:::::]%Division did not receive any of the monitored data
information until | | due to technical problems
experienced byl__ . After
iSJH_ receiving and reviewing the data information, the __IDivision bl
©.  discovered that rovided data packets dated] | Ei
" Lhrouah is data could not have pertained to b6
since that line was disconnected on bIC
Unknown to the Division at the time, b7D
[ had reassigned the targeted] | b7E
_ | The
|Division sealed the unguthorized data information and
immediately contacted[ ] and security personnel. Upon
notification both and | | cut off the unauthorized

The matter was then reported as a

This matter has been referred to the FBI's Inspection
Division for action deemed appropriate

Der £ T G-3
Dec y om~-X25-1
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May 18, 2005

BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board

New Executive Office Building - Room 5020
725 17" Street, N.W.

Washington, D.C.

Dear Mr. Langdon:

This letter forwards for your ﬁnfnxmatinn_a_self:1
explanatory enclosu;slentitled “SSA SA

Intelligence Oversight Board Matter
=151.7  (U)

The enclosure sets forth details of investigative
activity which the FBI determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations and/or laws, Executive Orders, or
Presidential Directives that govern FBI foreign
counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - Mrs. Thomas
bé 1 -

b7C -
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¢ Mr. James Lan. « - a

Should you, or any member of your staff, require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience. (U)

Sincerely,

Julie E. Thomas
Deputy General Counsel

1 - The Honorable Antonio R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111 '

1 - James A. Baker
Counsel
Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

T N, e VAN s
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DATE: 07-01-2010
CLASSIFIED BY 65179/DMH/PLJ/sdb

REASON: 1.4 (c)
DECLASSIFY 0ON: 07-01-2035

-

(81
(8)

(3)-

s

(&)

(8

-

until

Hofmann-I0B-503

ALLGIIFORMATION CONTAINED
. SW HE| I3 UNCLASSIFIED EXCEPT
SHOWN OTHERWISE
Mr. James Lan « nf
INTELLIGENCE OVERSIGHT BOARD MATTER B2
| [DIVISION b7E
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS
IOB MATTER 2005-151 (U)
:R§<. As reported by the | | Division |
in the first referenced | [ the bl
 following .-events o ed 1D FRI |investigation b2
’mmw%””f“TﬁE”subjectw- b6
} a naturalized U.S. pérson. E:g
e e—— | b1
| b2
computer. b7E
Per the Or i for this collection expired on
m~3;Qth.m.,i
bl
b2
bé
(i.e. the | — | ‘F#I ‘b7C
[1s computer, and expired on [ I bI7E
To initiate ;:} collection, | |
reports that| |secure faxed a copy of the Second Order
to the| . According to .,
[ ] reviewed the Second Order and configured 17g
the collection system. Since did not report any
ambiguity with the Second Order, and because the case agent
understood that had its counsel review the Second
Order, SA| | had no reason to expect anything other
than the a orize ~ | information was to be
collected. | | reports that collection per the
Second Order began on| . b2
S Although the intercept began on| || SA i?c
Idid not attempt to access the intercepted data b7E
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) AN
) The following week, SA | ~ | and sa[______]
obtained a copy of the Second Order and confirmed that it
U - only authorized collection of information.
. This solidified SA [ f's and SA 8 suspicions b2

-~that the collection protocol was improperly configured. bé
>< On —] sa[ ~]and Sa Iij b7C
notified that unauthorized information was being b7E
collected. i | reported that on]| |
agreed that the Second Order did not authorize the

collection of the routing information. Consequently, the
i:U:I ction system was shut down at 2:02 p.m.,| |

As noted, immediately after recognizing that the
collection system, as originally misconfigured, was
collecting more information than was authorized, SA b6
I:U:l L | stopped accessing the improperly collected b7C
' material. Moreover, at no time was this information used
or reviewed.

31 on]| | a CD-ROM of the collected -
information was made, and the information was purged from b2

) LTE
the collection system. The CD-ROM was provided to[_— 1 to
be filed with| ] on or about |

I:U:I . forwarded the CD-ROM tof | via | }

K According to the second referenced EC, the [ | k2
| determined that this was an IOB violation, and b7E
that would comply with IOB reporting requirements.

tSh >< As noted, in this J.nstarl_;e_,_;h_e_simrd.olsder
'I_a.\_z.r_b.orlzed the collection of information from  °I
computer. However, as a result of the way the L

collection system was misconfigured there was unauthorized b7C
Hofmann-IOB-504 b7E
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DECLASSIFIED BY 65179/DMH/PLJ/sdb

ON 07-01-2010 June 20, 2005

BY COURIER

Mr. James Langdon

Chairman ‘
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanator b2
enclosure entitled “Intelligence Oversight Board (IOB) Matter,[::f] b7E
[]pivision, 2005-157."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

bé
1 - Ms. Thomas b7C
1_

@_- 278-A0-C1229736-vio— XIS~

Dsp. Dir.
SR arGan
A n.
Counsel
Asst, Dlr.j

Admin, Send ____
Ctrierrorism

o

8\',‘{9_;"“"’ Der :  FBI G-3
Finance

Declass + e 2030
Info, Res.

nsp.—

?at Serv., Mﬂ

National Sec. ann-I0B-505
OPR

Off, of Public

& Cong. Affs. ——
sy
Birectors Ofica — uat. roow [
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. James Langdon

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

-2 -

: ;;fmann-IOB-SOG




(81

(8-

DATE: 07-01-2010

CLASSIFIED BY 65179/DMH/PLJ/s
REA%ON: 1.4 (o)
5 DECLASSIFY ON: 07- .\ NFORMATION CONTAINED
N IS UNCLASSIFIED EXCEPT
SE T WHERE SHOUN OTHERUISE

Mr. James Langdon

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
DIVISION bTE
2005-157 (U) (S)

r______Inxes;;Tatlon of this IOB matter has determlned that,
on the | . |

] including | | | used by[ |
|a United States person. Authorization for continued . bl

|was renewed on| |l and then <
T L6
again on | |.. The Order on| | b7o

b7E

[ _on] |
| the | I
| include| |
| The Government did not seek renewal for this
number because the lack of relevant information collected during
the previous surveillance.

On | | the| |
| | the unit responsible for administering the

was informed that the[ |
[,—er, they were not informed of the
exclusion of | | from the Order. Consequently,
| | of L__ | continued until
on or about | __]when an_actual copy of the[ | b7E
[CJ order was e-mailed to thel| |branch. Only then was it
realized that | was not authorized in the
renewal. All | immediately
ceased. The original containing the unauthorized
intercepts have been forwarded to along with a forwarding
letter to Office of Intelligence and Policy Review.

This matter has been referred to the FBI's Inspection
Division for action deemed appropriate.

Derl —G-3
D ify on:

Hofmann-10B-507




