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2 0 0 5 - 0 9 (U) 

b2 
b7E 

I n v e s t i g a t i o n o f t h i s IOB m a t t e r h a s d e t e r m i n e d t h a t , 
i D i v l f i l o f l t h e f 

On b2 
i n i t i a t e d a b 7 E 

who i s a " U n i t e d S t a t e s 
a s t h a t t e r m i s u s e d i n S e c t i o n 1 0 1 ( i ) o f t h e F o r e i g n 

1 T h e [ 
p e r s o n , 
I n t e l l i g e n c e S u r v e i l l a n c e A c t o f 1 9 7 8 (FISA) 
u n t i l | H o w e v e r , [ 
t i m e s a f t e r t h e e x p i r a t i o n o f 

o f t h e FCIG 

c o n t a c t e d 
"|was e x t e n d e d 

a u t h o r i t y , i n c o n t r a v e n t i o n o f 
T h i s m a t t e r h a s b e e n r e f e r r e d t o t h e 

F B I ' s O f f i c e o f P r o f e s s i o n a l R e s p o n s i b i l i t y f o r a c t i o n d e e m e d 
a p p r o p r i a t e 

i g f d £ W 3t1.0ÎP^& 
Director JaCowsd - corg.Alis_ 
OepuìyDirector -lnlo.Res 

(U) 

1 A "United States person" is defined in Section 101(i) of the Foreign 
Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et sea.) as "a citizen of the 
United States [or[ an alien lawfully admitted for permanent residence (as defined in Section 
lOKa'jfëO') of the immigration and Naturalization Act...." See also of the Attorney 
General Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations (FCjG). Hofmann-IOB-410 
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b'/E 



DECLASSIFIED BY 65179/DMH/PLJ/sdb 
OH 06-30-2010 

M a r c h 3 0 , 2 0 0 5 

BY COURIER 

Mr . J a m e s L a n g d o n 
I n t e l l i g e n c e O v e r s i g h t B o a r d 
Room 5 0 2 0 
New E x e c u t i v e O f f i c e B u i l d i n g 
7 2 5 1 7 t h S t r e e t , NW 
W a s h i n g t o n , D . C . 2 0 5 0 3 

D e a r Mr . L a n g d o n : 

T h i s l e t t e r f o r w a r d s f o r y o u r i n f o r m a t i o n a s a l f -
e x p l a n a t p y y e n c l o s u r e , e n t i t l e d "SAl 

SA 
O v e r s i g h t B o a r d M a t t e r 2 0 0 5 - 1 5 . " 

SA 
D i v i s i o n , I n t e l l i g e n c e 

b i 
:b6 
b7C 
b7E 
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S T 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

DIVISION 
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 

IOB MATTER 2 0 0 5 - 1 5 (U) 

By e l e c t r o n i c c o m m u n i c a t i o n (EC) d a t e d N o v e m b e r 1 , 
2 0 0 2 , t h e I n s p e c t i o n D i v i s i o n (Tnsppr.t-.i o r p rftnnrt-.pri ^ p o s s i b l e 
IOB e r r o r b y t h e 

• c n n i n n a t i n n w i t h 

t i o r 

i z l 
F i e l d O f f i c e i n 

t h e EC, 
a U n i t e d S t a t e s p e r s o n . As p r o v i d e d i n 

i n i t i a t e d a on 

-.0 
b E 

b_ 
b2 
b6 
b 
b ~i E 

(U) 

(S) 

As d e s c r i b e d i n a n EC d a t e d O c t o b e r 9 , 2 0 0 2 f r o m 
t o I n s p e c t i o n , o n 

J s u b m i t t e d c 
SA 

SA 
9 0 - d a y l e t t e r h e a d memorandum (LHM) t o FBI 

a l s o s u b m i t t e d t h e f i r s t a n n u a l LHM t o 
I On t h e 

H e a d q u a r t e r s . 
FBI H e a d q u a r t e r s on 
i n v e s t i g a t i o n w a s p l a c e d i n " p e n d i n g i n a c t i v e " s t a t u s d u e t o t h e 
e x i g e n c i e s o f t h e i n v e s t i g a t i o n . 

a n d 
On 

f e a s ^ i g n e d t o SA 
t h e i n v e s t i g a t i o n w a s r e i n i t i a t e d 

On u p o n 
• r e v i e w o f t h e f i l e , t h e n e w l y a s s i g n e d s u p e r v i s o r , SSA L 

¡ d e t e r m i n e d t h a t al I a n n u a l LHM h a d n o t b e e n 
s u b m i t t e d . H o w e v e r , n o a c t i v e i n v e s t i g a t i o n w a s c o n d u c t e d a f t e r 
t h e i n v e s t i g a t i o n w a s p l a c e d i n " p e n d i n g i n a c t i v e " s t a t u s . 

t h e s u b j e c t o f t h e 
' U n i f i e d " S t a t e s p e r s o n 

i s a 

t h e F o r e i g n 
a s t h a t t e r m i s u s e d i n S e c t i o n 1 0 1 ( i ) o f 

n t e l l i g e n c e S u r v e i l l a n c e A c t o f 1 9 7 8 (FISA) a n d 
o f t h e M a r c h 8 , 1 9 9 9 A t t o r n e y G e n e r a l G u i d e l i n e s f o r 

FBI F o r e i g n i n t e l l i g e n c e C o l l e c t i o n a n d F o r e i g n 
C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s ( M a r c h 8 , 1 9 9 9 AG 
G u i d e l i n e s ) . 1 

b.? 
b c 
•b "7 C 
b n E 

bl 
be 
b"?C 
b7E 

ill 
b2 
hó 
b7C 
b7E 

1 T h e M a r c h 8 , 1 9 9 9 AG G u i d e l i n e s w e r e s u p e r s e d e d b y 
t h e A t t o r n e y G e n e r a l ' s G u i d e l i n e s f o r FBI N a t i o n a l S e c u r i t y 
I n v e s t i g a t i o n s a n d F o r e i g n I n t e l l i g e n c e C o l l e c t i o n o n O c t o b e r 3 1 , 
2 0 0 3 ( O c t o b e r 3 1 , 2 0 0 3 AG G u i d e l i n e s ) . H o w e v e r , b e c a u s e t h e 
i n c i d e n t d e s c r i b e d i n t h e N o v e m b e r 1 , 2 0 0 2 EC o c c u r r e d b e f o r e t h e 
O c t o b e r 3 1 , 2 0 0 3 AG G u i d e l i n e s b e c a m e e f f e c t i v e , w h e t h e r a n IOB 
v i o l a t i o n o c c u r r e d m u s t b y a n a l y z e d u n d e r t h e M a r c h 8 , 1 9 9 9 AG 
G u i d e l i n e s . 

SEt ì tóT Hofmann-IOB-413 



( U ) . k 

X H e r e , 

S E C ^ T 

f a i l e d t o s u b m i t a n a n n u a l LHM f o r t h e 
A l t h o u g h t h e i n v e s t i g a t i o n h a d b e e n p l a c e d i n y e a r 

" p e n d i n g i n a c t i v e " s t a t u s , a n d n o a c t i v e i n v e s t i g a t i o n h a d b e e n 
c o n d u c t e d , t h i s djLd n o t O b v i a t e t h e r e q u i r e m e n t o f s u b m i t t i n g a n 

Jof a U n i t e d S t a t e s p e r s o n . 
p r e c l u d e d 

a n n u a l LHM i n t h e 
T h e f a i l u r e t o s u b m i t a n a n n u a l LHM f o r t h e y e a r 
OIPR f r o m e x e r c i s i n g i t s r e s p o n s i b i l i t y f o r o v e r s i g h t a n d 

o f a U n i t e d S t a t e s a p p r o v a l o f a n o n g o i n c _ 
p e r s o n , w h i c h i s c o n t r a r y t o t h e r e q u i r e m e n t s o f t h e M a r c h 8 , 
1 9 9 9 AG G u i d e l i n e s . 2 B a s e d u p o n o u r a n a l y s i s , i n a c c o r d a n c e w i t h 
t h e r e p o r t i n g r e q u i r e m e n t s o f S e c t i o n 2 . 4 o f E . O . 1 2 8 6 3 , t h i s 
m i s t a k e m u s t b e r e p o r t e d t o t h e IOB. 

bZ 
h 7 E 

(U) 

2 l & i U n d e r t h e O c t o b e r 3 1 , 2 0 0 3 AG G u i d e l i n e s , o v e r d u e 
r e p o r t s 3 f a d m i n i s t r a t i v e o r i n v e s t i g a t i v e a c t i v i t i e s a r e n o t 
r e q u i r e d t o b e r e p o r t e d t o t h e O f f i c e o f t h e G e n e r a l C o u n s e l a s 
p o t e n t i a l IOB m a t t e r s . 
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FBI f o r e i g n c o u n t e r i n t e l l i g e n c e a n d i n t e r n a t i o n a l t e r r o r i s m 
i n v e s t i g a t i o n s . (U) 

E n c l o s u r e 
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Chief of Stiff. 
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Counsel 
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CJIS, 
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Info. Res. 
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OPR ' 
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Training. 

1 
"1 
1 

Ms. Thomas 
Ms. K e l l e y 
M r . H u l o n 

OiT.ofEEOA 
Dir««*'* Office, mailkoomo 

1 - OPR (IOB 2 0 0 3 - 1 0 3 ) _ . M 
( ^ P 2 2 7 8 - H O - C 1 2 2 9 7 3 6 - V I O — • K o ^ 

1 - M r . 
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Mr. J ß m e a L a n a A o n t ^ j p r 

¥ 
S h o u l d y o u o r a n y member o f y o u r s t a f f r e q u i r e 

a d d i t i o n a l i n f o r m a t i o n c o n c e r n i n g t h i s m a t t e r , a n o r a l 
b r i e f i n g w i l l b e a r r a n g e d f o r y o u a t y o u r c o n v e n i e n c e . 

S i n c e r e l y , 

J u l i e F . Thomas 
D e p u t y G e n e r a l C o u n s e l 

1 - T h e H o n o r a b l e A l b e r t o G o n z a l e s 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 5 1 1 1 

1, - Mr . J a m e s B a k e r I I I 
C o u n s e l 
O f f i c e o f I n t e l l i g e n c e P o l i c y a n d R e v i e w 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 6 0 0 0 

A P P R O V E D : 

nimefcf ,. [TI. 
OtpjtyOiVCtX. 

CSS 
Crtftlnv— 

.Cròrtcrro» 

G ^ C o ^ j S S ^ s l f c f t f Sic 
Wo.Pss. CtcC.\_ 

,0?CA 
Ci* V.v Wli. 

c r s ^ m 
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(S) 

(S ) 

S E ^ E T 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2003 103 (U) 

;stigation of this IOB matter has determined that, 
fvho was a "United States person" as that term is used in the Attorney General Guidelines for 

FBI Foreign Intelligence Collection and Foreign Counterintelligence Investigations (FCIGI,1 was 
opened by thi ~ ^ i e l d Office of the Federal Bureau of Investigation ("FBI") on I 

bl 
bi' 
be 
b7c 
b7E 

The initiation and continuation of the) Required that the Field Office ana 
comply with the requirements of the FCIG. However, thi 

submit an initial 90-day letterhead memorandum td" 
ittea 

FÎëid Office did not 
unti 

submitted the initial 90-day letterhead memorandum on 
Jfor dissemination to the Office of Intelligence Policy and Review (OIPR) of the 

'United States Department of Justice. As a result of the significantly delayed reporting of the initial 90-
day letterhead memorandum, OIPR was precluded from exercising its responsibility for oversight and 
review of an ongoing foreign counterintelligence investigation of a U.S. person, contrary to the 
requirements of the FCIG. 

This matter has been referred to the FBI's Inspection Division for action deemed appropriate. 

A P P R O V E D : 

Orator __ 
Deputy Direct*. 

(U> 

Adm.5ert. 
CJÌS 
Crtn.to*_ 

,CnMKro»_ 
.finaxs. 

M 1 

„GcaCe-jn^jOÌl^Ìtóto'dSsft 
_ Wo. Pei KEOA 

'pvr.occi,. 

.Uxo 

3 i 

J3envpd f m n r G - 3 

^ Ì ^ e t 

The FCIG remained in effect during the entire time frame encompassing this matter. The 
.Attorney General's Guidelines for FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG) did not take effect until October 31,2003. A "United States person" is defined in 

lof the FCIG as "an individual who is . . . [a] United States citizen . . . o r . . . [b] a 
permanent resident a l i e n . . . . " Hofmann-IOB-417 
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I n t e l l i g e n c e O v e r s i g h t B o a r d 
New E x e c u t i v e O f f i c e B u i l d i n g 
W a s h i n g t o n , D . C . 

D e a r M r . L a n g d o n : 

E n c l o s e d f o r y o u r i n f o r m a t i o n i s a s e l f - e x p l a n a t o r y 
m e m o r a n d u m e n t i t l e d " I n t e l l i g e n c e O v e r s i g h t B o a r d (IOB) 
M a t t e r , b i v i s i o n , IOB M a t t e r 2 0 0 3 - 9 1 . » (U) 

T h i s memorandum s e t s f o r t h d e t a i l s o f i n v e s t i g a t i v e 
a c t i v i t y w h i c h t h e FBI h a s d e t e r m i n e d w a s c o n d u c t e d c o n t r a r y 
t o t h e A t t o r n e y G e n e r a l G u i d e l i n e s f o r FBI F o r e i g n 
I n t e l l i g e n c e C o l l e c t i o n a n d F o r e i g n C o u n t e r i n t e l l i g e n c e 
I n v e s t i g a t i o n s a n d / o r l a w s , E x e c u t i v e O r d e r s , o r P r e s i d e n t i a l 
D i r e c t i v e s w h i c h g o v e r n F B I f o r e i g n c o u n t e r i n t e l l i g e n c e a n d 
i n t e r n a t i o n a l t e r r o r i s m i n v e s t i g a t i o n s . (U) 

E n c l o s u r e 

1 - Ms . T h o m a s 
1 - M r . H u l o n 
1 - OPR (IOB 2 0 0 3 - 9 1 ) 
1 - Ms . 

CJuefofSt»ff_ 
Oft of Gen, 
Counsel 
MS. Dir ì _ _ 
Adorò. 
Crm, Inv. „ 
CJ1S 
Finance 
Info. Res. _ 
Ub,_ 
Naiiaul Sec.„ 
OPR. 

{XT, of Publie 
& Cong. Affi.,. 
Training. 

Off.ofEEOA .̂ 
Director's Office., 
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D e p u t y G e n e r a l C o u n s e l 

1 - T h e H o n o r a b l e A l b e r t o G o n z a l e s 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t o f J u s t i c e 
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1 - M r . J a m e s B a k e r 
C o u n s e l , O f f i c e o f I n t e l l i g e n c e P o l i c y a n d R e v i e w 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 6 1 5 0 
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ALL INFORMATION COBTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

!£ SHOOT OTHERWISE 

SEILET 

(S) 

(S) \ 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

IDIVISION 
IOB MATTER 2 0 0 3 - 9 1 ( U ) 

T h e F e d e r a l B u r e a u o f I n v e s t i g a t i o n ( " F B I " ) h a s 
dp-t--p>rmlnp>H t-.hah i n c o n d u c t i n g a 

t h e FBI f a i l e d t o c o m p l y w i t h t h e r e p o r t i n g 
r e q u i r e m e n t p r e s c r i b e d i n o f t h e A t t o r n e y G e n e r a l 
G u i d e l i n e s f o r FBI F o r e i g n I n t e l l i g e n c e C o l l e c t i o n a n d F o r e i g n 
C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s (FCIG) 
o n £ h e 

o n t h e s u b j e c t 
D i v i s i o n 

. t h i s r e g a r d , 
o p e n e d a 

t h e s u b j e c t w a s 

(LHM) 

B e c a u s e 
( a n d r e m a i n s ) a " U n i t e d S t a t e s p e r s o n " a s t h a t t e r m i s d e f i n e d 
i n S e c t i o n 1 8 0 1 ( i ) o f t h e F o r e i g n I n t e l l i g e n c e S u r v e i l l a n c e 
A c t (F ISA) , i n i t i a t i o n o f a r e q u i r e d t h a t 

c o m p l y w i t h t h e r e p o r t i n g r e q u i r e m e n t s o f t h e F C I G . 
s u b m i t t e d i t s i n i t i a l 9 0 - d a y l e t t e r h e a d m e m o r a n d u m 

n e a r l y f o u r m o n t h s b e y o n d i t s 
o r i g i n a l d u e d a t e . As a r e s u l t o f t h e d e l i n g u e n t LHM, OIPR 
w a s n o t a d v i s e d o f t h e i n i t i a t i o n o f 
a c c o r d a n c e w i t h o f t h e FCIG. T h e d e l a y e d 
r e p o r t i n g p r e c l u d e d OIPR f r o m e x e r c i s i n g i t s r e s p o n s i b i l i t y 
f o r o v e r s i g h t a n d r e v i e w o f 

o n 

i n 

o t a U . S . p e r s o n , c o n t r a r y 
T h e m a t t e r a l s o h a s b e e n t o t h e r e q u i r e m e n t s o f t h e FCIG. 

r e p o r t e d t o t h e F B I ' s I n s p e c t i o n D i v i s i o n f o r a c t i o n d e e m e d 
a p p r o p r i a t e . 

b 7 E 

'.bi 

b 7 E 

(U) A P P R O V E D : 

fihctor 
rnnutt'joji 

1 /fcsL^ Although the FCIG were superseded on October 31, 2003 by t h e 
At to rney G e n e r a l ' s Guide l ines f o r FBI Nat ional S e c u r i t y I n v e s t i g a t i o n s and 
Fore ign I n t e l l i g e n c e C o l l e c t i o n (NSIG), " [ a ] c t i v i t i e s commenced under t he 
FCIG [are t o be] cont inued and completed under the FCIG. n o t w i t h s t a n d i n g the 
adop t ion of t he NSIG." See Memorandum from At torney General John A s h c r o f t t o 
Robert S. Muel le r , I I I , da ted October 31, 200blofmann-IOB-420 
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7 2 5 1 7 t h S t r e e t , N o r t h w e s t 
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D e a r M r . L a n g d o n : 

E n c l o s e d f o r y o u r i n f o r m a t i o n i s a s e l f - e x p l a n a t o r y b 2 
b7E 

M a t t e r , I D i v i s i o n , 
IOB M a t t e r 2 0 0 3 - 1 0 5 . " (U) 

T h i s memorandum s e t s f o r t h d e t a i l s o f i n v e s t i g a t i v e 
a c t i v i t y w h i c h t h e FBI h a s d e t e r m i n e d w a s c o n d u c t e d c o n t r a r y 
t o t h e A t t o r n e y G e n e r a l G u i d e l i n e s f o r FBI F o r e i g n 
I n t e l l i g e n c e C o l l e c t i o n a n d F o r e i g n C o u n t e r i n t e l l i g e n c e 
I n v e s t i g a t i o n s a n d / o r l a w s , E x e c u t i v e O r d e r s , o r P r e s i d e n t i a l 
D i r e c t i v e s w h i c h g o v e r n FBI f o r e i g n c o u n t e r i n t e l l i g e n c e a n d 
i n t e r n a t i o n a l t e r r o r i s m i n v e s t i g a t i o n s . (U) 

Dep. Dir. 
Chief of Staff _ 
Off. of Geo, 
Counsel 
Asst. Die 

Adivi. Ser̂  
Crinx, Inv,̂  
CJIS nj „ , 
Finance 
Info. Ret. 
Ub 

E n c l o s u r e 

1 -
1 -
1 -

M r . H u l o n 
OPR (IOB 2 0 0 3 - 1 0 5 ) 
M r s , 

W ^ r i ^ 1 3 < c r 

D e r i v e -
D e c i 

National Sec. 
OPR 

OIT. of Public 
& Cons, Ait's.. 
Training, 

Hofmann-IOB-421 

Off, ofEEOA 
Director'» Office. 

be 
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a d d i t i o n a l i n f o r m a t i o n c o n c e r n i n g t h i s m a t t e r , a n o r a l 
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1 - T h e H o n o r a b l e A l b e r t o G o n z a l e s 
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1 - M r . J a m e s B a k e r 
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S i n c e r e l y , 

J u l i e F . T h o m a s 
D e p u t y G e n e r a l C o u n s e l 

Oirscsof 
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(S) 

(S) 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

IOB MATTER 2 0 0 3 - 1 0 5 ( U ) 

b2 
b'/K 

n^H t-Viat- -in nnnHnn t - in f r n l 
n a t u r a l i z e d U . S . 

c i t i z e n , t h e F B I f a i l e d t o c o m p l y w i t h t h e a n n u a l r e p o r t i n g 
r e q u i r e m e n t p r e s c r i b e d i n o f t h e A t t o r n e y G e n e r a l 
G u i d e l i n e s f o r F B I F o r e i g n I n t e l l i g e n c e C o l l e c t i o n a n d F o r e i g n 
C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s ( F C I G ) I n t h i s r e g a r d , 
o n t h e [ D i v i s i o n o p e n e d a 

}>n t h e s u b j e c t . B e c a u s e t h e s u b j e c t w a s ( a n d 
r e m a i n s ) a " U n i t e d S t a t e s p e r s o n " a s t h a t t e r m i s d e f i n e d i n 

I r n n t i n u a t i o n o f t h e r e q u i r e d t h a t 

FCIG. F o r t h e 
c o m p l y w i t h t h e r e p o r t i n g r e q u i r e m e n t s o f t h e 

s u b m i t t h e a n n u a l l e t t e r h e a d memorandum 
u n t i l 

f a i l e d 
o n 

r e p o r t i n g y e a r 
(LHM) d u e 

I n a d d i t i o n , d u e t o a n 
a d m i n i s t r a t i v e e r r o r a t t r i b u t e d t o a FBIHQ e m p l o y e e , 

f a i l e d t o f o r w a r d t h i s 

t o 

LEFT 
t n e u r t i c e o t I n t e l l i g e n c e P o l i c y a n d R e v i e w ( O I P R ) , 

| T h e d e l a y e d 
" i t s r e s p o n s i b i l i t y 

D e p a r t m e n t o f J u s t i c e , u n t i l 
r e p o r t i n g p r e c l u d e d OIPR f r o m e x e r c i s i n g 
f o r o v e r s i g h t a n d r e v i e w o f a n o n g o i n g f o r e i g n 
c o u n t e r i n t e l l i g e n c e i n v e s t i g a t i o n o f a U . S . p e r s o n , c o n t r a r y 
t o t h e r e q u i r e m e n t s o f t h e FCIG. T h e m a t t e r a l s o h a s b e e n 
r e p o r t e d t o t h e FBI^,s I n s p e c t i o n D i v i s i o n f o r a c t i o n d e e m e d 
a p p r o p r i a t e . 

d i s c h i — 

l,TJ,l 1 Although the FCIG were superseded on October 31, 2003 by the 
At to rney G e n e r a l ' s Gu ide l ines f o r FBI Nat ional S e c u r i t y I n v e s t i g a t i o n s and 
Foreign I n t e l l i g e n c e C o l l e c t i o n (NSIG), " [ a ] c t i v i t i e s commenced under t h e 
FCIG [are t o be) cont inued and completed under the FCIG. n o t w i t h s t a n d i n g the 
adop t ion of the NSIG." See Memorandum from At torney General John A s h c r o f t t o 
Robert S. Muel le r , I I I , da ted October 31, 2OO0Qfmann-IOB-423 

b 1 
b2 
b6 

b7i 
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BY COURIER 

Mr. J a m e s L a n g d o n 
C h a i r m a n 
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D e a r G e n e r a l S c o w c r o f t : 

T h i s l e t t e r f o r w a r d s f o r y o u r i n f o r m a t i o n a s e l f -
e x p l a n a t o r y e n c l o s u r e e n t i t l e d , " I n t e l l i g e n c e O v e r s i g h t B o a r d 
(IOB) M a t t e r , IOB 2 0 0 4 - 8 5 . " (U) 

T h e e n c l o s u r e s e t s f o r t h d e t a i l s o f i n v e s t i g a t i v e 
a c t i v i t y w h i c h t h e FBI h a s d e t e r m i n e d may h a v e b e e n c o n t r a r y t o 
t h e A t t o r n e y G e n e r a l 1 s " G u i d e l i n e s f o r FBI N a t i o n a l S e c u r i t y 
I n v e s t i g a t i o n s a n d F o r e i g n I n t e l l i g e n c e C o l l e c t i o n a n d / o r l a w s , 
E x e c u t i v e O r d e r s , o r P r e s i d e n t i a l D i r e c t i v e s w h i c h g o v e r n FBI 
f o r e i g n c o u n t e r i n t e l l i g e n c e a n d i n t e r n a t i o n a l t e r r o r i s m 
i n v e s t i g a t i o n s . (U) 

Dep. Dir. __ 
Chief of Staff 
Off. of Gen. 
Counsel 
Asa.Di, 

Off. of Public 
& Corig. Affi.„ 
Training.; 

^ 5 s c ® ^ C H o f m a n n - I O B - 4 2 4 

orr.ofEEOA 
Director's Office 

mail room a 
FBVDOJ 
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E n c l o s u r e 

1 - T h e H o n o r a b l e A l b e r t o R . G o n z a l e z 
A t t o r n e y G e n e r a l 
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1 - M r . J a m e s B a k e r 
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S i n c e r e l y , 

J u l i e T h o m a s 
D e p u t y G e n e r a l C o u n s e l 

APPROVED: APPROVED: S 1 " 1 

Director Gen. Cour,sei. 
Deputy Oirector info. Res, 

finance. 
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Labe filo 
National! 
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Trainilo 
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, Affairs 
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j/sdb 

(U> 

ÜL h 

^ P j h e : 

ALL INFORMATION CONTAINED 
:reih i s unclassif ied except 

RE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2004-85 (U) 

(SI 

result of an erroi 

/ 
.... Division reported an unauthorized 

As a result of this erroi 

instead of capturing 
(SJ order issued by[ 

:apture( 
as a 

b 2 
b4 
b''D 
b7E 

of one subject who was previously a target of] , 
' Infannthpr.suhiRct who was actually the target of the 

(S ) 

<S) 

(S) • 

. (S) 

Pursuant to a order, 

me subject ot 
and it was terminated on 

received authority for| 1 
[ U.S. nersnn and 

Ito begin on I 

was authorized to begin 
person and the subject of another seri5T5T£ m 

a U.S. 

b 1 
h 2 
b4 
bS 
b7C 
b7D 
b 7 E 

Subjects. 

/ ^ k O r 

and applied to 
was 

This coverage was anthnriyM tn bftmn on 

T ^ r 

rftprtrtP/1 Ihfì Situation rïfhor v 
comin 

^ere juostmctßdlp 
unti 

earlieil jiad revealed somel i 

was confirmed thai |had mistakenly provided audio coveragi 
instead 

l ne employee monitoring | "Immediately b 4. 
lalt monitoring of the input supposedly 

Mse| bould be explained. The 
¡between the two subjects. On 

be 
Nb?C 
I b7D 
'i b E 

^Fron 
lwas shut down sver< 

when mistake was confirmed and the 
The majority of . Itvere not reviewed and 

all were minimized. No information was obtained from the mistakeiJ {However, | 
I „ Z k a s received without court authorization. The matter is therefore reportable to the 

Intelligence Oversight Board under the terms of Executive Order 12863. In addition, it has been 
referred to the FBI's Inspection Division, Internal Investigations Section for any action that is deemed 
appropriate. 

S E C ^ T 

b 7 D 
b7E 

Hofmann-IOB-426 
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BY COURIER 

Mr . J a m e s L a n g d o n 
I n t e l l i g e n c e O v e r s i g h t B o a r d 
Room 5 0 2 0 
New E x e c u t i v e O f f i c e B u i l d i n g 
7 2 5 1 7 t h S t r e e t , N.W. 
W a s h i n g t o n , D . C . 2 0 5 0 3 

D e a r Mr . L a n g d o n : 

T h i s l e t t e r f o r w a r d s f o r y o u r i n f o r m a t i o n a s e l f -
e x p l a n a t o r y e n c l o s u r e e n t i t l e d , " I n t e l l i g e n c e O v e r s i g h t B o a r d 
(IOB) M a t t e r , IOB 2 0 0 3 - 7 4 (U) 

T h e e n c l o s u r e s e t s f o r t h d e t a i l s o f ' i n v e s t i g a t i v e 
a c t i v i t y w h i c h t h e FBI h a s d e t e r m i n e d w a s c o n d u c t e d c o n t r a r y t o 
t h e A t t o r n e y G e n e r a l G u i d e l i n e s f o r FBI F o r e i g n I n t e l l i g e n c e 
C o l l e c t i o n a n d F o r e i g n C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s a n d / o r 
l a w s , E x e c u t i v e O r d e r s , o r P r e s i d e n t i a l D i r e c t i v e s w h i c h g o v e r n 
FBI f o r e i g n c o u n t e r i n t e l l i g e n c e a n d i n t e r n a t i o n a l t e r r o r i s m 
i n v e s t i g a t i o n s . (U) 

E n c l o s u r e 

Dep. Dir. 
Chief of SlaO. 
Off. of Gen. 
Counsel 
Asa.Dtri 
Adnnr Ser._ 
Ciim. Lnv. 
OlS 
Finance 
Info. Res, _ 
Ub. 

1 - M r s . 
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.Thomas 

National Sec. „ 
OPR 

Off, of Pubi» 
&Cong. AfTs.._ 
Training. 

Off. of EEQA 
Director's Office„ 
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S h o u l d y o u o r a n y member o f y o u r s t a f f r e q u i r e 
a d d i t i o n a l i n f o r m a t i o n c o n c e r n i n g t h i s m a t t e r , a n o r a l b r i e f i n g 
w i l l b e a r r a n g e d f o r y o u a t y o u r c o n v e n i e n c e . 

1 - T h e H o n o r a b l e A l b e r t o R. G o n z a l e z 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 5 1 1 1 

1 - Mr . J a m e s A. B a k e r I I I 
C o u n s e l f o r I n t e l l i g e n c e P o l i c y a n d R e v i e w 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 6 0 0 0 

S i n c e r e l y , 

J u l i e F . T h o m a s 
D e p u t y G e n e r a l C o u n s e l 
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î LL/INFOPJIATIOH CONTAINED 
HEÊEIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(SI S E c k i ^ 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
SECTION 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 
2 0 0 3 - 7 4 (U) 

I n v e s t i g a t i o n o f t h i s IOB m a t t e r h a s d e t e r m i n e d t h a f c t i h e 
s u b j e c t o f t h i s i n v e s t i g a t i o n , ! 

a n d e x p i 
n o t i f i e d 

•eg o n f 

I ÛI1 

w a s o r i g i n a l l y g r a n t e d o r 
" I w h i l e l 

h a d c e a s e d . 

D i v i s i o n | 

f a i l e d t o d o s o u n t i l 
w h e n j j a g a i n i n q u i r e d a s t o w h e t h e r 

t h e s u r v e i l l a n c e f r o m T h u s , 
w a s n o t a u t h o r i z e d u n d e r 

When 

t h r o u g h 
o r E x e c u t i v e O r d e r 1233ÎJ 

d i s c o v e r e d t h e p r o b l e m i t i m m e d i a t e l y t o o k s t e p s t o 
s e q u e s t e r t h e u n a u t h o r i z e d d a t a c o l l e c t i o n t o p r e v e n t i t s u s e o r 
f u r t h e r d i s s e m i n a t i o n . S u b s e q u e n t l y , a l l t h e d a t a c o l l e c t e d a f t e r 

h a s b e e n c o l l e c t e d o n a CD ROM a n d f o r w a r d e d t o 
t h e O f f i c e o f I n t e l l i g e n c e a n d P o l i c y R e v i e w , a n d t h e o r i g i n a l 
f i l e s h a v e b e e n d e l e t e d i n t h e s y s t e m . I n a c c o r d a n c e w i t h t h e 
r e p o r t i n g r e q u i r e m e n t s o f S e c t i o n 2 . 4 o f E x e c u t i v e O r d e r 1 2 8 6 3 , 
t h e e r r o r m u s t b e r e p o r t e d t o t h e IOB. 

'b2 
:t,7E 

b i 
b?. 
b4 
b6 
b '' C 
b 7 D 
b1E 

DATE: 06-30-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
PEASOH: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

Director 
Deputy Director, 

Crim.lrr/_ 
WS. 
~t.-ar.ce_. 

Cessai 
JntoiRes. 

. iRSCSCfrW, Training. 

Xl.ciPvttci 
CotJ.WIS. 
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DECLASSIFIED BY 65179/DHH/PLJ/sdb 
OH 06-30-2010 

M a r c h 2 9 , 2 0 0 5 
BY COURIER 

.Mr . J a m e s L a n g d o n 
C h a i r m a n 
I n t e l l i g e n c e O v e r s i g h t B o a r d 
New E x e c u t i v e O f f i c e B u i l d i n g 
W a s h i n g t o n , D . C . 

D e a r Mr . L a n g d o n : 

E n c l o s e d f o r y o u r i n f o r m a t i o n i s a s e l f - e x p l a n a t o r y 
l e t t e r h e a d m e m o r a n d u m (LHM), e n t i t l e d " I n t e l l i g e n c e O v e r s i g h t 

f i e l d O f f i c e , IOB M a t t e r 2 0 0 5 - 0 3 . " B o a r d (IOB) M a t t e r , 
' ( U ) 

T h i s LHM s e t s f o r t h d e t a i l s o f i n v e s t i g a t i v e a c t i v i t y 
w h i c h t h e FBI h a s d e t e r m i n e d w a s c o n d u c t e d c o n t r a r y t o t h e 
A t t o r n e y G e n e r a l ' s G u i d e l i n e s f o r FBI N a t i o n a l S e c u r i t y 

' I n v e s t i g a t i o n s a n d F o r e i g n I n t e l l i g e n c e C o l l e c t i o n , a n d / o r 
l a w s , E x e c u t i v e ' O r d e r s , o r P r e s i d e n t i a l D i r e c t i v e s t h a t g o v e r n 
FBI f o r e i g n c o u n t e r i n t e l l i g e n c e a n d i n t e r n a t i o n a l t e r r o r i s m 
i n v e s t i g a t i o n s . (U) 

• E n c l o s u r e 

Director. 
Ada 
ova . Crim. 
-InttlL, m . Di/.' 
n-Serv. . 
S 
ejTorisa, 
a luv. 
« 
n Re 
.Tech., 
calory — 
.of Cooj. 
• of the 

Coun. 
.oTIoteU. 

1 - Ms. Thomas 
1 - Mr. 

278-HQ-C1229736-VIO — 
— 1 - I n s p e c t i o n (IOB 2 0 0 5 - 0 3 ) 

E n c l o s u r e 
.Pub. AJT» 
.ofProf.Rap. _ 
-. Mpt*. 
Unt. 
ifEEOA 4 MAIL ROOM • 

s i f y onT-X2S^L 
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Mr. J a m e s L a n g d o n 

S h o u l d y o u o r a n y member o f y o u r s t a f f r e q u i r e a d d i t i o n a l 
i n f o r m a t i o n c o n c e r n i n g t h i s m a t t e r , a n o r a l b r i e f i n g w i l l b e 
a r r a n g e d f o r y o u a t y o u r c o n v e n i e n c e . (U) 

1 - T h e H o n o r a b l e A l b e r t o G o n z a l e s 
A t t o r n e y G e n e r a l 

• U . S . D e p a r t m e n t o f J u s t i c e 
Room 5 1 1 1 

1 - M r . J a m e s A . B a k e r 
C o u n s e l , O f f i c e o f I n t e l l i g e n c e P o l i c y a n d R e v i e w 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 6 1 5 0 

S i n c e r e l y , 

J u l i e F . Thomas 
D e p u t y G e n e r a l C o u n s e l 
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DECLASSIFY ON: 06-30-203-5 

ALL INFORMATION CONTAINED 
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E c ^ r SECpS^1 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE 

(S) 
IOB MATTER 2 0 0 5 - 0 3 (U) 

Rev iew o f t h i s IOB m a t t e r h a s d e t e r m i n e d t h a t on 
ç p ç u e f l 3 on U . S . p e r s o n s . 

a n d o t h e r 
p r o v i d e d 

s e c t i o n s i n f o r m a t i o n d e r i v e d f r o m s u r v e i l l a n c e 
t h a t h a d b e e n a u t h o r i z e d p u r s u a n t t o t h e 

E l e c t r o n i c C o m m u n i c a t i o n s (ECs) t o 
c l e a r l y i n s t r u c t e d t h a t i n f o r m a t i o n p r o v i d e d 

' p r o c e e d i n g s , s u b p o e n a s , o r f o r o t h e r l e g a l o r j u d i c i a l p u r p o s e s . 
D e s p i t e t h e c a v e a t s t o t h i s e f f e c t c o n t a i n e d i n t h e ECs, t h e 
D i v i s i o n s o u g h t a n d o b t a i n e d F e d e r a l G r a n d J u r y S u b p o e n a s ( s e e k i n g 

J ää l ecT on i n f o r m a t i o n . 
" X " 

s t a t e d t h a t t h e 

(U) 

To p r e v e n t f u t u r e IOB v i o l a t i o n s 
s q u a d s u p e r v i s o r w o u l d c l o s e l y m o n i t o r F e d e r a l Grand J u r y a n d 
N a t i o n a l S e c u r i t y L e t t e r r e q u e s t s , a n d i n s t r u c t t h e c a s e a g e n t t o 
r e v i e w t h e w e b - b a s e d t r a i n i n g r e g a r d i n g t h e h a n d l i n g o f c l a s s i f i e d 

. i n f o r m a t i o n . A d d i t i o n a l l y , i n s t r u c t e d t h e c a s e a g e n t t o 
r emove a l l i n f o r m a t i o n p r o v i d e d p u r s u a n t t o t h e F e d e r a l G r a n d J u r y 
S u b p o e n a f r o m t h e c a s e f i l e , s e a l i t i n a n e n v e l o p e , a n d s e c u r e i t i n 
t-hft s m i ^ d s u p e r v i s o r ' s s a f f t . l 

D e p a r t m e n t of J u s t i c e (DOJ) 
f o r d e l i v e r y t o 
a n d e v e n t u a l d e s t r u c t i o n . 

T h i s m a t t e r h a s É e e n r e f e r r e d t o t h e F B I ' s I n s p e c t i o n 
D i v i s i o n f o r a c t i o n deemed a p p r o p r i a t e . (U) 
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DECLASSIFIED BY 65179/DMH/PLJ/sdb 
CIN 06-30-2010 

A p r i l 1 , 2 0 0 5 

BY COURIER 

G e n e r a l B r e n t S c o w c r o f t (USAF R e t i r e d ) 
C h a i r m a n 
I n t e l l i g e n c e O v e r s i g h t B o a r d 
New E x e c u t i v e O f f i c e B u i l d i n g 
W a s h i n g t o n , D .C . 

D e a r G e n e r a l S c o w c r o f t : 

E n c l o s e d f o r y o u r i n f o r m a t i o n i s a s e l f - e x p l a n a t o r y 
e n c l o s u r e e n t i t l e d " I n t e l l i g e n c e O v e r s i g h t B o a r d (IOB) M a t t e r , 

D i v i s i o n , 2 0 0 4 - 9 7 . " 

fc 7 E 

T h i s e n c l o s u r e s e t s f o r t h d e t a i l s o f i n v e s t i g a t i v e 
a c t i v i t y w h i c h t h e FBI h a s d e t e r m i n e d w a s c o n d u c t e d c o n t r a r y t o t h e 
A t t o r n e y G e n e r a l ' s G u i d e l i n e s f o r FBI N a t i o n a l S e c u r i t y 
I n v e s t i g a t i o n s a n d F o r e i g n I n t e l l i g e n c e C o l l e c t i o n a n d / o r l a w s , 
E x e c u t i v e O r d e r s , o r P r e s i d e n t i a l D i r e c t i v e s w h i c h g o v e r n FBI 
f o r e i g n c o u n t e r i n t e l l i g e n c e 
i n v e s t i g a t i o n s . (U) 

a n d i n t e r n a t i o n a l t e r r o r i s m ' 

E n c l o s u r e 

Dep. Dir, 
Chief of SrifT_ 
Off, of Gen. 
Counsel 
As*. Dir.; 
Admin. Sa,_ 
Cnnu InV. ̂  
CJIS, , 
Finance 
Info. Ret, 
Utx 
Naiorwü Sec,, 
OPR 

Off, ofPuWic 
& Cong. Art i. „ 
Training _ 

Off.ofEEOA 
Direttw's Office. 

1 
1 

- Ms. 
- Ms. 
- Ms. 

Thema? 
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G e n e r a l B r e n t S c o w c r o f t (USAF R e t i r e d ) 

S h o u l d y o u o r a n y member o f y o u r s t a f f r e q u i r e a d d i t i o n a l 
i n f o r m a t i o n c o n c e r n i n g t h i s m a t t e r , a n o r a l b r i e f i n g w i l l b e 
a r r a n g e d f o r y o u a t y o u r c o n v e n i e n c e . (U) 

S i n c e r e l y , 

J u l i e F . Thomas 
D e p u t y G e n e r a l C o u n s e l 

1 - T h e H o n o r a b l e A l b e r t o R. G o n z a l e s 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 5 1 1 1 

1 - Mr . J a m e s B a k e r 
C o u n s e l , O f f i c e o f I n t e l l i g e n c e P o l i c y a n d R e v i e w 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 6 1 5 0 

APPROVED: 

Director 
Deputy Director 

Crimlnv.. 
CIS 
>mancs_ 

.Geo.Couns 
JnlaResJU 

w m 

. inspection 
_ laboratory.. 
¿ifationa]Sec._ 

0P3 

_ Trailing 
_ Off. of EEO 
. Affairs 

.Personnel 
.Off. of Pub5c& 
. Cor.g.Affs. 
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DECLASSIFIED BY 65179/DHH/PLJ/sdb 
OH 06-30-2010 

BY COURIER 

A p r i l 8 , 2 0 0 5 

Mr . J a m e s L a n g d o n 
C h a i r m a n 
I n t e l l i g e n c e O v e r s i g h t B o a r d 
New E x e c u t i v e O f f i c e B u i l d i n g 
W a s h i n g t o n , D . C . 

D e a r Mr . L a n g d o n : 

E n c l o s e d f o r y o u r i n f o r m a t i o n i s a s e l f - e x p l a n a t o r y 
jnemoxai idum, e n t i t l e d " I n t e l l i g e n c e O v e r s i g h t B o a r d (IOB) M a t t e r , 

F i e l d O f f i c e , IOB M a t t e r 2 0 0 4 - 7 1 . (U) 

hi 
b7 E 

T h i s LHM s e t s f o r t h d e t a i l s o f i n v e s t i g a t i v e a c t i v i t y w h i c h 
t h e FBI h a s d e t e r m i n e d w a s " c o n d u c t e d c o n t r a r y t o T h e A t t o r n e y 
G e n e r a l ' s G u i d e l i n e s f o r FBI N a t i o n a l S e c u r i t y I n v e s t i g a t i o n s a n d 
F o r e i g n I n t e l l i g e n c e C o l l e c t i o n a n d / o r l a w s , E x e c u t i v e O r d e r s , o r 
P r e s i d e n t i a l D i r e c t i v e s w h i c h g o v e r n FBI f o r e i g n 
c o u n t e r i n t e l l i g e n c e a n d i n t e r n a t i o n a l t e r r o r i s m i n v e s t i g a t i o n s . 
(U) 

E n c l o s u r e tab 
b 7 C 

1 

1 

Ms. Thomas 
Ms. 
2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O — 
OPR (IOB 2 0 0 4 - 7 1 ) 
Mr . H u l o n 

Dep. Dir. 
CJuef of Stiff 
Off. of Gen. 
Counsel 
Asst. Dir-
Admin. Set,_ 
Creu.Inv.̂  
CJIS 
Finance i Info. Rei. 
Ub.. National Sec. ̂  
OPR 

Off. of Public 
& Caif. All's., 
Traiiins: „ Off.ofEEOA 

Director's Office 
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M r . J a m e s L a n g d o n 

S h o u l d y o u o r a n y member o f y o u r s t a f f r e q u i r e 
a d d i t i o n a l i n f o r m a t i o n c o n c e r n i n g t h i s m a t t e r , a n o r a l 
b r i e f i n g w i l l b e a r r a n g e d f o r y o u a t y o u r c o n v e n i e n c e . (U) 

S i n c e r e l y , 

J u l i e P . T h o m a s 
D e p u t y G e n e r a l C o u n s e l 

•1 - T h e H o n o r a b l e A l b e r t o R . G o n z a l e s 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 5 1 1 1 

.1 - M r . J a m e s A . B a k e r 
C o u n s e l , O f f i c e o f I n t e l l i g e n c e P o l i c y a n d R e v i e w 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 6 1 5 0 

i P P M l O : S f r * -

Director.. 
Dipitf/Owctor 

"•«¡MM 
•Gm, Corset 
-info.ßeŝ  

. Inspection. 
. laboratory 
./felis» IS?" 
.OPR. 
.P (nomi 

. Trafiline 
M of FEO 
Affairs. 
W.oJPuWe& 
Ceng. Alfs. 
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DECLASSIFY ON: 06-
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INTELLIGENCE OVERSIGHT BOARD (IOB) 
FIELD OFFICE 

MATTER 

IOB MATTER 2 0 0 4 - 7 1 (U) 

r 
I n v e s t i g a t i o n o f t h i s IOB m a t t e r h a s d e t e r m i n e d t h a t 

l _ t h , e ? i e l d O f f i c e o p e n e d ^ 
On 

o n 
o n 

a U n i t e d S t a t e s P e r s o n , 
o b t a i n e d a u t h o r i z a t i o n f r o m 

a n d t h e a u t h o r i t y w a s r e n e w e d or 

b v 
was s e r v i c e d 

w h i c h h a d c o n f i r m e d t h a t 
b y t h e t a r g e t ' s w i f e a n d t h e a d d r e s s o n t h e 

• a c c o u n t w a s t H e r e s i d e n c e w h e r e t h e t a r g e t l i v e d w i t h h i s 
w i f e . 

c a g e a g e n t l a t e r l e a r n e d t h a t [ 
On M o n d a y , [ . o f 

h a d b e e n c h a n g e d a s 
t h e c a s e a g e n t e m a i l e d 

t h e t e c h n i c a l l y t r a i n e d a g e n t (TTA.) a s s i g n e d t o t h e c a s e t o 
d i s a b l e | | H o w e v e r , a s t h e TTA l a t e r 
i n f o r m e d t h e c a s e a g e n t , t h e TTA d e l e t e d t h e e m a i l w i t h o u t 
r e a d i n g i t . T h u s , u n b e k n o w n s t t o t h e c a s e a g e n t , t h e d e v i c e 
r e m a i n e d o p e r a t i o n a l , a l t h o u g h i t w a s n o t c o l l e c t i n g o n t h e 
t a r g e t ' s 

Iwas r e a s s i g n e d t o a new c u s t o m e r a f e w d a y s b e f o r e 
On I I t h e c ; a se a g e n t q u e r i e d a n FBI 

d a t a b a s e a n d l e a r n e d t h a t h a d n o t b e e n 
d i s a b l e d . On Iwas 

v i o l a t e d ' d i s a b l e d . 
a n d T h e A t t o r n e y G e n e r a l ' s G u i d e l i n e s f o r FBI N a t i o n a l 
S e c u r i t y I n v e s t i g a t i o n s a n d F o r e i g n I n t e l l i g e n c e C o l l e c t i o n . 

X 
T h i s m a t t e r a l s o h a s b e e n r e f e r r e d t o t h e F B I ' s 

O f f i c e o f P r o f e s s i o n a l R e s p o n s i b i l i t y f o r a c t i o n d e e m e d 
a p p r o p r i a t e . (U) 
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A p r i l 8 , 2 0 0 5 

BY COURIER 

Mr. J a m e s L a n g d o n 
I n t e l l i g e n c e O v e r s i g h t B o a r d 
New E x e c u t i v e O f f i c e B u i l d i n g r, r, DECLASSIFIED BY 65179/DHH/PLJ/sdb W a s h i n g t o n , D . C . QN 0 6 _ 3 0 _ 2 0 1 0 

D e a r Mr . L a n g d o n : 

fc2 E n c l o s e d f o r y o u r i n f o r m a t i o n i s a s e l f - e x p l a n a t o r y 
memorandum, e n t i t l e d " I n t e l l i g e n c e O v e r s i g h t B o a r d (IOB) M a t t e r , 

F i e l d O f f i c e , IOB M a t t e r 2 0 0 4 - 8 6 . (U) 

T h i s LHM s e t s f o r t h d e t a i l s o f i n v e s t i g a t i v e a c t i v i t y w h i c h 
t h e FBI h a s d e t e r m i n e d was c o n d u c t e d c o n t r a r y t o The A t t o r n e y 
G e n e r a l ' s G u i d e l i n e s f o r FBI N a t i o n a l S e c u r i t y I n v e s t i g a t i o n s a n d 
F o r e i g n I n t e l l i g e n c e C o l l e c t i o n a n d / o r l a w s , E x e c u t i v e O r d e r s , o r 
P r e s i d e n t i a l D i r e c t i v e s w h i c h g o v e r n FBI f o r e i g n 
c o u n t e r i n t e l l i g e n c e a n d i n t e r n a t i o n a l t e r r o r i s m i n v e s t i g a t i o n s . 
(U) 

E n c l o s u r e 

1 - Ms. Thomas b i : 

b7( Mr. 
2 7 8 - H U - C ' i ^ y / 3 6 - V I O - J Ö Ö 

1 - OPR (IOB 2 0 0 4 - 8 6 ) 

Dep. Dir. 
Chief of Staff _ 
Off. of Gen. 
Counsel 
Asa. Dir-* 
Adirò. Ser._ 
Crim., Inv.. 
CJ1S 
Info. Res. 
L»b. 
Natiooil Sec,, 
OPR 

OAT. of Pubhc 
A Onp. Afl's. _ 
Training. 

Off.ofEEOA 
Direcw's Office 

Hofmann-IOB-438 

MAIL ROOM • FBVDOJ 



Mr. J a m e s L a n g d o n 

S h o u l d y o u o r a n y member o f y o u r s t a f f r e q u i r e 
a d d i t i o n a l i n f o r m a t i o n c o n c e r n i n g t h i s m a t t e r , a n o r a l b r i e f i n g 
w i l l b e a r r a n g e d f o r y o u a t y o u r c o n v e n i e n c e . (U) 

1 - T h e H o n o r a b l e A l b e r t o G o n z a l e z 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 5 1 1 1 

1 - Mr . J a m e s . A. B a k e r 
C o u n s e l , O f f i c e o f I n t e l l i g e n c e P o l i c y a n d R e v i e w 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 6 1 5 0 

S i n c e r e l y 

J u l i e F . Thomas 
D e p u t y G e n e r a l C o u n s e l 

APPROVED: 
. In$pêcticn_ 

rfjfelSìc. 
M 

Training 
Off. of E£0 
Affairs Diftócr. Gen. Corns! 

Depuiy Director I ufo. Rs$w 

-mane» 

m Persoti r4 
3if,olPub'x& 
Ceng. Affs. 

Hofmann-IOB-439 



DATE: 06-30-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 4.4 (c) 
DECLASSIFY OH: 06-30-2035 

ALL ^HMATIOH COBTAINED 
h e r e i K s unclassif ied except 
WHERE SHOOT OTHERWISE 

(S) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE 

IOB MATTER 2 0 0 4 - 8 6 (Ü) 

: s ) 

(S ) 

(S) 

(S ) 

o n 

i n v e s t i g a t i o n o f t h i s IOB m a t t e r h a s d e t e r m i n e d t h a t on 
t h e I ¡ D i v i s i o n i n i t i a t e d a 

| a U n i t e d S t a t e s p e r s o n On 

w a s c o m m u n i c a t e d v e r b a l l y t o t h e D i v i s i o n 
c o v e r a g e o f w h i c h m i s u n d e r s t o o d t h e a p p r o v a l f o r 

t h e a b o v e - l i s t e d l i n e s t o h a v e b e e n g r a n t e d a t 6 : 0 0 p m EST, 
i n s t e a d o f t h e a b o v e - i n d i c a t e d l a t e r t i m e s . Upon r e a l i z i n g t h a t 
t h e i n i t i a t i o n o c c u r r e d b e f o r e t h e a c t u a l a u t h o r i z a t i o n , | 
c h e c k e d t o s e e i f [ | w e r e i n t e r c e p t e d o n t h e a b o v e - l i s t e d 
l i n e s b e t w e e n 6 : 0 0 p m EST a n d t h e a c t u a l a p p r o v a l t i m e s w h i c h w e r e 
6 : 3 3 p m EST a n d 6 : 4 2 p m EST a s i n d i c a t e d a b o v e . 
c o n f i r m e d t h a t i n f a c t n o c o m m u n i c a t i o n s w e r e i n t e r c e p t e d o r 
m o n i t o r e d d u r i n g t h e u n a u t h o r i z e d p e r i o d . H o w e v e r , m e r e l y 
i n i t i a t i n g t h e 1 

i n t e r c e p t e d o r m o n i t o r e d . 

p r i o r t o 
1 a u t h o r i z a t i o n o f " t h e e m p l o y m e n t o f 

c o n s t i t u t e s a v i o l a t i o n o f 
e v e n t h o u g h w e r e 

T h i s m a t t e r a l s o h a s b e e n r e f e r r e d t o t h e F B I ' s 
I n s p e c t i o n D i v i s i o n f o r a c t i o n d e e m e d a p p r o p r i a t e . (U) 

Hofmann-IOB-440 



DECLASSIFIED BY 65179/DHH/'PLJ./sdl:i 
OK 06-30-2010 

BY COURIER 

Mr . J a m e s L a n g d o n 
I n t e l l i g e n c e O v e r s i g h t B o a r d 
Room 5 0 2 0 
New E x e c u t i v e O f f i c e B u i l d i n g 
7 2 5 1 7 t h S t r e e t , NW 
W a s h i n g t o n , D . C . 2 0 5 0 3 

D e a r Mr . L a n g d o n : 

T h i s l e t t e r f o r w a r d s f o r y o u r i n f o r m a t i o n a s e l f -
e x p l a n a t o r y e n c l o s u r e , e n t i t l e d " I n t e l l i g e n c e O v e r s i g h t 
B o a r d (IOB) M a t t e r 2 0 0 4 - 9 9 . " 

T h i s e n c l o s u r e s e t s f o r t h d e t a i l s o f i n v e s t i g a t i v e 
a c t i v i t y w h i c h t h e FBI h a s d e t e r m i n e d w a s c o n d u c t e d c o n t r a r y t o 
t h e A t t o r n e y G e n e r a l G u i d e l i n e s f o r FBI F o r e i g n I n t e l l i g e n c e 
C o l l e c t i o n a n d F o r e i g n C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s a n d / o r 
l a w s , E x e c u t i v e O r d e r s , o r P r e s i d e n t i a l D i r e c t i v e s w h i c h g o v e r n 
FBI f o r e i g n c o u n t e r i n t e l l i g e n c e a n d i n t e r n a t i o n a l t e r r o r i s m 
i n v e s t i g a t i o n s . T h i s m a t t e r h a s a l s o b e e n r e f e r r e d t o o u r O f f i c e 
o f P r o f e s s i o n a l R e s p o n s i b i l i t y f o r a d e t e r m i n a t i o n o f w h e t h e r a n y 
a d m i n i s t r a t i v e a c t i o n i s w a r r a n t e d . (U) 

E n c l o s u r e 
bo 

1 - Ms. Thomas b 7 

1 - Mr . I 

2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O ^ T ^ ^ 
uJiC£AS|!IFIED V M S E r ^ ^ 
DETACHEITJE&QM' 
CLASSIFIED ENCL-OSURE 

Dep.Dif 
Chief of Staff 
Off. of Gen, 
Counsel 
As54,Dir; 
Adran, Set. 
Crim,. Inv. 
CJ1S 
Finance 
Info. Re». 
lab 
Natiooll Sec, 
OPR 

Off, of Puttie 
AConfrAfTi. 
Tratnini! 

OfT.ofEEOA 
Dieetor'» Ofliee , 

MAO. ROOM • 

^ S £ € ! ^ H o f m a n n - I O B - 4 4 1 

FBVDOJ 



Mr. J a m e s L a n g d o n 

S h o u l d y o u o r a n y member o f y o u r s t a f f r e q u i r e 
a d d i t i o n a l i n f o r m a t i o n c o n c e r n i n g t h i s m a t t e r , a n o r a l b r i e f i n g 
w i l l b e a r r a n g e d f o r y o u a t y o u r c o n v e n i e n c e . 

1 - The H o n o r a b l e A l b e r t o G o n z a l e z 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 5 1 1 1 

1 - Mr . J a m e s B a k e r 
C o u n s e l f o r I n t e l l i g e n c e P o l i c y , OIPR 
U . S . D e p a r t m e n t o f J u s t i c e 

S i n c e r e l y 

J u l i e F . Thomas 
D e p u t y G e n e r a l C o u n s e l 

Ä P P K G 1 D : 

Director Gen.Cewsel 
Deputy Director .Mo. Resw 

lnspecticn__4— 
Ufcoratd * I Off. oi HO 
Nifoiili Affairs 
flPB T r 0!f.ofPtlbSc& 
Personnel Cong. Alf S— 

S p S R X Y ^ 

- 2 - Hofmann-IOB-442 



DEC LASSIFIBWY 65179 /DHK/PLO / sdb 
or; 07-01-2010 

( U ) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I ~1 DIVISION 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 
IOB MATTER 2 0 0 4 - 9 9 (U) 

T h e D i v i s i o n o f t h e 
F e d e r a l B u r e a u o f I n v e s t i g a t i o n (FBI ) r e p o r t e d t h a t o n 

Due 
s t a t e d t h a t i t w o u l d e x p i r e onL 
t o a n e r r o r on t h e p a r t o f on 

r e c e i v e d u n s o l i c i t e d c o m p a c t d i s k s 
c o n t a i n i n g e m a i l i n f o r m a t i o n d a t e d b e y o n d t h e e x p i r a t i o n d a t e o f 

( U ) 

t h e O r d e r . 

c o n t a i n s . 
t h e 

Upon r e a l i z i n g t h a t t h e t h r e e c o m p a c t d i s k s 
e m a i l i n f o r m a t i o n d a t e d b e y o n d t h e e x p i r a t i o n d a t e o f 

O r d e r ¿ 
i n f o r m a t i o n . 

n e i t h e r r e v i e w e d n o r c o p i e d t h e 
f u r t h e r n o t i f i e d t h a t t h e 

o r d e r h a d e x p i r e d , a n d c o n f i r m e d t h a t n o f u r t h e r i n f o r m a t i o n 
w o u l d b e p r o d u c e d p u r s u a n t t o t h e e x p i r e d o r d e r . 

(U) A l t h o u g h t h i s e r r o r i s n o t a t t r i b u t a b l e t o c o n d u c t 
o.n t h e p a r t o f FBI p e r s o n n e l , t h e u n a u t h o r i z e d s u r v e i l l a n c e i s 
n e v e r t h e l e s s a r e p o r t a b l e m a t t e r u n d e r E x e c u t i v e O r d e r 1 2 8 6 3 . 

h i 
b 7 F-

b7D 
b7h: 

h 2 
b -i 
b 7 [i 
b7E 

( U ) 

Hofmann-IOB-443 
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DECLASSIFIED BY 65179/DHH/PLJ/sdb 
On 06-30-2010 

J a n u a r y 3 1 , 2 0 0 5 

Mr . J a m e s L a n g d o n 
I n t e l l i g e n c e O v e r s i g h t B o a r d 
New E x e c u t i v e O f f i c e B u i l d i n g 
W a s h i n g t o n , D . C . 

D e a r Mr . L a n g d o n : 

T h i s l e t t e r f o r w a r d s f o r y o u r i n f o r m a t i o n a s e l f -
e x p l a n a t o r y e n c l o s u r e e n t i t l e d " I n t e l l i g e n c e O v e r s i g h t B o a r d 
( I O B ) , M a t t e r 2 0 0 4 - 1 0 0 . " (U) 

T h e e n c l o s u r e s e t s f o r t h d e t a i l s o f i n v e s t i g a t i v e 
a c t i v i t y w h i c h t h e FBI h a s d e t e r m i n e d w a s c o n d u c t e d c o n t r a r y t o 
t h e A t t o r n e y G e n e r a l G u i d e l i n e s f o r FBI N a t i o n a l S e c u r i t y 
I n v e s t i g a t i o n s a n d F o r e i g n I n t e l l i g e n c e C o l l e c t i o n a n d / o r l a w s , 
E x e c u t i v e O r d e r s , o r P r e s i d e n t i a l D i r e c t i v e s w h i c h g o v e r n FBI 
f o r e i g n c o u n t e r i n t e l l i g e n c e a n d i n t e r n a t i o n a l t e r r o r i s m , 
i n v e s t i g a t i o n s . (U) 

E n c l o s u r e 

- Mr . S z a d v 
- SACl 
- Ms. Thomas 
- Mr . 

OPR 

t : 
be 
h 7 C 
b7E 

¿ î > 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O — frO^ 

Dcp Dir. 
Chief of SUIT 
Off. of Gen. 
Counsel 
Asst. Dir.:. 
Admit». Se»,_ 
Crim., Inv, 
CJ1S 
Finance 
Info. Res. 
Lab. . 
NaticraJSec. 
OPR " 

Off. of Public 
& Con«. All's., 
Training, 

Hofmann-IOB-444 

Off.ofEEOA 
Direc«or"j Office. 

MAIL ROOM D fwdoj 



^ J S E ë R E î C l ^ 

Mr . J a m e s L a n g d o n 

S h o u l d y o u o r a n y member o f y o u r s t a f f r e q u i r e 
a d d i t i o n a l i n f o r m a t i o n c o n c e r n i n g t h i s m a t t e r , a n o r a l b r i e f i n g 
w i l l b e a r r a n g e d f o r y o u a t y o u r c o n v e n i e n c e . (U) 

1 - T h e H o n o r a b l e A l b e r t o G o n z a l e z 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 5 1 1 1 

2 - Mr . J a m e s A. B a k e r 
C o u n s e l , O f f i c e o f I n t e l l i g e n c e P o l i c y a n d R e v i e w 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 6 1 5 0 

V e r y t r u l y y o u r s 

J u l i e F . Thomas 
D e p u t y G e n e r a l C o u n s e l 

APPROVED: S T APPitßVED, 
InspectiorL 
iaboratoiy. 

Training 
Off. of EEO 
Affairs Finance 

Director Gen. Coon 
DepuiyOirector info. Ret 

Gen. CcufisC 
Personnel 

ofmann-IOB-445 



DATE : 06-30-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

A S) 

ÎS ) 

( U ) 

(U) 

t 

(U) 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

ALL CTTuFMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
IiJHEPE SHOWN OTHERWISE 

DIVISION 
IOB MATTER 2004-100 (U) 

initiated 

Division of the Federal Bureau of Investigation has 
:o a National Security L< 

on an unknown subject 

reported the receipt of unsolicited material in response to a National Security Letter ("NSL"). 
^ 

On òr about 

Privacy Act ("ECPA"), 18 U.S.C. §2709, 
pThe NSL included a request for 

jssued a NSL, pursuant to the Electronic Communications 

associated witn 
related to thi^ 

y ^ ^ O n November 27,2004, the case agent received a compact disc ("CD") from 
in response to the NSL. The CD contained information both 

responsive and non-responsive to the NSL. The non-responsive information included 

This non-responsive information was voluntarily provided by| _put 
was beyond the scope of the information requested in the NSL. and that authorized by ECPA. 
The case agent immediately turned this CD over to th<j \ssociate Division Counsel 
("ADC") upon recognizing the unresponsive material as such. No copies of the CD were made. 

As a consequence of this inadvertent error by |the FBI 
obtained information that it was not authorized to receive under the ECPA. Although the 
information provided was not solicited, because the information was not authorized to be 
provided, this matter is being reported to the Intelligence Oversight Board. 

b7F; 

b2 
b'.'S 

b i 
b2 
bi 
bò 
b 7 C 
b7D 
b7R 

b2 
h 4 
b D 
b'/'E 

b4 
b7I) 

Hofmann-IOB-446 
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DECLASSIFIED BY 6S179yDHH/PLjysdb 
ON 06-30-2010 

A p r i l 1 3 , 2 0 0 5 

BY COURIER 

b2 
b7E 

M r . J o h n L a n g d o n 
I n t e l l i g e n c e O v e r s i g h t B o a r d 
New E x e c u t i v e O f f i c e B u i l d i n g 
W a s h i n g t o n , D . C . 

D e a r M r . L a n g d o n : 

T h i s l e t t e r f o r w a r d s f o r y o u r i n f o r m a t i o n a s e l f -
e x p l a n a t o r y e n c l o s u r e e n t i t l e d i n t e l l i g e n c e O v e r s i g h t B o a r d 
( IOB) M a t t e r , | | D i v i s i o n , IOB M a t t e r 2 0 0 5 - 1 2 4 . " (U) 

T h e e n c l o s u r e s e t s f o r t h d e t a i l s o f i n v e s t i g a t i v e 
a c t i v i t y w h i c h t h e F B I h a s d e t e r m i n e d w a s c o n d u c t e d c o n t r a r y 
t o t h e A t t o r n e y G e n e r a l G u i d e l i n e s f o r FBI F o r e i g n 
I n t e l l i g e n c e C o l l e c t i o n a n d F o r e i g n C o u n t e r i n t e l l i g e n c e 
I n v e s t i g a t i o n s a n d / o r l a w s , E x e c u t i v e O r d e r s , o r P r e s i d e n t i a l 
D i r e c t i v e s w h i c h g o v e r n F B I f o r e i g n c o u n t e r i n t e l l i g e n c e a n d 
i n t e r n a t i o n a l t e r r o r i s m i n v e s t i g a t i o n s . (U) 

E n c l o s u r e 

bo 
b7C 

1 - M r . H u l o n 
1 - M s . T h o m a s 

l ) 

Dep. Dir. 
CMefcf Staff. 
Oft of Gov 
Counsel 
Asst. Dir.; 

Admin. Set 
Crèo,Inv._ 
CJ1S 
Finance 
lnfo.Re».„ 
Lab. 
National See. 
OPR 

Off. of Public 
&Cong.Afls.„ 
Training. 

Oftof EJEOA 
Director's Office. 

^ s e ^ r 

Hofmann-IOB-447 
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""SECRETÒ 
M r . J o h n L a n g d o n p . 2 

S h o u l d y o u o r a n y m e m b e r o f y o u r s t a f f r e q u i r e 
a d d i t i o n a l i n f o r m a t i o n c o n c e r n i n g t h i s m a t t e r , a n o r a l 
b r i e f i n g w i l l b e a r r a n g e d f o r y o u a t y o u r c o n v e n i e n c e . 

1 - T h e H o n o r a b l e A l b e r t o R . G o n z a l e z 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 5 1 1 1 

1 - M r . J a m e s A . B a k e r 
C o u n s e l , O f f i c e o f I n t e l l i g e n c e P o l i c y a n d R e v i e w 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 6 1 5 0 

S i n c e r e l y 

J u l i e F . T h o m a s 
D e p u t y G e n e r a l C o u n s e l 

- 2 -

Hofmann-IOB-448 



ALL INFORMATION CONTAINED 
HEREIN,IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

S E C ^ T 

DAT^^B-30-2010 
CLaSPiED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

(S ) 

(S ) 

(S ) 

(U) 

INTELLIGENCE_Q}ffißSISHT BOARD ( IOB) MATTER 
DIVISION 

2 0 0 5 - 1 2 4 (U) IOB MATTER 

h 2 
b7E 

X . 
r e p o r t e d a n [ 
o n g o i n g | 

T h e f 1 D i v i s i o n o f t h e FBI (| 1) 
e r ^ o r i n c o n j u n c t i o n w i t h i t s 

J b o t h U n i t e d S t a t e s p e r s o n s . I n t h i s r e g a r d , 
1 r e p o r t e d t h a t o n I I, t h e U n i t e d S t a t e s 

I a u t h o r i z e d 
1 , 1 . 1 

o c c u r r i n g o v e r a | | i n s t a l l e d a t 
t h e i r r e s i d e n c e . T h e p r i m a r y E 

t n e c o m p u t e r . 

Ì M C By [ 
o r d e r o n s i n c e s e c o n d a r y 

n o t y e t i n s t a l l e d . H o w e v e r , o n t h a t d a t e t h e [ 

h a d n o t s e r v e d t h e 
Iwas 
] 

o r d e r t o V ] 

A f t e r l e a r n i n g o f t h e 
i p 1 a n d a f t e r i m m e d i a t e c o n s u l t a t i o n w i t h F B I 

\ t h r o u g h f 

d a t a c o l l e c t e d b y 
] r e q u e s t e d t n a t l I t a k e p o s s e s s i o n o r 
• I 1 f o r s e q u e s t r a t i o n w i t h t h e | \ 

T ï ï ë " 

] 

U n i t o f t h e FBI f o r w a r d e d t h e s e c o n d a r y 
w i t h o u t i n f o r m i n g I I b e g a n c o l l e c t i o n p u r s u a n t t o 
t h e s e c o n d a r y I I o r d e r , a n d - c o n t a c t e d t h e FBI o n I L 
I I i n o r d e r t o d e t e r m i n e t o whom t h e r e s u l t s o f t h e i r 
c o l l e c t i o n w e r e t o b e f o r w a r d e d , 
c o l l e c t i o n b y 
OGC a n d O I P R , 

b l 
b2 
b4 
b7D 
b7E 

(U) T h i s m a t t e r h a s b e e n r e p o r t e d t o t h e F B I ' s O f f i c e 
o f P r o f e s s i o n a l R e s p o n s i b i l i t y f o r a p p r o p r i a t e a c t i o n . 

b2 
b4 
b7D 
b7E 

D à 
Dei E y o l 
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DECLASSIFIED BY 65179/'DMH/'PLJ/sdb 
ON 06-30-2010 

A p r i l 1 8 , 2 0 0 5 

BY COURIER 

M r . J a m e s L a n g d o n 
I n t e l l i g e n c e O v e r s i g h t B o a r d 
Room 5 0 2 0 
New E x e c u t i v e O f f i c e B u i l d i n g 
7 2 5 1 7 t h S t r e e t , N.W. 
W a s h i n g t o n , D . C . 2 0 5 0 3 

D e a r M r . L a n g d o n : 

T h i s l e t t e r f o r w a r d s f o r y o u r i n f o r m a t i o n a s e l f -
e x p l a n a t o r y e n c l o s u r e e n t i t l e d , " I n t e l l i g e n c e O v e r s i g h t B o a r d 
( IOB) M a t t e r , IOB 2 0 0 5 1 2 5 . " (U) 

T h e e n c l o s u r e s e t s f o r t h d e t a i l s o f i n v e s t i g a t i v e 
a c t i v i t y w h i c h t h e FBI h a s d e t e r m i n e d w a s c o n d u c t e d c o n t r a r y t o 
t h e A t t o r n e y G e n e r a l G u i d e l i n e s f o r FBI F o r e i g n I n t e l l i g e n c e 
C o l l e c t i o n a n d F o r e i g n C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s a n d / o r 
l a w s , E x e c u t i v e O r d e r s , o r P r e s i d e n t i a l D i r e c t i v e s w h i c h g o v e r n 
F B I f o r e i g n c o u n t e r i n t e l l i g e n c e a n d i n t e r n a t i o n a l t e r r o r i s m 
i n v e s t i g a t i o n s . (U) 

E n c l o s u r e 

2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O — 

Q«o. Otr. 
CWK 

Suit 
OR.<*G«n. 
Coun»(_ 

A$slOir.«_ 
Oinvlrv. _ 
CJIS 
FIn»nee__ 
Wo. Res.. 
Ub. 

Training. 
OdotEEOA 
OB.otPuMe 

(Cong.AHL 
OiraetorKOffie«. 

SE 

Hofmann-IOB-450 
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S h o u l d y o u o r a n y m e m b e r o f y o u r s t a f f r e q u i r e 
a d d i t i o n a l i n f o r m a t i o n c o n c e r n i n g t h i s m a t t e r , a n o r a l b r i e f i n g 
w i l l b e a r r a n g e d f o r y o u a t y o u r c o n v e n i e n c e . 

1 - T h e H o n o r a b l e A l b e r t o R . G o n z a l e z 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 5 1 1 1 

1 - M r . J a m e s A . B a k e r I I I 
C o u n s e l f o r I n t e l l i g e n c e P o l i c y a n d R e v i e w 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 6 0 0 0 

S i n c e r e l y , 

J u l i e F . T h o m a s 
D e p u t y G e n e r a l C o u n s e l 

Dit. ci ESO 
A3Ä s _ 
3ff.cfPcbSc& 
Corrg.Ai's. 

S E Ç R B i C ^ ^ ^ 
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TttTBT.T.TfSPMPW AVPPCTrîHT P f i t P n /TYYON MtTTPP b2 
b7E 

FEDERAL BUREAU OP ÏMVE5TI<SATIÔtt HËÀbQUÀRTËRg (PËÏHQ) 
2 0 0 5 - 1 2 5 (U) 

L 
I n v e s t i g a t i o n o f t h i s IOB m a t t e r h a s d e t e r m i n e d t h a t , o n 

I- t h e l ~ ] D i v i s i o n C 1) i n i t i a t e d a 
o f t h e A s s e t , w ho i s a " U n i t e d S t a t e s 

" a s t h a t t e r m i s u s e d i n S e c t i o n 1 0 1 ( i ) o f t h e F o r e i g n p e r s o n , 
I n t e l l i g e n c e S u r v e i l l a n c e A c t o f 1 9 7 8 ( F I S A ) . l T h e • w a s e x t e n d e d 
u n t i l r I. H o w e v e r , I I c o n t a c t e d t h e A s s e t s e v e n t - r 
t i m e s a f t e r t h e e x p i r a t i o n o f I I a u t h o r i t y , i n c o n t r a v e n t i o n o f 

I I o f t h e I ~l T h i s m a t t e r h a s b e e n r e f e r r e d t o t h e 
F B I ' s O f f i c e o f P r o f e s s i o n a l R e s p o n s i b i l i t y f o r a c t i o n d e e m e d 
a p p r o p r i a t e . 

b2 
b7E 

APPROVED: Ï * 

DECLASSIFIED BY 6S179/DHH/PLJ/3db 
ON 06-30-2010 

Okector_ 
Deput/DüredOf_ 

„Gift.Couns! 
-fnfaRes^ 

(U) 

1 ' A "United States person" is defined in Section 101(i) of the Foreign 
Intelligence Surveillance Act (FISA^ (codified at 50 U.S.C. § 1801 et sea.') as "a citizen of the 
United States [or[ an alien lawfully admitted for permanent residence (as defined in Section 
101(aV2(ft of the Immigration and Naturalization Act...." See also| |of the Attorney b 7 E 

General Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations (FOQ) . Hofmann-IOB-452 

b2 
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A p r i l 1 4 , 2 0 0 5 
DECLASSIFIED BY 65179y'DMH/PLJy'sdto 
ON 06-30-2010 

M r . J a m e s L a n g d o n 
I n t e l l i g e n c e O v e r s i g h t B o a r d 
New E x e c u t i v e O f f i c e B u i l d i n g 
W a s h i n g t o n , D . C . 

D e a r M r . L a n g d o n : 

T h i s l e t t e r f o r w a r d s f o r y o u r i n f o r m a t i o n a s e l f - e x p l a n a t o r y 
e n c l o s u r e e n t i t l e d " I n t e l l i g e n c e O v e r s i g h t B o a r d ( I O B ) , M a t t e r 
2 0 0 5 - 1 2 1 . " (U) 

T h e e n c l o s u r e s e t s f o r t h d e t a i l s o f i n v e s t i g a t i v e a c t i v i t y 
w h i c h t h e FBI h a s d e t e r m i n e d w a s c o n d u c t e d c o n t r a r y t o t h e 
A t t o r n e y G e n e r a l ' s G u i d e l i n e s f o r FBI N a t i o n a l S e c u r i t y 
I n v e s t i g a t i o n s a n d F o r e i g n I n t e l l i g e n c e C o l l e c t i o n a n d / o r l a w s , 
E x e c u t i v e O r d e r s , o r P r e s i d e n t i a l D i r e c t i v e s w h i c h g o v e r n F B I 
f o r e i g n c o u n t e r i n t e l l i g e n c e a n d i n t e r n a t i o n a l t e r r o r i s m 
i n v e s t i g a t i o n s . (U) 

Dep. D». 
Oiief of Staff. 
Off. of Geo. 
Counsel 
Asst. Dir.: 
Admin. Set, 
Crinulnv. 
CHS 

National Sec. 
OPR 

Finance_ 
Info. Re». 
Lab. 

Off. of Public 
&Cong.AflK 
Traamg 

OTr.oiEEOA_ 
Director's Office FBI/DOI M/ULXOOMO 
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S h o u l d y o u o r a n y m e m b e r o f y o u r s t a f f r e q u i r e a d d i t i o n a l 
i n f o r m a t i o n c o n c e r n i n g t h i s m a t t e r , a n o r a l b r i e f i n g w i l l b e 
a r r a n g e d f o r y o u a t y o u r c o n v e n i e n c e . (U) 

1 - T h e H o n o r a b l e A l b e r t o R . G o n z a l e s 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 5 1 1 1 

2 - M r . J a m e s A . B a k e r 
C o u n s e l , O f f i c e o f I n t e l l i g e n c e P o l i c y a n d R e v i e w 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 6 1 5 0 

V e r y t r u l y y o u r s 

J u l i e F . T h o m a s 
D e p u t y G e n e r a l C o u n s e l 

Pèrsomi 

inspector 
Laborafo; 
^iira'S 

Off. of PubS; & 
Cong.Affŝ _ 



ALL INFORMATION COBTAINED 
HEREIN UNCLASSIFIED EXCEP' 
WHERE -SHOHN OTHERWISE 

• £ 
Ti 

( U ) 

(U) 

(S ) 

( S ) 

« 

(S ) 

(S ) 

(S ) 

(S ) 

s ^ e ^ T 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I DIVISION 

2010 
CLASSIFj^BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

[ 
b2 
b7E 

IOB MATTER 2005.-121 (U) 

^ ^ The of the Federal Bureau of Investigation has 
reported a possible violation in conjunction with an international terrorism investigation. 

electronic communication (EC) dated March 31,20051 ^reported a possible 
IOB error in conjunction with an o n g o i n g ^ Field Office 
investigation. The following facts are derived from this EC. 

•b2 
b7E 

h 2 
b7E 

1 the United Statesf 
(S ) 

I 

(S ) 

( S ) 

(S ) 

( U ) 

(U) 

OnT 

This authority included renewal of the 

I 

Junder the authority of 
n commenci T 

b l 
b2 
b6 
b7C 
b7E 

n [ 1 upon rev iewing 

5 

12 rahslatorreviewed ~ T ^ ^ 
1 that I knight not be 

J which indicated] 
1 

was shutdown at 
m 

t on 
1 The translator notified her supervisor 

j N o summaries were drafted of these 

b l 
b2 
b7E 

[ 
^ ^ Further investigation revealed thatf 

did not provide 
_ |was no loi 
idei I ivi 

onger 
t hany 

b l 
b2 
b7E 

prior notification that a changq_ J iad occurred. 

I I brovided the | I a Letterhead Memorandum (LHM) addressed to the 
Office of Intelligence Policy and Review (OIPR) detailing the circumstances of thef 

etl J f h e LHM and the disk were hand delivered to 

b2 
b7E 

Ó l P R o n Ó Ì l / M Ó Ó l 

1 1 indicated it win Arici* fmm all f r i gygjems and databases a l f 
| from the reference« l" "L 

b2 
b7E 

1 was ^ S ^ H e r e , through no fault of the Case Agent, an unauthorized 
conducted. Although thel 

I I — I 

^ ^ I t should be noted that the response by I | [in handling this matter was 
commendable. TheLl limmediately informeq Supervisor about the possible 
discrepancy. The supervisor then ordered frhut down, which was done a^ [that 

Hofmann-IOB-455 

b l 
b2 
b7E 

b2 
b7E 



t y 

(U) 

S E ^ ^ T 

same evening. Thereafter, investigation by SSAf 
was no longef 1 

land SA! Irevealed that the 
BSaI hnd SA I I then t( took all 

relevant steps to sequester the unauthorized information for eventual destruction. 

^ S ^ B a s e d upon our analysis, however, in accordance with the reporting requirements of 
Section 2.4 of E .0 .12863 . the error must be reported to the IOB because the surveillance was not 
authorized under the >r Executive Order 12333. 

b l 
b6 
b7C 

b2 
b7E 

Hofmann-IOB-456 
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DECLASSIFIED BY 65179/DHH/PLJ/sdb 
OH 06-30-2010 

A p r i l 2 1 , 2 0 0 5 

BY COURIER 

M r . J a m e s L a n g d o n 
C h a i r m a n 
I n t e l l i g e n c e O v e r s i g h t B o a r d 
New E x e c u t i v e O f f i c e B u i l d i n g 
W a s h i n g t o n , D . C . 

D e a r M r . L a n g d o n : 

E n c l o s e d f o r y o u r i n f o r m a t i o n i s a s e l f - e x p l a n a t o r y 
e n c l o s u r e e n t i t l e d " I n t e l l i g e n c e O v e r s i g h t B o a r d ( IOB) M a t t e r , 
I ~ 1 D i v i s i o n , 2 0 0 5 - 1 2 3 . " 

T h i s e n c l o s u r e ' s e t s f o r t h d e t a i l s o f i n v e s t i g a t i v e 
a c t i v i t y w h i c h t h e FBI h a s d e t e r m i n e d w a s c o n d u c t e d c o n t r a r y t o t h e 
A t t o r n e y G e n e r a l ' s G u i d e l i n e s f o r FBI N a t i o n a l S e c u r i t y 
I n v e s t i g a t i o n s a n d F o r e i g n I n t e l l i g e n c e C o l l e c t i o n a n d / o r l a w s , 
E x e c u t i v e O r d e r s , o r P r e s i d e n t i a l D i r e c t i v e s w h i c h g o v e r n F B I 
f o r e i g n c o u n t e r i n t e l l i g e n c e a n d i n t e r n a t i o n a l t e r r o r i s m 
i n v e s t i g a t i o n s . (U) 

E n c l o s u r e 

1 -
1 -
1 -

M«i- T h o m a s 

2 7 8 - H Q - C 1 2 2 9 7 3 6 - V Ì O — 
bo 
b7C 

Dep. Dir. 
Chief of Staff, 
Off. of Gen, 
Counsel 
Ant. Dir; 
Admin. Str^ 
Cnm„ In v.., 
ais 
Finance , 
Info. Ret. _ 
Ub.. 
NatknalSce.. 
OPR 

Off. of Public 
& Cong, Aff«- _ 
Trainine 

Off.ciEEOA 
Director's Office. 

Hofmann-IOB-457 
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S h o u l d y o u o r a n y m e m b e r o f y o u r s t a f f r e q u i r e 
a d d i t i o n a l i n f o r m a t i o n c o n c e r n i n g t h i s m a t t e r , a n o r a l b r i e f i n g 
w i l l b e a r r a n g e d f o r y o u a t y o u r c o n v e n i e n c e . 

1 - T h e H o n o r a b l e A l b e r t o R . G o n z a l e s 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 5 1 1 1 

1 - M r . J a m e s B a k e r 
C o u n s e l , O f f i c e o f I n t e l l i g e n c e P o l i c y a n d R e v i e w 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 6 1 5 0 

S i n c e r e l y 

J u l i e F . T h o m a s 
D e p u t y G e n e r a l C o u n s e l 

Hofmann-IOB-458 



A4 
. > * 

DECLASSIFIED BY 65179/DMH/PLJ/8db 
ON 07-01-2010 

INTELLIGENT^ m r r n r - r r n f r BOARD ( IOB) MATTER 
DIVISION 

b2 
'b7E 

2 0 0 5 - 1 2 3 ( 0 ) 

(U) 

I n v e s t i g a t i o n o f t h i s IOB m a t t e r h a s d e t e r m i n e d t h a t , 
I SAC I I a t n n f t d a NST. 

1 
c o n t e n t . J 
p r o v i d e d 

J . T h e NSL s p e c i f i c a l l y s t a t e d n o t t o i n c l u d e I I 
I r e c e i v e d a CD 

T h e CD c o n t a i n e d n o n - r e q u e s t e d \ 

J T h e CDC w a s c o n t a c t e d t h e 
s a m e d a y a n d t h e CD w a s s e a l e d i n a n e n v e l o p e a n d d e l i v e r e d t o 
t h e CDC. On I I c o n t a c t e d OGC. NSLPTU. 
NSLPTtl a d v i s e d I [ 

f u u e u v - i c t j . i.vjD v i o l a t i o n - W 
T h e m a t t e r w a s t h e n r e p o r t e d a s a 

T h i s m a t t e r h a s b e e n r e f e r r e c i t o t h e F B I ' s I n s p e c t i o n 
D i v i s i o n f o r a c t i o n d e e m e d a p p r o p r i a t e C S J ^ X 

b2 
b4 
b5 
b6 
b7C 
b7D 
b7E 

( U ) 

D e r I v § i i > é E S f i r : G - 3 
C a s s i f y o n : 

Hofmann-IOB-459 



A p r i l 1 9 , 2 0 0 5 

DECLASSIFIED BY 65179/DHH/PLJ/sdb ßY COURIER 
OH 06-30-2010 

J a m e s L a n g d o n , C h a i r m a n 
I n t e l l i g e n c e O v e r s i g h t B o a r d 
New E x e c u t i v e O f f i c e B u i l d i n g 
7 2 5 1 7 t h S t r e e t , N . W . , Room 5 0 2 0 
W a s h i n g t o n , D . C . 2 0 5 0 3 

D e a r C h a i r m a n L a n g d o n : 

T h i s l e t t e r f o r w a r d s f o r y o u r i n f o r m a t i o n a s e l f - e x p l a n a t o r y 
e n c l o s u r e e n t i t l e d , " I n t e l l i g e n c e O v e r s i g h t B o a r d ( IOB) M a t t e r , 
IOB 2 0 0 5 - 1 4 5 . " (U) 

T h e e n c l o s u r e s e t s f o r t h d e t a i l s o f r e p o r t i n g a c t i v i t y w h i c h 
t h e FBI h a s d e t e r m i n e d w a s c o n d u c t e d c o n t r a r y t o t h e A t t o r n e y 
G e n e r a l G u i d e l i n e s f o r F B I F o r e i g n I n t e l l i g e n c e C o l l e c t i o n a n d 
F o r e i g n C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s a n d / o r l a w s , E x e c u t i v e 
O r d e r s , o r P r e s i d e n t i a l D i r e c t i v e s w h i c h g o v e r n FBI f o r e i g n 
c o u n t e r i n t e l l i g e n c e a n d i n t e r n a t i o n a l t e r r o r i s m i n v e s t i g a t i o n s . 
(U) 

Deo. Dir. 
Chief of Staff. 
Off. of Geo. 
Couracl 
Ast. Pif J , .,. 
Adorn. Ser̂  
Crim.Inv, 
CHS 
Finance 
Info, Re*. _ 
Lab 

Off. of Public 
& Cong. Äff*. 
Training _ 

Off. of EEOA 
Director*» Office 

MAIL ROOM • 

• i s t g d f r o n K . 
D e c l a s s î ï y ^ e n l XI 

Hofmann-IOB-460 
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C h a i r m a n J a m e s L a n g d o n 

S h o u l d y o u o r a n y m e m b e r o f y o u r s t a f f r e q u i r e a d d i t i o n a l 
i n f o r m a t i o n c o n c e r n i n g t h i s m a t t e r , a n o r a l b r i e f i n g w i l l b e 
a r r a n g e d f o r y o u a t y o u r c o n v e n i e n c e . (U) 

E n c l o s u r e 

1 - T h e H o n o r a b l e A l b e r t o R . G o n z a l e z 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 5 1 1 1 

1 - M r . J a m e s B a k e r 
C o u n s e l , O f f i c e o f I n t e l l i g e n c e P o l i c y a n d R e v i e w 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 6 1 5 0 

S i n c e r e l y 

J u l i e F . T h o m a s 
D e p u t y G e n e r a l C o u n s e l 

Hofmann-IOB-461 



DATE: 06-3J-2010 
CLASSIFIED BY 65179/DMH, 
REASON:*1.4 (c) 
DECLASSIFY OK: 06-30-2 SE 

IL INFORMATION CONTAINED 
IREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 

(U) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2 
DIVISION b7E 

R ) 5 -

(U) 

IOB 2 0 0 5 - 1 4 5 (U) 

i D i v i s i o n (I ~1) o f t h e F e d e r a l B u r e a u o f 
( S ) I n v e s t i g a t i o n h a s r e p o r t e d t h a t t h e r e q u i r e d 9 0 - d a y L e t t e r h e a d b2 

M e m o r a n d u m (LHM) a f t e r a | w a s i n i t i a t e d w a s b 7 E 

i n a d v e r t e n t l y n o t s u b m i t t e d t o t h e N a t i o n a l S e c u r i t y Law B r a n c h 
(NSLB) f o r r e v i e w a n d d i s s e m i n a t i o n t o t h e D e p a r t m e n t o f J u s t i c e , 
O f f i c e o f I n t e l l i g e n c e P o l i c y a n d R e v i e w . 

On I Ir.ias i n i t i a t e d o n 
t h e ' s u b j e c t - - " " 
p e r s o n . On 

i s a U . S . 
F i e l d o f f i c e p r e p a r e d a 9 0 ' d a y b i 

L e t t e r h e a d Memorandum (LHM) a n d s u b m i t t e d i t t o FBI H e a d q u a r t e r s , t>2 
h o w e v e r , i t w a s i n a d v e r t e n t l y n o t f o r w a r d e d t o t h e N a t i o n a l b 7 E 

S e c u r i t y Law B r a n c h (NSLB) f o r r e v i e w a n d d i s s e m i n a t i o n t o t h e 
D e p a r t m e n t o f J u s t i c e , O f f i c e o f I n t e l l i g e n c e P o l i c y a n d R e v i e w 
( O I P R ) . 

( U ) ; x ^ k A p p r o x i m a t e l y n i n e m o n t h s l a t e r , o n i I ^ t h e 

s u b m i t t e d t h e 9 0 - d a v LHM t o t h e NSLB f o r d i s s e m i n a t i o n t o O I P R . 
On A p r i l 1 0 , 2 0 0 3 , NSLB n o t i f i e d | I o f a p o s s i b l e e r r o r t h a t 
may b e r e q u i r e d t o b e r e p o r t e d t o t h e I O B . 

b2 
b7E 

O n c e t h e e r r o r a n d o v e r s i g h t w a s d i s c o v e r e d , 
a p p r o p r i a t e a c t i o n w a s i m m e d i a t e l y t a k e n b y 

I 1 b y s u b m i t t i n g t h e 9 0 - d a y b2 
LHM t o t h e NSLB f o r r e v i e w a n d d i s s e m i n a t i o n t o t h e D e p a r t m e n t o f b7E 
J u s t i c e , O f f i c e o f I n t e l l i g e n c e R e v i e w . I n a d d i t i o n , i t h a s b e e n 
r e f e r r e d t o t h e F B I ' s I n t e r n a l I n s p e c t i o n S e c t i o n f o r a n y a c t i o n 
t h a t i s d e e m e d a p p r o p r i a t e . 
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May 3 , 2 0 0 5 
DECLASSIFIED BY 65179/DHH/PLJ/sdb 
ON 06-30-2010 

M r . J a m e s L a n g d o n 
I n t e l l i g e n c e O v e r s i g h t B o a r d 
New E x e c u t i v e O f f i c e B u i l d i n g 
W a s h i n g t o n , D . C . 

D e a r M r . L a n g d o n : 

T h i s l e t t e r f o r w a r d s , f o r y o u r i n f o r m a t i o n a s e l f - e x p l a n a t o r y 
e n c l o s u r e e n t i t l e d " I n t e l l i g e n c e O v e r s i g h t B o a r d ( I O B ) , M a t t e r , 
2 0 0 4 - 7 0 . " (U) 

T h e e n c l o s u r e s e t s f o r t h d e t a i l s o f i n v e s t i g a t i v e a c t i v i t y 
w h i c h t h e FBI h a s d e t e r m i n e d w a s c o n d u c t e d c o n t r a r y t o t h e 
A t t o r n e y G e n e r a l ' s G u i d e l i n e s f o r FBI N a t i o n a l S e c u r i t y 
I n v e s t i g a t i o n s a n d F o r e i g n I n t e l l i g e n c e C o l l e c t i o n a n d / o r l a w s , 
E x e c u t i v e O r d e r s , o r P r e s i d e n t i a l D i r e c t i v e s w h i c h g o v e r n FBI 
f o r e i g n c o u n t e r i n t e l l i g e n c e a n d i n t e r n a t i o n a l t e r r o r i s m 
i n v e s t i g a t i o n s . (U) 

Pep. Dir. 
Chief of Stiff, 
Oft of Gen. 
Counsel 
Asst. Dir.! 
Adtam.S«r.__ 
Crim-lnv-
ais 
Finance 
Info. Re». 
Lab. 
fiat »nil Sec. _ 
OPR . 

Off. of Public 
&Cong,Affs.. 
Training 

Off.ofE£OA__ 
Director's Office 

MAIL ROOM • 



S h o u l d y o u o r a n y m e m b e r o f y o u r s t a f f r e q u i r e a d d i t i o n a l 
i n f o r m a t i o n c o n c e r n i n g t h i s m a t t e r , a n o r a l b r i e f i n g w i l l b e 
a r r a n g e d f o r y o u a t y o u r c o n v e n i e n c e . (U) 

1 - T h e H o n o r a b l e A l b e r t o R . G o n z a l e s 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 5 1 1 1 

2 - M r . J a m e s A . B a k e r 
C o u n s e l , O f f i c e o f I n t e l l i g e n c e P o l i c y a n d R e v i e w 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 6 1 5 0 

V e r y t r u l y y o u r s 

J u l i e F . T h o m a s 
D e p u t y G e n e r a l C o u n s e l 

Off.of Public & 
, Cong.Alfs.__ '>. Victor info-Res. Personnel 

J S E C t f E J 2 
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DATE:. 06-30-2010 
CLASSIFIED BY 65179/DHH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

( S ) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 2 0 0 4 - 7 0 

FEDERAL BUREAU Ot JLWVLòiJLlsAl t J n 

h 2 
D I V I S I O N b7D 

HEADQUARTERS ( F B I H Q ) ( U ) 
( S ) 

I n v e s t i g a t i o n o f t h i s IOB m a t t e r h a s r e v e a l e d t h a t 
p u r s u a n t t o a N a t i o n a l S e c u r i t y L e t t e r (NSL) s e r v e d o n 
I o n I | p r o v i d e d t e l e p h o n e 
b i l l i n g r e c o r d s t o t h e F B I , 
s h o u l d h a v e 

î e t e l e p h o n e n u m b e r t o b e t a r g e t e d 
H o w e v e r , d u e t o a t y p o g r a p h i c a l 

e r r o r i n t h e NSL, t h e n u m b e r a c t u a l l y r e q u e s t e d w a s 
a n u m b e r b e l o n g i n g t o I 

FBI L ] r e a l i z e d t h a t t h e r e s u l t s o f t h e i n f o r m a t i o n 

[ 
p r o v i d e d i n r e s p o n s e t o t h e NSL i n c l u d e d V 

V 
d i s c o v e r y o f t h e e r r o r , on|_ 

"Upon 
] t h e i n a d v e r t e n t l y o b t a i n e d 

m a t e r i a l w a s s e g r e g a t e d a n d f o r w a r d e d t o FBIHQ f o r s e q u e s t r a t i o n . 
A t n o t i m e w a s a n y f u r t h e r i n v e s t i g a t i v e a c t i o n t a k e n w i t h 
r e s p e c t t o t h e i n f o r m a t i o n r e c e i v e d p e r t a i n i n g t o t h e I I 

I I No w r i t t e n s u m m a r i e s o f 
c o m m u n i c a t i o n s w e r e m a d e . 

b l 
b2 
b4 
;b7D 
b7E 

A c o p y o f t h i s s u b m i s s i o n t o t h e IOB h a s b e e n p r o v i d e d 
t o t h e F B I ' s E x e c u t i v e A s s i s t a n t D i r e c t o r f o r 
C o u n t e r t e r r o r i s m / C o u n t e r i n t e l l i g e n c e a n d t o t h e O f f i c e o f 
P r o f e s s i o n a l R e s p o n s i b i l i t y f o r a c t i o n a s d e e m e d a p p r o p r i a t e . 
( 0 ) 

Hofmann-IOB-465 



DECLASSIFIED BY 65179/DHH/PLJ/sdb 
OH 06-30-2010 

May 1 1 , 2 0 0 5 

BY COURIER 

Mr . J a m e s L a n g d o n 
I n t e l l i g e n c e O v e r s i g h t B o a r d 
Room 5 0 2 0 
New E x e c u t i v e O f f i c e B u i l d i n g 
7 2 5 1 7 t h S t r e e t , NW 
W a s h i n g t o n , D . C . 2 0 5 0 3 

D e a r M r . L a n g d o n : 

T h i s l e t t e r f o r w a r d s f o r y t^ur i n f o r m a t i o n a ^ e l f -
SA r 'SSA e x p l a n a t o r y e n c l o s u r e , e n t i t l e d 

I I D i v i s i o n , I n t e l l i g e n c e O v e r s i g h t B o a r d " 
M a t t e r 2 0 0 5 - 1 2 8 . " 

b2 
b6 
b7C 
b7E 

T h i s e n c l o s u r e s e t s f o r t h d e t a i l s o f i n v e s t i g a t i v e 
a c t i v i t y w h i c h t h e FBI h a s d e t e r m i n e d w a s c o n d u c t e d c o n t r a r y t o 
t h e A t t o r n e y G e n e r a l G u i d e l i n e s f o r FBI F o r e i g n I n t e l l i g e n c e 
C o l l e c t i o n a n d F o r e i g n C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s a n d / o r 
l a w s , E x e c u t i v e O r d e r s , o r P r e s i d e n t i a l D i r e c t i v e s w h i c h g o v e r n 
FBI f o r e i g n c o u n t e r i n t e l l i g e n c e a n d i n t e r n a t i o n a l t e r r o r i s m 
i n v e s t i g a t i o n s . T h i s m a t t e r h a s a l s o b e e n r e f e r r e d t o o u r 
I n t e r n a l I n v e s t i g a t i o n s S e c t i o n , I n s p e c t i o n D i v i s i o n , f o r a 
d e t e r m i n a t i o n o f w h e t h e r a n y a d m i n i s t r a t i v e a c t i o n i s w a r r a n t e d . 
(U) 

E n c l o s u r e 

b6 
b7C 

Dtp. Dir. 
Chief of Suff_ 
Off. of Coi. 
Counsel 
Asa. Dir j . , 
AdnóvSer̂  
Qm,Inv. 
CJ1S 
fiance 
Info. Rev _ 
Lab. 
National Sec., 
OPR. 

1 - Ms . Thnmaa 

2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O — 

unc : 

Off. of Pubtie 
aCone. AÍTk, 
Trammg 

Off. ofEEOA 
Director's Office MAIL ROOM • FB1/DOJ 
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M r . J a m e s L a n g d o n 

S h o u l d y o u o r a n y m e m b e r o f y o u r s t a f f r e q u i r e a d d i t i o n a l 
i n f o r m a t i o n c o n c e r n i n g t h i s m a t t e r , a n o r a l b r i e f i n g w i l l b e 
a r r a n g e d f o r y o u a t y o u r c o n v e n i e n c e . 

1 - T h e H o n o r a b l e A l b e r t o R . G o n z a l e s 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 5 1 1 1 

1 - M r . J a m e s B a k e r 
C o u n s e l f o r I n t e l l i g e n c e P o l i c y , OIPR 
U . S . D e p a r t m e n t o f J u s t i c e 

S i n c e r e l y 

J u l i e F . T h o m a s 
D e p u t y G e n e r a l C o u n s e l 

APPROVED: È ? " APPROVED; 
Training. 
Off. of E£0 
Affws •"ins:.«. 

Director Gen.Coara 
Deputy Oirector infaR« Personnel 

Off. of Pubic & 
Coag.Affs. 
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DATE: 06-30-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
PEA S OH: 1.4 "(c) 
DECLASSIFY*OH: 06-3C 

( S ) 

. (S ) 

( S ) 

(S ) 

( S ) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SE ; t / o r < 

INTELLIGENCE OVERSIGHT BOARD ( IOB) MATTER 
COUNTERINTELLIGENCE DIVISION 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 
IOB MATTER 2 0 0 5 - 1 2 8 (U) 

2 0 0 5 , t h e 5y e l e c t r o n i c 
F i e l d O f f i c e 

c o n j u n c t i o n w i t h a n o n g o i n g 
I n t h i s r e g a r d , t h e . | 

c o m m u n i c a t i o n (EC) d a t e d M a r c h 2 , 
r e p o r t e d a p o s s i b l e IOB e r r o r i n 

I i n v e s t i g a t i o n . 
| F i e l d O f f i c e r e p o r t e d t h a t , o n 

I 

L J 

r 

I T 

I a n d w a s b i l l e d t o 

1 t h e FBI l e a r n e d t h a t ! f 

u u e t o t n e v a g u e a n a 
m i n i m a l c o n t e n t o f t h e t h e l a n g u a g e s p e c i a l i s t 
m o n i t o r i n g t h e a c t i v i t y c o u l d n o t d i s c e r n w h e t h e r t h e u s e r w a s 

b l 
b2 
b7E 

As e x p l a i n e d i n a l e t t e r d a t e d 
f r o m t h e I I F i e l d O f f i c e t o t h e O f f i c e o f I n t e l l i g e n c e a n d 
P o l i c y R e v i e w (OIPR) , t h r o u g h a Naf-ir>nfl1 S e f f i i r M f v fN.CiM fr> 

r 1 ™ T hhp^ l f 

( S ) 

b l 
b2 
b4 
b7D 
b7E 

( S ) 

( S ) 

b l 
b2 
b7E 

a f f i l i a t e d w i t h I I u n t i l [ 3 a f t e r a p p r o x i m a t e l y 

î T / a 

Hofmann-IOB-468 



cs> 

( U ) 

(U) 

s e c : r n 

r e q u e s t 
c a l l s . On a d v i s e d , a t t h e 

: , t h a t | | w a s n o t t h e 

JF) B e c a u s e t h e [ 
1 t h e FBI t e r m i n a t e d 

a t 1 0 : 5 5 * m q g T 

I w a c nr>» hgSnr t 
u t i l i z e d b y 
c o v e r a g e o n 
PSfOH r>f f4 no. H i ^ nr>t- I n n r>r <nHflv at»> n f f h c r 

T 

a s 
o f I I. T h e FBI h a s d e s t r o y e d a l l o f t h e L a n g u a g e 

_ S n e c ± a J L i s t ' s h a n d w r i t t e n n o t e s a s s o c i a t e d w i t h t h e [ 
a n d h a s d e l e t e d a l l o f t h e r e c o r d e d m a t e r i a l s f r o m a l l FBI 

s y s t e m s a n d d a t a b a s e s . 

i S / T W / t S ) By l e t t e r d a t e d [ ] t h e 

hy/Mirth n n f a n U f h o I ] F i e l d H e r e , 
O f f i c e , a n u n a u t h o r i z e d |was c o n d u c t e d . 
B a s e d u p o n o u r a n a l y s i s , i n a c c o r d a n c e w i t h t h e r e p o r t i n g 
r e q u i r e m e n t s o f S e c t i o n 2 . 4 o f E . O . 1 2 8 6 3 , j m i s t a k e 
m u s t b e r e p o r t e d t o t h e IOB b e c a u s e t h e s u r v e i l l a n c e w a s n o t 
a u t h o r i z e d u n d e r t h e Q " 
E x e c u t i v e O r d e r 1 2 3 3 3 . 

b2 
b4 
b7D 
b7E 

b l 
b2 
b7E 

F i e l d O f f i c e a d v i s e d OIPR o f t h e c i r c u m s t a n c e s d e s c r i b e d a b o v e . 
T h e l 1 F i e l d Q f f i c e f u r t h e r p r o v i d e d OIPR w i t h t h e r e c o r d e d 
m a t e r i a l , i . e . . t h e 

b2 
b7E 

o r 

b2 
b4 
b7D 
b7E 

- 4 - Hofmann-IOB-469 



ft ft 

DECLASSIFIED BY 6S179/DHH/PLJ/sdb 
OH 06-30-2010 

J u n e 9 , 2 0 0 5 

BY COURIER 

M r . J a m e s L a n g d o n 
C h a i r m a n 
I n t e l l i g e n c e O v e r s i g h t B o a r d 
New E x e c u t i v e O f f i c e B u i l d i n g 
W a s h i n g t o n , D . C . 

D e a r M r . L a n g d o n : 

E n c l o s e d f o r y o u r i n f o r m a t i o n i s a s e l f - e x p l a n a t o r y 
e n c l o s u r e e n t i t l e d " I n t e l l i g e n c e O v e r s i g h t B o a r d ( IOB) M a t t e r , 

I D i v i s i o n , 2 0 0 5 - 1 5 6 . " 

T h i s e n c l o s u r e s e t s f o r t h d e t a i l s , o f i n v e s t i g a t i v e 
a c t i v i t y w h i c h t h e FBI h a s d e t e r m i n e d w a s c o n d u c t e d c o n t r a r y t o t h e 
A t t o r n e y G e n e r a l ' s G u i d e l i n e s f o r FBI N a t i o n a l S e c u r i t y 
I n v e s t i g a t i o n s a n d F o r e i g n I n t e l l i g e n c e C o l l e c t i o n a n d / o r l a w s , 
E x e c u t i v e O r d e r s , o r P r e s i d e n t i a l D i r e c t i v e s w h i c h g o v e r n FBI 
f o r e i g n c o u n t e r i n t e l l i g e n c e a n d i n t e r n a t i o n a l t e r r o r i s m 
i n v e s t i g a t i o n s . (U) 

he 
h i e 

E n c l o s u r e 

1 - Ms . T h o m a s 
1 -
1 -

V 
2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O — % S ö 

Oep. rtf 
Chief of Staff. 
Off. of Gen. 

Counsel— 
AsstOir.. Admin. Setv.. 

Ctrterrorism_ 
Crim.lnv.__ 
CJIS 
Finance 
Info. Res. 
irtsp 
Inv. Serv. 
lab-
National Sec.. OPR. ofmann-IOB-470 
Off. of PubBc & Cong. Affs. Tialninn 
Off. of EEOA 
Director's Office MAIL ROOM • 



S h o u l d y o u o r a n y m e m b e r o f y o u r s t a f f r e q u i r e a d d i t i o n a l ' 
i n f o r m a t i o n c o n c e r n i n g t h i s m a t t e r , a n o r a l b r i e f i n g w i l l b e 
a r r a n g e d f o r y o u a t y o u r c o n v e n i e n c e . (U) 

S i n c e r e l y , 

J u l i e F . T h o m a s 
D e p u t y G e n e r a l C o u n s e l 

1 - T h e H o n o r a b l e A l b e r t o R . G o n z a l e s 
A t t o r n e y G e n e r a l 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 5 1 1 1 

1 - M r . J a m e s B a k e r 
C o u n s e l , O f f i c e o f I n t e l l i g e n c e P o l i c y a n d R e v i e w 
U . S . D e p a r t m e n t o f J u s t i c e 
Room 6 1 5 0 

- 2 -

SECKS! 
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DECLASSIFIED BY 65179/DMH/PLJ/sdb 
OH 07-01-2010 

M r . J a m e s L a n g d o n 

SEi 

INTELLIGENCE OVERSIGHT BOARD ( IOB) MATTER 
I ~ b l V I S I O N 

2 0 0 5 - 1 5 6 (U) 

b2 
b7E 

o n r 
I n v e s t i g a t i o n o f t h i s IOB m a t t e r h a s d e t e r m i n e d t h a t . 

L 1 
3 • On [ 

r e s u l t i n g f r o m t h e [ 
p r i o r t o a n y r e v i e w o f t h e d a t a 

T h i s i n f o r m a t i o n w i l l b e s e n t t o OIPR 
e x p e d i t i o u s l y s o t h a t i t c a n b e f o r w a r d e d t o t h e I I f o r 
d e s t r u c t i o n . T h i s m a t t e r h a s b e e n r e f e r r e d t o t h e F B I ' s 
I n s p e c t i o n D i v i s i o n f o r a c t i o n d e e m e d a p p r o p r i a t e 

b2 
b4 
b7D 
b7E 

Hofmann-IOB-472 



DECLASSIFIED BY 6S179/DHH/PLJ/sdb 
ON 06-30-2010 
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B o a r d ( IOB) M a t t e r , 
1 4 1 . " (U) 

F i e l d O f f i c e , IOB M a t t e r 2 0 0 5 -

to 2 
b7E 

T h i s LHM s e t s f o r t h d e t a i l s o f i n v e s t i g a t i v e a c t i v i t y 
w h i c h t h e FBI h a s d e t e r m i n e d w a s c o n d u c t e d c o n t r a r y t o t h e 
A t t o r n e y G e n e r a l ' s G u i d e l i n e s f o r F B I N a t i o n a l S e c u r i t y 
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i n v e s t i g a t i o n s . (U) 
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Dbvccof 
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1 

Thoma 
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( S i x 

(S) 

(U) 

( S ) 

( S ) , 

(S ) 

( U ) 

(U) 

( S ) 

INTELLIGENCE OVERSIGHT BOARD (IOB) 'MATTER 
I 1FIELD OFFICE 
IOB MATTER 2 0 0 5 - 1 4 1 (U) 

( S ) 

b2 
b7E 

R e v i e w o f t h i s IOB m a t t e r h a s d e t e r m i n e d t h a t I" 
Ion U . S . p e r s o n s f 

I, i n , [ 
K 

1 O r e g o n ; 
1 

On [ a n d a g a i n o n [_ 
b2 

± t h e b7 E 
1 

^ J -ant .hQrl7 .ed e l e c t r o n i c s u r v e i l l a n c e , i n c l u d i n g t h o s e named 
a b o v e , 

0 " ! " t 
A a e n t w a s c o n t r o l l i n g t h e t 

i n v e s t i g a t i o n * s c a s e 

T h e s u r v e i l l a n c e t e a m l e a d e r n o t i f i e d t h e c a s e A g e n t t h a t 
] The c a s e A g e n t 

c o l l e c t i o n h a d n o t b e e n 
] 

a t t e m p t e d t o i n i t i a t e | | b u t 
r e p r o g r a m m e d t o c o n f o r m w i t h t h e I 
| |. * A t e c h n i c a l l y t r a i n e d A g e n t was c a l l e d i n t o m o d i f y 
t h e c o l l e c t i o n c o m p u t e r ' s s c h e d u l e d e x p i r a t i o n o f a u t h o r i z e d 
c o v e r a g e . I n a n a t t e m p t t o r e - s c h e d u l e t h e f 

l a t e x p i r a t i o n d a t e s , t h a t Acrent i n a d v e r t e n t l y i n i t i a t e d ! 
h o u r s f o r | | m i n u t e s a n d | freconds. [ _ 

~ ^ ^ ^ ^ ^ | A l s o , d u r i n g a t e s t o r | | by t h e 
c e c n n i c a i i y t r a i n e d a g e n t , al I s e c o n d r e c o r d i n g w a s c o l l e c t e d a t 

T h e l a s t o f t h e t a r g e t s o f I 
| | T h e r e f o r e , | | a f t e r I 
w a s u n a u t h o r i z e d . J ^ j T 

T h e c a s e a g e n t a n d t h e o n - d u t y l a n g u a g e s p e c i a l i s t a g r e e d 
n o t t o r e v i e w t h e u n a u t h o r i z e d | | a n d t o s e e k t h e e x p e r t i s e 
o f t e c h n i c a l l y t r a i n e d A g e n t s t o i s o l a t e i t . B e f o r e t h e [ 
w a s i s o l a t e d , h o w e v e r , a n o t h e r l a n g u a g e s p e c i a l i s t r e v i e w e d i t 
d u r i n g t h e n o r m a l p e r f o r m a n c e o f h i s d u t i e s . He d e e m e d t h e 

t o b e n o n - p e r t i n e n t i n i t s e n t i r e t y , a n d m a r k e d i t f o r 
d e l e t i o n . 

b l 
b2 
b7E 

b l 
b2 
b7E 

h2 
b7E 

I ] d i d n o t u p l o a d i n t o FBI s y s t e m s a n y i n f o r m a t i o n 
t h e n o n - a u t h o r i z e d c o l l e c t i o n p e r i o d . B e c a u s e 

o f t h i s i n c i d e n t , a n d a s a r e m e d i a l m e a s u r e , I | h a s l i m i t e d 
t o c e r t a i n A g e n t s t h e a b i l i t y t o a c t i v a t e t h e |_ 
a n d r e q u i r e s e a c h I 
who i n i t i a t e d ! 
s p e c i a l i s t s t o 

l l 
t o b e i d e n t i f i e d b y t h e A g e n t 

] a l s o r e q u i r e s l a n g u a g e 
o n a l l s e s s i o n s r e v i e w e d . 

] 

b2 
b7E 

OGC h a s r e f e r r e d t h i s m a t t e r t o t h e F B I ' s I n s p e c t i o n 
D i v i s i o n f o r a c t i o n d e e m e d a p p r o p r i a t e . (U) 
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I DIVISION 

IOB MATTER 2 0 0 5 - 1 3 2 (U) 
b7E 

T h e [ ] D i v i s i o n (T 
a n e r r o r i n c o n j u n c t i o n w i t h i t s o n g o i n g [ 

"b r e p o r t e d r e p o r t e d 

i n v e s t i g a t i o n o f Lga 
H i i n i t i a t e d " " ! " ! 1 

a U n i t e d S t a t e s P e r s o n . 
o f 2 

f o n I I w h i c h w a s s e t t o e x p i r e o n 
1 T h e T I w a s n e i t h e r e x t e n d e d n o r c o n v e r t e d t o a f | 

lr a s r e q u i r e d b y T h e A t t o r n e y G e n e r a l ' s G u i d e l i n e s 

b 
b 
b 

f o r FBI N a t i o n a l S e c u r i t y I n v e s t i g a t i o n s a n d F o r e i g n I n t e l l i g e n c e 
C o l l e c t i o n ( " N S I G " ) . p r i o r t o i t s e x p i r a t i o n o n [ 

______ / ^ C B e t w e e n e x p i r a t i o n o f t h e I I a n d f 
L i mrAgt - i r fa f IVA I 

T h e c a s e a g e n t w a s o u t o f h e r o f f i c e 
o n t w o s e p a r a t e t e m p o r a r y d e t a i l (TDY) a s s i g n m e n t s f r o m 
a p p r o x i m a t e l y I I u n t i l I I. Upon 
r e t u r n , t h e c a s e a g e n t l e a r n e d t h a t t h e I l h a d e x p i r e d on . 

I ~ l T h e c a s e a g e n t t h o u g h t t h a t t h e • h a d b e e n e x c e n a e 
h o w e v e r s h e h a d n o t s u b m i t t e d t h e p a p e r w o r k t o e f f e c t s u c h 
e x t e n s i o n . On I L t h e c a s e a g e n t r e q u e s t e d t h a t 
h e a d q u a r t e r s r e t r o a c t i v e l y e x t e n d t h e I f f r o m \ ' 

] a n d a g a i n f r o m I 

b2 
b7E 

"[ On f I p r i o r t o t h o s e e x t e n s i o n s b e i n g 
g r a n t e d , a d d i t i o n a l i n v e s t i g a t i v e a c t i v i t y w a s c o n d u c t e d ? 

] ~ t ö T 
t o 

y ^ K ' T h e f a i l u r e t o e i t h e r c o n v e r t o r e x t e n d t h i s • 
p r i o r t o e x p i r a t i o n o f t h e s i x m o n t h i n i t i a t i o n p e r i o d w a s 
c l e a r l y i n a d v e r t e n t . H o w e v e r , i n v e s t i g a t i v e a c t i v i t y c o n t i n u e d 
u n t i l I L m o r e t h a n f o u r m o n t h s a f t e r t h e 
e x p i r a t i o n o f t h e I [ a n d a d d i t i o n a l i n v e s t i g a t i v e a c t i v i t y 
o c c u r r e d o n I 1. B e c a u s e i n v e s t i g a t i v e a c t i v i t y 
c o n t i n u e d f o r a p e r i o d o f o v e r n i n e m o n t h s a f t e r t h e • h a d 
e x p i r e d , t h i s c a n n o t b e c o n s i d e r e d " d e m i n i m i s i n t i m e . " 

b2 
b7E 

F i n a l l y , t h e | | h a s n o t b e e n p r o p e r l y e x t e n d e d . b2 
I n d e e d , m o r e t h a n a n e n t i r e " " 3 I x m o n t h e x t e n s i o n p e r i o d h a d p a s s e d b7E 
b e f o r e e x t e n s i o n w a s s o u g h t . 

S E l S ^ T 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE , „ b2 

b7D 

(S) INTELLIGENCE 

IOB 

OVERSIGHT BOARD (IOB) 
I DIVISION 

MATTER 2 0 0 5 - 1 3 0 (U) 

MATTER 

T h e r ]) I D i v i s i o n 
_ J e r r o r i n e o n - i u n c t i o n w i t h i t a 

c o u n t e r t e r r o r i s m i n v e s t i g a t i o n o f 1 

a n 
o n g o i n g 

a U n i t e d S t a t e s p e r s o n . I n t h i s r e g a r d , 
r e p o r t e d t h a t o n t h e U n i t e d S t a t e s 

1 

|. Due t o t e c h n i c a l i s s u e s T 
I d i d n o t b e g i n s u r v e i l l a n c e u n t i l I "1. On 

~ ] a t a p p r o x i m a t e l y 4 : 5 0 p . m . SA | | b e g a n 
r e v i e w o f t h e i n f o r m a t i o n s e i z e d p u r s u a n t t o t h e I Is o r d e r . 
Upon r e v i e w o f t h e s e i z e d m a t e r i a l , SA I I r e a l i z e d t h a t t h e 
c o m m u n i c a t i o n s h a d b e e n s e i z e d f r o m ' a n u n a u t h o r i z e d e - m a i l 
a c c o u n t . SA I i m m e d i a t e l y s t o p p e d h i s r e v i e w a n d n o t i f i e d 
t h e c a s e a g e n t , SA I I a n d t e c h n i c a l l y t r a i n e d a g e n t SA 

I l who h a n d l e s l i a i s o n w i t h £ 
i n c l u d i n g d ' 
5 : 0 9 p . m . o n 

]. C o l l e c t i o n w a s c e a s e d a t a p p r o x i m a t e l y 

S A [ 1 d e t e r m i n e d t h a t 1 
• i n a d v e r t e n t l y m o n i t o r e d the [_ I r e s u l t i n g i n t h e 
s e i z u r e o f c o m m u n i c a t i o n s f r o m a n e - m a i l a d d r e s s o t h e r t h a n t h e 
o n e a u t h o r i z e d b y t h e I L I t s h o u l d b e n o t e d t h a t t h e o i ^ i a r . 
d i d n o t s p e c i f y s e i z u r e o f c o m m u n i c a t i o n s f r o m a s p e c i f i e d 

b u t r a t h e r f r o m a s p e c i f i e d e - m a i l a c c o u n t . [ 

b l 
b2 
b4 
b7 
b7 

t r a n s f e r r e d a l l i n t e r c e p t e d c o m m u n i c a t i o n s t o a CD w h i c h w a s 
f o r w a r d e d t o FBI H e a d q u a r t e r s f o r s e q u e s t r a t i o n w i t h . t h e 
No c o p i e s o f t h e i n t e r c e p t e d m a t e r i a l s h a v e b e e n m a i n t a i n e d b y 

I I-

(U) T h i s m a t t e r h a s b e e n r e p o r t e d t o t h e F B I ' s 
I n s p e c t i o n D i v i s i o n f o r a p p r o p r i a t e a c t i o n . 
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I IDIVISION 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)' 
IOB MATTER 2 0 0 5 - 1 2 6 (U) 

By e l e c t r o n i c c o m m u n i c a t i o n (EC) d a t e d M a r c h 2 , 2 0 0 5 , 
J F i e l d O f f i c e r e p o r t e d a p o s s i b l e IOB e r r o r i n 

"| i n v e s t i g a t i o n . 
F i e l d O f f i c e r e p o r t e d t h a t , o n I n t h i s r e g a r d , t h e [ 

t h e 
c o n j u n c t i o n w i t h ar i o n g o i n g 

\ D o c k e t Number T t h e 
I 

3 T h e r 

X On [ 
p r o v i d e d t h e FBI w i t h [ 

1 1 
e m a i l 

a n a £ 

(s> 

b e t w e e n [ _ _ , _ 
F i e l d O f f i c e o b t a i n e d a c c e s s t o a l l e m a i l d o c u m e n t s p r o v i d e d 

d o c u m e n t s 
1 

g a t e f 
T h e 

S h s . 
] t h r o u g h t h e 

n e x t , d a y , I 
I e m a i l d o c u m e n t s 

WSiíJíáñt t o FBIHQ, I 3 

c a s e A g e n t s e a r c n e d t n e Q 
a n d s u b m i t t e d a R e t u r n o n S e a r c h 

I 

•f leq p y 

c = r 

B e t w e e n a n d r 
A g e n t r e v i e w e d t h e e m a i l m e s s a g e s p r o v i d e d b y [ 

| | f . a s s A g e n t r e c e i v e d a t e l e p h o n e c a l l f r o m 
t h a t , 

On 

C a g e A g e n t i n f o r m e d 
t l i ë T 

i 

C a s e 

p r o v i d i n g i n f o r m a t i o n - i n v o l v i n g 
t h e I "1 o r d e r , r I h a d a l s o p r o v i d e d a 
d i d n o t i n v o l v e a n y o f t h e I \ " s p e c i f i e d e m a i l 
a d d r e s s e s / a c c o u n t s . C a s e A g e n t i n f o r m e d 
m e s s a g e s w e r e m i n i m i z e d i n I L 

t t o r n e y 
i n a d d i t i o n t o 

e m a i l a d d r e s s e s n a m e d i n 
n u m b e r o f m e s s a g e s t h a t 

t h a t t h e s e 

^ L a t e r on | 
C a s e A g e n t s t a t i n g t h a t [ 
b y t h e C o u r t , a n d r e a u e 
s u r v e i l l a n c e u n t i l | [ c o u l d a s c e r t a i n _ 
i t s s y s t e m i n a m a n n e r c o n s i s t e n t w i t h t h e a u t h o r i t y g r a n t e d b y 
t h e C o u r t . 

, s e n t a n e m a i l t o 
] h a d e x c e e d e d t h e a u t h o r i t y g r a n t e d 

s t e d t h a t C a s e A g e n t d i s c o n t i n u e t h e e m a i l 
t h a t [ h a d c o n f i g u r e d 

A d d i t i o n a l l y , 
r e c e i v e d m e s s a g e o n 
C a s e A g e n t r e c e i v e d a n i r o m | i 

b l 
h 2 
b6 
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s j sbsqs t 
i n s t r u c t i n g C a s e A g e n t t o t e r m i n a t e t h e s u r v e i l l a n c e i m m e d i a t e l y , 
c o o r d i n a t e w i t h | \ t o f i x t h e p r o b l e m , a n d p r o v i d j " | r i t h 
t h e i n a p p r o p r i a t e l y c a p t u r e d m a t e r i a l f o r s e q u e s t r a t i o n . As s o o n 
a s C a s e A g e n t r e c e i v e d t h e e m a i l m e s s a g e s , h e d i s c o n t i n u e d 
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b7C 
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b l 
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s u r v e i l l a n c e o f t h e e l e c t r o n i c d a t a p r o v i d e d b y Q ] 
b4 
b7D 

X O v e r t h e f o l l o w i n g t w o d a y s , C a s e A g e n t d e v e l o p e d a 
l i s t , o f à l l fimail m p s s a g s s r e c e i v e d b e t w e e n I I anH 

I J t h a t w e r e i m p r o p e r l y c a p t u r e d . On 
i h i l e c o m p i l i n g t h i s l i s t , i t o c c u r r e d t o C a s e A g e n t t h a t 
3 i n s t r u c t i o n s t o " t e r m i n a t e s u r v e i l l a n c e " e x t e n d e d b e y o n d 

C a s e A g e n t ' s p e r s o n a l d i s c o n t i n u a n c e o f v i e w i n g t h e n e w l y 
c a p t u r e d e m a i l d o c u m e n t s i n l "I A c c o r d i n g l y . C a s e A g e n t 
r e q u e s t e d t h a t t h e f l o w o f e m a i l t r a f f i c f o r m | | t o | 1 b e 
d i s c o n t i n u e d . On I L t h e e m a i l t r a f f i c f r o m I 
t o | " |was d i s c o n t i n u e d r*<ao angn t - <-H|H n o t ; r e v i e w a n y o f t h 
e m a i l m e s s a g e s b e t w e e n 

Ld n o t _ 
J a n d L I 

On 
t h e FBI b e g a n p u r g i n g t n e |_ 

a t t h e d i r e c t i o n o f C a s e A g e n t , 
] o f a l l i n a d v e r t e n t l y 

c a p t u r e d e m a i l s a r id m o v i n g s u c h i n f o r m a t i o n t o a n o p t i c a l d i s k 
f o r s e q u e s t r a t i o n w i t h t h e C o u r t . A l l m e s s a g e s t h a t w e r e 
n n r e l a t a r i t n e m a i l a r i r i r s s a s i» - ! I 

l w e r e n e i t n e r l o g g e d , i n d e x e d , r e f e r e n c e d , 
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m o v e d t o a n o p t i c a l d i s k . Tf nn[ . d o n e a l r e a d y , , s u c h d i s k w i l l b e 

] t o b e p r o v i d e d f o r e v e n t u a l p r o v i d e d t o Q 
d e s t r u c t i o n . 

H e r e , a n u n a u t h o r i z e d [_ 
c o n d u c t e d . As a c o n s e q u e n c e o f a n e r r o r o n t h e p a r t o f 
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l 
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t o t h e IOB b e c a u s e t h e s u r v e i l l a n c e w a s n o t a u t h o r i z e d u n d e r t h e 
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