7 '
' e %

DECLASSIFIED BY 65179\DMH\PLJ\sdb M
ON, 06-28-2010

October 27, 2004

Genexal Brent Scowcroft (USAF Retirxed)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Deaxr General Scowcroft:

This letter forwards for your information a self-explanatory

enclosure entitled, "Intelligence QOversight Board (IOB) Matter,
IOB 2004-83." (U)

.

The enclosure sets forth details of investigative activity:
which the FBI has determined may have been contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Countexintelligence Investigations and/ox
laws, Executive Ordexs, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
invegtigations. (U)
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral brmefzng will be
arranged for you at your convenience.

Sincerely,

Julie Thomas
Deputy General Counsel

Enclosure

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Bakexr
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150 .
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FEASON: 1.4 [c. d) ? HEREIN I$ UNCLASSIFIED EXCEPT
DECLASSIFY ON: 06-28-2035 s%']‘ WHERE SHOWN OTHERWISE

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
10B 2004-83 (U)
18y
X33 The FBI received Qﬁihbﬁiation..ﬁo — |
[on |fod 1|
(§) 'I [This authority included renewal |
(3] “Information conceming L [was verified by th Joffice of the
(§) -~ ~FBI before the renewal application was submitted.
an FBI translator became concerned that she | | On
e same translator noticed that fand notified the
case agent. After an internal check to determine whether the technical equj vorking
properly, the FBI discontinued coverage On
(8) vas no longer assigned to the target | |
KThel bffice records all i in this
(S) - casef during a given time period
_ | Once recorded] cannot be deleted.
- Th office therefore recorded and retained a second disk including | ther
{8} - than those to or from| Hhe original disk was forwarded to the Department of
Justice's Office of Intelligence Policy and Review for appropriate disposition. The FBI has taken
(§) - stepsto delete all recorded material and summaries conceminéthat were obtained

after ffrom its systems and databases.

(U) Title 18, United States Code, Section 2511, prohibits the interception of wire
communications except as authorized in chapter 119 of Title 18. However, Section 2511(¢)
permits "an officer, employee, or agent of the United States in the normal course of his official
duty to conduct electronic surveillance, as defined in section 101 of the Foreign Intelligence
Surveillance Act of 1978 [FISA), as authorized by that Act." In this case, a valid order existed
but it was predicated on information concerning the identity] that was no longer
accurate at the time of the surveillance. Thus, the interception of communications that occurred
after the| Iwas contrary to 18 USC 2511. The matter is therefore reportable to
the Intelligence Oversight Board under the terms of Executive Order 12863. In addition, it has
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been referred to the FBI's Office of Professional Responsibility for any action that is deemed
appropriate.

S}Q?ET . Hofmann-I0B-308
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DECLASSIFIED BY 65179\DMH\PLJ\sdb
0N D6-28-2010

BY COURIER b

November 10, 2004

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Ovexrsight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503 : '

Dear General Scowcroft:

This letter forwards for your information a self-explanatory
enclosure entitled, "Intelligence Oversight Board (IOB) Matter,
IOB 2004-90." (U) '

The enclosure sets forth details of investigative activity
which the FBI has determined may have been contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

1 - Ms. Thomas
1 - Mr.
1 - Mr.

Deri rOom:
D Yy oni X28=
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Generxral Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

Enclosure

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Hofmann-I0OB-310




DATE: 06-28-2010 . ALL INFORMATION CONTAINED

CLASSIFIED BY 65179\DMH\PLJ\sdb HEREIN IS UNCLASSIFIED EXCEPT
,  REASON: 1.4 (c,d) o RE SHOWN OTHERVISE
L pECLASSTFY on: 06-20{f
SE T
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
(s - I0B 2004-90 (U)
""‘X’I‘he FBI received authorization from| b2

g | ] -

Uy - t.l}?esiecondary order was served on{ = [hereinafter, 11; é
used its own equtpment to comply with this order. The FBI received access to the data from 230
iqd The FBI had no other b7E
~accessto] fand could retrieve only the data that wag| |
(5] | [by] |engineers in response to the secondary order.
R )S(Thc data consisted of] | el
: \(76 Fro the FBI received data from fgi
| "__collection that appeared to pertain to an account other than the one designated in the b7D
secondary order. Analysis of the data by the FBI revealedl |that B7E
was inconsistent with data previously obtained from| [for this account._ After consulting
at length with |by telephone and e-mail, the FBI determined that |:had
erroneously provided information from an unrelated account.
(S) o The FBI did not open any investigations or index any names on the basis of the b2
data received aﬁerl | The FBI has permanently removed the erroneously -+ b4
collected data from its computer systems and its electronic surveillance storage facility. A copy }j;g
of the material in question has been sent to the Office of Intelligence Policy and Review for -
appropriate disposition. The FBI has not retained any other copies of this material.
B

- }Q‘;The interception of g]ggtmn1 ¢ communications in this case resulted from an error on
the p nevertheless, the mterceptlon was unauthorized and thus
contrary to Title 18, United States Code, Section 2511. The matter is therefore reportable to the
Intelligence Oversight Board under the terms of Executive Order 12863. In addition, it has been

referred to the FBI's Office of Professional Responsibility for any action deemed appropriate.

sr.}xig'r
Denv T G-3
assify on:
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SE T ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

‘ OIE SHOUN OTHERWISE y

7 U.S. Department of Justice "
Federal Bureau of Investigation
Washington, D, C. 20535-0001 ’

. DATE: 06-28-2010
CLA3SSIFIED BY 65179\DMH\PLJ\zdb .

October 28, 2004 REASON: 1.4 (c,d)

DECLASSIFY CN: 06-28-2035

Mr. James A. Baker

Counsel for Intelligence Policy

Office of Intelligence Policy and Review .
U.S. Department of Justice, Room 6150

950 Pennsylvania Avenue, NW

Washington, D.C. 20530

bl
intelliigence Oversight Boarad Matter 2004-90
Dear Mr. Baker:
b2
(II]_Wwvuwwwm Enclosed for notification to| | bB7E
Iif
appropriate, are five envelopes containing electronic media on
which are recorded information exroneously provided to the FBI in
connection with the above referenced surveillance. The
circumstances under which this information came into the
possession of the FBI are described below.
:?éi The FBI received authorization from| bl

| n| to b2

(g [ o — o

i b7E
secondary oxder was served on|

IOB Library

1 _ » b6
1 - Mr. Z - 278-HQ-C1229736-VIO ~{g(| ~— b7C
1 - MI‘- 7 .
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| Thus, the FBI's
analysi cused on|
|rather than on its content.
(U]“MWW”W““W;)8(; |used its own equipment to conlx_ﬂi;h_;his Ei
ordex. he FBI received access to the data from via an bID
. The b7E
FBI had no othexr access to l]and could
r iev he data that was placed| |
[ hnd iengineers in response to the
secondary oxder.

(8} Ng From | | the FBI b2
receif data fxom| [collection that appeared to b4
pertaln to an account other than the one designated in the b7D
seco alysis of the data by the FBI revealed[:::::] b7E

inconsistent with data
previously obtained from| for this account. After
consulting at length withl | by telephone and e-mail, the
FBI determined that had erroneously provzded
information from an unrelated account.

m o ~~§}S(: The FBI did not open any investigations or index an
names” on the basis of the[:ig::::f:ldata received after | ﬁ?a
The FBI has permanently removed -
ata fxom its computer systems and its '

storage facility. The only copy of this informaction 1S on the
electronic media that are enclosed herewith. The matter has been

Hofmann-I0B-313
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répbitgd to the Intelligence Oversight Beoard and to the FBI's
Office of Professional Responsibility for any action deemed

appropriate.

Sincerely,

Julie F. Thomas )
Deputy General Counsel

Enclosure:

Five sealed ernvelopes

Hofmann-IOB-314




DECLASSIFIED BY GSl?Q\DI'II'I\P[:J\.Sdb :

ON 06-28-2010 December 20, 2004

BY COURIER

3

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft: .
This letter forwards for your information a self-

explanatory enclosure entitled “Intelligence Oversight Board
(IOB) Matter Dlvmszon, IOB Matter 2004-75." (U)

The enclosure sets forth details of investigative
actzvzty which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Ordexs, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclos(re
-1 - Mr. Szady
1 - Mr. Curran : iy
1 ~ Uc )
' 278-80-C1229736-vi0- (h A

M‘D“‘m
CliefofSAIT <.
Off, of Gen, .

Asst, m'gm
Admin, Serg_____
ML Vi e
as

Info. Res,

Natioral Sec.,__ o ’ :EEERSE:: '

O ol P Hofmann-IOB-315
&Cong Affs.
TrNg e
Oft.ofEEOA .
Dirccto’s Offce __, 4 .
MAIL ROOM O M
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General Brent Scowcroft (USAF' Retired)

1,

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will) be arranged for you at your convenience. (U)

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General .
U.S. Department of Justice
Room 5111

1 - Mr, James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room €150

, Cimn Ihspect Tk
APPROVED: cos ™ oo, ——= otulti

— . fnnce______ NaL‘onzlSWﬁ Aftas
Director._ Gea.Sounsel MR Jif. of Public &
Depuly Divector, Into. Res Personned Cong Affs e
- 2 - B
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DATE: 06-28-2010

CLASSIFIED BY 6S179\DMH\PLJ\sdb
REASON: 1.4 (c,d)

DECLASSIFY ON: 06-28-2035

ALL INFO CONTAINED

HEREIN IS SIFIED EXCEPT

WHERE SHOUN 0 RWISE
sk7ég'r

INTELLIGENCE OVERSIGHT BOARD (I0OB) MATTER

DIVISION

()

I0B MATTER 2004-75 (U)

. Thel

|pivision | | of

the Federal Bureau of Investigation ("EBI") has reportTd
i sl il : i i i ok ith its

s

| In this reqard,|

Ireported that, on]|

|authorized|

(8)

| That authorization

expired on

The

[until |

Office of Intelligence
Policy and Review ({OIPR) informed FBI that,] |

- |[were to cease when the subject left

the country.

(U

Order

authorization expired on
intercepts were to cease when

;}85: The FBI knew that the

owever, only stated that
and did not indicate that

subject of thel
on |

in the system, and that

|notified FBI techni : 3

at

rggl;gg;;g? was to cease I
was informed that the expiration date had been changed

would stop at the

appropriate time.

Indeed, collection |

did stop

at |

| Believing that all collection,

| would stop at

the new expiration date

and time, | |did not inform
of the new expiration date and time.

] _kontacted the legal

(U)o ;rs( on |
department at[

l of | e-mail

accounts being intercepted, and informed
interceptions must cease at

{that

disk from D

| | for|

ﬁrom| |

SEQRET
‘Hofmann-I0B-317
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b2

]subsequently leaxned.:ha&__1 ba
[for th had b7D
been notified of the earlier | [shut down date and b7E
time, and therefore,| lcontinued to| |

pursuant to the original

orders. | received compact discs containing the
information obtalned after| and passed
it to FBI OGC without accessing or using the information in any
way.
o b2
e \w‘ Oon I |;ea‘r’ned that ll;il'D
[ 7 lcontinued to provide FBI witm|_£ |for BTE
until the|
date listed in the| [Order. | | did not| |

| |for| |the accounts, though.

(U) This matter has been reported to the FBI's Office
of Professional Responsibility for appropriate action.

SECHET ,
Hofmann-10B-318




DECLASSIFIED BY 65I79\DMH\PLJ\=zdb
ON 06-28-2010 ’

January 7, 2005
BY COURIER
General Brent Scowcroft (USAF Ret;red)
Chairman
Intelligence 0ver31ght Board
New Executive Office Building
Washington, D.C.
Dear General Scowcroft:
This letter forwards for your information a self-
explanatory e ure entitled “Intelligence Oversight Board
{IOB) Matter, IOB Matter 2004-57." (U)

The enclosure sets forth details of investigative

’

activity which the FBI has determined was conducted contrary to-

the Attorney General Guidelines for FBI National Security

Investigations and Foreign Intelligence Collection and/or -laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorism
investigations. (U)

Enclosure
1 - Mr. Szady

1l - Ms._Thomas
1l - 882

- OPR "y
@- 278-HQ-C1229736-vI0-AgHD

‘ %m-lOB-HQ

MALROOM O |

b2

b7E

bo
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DATE: 06-28-2010
CLASSIFIED BY 65179\DMH\PLJ}
REASON: 1.4 ic)

DECLA‘SS.II"Y ON: 06-28-2035 SEE#‘\ :

(5):

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
- ) T SHOWN OTHERWISE

: ] o ' b2
INTELLIGENC \ HT BOARD (IOB) MATTER b7D
""" DIVISION
IOB MATTER 2004-57 (U)
The[::::::]Division [ - of the Federal Bureau of bl
Investigation ("FBI") has repoirte £, owing to an error in b2
: I b&
conducted | lof| : | E;g
i [ no longer belonginq to the target. 1In
th:.s regard; - thel — ]

: renewed authorization for [ [of| |

a Non-United States person ~—On of Sboutl. |
translator discovered that the electronic comnn_:.catidrié‘"“‘of |
contained communications of an unidentified third party. All
calls were fully minimized and no logs were created. Coverage of

ﬁ:;e(th,i;rd party communications were immediately discontinued.

Although this error may not be directly attributable
to conduct on the part of FBI personnel, the unauthorized
surveillance is nevertheless a reportable matter under Section
2.2 of Executive Oxder 12863. (U)

Hofmann-10B-320
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DECLASSIFIED BY 65179 DMH\PLJ\3db
ON D06-28-2010

January 4, 2005

General Brent Scowcroft (USAF Retired)
Chairman Intelligence Oversight Board

~ New Executive Office Bulld;ng
Washington, D.C.

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board
(I0B), Matter 2004-96." (V)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterlntelllgence and international terrorism
investigations. (U)

Enclosure

Mr. Szad '
sac¢
Ms. Thomas
e —
OPR

278-H0-C1229736-vio— (0 5 5

@s-u—n—n—u—a
1

G'm' hv’—-—-n De B :
g ’ D sify on:

Natcea See, ' ::SEgngE:%
ogpo’:m‘"'_ ‘Hofmann-I0OB-321
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

2 - Mr. James A. Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

PPROVED: o o G0

e - ’e
m m "‘. b "ea
mm m e L S, Varsaty memuss
Deri G-3
sify onTX:

;o: fmann-10B-322
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ALL INFORMATION CONTAINED

IN IS UNCLASSIFIED EXCEPT

DATE: 06-28-2010 ‘ SHOUN OTHERWISE

CLASSIFIED BY 65179\DMH\PLJ\ w

REASONJ?1.4 (cf ° yg,) ’
SE

DEC;,;%SIFY ON: 06-28-2035

of this inadvertenterrorby the FBI obtained information that it was not
authorized to obtain under the Foreign Intelligence Surveillance Act or Executive Order 12333.
Although the information has not been used or entered into any case file, because the information
was not authorized to be collected, thls matter is being reported to the Intelligence Oversight

Board.
APPROVED:  j S Sl (o0 it
Cata o, AmTVie OFCN ..
Dirocior Cryacros Xty Seh, oA
[ S ;- L0200, T

Hofmann-IOB-323

b2
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E
(U, [ Ppivision
: IOB MATTER 2004-96 (U)
The ivision of the Federal Bureau estigation has reported a EZ:B
period of unauthorized collection o '
whom] fhad only authorized
(81 |
g bl
181 onl khd_Jauthorized| ] b2
. [aU.s. rgmn_b_digx@l E b7C
The] __later authorized hUS. bTE
person believed u{ R o1] |
{8) R ? s Jlangua es ecialist _workmg o:I case heard, o and bl
(8] again o ~ - Kliscussions in a lang; mined to be b2
|~ - |the contents of which were determined not to relaté t language b4
specialist determined on [that a total of ealls in vere :*;7’2
{g} erroneously receivedon between| |
e determined that the - kalls 4
(a1 | 8 - | had been captured because of an error by| [Rather than -~ (8}
“._restrictin 1tselm e n -
mistakenly | ot land sent it t :
(8 L This unauthorized eof Mas immediately stopped
o Tonce |t became clear what had occurred.
{8y Altogether, three FBI employees heard : th 5
]anguagc speclahst the Spécial Agent assngned 1 ase, and another 1 specialist b4
{§) - consulted to assist in determining the source anguagé calls o elivery b7D
number. No documents or récordings o ere made a $ a consequence b7E
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DECLASSIFIED BY 65175/DMH/PLJ/adb
ON 06-30-2010

February 16, 2005

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
enclosure entitled “Intelligence Oversight Board (IOB) Matter,
Division, 2005-04."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - Ms. Thomag
1 - Ms.
1l - Ms.
£D- 278-HQ-C1229736-vio— (0/] D

Dea SIFIED ENCLOS
Chlef of Steff_____

e /@ onijes
e ;. G-3

Info. Res. D i : Februa 0

h‘;?gn——a. o — M Hofmann-IOB-324
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Inteiligence Policy and Review
U.S. Department of Justice
Room 6150

-2 -
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DECLAQSI;IED BY 65179/DMH/PLJ/sdb
ON 7-01-2010 .

B

b2
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E
ﬁi_h)rvmlou
2005-04 (U)
Investigati i i " a
ol 9 b2
b7D
b7E

_J In when | | began reviewing the
ion, iscovered that it had received
on e covered account, which is considered

content J immediately contacted FBI Headquarters and the

| and requested that

|be_advised of the overshare of information not

covered by thel | The FBI also advised the Department
of Justice Office of Intelligence Policy and Review (QIRBLQﬁTthe
overshare. On or around, | _ 1 notified of
its error. As of] ], no further content information
was received from the coverage of the email account. The data
from thé overshare was sequestered as of| | and

removed from all FBI systems. The seguestered data was provided
to OIPR on or arqQun so that it could be
forwarded to the or destruction. ' This matter has been

referred to the FBI's Inspection Division for action deemed
appropriate g

.e. .‘-
De ; on: February 1%

T

Hofmann-IOB-326




e e

DECLASSIFIED BY 65179/DMH/PLJ/sdb D
0N 06-30-2010
February 14, 2005
General Brent Scowcroft (USAF Retired)
Chairman Intelligence Oversight Board
New Executive Office Building
Washington, D.C.
Dear General Scowcroft:
This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board
(I0B), Matter 2003-05." (U)
The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)
Enclosure v
1 - SAc|_ b1c
1 - Ms. Thomas UNC biD
1 - Mr. DETACHED
~ Ms. CLA ED ENCL
278-AQ-C1229736-vI0 — (3195 .
]
Dep. Dir.
Clief of Staff
" Of.ofGen.
Counsel
Assl, Dirs
Admin. Ser,
Clinu."lnv.r Dert . -3
o @ssify on:
Info. Res.
Lab,
s — MH
O of ol ofmann-I0B-327
&Cong Affs. __ : :
Training
OfF. of EEOA
Director’s Office ____ FBUDOS

MAIL ROCM O




)
¢ _

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
~Room 5111

2 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

P ~1105

[
APPROVED; &gt Tlln_

*inancz Maional Sm Affairs R
Director _.Gen. Counsel IR,

Off, of Public &.

Deputy Director____info.Res____ Personngl_ Cong. Affs,

sify on?
2.
Hofmann-IOB-328




DATE: 06-30-2010
CLASSIFIED BY 65175/DMH/PLJ/3db
REASON: 1.4 (c)

-\
NECLASSIFY ON: 06-30-2035 NFORMATION CONTAINED
- IN IS UNCLASSIFIED EXCEPT
‘ SHOWN OTHERWISE

T S%ET . | b2
b7E

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
IVISION
IOB MATTER 2003-05 (U)

b2
X The Iivision |of the Federal Burean of Investigation has b7

reported a possible violation in conjunction with | | 18)
On| |th |Division opened a | | 11; 1

a presumed “United States person” as that term is used in the March 8, 1999 Attorney e

_ General Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence b7C
MMMW | b7E
(8 | The initial 120-day

(§) was set to expire on| [ It was assigned to Special Agent (SA) |
Who is employed by the] - d is assigned to
| [ Supervisory Special Agent (SSA] |
was assigned tol lon| | She has supervisory responsibility for| |

(@)

" b2

28{ Od [SA kent an electrani munication (EC) to SSA b

W [_toexendte] Jntd Jcase. SSAi nitialed the EC, and routed ~ £.¢
L ... itto the Acting Special Agent in Charge for approval.

‘>a<o:i "~ kafter the expiration of the initial b2

b7C
b7BE )

[This activity occurred after the initial 120-day] _[expired.

(U)o |
o On| IFile Supervisor Tlocated the case file and the 5
|EC on a shelf at the squad's Information Management Assjstant station. She b7¢C
immediately forwarded the file and EC to SSA| | Thereafter, the{ _|was officially b7E
(U) ..  extended on| |
M As a consequence of this overrun,) investigative activity that occurred b2
after was not authorized under the 1999 AG Guidelines. In furtherance of b7E
section2.4 0 63, this matter is being reported to the Intelligence Oversight Board. :
502
APPRQVED Crim. Inv________ nspection a!} ng
CIS______ Labordtory Jff. of EEQ
Finance, Haticnal Se@ Afiairs
Director__________Gen. Counsel x| Off. of Public &
Deputy Director, Info, Res, Personnel Cong. Affs._______
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DECLA®SIFIED BY 65179/DMH/PLJ/=db
ON 06-30-2010

FPebruary 25, 2005

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, NW
Washington, D.C. 20503

Dear General Scowcroft:
This letter forwards for your information a self-

explanatory enclosure, entitled “Intelligence Oversight Board
(IOB) Matter, ﬁivision, 2004-55."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has alsoc béen referred to our Office
of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)

Enclosure

S

1l - Mr. Hulon

1 - Ms. ON FIE
Cretotsaf — ~ Mr. DETH

gii?u - Inspection Division

e 215~ 8@ ~ClAR9136— Vi~ 08"
[Yiag rom =

%ﬁa::::: D y onr

National Se. ____ SEGRET
OPR_______ Hofmann-10B-330
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General Brent Scowcroft (USAF Retired)

L d

CLASSIFIED ENCLOSURE

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Ms. Charlene B. Thornton
Inspection Division
Federal Bureau of Investigation
JEH Building Room 7825

1- Mr. James Baker

Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

APPRQUEB:SWRWL_____quMR Training

:Jls___,__ Laboratory_____ 9, of £EO
fRACa___ _ __ MationalSec. Affairs

Director_________ Gen, Counsel _____ o . of Public &

Deputy Director____|nfo, Res______ Perssnnel Cong, Affs,
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DATE: 06-30-2010
CLASSIFIED BY 65179/DMH/PLJ/3
REASON: 1.4 {c)
DECLASSIFY Uy: 06-30-2035
/

FORMATION CONTAINED
I5 UNCLASSIFIED EXCEPT
SHOWN OTHERWISE

s%m

_— ' D2
INTELLIGENC HT BOARD (I0B) MATTER B7E
DIVISION
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) (U)
2004~ 55

Investlgatlon of this IOB matter has revealed that the gé

] 1 o

bé
b7C
D7D
|subseguently authorized b7E

Lafl

pm E.S.T.
is serviced b
: d

that th

e ar | was

X

Due to an
(U art of FBI

a
n

i ative and technical error on the b2
| la di | b4

was- temporerroneously reactivated after the b7D

expiration of the

uthorlzatlon.[:;:::::]was immediately b7E
notified of the error and preliminary steps were taken by FBI
personnel to sequester the unauthorlzed """ data.

A copy of this submission to the IOB has been provided
to the FBI's Executive Assistant Director for Counterterrorlsm/

Counterintelligence.

(U)

Derive
assify on:

. Cimov__ Inspection_______ Training______
APP RGV . ;ns_____ Laboratory Jif. of EEQ
) inance______ .J.nnna!Sec Affai
Darector. —Gen. Sounsel m :lﬁ.ac;?W
Deputy Director____|nfo, Res_ Personnel___ Cong. Alfs,
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DECLASSIFIED BY 65179/DMH/PLJ/sdb

0N 06-30-2010

March 1, 2005

BY COURIER

General Brent Scowcroft (USAF Retired) .
Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

This letter forwards for your information a self-

explanatory e entitled “Intelligence Oversight Board
(IOB) Matter, Division, IOB Matter 2004-60." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - AD Szady
1 - DGC Thomas

.
> ) 278-HQ-C1229736-vIO- (89O

Dep. Dir.

Chief of Stoff’

Off. of Gen.

Counsel

Asst, Dir:
Admin, Ser.
Crim.. Inv. . .
as from
Info, Res.
Lab.
National Sec.
OPR

OfF. of Public Hofmann-I0OB-333
& Cong. Aflls,

Training
Off. of EEOA
Director’s Office
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General Brent Scowcroft (USAF Retired) '

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

APPB%“ . Ciim.iny, [nspection &... Training.
o« SiS_____ laborste _ Jif.otEEQ -
Financa_____ Natienal Affairs
Director __Gan. Sounsel am . of Public &
Deputy Director Info. Res. __ Personnel___ Cong. Affs
-2 -
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DATE: 06r30-2010 vz 15 (@SSTrIED ExCERT
CLASSIFIED BY 65179/DMH/PLI/s ‘

REAZ0N: 1.4 (c) : WHERE SHO %
DECLASSIFY ON: 06-30-2035 SB " )

(8)-.

INTELLIGENCE OVERSTIGHT BOARD (IOB) MATTER
CITY DIVISION
IOB MATTER 2004-60 (U)

Thel | Division (| of
the Federal Bureau o nvestigacion ("EBI") has reported that it

l]and received the results of the NSIL, [

grapnica TOTL L was issued for| |
that is neither relevant to an
uthorized investigation to protect against international
terrorism or clandestine intelligence activities, nor that is
related to the subject of a national security investigation.

(Uj““W“W”“W“”““““;;%§::Issuance of this NSL was not authorized by law,
since 18 U.8.C. 2709 only authorizes the FBI to seek relevant

records from a wire or electronic communication service provider
when those records "are relevant to an authorized investigation
to protect against international terrorism or clandestine
intelligence activities."™ 1In addition issuance of this NSL was
uthorized by the Attorney General's Guidelines since Section

[fff:jof the Attorney General's Guidelines authorizes use of NSLs
only in conformity with 18 U.S.C. 2709, and when the telephone
records are sought as part of | |

L I

(U) This matter has been reported to the FBI's
Inspection Division for appropriate action.

Deri rom -3

De ify on: 1
ﬂPPRWE' Crim. Inv, Inspection Tralning

ide GIS________ laborato Jif. of EEQ
) Finance______ Kalion Alfairs
Director_______Gen. Counsel PR__1 4 Jit. of Public &
Deputy Director____jnfo. Res, Personnel Cong. Affs.
SE T
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DECLASSIFIED BY 65179/DMH/PLJ/3db b2
0N 06-30-2010 b7TE

March 1, 2005

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, NW

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure, entitled “Intelligence Oversight Board
(IOB) Matter,[ __ |Division, 2004-08."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

. FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office
of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)

Enclosure
1 - Mr.
1 - Mr. Hulon be
1l - Ms. b7C
g&;ﬁs:ﬂ‘ o ggf.{ GQZ- CLA
o ) - VI~
G -~
Comel _ ). 278~ HQ Q12241306
Admin. Ser.
Crim., [uv.
gﬁ“ ¥y om~_X1
Info. Res.
Lab. —
National Sec. M
OPR — g R
OFF. of Public ofmann-10B-336
& Cong. Affs,
Training
OFf. of EEOA____
Director’s Office ___ .
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require o
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U}

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzalez
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. H, Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

1- Mr. James Baker

Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

APPROVE ; gj:g”w Inspection_ Training

P 'Ll:;tlwra;]osry @ Jff. of EEQ
. e Nalion Adfairs
Do Ger e e O.of Public&

A i N
Deputy Direclor____Into. fiss Cerammel Cong. Affs._____
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CLASSIFIERR BY 65179/DMH/PLJ/3db

REASON; ‘1.4 {c) .
DECLASSIFY ON: 06-30-2035

¢

. SEC ALL INFORMATION CONTAINED
HEREIN IS UNCLAS3IFIED EXCEPT

(8) WHERE SHOWN OTHERWISE
INTELLIGENC GHT BOARD (ICB) MATTER
DIVISION
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)(U)
2004-08
Investl ation of this IOB matter has revealed that on
| . | th ision initiated a
| - a United States person. Due to
administrative error, | |faiIed to forward the 90 day LHM,
due on 0 the National Security Law Branch

(NSLB), OGC, for submission to the Office of Intelligence Policy
and Review (OIPR), Department of Justice (DOJ), as regujred by

the FCIG. This error was not noted until when the

| | forwarded
€ annua 0 . S a resa 0 e er 7 PR was not

advised of the status of the ongoing investigation for
approximately one year.

A copy of this submission to the IOB has been provided
to the FBI's Executive Assistant Director for
Counterterrorism/Counterintelligence and to the Office of
Professional Responsibility for action as deemed appropriate.

(U)

i fr =
s1fy

SE‘%

APPRO‘!ED: gr'ilg nv, Inspection Training,

@ Laboratory Off. of EEQ
“Finance_______ National Se@mﬂts IS
Director _____ @en, Sounsel PR - 3. of Publle &

OeputyDireclor___Info.Res_____ Personnel Cong. Affs
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March 1, 2005

DECLASSIFIED BY 65179/DME/PLJ/sdb BY COURIER
ON 06-30-2010

Dep.Die.
Chief of Staff
Off. of Gen.
Counsel
Asst. Dir:
Adniin. Ser.
Crim.. tnv.
s
Finance
Infa. Res.

National Sec.
OPR

OfF. of Public
& Cong. Afs,

Off.of EECA _______
Director’s Office

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, NW -

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure, entitled “Intelligence Oversight
Board (IOB) Matter 2004-21."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.

(U)
Enclosure

- MS. |
278-HQ-C1229736-VIO — (0 GY

SIFIED WHEN

Derive T G-3
De ify on:? =1

m-lofmann-IOB-BQ
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F; Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James Baker .
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

. orm.lav, Inspection . Training
ﬂPPR@VED. SIS, Laboratory, Jif. of EEO
Finance______ National§ Affairs, i
Director, __Gen, Counsel IR 3, of Public &
Depuy Director Info. Res. Personnel Cong. Affs.___— .

St _
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DATE: 06-30-2010
CLASSIFIED BY 65175/DMH/PLJ/adb . ALL INFORMATION CONTAINED
REASON: 1.4 i{c) S UNCLASSIFIED EXCEPT

HE
DECLASSIFY “ON: 06-30-2035 . WHE WN OTHERWISE
T @ o
S%ET . :
‘ INTELIIIQENQE QVERSIGHT BOARD (IOB) MATTER DIE
DIVISION

'"FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)
IOB MATTER 2004-21 (U)

bl

>>< By electronic communication (EC) dated February 11, b2
2004, 'the| Division reported a possible IOB b7E
error in conjunction with]|

In this regard, the IDivision
Teporte a |
bl
5] oS
b7E
| —| bl
- b2
(8) b7E
| Thus, in

accordance with the reporting requirements of Section 2.4 of E.O.
12863, this mistake must be reported to the IOB.

F Or—pX¥@Brt /[ Training
LaboratonE e i, of EEQ
Natonat bl 7 itars
Dicector. Gen. Counsel MR 1. of Public &
{Jeputy{}lre«:tor__sﬁﬁsl . Personnel Cong. AffS_ e
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DECLASSIFIED BY 65173/DMH/PLJ/3db
ON 06-30-2010

February 14, 2005

General Brent Scowcroft (USAF Retired)
Chairman Intelligence Oversight Board
New Executive Office Building
Washington; D.C.

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board
(IOB), Matter 2004-18." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - Mr. Szady

1 - SAC| |
1 - Ms. Thomas
1 - Mr.

- Ms. A
C@- 278-AO=CTZ2o736-v10~ o Tle

Dep. Dir.

Chief of Staff

Off. of Gen,

Counsel

Asst, Dir:
Admin. Ser.

Crith. lnv. Dernv —G-3
Cis

Fname assify on:
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OPR K _
O of Public Hofmann-I0OB-342
& Cong. Affs,
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Off. of EEOA
Director's Office ___
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Should you or any member of your staff require

additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U}

Very truly yours,

Julie F. Thomas
Deputy General Counsel

1l - The Honorable Alberto R. Gonzales
Attorney General

U.S. Department of Justice
Room 5111

2 - Mr. James A. Baker

Counsel, Office of Intelligence Pollcy and Review
U.S. Department of Justice

Room 6150
vEB, Crim. Inv, Inspection £ Training
AFPR@ woolS___ Labo:alm Jff. of EEQ
Finance______"_ Nationgt Bk )L/ _ Aairs
Director________Gen. Counse| PR _ Jff. of Public &
Deputy Director_____Info. Res. Personnel _______ Cong.Atfs_______
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DATE: 06-30-2010
CLASSIFIED BY 65179/DMH/PLJ/sdb

REASON: l.4 (c)
DECLASgIF\’ ON: 06-30-2035

(T
{31

SE}@T

ALL INFORMATION CONTAINED
HEREIN I3 I ASSIFIED EXCEPT

' SHO RUISE

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER

-

[DIVISION

I0B MATTER 2004-18 (U)

By electronic communication (EC) dated January 23, 2004, the| |Field

Office reported a possible IOB error in conjunction with a prioy
" The following facts are derived from the January 23, 2004 EC.

ivisi

| orf |

a “United States person” as that term is

ines) initiated the

used in the March 8 1999 Attorney General Gmdelmes for FBI Foreﬁn Intelhfence Collection

| The initial 120-day as set

to expire on| |

investigation, became aware of the fact that th

lttie case agent; who had been reassigned to thg

d expired. However, no investigative

Due to circumstances surrounding

closed orl |

activity occurred after the expiration on| :
" thy investigation and the resulting manpower issues, this case was officially

According to an email dated

Eom Special Agent ( AF
, once this :,;m.[ms.d.lsmxﬁmd.l S ontacted Supervisory

pecial Agent (SS of the formel hnd informed her of
the situatio; Ito@A that it was not an IOB vitjm_bnfﬁas the
[ | thu id not
report it at that time. However, during Ilast inspection in January 2004 the
recommendation was made to notify F eadquarters.

o ){As a consequence of this overrun

failed to comply with the

administrative requirements of the 1999 AG Guidelines by failing to properly close thDuntil
52 days after the initial expiration. In furtherance of section 2.4 of EO 12863, this matter 1s
being reported to the Intelligence Oversight Board.

) g‘ . Criminv.._'__l i ini N
ﬂPPEE@JRB s LZ?&?&?@%%&O

] r'mauce.___ National § i
Direclor, . Gen. Counsel_____ 0;}'! :‘;'f‘a:f Pablic &
Deputy Director_____jnfp, Bes._____ Personnel_____ Cong. Affs._______

SE}%J\
’ Hofmann-IOB-344

b2
b7E

b2
b7E

bl
b2
b6
b7¢C
b7E

bl

b7E

k1
b2
bé
b7C
b7E

b2
h7E




March 3, 2005
BY COURIER

DECLASSIFIED BY 65179/DMH/PLJ/sdb
o8 06-30-2010 .,

General Brent Scowcroft (USAF Retired)
Chairman

.Intelligence Oversight Board
~ Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

‘Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2003 81." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary
to the Attoiney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations and/or laws, Executive Orders, or Presidential
Directives which govern FBI foreign counterintelligence and

‘international terrorism investigations. (U)

Dep. Dir.

Chief of Staff

Enclosure

offofGer. — 1 - Ms. Thomas < OPR (IOB 2003-81)
Comsd_____ 3] - Ms. Kelley 278-HQ-C1229736-VIO— 700

Asst. Dir::

AdmnSer 1 - Mr. Hulon 1l - Mr.
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be arranged
for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

- RN L/ L
APPROVED; S —— e — e ™ 513 [0

) Financs______ Mational Sec, Affairs,

Director_______ Gen. Gounsel | Af.of Public&

Depuly Director, info. Res. ___ Personnel Cong. AffS._ e
-2 -
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DATE: 06-3%-2010 a’ ' " AL ORMATION CONTAINED
CLASSI.FIED BY 65179/DMH/PLJ/s3 : HE I3 UNCLASSIFIED ERXCEPT

REASON: 1.4 (o) : ; . WHERE SHOUN OTHERWISE

DECLASSIFY ON: 06-30-2035
. . . s

(S ]NTELLIGENCBOVERSIGHI‘BOARD (OB) MATTER

1013 2003-81 (U)

) Investigation of this JOB matter has determined that, | o |
who was a "United States person"” as that term is used in the Attorney General Guidelines for FBI
- Foreign Intelligence Collection and Foreign Counterintelligence Investigations (FCIG), was opened by

th ield Office of the Federal Bureau of Investigation ("FBI") off |The initiation >
and confinuation of th uired that th ield Office and bé
comply with the requirements of Executive 863 and the ECIG.” However, thq eld  b7C
" "Office did not submit an initial 90-day letterhead memorandum t] -
“until] [submitted the initial 90-day letterhead
' memorandum oy |- for dissemination to the Office of Intelligence Policy and Review

(OIPR) of the United States Department of Justice. As a result of the significantly delayed reporting of
“thie initial 90-day letterhead memorandum, OIPR was precluded from exercising its responsibility for

" oversight and review of an ongoing foreign counterintelligence mv&stlgauon of a U.S. person, contrary
to the requxrements of the FCIG.

. This matter has been referred to the FBI's Office of Professional Responsibility for action
-deemed appropriate. :

5
Mm Qg% o

QPPBQ\!EB P T ahortony_ Qff. ot EEQ

Finance___ NationalSec . 117115 ——

Public &
Director______ Gen. Counsel wR___ ol
Deputy Director___fofo. Res_%e\____ gong. AffS, e

!During all timej relevant to this inquiry, the FCIG were in effect. The Attorney General's
Guidelines for FBI National Security Investigations and Foreign Intelligence Collection (NCIG) did not
take effect until October 31, 2003. : Hofmann-10B-347
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DECLASSIFIED BY 65179/DMH/PLJ/sdb
ON 06-30-2010

February 11, 2005

General Brent Scowcroft .(USAF Retired)
Chairman Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

This letter forwards for your information a self-

explanatory enclosure entitled "Intelligence Oversight Board
(IOB), Matter 2003-78." . (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

- Mr.
SAC
Ms. omas CLASSIFIED

OPR C TED
@ 278-HQ-C1229736-vI0 - NOL

[
1

Dep. Dir.
Chief of Staff
Off. of Gen.
Counsel
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Crim.. lnv. . 5 O
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OPR " _
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General

U.S. Department of Justice
Room 5111

2 - Mr. James A. Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

)

i I
- Genlaesd__ . 9” :
APPROVED: tsm—— sefrt-S 00

Crim. 16V, — o L S - z
Director Cristanoy R N
Doty DO copmaassam, {11301 LAY, HCP—
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patE: 06-30-2010 ALL n.xrmu CONTAINED
+CLASSIFIED BY 65179/DMH/PLJI/sdb HEREIN IS UNCLASSIFIED EXCEDT

PEASON: 1.4 (c) . : VHERE SHOWN OTHERVISE
DECLASSIFY ON: DE-30-2035 SE T
G

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER o2
. [ IDIVISION b7E
- IOB MATTER 2003-78 (U)

>§ ThDMsmn [ lof the Federal Bureau of Investigation has reported b2

the unauthorized interception of] | b7E
|
| [
bl
(&) - Igbmjngdl hmhgﬁm_ﬁgn tol b2
b4
b6
b7¢
L b7E
(8) " Surveillance of thq [was denied byl land thus was never
initiated or carried out. . -
|did in unti ' pe
land passed b7C
[Thus] ecame the subject b7E
of surveillance beginning of |
}Si TheI case agent was under the mistaken belief at the time tt_latl | bl
- - b2
b6
b7C
(S) | b7E
The unauthorized character of interceptin | fwas not ;E é
(8) " fealizéd until a series of communications betwee |and FBI HQ in early l b6
(8)- - Interception of[ ] pvas then terminated o ';?IC
Disks containing th this matter were forwarded i £
to FBI HQ, and then fo e of Intelligence Policy and Review, U.S, Department of
Justice, for sequestratlon by th Because this surveillance- ol vas unauthorized by
gy - e | this matter is being reported to the Intelligence Oversight Board. ____ 2/ /
() Adm Sere____Gen,Counme Nl
APPROVED: = o Pas__ - . '
o — YO o
. ___ Coftrtaxrot W e Q.
mom FHAIVE e LaDOTas0y, LU -
Dert om;
Declassify on:
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DECLASSIFIED BY 65179/DMH/PLJ/sdb
ON 06-30-2010

March 3, 2005

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self- b2
explanatory enclosure, entitled “Intelligence Oversight Board b7E
(IOB) Matter,[  |pivision, IOB Matter 2003-27.” (U)

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office
of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)

Enclosure

Ms. Thomas ‘ . b7c
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenjience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counse;

. Crim i inspection ’ Training
BPPRQVEB. SIS Llaboratory__ ff. of EEO
fingRse_ Mational Sec. Affairs,
Director Gen. Sounsel R ff, of Public &
Deputy Director_____Info. Res.__-__/__ Persoanel gong. Affs.
¥ N5LB/ 7R
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ALL INFO ION CONTAINED

SE>€ET HEREIN IS UNCLASSIFIED EXCEPT

DATE: 06-30-2010 WHERE SHOUN OTHERWISE

CLASSIFIED BY 65179/DMH/PLJ/sdb
REASON: 1.4 (¢)
DECLASSIFY ON: 06-30-2035

INTELLIGENCE : QOVERSIGHT BOARD (IOB) MATTER
DIVISION
FEDERAL BUREAU OF ATION HEADQUARTERS (FBIHQ)
. 2003-27 (U)

ion of this IOB matter has determined
the Division of the Federal
in a rity from

to initiate
ho was a “Ud&éed

States person” €Ilm 1S used 1in € en existing
Attorney General Gujdelin for FBI Foreign Int lli enc
Collection and Foreign Counterintelligen nv ion (FQIQ)1

and the Fo n Intelligen urvejillan £ (EISA
Thus, the utilization of this surveillénTg_;ggui;QT that

Division comply with the requirements of The FBI

learned that aroundl
I_mftﬂﬂﬁ'r‘the

[Division took steps to terminate the monitorin due to
administrative errors,| |
|was not discontinued until the expiration of the

bn Due to the administrative

errors, part of the surveillance went beyond [ ]Order
authoritv, which was ¢ontrary to the Executive order 12333 and
thus requiring an IOB reporting.

T G-3 D
bectazeify om UM Y78

M
LN IPPRONED: o Oyl

laboratory Off. of EEQ
Tnance______ aticnal Sec, Affairs

. . Direclor Gen.Counsel____ ov lic
1 . A “United SOgteSrpexsoniffioiis defineg, rm ectl C&g %9; %af the FCIG
as “an individual who is. . . [a] United “States citizem é (b) a
permanent resident alien . . . .” ©On 10/31/03, the FCIG were superseded by

the Attorne ral’s Guidelj ional Security Investigations and
Foreign Intelligence Collection (NSIG).

2  (U) The FISA is codified at 50 U.S$.C. 1801 et seg. A "United States

person” is defined in Section 101(i). of the FISA as: "a citizen of the United
States, [or] an alien lawfully admitted for permanent_residence ... ."
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DECLASSIFIED BY 65179DMH/PLJ/CC
ON 06-30-2010

) 9o

March 3, 2005
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure, entitled “Intelligence Oversight Board

(IOB) Matter, Counterintelligence Division, IOB Matter 2003-29.”
(U)

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the then existing Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations and/or laws, Executive Orders, or Presidential
Directives which govern FBI foreign counterintelligence and
international terrorism investigations. This matter has also
been referred to our Office of Professional Responsibility for a
determination of whether any administrative action is warranted.
(U)

Enclosure

1 - Ms. Thomas b6
1 - Mr.

k7¢C
1 - Ms.
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General Brent Scowcroft (USAF Retired)

CLASSIFIED ENCLOSURE

" Should you or any member of your staff require
agdltlonal information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

sem I, Inspect Trai
QPF%M}! :,'1131 " &slzpota:g%ﬁ OT;?%EO

“nance National A8 e
Director. Gen. Counsel am M. of Public &
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06-30-2010

ALL INFORMATION CONTAINED

REASON: 1.4 (&)

CLASSIFIED BY 65173DMH/PLJ/CC ‘

DECLASSIFY ON: 06-30-20335
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INTELLIGENCE OVERSIGHT BQATD (IOB) MATTER
DIVISION
2003-29 (U)
Investi ion g i B matter has determined
that on the iOffice of the Fe
Bureau o nvestigati : ") requested initiation of
. j| on |who was a “United States person”

as EH t term was used in the then existing Attorney General
Guideline BI Foreign Intelligence Coll ion an ign

Counterintelligence Investigations (ECIG).! initiation-
IMBHWM required that the Office and
comply with the requirements

of Executive Order 12863 and the FCIG. The| |office
submitted a

|requesting the

_| However, |

[___ldid not forward this LHM to the National Security Law uUnit

nor to the Office of Intelligence Policy and Review. As a

consequence of the error, for over a year, OIPR was precluded

from exercising oversight and control of this ongoing

investigation, which was contrary to the requirements of :
of the then existing FCIG.

De fro = N (,Wd/lo bo'(
Dec iy on? . -1 ‘ NC ?' I ]
i tnspection___—— Teaing_ e
» 0
A?PRG‘JE& v Labsratory____. JH. ofEE
o e Me ‘maiSec____ Aftairs
P m it of Public &
Director______Gen. Counsel ‘ "y
: Deputy Director__.Info. Res. _Personnel___— ——
i A “United States person” is defined in | | of the ECIG
. @s “an individual who is. . . [a] United States citizen . . . or . . . [b] a

permanent resident alien . . . .” On 10/31/03, the FCIG were superseded by
the Attorne eral's Guideli for FB atioe ecuri Investigations and
Foreign Intelligence Collection (NSIG). However, because this potential error
occurred while the FCIG were in effect, the potential error is analyzed within
the context of the then existing FCIG.
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DECLASSIFIED BY 6517SDMH/PLJ/CC
ON 06-30-2010

March 9, 2005

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear: General Scowcroft:

Enclosed for your information is a self-explanatory
letterhead memorandum fLHMf entitled “Intelligence Oversight

Board (IOB) Matter, Division, IOB Matter 2003-83."
(0)

This LHM sets forth details of investigative
activity which the FBI has determined was conducted contrary

to the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations and/or laws, Executive Orders, or Presidential
Directives which govern FBI foreign counterintelligence and
international terrorism investigations. (U)

Enclosure

1 - Mr. Hulon

1 - OPR (IOB 2003-83)

1 - MrS.
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_SECRET.

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice
Room 6150

e, Srin.ln, {nspsel T
APPROVED: &5 " &iﬁ&ﬁwﬂ?‘ém

Hinance . National s
Direclor_______ __Gen. Covnsel. ] if. of Public &
Deputy Director______Info. Res, Pzrsanned Cong. Affs.
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DATE: 06-30-2010
CLASSIFIED BY 65179DMH/PLJ/CC
REASON: 1.4 ( <)

ALL INFORMATION CONTAINED

WHERE SHOWN COTHERWISE

DECLASSIFY ON: 06-30-2035

- . w
e

b2
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E
[ DIVISION
I0B MATTER 2003-83(U)

The Federal Bureau of Investigation ("FBI™) has bl
determined that in conducting| ~ |on b2
[ ithe FBI failed to comply with the annual reporting E;’C
requirement prescribed in| |of the Attorney General b7E

Gui ines for FBI Foreign Intelligence Collection and Foreign

Counterintelligence Inv igations ( . In this regard,
on the Division opened a
| _|on e subject. Because the subject was

(and remains) a "United States person" as that term is defined
in Section 1801(i) of the Fgreiagn Intelligence Surveillance
Act ISA), initiation of a required that

' comply with the reporting requirements of the ECIG.-

submitted its initial 90-day letterhead memorandum

LHM) on | | nearly four months beyond its
original due date. The delayed reporting precluded OIPR from
exercising its responsibility for oversight and review of an
ongoing foreign counterintelligence investigation of a U.S.
person, contrary to the requirements of the FCIG. The matter
also has been reported to the FBI’s Office of Professional
Responsibility for action deemed appropriate. Eﬁﬁ:

d from: G-
Dec Tty s 5-1 ﬁ’ qgé
APPR“V . Crim.fnv. Inspection Tralning Ii
s SIS Labaratory Off. of EEQ
~ Finance________ Malional Seq. Affairs
Director_________ Gen. Counsel R ft. of Public &
Deputy Director_____infa. Res. Personnél, Cong. Alfs,

EKI Although the FCIG were superseded on October 31, 2003 by the
Attorney Geperal's Guidelines for FBI National Securityv Investicgations and
Forejgn Intelligence Collection (NSIG), "[alctivities commenced under the
FCIG [are to be] continued and completed under the FCIG, notwithstanding the
adoption of the NSIG." See Memorandum from Attorney General John Ashcroft to
Robert S. Mueller, III, dated October 31, 2003efmann-IOB-359
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DECLASSIFIED BY 6517SDMH/PLJ/CC
ON 06-30-2010
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March 9, 2005
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman )
-Intelligence Oversight Board
. New Executive Office Building
Washington, D.C.

Dear General Scowcroft:
' b2
This letter forwards for your information a self- . b7E

. explanatory e entitled “Intelligence Oversight Board
(I0B) Matter, Divigion, IOB Matter 2004-74." (U)

; The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary

' to. the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or
laws, Executive Orders, or Presidential Directives which
govern FBI foreign counterintelligence and international

terrorism investigations. (U)

Enclosure

‘'l -~ AD Szady A Egc
-1 - DEC Thomas °

1-ud ] SIFIE N
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.General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas |
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

-2 -

@{ Hofmann-IOB-361




DATE: 06~30-2010
CLASSIFIED BY 65179DMH/PLJ/CC
REASON: 1.4 (<) : ALL INFORMATION CONTAINED
DECLASSIFY ON: 06-30-2035 . 'HEREIN IS UNCLAS3IFIED EXCEPT
- . S}*T WHERE SHOWN OTHERWISE
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER e
IVISION e
T0B MATTER ~74 (V)
3 The | Jpivision | of the bl
Federal B i 1 v " that the now b2
closed of s
(5} - Permanent Resident Alleni Was improperly extended for b1c
{ more thap-ane year by | On _ P7E
[S]wmopened al..-jon Permanent--Resident -Alien} | That] |was
7~ roperly extended by an ASAC in| [untiT| [
d%:fi:]ﬂowever, the ASAC in approved several extensions
fo additional year until the was closed on| |
The Attorney General Guidelines in effect at the time '
required that any extensions after a year be approved by

the second year of the Since the had not been properly
extended, this investigative act was in violation of the Attorney
General Guidelines in effect at the time.

FBIHQ. In addition, orl\_e_—j.mrestigativ t was completed during

(U) This matter has been reported to the FBI's Office
of Professional Responsibility.for appropriate action.

Y onr—Xl
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National Sec.

DECLASSIFIED BY 65179DMH/PLJ/CC
ON 06-30-2010

March 11, 2005

BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a sglf—explanatory
enclosure, entitled "Intelligence Oversight Board (IOB) Matter

2004-102, Federal Bureau of Investigation Headquarters (FBI
HQ-) . "

This enclosure sets forth details of investigative
activity which the FBI has determined was copducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which'govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1l - Mrs. Thomas
1 -Mro

o Mrs. | |
278-HQ-C1229736-VIo— "9
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Should you or any member of your staff require o
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James A. Baker
Counsel for Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6000

. Srim v Inspectio
APPROVED; £t —— e —Ton

) Finance Affairs,
Dwector.,______een. Couns? Off. of Public &
Depuly Direclor_____Info, Re Personnel, Corg. Afls,

-2~  Hofmann-IOB-364
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transferred from| fomputerized recording equipment to a
computer disk, and the disk will be forwarded to FBI Headquarters
for submission to the Office of Intelligence Policy and Review,
Department of Justice, and the[::::]for eventual destruction. 1In
accordance with the reporting requirements of Section 2.4 of
Executive Order 12863, the error must be reported to the IOB.

De¥ Q&=
De Y on: =

e
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DATE: 06-30-2010 ALL INFCRMATION CONTAINED
CLASSIFIED BY 65179DMH/PLJ/CC HERETN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (<) WHERE SHOWN OTHERWISE
DECLAISIFY ON: 06-30-2035 .
-w )
Sébé?T
b2
INTELLIGEN IT BOARD (IOB) MATTER b7E
DIVISION
I0B MATTER 2004-102 (U)
o Thel Division | | of the Federal E;
Bureau of Investigation I") has reported that, as a b6
consequence of an over31ght, conducted | b7C
surveillance beyond riod of time t b7E
{5) (a non-USper),I |
“telephone.
|
|Forei 11 illance 197
However, “on| - - |
18 servic ug, the contlnued survelllance was not
authorized under th4 pr Executive Order 12333.
Whenl b;gggvergd the problem it b1
{S)W X nor re any b2
"""""""""""""""""" [after—the-date} cancelled BE
~his service, In fact, the language gspecialists adxfsed that the b7C
The complete b7E
electronic record related to thel | will be




March 11, 2005
BY COURIER

DECLASSTFTED BY 65179DMH/PLJ/CC
ON 06-30~-2010

Mx. James Langdon
Chairman
Intelligence Oversight Board :

New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self—gxplanatory . b7
letterhead memorandum (LHM), entitled "Intelligence Oversight
Board (IOB) Matter, Field Office, IOB Matter 2004-63." (U)

This LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to the Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and/or laws, Executive Orders,
or Presidential Directives that govern FBI foreign

counterintelligence and international terrorism investigations.
(0)

Enclosure bE

b7¢C
1 - Ms. Thomas

OPR
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OPR
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzalez
Attorney General
U.S. Department of Justice
“Room 5111

1l ~ Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
- Room 6150

APP RW{B: 9..'11"3 " Inspection Training

oo . pu;llosry,h__ off. of EEQ

) fonal See,_ _
Dlrecto:_.*_‘ Gen, Sounsel :f:fai‘isPubiic&
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DATE: 06-30-2010 ALL INFORMATION CONTAINED
CLAS3IFIED BY 65179DMH/PLJ/CC HEREIN I3 UNCLASSIFIED EXCEPT

REASON: 1.4 (<) WHERE SHOWN OTHERWISE
DECLASSIFY ON: 06-30-2035 ' B _
’ sz}ér

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ) "o
FIELD OFFICE b7E
IOR MATTER 2004-69 (U)

Investigation of this IOB matter has determined that on
| Field Office opened a] | 51

(3] - on] | a United States Person. On| b2
authorized an extension of the| |to| [aid n_lot ESC
authorize any further extensions. On 12/23/03, FBI Headquarters b

(FBIHQ) issued an Interim Policy to implement the Attorney General's
Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection (10/31/03) (NSIG). The Interim Policy
contained issued guidance on how to determine the dates of
_investigation initiation and termination for reporting purposes.
appears to have interpreted the In i icy to extend the
six months after its last extension ofi

) b2
Although I:authorized no further written extensions bLTE
of theI @after its termination on investigative actions
were taken after that date. | [reported that On| | the| |
| L
[on] I

| NG Other inve ive ac . INE58
! () —ractlons violated the NSIG; | &

This matter has been referred to the FBI's Office of
Professional Responsibility for action deemed appropriate. (U)

Mool e g2

APPR“E . gtim.lnv. Inspection Traling_____
» ‘;us____ 'b‘oralory_~_ Jff. of EED
Dielr manfs tiaal Sec, Affairs
o Gen.Coursel Jii. of Public &
Depuly Director____jnfa, Res. : -

ersonnel Cong. Affs_______
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DECLASSIFIED BY 65179DMH/PLJI/CC
ON 06-30-2010
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March 11, 2005

BY COURIER
Mr. James Langdon
Chairman
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.
Dear Mr. Langdon:

b2

Enclosed for your information is a self-explanatory wTFE

encl entitled “Intelligence Oversight Board (IOB) Matter,
| |Division, 2004-62."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclosure
1 - MS.

- Ms.
é 278"A0=CIZ28736-vI0 ~ /) RD

Dep. Dir.

Cluief of Staff

Off. of Gen.

Counsel

Asst. Dir:
Admin Ser.
cns
Finance
Info. Res,
Lab.

National Sec. M
QPR _ N
OR.of Public Hofmann-IOB-369
& Cong. Alls,
Training
Off, of EEOA
Director's Office
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Mr. James Langdon

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas .
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General

U.S. Department of Justice:
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

-2 -
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DECLASSIFIED BY 6517SDMH/PLJ/CC
ON 06-30-2010

. e @ e

’ . sEes

INTELLIGEN T BOARD (IOB) MATTER
DIVISION
2004-62 (U)
Investigation of this IOB matter has determined that, on
' Division:| | initiated a
r aof a US Person. During the course
of the investigationJ properly obtained extensions for

the investigation in accordance with the A;;ggggy__ﬁgnggg;
Guidelines for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations (FCIG), which were superceded
during the course of the investigation by the Attorney General’s
Guidelines for F 1l Security Investi Foreigan
Intelligence Collection (NSIG). Based on

of t:h(,a_I
NSIG, and the extensions requested by

investigation ha to be completed by |
Unfortunately, in the initiati the
investigation was 'IﬁEBfTEEEIy";:;lrded. as I in
communications on this matter. The incorrect 1nitiation date was

picked up in subsequent communications and eventually led to the
oneous calculation and recording of the expiration date of the

as Relying on the | |expiration
date, |[conducted an interview of the subject on |
)

ig ays after the authorized expiration date of
| Conducting the interview on | |was inconsistent
W the requireménts of the NSIG, and must be reported in
accordance with the requirements of Section 2.4 of E.O. 12863. This

matter has been referred to the FBI's Inspection Division for
action deemed” dppropriate- ZS{S

Derive : G-3
Declasgsi hi: Januar 030

SECRET
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Finence %
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DECLASSIFIED BY 65179DMH/PLJ/CC

N ' . ON 06-30-2010

March 11, 2005

My .. James Lanigdon

Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory b2
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, - DbIE
Field Office; IOB Matter 2004-89. (U)

This LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection and/or laws, Executive Orders, or
.Preaidential Directives which govern FBI foreign
counterintelligence and international terrorism investigations.

(U)

Enclosure

. bé
1l - Mg. Thomas b7C
1l - Mr,

- 278-HQ-C1229736-vIo— )RS
T - OPR (IOB 2004-89)

SSIFIED WH
DETACHE
C IED ENC B

8ify on:
S%T
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
-will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honodérable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Coungel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SE
Hofmann-I0B-373




DATE: 06-30-2010 ALL INFORMATION CONTAINED
CLASSIFIED BY 65179DMH/PLJI/CC HEREIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (<) WHERE SHOWN OTHERWISE
DECLASIIFY ON: 06-30-2035

w ~
SE T
b2

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E
IELD OFFICE
IOB MATTER 2004-8% (U)

Investigation of this TOR matter has determin - on bi
(S] RaEEr .8 N _|Division initiated a‘i-d_ﬂ:‘aj bz
| o L who bs
are each a United States person. On | | b7¢C
fbtained authorization from| b7D
. - b7E
{ The
L ———Was serviced by] which
had confirmed that| | was |
and the address on the account was the residence where the
targets lived.
On | |in accordance with the[::::]order, Eﬁ
| |disconfinned technical surveillance of targets' b7D
This was accomplished by b7E
~ |and by
notifying [to cancell| ]
! [ | Thereafter onl] 1 al |
' In;gllﬁgence Analyst (IA) queried the |
and detg;mlnggjthatl |for the target's
was in fact disabled as directed. On
thre same IA again verified through
- that] as-disabled:  [9C
on | | thel | IA noted through a review of boE
| Jthat the collection on targets' resident
| _ was reactivated on: The
Supervisory Special Agent, Technical Squad, was notified
(U] ... immediate and on that date took the necessary steps to disable
the line:- -
Subsequently it was determined that od | . b7E

[ |was shut down and the

i from:
Dec 3 [Sien -1

S.E}‘{T

Hofmann-I0B-374
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(U)o

. SEE}QL'

At that point, the targets|

was reactivated and began collecting data. It was also

M,)jﬂi

Upon discovering the errorx
management personnel were notified at and at FBI
Headquarters. Additidnally, the | |material

-collected after expiration of the| puthorization was purged
from FBI data bases:- ?}{ .

appropriate

Measures have been taken by |to prevent a
recurrence of this error including instructing Technical
Squad's personnel in the proper procedures and the need for
vigilance in a handling all Court authorized technical

~ surveillance and the need for attentlveness to all aspects of

technicalcollection:- -

Though inadvertent, | [fiolated 50
U.S.C.§ 1842(c) (2) and The Attorney General's Guidelines for FBI

AWWNatlonal Se?i;ify Investigations and Foreign Intelligence

Colléctions

This matter also has been referred to the FBI's
Inspection Division for action deemed appropriate. (U)

-2 -

SEQRET
Hofmann-10B-375
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DECLASSIFIED BY 65179DMH/PLJ/CC

. . ON 06-30-2010
’ -

March 11, 2005

Mr. James Langdon

Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

This letter forwards for your information a self-explanatory

enclosure entitled "Intelligence Oversight Board (IOB), Matter
2002-44." (U)

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - Mrs. Thomas
1 - Mr.

- Mr.
@— 278-HO=CI229736-vio— 73O

SIFIED
DETACHE
FIED ENCL

Dep. Dir.
Chief of Staff’
Off. of Gen.
Counsel

Lab,___ .

o — -4

O of PTG Hofmann-10B-376
& Cong. Afts.

Training

. Off.of EEQA

" Dircctos’s Office ___

MAIL ROOM O

bi7c¢C




) Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S5. Department of Justice
Room 5111

2 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

o Crim. lnv Inspection Training
' ﬂP PRﬁ“ED- ) oratory, Off, of EEQ
tional Sec. Affalrs,
L Off.ofPublick
Personnel Cong. Ao

Director________. Gen. Couns
Deputy Director, Info. Res

S
: ;;f;fmann-IOB-377




DECLASSIFIED BY 65179DMH/PLJ/CC
ON 0&-30-2010

- ® @

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER

™~

IVISION
10B MATTER 2002-44 (U)
%Y The ivision of the Federal Bureau of Investigation has
reported a possible violation in conjuncfion With an international terrorism investigation.

() oo )ﬂa’\ﬁfz electronic communication (EC) dated September 24, 2002, the Inspection Division
requested Office of General Counsel review of a possible I0B error in crmmgngn witha

_ counterterrorism investigation. The following facts are derived from th EC

from the|:|Division|:| to the Inspection Division.

LI ‘As reported by linitiated a:l

on a “United States person” (hereafter referred to as “Subject”) as that term is used in
e March 8, 1999 Attomey General’s Guldelmes for FBI Foreign Intelhgenﬁn and

Forei idelines) initiated
thi The initia s extended and

was due to expire or] |

ted byl lin the EC, Subject contacted
SA Ito nrovide investigative information on three 6ccasions
In addition, SA:hlmself contacted Subject

: hnd elicited information relating to an ongoing counterterrorism investigation.
SA [hereafter discovered the expiration of thi } [ |

}:S{Based upon the facts presented for our consideration, it is apparent that although thi
overrun was inadvertent it was not de minimis in time, according to the March 8, 1999 AG
Guidelines. Here, there were four contacts with Subject, one initiated by S?:Mf
occurred after the j@ired. Th tself was not officially extended unti 20
days past the 30 day grace period o xtensions. Howeyver, it should be noted that under the
October 31, 2003 Attorney General’s Guidelines for FBI Foreign Intelligence Collection and
Foreign Counterintelligence Investigations (October 31, 2003 AG Guidelines), an investigation is

not required in order to conduct a non-pretextual interview. Here, SA ontact with

Subject was analogous to an interview and therefore this conduct would not be in error of the
October 31, 2003 AG Guidelines.

(U)o

{U) - . %&) Under the current AG Guidelines, [ bpened solely for the
purpose o ay be distinguishable from other types of] |In

this regard, the FBI is conducting a dialogue with the Department of Justice to clarify that
distinction.

(0} - fS)@lthough SAI:h_l:onduct would not be a reportable error under the October 31,
2003 AG Guidelines, because the conduct falls under the rubric of the March 9, 1999 AG

Guidelines, the i mvestlgatlve activity that occurred afte; iwas not authorized. In

furtherance of section 2.4 of EO 12863, this matter is being reported to the Intelligence Oversight
Board.
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DECLASSIFIED BY 65179DMH/PLJ/CC
ON 06-30-2010

BY COURIER
March 18, 2005

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020 '

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-explanatory

enclosure entitled, "Intelligence Oversight Board (IOB) Matter,
I0B 2004-79." (U)

The enclosure sets forth details of investigative activity
which the FBI has determined may have been contrary to the
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and.international terrorism
investigations. (U) -

SIFIED WH

, DETACHE

C FIED ENC
1 - Ms. Thomam : < IOB Library
1 - Ms. @ 278-HQ-C1229736-vio— ) DY
1 - Mr.

De om:

D y on =

Hofmann-IOB-379
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie Thomas
Deputy General Counsel

Enclosure

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Hofmann-I0B-380




DATE: 06-30-2010 ALL INFORMATION CONTAINED 1
CLAIIIFIED BY 65179DMH/PLJ/CC HEREIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (¢) WHERE 3HOWN OTHERWISE
DECLASSIFY ON: 06-30-2035

"I' ‘I"‘.' |
' . SE T i

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IOB 2004-79 (U)

The FB! i Lzatd ﬁé
on to use| b6

b7¢C
b7E
(9) - -used byl a U.S. person, who is the subject
of an ongoing counterintelligence investigation within the
Pivison| |
[S],\ ‘A><: b1
" b
b7D
b7E
b2
(m“'“w)Xi o |the| |case agent received a username and b4
password for| | - b7
This k permitted access to the information collected by b7E
| ipursuant to the order. On the case agent
logged onto the system and realize a e cf ted
information included'the subject line of at least il,

information not authorized by the order. The case agent
-terminated his review and immediately notified FBIHQ of the
error. None of the email text was printed out or saved on_an
medium. On| | the case agent was notified by th
| [that] |lhad turned off the full content
collection tool on| |emai1 accounts. No copies of the contents
of the e-mail accounts were retained by the FBI.

(W"“m::iﬁz: The interception of electronic communications in this case o
E;:ffffi::j from an error on the part ofl | b7D
nevertheless, the interception was unauthorized and
us contrary to Title 18, United States Code, Section 2511. The
matter is therefore reportable to the Intelligence Oversight

Board under the terms of Executive Order 12863. In addition, it
has been referred to the FBI's Inspection Division, Internal

Hofmann-I0B-381
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Investigations Qien for any action that is ed appropriate.

Déri from:
Decl £y X-1
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DECLASSIFIED BY 65179DMH/PLJ/CC
ON 06-30-2010

February 14, 2005
BY COURIER

-General Brent Scowcroft (USAF Retired)
. Chairman .

Intelligencé Oversight Board
New Executive Office Building
Washington, D.C.

_ Dear General Scowcroft:

Board (IOB) Matter,

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled "Intelligence Oversight

Field Office, IOB Matter ¢ EOBA05-00
(U) .

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the

Attorney General's Guidelines for FBI National Security

Investigations and Foreign Intelligence Ceollection, and/or

" laws, Executive Orders, or Presidential Directives that govern

FBI foreign counterintelligence and international terrorism
investigations. (U) )

Should you or any member of your staff require additional

- information concerning this matter, an oral briefing will be

arranged for you at your convenience. (U)
1 - Ms. Thomas
‘1 — Mro -

278 -T0-CL239736-VIO— T3 A
Inspection (IOB 05-0959)

CLASSIFIED WHEN
DETA
FIED ENCL
ived from: G-
5-1

Hofmann-10B-383
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General Brent Scowcroft (USAF Retired)

Enclosure

Sincerely,

Julie F. Thomas
Deputy General Counsel

'l - The Honorable Alberto Gonzales
Attorney Gemneral

U.S. Department of Justice
Room 5111

‘'l - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review

U.8. Department of Justice
Room 6150

Hofmann-IOB-384
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DATE: 06-30-2010 1

ALL INFORMATION CONTAINED
CLASSIFIED BY 65179DMH/PLJ/CC HEREIN IS8 UNCLASSIFTIED EXCEPT
REABCON: 1.4 (<)

WHERE SHOWN OTHERWISE
DECLASSIFY ON: 06-30-2035 ’ "

SE?(\T

INTELLIGENCE QVERSIGHT BOARD (IOB) MATTER
FIELD OFFICE
10 'IOB 2005-06 (U)

By electronic cdommunication (EC) dated 5/17/2004, the
| Division[  |reported to NSLB a potential IOB matter.
€ matter involves actions occurring during a
(S)wmw |-on} a "Unite ates person."

within the meaning of Section 101ﬁ;l_gi_ggg_§g£g;gg_;g§?l1igence
Surveillance Act of 1978 (FISA).! initiated a
which wa t t i nl_____ | on I
extended theE:ffko| i During the investigation, Technic
Field Agent (TFA)| requested surveillanee—eof the
subject's residence. TFA |

Based_on the facts learned at that time,
[decided to close thel and communicated this to the
(8) ~ f [via e-mai TFAi |did not follow up with SIS-TC
(S) SN — i to confirm the cancellation of bl
closed the on | on 2
During this survelllance;  the lobserved two vehicles leave N
iSJW”WWMthewresidénce, and followed one vehicle to a local grocery store.
The_sy illance was terminated and no further action was taken.
al | received.the ... - |Squad's surveillance report on

[ 14

etailing the limited surveillance. He communinfff:fjth

(§) e

SIS-TC|  koncerning the accidental coverage. SIS-TC
confirmed the receipt of the discontinuance and pated. the
surveillance had been scheduled by mistake. The overrun was not
de minimus in time. As noted, investigative activity occurred
almost ninety days after termination of the authorized period.

has instituted corrective measures to prevent a recurrence.

This matter has been referred to the FBI's Inspection
Division for action deemed appropriate. (U)

(U]Wwwww_W“mwwm:)zs::

!See alsq the Attorney General's Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence Investigations
(NSIG), | ](Oct. 31, 2003).

s}@:w

Hofmann-IOB-385
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. DECLASYIFIED BY 65179DMH/PLJ/CC
3 ON 06-30-2010

February 18, 2005
BY COURIER

General Brent Scowcroft (USAF Retired)

‘Chairman .
- Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

‘Dear General Scowcroft:

Enclosed for your information is a self-expianatory
letterhead memorandum (LHM), éntitled "Intelligence Oversight

Board (IOB) Matter, Divigion, IOB Matter 2005-05." (m

This LHM setas forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and/or

.laws, Executive Orders, or Presidential Directives that govern
_ FBI foreign counterintelligence and international terrorism

investigations. (U)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be

‘arranged for you at your convenience. (U)

1 - Ms. Thomas qao

1l - Mr.
278-HQ-C1229736-vIo— THO

1 - Inspection (IOB 2005-05)

ON FIED

DETA
SIPIED ENCLO

Deri O 2
Dec Yy on: -1
Hofmann-10B-386

oot
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General Brent Scowcroft (USAF Retired)

- -
14

Enclosure

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
' Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker )
: Coungel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Hofmann-10B-387
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DECLASSIFIED BY 65175SDMH/PLJ/CC
ON 07-01-2010

e ®
. Seszr
b2
INTELLIGENCE_QVERSIGHT BOARD (IOB) MATTER b7E

DIVISION
IOB MATTER 2005-05 (U)

By elec i i | 4J

[ |

1 | reported to the Inspection
Division (Inspection) this potential IOB matter. In an EC dated

Inspection reported to NELB the gssible capture of
electronic mail (e-mail) data by] | i i

valid| |

F—
Te |received the prders and initiated b2

collecti - subjects, serv rs on . bi
, b7D
d m b7E

‘&-mail accounts. | ’

il
_fon]
| | discovered that_th -mail data may have

been collected followin iration of th orders. | |

. personnel contacted | Jand were advised that[ |
were ured to halt delivery of the data on the date and
" time that the orders expired. Nevertheless, omfuter data

displayed a date and time post-expiration of the Orders. id

not open or review t -mail data to determine whether it
was collected post] | but copied it to a CD-ROM. [____]
-subsequently modified the collection s to institute automated

( U] e G Q@ to""prevent"v downloa dingdat a~~~p'ost

This matter has been referred éo the FBI's Inspection
Division for action deemed appropriate. (U)

) e X ;mii _
(1) ::}»<::- De =0 ) =

(U3 | As the term is used in Section 101(i) of the Foreign b;E

Intelligenc® Surveillance Act of 1978 (FISA), a. “United States
person” includes “a citizen of the United States [or] an alien
lawfully admitted for permanent residence . . . .” 50 U.S.C.

§ 1801(i). See also the Attorney General's Guidelines for FBI

-Foreign Intelligence Collection an ign Counterintelligence
. Investigations (NSIG), {Oct. 31, 2003).

Srons.
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DECLAYSIFIED BY 65179DMH/PLJ/CC
- ON 06-30-2010

.M.’

BY COURIER
March 23, 2005

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board
Room 5020 .
New Executive Office Building
© 725 17th Street, N.W.
Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-explanatory

enclosure entitled, "Intelligence Oversight Board (IOB) Matter,
I0B. 2005-07." ()

The enclosure sets forth details of investigative activity
which the FBI has determined may have been contrary to the
Attorney General's Guidelines for FBI, National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorism
investigations. (U)

1 - Ms. 278-H0-C1229736-vIo—"VH{Z_
1 - Mrc

ﬁﬁ) : ’ b7C
1 -~ Ms. Thomas C:fii IOB Library
1

De from:

Declassd : 25-1 ,
C
CRE

Hofmann-I0B-389
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General Brent Scowcroft (USAF Retired) -

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie Thomas
Deputy General Counsel

Enclosure

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr, James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Hofmann-IOB-390




n
ALL INFORMATION CONTAINED

DATE: 06-30;20:5-2” SDMI/ PLI/ OO HEREIN IS UNCLASSIFIED EXCEPT
CLASSIFIED WHERE SHOWN OTHERWISE

REASON: 1.4 (&) y
DECLASSIFY ON: 06-30-2035 . ’ - '
e |

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
10B 2005-07 (U)

b2 I

W e The Division | b of the Federal Bureau of Investigation has . bIE
reported a period o |through the inadvertent
activation| fluring i iration dates that
were the subject of orders issued

b1
1) —— &l | b2

b7E

(5) |

Q FBI personnel inadvertentl | inf | bl
[5 ] - hen updafing the expiration times at were the subject of] | | b2

authorization orders operational from approximately 4:05 p.m.on . bIE
until corrective action was taken at 12:46 pm on] ](20 hours and 41
minutes). During the time] |was enable |

| o Im FBI Language Specialist,
who had not yet been advised of the error, reviewed the recording and determined that it had not
captured [was blank. The procedures were modified
to prevent such a mistake in the Tuture.

() :CS(NO information in ring this non-authorized period was entered into FBI b2
systems includind However, this inadvertent interception was conducted b7E
without court authorization. The matter is therefore reportable to the Intelligence Oversight
Board under the terms of Executive Order 12863. In addition, it has been referred to the FBI's

Inspection Division, Internal Investigations Section for any action that is deemed appropriate.

SERET

ived from:
De ~X-1
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DECLASSIFIED BY 65179DMH/PLJI/CC

‘ ON D6-30-2010

¢
BY COURIER
General Brent Scowcroft (USAF Retired)
Chairman
Intelligence Oversight Board
Room 5020
New Executive Office Building
725 17th Street, NW
Washington, D.C. 20503
Dear General Scowcroft:
This letter forwards for your information a self-
explanatory enclosure, entitled “Intelligence Oversight
Board (IOB) Matter 2005-08."

_ This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
?BI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
?e?ermination of whether any administrative action is warranted.

U
Enclosure
1 - Ms. Thomas
.- MS .
278-HQ= 9736-vio— 14 S
SSIFIED

Dep. D DETAC
Chief of Seaff, C IED EN
Off. of Gen,
Caounsel
Asst. Dir.:

Admin, Ser, :

G e De =23 : =3

cIis sify oms

Finance

Info. Res,

Lab.

National Sec,

OPR - -
e S— SESRET Hofmann-10B-392

& Cong, Afls,

Training
Oft. of EEOA
Director’s Office ___
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

nAtEn, oimiv_____ Inspection Training,
APPROVED: SIS Laboratary Off. of EEQ
) Finance sationsl Sec, Affairs,
leédO!.:____Gen.CQW PR Of.ofPublcd
Deputy Director____Info, Res. Personnel, Cong. Affs,

_SEERET

-2-  Hofmann-IOB-393
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ALL INFORMATION CONTAINED
. _HEREIN I3 UNCLASSIFIED EXCEPT
HERE SHOWN OTHERWISE

DATE: 06-30-2010
CLASYIFIED BY 65179DMH/PLJI/CCm
REASON: 1.4 (<) '

DECLASQIFY ON: 0£-30-203S
sz#i'r

INTELLFGENQE OVERSIGHT BQ%RD (IOB) MATTER b2
DIVISION b7E
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)
IOB MATTER 2005-08 (U)

bl

s//0C, NF) By electronic communication (EC ated January b2
7, 2005, the Field Office reported Y
a possible IOB error in conjunction with an ongaing be

: b7C
[ | In this regard, I b7D

reported that, on| b7E
{S)W”| — | authorized the s ;
the email account]

Juntil | |

}S[/OC, NF) On upon rqxigyinql I bl

| ‘ pProvided In response to | Ei
learned thatl | while interceptin : 57D
' [from the correct account, was providing B7E

emalil communications from the wrong email account,

[S)wwwwl Although some of the emails were reviewed
by linguists, none of the communications have been processed any
further or documented in any FBI files.

wrmmw“”www-t87/oc NF) On| | | contacted
in thd _ |tnit and requested b2
a ) I halt all downloading of email data for this account. b4
| |also requested that s1ss| | contact b7D
| |and request_that they cease all monitoring of this b7E
account. Finally,l Iadvised the Special Agent and
Linguist assigned to cease all monitoring of the emails from this
account. bl
b4
(s//0c, NF) onl [at 9:01 a.m. PST, oe.
ceased all monitoring of 27D
(S)W%” At 9:05 a.m. PST[::::::::]began monitoring
s authorized.
oC ated L_ |
forwarded a CDROM containing all bl
[S]“W“wcommunicationsmtowand """ from- email—-account Ei
collected from o] rom a B7D

Bureau collections systems to the| |Division. .hel | b7E
| : |Unit requested that the| pivision
elriver e o the Office of Intelligence Policy and
Review, Department of Justice, for appropriate disposition. The
Hofmann-I0B-394




'

SECAET

ove

Unit also requested that the[::::]
nications to and from email account

collected from | |

(U) ........................................... OC NF)
of | Ia

unauthorized

Here, as a consequence of.an error on the part

nd through no fault of | an
f an emall account was

conducted. Based upon our analysis, in accordance with the
reporting requirements of Section 2.4 of E.O. 12863, this mistake
must be reported to the IOB because the surveillance was not

" authorized under the Foreign Intelligence Surveillance Act ox

Executive Order 12333.

OGC will prepare an appropriate cover

letter and an enclosure for the Deputy General Counsel to report

this matter to the IOB.

Dec v s 1

APPRQUE cdm v nspection Tralnlno__
.5_ Labo tory__ O of EFQ
it Gananfe National Seg, e Affaies e
DepuP«W en. Songs 3 I,
5 ___Inio, Res, Personnel Co sz?!bﬁc&
- ——— ﬁq‘ &-—

-2 -

ssc}ég '
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Dep. Dir.
ChiefofStaff ______

Of. of Gen.

Counsel

Asst. Dir.:
Aduuin. Ser.
Com.. lnv.
cis
Finance
nfo. Res.
Lab.

National Sec.

OPR
Off. of Public

&Cong Afls.____

Troining

Off. of EEOA

Director’s Office

Sznlanataxx_enclosu:f, entitled “SSA
‘ SA

DECLASSIFIED BY 65179DMH/PLJ/CC

ON 06-30-2010

March 23, 2005
BY COURIER

Mr. James Langdon
Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, NW
Washington, D.C. 20503

Dear Mr. Langdon:

bé

This letter forwards for your information a self- e

SSA I

SA

Matter 2005-12.

| Intelligence Oversight Board

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
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Mr. James Langdon

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General .
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel for Intelllgence Policy, OIPR
U.S. Department of Justice
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INTELLIGENCE OQVERSIGHT BOARD (IOB) MATTER

DIVISION

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)
IOB MATTER 2005-12 (U)

By electronic communication (EC) dated May 31, 2002,
the [Field Office | reported a possible IOB
(S]~ww errorW}n conjunction with |

(9) -that] | was authorized on

| |was 1n1t1a11y identified as a non-USPER.
(S) - Howsver, Subsequent Investigation determined that he became a
naturalized United States citizen in

‘mm‘“””“”“““:Rii The initial case agent, SA| |

failed to submit a 90-day letterhead memorandum (LHM) to the

due to the mistaken belief that submission of an application for

Foreign Intelligence Surveillance Act (FISA) surveillance
authorit

SA

(S) 8{..on| . e |-thd [investigation was
rea331gned to SAI | sa

noted in

ignment EC that an annual LHM was due. However, SA
stated that she had not submitted the annual LHM due to

her higher investigative priorities (e.d., matters).
SAl Iwas tasked with authoring the require ocument.

(m”“WM““:ESi: Upon review of the investigative file, SA
noted the absence of an annual LHM. Accordingly, S
drafted an annual LHM to coincide with the date of t
submitted LHM | | and advised

[Division, | Unit, that | !would
revert to the August case initiation date as a baseline date for
its submission of future annual LHM reporting.

{s]mmwmwwwwmmlsfl“ | the subject of the| I
| ] became & “Unite ates

person” as that term 1s used in Section 101(i) of the Foreign
Intelligence Surveillance Act of 1978 (FISA) and Section II.W of
the March 8, 1999 Attorney General Guidelines for FBI Foreign

Hofmann-10B-398
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| e I Tp This regard, rted

[ | within the period prescribed by regulation

uld satisfy the reporting requirement. Additionally,

failed to timely submit the required annual LHM. The
due in| Ibut was not submitted until
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DATE: 06-30-2010 ALL INFORMATION CONTAINED
CLASSIFIED BY 45179DMH/PLJ/CC HEREIN I3 UNCLASSIFIED EXCEPT
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Intelligence Collection and Foreign Counterintelligence
Investigations (March 8, 1999 AG Guidelines).!

Here, the initial case agent failed to submit a 90- day b2
LHM due to the mistaken belief that a submission of an b7E
application for| | would satisfy the

reporting requirements. However, the requirements of the March
8, 1999 AG Guidelines are independent of the ] Aan
application for| |[does not satisfy the
reporting requirements of the March 8, 1999 AG Guidelines.

e Further, the initial case agen;_failgg_;91timely submit

the required annual LHM that was due in Rather, the

case agent submitted the annual LHM on| |

approximately seven months late. This delayed reporting

precluded the Department of Justice, Office of Intelligence and

Policy Review from exercising its responsibility for oversight b2
and approval of an ongoing full foreign counterintelligence b7E
investigation of a U.S. person, which is contrary to the

requirements of the March 8, 1999 AG Guidelines.?

u12§*<:5ased upon our analysis, in accordance with the
reporting>requirements of Section 2.4 of E.O. 12863, this mistake
must be reported to the IOB.

E&ssify On :ﬁ

.

(-

HWMZ;:h{i;'The March 8, 1999 AG Guidelines were superseded by
the Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection on October 31,
2003 (October 31, 2003 AG Guidelines). Because the incident
described in the May 31, 2002 EC occurred before the October 31,
2003 AG Guidelines became effective, whether an IOB wviolation

occurred must by analyzed under the March 8, 1999 AG Guidelines.

‘““z;jﬁq:Under the October 31, 2003 AG Guidelines, overdue
reports” of "administrative or investigative activities are not
required to be reported to the Office of the General Counsel as
potential IOB matters.
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DECLASSTFTIED BY 65179DMH/PLJ/CC
ON 06-30-2010

5
‘ .

March 23, 2005
BY COURIER

General Brent Scowcroft (USAF Retired)

Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building
725 17th Street, NW

Washington, D.C,.

20503

Dear General Scowcroft:

This letter forwards for yan_informafinn self- b7C
exglanatorﬁ enclosure, entitled “SSA a-|Sa |

Intelligence Oversight Board Matter 2005-13.

This enclosure sets forth details of investigative
~activity which the FBI has determined was conducted contrary to
the- Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism

investigations.

This matter has also been referred to our

Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111 .

1 - Mr. James Baker
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2

|DIVISION b7E
FEDERAL BURE F INVESTIGA HEADQUARTERS (FBIHQ)

IOB MATTER 2005-13 (U)

I8Y By electronic communication (EC) dated October 16, bl
2002, the| |Field Officei [ reported a possible IOB o2
error in conjunction with an ongoing counterterrorism b7C
investigation. In this ;egard] Iregorted that | b7E

| authoxrized

_the monitoring of telephone co tions of|
(8 ————1a u.s. pPerson. Theffffffkuthority expired on

Du | sa bl
and I b2
| made technlca adjustments ne |IDIVISTIOn bé

While working on the| | b7C
a mlstaken reconfiguration of thq | 7E
occurred. The mistaken reconfiguration served to simultaneously
(§) - disable of [ 1line of a
counterintelligence investigation | lan

[Ieaciixate1the previously terminated electronic coverage of|

(8

1 on] lat aooroggmately 4:00 p.m., a ' bl

. b2
determined that| at 3:27% p.m."o'ﬁ""'| b7C

that same day did not appear to pertain to such investigation. b7E

An informal notation of this observation was 1mmed1ately made by
the monitoring Sgec1al Agent. The ne i was
[S]mwwwdetermlned -Ehat |- - pertained-to

investigation. b1
(5] -y 3L Realizing the| Eé

had expired on[ e W % | [TnvesTtigation, b7C

Supervisory Special Agentl | thd [Division b7E

technical Squad Supervisor, was 1mmed1ately notlfled of the

unauthorized | i

g Corrective actio s taken
() - o discontinue the Inadvertent-coverage-of}
154 Due to the mistaken reconfiguration, from s
| after the had bE
expire 1nadvertently recorded b7¢C

n
(3) = e | T 7
| | were inadvertently recorded between

313 p.m. on] |and 10:28 a.m. on

Hofmann-10B-402




(U) - >< on| | the|;|0nit, the| |and
nte

Department of Justice, Office of I igence and Policy Review
(OIPR) were notifi of the inadvertent recording. Upon being
advised that ad not recorded the inadvertently
intercepted conversations onto al {(which
serves as OIPR
instructed to i recorded

conversat O OO _a o be forwarded to
the |Unit, |has complied with this directive.

Here, due to a mistaken reconfiguration

Division's| an unauthorized

(Slww | was conducted. Upon learning
" thay] | |wvas being monitored, and that
[5]w~mwlmw |had expired on September

_|"in-the| |investigation, immediately took
corrective action to discontinue the inadvertent surveillance.

(O} e Based upon our analysis, in accordance with the -
reporting requirements of Section 2.4 of E.0. 12863, this mistake
must be reported to the IOB because the surveillance was not
authorized under the |or
Executive Order 12333. OGC will prepare an appropriate cover

letter and an enclosure for the Deputy General Counsel to report
this matter to the IOB.

' De ify H

-2 -

SESRET
E?é Hofmann-10B-403

b2
b7E

bl
b2
b¢
b7C
b7E

b2

" bTE




a ‘l" ‘I’

DECLAYSIFIED BY 65179DMH/PLJI/CC
ON 06-30-2010

March 23, 2005
BY COURIER

General Brent Scowcrofy (USAF Retired)
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, NW
Washington, D.C. 20503

Dear General Scowcroft:
This letter forwards for your information a self-

rexnlanatnnx_enﬁlosure, entitled “SSA| | sa
. ivision, Intelligence Oversight Board Matter
14,

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
()
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing w111 be
arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General

U.S. Department of Justice
Room 5111

1l - Mr. James Baker

Counsel for Intelligence Policy, OIPR
U.S. Department of Justice
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DATE: 06-30-2010 ALL INFORMATION CONTAINED

REASON: 1.4 (<) ' 'WHERE SHOWN OTHERWISE
DECLASSIFY ON: 06-30-2035
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
DIVISION b7E
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)

IOB MATTER 2005-14 (U)

electronic communication (EC) dated July 29, 2002, o
the |Fie1d Office | reported a possible IOB b
errof in conjunction with | b7C
(3 ] a United States person. In b7E
thls regard,[_ keported that a |was
($)- - -dnitiated-off n | The case was closed on
A ]was established on
| _ | and subsequently was] |
| pn . Isrhmitted_the____1
Tequired_annual letterhead memorandum (LHM) on
However,l |failed to provide a mandatory 90-day LHM. -
(3) — \bafl | the subject of thel | gé
I | is a “United States person” as B7C
that term is used in Section 101(i) of the Foreign Intelligence B7E

Surveillance Act of 1978 (FISA) and Section II.W of the March 8,
1999 Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations (March
8, 1999 AG Guidelines).!

(U]WM.UWM)X( Here,l kailed to provide a mandatory 90-da EEE
LHM, “wWhen the | ———— "

was required to
Submit an LAM within 90 days from the date that|

was initiated. :lfailed to do so. This
elayed reporting precluded OIPR from exercising its

responsibility for oversight and approval of [ _ |
of a U.S. person, which

() oo >wLw)XQ The March 8, 1999 AG Guidelines were superseded by
the Attorney General's Guidelines for FBI National Security’
Investigations and Foreign Intelligence Collection on October 31,
2003 (October 31, 2003 AG Guidelines). However, because the
incident described in the July 29, 2002 EC occurred before the
October 31, 2003 AG Guidelines became effective, whether an IOB
violation occurred must by analyzed under the March 8, 1999 AG

Guidelines.
%&é‘r Hofmann-I0B-406




is contrary to the requirements of the March 8, 1999 AG
Guidelines.?

B Based upon our analysis, in accordance with the
repo;E?§; requirements of Section 2.4 of E.O. 12863, this mistake
must be reported to the IOB. OGC will prepare an appropriate
cover letter and an enclosure for the Deputy General Counsel to
report this matter to the IOB.

2 (S) Under the October 31, 2003 AG Guidelines, overdue
reports of administrative or investigative activities are not
required to be reported to the Office of the.General Counsel as
potential IOB .matters.
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