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DECLASSIFIED BY 6S179\DMH\PLJ\sdb 
OH,06-28-2010 

BY COURIER 

October 27, 2004 
General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, 
IOB 2004-83." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined may have been contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

1 - Ms. Thoma 
1 - Mr. 
1 - Mr. 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter/ an oral briefing will be 
arranged for you at your convenience. 

Enclosure 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie Thomas 
Deputy General counsel 
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È&TE: 06-28-2010 
CLASSIFIED BY 65179\DHH\PLJVsdb 
REASON: 1.4 (c, dj 
DECLASSIFY OH: 06-28-2035 

« 
ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2004-83 (U) 

(S) 

(S) 

(S) 

(S) 

(S) 

(S) 

(S) 

l The FBI received authorization from 
f o f 

This authority included renewal 

Information concerning j_ jwas verified by th^. Joffice of the 
FBI before the renewal application was submitted. 

¿g^The person to whom!" 
froml ~|until|_ 
an FBI translator became concerned that she 

I khe same translator noticed that] 
case agent. After an internal check to determine whether the technica 
properly, the FBI discontinued coverage!, 

Jnformed the 
jwas no longer assigned to the target. 

I Oil I. 
_ L J o 4 ] 

jand notified the 
equipment was working 
On 

Ice of the FBI that[ 
fa 

(S) casej 
^ T h e f office records all 

(S) 

(S) 

Thî 

during a given time period 
Once recorded^ 

Tfor a specified target (in this 

loffice therefore recorded and retained a second disk including 
than those to or from 

cannot be deleted. 
bther 

The original disk was forwarded to the Department of 
Justice's Office of Intelligence Policy and Review for appropriate disposition. The FBI has taken 
steps to delete all recorded material and summaries concerning! Ithat were obtained 
aftèi from its systems and databases. 

(Ü) Title 18, United States Code, Section 2511, prohibits the interception of wire 
communications except as authorized in chapter 119 of Title 18. However, Section 2511(e) 
permits "an officer, employee, or agent of the United States in the normal course of his official 
duty to conduct electronic surveillance, as defined in section 101 of the Foreign Intelligence 
Surveillance Act of 1978 [FISA], as authorized by that Act." In this case, a valid order existed 
but it was predicated on information concerning the identitvl Ithat was no longer 
accurate at the time of the surveillance. Thus, the interception of communications that occurred 
after the! kvas contrary to 18 USC 2511. The matter is therefore reportable to 
the Intelligence Oversight Board under the terms of Executive Order 12863. In addition, it has 
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been referred to the FBI's Office of Professional Responsibility for any action that is deemed 
appropriate. 
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DECLASSIFIED BY 65179VDMH\PLJ\sdb 
ON 06-28-2010 

BY COURIER \ 

November 10, 2004 
General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N-W. 
Washington, D.C. 20503 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, 
IOB 2004-90." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined may have been contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

1 - Mr. 
1 - Mr. 

1 - Ms. Thomas b e 
b7C 
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General Brent Scowcroft (ÜSAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Enclosure 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

,T Hofmann-IOB-310 
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DATE: 06-28-2010 
CLASSIFIED BY 65179\DMH\PLJ\sdb 
BEASOH: 1.4 (c,d) 
DECLASSIFY OH: 06-281 O 

ALL IHFORHATIOH CONTAINED 
HEBEIM IS UNCLASSIFIED EXCEPT 

IRE SHOOT OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2004-90 (Ü) 

The FBI received authorization from 

J 2 

' A secondary order was served on|_ 
the| usee 

used its own equipment to comply with this order. The FB 
via| 

Thereinafter. 

access to 
By 

land could retrieve only the data that was) 

received access to the data from 
The FBI had no other 

engineers in response to the secondary order. 

jfcffJThe data consisted off 

the FBI received data from 
collection that appeared to pertain to an account other than the one designated in 

secondary order. Analysis of the data by the FBI revealed}" 
was inconsistent with data previously obtained fronf 

Iby telephone and e-mail, the FBI determined that 
jfor this account. After consulting 

at length with 
erroneously provided information from an unrelated account. 

The FBI did not open any investigations or index any names on the basis of the 
ata received after The FBI has permanently removed the erroneously 

collected data from its computer systems and its electronic surveillance storage facility. A copy 
of the material in question has been sent to the Office of Intelligence Policy and Review for 
appropriate disposition. The FBI has not retained any other copies of this material-

thep; 
The interception of electronic communications in this case resulted from an error on 
j [nevertheless, the interception was unauthorized and thus 

contrary to Title 18, United States Code, Section 2511. The matter is therefore reportable to the 
Intelligence Oversight Board under the terms of Executive Order 12863. In addition, it has been 
referred to the FBI's Office of Professional Responsibility for any action deemed appropriate. 
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S E ^ Ç T ALL INFORHATION CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 
SHOWN OTHERWISE 

I t U.S. Department of Justice 

Federal Bureau of Investigation 

October 28, 2004 

Washington. D. C. 20S3S-0001 

DATE: 06-28-2010 
CLASSIFIED BY 65179\DMH\PLJ\sdb 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 06-28-2035 

(U) 

(S) 

(S) 

Mr. James A. Baker 
Counsel for Intelligence Policy 
Office of Intelligence Policy and Review 
U.S. Department of Justice, Room 6150 
950 Pennsylvania Avenue, NM 
Washington, D.C. 20530 

RE! 
[ 
Electronicsurveillance 

[ 

Intelligence Oversight Board Matter 2004-90 

Dear Mr. Baker: 

Enclosed for notification tol 
PEf appropriate, are tive envelopes containing electronic media on 

which are recorded information erroneously provided to the FBI in 
connection with the above referenced surveillance. The 
circumstances under which this information came into the 
possession of the FBI are described below. 

The FBI received authorization from 
"Ion I 

1^1 rnnrinnrT 
to 

secondary order was served on |_ 
(here.ina.fter .1 I. i 

I ~|used 

-1 
1 
1 

MS. Thomas 
Mr. 

IOB Library 
1J - 278-HQ-C1229736-VIO M l 
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analysis focused onf 
I Thus, the FBI's" 

rather than on its content. 

[ 
orde: X used its own equipment to comply with this 

he FBI received access to the data froml 

FBI had no other access to 
retrieve only the data that: was Place^ 

Tbyf 
secondary order. 

land could 

via an 
The 

b2 
b4 
b7D 
b7E 

engineers in response to the 

From [ 
data 

I the FBI 
collection that appeared to receive 

pertain to an account other than the one designated i.n the 
secondary order. Analysis of the data by the FBI revealed 

Ithat was inconsistent with data 
previously obtained fromf 

wi thT 
j^for this account. After 

by telephone and e-mail, 

b4 
b7D 
b7E 

consulting at length. 
FBI determined that \ | had erroneously provided 
information from an unrelated account. 

the 

The FBI did not open any investigations or index any 
names: on^ the basis of the| |data received after | 1 

^ The FBI has permanently removed the erroneously 
b4 
b7D 

data trom its computer systems and its 
storage facility. The only copy of this inrormation is on the 
electronic media that are enclosed herewith. The matter has been 
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répòrted to the Intelligence Oversight Board and to the FBI' 
Office of Professional Responsibility for any action deemed 
appropriate. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

Enclosure : 

Five sealed envelopes 

,T Hofmann-IOB-314 
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D E C L A S S I F I E D B Y 65179\DHH\PLJ\sdb _ , - - - - - . 
OH 06-28-2010 December 20, 2004 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB) Matterj |Division/ IOB Matter 2004-75." (U) 

b 2 
b 7 D 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which "govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Mr. 
,1 - Mr. 
1 - UC I 

Szady 
Curran 

< 2 r 

] 
278-flQ-C1229736-VIO 

bo 
b 7 C 

\ 

Deo. Dir. 
Chief of Sti iT. 
Off. of Gen. 
Counsel 
Asst. Dir J 
Adran-SCTv, 
Qm.Inv.___ 
CilS 
Finance 
Info. Res. 
L i b . . 
Httioml See. , 
OPR 

Off.of Publie 
& Cong. Af f i . . 
Training,. 

Hofmann-IOB-315 

O f t o f E E O A ^ _ 
Dóeccot's Office. 

MAIL ROOM • revoca 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

John F. Curran 
Deputy General Counsel 

Créalnvv Training;, 
Enanca Nation̂  Director Gea. Counsel Offl I 

Depot/Director Info. Res. Personnel 

OíUfEEO 
Affairs 
Otf.of PübQc & 
Cong.Afis. 

2 



DATE: 06-28-2010 
CLASSIFIED BY 65179\DMH\PLJ\sdb 
PEASOH: 1.4 (c,d ) 
DECLASSIFY ON: 06-28-2035 

ALL INFOF 
HEREIN IS 
WHERE SHOWN 01 

CONTAINED 
SIFIED EXCEPT 
IRUISE 

(S) 

(S) 

(U) 

(U) 

(U) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I DIVISION 
IOB MATTER 2004-75 (U) 

The[ Division f 
the Federal Bureau of Investigation ("FBI") has reported. olorl-rftnift siwwvllanffP oT-rnrg in rnn-iimrfinn vri frh i fr.« I 

] of 

1 In this regard, I I reported that, onf 

[authorizedf 

1 That authorization 
expired on| 
Policy and Review 
authorized! 

csxiia 
The Office of Intelligence 
that,I 

(were to cease when the siibj ect left 
the country. I lorder, however, only stated that 
authorization expired o n | l a n d did not indicate that 
intercepts were to cease when 

The FBI knew that the subject of thef 
3 On 

notified FBI technical collection personnel fchat 
collection was to cease at 

was informed that the expiration date had been changed 
in the system, and that 
appropriate time. Indeed, collect-ion1 
at I " 

1 would stQp at the 
J did stop 

[ 
1 Believing that all collection/ 

] would stop at 
the new expiration date and time, | |d,id not inform 

of the new expiration date and time. 

on [ ¥ 
I department at 

accounts being intercepted, and informed 
interceptions must cease at 

"tjScT On 

Tcontacted the legal 
of I je-majl 

that 

disk froml 
fori 

con, .a im nn 
"[received a floppy 

from 
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been notified of the earlier f 
time, and therefore, [ 

EÒ^T 

Isubseauenf-ly learned that 
[for the r 

Ishut down date and 
lcontinued to I I 
[pursuant to the original 

had 

orders. | [received compact discs containing the 
information obtained after| land passed 
it to FBI OGC without accessing or using the information in any 
way. 

(U) On 
continued to provide FBI with 

1learned that 

date listed in the| |Order. [ 
for the accounts, though. 

1 until tne 
] did notT 

for 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 
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b7D 
b7E 
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DECLASSIFIED BY 65I79\DHH\PLJi,sdb 
ON 06-28-2010 

January 7, 2005 

BY COURIER 

General Brent Scowcroft (ÜSAF Retired) • 
Chairman " , 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General"Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 

b2 
b7E 

(IOB) Matter, ] IOB Matter 2004-57, (0) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or -laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Mr. Szady 
1 - Ms. Thomas 

d > 

1 - SSA 
- OPR 

1 \ 278-HQ-C1.229736-VÏO-/1 

bó 
b7C 

D e p . D » . _ 
Chief of SolT_ 
Off. of Gen. 
Counsel 
Asa. Dir: 
Aifcwi. Scf Pj_ 
Crim., Inv. __ 
a IS Pumice | 
Wo. Res. 
Lib, 
NtfioralSec., 
OPR 

r\rt ^DkJJU 
,T Hofmann-IOB-319 
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DATE: 06-28-2010 
CLASSIFIED BY 65179\DMH\PLJ 
REASON: (c) 
DECLASSIFY ON: 06-28-2035 I SEC: 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

SHOWN OTHERWISE 

« P 

(S) 

(S> 

INTELLIGENCE- OVERSIGHT BOARD (IOB) MATTER 
DIVISION 

IOB MATTER 2004-57 (U) 

(S). The ]Division of the Federal Büreaü of 
Investigation ("FBI") has reported that, owing to an error in 

condttcfr-eril |of|_ 

this regard, the|_ 
no logger belonging to the target. In" 

renewed authorization for 
a Non-United States person. On of about |_ J K T 

translator discovered that the electronic communicationsoff 
contained communications of an unidentified third party. All 
calls were fully minimized and no logs were created. Coverage of 
^the^t.hird party communications were immediately discontinued. 
• X 1 

Although this error may not be directly attributable 
to conduct on the part of FBI personnel, the Unauthorized 
surveillance is nevertheless a reportable matter under Section 
2.2 of Executive Order 12863. (U) 
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DECLASSIFIED BY 65179\DHH\PLJ\sdb 
OH 06-28-2010 

January 4, 2005 

General Brent Scowcroft (USAF Retired) 
Chairman Intelligence Oversight Board 
New Executive Office Building 
Washington/ D.C. 

Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB), Matter 2004-96." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws. 
Executive Orders, or Presidential Directives which goyern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
- Mr. Szady 
- SAC r 
- Ms. Thomas 
- Mr. I 
- OPR ] 

¿T^- 278-HQ-C1229736-VIO-: (&D 

1 bo 
b7C 
:b2 
b7E 

Dep. Dir. ... Chief of Staff. Oft of Gen. Counsel Ass». Dir.; _ Admin, Ser̂, Crinulnv. CJ1S ,, Finance InfaRet Lab. 
National Sec. „ 
OPR Off. of Public & Cong. Afft.. Training. Off.ofEEOA Dm«or'« Office. 

ofmann-IOB-321 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Very truly yours, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

APPROVED: 
fteriaf , - Curare fvp^rww. | i T'-.vj. 
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DATE: 06-28-2010 
CLASSIFIED BY 65179\DMH\PLJ\ 
REASONia.4 (c) ' 
DEC^SSIFY OH: 06-28-2035 

ALL INFORMATIOH CONTAINED 
LIN IS UNCLASSIFIED EXCEPT 

SHOWN OTHERWISE 
I P 

(U) 

SECRET 

INTELLIGENCE OVERSIGHT^OARD (IOB) MATTER 

ft 

J)IVISION 

The 

IOB MATTER 2004-96 (U) 

Division of the Federal Bureau of Investi gation has 

(S) [ 

(S> 

period of unauthorized collection of 
whom| Jhad only authorize^ 

icpor 
lor 

rted a 

^ O n f 

The 
person believed t( 

Hater anthnrÌ7fid 

khd lauthorized 
a U.S. person believedT , D£I 

11 

(S) 
K 

i U.S. 

(S) 
again on[ 

^S^ language specialist working oj |case heard, on 
^discussions in a langii 

and 
lined to be 

the contents of which were determined not to relate to 

1 « : 
(S) 

specialist determined on| ~l that a total of Icalls in ì Iweré 
erroneously received on between [ 

1
 L A r 

" "On! \ determined that thel callson 
|had been captured oecause of an error byl | Rather than 

(S) 
Imistakenlvi 

orC 
This unauthorized 

[once it became clear what had 

bn 
.and sent it t<f 

Jtake oil Iwas immediately stopped 
3 occurred. 

(S) ^ S ^ Altogether, three FBI employees he 
language specialist, the Special Agent assigned t 

{3) consulted to assist in determining the source of th 
number. No documents or recordings 
of this inadvertent error bj[ 

sop; 
£L f, and another 1; 

nguage calls o: 
Jwere made a( 

specialist 
elivèiy 

s a consequence 
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J the FBI obtained information that it was not 
authorized to obtain under the Foreign Intelligence Surveillance Act or Executive Order 12333. 
Although the information has not been used or entered into any case file, because the information 
was not authorized to be collected, this matter is being reported to the Intelligence Oversight 

BoaK'' APPROVED: S T S S T ^ I S S * * -
ft» fa* 0PCA_ nhririf Qaaam I» OPS , , tv̂ rt̂ . a™" -tsftoetoqi Tirinfo 
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DECLASSIFIED B Y 65179/DMH/PLJ/sdb 
ON 06-30-2010 

February 16, 2005 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB) Matter, 

|Division, 2005-04." 
This enclosure sets forth details of investigative 

activity which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 - Ms. Thomas 
1 - Ms. 
1 - Ms. 

278-HQ-C1229736-VIO— (oOò 

b 6 
b 7 C 

Dep. Dir 
Chief of Staff. 
Off. of Gen. 

Counsel 
Asst. Dir. 

Admin. Serv.. 
Ctrterrorism _ 
Crim. Inv. 
C J I S _ 
Finance _ 

b5 

Info. Res.. 
Insp.. 
Inv. Serv.. 
Lab.. 
National Sec.. 
OPR. 
Off. of Public 

& Cong. Affs. 
Training 
Off. of EEOA 
Director's Office MAIL ROOM • 

3e 
De 

G-3 

FeBìùE3 
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# 
General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

2 
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OH (17-01-2010 * 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IDIVISION 

2005-04 (U) 

b2 
b7E 

onf 
Investigation of this IOB matter has determined that. iigati 

•the! b2 b4 
b 7 D 
b7E 

I In 
captured Information. 

when | | began reviewing the 
discovered that it had received 

on the covered account, which is considered 
content J limmediately contacted FBI Headquarters and the 
I [ and requested that 

I be advised of the overshare of information not 
covered by the| The FBI also advised the Department 
of Justice Office of Intelligence Policy and Review (piPR̂  of the 
overshare. 
its error. 

On or around, [. 
As of I Ï notified of 

no further content information 
was received from the coverage of the email account. The data 
from thé overshare was sequestered as of| | and 
removed from all FBI systems. The sequestered data was provided 

so that it could be 
This matter has been 

to OIPR on or around [ 
forwarded to the| |for destruction, 
referred to the FBI's Inspection Division for action deemed 
appropriate ^ ^ 
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DECLASSIFIED BY 65179/DMH/PLJ/sdb ? 
OH 06-30-2010 

February 14, 2005 

General Brent Scowcroft (USAF Retired) 
Chairman Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB), Matter 2003-05." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 - Mr. 
1 - SAC 
1 - Ms. Thomas 
1 - Mr. 

- Ms., _ 
T > 278-HQ-C1229736-VIO — (j15 à > 

b2 
b6 
b7C 
b7D 

Dep. Dir. 
Chief of Slaff_ 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Crim.. lnv. _ ais 
Finance 
Info. Res. 
Lab. 
National Sec. 
OPR 

Off. of Public 
& Cong. Afls. _ 
Training 

OlT.ofEEOA 
Director's Office 

ofmann-IOB-327 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Very truly yours r 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: 3 2 = 
cinanc3_ 

Director Gen. Counsel. 

M O V E D : 
Inspection ' Traiilinq 
Laborator Qff.ofEEO 
Nationals Affairs 

Qff.ofEEO 
Affairs 

Deputy.Director info. Res, 
OPR ^ ntf 
Personnel Cor 

Off. of Public &. 
Cong. Af is. 
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DATE: 06-30-2010 
CLASSIFIED BY 65179/DHH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY OH: 05-30-2035 

(U) SE' E^REI 

^FORMATION CONTAINED 
IH IS UNCLASSIFIED EXCEPT 

SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
[DIVISION 

. ^ Division 
reported a possible violation in conjunction with [ 

IOB MATTER 2003-05 (U) 

of the Federal Bureau of Investigation has 

Division opened a 

(S) [ 
(S) 

tates person" as that term is used in the March 8,1999 Attorney 
General Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations (1999 AG Guidelines^. The investigative puroosel 

ivas set to expire on 
wno is employed by th< £ It was assigned to Special Agent (SAj 

The initial 120-day 

<S) 

<U) 

was assigned to| H 

1 Supervisory Special Agent (SSaJ 
frnd is assigned to 

1 
She has supervisory responsibility tor| 

[ 
M 04 

to extend the| Kn the 
IS-fl bent an electmimiiuinmunication (EC) to SSA 

case. SSA Initialed the EC, and routed 
it to the Acting Special Agent in Charge for approval. 

"Rafter the expiration of the initia 

(U) 

(U) 

{This activity occurred after the initial 120-daj lexpired. 

File Supervisor located the case file and the 
EC on a shelf at the squad's Infonnation Management A ssistant station. She 

immediately forwarded the file and EC to SSA[ 
extended on 

Thereafter, thej Jwas officially 

after 
As a consequence of this overrun, investigative activity that occurred 

jwas not authorized under the 1999 AG Guidelines. In furtherance of 
section 2.4 of EO 12863, this matter is being reported to the Intelligence Oversight Board. 

CrimJnv.. 

Director 
Deputy Director. 

•-mance 
.Gen. Counsel. 
.Info. Res. 

.Inspection. 

. laboratory ' Hff. of EE0 

. National S e c S s B L L Affairs. 

. 0 P R _ _ y _ _ 

. Personnel 
Off. of Public & 
Cong. Affs. 

b2 
b7E 

b2 
b7E 

(S) 
bl 
b2 
b6 
b7C 
b7E 

b2 
b6 
b7C 
b7E 

b2 
b6 
b7C 
b7E 

b2 
b6 
b7c 
b7E 

b2 
b7E 
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DECLASSIFIED B Y 65179/DHH/PLJ/sdl) 
GW 0S-30-2010 

m 
February 25, 2005 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 
Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure, entitled "Intelligence Oversight Board 
(IOB) Matter,!Division, 2004-55." 

b2 
b 7 E 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted.(U) 

Enclosure 

Dep. Dir. 
Chief of Staff _ 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Cnm_ lnv. _ a IS 
Finance 
Info. Res. 
Lab. 

1 - Mr. 1 1 1 - Mr. Hulon 
1 - Ms. 
1 - Mr. 

A 

- Inspection Division 

b 6 
b 7 C 

m 
D 

i r o m 

fyorr:— 

National Sec. 
OPR I 

Off. of Public 
& Cong. Ails. _ 
Training 

Off. of EEOA 
Director's Office 

Hofmann-IOB-330 
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i 

General Brent Scowcroft (USAF Retired) 

CLASSIFIED ENCLOSURE 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Ms. Charlene B. Thornton 
Inspection Division 
Federal Bureau of Investigation 
JEH Building Room 7825 

1- Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 

Director 
Deputy Director.. 

CrimJnv. 
CJIS. 
Hnancî. 

-Gen. Counsel 
-Info. Res. 

- 2 -
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DATE: 06-30-2010 
CLASSIFIED BY 65179/DHH/PLJ/s 
REASON: 1.4 (c) 
DECLASSIFY OH: 06-30-2035 

(S> SE^ET 

FOFHATIOH COHTAIHED 
IS UNCLASSIFIED EXCEPT 

SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
DIVISION 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)(U) 
2004-55 

h 2 
hlE 

Investigation of this IOB matter has revealed that the 
1 Divisi on iriitiat-ftH a I I 

TtTfT [subsequently authorized 

(S) 

(U) 

was -in-it-iat-pH orH lorn E.S.T. The target 
is serviced byl 

assigned tof 
1 confirmed that the target V I was 

w : 
Due to an administrative and technical error on the 

part of FBI P |and| 
t( 

expiration of the 
was temporarily. erroneously reactivated after the 

]authorization. £ was immediately 
notified of the error and preliminary steps were taken by FBI 
personnel to sequester the unauthorizeddata.0 

A copy of this submission to the IOB has been provided 
to the FBI's Executive Assistant Director for Counterterrorism/ 
Counterintelligence. (U) 

, Crlm.lnv. 
CJIS 

Director 
Deputy Director, 

mance 
-Gen. Counsel, 
Jnfo.Res. 

_ Inspection 
Laboratory 
National Sec. 
opR ; 

_ Personnel 

.Training 

. Off. of EEO 
_ Affairs. 
.Off. of Public & 
, Cong. Affs. 

bl 
b2 
h 4 
b6 
b7C 
b7D 
b7E 

b2 
b4 
b7D 
b7E 
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DECLASSIFIED B Y 65179/DMH/PLJ/sdb 
OH 06-30-2010 

\ 
March 1, 2005 
BY COURIER 

General Brent Scowcroft (USAF Retired) . 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear General Scowcroft: 

b 2 This letter forwards for your information a self- b7E 
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB) Matter, [ Division, IOB Matter 2004-60." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 - AD Szady 
1 - DGC Thomas 
^ ucl I 
'PP 278-HQ-C1229736-VIO- (p^O 

be 
b 7 C 

URE 

Dep. Dir. 
Chief of SlatT_ 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Adniin. Ser._ 
Crim.. Inv. 
a IS 
Finance 
Info. Res. 
Lab. 
National Sec. 
OPR 

Off. of Public 
Sc. Cong. Alfs. _ 
Training 

Off. ofEEOA 
Director's Office 

Hofmann-IOB-333 
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SEI 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: APPROVED: 3 £ z 
finance 

Director Gsn. Counsel. 
Deputy Director Into. Res. 

Inspection. Inspection Training 
Labora to rvZZZZI Off. of EEO • 
National Affairs 
0?R_JEH_ Off. of Public & 
Personnel Cong. Alfs. 

2 
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DATE: 06^30-2010 
CLASSIFIED BY 65179/DMH/PLJ/s 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

(S) 

ALL INFORMA' 
HEREIN IS 

: WHERE SHO 

HATC£N 
I M S : 
itjiMre: 

CONTAINED 
SSIFIED EXCEPT 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I |CITY DIVISION 

IOB MATTER 2004-60 (U) 
The Division ( 

the Federal éureau or investigarion ("FBI") has reported 
issued a National Security Letter (NSL) for records [ 

T I 
of 
at it 

land received tne results of the NSL, [ 
(NSL) 
The FBI served that N5Lf 

c L)U5 E6 & tvibòqraphical error, thé "NSL was issued fori I 

that is neither relevant to an 
autnorizeo investigation to protect against international 
terrorism or clandestine intelligence activities, nor that is 
related to the subject of a national security investigation. 

Issuance of this NSL was not authorized by law, 
since 18 'Ù.S.dì 2709 only authorizes the FBI to seek relevant 
records from a wire or electronic communication service provider 
when those records "are relevant tó an authorized investigation 
to protect against international terrorism or clandestine 
intelligence activities." In addition issuance of this NSL was 
riot authori.7.P.H by the Attorney General ' s Guidelines since Section 

I 1 of the Attorney General's Guidelines authorizes use of NSLs 
only in conformity with 18 U.S.C. 2709, and when the telephone 
records are sought as part of | ~| 
• » ; 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

b2 
hi E 

b2 
b4 
b7D 
b7E 

b2 
b7E 

Director 

Grim. Inv. 
CJIS 
Mnance 

Deputy Director. 
_Gen. Counsel, 
.Info. Res. 

. Inspection. 

. Laborati 

. Nations mwM 

Training . „ 
. Off. of EEQ 
_ Affairs 

. Personnel 
.Off.ofPubricS 
. Cong. Affs. 
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DECLASSIFIED BY 65179/DHH/PLJ/sdb 
OH 06-30-2010 

b2 
b 7 E 

March 1, 2005 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 
Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure, entitled "Intelligence Oversight Board 
(IOB) Matter, 1 Division, 2004-08.." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted.(U) 

Enclosure 

Dep. Dir. 
Chief of Staff . 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Criin.. Inv. 
CJIS 
Finance 
Info. Res. 
Lab. 

1 - Mr. 1 1 - Mr. Hulon b 6 
1 - Ms. UNCLASSIFIED Wg b 7 C 
1 - Mr. DETACHED̂ JSRQfÌ 

y p ; 
OPR 

DETACHED̂ JSRQfÌ 
OÇURE 

National Sec. 
OPR " 

Off. of Public 
& Cong. Arts. _ 
Training 

Off. of EEOA 
Director's Office 

ofmann-IOB-336 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1- Mr. James Baker 
Counsel for Intelligence Policy, ÖIPR 
U.S. Department of Justice 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: S T inspection 
Laborator Off.ofEEO 

Affairs 

Training. 

Deputy Director. 
Director 

fence.. «National Si 
Gr- :cwr;| 3?R 
inJo. Kss _ "!"j:nnel. 

Off. of Public & 
Cong. Affs. 

- 2 -
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DATE: 06-30-2010 
CLASSIFI® BY 65179/DMH/PLJ/sdb 
PEAS Oil; >1.4 (c) 
DECLASSIFY OH: 06-30-2035 

tsi 
SECJ^C^ ALL INFORMATION CONTAINED 

HEREIH IS UNCLASSIFIED EXCEPT 
Where shown otherwise 

I 

INTF.T.T.ICTNCF, OVERSIGHT BOARD (IOB) MATTER 
_ _ _ ] DIVISION 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)(U) 
2004-08 

Investigation of this IOB matter has revealed that on 
I 1-hft I Iniyision initiated a 

b2 
b7D 

administrative errorTT 
due on^ 

a United States person. Due to 
|tailed to forward the 90 day LHM, 

] to the National Security Law Branch 
(NSLB), OGC, for submission to the Office of Intelligence Policy 
and Review (OIPR), Department of Justice {rxvn . as rprmjrsH by 
the FCIG. This error was not noted until when the 

bl b2 
b6 
blC 
blE 

forwarded 
a result ot the eriiöli, U'lPR was not the annual LHM to Nbiits. Ks 

advised of the status of the ongoing investigation for 
approximately one year. 

A copy of this submission to the IOB has been provided 
to the FBI1s Executive Assistant Director for 
Counterterrorism/Counterintelligence and to the Office of 
Professional Responsibility for action as deemed appropriate. 
(U) 

fsTfŷ  

APPROVED: S Ü z 
' finance 

Director. . Gen. Counsel 
Deputy Director info. Res 

inspection Training 
Laboratory • y v ^ . a f f of EE0 
National S e l / i ^ J U Affairs 

2__~3ff. of Public & 
Personnel Cong.Affs. 
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J»! 

March 1, 2005 
DECLASSIFIED B Y 65179yDHH/PLJ/sdb BY COURIER 
ON 06-30-2010 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, NW • 
Washington, D.C. 20503 
Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure, entitled "Intelligence Oversight 
Board (IOB) Matter 2004-21." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

¿> 
b6 
b 7 C 

- Ms. 
278-HQ-C1229736-VIO— 

Dep. Dir. 
Chief of StafF_ 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Crim.. Inv. _ 
CJIS 
Fmonce 
Info. Res. _ 
Lab. 
National Sec. 
OPR 

Off. of Public 
& Cong. All's. _ 
Training 

Off. of EEOA 
Director's Office 

^SEC^^Hofmann-IOB-339 

MAIL ROOM • FBI/DOI 



General Brent Scowcroft (ÜSAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: 
Director Gen. Counsel .. lie & 
Deputy Director Info. Res. Personnel Cong. Affs.— 

- 2 - Hofmann-IOB-340 



DATE: 06-30-2010 
CLASSIFIED BY 65179/DHH/PLJ/sdb 
PEAS ON: 1.4 »(c) 
DECLASSIFY"ON: 06-30-2035 

/ ' 

ALL INFORMATION CONTAINED 
H E R ^ ^ I S UNCLASSIFIED EXCEPT 
UHE^HlOtiN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I DIVISION 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 
IOB MATTER 2004-21 (U) 

By electronic communication (EC) dated February 11, 
I Division reported a possible IOB — 2004,'thei 

error in conjunction with[ 
[ | I In this regard, thei 

b2 
•b7E 

bl b2 
b7E 

reported thatf m xvxsion 

accordance with the reporting requirements of Section 2.4 of E.O. 
12863, this mistake must be reported to the IOB. 

Training 
Off. ot EEO 
Affairs 
Off. of Public & 
Cong.Affs, 

,T Hofmann-IOB-341 



• • 
DECLASSIFIED B Y 65179/DMH/PLJ/sdb 
ON 06-30-2010 

February 14, 2005 

General Brent Scowcroft (USAF Retired) 
Chairman Intelligence Oversight Board 
New Executive Office Building 
Washington/ D.C. 
Dear General Scowcroft: 

This letter forwards for your information a. self-
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB), Matter 2004-18." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 
1 - Mr. 
1 - SAC 
1 - Ms. 
1 - Mr. 

Ms. 
278 

Dep. Dir. 
Chief of Staff_ 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Crim.. lnv. 
CJ1S 
Finance 
Info. Res. 
Lab. 
National Sec. 
OPR ~ 

Off. of Public 
& Cong. Affs. _ 
Training 

Off. ofEEOA 
Director's Office 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Very truly yours, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Crim. Inv, Inspection / Training 
CJIS laboratory / Off. of EEO 
Rnance L M\orJ(wEjDU— Affairs 

Director Gen. Counsel 3 P R _ y _ _ _ Off. of Public & 
Deputy Director Info. Res. Personnel" Cong. Affs. 

,T Hofmann-IOB-343 



DATE: 06-30-2010 
C L A S S I F I E D ^ 65179/DMH/PLJ/sdlj 
REASOH: L.4 (c) 
DECLASSIFY OH: 06-30-2035 

(U) 

(SJ 

(S) 

(S) 

(S) 

|U) 

(U) 

ALL INFORMATIOH COHTAIHED 
[<ASSIFIED EXCEPT 

ERUISE 
HERE IH IS TÄLASS 
^ ^ SHOl̂ ĤEE 

SEJ^ET 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I [DIVISION 
IOB MATTER 2004-18 (U) 

^ S ^ B y electronic communication (EC) dated January 23,2004, the| |Field 
Office reported a possible IOB error in conjunction with a prioij_ 
The following facts are derived from the January 23,2004 EC. 

1 As reported fry thef "hivisionf M 
initiated al la "United States person" as that term is 
used in the March 8, 1999 Attorney General Guidelines for FBI Foreign Intelligence Collection 
and Foreign Counterintelligence Investigations (\999 AG Guidelines')] ¡initiated the 

The initial 120-davl rwas set 
to expire onj_ I 

investigation, became aware o: 
activity occurred after the expiration on 
th{ 
closed od 

thé case agent, who had been reassigned to th« 
'the fact that the| |had expired. However, no investigative 

]Due to circumstances surrounding 
Investigation and the resulting manpower issues, this case was officially 

^TS^According to an email datec( 
, once this error was disp-nveredlp[ 

Special Agent (SSA 
the situationl Itold S4~ 

S A 
of the formel 

from Special Agent (SA 
pontacted Supervisory 

jand informed her of 
that it was not an IOB violation as lone as the 

report it at that time. However, during 

\ viola 
thUsf did not 

recommendation was made to notify FBI Headquarters. 
last inspection in January 2004 the 

As a consequence of this overrun| failed to comply with the 
administrative requirements of the 1999 AG Guidelines by failing to properly close th^ [until 
52 days after the initial expiration. In furtherance of section 2.4 of EO 12863, this matter is 
being reported to the Intelligence Oversight Board. 

h 2 
b7E 

b2 
b7 E 

bl b2 be 
b7C 
b7E 

bl b2 
b7E 

bl b2 b6 
b7C 
b7E 

b2 
b7E 

Crim i n v . — _ _ _ inspection. 
y ' S - _ Laboraicrv, 

Director Z 7 o ^ , «lairs 
Deputy DÌrécÌòrZZZlnfò.Res 3„ff'ofPüblic& JnfaRes, _ Personnel. 

s e n 

Cong.Affs._ 
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March 3, 2005 
BY COURIER 

DECLASSIFIED BY 65179/DMH/PLJ/sdb 
OH 06-30-2010 . 

General Brent Scowcroft (USAF Retired) 
Chairman 
•Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2003 81." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary 
to the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations and/or laws, Executive Orders, or Presidential 
Directives which govern FBI foreign counterintelligence and 
'international terrorism investigations. (U) 

Enclosure 

Den. Dir. 
Chief of Staff 
Off. of Gen. 1 
Counsel 1 
Asst. Dir.: 

Adinin.Ser. X 
Crini., lnv. 
CMS 
Finance 
Info. Res. 
Lab. 
National Sec. 
OPR 

Off.of Pgblic 
Sl Cong. AfTs. _ 
Tramine 

Off. of EEOA 
Director's Office 

Ms. Thomas 
Ms. Kelley 
Mr. Hulon 

OPR (IOB 2003-81) 
278-HQ-C1229736-VTO—- ^ ô û 

1 - Mr.I 

Hofmann-IOB-345 
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# 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be arranged 
for you at your convenience. 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED APPROVED: S t 
Pinaacs 

Director Gen. Counsel. 
Deputy Director Info. Res. 

Inspection, 
Laboratory. 
National Sec.. /«•VI 
vt'll 

Personnel_ 

Training ^ 
.3«. of Era 
, Affairs 
Off. of Public & 
Cong.Alfs.: 

2 
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DATE: •06-39-2010 ' ALI^BORHATIDN CONTAINED 
CLASSIFIED BY 65179/DMH/PLJ/.sdü^^ HEPzBf IS UNCLASSIFIED EXCEPT 
REASON: 1.4 (c) . DJHERE SHOOT OTHERWISE 
DECLASSIFY ON: 06-30-2035 W 

SECRET 

^ INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2003-81 (U) 

Investigation of this IOB matter has determined that, 
•who was a "United States person" as that term is used in the Attorney General Guidelines for FBI 
Foreign Intelligence Collection and Foreign Counterintelligence Investigations (FCIG), was opened by 
thj fpield Office of the Federal Bureau of Investigation ("FBI") od llhe initiation 

"[Field Office and^ 
T28< 

and continuation of th^ [required that th< 
comply with the requirements of Executive Order 12863 and the FCIG.1 However, thef 
"Office did not submit an initial 90-day letterhead memorandum tx£ 

"ter 

until 
memorandum o £ 

submitted the initial 90-day letterhead 
-for dissemination to the Office of Intelligence Policy and Review 

(OIPR) of the United States Department of Justice. As a result of the significantly delayed reporting of 
the initial 90-day ietterhead memorandum, OIPR was precluded from exercising its responsibility for 
oversight and review of an ongoing foreign counterintelligence investigation of a U.S. person, contrary 
to the requirements of the FCIG. 

bl 
b2 
b6 
b7C 
b7E 

This matter has been referred to the FBI's Office of Professional Responsibility for action 
deemed appropriate. 

Deputy Director. 

'During all times relevant to this inquiry, the FCIG were in effect. The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign Intelligence Collection (NCIG1 did not 
take effect until October 31,2003. Hofmann-IOB-347 
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DECLASSIFIED BY 65179/DHH/PLJ/sdi> 
ON 06-30-2010 

February 11, 2005 

General Brent Scowcroft (USAF Retired) 
Chairman Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB), Matter 2003-78." . (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 - Mr. rS-7»Hw 1 - SAC 
1 - Ms. 
1 - Mr. 

OPR 
Thomas 

¿ í > > 
278-HQ-C1229736-VIO -

b 2 
b o 
b 7 C 
b 7 E 

Dep. Dir. 
Chief ofStaff_ 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Crim.. Inv. _ 
CJIS 
Finance 
Info. Res. 
Lab. 
National Sec. 
OPR " 

Off. of Public 
& Cong. AfTs. _ 
Training 

Hofmann-IOB-348 

Olf. ofEEOA 
Director's Office 

MAIL ROOM • 
FBVDOI 



Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Very truly yours I 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: AfttuSsJV.. CJIS 
Crim.lrw.. Cnsanw, 

,T Hofmann-IOB-349 



DAtE: 06-30-2010 
^CLASSIFIED BY 65179/DHH/PLJ/s~db 
REASON: 1.4 (c) 
DECLASSIFY ON: T16-30-2035 

U^fkI ALL IMJIPATIQH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(U) 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

]DIVISION 

(S) 

(S) 

(S) 
(S) 

(S) 

[ 
IOB MATTER 2003-78 (U) 

Thd bivisionf 
the imauthorized interception off 

"|of the Federal Bureau of Investigation has reported 

lohtainedl hnthorization tol~ 

of surveillance beginning of 

case agent was under the mistaken belief at the time thatl 

\ / 
^ js^t The unauthorized character of intercepting ~[ [was not 

realized until a series of communications betweenl land FBI HQ in early| .—1 
Interception of | | | [vas then terminated 01J 

Disks containing thq pi this matter were forwarded ii 
to FBI HQ, and then tn the Office nt intelligent».« Policy and Review. U.S. Department 

Justice, for sequestration by the Was unauthorized by Because this surveillance o 
this matter is being reported to the Intelligence Oversight Board. 

"APPROVED: 8 £ = S 8 2 

b2 
b7E 

b2 
b7E 

bl 
b2 b4 
b6 
b7C 
b7E 

bl 
b2 bo 
blC 
b7E 

bl b2 
b6 
b7C 
b7E 

bl 
h 2 b6 
b7C 
b7E 

Director 
Ctin. In«.. Cnmator_ Jinan«-. 

;r.v v.. 
.LafioiasofiL .TtÜliffn 

, T Hofmann-IOB-350 
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DECLASSIFIED B Y 65179/DHH/PLJ/sdto 
ON 06-30-2010 

March 3, 2005 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure, entitled "Intelligence Oversight Board 
(IOB) Matter, 

b 2 
b 7 E 

Division, IOB Matter 2003-27." (U) 
This enclosure sets forth details of investigative 

activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted.(U) 
Enclosure 
1 
1 
1 

Deo. Dir. 
Chief of Staff c i 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser. 
Crini., biv. 
CHS 
Finance 
Info. Res. 
Lab. 
National Sec. 
OPR 

Off. of Public 
& Cong. Alfs. _ 
Tramini: 

Off. ofEEOA 
Director's Office 

Ms. Thomas 
b 6 
b 7 C 

Ms, 
1 - IOB Library 

278-HQ-C1229736-VIO— lônf» 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

ofmann-IOB-351 

MAIL ROOM • 
FB1/DOJ 



^BCR^T^ 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter-, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: 
Hnann 

Director Gen. Counsel. 
OeputyOirector 

>, Cr iming 
i . CJIS 

Inspection. 
Laboratory. 
national Sec. 
3PR 
Personnel. 

Training 
Off. of EEO 
Affairs 

, Off. of Public & 
, Cong.Affs.___ 
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DATE: 06-30-2010 
CLASSIFIED BY öS^/DMH/PLJ/sdl) 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

s e ^ H 
o Ä ^ i ALL INFOEHETION CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE S H O W OTHERWISE 

IN-

INTELLIGENCE _OVERSIGHT BOARD (IOB) MATTER 
IDIVISION 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 
2003-27 (U) 

(3)that, on 
Tnvast i eratipn of this 

the 
IOB matter 
Division 

c 
BureauokInvestigation obtained authority from 

States person 
on 
tt 

l_tD_Jji±tla t e 

has determined 
of the Federal 

I 

who was a "United 
a6 that term is usea in tne tnen existing 

Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations (FCIG)1 
and the Foreign Intelligence Surveillance Act of 1978 (FISA).2 
Thus, the utilization of this surveillance reouired thatl I 
Division comply with the requirements of The FBI 
learned that around[ 

. , Although the 
|Division took steps to terminate the monitoring, due to 

administrative errors, 
] was not discontinued until the expiration of the 

Due to the administrative 
IOrder 

Executive order 12333 and 
"Fn 

errors, part of the surveillance went beyond [ 
authority which was contrary to the 

thus requiring an IOB reporting. 

b2 
b7E 

bl 
b2 
b6 
b7C 
b7E 

Derî^ 
tcissify onT 

I U ) APPROVED: . 
• v y I inan„Ce N a ! i c n a l S s c - Affairs ; X / -

 DlrsClor Gen. COURSE! opa Off ofpiihiiTft 
1 A "United statte§>rstterson|f?fo,j)a. define^^a^üectighpiIW. 1>£ the FCIG 

as wan individual who is. . . [a] United States citizSTT-:—. . ®'o5r-—:—? [b] a 
permanent resident alien . . . ." On 10/31/03, the FCIG were superseded by 
the Attorney General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG). 

2 (0) The FISA is codified at 50 U.S.C. 1801 et sea. A "United States 
person" is defined in Section 101 (i). of the FISA as: "a citizen of the United 
States, [or] an alien lawfully admitted for permanent residence ... ." 
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DECLASSIFIED BY 65179DMH/PLJ/CC 

March 3, 2005 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure, entitled "Intelligence Oversight Board 
(IOB) Matter, Counterintelligence Division, IOB Matter 2003-29." 
(U) 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the then existing Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations and/or laws, Executive Orders, or Presidential 
Directives which govern FBI foreign counterintelligence and 
international terrorism investigations. This matter has also 
been referred to our Office of Professional Responsibility for a 
determination of whether any administrative action is warranted. 
(U) 
Enclosure 
1 - Ms. Thomas 
1 - Mr. 
1 - Ms. 

b6 
b7C 

Dep. Dir. 
Chief of Staff_ 
Off. of Gen. 
Counsel 
Asst. Din 

Adniin. Se»._ 
Crim.. lnv. a IS 
Finance 

IOB Library 
278-HQ-C1229736-VIO — lö^O UNCI 

DETACHED 
CLA: 

Info. Res. 
Lab. " 
National Sec. 
OPR I 

Off. of Public 
& Cong. Alfs. _ 
Training 

Off. of EEOA 
Director's Office 

Hofmann-IOB-354 
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MAIL ROOM • 



/ 

General Brent Scowcroft (USAF Retired) 

CLASSIFIED ENCLOSURE 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

mem: Criitllnv.. 
U11S 
rinance 

Deputy Director. 
.Gen. Counsel 
.Info. Res, 

. Inspection 

. Laboratory 

.National?^ 

.QPR : 

IZZ0ff.0fEE0 
l U Affairs. 

.Personnel 
.Off. of Public & 

Cong. Affs. 

- 2 -
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DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

S^fUiH 

TNTRT.TJTFTCTJR.F. OVKPSTftHT ROÄRD (IOB) MATTER 
DIVISION 

2003-29 (U) 

b2 
b7E 

péù Investigation, of this IOB matter has determined 

(5) [ 

that on 
Bureau ór investigation ' 

Office of the Federal 
1 on 

the 
»'frt'M requested initiation of 

who was a "United States person 
as that term was used m the then existing Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIG).1 
and continuation of 1-hg I h-grm-ir̂ H that the 

1c 

Thus. the initiation 
Office and 

of Executive Order 12863 and the FCIG. The[ 
submitted a letterhead memorandum fLHM) toT 

comply with the requirements 
1Office 

] However, |_ 
I requesting tfié 

I did not forward this LHM to the National Security Law Unit 
nor to the Office of Intelligence Policy and Review. As a 
consequence of the error, for over a year, OIPR was precluded 
from exercising oversight and control of this ongoing 
investigation. which was contrary to the requirements of 
| |of the then existing FCIG. 

bl 
b2 
be 
b7C 
b7D 
b7E 

"Deputy Director. 

Training. 
Off.otEEO 
Affairs. 
Off. oi Public & 
Cong. Alfs. 

(?J! 1 A "United States person" is defined in Q 
as "an individual who is. . . [a] United States citizen . . . or . . . LOJ a 
permanent resident alien . . . ." On 10/31/03, the FCIG were superseded by 

I of the FCIG 
or . . . [b] 

the Attorney General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG). However, because this potential error 
occurred while the FCIG were in effect, the potential error is analyzed within 
the context of the then existing FCIG. 

Hofmann-IOB-356 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-2010 

March 9, 2005 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear- General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM) entitled "Intelligence Oversight 

b2 
b7E 

Board (IOB) Matter, 
(U) 

Division, IOB Matter 2003-83." 

This LHM sets forth details of investigative 
activity which the FBI has determined was conducted contrary 
to the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations and/or laws, Executive Orders, or Presidential 
Directives which govern FBI foreign counterintelligence and 
international terrorism investigations. (U) 
Enclosure 
1 - Mr. Hulon 
1 - OPR (IOB 2003-83) 
1 - Mrs. I 

T 

b6 
b7C 

278-HQ-C1229736-VIO— O t ö 
Dep. Dir. 
Chief of Staff _ 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Adniin. Ser._ 
Criin.. Inv. _ 
CJIS 
Finance 
Info. Res. 
Lab. I 
National Sec. 
OPR ' 

Off. of Public 
&Cong.Affs._ 
Training 

Off. ofEEOA 
Director's Office 

Hofmann-IOB-357 

FBI/DOI 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral 
briefing will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Director 
Deputy Director, 

Crim. Inv._ 
CJIS 
~tnanca_ 

_ Gen. Counsel.. 
.Info. Res, 

. inspection, 

. Laboraloi 

. Nations! 
0.-R 

. Personnel 

m 
.Training 

~ ofEEO 
ars 

3if. oi Public & 
Cong. Affs. 

- 2 -
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DATE: 0 6-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 ( c) 
DECLASSIFY ON: 06-30-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SE^ST 

(5) 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
DIVISION 

MATTER 

IOB MATTER 2003-83(U) 
The Federal Bureau of Investigation ("FBI") has 

determined that in conducting on 
the FBI failed to comply with the annual reporting 

requirement prescribed in of the Attorney General 
Guidelines for FBI Foreianintelliqence Collection and Foreign 
Counterintelligence Investigations (FCIG) 
on I Lthe 

In this regard, 1opened a j< Division 
on the subject. Because tne subject was 

(and remains) a "United States person" as that term is defined 
in Section 1801 (i) Of the Fnrpi an Tn1-<=>1 1 j rrsnrs Surveillance 
Act (FISA), initiation of a 

comply with the reporting requirements 
required that 
of the FCIG. 

submitted its initial 90-day letterhead memorandum 
nearly four months beyond its (LHM) on 

original due date. The delayed reporting precluded OIPR from 
exercising its responsibility for oversight and review of an 
ongoing foreign counterintelligence investigation of a U.S. 
person, contrary to the requirements of the FCIG. The matter 
also has been reported to the FBI's Office of Professional 
Responsibility for action deemed appropriate. 

APPROVED: Crimlnv. CJIS 

Director 
Deputy Director. 

Finance 
.Gen. Counsel. 
.Into. Res, 

.Laboratory, 
. National Sea. 
, OPR 

. Off. of EEO 

. Affairs 

. Personnel 
.Off. of Public & 
. Cong.Affs. 

b2 
b7E 

bl 
b2 
bó 
b7C 
b7E 

(U) 1 Although the FCIG were superseded on October 31, 2003 by the 
Attorney General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), "[a]ctivities commenced under the 
FCIG [are to be] continued and completed under the FCIG. notwithstanding the 
adoption of the NSIG." See Memorandum from Attorney General John Ashcroft to 
Robert S. Mueller, III, dated October 31, 20q^©fmann-IOB-359 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-2010 

March 9, 2005 

BY COURIER 

General Brent Scowcroft (USAP Retired) 
Chairman 
•Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled Intelligence Oversight Board 
(IOB) Matter, I Division, IOB Matter 2004-74." (U) 

h 2 
b7E 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary 
to. the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or 
laws, Executive Orders, or Presidential Directives which 
govern FBI foreign counterintelligence and international 
terrorism investigations. (U) 

Enclosure 

1 - AD Szady 
1 - DGC Thomas 
1 -

b6 
b7C 

1 - UC| I 
278-HQ-C1229736-VIO- V'Q 5 



.General Brent Scowcroft (USAP Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral 
briefing will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

2 

,T Hofmann-IOB-361 



DATE: G6-30-201G 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

SEi 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
¡DIVISION 

IOB MATTER 2004-74 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

MATTER 
(Ü) 

The Division [_ of the 
Federal Bureau of Investigation ("FBI") 

(S) 
/ 

closedl" 
Permanent ResidentAlien T 
more than—one year by[_ 

has reported that the now 
of 

J 
gas improperly extended for 

opened a| |on Permanent Resident Alien 
properly extended by an ASAC in[ 
for ar 2 However, the ASAC in additional year until the I r~was closed on 

The Attorney 
1 l"wa 

] until |_ 
That • ] 

b2 
b7E 

bl 
b2 
b6 
b7C 
b7E 

was 
approved several extensions 

orney General Guidelines in effect at the time 
required that any| [extensions after a year be approved by 
FBIHQ. In addition, one investigative art was completed during 
the second year of the| \ Since the | [had not been properly 
extended, this investigative act was in violation of the Attorney 
General Guidelines in effect at the time. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility.for appropriate action. 

»d f r o m 

SECRET 
/ \ Hofmann-IOB-362 



DECLASSIFIED BY 65179DMH/PLJ/CC 
OH 06-30-2010 

March 11, 2005 

BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory 
enclosure, entitled "Intelligence Oversight Board (IOB) Matter 
2004-102, Federal Bureau of Investigation Headquarters (FBI 
HQ ) . " 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 
1 
1 

Mrs. Thomas 
Mr-I , I 
Mrs.I I ^ 
278-HQ-C1229736-VIO— 

b6 
b7C 

Dep. Dir. 
Chief of Staff . 
Off. of Gen. 
Counsel 
Asst. Dirj 

Admin. Ser._ 
Crira.. Inv. _ 
CJIS 
Finance 
Info. Res. 
Lab. 
National Sec. 
OPR 

Off. of Public 
& Cong. Affs. _ 
Training 

Off. ofEEOA 
Director's Office 
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•V 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for' you at your convenience. 

1 - The Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel for Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 

Sincerely 

Julie F. Thomas 
Deputy General' Counsel 

1 2 - Hofmann-IOB-364 



DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

INTELLIGENCE OVERSIGHT BOARD 
DIVISION 

SE^ET 
mi 

J i 

# 
ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(IOB) MATTER 
IOB MATTER 2004-102 (U) 

Division 
TT6l") has reported that, as a 

(S) 

(SJ 

X The 
Bureau of Investigation 
consequence of an oversight,! 
surveillance beyond the period of time tl̂ at the target. 

( a non-USper), 
Iconducted [ 

] of the Federal 
• 

tel epiaone. Onf l 

r 1 

iForeion Intelligence Surveillance Act of 1978 

cancelled nis service. 

(S) 

authorized under the[ 
When f 

ascertained thatl 

However, on| | 
Jhus, the continued surveillance was not 

or Executive Order 12333 
Idiscovered the problem it 

his service. In fact. 
afterthedate 

nr»r- wsra any 
cancelled 

the lancmacre animal ists advised that the 
1 The complete 

electronic record related to the I I will be 
transferred from| [computerized recording equipment to a 
computer disk, and the disk will be forwarded to FBI Headquarters 
for submission to the Office of Intelligence Policy and Review, 
Department of Justice, and the[ for eventual destruction. In 
accordance with the reporting requirements of Section 2.4 of 
Executive Order 12863, the error must be reported to the IOB. 

h 2 
b7E 

bl b2 
b6 
b7C 
b7E 

bl b2 b6 
b7C 
b7E 
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seXt 
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March 11, 2005 
BY COURIER 

D E C L A S S I F I E D B V 6 5 1 7 9 D M H / P L J / C C 

ON 06-30-2010 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear Mr. Langdon: 

Enclosed for your information is ^ ^ " ^ f o v ^ s i g h t 
letterhead memorandums^, entitled Inteliigen 
Board (IOB) Matter, 

to 2 
b7E 

Field Office, IOB Matter 2004-69." (U) 
This LHM sets forth details of investigative activity which 

the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and/or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosure 
1 - Ms. Thomas 
1 - Mr. I 1 

- OPR 1 
11- 278-HQ-C1229736-VIO-^Zf 

b6 
b7C 

Dep. Dir. 
Chief of Staff 
Of t of Gen. 
Counsel 
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Admin. Ser. 
Crim.. Jnv. 
CJ1S. ^ 
Finance 
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Training 
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Director's Office 
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Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Crim Inv. Inspection Training. 
CJIS. Off.ofEEO 
••"lanca sec. Affairs 

S t e z î s r ^ ï ï s Ï Î Ï " Cong.Affs.. 

,T Hofmann-IOB-367 



DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

S&è̂ iiï 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 
IOB MATTER 2004-69 (U) 

h 2 
b7E 

CSI 

(U) 

Investigation of this IOB matter has determined that on 
]Field Office opened a_|_ 

States Person. On\ on | | a United States Person On| \ 
authorized an extension of thej |to | | diet "not 
authorize any further extensions. On 12/23/03, FBI Headquarters 
(FBIHQ) issued an Interim Policy to implement the Attorney General's 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection (10/31/03) (NSIG). The Interim. Policy 
contained issued guidance on how to determine the dates of 
investigation initiation and termination for reporting purposes. 

]appears to have interpreted the Interim Policy to extend the 

bl 
b2 
b6 
b7C 
b7E 

six months after its last extension of 
ilicy to 
j X 

of the] 
were taken 

Although 
after its 
after that 

authorized 
termination on 
date. I 

no 
I reported 

further written extensions 
investigative actions 
that On| I the 

b2 
b7E 

TÖnf 
£ 

I NO 6the£ investigative àctlòftà 
actions violated the NSIG,\ 

été tâKéft. T f t ô f l ô 

This matter has been referred to the FBI's Office of 
Professional Responsibility for action deemed appropriate. (U) 

(U) X De 
De 

jgm 
if̂ On 

Difector 

, Crim.lnv, 
• CJIS. 

Rnancs 

Deputy Director, 
.Gen. Counsel! 
.Info. Res. 

sec^IU 

Inspection. .Training 
Off. of EEO 
Affairs 
Off. of Public & 
Cong.Affs. 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-2010 

March 11, 2005 
BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear Mr. Langdon: 

b2 Enclosed for your information is a self-explanatory b7E 
enclosure entitled "Intelligence Oversight Board (IOB) Matter, 

Division, 2004-62." 
This enclosure sets forth details of investigative 

activity which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

Dep. Dir. 
CliiefofStaff_ 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Criin.. lnv. _ 
CJ1S 
Finance 
Info. Res. 
Lab. 
National Sec. 
OPR " 

1 - Ms. Thomas 
1 - Ms. 

270-HO-OÌ229736-VIO — 

h 6 
b7C 

Off. of Public 
& Cong. Affs. _ 
Training 

Off. of EEOA 
Director'sOffice 

Hofmann-IOB-369 
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y 

Mr. James Langdon 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Attorney General 
U.S. Department of Justice-
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 

2 



DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-2010 

m 

i 

INTELLIGENQE—QYEESIfilff BOARD (IOB) MATTER 
IDIVISION 

2004-62 (U) 
Investigation of this IOB matter has determined that, on 

Division- 1 initiated a 
f a US Person. 

of the investigation^ 
the investigation in 

During the course 
properly obtained extensions for 

accordance with the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIG), which were superceded 
during the course of the investigation by the Attorney General's 
Guidelines for FBI National Security Investigations and Foreign 

I of the 
s£j 

h 
i the initiation date of the 

recórded as in 

Intelligence Collection (NSIG). Based on 
NSIG, and the extensions requested by 
investigation had to be completed by 
Unfortunately, in 
investigation was incorrectly 
communications on this matter. The incorrect initiation date was 
picked up in subsequent communications and eventually led to the Qoneous calculation and recording of the expiration date of the 

as I [ Relying on the | |expiration 
date, 

1 
] 

conducted an interview of the subject on 
eight days after the authorized expiration date of 

"| Conducting the interview on I I was inconsistent 
with the requirements of the NSIG. and must be reported m 
accordance with the requirements of Section 2.4 of E.O. 12863. This 

(U) matter has been referred to the 
action deemed appropriate 

FBI's Inspection Division for 

h 2 
hi E 

b2 
b7E 

S22GBS3T 

Director 
Deputy Director, 

Crim. Inv, 
CJIS. 
Finance. 

-Gen. Conns: 
-Info. Res. 

Inspection, .Training 
Off. of EEO 
Affairs 
Off. of Public & 
Cong. Affs. 

,T Hofmann-IOB-371 



DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-2010 

March 11, 2005 

Mr.. Ja m es Lia n>gsJ ¿r.n 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory b2 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, b7 

|Field Office; IOB Matter 2004-89. (U) 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection and/or laws, Executive Orders, or 
.Presidential Directives which govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosure 

)- 278-HQ-C1229736-VIO—IAA 
1 - OPR (IOB 2004-89) 

b6 
b7C 

,T Hofmann-IOB-372 
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-ei 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

SEC^T 
Hofmann-IOB-373 



( D A T E : 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

SE^^jT t 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
b2 
b7E 

FIELD OFFICE 
IOB MATTER 2004-89 (U) 

(S) 

( Ï Ï ) 

( U ] 

on 
Investigation of this IO 

|Pivision 
as determined—thaj 
initiated a 

on 

are each a United States person. On f 
obtained authorization from I 

who 

I Lac serviced bv 
had confirmed that I 1 was[ 

I whi< 
The 

which 

and the address on the account was the residence where the 
targets lived, 

On [ _. v.. | Jin accordance with the 
I Hi snnnt-i nnpH tprhniral purvpi 1 1 anrp of targets' 

This was accomplished by 

order, 

lana oy 

Intelligence Analyst (IA) queried the 
and determined that J for the target's 

was in fact disabled as directed. On 
the same IA again verified through [ 
t h a t | w a s disabled. J X ^ 

On r H the 1IA noted through a review of 
Jthat the collection on targets' resident 

I | was reactivated on The£ 
Supervisory Special Agent, Technical Squad, was notified 
immediately and on that date took the necessary steps to disable 
the line. 

r Subseguently it was determined that on| 
I was shut down and the 

bl 
b2 
b4 
be 
b7C 
b7D 
b7E 

b2 
b4 
b7D 
b7E 

b2 
b7E 

b2 
b7E 

Dec] 

SE^^T 

,T Hofmann-IOB-374 
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(U) 

(U) 

( U ) 

t SE&j^T 
b2 
b7E 

At that point, the targets 
was reactivated and began collecting data. It was also 
subsequent 
I Iuntil 

y learned did not disconnect the 

Upon discovering the error qh 
management personnel were notified at 
Headquarters. Additionally, the £ 
collected after expiration of the 
from FBI data bases.(Sá 

"I and at 
appropriate 
FBI 

¡material 
Jauthorization was purged 

to prevent a 
Technical 

Measures have been taken by_ _ 
recurrence of this error including instructing 
Squad's personnel in the proper procedures and the need for 
vigilance in a handling all Court authorized technical 
surveillance and the need for attentiveness to all aspects of 
technica1coilection. 

h 2 
b7E 

h 2 
b7E 

Though inadvertent,| ¡violated 50 
U.S.C.S 1842(c)(2) and The Attorney General's Guidelines for FBI 
National Sequri^y Investigations and Foreign Intelligence 
Collection. 

b2 
b7E 

This matter also has been referred to the FBI's 
Inspection Division for action deemed appropriate. (U) 

- 2 -

SEi 5EQSET 
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^ ^ ON 06-30-2010 

• f m w 

March 11, 2005 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear Mr. Langdon: 

This letter forwards for your information a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB), Matter 
2002-44." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 
1 - Mrs. Thomas h6 1 - Mr.1 
- Mr. 

3?S- 278 
b7C 

H0-C12297i 6 - v i o — 

Dep. Dir. 
Oiief of Staff _ 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Crim.. biv. 
CJIS 
Finance 
Info. Res. 
Lab. 
National Sec. 
OPR " 

Off. of Public 
SL Cong. Affs. _ 
Training 

OiT.ofEEOA 
Director's Office 

Hofmann-IOB-376 

FB1/DOJ 
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Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Very truly yours 

Julie F. Thomas 
Deputy General Counsel 

« W a e 
Finance 

Director Gen. Couns 
Deputy Director info. Res w 

I, Grim. Inv, 
I. CJIS 

Training... 
Off. of EEO 
. Affairs 
Off. of Public & 
Cong.Affs.__ 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-201G 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
J D I V I S I O N 

IOB MATTER 2002-44 (U) 

^g^Thej division 
reported a possible violation in con 

of the Federal Bureau of Investigation has 
miction with an international terrorism investigation. 

electronic communication (EC) dated September 24,2002, the Inspection Division 
requested Office of General Counsel review of a possible IOB error in conjunction with a 
counterterrorism investigation, 
from the! ¡Division 

The following facts are derived from th< 
to the Inspection Division. 

EC 

ÌS3LAS reported b £ ^initiated i 
on a "United States person" (hereafter referred to as "Subject") as that term is used in 

the March 8,1999 Attorney General's Guidelines for FBI Foreign Intelligence Collection and 
Foreign Counterinte11ipp.np.ft Tnvftstigatinns flVfarr.h ft 1999 AG fii|idelines).| Hin i t ia t e d 

this | The initia^ [was extended and 
was due to expire orj 1 

J 

(Ü) ffifts reported. b £ 
Aged ̂  x ÏSAi 

_ ^C, Subject contacted Snecial 
I to nrnvide investigative information on three occasions^ 

in the 

on 
S/ 

¿estigative îniormation on tnree occasions,! 
J i n addition, SA-| Thimself contacted Subject 

-, bid elicited information relating to an ongoing counterterrorism investigation. 
Jhereafter discovered the expiration of thi 

^S^ Based upon the facts presented for our consideration, it is apparent that although thiq | 
overrun was inadvertent it was not de minimis in time, according to the March 8, 1999 AG 
Guidelines. Here, there were four contacts with Subject, one initiated by SAI himself that 

20 occurred after thel Expired. Thel frtself was not officially extended unti{ 
days past the 30 day grace period toj [extensions. However, it should be noted that under the 
October 31,2003 Attorney General's Guidelines for FBI Foreign Intelligence Collection and 
Foreign Counterintelligence Investigations (October 31,2003 AG Guidelines), an investigation is 
not required in order to conduct a non-pretextual interview. Here, SA| jcontact with 
Subject was analogous to an interview and therefore this conduct would not be in error of the 
October 31,2003 AG Guidelines. 

b2 
b7E 

b2 
b7E 

b2 
-b7E 

b2 
b7E 

b2 
b6 
b7C 
b7E 

b2 b6 
b7C 
b7E 

(01 Under the current AG Guidelines, Q 
Jnay be distinguishable from other types of|_ 

lopened solely for the 
purpose o: 
this regard, the FBI is conducting a dialogue with the Department of Justice to clarify that 
distinction. 

In 
b2 
b7E 

(U] ^^.lthough SA conduct would not be a reportable error under the October 31, 
2003 AG Guidelines, because the conduct falls under the rubric of the March 9, 1999 AG 
Guidelines, the investigative activity that occurred after] |was not authorized. In 
furtherance of section 2.4 of EO 12863, this matter is being reported to the Intelligence Oversight 
Board. 
,T Hofmann-IOB-378 
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ON 06-30-2010 

A 
v 

BY COURIER 
March 18, 2005 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear General Scowcroft: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, 
IOB 2004-79." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined may have been contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and.international terrorism 
investigations. (U)' 

1 - Ms. 
1 - Mr. 
1 - Ms. Thoma IOB Library ±uts i i i D r a r y . , 

278-HQ-C1229736-VIO— ' J 
b6 
b7C 

,T Hofmann-IOB-379 
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General -Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Enclosure 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

• 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie Thomas 
Deputy General Counsel 

,T Hofmann-IOB-380 



DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SE^Sl 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2004-79 (U) 

(S) 

The FBI received author! zafcion from 1 
on to use 1 

used by 
• 
U.S. person, who is the subject 

(S) 

Divison 

( U ) On the case agent received a username and 
password for 

1 This key permit-bed access to the information collected by 
the case agent 

ted 
,ail, 

pursuant to the order. On 
logged onto the system and realized, that: the collectei 

information included* the subject line of at leastl lem 
information not authorized by the order. The case agent 

- terminated his review and immediately notified FBIHQ of the 
error. None of the email text was printed out or saved on any 
medium. 0n| 1 the case agent was notified by the| 

that| |had turned off the full content 

(U) 

collection tool on lemail accounts. No copies of the contents 
of the e-mail accounts were retained by the FBI. 

^UjfT The interception of electronic communications in this case 
resulterf from an error on the part of 

bl -b2 
b6 
b7C 
b7E 

bl 
b2 
b4 
b7D 
b7E 

'b2 
b4 
b7D 
b7E 

nevertheless, the interception was unauthorized and 
tnus contrary to Title 18, United States Code, Section 2511. The 
matter is therefore reportable to the Intelligence Oversight 

Board under the terms of Executive Order 12863. In addition, it 
has been referred to the FBI1s Inspection Division, Internal 

,T Hofmann-IOB-381 

b4 
b7D 



Investigations M R i o n for any action that is 

pg2 

appropriate. 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30 - 2 0 1 D 

February 14, 2005 
BY COURIER 

•General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory ' 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) M a t t e r , | F i e l d Office, IOB Matter ( 
(U) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, and/or 
laws, Executive Orders, or Presidential Directives that govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Director „ 
•Adm. 1 ^ - = M r . 

1 - Ms. Thomas /mAJ b2 
b7E 

278-HQ-C12297-36-VIO—H 
Inspection (IOB 05-0959) 

^CLASSIFIED WHEN 
DETACl 

CFIED ENCLi 

«ratoiy — _fieclasstry~r>s-i--X£5-1 .ofCong.AflS.. 
• of (he Gen. 

nnZ„ Hofmann-IOB-383 
• Pub. Air« 
.ofProf.Resp. -Mgmt. urity iniog. ifEEOA 1 MAIL ROOM • 
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General Brent Scowcroft (USAF Retired) 

Enclosure 

Sincerely, 

Julie F..Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

,T Hofmann-IOB-384 



DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

(S) 

(S) 
(S) 

(S) 

(S) 

(S) 

€ 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
.II'JHE RE 3 HOWN OT HE RWIS E 

SECHST 

INTF.T.T.TGENf.F. OVERSIGHT BOARD (IOB) MATTER 
b2 
b7E 

IOB MATTER 
FIELD OFFICE 
IOB 2005-06 (U) 

By electronic communication (EC) dated 5/17/2004, the 
¡reported to NSLB a potential IOB matter. Division 

The matter involves actions occurring during a 
I I on! I a "United states person 
within the meaning of Section 101(i) of the Foreign Intelligence 
Surveillance Act of 1978 (FISAK1! HniHaj-nri a 

I I which was set to expire onf extended the 
Field Agent ITFA) I 

J On 

subject's residence. TFA 
TFA r 

i? I Duping the investigation, xecnnicai 
reguested surveillann-ee—of the 

^decided to close the 
"H via e-mai1 TFA[ 

Based_nn the facts learned at that time, 
I c 

] 

tne survei 
the 

Tänce tasking, f 
the 

and communicated this to the 
did not follow up with SIS-TC 

Supervisor, to confirm -the cancellation of 
closed the| I on| 

j.spnan snnrsi 1 1 P>H[ 
During this surveillance/ the 
theresidence, and followed one vehicle 
The surveillance was terminated and no further 

] On 

m 
SIS-TCl 

3 |de 

observed two vehicles leave 
to a local grocery store, 

action was taken. 

•IS) 

bl 
b2 
bo 
b7C. 
b7E 

¡Squad's surveillance report on 
detailing the limited surveillance. He communigated w4-th 
received the 
^concerning the accidental coverage. SIS-TC 

confirmed the receipt of the discontinuance and noted.the 
surveillance had been scheduled by mistake. The| ¡overrun was not 
de minimus in time. As noted, investigative activity occurred 
almost ninety days after termination of the authorized period. 

has instituted corrective measures to prevent a recurrence. 

This matter has been referred to the FBI's Inspection 
Division for action deemed appropriate. (U) 

(U) 

1See also the Attorney General's Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence Investigations 
(NSIG),| | (Oct. 31, 2003). 

S^g^ET 

,T Hofmann-IOB-385 
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ON 06-30-2010 

February 18, 2005 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

•Dear General Scowcroft: 

•Adm. 
c r / a . Orim.. 
IntelL-
'LES. 
Dir.: 
n.Serv.. 
S. 
ntelL JBllUiiSlll . n.Inv. cr 
I. Res. 

.Tech. 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, |Division, IOB Matter 2005-05." (U) 

b2 
b7E 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, and/or 
.laws, Executive Orders, or Presidential Directives that govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

i j s b 1 - Ms. Thomas 
1 - Mr.I ~1 

ZjQS- 278-HQ-C1229736-VIO— ̂ JH^J 
— 1 - Inspection (IOB 2005-05) 

b6 
b7c 

oratory 
.of Cong. Alfs. 
• of the Gen. 

Com. 
.of IntelL 
. Pub. Affs. 

,T Hofmann-IOB-386 
.ofProtResp. . 
î M grot. _ urity inlng. 
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General Brent Scowcroft (USAF Retired) 

Enclosure 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

s: 

,T Hofmann-IOB-387 
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INTELLIGENCE OVERSIGHT BOARD 
DIVISION 

(IOB) MATTER 

IOB MATTER 2005-05 (U) 

Bv electronic communication riapri f 

*1 I reported to the Inspection 
Division (Inspection) this potential IOB matter. In an EC dated 

Inspection reported to NSLB the possible capture of 
electronic mail (e-mail) data bvl lafter expiration of 
validi I 

nrders and initiated oruer expired) ¡received the 
collection of e-man riat-« on subjects, servjna or-Hpr-g on 

or multipl 

T 

e-mail accounts. 

servi, 
landf 

i 1 
I , Ioni T 

| discovered that the e-mail data may have 
been collected following expiration of the| jorders. I | 

~ land were advised that | \ 
red to halt delivery of the data on the date and 

personnel contacted. |_ 
were nonficm 

time that the| |orders expired. Nevertheless, 
displayed a date and time post-eviration of the orders, 
not open or review the collected «-»-mail data to determine whether it 
was collected post[ 

[computer data 
did 

•subsequently modified the collection system 
but copied it to a CD-ROM. Q 

stops to prevent downloading data post- order expiration. 
to institute automated 

This matter has been referred to the FBI's Inspection 
Division for action deemed appropriate. (U) 

<U) 
Degiaenïfy&r:— 

b2 
b7E 

b2 
b4 
b7D 
b7E 

As the term is used in Section 101(i) of the Foreign 
Intelligence Surveillance Act of 1978 (FISA) , a- "United States 
person" includes "a citizen of the United States [or] an alien 
lawfully admitted for permanent residence . . . ." 50 U.S.C. 
§ 1801(i). See also the Attorney General's Guidelines for FBI 
•Foreign Intelligence Collection and Foreign Counterintelligence 

b2 
b7E 

Investigations (NSIG), (Oct. 31, 2003) 

,T Hofmann-IOB-388 
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ĵslfcsSiiaf ^ ^ ^ 

BY COURIER 

March 23, 2005 
General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive' Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear General Scowcroft: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, 
IOB. 2005-07." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined may have been contrary to the 
Attorney General's Guidelines for FBI. National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

1 - Ms. Thomas' 
1 - Ms. 
1 - Mr. 

IOB Library 
278-HQ-C1229736-VIO—— W vZ— 

b6 
b7C 

,T Hofmann-IOB-389 
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General Brent Scowcroft (USAF Retired) • 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie Thomas 
Deputy General Counsel 

Enclosure 

1 - The Honorable Alberto R. Gonzalez 

Hofmann-IOB-390 
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CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 
y 

SE^^ET 

INTELLIGENCE OVERSIGHT BOARD (TOB) MATTER 
IOB 2005-07 (U) 

( U ) 

(S) 

X T h e f " 
reported a period o f 
activation| 
were the subject of orders issued by 

M 

Division \ ) of the Federal Bureau of Investigation has . 
|through the inadvertent 

Jiuring tjie process of amending expiration dates 1 ~ Ithat 

. FBI personnel inadvertently 
when updating ttieexpiration times [ 

authorization orders]" 
Pat were the subject o: 

m 
J 

C ] until corrective action was taken at 12:46 pmonf 
minutes). During the time] 

]was operational from approximately 4:05 p.m. on 
1(20 hours and 41 

lwas enableq 
Or 

] 
m FBI Language Specialist, 

who had not yet been advised of the error, reviewed the recorcEng and determined that it had not 
captured | |was blank. The procedures were modified 
to prevent such a mistake in the fixture. 

(U) > < N o information intercepted during this non-authorized period was entered into FBI 
systems including- \ However, this inadvertent interception was conducted 
without court authorization. The matter is therefore reportable to the Intelligence Oversight 
Board under the terms of Executive Order 12863. In addition, it has been referred to the FBI's 
Inspection Division, Internal Investigations Section for any action that is deemed appropriate. 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 0 6 - 3 0 - 2 0 1 0 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 
Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure, entitled "Intelligence Oversight 
Board (IOB) Matter 2005-08." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 
Enclosure 
1 - Ms. Thomas 
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ft ft 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 

Sincerely I 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: I, Crim. Inv. 
CJiS Laboratory Off. of EEQ 

Affairs 

Inspection Training. 

OF?! Off. of Public & 
Personnel Cong. Affs. 
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^W 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
HERE SHOWN OTHERWISE 

S E ^ E T 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
]DIVISION 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 
IOB MATTER 2005-08 (U) 

TS//OC, NF) 
7, 2005, the By electronic communication 

]Field Office ' 
(EC) dated January 

reported 
a possible IOB error in conjunction with an ongoing 
I I In this regard, 

(S) 
reported that, onf 
the emailaccountT 

I until I 

"I authorized the searcn of 

b2 
b7E 

bl 
b2 
b4 
be 
b7C 
b7D 
b7E 

(S) 

(DJ -

I 
'W/OC> NF) On upon reviewing 

proviaea in response to 

(S) 

(S) 

lorder 
1 

laarnad FKat-1 | while intercepting 
|from the correct account, was providing 

email communications from the wrong email account, 
] Although some of the emails were reviewed 

by linguists, none of the communications have been processed any 
further or documented in any FBI files. 

iatf/OC. NF) 
1 in the[ 

On I 
that the FB 

contacted 
J Unit and requested 

I 
halt all downloading of email data for this account. 
Talso requested that s i s s l contact 

]and request that they cease all monitoring of this 
account. Finally, |advised the Special Agent and 
Linguist assigned to cease all monitoring of the emails from this 
account. 

(V/OC. NF) Onf 
At 9:05 a.m. 

s authorized. 

1 at 9:01 a.m. PST, 
_| ceased all monitoring of 
PST began monitoring 

^ / O C . NF) Bi¿_E£_£ÍSted m communicationsto and from emailaccountf 
forwarded a CDROM containing all 

collected from 
Bureau collections systems to thef 

r • 
Division. 1 

from all 1 

Unit requested that the 
he I 

jDivision 
oenver tne CDKOM to the Office of Intelligence Policy and 
Review, Department of Justice, for appropriate disposition. 
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(SJ 

( U ) 

uiviaioni yèiftove all communications to 
I collected from ^ 

SE^^T 
I Unit also requested that the 
x: and from email account 

] 

NF) Here, as a consequence of • an error on the part 
of I I and through no fault of I | an 

]of an email account was 
Based upon our analysis, in accordance with the 

unauthorized 
conducted 
reporting requirements of Section 2.4 of E.O. 12863, this mistake 
must be reported to the IOB because the surveillance was not 
authorized under the Foreign Intelligence Surveillance Act or 
Executive Order 12333. OGC will prepare an appropriate cover 
letter and an enclosure for the Deputy General Counsel to report 
this matter to the IOB. 
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b2 
b4 
b7D 
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(U) X Derlved̂ FrCT̂ -J--—(3̂ 3 

Crjm.lnv. r n spe c f i o ( , 

' Oft of Effl 
f í - EoSfcS°nalSec-' Affairs 
DepM D'reclof l n f o . R e s -Off. of Publics 

r.rsonnel Cong.Affs._ 
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1 
DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-2010 

March 23, 2005 
BY COURIER 

Mr. James Langdon 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 
Dear Mr. Langdon: 

This letter forwards for your information a self-
explariat.nrv n̂r-1 o c m ^ entitled "SSAI J ft/SSA 

I- SA I I SSAI R W Matter 2005L12." 

b6 
b7C 

Intelligence Oversight Board 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 
Enclosure 
1 - Ms. Thomas 
- Ms.I 1 

1J> 278-HQ-C1229736-VIO— iH,! 
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Mr. James Langdon 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 

Crim. Inv. Inspection Training 
o J , b - .Laboratory Off. of E60 
¡ y g - ¿ ( I m p s n a l S s c . Affairs ' 
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X 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
JHERE SHOWN OTHERWISE 

SE^ST 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

DIVISION 
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS 

IOB MATTER 2005-12 (U) 
(FBIHQ). 

the 
Bv electronic communication (EC) dated May 31, 2002, 

_|Field Office | | reported a possible IOB Field Office 
(S) 

(5) 

(SI-

error in conjunction with [ 
rp. J 
1 m tnis regara,| ^ |reported 

was authorized on 
was initially identified as 

However, subsequent investigation det^rnLLned_L 
naturalized United States citizen in 

lat 
a non-USPER. 
he became a 

( U ) ] The initial case agent, SA 
failed to submit a 90-day letterhead memorandum (LHM) to the 
I I within the period prescribed by regulation 
due to the mistaken belief that submission of an application for 
Foreign Intelligence Surveillance Act (FISA) surveillance 
authority wcpuld satisfy the reporting requirement. Additionally, 

failed to timely submit the required annual LHM. The 

[ 
SA 
annual due in but was not submitted until 

(S) M o n _ 
reassigned to SA 

investigation was 
SA noted in 

However, SA the reassignment EC that an annual LHM was due. 
stated that she had not submitted the annual LHM due to 

herhigher investigative priorities (e.g., 
SA I was tasked with authoring the required 

Hmatters) 
"document. 

M Upon review of the investigative file, SA 
noted the absence of an annual LHM. Accordingly, S. 
drafted an annual LHM to coincide with the date of tlifi l a s t 
submitted LHM I 

fi 
1 

i and advised | "| 
jpivision,I |Unit, that ^ Iwould 

revert to the August case initiation date as a baseline date for 
its submission of future annual LHM reporting. 

(3) 
[ 

x r "I the subject of the 
] became a "United states 

person" as that term is used in Section 101(i) of the Foreign 
Intelligence Surveillance Act of 1978 (FISA) and Section II.W of 
the March 8, 1999 Attorney General Guidelines for FBI Foreign 
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SECRET 
Intelligence Collection and Foreign Counterintelligence 
Investigations (March 8, 1999 AG Guidelines).1 

Here, the initial case agent failed to submit a 90-day 
LHM due to the mistaken belief that a submission of an 
application for| |would satisfy the 
reporting requirements. However, the requirements of the March 
8, 1999 AG Guidelines are independent of the! I An 
application for| |does not satisfy the 
reporting requirements of the March 8, 1999 AG Guidelines. 

JX^" Further, the initial case aaent failed to timely submit 
the ifequiired annual LHM that was due in | \ Rather, the 
case agent submitted the annual LHM on| | 
approximately seven months late. This delayed reporting 
precluded the Department of Justice, Office of Intelligence and 
Policy Review from exercising its responsibility for oversight 
and approval of an ongoing full foreign counterintelligence 
investigation of a U.S. person, which is contrary to the 
requirements of the March 8, 1999 AG Guidelines.2 

Based upon our analysis, in accordance with the 
reporfing^requirements of Section 2.4 of E.O. 12863, this mistake 
must be reported to the IOB. 

-BeeiSss±fyOnT~Xi— 

1 The March 8, 1999 AG Guidelines were superseded by 
the At£orn^y General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection on October 31, 
2003 (October 31, 2003 AG Guidelines). Because the incident 
described in the May 31, 2002 EC occurred before the October 31, 
2003 AG Guidelines became effective, whether an IOB violation 
occurred must by analyzed under the March 8, 1999 AG Guidelines. 

? Under the October 31, 2003 AG Guidelines, overdue 
reports""^ofadministrative or investigative activities are not 
required to be reported to the Office of the General Counsel as 
potential IOB matters. 
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•\> > DECLA33XFXED BY 65179DMH/PLJ/CC 
ON 06-30-2010 

March 23, 2005 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 
Dear General Scowcroft: 

This letter forwards for yoim 
explanatory enclosure, entitled WSSA 

infnrmai-inn a s e If-
Intelligence Oversight Board Matter 2005 

_1 Sa [ 
b6 
b7C 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the- Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Dep. Dir. 
Chief of Staff_ 
Off. of Ceo. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Crim.. Inv. _ 
CJIS 
Finance 
Info. Res. 
Lab. 
National Sec. 
OPR 

Enclosure 
1 

Off. of Public 
& Cong. Alfs. _ 
Training 

Off. ofEEOA 
Director's Office 

Ms. Thomas 
278-HQ-CÏ229736-VIO— 

LFIED_ 
DET2 

C L A S S I F I E D ENCLOSE 

DERLVEEU -Ergou— 
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General Brent Scowcroft (ÜSAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 

Sincerely I 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: I, Crlmlnv, L cjis 
Inspection. 
Laboratory. 

Training 
Off. of EEO 
Affairs 
Off. of Public & Director. 

Deputy Director. 

finance 
Gen.Counsi 
.Info. Res._ 

/ . National Sec, Affairs 
OPR Off. of Publi 

^ Personnel Cong. Alts. 

National Sec.. 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
•WHERE SHOWN OTHERWISE 

( 5 ) 

(S) 

(S) 

(S) 

(SJ-

IS) 

(S) 

(S) 

SEC^T 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

| [DIVISION 
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 

IOB MATTER 2005-13 (U) 
By electronic communication (EC) dated October 16, 

2002, the[ ]Field Office [ reported a possible IOB 
error in conjunction with an ongoing counterterrorism 
investigation. In this regardJ I reported that \ 
tne monitoring of telephone conversations of| 

I a U.S. Person. The authority expired on 
1 authori zed 

During the afternoon hours of f 
and 

SA 
made technical adjustments to rnej 

] While working on the 
a mistaken reconfiguration of th f 

"|uivision 

occurred. The mistaken reconfiguration served to simultaneously 
disable) |of I line of a 
counterintelligence investigation I and 
rean-H -hhg previously terminated electronic coverage of| | 

M On 
Special ft<if>nt whrr wag 

determined that[ 
lat approximately 4:00 p.m.. a 

I relating to 
at 3 Zb p.m. on 

that same day did not appear to pertain to such investigation. 
An informal notation of this observation was immediately made by 
the monitoring Special Agent. The nept morning, it was 
determinedthat 
investigation. 

pertained to 

X Realizing the 
had expired on[ -TnT 11nVéètigàEldn, 
Supervisory Special Agent| |tĥ  |Division 
technical Sguad Supervisor, was immediately notified of the 
unauthorized Corrective action 
to discontinue the inadvertent coverage of 

imnipriial-plv wa s taken 

expiredJ 
Due to the mistaken reconfiguration, from C 

• | after the I | I inadvertently recordedf ~ 
had 

on 
]on 

T i T T p.m. on 
were inadvertently recorcTea between 
and 10:28 a.m. on 
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( U ) 

(S) 

(S) 

(U) 

- X 

S E ^ H 

On ] the I lunit, the and 
Department of Justice, Office of Intelligence and Policy Review 
(OIPR) were notified of the inadvertent recording. Upon being 
advised that| |had not recorded the inadvertently 
intercepted mnvfirsat.i nns onto a I I (which 

51 fOIPR serves as 
instructed 
conversation onre 
the Unit, 

to 
a 

transfer the inadvertently recorded 
to be forwarded to 

has complied with this directive. 

Here, due to a mistaken reconfiguration of thef 
Division's f 

that! I 
an unauthorized f 
was conducted. Upon learning 

] 

r J in the[ investigation, 
lwas being monitored, and that 

]had expired on September 
immediately took 

corrective action to discontinue the inadvertent surveillance. 
Based upon our analysis, in accordance with the • 

reporting requirements of Section 2.4 of E.O. 12863, this mistake 
must be reported to the IOB because the surveillance was not 
authorized under thel or 
Executive Order 12333. OGC will prepare an appropriate cover 
letter and an enclosure for the Deputy General Counsel to report 
this matter to the IOB. 
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DECLASSIFIED BY 65179DMH/PLJ/CC 
ON 06-30-2010 

March 23, 2005 
BY COURIER 

General Brent Scowcrofijb (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 
Dear General Scowcroft: 

This letter forwards for vour information a self-
pynlanatnrv oiy-1 ̂ciii-o entitled "SSA I I SA| ~~ 

Division, Intelligence Oversight Board Matter 2005-
TTT" 

b2 
b6 
b7C 
b7E 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 
Enclosure 

Dep. Dir. 
CliiefofSlaff_ 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Crim.. biv. _ 
CJ1S 
Finance 
Info. Res. 
Lab. 
National Sec. 
OPR " 

1 - Ms. Thomas 
] 

278-HQ-C1229736-VIO -uzt (isO 

Off. of Public 
& Cong. Alfs. _ 
Training 

Off. ofEEOA 
Director's Office 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED: APPROVED: S ^ r 
Rnance 

Director Gen. Counse 
Deputy Director Into. Res. 

Inspection Training 
Laboratory Off.ofEEO 
"-•nalSec. Affairs. 
OPR Off. of Public & 
Personnel Cong.Afls. Personnel 
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DATE: 06-30-2010 
CLASSIFIED BY 65179DMH/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 > 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
INHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIG 
SECMJT 

SIGftT B( BOARD ( IOB) MATTER 
DIVISION 

the 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 
IOB MATTER 2005-14 (U) 

^aC By electronic communication (EC) dated July 29, 2002, 
I reported a possible IOB Field Office 

(S) [ 
error in conjunction with 

(5) 

tnis regard, | 
initiated orT 

I 
jam 

beported that a 
J a United States person. In 

Jwas 
The case was closed on 

required annua 
However, f 

and subsequently wasT 

letterhead memorandum (LHM) on 

lwas established on 
• jsnbmi t-f-grl fhs 

failed to provide a mandatory 90-day LHM. 

(S) 1 the subject of thef" 
] is a "United States person" as 

that term is used in Section 101 (i) of the Foreign Intelligence 
Surveillance Act of 1978 (FISA) and Section II.W of the March 8, 
1999 Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations (March 
8, 1999 AG Guidelines).1 

(U) ; X Here, 
LHM. ^Wtien t.hvT 

failed to provide a mandatory 90-day 

susmlt an LHM within 90 days from the date 
] was initiated. 

Îwas required to hat I 
failed to do so. 

delayed reporting precluded OIPR from exercising its 
responsibility for oversight and approval of 

"This 

of a U.S. person, which 

b2 
b7E 

bl 
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b7C 
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bl b2 b6 
b7C 
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b2 
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: (0) 1 ^ S ^ The March 8, 1999 AG Guidelines were superseded by 
the Attorney General's Guidelines for FBI National Security' 
Investigations and Foreign Intelligence Collection on October 31, 
2003 (October 31, 2003 AG Guidelines). However, because the 
incident described in the July 29, 2002 EC occurred before the 
October 31, 2003 AG Guidelines became effective, whether an IOB 
violation occurred must by analyzed under the March 8, 1999 AG 
Guidelines. 
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is contrary to the requirements of the March 8, 1999 AG 
Guidelines.2 

[U) j^V Based upon our analysis, in accordance with the 
repor€in^ requirements of Section 2.4 of E.O. 12863, this mistake 
must be reported to the IOB. OGC will prepare an appropriate 
cover letter and an enclosure for the Deputy General Counsel to 
report this matter to the IOB. 

2 (S) Under the October 31, 2003 AG Guidelines, overdue 
reports of administrative or investigative activities are not 
required to be reported to the Office of the.General Counsel as 
potential IOB.matters. 
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