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XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-867 
through Hofmann-IOB-869 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3112 through Hofmann-IOB-3114 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



U.S. Department of Justice 

Federal Bureau' of Investigation 

DECLASSIFIED BY 65179/DMH/PLJ/3db 
O N 0 7 - 0 7 - 2 0 1 0 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Washington, D. C. 20535-0001 

BY COURIER. 

Enclosed for your information is a self-explanatory 
memorandum entitled *Intelligence Oversight Board Matter 
2006-1431." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign- counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 
Enclosure 

Hofmann-IOB-3115 



Mr. Stephen Friedman 
Should you or any member of your staff' require additional 

information concerning this matter,, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincërely, 

Julie F. Thomas. 
Deputy General Counsel 

1 Thé Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 51li 

1 - Mr. James. Baker 
Counsel, Office of Intelligence Policy and Review 
National Security Division 
U.S. Department of Justice 
Room 6150 

Hofmann-IOB-3116 

page 2 
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DECLASSIFIED BY 65179/DMH/PLJ/SDB 
ON 07-07-2010 

f) 
S 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I FIELD OFFICE 

IOB. MATTER 2006-37.1 (U-) 
By electronic comniunication dated 

the Federal Bureau of Investigation (FBI) I 
Office reported that, a subpoena was served on|_ 
without the FBI having a corresponding open investigation. 

IField 

subsequently complied with the subpoena. The Chief 
Division Counsel's (CDC) office advised the I I field 
office to' sequester the information received fromL 
in the office of the CDC. According to the I J field 
.office the information has not been used or disseminated in any 
fashion.. 

Due to the incorrect issuance of a subpoena 
without an open investigation, the FBI received I I from 

J. Even though the information was properly 
sequestered the subpoena was improperly issued on^ 
without an oper 
a violation of 

i nvps t- ï fra t- i or Thé issuance of the subpoena was 
of The Attorney General's Guidelines 

for FBI National Security investigations and Foreign.. Intelligence 
Collection. Thus,,, the matter is being repôrtéd- to the IOB. 

b2 
b7E 

b3 

b2 
b7E 

b2 b3 
b7E 

Hofniann-IOB-3323 



OPCA-20 (12-3-96) XXXXXX 
xxxxxx 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-979 
through Hofmann-IOB-981 

Page(s) withheld for the following reason(s):_ 

H The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3118 through Hofmann-IOB-3120 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
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XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-1947 
through Hofmann-IOB-1949 

Page(s) withheld for the following reason(s):_ 

B The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3121 through Hofmann-IOB-3123 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) n(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-963 
through Hofmann-IOB-965 

Page(s) withheld for the following reason(s):_ 

H The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3124 through Hofmann-IOB-3126 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
xxxxxx 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-874 
through Hofmann-IOB-876 

Page(s) withheld for the following reason(s):_ 

h The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3127 through Hofmann-IOB-3129 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-847 
through Hofmann-IOB-849 

Page(s) withheld for the following reason(s) 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-3130 through Hofmann-IOB-3132 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) • ( j )d) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-838 
through Hofmann-IQB-840 

Page(s) withheld for the following reason(s):_ 

b The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3133 through Hofmann-IOB-3135 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °G)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-970 
through Hofmann-IOB-972 

Page(s) withheld for the following reason(s):_ 

h The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3136 through Hofmann-IOB-3138 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °ti)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-892 
through Hofmann-IOB-894 

Page(s) withheld for the following reason(s):_ 

b The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3139 through Hofmann-IOB-3141 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
xxxxxx 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) •Ü)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-1842 
through Hofmann-IOB-1844 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3142 through Hofmann-IOB-3144 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-844 
through Hofmann-IOB-846 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3145 through Hofmann-IOB-3147 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) • 0 ( 1 ) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-945 
through Hofmann-IOB-947 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3148 through Hofmann-IQB-3150 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) •(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-973 
through Hofmann-IOB-975 

Page(s) withheld for the following reason(s):_ 

ss The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3151 through Hofmann-IOB-3153 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
xxxxxx 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) •(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-935 
through Hofmann-IOB-937 

Page(s) withheld for the following reason(s):_ 

h The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3154 through Hofmann-IOB-3156 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

xxxxxx 
xxxxxx 



OPCA-20 (12-3-96) XXXXXX 
xxxxxx 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) ° ( j )d) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
°(b)(5) •(b)(9) D(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency (ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-932 
through Hofmann-IOB-934 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3157 through Hofmann-IOB-3159 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) • 0 ( 1 ) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

0(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-810 
through Hofmann-IOB-812 

Page(s) withheld for the following reason(s):_ 

si The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-3160 through Hofmann-IOB-3162 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

5 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) o(d)(5) 
•(b)(2) •(b)(7)(B) n(j)(D 
•(b)(3) •(b)(7)(C) Q(k)(1) 

0(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) 0(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

a Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

5 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-791 
through Hofmann-IOB-795 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3163 through Hofmann-IOB-3167 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
0(b)(2) 0(b)(7)(B) •(j)(1) 
•(b)(3) •(b)(7)(C) d(k)(1) 

0(b)(7)(D) •(k)(2) 
. . 0(b)(7)(E) •(k)(3) 

•(b)(7)(F) a(k)(4) 
0(b)(4) •(b)(8) o(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-785 
through Hofmann-IOB-787 

Page(s) withheld for the following reason(s):_ 

b The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3168 through Hofmann-IQB-3170 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) 0(b)(7)(B) •G)(1) 
•(b)(3) •(b)(7)(C) 0(k)(1) 

•(b)(7)(D) 0(k)(2) 
0(b)(7)(E) 0(k)(3) 
0(b)(7)(F) o(k)(4) 

•(b)(4) •(b)(8) o(k)(5) 
0(b)(5) 0(b)(9) o(k)(6) 
0(b)(6) •(k)(7) 

a Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-750 
through Hofmann-IOB-752 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3171 through Hofmann-IOB-3173 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) o(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-976 
through Hofmann-IOB-978 

Page(s) withheld for the following reason(s):_ 

h The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3174 through Hofmann-IOB-3176 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
• (b)(2) •(b)(7)(B) °(j)(1) 
• (b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

• (b)(4) •(b)(8) • ( k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-883 
through Hofmann-IOB-885 

Page(s) withheld for the following reason (s):_ 

h The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3177 through Hofmann-IOB-3179 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

4 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) 0(b)(7)(A) •(d)(5) 
0(b)(2) •(b)(7)(B) Q(j)(1) 
•(b)(3) 0(b)(7)(C) Q(k)(1) 

•(b)(7)(D) •(k)(2) 
0(b)(7)(E) 0(k)(3) 
•(b)(7)(F) Q(k)(4) 

•(b)(4) 0(b)(8) 0(k)(5) 
•(b)(5) •(b)(9) o(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

4 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-772 
through Hofmann-IOB-775 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-3180 through Hofmann-IOB-3183 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) 0(b)(7)(A) •(d)(5) 
0(b)(2) 0(b)(7)(B) o(j)(1) 
•(b)(3) •(b)(7)(C) 0(k)(1) 

0(b)(7)(D) o(k)(2) 
0(b)(7)(E) o(k)(3) 
0(b)(7)(F) o(k)(4) 

•(b)(4) 0(b)(8) o(k)(5) 
•(b)(5) o(b)(9) o(k)(6) 
•(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-721 
through Hofmann-IOB-723 

Page(s) withheld for the following reason(s):_ 

s The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3184 through Hofmann-IOB-3186 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

4 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °Ü)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

n Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

4 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-760 
through Hofmann-IOB-763 

Page(s) withheld for the following reason(s):_ 

b The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3187 through Hofmann-IQB-3190 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
xxxxxx 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) • (k)(5) 
•(b)(5) •(b)(9) • (k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-853 
through Hofmann-IOB-855 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3191 through Hofmann-IOB-3193 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
xxxxxx 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) •(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

. . D(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-817 
through Hofmann-IOB-819 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3194 through Hofmann-IOB-3196 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
xxxxxx 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

5 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) a(b)(7)(A) a(d)(5) 
•(b)(2) o(b)(7)(B) o(j)(1) 
o(b)(3) o(b)(7)(C) a(k)(1) 

o(b)(7)(D) o(k)(2) 
o(b)(7)(E) o(k)(3) 
o(b)(7)(F) n(k)(4) 

• (b)(4) •(b)(8) o(k)(5) 
•(b)(5) o(b)(9) •(k)(6) 
•(b)(6) a(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

5 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-799 
through Hofmann-IQB-803 

Page(s) withheld for the following reason(s):_ 

is The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3197 through Hofmann-IOB-3199 (only Hofmann-799 to Hofmann-801) 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) n(b)(7)(A) o(d)(5) 
•(b)(2) o(b)(7)(B) D(j)(1) 
•(b)(3) o(b)(7)(C) o(k)(1) 

D(b)(7)(D) o(k)(2) 
o(b)(7)(E) o(k)(3) 
o(b)(7)(F) o(k)(4) 

o(b)(4) 0(b)(8) o(k)(5) 
o(b)(5) o(b)(9) o(k)(6) 
0(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmanii-IOB-807 
through Hofmann-IQB-809 

Page(s) withheld for the following reason(s):_ 

h The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-3200 through Hofmann-IQB-3202 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) •0 (1 ) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-835 
through Hofmann-IOB-837 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-3203 through Hofmann-IQB-3205 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
xxxxxx 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) •(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
• (b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-877 
through Hofmann-IOB-879 

Page(s) withheld for the following reason(s)._ 

Ei The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-3206 through Hofmann-IQB-3208 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

4 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

a(b)(1) 0(b)(7)(A) o(d)(5) 
0(b)(2) 0(b)(7)(B) dO)(1) 
0(b)(3) 0(b)(7)(C) o(k)(1) 

0(b)(7)(D) o(k)(2) 
0(b)(7)(E) o(k)(3) 
0(b)(7)(F) a(k)(4) 

0(b)(4) 0(b)(8) o(k)(5) 
0(b)(5) 0(b)(9) o(k)(6) 
0(b)(6) a(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

4 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-746 
through Hofmann-IOB-749 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-3209 through Hofmann-IOB-3212 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) û(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-709 
through Hofmann-IOB-711 

Page(s) withheld for the following reason(s):_ 

ta The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3213 through Hofmann-IOB-3215 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °0)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-1547 
through Hofmann-IOB-1549 

Page(s) withheld for the following reason(s):_ 

b The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3216 through Hofmann-IOB-3218 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) o(j)(1) 
•(b)(3) •(b)(7)(C) 0(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) 0(k)(4) 

•(b)(4) •(b)(8) o(k)(5) 
•(b)(5) •(b)(9) o(k)(6) 
•(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-702 
through Hofmann-IQB-704 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-lOB-3219 through Hofmann-IOB-3221 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) •(b)(7)(A) 0(d)(5) 
•(b)(2) •(b)(7)(B) o(j)(D 
•(b)(3) •(b)(7)(C) •(k)(1) 

0(b)(7)(D) o(k)(2) 
0(b)(7)(E) o(k)(3) 
0(b)(7)(F) o(k)(4) 

•(b)(4) 0(b)(8) o(k)(5) 
a(b)(5) •(b)(9) o(k)(6) 
•(b)(6) o(k)(7) 

a Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-585 
through Hofmann-IOB-587 

Page(s) withheld for the following reason(s):_ 

h The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3222 through Hoffman-IOB-3224 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

4 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °0)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

4 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-1553 
through Hofmann-IOB-1556 

Page(s) withheld for the following reason(s):_ 

b The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3225 through Hofmann-IOB-3228 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

4 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) q(i)(1) 
•(b)(3) •(b)(7)(C) a(k)(1) 

0(b)(7)(D) n(k)(2) 
•(b)(7)(E) o(k)(3) 
•(b)(7)(F) n(k)(4) 

0(b)(4) 0(b)(8) o(k)(5) 
0(b)(5) o(b)(9) o(k)(6) 
•(b)(6) a(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

4 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-616 
through Hofmann-IOB-619 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3229 through Hofmann-IOB-3232 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) •(b)(7)(A) •(d)(5) 
a(b)(2) •(b)(7)(B) Q(j)(1) 
0(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) a(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) a(k)(4) 

0(b)(4) •(b)(8) o(k)(5) 
0(b)(5) •(b)(9) o(k)(6) 
•(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-764 
through Hofmann-IOB-766 

Page(s) withheld for the following reason(s):_ 

8 The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3233 through Hofmann-IOB-3235 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
xxxxxx 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

4 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) •(b)(7)(A) o(d)(5) 
0(b)(2) o(b)(7)(B) •(j)(1) 
0(b)(3) •(b)(7)(C) o(k)(1) 

0(b)(7)(D) o(k)(2) 
o(b)(7)(E) o(k)(3) 
•(b)(7)(F) o(k)(4) 

•(b)(4) 0(b)(8) o(k)(5) 
o(b)(5) 0(b)(9) o(k)(6) 
0(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

4 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-620 
through Hofmann-IOB-623 

Page(s) withheld for the following reason(s):_ 

h The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3236 through Hofmann-IOB-3239 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

4 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) 0(b)(7)(A) 0(d)(5) 
•(b)(2) 0(b)(7)(B) o(j)(1) 
0(b)(3) •(b)(7)(C) o(k)(1) 

•(b)(7)(D) o(k)(2) 
0(b)(7)(E) o(k)(3) 
•(b)(7)(F) o(k)(4) 

•(b)(4) 0(b)(8) o(k)(5) 
•(b)(5) 0(b)(9) o(k)(6) 
0(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

4 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-600 
through Hofmann-IQB-603 

Page(s) withheld for the following reason(s):_ 

h The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-3240 through Hoffman-IOB-3243 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) •(j)(1) 
•(b)(3) 0(b)(7)(C) •(k)(1) 

•(b)(7)(D) D(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) D(k)(4) 

•(b)(4) a(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

n Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-630 
through Hofmann-IOB-632 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3244 through Hofmann-IOB-3246 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) 0(b)(7)(A) o(d)(5) 
0(b)(2) 0(b)(7)(B) •Ü)(1) 
0(b)(3) 0(b)(7)(C) o(k)(1) 

0(b)(7)(D) o(k)(2) 
0(b)(7)(E) o(k)(3) 
0(b)(7)(F) o(k)(4) 

•(b)(4) 0(b)(8) o(k)(5) 
0(b)(5) o(b)(9) o(k)(6) 
0(b)(6) o(k)(7) 

a Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-613 
through Hofmann-IOB-615 

Page(s) withheld for the following reason(s):_ 

8 The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3247 through Hofmann-IOB-3249 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

5 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) a(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) a(k)(3) 
•(b)(7)(F) .•(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) a(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

5 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-652 
through Hofmann-IOB-656 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-3250 through Hofmann-IOB-3254 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) xxxxxx 
xxxxxx 
xxxxxx 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

4 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) DG)(1) 
•(b)(3) •(b)(7)(C) •(k)( l ) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

4 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-657 
through Hofmann-IQB-660 

Page(s) withheld for the following reason(s) 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3255 through Hofmann-IOB-3258 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

xxxxxx 
xxxxxx 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

5 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) •(b)(7)(A) •(d)(5) 
0(b)(2) 0(b)(7)(B) o(j)(1) 
0(b)(3) 0(b)(7)(C) o(k)(1) 

0(b)(7)(D) o(k)(2) 
•(b)(7)(E) o(k)(3) 
0(b)(7)(F) o(k)(4) 

0(b)(4) •(b)(8) o(k)(5) 
•(b)(5) 0(b)(9) o(k)(6) 
0(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

5 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-697 
through Hofmann-IQB-701 

Page(s) withheld for the following reason(s):_ 

is The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3259 through Hofmann-IOB-3263 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) 0(b)(7)(A) o(d)(5) 
0(b)(2) 0(b)(7)(B) û(j)(1) 
0(b)(3) 0(b)(7)(C) o(k)(1) 

0(b)(7)(D) o(k)(2) 
0(b)(7)(E) o(k)(3) 
0(b)(7)(F) o(k)(4) 

0(b)(4) 0(b)(8) o(k)(5) 
0(b)(5) 0(b)(9) a(k)(6) 
0(b)(6) o(k)(7) 

a Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-673 
through Hofmann-IOB-675 

Page(s) withheld for the following reason(s):_ 

h The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3264 through Hofmann-IOB-3266 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) 0(b)(7)(A) 0(d)(5) 
0(b)(2) •(b)(7)(B) o(j)d) 
•(b)(3) o(b)(7)(C) o(k)(1) 

•(b)(7)(D) o(k)(2) 
•(b)(7)(E) o(k)(3) 
•(b)(7)(F) o(k)(4) 

•(b)(4) 0(b)(8) o(k)(5) 
0(b)(5) •(b)(9) o(k)(6) 
•(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-694 
through Hofmann-IOB-696 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3267 through Hofmann-IOB-3269 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) 0(d)(5) 
•(b)(2) •(b)(7)(B) o(j)C) 
•(b)(3) •(b)(7)(C) o(k)(1) 

0(b)(7)(D) o(k)(2) 
0(b)(7)(E) o(k)(3) 
0(b)(7)(F) Q(k)(4) 

•(b)(4) 0(b)(8) o(k)(5) 
•(b)(5) •(b)(9) o(k)(6) 
•(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-688 
through Hofmann-IQB-690 

Page(s) withheld for the following reason(s):_ 

h The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3270 through Hofmann-IOB-3272 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) •(b)(7)(A) 0(d)(5) 
0(b)(2) •(b)(7)(B) o(j)(1) 
0(b)(3) •(b)(7)(C) o(k)(1) 

0(b)(7)(D) o(k)(2) 
•(b)(7)(E) o(k)(3) 
0(b)(7)(F) o(k)(4) 

0(b)(4) •(b)(8) o(k)(5) 
0(b)(5) •(b)(9) o(k)(6) 
•(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-667 
through Hofmann-IOB-669 

Page(s) withheld for the following reason(s):_ 

b The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-3273 through Hofmann-IOB-3275 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
xxxxxx 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) •ÜXD 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-554 
through Hofmann-IOB-556 

Page(s) withheld for the following reason(s) 

is The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3276 through Hofmann-IOB-3278 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

xxxxxx 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

4 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) • ( j )d ) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

4 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-705 
through Hofm ann-IQB-708 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3279 through Hofmann-IOB-3282 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
xxxxxx 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

4 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) •(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) °(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

4 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-1700 
through Hofmann-IQB-1703 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3283 through Hofmann-IOB-3286 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) 0(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) n(k)(3) 
•(b)(7)(F) n(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

n Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-779 
through Hofmann-IOB-781 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3287 through Hofmann-IOB-3289 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) 0(b)(7)(A) o(d)(5) 
•(b)(2) •(b)(7)(B) o(j)(D 
•(b)(3) 0(b)(7)(C) •(k)(1) 

0(b)(7)(D) •(k)(2) 
0(b)(7)(E) •(k)(3) 
0(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

ci Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-712 
through Hofmann-IQB-714 

Page(s) withheld for the following reason(s):_ 

h The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-3290 through Hofmann-IQB-3292 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) a(j)(1) 
•(b)(3) •(b)(7)(C) d(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) û(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) o(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-685 
through Hofmann-IOB-687 

Page(s) withheld for the following reason(s):_ 

h The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-3293 through Hofmann-IOB-3295 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



DECLASSIFIED BY 65179DHV/PLJ/CC 
ON 07-01-2010 4" U.S. Department-of Justice 

\ 

Federal Bureairof Investigation 

Office of [he General Counsel Washington. D.C. 20535 

July 31,- 2007 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
725 17th Street, Northwest 
Washington, DC 20503 
Attention: 

Pursuant to Executive Order 12863. and your updated 
procedures dated June 14, 2007, the Office of General Counsel, 
Federal Bureau of Investigation,•submits the enclosed reports of 
reportable violations to the Intelligence'Oversight Board (IOB) 
for the period April 2007 -June 2007. 

As you know, in March 2007,the Federal Bureau of 
Investigation ordered a 10% audit of all national security cases 
after receiving the report of the Office of Inspector General, 
Department of. Justice, with respect to the FBI's use of national 
security letters. This audit resulted in the identification of • 
approximately 1200 potential IOB violations. Currently, the 
Office of General Counsel is in the process of adjudicating these 
reports -to determine if any are reportable to the IOB. None of 
the attached reports- constitute reporting from that, audit. 

Generai Counsel ana Director 
Dear Mr. Friedman: 

» 

Hofniann-IOB-3323 
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SiïBKÊÎT^ 

PlCClCr — ' *• '•-"•-1—J— —-
General Counsel 
about any of th 

me or Associate 
bay lue uiaLuers. 

b6 
b7C 

if you have questions 

Sincerely 
b6 
b"7C 

Julie F. Thomas 
Deputy General Counsel 
National Security Law Branch 

1 - The Honorable Alberto Gonzales 1 Attorney General • 
U.S. Department of Justice 
Room 5111 

1 - Mr. Matt Olsen 
Deputy Assistant Attorney General 

. National Security Division 
U.S.. Department of Justice 
Room 2200 C ' 

1 - vMs. Margaret Skelly-Nolen • Acting Counsel 
. Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150' 

Hofmann-IOB-3297 



DECLASSIFIED BY 65179DMV/PLJ/CC 
ON 07-01-2010 T I P - ^ U.S. Department-of Justice 

Federal Bureau of Investigation 

Office of the General Counsel Washington, D.C. 205J5 

August 3, 2007 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
725 17th Street, Northwest 
Washington, DC 20503 

• : b6 

Attention: b7C 
General Counsel and Director 

Dear Mr. Friedman: 
As a follow-up to our August .1, 2007 submission of 

reportable violations to the Intelligence Oversight Board (IOB) 
for the period April 2007 -June 2007/ enclosed are corrected 
copies of the summary sheets as well as cdpies of the reports. h6 

blC Ploacp Hnn 1H- hoc-it-at-o rt-r. r-oret- a (-*• mp or ASSOCiate 
General Counsel| 
about any of these IOB matters.. 

if you have questions 

Sincerely 
b6 
blC 

/ June J:. tnomas ; 
^^Deputy General Counsel 

National Security Law Branch 

.RET 

Hófmann-IOB-3298 



AJJi IMKlPHATIOH CONTAINED 
•HEREIN I? UNCLASSIFIED 
.DATE 07r01-2010 BYtÉS179DHV/PLJ/CC 

* . ' • ' •' ' — 
- : '.JOB SUMMARY SHEET 

:Hame of Department ox Agency: FBI • 

DATE OT. IHCEDENT:! 
b2 . 
b7E 

GY -Quarterly .Report: APRIL-JONE 20(17. 

' DATE' Oí REPORT TO IOB:- -j/̂ i/Qrj ' 

'* DATE.07 REPORT" TO DKPXÍ.TKKNT/AGE2ÍCYl 

DATE REPORT SUBMITTED -TO OTHER ENTITY (i.e.. Do J, Congress, Civil-Liberties Office) 
DOJ/OIPR notified sometime betweei 

POSSIBLE VIOLATION OP: • 

STATUTE (United State» Cpde Citation.) 
x PISA 150 Ú.S.C. 1B01) • 
. Ochar (U.3.C. citation: 

EXECUTIVE ORDER 12333 
' Section -.2.3 

' Section 2 . 4 
..Section 2.4(a)-
^Section 2.4(fa) 
Section 2.4(c)' 

. .Section 2.4(d) 
• .. . Section 2V5 

Sección 2.6' 
. Sección 2.7 

Section 2.3 

•' Section 2.10 
. .Section 2.11 

. Section 2.12 
• AC APPROVED EO 

collection t diseamimCion of.USP in Co 
preamble: 'least intrusive collection 
d A electronic surveillance1 v/in OS 
.unconsented physical search w/i-n US 
physical surveillance of US.P v/in.Os 
physical -Burvelllaiice of USP abroad 
.AG approval v/in V3 or .'against USP sJbroad 
assistance to lav enforcement . 

• contracting 
undisclosed participation 
b u m u experimentation • 
prohibition on assassination 
indirect participation. 

12333 GUIDELINES (Guideline name and section-) 

• ' OTHER EXECUTIVE ORDER (SPECIFY) 
^Creation o£ unauthorised^SAP .(to 12958,- as amended) 

. Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECITT) 
J COVERT ACTION TTVDIHG/KEHORAKDUH OP >IOTIFICAT-IOH 

Other ' (Presidential Directive citation: )• • 

DEPÁRTÍDSNT/AGZHCr ACTION". Preliminary notice of compliance sent to OIPR 

»DATE OF FIHAL DISPOSITION 
. 5/4/07 

Hofniann-IOB-3323 



DATE: Q"mDl-2QlQ 
CLASSIFIED: BY 65179DHV/PLJ/CC 
REASON: 1.'4. ( Q ^ M ^ a k v ;>Khfcl 
DECLASSIFY ON: 07-01-2035 

ALL INFOEHATION CONTAINED'. 
HERElfl IS' UlfCEASSIFIED EXCEPT-
ÌJHfcRE .SHOUW OTHERWISE 

t-.ifi. ? I - I fiy&lr UQUOVC S y.rr, tK-.tUirr /^-.y 

~ S E C R E T XOH» 

• INTELLIGENCE OVERSIGHT BOARD .(IOB) -MATTER . b2 
| 1 FIELD OFFICE" - b7E 
IOB MATTER 2007-666 ' (U)-

X The Field Office f of the 
Federal Bureau of Investigation has reported an error in 
conilinrt.inn wi-i-h thai- rfi vi s i nn 1 g f 

. (U) This matter Has -been reported to the FBI's • 
Inspection Division-for appropriate action. A letter summarizing, 
this matter has been .sent to OIPR .Acting Counsel Peggy Skelly-
TSlolan in an effort to prevent a .recurrence of this' kind. 

Dèx±veéUÎJcom 

s e ^ j ^ T ' 

Hofniann-IOB-3323 



JOB S U M M A R Y SHEET " ' . ' T. 
^Ruae o'f Department or Agency: FBI ' : CT Quarterly .Report; _4JPRII>JIJNE 2007 
DAT* OF IMCIDKHT.-j.Q/̂ Qg 

DKSZ.-Ot REPORT" TO DSPXHIKKtrr/XGEtfCYi' ' 

DATE Or-RXPORT TO "IOB: 7/31/07 
•y.to2 -V v.vALL..IIJpRHAT-IQN'-COHTillNEP :'•-

• ' "-DATE 07tO1-2QI'Q'B'Ì 65179DMV/PLJ/CC ' 

DÀTH REPORT SUBMITTED TO OTHER ENTITY, (i.e,, -DoJ, Congress,. Civil Liberties- Office.) 4 
m . • • • ••''•. 

POSSIBLE VIOLATION OF: • 

STATUTE (Unicod States Cpde Citation) 
F13A 150 Ù.3..C. 1B01) 

X . Othàr (U.3.C. citations ) 

EXECUTIVE ORDXB. 12333: faction -.3.3 
Section a. 
..Section 2.4(a) 
^Section 2%4(b) 
Section 2.4(c)' 

. .Section 2.4(d) 

.. . Section 2'. 5 
Section 2.6" 

. Section 2.7 
Section 2.9 

- ' Section 2.10 
, Section 2,11 

¿Section 2..'12 
• X. AC APPROVED ,EO 

collection £ ''dissemination .of USP info • 
preamble: least intrusive collection 
CIA electronic surveillance" v/in US 
unconsented physical search Vf/i-n US . 
physical surveillance of TJS.P v/in OS 
physical «surveillance of USP abroad 
.AG approval v/in US or 'against USP abroad 
assistance to law anforcameat.i * 
contracting 
-undisclosed participation 
human .experimentation • 
prohibition on assassination 
indirect participation . 

i.2333 GUIDELINES (Guideline name and section* 
b2 •b7 

' OTHER 'EXECUTIVE ORDtaX (SPECIFY) 
'. ^Crèatio'n of unaùthorirad SAP .(XO.13958, 'as attended) 
. Other (SO citations ) 

. PRESIDENTIAL DIRECTIVE (SPECirr) 
COVERT ACTZOM FTHDING/MKHORANDUH OK NOTIFICATION ' 
Other ' (Presidential Directive citation: )• • 

DEPARTftENT/AGENCT ACTION: . collection sequestered & coordinated with USPIS for appropriate 
disposition ' 

-DATE OF FIHAL BISPOSITIOHi 
. 05/18/2007 

Hofniann-IOB-3323 



DATE jL'&^J&s^Qiff ü ibii'i ALL.INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT . 
WHERE SHOWN.OTHERWIS'V ' 'j 

DECLASSIFY OH: 07-01-2035 .. • ' 7" " • . 
r-̂  >.-3 ,/yiiT if.» H»!JI . .< ' : ' "'. 

. . . . — " r - ' _ . . , . - - . . 
. . • , . j-7 SECRET 

- s -- INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER : -':b2 
DIVISION 

"CLASSIFIED. BY 65179DHV/PLJ/CC 
KSÌ'OII: 1 ,4 (Cfc. tefrxt. .J ."" - r HUi<B20Q7 

b7E 
(Ü) IOB' MATTER 2007-589 

( U ) V f ^ The Federal Bureau-of. Investigation C'FBI") has 
ietermined that actions taken by FBI's 

during 
' States Person. should be reported to the IOB. 

Diyision 
I of a United • 

b2 
b7E 

(S) [ 
Xaf On r , 

' a "United 
States Person," as that term is used in- Section 101 (i) of the 
Foreign Intelligence Surveillance Act of 1978 (FISA)1 £q£ 

"I opened 
] who 

~TTTe| | was properly extenaed arier 
the initial six months ,ot Investigation, but inadvertently 
-expired on| | When this error was discovered in 

| the. case agent immediately ceased investigative 
activity and took steps to request appropriate extension. The. 
ca.se has been subsequently extended and investigation continues-. 

bl . 
b2 
b6 
b7C 
b7E 

( Ü ) The failure to provide an annual report of a 
1 is. a violation of 

NSIG.An extension of a 
of thè 

beyond the initial one-year period 
requires FBIHQ approval and may be granted in six-month 
increments. If FBIHQ approves an extension of the| Jbeyond the 
initial one-year period, the FBI must notify the Department of . 
Justice, Office of Intelligence Policy and Review (OIPR) of the 
extension and provide OIPR the written rationale for the 
extension with 10 days of transmittal of the approved extension.2 

-b2 
b7E 

1(U) A "United States person (USP) is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. section 
1801 et. Seq.) As A,a citizen of the United States tor] an alien lawfully ' 
admitted for .permanent residence (as defined in section 1-01 (a) (20) of the . : " 
Immigration and Naturalization Act)..." See also, | |of The Attorney 
General's Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection (hereinafter NSIG). . 

(U) See NSIG, 

ofmann-IOB-3302 



.-L.-ÌSS-•. <*>>• --•-̂ sy- Between-' 

(S) 
(S) 

conductl 
and did.' 

] While the 
information was obtained during a period of lapsed : 

authority, it did no.t .occur in violation of the Constitution, 
statute or court order.. Furthermore, the I lin this case was 
subsequently extended by FBIHQ. f 

^ also received 
while thej |was not properly extended. 
was receive^ and processed by the local 

jurisdiction. As such, the results of the[ 

• linformaticm 
Hid. I request 

| office» in thp 
are being sequestered and coordinated with the local 

to determine appropriate disposition. 
Finally, in this particular case, grand iu-rv 

subpoenas were is'süed 
However," in addition to the FBI 

consideration- for this IOB matter, the UsAo in 
has an open file investigating the same individual. On f 

Jthe Ti.q-AQ. n-i gj-r-i ni- r>f I opened | 
subject^ As such, the grand 

ICase File upder 
fllSQ 

J 

-ury 

bl 
b2 b6 
b7C 
b7E wirn suD3ect|_ As such, trie grand tl 

information requested during.the intervening, period of I 1 
authorization was appropriately acquired under DOJ authorities 
and oversight. . Therefore, the information also remains in the 
FBI case file. • 

(U) In this instance, the FBI failed to file a timely[ | 
\ ' T.his omission extension as required by the N.SIG in 

effectively resulted in investigati-ve activity being temporarily 
conducted -without appropriate approvals.and oversight. Thus, the. 
matter is being reported to the IOB.. . . . . 

b2 
b7E 

- 2 -

H.ofmann-IOB-3303 



IOB S U M M A R Y SHEET • •- .' 

•Kami of Department or Agency: FBI ' * CT Q u a r t e r l y .Reports - ^ R ^ - J T J N E 5 0 0 7 ' . 

DATS or IiicrDKHT: .DATE O? REPQF.T TO"IOBrjfeytf] - .-• •• 
. AXL'THFOftMA-TIOIj - CONTAINED • • . . : 

-- " • ••"HE-PIHi IS UNdLASSTi-TEir, ' ' .... ' 
DATE '.OF REPORT' TO DEPARTMENT/AGENCY i •• 2/15/07 '•' ' V^Oi^tfLQ. 'BT ' ¿ S ^ m f V t ^ Z S 

DATS REPORT SUBMITTED TO OTHER ENTITY (i.e.., DoJ, Congress, Civil Liberties Office): '-

POSSIBLE VIOLATION OF.- • ' " * • " ' . . ' ' 

STATUTE (United' States Cpde Citation) ; 
PTSA 150 U.a.C. 1B01) 

X . o t h ^ r (U.S.C. citationt 18 U.SC 2709 ') 

EXECUTIVE ORDER 12333: • * 
action *.2.3 collection fc'dissemination of USP ..info 

'' Section 2.4 preamble: least intrusive collection 
.Section 2.'4 (a) CIA electronic surveillance; w/in US- ' 
^Section 2'. 4 (b) unconsented physical .search v/i-n US 
Saction 2.4(c)' physical surveillance of US.P v/±n "US ' 

. . Sect-ion 2.4(d) physical -suiveil-lance of U3P abroad 

.. . Section 2'. 5 . '.AG approval v/in US .or «gainst USP abroad 
Section 2,£' assistance to lav-enforcenentt * 

. Section.2.7 contracting- . 
Section 2.9 undisclosed participation . • 

^ Section 2.10 human experimentation • 
, Section 2.11 - prohibition on assassination . 

Section. 2,12 indirect participation.. '•.-•...' 
• AG APPROVED EO 12333 GUIDELINES (Guideline•name and section! ) ' 

.. • ; OTHER EXECUTIVE ORDER (SPECIFY) 
- uCrea'tio'n of unauthorised_.SAP .(XO .lSSSfl, as. amended) 
. Other (SO citation: )~ ' -

. PXESIDENTXAL DIRECTIVE (SPECirr) 
COVERT ACTIOS FINDING/MEMORANDUM OF KOTiriCATIOM 
Other (Presidential Directive citatiom )• • 

i 

DEPARTiEENT/AGEHCy ACTION: 

-DATE OF FIMAL DISPOSITIONi 

' 4/18/07 ' 

Field office advised to return all data associated'-with the 
num.ber to the provider 

Hofniann-IOB-3323 



i-.U cUi-V^KY SHELY . I 
• ' ; '>.•;;' T: TAO . » . . . -tin«»- » -W r.«»-»- . •-/•• 

DECLASSIFIED BY 65179DHV/PLJ/CÌ 
OH 07-0Ì--2010 

• - ^ feJi^wKI" VG ICS ̂  'fi'tf 
. S E T 

(^.vKlitiZ.ir • -jitcKtl -

(U.) 

(U) 

Federal 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
1 FIELD OFFICE - • 

::OB MATTER 2007-714 
b2 
b7E 

x . Bureau 
The 
of 

.conjunction withf 
this regard, 

Field Office || of the 
n v e s t i a a F i o n h a s r e p o r t e d a n e r r o r In 

land 
of that division.^In 

was inadvertently collected pursuant to an NSL, on a J "| ' 
.not associated with the target. This information has been 

b2 . 
b7 E 

sequestered and has not been entered into any FBI database. 
(U) This matter has been reported to-the FBI's .. 

Inspection Division for appropriate action.' 

Hofniann-IOB-3323 



_ IOB SUMMARY SHEET 

-JTkM o f Department o r Agency.: F B I " CY - Q u a r t e r l y -Report : „AJPRII^JXJNEilOQ? 

/ . . 
DATE OF IKCIDEHT: 6/3Q/05 DATE OF REPORT TO -IOB.: 7/31/.07 

..DATE .OF REPORT-TO DEPARTMENT/AGENCY 1 • 
ALL filF-pRMATIWJ -CQITFAINEp . .. 

• .HE-RE-III' 13 UNCLASSIFIED ".' ' 
' -I?ÀTE;07.-01T201.0 iY 55179DIW/PLJ/CC 

DXT'H REPORT SUBMITTED TO OTHER ENTITY (i.e., -DOJ, Congress,' Civil Libertie.s..O££ice.) -, 

POSSIBLE VIOLATION OF: . -

STATUTE iänited' State* Code Citation) 
. FI3A (SO "Ù.S.C. 1801) 
. .Other (U.S.C. citations 

EXECUTIVE ORDER 12333 t ' 

_Sactioh-.3 .3 collection & 'dissemination of U3P info 
Section 2.4 preamble: least intrusive collection 
faction 2.4(a) CIA electronic surveillance'w/in US 
^Section 2-. 4(b) unconsented physical search w/i-n US' 
3»ction 2.4(c)' physical' surveillance of US.P v/in OS 

physical •surveillance of USP abroad 
.AG approy-al v/in US or 'against -USP abroad 
assistance to làv enforcement*. 
contracting 
undisclosed- participation . 
human experimentation • 
prohibition on assassination' 
' indirect participation. 

. ..Sect-ion 2.4(d) 

.. . Section 2'. 5 
Sect ion 2 .S ' 

Section 2.7 
Section 2.S 

•' Section 2.10 
, Section 2.11 

Section 2."'12 
• X- AG APPROVED EO 12333 GUIDELINES (Guideline name and section« J | ) 

FBI National Security Investigations and Foreign Intelligence Collection . 
OTHER' SXSCUTIVH 0R]?'ER (SPECIFY) 

..Creation of unauthorised SAP .(X0.12S5S, as amended) 

b2 
b7E 

Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECirr) 
COVERT ACTION ITNDIÄG/MEMORANDUM OF NOTIFICATION 
other ' (Presidential Directive, citation: • 

DEPÀRTftÉNT/AGENCr ACTION: 

»DATE OF FINAL DISPOSITION 

Opening LHM submitted'on 1 approximately! | 
' b2 
b7E 

.4/16/07 

Hofmann-IÖB-3306 



DECLASSIFIED BY 65179DHV7PLJ/CC / p 
i :;iOH 07-01-2010 -..—r^riy ..Kcporc-. • 

•!<•• ¿¡.»îJi /./s . . 

/ÄGEKpr.1.- '. -f'^dbç.' < - " / ' . i 
¡INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER- b2 

J FIELD OFFICE b7E 
.IOB MATTER 2007-617 (U) 

(U) nstf By electronic communication dated December 12, 
'2006,. the Fedteral .Bureau of Investigation .(FBI) | Field b2 

b7E Office reported that an annual Letter Head Memorandum (LHM) on 
one case was submitted five and one-half months late to the' 
Office of Intelligence Policy and Review (OIPR) . Although -this 
was .not reportable to the I.OB because OIPR already had notice of . 
the case, during adjudication FBI Office of the General Counsel• 
(OGC) learned that the opening LHM was submitted so late that 
OIPR's oversight ability was impaired. The opening LHM was more-
than eight months late due'to tardiness by the field, which was 
compounded by tardiness by FBIHQ. Further, there was confusion 
as to whether LHMs were due on this case as it does not target . 
any specific individuals and is used more.as an -
administrative/control file to record statistics, request funding . 
-and. present/disseminate analytic findings. The late opening LHM 
was a violation of Attorney -General's Guidelines for FBI National-
Security Investigations and .Foreign Intelligence Collection. 
Thus, the matter is being reported to the IOB. 
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Highlight



"JOB SUMMARY SHEET - ••• . . •• 

'Kama of Department or- Agency? FBI- CT Quarterly -Report: ^ M L - ^ ^ 2 0 0 7 . 

DATE OF IMCXDKHT: ' y y ^ y i m l ^ v ^ 1DB?. 7/31/07 V : V 

' • ;' ' .- •'•'O •' "AU.^HFOPJ&TIOH-' CONTAINED 
D A T E-OF REPORT'TO DBPARX«XNT/AGKHCTi -I ' [ " HEREIN- .13" UNCLASSIFIED 

'•-' ." 1 ; 1'" ' DATX'07-01-3010 BY :65-179MI7/PLJv'i;c' . 

DATE REPORT 3 OB KITTED TO OTHER EKTITX (i.e. . "DoJ, Congress, Civil Liberties Olfice.) :' - -

•POSSIBLE VIOLATION OF: - ' 

STATUTE (United" States Cpde Citation) 
' x. PISA (50 D.S.C. 1&01). 

..Other (U.S.C. citation: 

EXECUTIVE ORDER 12333 
• " Section -.2 .3-

3ection 2 . 4 
..S ec tion 2 . 4 ( a) 
^Section 2.4(b) 
3.ction 2.4<c)' 

. . Section 2.4(d) 

.. , Soctlon 2". 5 
Section 2.Î-" 

. ' Section 217 -
Section 2.3 

• ' Section 2.10 
. Section 2.11 

Section 2.,' 12 
• • AC APPROVED EO 

collection fc" 'dissemination of DSP info .•" 
preamble: .least intrusive collection ' 
' CIA electronic surveillance' v/in US 
unconsented physical search w/in US 
physical surveillance of U5.P v/in -OS 
physical -surveillance pf USP abroad'' 
.AG approval v/in US or 'against DSP abtoad 
assistance to lav enforcement 
contracting " 
undisclosed participation 
human eàcpex'inëntatlion • 
prohibition on assassination 
indirect participation. 

1233 3 GHJIDELINBS' (Guideline' naae and sectioni 

OTHER RXBCtrriVZ ORJJ'ER (SPECIFY) 
.Creation o£ .unaùthori.zsd,SAP .(XO 125S8, «a amended) 

. Other (SO citation: . ') 

PRESIDENTIAL DIRECTIVE (SPECin) 
COVERT ACTZOH FIOTIWa/MEHORANZKni OP NOTIFICATION 
Other (Presidential Directive citations 

DEPARTMENT/AGENCY ACTION: 

•DATE OF FIHAII DISPOSITION». 

Advised return of 
o f f — — jby HBi 
5/23/07 

to provider, arid-no retention' b2 
b7: 

Hofniann-IOB-3323 



- DECLASSIFIED BY 65179DHV/PLJ/CC 
• ' (JH '07-01-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2 • 
FIELD'-OFFICE . .• "- b7E 

(U) 

IOB MATTER 2007-806 (U) 
The San Francisco Field Office of the Federal 

Bureau of Investigation has reported an error in conjunction -with ^ 
an investigation of "that division.' In this regard, I I- . 

This erroneously collected. ' 
information has been removed from all paper file copies .and. FBI-
databases. 

,(U.) This matter has -been reported to the FBI ' s 
Inspection .Division for appropriate action. ' • 

BesjLvBd_fxoHi : — - — 
D e c l a s ^ i i i y ^ S ï r f - ^ ^ 

b7D 
b7E 

Hofniann-IOB-3323 



'•IOB SUMMARY SHEET • _ .'• • 

Naine- o£ Department or Agency: FBI _. . .. CY Quarterly -.Report : -APRIL-JTJNE 2007 

DATE OF REPORT TO IOB DATÉ OF INCIDENTd b2 ; b7E 
DATE.OF fcEPORT- TO DEPARTMENT/AGENCY. '•I 

'7/31/07, ... 
V • ALL'"-IIIFOfiHArTJQW' CONTAINED..." • ;"•' .' 

-HEEÉI1} 15 ÙHCtASSÌFIED . ' •' ..... ". 
DATE .07-01-2010 BY -651,79DJIV/iLJ/£C 

DATE REPORT SUBMITTED TO OTHER -ENTITY (i.e., -DoJ, Congress, Civil Liberties Office) 

POSSIBLE.-VIOLATION OF: -

STATUTE (United States Cpde Citation) 
FISA ISO Ù.S.C. ISO!) 

. .Other (U.S.'C. citation: 

EXECUTIVE ORDER 12333 
' Section v3.. 3 

' Section 2.4 
..Section 2-.'4 (a) 
/Section 2,..4(b). 
Section 2.4(c)' 

. . Sect-Ion 2 .4(d) 

.. . Section 2". 5 
Section 2.6' 

. Section 2.7 
Section 2.9 

- ' Section 2.10 
Section 2.11 
^Section 2.,'12 

' X- AC APPROVED EO 

collection t 'dissemination of USP info . 
preamble: .least intrusive -collection 
CIA electronic-surveillance- w./in OS 
unconsented physical search v/i-n US 
physical surveillance of US.P v/in Us 
physical -Bvi.rveillaai.ee -of USP abroa'd 
•AG approval v/in. US or 'against-USP abroad 
assistance to lav enforcement 
contracting 
-undisclosed .participation 
human experimentation • ' 
prohibition on assassination 
indirect participation'.. 

12333 .GUIDELINES (Guideline name and section* 

OTHER EXECUTIVE ORJJER (SPECIFY) 
• ¡_Crè»tldn of unauthorized t SAP .(X0.12S5B, as amended) 

Other (BO citation: ' ) 

PRESIDENTIAL DIRECTIVE (SPECirr) 
J CÒVXRT ACTION FINDING/MEMORANDUM OF NOTIFICATION. 

Other .' (Presidential Directive citation: 
» f 1 

DEPjjOKENT/AGENCY ACTION : 

•DATE OF FINAL DISPOSITION : 

No act ion taken. IOB filed 

.5/17/07 

Hofniann-IOB-3323 



DECLASSIFIED BY 6SN9DHV/PLJ/CC 
ON 07-01-2010 

¿a .), r' O Utah >' «A^»—W » 

K*J?0KT ru iuai. ̂t.1-17' 

S ' UV V / 

INTELLIGENCE OVERSIGHT BOARD-(IOB) MATTER b2 . 
~l-FIELD "OFFiCE " , • " .b7E 

IOB MATTER 2007-755 . (U)' . " 
(U) jfsi By electronic 'communication dated 

the Federal Bureau of Investigation (FBI)1 Field Office : 
1 reported that, with regard to TCWO separate 

investigations, | | did not send a notification- of opening' 
to FBIHQ within 10 day.s, as .required under thé Attorney General's 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection, 
persons. One investigation was opened .on 

The.other investigatior on 
Both investigations we're on U.S. • • 

• and closed. 
and closed on[ 

was opened on 

(U) ] indicated that minimal investigative 
steps were tafcen during both investigations and we note that no 
individual's rights were violated. . However, because of the 
failure to send a notification -of the opening of both cases, 
•neither FBI-HQ nor the Department of Justice' s Office of 
Intelligence Policy and Review had the opportunity to conduct 
proper oversight of the investigations. Thus, the matter is •' 
being reported' to the IOB. 

b2 
•b7E 

Hofniann-IOB-3323 



ALL INFORMATION CONTAINED. * 
• HEREIN 15 UNCLASSIFIED 

" ' .']OBSUf^MARY'SKEET-DÀTE '07=01-2010 ^S179DIW/PLJ/CC 

N-aa« of- Department or Agency: FBI . ;. CY'-Quarterly .Report APRIL-JUNE 200.7 

. ' . DATE OF " REPORT TO • IOB : DATE OF INCIDENT: ' b 2 
b7E • ' 7/31/07 • / 

DATE .OF REPORT-TO DEPARTMENT / AGENCY a 

DÄTH REPORT SUBMITTED TO OTHER -ENTITY (i.e., -DoJ, Congress, Civil Liberties Office) 

N/Ä _ . ' • ' ' • ' . • • . -
POSSIBLE VIOLATION OF: . 

STATUTE (United" State« Cpde Citation) 
F1SA (SO U.S.C. IB OX) • - . . . • 

X . Other (U.3.C- citations. 18 U S C 2709 ) 

EXECUTIVE ORDER 12333: • 
' Section -.2 .3 collection & '-dissemination of USP info 
Section 2.4 preamble:, least intrusive collection 
.Section 2."4 (a) .CIA electronic surveillance- w'/in US 

\ * 

JSection 2'.4(b) unconsented physical search v/i-n US 
. Section 2.4(c)-' physical, -surveillance oC -US.P v/in US 
. . Sect-ion 2.4 (.d) physical -surveillance of USP abroa'd 
-. . Section 2".5 . .AG approval v/in US' or 'against USP abroad 

Section 2.6' assistance to lav enforcement . • 
. S'ection 2.7 contracting . . 

Section 2.9 • undisclosed-participation -
j Section 2.1Ö human experimentation • 
. Section 2.11 prohibition on assassination 

^Section 2." 12 indirect participation . 
" • AG APPROVED EO 12333 GUIDELINES (Guideline name and. section-i 

" OTHER EXECUTIVE ORDER (SPECIFY) 
• • . Creation of unauthorized, SAP .(X0 12J5I; « amended) 

. Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECirr) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other ' (Presidential Directive citation: )• • 

DEPÄXTÄBNT/AGENCr ACTION: , ' 1 . 
Information purged 

•DATE OF FINAL DISPOSITION! ' 
• ' - .5/5/07 

Hofniann-IOB-3323 



DATE: 07-01-2010 
ÙASSIFIEÔ BY ÇS179DHV/PLJ/CC 
REASON l ' W k z & W S i t è t l . , 
DECLASSIFY DM: 07-01-20ÎS 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN ".OTHERWISE. . . 

¿-.tim';;, A',::: i 
"sì ' 

j t è OF vfv-r^T tVÌ •»£?:'• • . _ • '•" . TNTEEXIGEfc£EJ02SBSIGHT- BOARD (IOB) MATTER^2 
C DIVISION 

IOB MATTER 2007-746 & 817 (0) 
t:i) jCŜ C By electronic communication dated 

Federal Bureau- of Investigation (FBI),[ 

b7E 

the 
JirlSia Office b2 eai 

reported a possible Intelligence Oversight Board b7E 
T 11.UJB.) matter. By a second EC dated r provided additional information related to the potential IOB. ] 

(SI 1 reported that on opened 
J 

1 ~~H The 1 • 1 
land through that relationshiD was 

h 2 
b7E 

(U) 

1 from these 
b2 
b7E 

* 

Hofmann-IOB-3313 ' 



. . . . . , . , _ _ • SECRET ;"*•". ' 

V ' & C k G l j T F . g f t E & -UO'Y) R4riT£R - - - ' / • ' ' . '• , ' • ' ' ' " V ^ - ' . 
• ' • • - ' • ' . . • 

• Upon realizing that the acceptance -of such : .'' • b2 ' information was problematic, \ Idirected that ail serials b7E 
containing information! leases be 
removed from the case files and from ACS. Case- agents and former 
case agents were also tasked with determining whether any of the 
I hwas used to obtain other information and any-
derivative - information will be removed from the case files and 
permanently charged-out from ACS. In pending investigations case 
agents have been tasked with determining (1)whether there 
•currently exists sufficient predication to justify the issuance'.-' 
of an NSL ' obtaining National Security Letters (NSL) to cover the •• . 
information previously I 1 and (2) -in such 
cases where sufficient predication exists, to obtain NSL to cover 
the information in question. 

(U) ŜjT In accordance with the repprting requirements of 
Section 2.4 of Executive Order 12863, this matter is being 
reported based upon the fact that FBI personnel improperly tasked 
an asset to collect ECPA protected information. The Office of 
General Counsel ("OGC") has repprted this matter to the FBI's 
Inspection Division for appropriate '.action., • 

_ 2 - Hofmann-IOB-3314 



• ALL INFORMATION CONTAINED - - • • 
', • ' HEREIN. IS UNCLASSIFIED - • ' ' ' /"' 

• . . ' 'DATE .07^01^2010 BY-. S^ITSDHV/PLJ^CC '.'• 

."IOB SUMMARY SHEET > -V • ... 

•Am of Department or *gincy; . JFBI . . ' CY-QuarVerly'-Report : APRIL-JUNE 
. DATE..OF IHCXDEHT: U n k n o w n . . .'V/ / ^ P O R X ^ ' i O B V ^ ^ y t- ̂ y ^ ' Í.-/ 

DATE .OF REPORT" TO DEPARTMENT/AGENCTi • •• -b2 • 
•'-•' b7E 

•DÀ.TH REPORT SUBMITTED TO.OTHER -ENTITÏ (i.e., -DoJ, Congres a. Civil Liberties Office) : • 

POSSIBLE VIOLATION OF: . 

STATUTE (United' States Cpde Citation) -
I X FI3A (SO Ù.9.C. 1801) . . . 
j ' • •• X. Other (P.3.C.. citation: 50 U S C 180iç) • . 

I •••'..• . - •" . . • j EXECUTIVE ORDER 12333: • 
| \Sectioh -.2.3 collection &'dissemination of DSP info' 
! Section 2.4 preamble: least intrusive collection. 
j ..Section 2."4 (a) CIA electronic surveillance- w/in OS 
j. .Section 2.4(b) • unconsented-physical search w/in' OS 
j Section 2.4(c)' physical .surveillance of.US.P v/in . n s • 

S . .-Sect-ion 2.4(d) physical -silrveillsaice of DSP abroad' 
.. . Section 2'.5 . .AG approval v/in US or -against USP' abroad 

j Sectiop .2.6' assistance to lav enforcement 
1 . Section 2.7 contracting ' 
j . Section 2.5 .undisclosed: participation 
J. Section- 2. if) .human experimentation -
j . Section 2.11 prohibition -on assassination 

> • . ' . ' • ' • • " [ Section 2., 12 indire.ct participation . \ 
I '. • AG APPROVED EO 12333 GUIDELINES (Guideline name and..section! •) 

• ' ' - OTHER EXECUTIVE ORD'ER (SPECIFY) • •• 
: ,_Cre»'tio'n of unauthorized .SAP (IO "12J58,, as .amended) 
. J Other .(EO citation: ) • ' • 

. . PRESIDENTIAL DIRECTIVE (SPECirr) 
COVERT ACTION FINDXNG/KEHORANDUH OF >tOTIFIGATIOH 
Other ' (Presidential Directive citation:. )• • 

DEPÁRTÍtENT/AGENCr ACTION: _ , ' ... , . 
Subpoena withdrawn. No action taken on subpoena 

•DATE OF FIHAL DISPOSITION. 
' • '• ' " - .5/7/07 "' 

Hofm'ann-IOB-3315 



Ii -' • 
DATE: 07-01-2.010 
CLASSIFIED BY.65179DHV/PLJ/CC • • 
REASON: 1 . S r l f E T . 
DECLASSIFY 07-01-2035 J" " • 

' • <'ilir .. - -
GS^JCy; . ; 1 vr« V 

- • . - • v.. s© T-

ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE 3H0WH 'OTHERWISE 

... -T 

INTELLIGENCE OVERSIGHT BOARD (IOBV MATTER 
• I 

IOB MATTER .2007-1127 (U) . 
b2 " 
b7E 

1 the Federal Bureau of Investigation .(FBI), 
I indicated that| |was engaged in an . hi initiative with the| b2 

(S)' b7E 

( U ) 

(U) 

I 1 

. T h e error was discovered during the review of the case 
file. Despite the- inadvertent nature of "the mi-stake, .the fact 
remains that 

the matter is being reported, to the IOB. 
. Thus, 

b2 
b3 • 
b4 
b7D 
b7E 

b2 
b7E 

S E ^ E T 
Hofmann-IOB-3316 



ALL INFORMATION CONTAINED 
. HEREIN IS UNCLASSIFIED 
DAT? £-01-2010-BT 65179OT/PU/CC . 'IOB SUMMARY SHEET- .. • ~ - . " 

•Kam«:.of .Department or Agency:- FBI • C? -Quarterly Report s 

'-DATEOF IÑCIDEKT:! I. 'I . .'• DATE. OP REPORT TO IOB: •,b2 
b7E 

' -DATE.OP REPORT-TO DEPARTMENT/AGENCYt 

APRIL-JUNE 2007 

7/31/07 

DATE REPORT SUBMITTED TO OTHER -ENTITY (I.e., -DoJ, Congress, Civil Liberties Office) »" 

POSSIBLE VIOLATION OF: -

STATUTE (United'States Code Citation) 
' PISA (SO "Ü.9-C. IB01) 

. .Other .(U.S.C. citation: 

EXECÚTIVE ORDER 12333 
' Sectitoh -.2 . 3" 

'" Section 2. A 
.Section 2. 4 (a) 
^Section 2*. 4 "(b) 
Section 2.4(c) ' 

. . Sectlon 2.4 (d) 

.. . Sec.tlon 2". 5 
Section 2.6' 

. Section 2.7 
Section 2.9 

• ' Section 2.1Ó • 
. - Sectlon 2.11 

^Section 2..12 
X- AG APPROVSD EO 

collection 'dissemination -of USP info 
preamble: least intrusive collection 
CIA electronic surveillance- .w/in OS 
unconsented physical search v/in US 
physical -surveillance of US.P v/in OS--' 
physical -surveillance of OSP abrba'd 
•AG approval v/in. US or 'against USP abroad 
assistance to lav enforcement 
contracting 
undisclosed .participation , • 
human -experimentation -
prohibition on assassination 
indirect participation . 

12333 GUIDELINES (Guideline name and sectioni 
' b2 
' b7E 

OTHER EXECUTIVE ORDER (SPECIFY) 
.Cxéatlon of unauthorised,SAP .(XO.12958, as amended) 

. Other (SO citation.: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation» . 

DEPART&ENT/AGENCT ACTION: ' 
. Reported IOB 

.-DATE OF FINAL DISPOSITIONI 
.04/3.0/07 

Hofmann-IOB-3317 



DATE: 07-01-2010 ' • . . . ' 
.CLASSIFIER BY' 65179DMV/PLJ/CC ' 
REASPN: TLISHRKT 
"DECLASSIFY'OH: 07^QÌ:?035 

¿«possi ' ^ j y * * * " * » ' 

S E C R E T . 
iSi.iiCjri J.v'-i , . 

. ALL'IHFOPHATIOH'COHT^IMED . 
HEREIH IS'UNCLASSIFIED EXCEPT, 
WHERE"SHOWN"OTHERTJISE '' . 

INTELLIGENCE OVERSIGHT BOARD ( IOB') . MATTER 
I VlELD OFFICE 
IOB. .MATTER 2007-637 (U) . 

C By#-electronic communication dated 
Federal Bureau of Investigation (FBI), 

(S)[_ 
] indicated' that 

• hi ' 
•hi E 

Hhad opened I 
on 

"the 
1 Field Office 

U.S." Pei Person." 

'bl 
b2 • 
b6 • 
b7C 
b7E 

(U) 
X T t i was initiated by 

Upon continuation of the investiga 
b y 
tionTf 

on 
was 
tò required to submit- an .annual letterhead memorandum (LHM 

'Headquarters, for transmittal to t'he Office of Intelligence' Policy b2 
"and Réview. Consistent with those reguirements,| Ishould.have b7E 
submitted an LHM to Headquarters within one y.ear of the last 
filing of -an LHM which in the case, was 

had failed to submit another LHM. 
In fact, as of 

(U) \ / 
JX^The error was discovered during the review of the case • 

file. Despite the inadvertent nature of the mistake, the. fa-ct 
remains that | |failed to -submit the required LHMs to 
Headquarters as required by I I of The Attorney 
Gene-ral's Guidelines for FBI 'National Security Investigations and 
Foreign Intelligence Collection (NSIGY. • The failure to submit' an 

h 2 
hlE 

LHM sincel 
oversee 
to the'IOB 

gn in 
incel 
ee th 

substantially impaire'd OI.P.R'' s ability to 
is investigation. Thus, the matter is -being reported 



IOB SUMMARY SHEET ^ . * T 

.:Nime/of Department or Agency: FBI . _ . CYQuarterly; Jleport.v— 

DATÉ OF INCIDENT j I 
•b2 • 
b7E DATE OF RXPORT TO "IOB:' 7/31/07, • 

DATE: OF REPORT-TO DBPAS.THSNT/AGENCY» 
'" ' _ '.'•. ' AÍV -IÑFTÍRHAflOH. ¿üiyfAIHEI} 
R/AGENCY»" R 1 — ' • 

f • DATE .07.-01--:2S10 BT: 65179DMV7PLJ/CC 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., -DoJ, Congress, Civil Liberties-Office): 

POSSIBLE VIOLATION OF: - , " 

•STATUTE (United' State's Cpae Citation) 
FXSA iso 'tr.g.c. iBoi) 1 • 

. .Other "(U.S.C. citation: ' 

EXECUTIVE ORDER 12333 
' Section -.2 .3 

'" Section 2.4 
..Section 2.4(a) 
.Section- 2:.4(b) 
Section 2.4(c)' 

. . Section 2.4(d) 

.. . Section 2".5 
Section 2.6" 

. Sbetion 2.7 • 
Section 2.3 

• ' Section 2.1Ó 
^Section 2.11 
Section 2..* 12 

• X. AG APPROVED EO 

collection t 'dissemination of USP info 
preamble.: least intrusive collection 
CIA electronic surveillance- v/in as 

s 

unconsented physical search v/in US 
physical surveillance of US.P v/in OS 
physical .surveillance of USP abroad 
.AG approval v/in US or 'against USP abroad 
. assistance to lav enforcement'* ' 
contracting 
undisclosed- participation 
human experinientation • 
prohibition on assassination 
indirect participation . 

12333 GUIDELINES (Guideline name and section* 
b2 b7E* 

' OTHER EXECUTIVE ORDER (SPECIFY) 
.Creation of unaüthorixed>SAF .{EO.12558, as amended) _ * ' 

. Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
J COVERT ACTION FINDIÑG/MEHORANDUH .OF NOTIFICATION 

. Other' (Presidential Directive citation: 

.DEPARTÍtENT/AGENCY ACTION: 
Repo r ted to . I O B 

•DATE OF PINAL DISPOSITION: 
. 5 / 9 / 0 7 

Hofmann-IOB-3319 



INTELLIGENCE OVERSIGHT BOARD . (IOB) -MATTER -b2 I FIELD OFFICE b7E 
IOB- MATTER 2007-502 (U) . 

W) ""'-•̂Ŝ' By electronic communication dated 
Bureau of Investigation .(FBI)f 
[ "I indicated that [_ [opened 

Field Office [ 
the Federal b 2 

on a non-u. a. rerson. 
b7E 

(U) M The was initiated on 
] An extension of the investigation was- requested "on 

1 and approved bv an SSA 
wag not approved by the 

However, the extension request 
SAC or ASAC. •• 

b2 
b7E 

(U) The error was discovered during the review of the case 
file. Despite the inadvertent' nature of the 'mistake, the fact ' 
remains that thel was improperly 
.extended and. during tne improper extension, surveillance of the 
subject took place. The improperly authorized extension was a 
violation of of The Attorney General's Guidelines-
for FBI National Security Investigations and Foreign Intelligence 
Collection. Thus, the matter is being reported to the IOB. 

b2 
b7E 

Hofniann-IOB-3323 



kid- IHFOBMATIO'N C OHTAIHED -
HERE III IS UNCLASSIFIED . 
DATE 07-01-2010 BY 65179DHV/PLJ/CC . IOB S U M M A R Y SHEFT - -. • ' : 

. 'Name of Department or A g e n c y : FBI . CY -Qaarterly iRSpdrt":'-.APRIL-JUNE200-7 ' ' , 

'. DATS 07'REPORT TO IOB: -jqi/Q-J"-; . OF INCIDENT: b2 • 
-b7E 

bAT2 .o i r RJSPORT" TO DBPARTMSNT/AGENCY: • 

DATE REPORT SUBMITTED TO OTHER ENTITY (i..e., DoJ, Congress, Civil Liberties Office) 

POSSIBLE VIOLATION OF:. . 

STATUTE (United'State» Cpde Citation) 
• x yxax iso u.s.c. iftbx) ., . 

. Other (U.S.C. citation: . 

EXECUTIVE ORDER 123 33 
[_Saction -.3 .3 
Section 2.4 
^Section 2.4(a) 
^Section 2.4(b) 
Section 2.4(c)' 

. .Section 2.4(d) 

.. . Section 2'. 5 
.Section 2. i' 

. section 2..7 
Section 2.. 3 

- ' Section 2-10 
. Section 2.11 

Section 2J 3,2 
- AG APPROVED EO 

collection £ "dissemination of USP info 
preamble: least intrusive c'ollec'tion 
CIA electronic surveillance' v/in US 
unconsented physica.1 search v/in US 
physical .surveillance .of US.P v/in US 
physical -surveillance oC USP abroad . . 
.AG approval v/in. US or 'against USP- abtqad, 
assistance to lav - enforcement • 
contracting 
undisclosed participation 
human experimentation . . . 
prohibition on assassination . 
indirect participation..' 

12333 .GUIDELINES (Guideline .name and section« 

OTHER EXECUTIVE ORDER (SPECIFY) 
. ^Creation of unauthorized', SAP .(EO 12558, as amended) 
. Other (EO citation: ) ' ' " 

PRESIDENTIAL DIRECTIVE (SPECirr) 
COVERT ACTION FINDINQ/MEMORANDUM OF NOTIFICATION 
Other ' (Presidential Directive citation: . 

DEPARTMENT/AGENCY ACTION 
; Purged 

«DATE OF FINAL DISPOSITION: 
' - .8/21/06 

information b2 
• b7E 

Hofniann-IOB-3323 



£ 
DÀTf* 07-91-2010 ' 
CLASSIFIED BY 65179DMV/PLJ/CC 
REASON: 1.4 |c) v-. ̂ /»Ì AUV Sriiii;' 
DECLASSIFY ON: •07-01-2035" 
'ai.kV..'nr\ * »hi :-? -r-.'r^rl-v .fiq-jsr-r,• 

t t. ̂.'„-.n il n-n li&fsirp .vn Triti'i 
invm. : 

ALL INFORMATION CONTAINED • • 
HEREIN IS UNCLASSIFIED'EXCEPT-
'WHERE SHOWN'OTHERWISE-- '. " 

•INTELLIGENCE OVERSIGHT BOARD' (IOB). MATTER 
FIELD OFFICE 

IOB MATTER 2007-576 and IOB 2007-1267 (S.)' 

X The Field Office 
of the Federal Bureau of Investigation has reported.an 

1 error in conjunction with that division's\ 

(U) 'This matter has been reported to'the FBI's 
Inspection Division for appropriate action. . . 

"•/ ; ° b2 
' \vb7E 

Hofniann-IOB-3323 



j ALL INFORMATION CONTAINED . 
!- HEREIN IS UHCLASSIFIED ' ' - -
DATE #7t01-^010 BY 65179DMV/PLJ/CC . JOB SUMMARY SHEET. " ' ~ " * '"'r - ' 

• ' " • . . . . , •- t 
\ • -HSSM o f •D«p.»rfawnt w Agency: FBI- * ' " .. (^Quarterly'Wort: .A?RII^JUNE2007 

."DATE OF INCIDENT "DATE. OF REPORT TO IOBi -
, • b2 • .. •' .r ' ' V •• v- • • • • b7E " .-". ' •/ - • : 

' DATE.OF REPORT" TO DEPARTMENT/AGENCY: • 

DATE. REPORT SUBMITTED TO OTHER ENTITY (i.e..» -DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (Ùnitsd States Cpde Citation) 
FISA ISO "ir.S.C. 1801) 

. .Other (U.S.C. citations ' 

EXECUTIVE ORDER 12333: 
!_Sectioh -.3 .3 collection £ 'dissemination of USP info' 

" '" Section 2.4 preamble: least intrusive, collec'tlon 
^Section 2.4(a) CIA electronic surveillance- w/in US 
. Section 2'. 4 (b) unconsented physical -search v/1-n US 
Section 2 .4-( c) ' physical surveillance- of US.P v/in US 

. . Sect-ion 2.4(d) physical -surveillance at USP airoad 

.. . Section 2'.5 .AG approval v/in US or 'against USP abroad 
assistance to lav enforcement 
contracting 
undisclosed participation 
human experimentation • i 

prohibition on assassination 
indirect participation. 

Section 2.6' 
Section 2.7 
Section 2 .3 

_Section" 2.10 
Section 2.11 
action 2.,'l2-

- X- AG.APPROVED EO 12333 GUIDELINES .(Guideline name and section-: 
b2 
b7E OTHER -EXECUTIVE ORDER (SPECIFY) 

. Créa-t'lon of unauthorized _ SAP .(IO 12958, as- amended) 
. Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECITT) 
COVERT ACTION FIHDXNG/MEMORANpUM OF "NOTIFICATION 
Other ' (-Presidential Directive citation: )• 

DEPARTfiENT/AGENCr ACTION: 

•DATE OF" FINAL DISPOSITION! 

Reporting matter as "IOB and referral to FBI Inspection Division, 
Internal Investigations Section,-for appropriate action. 

,5/7/07 - — ' ' 

Hofniann-IOB-3323 



DATE: 07-01.-2010 : 
CLASSIFIED EY 65179DHV/PLJ/CC 
SPASO»:.. 1. * ¿.s* ~ »vusi^yV-KJLT 
DBC'LASSIFY OJJ: 07J01>2035 . . ' 

ALL INFOBHATIOli CONTAINED 
"HEREIN 15 UNCLASSIFIED- EXCEPT 
WHERfL.^HOIM OTHERWISE 

- ':••> 

/uuirrtEriw sapsrs; • e : ' ^ _>.t i jv H\ Vjr:W -

S E C R E T 

• • " ' '•• ': •-..' INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2 
FIELD OFFICE 

(S) 

b7E 
IOB. MATTER 2006-541 (U) 

tftafr on f 
investigation" of this IQB matter has rip-hPT-TTri 

^ I l - i n - j i - i | 

on 
(tfte subject) , which was set to expire, on 

did not notify FBI HO of the ini t i a-tio 
Investigation until Ì 

of .the 
The 

administrative delay in the intitial notification substantially 
impaired the ability of FBIHQ and the Office of Intelligence .and 
Policy Review (01 PR) to review a-nd monitor the investigation. In 
addition, 
convert 

later failure to promptly renew, close or 
to 

adversely anSCtSfl Eft 6 ability 61 "Jr'BlHQ, -OIPR, and the Criminal 
Division to provide oversight -of this investigation. Of special 
note. from 

I 

.-the case agent. 
[naint 

""during 

until a period of over 
ained the unauthorized J 

uri-ng which time the- subject was interviewed by 

I inereiore, Ubc! win- ' 
"prepare .a cover letter and a memorandum to report thiis matter to 
the- IOB. . 

bl 
b2 
•:b6 -
b7C 
b7E 
b5 

(U) This matter also has been referred to the FBI's' 
Internal Investigations Section of the Inspection Division for 
action deemed appropriate. . 

T Hofmann-IOB-3324' 



'JOB SUMMARY SHEET • • . . * . 

•frame of Department or Agency: FBI ; CY Quarterly .Report.t'^BIL.JÜNE'2007 . 

DATE .OF.INCIDENT 
b2 

; b7E 
DATE OF REPORT TO'TOB:- 7/31/07 

CYl I I HÈFIÎB' iâ". -UlicliÀàsiÎIÛX. : 
' ' ' ' •• •- TMTT ''m'm.1 l-?ni n- fiv •fis.r'iimwwVPT.ii /rp ' 

•.DATE-.-O? REPORT" TO-DEPARTMENT/AGENCY 

DATE •07-01-2010' jBY .'65,I70DKV?PI;J/CC..! 

DATE REPORT SUBMITTED TO OTHER -ENTITY (i.e., Do J, Congress,' Civil Liberties ,Of fica) : 

POSSIBLE VIOLATION OP: - ' 

STATUTE (United'States Cpde Citation) 
y. PISA (50 'Ù.S.C. 1B01) 
. .Other (U.S.C, citation: 

EXECUTIVE ORDER 12333 
' S action -.3.3 
.Section 2 .4 
..Section 2..4(a) 
^Section 2.4(b) 
Section 2.4(c)' 

. . Sec-blon 2.4(d) 

.. . Suction 2". 5 
Section 2.£' 

. Section 2.7 
. Section 2 . 9 

'̂ Section 2.10 
. Section 2.11 

^Section 2.12 
- AG APPROVED £0 

collection i 'dissemination of USP info. 
preamble": least intrusive collec'tion 
CIA electronic surveillance" v/in US 
Unconsented physical search w/in US 
physical surveillance oi -US.P v/in US 
physical -s-urveillance o£ USP abrba'd 
.AG approval v/in US or 'against USP abboad 
assistance to lav -enforcement.« 
contracting 
undisclosed- participation -
human experimentation- • 
prohibition on assassination 
.indirect participation . ' 
12333 GUIDELINES (Guideline name and sectioni • ) 

OTHER EXECUTIVE ORDER (SPECIFY.) 
',. - . Creation .of unaù tho ri zed SAP .(XO 12958, as amended) 

Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPEC!FT) 
COVERT ACTION FINDING/MEMORANDUM.OF 'NOTIFICATION 
Other'(Presidential Directive citation: 

DEPARTMENT/AGENCY ACTION: 

•DATE.OF FINAL DISPOSITIONI 

Advised that the information improperly collected should be 
forwarded to FBIHQ for appropriate disposition with th^ 

.4/20/07 

'b2 • 
blE 

Hofniann-IOB-3323 



DECLASSIFIED. BY 65179DH0/PLJ/CC 
'•QH O7-O2-201U ' . 

•ri j ¡ar.r 
U^Jr/UJ •• 

• J^ESÌ^ECJ 

v -• INTELLIGENCE, OVERSIGHT BOARD "(IOB)»' MATTER,. "b2 
1 |FIELD OFFICE .. 
IOB MATTER 2007-740/j(U) 

' ' b7E . 

[ 
iU) • By electronic communication datedf 
the^ecteral Bureau of Investigation (FBI)- \ 

Office reported that 
initiated on a U.S. person oii b7E 

of the The Attorney 
General'-s Guidelines- for FBI National Security Investigations and b2 Foreign Intelligence Co] lecrhion (NST-C;) . ant.hnri wd' i n.vpst -i rrat- -i VP b7E 
t e c h n i q u e s f o r I 

xni-s requirement applies, to both U.S. .persons and' 
non-U.S. persons. 
(U) Tsar" In this instance J 'b2 

b7E and therefore in violation of- the NSIG. Thus, . • 
the matter is being reported to the IOB. • • '.'•. 

Hofniann-IOB-3323 



ALL INFORMATION CONTAINED 
HEREIN IS. UNCLASSIFIED ' - • ' . . 
fcATE 0^-02-2010 BY 65179DMH/PLJ/CC ' ' - . . _ • : . '•' " 

... 'JOB summary SHEET ' .- - . . . 

'Name- of Department* or Agency: FBI' ' GT -Quarterly .Report :• APRIL-JUNE 200.7 

DATE OF" REPORT.. .TO. '.'IOB ' ; ."...' . k- DATE OF INCIDENT: -r . b2 
J. / b 7 E ' 

" ' DATE.OF REPORT-TO DBPM.TKSNT/AGENCY i '• £ ] 
DATE JÜSPORT ' SUBMITTED TO OTHER -ENTITY. (i.e. , Do J, Congress, Civil .Liberties Office) : 

POSSIBLE VIOLATION OF: - • 

STATUTE (tinitad Stata« Code Citation.) 
X FISA (50 'Ù.S.C. 1801) 
..Òthér (U.S.C, citations 

EXECUTIVE ORDER. 12333 ' [_S action -J .3 
" Section 2.4 

.JSaction .2. 4 (a) 
^Section 2". 4(b) 
S»ction 2.4(c)' 

. .Section 2.4(d) 

.. . Section 2'.S 
Section 2.6' 

. Section 2.7 
Section 2.3 
Section 2.10 

t Section 2 .11 
Section 2.,'12 

. AG APPROVED EO 

collection te 'di a Bernina ti on of USP info : 

preamble: least intrusive collection 
CIA electronic surveillance' w/in US 
unconsented physical search w/in .US . 
•physical surveillance of US.P v/In Ds 
physical -iruxVeljLlajQ.ee of USP abroad 
.AG approvai v/ln US or against USP abroad, 
assistance to lav enforcement 
contracting •.'•'.' 
undisclosed- participation 
human experimentation • 
prohibition on assassination 
indirect participation . 

123.33 GUIDELINES (Guideline name and section* 

OTHER EXECUTIVE ORDER (SPECIFY). 
. ^Creition of unauthorized t SAP. ..(I0 12958, as amended) 
J Other (EO citation: . ) "' 

PRESIDENTIAL DIRECTIVE (SPECirr) . 
COVERT ACTION FINDING/MEMORANDUM OF "NOTIFICATION 

. Other"(Presidential Directive citation: 

DEPARTMENT/AGENCY ACTION: 
to FBLto be delivered to OUPK to be delivered to th< 

-DATE o? FINAL DISPOSITIONS working witbj "|to prevent this type off 
- - future 

thniild he forwarded 
FBI is b2 

b7E 
J n the 

5/4/07 

Hofniann-IOB-3327 • 



DATE: 07-02-2010 
CLASSIFIED BY 65179DHH/PLJ/CC 
FE&SON:'1.4 (c) -

, D E C L A S S I K . ^ . ^ ^ ^ n ^ T • 

ALL INFORMATION CONTAINED 
.HEREIll IS UNCLASSIFIED EXCEPT 
' WHERE SHOWN 'OTHERWISE " 

^ciçy^-'i'TM 

' (U) 

. - sspsgjET 
' <Jïr ssrVx-'ST ÏD IMS-.: yp/yg-j 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ' b2 
I ~|FIELD OFFICE • b7E~ 

• IOB MATTER.200.7-633 (U) 

c 

• (SJ [ 

(S) 

(S> 

(S) i 

O f f i c e f 

CSJ By electronic communication datedj 
_| the Feaeral Bureau of' Investigation (FBI) 

"[.reported that -the F B I r e c e i v e d informal-
Field 

1 

•inn on a 

(S) 

(S) . 
•even tnougn .it was aue to tnira party error^ne matter is being-
reported -to the IOB because the FBI acquired communications from 
a number not authorized to be monitored under 

or Executive Order 12333. 

bl 
b2 
b4 
b7D 
b7E 

• (.S) 



ALL'INFORMATION CONTAINED 
HEREIN 15..UNCLASSIFIED . ' • ' . . . . 
DATE Û7-(fè-2QlQ BY 55179DMH/PEJ/CC - 'IOB SUMMARV SHEET 

Tï ià» 'o f ' 'W»rtasût or Xgaacy: FBI - Cï -Qu*rç«ily '.Report s"' . L.' 

. • DATÉ or INCIDENT :| j . . :DXT? OF.RZP.ORX _TÔ  7/31/07^ • -

DATE-OF- REPORT' TO DKPARXHXNT/AGENCY i 

DÀTS'-REPdRT 3DBKTTTED TO OTHER .ENTITY-*(i. o.. -Do Jv Congress., -Civil Liberties Office)':. 

POSSIBLE VIOLATIOH OF; - , ... ' ' ' ' . 

STATUTE (tìnitad S C'a tea Cpde Citation) 
• 'X FISA ISO 'Ù.SiC. 1801) *. . . ' . . . 

. .Other (U.S.C, citation: ) " ' . 

EXECUTIVE ORDER 12333:' 
' Section -.3 .3 collection &'dissemination of USP info 
Section 2.4 -preamble: least intrusive collection' 
..Section 2.'4 (a) CIA electronic surveillance' v/in US 

' ^Section 2'. 4(b) unconsented physical search v/i-n -US 
Section 2.4(c)" physical surveillance of -US.P v/in US 

... Sect-ion 2.4 (d) physical -surveillance of USP abroad 
-. ..Section 2". 5 ; .AG approval v/in US or against. USP abroad 

Section 2.6' .,assistance to lav enforcement 
.. S'e'ctlon 2.7 • . contracting' 

Section 2.3' undisclosed participation 
j Section 2 .10 human experimentation t 
. Section 2 .11 prohibition on .assassination 

^Section. 2..'12 indirect-..participation . 
• AG APPROVED EO 12333 GUIDELINES .(Guideline.name and sectioni 

•OTHER EXECUTIVE ORDER (SPECIFY) 
' • Créai:ion of unauthorized,SAP .(SO.12958, as ..amended) 

^Other (EO citation.: ) 

PRESIDENTIAL DIRECTIVE (SPECIrr) 
COVERT ACTION FINDING/MEMORANDUM OF /NOTIFICATION 
Other ' (Presidential .Directive .citations )• . 

DEPÀRT&ENT/AGENCY ACTION: TT . . ' J , ̂  . . It appears that the was sequestered and forwarded to 
FBIHQ to be delivered.to OIPR for appropriate disposition at the| ~ | 

-DATE OF FINAL DISPOSITION jl-
..-.'•'-. 5/15/07 

Hofniann-IOB-3323 



: - ~ i T F m ' " • ' " • • ' • • . ALL INFORMATION COHT1 AIMED 
• DATE: 07-02-2010. . - HEREIN IS UNO.ASSiFIED' EXCEPT 
• f S 1 7 9 D H H / P L J / C C .. : W Z SHOW 'OTHERWISE • 

REASON: . ^ v ^ J i ^ V ^ i l i t T ' • ' • • - . . • . . " ' 
i DECLASSIFT. ON: 07"-02-2035 . 1 ' . . «•' ; . 

Hn- ^ '. ... .-. . • ' " . .. ' 
.-" .-'... . - - - SSJJBBJET- ."'•., • ; .. 

- w w r - •... -
" ""' - ' INTELLIGEiiCE-QffiE^IGHT BOARD. (IOB)'.- MATTER" b2 "',. .'.'• ;./:• /v . 

FIELD OFFICE." . " b7E •'-"'. 
IOB MATTER 2007^1244 _{U"). 

(S) -

By -electronic 'communication dated'\ 
the Federal^ Btreeau of- Investigation (FBI) I n f f i P o 

( S ) 

1 

(U) 
General's 

W The 
's Guideli: 

bl -
b2 
b7E 

The 
juiNdeliries tor FBI Nat' 

Foreign Intelligence Collection.' 
reported to the IOB 

was a violation of The Attorney b2 ' 
'ional Security Investigations and -b7E 

Thus, the matter is being 

Hofniann-IOB-3323 



IOB SUMMARY SHEET' 

: V "Hai« of Department or Agency: FBI CY -Quarterly .Report : _APEIL-JWŒ-2007 

' h2 DATÉ or INCIDENT 
b7E • D X T E . R £ P Q R T T'° ' I 0 B ! .7/31707 . 

I"' .- ALL-IHFORMATLO^ COITTAXMPD' "..;.; ,-/ . ' 
31707 "••• . HEREIN IS UNCLASSIFIED-.';'.' " "J ••..'" v ' VV.C. DATE . OF REPORT" TO DEPARTK2NT/AGENCY. • y^UQl 

;'•; •'"' - , ' • ' ' " ' ' '" . • . , • •"..' '-DATE ••07.-Q2''-2dl0'-BY. 65179DMH/Pt J/CC. 

•DATE. REPORT SDBKXTTED TO OTHER ENTITY (i.e. , -DoJ,v Congress, Civil Liberties..Office) s •• 

POSSIBLE VIOLATION OF: - ' - ' . ' . 

" ' STATUTE (United' State» Cpde Citation) . ' " . ' • ' . ' 
FISA (50 'Ù.S.C. 1801) 

X . .Other "(U.S.C, citation: 18 USC 2709 1 • 

..; . EXECUTIVE ORDER 12333: . 
' Section .2 .3 . collection fc 'dissemination of USP info 

• " '• Section 2.4 • preamble': least intrusive collection 
.Section 2.4(a) . CIA electronic surveillance'w/in-OS • 
^Section .2\4-(b) unconsented physical -search w/in US , • 
Saction 2.4(c)' physical sùrveill&nce of.US.P v/in OS 

. . Sect-ion 2.4(d) physical -surveillance of USP abroad 

.. . Section 2'~5 ; .AG approval v/in V3 or 'agrainat USP abroad 
Section 2.6' assistance to JLaw enforcement.. 

.- S'e'ction 2.7 • . contracting • ' • . ' • 
• Section 2.3 undisclosed; .participation 
- ' Section 2.10 limn an expérimentation • 
. Section .2.11 prohibition on assassination ' 

^Section 2.." 12 indirect participation.. 
" .- AG APPROVED EO 12333 GUIDELINES (Guideline .name and sectioni ' • - ) 

' OTHER EXECUTIVE ORDER (SPECIFY) ' ' 
.Création of unaùchorized/SAP .(XO.12958, as amended) • * . , . . . • 

.. .Other (BO citation: | ). . ' ' ' ' ' 

PRESIDENTIAL DIRECTIVE (SPECIFT) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION ' . . ' • " • 

I Other '.(Presidential Directive citation) " )•' .-

DEPARTMENT/AGENCT ACTION: . , .' j. . . i^c,'. xior -r ' l • i Advised-to sequester results & issue a new NSL if relevant to a properly 
authorized investigation 

'»DATE OF FIHAL DISPOSITIONt 
• ' - . 5/4/07 

Hofniann-IOB-3323 



DATE ̂ OTÀ'Ofr^ftitf'iHct i 
CLASSIFIED BY 65179DMH/PLJ/CC ,.'.... 

' REASON: i.V(êf 4a»p«.vti 
' .'DECLASSIFY OH: 07-02-2035 
, . !:r HH>IJHr VI» J'-W-. 

ALL INFORMATION-COHTAIMED 
HEREIN IS mifLàSSIFIED EXCEPT 

• -WHERE SÏKOT OTHERWISE '• . 

(U) 

(S). 

TO 

(U) 

m 

INTELLIGENCE OVERSIGHT BOARD (IOB) : MATTER'.'' - 'b2'"-' ï. • ' 
I IDIVTSION •' •'b7E 

IOB MATTER 2007-709 (U) ' * •' ' • - " 

The Fédéral Bureau of investigation ("FBI"), has determined 
that actions taken by FBI's f Division f ]•during a. b2 

b7E 
^ "Jof a United States Person .should be 

l'ëpOÏ'LëU. TLô Che 10M. 

O n f initiated 
"I. of United States Person I l t £ L 

3 g bl • 
b2 . 
be 
b7C 
b7E 

Believing -that the extension had been -approved, £ | s erved 
•a national security .letter- (NSL) related" to the .investicration in 

and received the NSL results on| I 
b2 .' 
b7E 

In this instance, conducted investigative activity . 'b2 
(the issuance .of a -national security letter) after exploration -of. the b 7 E 

I | That activity was Sot authorized by the NSIG. 

I Iwill be instructed to 

Alternatively,! J m a y 
xssue a. -new -national security" letter .for the material if it is 
relevant to a properly authorized investigation. . 

The Office- of the .General Counsel has referred'this matter to 
"the FBI's Inspection Division for action deemed appropriate. (U) 

h 2 
b5 
•b7E 

(U) X 
.S^JJ^ET 

Hofniann-IOB-3323 



ALL INFORMATION CONTAINED . . • 
•HEfcEIlíTS UNCLASSIFIED . ' • . . • . 
DATE-07-02-2010. B.Y &5179DMH/PLJ/CC . , " 'IOB S U M M A R Y SHEET 

Nam* b£ -Department or Agwrey:. FBI '... -." p r . Quarterly; .Report i . .APJUL4XJNE 2007 

.DATE or INCIDENT: 
• ' b2 

DATÉ .OF REPORT-TO DKPARTKBNT/AGENCYI 

DÁTB REPORT SUBKXTTED TO OTHER ENTITY (i.e., -DoJ, Congress, Civil Liberties Office): 

FISC - 09/06/2006 " • ; ' . 
POSSIBLE VIOLATION OF: - ' ' 

• STATUTE (United" State« Cpde- Citation) 
X PISA (so ü.s.c. iaoi) . . . 
..Other (U.S.C. citation: ' ) " . -

EXECUTIVE ORDER 12333¿ • ; 
' 3action .-.3 .3 collection & -dissemination of USP info. 
Section J. 4 preamble.: least intrusive collection-. 
.Section 2.4.(a) CIA electronic surveillance" v/in US 
..Section 2-. 4 (b) unconsented physical se'arch v/i-n .US. 
Section 2.4(c)" .physical sitrveillance of US.p' v/in US 

' . . Sect'lop 2.4'(d) . physical •Hurveiliaixce of USP abroad 
.. . Section 2". 5 • . .AG .approya-l. v/in US or 'against. USP- abroad. 

Section 2.6' assistance to lav enforcement 
. Section 2-7 contracting % ' '. • ' - " 

Section 2.3 .undisclosed-participation 
j Sección 2^10 • human -experimentation • • 
, Section-2.11 prohibition, on .assassination 

^Section. 2.12 indirect participation . *' 
' • AG APPROVED EO 1233 3 GUIDELINES (Guideline nana and sectiont 

OTHER EXECUTIVE ORDER (SPECIFY) '.-'•'".•'• 
' .Crea'tlon .of unau.thorixed, SAP. .(EO .12950^ as amended) 

. . Other (EO citation: ) ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDIÑG/KEKORAKDUH OF .'NOTIFICATION 
Other ' (Presidential Directive citations .)• • • 

DEPARTMENT/AGENCY ACTION: 
| Sequestered .with o r p i f 

-DATE OF FINAL DTSPOSITIONi 
• - 5/5/07 . * 

:b2 
b7E 

Hofniann-IOB-3323 
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DATE: 07-02-2010 
CLASSIFIED»BY 65179DHH/PI.j/CC 
PEAS ON* 1.4 ( c 1 ...... r- » u-.-
DECLASSIFY. OÏll" W U S ^ t e S ' ^ * 

ALL INFORMATION CONTAINED 
HEREIN IS HUCUNIFIED' EXCEPT 
57HEPE SHOOT OTHERWISE '. -

- - A-'iiAtws* rianisw.1 ti -Qi ».-•. -mlit 

• ,'.-¿72. av. R.£>>uk?'~\>.-Jus-z • ; 
INTELLIGENCE"^OVËRSIGHT BOARD (IOB)'. MATTER", b2 

DIVISION b7E 
IOB MATTER 2007-602 (U) 

(S) .is conducting M who was and remains -a "Unxted States person" as that ' 
term is used in Section 101(i) of the Foreign Intelligence 
Surveillance Act of 1978 "(FISA) , in order to- investigate 
information or allegation of ties-to international terrorism. 

bl 
b2 
b7E 

EBI informed the U.S. Department: of Justice, 
Office of Intelligence Policy .and Review (OIPR) about the 
problem. OIPR informed f 

•ÎU) 
TE !he FBI reported, to OIPR. that I 

;b2 
b7E 

have been sequestered and 
will be deleted from FBI databases. -

Thé Office of the General Counsel has referred this 
matter.to the FBI's Inspection Division for action deemed 
appropriate. (U). 

(U) J ^ C T D B x ^ ^ d ^ J ^ m ^ ^ G x i - - — 

Hofniann-IOB-3323 



£ LOA S U M M A R Y SHEET 
• ' — • T 

Käme of Department or Agency : FBI CY. Quarterly .Report : — ^ ï ^ J U N E 2007 

DATE 07 IMCIPgHT:| 
b2 
.. b7E 

DATE OF REPORT TO'IOB: 'jfêyffl 

DATE .-OF REPORT' TO DBPARZHENT/AGENCTi 
- ; . • ...... AtL-. ïï{F0RHATI0H CONTAINED . .. .. . . 

J . - V . 'HEREIN K> _ÛHÇ L AS S I FfED; • • • à " 
• ' "" DATE--07-02-2010 BY 6Sl79DMH/PL'a./CC/ 

DÀTH -REPORT 'SUBMITTED TO OTHER ENTITY (i.e., -Do J, -Congress, Civil Liberties "Office) : •: 

n/À • '. ' • ^ ; • • • ' - /• 1 : • 
POSSIBLE VIOLATION OF: - ' - . . ' . . . 

STATUTE (United'State« Code Citation) 
. PISA (50 "Ù.S.C. IB OX) 
, .Other (U.S.C." citation: - ) • 

EXECUTIVE ORDER 12333 
' Section -.2 .3 
Section 2.4 
.Section .2.4 (a) 
^Section 2'.4(b) 
Section 2.4(c)' 

..Section 2.4(d) 

.. . .Section 2'. 5 
Section 2.6' 

. Section 2.7 
Section 2.S 

• ' Section 2.10 
. Section 2.11 

^Section 2,12 
' X- AG APPROVED EO 

collection £*dissemination- of .USP info 
preamble: least intrusive collection 
CIA electronic surveillance' -w/in US 
unconsented physical, search w/in US 
physical surveillance of US.P y/in US 
physical -surveillance of USP ab.röa'd 
•AG approval v/in US or 'against USP abroad 
assistance to law enforcement" 
contracting 
undisclosed participation 
human experimentation • 
prohibition on assassination 
indirect participation^. 

12333 GUIDELINES .(Guideline name and•section: 
b2 
b7E 

' OTHER EXECUTIVE ORDER (SPECIFY) 
.Création .of unauthorized .SAP .(EO .. 12558, as amended) 
Other .(SO citation: 

PRESIDENTIAL DIRECTIVE (SPECirr) . ' . . 
.COVERT ACTION riHDIÂG/MEXORANDUH OF NOTIFICATION . .. 
other ' (Presidential Directive citation: )• • 

DEPÀRTÎÉÉNT/AGENCY ACTION: Reported to IOB 

»DATE OF FINAL DISPOSITION. 
- 4/27/07 

< 

Hofnriann-IOB-3335 



. DE C LA&MFIED" BY* 651 "79DMH/PLJ/CC 
....QH 07-02-2010 . .. I-JL-.i'UXtC 2ÎK37 

v" •?;'•'.' >rOiît tr-i . - . ti.'XIV 
• .SEEEET.. 

(Uï 

(U) 

INTELLIGENCE .OVERSIGHT 
FIELD -OFFICE 
T BOARD (IOB) MATTER 

blE • 

IOB. MATTER 2007-678 (0) 
•̂jt&î  By electronic communication dated [ 

Federal Bureau of-Investigation (FBI) 
I I indicated that| |had•opened 

on a USP. 
Field Office 

]the ..-¿-V 
"-.b7E 

The 
Upon cOfttlhua-cion or tne 

was .initiated by f 
investigation,^ 

n 
was 

required to submit an annual letterhead memorandum (LHM) to 
Headquarters, for transmittal to. the Office of Intelligence 
Policy and Review..' Consistent with those requirements, should 

•• b2 • 
b 7 E 

have- submitted an LHM to HeadpnaxtfiJis-within -one year ox the 
initiation of -the case,_ i.e 
submitted by I until T However, the -LHM was. not 

( U ) The error was discovered during • the review^ of the---' ' 
case file./ besp.ite the inadvertent nature of the mistaJcê - the • • 
fact remains ~that| "^failed to submit the" reguired LHM to .' b2 
Headquarters as required by ~1 of The Attorney ', b7E 
"General's Guidelines for FBI National Security Investigations and' 
Foreign' Intelligence Collection (NSIGV. This lag substantially-' 

. impaired OIPR in exercising its oversight function. Thus, the.-.', 
matter is being repprted to the IOB. .• ' 

D e 5 ± v a d ^ f r o m : 
D e c 1 a s sL^pSiS^QA/Z7 / 2 017 

sèe^EÎ Hofmann-IOB-3336 



ALL INFORMATION CONTAINED . . . . . . . . . . 
HÍÍKEIN 15 UNCLASSIFIED ' ' . . 
pATC 0^702-2010 £Y 65179DHH/PLJ/CC . . . . 

' - 'JOB SUMMARY SHEET 

Name of Dopâr^ônt'of'xgâàcy: FBI " • ' • " •CR^PTSIPLJR JWFEORTI '.APRÍL-JTJN»2007 

DATE 07 IHCIDKNTj" b 2 " i . . ' - . ' DXTE, or ;.RSPORT TO-' IOB : . _ f ñ 

b7E _ 7/31/07 •':' 

DATE.OF REPORT-TO DSFARTH3NT/AGENCY: • 

DATE REPORT SUBMITTED. TO OTHER ENTITY (i.'a;DoJ., Congress, Civil Liberties Office). 

. POSSIBLE VIOLATION OF.:. - ' 

STATUTE (United" State« Code Citation) 
Fl3A 150 Ù.3.C. 1801) 

. Other (U.3.C. citation: ' 

EXECUTIVE ORDER 12333 : 
!_Sectioh.-.3 .,3 ' collection £ 'dissemination of DSP info 
Section 2.4 . preamble: least'intrusive collection 
.Section 2.'4 (a). CIA electronic surveillance' W/in US 
^Section 2". 4 (b) unconsented physical -search w/i-n US 

• Section 2.4(c)' physical s-Urveillance of US.P k/in US 
. . Sect-Ion 2'.4(d) physical -surveillance of^ USP abroad 

. .. .Section 2'.5 . .AG approval v/ln US or 'against USP abroad 
Section 2..6" assistance to law enforcement 

. Section 2.7 ' .' contracting 
' Section 2.3 undisclosed participation 
j Section 2 .10 " human expérimentation • 
, Section 2.11 prohibition on assassination 

^Section 2..'12. indirect participation., 
• X- AG APPROVED EO 12333 GUIDELINES (Guideline name and sectiom 

. " " > " • 
' OTHER EXECUTIVE ORDER (SPECIFY) . . ' ' 

' . . Creation of unauthorised, SAP .(I0 .12S5B, as amended) 
. Other (EO citation: - ' . • ) 

PRESIDENTIAL DIRECTIVE (SPECIrT) 
J COVERT ACTION FINDING/HKHO RAND UH OF NOTIFICATION 

Other ' (Presidential Directive citation: .• )• -

DEPÀRTÔËNT/AGENCY ACTION: • .. ̂  " _•. .'. 1 T „ . . . Notice filed in annual LHM 

•DATE OP FINAL DISPOSITION. 
' 5/22/07 . : 

b2 . 
b7E 

Hofniann-IOB-3323 



4 SlitE-l" 
• DATE: OV-Ofc-md • . "/! " ,.,.' . 

' REASON; • - V' ' S : 

^ . ' D f e Q L ^ S I ^ ^ ' ^ T M ^ ^ - ^ ^ ' A - i y't! '¿»¿jr.? 
;• --•. ,*•"•"'v' INTELLIGENCE "OVERSIGHT BOARD" (TOB) MATTER b2" " 

• ' ' ' J FIELD OFFICE, ;* .• . B7E 

ALL. INFORMATION CONTAINED 
. --HEREIN IS UNCLASSIFIED EXCEPT: 

BSERE isHQUN 'oTOERtJISE " 

(S) 

' •;; • - IOB.MATTER 2007-669 (U) 
The Federal Bureau of Investigation 

determined that in conducting 
("FBI")- has. 

on 
the FBI failed to submit the required ten' day. 

opening notice to the Office of Intelligence Policy and Review 
(OIPR). The 

.' ( S ) • investigation on] 
ision opened the 

J O I P R first received notice 
of the investigation via Annual Letterhead Memorandum fLHM). filed 
by the] 1 Division on 

Common Provisions for 
Authorization and Notice, of The Attorney 

General's Guidelines' for FB-I National Security Investigations and 
Foreign .Intelligence Collection ,(NSIG) , provides that ."A field 
office .shall notify FBI Headquarters within ten working, da.vs of 
the initiation by the field.office of 

Thereafter, 
notice ot the initiation.of 
to [OIPR.] . . . Upon -the 1 
investigation, 

'FBI Headquarters shall provide the 

.notice 
by[ 

, ] initiation of the ! 

1 was required to submit to the FBI . 
of I within ten working'-

sucn notice -would be sent by FBI 
• 

bl 
b2 
b6 
b7C ' 
b7E 

headquarters a 
days, that is, 
headquarters to the Office of' Intelligence Policy and Review 
(.QIPR), for the purpose of allowing OI.PR thè opportunity to , -
provide• oversight of the investigation.. However-, in this case 

] failed to submit' the required opening notice. -. OIPR 
first received notice -of the" investigation .via Annual Letterhead 
Memorandum .(LHM) filed byl on | 

|In light of the. fact that OIPR was' not 
notified of the investigation until more than a year after its-, 
initiation, OGC concludes that this delay in filing the notice 
•was sufficiently great so .as to deprive OIPR of the. opportunity . 
to provide oversight of the.investigation. Thus,, thé matter is 
being 'reported to the IOB1 -•'.'.. 

rom: G-3 ' ' 
on: .05/22/2032 ' . ', 

Hofniann-IOB-3323 


