
U.S. Department of Justt 

Federal Bureau of Investigation 

!T 

Washington, D. C. 20535-0001 < 

December 19, 2003-
DECLASSIFIES BY 65179 DMH/plj 
OH 06-29-2010 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
enclosure, entitled "Intelligence Oversight Board (SOB) . 
Matter,| | 
Federal Bureau of Investigation Headquarters (FBI HQ), 2003-(0*4 

This enclosure sets forth details of investigative -
activity which the FBI has determined was conducted' contrary 
to the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations and/or laws, Executive Orders, or Presidential 
Directives which govern FBI foreign counterintelligence and 
international terrorism investigations. (U) 
Enclosure 

» 

1 - Mr. Kelley b6 
hl C 

^ È € ï d ^ H o f m a n n - I O B - 1 0 3 



General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral 
briefing will be arranged for you at your convenience. 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

^ È € ï d ^ H o f m a n n - I O B - 1 0 4 



TMTPT.T.TP-BXTPff f\lTVOgTrSPfP Pf\iPn t mu\ MAT̂ pPT) b2 
b7E 

K m j m L BUREAU OP INVEgTTGATlftM HBM)0ÜARTER5 (PBIHQ^ (U) 
2003-GH 

T m m a H gation of this IOB matter has determined that. on 
I the I ̂  Inlvlainn I I •in-iHahffdl 

i ̂ -P r" 
who is a "United States person" 1_ 

term is used in Section 101 (i) of the Foreign Intelligence 
Surveillance Act Of 1978 fPTSAl> Thus. rrnnMnimMnn ftf <-V»> 
investiaafcion y*<-ni-Lrgri t-.hafcl landl 

bl 
b2 
b6 
b7C 
b7E ] compiy m e n cna r spare m g y^quiy^^Aea ¿t taa 

Attorney General Guidelines for FBI Foreign Intelligence Collection 
an4 Porftlan 1 -irrAnr-g Tnv»flt- i g*h -i nns (FCIG) .| land 
I I failed to forward the 90-day LHM to 
the Office of Intelligence Policy and Review (01PR), Department of 
Justice (DOJ). as required. On) I I 1 forwarded the 
annual LHM to| |then sent the LHM to the National 
Security Law Branch for delivery to OIPR. This matter has been 
referred to the FBI1s Office of Professional Responsibility for 
action deemed appropriate^ . 

DerrvSäHiaa^^ 

DATE: 06-29-2010 
CLASSIFIED BY 65179 DHH/plj 
RE AS OH: 1.4 (c) 
DECLASSIFY OH: 06-29-2035 

ALL INTQRMATIQW CONTAINED 
HEPEIH IS DECLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

1 ^in A "United States person" is defined in Section 101(i) of the Foreign Intelligence 
Surveillance ActCFlSA) (codified at 50 U.S.C. § 1801 et seq.-) as "a citizen of the United States [or[ 
an alien lawfully admitted for permanent residence (as defined in Section 101(a)(20) of the Immigration 
anfl Natnraligation Act..." See also T |of the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence Investigations. 

Hofmann-IOB-105 



DECLASSIFIED BY 65179 DHH/plJ 
OH 06-29-2010 

January 13, 2004 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2003 97." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 

1 
1 
1 

Mr. Kelleifffcasr 1 - IOB Library . 
J.J-278-HQ-C1229736-VIO—30I 

ft IU,, »v/i^. o n « 2 Ujl </•) 
^CIlElf' 

b6 
b7C 

H o f m a n n - I Q B - 1 0 6 



General Brent Scowcroft (USAF Retired) 

Should^Au or any member of your t̂tkEf require 
additional information concerning this matter; an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 



DATE: 06-29-2010 
CLASSIFIED BY 65179 DHH/plj 
REASON: 1.4 |c) 
DECLASSIFY OH: 06-29-203 * 

ALL IHFORHATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE 3H0TOT OTHERWISE 

SE^EI 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2003 97 (U) 

Investigation of this IOB matter has determined that, a| lof 
(g) jwho was a "United States person" as that term is used in the Attorney 

General Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations (FCKJ ) . ' was opened by the] [Field Office of the Federal Bureau of 
Investigation ("FBI") on I I The initiation and continuation of| kquired that b 1 
the| lPield Office andl bomply with the requirements of 
Executive Order 12863 and theFCIG. However, the| field Office did not submit an b7C 
initial 90-dav letterhead memorandum tof" TTIuntij 1 b7E 

1 submitted the initial 90-day letterhead memorandum on 
Jfor dissemination to the Office of Intelligence Policy and Review (OIPR) of 

the United States Department of Justice. As a result of the significantly delayed reporting of the 
initial 90-day letterhead memorandum, OIPR was precluded from exercising its responsibility for 
oversight and review of an ongoing foreign counterintelligence investigation of a U.S. person, 
contrary to the requirements of the FCIG. 

This matter has been referred to the FBI's Office of Professional Responsibility for action 
deemed appropriate. 

(U) 

' A "United States person" is defined in of the FCIG as "an individual 
who i s . . . [a] United States citizen... o r . . . [b] a permanent resident alien " 

Hofmann-IQB-108 
b2 
b7E 



DECLASSIFIED BY 65179 DHH/plj 
'OH 06-29-2010 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board February 2, 2004 
Room 5020 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear General Scowcroft: 

-fi 

Enclosed for your information is a self-explanatory 
II 1 -i rwr^—,, A /-»V.«- ! Matter, b2 b7E Federal 

Bureau of Investigation Headquarters (FBI HQ), 2003-96." (U) 

This enclosed memorandum sets forth details of 
investigative activity which the FBI has determined was conducted 
contrary to the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations and/or laws, Executive Orders, or Presidential 
Directives which govern FBI foreign counterintelligence and 
international terrorism investigations. This matter has also 
been referred to our Office of Professional Responsibility for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

Dep. Dir. 
Chief of Staff_ 
OS of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Grim. Inv. _ 
CJIS 
Finance 
Info. Rej. 
Lab. 
National See.. 
OPR 

1 
1 
1 

- Mr. Pistole 
- OPR (IOB 2003-96). 
- ' 278-HQ-C1229736-VIO 
E : kwe (5) 

Off. of Public 
&Cong. AfB.. 
Training. 

Off. of EEOA 
Director's Office 

b6 
b7c 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Patrick W. Kelley 
Deputy General Counsel 

m o ® : Sf " 

fieputy Director i n f o . 9 * 1 a Z ~ F c r . o ^ l 

- 2 -



DATE: 06-29-2010 
CLASSIFIED BY 65179 DHH/plj 
i^ASOH: 1.4 (c) 
DECLASSIFY ON: 06-29-2035 

ALL INFORNATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

.TWMSIT T M M I R M MNANNTR-ITTM nninn frr>N\ WTIMNRRNN b2 
b7E 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBI HQ) (U) 
2003-96 

Î S ) 

(TJÎ 

Oil 
c 

I 
Investigation, of this IOB matter has determined that, 

I thel jDivision I 1 initiated a 
~ onf | Because 

irepared and submitted to FBI Headquarters onf an initial 90-day letterhead memorandum (LHM) setting 
forth the basis for its initiation of I "bf the subject . 

[ 
ÛUâ_tû—administrative error, I 

Î failed to forward,!. 1 1 J 90-day LHM to the 

] 
the subject was and remains a "United States person* as that term 
is used in Section 101 (i) of FISA1, I land| "| 
| | were required to comply with the requirements of 
Executive Order 12863 and the Attorney General Guidelines for FBI 
Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations (FCIG). Consistent with those requirements, 

<U) 

Office of Intelligence Policy and Review (OIPR), Department of 
Justice (DOJ), as required. The error went undetected until 
I 1 when | 1 90-day LHM was forwarded to the 
National Security Law Unit, FBIHQ, for submission to OIPR. This 
error was further compounded by the failure of I I to report 
this matter to the FBI's Office of the General Counsel as a 
potential IOB violation until|~ f Failure to forward 
the 90-day LHM was inconsistent with the oversight requirements 
prescribed in the FCIG. necessitating this report to the 
Intelligence Oversight Board. 

bl 
b2 
b6 
b7C 
b7E 

h 2 
b7E 

b2 
b7E 

SEp^T 

(U) The Foreign Intelligence Surveillance Act (FISA) is codified at 
50 U.S.C. § 1801 et sea. 

H o f m a n n - I O B - 1 1 1 



%• . - 1 
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DECLASSIFIED BY 65179 DMH/plj 
ON 06-29-2010 

February 2, 2004 V 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
enclosure ani-, il-. Ietti "TnEfiH igp.nnft Ovptrniahr. Roarrt (I0R1 Matter, 

I \Federal Bureau of Investigation 
Headquarters (FBIHQ), 2003-153." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

b2 
b7E 

Enclosure 



* 
General Brent Scowcroft (USAP Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely 

Patrick W. Kelley 
Deputy General Counsel 

¡ . r n , Crimlùv., 

Dlrator 
Deputy Director Inio. R c s . _ fteGwisl. 

l-.iiF̂ i 
Qjra.iV.li 

- 2 -
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DATE: 06-29-2010 
CLASSIFIED BY 65179 DMH/plj 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-29-2035 SE^^T 

ALL IHFORHATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE 3H0TOT OTHERWISE 

) 

TTJTTCT.T.TQTCWPTC OVRT?STBHT BOARD (IOB) MATTER b2 
b7E 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 
2003-153 (U) 

on [ 
j.nà.f.lar.fìtLjal 

Investigation of this IOB matter has determined that. 
I. theP t Division jT 

who is a ^United States person" as that term 
is usea m section 101(i) of the Foreign Intelligence 
Surveillance Act of 1978 (FI£pA) .1 Thus, continuation of the 
investigation required that 1 ""HandL 

comply with the reporting 
requirements ot tne Attorney ¿eneral Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations (FCIG). Due to an administrative error,| 
1 tfailed to submit an initial 90-day letterhead memorandum 
(LHM) setting forth the basis for its initiation of al 
I |of the subi ect, as required by the FCIG. The error 
went undetected until 
Law Unit, FBIHQ, notified J ° f 

] when the National Security 
the possible IOB violation 

after receiving the Annual Letterhead Memorandum on this case 
from | This matter has been referred to the FBI1 s 
Office of Professional Responsibility for action deemed 
appropriate(S). 

bl 
b2 
b6 
b7C 
b7E 

De 
fror 

Director. 

Crtialnv.. 
CJIS 

_Gen.Ccjr.3Slj 
. W o . Res, 

. !nspectIon_ 
Lii:nrc1ory_ 
i'üĴ tŜ  

. T r y i n g 

. Off. of EEO 

. Affairs 

Personnel 
. Off. of Public & 
. Coag.fttfs.___ 

(Ü) 1 A «United States person" is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (PISA) (codified at 50 U.S.C. § 1801 et 
sea.) as *a citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a) (20) of the Immigration and 
Naturalization Act) . . . See also f"~ pf the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign Counter-
intelligence investigations. Hofmann-IOB-114 

b2 
b7E 



* DECLASSIFIED BY 6S119 DHH/plj 
Oil 06-29-2010 é 

February 4, 2004 y -r' 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2003 90." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary 
to the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations and/or laws, Executive Orders, or Presidential 
Directives which govern FBI foreign counterintelligence and 
international terrorism investigations. (U) 
Enclosure 

D*p.nr. ADD Adm. -AD Din». _ DtrJ 

: 3 9645. NSA/QGC 

Citai. ta«# 
-1 
.1 
"I 

- Mr. 
- Mr. 
- [ 

Kelley 
Curranì 1 - r 

1 - IOB Librae . 
S78-HQ^C12?9736-VIO — ¿p^J 

SwCoun. 
iSMqnt T*ch-S«v». 
XjtkABt.01«. OH. 
OH. 

S 

S^rvVfffi, fe.ftW..*.«. tfiSpiwwB 
i V : iiiiS ̂&dEfóaaEtIOB=l ipt&rj^ 

fàa"i»_j Usasti. 
CEH^ÌÌS^— 

«IEEO. . Uibon» J*.«* 
"̂PflOWfllHi — 
""•WortS«*» HAILKOOM a p — 

l U k 

c i V ^ 

ÔS-otEÌO 
_ AiiTiS. 

0« fi! W«* 



ŝfiesosSjf 

General Brent Scowc^jSEt (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

John F. Curran 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department <5f Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

L - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room [6000] 

^gäeiöia^ 
- 2 -

^ È € ï d ^ H o f m a n n - I O B - 1 1 6 



DATÉ: 06-29-2010 
• CLASSIFIED BY 65179 DKH/plJ 
, RFASON: 1.4 (c) 
DECLASSIFY OH: 06-29-2035 

ALL IHFORHATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE 3H0TOT OTHERWISE 

SE 

INTELLIGENCE OVERSIGHT BOARD aOB) MATTER 
IOB 2003 90 (U) 

I Investigation of this IOB matter has determined that, a[ 
(S) I jwho was a "United States person" as that term is used in the Attorney General Guidelines 

for FBI Foreign Intelligence Collection and Foreign Counterintelligence Investigations fFCIO.1 

was opened by thd iField Office of the Federal Bureau of Investigation ("FBI") od I 
I I Thft initiation anH rnnrinnntinn pfj jrequired that thej [Field Qfficeancj I 

comply with the requirements of Executive Order 12863 an3 

]on| | but] | did' 
not submit the initial $0-day letterhead memorandum to cne r m s muonai security Law ubit for 
dissemination to the Office of Intelligence Policy and Review (OIPR) of the United States 
Department of Justice until! I As a result of the significantly delayed reporting of the 
initial 90-day letterhead memorandum, OIPR was precluded from exercising its responsibility for 
oversight and review of an ongoing foreign counterintelligence investigation of a U.S. person, 
contrary to the requirements of the FCIG. 

This matter has been referred to the FBI's Office of Professional Responsibility for action 
deemed appropriate. 

bl 
Jcomply with the requirements of Executive Order 12863 and b2 

the FCIG. Thd bield Office submitted an initial 90-day letterhead memorandum to| | ^ b7C 
b7E 

sÈb^i 

m 
J ffin A "United States person" is defined iiJ "iof the FCIG as "an individual 

who i s . . . [a] United States citizen... o r . . . [b] a permanent resident alien " 
Hofmann-IOB-117 

b2 
b7E 



DECLASSIFIED BY 65179 DMH/plj 
ON 06-29-2010 

February 4, 2004 
J o * \ ' 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

[ 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB) Matter, \ 

| 2003-122.' (U) 

b2 
b7E 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary 
to the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations and/or laws, Executive Orders, or Presidential 
Directives which govern FBI foreign counterintelligence and 
international terrorism investigations. (U) 

Enclosure 

- Mr. -rz 
- Mr. 
- Mr. 
- t u 

Szady 

Kelley 
Curran 

b6 
b7C 

] v- OPR 
278-HQ-C1229736-VIO— 



General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral 
briefing will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely 

Patrick W. Kelley 
Deputy General Counsel 

APPROVED: 
Finance NalkmaJSee. 

Ifoctor EMI-Counsel OPR 
.DeputyDirector Into. Res. , Personnel 

2 

H o f m a n n - I O B - 1 1 9 



,« DATE-. 06-29-2010 
CLASSIFIED BY 6S179 DHH/plj 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-29-2035 

ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTEL! IIGENCE OVERSIGHT BOARD (IOB) MATTER 

2003-122 (Ü) 

b2 
b7E 

(S) E 
o n £ 

Investigation of this IOB matter has determined that, 
T the| 

J^i 
lDivision opened a[ ] | was (and remains) a 

"United States person" as that term is used in Section 101(i) of 
the Foreign Intelligence Surveillance Act of 1978 (FISA).x Thus, 
the continuation of the investigation required thatl land I 

|— comply with the requirements of Executive Order 12863 
ana tne Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations 

It (FCIG) .2 Consistent with those requirements^. prepared and 
submitted an initial 90-day letterhead memorandum (LHM) on] 

1 setting forth the basis for its initiation of â  
Jof the subject. 

failed to forwardf ¡90-day LHM to the FBI's Office of the 
General Counsel's National Security Law Branch'(NSLB) for filing 
with the Office of Intelligence Policy and Review (OIPR), 
Department of Justice (DOJ), as required. The error went 
undetected until I I when the NSLB contacted _ 
tn -inform th*m t-hal- -t-ho NfiT.R haH nn rapnrH of a 90-day LHM. 

W1L11 UlfK [ 
has since filed the EHH 
quired. This matter has 

also been referred to the FBI's Office of Professional 
Responsibility for action deemed appropriate. 

bl 
b2 
b6 
b7C 
b7E 

tteclaegììy^Pm-— 
Si 

Director 
.Deputy Director.. 

(0) The FISA is codified at 50 Ü 

Cri(ILl(!Vv 
CJÌS. 
Finance. 

.Gen. Counsel 

.Into. Res. 
s . c . § 

Personnel, 
Oil. of Puäfic & 
Cong. Alls. 

1801 si. sea. 
(0) Since that time, the Attorney General has issued new guidelines 

for FBI National Security Investigations and Foreign Intelligence Collection, 
dated October 31, 2003. However, since the actions occurred prior to the 
issuance of the new guidelines, the old guidelines are cited herein. 

H o f m a n n - I Q B - 1 2 0 



« • -i . - = 
DECLASSIFIED BY 65179 DMH/plj 
OH 06-29-2010 

# . 
s 

February 4, 2004 

BY COURIER 

* 
General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 
Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory e n c l o s u r e , entitled "Intelligence Oversight Board 
(IOB) Matter,\ division, 2004-06." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was Conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and'international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted.(U) 

b2 
b7E 

Enclosure 

Dep. Dir. 

b6 
b7C 

- OPR 
atf-W-awn***-irzò-33 2, 

Off. of Public 
ÄCong. Affi.. 
Trailing _ 

Off. of EEOA 
Director's Office __ 

Hofmann-TOB-121 

MAIL ROOM • 
FBUDOI 



General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

John F. Curran 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 

APPROVED: P/si Onansfl 'V 

CftlliN. 

tWivrifijfi. 

Director 

- 2 -

H o f m a n n - I O B - 1 2 2 



« * 

"DATÄ: "06-30-2010 
CLASSIFIED BY 65179 DHH/plj 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

ALL INFORNATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
L Ï DIVISION FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS 

2004-06 
(FBIHQ)(U) 

b2 
b7E 

(S) ^ T 
administrative error, | 
due on| "t 
OGC, 

Invfisti aation of this IOB matter has revealed that on 
[ t-ĥ l Inivipinn initiated a I J sion initiated 

i United States person. Due to 
Ifailed to forward the 90 day LHM, 

to the National Security Law Branch (NSLB), 
for submission to the Office of Intelligence Policy and 

Review (OIPR), Department of Justice (DOJ) , as recruired by the 
F C I G . T h i s e r r o r w a s n o t n o t a d u n t i l I 1 w h e n t h e 

1 forwarded 
the annual LHM to NSLB. As a result of the error, OIPR was not 
advised of the status of the ongoing investigation for 
approximately one year. 

A copy of this submission to the IOB has been provided 
to the FBI's Executive Assistant Director for 
Counterterrorism/Counterintelligence and to the Office of 
Professional Responsibility for action as deemed appropriate. 
(U) 

bl 
b2 
bó 
b7C 
b7E 

_ J 2 e o i « s S î f y o n T — X I — _ 

QIM«*** 
I* , • w til. 

Crklnv, 
CJIS. 
Rnar 

.Gen. Counsel. 

.Info. Res, 

H o f m a n n - I O B - 1 2 3 



a- » 

DECLASSIFIED BY 6S179 DMH/plj 
OH 06-30-2010 

*9> 

February 4, 2004 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2003 131." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 

Deo. Dir. 
Chief of Staff 1 _ 
Oft of Gen. 
Counsel 1 -
AssLDirJ 1 -

Admin. Ser. Grim.. Inv. 
a i s Finance 
Info. Res. 
Lab. 
National Sec. 
OPR Off. of Public 4 Cong. AIB.. Training _ 

- Mr. Kelley ^ 1 - IOB Library 
lJLt£7 8-HQ-C12 2 9 73 6 - VIO - J35V b6 

b7C 

Hofmann-IOB-124 

Off. ofEEOA 
Director's Office 

MAIL ROOM • 
FBVDOI 



General Brent Scowcroft (USAF Retired) 

Should y A o r any member of your stgĵ f require 
additional informa^Rn concerning this matteij^kn oral briefing 
will be arranged f6r you at your convenience.^^ 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

1 - Thè Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 

- 2 -

¡¡info 

APPROVED: S B É — 
Off. of PubBc & 

H o f m a n n - I O B - 1 2 5 



ALL INFORMATION CONTAINED 
HEREItM-3 UNCLASSIFIED EXCEPT 
WHE$* ̂ HOUN OTHERWISE 

DATE: 07-28-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
PEASON: 1.4 (c) 
DECLASSIFY ON: 07-28-2035 

# 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2003 131 (U) 

( S ) Inquiry has determined that the Federal Bureau of 
Investigation (FBI) f 

b2 
b4 
b7D 
b7E 
bl 

dissemination to the intelligence community wast 
This matter has been referred to the FBI' s Office of 

Professional Responsibility for action deemed appropriate. (U) 

y<?C- l ^ f o Y 
" Tiafetog. 

. O f l o l E E Q 
_ Affairs 
. Off. of Pubfic & 

> Cong. Ails. 



• • 
DECLASSIFIED BY 65179 DMH/plj 
OH 06-30-2010 

February 5, 2004 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 
IOB 2003 145." (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 

•Np.Hr. ADD Mm. ADO to*. AMt OIM Adm.SMn. 
CRIOKKW. 
UML In*. 
kML Uh 
UgalCoun. Rml Ujnt —w~-MLSMM 1tt*v Cong. AX*. OIL _ OB. erf EGO OR.U*teonft kltAffS. OfLofPubOsAit*. Itttpliomfta. — OtaetsftSWy.. 



[JEKRE5C 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 

Sincerely 

John F. Curran 
Deputy General Counsel 

^ È € ï d ^ H o f m a n n - I O B - 1 2 8 



DATE: 06-30-2010 
CLASSIFIED BY 65179 DHH/plj 
PEASOK: 1.4 (c) 
DECLASSIFY OH: 06-30-2035 

ALL INFORNATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

s : 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2003 145 (U) 

on 
Tnvaatlgation of this IOB matter has determined that, 

I. the I I Field Office of the 
( S ) . o f Investigation ("FBI"! requested initiation of a 

I j ofI 1 who was a "United 
.eau 

States person" as that term is used in the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIG)-1 Thus the initiation 

, a m d c o n t i n u a t i o n O f I I required FBI I land I I 
| |to comply with the requirements of 
Executive Order 12865 and the FCIG. FBI | |submitted its 
initial 90-day letterhead memorandum and two subsequent annual 
memoranda in a timely fashion. However, after the investigation 
was transferred to FBI I I the annual memorandum was filed 
approximately fifteen months later than required. As a result of 
the delinquent LHM. OTPR was not properly advised of the 
initiation of | in accordance with J |of the 
This delayed reporting cleaxly precluded OIPR from exercising its 
responsibility for oversight and review of an ongoing foreign 
counterintelligence investigation of a U.S. person, contrary to 
the requirements of the FCIG. This matter has been referred to 
the FBI's Office of Professional Responsibility for review and 
action deemed appropriate. 

bl 
b2 
b6 
b7C 
b7E 

!U) 
A "United States person" is defined inl 

who i s . . . [a] United States citizen... o r . . . [b] a permanent resident al ien. . . 
of the FCIG as "an individual b2 

b7E 

H o f m a n n - I O B - 1 2 9 



DECLASSIFIED BY 65179 DHH^plj 
ON 06-30-2010 

% 

BY COURIER 

General Brent Scowcroft (USAP Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear General Scowcroft: 

This letter forwards for your information a self- b2 
explanatory enclosure entitled "Intelligence Oversight Board b7E 
(IOB) Matter,| |Division, IOB Matter 2004-05." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 - Mr. Szady 
i - Mr. curran 
1 - SSA 
1 - OPR 
(T>- 278-HQ-C1229736-VIO 

b6 
b7C 

Dep. Dir. 
Chief of Staff _ 
Off. of Geo. 
Camel 
Asst. Dfr-

Admin. Ser._ 
Criin.. to». _ 
OIS 
Finance 
Info. Re». _ Ub. 
National Sec. 
OPR 

Off. of PuMic 
& Cone. Afli. _ 
Tramm» 

Off.of EEOA 
DirecWs Office, 

MAD. DOOM • 
FBVDOJ 



í 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

John P. Curran 
Deputy General Counsel 

2 
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DATE: 06-30-2010 
CLASSIFIED BY 65179 DHH/plj 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

SE 

^ M ^ A L L II 
^ H K E I 
^ ^ ^ P r a E R E 

ALL INFORMATION CONTAINED 
IN IS UNCLASSIFIED EXCEPT 
SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
1 IDIVISION 

IOB MATTER 2004-05 (U) 
h2 
b7E 

The [ Division of the Federal Bureau of 
Investigation ("FBI") has reported that, as a consequence of 
an operational error, nns of its PhwH »1 Agent-a nnnrhmtftri an 

(S) 'capciaftedf In this regard, before the search 
was conducted, the case agent correctly sought emergency court 
authorization through FBI Headquarters and the Office of the 
Attorney General of the TTn-i st-atpa to execute a 
on the morning of I I. f 

bl 
b2 
b7E 

conducted and prior to its being authorized by the Attorney 
General, the I jDivision realized what had occurred, and the 
case agent was immediately contacted and instructed not to 
disclose the contents of the document to anyone and to destroy 
any copies of the searched document which had been made. This 
was done, and a different Special Agent was subsequently assigned 
to conduct a second search after the requisite search authority 
had been obtained. The circumstances surrounding the initial 
unauthorized search have been reported to the Office of 
Intelligence Policy and Review, Department of Justice, and to 
the FBI's Office of Professional Responsibility for appropriate 
disposition. 

H o f m a n n - I O B - 1 3 2 



« 
DECLASSIFIED BY 65179 DHH/plj 
OH 06-30-2010 

February 5, 2004 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear General Scowcroft: 

This letter forwards for your information a self- b2 
explanatory enclosure entitled "Intelligence Oversight Board b7E 
(IOB) Matter,] {Division, IOB Matter 2004-04." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or, laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 - Mr. Szady 
1 - Mr. Curran 
1 - SSA I 
1 - OPR 

278-HQ-C1229736-VIO-3W 

bb 
b7C 

Dep. Dir. 
Chief of Stuffy 
Oft of Gen. 
Counsel 
Asa. Dir.: 

Admin. Ser._ 
Crira.. In*. _ 
CJ1S 
Finance 
Info. Res. _ 
Lab. 
National See. 
OPR 

Off. of Public 
<6 Cong. Aift. _ 
Training 

Off.ofEEOA_ 
Director's Office 

HofmanïHOB-133 

MAO. ROOM a FBVDOI 



s 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

John F. Curran 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Crtoiiw Inspection* ^ ^ k r 
MR ... labotaorY- .W «tvJ 
Finance NäöonalS«, MsV-

Os«» Gsn-Cowsat QfíU 0«- 4 

Ô DtetíttL—HtoB» pe,SQnM' 
- 2 



DATE: 06-30-2010 
CLASSIFIED BY 65179 DMH/jlj ^ ^ , INFORMATION CONTAINED 
PERSON: 1.4 (c) y ̂ f c R E I N IS UNCLASSIFIED EXCEPT 
DECLASSIFY ON: 06-30-2035 X ^ H p j . 3 H 0 W OTHERWISE 

^ ^ SECRET ^ ^ ^ 

(S) 

(U) 

(0) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b 2 
I "TdIVISION b7E 

IOB MATTER 2004-04 (U) 

»es The Federal Bureau of Investigation ("FBI11) has I ' wa^ t-Via-K -J >1 n^xn^nnf IrtW A I that in conducting a | - Jon 
a permanent resident alien, the FBI failed to comply 

with the annual reporting requirement prescribed inl I 
of the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations 
(FCIG) .l In this regard, onl I thel I 
Division I Ton 
the subject! I- Because 
the subject was (and remains) a "United States person"3 as that b7E 
term is defined in Section 1801 (i) of the Foreign Intelligence 
Surveillance Act (FISA) . continuation of thel 
required that | comply with the reporting requirements of 
Executive Order 12863 and the FCIG. Due to administrative error, 
I I failed to submit the annual letterhead memorandum (LHM) 
due in | | until I _ . I This eight-month 
delay precluded the Office of Intelligence Policy and Review, 
Department of Justice, from exercising its responsibility for 
oversight and review of an ongoing | jof a 
U.S. person. The matter has been reported to the frBI's Office 
of Professional Responsibility for action deemed appropriate. 
(S) 

Tfauung 

bl 
b2 
b6 
b7C 

mm from: G-3 cinM£« , Ssttona!Sec. Affairs— Derived from: G-3 rbmw 
Dec lass i&vimon; XI . 

wJL-—«r DitectoL—̂Inl&Rts.,. Pyoyt, Cwii.AKs. 

1 O ^ f Although the FCIG were superseded on October 31, 2003 by the 
Attorney General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG) , " [a] ctivities commenced under the 
FCiq [are to be] continued and completed under the FCIG. notwithstanding the 
adoption of the NSIG." See Memorandum from Attorney General John Ashcroft to 
Robert S. Mueller, III, dated October 31, 2003. 

A "United States person" is defined in Section 101 (i) of the 
adifie FISA (codified at 50 U.S.C. § 1801 fit Sfifl-) as *a citizen of the United States *>2 

[or] an alien lawfully admitted for permanent residence (as defined in section b~E 
101(a) (20) of the Immigration and Naturalization Act) . . . ." See also 
I • l°£ t h e SOS- Hofmann-IOB-135 
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W DECLASSIFIED BY 65179 DHH/plJ 

OH 06-30-2010 

• A January 2 0 , 2 0 0 4 * January 20,2004 

BY COURIER 

General Brent Scowcroft (US AF Retired) ^ ^ 
Chairman r 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20530 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory enclosure entitled 
"Intelligence Oversight Board Matter, IOB Matter 2 0 0 4 - 1 1 ( U ) 

The enclosure sets forth details of investigative activity which the FBI has 
determined was conducted contrary to the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence Investigations and/or laws, Executive 
Orders, or Presidential Directives which govern FBI foreign counterintelligence and international 
terrorism investigations. (U) 

Enclosure 

.ASSIFIED WHEN 
DETACHED FROM 
CLASSIFffi^ENCLOSURE 

Pea Dir. 
Chief of Staff. 
Off. of Gen. 
Counsel 
Asst. Dir.; 

Admin. Ser. 
Crim., lnv. 
CJIS 
Finance 
Infix Res. 
Lab. 
National Sec. 
OPR ~ 

Classifiedjbyf 39645, : 
Rea§pirfl.5(c) 

classify on: X25-1 

1-Mr. Cuna. V * « W ^ l » ^ 
1-1 I ¿ W ^ i C ft^YW t? 
1 -I I&ÎK/AÏ) rt^L.WW3C 

— 1 - IOB Library 
-¿^78-HQ-Cl229736-VIO -

/OGC 

Off. of Public 
&Cong. Alft.^ 
Training, 

^ E e R E Ç Hofmann-IOB-136 

Off. of EEOA 
Director's Office 

b6 
b7C 

MAIL ROOM • 
FBVDÛ) 



-vi" 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staffrequire additional informal 
matter, an oral briefing will be arranged for you at your convenience. (U) 

Sincerely, ' 

John F. Curran 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S, Department of Justice 
Room S i l l 

1 - Mr. J ames B aker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 

1 -Mr. H.Marshall Jarrttt 

U.S. Department of Justice 
20 Massachusetts Ave., Suite 5100 

- 2 -

3EG*BC¡tofmann-IOB-137 



• v ALL INFORMATION CONTAINED 
DATC: 06-30-2010 HEREIN IS UNCLASSIFIED EXCEPT 
CLASSIFIED BY 65179 DHH/pij WHERE SHOOT OTHERWISE 
REASON: 1.4 (c) v S 
DECLASSIFY ON: 06-30-2035 ^ ^ S B ö l E T 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB MATTER 2004-11 

Investigation of this IOB matter has determined that oif I the 
(S) | iDivisiOiiinitiated aj Hofj „ I1TT.U.J ^ ' i.J»_. I •_ A. ̂ j' .. a "United States person" as that term is defined in Section 1801(i) of the Foreign Intelligence 

Surveillance Act of 1978, 50 U.S.C. Section 1801 elssg. Pursuant toj |of the 
Attorney General Guidelines for FBI Foreign Intelligence Collection and Foreign ^ 
Counterintelligence Investigation§jQECIS),r [was required to complete it^ | 

| ¡within 120 days of initiation or obtain an extension from the SAC, who is authorized to 
grant 90-day extensions for a period of up to one year. Thj I Division did not obtain the 
SAC's authorization to extend the! I beyond the original 120-day period, 
which ended on | |until| more than three months after the request was 
due. 

This matter has been referred to the FBI's Office of Professional Responsibility for action 
deemed appropriate. 

be 
b7C 
b7E 

Dep. Dir. 
Chief of St»iT_ 
Oft of Gen. Conrad 
Asst. Dir.: 

Admin. Ser._ 
Crim.. lnv. _ 
ais 
Finance 
Info. Res. 
Lab. 
National Sec. 
OPR 

Off of Public 
&. Cong, Adì. _ 
Training 

Off. of EBDA 
Director's Office 

Hofmann-IOB-138 

MAIL ROOM • 
FBVDQ] 



DECLASSIFIED BY 65179 DMH/plj 
OH 06-30-2010 

0 $ 
^ January 20,2004 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20530 

BY COURIER 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory enclosure entitled 
"Intelligence Oversight Board Matter, IOB Matter 2003-102." (U) 

The enclosure sets forth details of investigative activity which the FBI has 
determined was conducted contrary to the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence Investigations and/or laws, Executive 
Orders, or Presidential Directives which govern FBI foreign counterintelligence and international 
terrorism investigations. (U) 

Enclosure 

CLASSIFIED WHEN 
DETÂCHED FROM 
CLASSIFIED ENCLOSURE 

Dep. Dir. 
Chief of SI 
Oft of 
Counsel, 
Asst. Dir 

Admin. 
Crim_ luv. 
OIS 
Finance _ 
Info. Res.. 
Lab. 
National Sec 
OPR. " 

Classif ied^ 1110$ 
Reasprti 1.5(c) 

¿classify on: X25-1 

rOSl/CTD 

Mr. Curran t ^ 
fifpc, ôccfA^onfo-r^K. 

AISLI»* 

b6 
b7C 

IOB Library 
78-HQ-C1229736-VIO 

Off. ci Public 
& Cong. AOs.. 
Trailing. 

Hofmann-IOB-139 

OftofEEOA 
Director's Office 

MAILKOOM • 
FBVDOI 



* > 6 f < f t 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional information concerning this 
matter, an oral briefing will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
20 Massachusetts Ave., Suite 5100 

Sincerely, 

John F. Curran 
Deputy General Counsel 

2 
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PÂTE: 06-30-2010 
4. .CLASSIFIED BT 65179 DHH/plj 
*• REASON: 1.4 te) 

DECLASSIFY OH: 06-30-203S 

ALL INFORMATION CONTAINED 
HEREIN IS ̂ CLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

y 

(S) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB MATTER 2003- \S>% 

Office initiated a 
Investigation of this IOB matter has determined that on tatter nas flctcrminea mat on| thej" ti 

|of| |a "United States person" as tnat term is 
Field 

defined in Section 1801(T> of the Foreign Intelligence Surveillance Act of 1978.50 U.S.C. 
Section 1801 slags. Pursuanttol bfthcFCIG. each! lofaU.S. 
person must be reported to OIPR within 90 days of initiation. The! (Division did not 
forward the 90-day LHM to FBI headquarters for forwarding to OIPR until 
four months after it was due. 

] 

bl 
b2 
bó 
b7C 
b7E 

This matter has been referred to the FBI's Office of Professional Responsibility for action 
deemed appropriate. 

SE^tET 

Dep. Dir. 
Chief of Staff_ 
Oft of Gen. 
Gonnsel 
Asst. Dir. 

Admm. Ser._ 
Ciin.. Inv. _ 
CJIS 
Finance 
Info. Res. 

National Sec. 
OPR 

Oft of Public 
ACong. AfQ._ 
Training _ 

Off. ofEEOA 
Director's Office 

(W), oa^fi^H <^r 5 3 = 

»V Hofmann-IOB-141 
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DECLASSIFIED BY 65179 DHH/plj 
oq 

* 

< 
. 

06-30-2010 

* January 20,20 

BY COURIER 

General Brent Scowcroft (USAF Retired) * r 

Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20530 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory enclosure entitled 
"Intelligence Oversight Board Matter, IOB Matter 2003-88." (U) 

The enclosure sets forth details of investigative activity which the FBI has 
determined was conducted contrary to the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence Investigations and/or laws, Executive 
Orders, or Presidential Directives which govern FBI foreign counterintelligence and international 
terrorism investigations. (U) 

Enclosure 

1 - Mr. Curran ^ ^ 

CUvjlO, o&QX AJSÎ I ê ruw-ic. 
l-

Dep. Dir. 1 
Grief of Staff . r / v _ T OK OF GEN. 1 - IOB Library 
Counstl 
Asst. Dir. 

Admin. Ser, 
Crini.. Inv. 
ais 
Finance 
Info. Res. 
Lab. " 

b6 
b7C 

oen.-—l-iua Library il.«!«/ 
l~7^2 7 8-HQ-CI229736-VIO - 3 6 X 

National Sec. _ \ ^ 

o S k s S > F Hofmann-IOB-142 
& Cong. Adi. * 
Training 

Off. ofEEOA 
Director's Office 

MAIL KOOM O 
FBVDOJ 



^EßRBtC 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional information concerning this 
matter, an oral briefing will be arranged for you at your convenience. (U) 

Sincerely, 

John F. Curran 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
20 Massachusetts Ave., Suite 5100 

- 2 -

JÍÉBR^C Hofmann-IOB-143 



DATE: 06-30-2010 
CLASSIFIED BY 65179 DHH/plj 
REASON: 1.4 |c) 
DECLASSIFY ON: 06-30-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
«HERE SHOWN OTHERWISE 

(S) 

SE' 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB MATTER 2003-88 

Investigation of this IOB matter has determined that on| L the! fcield 
Office initiated aj ^of l la "United States person" as that term is 
defined in Section 1801(i) of the Foreign Intelligence Surveillance Act of 1978,50 U.S.C. 
Section 1801 ej S f i f l . Pursuant to l [of the FCIG. each^ lof a U.S. 
person must be reported to OIPR within 90 days of initiation. Thej division did not 
forward the 90-day LHM to FBI headquarters for forwarding to OEPR until, 
four months after it was due. 

b l 
b2 
b 6 
b 7 C 
b 7 E 

This matter has been referred to the FBI's Office of Professional Responsibility for action 
deemed appropriate. 

Dep. Dir. 
Chief of Staff _ 
OC of Gen. 
Counsel 
Asst. Dirj 

Adnùi. Ser._ 
Cma.Inv._ 
CJIS 
Finance 
Info Res. 
Lab. 
National Sec. 
OPR. 

Off. of Public 
& Ceng. Afii. _ 
Training _ 

Off. ofEEOA 
Director's Onice. 
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|„t DECLASSIFIED BY 6S179 DHH/plj 
OH 06-30-2010 

% • 
January 20,2004 

BY COURIER 

General Brent Scowcroft (USAF Retired) \ * 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20530 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory enclosure entitled 
"Intelligence Oversight Board Matter, IOB Matter 2003-80." (U) 

The enclosure sets forth details of investigative activity which the FBI has 
determined was conducted contrary to the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence Investigations and/or laws, Executive 
Orders, or Presidential Directives which govern FBI foreign counterintelligence and international 
terrorism investigations. (U) 
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* 
General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional information concerning this 
matter, an oral briefing will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
20 Massachusetts Ave., Suite 5100 

Sincerely, 

John F. Curran 
Deputy General Counsel 
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DECLASSIFY ON: 06-30-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
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IOB MATTER 2003-80 

(SJ 
Investigation of this IOB mattpr has determined that on[ 
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ctfil 
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L thej (Field 
oil b "United States person" as that term is 

defined in Section 1801(i) of the Foreign intelligence Surveillance Act of 1978, 50 U.S.C. 
Section 1801 ei ssfl. Pursuant to | 1 of the FCIG. eachl |af a U.S. 
person must be reported to OIPR within 90 days of initiation. Th^ 
forward the 90-day LHM to FBI headquarters for forwarding to OIPR until 
four months after it was due. 
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bl 
b 2 
b 6 
b 7 C 
b 7 E 

. This matter has been referred to the FBI's Office of Professional Responsibility for action 
deemed appropriate. 
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# «I 
January 10, 2004 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20530 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory enclosure entitled 
"Intelligence Oversight Board Matter, IOB Matter 2002-69." (U) 

The enclosure sets forth details of investigative activity which the FBI has 
determined was conducted contrary to the Foreign Intelligence Surveillance Act of 1978,50 
U.S.C. Section 1801 et seq., which governs FBI foreign counterintelligence and international 
terrorism investigations. (U) 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional information concerning this 
matter, an oral briefing will be arranged for you at your convenience. (U) 

Sincerely, 

John F. Curran 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel 
Office of Intelligence Policy and Review 
U.S. Department of Justice 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
20 Massachusetts Ave., Suite 5100 
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S^tS^T 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB MATTER 2002-69 

igation of this IOB matter has determined that, onl 
as initiated of possible espionage b) 

person" as that term is defined in Section I801(i) o: 

] 

1978 (FISA), 50 U.S.C. Section 1801 gt geg. On[ 
drafted |It was served on [ 

a "United States 
the Foreign Intelligence Surveillance Act of 

a federal grand jury subpoena was 

Iwithout prior authorization from the Attorney General. 1 
jièrived information may not be 

disclosed for law enforcement purposes or used in a criminal proceeding without prior 
authorization of the Attorney General. Pursuant to a memorandum of the Attorney General dated 

bl 
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This matter has been referred to the FBI's Office of Professional Responsibility for action 
deemed appropriate. 
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January 10 ,20G^| 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20530 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory enclosure entitled 
"Intelligence Oversight Board Matter, IOB Matter 2002-78." (U) 

The enclosure sets forth details of investigative activity which the FBI has 
determined was conducted contrary to the Foreign Intelligence Surveillance Act of 1978,50 
U.S.C. Section 1801 ej seq.. which governs FBI foreign counterintelligence and international 
terrorism investigations. (U) 
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» 
General Brent Scowcroft (USAF Retired) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel 
Office of Intelligence Policy and Review 
U.S. Department of Justice 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
20 Massachusetts Ave., Suite 5100 

Sincerely, 

John F. Curran 
Deputy General Counsel 
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ITER 

(S) 
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Investigation of this IOB matter has detei 
Division initiated a| 
that term is defined in Section 1801(i) of th< 
(PISA), SO U.S.C. Section 1801 et seq. Th< 
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Intelligence Surveillance Act qf 1978 
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I to FBI 
b 

JFBI headquarters asked OIPR to obtain another extension 
It did not request a renewal of the| |order at that 

<S) 

(S) 

time, Sometime thereafter, thej [Division encountered technical difficulties with its ,-
I bnd asked that the renewal request include approval for( | I 

residence so that when the necessary adjustments were made tol } a 
I fcould be conducted. 1 

When questioned, OIPR stated that there was not enough time to request renewal off )t enough tune to requ 
uthorizationby the| |court deadline. Onl |the FBI 

Jpackage. The provided OIPR with its recommended changes toC 
following day, | | OIPR forwarded a final package to FBI headquarters for signature 
by the Supervisory Special Agent and certification by the Director. Despite the fact that OIPR 
had previously stated that there was insufficient time to request authorization for 1 

1 | the final package included a request to continue the! authorization. FBI 
headquarters did not have sufficient time to forward th^ [declaration, by secure 
facsimile, to the| ^Division for review. Unbeknownst to the Supervisory Special Agent at 
headquarters who signed the [declaration, it included an incorrect statement that 
the FBI had not conducted a| Jduring the prior 90-day authorization period and was, 
therefore, requesting an additional 90 days in which to conduct it 
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January 10, 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20530 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory enclosure entitled 
"Intelligence Oversight Board Matter, IOB Matter 2003-55." (LJ) 

The enclosure sets forth details of investigative activity which the FBI has 
determined was conducted contrary to the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence Investigations and/or laws, Executive 
Orders, or Presidential Directives which govern FBI foreign counterintelligence and international 
terrorism investigations. (U) 
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* » 
General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional information concerning this 
matter, an oral briefing will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel 
Office of Intelligence Policy and Review 
U.S. Department of Justice 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
20 Massachusetts Ave., Suite 5100 

Sincerely, 

John F. Cuitan 
Deputy General Counsel 
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INTELLSBNCE OVERSIGHT BOARD (IOB) » I T E R 
IOB MATTER 2002-55 

Investigation of this IOB matter has determined that, onl 1 the 1 1 
t ®' Division initiated a P l o g who is a "U.S. person" as that term is used 

in Section 101 (i) 0f the Foreign Intelligence Surveillance Act of 1978 (FISA). Pursuant to 
Jof the Attorney General Guidelines for FBI Foreign Intelligence Collection and 

Foreign Counterintelligence Investigations (FCIGV notification of the investigation was due to b2 
the Office of Intelligence Policy and Review (OIPR) within 90 days of its initiation. Onl I b 6 

J, the( {Division uploaded the required notification, a 90-day LHM, into the FBI's 
Automated Case Support (ACS). The 90-day LHM was directed to the Counterintelligence 
Division. According to the Counterintelligence Division's records, it did not receive a hardcopy 
of the 90-day LHM until} \ six months after it was uploaded into ACS, at which 
time it was forwarded to NSLk for forwarding to OIPR. 

Investigation of this matter has further determined that oij 1 the) | 
Division unloaded the required annual notification, thd LHM, into ACS. Pursuant to 

f the FCIQ. the FBI is required to furnish to the Attorney General or his designee 

b7C 
b7E 

b2 
a summary of each investigation at the end of each year the investigation continues. Although b7 E 
the Counterterrorism Division's records reveal that the| | LHM was forwarded to NSLB soon 
after it was received in| | NSLB has no record of receipt. Accordingly, the| |LHM 
was not forwarded to the Attorney General of his designee when it was due. 

This matter has been referred to the FBI's Office of Professional Responsibility for action 
deemed appropriate. 
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DECLASSIFIED BY 65179 DHHVplJ 
OH 06-30-2010 January 21,2004 

BY COURIER 

General Brent Scowcroft (USAP Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20530 

V 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory enclosure entitled 
"Intelligence Oversight Board Matter, IOB Matter 2004-20." (U) 

The enclosure sets forth details of investigative activity which the FBI has 
determined was conducted contrary to the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence Investigations and/or laws, Executive 
Orders, or Presidential Directives which govern FBI foreign counterintelligence and international 
terrorism investigations. .(U) 

Enclosure 
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• é 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional information concerning this 
matter, an oral briefing will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
20 Massachusetts Ave., Suite 5100 

Sincerely, 

John F. Curran 
Deputy General Counsel 

2 

^ È € ï d ^ H o f m a n n - I O B - 1 5 8 



DATEI 06-30-2010 
CLASSIFIED BY 65179 DMH/plj 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-30-2035 

é e ¡INFORMATION CONTAINED 
:iH IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB MATTER 200^-20 

j«. Investigation of this IOB matter has determined that on | 
* S ' Field Office initiated i ' 1 - "T ]oC 

the[ 
a "United States person" as that term 

is defined in Section 1801(i) of the Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. 
Section 1801 si se&. Pursuant to of the Attorney General Guidelines for FBI 
Foreign Intelligence Collection and Foreign Counterintelligence Investigations (FCIG\ the FBI is 
required to furnish to the Attorney General or his designee a summary of each investigation at the 
end of each year the investigation continues. The[ 
annual report for the yeaj 

Field Office did not submit an 
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This matter has been referred to the FBI's Office of Professional Responsibility for action 
deemed appropriate. 
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DECLASSIFIED BY 65179 DMH/pl} 
OH 06-29-2010 

February 27, 2004 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 

h 2 
b7E 

(IOB) Matter, Division, IOB Matter 2004-22." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Counsel, Office of Intelligence Policy and Review 

Sincerely 

John F. Curran 
Deputy General Counsel 

1 - Mr. James Baker 

U.S. Department of Justice 
Room 6150 
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DIVISION 
IOB MATTER 2004-22 (U) 

(U) 

CS) 

(S) 

(S) 

(S) 

(S) 

K The ]Division £ of the 
Federal Bureau of Investigation ("FBI") has reported several 
| I errors in conjunction with that 
^division's o n g o i n g f ' lof the 

In 
this regard,! 

subsequently determined that a typo-
graphical error was made when authority to continue coverage 

bl 
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of { "lwaa sought Vjla FRT TTft*drm*Tl-.jvrg. [ 
intended for s^rveillancewasr I The error resulted 
in. a series of 

1 A B BOOTI ap the error was realized onf 
was transferred from I 

was forwarded to FBI Headquarters for submission to the Office of 
ce Policy and Review (OIPR), Department of Justicel I 
or destruction. 

(ü) I 
The L 

further reported that, on 
Jdid not end there, however. 

!» L learned that the recording system used by its contractor! 
I \ failed to maintain the program changes initiated 
by I ! information Systems Administrator when the first 
I Iwas discovered on I |. This resulted 
in the collection of ladditional unauthorized | between 
I | and 1 This material was also 
sequestered and submitted to OIPR and the| for destruction. 
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(Ü) This matter has been reported to the FBI1s Office 
of Professional Responsibility for appropriate action. 
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DECLASSIFIED BY 65179 DMH/plj 
OH 06-29-2010 
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A < 

February 27, 2004 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Wa shington, D.C. 
Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB) Matter, 

b2 
b7E 

Division, IOB Matter 2004-23." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

Mr. 
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% m 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 

Sincerely 

John F. Curran 
Deputy General Counsel 

Room 6150 

foputy Director IMaftaa. PifSOIWWt. Ceng. A«» _ 
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I DIVISION 

IOB MATTER 2004-23 (U) 
b2 
b7E 

(U) 

(S) 

(U) 

The[ ] Division [_ of the 
Federal Bureau of Investigation ("FBI") has reported that, as a 
consequence of an iriadvertent oversight by a contract computer 

,1 1 collectedr technician, | | collected[ 
period authorized for [ 

"beyond the 

T^l 1 in an ongoing 
a "United States 

person" as that term is used in Section 101 of the Foreign 
Intelligence Surveillance Act (FISA) . 

X continuation of I 
Authority for i-hat- surveillance ended onf E I 

at surveillance ended on| 
I. the case aaent realized^ 

authorized the 
the subject. 

t On 

additional| 
I I during the period betweenI 

that 
J H d t 

1 and 
This collection was unauthorized. Once the error was realized, 
the complete electronic record J""" | 
was transferred from| [computerized recording equipment 
to a computer disk, and the disk and all associated copies of the 
documents were forwarded to FBI Headquarters for submission to 
the Office of Intelligence Policy and Review, Department of 

Ifor eventual destruction. [ Justice^ ]later 
determined that- t-T-H g unauthorized collection occurred because 

was being monitored by a contract employee 
U S - i n a a a a n a r a h n r > - i o < - o o f m m n n t - o r i r r a A a m i - i n m a n ) 

'ne error has ÍÍ been reported to the FBI's Office of Professional Responsibility 
for action deemed appropriate. 

bl 
b2 
b7E 
b6 . 
b7C 

b2 
b7E 

_ J } « e ± a » s ï ? y o n i — 

nir«ht?lofmann| 
Oeputy Oireclor Into. Res. 

CtiflLlRt, 
cas. 

vHws. 

Trônlnq 
OH-OtEEO 
Aftafrs 
Ott. oí Putte & 
Coa? A«« 



DECLASSIFIED BY 65179 DHH/plj 
ON 06-29-2010 

February 27, 2004 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Enclosed for your information is a self-explanatory 
enclosure, entitled "Intelligence Oversight; Board (IOB) Matter, 

|Federal 
Bureau of Investigation Headquarters (FBI HQ), 2003-159." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Dear General Scowcroft: 

Enclosure 

1 -
1 - Mr. Pistole b6 

b7C 

278-HQ-C1229736-VIO - Z 



General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

John F. Curran 
Deputy General Counsel 

- 2 -



CATTS: 06-29-2010 " ~ INFORMATION CONTAINED 
CLASSIFIED BY 65179 DHH/pl} ^ J L T ä S S ? " " " 
REASON: 1.4 (c) 1 3 H E B E S H 0 ™ 0 T O E M I 3 E 

DECLASSIFY ON: 06-29-2035 SEtSKET 

J f c — M T W n M Q B H g g OVERSIGHT BOARD a m ) MATTER . b2 
_ _ _ _ _ _ | b7E 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 
2003-159 (U) 

Investigation of thjls IOB matter has determined that, 
a 

Investigation ot tnis IOB matter nas aecerminea TJ 
on I I the! I Division I I initiated 

(5) | I of | who is a "United 
th< States person" as that term is used in Section 101 (i) of the 

Foreign Intelligence Surveillance Act of 1978 (FISA) 1 Thus 
b l 
b 2 
b6 

b7E 

continuation of the | required thad I 
comply with the regiiir-emenfcg of the Attorney General Guidelines 
for FBI Foreign Intelligence Collection ftnd Foreign 
Counter intelligence Investigations (FCIG) . | j extended the b7c 

Ion I which then expired on 
[ On I I I jsought FBI 

Headquarter' s approval to extend the| "1 beyond 
one year. This extension request was submitted more than three 
months after the original due date of the extension request. 
This matter has been referred to the FBI's Office of Professional 
Responsibility for action deemed appropriate^^ . 

Crlmlnv., 
&HS_ 

Director. 
nnance. 

.Gen. Counsel 
Deputy Director Ink). Res. 

.Laboratory_ 

. National Sec,_ 
.OflL 
. Personnel. 

.Training 

. D f f . o f E E O 

. A f f a i r s _ 
.Off. of Public & 

Cong. A f i s . _ _ 

W ) 1 j M r A «United States person" is defined in Section X0X(i) of the 
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 e£ 
sea.) as tta citizen of the United States [or] an alien lawfully admitted for b2 
permanent residence (as defined in section 101 (a) (20) of the Immigration and b7E 
Naturalization Act) . . . ." See also | |of the Attorney General 
Guidelines for FBI Foreign Intelligence Coll^^fflp^pjQgoyg^cm Counter-
intelligence Investigations. 



DECLASSIFIED BY 65179 DHH/plj 
ON 06-29-2010 

A 

March 4, 2004 
t 

+<T 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 

Attached for your information is a self-explanatory b2 
enclosure, entitled "Intelligence Oversight Board (IOB) Matter, b7E 

|Division, IOB Matter 2003-12." (U) 
This enclosure sets forth details of investigative 

activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 -

278-HQ-C1229736-VIO — 3 K Q ) 

bo 
b7C 

Dep. Dir. 
Chief of Staff_ 
Oft of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Crim.. Inv. _ 
CJIS 
Finance 
Into. Res. 
Lab. 
National Sec. 
OPR " 

Off. of Public 
iCöng. Aflv_ 
Training, 

OftofEEOA 
Director's Office 

Hofmann-IOB-169 

MAIL ROOM • 
FBVDOf 



m 
General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jerrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

John F. Curran 
Deputy General Counsel 

APPROVED: 
w a f e r . Gen. Counsel 
Deputy Director l n f a R e s . _ 

Hnance. 
Training 
Off. of EEO 
Affairs__ 

OPR 
Personnel. 

Off. of Public & 
Cono. A f e 

2 



DATE: 06-29-2010 
CLASSIFIED -BY 65179 DHH/plj 
PEAS OH: l' 4 (c) 
DECLASSIFY OH: 06-29-2035 

ALL IHFORHATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE 3H0TOT OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
| | DIVISION 

2003-12 (U) 

b2 
b7E 

(U) 

on 
Investigation of this IOB matter has determined that, 

IDivision of the Federal 
L3-on o f 
J the [ 

Bureau of Investigation ("FBI") initiated a| | 
t |on j Iwho was a "United States person" 
as that term is used in the then existing Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
of 
Covpteriptpelligence Investigations 
of Executive Order 12863 and the FCIG. However, due to several 

required that! 
(FCIG)Thus, continuation 
jcomply with the requirements 

administrative errors, the I 
improperly extended | |on 

] Division untimely and 
several occasions. These 

administrative errors created significant periods of time in 
which proper oversight was not exercised. This activity was 
inconsistent with the oversight requirements prescribed in the 
FCIG, necessitating this report to the Intelligence Oversight 
Board.J^f 

This matter has been referred to the FBI's Office of 
Professional Responsibility for action deemed appropriate. (U) 

bl 
b2 
b6 
b7C 
b7E 

(U) 

ILO 

Deputy Director. 

Laboratory. 
National See.. 
OPR 

.Training 

. Off. of EE0 

. Affairs 
.Off. of Public & 

.Personnel 
is defined in | 
United States citizen . . 

On 10/31/03, the FCIG were superseded 
of 
or 

the ^J&C. A "United States person" 
FCIG as "an individual who is. . . [a] 
[b] a permanent resident alien . . . . 
by the Attorney General's Guidelines for FBI National Security Investigations 
and Foreign Intelligence Collection (NSIG). However, because this potential 
error occurred while the FCIG were in effect, the potential error is analyzed 
within the context of the then existing FCIG. 

Hofmann-IOB-171 

b2 
b7E 



DECLASSIFIED BY 6S179 DHH/plj 
ON 06-29-2010 

# 

March 4, 2004 

BY COURIER 

+<r 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear General Scowcroft: 

Attached for your information is a self-explanatory 
enclosure, entitled "Intelligence Oversight Board (IOB) Matter, 
I D i v i s i o n and Counterterrorism Division, 2002-74." (U) 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the then existing Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations and/or laws, Executive Orders, or Presidential 
Directives which govern FBI foreign counterintelligence and 
international terrorism investigations. (U) 

b2 
b7E 

Enclosure 

1 - [ 278-HQ-C1229736-VIO-
b6 
b7C 

Dep. Dir. 
Chief of Staff_ 
Oft of den. 

Asa. Dir.: 
Admin. Ser. 
Crim_ Inv. _ 
a IS 
Finance 
Info. Re». _ 
Lab. 
National Sec. 
QPR 

Off of Public 
& Cong. Afls. _ 
Training. 

Off. of EEOA 
Director's Office 

^ Hofmann-IOB-172" 

MAIL ROOM Q 



General Brent Scöwcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at' your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5Hi 

1 - Mr. H. Marshall Jerrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

John F. Curran 
Deputy General Counsel 

Deputy Director fofa fies. 
3?R Off .of Public & 
Personnel Cang.Affs. 

2 
^SECgSFSr' 

l o f m a n n - I O B - 1 7 3 



DATE: 06-29-2010 
CLASSIFIED BY 65179 DMH/plj 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-29-2035 

ALL INFORNATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

(S) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E 
I "^DIVISION AND 

COUNTERTERRORISM DIVISION 
2002-74 (U) 

Investigation of this IOB matter has determined that, 
on | I the I IDivision obtained an order, 

who was 
a "umcea states person* as tftat term is used in Foreign 
Intelligence Surveillance Act of 1978 (FISAK1 The declaration 
provided by the FBI I |for 
| |of the target provided incorrect be 
information. The declaration referred to a previously installed t>7c 
audio I of other subjects at the same b7E 

j « i a i - - , -, , ., .,, location and specifically described how the surveillance is being 
conducted. However, the technology to implement this 
surveillance was never installed.2 The inaccurate 
representations in the declaration submitted | frere 
material misstatements of fact, contrary to the Executive Order 
12333 and| | thus requiring an IOB reporting. ia^ 

This matter has been referred to the FBI's Office of 
Professional Responsibility for action deemed appropriate. (U) 

bl 
b2 

c j l O 

Inspection Traœing__ 
Laboratory Off. of EE0 
National Sec, Affairs 

.Gen. CounselJL OPR Off. ol Pubic & 
Deputy Director info.Res. Personnel Cong.Ms, 

(U) The FISA is codified at 50 U.S.C. 1801 et sea. A "United States 
person" is defined in Section 101 (i) of the FISA as: "a citizen of the United 
States, [or] an alien lawfully admitted for permanent residence . . . . " 

(U) The Office of Intelligence Policy and Review was timely notified 
of this error. 

H o f m a n n - I O B - 1 7 4 
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DECLASSIFIED BY 6S179 DMH/plj 
OH 06-29-2010 

March 4, 2004 

BY COURIER 

General Brent Scowcroft (USAP Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Enclosed for your information is a self-explanatory 
e n n l n a i i r s . eoH-Sflgri " T n t - ^ n i o p n r s n v p r a i a h h B o a r d ( T O B ) M a t h e r . b2 

[Federal b7E 
Bureau of Investigation Headquarters (FBI HQ), 2004-16.'' 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Dear General Scowcroft: 

Enclosure 

1 - Mr. Pistole 
b6 
b7C 

1 -
1 -

Deputy Director. Jnio.F.eSt Pefson.iel 

278-HQ-C1229736-VIO-3<?0 



^SBörafld 

% 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 

Sincerely, 

John P. Curran 
Deputy General Counsel 

- 2 -
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DATE: 06-29-2010 
CLASSIFIER BY 65179 DHH/plJ ^ ^ ALMWFORMATION CONTAINED 
REASON: '1.4 (c) ^ ^ IS UNCLASSIFIED EXCEPT 
DECLASSIFY ON: 06-29-2035 \ y SHOW OTHERWISE 

^ ^ SKHpT ^ ^ 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 2004-16 (U) 
Investigation of this IOB matter has determined that, 

on I ~1 the r iDivisionl I initiated 
a I J of | | who is a "United 

i is used in Section 101' (S) States person" as that term is used in Section 101 (i) of the 
Foreign Intelligence Surveillance Act of 1978 (PISA).1 Thus. 
continuation of the investigation required thatT I and | 

comply with the 
bl 
b2 
b6 

reporting requirements of the Attorney General Guidelines for FBI b7c 
Foreign Intelligence Collection and Foreign Counterintelligence b7E 
Investigations (FCIG). Onl t I Iforwarded 
the initial LHM to | [inadvertently delayed 
sending the LHM to the National Security Law Branch for delivery 
to 01 PR untilI I | alerted the National 
Security Law Branch to the possible IOB violation onl I 

This matter has been referred to the FBI's Office of 
Professional Responsibility for action deemed appropriate^^. 

rsifyonT 

Inspection Training 
Lab:iil:ri Off. of EEO 
i:£;r.aiiec. Aifsirs. 
CPH Off. of Public & 
Personnel „ Cong. A i l s . — 

feS A "United States person" is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (EISA) (codified at 50 U.S.C. § 1801 et b2 
seq.) as "a citizen of the United States [or] an alien lawfully admitted for b7E 
permanent residence (as defined in section 101(a) (20) of the Immigration and 
Naturalization Act) '. . . ." See also| |of the Attorney General 
Guidelines for FBI Foreign Intelligence Counter-
intelligence Investigations. 



U.S. Department of JflSffce 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

DECLASSIFIED BY 65179 DMH/plj „ . - o n « « 
OW 06-29-2010 M a r C h 9 ' 2 0 0 4 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear General Scowcroft: 

y q u r i n f o r m a t i o n i s s e l t f - f t X P l f l n f l t o r tm F Enclosed for yo 
enclosure, entitled "SSA[ 
I I I 1 Division, IOB, 2003-142." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary 
to the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations and/or laws, Executive Orders, or Presidential 
Directives which govern FBI foreign counterintelligence and 
international terrorism investigations. (U) 
Enclosure 

Inspection 

b6 
b7C 
b2 
b7E 

I -

b6 
b7C 

Crim.!nv._ 
CJIS 

Director 
Deputy Director. 

Rnanca 
.Gen.Coansel_ 
_ l a l o . R e s v _ 

. Laboratory., 
/¡atonal Sec._ 

p A 

.Off.olEEO 

. Atfatrs 
. Personnel. 

.Ott. of Pubici 

. Cong. Affs. 



General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral 
briefing will be arranged for you at your convenience. 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 
Attn: Chief, Office of Intelligence Policy and Review 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely 

John F. Curran 
Deputy General Counsel 

^ È € ï d ^ H o f m a n n - I O B - 1 7 9 



DATE: 06-29-2010 
CLASSIFIED «BY 65179 DMH/plj 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-29-2035 

ALL INFORKATION CONTAINED 
^ k x i N IS UNCLASSIFIED EXCEPT 
^ K R E SHOWN OTHERWISE 

ET 

TWTBTiTiTrìffiWrE DVEfî.STRHT R O f t B T Ì f T f I R Ì MATTF.R 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 
2003-142 (U) 

b2 
b7E 

(S) 

Investigation of this IOB matter has determined that, on 
> I I Dlvisioi L th£ 

l o f L 

<U) 

as that term is used in section 
Surveillance Act of 1978 (FISA) 
investigation required that^ 

^ t 'who i; 
T o i ( i ) o 

initiated a 
is a "United States person," 
of the Foreign Intelligence 

Thus, continuation of the 
^comply with the requirements of 

the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations (FCIG) by 
applying for an extension when it expired on | [. 

]failed to renew| |as required, and contacted a source for 

bl 
b2 
b6 
b7C 
b7E 

information during the period of three months after expiration, 
before | "frras renewed on | I This matter has been 
referred to the FBI's Office/of Professional Re 
action deemed appropriate^^. 

tesponsibility for 

m o m 

Director. .Gen. Counsel 
.Into. Res. 

Inspection. 
Laboratory.. 
National Sec.. 
CPS 
Personnel 

_Tralninfl 
_ 3 f l . o t E E O 

Attairs, 
.OH. of Public & 
. Cong. Affs. 

1 A "United States person" is defined in Section 101(i) of the Foreign Intelligence b 2 
Surveillance Act felSAI (codified at 50 U.S.C. § 1801 et seg.) as "a citizen of the United States [or[ b7 
an alien lawfully admitted for permanent residence (as defined in Section 101(a)(20) of the Immigration 
and Naturalisation Act...." See also | lof the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence^Investigations. 



DECLASSIFIED BY 65179 DHH/plj 
ON 06-29-2010 

March 10, 2004 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear General Scowcroft: 

Enclosed for your information is a self-explanatory anfil rt.cjllT-ta . ont-i '' Tnt-al 1 -i rron̂ a rwrayĝ  rrVit- UnarH LLOB) Matter, 
TFederal 

Bureau of Investigation Headquarters (FBI HQ), 2004-07." 

b2 
b7E 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 
1 - Mr. Curran 

' 278-HQ-C1229736-VIO-
b6 
b7C 

Dep. Dir. 
Chief of Staff_ 
Off of Gen. 
Counsel 
Ass«. Dir.: 

Admin. Ser._ 
Crim.. lnv. 
CMS 
Finance ^ 
Info. Res. _ 
Lab. 
National Sec. 
OPR I 

Oit of Public 
& Cong. AOs. _ 
Training _ 

- 1- Hofmann-IOB-181 

Off. of EEOA 
Director" J Office 

MAIL ROOM • 
FBI/DOI 



General Brent Scowcr^ft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

John F. Curran 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 
Attn: Chief, Office of Intelligence Policy and Review 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1- Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 

mm. ̂  Inspection Training. 

Oepuly Director infn r « . 

ircac, 
Director Gen.C: 

-ircsc* 
Gen.Cci.uc; 

l?j:.':'o:y Dff.ofEEO 
Aífiirs 

-'•'< 3íf. oí Public & 
I'írsonnel Cong.Affs.__ 

^ È € ï d ^ H o f m a n n - I O B - 1 8 2 



ALL INFORMATION CONTAINED 
DATE: 06-29-2010 Ä T C E I H 13 UNCLASSIFIED EXCEPT 
CLASSIFIED BY 65179 DHH/plj ^ ^ R E R E SHOWN OTHERWISE 
REASON: 1.4 (cj 
DECLASSIFY ON: 06-29-2035 

T M T g T . T . T n m a r n a m m g T r . H T R D & p n i m R ) M A T T E R 

FEDERAL BUREAU OP INVESTIGATION HEADQUARTERS (FBIH&)(U) 
2004-07 

b2 
b7E 

(S) 

Investigation of this IOB matter has determined that. on 
I. the I iDivisionl ~l initiated a I I 

} ofl _ J w h o ^ a " U n i t e d States 
srm is used in section lOl(i) of the Forei person" as that term is used in section i01(i) of the Foreign 

Intelligence Surveillance Act <->f 197B (PISA) Thus, continuation of 
the Investigation required thatl land! I b2 

1 ' b6 ] comply wirn trie r e p o i c i n y b7C 
requirements of the Attorney General Guidelines for FBI Foreign b7E 
Intelligence Collection and Foreign. Counterintelligence 
Investigations (FCIG) . I land I I 
failed to forward the 90-day LHM to the Office of Intelligence Policy 
and Review (OIPR) . Department of Justice (DOJ) , as required. On 
| L | Jforwarded the annual LHM to|_ 
inadvertently did not forward the LHM to NSLB until I 
This matter has been referred to the FBI's Office of Professional 
Responsibility for action deemed appropriatej&$. 

jQecara^siiyoirr-xi-iS^ 

J. Crfm.lnn. 
• CJIS. 

finance 
Director^— Gen. Counsel 
OepulyOirector .Info. Res.. 

m • X A "United States person" is defined in Section 101(i) of the Foreign Intelligence 
Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et seq.) as "a citizen of the United States [or[ b 7 E 

. an alien lawfully admitted for permanent residence (as defined in Section 101(a)(20) of the Immigration 
and Naturalisation Act...." See alsoF bf the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence^nvestigatioigi ^ 



DECLASSIFIED BY 65179 DMH/plj 
ON 06-29-2010 

March 25, 2004 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D. C. 
Dear General Scowcroft: 

Enclosed for your information is a self-explanatory b2 enclosure, ent-.tfr.l art " Tnl-al 1 -i oanra Ovar-alght Board (IÓBÌ Matter. b7E 
Federal 

Bureau of Investigation Headquarters (FBI HQ), 2U04-03. 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

Dep. Dir. 
Chief of Staff_ 
OK of Ceo. 
Counsel 
AsstDir-

Admin. Ser._ 
Crim..lnv._ 
CJIS 
Finance 
Info. Res. 
Lab. 

1 - Mr. 
1 -
1 -

Pistole 

278-HQ-C1229736-VIO — ^ Ì Ò 
b6 
b7C 

National Sec. 
OPR " 

OftofPnblie 
& Cong. Aili. _ 
Training 

Off. of EEOA 
Directors Office 

Xl-25 

Hofmann-IOB-184 

MAIL ROOM • 
FBI/DOJ 



General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

John F. Curran 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 

Trainir 
Off. of EEO 
Affairs 
Off. of Public & 
Cong. A f f i 

- 2 -
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DATE: 06-29-2010 
CLASSIFIED BY 65179 DMH/plj 
PEASOH: 1.4 (c) 
DECLASSIFY OH: 06-29-2035 

ALL IHFORMATIOH CONTAINED 
HEREIN IS DECLASSIFIED EXCEPT 

SH013H OTHERWISE 

SE^ET 

T W T O T . T . T C T W n i ; n T O P S T f i H T R n ü B n n n n \ M f l T T R P 

¥ 
FEDERAL BUREAU OP INVESTIGATION HEADQUARTERS (FBIHQ) 

2004-09 (U) 

b2 
b7E 

on 
(S) 

(U) 

Invest: iaaf, i on 
the 

f hhig IOB matter has determined that, 
initiated a 

or r.j 
Division r 

who is a 
"United States person" as that term is used in Section 101 (i) of 
the Foreign Intelligence Surveillance Act of 197R fFT.gy .1 Thus, 

b continuation of thg invpahiaal-.inn rpmilred that I land. 

reporting requirements 0 1 tne At 
Foreign Intelligence Collection and 
Investigations (FCIQ).T 

>n_ânc 
Hand I 

Foreign 

1 comply witn tne 
lidellnes for FBI 

Counterintelligence 
failed to timely 

forward the 90-day LHM to the Office of Intelligence Policy and 
Review (OIPR), Department of Justice (DOJ), as required. On| | 

\\ 1 forwarded the 90-day LHM to I 1 more tA&ft 
180 days after opening the investigation. I \inadvertently 
delayed sending the LHM to the National Security Law Branch for 
delivery to OIPR until | | It was at this point 
that the reporting error was detected. On | | the 
National Security Law Branch, FBIHQ, notified |_ 
possible IOB violation. 
FBI's Offic^ 9f Professional Responsibility for action deemed 
appropriate( 

I of the 
This matter has been referred to the 

Grim liw. 
CJIS 

Director 
Rnance. 
Gen.CounselJV. 

t Inspection. 
. Laboratory 
.Nationalste.. 
'iOQ 

.Tre Ring 

. Off. of EEO 

. Affairs 
. Dff. of PubBc & 

Deputy Director info. Res, .Personnel 

bl 
b2 
b6 
b7C 
b7E 

(UJ 
1 D^s. A " U n^ t e d States person" is defined in Section 101(1) 
m intelligence Surveillance Act (FISA) (codified at 50 U.S.C. 

of the 
Foreign intelligence Surveillance Act (FISA) (codified at 50 U.S.C. S 1801 et 
sea.) as "a citizen of the Ubited States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a) (20) of the Immigration and 
Naturalization Act) . . . See also | j of the Attorney General 
Guidelines for FBI Foreign Intelligence Coll^djà^g^i^gojy^Tri rounter-
intelligence Investigations. 

h2 
b7E 
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March 25, 2004 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 
IOB 2003 148." (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 

Dep. Dir. 
Chief of Staff_ 
Off. of Gen. 
Counsel 
Asa. Dir.: 

Admin. Ser._ 
Crini. Inv. 
CJIS 
Finance 
lnla. Res. 

1 -

- 278-HQ-fcl2297SiT-^^ïô — 

National Sec. 
OPR " 

Off. of Public 
&Cong. Afft. 
Trailing. 

Off. of EEOA 
Director's Office 

h 6 
b7C 

Hofmann-IOB-187 

MAIL ROOM • 
FBVDOt 



General Brent Scowcr« è (USAF Retired) t 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 

Sincerely 

John F. Curran 
Deputy General Counsel 

APPROVED: Training. 

Ctóor Gasón» 
Depü,y Director Info. Res., 

Off. of EEO 
Affairs een. Counsel OPR 

Oepü,y Director Info. R e i P e r s Ä i Off. of Public & 
Cong. Affe. 

^ È € ï d ^ H o f m a n n - I O B - 1 8 8 





DATE :^06-29-2010 
CLASSIFIED BY 6S179 DHH/plj 
PEASON: 1.4 (c) 
DECLASSIFY OH: 06-29-2035 

AIJHHFOFHATIOH CONTAINED 
Hâjpr IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2003 148 (U) 

Investigation of this IOB matter has determined that, on 3 the 
Field Office of the Federal Buff.an nf Tnvestiaarinn <"'PRT"̂  rprmftgteH initiation of a 

(S) | |of| |who was a "United States 
person" as that term is used in the Attorney General Guidelines tor Mil Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations (FCIG).1 Thus the initiation and 

P 
continuation of| kquired FBJ, , 
with the requirements of Executive Order 12863 and the FCIG. FBll 

|to comply 
"tailed to submit 

the required initial 90-day letterhead memorandum and one subsequent annual memoranda in a 
timely fashion. However, when the failure was brought to the attention of FBI I the 
annual memorandum was filed approximately eighteen months later than required. As a result of 
the delinquent LHM, OIPR was not properly advised of the initiation of I Rn accordance with 

bf the FCIG. This delayed reporting clearly precluded OIPR from exercising its 
responsibility for oversight and review of an ongoing foreign counterintelligence investigation of 
a U.S. person, contrary to the requirements of the FCIG. This matter has been referred to the 
FBIs Office of Professional Responsibility for review and action deemed appropriate. 

bl 
b2 
bó 
b7C 
b7E 

(U) 1 A "United States person" is defined in 
who i s . . . [a] United States citizen... o r . . . [b] a permanent resident alien.. . 

Hofmann-IOB-189 

]of the FCIG as "an individual b2 
b7E 
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V» 
March 31, 2004 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 
IOB 2003 92." (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
inves t igat ions. (U) 

Dep. Dir. 
Chief of Staff _ 
Off of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Crim-Inv. 
CJIS 
Finance 
Info. Rei. 
Lab. 

Enclosure 
1 -

278-HQ-C1229736-VIO-— 

b6 
b7C 

National See. 
OPR ~ 

Off. of Public 
&Cong. A ® . . 
Training. 

Hofmann-IOB-190 

Off. ofEEOA 
Director*J Office 

MAIL ROOM O 
FBVDOI 



General Brent Scowcroft (USAF Retired) * 
Should you or any member of your staff require additional information concerning this 

matter, an oral briefing will be arranged for you at your convenience. 

Sincerely, 

John F. Curran 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1 - Mr. James Bake: 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 

Dcpaly Director 3ff.ofPctlic& 
Cong. Affa 

^ È € ï d ^ H o f m a n n - I O B - 1 9 1 



DATfc: 06-29-2010 
CLASSIFIED BY 65179 DHH/plj 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-29-2035 

AflBpfFORMATION CONTAINED 
H E I R N IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2003 92 (U) 

Investigation of this IOB matter has determined that, on| 
rb nf tfiw PffHwrai Riirftan nf Tnvffgti'gatinn ("FBI") requested initiation of 4 

Field 

Jwho was a "United States person" as that term is used in 
] 

e Attorney General Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIGV1 Thus the initiation and continuation ofl I 
required th^ JPield Office and! bomnlv with the 
requirements of Executive Order 12863 and the FCIQ. 1 |Field Office submitted its initial 
90-day letterhead memorandum nearly four months beyond it original due date. | |enror 
was compounded by the failure of the] ~~ |to identify and 
report the potential IOB violation for fmvr months, a violation ofl bf the FBI's 
National Foreign Intelligence Program Manual. As a result of the delinquent LHM, OIPR was 
not properly advised of the initiation of | [in accordance with | Jof the FCIG. 
This delayed reporting clearly precluded OIPR from exercising its responsibility for oversight 
and review of an ongoing foreign counterintelligence investigation of a U.S. person, contrary to 
the requirements of the FCIG. This matter has been referred to the FBI's Office of Professional 
Responsibility for review and action deemed appropriate. 

bl 
b2 
b 6 
b7C 
b7E 

APPROVED: 

¡Of——Into. Rtt, Personnal Cong. A t e . " 

Tri 
Off.oJEEO 

^nanco National Sec. Affaire 
pirtctor pen. Counsel qpb off. of Public & 

<U> 1 $ A "United States person" is defined in| | of the FCIG as "an individual 
who i s . . . [a] United States citizen... o r . . . [b] a pe$tttfn^rpf8&19&en " 

b2 
b7E 
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March 25, 2004 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

This letter forwards for your information a self- b2 
explanatory enclosure entitled "Intelligence Oversight Board b7E 
(IOB) Matter,f | Division, IOB Matter 2004-31." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 - Mr. Szady 
1 - Mr. Curran 
1 - s s a | 

1 - OPR 
278-HQ-C1229736-VIO—^(X 

Dep. Dir. 
Chief of Staff_ 
Oft of Geo. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Crirn.. Inv. _ 
a IS 
Finance 
Info. Res. 
Lab. I 
National See. 
OPR 

OfT. of Public 
& Cong. Afls. _ 
Trainings 

Off.of EEOA 
Director's Office 

b6 
b7C 

MAIL ROOM • 
FB1/DOJ 



# 
General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

John F. Curran 
Deputy General Counsel 

Director 
Deputy Oiractoi 

Finance. riñan» National Sea. 
Gen. Counsel O R 
i n f a f l « . PersonniL. 

Affai« 
an.at Putisci 
Cong. Afa.. 

- 2 -

H o f m a n n - I O B - 1 9 4 



DECLASSIFIED BY 65179 DMH/plj 
ON 06-29-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I 1 DIVISION 

2004-31 (U) 

b2 
b7E 

(U) 

( U ) 

( U ) 

The FBI'sf 
during a I ~~1 fil 
an investigation on[ 
without opening a 

e revis 3 
Division 
that the" 

determined 
division had initiated 

a United States person1, 
]as required by 

NFIPM). | [further reported the division had 
ied that no approval to operate I I had been been sought 

the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations (1999) 
FCIG2, or submitting to I I FBI 
Headquarters, the opening communication required by P 
| "] of the FBI's yrafrional Foreign Intelligence Program 
Manual (Y ~ 
determined that no approval to operate 
from the division's Special Agent in Charge, that no 
background inveat-.jaat.inn had documented in the case tile, 
and that I lhad not been recorded as required 
by the NFIPM. Additionally, when the case file review was 
conducted on | | no mention of the aforementioned 
dianrsnanr.iPfl haH Ho on nnt-pH The| iDivision's handling of 
1 I invest jgat ion has been reported to the FBI's Office of 
Professional Responsibility for action deemed appropriate. 

b2 
b7E 

X * 
Intel li< 

A "United States person" is defined in Section 101(i) of the 
Foreign Intelligence Surveillance Act (PISA)(codified at 50 U.S.C. § 1801 
e£ seq.) as "a citizen of the United States [or] an alien lawfully admitted 
for permanent residence (as defined in section 101(a)(20) of the Immigration 
and Naturalization Act) . . . See also I _ t h e F C I9 (1999) 
and Section I.C of the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (2003). 

b2 
b7E 

2 J & C . Although the FCIG were superceded on October 31, 2003 by the 
Attorney General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection ("NSIG"). "[a]ctivities commenced under the 
FCIG [are to be] continued and completed under the FCIG. notwithstanding the 
adoption of the NSiq." See Memorandum from Attorney General John Ashcroft to 
Robert S. Mueller, III, dated October 31, 20Pft)fmann-IOB-195 
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April 2, 2004 -f 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C. 
Dear General Scowcroft: 

This letter forwards for your information a self- b2 
ëxplanatory enclosure entitled "Intelligence Oversight Board b7E 
(IOB) Matter,! jpivision,| |Resident Agency, 
2004-14." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 - Mr. Szady 
i - i i 
1 - Mr. Curran 

278-HQ-C1229736-VIO ^ ^ I 

from 



General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

John F. Curran 
Deputy General Counsel 

• Approved-. 

Deputy Dliwtot. 

CJIS. 
Crim.lw._ 
,Cfllrten«_ 
.Fnance— 

.IníaRsa. 

. InspecüctL 

.IIN.SBÍV. 

.LaSxH3lofy_ 

.NetoudSM̂  

. CECCA 
, C;OA 
• •/'lì. 

. fttniiQ 

~ 2 " Hofmann - IOB -197 
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.'If1 # 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IDIVISION 

RESIDENT AGENCY 
IOB MATTER 2004-14 (U) 

b2 
blE 

Inquiry has determined that in conducting a E ifflJj-LÎ 
a non-United States person, the Federal Bureau 

nf TnvpgHnaUnn /ppT) inadvertently collected information on 
lfrom a| | investigation that were 

unrelated to the| [authorized under the Attorney 
General Guidelines for National Security Investigations and 
Foreign Intelligence Collection 

iReaident Agency obtained authorization 
In this regard, the 

• • . L - r to ìnitiateL 
O Q I 

language specialist in FBIHQ notified thel 
that she had not been receiving f 
| I Inquiry by the 
determined that al 

IRA 
T P the 

case agent 

J case agent on"E r 
Thereafter, on 

the I 

review of 

I, the FBIHQ language specialist once again contacted 
I case agent. this time to indicate that I I 

~J received as those of the target. On 
Jtechnical specialists indicated that a 

revealed that.I Î Ü t a d . 

collection of|"~ 
steps were immec 
sequester theP" 

I B S 

The inadvertent mistake resulted in the 
of the criminal target. Appropriate 

taken to correct the problem and to 
for eventual destruction. 

However, because the information collected was not authorized to 
be collected pursuant to a 
| I this matter is 

(U) being reported to the Intelligence Oversight Board. 

b2 
b7 E 

APPROVED: ^ 

Deputy Oitecte. IstKSay. 
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DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON 06-29-2010 

June 16, 2004-

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 

Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure, entitled "Intelligence Oversight Board 

b2 
b7E 

(IOB) Matter, Division,- 2004-53. 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
laws which govern FBI foreign counterintelligence and 
international terrorism investigations. This matter has also 
been referred to our Office of Professional Responsibility for a 
determination of whether any administrative action is 
warranted.(U) 

Enclosure 

1 - Mr. Pistole 
1 -
1 -
1 -

ief of Stiff; L _ y 
r j a m 

Dep. Dir. 
Chief of Staff 
Off. of Gen. 
Counsel 

Admn.'Scr<, 
Crim..lnv._ 
CllS 
Finance M , 
Info, Rei. _ 
L i b . 
National See., 
OPR 

bo 
b7C 

Off. of Pubi« 
& Cong. Affi . . 
Training. 

Hofmariri-IOB-199 

Oftof EEOA 
Director*» Office, FBVDOJ 

MAIL KOOM O 



• 
General Brent Scowcroft (ÜSAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 

Sincerely 

John F. Curran 
Deputy General Counsel 

2 
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DATE: 06-29-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-29-2035 

(Si 

'ALL INFORMATION CONTAINED 
^HEREIN IS UNCLASSIFIED EXCEPT 
"'WHERE SHOWN OTHERWISE 

(SJ 

(S) 

(SJ 

(Si 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
IDIVISION 

MATTER 

(S) 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)(U) 
2004-53 

Investigation of this 
"bffice instituted al 

Ion I 

IOB matter has revealed that 
of[ 

the 

J. Subsequently, authority was. 
obtained "W^1" g^^irtn Tnl-pl.liffpnrp .qnnsr^illanrp Act (FISA) 
to conduct I |used by 
">""1"a'! t.TOVO f l 

As a result of this investigation 
ied in the 
and attorney[ 

criminal 
against 

| During discove 
proceedings, the government turned over approximately[ 

it was intercepts 
that 

to the defense. On 
pertaining to unrelated^ 

learnec 
may have 

been provided to defense counsel as a result of a technical 
error. Among the files that were inadvertently provided to the 
defense were classified files from 
o f L — 
and! ] targets. The District Court has issued an 
order requiring the defense to return the discs to the government 
and not disclose the contents of the files. I^K ' 

A copy of this submission to the IOB has been provided 
to the FBI's Executive Assistant Director for 
Counterterrorism/Counterintelligence and to the Office of 
Professional Responsibility for action as deemed appropriate. 
(0) 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
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Dewl/Oirectoi_ 

•aw 
. G c a . C c u n s e L — . 
.Info. Personne' 

Jif. oi P u b i c i 
, Cm;.A!(S. k 

H o f m a n n - I O B - 2 0 1 


