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Washington, D. C, 20535-0001 ¢

December 19, 2003

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
enclosur

itled "Intelligence Oversiaht Board (IOB) b2
Matter,| | bTE
Federal Bureau o nvestlgation Headdquarters -

"

’ Sq

This enclosure sets forth details of investigative .
activity which the FBI has determined was conducted contrary
to the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations and/or laws, Executive Orders, or Presidential
Directives which govern FBI foreign counterintelligence and
international terrorism investigations. (U}

Enclosure

1 - Mr. Kelley
1 - 1
@ 278-8Q-c1229738-vI0~R4 5

b6
biC
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience.

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice .
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, QOffice of Professional Responsibility

U.S. Department of Justice
Room 4304

Spesa
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- “Term is used in Section 101(i) o

b2
E7E
Inve gati?g_gﬁ_ghii IOB mattexr has determined that, on

,,,,,, e Division initiatedf
who 1s a "United States person’lL_____ 1

£ the Foreign Intelligence
Surveillance Act of i i

] 1978 (Ff&%ﬁm;mamm—_.gé
inv b6
[ b7C

bTE

Attorney General Guidelines for FBI Foreign Intelligence Collection

vestigations (FCIG) .{ land
failed to forward the %0-day LHM to
e ice of Intelligence Poli i

(OIPR) , Department of
Justice (DOJ), as required. On I |forwarded the
annual LHM to| |then sent the LHM to the National

Security Law Branch for delivery to OIPR. This matter has been

referred to the FBI's Office of Professional Responsibility for
action desmed appropriate .
Deriv <
De Yy on:
wk 6t
ec/®
DATE: 06-29-2010
CLASSIFIED BY 65179 DMH/PL) ALL INFORMATION CONTAINED
REASON: 1.4 (c) HEREIN IS UNCLASSIFIED EXCEPT
DECLASSIFY ON: 06-29-2035

WHERE SHOWN OTHERVISE

e 2@2@ "United States person" is defined in Section 101(i) of the Foreign Intelligence
Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et seq.) as "a citizen of the United States for] P2

an alien lawfully admitted for permanent residence (as defined in Section 101(a)(20) of the Immigration = ©
angd Naturalization Act...." Sgggbgl fthe Attorney General Guidelines for FBJ Foreign

Intelligence Collection and Forei ounteri ﬂiamm]n%aﬂggxm;
Hofmann-10B-105




DECLASSIFIED BY 65179 DMH/plj}
OR 06-29-2010

® @

ERY
January 13, 2004 @
BY COURIER w
.

General Brent Scowcroft (USAF Retired)

Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building
725 17th Street, N.W. -
Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-

explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2003 97." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure
: 1.5(c)
classify on: X25-1
1 -~ Mr. KelleJi 1 - IOB Library
1 - -278-HQ-C1229736-vIo — 30|
t- ficty pseh, cTvi 12414 ‘Y
S

Hofmann-10B-106
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General Brent Scowcroft (USAF Retired)

Should!u or any member of your f require
additional information concerning this matteX, an oral briefing
will be arranged for you at your convenience.

Sincerely;

Patrick W. KRelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

Hofmann-I0B-107
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ALL INFORMATION CONTAINED
DATE: 06-29-2010 HEREIN IS UNCLASSIFIED EXCEPT
CLASSIFIED BY 65179 DMH/plj WHERE SHOUN OTHERWISE

REASON: 1.4 (c)
DECLASSIFY ON: 06-29-203 .
SEDEET

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
10B 2003 97 (1)

Investigati is JOB matter has determined that, | Jof
ho was a "United States person" as that term is used in the Attorney
neral Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence

Investigations (ECIQ),' was opened by thei . Fi eld Office of the Federal Bureau of

Investigation ("FBI") on ] The initiation and continuation ofE:'equired that bl
thel:i]l’ield Office and| !:omply with the requirements of P2
Executive Order 12863 and the FCIG. However, the| ield Office did not submit an oo
_initial 0 Junti] 1 b7E

submitted the initial 90-day letterhead memorandum on
__Jfor dissemination to the Office of Intelligence Policy and Review (OIPR) of
the United States Department of Justice. As a result of the significantly delayed reporting of the
initial 90-day letterhead memorandum, OIPR was precluded from exercising its responsibility for
oversight and review of an ongoing foreign counterintelligence investigation of a U.S. person,
contrary to the requirements of the FCIG.

This matter has been referred to the FBI's Office of Professional Responsibility for action
deemed appropriate.

D -
on: -1
SEpET
~~38( A "United States person is defined in of the ECIG as "an individual
who is . _. [a] United States citizen . . . or. . . [b] a permanent resident alien ... . " bTE
_ Hofmann-10B-108
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DECLASSIFIED BY 65179 DMH/pl)
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BY COURIER
General Brent Scowcroft (USAF Retired) ©%
Chairman v
Intelligence Oversight Board February 2, 2004
Room 5020
New Executive Office Building
725 17th Street, Northwest
Washington, D.C.
Dear General Scowcroft:
Enclosed for your information is a self-explanatory b2
i 3 } Matter' b7E
Federal

Bureau of Investigation Headquarters (FBI HQ), 2003-96." (U)

This enclosed memorandum sets forth details of
investigative activity which the FBI has determined was conducted
contrary to the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations and/or laws, Executive Orders, or Presidential
Directives which govern FBI foreign counterintelligence and
international terrorism investigations. This matter has also
been referred to our Office of Professional Responsibility for a

determination of whether any administrative action is warranted.
(U)

Enclosure

1 - Mr. Pistole b6
1 - OPR (IOB 2003-96). p7c

Dep. Dir.
Chiefof Saff_______
Off. of Gen.
Counsel
Asst, Dir:
Adwin, Ser.______
Crimw. Inv.
s
Fmance
Info. Res.
Lab.
Nationnl Sec. _____
QPR
OfF, of Public
& Cong. A3
Toink
Off.efEEOA __ __
Director's Office

1 -
%-Lzmz—zb‘%e-vm - 319

:kwe (5) Ywt
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MAIL ROOM Q
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

APPROVED: H3——brra— s

t. e . ".)
Fnenn TN

Diregtor een. o i — T
(TR B4 I‘ ot Ve
Beputy Director____ mmaﬁ; 4{% st Caig. n:ra, " .

%ﬁf M8, pesfio, mps

Cb ﬂﬂ“’ W.Sbtb

-2 -
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DATE: 06-25-2010
4 ALL INFORMATION CONTAINED
Cugng{?4ﬁ¥c?5179 DMH/pl) HEREIB IS UNCLASSIFIED EXCEPT

DECLASSIFY ON: 06-29-2035 . szg s WHERE SHOWN OTHERWISE

b2
b7E

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBI HQ) (U)
2003-96

Investigation of this IOB matter has determined that
on ] |, thel b:.v:.s:ton [ linitiated a :

(S l I ~|-on Because
the subject was and remains a “Un:.ted States person” as that term bl
is used in Section 101(i) of FISA?!, | |and | E%
| were required to comply with the requirements of L7
Executive Order 12863 and the mmg_ﬁnw_ BTE
Forei I i anc
Tnvestigati (FCIG). Consistent w:n.th those requirements,
repared and submitted to FBI Headquarters on 1
an initial 90-day letterhead memorandum (LHM setta.ng
(U) - - Fortn the basis for its-initiation-of [ pf the-subject..
Du dministrative exroxr, |
failed to forward 190-day LHM to the

Office of Intelligence Policy and Review (OIPR), Department of b2

Justice (DOJ), as required. The error went undetected until BB
when|:] 90-day LHM was forwarded to the

National Security Law Unit, FBIHQ, for submission to OIPR. This

error was further compounded by the failure of[_______Jto report

this matter to the FBI's Office of the General Counsel as a

potential IOB violation untill { PFailure to forward

the 90-day LHM was inconsistent with the oversight requirements
( U:l prescr:.bed in the FCIG, necessitating this report to the

' (U) The Foreign Intelligence Surveillancae Act (FISA) is codifled at
50 U.S.C. § 1801 et gegq.

Hofmann-I10B-111




DECLASSIFIED BY 65179 DMH/pl)
ON 06-29-2010

February 2, 2004
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatoxry

Limlom entitled “Tnﬁmmmwmﬂ:ﬁjter, b2
b7E
[ |Federa1_ﬁureau (<) nvestigation
2003-153."

eadquarters BIHQ) ,

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
lawsa, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

T ] b6
’<-1‘ ) 278-HO-C1229736-vI0 - 32 B7C
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Depaxrtment of Justice
Room S111

1l - Mr. H. Marshall Jarrett

Coungel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

i —— ia’é‘?’—r“

T SR s

»,1-' A
e

Doty Directar lm 'lea Pessdnnel___ u.mz..

-2 -
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ALL INFORMATION CONTAINED
DATE: 06-25-2010 HEREIN IS UNCLASSIFIED EXCEPT
CLASSIFIED BY 65179 DMH/pl) WHERE SHOWN OTHERWISE

REA3SON: 1.4 {c) »
DECLASSIFY ON: 06-29-2035 . SE T ‘

b2
b7E

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) °*
2003-153 (U)

{ g8 o igat ion : of th:Ls I

_ OB matter has determine £,
on oo b Divigion |
,f,fjf:f f1 ~Tor]
{8y ho is a “United States person” as that term
1§ used in Section 101(i) of the Foreign Intelligence

Suxrvejllance Act of 1978 (FIga).' Thus, continuation of the bl

investifation iezif:;; Zha: Jand | ) b2
comply with the reporting b6
emerncs or, che nera I Forei bIC
Intelligence Collection and Foreian Counterintelligence b7E
Invegtigati (FCIG). Due to an administrative error, I::
[ éaned to submit an initial S0-day letterhead memorandum
LHM) setti forth the basis for its initiation of a
£ the subject, as required by the FCIG. The error
went undetected until | l when the National Security
Law Unit, FBIHQ, notified] Jof the possible IOB violation
after receiving the Anmual Letterhead Memorandum on this case

from| |. This matter has been referred to the FBI's
Office of Professional Responsibility for action deemed
appropriate (S).

from -
De. Y

s%'r
crlml nspection Tralning

- ﬁp PMWE " lfl:.'?:':tc'y 3'ft.otEEO
mr’ Mtirs

Director________ Gen. Seanaed Jit. of Public &
Deputy Director, info. Res., Pemnel___ Cong. Atfs,

O ke X)) A “United States person” is defined in Section 101 (i) of the
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et
seq.) as ™a citizen of the United States [or] an alien lawfully admitted fox bg
permanent rvesidence {(as defined in sectjio 1({a) (20) of the Immigration and b78

Naturalization Act) . . . . See algo £ the Attormev General
Guid o I _Fo t i lection Forel er-

intelligence Investigations. Hofmann-I0B-114
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#  DECLASSIFIED BY 65179 DMH/p1]

ON 06-29-2010 ‘

&
&
February 4, 2004 % \d
BY COURIER
General Brent Scowcroft (USAF Retired)
Chairman
Intelligence Oversight Board
Room 5020
New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503
Dear General Scowcroft:
This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2003 90." (U)
The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary
to the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations and/or laws, Executive Orders, or Presidential
Directives which govern FBI foreign counterintelligence and
internatjonal terrorism investigations. (U}
Enclosure
Dep. DI, ——
w1 . My, k 11 q
N - ro (-] ey 1 -
At Uitz
&m_l ~ Mr. Cprran 1 - IOB Library b7C ]/),(,(Q"
e — ~23978-HQ-C1223736-VI0 — ZRY boc LB
r: Lo Y ’\/&’6‘ ¢
Teoh o
Trng . n vy oo G L o Inspoelion e
.’..-5"",' e i?.i “""'m“-m - G of k¢ 4
S — FEA R ohann- 0B peprey LD
" Unioond Racice_ o BOARSES s Mo e
O, of v Gedar_ oy COMSMESY o oo ?_?’R-f:-u—--—-m”‘p" )
: ctore Sevy . WAIL HOOK [ 32 T, el 55 ‘ . |




Srenet

General Brent Scowcz&t (USAF Retired)

3

Should you or any member of your staf! require o
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

John F. Curran
Deputy General Counsel :

1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department &f Justice
Room 5111

1l - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

1 - Mr. James A. Baker III d

Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room [6000]

. Hofmann-I10B-116




DATE: 06-29-2010
+ CLASZIFIED BY 65175 DMH/pl)

ALL INFORMATION CONTAINED
REASON: 1.4 (c
T DECLASSIFY 0:!:)06-29-2035 . HEREIN I3 UNCLA3SIFIED EXCEPT
. VHERE SHOUN OTHERVISE

®
SEQKET

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
IOB 2003 90 (U)

Investigation of this IOB matter has determined that, 3] —
{S) - ho was a "United States person" as that term is used in the Attorney General Guxdehnes
for FBI Foreign Inflhﬁel:Collecnon and Foreign Counterintelligence Investigations Q),!

was opened by th ield Office of the Federal Bureau of Investigation ("FBI") o
.E:hxnmiﬁaﬁnma.mntamno quired thatth ield Office an -
omply with the requirements of ecutive Order 12863 b2
e . Th ield Office submitted an initial 90-day letterhead memorandum to ‘;gc
0 Jb“‘{ b7E
not submit the 1niti ay letterhead memorandum to the S Natio hlt for
dissemination to the Office of Intelligence Policy and Review (OIPR) of the United States
Department of Justice unﬁl:ﬁ As a result of the significantly delayed reporting of the
initial 90-day letterhead memorandum, OIPR was precluded from exercising its responsibility for

oversight and review of an ongoing foreign counterintelligence investigation of a U.S. person,
contrary to the requirements of the FCIG.

This matter has been referred to the FBI's Office of Professional Responsibility for action
deemed appropriate. :

D on:

SE%T
(Uy -

e }3% A "United States person" is defined i:of the FCIG as "an individual
who is . . . [a] United States citizen . . . or. .. [b] a permanent resident alien . ... " '

b7E
Hofmann-10B-117




DECLASSIFIED BY 65179 DMH/pl3
ON 06-29-2010 ’

o
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February 4, 2004

BY COURIER
General Brent Scowcroft (USAF Retired)

Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled “Intelligence Oversight Board

|

I0B) Matter,
tﬁ 2003-122.7 (0)
The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary
to the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations and/or laws, Executive Orders, or Presidential

Directives which govern FBI foreign counterintelligence and
international terrorism investigations. (U)

Enclosure

1 - Mr. Szady

1 -1 ] b6
1 - Mr. Kelley b7C
1 - Mx. Curran

i -

¢ OPR
@ 278-HQ-C1229735-VIO_3;(I)

W HofmantrIOB-118

b2

b7E
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney Generxral

U.S. Department of Justice
Room 5111

1 -~ Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

T nspection Tralniog
APPROVED: gfl'sm 'Ln::oram .08

. Finance National See. Atairs
Wrector Gen, Counse), O Off. ot Putlic &
Deputy Director, {nio. Res Pessonnel Cosg AS .
\% P
NS
0\

-2 -

M Hofmann-I0B-119
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, % DATE: 06-29-2010 ALL INFORMATION CONTAINED

CLASSIFIED BY 65179 DMH/plj HEREIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (c) : VHERE SHOWN OTHERWISE
DECLASSIFY ON: 06-29-2035 .

sﬁ?{?r 4"

INTEL] MATTER oo
b7E

2003~122 (U)

Investigation of this IOB matter has determined that,
on | L thd [Division opened a| |

| | on| was (and remains) a
“Unlted States person” as that term 1s used in Section 101(i) of
the e nt ence vej e £ 78 (FISA).* Thus,
" : : : -1
- comply with the requirements of Executive Order 12863
an € Attoxney General Guidelines for FBI Foreign Intelligence
Coll i 1 Inve ion bl
(ECIG).? Consistent with those requirements, prepared d b2
§u_nggI an initial 90-day letterhead memorandum (LHM) on b6
getting forth the basis for its initiation of b7c
Jof the subject. [ b7E
failed to forward 90~day LHM to the FBL's Office of the

Gengral Counsel's National Security Law Branch' (NSLB) for filing
with the Office of Intelligence Policy and Review (OIPR),

Department of Justice (DOJ), as required. The error went
undetected until when the NSLB contactedﬁ

ord of a 90-day ILHM.
has since filed the

quired. This wmatter has
also been referred to the FB1's Office of Profeasional

Responseibility for action deemed appropriate. ﬁ(

De Y X

SpsagT : (,(,(o‘{
ﬁ?ﬁ’ﬂﬁ}ﬁﬁ Cmn lov,, &? Training

Laboictery Off ot {E0
F nance National Sec. Aifars,
: Dltec!or Gen. Counsal OPR_ Ol of Public &
. Deputy Oirector____info, Res,___ Parsonnel Cang. Affs_____

(U) The FISA is codified at 50 U.S.C. § 1801 gt seg.

2 (U0) Since that time, the Attorney General has issued new guidelines
for FBI National Security Investigations and Foreign Intelligence Collection,
dated October 31, 2003. However, since the actions occurred prior to the
issuance of the new guidelines, the old guidelines are cited herein.

Hofmann-I0B-120
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DECLASSIFIED BY 65179 DMH/plj :
ON 06-29-2010

LI K Ad

J# %ﬁb,
February 4, 2004 %

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, NW
Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self- igs
explanatory e entitled “Intelligence Oversight Board
(IOB) Matter, ivision, 2004-06."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and-international terrorism
investigations. This matter has also been referred to our Office
of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)

Enclosure

1 - Mr, Pist , b6
1
1
1

Dep. Dir.
Chief of Staff
Off. of Gen.
Coumsel
Asst. Dir:
Admin. Sev. ______
Crin.. lav,
cns
Finance
Info. Res.

National Sec.

OfF. of Public
& Cong. Afs.

Of. of EEOA ___ __
Director's Office

- VDol
MAIL ROOM O
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

John F. Curran
Deputy General Counsel

1 -~ The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

l -~ Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice :
Room 4304

1l - Mr. James Baker

Counsel for Intelligence Policy, OIFR
U.S. Department of Justice

.

\
APPROVED: &r&& oy (R

PR Sa0 e
CiLlme sz%gr gf&
Diector G A3 s, )
Oepiy Direcir ﬂ&w‘ febnios fieass,
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DATE: 06-30-2010 ALL INFORMATION CONTAINED
CLASSIFIED BY 65179 DMH/plj HEREIN IS UNCLASSIFIED EXCEPT

REA3ON: 1.4 (c) WHERE SHOUN OTHERWISE
DECLAISIFY ON: 06-30-2035 . SE p

INTELLIGENCE 8¥%R§ITHT BOARD (IOB) MATTER

"0

DIVISION e
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) {U)
2004-06
Inves.t;.fatim s IOB matter has rev n
(8) - ion initiated a

T X2 A | United States person. Due to
administrative error,| lfailed to forward the 90 day LHM, .
due onf '} to the National Security Law Branch (NSLB), P,
0GC, for submission to the Office of Intelligence Policy and b6
Review (OIPR), Department of Justice (lmiL,Jj_;mjlred by the b7C
CIG. Thi d until when the b7E

f_v |forwarded -
the annual LHM to NSLB. As a result of the error, OIPR was not
advised of the status of the ongoing investigation for
approximately one year.

A copy of this submission to the I0OB has been provided
to the FBI's Executive Assistant Director for
Counterterrorism/Counterintelligence and to the Office of
Professional Responsibility for action as deemed appropriate.

()
De¥
y ont
s@ts"r
VO |[;1%
APPR“VEB, Orim. lnv, [nspaction 1l ——
. oS Laboratory. WAE) o f
Fipar, National Sec,
g"‘“?!,._._._ﬁen.':wnsel R Oﬂ ofPubBc & ..
Lo Info, Res, Personnel Cong. AffS, oy

Hofmann-10B-123
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DECLASSIFIED BY 65179 DMH/pl)
ON 06-30-2010 .

[ B

February 4, 2004
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Overzight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2003 131." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

De?.Db.
rager——1 - Mr. Kelley L - 108 Library

Coneae 1- 8-HQ-C1229736-VIO- 334 P
Asn. Dir: 1 - N

cHs

Finance

jnfo, Res.

e s

National Sec. __

o ____ -IOB-

OF ot P Hofmann-I0B-124
& Cong. Alls.

& Con

Off. of EEQA

Director’s Office ____




{3eneral Brent Scowcroft (USAF Retired)

Should ygm or any member of your staff require
additional informa¥@®n concerning this matte oral briefing
will be arranged fér you at your convenience.

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 ~ Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.8. Department of Justice
Room 4304

1 - Mr. James A. Baker III
Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000

ﬁl ; al!oazl See. Afalss,

--.......Gen. Coun
.Depuwmm:..._.mmaa_.___“l""" o mpm““ .

YN B ey
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ALL INFORMATION CONTAINED
HERET UNCLASSIFIED EXCEPT
WHERE "SHOUN OTHERWISE

-

@

DATE: 07-28-2010

CLASSIFIED BY 65179/DMH/PLJ/adh
REASON: 1.4 (c)

DECLASSIFY ON: 07-28-203S%

¢
g

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

(8) .

IOB 2003 131 (U)

Inquiry has detexrmined that the Federal Bureau of

.. Investigation (FBI)

b2
b4
b7D
b7E
bl

dissemination to the intelligence community wasy

This matter has been referred to the FBI's Office of
Professional Responsibility for action deemed appropriate. (U)

060 [
, Orimiv _______ Inspect (QCLﬁ;liq oﬁr
APPROVED: ca Aoy L 50
Financa, atfonal Sec, Affakss

“Obector__ ,
Deputy Director, Info. Res,




® ®

DECLASSIFIED BY 65179 DMH/pl3

ON 06-30-2010 (bg

February 5, 2004
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear General Scowcroft:

Enclosed for your information is a self-explanatory

memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
IOB 2003 145." (U) -

This memorandum gets forth details of investigative

activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence

Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

[ X —
ADD Ad, e
ADDNY.
Asst. Dir2

CraL ¥,
dart.

LogeiCoun,
Asc. QO —
Toch. SHYE. e
Taking
Cong. Atle,Off,
oft, ot EEO
Of, Lisison &

Int. Alts,
Off. of Putillc Affe.

Direcior's Sev'y

Hofmann-10B-127
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.8. Department of Justice
Room 4304

1 - Mr. James Baker

Coungel for Intelligence Policy, OIPR
U.S. Department of Justice

B

Hofmann-108-128
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. ALL INFQRMATION CONTAIMED
DATE: 06-30-2010 HEREIN IS UNCLASSIFIED EXCEPT
CLASSIFIED BY 65179 DMH/pl3 WHERE 3SHOQUN OTHERWISE
REASON: L.4 (c) '

DECLASSIFY ON: 06-30-2035 >!<
8

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IOB 2003 145 (U)

Invesfigat'on gf this IOB matter has determined that,

the Field Office of the ?ﬁdﬁ:al_ﬂnﬁrau
';n_mmﬁ.:mmiamjon of a

who was a "United
States person® as that term 1s used in the Attorney General

Guidelines for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations (FCIG).! Thus the initiation

of | | ired FBI and | ]
to comply with the requirements of b1
xecutive Order an e FCIG. FBI| !submitted its

(81—

b2
initial 90-day letterhead memorandum and two subsequent annual b6
memoranda in a timely fashion. However, after the investigation b7¢C
was transferred to FBI the annual memorandum was filed b7E
approximately fifteen months later than required. As a result of
the delinquent, IPR was not properly advised of the
initiation of in accordance withl |of the FCIG.
This delayed reporting clearly precluded OIPR from exercising its

responsibility for oversight and review of an ongoing foreign
counterintelligence investigation of a U.S. person, contrary to
the requirements of the FCIG. This matter has been referred to

the FBI's Office of Professional Responsibility for review and
action deemed appropriate.

Deri +G-3
De Yy OIr -1

~Y&] A "United States person” is definedin[_______ Jof the FCIG as "an individual ~ °2_
whois. . . [a) United States citizen . . . or. .. [b] a permanent resident alien...."

Smsear_

-3- Hofmann-I0B-129
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DECLASSIFIED BY 65179 DMH/pl)
ON 06-30-2010

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

This letter forwards for your information a self- b2
explanatory enclosure entitled “Intelligence Oversight Board bTE
(I0B) Matter,[___ |Division, IOB Matter 2004-05." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FRI National Security
Investigations and Foreign Intelligence (Collection and/or laws,
Executive Orders, or Presidential Directives which govexrn FBI

foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

- Mr. Szady

133
- Mr. . b7¢
- 8Ssa

- OPR

MAL ROOM O
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

1 - Mr. James Baker

Coungel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150
o' @L
Trintag

APPROVED: ¢ o O £E0

Finance See, Affales,
Oector, Gan. Counsa!, (3] Of. ot Public &
Depty Director____Info. Res, Personnel_______ Cong.Ats
-2 -
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DECLASSIFY OM: 06-30-203S%

ALL INFORMATION CONTAINED
DATE: 06-30-2010 . w:n 18 UNCLASSIFIED EXCEPT
CLASSIFIED BY 65179 DME/plj SHOWN OTHERVISE

REASON: 1.4 {c) s%r

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

b2
[ "IpIvisioN bTE

IOB MATTER 2004-~05 (U)

The pDivision of the Federal Bureau of
Investigation ("FBI") has reported that, as a consequence of

| I this regard, before the search
was conducted the case agent correctly sought emergency court

authorization through FBI Headquarters and the Off?gg_gg_ggg

Attorney General Tf__\;h.e_lm.j_r_ad_s:_a.l;ies to_execute a
on _the mornina of .|

bl

b7E

1 During the period after the seaxrch was
conducted andLn;igx]to its being authorized by the Attorney
General, the Division realized what had occurred, and the
case agent was immediately contacted and instructed not to
disclose the contents of the document to anyone and to destroy
any copies of the searched document which had been made. This
was done, and a different Special Agent was subsequently assigned
to conduct a second search after the requisite search authority
had been obtained. The circumstances surrounding the initial
unauthorized search have been reported to the Office of
Intelligence Policy and Review, Department of Justice, and to

the FBI's Office of Professional Responsibility for appropriate
disposition.

De £r s -
De Y om: 1

.@é.
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DECLASSIFIED BY 65179 DMH/plj
ON 06-30-2010

February 5, 2004

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled “Intelligence Oversight Board
(I0B) Matter[  Ppivision, IOB Matter 2004-04." (U)

b2
b7E

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or, laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

Mr. Szady b6
~ Mr. Curran b7C
- SSA

OPR

1 -
71)- 278-HQ-C1229736-vIo-H(

R

Dep. Dir.
Chief of Staff
Off. of Gea.
Counsal

Asw. Dir.:

|

|

Crim.. Inv,
Clis

Info. Res.

National Sec.

OPR
OFY. of Public

& Cong. Afs.

OfE. of EEDA __
Director’s Office ___

MAIL ROOM O FEBVDOS
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

John F. Curran
Deputy Gemeral Counsel

1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Tnspecon Ty,
APPROVED: css. ws..___._.. ;m-——— o @&

Degry Direcas ﬁ;ma Persqnel gong. Atls.____.
-2 -
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DATE: 06-30~2010
CLASSIFIED DY 65179 DFMH/pl)

¢ _JLL INFORMATION CONTAINED
REAZON: 1.4 (c) RREIN IS UNCLASSIFIED EXCEPT
DECLASSIFY ON: 06-30-2035 SHOUN OTHERWISE
SE%‘I‘ ,

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2

[ ___Iprvision b7E
IOB MATTER 2004-04 (U)

~The Federal Bureau of Investlltlon ("FBI ") has

a permanent resident alien, the FBI f ile O comply
WitR the annual reporting requn.rement prescrlbed in{

of the At £ B i
Co tion and F i int ' 1 i i b1
(EI_C;‘;) .} In this regar the b2
Division Jdon bs
the subject| ]. Because b7C
the subject was (and remains) a "United States person"* as that b7E
term is defined in Section 1801(i) of the Fore t

illan ct (FI ., continuation of the
required that omply with the reporting requirements of

[_E)Mﬁ Order 12863 and the FCIG. Due to administrative error,
failed to submit the annual letterhead memorandum (LHM)
due in| until [ - 1 This eight-month
delay precluded the Office of Intelligence Policy and Review,
Department of Justice, from exercising its responsibility for
oversight and review of an ongoing | f a

U.S. person. The matter has been reported to the 8 Office

of Professional Responsibility for action deemed appropriate.
(S)

sctiva Teaining
cmm..___tm gt
Derived rom~ G-3 Finance Nafionai Sec, Affairs

Declassigpagon: X1 g Coun 7 o OffotPublicd

w_ma \\1 {;n*nt——- Cong. Affs..

mmww (N_.S__LG) "[alctivities comenced under the
FCIG [are to be] continued and completed under the FCIG@, notwithstanding the

adoption of the NSIG." See Memorandum from Attorney General John Ashcroft to
Robert S. Mueller, III, dated October 31, 2003,

Oy 23@ “United States person” is defined in Section 101(i) of the

FISA (codifled at S0 U.S.C. § 1801 et seg.) as “a citizen of the United States bz
[ox] an alien lawfully admitted for permanent residence {as defined in sectiomn b7E

101(a) (20) of the Immigration and Naturalization Act) . . . .” See also
of the FCIQ. Hofmann-I0B-135
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¢ DECLASSIFIED BY 65179 DMH/plj
. 0F 06-30-2010
_—

' January 20, 2004"

BY COURIER

General Brent Scowcroft (USAF Retired) Q
Intelligence Oversight Board ’
Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20530

Dear General Scowcroft:

This letter forwards for your information a self-explanatory enclosure entitled
“Intelligence Oversight Board Matter, IOB Matter 2004-11." (U)

The enclosure sets forth details of investigative activity which the FBI has

determined was conducted contrary to the Affomey General Guidelines for FBI Foreign
telligence Collecti i ounterinte]ligen vestigations and/or laws, Executive

Orders, or Presidential Directives which govern FBI foreign counterintelligence and international
terrorism investigations. (U)

Enclosure

lassify on: X25-1

1 - Mr. Curran Wo 960’ bt “ﬁ&d&

1- AN 68ofpg L nletvv @ jggc
Den.OF. 1- Arm, see] niee] Crus
el ——1 - OB Library islo#
Comsel [ 298-HQ-C1229736-VIO—~ R4S’
Adavi. Ser, <
Crim., Inv.
cns
Finance
Info.Res. _______

Lab
National Sec. ____

o i _SBERET_ Hofmann-I0B-136

& Cong. AfR, __

Training ______ _
Off. of EEQA
Divector’'s Office ____
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General Brent Scowcroﬁ (USAF Remed)'
N Should you or any member of your staffs reqmre addmonal mformanon concemmg tlns .
matter anoralbneﬁngmllbemgedforyonatyumconvemence ('U) S .

. Sincerely,

L ,,1 The Honorable IohnD Ashctoit
~~ - Attorney General - »
U.s. Dopmment of Justxce
Room 5111* o

‘ o 1- MrImnesBaker P
'~ -+ Counsel, Office of IntelhgcncePohcy and RWIOW
U&Department oqustice o

i I Mr*H Marshalt!arrett R S
Counsel, Office of Profemona.l Responsxbmtg
- US.Department of Justice: . -
'” 20Massachusetw Ave Smto 5100

- SEeRET 4ofmann-108-137




A ALL INFORMATION CONTAINED
DATE: 06-30-2010

HEREIN IS5 UNCLASSIFIED EXCEPT
CLASSIFIED BY 65179 DMH/plj WHERE SHOWN OTHERWISE

REASON: 1.4 (c)
DECLASSIFY ON: 06-30-2035 . S T .,

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IOB MATTER 2004-11

Investigation of this IOB matter has determmed tha | the

(8) [ Iivision imtiatcd af

a "United States person" as that term is de in Section 1801(1) of the Foreign Intelligence
Survelllancc Actof 1978 50 U S. C Secuon 1801 _; §Q Pursuant tq |of the

bl

: b2
.@mmmm_mgs_ms_ug) _ as required to complete “‘[;:l b6

[ Iwithin 120 days of initiation or obtain an extension from the SAC, who is authorized to 323;
grant 90-day extensions for a period of up to one year. Th Division did not obtain the
SAC's authorization to extend the[ beyond the original 120-day period,

which ended on | Juntilf ~{more than three months after the request was
due.

This matter has been referred to the FBI's Office of Professional Responsibility for action
deemed appropriate.

Dert -~ G-3
De on: 5-1

Sﬁ@r

0 oefrsun( cTVWE

mﬁ?‘: wofsee ! Jol
-

e ti— Caus, 06 nerel gonu =

tufo. Res. ‘\"511’7'

OF, of Public Hofmann-10B-138
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* 'DECLASSIFIED BY 65179 DMH/plj
0N 06-30-2010

9

January 20, 2004
BY COURIER
o 9 3
General Brent Scowcroft (USAF Retired) R
Chairman -
Intelligence Oversight Board
Room 5020
New Executive Office Building

725 17th Street, N.'W.

Washington, D.C. 20530

Dear General Scowecroft;

This letter forwards for your information a self-explanatory enclosure entitled
“Intelligence Oversight Board Matter, JOB Matter 2003-102." (U)

The enclosure sets forth details of investigative activity which the FBI has

determined was conducted contrary to the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence Investigations and/or laws, Executive

Orders, or Presidential Directives which govern FBI foreign counterintelligence and international

terrorism investigations. (U)

Enclosure

1-

1 - Mr. Curran

%;‘ 1 -10B Library

National See. _____
QPR
OfF. of Publie
& Cong. Afls, ____
Training
Off. of EECA

78-HQ-C1229736-VIO — 24§

Director’s Offies ___

MALL ROOM O

CLASSIFIED WHEN

g E b6
a4 0“{”‘“’/611/"317 b7C

Dep. Dir, 1+ Qi oce] Nyl

QLR
Nisfs¥

“SESRET_ Hofmann-I0B-139
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General Brent Scowcroft (USAF Retired)

Should you or any roember of your staff require additional information concerning this
matter, an oral briefing will be arranged for you at your convenience. (U)

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attomey General
U.S. Department of Justice
Room 5111

1 - Mr, James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
20 Massachusetts Ave., Suite 5100

-2 -
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DATE: 06-30-2010 . ALL INFORMATION CONTAINED
LCLASSIFIED BY 65179 DMH/pl) HEREIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (c) ~ WHERE 3HOWN OTHERWISE

DECLASSIFY ON: 06-30-2035
Gr @

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
IOB MATTER 2003- 192-

e

($) - Investigation of this IOB ma ined that on| l the Field
Office mittatedal | a "United States pOtSOIl" as that term is o1
defined in Section ence Surveill U.s.C. b2
Section 1801 gt seq. Pursuant to f the FCIG, eachy of a U.S. bé
person must be reported to OIPR within 90 days of initiation. The [Division did not b7C
forward the 90-day LHM to FBI headquarters for forwarding to OIPR until| ] B7E

four months after it was due.

This matter has been referred to the FBI's Office of Professional Responsibility for action
deemed appropriate.

De oM -3

SE%ET

G v w %clb&b

clis

Notionsl e, Com s

- Qawa, odef Ns184 \alo¥ Hofmann-10B-141
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DECLASSIFIED BY 65179 DMH/pl)
Ulll 06-30~-2010

BN
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% ’ ™
‘ January 20, 20&
BY COURIER .
y 90
General Brent Scowcroft (USAF Retired) ) }. r
Chairman
Intelligence Oversight Board
- Room 5020
New Executive Office Building
725 17th Street, N.'W.
Washington, D.C. 20530
Dear General Scowcroft:
This letter forwards for your information a self-explanatory enclosure entitled
“Intelligence Qversight Board Matter, IOB Matter 2003-88." (U)
The enclosure sets forth detalls of i mvestlgatwe achwty which the FBI has
determined was conducted contrary to the ener
elligence Collecti d Forei teri t igenc and/or laws, Bxecunve
Orders, or Presidential Directives which govern FBI forelgn countenntelhgence and international
terrorism investigations. (U)
Enclosure
1- Mr. Cumran 3 waefooe (34{0F o
oo 0. i' / ~NSUL (TLUT; b7C
N NSLEY LRz
ot e =1 - IOB Library Wia o
Comsaat._ 278-HQ-C1229736-VIO ~35}
Admin, Ser.___
Crim. Jav.
cus
Finmce
Info. Rea,
Lab.
Notioond See,
o W Hofmann-IOB-142
& Cong. Affx.
Treining
Off. of EEOA
Director’s Office
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional information concerning this
matter, an oral briefing will be arranged for you at your convenience. (U)

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility

U.S. Department of Justice
20 Massachusetts Ave., Suite 5100

-2 -

M Hofmann-10B-143




DATE: 06~-30-2010 ALL INFORMATION CONTAINED
*  GLASSIFIED BY 65179 DMH/plj HEREIN I3 UNCLASSIFIED EXCEPT
°  REASON: 1.4 (c) WHERE SHOWN OTHERWISE

@  DECLASSIFY ON: 06-30-2035
@ = g

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
JOB MATTER 2003-88

Investigation of this IOB matter has determined that on|_ | the] Field
{8) daf. PpfL_ __|a "United States person" as that term is b1
defined in Secuon 1801(1) of the Forcl n Intelligence Surveillance Act of 1978, 50 U.S.C. b2
Section 1801 et seq. Pursuant td::f)f the ECIG, each] _ Jofa U.S. b6
person must be reported to OIPR within 90 days of initiation. The] Division did not .2;2
forward the 90-day LHM to FBI headquarters for forwarding to OIPR until l ’

four months after it was due.

This matter has been referred to the FBI's Office of Professional Responsibility for action
deemed appropriate.

Dert : -3

SpeeT

Dep. Dir.
Chicf of Staff
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Ass. Dirz
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National Sec.
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s DECLASSIFIED BY 65179 DMH/pl}

ON 06-30-2010

January 20, 2004
BY COURIER .
General Brent Scowcroft (USAF Retired) '\-9,.
Chaimman -
Intelligence Oversight Board
Room 5020
New Executive Office Building

725 17th Street, N.W.
Washington, D.C. 20530

Dear General Scowcroft:

This letter forwards for your information a self-explanatory enclosure entitled
“Intelligence Oversight Board Matter, IOB Matter 2003-80." (U)

The enclosure sets forth details of investigative activity which the FBI has
detenmned was conducted contrary to the WMM@
g ellige

stigations and/or laws, Executive
Orders, or Presldenual Dlrectwes which govem FBI forelgn counterintelligence and international
terrorism investigations. (U)

Enclosure

1 - Mr. Curran ?“" 08¢ (N‘St-blmt (l;\.‘&\O"\

1 ) 06C/usus{cTLe bé
SR 1 L Qawt, 62| e8] Crus oTe
OFf of 1-10B Library - diafod
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional information concerning this
matter, an oral briefing will be arranged for you at your convenience. (U)

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attomey General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility

U.S. Department of Justice
20 Massachusetts Ave., Suite 5100

-2 -
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DATE: 06-30-2010
CLASSIFIED BY 65179 DMH/plj

+ FREASON:

DECLASSIFY ON: 06-30-2035

Info. Res.

OfT. of Pubtic

Oft. of EEOA
Dircclor’s Office

ALL INFORBATION CONTAINED
HEREIN I3 UNCLASSIFIED EXCEPT

1.4 (c) WHERE SHOUN OTHERWISE

* ¢ &

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
10B MATTER 2003-30

Investlgatxon of thxs IOB matt ined that on| |, the - [Field
i . o V1 “United States person" as that term is bl
: ' Intelligence Surveillance Act of 1978, 50 U.S.C. b2
Section 1801 et seq. Pursuant to of the FCIG, each| bfaU.s. 2? .
person must be reported to OIPR within 90 days of initiation. Th ivision did not :

b7E

forward the 90-day LHM to FBI headquarters for forwarding to OIPR until
four months after it was due.

. This matter has been referred to the FBI's Office of Professional Responsibility for action
deemed appropriate.

O, 0Ge] NsLefomissr Hofmann-108-147

Aiale¥ MG, crge

FRVDOY
MAIL ROOM O




. PECLASSIFIED BY 65179 DMH/pl)
7 o 06-30-2010
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January 10, 2004
BY COURIER

, QQ
General Brent Scowcroft (USAF Retired) », ‘
Chairman . *
Intelligence Oversight Board
Room 5020
New Executive Office Building
725 17th Street, N.W.

Washington, D.C. 20530

Dear General Scowcroft;

This letter forwards for your information a self-explanatory enclosure entitled
“Intelligence Oversight Board Matter, IOB Matter 2002-69." (U)

The enclosure sets forth details of investigative activity which the FBI has
determined was conducted contrary to the Foreign Intelligence Surveillance Act of 1978, 50

U.S.C. Section 1801 et seq., which governs FBI foreign counterintelligence and international
terrorism investigations. (U)

Enclosure

CLASSIFIED WHEN

*\10(0‘(

1 - Mr. Curran
1- ﬁ; oGC/ws\») t’u(r'[ b6
1- W, o6 NS Coruas ‘ b7C

Dep. Dir. 1-10B Library g lot
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Counse}
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional information concerning this
matter, an oral briefing will be arranged for you at your, convenience. (U)

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D, Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel
Office of Intelligence Policy and Review

U.S. Department of Justice

1 - Mr. H. Marshall Jarrett
Counse}, Office of Professional Responsibility
U.S. Department of Justice
20 Massachusetts Ave., Suite 5100

-2 -
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DATE: 06-30-2010 ALL INFORMATION CONTAINED
CLASSIFIED BY 65179 DMH/plj HEREIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (¢) WHERE SHOUN OTHERWISE

JPECLASSIFY ON: 06-30-2035 "
SMET @

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER

IOBMATTER 2002-69
. igation of this IOB matter has detemnFﬂM Jal |
{8y L fwas initiated of possible espionage by a "United States

personmas“that term is defined in Section 1801(1) of cl"?)rexﬁnhtelhgcnce Surveillance Act of

1978 (FISA), 50 U.S.C. Section 1801 et seq. O a federal grand jury subpoena was
drafted It was served on|
[without prior authorization from the Attorney General. | 1
Herived information may not be b2
disclosed for law enforcement purposes or used in a criminal proceeding without prior b3
authorization of the Atitorne . _Pursuant to a memorandum of the Attorney General dated .E;s o
b7E

This matter has been referred to the FBI's Office of Professional Responsibility for action
deemed appropriate.
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e’ PECLASSIFIED BY 65179 DMH/plj
06-30-2010

AL

‘ ' . January 10, 200‘ -

BY COURIER : . Q’

k)

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20530

Dear General Scowcroft:

This letter forwards for your information a self-explanatory enclosure entitled
“Intelligence Oversight Board Matter, IOB Matter 2002-78." (U)

The enclosure sets forth details of investigative activity which the FBI has
determined was conducted contrary to the Foreign Intelligence Surveillance Act of 1978, 50

U.S.C. Section 1801 et seq., which governs FBI foreign counterintelligence and international
terrorism investigations. (U)

Enclosure

(hafot
e e ol tfuly

1 Oniwa, o6e{Nsee) o pre

Dep. Dir. 1-IOB Library \elow
b 278-HQ-C1229736-VIO ~ 30
Counsel
Asgt. Dir:
Admin. Ser.

&

s Should you or any member of your staff require additional information concering this -
wh. Res____matter, an oral briefing will be arranged for you at your convenience. (U)
Ok g
* - -
R Hofmann-10B-151
&Cong Als.
Training
OfF, of EEOA
Diroctor’s Office ___
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General Brent Scowcroft (USAF Retired)

Sincerely,

John F. Cumran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attomey General

U.S. Department of Justice
Room 5111

1 - Mr, James Baker
Counsel
Office of Intelligence Policy and Review
U.S. Department of Justice

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice
20 Massachusetts Ave., Suite 5100

-2 -
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DATE . 06-30-2010
IFI!:D BY 65179 DMH/plj
: 1.4 {¢)

LLL
“REA

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOUN OTHERWISE

< DECLASSIFY ON: 06-30-2035

e

]NTBL'LQBNCE OVERSIGHT BOARD (JOB) MATTER

1I0B MATTER 2002-78
1) R — _Investigation of this IOB matter has dc ermined that onl |the|_ ]
Division initiated of la "United States person” as
that term is defined in Section 1801(3) of the Intelligence Surveillance Act
(FISA), 50 U.S.C. Section 1801 et seq. The msxou received aaﬁmm&_
M tocondue] o
of ninety-days duratio On | the FBI search
{S) kesidence On [the] Division forwarded] to FBI o1
ea qua.rters, and onf H BI headquarters forwarded) ko b2
Ol ‘ FBI headquarters asked OIPR to obtain another extension b6
of t did pot request a renewal of thef ~Jorder at that ‘g"g
(8) umﬂomcﬁmeﬂmea&cr, th ivision encountered tccl_zmcal daﬁiculnes w1th 1ts '
5 . d asked that the renewal request include approval for{ ™ o ﬁ
b residence so that when the necessary adjustments were made to] la
(S) _Fould be conducted. i
‘When questioned, OIPR stated that there was not enough time to request renewal o
uthorization by the] lcourt deadline. On [the FBI
provided OIPR with its recommended changes t Jpackage. The
following day, OIPR forwarded a final package to FBI headquarters for signature
by the Supervisory Special Agent and certification by the Director. Despite the fact that OIPR
had previously stated that there was insufficient time to request authorization fo
the final package included a request to continue thgl |authonzatxon. )|
headquarters did not have sufficient time to forward the [declaration, by secure
facsimile, to the ivision for review. Unbeknownst to the Supervisory Special Agent at
headquarters who signed thd ~ Heclaration, it included an incorrect statement that
the FBI had not conducted [during the prior 90-day authorization period and was,
therefore, requesting an additional 90 days in which to conduct it.
This matter has been referred to the FBI's Office of Professional Responsibility for action
deemed appropriate.
DepDx o Deriv T G-3
O of Gen. sify on: -1
mE— Yo fpale sipeer
Fnance TAL B
o — Cowns, eo‘c«lﬁi ﬁ?‘ .
National See. _____ 7] U
OFF of otk tﬂ% r oTY & ' Hofmann-I0B-153
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! &  »DECLASSIFIED BY 65179 DMH/pl)

| o ON 06-30-2010

! r

’ January 10, 2001‘

BY COURIER %Q

General Brent Scowcroft (USAF Retired) )
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20530

Dear General Scoweroft:

This letter forwards for your information a self-explanatory enclosure entitled
“Intelligence Oversight Board Matter, IOB Matter 2003-55." (U)

The enclosure sets forth details of investigative activity which the FBI has

determined was conducted contrary to the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence Investigations and/or laws, Executive

Orders, or Presidential Directives which govern FBI foreign counterintelligence and international
terrorism investigations. (U)

Enclosure

1 . mbl,,ﬂac{'psws bé

b7C
Dep. Di. 14 , 08 rlfbdfl (oo W

o 1 - TOB Libraty elor
@2’1&}1@&229736%0*%2—
Admin, Ser___
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional information concerning this
matter, an oral briefing will be arranged for you at your convenience. (U)

Sincerely,

Jobn F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attomey General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel '
Office of Intelligence Policy and Review
U.S. Department of Justice

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
20 Massachusetts Ave., Suite 5100

-2 -
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erz:: 06-30-2010 ALL INFORHATION CONTAINFD
CLASSIFIED BY 65179 DMH/plj HEREIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (c) WHERE SHOUN OTHERWISE

» DECLASSIFY ON: 06-30-2035
S T

INTBLL ENCE OVERSIGHT BOARD (I0B) MATTER

10B MATTER 2002-55
Investigation of this IOB mauerlhmm‘ifd that, on| ] the|
(5} Division initiatedaf g who is a "U.S. person" as that term is used
Ii:m_ffl(:) of the Foreign Intelligence Surveillance Act of 1978 (FISA). Pursuant to
f the Attorney General Guidelines for FBI Foreign Intelligence Collection an b1
Forei intelli vestigations (FCIG),’ notification of the investigation was due to b2
e of Intelligence Policy and Review (OIPR) within 90 days of its initiation. o[ 1 s
thy ivision uploaded the required notification, a 90-day LHM, into the FBI's g;g
Automated Case Support (ACS). The 90-day LHM was directed to the Counterintelligence
Division. Accordingto the Counterintelligence Division's records, it did not receive a hardcopy
of the 90-day LHM unmm six months after it was uploaded into ACS, at which
time it was forwarded to or forwarding to OIPR.

Investigation of this matter has further determined that orf | thel I
lvisi ded the required annual notification, thd____JLHM, into ACS. Pursuant to
w& the FCIG, the FBI is required to furnish to the Attorney General or his designee b2
a summary of each investigation at the end of each year the investigation continues. Although b7E
the Counterterrorism Division's records reveal that tth: LHM was forwarded to NSLB soon
after it was received in] | NSLB has no record of receipt. Accordingly, the[_ J.HM
was not forwarded to the Attorney General of his designee when it was due.

This matter has been referred to the FBI's Office of Professional Responsibility for action

deemed appropriate.
Den " G-3
De on: -1
SEQ@T
Wet] 06 (’J-fl 0('(
Dep. Di.
i —  Cuns ocefwsesforuz
oy
Adavin, Ser__ ! N Although the EQ_;[Qwas superseded on October 31, 2003 by the Attorney General's
g,";hv—-—e idelines fc I National ves 11i ollection (NSIQ),
Toanee “activities commenced under the QLG [are to be] continued and completed under the FCIG,
u______nomlthstandmg the adoption of the NSIG." October 31, 2003 Memorandum of Attorney
_‘General John Ashcroft. Hof 10
o R ofmann-IOB-156
& Cong. AR, ___
Troiing __
Off.of EEOA _____
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DECLASSIFIED BY 65179 DMH/pl)

ON 06-30-2010 January 21, 2004
' BY COURIER _
General Brent Scowcroft (USAF Retired) : J§/
Chairman
Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20530

Dear General Scowcroft;

This letter forwards for your information a self-explanatory enclosure entitled
“Intelligence Oversight Board Matter, IOB Matter 2004-20." (U)

The enclosure sets forth details of investigative activity which the FBI has

determined was conducted contrary to the Attomey General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence Investigations and/or laws, Executive

Orders, or Presidential Directives which govern FBI foreign counterintelligence and international
terrorism investigations. (U)

Enclosure

Flassify on: X25-1
1 - Me. Curreg 9&0(2)6& Aasio¥

1 06 &stélcg\pz_tll‘éﬂ./_ bé
1

Mw Crliaz b7C

1-10B lerary dislo#
278-HQ-C1229736-V10-'3> @
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional information concerning this
matter, an oral briefing will be arranged for you at your convenience. (U)

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
20 Massachusetts Ave., Suite 5100

-2 -
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DATE! 06-30-2010 6 gxmomrmu CONTAINED
CLA33IFIED BY 65179 DMH/plj = IK I2 UNCLASSIFIED EXCEPT
REASON: 1.4 () WHERE SHOUN OTHERWISE

DECLASSIFY ON: 06-30-2035 S%T

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

IOB MATTER 2004-20
(§) Investigation of tlns IOB matter has determined that on [ ’ l the | ]
Field Office initiated 4~~~ “lof|. |a "United States person" as that term
is defined in Section 1801({) of Jligence Surveillance Act of 1978, 50 U.S.C. bl
Sectlon 1801 ¢t seq. Pursuant tmf the Attorney Geperal Guidelines for FBI b2
tellige ection and F unterintelligence [nvestigations (FCIG), the FBLis ~ P®

reqmred to furnish to the Attorney General or his desi%ee a summary of each investigation at the bTE

end of each year the investigation continues. The Field Office did not submit an
annual report for the yemri__]

This matter has been referred to the FBI's Office of Professional Responsibility for action
deemed appropriate.

i i— e oee [lsec [‘%[b‘{

o~ (s, 00e{NsLE cnu =
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DECLASSIFIED BY €5179 DME/pl)
ON 06-29-2010

February 27, 2004

BY COURIER

General Brent Scowcroft (USAF Retired)
Chaixrman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

This letter forwards for your information a self-

explanatory enclosure entitled “Intelligence Oversight Board
(10B) Matter,ﬁDivision, I0B Matter 2004-22." (U)

The enclosure sets forth details of investigative
activity which the FBI has detexmined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/oxr laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terxrorism
investigations. (U)

Enclosure

1

Mr. Szady
- Mr. Curran
- SSA
- OPR

(i 278-HQ-C1229736-VIO-380
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_BREREI )

General Brent Scowcroft (USAF Retired)

. Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft

Attorney General

U.S8. Department of Justice

Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice

Room 4304

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice M
Room 6150 2113}
Ws\a‘\‘)« '3let
nppnouin.cmu Inspestion_ Training
e O Laboratory. Oft. of EED
financa Matignal Sac, Atfairs_
Dicector__ ... Gen. Cousel t | Off. of Public
Deputy Direttor judo. Res, Personnel ... Cong.Afls
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DATE: ] 06-29-2010 ‘
CEASSTFIED BY 65179 DMH/ply .

REASON: 1.4 (¢, d)

NFORMATION CONTAINED

H IS UNCLASSIFIED EXCEPT
DECLASSIFY ON: 06-29-2035 \ WHERE SHOWN OTHERWISE
SECRET .
b2
INTELLIGENCE T BOARD (IOB) MATTER b7E
DIVISION

10B MATTER 2004-22 (U)

The[_____ |Division | | of the
Federal Bureau of Investigation ("FBI") has reported several
'} errors in conjunction with that
(8)- l@éign.‘.a_szmiml —Jlof the

Iin
this regard,]

{8y subsequently determined that a typo-
graphical error was made when authority to continue coverage

(SJWWWOﬁi' |was sought vra_EBI_HeadanarLars. i ]
intended for SUXve wast Thmgﬁed
1 the error was realiFd oni
T was transferred from

was Lorwarded to FBLI Headquarters for submission to the Office o

[ﬂice Policy and Review (OIPR), Department of Justice[ __ ]

or destruction.

(U)o % did not end there wever.
further report:ed that, on
Eﬁhat the recording system used by its contractor!
failed to maintain the program changes initiate ]
rlng___Llnﬂzrmatlon Systems Administrator when the first
as discovered on |

I resulted
in the cgllgg;fin of [ Jadditional unauthorized between

and This material was also
sequestered and submitted to OIPR and the

for destruction.

(U) This matter has been reported to the FBI's Office
of Professional Responsibility for appropriate action.
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b2
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DECLASSIFIED BY 65179 DMH/plj ‘
ON 06-29-2010

‘A
A ¥4
Februvary 27, 2004
BY COURIER
General Brent Scowcroft (USAF Retired)
Chairman
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.
Dear General Scowcroft:
This letter forwards for your information a self- b2
explanatory e entitled “Intelligence Oversight Board b7E
(I0RBR) MatterJ ivision, IOB Matter 2004-23." ()

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - Mr. Szady be
1l - Mr. Curran

@- 278-HQ-C1229736-VIO- 282
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‘ ® |
General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

John F. Curran
Deputy General Counsel

1l - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

1 -~ Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150 vw‘

z{13joy
EB' Crim. v, ¥.(/lnsaectm Training
APPROM e CIIS Labaratory Off, ot EEQ
finante Hational Sex, Affavs
Ditechor, Gen. CounsetN____ GPR Qo of Pubic
Dapuy Oirector_____ tnfa. Res, Parsanndl Cong it |,
-2 -
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DATEY 06-29-2010
. CLASSIFIED BY 65179 DMH/plj
REASON: 1.4 {c)

Q‘mmnan CONTAINED
N IS UNCLASSIFIED EXCEPT

DECLASSIFY ON: D6-29-2035 SFXET VHERE SHOWN OTHERWISE
INTELLIGENC] T BOARD (IOB) MATTER b2
, DIVISION b7E
JOB MATTER 2004-23 (U)
(U] e }gg The [ ] Division | | of the
Federal Buteau of Investigation ("FBI") has reported that, as a
consequencel:g_f_miadvertent oversight by a contract computer
technician, collected| beyond the bl
period authorized for(— ___ — — _— —— ] :EEE
in an_ongoing b6
(S) f-on a "United States  pic
person" as that term is used in Section 101 of the Foreign
Intelligence Surveillance Act (FISA).
(U) )5( Cn[ authorized the
continuation of lof _the sub-ject.
' ]
[ [that
additional | _land
during the period between| and | ‘
This collection was unauthorized. Once the error was realized, b2
the complete electronic record | 7B

was transferred from| computerized recording equipment
to a computer disk, and the disk and all associated copies of the
documents were forwarded to FBI Headquarters for submission to
the Office of Intelligence Policy and Review, Department of
Justice| for eventual destruction. later

rﬂﬁﬁmd.n&d_tha.f_f.h:is unauthorized collection occurre ecause
was being monltored by a contract emplovee
l |‘Ee error Eas

been reported to the FBI's Office of Professional Responsibility
for action deemed appropriate.
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DECLASSIFIED BY 65179 DMH/plj}

ON 06~29-2010

. . é:fa;
2
%%
Februaxry 27, 2004

BY COURIER

Genexral Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
enclosure, entitled "Intelligence Oversight® Board (IOB) Matter, :
' b2
| _ iFederal oTE
} Bureau of lInvestigation Headquarters (FBL HQ), 2003-159."
This enclosure sets forth details of investigative
| activity which the FBI has determined was conducted contrary to
f the Attorney General Guidelines for FBI Foreign Intelligence
! Collection and Foreign Counterintelligence Investigations and/or
' laws, Executive Orders, or Presidential Directives which govern

: FBI foreign counterintelligence and international terrorism
i investigations. (U)

300106¢
: Crign. Iy, specl i
Enclosure ﬁ?ﬂ@m: :‘.:.!!S —&i {’::fﬁ"‘gl Tralnizg

> ; O, 6f EEQ
‘ b6 Firanes_ el Aiars,
1 - Mr. Pistole b7C Direclor_______ Gza. Ga.asa) o Gil. of Publc &
1 - Depuly Director____lnfo. Res._ Parsonnel Cong. Affs.

é- 278-HQ-C1229736-VIO- 384
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1l - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility

U.S. Department of Justice
Room 4304

-2 -
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° . . ALL INFORMATION CONTAINED
DATE: 06-29-2010
HEREIN I3 UNCLASSIFIED EXCEPT
CLASSIFIED BY 65179 DMH/plj
REAZON: 1.4 {(c) WHERE SHOUN OTHERWISE

DECLASSIFY OK: 06-29-2035 SME

b2
b7E
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)
2003-159 (U)
;m_rgg;iiatio is IOB mat:te hag determined that,
on the [ | initiated a
R e —— - of- who is a “United
ates person” as that term is used in Section 101 (i) of the
elligen £ 1978 (FISA).! 8
continuation of the required thadj::] '
comply with the requirements of the ALtornev Genexal Guidelipes ig;
Foreion I ‘ C ; Foxeign be
Co i llige v i i (FCiG) . [ Jextended the b7C
on |, which then expired on b7E
| On | Pl pought FBI
Headquarter’s approval to extend thel ~ |beyond

one year. This extension request was submitted more than three
months after the original due date of the extension request.

This matter has been referred to the FBI's Office of Professional
Responsibility for action deemed appropriate[S.

Dexri ~—G-3
Dec Yy on: ~-25

2

ceclbec
Crlru lnv«\‘/’ Inspection Traini
APPROVED: . \aborstry e

it of EEO
. Fmance folinalSee._______ Aftalrs_____§
Dmtor.,.___. Gen. Gounse M Mo Public & |
Deputy Diractor, Info, Res,_ Personnel_ Cong. Affs.___
{0 *}( A “United States person” is defined in Section 101(i) of the
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et
seqg.) as “a citizen of the United States [or] an alien lawfully admitted for b2
permanent residence (as defined in section 101 (a) (20) of the Immigration and b7E

Naturalization Act)

L

of the A ner

in ell ence es (o)




DECLASSIFIED BY 65179 DHMH/plj 0
~ ON 06-29-2010

LN

$»

A
r

March 4, 2004
{

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

Attached for your information is a self-explanatory
enclosure, entitled “Intelligence Oversight Board (IOB) Matter,
| |Division, IOB Matter 2003-12." (U)

b2
b7E

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

bé

1 - | b7C

@ 378-H0-C1229736-vI0 — 35
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General Brent Scowcroft (USAF Retired)

==

Should you or any member of your staff require
additional information concerning this matter, an oral briefing

will be arranged for you at your convenience. (U)

1 - The Honorable John D.

Sincerely,

John F. Curran
Deputy General Counsel

Ashcroft

Attorney General

U.S. Department
Room 5111

1 - Mr. H. Marshall
Counsel, Office
U.S. Department
Room 4304

1 - Mr. James Baker
Counsel, Office
U.S. Department
Room 6150

APPROVED: &35 ™—,

Director

of Justice

Jerrett
of Professional Responsibility
of Justice

of Intelligence Policy and Review
of Justice

mw’(m%d

3 Training,
nance éfo;ajosw—“" ot of EEQ
e
Gen, Counse) Al

IR

. of Public &

Deputy Director_____Info, Res. P;rsonnel,___ Cong. Affs_______
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DATE: 06-29-2010 . . ALL INFORMATION CONTAINED

CLASSIFIED BY 65179 DMH/pl)
REASON: 114 (c)
DECLASSIFY ON: 06-29-2035 .

gy

HEREIN IS UNCLASSIFIED EXCEPT
Q WHERE 3HOUN OTHERWISE

SE

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
| DIVISION b7E
2003-12 (U)

Inves;igg;i on of this IOB matter has determined that,
on the I > . . -

~ |Division of the Federal

Bureau of I 8 " "} initiated a| 1
| oy who was a “United States person”

as that term is used 1n the then ex:.stlng A&j;gmgy_ggge__l

bl
b2

i i i FCIG).* Thus, continuation b6
Wcomply with the requirements b7¢C
of Executive Order 12863 and the FCIG. However, due to several b7E
administrative errors, the Division untimely and
improperly extendedl |on several occasions. These
administrative errors created significant periods of time in
which proper oversight was not exercised. This activity was
inconsistent with the oversight requirements prescribed in the

FCIG, nﬁsitating this report to the Intelligence Qversight

Board...

This matter has been referred to the FBI's Office of
Professional Responsibility for action deemed appropriate. (U)

Keé \ Mwuf

o orim. I, Inspecnon Tralning.
» - SAS Laberatory M. of EEQ
Finance, Naticnal Sec, Affairs___
Director______ Gen. Sounse R 3t of Public &
Deputy Direclor, Info. fes, Personnel________ Cong.Affs___
el )5( A “United States person” is defined in | ]| of the b2
FCIG as “an individual who is. . . [a] United States citizen . . . or . . b7E
[b] a permanent resident alien . . . .* On 10/31/03, the FCIG were superseded
by the ' ui i FBI N tio
and_Foreigpn Intelligenc ection (NSIG). However, because this potential

error occurred while the FCIG were in effect, the potential error is analyzed
within the context of the then existing FCIG.

Hofmann-10B-171
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DECLASSIFIED BY 65179 DMH/pl)
ON 06-29-2010

1 -
@- l;'l'_——uq-:cnzans-vxo - 388

uefof Staff ____
Off. of Gen.

March 4,

lc

- W

. ’ %f'
2004 )

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman ’
Intelligence Oversight Board

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

Attached for your information is a self-explanatory
enclosure, entitled “Intelligence Oversight Board (IOB) Matter,

Division and Counterterrorism Division, 2002-74.~

()

This enclosure sets forth details of investigative

activity which the FBI has determined was conducted contrary to

the then existing Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Codunterintelligence

Investigations and/or laws,

Executive Orders,

oxr Presidential

Directives which govern FBI foreign counterintelligence and

()

international terrorism investigations.

Enclosure

SIFIED ENCLO

MAIL ROOM O

b2
b7E |




e | ¢

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U}

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1l - Mr. H. Marshall Jerrett

Counsel, Office of Professional Responslbllity
U.S. Department of Justice
Room 4304

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

alw :
APPROVED: 355™— &% T Loy

inance Natianal mgsm
fonal Seg. Aff;
Dlector______Gen.Counsel V. ¥R M, of Public &
Depaty Diractor, Info. Res, Personnet Cang. Affs,
¢ied
i
N W
- 2 -
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DATE: 06-29-2010 . ALL INFORMATION CONTAINED
CLASSIFIED BY 65175 DMH/pl) HEREIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (c)

WHERE SHOUN OTHERWISE
DECLASSIFY ON: 06-29-2035 ;

@ w}é ]

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 233
IVISION AND
COUNTERTERRORISM DIVISION
2002-74 (U)
Investigation of this IOB matter has determined that,
on | | the Division obtained an order, |
~~~~~~ |
ates person’ as erm is used 1in roreidn
I igen i - aration bl
provided by the FBI for b2
of the target provided incorrect b6
information. The declaration referred to a previously installed b7C
audio of other subjects at the same b7E
location and specifically described how the surveillance is being
conducted. However, the technology to implement this
surveillance was never installed.? The inaccurate
representations in the declaration submitted[ pere
material misstat ts of fact, contrary to the Executive Order
12333 andﬂnthus requiring an IOB reporting.
This matter has been referred to the FBI's Office of
Professional Responsibility for action deemed appropriate. (U)
oSt ey
Crim | ?‘: specti Training
lim. lnv. nspection Tai
@@APPHB\!ED oS Laborslory O, of EED
#inance National Sec., Affairs
Director, Gen. Counsel M . of Public &
Oeputy Director_____info. Res. Personna} Cong. Afs,_

' (U) The FISA is codified at 50 U.S.C. 1801 et seg. A "United States
person® is defined in Section 101(i) of the FISA as: "a citizen of the United
States, [or] an alien lawfully admitted for permanent residence ... ." :

.

?®  (U) The Office of Intelligence Policy and Review was timely notified

of this error.
Hofmann-10B-174
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DECLASSIFIED BY 65179 DMH/plj
ON 06-29-2010

March 4, 2004

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory

" Matter, b2
Federal b7E

Bureau of Investigation Headquarters (FBI HQ), 2004-16.°

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and internmational terrorism
investigations. (U)

r Crim. I, a | lnspacton Tl
Enclosure EPPRWJE&: CATL S B ¥ ot FHED
bE ‘Dl ﬁm:.c:_,__&_s: At AT
n Lo aed + N .?:.’”i,*&
1 - Mr. Pistole b7C rector Gez. Counze! L 1AL
1 - Depuly Director nfo, Res, Peraomie} Gang. Aifs,
1 -

@- 278-HQ-C1225736-VI0-390

-

-




(Y ®
‘ SEerst_ ‘

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sihcerely.

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsgel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

1l - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

~

-2 -
SRR o 0B76




DATE: 06-29-2010 .
CLASSIFIED BY 65179 DMH/pl) AL
REA%ON:°L.4 (c)

DECLASSIFY ON: 06-29-2035 ‘
SE T

ORMATION CONTAINED
¥ IS5 UNCLASSIFIED EXCEPT

‘ SHOWN OTHERUWISE

HT BO IOB) MATTER
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)
2004-16 (U)
Investigation of this IOB matter has determined that,
on| | the | |Division[ Jinitiated
a| - —]of-| who is a “United
(s)""States person” as that term is used 1in Sec :.on 01(1) of the
Forei lligence Su lanc £ (FISA) .* Thus,
continuation of the investigation required tha and b1
|comply with the Eé
reporting requirements of the Att Ge 1 _Guidelin or FB b7C
Foreign Intelligence Collection a oreign Counterintelligence b7E
Invegtigatiopns (FCIG). OQOn forwarded
the initial LHM to _ finadvertently delayed
sending the LHM to the National Secuxity Law Branch for delivery
to OIPR until alerted the National
Security Law Branch to the possible IOB violation on ‘
This matter has been referred to the FBI's Office of
Professional Responsibility for action deemed appropriate
Dexr —G-3
S8ify on:
inspection Training
ﬁp ?Rm Labsiadory Jit, of EEO
Moy e, Hilsis
Dlreclor, o 94, of Public &
Deputy Qlrecior____lnfo. Res, Personnel_______. Cong. Alls_______
41 R 1% A “United States person” is defined in Section 101(i) of the ‘
Foreign elligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et b2
Seqg.) as “a citizen of the United States [or] an alien lawfully admitted for b7E

permanent residence (as defined in section 101 (a) (20} of the Immigration and
Naturalization Act) ’

Guide




. U.S. Department of Jch

Federal Bureau of Investigation

‘Washington, D. C. 20535-000t

DECLASSIFIED BY 65179 DMH/plj
ON 06-29-2010 March 9, 2004

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft: . b6

b7C

Enclosed for y mm“ﬁf self-explanator: ‘E.?;E
enclosure, entitled "SSA SA

Division, IOB, 2003-142.°7

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary
to the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations and/or laws, Executive Orders, or Presidential
Directives which govern FBI foreign counterintelligence and
international terrorism investigations. (U)

Enclosure &7(/
APPRGU.. vm'ﬂ. v N L Inspection, Tralning

| Laboratory Jff, o EED
?laaa'a. __‘ fiational Sec. Afairg
b7¢C Divector Gen. Saunset e M, of Public &
| - : Depuly Direclor, Ifo. Res, Personnel_______ Cong. Alfs,

ZD_ aqg-(-{Q-C(aaaﬂ 36-ViO-R3F2L

LASSIFIED WHEN




® ®
Souar

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience.

Sincerely,

W\

PR

John F. Curran
Deputy General Counsel

1 ~ The Honorable John D, Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

Attn: Chief, Office of Intelligence Policy and Review

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.8. Department of Justice
Room 4304

_SECRET

-2-  Hofmann-I0B-179




DATE: 06-29-2010

CLASSIFIED BY 65179 DMH/plj ALL INFORMATION CONTAINED
REASON: L.4 (c)

DECLASSIFY ON: 06-29-2035 . mségwgnmggn EXCEPT

I___'LN!LELL. b2

b7E
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)
2003-142 (U)
estigat] f this IOB matter has determined that, on
t i initiated a
(§) b of who 1s a "United States pexrson,

as that term is use 1{(i) of the Foreign Intelligence

Surveillance Act of 1978 (FISA).! Thus, continuation of the bl
invegtigation required tha comply with the requirements of b2
the Attorney General Guidelines for FBI Foreign Intelligence b6

Collection and Foreign Counterintelligence Investiqations (FCIG) by g;g
applying for an extensj W, it expired on '
failed to renew 8 required, and contacted a source for

information during the period of three months after expiration,

before [;_E__'E-h}as rehewed on This matter has been
referred to e FBI's Offdice o rofessiona esponsibility for

tU) ~----~~~~---~act~.~ion~~--deemed-"-appropﬁ'ate%

Derxx r o
Decl . .
Orin. fov, Inspection “Tralning .
ﬁPPRO\}ED: 298, Laboratory______ O of EEO
*inan National Sec. Aftalrs,
Direclor Gen. Sounsel M Jii, of Public &
Deputy Dicector Info. Res Personnel____ Cong. Affs___—

11

v Tk "'~~~~)ﬁégz)lnited States person" ig defined in Section 101(i) of the Foreign Intelligence b2
Surveillance Act ( (codified at 50 U.S.C. § 1801 et seq.) as "a citizen of the United States {or] ©7&
an alien lawfully admitted for permanent residence (as defined in Section 101(a)(20) of the Inumnigration
and Naturalization Act..." Seealso[ ___ Jof the Attorney General Guidelines for FBI Foreign

Intelligence Collection and Foreign Counterintelligence ‘1[nv jgations.
ofmannoIUlE-lso

=
!
+
'
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DECLASSIFIED BY 65179 DMH/plj

ON 06-29-2010

March 10, 2004

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory b2
i 2 i rd (TOB)} Matter, b7E
| Federal
ureau of Investigation Headquarters (FBI HQ), 2004-07."

This enclosure sets forth detalils of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential DPirectives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

Mr. Curr

1 - b6
. b7C
@- ~Hg-C1229736-vIo—395 |

N;;-Eu”i'sc -1-
R Hofmann-10B-181
& Comg. Af. ___

Trinieg _____
Off. of EEDA
_ Director’s Office

) FEUDOY
MALL ROOM O
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Seenez

!_1
General Brent SCOWCﬂft (USAF Retired)

Should you or any member of your staff require

additional information concerning this matter, an oral briefing

will be arranged for you at your convenience.

Sincerely,

<

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department of Jusatice
Room 5111

Attn: Chief, Office of Intelligence Policy and Review

1 - Mr. H. Marshall Jarrett o
Counsel, Office of Professional Responsibility

U.S. Department of Justice
Room 4304

1l- Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Inspection Tralning, V

APPREYER: cie ™

: Loderstony Ml ofEE0
et ;;cnr‘_.______ ‘m e N

R e o‘ Publc &
Deputy Director____info, Res larsonsel____ COug'.Aﬁa

_SEReRET_

-2- Hofmann-I10B-182




ALL INFORMATION CONTAINED
DATE: 06-29-2010 IN IS UNCLAS3IFIED EXCEPT
CLASSIFIED BY 65179 DMH/pl) .

REASON:

1.4 (c)

SHOVR OTHERWISE

DECLASSIFY ON: 06-28-2035 SM

b2
b7E
FEDERAL BUREAU OF INVESTIGATIO; ;;;;§:§: ;;';;;L) (o)

2004-07

Invegtigatio hJ.s I0B matter hag determined that
. the ol | initiated a |

oﬂ who is a "United States

person“ as that term is used in section 101(i) of the Foreign

Intelligence Surveillance Act oﬁ_‘Lﬁlﬁ_{gISA .! Thus, continuation of
the investigation required that nd | b2

b6

b7¢C

requirements of the Attorney General Guidelines for FBI Foreign bIE

Intelligence Collection and Foreign Counterintelligence
Investigations (FCIG). [ and | |
failed to forward the 90-day LHM to the Office of lntelligence Policy

forwarded the annual LHM to|

. an alien lawfully admitted for permanent residence (as defined in Section 101(a)(20) of the Immigration

and Review OIPR:: ggpartment of Justice (DOJ), as_ required. On

|
inadvertently not forward the LHM to NSLB untIl | )
This matter has been referred to the FBI's Office of Professional
Responsibility for action deemed appropriate(¥].

De Q
Y on:

IPPROVED: oo ot iy

| Laboralory____ 3. of EEQ
Flnance Katianal
Drtetor______ien Commssl_ NI~ 9om —

0,
Deputy Okector____ jnto, Res____ Personnel___ Con;t. ‘;:zli__

A "United States person” is defined in Section 101(i) of the Forejgn Intelligence

Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et seq.) as "a citizen of the United States [or]  7g

and Naturalization Act...." See also| f the Attorney General Gmgelm&e for FBI Foreign
Intelligence Collection and Foreign Counteri igence Inyestigati
ofmann-10B-183




DECLASSIFIED BY 65179 DMH/pli . .

ON 06-29-2010

March 25, 2004

BY COURIER

General Brent Scowcroft (USAR Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory

b2
" ' Matter, bTE
Federal
ureaud of lnvestigation Headquarters (FB ’ -09."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1l - Mr. Pistole
]_..

b6
b7C

1 -
(- 278-HQ-C1229736-VI0 — 4 [

e SSeeEn
ot kP BE——— Hofmann-I0B-184

PEUDON
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o . ¢

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

John F. Curran
Deputy General Counsgel

1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

1l - Mxr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

&9(
APPRGMED"MMMQ"-' Inspection Training

N :'.,;Ils______.._. Laboratory. 8. of EEO0
Flnancy Hethona) See, Aftairs
Oiwtor______en Somel VR 9. of Pubkc &
Qleputy Direclor fufo. Res. Personnel Cong. Atis.______.
- 2 -
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DATE: 06.-29‘;2010
CLASS¥FIED BY 65179 DMH/pl)

REAZON: 1.4 (c) SHOWN OTHERVWISE
DECLASSIFY ON: 06-29-2035
SEb(BT .

TTER

FEDERAL BUREAU OF INVESTIGATION BEADQUARTERS (FBIHQ)

2004-09 (U)

igation T_f_l;h:_j I0B matter hasg determined that,
on , the Division initiated a

{8)

(U:' ,,,,,,,

— T —— = | who is a

nite ates person” as that term 1s used in Section 101(i) of
the F I 11 111 ct of 1978 (FIsSA).* Thus,

e o :

that and

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

g requiremencs o e OL, e deline
Foreign Intelligence Collection and F n 113
investigations (FCIQ). nd failed to timely
forward the 90-day LHM Eo the Office of Intelligence Policy and

Review (OIPR), Department of Justice (DOJ), as required. Ongj
[ | forwarded the 90-day LHM to| more t

180 days after opening the investigation. inadvertently
delayed sending the LHM to the National Security Law Branch for
delivery to OIPR until | | It was at this point
that the reporting error was detected. On | the

National Security Law Branch, FBIHQ, notified | jof the
possible IOB violation. This matter has been referred to the

FBI's Offic Professional Responsibility for action deemed
~~~~~ appropriate .

Derive ~G-3
Dec Yy on:

2

£
orim | Tre i
APPRIVED: wsﬂi—& &m'y 1 of 620
#inance Nalional See, Affalrs

Director_______ Gen, Counse)_y SR Jf.otPubick
Deputy Director Into. Res, Personnel_______ Cong. Affs

"% A “United States person” is defined in Section 101(i} of the
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et
seq.) as "a citizen of the United States [or] an alien lawfully admitted for
pPermanent residence (ag defined in section 101{a) (20) of the Immigration and
Naturalization Act) . . . .” of the Attorney General
Guidelines for FBI Forei I ctaon. anrhfongdan Counter-

intelligence Investigations. T o

conply W e
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b2
bé
b7C
b7E




Reason:

DECLASSIFIED BY 65179 DMH/plj]
ON 06-29-2010

March 25, 2004
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

Enclosed for your information is a self-explanatory

memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
JOB 2003 148." (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

o | - b6
- b7C
@ - I:z 7:3:-1-19-4;123:9}73’63710 —‘//2—-

Classified’

Declassify

T
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¢ N ’
General Brent Scowcr (USAF Retired)

Should you or any member of your staff require o
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

1 - Mr. Jamea Baker

Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

APPR“"ED: g‘;ﬂﬂt____mspecﬂoux%rm

& Laboratory™ ~ It of EEQ
-~ fance______ __ National See, Affairs
ot Gen. Govnsel IR Off. of Public &

Depy Diector___nfo. Res, Personnel________ Cong, Affs.
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DATE: _06-29-2010 PP
CLASSIFIED BY 65179 DMH/pli
REASON: 1.4 (c)

DECLASSIFY ON: 06-29-203§

. A FORMATION CONTAINED

S

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
1I0B 2003 148 (U)

WHERE SHOVN OTHERVWISE

Investigation of this JOB matter has determined that, on j the| |

Field Office of the F; ; . ! initiation of a
person” as that term 1s used in the Attorney Gener: 1delines for FBI Foreign Intelligence

Collection and Foreign Counterintelligence Investigations (FCIG).! Thus the initiation and
continuation of] required FBY d— ko comply
with the requirements of Executive Order 12863 and the FCIG. FBI| [ailed to submit
the required initial 90-day letterhead memorandum and one subsequent annual memoranda in a
timely fashion, However, when the failure was brought to the attention of FB]______ |the
annual memorandum was filed approximately eighteen months later than required. As a result of
the delinguent LM, OIPR was not properly advised of the initiation of n accordance with
E___bbf the FCIG. This delayed reporting clearly precluded OIPR from exercising its
responsibility for oversight and review of an ongoing foreign counterintelligence investigation of
a U.S. person, contrary to the requirements of the FCIG. This matter has been referred to the
FBI's Office of Professional Responsibility for review and action deemed appropriate.

~~ 238 A "United States person" is defined in pf the FCIG as "an individual
who is . . . [a] United States citizen . . . or . . . [b] a permanent resident alien...."
Hofmann-10B-189
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DECLASSIFIED BY 65179 DMH/plj

0)4

06-29-2010

®
March 31, 2004 !
BY COURIER '

General Brent Scowcroft (USAF Retired)
Chairman

"Intelligence Oversight Board

Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear General Scowcroft:

Enclosed for your information is a self-explanatory

memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
I0B 2003 92.* (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - b6

b7C
@ 778-10-c1229736-vio— {6 '

CLASS

Clagsified
Reason:
Declassify on;
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General Brent Scowcroft (USAF Retired) ‘

Should you or any member of your staff require additional information concerning this
matter, an oral briefing will be arranged for you at your convenience.

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

1 - Mx. James Baker

Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

AUTR, S iny, j —
FPPROYER: m‘lsl___ {ﬁiﬂiﬁiﬁ'ﬁ?&o

F‘mssv....______ Nationct See,
D!‘m’ Ec_ﬂ “pnnr . v ————— ﬁ“a"s
Deputy Direstor____faa, ﬁ;;‘“"' g — O, of Public &

— Cong. Afls.
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DATE: 06-29-2010 :

CLASSIFIED BY 65179 DMH/plj
REAJON: 1.4 (¢}

WHERE SHOWN OTHERVISE
DECLASSIFY OH: 06-29-2035

(uy -

St

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
IOB 2003 92 (U)

Tnvestigation of this IOB matter has determined that, on| th TField

Office .nﬂh.:.EndnmLBnmu.aﬁnxuﬁﬁ?tion ("FBI") requested initiation of {
. ho was a "United States person” as that term is used in

the Attomney General Guidelines for FBI Foreign Intelligence Collection and Foreign

Counterintelligence Investigations 1EF[QL' Thus the initiation and continuation of|__]
required theli‘:liield Office and omply with the
requirements of Executive Order 12863 and the E_QIQI Field Office submitted its initial
90-day letterhead memorandum nearly four months beyond it original due date. | |e1'ror
was compounded by the failure of the to identify and
report the potential IOB violation for four months, a violationofl_________jof the FBT's

Nati orej lligence il . Ag aresult of the delinguent LHM, OIPR was
not properly advised of the initiation of| in accordance with of the ECIG.
This delayed reporting clearly precluded OIPR from exercising its responsibility for oversight
and review of an ongoing foreign counterintelligence investigation of a U.S. person, contrary to
the requirements of the FCIG. This matter has been referred to the FBI's Office of Professional
Responsibility for review and action deemed appropriate.

APPROVED: ™o &,

Flnanga Naliongf § %&%‘:&
L v 20
Dhrector_____ Gen. Comnsel R Off, of Public &

Qepety Dlractore Info, Res__ Personnel_______ Cong.Afis___

Deérived from: &~
Declasei X1

"~ 138§ A "United States person” is definedin[ | of the FCIG as "an individual
who is . .. [a] United States citizen . . . or . . . [b] a pexsufahresOBai sfien. ...
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DECLASSIFIED BY 65179 DMH/pl) .
ON 06-29-2010 .

March 25, 2004 M
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled “Intelligence Oversight Board
(I0B) Matter, |'_—:| Division, IOB Matter 2004-31." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - Mr. Szady
1 - Mr. Curran
1 - 8sa

1 - OPR
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft

Attorney General

U.S. Department of Justice

Room 5111

1 - Mr. H. Marshall
Counsel, Office
U.S. Department
Room 4304

1 - Mr. James Baker
Counsel, Office
U.S. Department
Room 6150

Jarrett

of Professional Responsibility
of Justice

of Intelligence Policy and Review
of Justice

P
2.¢

APRROVED; S e U a

CH8 tadoratory____. Off. ot EEQ
Finance______.__ Hationai Sec. Atfairs,
Birector_ .. Gen. Counsel o O, of Public &
Depuly Directar, Infa. Rus, Personsel Gong.Atts.
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DECLASSIFIED BY 65179 DMH/pl3

ON 06-25-2010

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
DIVISION b7E
2004-31 (U)

M The FBI's;:Division ] ] determined
(U - durlng a £i that the division had initiated

an investigation on| i a United States person?,
without opening a| |as required by
the orne neral Guideline FRI Forei Intell

c i d Foreign Counteri igence vesti iona (1999%9)
FCIG?, or submitting to FBI

Head::arters, the opening communication required by

of the FBI's i i telligence Progra b2
NFIPM) . further repor ivigion had b7E
determined that 10 approval to operate had

from the div151on 8 Special Agent in Charge, that notﬁhf
backgro i een documented in the case e,

and that had not been recorded as required
by the NFIPM. Additionall when the case file review was

conducted on | no mention of the aforementioned

rdlanmamj[eslad been noted. TheE:Divz.sion's handling of
investigation has been reported to the FBi's Office of

Professional Responsibility for action deemed appropriate.

mm._@gw Tratiag
fro S s taboratory, . 0ft. SIEEQ

De Y Finaace Fations Sec. Aitan,
Direcur, Gon. Counsel PR Oft.ot Puthc &
SERRFIRCH, . lnlo. Res, Personntl . GONQ AN e

1 , 1| iqa
(U) o % A “United States person” is defined in Section 101(i) of the
ntelligence Survei {FISA) (codified at 50 U.S.C. § 1801 b2
et seq.) as “a citizen of the United States [or] an alien lawfully admitted b7E
for permanent residence (as defined in section 101({a) {20) of the Immigration

and Naturalization Act) . . . .* See also [ ~ pf the FPCIG (1999)
and Section I.C of the Att ey General’s jdelines for FBI igna e

Investigationg and F n 11 i (2003) .

tU) """"""""""""""""""""""" )8( Although the FQIG were superceded on October 31, 2003 by the
Attormey General's Guidelipes for FBI National Security Investigations and
telligence Collection (“NSIG*), "([a)Jctivities commenced under the
FCIG (are to bs] continued and completed under the FCIQ@, notwithstanding the
adoption of the NSIG." See Memorandum from Attorney General John Ashcroft to
Robert S. Mueller, ITI, dated October 31, 2°%fmann—IOB-195
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0N 06-29-2010 <
. ey
April 2, 2004 2

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

0ld Executive Qffice Building
Washington, D.C.

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled “Intelligence Oversight Board

(I0B) Matter, [ Ipivision, [ |Resident Agency,
2004-14." (U)

b2
b7E

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorism
investigations. (U) ‘

Enclosure -

- Mx. Szadf

- Mr. Curran
- | ]

1
1 b6
1
1

@- 378-H0-C1225736-v10 — 4 A |

b7C

Declassi : X1

%’1‘ Hofman
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

John F. Curran
Deputy General Counsel

b
APPROVED: {5 °" Q- o —— i
Cn'n. — mm- C' >
Dhractor Crirterros Ten,
Deputy Olrecios Finance— Lamm frmzdng,
- 2 -

Hofmann - IOB - 197




DECLASSIFIED BY 65179 DHMH/pl)

ON 06-25-2010
? &
sasr @

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
_|DIVISION
RESIDENT AGENCY
IOB MATTER 2004-14 (U)

Ix]smﬁry has determined that in conducting aE:

f a non-United States person,

the Federal Bureau

i i FBI) inadvertently collected information on
from ai iinvestigation that were
unrela ed‘to thel 44hnthorized under the At

General ne fo ional curi tigatio
I tel nce c tion (NSIG). In this regard the
i i rization | l
to 1n1t1atd
jon| 1 onl ], the
language specialist in FBIHQ notified the ~ |RA case agent
that she had not been receiving | |
- Ianggy_Qy the | |case agent on| |
]
| Thereafter, on
| |, the FBIHQ language specialist once again contacted
the is time to indicate that
received as those of the target. On
technical specialists indicated that a
review of £l ]
l— .
| The inadvertent mistake resulted in the

collection of| - |of the criminal target. Appropriate

steps were i d correct the problem and to
sequester thei ]for eventual destruction.
However, because the info not authorized to
be collected pursuant to a

this matter is

APPROVED; Mnes (@
Crim. k. ':':‘ -, - "'
Director Crrstasros fm T oo
Depty Diackn Finanes: Labecey, e e——

%] 2o S o

b2

b7E

b2
b7E




(IOB) Matter,

Dep. Dir

Counisel
Asst, Dirz
Admin.Sete
Cam.dave .
CIs

'V gt ———
Info. ReS.
m’#
National Sec. o ___
OPR
Oft. of Public
&Cong Al

OfL oS EEOA
Directo”s Office ___

amd&ﬁtéZZf}
Off. of Gen,

-

DECLASSIFIED BY 65179/DMH/PLJ/sdb
ON 06-29%-2010

June 16, 2004

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, NW

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for you% information a self-

b2
explanatory enclosuref entitled “Intelligence Oversight Board

b7E
Division,' 2004-53."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
laws which govern FBI foreign counterintelligence and
international terrorism investigations. This matter has also
been referred to our Office of Professional Responsibility for a
determination of whether any administrative action is
warranted. (U)

Enclosure

1. -

bé
b7C

1-
1 -

- H#Q-C1227 6-VFo-417

Hofmann-I0B-199

MAIL ROOM O




Y

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

John F. Curran ‘
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

[ e U S TG e
wnrten el 1)

APPROVED: Sx

VTR <o ffia’zsmm&
Dector____—Gen, Seunsel 23 J:o' &s..,
Deputy Director, Info.Res. personnel_ . CORQAS: e

-2 -

_SERRET_
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DATE: 06-25-2010

CLASSIFIED BY 65179/DMH/PLJ/ sdb ‘ALL INFORMATION CONTAINED
REASON: 1.4 (<) ' : ~HEREIN IS UNCLASSIFIED EXCEPT
DECLASSIFY ON: 0D6-29-2035 i ijERE SHOWN OTHERWISE

(%)

b2
b7E

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) (U)

2004-53

Investzgat;on of this IOB matter has revealed that the

| bffzce stituted a| _Tof |
(S]a L -_1on| = I Subsequently, authority was.-
Lo obtained u i ance Act (FISA

‘V, onduct ' used by bl
[ | as of this investigation, criminal b2

(S]*-wrchazans_ma:e_ﬁﬁled in the against b7E

and attorney I During discovery b6
proceedings, the government turned over approximately | b7c
(3)  intercepts to the defense. On| ] it was leaxrne
o thati pertaining to unrelated | may have

. been provided to defense counsel as a result of a technical

‘exxor. Among the files that were inadvertentl rovided to the
defgnsg were classified files froml l
of|

and| [taxrgets. The District Court has issued an
order requiring the defense to return the discs to the government
and not disclose the contents of the files. .

A copy of this submission to the IOB has been provided
to the FBI's Executive Assistant Director for
Counterterrorism/Counterintelligence and to the Office of
Professional Responsibility for action as deemed appropriate.

()

Derix from_ -
Declasst 1 X1

| | s%é,.

S ) mwﬁake——-nwma —
fn Prs ‘!ED \.us______lm*& o olEE0

» gy WA aps
e Gin.Sounse] P 1.t Pubke &
Dewt;mmctor lafo. Res, Personne! _ Cong. Alls,
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