
ALL INFORMATION CONTAINED UNCLASSIFIED 
HEREIN IS UNCLASSIFIED 
DATE 06-28-2010 BY 65179\DHH\PLJ\sdl) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB MATTER 2008-327 (U) 

initiated a 
initial 

(U) On 
]on a U.S. person. The 

was approved by a Supervisory Special Agent (SSA) , 
Assistant Special Agent in Charge (ASAC). On | 

ASAC, who was authorized by the SAC, 

not 
opening 
a 
the 

authorized the 
There is no issue with the underlying predication 

Instigative activity, including interviews, took 
Z Z 1 

b2 
b7E 

of the case. 
place after the improperly authorized opening of the [ 

(U) In and of itself, an SAA approval of a f 
of any person other than a foreign visitor violates 

the NSIG. The question then becomes whether is violation is 
administrative in nature. Here, investigative activity occurred 
without having the appropriate authority level granted. In the 
absence of a howëver, the FBI 
may utilize techniques allowed threat assessments. 

(U) Neither 
opened and 

was 
utilized techniques beyond those permitted in 
techniques requiring either 

to be opened. Therefore, because 
engaged in investigative activity beyond that allowed in 

violated the NSIG in engaging in 
This error, therefore, is not this investigative activity, 

administrative in nature and should be reported to the IOB. 

(U) Per NSB guidance, should pursue a Departure 
from the NSIG in order to retain the information, materials and 
evidence that was collected after the failure to receive proper 
authority to operate the investigation. NSB has or will 
establish specific procedure that should be followed in order to 
request the Departure. If believes the information, 
materials and information are not necessary to be maintained, 
they should purge the information and affirmatively notify 
headquarters of this decision. 

b2 
b7E 

b2 
b7E 

b7E 
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DECLASSIFIED BY 65179 DMH/plj SÈS8ÉT 
ON 07-01-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB MATTER 2008-323 (U) 

X On 1 the Division 
in support of an authorized 
NfON U.S. PERRON, issued a National Security Letter 

requesting a 
subject pursuant to FCRA, 15 U.S.C 

(NSL) 

§ 1681v. The 

läE 
on the 

Jserved the NSL and the provider subsequently 
jon 

Division 
responded to the NSL request and provided a 
a person other that the person named in the NSL. Upon discovery 
of the 
subj ect^ 

in the name of someone other that the 
pulled the £ ] from the investigative 

case file and sequestered it in the safe of 
Division Counsel (CDC). I 

the 
later discovered that 

advised 

:hief 

t o had uploaded the overproduced report, 
remove the name and the report from all FBI systems and to report 
a PIOB. 

(U) In this case, __|correct,lY issued an NfiTi ftq 
the consumer reporting agency requesting a 
pursuant to 15 U.S.C. § 1681v. The 
because the as the investigation was a] 

request was correct 

for but the provider produced a 
a person other than the person named in the NSL. The FBI 
compounded the error by uploading the information into a 
database. Therefore, as instructed by the IOB, this matter must 
be reported to the IOB and DNI. 

b'J 

b7E 

bl; 
b7E 

;ET Hofmann-IOB-3 
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DECLASSIFIED BY 6517 9 DMH/plj 
ON 06-29-2010 

September 8, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. » 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM). entitled "Intelligence Oversight 
Board (IOB) MatterJ 

I Federal ' 
Bureau of Investigation Headquarters (FBIHQ), 2003-58." 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

Dep. Dir. 
Chief of Stnff_ 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser. _ 
Criin.. Inv. 
CJIS 
Finance 
Into. Res. 
Lab. 
National Sec. 
OPR 

1 - Mr.I 
1 - Mr. Pistole 
1 - Mr. Kelley 
1 - Mr. 
1 - Mr. 

a i M K D - C[Z£m*>- V70 

b 6 
b7C 

Off. of Public 
& Cong. All's. _ 
Training _ 

OB-4 

Off. ofEEOA 
Director's Office _ 

MAIL ROOM a 
FBVDOJ 



General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

r r T •S [¿ojos 
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DATE: 06-29-2010 
CLASSIFIED BY 6517 9 DMH/plj 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-29-2035 se^TT 

»OIL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED, EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)(U) 
2003-58 

b2 
"b7E 

(5) 

( U ) 

( U ) 

on 
Investigation of this IOB matte 

Ithe! IDivision 
on t 

has determined that, 
initiated a 

who 
was (and remains) a "United States person" as that term is used 
in Section 101 (i) of the Foreign Intelligence Surveillance Act of 
1978 ( F I S A ) T h u s , continuation of the investigation required 
that I |and | I 
comply with the reporting requirements of the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintel] Ligence Investigations 
requirements [prepared and 

(FCIG). Consistent with those 

letterhead memorandum (LHM) on| 
the basis for its initiation ( 
subject. Due to administrative errorX 

ora]_ 

] failed to forward 

"Ise thing forth 
of the 

90-day LHM to the 
Office of Intelligence Policy and Review (OIPR), Department of 
Justice (DOJ), as required. Th^ error went undetected until 
January 22, 2003, when first annual LHM was forwarded to 
the National Security Law Unit, FBIHQ, for submission to OIPR. 
This error was further compounded by the failure of 
report this matter to the FBI's Inspection Division as a 
potential IOB violationuntilMay7,2003. 

to 

A copy of this submission to the IOB has been provided 
to the FBI's Executive Assistant Director for Counterterrorism/ 
Counterintelligence for action deemed appropriate. (U) 

bl 
b2 
b6 
b7C 
b7E 

SECR&EtOL fiOMtft, 
¿M.Cmm: OepMFt»ectw „WtRn 

Inspection Trainino 
•—«-¡J**» W.ofEËÔ 
¡ ö r * — « * -

\fe 
UJo 

Y * 

. Pedoni« Oft* Mie a 
Cwj.Affc 

A "United States person" is defined in Section 101 (i) of the 
Foreign intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 et 
seq.) as "a citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act) . . . ." See also| |of the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign Counter-
intelligence Investigations. Hofmann-IOB-6 
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DECLASSIFIED BY 6517 9 DMH/plj 
ON 0 6-2 9-2010 " i l 

September 24, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washingt on, D.C. 

Dear General Scowcroft: 
b2 

Enclosed for your information is a self-explanatory b7E 
letterhead memorandum (LHM) entitled "Intelligence Oversight 
Board (IOB) Matter, Division, IOB Matter 2003-116." 
(U) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

Dep. Dir. 
Chief of Staf f . 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Crinl.. lnv. _ 
CJIS 
Finance 
Info. Res. _ 
Lab. 
National Sec. 
OPR 

1 - Mr. 
1 - Mr. Kelley 
1 - Mr. 
1 - Mr. 

Off. of Public 
& Cong. AfTs. _ 
Training 

Off. of EEOA 
Director's Office. 

b6 
b7C 

n-IOB-7 

MAIL ROOM • FB1/DOJ 



I 
s 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

- The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

- Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 • „ 

tivfo . 
• v ^ v u - o Qfz 

ftjm.li* ' Inspection Tntanf. ftnnnmien. WWUWU MSPKUW ,— ArPnOVtU. CJ9 UHratoiy «UE» 
RMß«__p_ii. Nation jISìc. M m 

Director Gen. CounseQjäLflPR «t ̂bitc & 
Info. Re* Pusooael Cong, AMs^ 
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DATE: 0 6-2 9-2010 
CLASSIFIED BY 6517 9 DMH/plj 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-29-2035 

I I ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ^ 
I "1 DIVISION b?D 

IOB MATTER 2003-116 (U) 

The Division of the 
Federal Bureau of Investigation ("FBI"! recently reported the 

I jpf <=>1 tv-m-h n data in conjunction with its 
(S) I < lofl I a non-U.S. person. In this regard, 

1 initiated its investigation of 

bl 
b2 
b6 
b7C 
b7E 

bl 
b2 
b6 
b7C 
b7E 

IWrtijL-. 
OILofECO 
« M l 

Deputy Director. 
sfe^iET 

O U W M 
Côf, Hit. 

;ET Hofmann-IOB-9 
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DECLASSIFIED BY 6517 9 DMH/plj 
ON 06-29-2010 

September 26, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM) entitled "Intelligence Oversight 
Board (IOB) Matter, Counterintelligence Division, IOB Matter 
2003-120." (U) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

Asst. Dir.: 
Admin. Ser., 
Crim..Iiiv._ CJIS 
Finance 
Info. Res. _ 
Lab 

Yj 278-HQ-C1229736-VIO — 

Dep. Dir. 
Chief of S t a f f . 
Off. of Gen. 
Counsel 

National Sec . . OPR 
OIT. of Public 

& Cong. Afls. _ 
Training 

OIT. ofEEOA 
Director's Office . 

1 - Mr. 1 
1 - Mr. Kellev 
1 - Ms. 
1 - Ms. 
1 - OPR 

b6 
b7C 

HofmanrKOB-lO 

FBVDOJ 
MAIL ROOM • 



"SECREI—""* 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

L A * 
<\l IS/0 3 

- 2 -

Hoffman - IOB - 1 1 



DATE: 06-29-2010 
CLASSIFIED BY 65179 DMH/plj 
REASON: 1.4 (c, d) 
DECLASSIFY ON: 06-29-2035 

% 1AL LL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
COUNTERINTELLIGENCE DIVISION 

IOB MATTER 2003-120 (U) 

(S) 

(S) 

InCn̂ -iT-y 'h:3° ̂ afarmineii t-Viat- "i n r̂-î n̂ t- H ng a | 
on 

Federal Bureau of Investigation(FBI) 
reporting requirement prescribed ini 

a U.S. person, the 
failed to ipeet the 90-day 

of the Attorney 
General Guidelines for FBI Foreign Intelligence Collection and 
Foreign Counterinte 
regard, the I 

ligence Investigations 
Division L Li 

lof the subj ect on I 

(FCIG). In this 
initially opened a 

Because 
the subject was (and remains) a "United States person" as that 
term is used in Section 101 (i) of the Foreign Intelligence 
Surveillance Act of ji Q7» (FT.qâ  , continuation of the investi-
aat~ 1 nn r-prriiT-PH t-T-iahl lartH T I 

]- compiv wicn tne requirements or Executive oraer 
prepared 

) required by the 
via electronic communication dated 

12863 and the FCIG. |has reported thatJT 
the initial 90-day letterhead memorandum (LHM 
FCIG and submitted it to 
I I Due to apparent administrative error, 
did not forward a copy of the communication to the National 
Security Law Branch, Office of the General Counsel, for 
submission to the Office of Intelligence Policy and Review 
(01PR), Department of Justice. The error was not caught until 

I By then, the required LHM was approximately 
seven months overdue. This error thus precluded meaningful 
oversight and review of[ 
which is 

ongoing investigation by OIPR, 
contrary to the reporting requirements set forth in 

|of the FCIG. The error is a matter reportable 
and a copy of this report will be provided to the to the IOB, 

FBI1s Office ofProfessional Responsibility for action deemed 
appropriate. 

bl 
:b2 
b6 
b7C 
b7E 

M affluai Sift. , UUÈt 

IM 
cWX3/07 

Training 
O t U E E O 

O M P Ä f c Ä 
Coo»«is, 

;ET Hofmann-IOB-12 



# 
DECLASSIFIED BY 6517 9 DMH/plj 
ON 06-29-2010 

September 29, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 

Bureau of Investigation Headquarters (FBIHQ), 2003-63." 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Mr. Pistole 

b2 
b7E 

Board (IOB) Matter, \ 
J Federal 

1 - Mr. bo 
b7C 



^sìPeiaijT^ 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

.1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

;ET Hofmann-IOB-14 



'DATE: 06-29-2010 
CLASSIFIED BY 6517 9 DMH/plj ^ ^ 
REASON: 1.4 (e) 
DECLASSIFY ON: 06-29-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2 
b7E 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 
2003-63 (U) 

(S) 

(ïï) 

on 
Investigation pf this IOB matter has determined that, 

Division I initiated a 
1 

the 
on 

used in Section a "United States person" as that term is 
of the Foreign Intelligence Surveillance Act of 1978 (FISA) 

who is 
Ol(i) 

Thus, continuation of the investigation required that[ 
the 

and 
comply with the 

reporting requirements of the Attorney General Guidelines for FBI 
Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations (FCIG). Consistent with those requirements, 

prepared and submitted an initial 90-day letterhead 
getting forth the basis for 

of the subject. Due to 
I failed to the I 

memorandum (LHM) on 
its initiation of a| 
adminisp^Li3£fi_£j:ror, 
forward\ |90-day LHM to the Office of Intelligence Policy 
and Review (OIPR), Department of Justice (DOJ), as required. The 

first error went undetected until when 
annual LHM was forwarded to the National Security Law Unit, 
FBIHQ, for submission to OIPR. This matter has been referred to 
the FBI's Office of Professional Responsibility for~action deemed 
appropriate; 

bl 
b2 
h 6 
blC 
b7E 

1 A "United States person" is defined in Section 101 (i) of the b7E 
Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 et 
sea.) as "a citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act) . . . ." See alscj |of the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign Counter-
intelligence investigations. Hofmann-IOB-15 
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DECLASSIFIED BY 6517 9 DMH/plj 
ON 06-29-2010 

September 29, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 
b2 

Enclosed for your information is a self-explanatory b7E 
letterhead memorandum (LHM), entitled "Intelligence Oversight 

(TOttl Maf.f.ft-r.l 
Federal 

Bureau of Investigation Headquarters (FBIHQ), 2003-71." 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 
1 
1 
1 
1 

Dep. Dir . , 
Chief of Staff 
Off. of Gen. 
Counsel 
Asst. Dir: 

Admin. Ser._ 
Crim.. luv. 
C I S 

.1 . , 

P P 

Finance 
Info Res 
Lab. 
National Sec. 
OPR 

Off. of Public 
& Cong. Alls. 
Training 

Off. of EEOA 
Director's Off ice , 

Mr. Pistole 
SAC I I 
SAC 
Mr. 1 
278-HQ-C1229736-VIO — n O 

b2 
bó 
b7C 
b7E 

-I0B-16 

MAIL ROOM • 
FBI/DOI 



General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

2 
Hoffman - IOB- 17 



DATE: 06-29-2010 
CLASSIFIED BY 6517 9 DMH/plj 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-29-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
(WHERE SHOWN OTHERWISE 

îèfc^ET 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

on 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 
2003-71 (U) 

Investigation of this IOB matter has determined that, 

(S) 

(3) 

signed a Search Warrant I 
land served by FBa 

\ requested by FBI 
luporj I The 

utilized bvf I I 

r 

r [ J This matter has been referred to 

( U ) 

the FBI's Office of Professional Responsibility for action deemed 
appropriate. 

h 2 
blE 

hi 
b2 
b4 
b6 
b7C 
b7D 
b7E 

1 j t S ^ A "United States person" is defined in Section 101(i) of the b7E 
Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 et 
sea.) as wa citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act) . . . ." See also | |of the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign Counter-
intelligence investigations. Hofmann-IOB-18 
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DECLASSIFIED BY 6517 9 DMH/plj 
ON 06-29-2D1D 

September 29, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 
b2 

Enclosed for your information is a self-explanatory b' 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter.I 

I Federal 
Bureau of Investigation Headquarters (FBIHQ), 2003-121." 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 
1 
1 

Mr. Pistole 
Mr.[ 

b6 
b7C 

] 
278-HQ-C1229736-VIO—(72-

Dep. Dir. _ 
Chief of Staff 
Off. of Gen. 
Counsel 
Asst. Dir.: _ 

Admin. Ser._ 
Crim.. lnv. 
CJIS I 
Finance 
Info. Res. __ 
Lab. 

p t 

Nntion.il Sec. _ 
OPR 

Off. of Public 
& Cong. Affs. _ 
Training 

Off. ofEEOA 
Director's Off ice. 

S ^ É T Hofmann-IOB-19 

MAIL ROOM • 
FB1/EOJ 



# 
General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 43 04 

Sincerely, 

Patrick W. Kelley 
Deputy General. Counsel 

2 



I 
DATE: G 6-2 9-2010 
CLASSIFIED BY 6517 9 DMH/plj ' 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-29-2035 

zcjihï'i 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
fwHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOBÌ MATTER 
b2 
b7E 

IS) 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 
2003-121 (U) 

OH 

investigation. 
the I 1 

of thifl IOB matter has lis I OB mat 
Hpivisionf 

determined that, 

Jwho IS 
a "United States person" as that term is used in Section 101 (i) 
of the Foreign Intelligence Surveillance Act of 1978 (FISA).1 
Thus, continuation of the investigation required that| |and 

comply with the 
reporting requirements of the Attorney General'Guidelines for FBI 
Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations (FCIG). Consistent with those requirements, 

Iprepared and submitted an initial 90-day letterhead 
memorandum (LHM) onl h 
its initiation of 
admini s t£atis£e_eïror 
forward 

•C-r or, I 

Setting forth the basis for 
of the subject. Due to 

] failed to 
90-day LHM to the Office of Intelligence Policy 

(OIPR), Department of Justice (DOJ), as required. The 
| when the National 

and Revxew 
error went -undetected until[ 
Security Law Unit, FBIHQ, notified [ 
violation 

of the possible IOB 
This matter has been referred to the FBI's Office of 

Professional Responsibility for action deemed appropriate fjW.. 

bl 
b2 
bo 
b7C 
b7E 

SECRET 

b2 
b7 

1 A "United States person" is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 et 
seq.) as "a citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act) . . . ." See alBo| |of the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign Counter-
intelligence investigations. Hofmann-IOB-21 



T * 
DECLASSIFIED BY 6517 9 DMH/plj 
ON 06-29-2010 

V 

September 29, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM) entitled "Intelligence Oversight 
Board (IOB) Matter, Counterintelligence Division, IOB Matter 
2003-118." (U) 

This LHM sets forth details of investigative activity , 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
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X 
General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 43 04 
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finance. 
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DATE: 06-29-2010 
CLASSIFIED BY 6517 9 DMH/plj 
REASON: 1.4 (c, d) 
DECLASSIFY ON: 06-29-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
COUNTERINTELLIGENCE DIVISION 

IOB MATTER 2003-118 (U) 

lE^E' SECRET ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(S) 

•CS) 

Inerii Iry ha a determined that in conducting a 
on a U.S. person, the Federal Bureau 

of Investigation (FBI) failed to meet the 90-day reporting 
requirement prescribed in | |of the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIG). In this regard, 
the | Field Office 

]of the subject on[_ 
initially opened its [_ 

I Because 
the subject was (and remains) a "United States person" as that 
term is used in Section 101 (i) of the Foreign Intelligence 
Surveillance Act of 1978 (FISA), continuation of the 
investigation required thatl land the I 

1- comply with the requirements of Executive Order 
12863 and the FCIGj""^ |ias reported that the initial 90-day 
letisxhead 
to 
dated f 

andum (LHM) required by the FCIG was submitted 
as an ejiclosur^ to an electronic communication 

(U) > < 

|has further reported, however, 
that its files do not indicate that, as required, the LHM was 
forwarded to the National Security Law Branch, Office of the 
General Counsel, for submission to the Office of Intelligence 
Policy and Review (OIPR), Department of Justice. The error was 
not caught until | | By then, the required LHM was 
approximately six months overdue. This error precluded 
meaningful oversight and review of I I ongoing investigation 
by OIPR, which is contrary to the requirements of| 
of the FCIG. This matter has been referred to the FBI's Office 
of Professional Responsibility for action deemed appropriate. 
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DECLASSIFIED BY 6517 9 DMH/plj^' 
ON 06-29-2010 1 0 

October 1, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 

b2 
b7E 

Board (IOB) Matter Division, 2003-111." 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted.(U) 

ff^Tw- » - C I M i O M r W O 
JL - Mr. Pistole 
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Chief of Staff 
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4 
General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

Crfaifnv, 
CJIS. 
Finance 

Director .Gen. Counsel 
Deputy Director Info. Res 
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DATE: 06-29-2010 
CLASSIFIED BY 6517 9 DMH/plj 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-29-2035 

sÈte^&F 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE, OVERSIGHT BOARD (IOB) 
DIVISION 

MATTER 
b2 
b7E 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)(U) 
2003-111 

(sir on 
error 

Tnyp.sH cratiTon oj 
j j a e l I Y 

[ M 
: this IOB matter has revealed that on 
Division initiated a 

|a United States person. Due to administrative 
¡failed to forward the 90 day LHM, due on 

] to the National Security Law Branch (NSLB), OGC, 

bl 
b2 
b6 
b7C 
b7E 

for 

[ 
submission to the Office of Intelligence Policy and Review 
(OIPR), Department of Justice (DOJ), as required by the FCIG. 
This error was not noted until\ when the 

I forwarded the annual LHM 
to NSLB. As a result of the error, OIPR was not advised of the 
status of the ongoing investigation for approximately eight 
months. 

A copy of this submission to the IOB has been provided 
to the FBI's Executive Assistant Director for 
Counterterrorism/Counterintelligence and to the Office of 
Professional Responsibility for action as deemed appropriate. 
(U) 

APPROVED: 
Director ••mance 

Gen. Counsel Deputy Director ) n f a R e s 

-prtrU Nàti 

. inspect ion. , 

. Laboratory.. 
National Sec. 

. Off. of EEO 
Affairs 

Pe r sonne l 
. Off. of Public & 

Cong.Affs. 
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DECLASSIFIED BY 6715 9 DMH/plj 
ON 06-2 9-2G1Q 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board October 6, 2003 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter,T IField Office, 2003-79." (U) 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General Guidelines for FBI Foreign Intelligence Collection and 
Foreign Counterintelligence Investigations and/or laws, Executive 
Orders, or Presidential Directives which govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

b2 
b7E 

Enclosure 

1 - Mr. 
J Mr. Kelley „ b2 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

S P P » I, Criialnv, 
I r- IIn « VJl5 

I n s p x l b n TrainiiHL-
Off. of EEO 
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CLAS3IFIED BY 6517 9 DMH/plj 
REA30N: 1.4 (c) 
DECLASSIFY ON: 06-29-2035 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SEC^T 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I "IFIELD OFFICE 
IOB MATTER 2003-79 (U) 

b2 
b7E 

(SJ -
/ 

(S) 

( U ) 

on 
Investigation of this IOB matter has determined that, 

Field Office r~ 
electroniccommunication (EC) requesting EE 

issueq_an 

1 The subjects were 
who were (and 

1 

remain) "United States 
persons" as that term is used in Section 101 (i) of the Foreign 
Intelligence Surveillance Act of 1978 (FISA). Through an 

jwere not reopened, 
the 

oversight, however, the 
Nonetheless.! lencraged in an 

J was sought o n f 

_„ form of 
1 when an extension of the f 

discovered that the 
cases had never been reopened. Therefore, on that day, 

| leases were reopened. The mistake and possible IOB 
violation was reported to Headquarters via EC dated 

1 Having engaged in investigative activity in the form of 

Intelligence 

inadvertently violated 
of the Attorney General Guidelines for FBI Foreign 
Collection and Foreign Counterintelligence 

Investigations (FCIG) 
methods that are appropriate 
| frnd those methods 

in the 
that require 

spells out the investigative 
absence of af " aL 

L I V 

lTo 
T5ë~ open. The Department of Justice has interpreted the FCIG to 
authorize a 

or 
of the oversight, 
when I [conducted t-nejl 

such r 
lis open 

only if a 
In this instance, Decause 

Iwas not ̂ open 
z__i>< 

This matter has been referred to the FBI1s Office of 
Professional Responsibility for action deemed appropriate. 
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ON 06-29-2010 

October 7, 2003 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "INTELLIGENCE OVERSIGHT 
BOARD (IOB) MATTER; IOB 2003 94." (U) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Crim inv. Inspection Tra in ing__ 
c ; - " Laboratory Off. of EEO 
H r . : y - v I n a t i o n a l Sec. Affairs. 

Director G-;.. C G Ö M I 0 P R _ Off. of Public & 
Deputy Director Info. Res Personnel Cong.Affs.. 
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DATE: 06-29-2010 
CLASSIFIED BY 6517 9 DMH/plj 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-29-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

S E C ^ T 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2003 94 (U) 

M . 

(SJ 

Investigation of this IOB matter has determined that, on| 
Office of the Federal Bureau of Investigation ("FBI") requested initiation of a 

I !<?{ | who was a "United States person" as that term is used in the 
Attorney General Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIGV Thus the initiation and continuation of tin 

frielr 
bl 
h 2 
b6 
b7C 
.b7E 

required the| [Field Office and I 
requirements of Executive Order 12863 and the 

tomply with the 
jField Office submitted its initial 

90-day letterhead memorandum nearly four months beyond it original due date. As a result of 
the delinquent LHM, OIPR was not advised of the initiation of thj I in accordance with 

|of the FCIG. This delayed reporting clearly precluded OIPR from exercising its 
responsibility for oversight and review of an ongoing foreign counterintelligence investigation of 
a U.S. person, contrary to the requirements of the FCIG. This matter has been referred to the 
FBI's Office of Professional Responsibility for action deemed appropriate. 

Director 

Crim.lnv. 
CJIS 
Hnanc« 

SE ¡rector 
.Gen. CounseL 
.Into. Res. 

. Inspection 

. Laboratory 

. National Sec.. 

.OPR 
. Personnel 

.Oif .ofEEO 

. Affairs 
.Off. of Public & 
. Cong. A f f s — 

of the FCIG as "an individual (U) 1 A "United States person" is defined in 
who is . . . [a] United States citizen . . . o r . . . [b] a permanent resident alien " 
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DECLASSIFIED BY 6517 9 DMH/plj 
ON 06-29-2010 

October 15, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter,! iDivision, 2003-67." 

b2 
b7E 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign'Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 
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* .. % 
General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

APPROVED: 
Director 
Deputy Director. 

fMmlnV. fn«p«4lnil ,,, , TMÌnlnif m n r 
MIS \ shnralnry _ Off. of EEO 
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DECLASSIFIED BY 6517 9 DMH/plj 
OH 06-29-2010 

È 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
~|DIVISION (U) 
2003-67 

b2 
b7E 

] the[ 
Ion 

Investigation of this IOB matter has re2£salfid_i;hat on 
"bivision initiated a 

D u e t o arimi n i S t r a t i v e erjror-. [ 
U 

1 a United States ]failed to forward 
to the National Security Law 

person. 
the 90 day LHM, due on| 
Branch (NSLB), OGC, for submission to the Office of Intelligence 
Policy and Review (OIPR), Department of Justice (DOJ), as 
required by the FCIG. A document entitled "90-day LHM" was 
uploaded into ACS on 
after its due date. 
when 

,in excess of six months 
This error was not noted uqtil| ^ | 

forwarded the annual LHM to NSLB. As a result of the error, OIPR 
was not advised of the status of the ongoing investigation for 
approximately six months. 

A copy of this submission to the IOB has been provided 
to the FBI's Executive Assistant Director for 
Counterterrorism/Counterintelligence and to the Office of 
Professional Responsibility for action as deemed appropriate. 
(U) 
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DECLASSIFIED BY 6517 9 DMH/plj 
ON 06-29-2010 

October 15, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

H 

Dear General Scowcroft: 
b 2 

Enclosed for your information is a self-explanatory b7E 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter,f "[Field Office, IOB Matter 2003-
127. " 

This LHM sets forth details of investigative 
activity which the FBI has determined was conducted contrary 
to the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations and/or laws, Executive Orders, or Presidential 
Directives which govern FBI foreign counterintelligence and 
international terrorism investigations. (U) 

Enclosure 

1 - Mr. Pistole 
Ms. I 1 
278-HQ-C1229736-VIO —l^Cp 
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* 
General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral 
briefing will be arranged for you at your convenience. (U) 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
20 Massachusetts Ave., Suite 5100 

Inspection Training.. ' R n n n m i r n . Crliamv. m v e u m APPROVED: cjis w»*»* ** 
I f inance , , . f Y . / A N s & W I S e c . Aliairs 

Director 
Deputy Director lnio. Re-. - « w n g . r a s w -

" 2 - „ 
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DATE: 0 6-29-2010 
CLASSIFIED BY 6517 9 
REASON: 1.4 (c) 
DECLASSIFY ON: 0 6-29 

DMH/plj|J^ 

•2035 

ALL INFORMATION CONTAINED 
jHEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

CS) 

SEŒRJET 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE 

IOB MATTER 2003-127 

Office % initiated a 
Investigation of this IOB matter has determined that, on Ith. i ( 

[who is a "U.S. person" 
as that term is used in Section 101(i) of the Foreign Intelligence Surveillance Act of 1978 (FISA).1 

Pursuant to the reporting requirements of the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations (FCKJ)|_ 
Office of Intelligence Policy and Review (OIPR) within 90 days of initiation of the investigation. 

was required to report to the 

Consistent with those requirements! 
on setting forth the basis of its initiation of a 

submitted an initial 90-day letterhead memorandum (LHM) 
of the subject 

Thereafter, pursuant to the reporting requirements of the FCIG was required to provide a 
summary of the investigation to the Attorney General or his designee at the end of each year that the 
investigation continued. |first annual summary was due onf 
did not forward the annual report to OIPR until[ I 

However. 
failing in this regard was 

(DJ-

due to limited resources and heavy workload following the terrorist attacks of September 11,2001, 
and the loss of the casefile. This matter has been referred to the FBI's Office of Professional 
Responsibility for action deemed appropriate. ^ ¡ ^ 

h 2 
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(U) 1 "United StateSSsorlStjsjdeisiied ¿¡-Section 101©Trftlie%reign intelligence 
Surveillance Act (FISA) (codified at 50 U.S.C. Section 1801 et sea.) as a "citizen of the United States i°p/ol> 

[or] an alien lawfully admitted for permanent residence (as defined in Section 101(a)(20) of the 

.Off.ofEEO 

. Atiairs, 

.011. of Public & 
Caig.AftS, 

b2 
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Immigration and Naturalization Act) " See also of the Attorney General Guidelines 
for FBI Foreign Intelligence Collection and Foreign Coijjftffifliffifli Rivesti gâtions. 



f 

DECLASSIFIED BY 65179\DMH\PLJ\sdb 
ON 06-28-2010 

2003 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter.I 

1 Federal 
Bureau of Investigation Headquarters (FBIHQ), 2UU3-ys. " (U) 

b2 
b7E 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General Guidelines for FBI Foreign Intelligence Collection and 
Foreign Counterintelligence Investigations and/or laws, Executive 
Orders, or Presidential Directives which govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 
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I 
s: 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Training. 
Ott.otEW 
AilaiKL 
OtUfMliCu 
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(II 

r INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ^ b2 
• ' b'?E 

tt) FEÖÖkAL BUREAÜ ÖP INVESTIGATION bÖAÜQÜAftTE&S (FBIHQ) (U) 
2003-95 

(S) 

on 
Investigation of this IOB matter has determined that, 

1 thel jDivisior^ £ 1 im't-iat-fl^ a 

I which is (and remains) a "United States person" as 
that term is used in Section 101 (i) of the Foreign Intelligence 
Surveillance Act of 1978 (FISA). Thus, continuation of the 
imrpflt- i frahion r a m i i r s ^ t-Via-t- I" j a n d £ 

comply with the reporting 
requirements of the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations (FCIG). Consistent with those requirements, 

1 prepared and submitted an initial 90-day letterhead 
memorandum (LHM) on| | Due to urgent continuing 
operational demands since September 11. 2001, 1 

I failed to review and forward Is 90-dav 
LHM to the Office of Intelligence Policy and Review (OIPR), 
Department of Justice (DOJ), as required. The error went 
undetected until 
LHM was forwarded by|_ 

_ when | ~1 s first annual 
J to the National Security Law Unit 

andNSLU notified 
("NSLU," the predecessor to NSLB), FBIHQ, for submission to OIPR 

ofapossibleIOBviolation. 

A copy of this submission to the IOB has been provided 
to the FBI's Executive Assistant Director for Counterterrorism/ 
Counterintelligence and the FBI1s Office of Professional 
Responsibility for action deemed appropriate. (U) 
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October 23, 2003 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 
b2 
b7E 

Enclosed for your information is a self-explanatory 
letterhead memorandum fT.HTtfQ . entitled "Intelligence Oversight 
Board (IOB) Matter. I 

Bureau ot investigation Headquarters (FtìlHQ) 
Federal 

2ÜÜ'J-Ö7." (U) 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General Guidelines for FBI Foreign Intelligence Collection and 
Foreign Counterintelligence Investigations and/or laws, Executive 
Orders, or Presidential Directives which govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosure 

Dep. Dir. 
Chief of Staff _ 
O f t of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Criin.. Inv. 
CJIS 
Finance 
Info. Res. 
Lab. 
National Sec. 
OPR 

1 
1 { 

- Mr. 
- Mr. 
- MS. 

1 «y bo 
b7C 

OfT. of Public 
&Cons. Affs. _ 
Training 

Off. ofEEOA 
Director's Office 

'iaced^fromj 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

2 
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b7E 

on r 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)(U) 
2003-87 

Investigation of this IOB matter has determined that, 
I the I I Division initiated a 

1 who is 
(and remains) a "United States person" as that term is used in 
Section 101(i) of the Foreign Intelligence Surveillance Act of 
1978 (FISA). Thus, continuation of the investigation required 
that I Hand 
comply with the reporting requirements of the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 

(FCIG). Consistent with those 
] prepared and submitted a 90-day letterhead 

Counterintelligence Investigations 
requirements,[ 
memorandum (LHM). However. rather than prepare and submit it to 
FBI Headquarters by| I when it was due, per the FCIG, 
it was prepared and submitted on I 1 almost four 
months late. The error went undetected until 
when| s first annual LHM was forwarded bvl I to the \s first annual LHM was forwarded bvl 
National Security Law Unit ("NSLU," the predecessor to NSLB), 
FBIHQ, for submission to OIPR and NSLU notified| |of a 
possible IOB violation. 

A copy of this submission to the IOB has been provided 
to the FBI's Executive Assistant Director for Counterterrorism/ 
Counterintelligence and FBI's Office of Professional 
Responsibility for action deemed appropriate. (U) 
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b2 
b7E 

a i m . Crim. Inv._ Inspection T ra in ing— 
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October 23, 2003 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, IOB 2003 85." (U) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

b6 
b7C 

Enclosure 

278-HQ-C1229736-VIO — «P. 

Dep. Dir. 
Chief of Staff _ 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Crini., lnv. _ 
CJIS 
Finance 
Info. Res. 
Lab. 
National Sec. 
OPR " 

Off. of Public 
& Cong. Afls. _ 
Training 

Off. of EEOA 
Director's Office_ 
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General Brent Scov^Foft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 
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(S) 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

IOB 2003 85 (U) 

(5) 
Investigation of this IOB matter has determined that, 

a "United States person" as that term is used in the Attorney General Guidelines 
for FBI Foreign Intelligence Collection and Foreip Counterintelligence Investigations (FCIG),1 

1 Thus the initiation and 
to 

became the subject of a. 
continuation of the! [required the[ 

on 
field Office and|_ 

comply with the requirements of Executive Order 12863 and the FCIG. Ori I 
Field Office submitted the annual letterhead memorandum (LHM) to tfte| | 

Unit, Counterterrorism Division. Due to urgent continuing operational demands since September 
11, 2001, the LHM was not reviewed and forwarded by th^ [Unit to the National 
Security Law Unit (NSLU) for dissemination to OIPR unti The failure of the 

]s annual to review and properly disseminate I 
LHM for nearly five months is a violation ofl bf the FBI's National Foreign 
Intelligence Program Manual. As a result of the delinquent LHM, OIPR was not provided the 
annual summary of t h e Q in accordance withjj )f the FCIG. This delayed reporting 
clearly precluded OIPR from exercising its responsibility for oversight and review of an ongoing 
foreign counterintelligence investigation of a U.S. person, contrary to the requirements of the 
FCIG. This matter has been referred to the FBI's Office of Professional Responsibility for action 
deemed appropriate. 

bl 
b2 
hi E 

( U ) 

•J^CA "United States person" is defined in of the FCIG as "an individual 
b2 
b7 E 

who is . . . [a] United States citizen . . . o r . . . [b] a permanent resident alien " 
Hofmann-IOB-54 
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October 23, 2003 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, IOB 2003 93." (U) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

Dep. Dir. 
Giief of SlafT_ 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Criin.. lnv. _ 
CJIS 
Finance 
Info. Res. 
Lnb. 
National Sec. 
OPR " 

OIT. of Public 
& Cong. AITs. _ 
Training 

Off. ofEEOA 
Director's Office 
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General Brent Scov^Foft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

W M « : T Ä — 
flnaMB n , Battona)Sec. Affali? — 

Director G e n - C w n s e i M ^ O F R Off. ol Public & 
.Deputy Director Info. R«* ^ Personnel tong.Aifc. 
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2003 93 (U) 

(S) 

Investigation of this IOB matter has determined that, onf 1 thd Field 
Office of the Federal Bureau of Investigation ("FBI") requested initiation of a 

| |who was a "United States person" as that term is used in the 
Attorney General Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCKJ).1 Thus the initiation and continuation of the! I 
required thel "iField Office andl Ito comply with the 

• requirements of Executive Order 12863 and the FCIG. Held Office submitted its initial 
90-day letterhead memorandum nearly four months beyond it original due date. As a result of 
the delinquent LHM, OIPR was not advised of the initiation of the| |in accordance with Section 

| [)f the FCIG. This delayed reporting clearly precluded OIPR from exercising its 
responsibility for oversight and review of an ongoing foreign counterintelligence investigation of 
a U.S. person, contrary to the requirements of the FCIG. This matter has been referred to the 
FBrs Office of Professional Responsibility for action deemed appropriate. 

bl 
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b7E 
b6 
b7C 
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A "United States person" is defined ir| |of the FCIG as "an individual 
who is . . . [a] United States citizen . . . o r . . . [b] a permanent resident alien " 
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October 27, 2003 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, IOB 2003 101." (U) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

bo 
b7C 

1 - 278-HQ-C1229736 -VIO-^IÍO 
1 -I I 

Dep. Dir. 
Chief of Staff 
Off. of Gen. 
Counsel 
Asst. Dir.: 
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General Brent Scov^Foft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr: H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Mnüiw Inspection, 
M S Laboratory Off. ofEEO 
F t o a n « — G t J U - National S e c % _ _ _ Affairs 
Gen. C a u n s e £ ! ! U £ r O p R off. of Public & 
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(Si 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2003 101 (U) 

Investigation of this IOB matter has determined that, oi£ 
Office of the Federal Bureau of Investigation ("FBI") requested initiation of a 

1 M Jield 

who was a "United States person" as that term is used in the Attorney 
General Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations (FCIG).1 Thus the initiation and continuation of thel Irequired the[ [Field 
Office and Ito comply with the requirements of Executive Order 
12863 and the FCIG. I Field Office submitted its initial 90-day letterhead memorandum 
nearly four months beyond it original due date. As a result of the delinquent LHM, OIPR was 
not advised of the initiation of t h e D in accordance witlj |)f the FCIG. This 
delayed reporting clearly precluded OIPR from exercising its responsibility for oversight and 
review of an ongoing foreign counterintelligence investigation of a U.S. person, contrary to the 
requirements of the FCIG. This matter has been referred to the FBI's Office of Professional 
Responsibility for action deemed appropriate. 
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b 
October 29, 2003 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 
IOB 2003 100." (U) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

b6 
b7C t - l 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 
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SE^S^ET^ 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2003 100 (U) 

(SJ 
Investigation of this IOB matter has determined that, on[ theT Jield 

Office of the Federal Bureau of Investigation ("FBI") initiated a| |of 
|who was a "United States person" as that term is used in the Attorney General 

Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations (FCIG).1 Thus the initiation and continuation of thd bequired the I Field 
Office and to comply with the requirements of Executive Order 
12863 and the FCIG. I Field Office submitted its initial 90-day letterhead memorandum 

« C in a timely fashion. However, the 
J did not forward the LHM until [ J due to urgent continuing operational 

demands relating to the events of September 11,2001. As a result of the delinquent LHM, OIPR 
was not properly advised of the initiation of thd I in accordance wi th| ~\>f the FCIG. 
This delayed reporting clearly precluded OIPR from exercising its responsibility for oversight 
and review of an ongoing foreign counterintelligence investigation of a U.S. person, contrary to 
the requirements of the FCIG. This matter has been referred to the FBI's Office of Professional 
Responsibility for review and action deemed appropriate. 

hi 
bZ 
blE 
h 6 
blC 

( U ) 
SE^RJET 

"United States person" is defined in of the FCIG as "an individual 

hZ 
b7E 

who is . . . [a] United States citizen . . . o r . . . [b] a permanent resident alien " 
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November 7, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
enclosure, entitled "Intelligence Oversight Board (IOB) Matter, 

Federal 
Bureau of Investigation Headquarters (FBI HQ), 2003-138." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Mr. Pistole 
1 -I 

Q ) - 278-HQ-C1229736-VIO^TP3^ 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

- 2 " Hofmann-IOB-68 
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FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQJ 
2003-138 (U) 

b2 
b7E 

on [ I 
Investigation of this IOB matter has determined that, 

~~ I Division i • , I) initiated a 
I who is a "United 

1 the E 

States person" as that term is used in Section 101 (i) of the 
Foreign Intelligence Surveillance Act of 1978 (FISA).1 Thus, 
continuation of the investigation required that 

the I 
and the 

T# comply with the reporting requirements of 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection arid Fot-pi cm flnnnhsri nte>1 1 i asnns Investigations (FCIG) . 

j and I I failed to forward 
the 90-day LHM to the Office of Intelligence Policy and Review 
fDTPT?) Department of Justice (DOJ) , as required. On| 

forwarded the annual LHM to| |then 
sent the LHM to the National Security Law Branch for delivery to 
OIPR. It wag at this point that the reporting error was 
detected. On 
Branch, FBIHQ, notified £ 

the National Security Law 
of the possible IOB violation. 

This matter has been referred to the FBI's Qffice of Professional 
Responsibility for action deemed appropriate{^N 

( U ) 

bl 
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b7E 
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Dirtóor. 

m m , 
0J1S. 
rUVX. 
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1 A "United States person" is defined in Section 101(i) of the 
Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 et 
sect.) as "a citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act) . . . ." See also I I of the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign Counter- b2 
intelligence Investigations. b7E 

2 Thj îas been reorganized. [ 
unit responsible for this case. 

Headquarters ' 



DECLASSIFIED BY 65179\DMH\PLJ\3db 
ON 06-28-2010 

November 12, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
enclosure, entitled "Intelligence Oversight Board(IOB) Matter, 

Bureau of Investigation Headquarters (FBI HQ), 2003-132." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Mr. Pistole 

], Federal 

1 
1 



General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

TrÄ 

_ 2 -Hofmann-i-lOB-71 



DATE: 06-28-2010 
CLASSIFIED BY 65179/DMH/LRP/adb 
REASON: 1.4 (c) 
E OSSIFY ON: 06-23-2035 

( U ) 

( U ) 

INTELLIC 

SE^ET 

CE OVERSIGHT BOARD fTOPtì ^ 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 
2003-132 (U) 

b2 
b7E 

on L 
L 

Investigation of this IOB matter has determined that, 
1 the i ni vi flion M m initiated a 

who is a "United 
States person" as that term is used in section 101 (i) of the 
Foreign Intelligence Surveillance Act of 1978 (FISA).1 Thus, 
continuation of the investigation required that I I and| | 

comply with the reporting 
requirements of the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations (FCIG). Consistent with those requirements, 
I 1 prepared and submitted an initial 90-day letterhead 
memorandum (LHM) on I I. setting forth the basis 
for its initiation of a 
submitted the first annual L*m on 

of the subject, and it 
i II , I 

failed to forward| |s 90^day 
LHM or the first annual LHM to the Office of Intelligence Policy 
and Review (OIPR) , Department of Justice (DOJ) , as required ^fäf. 

Subsequently, 
transferred to the I 

m 
I Division H 

1 the case was 
and the 

J did 

I became | 
responsible for the case (now known as [ I 

onl 
the[ 

not file an annual LHM for 
"transferred the case to the [ _ 

1 | |timely submitted an annual 

as re 
J Division T 

L . ired. I I 

T ^ i ] which the [ 
LHM to 

]forwarded to the 
National Security Law Unit. It was at this point that the 
reporting errors were detected. The National Security Law Unit, 
FBIHQ, notified the| |of the possible IOB violation on 
December 27, 2002. This matter has been referred to the FBI's 
Office of Professional Responsibility for action deemed 
appropriate C ^ T 

De 
[assify 

SE^JäT 

Sriiftltfta 
CJIS^ 

.tomoli. 

. Li&fä.r,' 
MHÜP.C3_ 

OlrèctoL .Gen. Counsel OFR « 

bl 
b2 
b7E 
b6 
b7C 

•b2 
b7E 

il'Ŝsastt 
! OK; ef Public i 

A "United States person" is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 et 
sea.) as "a citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act) . . . ." See also| |of the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign Counter-
intelligence Investigations. 

Hofmarin-IOB-72 



DECLASSIFIED BY 65179/DMH/LRP/sdb 
ON 06-28-2010 

November 12, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
b2 enclosure, entitled "Intelligence Oversight Board (IOB) Matter, 
b?E | I, Federal 

Bureau of Investigation Headquarters (FBI HQ), 2003-133." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 -
1 -

Mr. Pistole b6 
b7C 

278-HQ-C1229736-VIO— 

-Declassify on: 

lofmann-IOB-73 



"^SECRET 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

APPROVED: 3 T I B S Inspection 
Laboratory., 
il^'iScc, 

A Trainino . .... 
Oìi M ÉE0 

Finanss Hj'taaiSsc 
Director G e n . C ü u n s c L J L - i Gtf 
tteputynifp.ninr—-— 4Rtn.Rcs^- - • - - - • P e r s o n n e l 

2 



ALI INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 

£ WHERE SHOWN OTHERWISE 

(S) i 
TMTBT.T.Tfflawrfi! n ^ p q T m pnapn /rnnl mettpp 

FEDERAL BUREAU OF INVESTIGATION HEADQUMTSRü (PBIHQ) 
2003-133 (U) 

7 
bZ 
b7E 

on 
.•Investigation of this IOB matter has determined that. 

I Division (I J , t he l_ijiitiated 
I. , . - - o n 1 On 1 

J T - T 1 

U ^ J k 
J 

i 

1 Y 
A , 

bl 
b2 
b4 
b7D 
b7E 
b6 
blC 

J I Ï T 
accordance with the reporting requirements of Section 2.4 of 
Executive Order 12863, the error must be reported to the IOB. 
This matter has been referred to the FBI's Offiqe of Professional 
Responsibility for action deemed appropriate(2 

D A T E : 0 6 - 2 8 - 2 0 1 0 
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DECLASSIFIED BY 6517 9/DMH/LRP/sdb 
ON 06-28-2010 V 

November 12, 2003 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2003 98." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary 
to the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations and/or laws, Executive Orders, or Presidential 
Directives which govern FBI foreign counterintelligence and 
international terrorism investigations. (U) 

Enclosure 

DCD. Dir. 
Chief of Staff 
Off of Gen. 1 
Counsel 
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CJ1S 
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- Mr. Kelley 
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General Brent Scowcr/ (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral 
briefing will be arranged for you at your convenience. 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

- 2 -
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ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 06-29-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-29-2035 

(S) 

bl 
b2 
b7E 
bo 
b7C 

(5) 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

IOB 2003 98 (U) 

Investigation of this IOB matter has determined thatl d 

I who was a "United States person" as that term is used in the Attorney General 
1 

Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations (FCIG),1 was opened by t h e d IField Office of the Federal Bureau of 
Investigation ("FBI") onl I The initiation and continuation of thel Irequired that 

IField Office andl bomply with the requirements of the[ 
Executive Order 12863 and the FCIG. However, the[ J ie ld Office did not submit an 
initial 90-dav letterhead memorandum to the Headquarters substantive unit until 

¡submitted the initial 90-day letterhead memorandum on 
|for dissemination to the Office of Intelliegnce Policy and Review (OIPR) of 

the United States Department of Justice. As a result of the significantly delayed reporting of the 
initial 90-day letterhead memorandum, OIPR was precluded from exercising its responsibility for 
oversight and review of an ongoing foreign counterintelligence investigation of a U.S. person, 
contrary to the requirements of the FCIG. 

This matter has been referred to the FBI's Office of Professional Responsibility for action 
deemed appropriate. 

(U) 

M . A "United States person" is defined ir 
who is . . . [a] United States citizen . . . or 

of the FCIG as "an individual 

b2 
b7 E 

[b] a permanent resident alien " 
Hofmann-IOB-78 



• F 

November 13, 2003 
DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON 0 6-29-2010 B Y C 0 U R I E R 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 502 0 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2003 26." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary 
to the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations and/or laws, Executive Orders, or Presidential 
Directives which govern FBI foreign counterintelligence and 
international terrorism investigations. (U) 

Enclosure 
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General Brent Scowcri^Ä (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral 
briefing will be arranged for you at your convenience. 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

- 2 -
;ET Hofmann-IOB-80 



DATE: 06-29-2010 
CLASSIFIED BY 65179/DMH/PLJ/3db 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-29-2035 . 

(5), 

(3) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MA 
IOB 2003 26 (U) 

Tnvpgfigatinn of this IOB matter has determined that, a 
who was a "United States person" as that term is used in the Attorney 

General Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations (FCIG),1 was opened by the HI Field Office of the Federal Bureau of 
Investigation ("FBI") on[ 
the| Field Office and. 
of Executive Order 12863 and the FCIG. However, as ofj I one year after the 
initiation of thel II Iwas unable to determine whether the initial 

1 The initiation and continuation of thel Required that 
Icomply with the requirements 

90-dav letterhead memorandup had been received or disseminated by the program manager]" | 
that the initial 90-day letterhead 

bl 
b2 
b7E 
b6 
b7C 

im naa Deen rec 
Confirmed on[ 

memorandum and the annual letterhead memorandum have been disseminated to the Office of 
Intelligence Policy and Review (OIPR) of the United States Department of Justice. As a result of 
the significantly delayed reporting of the initial 90-day letterhead memorandum, OIPR was 
precluded from exercising its responsibility for oversight and review of an ongoing foreign 
counterintelligence investigation of a U.S. person, contrary to the requirements of the FCIG. 

This matter has been referred to the FBI's Office of Professional Responsibility for action 
deemed appropriate. 

( U ) 

A "United States person" is defined in of the FCIG as "an individual 
b2 
b7 E 

who is . . . [a] United States citizen . . . o r . . . [b] a permanent resident alien " 
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DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON G6-29-2Q1Q 

* Q?, 
November 13, 2003 ¿X*' 

V 
BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 20Qg 104.» (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary 
to the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations and/or laws, Executive Orders, or Presidential 
Directives which govern FBI foreign counterintelligence and 
international terrorism investigations. (U) 
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General Brent Scowisroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral 
briefing will be arranged for you at your convenience. 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

- 2 -
;ET Hofmann-IOB-83 



DATE : 06-29-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-29-2035 

^•ALL INFORMATION CONTAINED 
™ H E R E I N IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 

(Si 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2003 104 (U) 

[ Investigation of this IOB matter has determined that, a of 
Iwho was a "United States person" as that term is used in the 

Attorney General Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIGV was opened by the |Field Office of the 
Federal Bureau of Investigation ("FBI") on| | The initiation and continuation of the 

comply with the 
iField Office did 

FI required that thef "l^ield Office and| 
requirements of Executive Order 12863 and the FCIG. However, thej 
not snhmit an initial 90-dav letterhead memorandum to Ljâ 

Jsubmitted the initial 90-day letterhead 
until 

memorandum o| Ifor dissemination to the Office of Intelliegnce Policy and 
Review (OIPR) of the United States Department of Justice. As a result of the significantly 
delayed reporting of the initial 90-day letterhead memorandum, OIPR was precluded from 
exercising its responsibility for oversight and review of an ongoing foreign counterintelligence 
investigation of a U.S. person, contrary to the requirements of the FCIG. 

This matter has been referred to the FBI's Office of Professional Responsibility for action 
deemed appropriate. 

bl 
b2 
b7E 
b6 
b7C 

I D 
A "United States person" is defined ir[ 

who is . . . [a] United States citizen 
of the FCIG as "an individual 

b2 
b7 E 

or. . [bl a permanent resident alien " 
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DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON G 6-2 9-2010 

November 13,.2003 
BY COURIER 

Général Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

. Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2003 82." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary 
to the Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations and/or laws, Executive Orders, or Presidential 
Directives which govern FBI foreign counterintelligence and 
international terrorism investigations. (U) 

Enclosure 
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General Brent Scowci^^: (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral 
briefing will be arranged for you at your convenience. 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

^ j i a s R f i i ^ 
- 2 -
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DATE: 0 6 - 2 9 - 2 0 1 0 
C L A S S I F I E D BY 6 5 1 7 9 / D M H / P L J / s d b 
REASON: 1 . 4 ( c ) 
D E C L A S S I F Y ON: 0 6 - 2 9 - 2 0 3 5 IALL INFORMATION CONTAINED 

HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

CS) 

(S) \ 

S E 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2003 82 (U) 

Invest igat ion of this IOB matter has determined thatj ~ 
who was a "United States person" as that term is used in the Attorney General 

1 

Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations (FCIO,1 was opened by thed Field Office of the Federal Bureau of 
Investigation ("FBI") onl I The initiation and continuation of the! tequired that 
thel "iField Office and| Icomply with the requirements of 
Executive Order 12863 and the FCIG. However, the! Field Office did not submit an 
initial 90-day letterhead memorandum to intil 

bl 
h 2 
blE 
b6 
b7C 

[ [ submitted the initial 90-day letterhead memorandum on 
for dissemination to the Office of Intelliegnce Policy and Review (OIPR) of 

the United States Department of Justice. As a result of the significantly delayed reporting of the 
initial 90-day letterhead memorandum, OIPR was precluded from exercising its responsibility for 
oversight and review of an ongoing foreign counterintelligence investigation of a U.S. person, 
contrary to the requirements of the FCIG. 

This matter has been referred to the FBI's Office of Professional Responsibility for action 
deemed appropriate. 

DeriyedilfffiMac3_ 
5éclassify on: X25-1 

( U ) 

' X A "United States person" is defined in 
who is . . . [a] United States citizen.. 

of the FCIG as "an individual 
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o r . . . [bl a permanent resident alien . . . . " 
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DECLASSIFIED BY 65179/DMH/PLJ/sdb November 19, 2003 
ON 06-29-2010 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
^Washington, D.C. 

Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB) Matter, 2003-107." 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

Director Gen. SoudUlM^yR off. of Poti 
Dip»?/Director lnfo.Res^LZJsr^@Z Cong.Affi. Off. of Public & 
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DATE: 06-29-2010 
CLASSIFIED BY 65179/DMH/PLJ/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-29-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(S) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2003 107 (U) 

Investigation of this IOB matter has determined that, on| I the| [Field 
Office of the Federal Bureau of Investigation ("FBI") requested initiation of aj_ 

Jwho was a "United States person" as that term is used in the 
Attorney General Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations CFCIG).1 Thus the initiation and continuation of thel I 
required the | ~| Field Office andj Comply with the 
requirements of Executive Order 12863 and the FCIG. I Field Office submitted its annual 
letterhead memorandum during I The subject subsequently relocated to the I I 
Field Office territory and thisl |was assumed by the I Field Office. The! Field 
Office submitted its annual letterhead memorandum eleven months beyond its original due date. 
This delayed reporting clearly precluded OIPR from exercising its responsibility for oversight 
and review of an ongoing foreign counterintelligence investigation of a U.S. person, contrary to 
the requirements of the FCIG. This matter has been referred to the FBI's Office of Professional 
Responsibility for action deemed appropriate. 
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DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON 06-29-2010 

November 19, 2 003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board b2 
(IOB) Matter. I I b7E 

IOB Matter 2003-136." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

b6 
b7C 

Dep. Dir. 
Chief of Staff_ 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Crim.. lnv. _ 
CJ1S 
Finance 

1 - Mr. 
1 Mr. 
1 -
1 

Szady 
Kellev 

OPR 
( T y 278-HQ-C1229736-VIO — 

Off. of Public 
& Cong. AITs. 
Training 

Off. ofEEOA 
Director's Office 

b6 
b7C 

Hofmann-IOB-91 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

2 
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IN' •ELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2 
b7E 

IOB MATTER 2'003-136 (U) 

Inquiry has determined that the 

In this regard, Public Law 
I d A . m 2 iroat-n f-Via 7\-t-/̂-v-r-, r 

102-

General with authority to exempt\ 

bl 
b2 
b7E 

i 

] These errors have been reported 
to the Office of Intelligence Policy and Review, Department of 
Justice, and to the FBI's Office of Professional Responsibility 
for action deemed appropriate. 

Director. 
Deputy Director. 

rklnvL 
CJIS 
Finjiice_ 

.Gen. Counsel 

.Into. Res, 

TZ\ 
£ 2 3 

.Inspection 
Labofet3ry„ 
Nsl imî lSec . . 
m. 

.Trailing 

. Off. ot EEO 

. Affairs 

u/an I Pi 

-aft 

.Personne l . 
.Oil. of Public & 
. Cong. Alls, 

1 Titled "Departments of Commerce, Justice and State, the Judiciary, 
and Related Agencies Appropriations Act, 1993." 

Titled "Antiterrorism and Effective Death Penalty Act of 1996, 
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DECLASSIFIED BY 65179 DHH^plj 
ON 06-29-2010 

November 24, 2003 

BY COURIER 

ft 
r 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2003 66.« (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 

- FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

Dep. Dir.. 
Chief of Staff 
Of T of Gen 
Counsel 
AM Dir 

.Admin Ser\ 
Ctnctfonsm 
Cam lav _ 
CJIS 

11 j. 
- Mr. Kelley 1 - IOB Library 
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b 7 C 
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>PK 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

- 2 -
;ET Hofmann-IOB-95 
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2003 66 (U) 

investigation of, this XQB matter has determined that, a, 
(S) » I oft , ] 

I | who is a ''united states person" as 
(S) tnat term is used in the Attorney General Guidelines for FBI 

Foreign Intelligence Collection and Foreign Counterintelligence 
Invo.shi era 1-1 rma (FCIG),1 was opened by the | [ iDivision 
J Lqf the Federal Bureau of Investigation ("FBI") on 

~1 The initiation and riontvimiat.ion of f.hfll I JJ I I The initiation and cionfimiat.ion of fr.hrt L 
required thatl I and! I 
comply with the requirements of Executive Order 12863 and the 
FCIG. However, the Office of Intelligence and Policy Review 
("OIPR") was not made aware of the opened investigation until P | 

| nearly one year after the initiation of the! I As a 
result of the significantly delayed reporting of the initial 90-
day letterhead memorandum, OIPR was precluded from exercising its 
responsibility for oversight and review of an ongoing | "1 
I "lof a U.S. person, contrary to 
the requirements of the FCIG. 

This matter has been referred to the FBI's Office of 
Professional Responsibility for action deemed appropriate. 

b2 
b 6 
b7C 
b 7 E 
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(U) of the FCIG as "an individual A "United States person" is defined in| 
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DECLASSIFIED BY 65179 DMH/J 
ON 06-29-2010 

November 24, 2003 • -. ^J 

BY COURIER N« 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C.. 20503 
Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2003 110." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws. Executive Orders, or Presidential Directives which govern 
.FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

Mr. Kelley 1 - IOB Library 
278-HQ-C1229736-VIO •^¿{'iS 

Sec 

s i 
- 1 -
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

^jjìaSREÌ^ 
- 2 -
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DATE: 06-29-2010 
^CLASSIFIED BY 65179 DHH/plj 
REASON: 1.4 ( c) 
DECLASSIFY OH: 06-29-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEP'. 
WHERE SHOOT OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IQB2003 110 (U) 

(S) 

(S) 
Trinarti mi tion of this IOB matter has determined that • o f 

rney <3e who is a "United States person" as that term is used in the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations (FCIGt.1 was opened by thej (Field Office} jof the Federal 
Bureau of Investigation ("FBI") on| | The initiation and continuation ofl "1 
required thatl bnd[| Jcomply with the requirements of 
Executive Order 12863 and the FCIG. However, the Office of Intelligence and Policy Review 
("OIPR") was not made aware of the opened investigation until! l ° n e yea* after the 
initiation of| | As a result of the significantly delayed reporting of the initial 90-day 
letterhead memorandum, OIPR was precluded from exercising its responsibility for oversight and 
review of an ongoing | jof a U.S. person, contrary to the 
requirements of the FCIG. 

b l 
b2 
b6 
b7C 
b7E 

This matter has been referred to the FBI's Office of Professional Responsibility for action 
deemed appropriate. 

1 A "United States person" is defined inl jof the FCIG as "an individual b 2 
who i s . . . [a] United States cit izen.. . o r . . . [b] a permanent resident alien " b7E 

Hofmann-IOB-99 
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December 16, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
P.nr-lnsnrft. ^ H H P H »Tnt-oll -i r»»nrp n-y^r-g-j nhf RoarH (TOR^ Matter, 

|Federal 
Bureau of Investigation Headquarters (FBI HQ) , 2003-149." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Mr. Pistole 
b6 
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General Brent Scowcroft (USAP Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

2 
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TNTEiLTjTfiflNfifi OVEftfilQHT BOARD (IQB) MATTER b2 
b7E 

FEDERAL BUREAU ÖF INVESTIGATION HEAüQUARTÜkfc} (t'tìlHUJ 
2003-149 (U) 

(S) 

Î U i 

I S I As noted in an electronic communication 
1 the! I Division I 

xL 1 o n 

(EC), on I 
1 initiated al 

I who is a 
"United States person" as that term is used in Section 101 (i) of 
the Foreign Intelligence Surveillance Act of 197$ (PISA) 
Continuation of the investigation required thatl land 

comply with the reporting requirements of the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIG). As required, 
I I uploaded a 90-day LHM on I 1 From an 
indication in its internal record keeping system, \ bhought 
it had f o r w a r d e d t h e 90-day LHM to National Security Law Unit3 on 

90-day LHM. In 3 NSLB does not have a record og receiving the 
] and 3 forwarded the Annual LHM to NSLB. It was at this point that the reporting 

error wê s detected. On | | the NSLB, FBIHQ, notified 
>f the possible IOB violation. This matter has been 

referred to the FBI's Office of Professional Responsibility for 
action deemed appropriate. 

krpffyiL 

Director 
Deputy Director info. Res, 

A "United States person" is defined in Section 101(i) of the 
Foreign Intelligence Surveillance Act (PISA) (codified at 50 U.S.C. § 1801 et 
seg.) as "a citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a) (20) of the Immigration and 
Naturalization Act) . . . See alBO | |of the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign Counter-
intelligence Investigations. 

3 | I was the Headquarters Unit 
responsible fnr t-.lje m r b at- t-h» H m » i-h* <?n rfav T.Tftrt was d u e , prioy to the 
reorganization of 
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.Trdn!nt_ 
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3 In 2003, the National Security Law ^j^^^-ffWiffft1 t o t h e National 
Security Law Branch (NSLB). 


