ALL INFORMATION CONTAINED UNCLASSIFIED

HEREIN IS5 UNCLASSIFIED
DATE U6-28-2010 BY 63179\DMH\PLJIY sdlr

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
T0B MATTER 2008-327 (U)

(1) on |, [ Jinitiated a]

I lon a U.S. person, The initiall| pening
was approved by a Supervisory Special Agent (SSA), not a .
Assistant Special Agent in Charge (ASAC). on[____ ] the il:.,:E

ASAC, who was authorized by the SAC, authorized the -
L | There is no issue with the underlying predication
of the case. Instigative activity, including intexrviews, took
place after the improperly authorized opening of the

L ~ }

(U} In and of itself, an SAA approval of a
[ |of any person other than a foreign visitor violates
the NSIG. The question then becomes whether is violation is b2
administrative in nature. Here, investigative activity occurred BiE
without having the appropriate authority level granted. In the
absence of a| |, however, the FBI

may utilize techniques allowed threat assessments.

(U) Neither | | was
opened and)] utilized techniques beyond those permitted in
{ techniques requiring either[__ 1 b2
{to be opened. Therefore] because b7E

jengaged in investlgative activity beyond that allowed in
hiolated the NSIG in engaging in

this 1Investigative activity. This exror, therefore, is not

administrative in nature and should be reported to the IOB.

(U) Per NSB guidance,l__—_____lshould pursue a Departure
from the NSIG in order to retain the information, materials and
evidence that was collected after the failure to receive proper
authority to operate the investigation. NSB has or will
establish specific procedure that should be followed in order to
request the Departure. If believes the information,
materials and information are not necessary to be maintained,
they should purge the information and affirmatively notify .
headquarters of this decision.
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DECLASSIFIED BY 65179 DMH/plj M
ON 07-01-2010

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
TOB MATTER 2008-323 (U)

zhfi On | | _the] lDivision | |

in support of an authorized | [of &

i d a National Security Letter (NSLﬂ | .
requesting a | | on the be

subject pursuant to FCRA, 15 U.S.C. § 168lv. The| | gip
Division |served the NSL and the provider subseqguently h7E
responded to the NSL request and provided a | lon

a person_other that the person named in the NSL. Upon discovery

of the in the name of someone other that the

subject | |pulled the | _ ] from the investigative

case file and sequestered it in the safe of the| khief

Division Counsel (CbC). [ |later discovered that

had uploaded the overproduced report.[:advised to
remove the name and the report from all FBI systems and to report
a PIOB.

(U) In this case,[________ Jcorrect '
the consumer reporting agency requesting a
pursuant to 15 U.S.C. § 1681v. The Teguest was correct
_

because the as the investigation was al
| [but the provider produced a| | for
a person other than the person named in the NSL. The FBI
compounded the error by uploading the information into a
database. Therefore, as instructed by the IOB, this matter must
be reported to the IOB and DNI.

b.l
b7k

Derived From : ATIONA TGATIVE
e GUIDELINES

Hofmann-10B-3




(%] ’ . 6
[ [

DECLAZSIFIED BY 65179 DMH/pli
ON 06-29-2010

September 8, 2003

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C. v

Dear General Scowcroft:

Enclosed for your information is a self-explanatory be
letterhead memorandum_ (LHM), entitled “Intelligence Oversight b7E
Board (ICB) Matter,

[ | Federal '

Bureau of Investigation Headguarters (FBIHQ), 2003-58."

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
‘Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

-me [ ]
- Mr. Pistole
Mr. Kelley

- Mr.

- Mr.

k6
k7C

HE R
I

Dep. Dir.

Chief of Staff

Off. of Gen.

Counsel

Asst, Dir:
Admin. Ser._
Crim.. lnv,
Clis
Finance
Into. Res,
Lab.
National Sec.
OPR

OfF. of Public
& Cong. Affs.
Trainayg

Off, of EEOA

Directoc’s Office _____

|




. .

sz,

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing

will be arranged for you at your convenience.

Sincerely,

(U}

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H, Marshall Jarrett

Counsel, Office of Profegsional Responsibility

U.S. Department of Justice
Room 4304

)

€|20]o3
, 4 €
APPR“MED,C&&ML Inapaction Wnining
b Labaralory______ O, of EEO
France Nationa S48, Mhairs
recte Gen, Goutsel 1 o S— . % 1Y)
Bepog Duaclor ___info, Res. Parsoank Cang Alts

-2 -
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DATE: 06-29-2010 . ' 1L INFORMATION CONTAINED
CLASSIFIED BY 65179 DMH/plj HEREIN IS UNCLASSIFIED, EXCEET
REASON: 1.4 (<) WHERE SHOWN OTHERWISE
DECLASSIFY ON: 06-29-2035 SECRET
. b2
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER B7E
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) (U)
2003-58
(3) e —__Investigafion is IOB mattexr has determined that, b1
on| e |othe IDivigi initiated a b2
| who b6
was (and remains) a “United States person” as that term is used gzg
in Section 101(i) of the Foreign Intelligence Surveillance Act of e

1978 (FISA).! Thus, continuation of the investigation required
that and | :l

comply with the reporting requirements of the Attorney General
Guideline or FBI Forei Intelligence Collection and Foreign

Counterintelligence Investigations (FCIG). Consistent with those
requirements Erepared and submitted an initial 90-day
letterhead memorandum (LHM) on hﬁhﬁing forth
the basis for its initiation of &l of the

gubject. Due to administrative error,|
[ |fai1ed to forward| 90-day LHM to the
Review (O]

Office of Intelligence Policy and [PR) , Department of

Justice (DOJ), as requi error went undetected until
January 22, 2003, whe first annual LHM was forwarded to
the National Security Law Unit, FBIHQ, for submission t PR.
This error was further compounded by the failure of to
report this matter to the FBI's Inspection Division as a
(U]vmwmwwpotencialwIOBwviolationmuntileayw7¢w2003¢ww334:

A copy of this submission to the IOB has been provided
to the FBI's Executive Assistant Director for Counterterrorism/
Counterintelligence for action deemed appropriate. (U)

Wi

K
o Traimng ,
Ot of ££0
SECREEf, b 5o M

mwﬂhwn__.wtma_____hwmm“____%h:zzka

S

3

(U] S 1}3{ A “United States person” is defined in Section 101(i) of the b2
Foreign Inteélligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et b7E
seq.) as “a citizen of the United States [or] an alien lawfully admitted for =
permanent residence (as defined in secti ) of the Immigration and
Naturalization Act) . . . .” See also| iof the Attorney General
Guidelines for FBI Forei Intelligence Collection and Forei Counter-

intelligence Investigations. Hofmann-I0B-6




DECLASSIFIED BY 65179 DMH/plj ]
ON 06-29-2010

September 24, 2003

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversgight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory

letterhead memorandum (LHM) entitled “Intelligence Oversight
Board (IOB) Matter| ~ |Division, IOB Matter 2003-116."
(U}

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure
1-me [ ] e
1l - Mr. Kelley e
1 - Mr.
l1 - Mr, ;
-~ 2U- 8- ClA213 6~ W- (6>
Dep, Dir, R
Chief of StafF,
Off. of Gen.
Counsel
Asst. Dir.:
Admin, Ser._______
Crinw.. tav.
cls
Finance
Info. Res.
o —
National Sec. _____
OPR . n-10B-7
OfF. of Public
& Cong Affs. _____
Training
Off.of EEDA
Disector’s Office ___




. B
| ‘ .

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

Whwts

' \(K 1-¢-0 Ph.os 8[2“1103 .
Crim. 1 Inspection Trainng____
AP P R(WEB‘ cas__.__.""""'"..__ Laberalory. ¥, of EEO

T —
Ofeco, ean.co@@ﬁ«em___.uﬁ.mm

Depuly Diractor____Info, Res, Personasl Cong AMS,

-2 -
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DATE: 06-29-2010
CLASSIFIED BY 65179 DMH/plj
REASON: 1.4 (<)

DECLASSIFY ON: 06-29-2035

‘ ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

sadRaq

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER bz
DIVISION
I0B MATTER 2003-116 (U)
The | |Division | of the bl
Federal Bureau of Investigation ("FBI") recently reported the b2
[ | ic data in conjunction with its b5
(3) -1 ~lof a non-U.S. person. In this regard, b1e
on | | initiated its investigation of 7B
the subject. On| |
b1l
(§) ] nwml b2
b6
— | b7C
(3} e b7E
[SJHMWwWNMWWWNWwWwme
(s]‘wwwvww~””
(8) :
PP afafe 3 d{zfoz
”Pﬂnvm. Crim.tme_______ Inspection, Tranig___
a Laboratery, O of EEO
m—+ G-Fifance, Natonal Se¢. Allsing
f en. Coun O, of Pudiic 8
Deputy Director, (3 Personnel _____ Conp M8
SBEERET ' -
Hofmann-I0B-9
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DECLASSIFIED BY 65179 DMH/plj
ON 06-29-2010

September 26, 2003

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman
Intelligence Oversight Board
New Executive Office Building

Washington,

D.C.

Dear General Scowcroft:

Board (IOB) Matter, Counterintelligence Division,

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM) entitled “Intelligence Oversight

2003-120." (U)

IOB Matter

This LHM sets forth details of investigative activity
which the PBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and intermational terrorism
investigations.

Enclosure

1
1
1
1
1
1

Dep. Dir.
Chief of Staff

Off, of Gen.
Counsel
Asst, Dir.s
Admin. Ser._____
Crim.lwv.
cus
Finonce
info.Res.
Lab, _ __
Natiooal Sec. ____
OPR
OfF. of Public
& Cong, Affs.
“Training
Off.of EEDA _____
Director's Office ____

278

Ms
Ms.
OPR

Kelley

MAIL ROOM O

()

—HQ-C1229736-vi0 ~ 1 &@
Mr‘
Mr.

bha
b7C




General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
. Room 4304

st
] Iw{ﬂ

APPROVED: ¢y ™ (e~ Taig.___

O, o EEQ
) RO+ 1 National Seg___ Affairs
Direcor Gﬂﬂ»ﬂomai____ Of. of eblc &
Deputy Ditector,___Info, Res, _ Persannel__ - -Gongrign
(A5
9(23/03
- 2 -

~ )sm( Hoffman - I0B - 11
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DATE: 96'29*2022179 DME o1 LL INFORMATION CONTAINED
CLASSIFIED BY p+J HEREIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (<, d) SE T

WHERE SHOWN OTHERWISE
DECLASSIFY ON: 06-29-2035

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
COUNTERINTELLIGENCE DIVISION
IOB MATTER 2003-120 (U)

. Ingui i i nduct ing a: bl
(9) —  2IK -
~lor| a U.S. person, the b2

“Federal Bureau of Investigation (FBL) failed neet the 90-day bo
reporting requirement prescribed in of the Attorney i;;
General Guidelinegs for FBI Foreign Intelligence Collection and
Foreign Counterintelligence Inpvestigations (FCIG). In this
reqard, the Division | initd d a

|of the subject onl] Because

the subject was (and remains) a “United States person” as that

term is used in Section 101(i) of the Foreign Intelligence

Surveillance Act of SA), continuation of the investi-

ann_xem.ui.a:ed_r.haf‘ and |
(S)

.f [ compIy Wi e requirements o Xecutive order
12863 and the FCIG. as reported that] |prepared
the initial 90-day letterhead memorandum (LHM) required by the

CIG and submitted it to via electronic communication dated
| __| Due t Tent administrative error,
did not forward a copy of the communication to the Nationa
Security Law Branch, Office of the General Counsel, for
submission to the Office of Intelligence Policy and Review
(OIPR) , Degartmﬁnt of Justice. The error was not caught until
By then, the required LHM was approximately
seven months overdue. Thi roxy thus precluded meaningful
oversight and review of Iongoing investigation by OIPR,
rﬂugﬂLJjLsgnﬁrary to the reporting requlrements set forth in
of the FCIG. The error is a matter reportable
to the IOB, and a copy of this report will be provided to the

FBI's Office o rofessional Responsibility for action deemed
appropriate. )

]
:?33‘03 1&%
! Trahnlng,
APFRWEB! g i O, ot 650
1/ Natiogal S, Mg

0K of Pablic &
Personnel__ .. Cong AifS,_______

Hofmann-IOB-12
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DECLASSIFIED BY 65179 DMH/plj

ON D6-29-2010
September 29, 2003

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled “Intelligence Oversight
Board (IOB) Matter, | —
l | Federal
Bureau of Investigation Headquarters (FBIHQ), 2003-63."

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure
1 - Mr. Pistole

1 - Mr.
1 - 278-HQ-C1229736-VIO-— 66 g

(e

b2
b7E

oo
~3 S
[P}




“Spene

General Brent Scowcroft (USAF Retired)

Should you or any membexr of youxr staff require
additional information concerning this mattexr, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Patrick W. Kelley
Deputy General Counsel

.1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mrx. H. Marshall Jarrett :
Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

Sorr

2.  Hofmann-IOB-14




“DATE: 06-29-2010 ALL INFORMATION CONTAINED

CLASSIFIED BY 65179 DMH/plj HEREIN IS8 UNCLASSIFIED EXCEPT
REASON: 1.4 (&) WHERE SHOWN OTHERWISE
DECLASSIFY ON: 06-29-2035 :;EEhﬁﬁi::

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER i%E

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)
2003-63 (U)

Investigation fﬁ_;histOB matter hag determined that,
on | | the Division | initiated a
I . . -

on} who is
erm 18 used in section 101 (i)
of the Foreign Intelligence Surveillance Act of 19 (FISA) .*

Thug, continuation of the invesgtigation xrequired that:and
the| |comp1y with the

bl

reporting requirements of the Attorney General Guidelines for FBI b2
Foreign Intelligence Collection and Foreign Counterintelligence bé
igations (FCIG). Consistent with those requirements, b7C
repared and submitted an initial 90-day letterhead b7E

memorandum (LHM) on lJsetting forth the basis for

its initiation of a | of the subject. Due to
adminis*rafivi;fjror, the | | failed to

forward 90-day LHM to the Office of Intelligence Policy
and Review (OIPR), Department of Justice (DOJ), as i The
error went undetected untill | when first
annual LHM was forwarded to the National Security Law Unit,

FBIHQ, for submission to OIPR. This matter has been referred to

U - the FBI's Office of Professional Responsibility for action deemed
i ] appropriate.

(U]WWMWWWMmlmyx( | . b2

A “United States person” is defined in Section 101(i) of the b7E
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et
Beg.) as “a citizen of the United States [ox] an alien lawfully admitted for
permanent residence {as defined in section 10l1{a) {20) of the Immigration and
Naturalization Act} . . . .” See alsd Jof the Attormey Geperal
Guidelines for FBI Foreian Intelligence Collection and Forei Counter-
intelligence Invegtigationms. Hofmann-10B-15




DECLASSTIFIED BY 65179 DMH/plj

ON 06-29-2010 “\7

September 29, 2003

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Déar General Scowcroft:

b2

Enclosed for your information is a self-explanatory

b7E
letterhead memorandum (LHM), entitled “Intelligence Oversight
Board {I0B) Matter. | |
[ Federal
Bureau of Investigation Headquarters (FBIHQ), 2003-71."
This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)
Enclosure
1 - Mr. Pistole b2
1 - sAC] ] b6
1 - SAC | bic
1 - Mr. | | b7E
1 - 278-HQ-C1229736-VIO—~{TO
Dep. Dir.
Chicfof Staff
Off. of Gen.
Counset
Asst. Dir: _% _
Adin. Ser.
Crim..Iav.
Cs
Finance
Info. Res
Lab.
Natiosal See. ___
Py — S%?*Qi
Off. of Public
& Cong, Affs.
Training
OfF. of EEOA
Direcior’s Office ___ FRIDOS




it

.M ®

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
.U.S. Department of Justice
Room 4304

Hoffman - IOB- 17




DATE: 06-29-2010 ALL INFORMATION CONTAINED
CLASSTIFIED BY 65179 DMH/plj . HEREIN IS UNCLASSIFIED EXCEBRT
REASON: 1.4 (<) fWHERE SHOWN OTHERWISE
: 06-29-20
DECLASSIFY ON: 06-29-2035 s BT
b2
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)

2003-71 (U)
Investigation of thig IOB matter has determined that
on| |
signed a Search Warrant | | requested by FBI
and served by FBJ [upon| The b1
| | 2
g | I — ol
13) —utilized byl 1 b6
N e Doe
] | e
b7E
| |
I
| This matter has been referred to
the FBI's Office of Professional Responsibility for action deemed
appropriate. -
b2
(U] 1;08( A “United States person” is defined in Section 101(i) of the bLTE
Foreign Intelligence Suxveillance Act (FISA) (codified at 50 U.S.C. § 1801 et

seg.} as “a citizen of the United States [ox] an alien lawfully admitted for
permanent residence (as defined in section 101{a) {20) of the Immigration and
Naturalization Act) . . . .” See also] |of the Attoxney General

idelines for FBI Forei Intelligence Collection and Foreign Counter-
intelligence Investigations. Hofmann-IOB-18
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DECLASSIFIED BY 65173 DMH/plj ’1)
ON 06-29-2010

September 29, 2003

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Boaxd

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

b2

Enclosed for your information is a self-explanatory bTE

letterhead memorandum (LHM), entitled “Intelligence Oversight

Imard_LIQ&)_M.atter. | |
|Federal

Bureau of Investigation Headquarters (FBIHQ), 2003-121."

This LHM sets forth details of investigative activity

which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1

=

- Mr. Pistole bic
- Mr.

1 - 278-HQ-C1229736-VIO—(7Z

Dep. Dir.
Chief of Staff
Off. of Gea.
Counsel
Asst, Dir.:
Admin, Ser,
Crim.. v,
cns
Finance
Info. Res,
Lab,
Nutional Sec.
OPR
OfF, of Public
& Cong. Affs.
Training
OfF. of EEOA
Director’s Office

&

S>§T Hofmann-108-19
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o ®

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General. Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111 :

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

-2 -

M Hofmann-I0B-20




1

. ALL INFORMATION CONTAINED

&

DATE: 06-29-2010 , ’ ‘[['-;EREIN I3 UNCLASSIFIED EXCEPT
CLASSIFIED BY 65179 DMH/plj HERE $HOWN OTHERWISE

REASON: 1.4 () SE T
DECLASSIFY ON: 06-29-2035

5)

(u) -

b2

B b7E

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)
2003-121 (U)

Investigatio; is IOB matter has determined that,
on| thgmthlbivision—ﬁnitiate' a
e Ia_l who is

a “United States person” as that term is used in Section 101 (i)

of the Foreign Intelligence Surveillance Act of 1978 (FISA).!

Thus, continuation of the investigation required that[ _____ Jand

[ |comply with the
reporting requirements of the Attorney General Guidelines FBI b1
Forei Intelligence Collection and Foreign Counterintelligence Y
Investigatjons (FCIG). Consistent with those requirements, b6

[ prepared and Iﬁmmw,tial 90-day letterhead bicC
memorandum (LHM) on setting forth the basis for b7E

its initiation of g lof the subject. Due to
administrative error, | failed to
forward 90-day LHM to the Office of Intelligence Policy

and Review (O1PR), Department of Justice (DOJ), as required. The
error went undetected until| | when the National
Security Law Unit, FBIHQ, notified | |of the possible IOB
violation. This matter has been referred to the FBI's Office of
Professional Resgpongibility for action deemed appropriatem.

Derive T G-3
D sify onz

s%r

b2

— b7E
")Bﬁb A “United States person” is defined in Section 101(i) of the
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et
seg.) as “a citizen of the United States {or] an alien lawfully admitted for

permanent residence (as defined in section 101(a) {29) of the Immigration and
Naturalization Act) . . . .” See also f the Attorney General

Guidelj or FBI Foreign Intelligence Collection and Forei Counter-

intelligence Investigations. Hofmann-10B-21
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DECLAYSIFIED BY 65179 DMH/plj
ON 06-29-2010

K

September 29, 2003

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM) entitled “Intelligence Oversight

Board (IOB) Matter, Counterintelligence Division, IOB Matter
2003-118." (V)

This LHM sets forth details of investigative activity .
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence *
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism

investigations. (U)
Enclosure
1 = Mr .
1 - Mr. Kelley
1 - Mr.
1 - Mr.
- 278-H0-C1229736-VIO— (15 TFIED ENCLO
Dep D
Chief of Staff,
Off. of Gea.
Counsel
Asst, Dir.
Admin. Ser,
Crim.. Inv,
cus
Finance
Info. Res,
Lab.
Naticanl Sec.
OPR
Off. of Public
& Cong. Alfs.
Teoining
Oft of EEOA_____
Director’s Office __
MAIL ROOM O

e

1

4

bé
b7C
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® ®
General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

Lqﬁi’ xﬁb; Wz,
Q% | 3z a3

finance ational Ses, Ain
W__..._Gu.m_nse—l?qu Oft ot Pullic §
Deputy Disactor, nfo, Res, Personnel .. Gong.Afls

-2 -
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DATE: 06-29-2010 SENEET ALL INFORMATION CONTAINED
CLASSIFIED BY 65179 DMH/plj HEREIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (e, d) WHERE SHOWN OTHERWISE

: 1. ,

DECLASSIFY ON: D6-29-2035
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

COUNTERINTELLIGENCE DIVISION
IOB MATTER 2003-118 (U)

S Ingyir ined that in conducting a|:|
(S] e onl a U.S. person, the Federal Bureau b1
: of Investigation (FBI ailed to meet the 90-day reporting :

b2
requirement prescribed in | lof the Attorney General b6
Guidelines for FBI Foreigqn Intellidence Collection and Foreian b7C
Counterintelligence Investi i (FCIG). In this regard b7E
the Field Office initially opened its
l;ﬁ [of the subject on| ’ | Because

€ subject was (and remains) a “United States person” as that

term is used in Section 101 (i) of the Foreign Intelligence

urveillance Act of 1 (FISA continuation of the
investigati i and thel B

-(3) Fcomply with the requirements of Executive Order
12863 and the FCIG! as reported that the initial 90-day
1eTte.:he:;‘d andum (LHM) required by the FCIG was submitted
to by[ ias an e : to an electronic communication
dated | |I has further reported, however,
that its files do not indicate that, as required, the LHM was
forwarded to the National Security Law Branch, Office of the

General Counsel, for submission to the Office of Intelligence
Policy and Review (OIPR), Department of Justice. The error was

not caught until | ~ | By then, the required LHM was
approximately six months overdue. _This error precluded
meaningful oversight and review of:ongoing invesgti ion

by OIPR, which is contrary to the requirements of
of the FCIG. This matter has been referred to the FBI's Office
of Professional Responsibility for action deemed appropriate.
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October 1, 2003

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, NW

Washington, D.C. 20503

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled “Intelligence Oversight
Board (IOB) Matter Division, 2003-111."

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office
of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)

closure
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel
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T ‘ ALL INFORMATION CONTAINED
DATE: 06-23-2010 , ‘ HEREIN IS UNCLASSIFIED EXCEFT
CLASSIFIED BY 651739 DMH/plj WHERE SHOWN OTHERWISE

REASCN: 1.4 (c) S%’l‘

DECLASYIFY ON: 06-29-2035 i
b2
h7E

INTELLIGENC HT BOARD (IOB) MATTER
DIVISION
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) (U)
2003-111
bl
Investi i f this IOB matter has revealed that on b2
| LheE Division initiated a b6
(S]\onl a United States person. Due to administrative ]}:ZE
/ error,| |fai.ed to forward the 50 day LHM, due on e
0 the National Security Law Branch (NSLB), 0GC, for

submission to the Office of Intelligence Policy and Review

(OIPR), Department of Justice (DOJ as required by the FCIG.

This error was not noted until| | when the | |
_ | forwarded the annual LHM

to NSLB. As a result of the error, OIPR was not advised of the

status of the ongoing investigation for approximately eight
months.

A copy of this submission to the IOB has been provided
to the FBI's Executive Assistant Director for
Counterterrorism/Counterintelligence and to the Office of

Professional Responsibility for action as deemed appropriate.
(U}
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DECLASSIFIED BY 67159 DMH/plj
ON 06-29-2010
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board October 6, 2003
New Executive Office Building
Washington, D.C.

Dear General Scowcroft:
Enclosed for your information is a self-explanatory

letterhead memorandum (LHM), entitled “Intelligence Oversight
Board (IOB) Matter,[__ |Field Office, 2003-79." (U)

.This LHM sets forth details of investigative activity which

the FBI has determined was conducted contrary to .the Attorney
General Guidelines for FBI Foreign Intelligence Collection and

Foreign Counterintelligence Invesgtigations and/or laws, Executive

Orders, or Presidential Directives which govern FBI foreign
counterintelligence and international terrorism investigations.

()

Enclosure
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304
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DATE: 06'29'2022179 ; 1" ’ ALL INFORMATION CONTAINED
CLASSIFIED BY DME/pl] HEREIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (c)

WHERE SHOWN OTHERWISE
DECLASSIFY ON: 06-29-2035

SE%‘I‘

b2
bIE
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
FIELD OFFICE
IOB MATTER 2003-79 (U)
Investigation of this IOB matter has determined that,
on | [ |Field Office :i.ssued_an___I
(8) - electronic communication (EC) requesting ina of
| The siubjects weretl
. | who were (and Temain) ‘United 3tates
(3) 7 ~persons” as that term is used in Section 101(i) of the Foreian
Intelligence Surveillance Act of 1978 (FISA). Through an
oversight, however thel |were not reopened.
Nonetheless.| le nggg%d in an in the form of
[ z n of the| |
| |was sought onl| _ discovered that the bl
cases had never been reopened. Therefore, on that day, b2
| |cases were reopened. The mistake and possible b4
violation was reported to Headquarters via EC dated [ | bo
Having engaged in investigative activity in the form of E;g
|inadvertent1y violated BTE
[of the Attorney General Guidelines for FBI Foreign

Intelligence Collection i Counterintelligence

Investigations (FCIG). spells out the investigative

methods that are appropriate in the absence of al I'E'I
o)

:lmd those methods that require a
e open. The Department of Justice has interpreted the FCIG to
authorize a| only if a

| |or| Jis open. In this Instance, because
€ oversight, such |was not open
() e wh,en [ Jconducted- I B}(

This matter has been referred to the FBI's Office of
Professional Responsibility for action deemed appropriate.
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
4 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
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releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
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DECLAYITFIED BY 65179 DMH/plj
ON 06-29-2010

October 7, 2003
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled "INTELLIGENCE OVERSIGHT
BOARD (IOB) MATTER; IOB 2003 94." {U)

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1l - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304
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DATE: 06-29-2010
CLASSIFIED BY 65179 DMH/plj
REASON: 1.4 (<)

DECLASSIFY ON: 06-25-2035

ALL INFORMATION CONTAINED
HERETN I3 UNCLA3I3IIFIED EXCEPT
WHERE SHCOWN OTHERWISE

SE%T

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

IOB 2003 94 (U)
bl
Investigation of this JOB matter has determined that, onf i b2

Office o ] f Investigation ("FBI") requested initiation of a Esc
(9] < o who was a "United States person” as that term is used in the bTE
, '™ Attomey General Guidelines for FBI Foreign Intelligence Collection and Foreign

Counterintelligence Investigations (FCIG).! Thus the initiation and continuation of th

required theli]l’ield Office and omply with the

requirements of Executive Order 12863 and the ECIG | Field Office submitted its initial

90-day letterhead memorandum nearly four months beyond it original due date. As a result of

the delinquent LHM, OIPR was not advised of the initiation of th{ _|in accordance with

of the FCIG. This delayed reporting clearly precluded OIPR from exercising its

responsibility for oversight and review of an ongoing foreign counterintelligence investigation of

a U.S. person, contrary to the requirements of the FCIG. This matter has been referred to the

FBI's Office of Professional Responsibility for action deemed appropriate.

Nz
w 3,{93
Der ~G-3
”Sif!ﬁpﬁk L crim. lnv, Inspection, Traling
a ONS_____ ____Laboratory 3if. of EEQ
“inance, National Sec. Affairs____
Divector_______Gen. Counsel ¥R i, of Public &
SE ireclor |nfo. Res, Personnel Cong. Affs___
(U) -~ - 133{ A "United States person" is defined i | of the FCIG as "an individual e

who is . . . [a] United States citizen . .. or. .. [b] a permanent resident alien...."
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ON 06-29-2010
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October 15, 2003

BY COURIER

General Brent Scowcroft (USAF Retired)

* Chairman
Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, NW

Washington, D.C. 20503

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled “Intelligence Oversight
Division, 2003-67."

Board (IOB) Matter,

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office
of Professional Responsibility for a determination of whether any
administrative action is warranted.

losure
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel
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DECLASSIFIED BY 65179 DMH/plj )En‘(

S
oM 06-29-2010 :

b2
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER P7E
DIVISION (U)
2003-67

Investigation of this IOB matter has re hat on b2
the pivision initiated a b6
on| | a united States b7C
person. Due to admini ] ox,| |failed to forward b7E

the 20 day LM, due oni | to the National Security Law

Branch (NSLB), 0OGC, for submission to the Office of Intelligence
Policy and Review (OIPR), Department of Justice (DOJ), as

regquired by the FCIG itled "90-day LHM" was

uploaded into ACS on| iin excess of six months
after its due date. This err d untill |
when| |

forwarded the annual THM to NSLB. As a result of the error, OIPR

was not advised of the status of the ongoing investigation for
approximately six months.

A copy of this submission to the IOB has been provided
to the FBI's Executive Assistant Director for

Counterterrorism/Counterintelligence and to the Office of

Professional Responsibility for action as deemed appropriate.
0))

ived from :
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DECLASSTIFIED BY £5179 DMH/plj
ON 06-29-2010 /l)

October 15, 2003
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled “Intelligence Oversight

Board (IOB) Matter,[ Field Office, IOB Matter 2003-
127,

This LHM sets forth details of investigative
activity which the FBI has determined was conducted contrary
to the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations and/or laws, Executive Orders, or Presidential
Directives which govern FBI foreign counterintelligence and
international terrorism investigations. (U)

BEnclosure

1 - Mr. Pistole

b6
b7C
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Should you or any member of your staff require

additional information concerning this matter, an oral
briefing will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsgibility
U.S. Department of Justice
20 Massachusetts Ave., Suite 5100
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DATE:

(3)

(0] e

CLASSIFIED BY 635179 DMH/le.
REASON: 1.4 (c¢) ~
DECLASSIFY ON: 06-29-2035

06-29-2010 ALT INFORMATION CONTAINED

HERE SHOWN OTHERWISE

SEQRET
;b2
INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER b7E
| [FIELD OFFICE
JOB MATTER 2003-127

bl
InvestlFauon of this JOB matter has determined that, on| fthe b2
Office] - [initiated o] fl [who is a "U.S. person” Eg <~
as that term is used in Section 101(1) of the Forelgn Intelhgence Surveillance Act of 1978 (FISA).! b7E
Pursuant to the reporting requirements of the Attorney General Guidelines for FBI Forei telligence
Collection and Foreign Counterintelligence Investigation (ECIG)l I\—vas required to report to the

Office of Intelligence Policy and Review (OIPR) within 90 days of initiation of the investigation.

Consistent with those requjrementsljsubmitted an initial 90-day letterhead memorandum (LHM)

on| [setting forth the basis of its initiation of af |of the subject.

Thereafter, pursuant to the reporting requirements of the lﬁlﬁ]_l\;as required to provide a

summary of the investigation to the Attorney General or his designee at the end of each year that the
investigation continued, first annual summary was due on| | However| ]

did not forward the annual report to OIPR until| | |failing in this regard was

due to limited resources and heavy workload following the terrorist attacks of September 11, 2001,

and the loss of the casefile. This matter has been referred to the FBI's Office of Professional

Responsibility for action deemed appropriate. TS}

Derive " G-3
sify on:

L 0\ 1 \ x4
SEYReT "*,’Jéi‘v

Inspection _Trahning_—

rﬁPPRMEﬂ: g%L Uaboratory______ Jff. O EEQ b2

p",::,e.“‘-; ) Y(WS.__“

Direclor 3'»5 . St ofPublic &

"""""""" }8{ A "United Stateam&antfus.ddﬁned in.Section 101 (1)-0f'thecf’3re1gi"fﬁfe'ﬂlgence Ak, WsLs
Surveillance Act (FISA) (codified at 50 U.S.C. Section 1801 et seq.) as a "citizen of the United States l°|"" °3
[or] an alien lawfully admitted for permanent residence (as defined in Section 101(a)(20) of the

Immigration and Naturalization Act)...." See alsol | of the Attorney General Guidelines

for FBI Foreign Intelligence Collection and Foreign Co inigHigensonvestigations.

HEREIN IS UNCLASSIFIED EXCEPT
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DECLASSIFIED BY 6517 9\DMH\PLJ\ sdb
ON 06-28-2010

BetessEER 2003

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory

letterhead memorandum (LHM), entitled “Intelligence Oversight b2

tter, ] PE
Federal
Bureau of Investigation Headquarters , “95." (U)
This LHM sets forth details of investigative activity which
the FBRI has determined was conducted contrary to the Attorney
General Guidelines for FBI Foreign Intelligence Collection and
Foreign Counterintelligence Investigations and/or laws, Executive
Orders, or Presidential Directives which govern FBI foreign
counterintelligence and international terrorism investigations.
(U)
Enclosure
t - b6
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S
General Brent Scowcroft (USAF Retired)

- Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U}

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304
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DATE: 06-28-2010 ALL INFORMATICON CONTAINED

CLASSIFIED BY 65179\DMH\PLJ\sdb HEREIN 18 UNCLASSIFIED EXCEPT

REASON: 1.4 (o) éED“ﬁEL WHERE SHOWN OTHERWI SE
DECLASSIFY ON: D6-28-2035 )

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER (S] b2
b7E

FE BUREA E by
2003-95 :

S) '
[ ]i Investigation of this IOB mattexr has determined that,

" on ] thel |Division I | 1mi‘*a.l‘.e::!._a__ﬁ|

| which is (and remains) a “United States person” as
that texrm is used in Section 101(i) of the Foreign Intelligence
Surveillance Act of 1978 (EJ?A). Thus, continuation of the

-inveatigation yecuired thai and bl
comply with the reporting b2
requirements of the Attorney General Guidelines for FBI Forei bé
Intelligence Collection and Foreian Counterintelligence picC
Investigations (FCIG). Consistent with those requirements, b7E
prepared and submitted an initial 90-day letterhead
memorandum (LHM) on]| Due to _urgent continuing
operational demands since September 11, 2001,
| |fai1ed to review and forward 8 90-day

LHM to the Office of Intelligence Policy and Review (OIPR),

Department of Justice (DOJ), as required. The error went

undetected until | | when |s first annual

LHM was forwarded by]| | to the National Security Law Unit

("NSLU, " the predecessor to NSLB), FBIHQ, for submission to OIPR
(U) - and NSLU notified of-a-posgible-IOB-violatien. -

A copy of this submission to the IOB has been provided
to the FBI's Executive Assistant Director for Counterterrorism/
Counterintelligence and the FBI's Office of Professional
Responsibility for action deemed appropriate. (U)
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OM 06-28-2010

®e

o

Octobexr 23, 2003
BY COURIER

General Brent Scowcroft (USAF Retired)

Chairman

Intelligence Oversight Board

New Executive Office Building

Washington, D.C. s

b7E
Dear General Scowcroft:

Enclosed for your information is a self-explanatory
letterhead wmemorand i W i f i

Board (IOB) Matter,
Federal
ureau of Investigation Headquarters ; -87." (U)

This LHM setg forth details of investigative activity which
the FBI has determined was conducted contrary to the Attorney
General Guidelines for FBI Foreign Intelligence Colléction and
Foreign Counterintelligence Investigations and/or laws, Executive
Orders, or Presidential Directives which govern FBI foreign

counterintelligence and international terrorism investigations.
(U)

Enclosure

1 - Mr. 3
1l - Mr. Kellev E;C
- S,

2HY- TP —CLZZT

a——

Dep, Dir,

Chief of Staff

Off. of Gen,

Counsel

Asst. Dir.:
Admin._ Ser.
Cam.. Inv.
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OPR . . .
OFf. of Public ) Hofmann-I0B-48
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Off: of EEOA
Director’s Office ____
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Respongibility
U.S. Department of Justice
Room 4304
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- {DATE: 06-28-2010

CLAYYIFIED BY 65173\DMH\PLJ\ adb
REASON: 1.4 (<)
DECLASSIFY ON: 06-28-2035

LL INFORMATION CONTAINED
HEREIN IS UNCLAISIFIED EXCEPT
WHERE SHOWN OTHERWISE

Bt

(5) - I_LNIELLIGEN.C.E_QIERSIGHLBQARD_LLQB)_MAIIEE B2

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ ()
- 2003-87 .
Investigation of this IOB matter has determined that,
on [ ] the | |Division I initiated a -
| ) who is
(and remains) a “United States person” as that term is used in
Section 101(i) of the Foreign Intelligence Surveillance Act of
1978 (FPISA). Thus, continuation of the investigation required
that | land| | |
comply with the reporting requirements of the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations (FCIG). Consistent with those
requirements, [ ] prepared and submitted a 90-day letterhead
memorandum (LHM). However, rather than prepare and submit it to
FBI Headquarters byI when it was due, per the FCIG,
it was prepared and submitted on | almost four
months late. The error went undetected until| |
when s first annual LHM was forwarded by| | to the
National Security Law Unit ("NSLU," the predecessor to NSLB),

FBIHQ, for submission to OIPR and NSLU notified|:|of a
possible IOB violation.

A copy of this submission to the IOB has been provided
to the FBI's Executive Assistant Director for Counterterrorism/
Counterintelligence and FBI's Office of Professional
Responsibility for action deemed appropriate. (U)
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DECLASSIFIED BY 45173\DMH\PLJ\ sdb
ON D6-28-2010

October 23, 2003
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Qversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled "Intelligence Oversight
Board (IOB) Matter, IOB 2003 85." (U)

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

o @ 278-HQ-C1229736-VI0 — RO
7 - _

b7C

Dep. Dir.
Chiefof Staff ____
Off. of Gen.
Counsel
Asst. Dir.:

Admin. Sev.____
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OfF. of Public

&Cong. Afls.____

Training
Off. of EEOA
Dircctor’s Office . )

MAIL ROOM O

Reason:
Decg i




| @ == @

* General Brent Scov.oft (USAF Retired) .

Should you or any member of your staff require
‘additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice

Room 4304
APPROVED; g™ fioutin___ g
g‘n‘m ; labomga.___m.otﬁo
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DATE: 06-28-2010 ALL INFORMATION CONTAINED

CLASSIFIED BY 65179\DMH\PLJT\sdb HEREIN 13 UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

REASON: 1.4 (<)

DECLASSIFY ON: 06-2Z8-20335

P

" INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
IOB 2003 85 (U)

() -

I_Immsﬁ.zation of this IOB matter has determined that, _ J
(3) - a "United States person” as that term is used in the Attorney General Guidelines
for FBI Foreign Intelligence Collection and Foreign Counterintelligence Investigations (FCIG),'

became the subject of a| lon . Thus the initiation and
continuation of the]_required thd____ Field Office and |to
comEIE with the requirements of Executive Order 12863 and the FCIG. O

ield Office submitted the annual letterhead memorandum (LHM) to the

bl
Unit, Counterterrorism Division. Due to urgent continuing operational demands since September B2
11, 2001, the LHM was not reviewed and forwarded by thd [Unit to the National b7E

Security Law Unit (NSLU) for dissemination to OIPR unti] [The failure of the
N | to review and properly disseminate | ks annual

LHM for nearly five months is a violation od:ﬁf the FBI's National Forejgn

Intelligence Program Manual. As a result of the delinfucnt LHM, OIPR was not provided the

annual summary of the|:| in accordance wi f the FCIG. This delayed reporting
clearly-precluded OIPR from exercising its responsibility for oversight and review of an ongoing
foreign counterintelligence investigation of a U.S. person, contrary to the requirements of the

FCIG. This matter has been referred to the FBI's Office of Professional Responsibility for action

deemed appropriate.
APPROVED: §¢ " —faowin—— T
%
Nonaioe,__ %
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\"'MA "United States person” is defined 11: of the FCIG as "an individual ~ b7E
who is . . . [a] United States citizen . ..or... [b] a permanent resident alien . ..."
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ON 06-28-2010

October 23, 2003
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled "Intelligence Oversight

Board (IOB) Matter,

IOB 2003 93." (U)

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism

investigations. (U)

Enclosure

Q) any~uo -~ Quaagne
~A\2-

Dep. Dir.
Chief of Staff
Off. of Gen,
Counsel
Asst, Dir.:

Admin, Ser. .

Crim., inv.
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General Brent Sco‘.'oft (USAF Retired) .

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1l - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304
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. ‘ ALL TNFORMATION CONTATNED
DATE: 06-28-2010 HEREIN IS UNCLASSIFIED EXCEPT
CLASSIFIED BY 65179\DMH\PLJ\sdb WHERE SHOWN OTHEPRWISE
REASON: 1.4 (<)

DECLASSIFY ON: 06-28-2035

e

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IOB 2003 93 (U)

(5)

A Investigation of this IOB matter has determined that, on| | the Field
Ofﬁce of the Federal Bureau of Investigation ("FBI") requested initiation of a] |
| [who was a “United States person” as that term is used in the
Attorney General Guidelines for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations (FCIG).! Thus the initiation and continuation of the_] b1l
required the[_____]Field Office and] [to comply with the b2
- requirements of Executive Order 12863 and the FCIG. | Field Office submitted its initial 1];25
90-day letterhead memorandum nearly four months beyond it original due date. As a result of b7C
the delinquent LHM, OIPR was not advised of the initiation of the|_]in accordance with Section
| |>f the FCIG. This delayed reporting clearly precluded OIPR from exercising its
responsibility for oversight and review of an ongoing foreign counterintelligence investigation of
a U.S. person, contrary to the requirements of the FCIG. This matter has been referred to the
FBI's Office of Professional Responsibility for action deemed appropriate.

, Crim.lav, Inspectlon Tralnlng,
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Director, Gen. Counsel, | OH. of Public &
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‘}( A "United States person” is definedif____Jof the FCIG as "an individual ~ °'°
who is . .. [a] United States citizen ... or. .. [b] a permanent resident alien ...." :
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DECLASSIFIED BY 65179\DMH\PLJ\sdb
ON 06-28-2010

October 27, 2003
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM)}, entitled "Intelligence Oversight
Board (IOB) Matter, IOB 2003 101." (U)

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U}

Enclosure

1 - 278-HQ-C1229736 -vio—Rllo
1 —
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General Brent Scowcrc. (USAF Retired) .

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr: H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304
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DATE: 06-28-2010 .

. CLASSIFIED BY 65179\DMH\PLJ\ adh :
REASON: 1.4 () ALL INFORMATION CONTAINED

DECLASSIFY ON: 06-28-2035 HERETIN I3 UNCLASSIFIED EXCEPT
WHEPRE SHOWN OTHERWISE

SpoRaT

(5]
INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
IOB 2003 101 (U)
~ Investigation of this IOB matter has determined that, or| |the| _Field
Office of the Federal Bureau of Investigation ("FBI") requested initiation of a| |
E‘ who was a “United States person” as that term is used in the Attorney b1
General Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence b2
Investigations (FCIG).' Thus the initiation and continuation of the[ Jrequired theil}’ield b7E
Office an o comply with the requirements of Executive Order .ESP
12863 and the ECIG. | [Field Office submitted its initial 90-day letterthead memorandum T

nearly four months beyond it original due date. As a result of the delinquent LHM, OIPR was
not advised of the initiation of the[ | in accordance wit{______Pf the ECIG. This
delayed reporting clearly precluded OIPR from exercising its responsibility for oversight and
review of an ongoing foreign counterintelligence investigation of a U.S. person, contrary to the
requirements of the FCIG. This matter has been referred to the FBT's Office of Professional
Responsibility for action deemed appropriate.
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"}S(A "United States person" is definedin______|of the FCIG as "an individual ~©7E
who is . . . [a] United States citizen . .. or... [b] a permanent resident alien...."
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ON 06-28-2010
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October 29, 2003
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

Enclosed for your information is a self-explanatory

memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
IOB 2003 100.* (U)

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U) ‘

Enclosure

CDag e -CLRAB o~
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304
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DATE: 06-28-2010 ‘
CLASSIFIED BY 635179\DMH\PLJ\s=db

REASON: 1.4 (¢) ALL INFORMATION CONTAINED
DECLASSTIFY ON: 06-28-2035 HEREIN I3 UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
TOB 2003 100 (U)

(5]
Investigation of this IOB matter has determined that, on| | thef Field
+Office of the Federal Bureau of Investigation ("FBI") initiated al of
I‘ fwho was a "United States person" as that term is used in the Attorney General

Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence

Investigations (FCIG).! Thus the initiation and continuation of the[_Fequired the[___JField

Office an [to comply with the requirements of Executive Order bl
12863 and the @1 Field Office submitted its initial 90-day letterhead memorandum i% e
o |in a timely fashion. However, thd | b

| | did not forward the LHM until| } due to urgent continuing operational b7C

demands relating to the events of September 11, 2001. As a result of the delinquent LHM, OIPR
was not properly advised of the initiation of thel ] in accordance widﬂil)f the FCIG.
This delayed reporting clearly precluded OIPR from exercising its responsibility for oversight
and review of an ongoing foreign counterintelligence investigation of a U.S. person, contrary to
the requirements of the FCIG. This matter has been referred to the FBI's Office of Professional
Responsibility for review and action deemed appropriate.

SE T
Uy _ e
. - b7E

- 'MA “United States person" is deﬁned in: of the FCIG as "an individual

who is . .. [a] United States citizen . .. [b] a permanent resident alien ...."
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ON 06-28-2010

November 7, 2003

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory

enclosure, entitled "Intelligence Oversight Board (IOB) Matter, EEE
| | Federal '
Bureau of Investigatlion Headquarters (FBI HQ), 2003-138."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
lawa, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism

investigations. (U)

Enclosure

1 - Mr. Pistole bé
1 - b7C

1 -

@- 278-HQ-C1229736-VIo—3 34
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mrx. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4204
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CLASSIFIED BY 651795\DMH\PLJ\sdb ALL INFORMATION CONTAINED
REASON: 1.4 () HEREIN IS UNCLASSIFTED EXCEPT

WHERE 3IHCOWN OTHERWISE

DECLASSIFY ON: D6-28-2035
w Sesgr
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b2

b7E
2003-138 (U)
Investigation of this IOB matter has determined that,
on | | the! | Division { ) initiated a
| | who is a “United
States person” as that term is used in Section 101(i) of the
Foreign Intelligence Surveillance Act of 1978 (FISA).' Thus,
continuation of the investigation required that and the
| | thel , v
] bl
P, comply with the reporting requirements of ﬁ%E
the Attorney General Guidelines for FBI Foreign Intelligence b6
Collection and Foreign Coupterintelligence Investigations (FCIG). b7¢C
and failed to forward

the 90-day LHM to the Office of Intelligence Policy and Review

Department of Justice (DOJ), as required. Onf |
forwarded the annual LEM to] ~ |then
sen e LHM to the National Security Law Branch for delivery to

OIPR. It was_gagt this point that the reporting error was
detected. O the National Security Law

Branch, FBIHQ, noflfleal of the possible IOB viclation.

This matter has been referred to the FBI's ?inge of Professional

Responsibility for action deemed appropriate

Deri from -
Dec Y : 1

SEXWT
Ttr.mlng._—-— +

tﬁm “Wul—-""“"' X .\,wm i
PPRROVED: wws_—— k,?,.,_, T i

Arane?

-

i U] - Gen, e(-v""" CORQ. Afls
m;:l‘g{W fnfo, Res o F u‘oOl\l\EL—m-—-ﬂ

: '}3{: A “United States person” is defined in Section 101(i) of the
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et
geqg.) as “a citizen of the United States [or] an alien lawfully admitted for
permanent residence (as defined in section 101(a) (20) of the Immigration and

Naturalization Act) . . . .” See also] | of the Attorney General
Guidelines for FBI Forei Intelligence Collection and Forei Counter- b2
intelligence Investigations. b7E

2 ThDaas been reorganized. méﬁrf‘fﬁB“BQ Headquarters'

unit responsible for this case.’
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ON 06-28-2010
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DECLASSIFIED BY 65179\DMH\PLJ\ 3db . /2)2

November 12, 2003

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman .
Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory

enclosure, entitled "Intelligence Oversight Board (IOB) Matter,

|, Federal

Bureau of Investigation Headquarters (FBI HQ), 2003-132."

This enclosure sets forth details of investigative

activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence

Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI

foreign counterintelligence and international terrorism

investigations. (U)

Enclosure

1 -~
1 -
1 -

>

Mr. Pistole

378-HQ-C1229736-vio ~ ¢ 2
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

S8incerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Aghcroft
Attorney General
U.3. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility

U.S. Department of Justice
Room 4304
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DATE:

06-28-2010 |

CLASSIFIED BY 65173/DMH/LRP/sdb ALL INFORMATION CONTAINED
REASON' 1.4 (e) SEMET HEREIN IS UNCLASSIFIED EXCEPT
ASSTFY ON: 06-28-2035 WHERE SHOWN OTHERWISE
(S] | INTELLIGCE OVERSIGHT BOARD (IOB) leg:sos | b2
xa,, b7E

(0.

(-

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQT
2003- 132 ()

Investigation of this IOB matter has determined that,

on[ 1 “the Diviasion (Y I') initiated a
' _gwho is a “United
States person” as that term is used in Secction 101(i) of the

Foreiqn Intelligence Surveillance Act of 1978 (FISA).! Thus,
ation of the investigation required that | ] and | | bl
bTE
| comply with the reporting b6
requirements of the Attorney General Guidelines for FBI Foreian b7C

Intelligence Collection and Foreign Counterintelligence
Investigations (FCIG). Consistent with those requirements,
prepared and submitted an initial 90-day letterhead
memorandum (LHM) on | L setting forth the basis
for its initiation of a f the subject, and it

lﬂmmurgunm I _LHN O | 1 ]
failed to forward| |s 90-day

LHM or the first annual LHM to the Office of Intelligence Poiégk

and Review (OIPR), Department of Justice (DOJ), as required

Subsequently, in| | the case was
transferred to the | | Division | and the

|,
| became| |

| responsible for the case own as .

did not file an annual LHM forl ias required. ] | o
r""""transferred the case to the ___]Dlvision | b7E
on| - | r"'_"'"jtlmely submitted an annual LHM to
tha ~ Jen] | which the forwarded to the
National Security Law Unit. It was at this point that the
reporting errors were detected. The National Security Law Unit,
FBIHQ, notified the[ __ Jof the possible IOB violation on
December 27, 2002. This matter has been referred to the FBI's
Office of: %f;iéfSlonal Responsgibility for action deemed

appropriate (
Orbn. M s Immﬂan i o el ze
S S S h

Finsacs r.a*'. ‘Se" e a K2 s
%T i Gen. M WReoovevm e M ] Pub q

Beputymrecto;rminl_o.ﬂes;_s.m z - Parsomelzrmeasr Gond: Affs.ud

v A “United States person” is defined in Section 101(i} of the

Foreign Intelligence Surveillance Act (FISA) (codified at S0 U.S.C. § 1801 et
seq.) as “a citizen of the United States {[or] an alien lawfully admitted for
permanent residence (as defined in section 101({a}) (20) of the Immigration and
Naturalization Act) . . . .” See also| |]of the Attormey Genexal

idelines for FBI Foreign Intelligence Collection and Forei Counter-
intelligence Investigations.
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DECLASSTFIED BY 65179/DMH/LRP/ sdb ’—17

ON 06-28-2010

November 12, 2003

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
b2 enclosure, entitled "Intelligence Oversight Board (IOB) Matter,

b7E [ _ ], Pederal
Bureau of Investigation Headquarters (FBI HQ), 2003-133."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure
1 - Mr. Pistole b6
1 b7C

1 4
{3 278-HQ-C1229736-VIO— RYY

assify on:
Mﬂofmann-IOB-B
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

. [nv, { (115 T
APPROVED: §R"—— Do ni1%

. o
Finange, it 8, RS

Dlrector, Gen Cocnsel_ W Pl
Beputy Direclormem b0, ReS ez PerSONDEl . CONg. Al
-2 -

: I:I;fmann-IOB-74




“ALL INFORMATION CONTAINED
HEREIN I3 UNCLASIIFIED EXCEFT

. . . WHERE SHOWN OTHERWISE

® »c ®
5 [wm (OB} MATTER e

FEDERAL BUREAU OF INVESTIGATION H
2003~133 (U)

(_%Iﬁestlgatlon of this IOB matter has determined that
on

, the |- |pivision (1 mJtlat‘_ei_a_E::‘__I
on | f;::%

— bl
!\;.\r B — ] [ ] b2
. _l____=_—=| b4
A L — l ’ Ab""D
/Ii jr IR
- b6 |
b7C
[ In '
accordance with the reporting requirements of Section 2.4 of
Executive Oxder 12863, the error must be reported to the IOB.
This matter has been referred to the FBI's Office of Profeszsional
Resgponsibility for action deemed appropriate(
Trainingerd
TE: 06-28-2010 oren v InSpociol____ o
DiASSIFIED BY £51739/DMH/LRE/sdb BP?RWEB e %Maicgc t'f:sm
b,,«\l,'“l ' . |
REASON: 1.4 (2) Finance : . of P20l &
DECLASSIFY ON: 06-28-2035 Directot Gen. Counsel &R oA,

Deputy Direr00 0. RS e P PRI OAREl e
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DECLAIYTFTED BY 65179/DMH/LRP/ sdb
ON 06-28-2010

vV

November 12,
BY COURIER

2003

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowéroft:
This letter forwards for your information a self-

explanatory enclosure entitled, "Intelligence Oversight Board
(I0B) Matter, IOB 2003 98." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary
to the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations and/or laws, Executive Orders, or Presidential
Directives which govern FBI foreign counterintelligence and
(U}

international terrorism investigations.

Enclosure

Classifié
Reaso
eclassify on:

D4 =

Dep. Dir. 25-1

Chief of Stafl

OIT of Gen. 1l - Mr. XKelley
Counsel

Asst D, 1l - Mr.

1 - IOB Library
r73 -HQ-C1229736-VIO—2Y4S

Edmm Serv 1l - Mr .

= e

info. Res. b7c e R ofmann-I0B-76
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‘m Sen,
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Y of Pubhe Finante Hationad 828 o ATES st
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Director’s Otfice
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General Brent Scowcr (USAF Retired) .

Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience.

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

=

-2-
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.. ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
A WHERE SHOWN OTHERWISE
DATE: 06-29-2010
CLASSIFIED BY 65179/DMH/PLJ/ sdb -

REAJON: 1.4 (<)
Spoutt

DECLASSIFY ON: 06-29-2035

(5] - INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
e IOB 2003 98(U)
(5] S
Investigation of this IOB matter has determined that|
':ﬁvho was a "United States person” as that term is used in the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence
Investigations (FCIG),' was opened by thel___]Field Office of the Federal Bureau of
bl Investigation ("FBI") o The initiation and continuation of theDrequired that
e thef____|Field Office ani komply with the requirements of
b6 Executive Order 12863 and the FCIG. However, the[_____ JField Office did not subipit
b7C

. _initial 90-day letterhead memorandum to the Headquarters substantive unit until
| | |submitted the initial 90-day letterhead memorandum on

| [for dissemination to the Office of Intelliegnce Policy and Review (OIPR) of
the United States Department of Justice. As a result of the significantly delayed reporting of the
initial 90-day letterhead memorandum, OIPR was precluded from exercising its responsibility for
oversight and review of an ongoing foreign counterintelligence investigation of a U.S. person,
contrary to the requirements of the ECIG.

This matter has been referred to the FBI's Office of Professional Responsibility for action
deemed appropriate.

from+-G-
sify on: =

() | SM

“Tes§_ A "United States person” is defined i _______ | of the FCIG as "an individual
who is . . . [a] United States citizen . .. or. .. [b] a permanent resident alien...."
Hofmann-10B-78
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November 13, 2003

DECLASSIFIED BY 65179%/DMH/PLJ/sdb
ON 06-29-2010 BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington,. D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2003 26." (U) :

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary
to the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations and/or laws, Executive Orders, or Presidential
Directives which govern FBI foreign counterintelligence and
international terrorism investigations. (U)

Enclosure
Dep. DIr.
Chief of Staffl
OfF. of Gen.
Countel
Aszst, Dic.:
mi:l"-i—— Mr. Kellev .~ - IOB Library
Crim.lav.__ L] 2'78 -HQ-C1229736-VIO— R (g
CNS_____ ]
Finance

Info. Res, -

g, b6 pbtutd
Inv.Serv. - b7cC W

Lo, g

Nationat Sec. _________ ’
oft ot Farte sanaeEn, Gin ivHOfEn - 79 Tahing_ e
i bOCuodblL oS taborsloy____ OLOIEED .. -
. Finance, Nabianal S:c. Miairs .
fY. of EEO. "
Dheso'sOffir MAILROOM O \ ‘=3¢‘,,__,...._..C-'1 Caur el E A Oif. of Public & ——

TNt Das Peisenrs) Corg. AtS. ok

- ——




- ® ===_ @
General Brent Scowcr (USAF Retired) ,
o °

. Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience.

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S., Department of Justice
Room 4304
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DATE: 06-23%-2010 : '
CLASSIFIED BY A5173/DMH/PLJ/ adb

REASON: 1.4 (&)

DECLASSIFY ON: 06-29-2035 d

SE T ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED EXCEPT
(). WHERE SHOWN OTHERWISE
"""" ) INTELLIGENCE OVERSIGHT BOARD (IOBYMA.. ...

“... IOB 2003 26 (U)
(5). o

|_Immu.qauar of this IOB matter has determined that, a B
who was a "United States person” as that term is used in the Attorney

General Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence

Investigations (FCIG),' was opened by the| |Field Office of the Federal Bureau of

Investigation ("FBI") on| | The initiation and continuation of the[ _Fequired that b1
thelt’:ield Office and| fcomply with the requirements b2
of Executive Order 12863 and the FCIG. However, as of]| |one year after the bTE

initiation of the[ ] lwas unable to determine whether the initial B7c

- m had been received or disseminated by the program manager'ZI
| onfirmed on| Jhat the initial 90-day letterhead
memorandum and the annual letterhead memorandum have been disseminated to the Office of
Intelligence Policy and Review (OIPR) of the United States Department of Justice. As a result of
the significantly delayed reporting of the initial 90-day letterhead memorandum, OIPR was

precluded from exercising its responsibility for oversight and review of an ongoing foreign
counterintelligence investigation of a U.S. person, contrary to the requirements of the FCIG.

This matter has been referred to the FBI's Office of Professional Responsibility for action
deemed appropriate.

Der
Sify on: =

Sperel

")8( A "United States person” is defined in: of the FCIG as "an individual

who is . . . [a] United States citizen ... or... [b] a permanent resident alien...."
Hofmann-IOB-81
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DECLASYTFIED BY 65179/DMH/PLJ/ sdb
ON 06-292-2010

1
« s ?
5.
November 13, 2003 %
BY COURIER
General Brent Scowcroft (USAF Retired)
Chairman .
Intelligence Oversight Board
Room 5020
New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503
Dear General Scowcroft:
This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 200% 104." (U)
) The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary
to the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations and/or laws, Executive Orders, or Presidential
Directives which govern FBI foreign counterintelligence and
international terrorigm investigations. (U)
Enclosure
Dep. Dir.
Chief of Staff
Off. of Gen.  ~
Counset
Asst. Dirs
Admin.Sev. 3 — Mr. Kelley 1 - IOB Library
Crm.Jov.__ L~ 278-HQ-C1229736-V10- 24’7
clis l =
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Info. Res.
, Wvh
R b G
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of c Looasrg Vel e n cem————
O Cong AR ArPEOED: oy ofolEEQ
Kooy M Enmcefﬂaﬁmlm Astaies
SIEEOA — irector Czn. Counsel R Offoifublick
Premens o MALROM @ eyl il Res. Peisonnel_____. Cong Afs Feipol
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General Brent Scowdroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience.

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
" Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

=C g

-2-
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DATE: 06-29-2010

CLASIIFTED BY 65179/DMH/PLJI/ =dh ‘AI‘I‘ INFORMATION CONTAINED
EABON: 1.4 (c) HEREIN IS UNCLASSIFIED EXCEET
DECLASSIFY ON: 06-29-2035 WHERE SHOWN OTHERWLSE

P

INTELLIGENCE OVERSIGHT BOARD (I0OB) MATTER
I0B 2003 104 (U)

151

Investigation of this IOB matter has determined that, a| [ of
| |who was a “United States person” as that term is used in the
Attorney General Guidelines for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations (FCIG),' was.opened by the] |Field Office of the
Federal Bureau of Investigation ("FBI") on| | The initiation and continuation of the -
FI required that the|:LField Office and| |comply with the b2
requirements of Executive Order 12863 and the FCIG. However, the] [Field Office did b7E

rnauubmﬁaled' initial 90-day letterhead memorandum tof ntil e
submitted the initial 90-day letterhead '

memorandum o {for dissemination to the Office of Intelliegnce Policy and
Review (OIPR) of the United States Department of Justice. As a result of the significantly
delayed reporting of the initial 90-day letterhead memorandum, OIPR was precluded from
exercising its responsibility for oversight and review of an ongoing foreign counterintelligence
investigation of a U.S. person, contrary to the requirements of the FCIG.

This matter has been referred to the FBT's Office of Professional Responsibility for action
deemed appropriate.

Tom:
De ify on: =

sionet

() -

e bz
. L. bTE
'K A "United States person" is defined n‘i of the ECIG as "an individual

who is . . . [a] United States citizen . .. or ... [b] a permanent resident alien...."
[2] [blap Hofmann-I0B-84




DECLASSIFIED BY 65179/DMH/PLJ/sdb November 13, .2003
ON 06-29-2010 .

Dep. Dir.
Chief of Staff,
Off. of Gen.
Counsel
Asst, Dir:

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman )
Intelligence Oversight Boarad

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2003 82." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary
to the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations and/or laws, Executive Orders, or Presidential
Directives which govern FBI foreign counterintelligence and
international terrorism investigations. (U)

Enclosure

Adnin.Sev._3 . My, Kelley .. 1 - IOB Library

Info. Res.
Insp.
Inv, Serv,
Lah:
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General Brent Scowcx.: (USAF Retired) ‘

Should you or any member of your staff require
additional information concerning this matter, an oral
briefing will be arranged for you at your convenience.

" 8incerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility

U.S. Department of Justice
Room 4304

“Sponer

-2~
Hofmann-IOB-86




) ‘ .
,

DATE: 06-25-2010
CLASSIFIED BY 65179/DMH/PLJ/ sdb
REASON: 1.4 (&) AALL INFORMATION CONTAINED

DECLASSTFY ON: 06-29-2035 NHEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERWISE

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER

" -10B 2003 82 (U)

Eﬂﬂaﬁm of this IOB matter has determined that,f — | |
ho was a "United States person" as that term is used in the Attorney General

Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence

Investigations (ECIG),' was opened by the_TField Office of the Federal Bureau of bl
Investigation (“FBI") onF The initiation and continuation of the]_fequired that e
thel_]Field Office an komply with the requirements of e
Executive Order 12863 and the FCIG. However, th ield Office did not submit an b7C
initial 90-day letterhead memorandum to ntil

submitted the injtial 90-day letterhead memorandum on
for dissemination to the Office of Intelliegnce Policy and Review (OIPR) of
the United States Department of Justice. As a result of the significantly delayed reporting of the
initial 90-day letterhead memorandum, OIPR was precluded from exercising its responsibility for
oversight and review of an ongoing foreign counterintelligence investigation of a U.S. person,
contrary to the requirements of the FCIG.

This matter has been referred to the FBT's Office of Professional Responsibility for action
deemed appropriate.

M
eclassify on: X25-1
T
() pad
b2

1%< A "United States person” is defined in:l of the FCIG as "an individual b7E

who is . . . [a] United States citizen . .. or. .. [b] a permanent resident alien .. .."
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DECLASSIFIED BY 65179/DMH/PLJ/ sdb November 19, 2003
ON 06-29-2010

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Mashington, D.C.

Dear General Scowcroft:

This letter forwards for your information a self-

explanatory enclosure entitled “Intelligence Oversight Board

(IOB) Matter, 2003-107."

The enclosure sets forth details of investigative

activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - Mr. Kelley

b6

b7¢C
1 -
@- I;a:mmyn 6-VIO—~ RS-

Dep. Dir.
Chicfof Staff ____
Off. of Gen.
Counsel
Asst. Dir.:
Admin Ser,
Crim.. lnv.
clis
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Info. Res.
Lab.
National Sec.
OPR
OfF. of Public
& Cong. Affs.
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Off. of EEOA _____
Director’s Office ____
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General Brent Scowcroft {USAF¥ Retired)

Should you or any member of your staff regquire
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy Generxal Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.8. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Respongibility
U.8. Department of Justice
Room 4304

: tin. T0Speton - T,
APPROVED: S/ttt

- ?w? atlangl Seg, Affzirg
20, Soun IR _Iff. ot Public &
Deptiy Director_____tnfo, Ra -
:\.nggwma.._. Cong.Atls______

- 2 -~

AN oL H
ya( % o> MCTL‘%'W3




DATE:

DECLAJ3IFY ON: 06-29-2035

5).

oy

b2
b7E

SELKET

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
10B 2003 107 (U)

06-29-2010 ALL INFORMATION CONTAINED
CLAYSIFIED BY 65179%9/DMH/PLJ/ sdb

REASON: 1.4 (<)

HEREINM I3 UNCLASSIFIED EXCEPT
WHERE 3HOWN OTHERWISE

~ Investigation of this IOB matter has determined that, on| the] [Field
Offlce of the Federal Bureau of Investigation ("FBI") requested initiation of |
| who was a "United States person" as that term is used in the
Attorney General Guidelines for FBI Forelgn Intelligence Collection and Foreign bl
Counterintelligence Investigations (ECIG).! Thus the initiation and continuation of theD b2
required the[___]Field Office an fomply with the 57D
requirements of Executive Order 12863 and the FCIG. ield Oiﬁce submitted its annual ES -
letterhead memorandum durind_____] The subject subsequently relocate&%l o
Field Office territory and thi _was assumed by the[—____Field Office. Th jeld
Office submitted its annual letterhead memorandum eleven months beyond its original due date.
This delayed reporting clearly precluded OIPR from exercising its responsibility for oversight
and review of an ongoing foreign counterintelligence investigation of a U.S. person, contrary to
the requirements of the FCIG. This matter has been referred to the FBI's Office of Professional
Responsibility for action deemed appropriate.
De : ﬁ“éf’g}&
ify on: i
APPRG!}ED. Srim. Inv, Inspection Tralning
d&Lh 0 Laboratory Ot of EEQ
Finance, National Sec, Affairs,
SESRET Dieclor sea.coﬁsemﬂ-om 3, of Publc &
Deputy Director [nfo. Res. Personnel Cong, At
"MA "United States person" is deﬁned in of the FCIG as "an individual W

who is . . . [a] United States citizen . .. [b] a permanent resident alien...."
Hofmann-IOB-90
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DECLASSIFIED BY 65179/DMH/PLJ/=db
ON D6-25-2010

November 19, 2003

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

This letter forwards for your information a self-

explanatory enclosure entitled “Intelligence Oversight Board b2
{IOB) Matter,i | b7E
[ | T0B Matter 2003-136." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
invegtigationa. (U)

Enclosure

b6 1 - Mr. Szady
b7C 1 - Mr. Kelle
1
1

- OPR
278-HQ-C1229736-VIO ~AS ¢

Dep. Dir.
Chiief of Staff
Off. of Gen.
Counsel
Asst, Dir.:
Admin, Sex,
Crim.. Inv.
s De from =
Finance 3
Info. Res. Decl ° 1
Lab.
Natioaal Sec. M
OPR
Off. of Public
& Cong. Afls. bE Hofmann-10B-91
Training bIC
Off. of EEOA i
Director’s Office
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H., Marshall Jarrett .
Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

- 2 -
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DATE: 06-239-2010

ol CLAS3IFIED BY 651 nH/PLstdb " INFORMATION CONTAINED
~ REASON: 1.4 (c) WEREINGIS UNCLASSIFIED EXCEPT
DECLASSIFY ON: 06-29- zo VHERE(@W OTHERWISE
INT IG ERSIGHT BOARD (I ER .
DL
bTE

IOB MATTER 2003-136 (U)

Inguiry has determined that the | |

: [ In this regard, Public Law 102-
(s)'”wn. , as excende y Public Law 104-1322, vests the Attorney
General. w1th authorltv to_exempt |

bl

b7E

| These errors have been reported
to the Office of Intelligence Policy and Review, Department of
Justice, and to the FBI's Office of Professional Responsibility
for action deemed appropriate.

Ul
perl ¢-3 \feH[o3 |
Ssify om: . ) :

v .. Inspection Training, -

),Q&%RWEQ' GI§ Lahotataty Off. of EEQ
Fingace National Sec. Affairs_._ .
Director__ Gen. Counse), R O 0 Public &
Deputy Olractor [nfo. Res, Personnet, ... Cong. AftS___

1 Titled "Departments of Commerce, Justice and State, the Judiciary,

and Related Agencies Appropriations Act, 1993.~

2  Titled “Antiterrorism and Effective Death Penalty Act of 1996.~
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DECLASSIFIED BY 65179 DMH/plj] ’
ON 06~29-2010

November 24, 2003 '
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Bullding
725 17th Street, N.W.
Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Boaxrd
(I0B) Matter, IOB 2003 66." (U) '

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collrection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

-FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure
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General Brent Scowcroft (USAF Retired)
Should you or any member of your staff require

additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

2- :
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
I0B 2003 66 (U)

Investigation of

() I

. Who 1S a runice ates person' as
{8) - At term 1S used in the Attorney General Guidelines for FBI
Fore:.gn Intelllgence Collection and Foreign Counterintelligence
ions (FCIG).,* was opened by the Division
f the Federal Bureau of Investigation ("FBI® o
The 1n1t1ai.1.a.n_md..=m:.n.numan_n&md::ﬁj bl
required that] | and Eg
comply with the requirements of Executive Order 12863 and the B7C
FCIG. However, the Office of Intelligence and Policy Review bIE
. *} was not made aware of the opened investigatj until
nearly one year after the initiation of th L As a

result of the significantly delayed reporting of the initial 90-
day letterhead memorandum, OIPR was precluded from exercising its
responsibility for oversight and review of an ongoing

| lof a U.S. person, contrary to

the requirements of the FCIG.

This matter has been referred to the FBI's Office of
Professional Responsibility for action deemed appropriate.

D& from;:
Declas X25-1

e

DATE: 06-29-2010
CLASSIFIED BY 65179 DMH/plj
REAJON: 1.4 {c)

DECLASSIFY ON: 06-29-2035

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOUN OTHERWISE

(U}~ 33§ A "United States person” is defined in|_______Jof the FCIG as “an individual 22
who is . . . [a] United States citizen ... or. .. [b] a permanent resident alien...."

-3- Hofmann-IOB-96
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DECLASSIFIED BY 65179 DHB}Q ‘ .

ON 06-29-2010

November 24, 2003 ..*%)
Sy
' BY COURIER e

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Qffice Buildlng

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2003 110." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelllgence
Collection and Foreigm Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

.FBI foreign counterintelligence and intermnational terrorism

investigations. (U)

Enclosure
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- Genexal Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

-
Hofmann-I0OB-98
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. ALL INFORMATION CONTAINED
(DATE: 06-29-2010 \ HEREIN 1S UNCLASSIFIED EXCEP"
CLASSIFIED BY 65179 DMH/pl) ) WHERE SHOWN OTHERWISE
REASOK: 1.4 { c) . .

DECLASSIFY ON: 06-29-2035

sphaer

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
IOB 2003 110 (U)

()

Uy

.——-lmlnﬁm]tion of this IOBmattethas determmedthataL |"01{ j

who is a "United States person" as that term is used in the Attorney General

Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence

Investigations (ECIG),' was opened by the] |Field Offi f the Federal o
Bureau of Investigation ("FBI") on) | The initiation and continuation of b6
required tha dj

fcomply with the requirements of b7C
Executive Order 12863 and the FCIG. However, the Office of Intelligence and Policy Review BTE
("OIPR") was not made aware of the opened investigation until:t] one year after the
initiation of' As a result of the significantly delayed reporting of the initial 90-day

letterhead memorandum, OIPR was precluded from exercising its responsibility for oversight and

review of an ongoing [ lof a U.S. person, contrary to the
requirements of the FCIG.

This matter has been referred to the FBI's Office of Professional Responsibility for action
deemed appropriate.

from;
Declasst . X25-1

SM)Q

{={ A "United States person" is defined in[______of the FCIG as "an individual  ,,
who is . .. [a] United States citizen ... or. .. [b] a permanent resident alien ... ." b7E
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December 16, 2003

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New BExecutive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your 1nformat10n is a self-explanatory

"Intelli B) Matter, 233
Federal ’
Bureau of Investigation Headquarters (FBI HQ), 2003-149."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorlsm
investigations. (U)

Enclosure cﬂmlm_____.lnspecﬂon Tralning
b5 APPROVED: : o Leortoy_— 91, of 5D
- . b7C ane? Hatisnal Sso, Affalrs
1 - M. Piseole ket el TR onofPubicd
_ Deputy Director Info. Res, Personnel_________ Cong.Affs____
Cb— 278-HQ-C1229736-VIO - A5

DECLASSIFIED BY 65179 DMH/plj
ON 06-29-2010
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

-2 -
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DATE:

06-29-2010 ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT
CLASSIFIED BY 65179 DMH/plj
REASOR: 1.4 (c) WHERE SHOWN OTHERVISE

DECLASSIFY ON: 06-23-2035

18-

® = ®
INTELLT b2
l b7E

2003-149 (U)

_Lg)_‘z\ noted in an electronic communication (EC), on
the| hi_u{jiion | _lm_l;ffted |
O s who is a

"United States person” as that term is used in Section 101(i) of
1

comply with the reporting requirements of the Attorney Gepneral b2
idelines o io b6
terin

- b7C
co ' a (FCIG) . As required, bTE
uploaded a 90-day LHM on From an

indication in its internal record keeping system,! ' Fhought
i he 90-day LHM to National Security Law Unit? on

NSLB does not have a recox iving the
90-day LHM. 1In |1 | and| iforwarded
the Annual LHM to NSLB. It was at this point a e reporting
e s detected. On| | the NSLB, FBIHQ, notified

ﬂof the possible IOB violation. This matter has been
referred to the FBI's Office of Professional Responsibility for
action deemed appropriate.

yerm, O v nopartion Trelnlns
alle STt J1ofE0
R, J% AR fran
Ga:a.l;:.a'.,zé Lty o Pl &
Besuty Director____nfo. Res, Fersnn:d Cerg. iis
1133<1 A “United States person” is defined in Section 101(i) of the .
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et b2
Beg.) as “a citizen of the United Statea [or] an alien lawfully admitted forx b7E
permanent regidence (as defined in section 101{a) {20) of the Immigration and
Naturalization Act) . . . .” See alsg! !of. the Attornmey Geperal
Guideli ox FBI_ Fo I Co. tion Forei unter-
intell ce In tigations.

2

1 was the Headquarters Unit b2
respongible for t i - to the bIE
reorganization of

>  In 2003, the National Security Law Rknataf-resmagess to the National

Security Law Brauch (NSLB).




