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DECLASSIFIED BY 65179.DMH/pl]
"ON 07-09-2010

November 14, 2002

BY COURIER -

‘General Brent Scowcroft (USAF Retlred)
- Chairman
- Intelligence Oversight Board
0ld Executive Office Bulldlng
Washington, D.C.

" Dear General Scowéroft:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled “Intelligenc

e Qversight b2 .
 Board (IOB) Matter, | | Division and the | | pIE
- | Division, IOB. Matter 2002-52." (U)

This THM sets féorth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Colléction and Foreign Counterlntelllgence Investigations and/or
laws, Executive Orders, or Presidential. Directives which govern’
FBI foreign counterintelligence and international terrorism

- investigations. This matter has also been referred to our Office

of Professional Respon31blllty for a determination of whether any
administrative action is warranted (U) .
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¢

_Geperal'Breﬂt_Sgowcroft (USAF Retired)

Should you or any member of your staff require
"additional ‘information concerning this matter, an oral brlefn.ng
will be arranged for you at your convenience. (U)

Sincerely,

Kenneth L. Wainstéin
* General Counsel

Lynne A. Hunt - ,
AssistantDirector
.Inspection Division

. NOTE: This case was referred to OGC by EC from INSD to the |
Director’s Office and OGC, dated 10/04/02 and titled.| |

b2
o It.7 ] Tt 1L |Division{;] . e
" I0B 2002°-52.™  In this: case,| LHM was b7C
submitted | [Late.  The [ FBIHQ, failed to  b7E
catch the . omission. - As. a result, OIPR was precluded from
“conducting meaningful oversight and rev1ew ‘of an ongoing
X | |1nvolv1ng a U.s. person. "'This is a matter . x S
‘ reportable to the IOB. . : _ n o LTS
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;ﬂLL»IHFURMATIOM CONTAINED. . . " . .
HBRBIN I5-UNCLASSIFIED EXCEPT . . S ‘ L e
MERESNWNOHEHMSE ‘ ‘ : - ' ' L oot

DATE: 07-D2-2010 - ‘

CLASSIFIED BY 65179/DMH/plj JLew , w

REASON: 1.4 (¢) . -

DECLASSIFY ON: 07-02-2035

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

DIVISION AND THE - ' “;3
DIVISION E
IOB MATTER 2002-52 (U) :
w Investlgatlon of th:Ls matter has deter'ined- that in
conductlng a - |-of]

the Federal Bureau of Lnvestigation (E‘BI)_Tc
annual reportlng requlrements prescrlbed in’ of
: Foreign Intelligence

enge Investigations (FCIG).

" In this regard, on] "the Division

(1 1") opened a| [on the
"-subject, which subsequently ‘was converted to a bl
on I—n—sl_t—r—-l Because the subject was b2
“United Statés person” as that term is used in : E?C
continuation of the ‘investigdtion required-that[ ] PTE
and the | |IDivision, .FBI Headquarters,

comply with the reporting requirements of Executive Order 12863 -
_and the FCIG. - Dué to apparent ade.nJ.strat:Lve error on the- part

. of -the assigned case agent, | s |-

- letterhead memorandum was submitted| jlate té the -
‘Office of Intelillgence Policy and Rewview (OIPR nt of
~dnstics IDOT _The errox went undetected by’

As a. . result, OIPR was precludéd from -
conducting meaningful- overs:.ght and: review of .an ong01ng
|[of a ¥.S. person durJ.ng the period in question,

The matter has been reported to the FBI S OffJ.ce of Profess:.onal

Responsmblllty ‘(‘%)- - R . ' b
N ' : 8RR E
Appauvw e —
Derived ' 3 EE;B(C::—_)W :;R.rds:r — ";;‘;!sﬁﬁl;c&.

Pzr;ome'_ xng Afts

-y pav—
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| DECLASSIFIED BY 65179/DMH/pli/Lcw ’ ' S
ON 07-02-2010 '

" .Dep. Dir.

- Chiefof Staff

Off, of Gen.
Counsel

rs

December 3, 2002
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman
Intelligence Oversight Board

. O0ld Executive Office Bulldlng
Washington, D.C.

Dear Geﬁeral Scbwcroft:

- Enclosed for your 1nformatlon is a self- explanatory
letterhead memorandum (LHM), entitled. “Intelllgence Oversight

Board (IOB) Matter, | |Pivision, IOB Matter 2002-56.”"
() . .

This LHM sets forth details of investigative activity
which the FBI has determined was conducted' contrary to.the
Attorney General -Guidelines for FBI Foreign Intelligence
Collection and Foreigi Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism

investigations. This matter has also been referred to .our Office -

of Professional Respon31b111ty for a determlnatlon of whether any
admlnlstratlve action is warranted (0

EncloSure

1 - Mr, Wainstein . o ‘
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General Brent Scowcroft "(.USAE Retired)

- NOTE:

Should yoﬁ or any member of. your staff require

additional information concerning this matter, an oral briefing
will be arranged for you :at your convenience.

(U)

Sincerely,

. Patrick W. Kelley
Deputy General Counsel

This casé was referred to OGC by EC from INSD to- the _
Director’s Office and OGC, dated 10/17/02 and titled *
h2
[ 93] el be
Division([;] IOB 20027 96." . In this case, | failed to b7C
b7E

ﬁmm:_to_ﬂ.ea.dauam:s_a_m.mehumr_to_mnd I |
| The errors.

of over.sight ‘and a,dmi«nist;l;ation are reporteble to the IOB.
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» DECLASSIFIED BY. 65179/DMH/pl3/lcw . . : _ L
0N 07-02-2010 - - S -

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
DIVISION b7E
200Z-56 (U '

i Investigation of this IOB matter has deteripined that,
on| [ the] T pivision (Y )
initiated al

| [Who was (and remains) a “united §tate§ person”
as that term is used in| ,

| |.* "Thus, - continuation of bz
the| |required that Icomply with the requirements of - b7E

Exécutive Order 12863 and the Attorne General Guidelines for FBI
Foreign Intelligenceé Collection and Forelgn Counter;ntelllgengg
Investigations (ECIG). Durin ‘file review conducted by the
case .agent .on it was determineéd that as a
Consequeﬁce~Oiradministraxlxe_frror, authority to continue the[::]
had expired on and that the field division had
not submitted |

| nor had a request to extend the| |been -
~submitted for Headduarters’ aporoval. During the period of the
overrun, | ‘
[ [This was. contrary to the requirements of
“the TCIG and admlnlstratlve regulations promulgated by FBI
Headquarters The matter has been reported to the FBI’s Office
.of Professional Respon31b111ty.b
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seg.) as. ‘a citlzen of thevUnitediﬁggggg_igzi_an_gligr lawfully admitted forx ‘EiE”
- permanent residence {(as.defined i of the Immigration and
- Maturalization Aet) . . . ,” See alsd ~ Jof the Attornez General
“Guidelines for FBI Foreign Intelli ence Collection and Forei
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" . Dircctor'sOffice ___

Bl INEDRMATIDN CONTAINED S : - - e
" HEREIN 15 UNCLASSIFIED EXCEPT . . 3555": _ B _
. WHERE 3HOWN OTHERVISE - : v ’

_ DATE: 07-02-2010 -

CLASSIFIED BY 651?9/DHprljllcw
REASON: 1.4 (c,d).

DECLASSTFY ON: 07-02- 2035

December 3, 2002
BY COURIER

General Brent Scowcroft (USAF Retired) : _ T

Chairman : ) :
Intelligeénce Over51ght Board ‘

0ld Executive Office Building

Washington, D.C.

‘Dear General Scowcroft:

+ anu_mLh Enclosed for your lnformatlon is. a self- -explanatory = bl
S letterhead. memorandlrm_u.ﬂm_an:;tled_“lmllmgemm_l b2
A Board :IOB) Matter, L7E
t%) IDiViSiOn’
, atter Z00Z2-=00."7 & .
This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and.Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterlntelllgence and international terrorism - = °
investigations. This matter has alSo been referréd to our Office
-of Professional ResponSLblllty for a determination of whether any
. administrative action is warranted (0)
.Enclosure -
1l - Mr. Wainstein : : , :
1 - Mr. S SSIF WHEN _
_ ' 1 - Mr. o DETAC FROM ' be
. "Dep:Di. 1 - OPR-(IOB 2002-60) ' CLASSIFIED ENCIX ‘ b7C
* Chiief of Staff_ \—~ Mr. ’ ’ . ’ ’ '
‘Off. of Gen.
Counsel"
Asst. Dir.z
_ Admin.Sen____
Crin.., Inv.

——

Lab:

- NatigwiSee, : : : o o .
oft ot bl o T ; ‘ ‘;Tlofm‘ann-IOB¢2369‘

& Cong. Affs. _____
Trining.____
OIT.of EGOA ______

MAIL ROOM O . s . -




. General -Bfept Scowcroft (USAF Retired)
Should you or any member of:your staff require

additional information concerning this matter, an oral briefing

will be arranged for you at your convenience. (U) .

g Sincerély,
Patrick W. Kelley

Deputy General Counsel
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- ALL INEOEﬂATION COHTAIHED
" . » REREIN IS UNCL&SSIFIED EXCEPT’

", WHERR, SHOWN OTHERVISE =~ IR AU _ e

 DATE: 07-02-2010 ‘ " - ' o
CLASSIFIED BY 65179/Dm{/p13/1cw . s :
'REASON: 1.4 (c,d) - . .

- BECLASSIFY ON: .07-02-203$

N ' INTELLIGENCE OVERSTGHT BOARD (IOB) .MATTER,

ates [or] an alien lawfully admitted for -
permanent. residence. (as deflned in| iof the Immigration and

’ Naturallzatlon Act}. S ." See alsol pf the PCIG, .
. _ S o 10B-237 -

' bl
I AAL, EgE
| __J DIVISION. - :
IOB MATTER 2002-60 (U)
Investigation of this .matter has determined that
the[___ Jbivision (‘[_____J') opened a
or which subsequently was converted to a
[fh on | | Because bl
. e subject of the investigation was (and remains} a “United . " p2
States person” as that term is used in| b€
I land | b7C -
| |of the Atto ne: Gener Gulde nes for E‘B eign Intel- b7E
i Coll 1d. : ‘
on_reguired tnat|::|.
. ﬁ—— comply with
the Teporting requirements of Executive ©rder 863 and the FCIG.
Due to administrative error, failed to fprward s
first annual lettérhead memorandum (LHM) » due on
.0 the National Security Law Unit; -Officé oF. the Genera L
Counsel, FBI Headquarters,. for submission. to the Qffice of -
‘Intelllgence Pollcy and Review (OIPR), Department of Justlce, .
le FCIG. The error was not discovered until .
when[ 1 s LHM was. submitted
Or review. As a result of the error, OIPR was not advised of
the status of the ‘FBL’s ongoing investigation for’ approx1mately
This delay precluded OIPR from conductlng meaningful
review and oversight of this case. Theé matter.has been reported :
to the FBI's Offlce of Professlonal Respons:.blllty.
N o~ > - - n. ~_ Yraining
: @@[ e 'L":;';f::"m ot
' Fnance National Sec. __ Affalrs.
‘ e ~Diector________Gen. GaunselY’ Ofi.of Public & °
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DECLASSIFIED BY 65179 DHH/le
ON 07-09-2010
. December 12, 2002
BY COURIER
- General Brent Scowcroft (USAF Retlred)
) Chairman '
Intelligehce Oversight Board
-01ld Exécutive Office Building
Washington, D.C.
Dear General Scowcroft:

Enclosed for-your information is a self-explanatory
.letterhead memorandum (LHM), entitled “Intelligence Oversight
Board (IOB) Matter, | | Division and the] _ |
| [Division, FBI geadquarters, I0OB Matter
2002-72.7 (U) ' . : :

This LHM sets forth details of investigative activity
whlch the FBI has determined was conducted contrary to the
Attorney ‘General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Invéstigations and/or
laws, Executive Orders, or Presidential Directives which govern -
FBI foreign’counterintelligence and international terrorism
investigations. This matter has also been referred to our Office
of Professional Responsibility for a determlnatlon of whether any
admlnlstratlve actlon is warranted. . (U)

Enclosure
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f

_ General Brept Scowcroft (USAE Retired)

. ‘Should you or any member of your staff require
additional information concerning this matter, an oral briefing
" will be arranged for you at your convenience. (U)

Sincereély,

‘Patrick W. Kelley
Deputy General Counsel
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ALL INFORMATION CONTAINED
HERELY 13 UNCLASSIFIED EXCEPT
méRE ‘SHOUN OTHERVISE

 DATE: 07{-02—2010‘
CLASSIFIED BY 65179/DMH/plj/lcw
_REASON: 1.4 {c)
*+" DECLASSIFY ON: 07-02-203S

A L

INTELLIGENGCE OVERSIGHT BOARD (IOB) MATTER -

¥
;lﬂmp‘

~ DIVISION AND THE b2
[ | DIVISION, b7E
" o ' FBI HEADQUARTERS . .
IQB MATTER 2002-72 (0U)
: As reported by the] |,
: Eﬁi~wFBIuHeadgp§;forq. anl
‘w bl
. . In each of the declarations that accompanied the b2
o Government’s. applications the Government described Es
T events that took place on and stated, 'b7g
B in pertinent part, that
L [ - This was incorrect. In fact,|
S i ———————— | Additionaliy, a footnote :
\5& in the Government’ s | | declaration indicated that
This, too, was incorréct. As stated. above, | |
|
- .Lnes—ﬁ €ILoIlS,; detected om | B
""" In all three declarations. . They wete reported
and subsequently were briefed to
M | They have also been reported to .the
FBI’s Office of Professional Respon51b111ty for action deemed
e'approprlate . .
’ APPR‘W{B Cﬂm Inv tnspection, - Training _-
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February 12, 2003
BY COURIER

General Brent Scowcroft (USAF Retlred)
.Chairman
Intelligence Oversight Board
*.0ld. Executive Office Bulldlng
Washlngton, D.C. = .

_Dear General°Scowcroft'

- Enclosed for your: 1nformatlon is a self explanatory S
letterhead mémorandum (LHM), entitled “Intelllgence Oversight ~§§E
 Board (IOB) Matter,E: Division, IOB Matter 2002- 75_ ” . (0) o

This LHM sets forth detalls of 1nvestlgat1ve activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Exécutive Orders, or Presidential Directives which govern

. FBI. foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office

of Professional Responsxblllty for a determination of whether any
;‘admlnlstratlve action 'is warranted (U)

o Enclosure

Mr. Kelley . - . ' : -
- Mr.] ' v j ' ASSIFIED , ~
= Mx. . DETACHED T 1

OPR {IOB 2002- 75) R FIED ENCLosURE - 27
, Mr. . - .
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' $BCRET -
Geéneral Brent Scowcroft (USAF Retired)

: Should you or any member of your staff require
additional information concérning 'this matter, an oral brleflng

‘will bé arranged for you at your conven:.énce. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel
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AL TNFORMATIGN CONTAINED : - P S )
" MEREIN IS5, UNCLASSIFIED EXCEPT N o N
WHERE SHOWN OTHERWISE : .

DA'I‘E 07-02-2010 | U
. CLASSIFIED EBY 651791‘D}Ei/pl;|flcw , ’

"REASON: 1.4 () .
DECLASSIFY ON: 07-02-203§5

. INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER,
: DIVISION,
-IOB MATTER 2002+75 (U),

3

The Federal Bureau of Investlgatlon's Inspectlon

Division has determined that in conducting al |
on| ] the FBI failed to comply with tRe annual. reportlng

requ:.rements prescrlbed in| Jof ‘the A t;orgey genera

- Investigations (FCIG). 1In this regard, on

. Division (} ") openéd a
A i = That ITQUITY was c¢onverted to a
o —|Jon |- Because the subject of

the investigation was (and remains) a “United States person” as
that térm is used in| |
[ | and| Jof the FCIG,

continuation of the investigation required that| |comply
with the- reporting requirements of Exécutive Order 12863 and the

b2
b7E

bl
b2
b6
b7C
b7E

E:CIQ Due to administrative error,l Ifalled to- submlt the -

annual letterhead memoranda (LHM) requiréd in| |
a8 | ‘Phe case was closed in | | As a

consequence of these reporting errors, the Office ¢f Intelligence
~Policy and Review, Departmént-of Justice, was not. advised of the

status of :j's ongoing investigation involving a U,S.

person at any_time f swinig the submission 'of s initial.
90-day LHM]id | The matter has been reported to the.

' FBI'"s Officeé of professional Responsibility for- action deemed
appropriate.. (&Y - - . ] i .
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DECLASSTFIED BY 65179 DMH/plj
ON 07-12-2010

BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Langdon:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2003 103." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and intermational terrorism
investigations. (U)

Enclosure
SST D WHEN
DETAC ROM -
CLASSIFIED LOSURE
Derd rom: G-3
Declasd omrr—xX25-1
1l - Ms. Thomas 1l - OPR (IOB 2003-103)
1l - Ms. Kelley 1 - 278-HQ-Cl229736-VIO
1 - Mr. Hulon 1 - Mr.

Smsaat

Hofmann-I0B-2378




Mr. James Langdon

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1l - The Honorable Alberto Gonzales
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James Baker III
Counsel

Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6000

_BEesEL

-2- Hofmann-I0B-2379




ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

DATE: D07-12-2010
CLAS3IFIED BY 65179 DMH/plj
REASON: 1.4 (¢)

DECLASSIFY ON: 07-12-2035

SBexriT

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
IOB 2003 103 (U)

Investigation of this IOB matter has determmedthat, al e of]
[5) ~~[C_____]who was a "United States person" as that term is used in the Attorney General b1
©° Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence b2
Investigations (FCIG),' was opened by the] ield Office of the Federal Bureau of }gfc
Investigation ("FBI") on| | The initiation and continuation of the[_Jrequired that bTE
the[____ JField Office and komply with the requirements of

the FCIG. However, the Field Office did not submit an initial 90-day letterhead
memorandum to hanti ™ |

ubmitted the initial 90-day letterhead memorandum of ffor
dissemination to the Office of Intelligence Policy and Review (OIPR) of the United States
Department of Justice. As a result of the significantly delayed reporting of the initial 90-day
letterhead memorandum, OIPR was precluded from exercising its responsibility for oversight and

review of an ongoing foreign counterintelligence investigation of a U.S. person, contrary to the
requirements of the FCIG.

This matter has been referred to the FBI's Inspection Division for action deemed
appropriate.

Dert m: G-3
Declasify om~X25-1

SESRIT_

() - -

"‘%(The FCIG remained in effect during the entire time frame encompassing this matter.
The Attorney General's Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection (NSIG) did not take effect until October 31, 2003. A "United States b2
person" is defined in%of the FCIG as "an individual who is . . . [a] United States b7E

citizen...or...[b i fen...."
n...or...[b]apermanent resident alien Hofmann-IOB-2380




OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXHXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) o(d)(3)
t{b)(2) a(b}(7)(B) o)1)
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General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear General Scowcroft:

Enclosed for your information is a self-explahatory

memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
IOB 2003 92.™ (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure
1l - Mr.
1l - Mr.

1 - 278-HQ-C1229736-VIO
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General Brent Scowcroft (USAF Retired)

Should yod or any member of your staff require )
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
. Attorney General

U.S. Department of Justice
Room 5111

1l - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IOB 2003 92 (U)

Investigation of this IOB matter has determined that,
on } the[ ____ ]Field Office of the F 1 Bureau
of Inv i i "EBIM initiation of a

person" as that term is used in the Afforney General Guidelines for FBI Foreign Intelligence
Collection and Forei Counterintelli%ce Investigations ! initiati

continuation of th quired the ield Office an

comply with the requirements of Executive Order 12863 and the FCIG. [Field Office
submitted its initial 90-day letterhead memorandum nearly eyond 1t original due
date. s error was compounded by the failure of the |
Division, to identify an i iolatiop f a violation of

\s a result of the

delinquent LHM, OIPR was not properly advised of the initiation of the] _|in accordance with
respon31;1;1_l;

pf the FCIG. This delayed reporting clearly precluded OIPR from exercising its
' for oversight and review of an ongogm“esﬁgaﬁon of
a U.S. person, confrary to the requirements of the . s matter has been referred to the

FBI's Office of Professional Responsibility for review and action deemed appropriate.

Dem G-3
Dec n; X-1

S "M A "United States person" is defined inl :of the FCIG as "an individual
who is . . . [a] United States citizen . .. or. .. [b] a permanent resident alien . ... "
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ON 07-12-2010
' BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, Northwest
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
Counterintelligence Division, IOB Matter 2002-54" (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and intermational terrorism

investigations. (U}
Enclosure
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SECRET.

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require o
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Patrick W. Kelley
‘Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
- U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

COUNTERTERINTELLIGENCE DIVISION
IOB MATTER 2002-54 (U)

Inquiry has determined that in conducting al |
l ] of a United States person, the Federal Bureau of
Investigation (FBI) failed to meet the annual reporting

requirements prescribed in| lof the Attorney General
) Guidelines for FBI Foreign Intelligence Collection and Foreign
(§) -Counterintelligence Investigations ( In this regar
L Jpivision (] opened a[ - - Jon -
N | on| |. Because the subject was (an b2
remains) a "United STates person" as that term is used injlﬁ b6
b7C
continuation of the investigation required that| comply b7E

with the requirements of Executive Order 12863 and the FCIG. On
05/06/ 2'002,ct:|authored and uploaded into the FBI Automated

I_Ca.sa_Su.nnm:r_a_amy_nf_Lb.La.nmLaJ_teterhead memorandum (LHM) .

ecalls receiving the LHM and

submitting it to the FBI’'s Office of the General Counsel for
dissemination to the Office of Intelligence Policy and Review
(OIPR), Department of Justice. OGC has no record of having
received the reguest. The failure to submit the required LHM was
legally significant as it precluded the OIPR from conducting
meaningful oversight and review of[_____ }'s investigation _
involving a United States person, and thereforxe necessitates this
report to the Intelligence Oversight Board.

Derive =3
De ify on: 5-1
DATE: 07-12-2010

CLASSIFIED BY 65179 DMH/PLJ/JN

REABON: 1.4 (C)

ALL INFORMATION CONTAINED DECLASSIPY ON: 07-12-20335
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WHERE SHOWN OTHERWISE
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DECLASSIFIED BY 65179 DMH/plj
ON 07-12-2010

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2003 65." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Oxders, or Presidential Directives which govern

FBI foreign counterlntelllgence and international terrorism
investigations. (U)

Enclosure

1 - Mr. Curran

1l - Ms.

1 - Mr.

1 - 278-HQ-C1229736-VIO

LASSIFIED WHEN
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C FI CLOSURE

Page

bo
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require

additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

1 -

1 -

Sirncerely,

John F. Curran
Deputy General Counsel

The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice

. Room 4304

1 -

Mxr. James A. Baker III

Counsel, Office of Intelllgence Policy and Review
U.s. Department of Justice
Room 6000
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ALL INFCOPMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT DATE: 07-12-2010
REASON: 1.4 ()
SE‘M DECLASSIFY ON: 07-12-2035

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IOB 2003 65 (U)

!S].WWMMMMMMW%

___Investigation of this IOB matter has determined that a
_|of] | who is a "United

States person" as that term is used in the Attorney General

Guidelines for FBI Foreign Intelligence Collection and Foreign

Counterintelligence Invesgtigations (FCIG),il” was opened by the bl
Division (' ") of the Federal Bureau of i%
Investigation (*FBI"] on ] The initiation and o

I_con.tj.nna.tion_of_l;b.eJ_Lre.cnu_:Td Ehat| |and g;g
comply with the requirements of
Executive Order 12863 and the FCIG. The Office of Intelligence
and Policy Review ("QIPR*), however, ma.s_nm:_ma.dgmaﬁe of the
opened investigation until on or abou nearly
after the initiation of the| | As a result of the
significantly delayed reporting of the initial 90-day letterhead
memorandum, OIPR was precluded from exercising its responsibility
for oversight and review of an ongoing foreign

counterintelligence investigation of a U.S. person, contrary to
the reguirements of the FCIG.

This matter has been referred to the FBI's Office of
Professional Responsibility for action deemed appropriate.

Der from;
Declagsa X25-1

Speal_
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**FOOTNOTES* *

i1r7y A "United States pérson" is defined in

the FCIG as "an individual i

who is . . ia” United States citizen . . or .
permanent

resident alien . . . . ®
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XXIXXIKAXRKKXHKXXHKAXXXKXK
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 00.0.0.9.0.0.0.9.0.00.9.0.9¢.6.04

XXXXXX



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) b)Y 7)A) o(d)(5)
a(b)2) o(b)(7)(B) o)1)
o(b)(3) o{b)X7)C) o(k)(1)

o(b)(7)(D) a(k)(2)

o(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) a(k)(5)
o(b)(8) o(b)(9) . o(k)6)
o(b)(6) o(k)7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-10B-97
through Hofmann-10B-99

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2418 through Hoffman-10B-2420

DO 00609000900 00004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
XXXXIOOOOKXXXXXXX



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

2(b)(1) a(b)(7)(A) o(d)(5)
t(b)(2) o(b)(7)(B) o(x1)
t(b)(3) o{b)}7)C) o(k)(1)

c(b)7)D) o(k)(2)

o(b)7)(E) o(k)(3)

o{b)(7)(F) o(k)4)
o(b)(4) o(b)(8) o{k)(5)
o(b)(5) o(b)(9) o(k)(6)
a(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-10B-67
through Hofmann-IOB-69

Page(s) withheld for the following reason(s)._

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2421 through Hoffman-10B-2423

PG 0.¢0090900000.0¢004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO 000000000 ¢00.00.90604

XXXXXX



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) o(d)(5)
a(b)(2) B(b)(7)(B) ngx1)
t(b)(3) o(b)(7)(C) o(k)(1)

o(b)7)(D) o(k)(2)

B{bX7XE) o(k)(3)

o{b)(7)(F) o{k)(4)
a(b)(4) ri(b)(8) a(k)(5)
t(b)(5) o(b)(9) o(k)(6)
t(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-IOB-109
through Hofmann-10B-111

Page(s) withheld for the following reason(s);_

The following number(s) i$ (are) to be used for reference regarding these pages :
Hofmann-IQOB-2424 through Hoffman-IQOB-2426

PO 0.00.00.00.09.00.9000404
X Deleted Page(s) X
X  No Duplication Fee X
X for this page X
D V0000000090090 0.00 04

XXXXXX



OPCA-20 (12-3-96) XXXXXX

XXXXXX
KXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) c{b)(7)(A) n(d)(5)
a(b)(2) a(b)(7)(B) o)1)
o(b)(3) a(b)(7)(C) o(k)(1)

d(b)(7)(D) a(k)(2)

o(b)(7)E) a(k)(3)

B{b}7)F) o(k)(4)
c(b)(4) o(b)(8) o(k)(5)
a(b)(5) a(b)(9) o(k)(6)
o(b)(6) o{k)7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-10B-115

through Hofmann-10B-117

Page(s) withheld for the following reason(s):_

The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2427 through Hoffman-10B-2429

D 9.8.9.0090.0.0.069060900¢04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
DOCI 900 0090890009004



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
4 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o{d)(5)
ti(b)(2) o(b)(7)(B) o)1)
o{b)(3) o(b)(7)XC) o(k)(1)

o(b)(7)(D) o(k)(2)

a(b)(7)(E) o(k)3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)}(5)
ci(b)(5) o(b)(9) o(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

4 Page(s) were not considered for release as they are duplicative of _Hofmann-1OB-52
through Hofmann-10B-55

Page(s) withheld for the following reason(s)._

# The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2430 through Hoffman-10B-2432

P00 0000 0.9.00¢96¢0404
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
P O.0.0.0.0.0.¢0.0.0.0¢0.6.0.0¢.60



OPCA-20 (12-3-96) XAXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) o(b)7HA) o(d)(5)
a(b)(2) o{b)(7)(B) a@) 1)
(b)3) o(b)7)C) a(k)(1)
o(b)(7)(D) o(k)(2)
o{bX7XE) o(k)(3)
o{b)(7)(F) a(k)(4)
a(b)(4) o(b)(8) o(k)(5)
o(b)5) obxs) - a(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-IOB-266
through Hofmann-I0OB-268

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2433 through Hoffman-10B-2435

XXX
X Deleted Page(s) X
X  No Duplication Fee X
X for this page X
XXX XHKXXHKHXXXXXXX



OPCA-20 (12-3-96) XXXXXX

XXXXXX
KXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) S{bX7HA) a(d)(5)
a(b)(2) o(b)(7)(B) a@()
a(b)3) o{bX7XC) ak)(1)
o(b)(7)(D) a(k)(2)
a(b)(7)(E) a(k)(3)
o(b)(7)(F) a(k)(4)
a(b)(4) o(b)(8) a(k)(5)
2(b)(5) a(b)(9) a(k)(®)
o(b)(6) o(kX7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _ Hofmann-IOB-121
through Hofmann-10B-123

Page(s) withheld for the following reason(s)._

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2436 through Hoffman-10B-2438

XXROOKRIKXKXXAXXX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
RXXKAIXHKAXXKXXKIHKXKXX



OPCA-20 (12-3-96) XXXXXX
XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

a(b)(1)
0(b)(2)

n(b)X3)

a(b)(4)
o(b)(5)
o(b)(6)

a(b)(7)(A)
o(b)(7)(B)
o(d)(7)(C)
a(b)(7)D)
a(b)7)(E)
o(b)(7)(F)
o(b)(8)

o(b)(9)

Section 552a

2(d)(®)
a@(1)

a(k)(1)
(k)(2)
o(k)(3)
a(k)(4)
a(k)X5)
o(k)(6)
o(kX7)

o Information pertained only to a third party with no reference to the subject of your

request or the subject of your request is listed in the titie only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the

releasability of this information.

Page(s) contain information furnished by ancther Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with

the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-IOB-100

through Hofmann-10B-102

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2439 through Hoffman-10B-2441

KX RIOOK
X Deleted Page(s) X
X  No Duplication Fee X
X for this page X
DAL 0000000 000000004



OPCA-20 (12-3-96) TXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this focation in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

t(b)(1) o{b)(7)(A) o(d)(5)
o(b)2) o(b)(7)(B) o)(1)
o(b)(3) o(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

o(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
o(b)(5) o(b)(9) o(k)(6)
r(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies). '

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-IOB-73
through Hofmann-10B-75

Page(s) withheld for the following reason(s);_

The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-1QB-2442 through Hoffman-1QB-2444

DO S 000.0.00.¢0.9.00.000.¢ ¢4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
DSV 00.09.900.0 00000004



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you. '

Section 552 Section 552a
o{b)(1) o(b)7)(A) a(d)(5)
o{b)}2) a(b)(7)(B) o)1)
t(b)(3) o(b)(7)(C) o(k)(1)
o(b)(7)(D) o(k)(2)
c(b)(7)(E) Bi(k)(3)
o(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) o(k)(5)
e{b)(5) o(b)(9) a(k)6)
(b)(6) 0(kX7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-175
through Hofmann-IOB-177

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-244S5 through Hoffman-10B-2447

PON0 0000009096 ¢90.0
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
§ 9,099,090 0.99.0.09.9069¢4



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) o(d)(5)
2(b)(2) 2(b)(7)(B) o)1)
(b)(3) o(b)(7)(C) o(k)(1)

a(b)(7)(D) o(k)(2)

o(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
a(b)(5) o(b)(9) o(k)(&)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-IQOB-10
through Hofmann-10B-12

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2448 through Hoffman-IOB-2450

DO 0.0 0000000000000
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
JOOOOKOXX XXX



OPCA-20 (12-3-986) XXXXXX

XXAKXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) o(d)(5)
o({b)(2) o(b)(7)(B) ag)(1)
o(b)(3) o(b){(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

o(b)(7)E) o(k)(3)

o(b)(7)(F) o(k)(4)
a(b)(4) o(b)(8) o(k)(S)
o(b)(5) o(b)(9) o(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as ‘a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-10B-22
through Hofmann-10B-24

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2451 through Hoffman-10B-2453

RXXKXKOCOHKHXKXKXKXXKX
X  Deleted Page(s) X
X  No Duplication Fee X
X for this page X
POV 0000000090804



OPCA-20 (12-3-96) KXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) 0(d)(5)
o(b)(2) o(b)(7)(B) o)1)
o(b)(3) a(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k}2)

o(B)(7)E) c{k)(3)

o{b)X7)F) o(k)(4)
0(b)(4) o(b)(8) o{k)(5)
a(b)(5) o{b)(9) o(k)(6)
o(b)(6) ofk)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-115
through Hofmann-IOB-117

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-10B-2454 through Hoffman-IOB-2456

D 9.0.0.0.00.0.000.0000000904
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0 0000000000000 000¢



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 . Section 552a

o(b)(1) o(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) o)1)
o(b)(3) a(b)(7)(C) o(k)(1)

o(b)(7X(D) o(k)2)

o(b)}(7)E) o(k)3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)8) o(k)(5)
o(b)(5) o(b)(9) o(k)(6)
o(b)(6) o(kX7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-I10B-35
through Hofmann-10B-37

Page(s) withheld for the following reason(s)._

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2457 through Hoffman-10B-2459
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o(b)(7)(E) o(k)(3)
o(b)(7)(F) o(k)(4)
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o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-IOB-60
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DATE: 07-12-2010

ALL INFORMATION CONTAINED CLASSIFIED BY 65179 DMH/PLJ/JN
HEREIN IS UNCLAS3IFIED EXCEPT REASON: 1.4 (C)
WHERE SHOWN OTHERWTSE DECLA33IFY ON: 07-12-2035

BY COURIER

General Brent Scowcroft (USAF Retired)

Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

. "Enclosed for your information is a self-explanatory -
letterhead memorandum (LHM) entitled Intelligence Oversight i%z
Board (IOB) Matter, Division, IOB Matter 2003-99." ) ‘

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure
1 - Mr. Hulon

1 - OPR (IOB 2003-99)
1l - Mrs.

T e e e e e R R W R e v e e e e e e e M AN N R R R e m AR Ee e e e e e e e e e e e = e e e e e AL D ER AN R MR S R M e e e R W e R s N e W

Case ID : 278-HQ-C1229736-VIO Serial : 712
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Should you or any member of your staff require .
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence POllCY and Review
U.S. Department of Justice

Room 6150
INTELLIGENCE OVERSIGHT BOARD (IQOB) MATTER bg .
DIVISION ‘ bTE
IOB MATTER 2003-99(U)
: The Federal Bureau of Investigation _ ) 1r"|a.s.___I bl
[fffffffned that in conducting a ﬁ%
the FBI failed to comply with the annual reportlng >

b7cC
Hofmann-10B-2467 b7E




~---- Working Copy ---- : Page

requirement prescribed in|_ |]of the Attorney General
Guidelines for FRI Foreign Intelligence Collection and Foreign
Counterintelligence InvestiTations (FCIG) .il” 1In this refard, on

., the Division [____ ] opened a
on the subject. Because the subject was {(an

remains) a "United States person" as that term is defined in
Section 1801(i) of the Foreign Intelligence Surveillance Act
(FISA), initiation of a| | required that
comply with the reporting requirements of the FCIG.

I—“-“bm-"-“j its initial 9?;13Lle.uﬂh.e.a.d_mﬂmandum (LEM) on

approximately beyond its

original due date. The delayed reporting precluded OIPR from
exercising its responsibility for oversight and review of an
ongoing foreign counterintelligence investigation of a U.S.
person, contrary to the requirements of the FCIG. The matter
also has been reported to the FBIs Office of Professional
Responsibility for action deemed appropriate.

b2
b7E

Dér+ fr
De y Omn: -1

**FOOTNOTES* *

() il'}é Although the FCIG were superseded on October 31, 2003
by the “

Attorney General’s Guidelines for FBI National Security
Investigations and
Foreign Intelligence Collection (NSIG), "ia“ctivities commenced under the

FCIG iare to be” continued and completed under the FCIG,
notwithstanding the

adoption of the NSIG." See Memorandum from Attorney
General John Ashcroft to

Robert 8. Muellexr, III, dated Octocber 31, 2003.

Hofmann-10B-2468

“IpeET




OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
o(b)(1) o(b)(7)A) o(d)(5)
(b)2) o(b)(7)(B) a@(1)
o(b)(3) o(b)(7)(C) o(k)(1)
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o(b)(5) o(b)(9) o(k)(6)
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O Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-I0B-1012
through Hofmann-10B-1014

Page(s) withheld for the following reason(s);_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2469 through Hofmann-10B-2471

HXKXXIAXXHHKHKXXXKAXXX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) o{d)(5)
a(b)(2) o{b)(7)(B) o()(1)
a(b)(3) o(b)(7)(C) o(k(1)
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a(b)(7XE) o{k)(3)

a(b)X7XF) o(k)(4)
t(b)(4) n(b)(8) 2(k)(5)
t{b)(5) o(b)(9) B(k)(6)
o(b)(6) o(k)(7)

ot Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-IQB-523
through Hofmann-IQOB-525

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-IOB-2472 through Hoffman-I0OB-2474

XHKXKXKKXXKKXKXXXKXX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
RIORXHKXIHKHIXAXKAKAXX
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3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) o(d)S)
a(b)(2) o(b)(7)(B) o@)(1)
o(b)(3) o(bX7XC) a(k)(1)
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o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-IOB-549
through Hofmann-10B-551

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-247S through Hoffman-1QB-2477
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X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 5§52 Section 552a

a(b)(1) o(b)(7)(A) a(d)(5)
t(b)(2) o(b)(7)(B) a)(1)
a(b)(3) a(b)(7)(C) o(k)(1)
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o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-IOB-570
through Hofmann-10B-572

Page(s) withheld for the following reason(s)._

w The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2478 through Hoffman-10B-2480

1 9.0.0.0.0.0.90.0.000.0000004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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DECLASSIFIED BY 65179 DMH/PLJ/JN

ON 07-12-2010

November 7, 2003
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

0ld Executive Office Building
Washington, D.C.

Dear General Scowcroft:

This letter forwards for your consideration a self-
explanatory enclosure entitled “Intelligence Oversight Board

(ICB) Matter,l |Division, IOB Matter 2003-139.7 (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigationg and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. As reflected by the enclosure, the error was
atypical and beyond the direct control of the FBI. (U)

Enclosure

1 - Mr. Szady
1 - Mr. Kelley
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“SECRET-

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W.' Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice

Room 4304
| dws
- - Lo 29/e
Crim. o, Inspection Tralning AP
APPRWEB’ cis Laboratory Off. of EEQ plﬁ'l
Finance ational Sec. Alfais, ‘
Divector___ Gen, Counsel R___ .::..':41,5
Depuly Direchor, Info. Res., Personns! Goms litn
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DATE: 07-1Z2-2010

CLA33IFIED BY 65179 DMH/PLJ/JN

ALL INFORMATICN CONTAINED REASCN: 1.4 (¢,D)
HEREIN IS UNCLAS3SSIFIED EXCEPT DECLASSIFY ON: 07-12-2035
WHERE SHOWN OTHERWISE .
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
L |DIVISION b7E
IOB MATTER 2003-139 (U)
The | | Division (1 ') of
the Federal Bureau of Investigation (FBI) has reported that,
owing to an error on the part of| |
| conducted)|
(S] e ;‘Eé
b4
L6
bh7C
(3) . »7D
’ " B b7E
(S]“mmmwwwwwm.Amwwmmmw»wwwwwww'“
d
| the communications were not actually monitored or
by FBI personnel. ML,
Although this error is not directly attributable
to conduct on the part of FBI personnel, the unauthorized
surveillance is nevertheless a reportable matter under Section
2.2 of Executive Order 12863. (U)
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o QIS labosatery Off. ol £EQ
Finence Natigaal 3ec. Atlairs
Sor irector 1%, Counsel ~ o Off. of Puthie &
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Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o{b){(1) o(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) o)1)
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a(b)(5) o(b)(9) o(k)(6)
o(b)(6) a(kX7)

O Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-10OB-91
through Hofmann-10B-93

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2484 through Hoffman-1OB-2486
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X Deleted Page(s) X
X No Duplication Fee X
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3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) c{b)7)A) o{d)X3)
o(b)(2) o{bX7)B) o)1)
a(b)(3) o{b)}(7XC) o(k)(1)
2(b)}(7)(D) o(k)(2)
a(b){7)(E) o(k)(3)
o(b)(7)(F) o(k)(4)
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o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with
the other agency(ies).

Page(s) withheld inasmuch as a final release deterrninétion has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-IOB-10
through Hofmann-JOB-12

Page(s) withheld for the following reason(s):_

& The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2487 through Hoffman-10B-2489
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X for this page X
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3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
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o(b)(1) o(b)7)(A) o(d)(5)
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o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.,

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-10B-22
through Hofmann-10B-24

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
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3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
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a Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the titie only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-10B-7
through Hofmann-10B-9

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-10B-2493 and Hofmann-10B-2495 through Hoffman-10B-2496

DO 000.0.000040.00604004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO S0 0.0 000000000000 08

XXXXXX



- wasaEr_

ALL INFORMATION CONTAINED
HEREIN IS UNCLABSIFIED EXCEPT
WHERE SHCWN CTHERWISE

DATE: 07-12-2010

CLASSIFIED BY 65179 DMH/PLJ/JN °
REASON: 1.4 (C)

DECLASSIFY ON: 07-12-2035

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
FIELD OFFICE b7E
IOR MATTER 2003-114 (U)

. the|

|Field office

On
("E") of the Federal Buxeau of Investigation learned that an

error had occurred in establishing a previously. authorized
bl
b2
b4
(S]” b6
b7C
. ) b7D
] e7e
( 3] e e
7
| While the error is not attributable to FBI
persomnel, the resulting |is a matter -
reportable under Executive Order 12863. &} Jws
N 9|23
th Tnspeckon,_____, Teleing,
APPRGVED: ¢ Labosatoly o o EES b
Dieecler, Gen. Counse OR. oA Puih: ¢
Depaty Olvector___ Info. Res. Personne] Cong. AMS
Dery £ro G-3
Dec ; y O X1

TR

Hofmann-10B-2494 -
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DECLASSIFIED BY 65179 DMH/PLJ/JN

ON 07-12-2010

September 26, 2003

 BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-éxplanatory

letterhead memorandum (LHM) entitled “Intelligence Oversight Co EEE/E
Board (IOQB) Matter, | | Field Office, IOB Matter 2003- .
114.%  (U) :
This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)
Enclosure
N 1l - Mr.
1 - Mr. Kelley b6
l - Mr. b7C
@ - Mr.

L= 2N%- H9-C1229 N6~ LE0G

Dep. Dir. -

Cliief of Staff

OfF. of Gen.

Counse!

Asst_ Dir.:

Admin. Set._____

o Derl fro -3

Fit -

Fluucs Dec Y ome_X1

Lab, :

Naticuad See. __

OF ofFble ' ﬁofmann—IOB-2497

& Caug. AlYs,

Traming

OIF. of EEOA ___

Dircetor”s Office | __ FBIDOJ

MAIL ROOM O




General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

-Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1 = Mr. H. Marshall Jarrett

. Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

\
s

| Inspection_ Trabning,
APPROVED! EJT? a L'm:m O, of EEQ

Finance @aﬁml Sec. Aftairs
Director Gen Coun—stml_ off, of Puble &
Deguty Dirzclor lnic. fles __ Personne) Cang. Ails

{L 45|
mn?zh} W l f

-2 -
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OPCA-20 (12-3-96) HXXXAXX

XXXXXX
KXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
7 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, expiain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) S(b)7)A) o(d)(5)
o(b)(2) o(b}(7)(B) ag)(1)
a(b)(3) a(b}7)C) o(k)(1)

o(b)(7)(D) o(k)(2)

a(b)}(7)(E) o(k)(3)

o(b)(7)(F) a(k)(4)
o(b)(4) - a(b)(8) . o(k)(3)
a(b)(5) a(b)(9) o(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

7 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-1082
through Hofmann-IOB-1084

Page(s) withheld for the following reason(s)

B The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2499 through Hofmann-IOB-2501

D 0.0.9.0.9.9.9.0.90.9.9099.9¢94
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 9.0.09.0.09.0.00.000000.004

XXXXXX
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“hief of Staff
M. of Gen.
‘ounsaf

sst. Dir

DECLASSTIFIED BY 65173 DMH/PLJ/JN
ON D7-12-2010

September 8, 2003

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory

letterhead memorandum {(LHM entitled “Intelligence Oversight s
Board (IOB) Matter, bIE

[ Tedera
Bureau of Investigation Headquarters .(FBIHQ), 2003-58."

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary te the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

‘FBI foreign counterintelligence and international terrorism

&zgllk‘k‘H
[

Adunn, Ser,

Criav, Iny

Cits
Finaunce

Info. Res.

. Lab.

National Sec.
OPR
WY, of Puidic
& Conyg. ARs,
Trmining
T of EEOA

Jirector’s Otlice

investigations. (U)

Enclosure

- Mr. Pistole

Mr. Kelley
Mr.
Mr.

1

b6
b7C

Der from =
Decl t - 1

BECRET N tmann-10B-2502

FBYDOI
MAIL ROOM Q .




General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your caonvenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

.1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice"
Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

)

REEY Y
K Lo

M’PROYED cmlﬂ._..l--w | Waiving

Labarstory_______ O, af CEO
Fum Netiona $8, Mraiss
GL’?C’C‘, Gtﬂw. m————-—-m ’I‘p'-l \.g
Sznoy uecior__ - ixfoHes. Persoandt___ Carg Al
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DATE: 07-12-2010

ALL INFORMATION CONTAINED CLASSIFIED BY 65179 DMH/PLJ/JN
HEREIN IS UNCLASSIFIED EXCEPT REASON: 1.4 ()

SE -12-2035
WHERE SHOWN OTHERWISE DECLASSIFY ON: 07-12-2

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER i

b2
b7E
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) (U)
2003-58
Investigation of this IOB matter has determined that,
‘onl L Mpm y ) initiated a
(§) I .| |who
' was (and remalns) a “Unlted States person” as that term is used
in Section 101(i) of the Foreign Intelligence Surveillance Act of
1978 (FISA).* Thus, coptinuation of the investigation required
that[____ Jand| a:k i ')
comply with the reporting requirements of the Attorney General bl

Guidelines for FBI Foreign Intelligénce Collection and Forei
Counterintelligence Investigations (FCIG). Consistent with those be

requirements,| Jprepared and submitted an initial 90-day "p7C
letterhead memorandum (LHM) on setting forth b7E
the bas:.s for its initiation of a | of the

8 administrative errorx,|

failed to forward! rs 90-day LHM to the
ice of Intelligence Policy and (OIPR), Department of

Justice (DOJ), as required. The error went undetected until

"] when :j's first annual LHM was forwarded to
he National Security Law Unit, FBIHQ, for submission to OIPR.
This error was further compounded by the failure ofl:_l to
report this matter to the FBI! -v131on as a
potential IOB violation until rieg

4 A copy of this submission to the IOB has been provided
to the FBI's Executive Assistant Director for Counterterrorism/
Counterintelligence for action deemed appropriate. (U)

Ml

Derived_fr -3 - K
Decl i Y mm_-——— |ﬂSleoll Tﬂiﬁ g
Liborastry_____ oft ot £
~swetfigy w""’" oS Mg
Depuly Cyecter Che o Off Whbica
— i R“&---——.. Pers m‘: m’. Aﬂs

{0) ")ﬂ A “United States person” is defined in Section 101(i) of the

Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et b2
seq.) as “a citizen of the United States [or] an alien lawfully admitted for b7E

permanent residence (as defined in section 101 (a) {20) of the Immigration and
Naturalization Act) . . . .” See also of the Attormey General

Guidelines for FBI Forei Intelligence Collection and F
intelligence Investigations. Hofmann-I0B-2504

Counter-




DECLASSIFIED BY 65179 DMH/PLJ/JN

ON 07-12-2010 -
" b
b7C
May 7, 2003
BY COURIER
General Brent Scowcroft (USAF Retifed)
Chairman
Intelligence Oversight Board
0ld Executive Office Building
Washington, D.C.
Dear General Scowcroft:
Enclosed for your information is a self-explanatory ‘
letterhead memorandum (LHM), entitled “Intelligence Oversight ﬁ%
Board (IOB) Matter, [ ~ | Field Office, IOB Matter 2003-53.7 ©°'E

(U

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U) '

Enclosure

1l -~ Mr.
1 - Mr.

Dep. Die, L - Mr. (278-HQ-1421581-2)
CQief of Sta - Mr.
Oft. of Gen.
Counsal
Asst, Dir; _

Admin, Ser,

Cai.. v,

g.ns — C Deril X0 -3

nance :

Info. Res. Decl . Y : L

Lab. _

National Sec. .

o S— SECRET
OIF, of Pablic Hofmann-I0B-2505
& Coug. Alls
Trining
- OMofEEOA
Dircctor’s Otfice

FEBUVDOJ
MAILROOM O
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—SECREF—

General Brent Scowcroft (USAF Retired)

o Sl?ould you or any member of your staff require
ac-idlt:.onal information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Acting General Counsel

Fo

o Crim.inv, Ingpection Training
AP PROVEB. CJ§ Laboratory Off. of EEQ
’ financs {ational Stc. Algirs
diedor______Gon 0L e Of. ot Public 4
Deputy Director Tnta. Res. Personnel Cong. Alts

~ s

Hofmann-IOB-Z'_SOG




TTSECERET-
DECLASSIFIED BY 65179 DMH/PLJ/JN
ON 07-12-2010
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
| '|FIELD OFFICE b7E
2003-53 (U)

Investigation of this IOB matter has determined that,
on | | the| | Field office ({__]) of the

Federal Bureau of . : inditd a| |
| on an ho was (and

remains) a “United States person” as that term is used in
Section 101 (i) of the Foreign Intelligence Surveillance Act of
1978 (FISA).* Thus, continuation of the required that
comply with the requirements of Executive Order 12863 and the
Attorney General Guidelines for FBI Forei Intelligence
Collection and Forelgg Counterintelligence Investigitions fFCIG).
g a file review conducted by the case agent on
| it was determined that as a _consequence of administrative
error, authority to congi had expired on| |
| and that at leagt iod of the overrun

b2
b7E

[Tﬁls activity was inconsistent with the oversight Yequirements
prescribed in the FCIG, necessitating this report to the
Intelligence Oversight Board. - -

DeT fro =
. Deg Y + 1

(Ut A “United States person” is defined in Section 101(i) of the
Foreign Intelllgence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et b2
seg.) as “a citizen of the United States [or] an alien lawfully admitted for b7E
permanent residence (as defined in sectd ) of the Immigration and
Naturalization Act) . . . .” See also kf the Attornev General
Guidelines for FBI Forei Intelligence Collection and Foreir

Counterintelligence Investigations.

Hofmann-IOB-2507




Dep. Dir.

Chief of Staff

Off. of Gen.
Counsel
Asst. Dir.:

DECLAS.SIFIED BY 65179 DMH/PLJ/JN
ON 07-12-2010

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board
Old Executive Office Building
Washington, D.C.

Dear General Scowcroft:
Enclosed for your information is a self-explanatoery

letterhead memorandum (LHM), entitled “Intelligence Oversight
Board (IOB) Matter, Division, IOB Mattexr 2003-03.7” (U)

oaon
NS

The LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/orx
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. As reflected by the enclosure, the error was
atypical and beyond the direct control of the FBI. (U)

Enclosure

1l - Mr. Kelley

1l - Mr. Szad 3!@.; o2 SSIEZED WHEN bE
1 - SSAI__Y_l Poo, ::\;a,.ze.uﬁ,a/ DETAC oM b7C
F—-0PR(FOB~2003=03 CLASSZFIED OSURE

1l - Mr.

Adkruin, Ser.,

- Crim. Inv,
CIS
Finance
Info. Res.
Lab,

Deriv¥ > -3
De ify on?

National Sec.

OPR

OIY. of Public

T SECRE®H fmann-10B-2508

& Cong. Alts.

Training

*Off. of EEOA-
Director's Ottice ___

: SBYDO
MAJL RCOM D "




—SBERET—

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

2]20]07

o T
APPROVED: £ towaw ot

Finance Nationat Sec. . Affairs
Director Gen. Coensel, GR_____ QffolPubicd
Deputy Director_. Info. Rs. Personnel Cong. Afls.__ .
y
2};0(03
- 2 -
m

Hofmann-I0B-2509




ALL INFORMATION CONTAINED DATE: 07-12-2010
HEREIN I3 UNCLASSIFIED EXCEPT CLASSIFIED BY 65173 DMH/PLJ/JN
WHERE SHOWN OTHERWISE REASON: 1.4 (C)

DECLAZSIFY ON: 07-12-2035

INTELLIGENCE QVERSIGHT BOARD (IOB) MATTER

DIVISION E%E
I0B MA 2003-03 (0) ’
This report of a foreign intelligence gurveillance
(3) - error-is-related-to~anFBI[" of
’ a “United States person”' as that term is used in the Foreign
Intelligence Surveillance Act (FISA). A of
the subject was initiated bv thel Division on | | bl
b4
bé .
b7C
b7D
b7E

approprlate steps were taken by the FBI and to sequester

| The carrier was immediately contacted and
the unauthorized take for eventual destruct1| on. ;

Deri ~—G-3 ‘ \'M
Deckessify on? X o%jzefe
Inspection Training

*’MQ‘JED' {é?;'glm Laboratety_______ Off. of EEO

Finzace_____ 72 Muional Ses. Affairs
Gen, Counsel_/_G O} 0. of Pubkc 3
Cong.Afls .. ___

Director,
Deputy Directar, Info: Res.__/—__ Personinel

‘}%L 2Pl

(o) lm A "United States person” is defined in section 101(i) of the
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et b2
seqa.) as "a citizen of the United States {or] an alien lawfully admitted for b7E
permanent residence (as defined in section 101(a) (20) of the Immigration and
Naturallzatlon Act) Wt See also of the Attgrngx Genera;

llc:ence Investigations.

Hofmann-I0OB-2510




DECLASJTIFIED BY 45179 DMH/PLJ/JN
oN 07-12-2010
February 26, 2003
BY COURIER
General Brent Scowcroft (USAF Retired)
Chairman
Intelligence Over51ght Board
01d Executive Office Building
Washington, D.C.
Dear General Scowcroft:
Enclosed for your information is a self-explanatory b2
letterhead memorandum (LHM), entitled “Intelligence Oversight b7E
Board (IOB) Matter,[____ |Division, Division, IOB
Matter 2003-01.” (U)
This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office
of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)
Enclosure
1 - Mr. Kelley
1l - Mr. Szad ) UNC IEXED WHEN .
1 - SSA DETACHESROM e
G) - OPR fI?B f??i-OI) CLASSIFIED SURE
Dep. Dic. L - Mr. .
Chief of Stalf __
Off. of Ges.
Counsel
Asst. Dir.:
A({min. Ser_______
o Dery kel =3
o
o Rex De y om
Lab.
Natioaad See, _____
. mﬁ-lofmann-lOB-ZSll
OfY, of Public
& Cong, Alls. ____
Training
Off. of GEOA
Director's Office

A FBYDOS
MAIL ROOM O




—SEERET

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

. Lrim.iny, inspection Training 2{20j03
APPROVED: cxs Laboatry— . OfL o €50
Finance tivnal Ses. Affairs
Diretr cm.cam&: O, of Pubic &
Deputy Director, Into. Res Personce] Cong. Afls____ . .
- 2l%je
- 2 -

S ECR®EGrmann-I0B-2512
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DATE: 07-12-2010
CLA3SIFIED BY 65179 DMH/PLJ/JIN

ALL INFORMATION CONTAINED
ool REASON: 1.4 (C
HEREIN IS UNCLASSIFIED EXCEPT . DECLASSTEY 0;-)07-12-2035

WHERE SHCOWN OTHERWISE

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
DIVISION
DIVISION
IOB MATTER 2003-01 (U)

- This report of a foreign intelligence surveillance

re:zgx_is_nangﬁntially related to an FBI |of

o .a “United States person®’ as that term is used
in | ]. The FBI’s

| 1

[ FoIlow-on
steps have been taken by FBI Headquarters to ensure that the

will be submitted to['t_;:
.. via the Office of Inte 1g§nce
Dexi £ 1 6-3
Declasg? on: X1

Spee®

(o) - big "United States person” is defined in section 101{i) of the
tel

E‘ore:.gn In igence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et b2
seq.) as "a citizen of the United States [or] an-alien lawfully admitted for b7E
permanent residence (ag defined in $ection 101{a) (20} of the Immigration and

Natural:.zat).on Act) . . . of the m—,tornex General
: : el"




DECLASSIFIED BY 65179/DMH/PLJ/ sdb
ON 07-06-2010

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:
This letter forwards for your information a self-

explanatory enclosure entitled “Intelligence Oversight Board
(IOB) Matter, Division, IOB Mattexr 2004-42." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

Mr. Szady
Mr. Curran
ssa
-~ OPR
278-HQ-C1229736-VIO

e e
1

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Hofmann-10B-2514

b2
b7E

bé

b7C




e

General Brent Scowcroft (USAF Retired)

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney Ceneral

U.S. Department
Room 5111

1l - Mr, H. Marshall
Counsel, Office
U.S. Department
Room 4304

1 - Mr. James Baker
Counsel, Office
U.S. Department
Room 6150

of Justice

Jarrett
of Professional Responsibility
of Justice

of Intelligence Policy and Review
of Justice

-2 -

SwerEy_

Hofmann-I0B-2515




DATE: 07-06-2010

) ALL INFORMATION CONTAINED
igigggITD,;chfsnQIDMHIPLJ% HEREIN IS UNCLASSIFIED EXCEPT
(v DECLASSIFY ON: 07-06-2035 WHERE SHOWN OTHERWLSE
» })2
b7E
INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
DIVISION
2004-42 (U)
The | | d ) Division of '
the Federal Bureau of Investigation has reported a period of E;”
E
(3] -—

bl

(5] b6
s | b7¢
b2
I k7E

|
(-
X Approximately two months later, | |
b2
b7E

_|—
gy =

Hofmann-10B-2516




OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)X1) D(OX7HA) o(d)(5)
o(b)2) o(b)(7)(B) o)1)
o(b)3) o(b)(7)(C) a(k)(1)

a(b)7XD) a(k)(2)

o(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
a(b)(5) o(b)(9) o(k)(6)
a(b)(6) o{k}(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-IQOB-193

through Hofmann-10B-195

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2517 through Hoffman-10OB-2519

R0 000.0.0.00.909.0009.99.09

X Deleted Page(s) X

X No Duplication Fee X

X for this page X

XXXXAKXXXIOCXXKX XXX XX
XXXAKXX



OPCA-20 (12-3-96) XXXXXX

KXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 5§52 Section §52a

o(b)(1) {bX7HA) o{d)(5)
a(b)2) o(b)(7)(B) ai)(1)
o(b)(3) o(b)(7)(C) o(k)(1)

o(b)(7)(D) a(k)(2)

o(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)4)
t(b)(4) 2(b)(8) o(kX5)
o(b)(5) ci(b)(9) a(k)6)
o(b)(6) o{k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-I0B-163
through Hofmann-10B-165

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2520 through Hoffman-10B-2522

OO XHXXX
X Deleted Page(s) X
X  No Duplication Fee X
X for this page X
DO 00.0.0.00.00.90.00000044



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(3)
o(b)(2) o(b)(7)(B) o@)(1)
o(b)(3) o(b)(7)(C) o(k)(1)

a(b)(7)(D) a(k)(2)

c(b)7)(E) o(k)(3)

o(b)(7)F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
a(b)(5) o(b)(9) o(k)(6)
t(b)(6) o(k)(?)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-IQOB-160
through Hofmann-IOB-162

Page(s) withheld for the following reason(s)._

= The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2523 through Hoffman-IQOB-2525

D 0000 0600000¢00¢004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
HOXXXHKARXKHKIAKXHKHXXXXXX



OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

XXXXXX

Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

(b)(1)
o(b)(2)
o(b)(3)

o(b)(4)
a(b)(5)
o(b)(6)

a(B)(7)(A)
u(b)(7)(B)
o(b)(7)(C)
o(b)(7)(D)
(b} 7)E)
e{b)(7)(F)
o(b)(8)

o(b)(9)

Section 552a

o(d)(5)
agX1)
o(k)(1)
t(k)(2)
o(k)(3)
o(k)(4)
o(k)(5)
o(k)(6)
o(k)(7)

o Information pertained only to a third party with no reference to the subject of your

request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the

releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with

the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

Page(s) were not considered for release as they are duplicative of _Hofmann-IOB-130

through Hofmann-JOB-132

Page(s) withheld for the following reason(s):_

XXXXXX

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-IOB-2526 through Hoffman-I0OB-2528

XXXXIKXIKXHXAKKXXXHKXXK
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
HOXRKIOKKKKAXXKAXXXK



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) o(d)(5)
a(b)(2) o(b)(7)(B) o(i)}1)
o(b)(3) a(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

a(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
t(b)(4) a(b)(8) o(k)(5)
a(b)(5) o(b)(9) o(k)(6)
ti(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-IOB-133

through Hofmann-10B-135

Page(s) withheld for the following reason(s):_

The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2529 through Hoffman-10B-2531

XXX KX XKXKKXKXK KX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
1 9.0.0.0.0.0.0.0690.09.90¢0.0904



OPCA-20 (12-3-96) XXKXXX

XXXXXX
XXKXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) o(b)(7)(A) v(d)(5)
a(b)(2) t(b)(7)(B) a)1)
a1(b)(3) a(b)(7XC) ok} 1)

2(b)(7)(D) a(k)2)

a(b){7)}E) o(k)(3)

a(b)X7)F) o(k)(4)
a(b)(4) t(b)(8) o(k)(5)
a(b)(5) o(bX9) o(k)(6)
a(b)(6) o{k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-IOB-444
through Hofmann-IOB-446

Page(s) withheld for the following reason(s)._

The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2532 through Hoffman-IOB-2534

P O.0.0.0.000.0000000004004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
XIXRKKXKKXIKHKKXIAXAKXXX



OPCA-20 (12-3-96) KXXKXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7HA) o(d)(5)
a(b)(2) o(b)(7)(B) a@)1)
o(b)(3) o(b)(7)(C) o(k)(1)

a(b)(7)(D) o(k)(2)

o{b)(71(E) o(k)(3)

o(b)(7)(F) o(k)(4)
a(b)(4) o(b)(8) o(k)(5)
o(b)(5) a(b)(9) a(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-10OB-321
through Hofmann-IOB-323

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10OB-2535 through Hoffman-10OB-2537

XXX XX XX
X Deleted Page(s) X
X  No Duplication Fee X
X for this page X
D O090040.09.0090.000094



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) {b)7)(A) o(d)(5)
c{b)(2) o(b)(7)(B) o)1)
o{b)(3) 2{b)(7)(C) agk)(1)

a(b)(7)(D) o(k)¥2)

a(b)(7)E) o(k)(3)

a(b)(7)(F) o(k){4)
t(b)(4) o(b)(8) o(k)(5)
a(b)(5) a(b)(9) o{k)(6)
t(b)(6) a(k)7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the titie only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-I0B-342
through Hofmann-10B-344

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2538 through Hoffman-IOB-2540

XXX XX XXX XXKXXX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D00 90000 000000009.4



OPCA-20 (12-3-96) XXXXXX

XHRKAXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(bX1) o(b){(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) a@X1)
o(b)(3) a(b)(7)(C) o{k)(1)

a(b)(7)(D) o(k){(2)

a{bX7)E) o(k)(3)

c{b)7)(F) o{k)(4)
o(b)(4) o(b)(8) o(k)(5)
o(b)(5) o{b)(9) o(k)(6)
a(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-10B-339
through Hofmann-10B-341

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2541 through Hoffman-10B-2543

OGP0 0090000080404
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
§0.0.0.9.0.0.9.909.909999.9904



OPCA-20 (12-3-96} XUXXAX

XXXXXX
XXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this tocation in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) B(b)(7)(A) o(d)(5)
a(b)(2) a(b)(7)(B) o)1)
o(b)(3) o(b)(7X(C) o(k)(1)

o(b)(7)(D) o(k)(2)

a(b)(7)E) a(k)(3)

o(b)(7)(F) o(k)4)
o(b)(4) o(b)(8) a(k)(5)
a(b)(5) o(b)9) o(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-10B-441

through Hofmann-10B-443

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages
Hofmann-10B-~2544 through Hoffman-10B-2546

)8 0.0.00.009.00.0¢0009.¢44
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 000.0.0.0.6.0.0.9.0.¢.9.0.0.0.0.04



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) o{d)(5)
a(b)(2) o(b)(7)(B) ag)}1)
0(b)(3) o(b)(7)(C) o(k)(1)

o{b)(7)(D) o(k)(2)

c{bX7XE) o(k)(3)

o(b)(7)(F) o(k)(4)
t(b)(4) a(b)(8) o(k)(5)
a(b)(5) o(b)(9) o(k)(6)
a(b)(6) a(k)y(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-10B-315
through Hofmann-10B-318

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-10B-2547 through Hoffman-I0B-2550 (two pages of Hofmann-10OB-318)

DO G009 0000000060094
X  Deleted Page(s) X
X  No Duplication Fee X
X for this page X
D 9.9.00.00.09.090090000¢04



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) o(b)(7)(A) o(d)(s)
o(b)2) o(b)(7)(B) B@X1)
a(b)(3) 2(b)(7)(C) o(k)(1)

a(b)(7)(D) o(k)(2)

o(b)7)(E) B(k)(3)

o(b)(7)(F) o(k)(4)
ex(b)(4) o(b)(8) o(k)(5)
o(b)(5) c{b)(9) o(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-10B-333
through Hofmann-10OB-335

Page(s) withheld for the following reason(s)._

The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-2551 through Hoffman-10OB-2553

XXX XAIX XXX XXXX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
), 9.4.9.0.0.0.0.0.0.0.0.0.0.0.6.0.0.64



OPCA-20 (12-3-96) XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) o(b)7)(A) o(d)(S)
a(b)(2) a(b)(7)B) o)1)
a(b)(3) o(b)7)(C) o(k)(1)
o(b)(7)(D) o(k)(2)
o(b)(7)(E) o(k)(3)
o(b)(7)(F) a(k)(4)
a(b)(4) o(b)(8) a(k)(5)
a(b)(5) o(b)(9) a(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

Page(s) were not considered for release as they are duplicative of _Hofmann-10B-206
through Hofmann-10OB-208

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-2554 through Hoffman-IOB-2556

XXXXXX

D000 0.080000.099000004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
XX XIKHXAKXKXKXKXKX



OPCA-20 (12-3-96) XXXXXX

XXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) a(d)(5)
a(b)(2) o(b)(7)(B) o)1)
2(b)3) o(b)(7)(C) a(k)(1)

o(b)(7)(D) o(k)(2)

e(b)(7)(E) a(k)(3)

o(b)(7)(F) o(k)(4)
a(b)(4) o(b)(8) o(k)(5)
o(b}(5) o(b)(9) o(k)(6)
a(b)(6) o(k)7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You wiil be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-10B-202
through Hofmann-10B-205

Page(s) withheld for the following reason(s):_

& The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-10B-2557through Hoffman-10B-2560 (two of Hofmann-10B-205)

P 0.0.0.0.0.6.0.0.0.00 60066004
X Deleted Page(s) X
X  No Duplication Fee X
X for this page X
HOXOXOXIOKXKX KK



