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DECLASSIFIED BY 65179.-DHH/PÌÌ 
'ON 07-09-2010 

November 14, 2002 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
bid Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory' 
letterhead memorandum (LHM,) , entitled "Intelligence Oversight 
Board (IOB-) Matter, I I Division and the I 
I 1 Division, IOB- Matter 2002-52."' (U) 

This. LHM sets forth details- of investigative activity 
which the'FBI has determined was conducted contrary to the 
Attorney Geneiral Guidelines for. FBI Foreign Intelligence 
Collèction and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential. Directives which govern 
FBI foreign counterintelligence and. international terrorism' 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a., determination of whether any 
administrative action is warranted. (U) 
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General Brent Scowcroft (.USAF Retired) 

Should you- or any memb.er of. your staff rfequire 
additional information concerning this matter, ah oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Kenneth L.. Wainstein 
General Counsel 

Lynne A. Hunt ' 
Assistant•Director 
..Inspection Division 

NOTE': This case was referred to OGC by EC from INSD to the , 
Director's Office and OGC, dated 10/04/02 and titled• 'I I 

I If ; ] •[•;] I I Divisi-on [ ; ] 
I OB 20Ò2 ; 52. "Ï In this-case, I |I 
submitted! |late. The) [ k'ElHQ, tailed to 
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LHM was b7c 
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catch the omission. As. a result, 01PR was precluded ftom 
conducting meaningful. oversight and review .of an ongoing 
I "|involving- a U'.S. person. ' This is a matter' 
reportable to the IOB. 
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¿¡al» ISFQRHATIOItf CONTAINED 
HBPSIÏI Îk-UNCLASSIFIED EXCEPT 

! WHEPZ SHOTiIH OTHERWISE 

.DATE: 07-02-2010 
' CLASSIFIED BY 65179/DMH/plj/lcw 

REASON: 1.4 (c) 
DECLASSIFY OK: 07-02-2035 

INTELLIGENCE: OVERSIGHT BOARD (IOB) MATTER 
r ] DIVISION A ̂D THE 

DIVISION 
IOB MATTER 2002-52 (U) 

b2 
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y conducting a[ 
Investigation of this matter has' determined that in 

[of 
•the Federal Bureau of Investigation [FBI use I •meet: the 

of annual reporting requirements prescribed in-
the Attorney Gferteral. Guidelines for FBI Foreign-, intelligence 
Collection .and Foreign- Counterintelligence Investigations (FCIG) 
In- this regard," onj ^ thel | Division 
('1 ' ' I" ) opened a | | on- the 
subject, which subsequently was converted to. a 
on Because the subj.ect was (ana .remains) a 

r 
United states person"' as- that term is used in [ 

-continuation of the investigation required - that I ~l 
and thé I | Division-, . FBI Headquarters, 
comply with the reporting requirements of ..Executive Order 12863-
.and. the- FCÎG-. • Duè to- apparent administrative error on the part 
of -the assigned case- agent, | T s I I • 
-letterhead' memorandum- was .submitted.! | late to the 
Office of Intelligence Policy" and Review. iOIPRl . Dëpartmen-t ôf 
iTnstirp T-nOiTI •—a^he err.op went, undetected b.y' 

As a..result, OIPR was precluded- Irom 
conducting mëaningful oversight änd- review of an ongoing|_ 

of a JJ..S'.. person during the period in-- question, • 
The matter has -beer̂  reported "to the FBI'1 sOffice of Professional 
Responsibility.. """̂ n* -
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DECLASSIFIED BY 65179y'DHH/£l j/lcu 
ON 07-02-2010 

December 3., 2002 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C. 

Dear Gênerai Scowcroft: 

Enclosed for your information is a- self-explanatory 
letterhead .memorandum (LHM)., entitled "Intèliigence Oversight 

(IOB) Matter, Board 
(U) 

Division, IOB Matter 2002-56. 
b2 
b7 E 

This LHM sets forth details of investigative activity 
which the FBI has detennined was conducted- contrary to. the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign- Counterintelligence investigations .and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI'foreign counterintelligence and international terrorism 
investigations-. This matter has also' been referred to our Office 
of Professional Responsibility for a determination' of whether any 
administrative action is. warranted. (U) 

Enclosure 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of. your staff, require 
additional information concerning this matter, an oral briefing 
will be arranged for you ;at your convenience. (U) 

• Sincerely, 

Patrick W. Kelley-
Deputy General Counsel 

NOTE: This casé'was referred to ÓGC by EC from INSD to- the 
Directoras Office and OGC, dated 10/17/02 and titled. '[ 
i Ir; í I l U l T " ^ Division[;] IOB .20Ü2 bb." • in this case, | I failed to 
submit: t"Q HaarlnnartprB '-a dimply rpmiosf 1-n. avl-pnd I | b7E 
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of oversight and administration are reportable tó the IOB'. 
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j ̂ DECLASSIFIED BY. 65179/DHH/plj/lcw 
' '.OH 07-02-2010 

oecret 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ;b2 
I DIVISION b7E 

• 2U(J-2-b6 (U) 

on 
initiated a| 

Investigation of this IOB matter has determined that 
I, the I I Division (1 I") 

as that term is used in[ 
I wno was (and remains), a "United States person^ 

is used in I | 
. |. Thus, • continuation of 
the| |required that| |comply with the requirements of 
Executive Order 12863 and the Attorney General Guidelines for FBI 
Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations CFCIG). During a "file review conducted by the 

it was determined that as a case agent on . , __ _ 
consequence, of aHmihi.qi-rat-iw p>rrnrr authority to continue the| 1 
had expired on] I and that the field division had 
not submitted 1 I • 
| | nor had a request, to extend the| jbeen 
submitted for Headquarters/ approval". During, the nsrihri of ri]g 
overrun,I 

This was- contrary- to the requirements of 
the iFCIG and administrative regulations promulgated by FBI' 
Headquarters-;' The- matter has feeen reported to- the FBI's Office 
of Professional Responsibility. 
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A "Mnit-eH gfai-aa narenn" i. HI-PVT^T 

a citizen of the- United States Tori an alien lawfully admitted, for sea..) as, 
permanent -residence (as defined ir[ 
Naturalization-Actj . . . See also[ 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. Hofmann-iOB-2368 
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£ll'information contained 
PÉREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-02-2010 • 
CLASSIFIED BY 65179/DHH/plj/lew 
REASON: 1.4 (c,d). . 
DECLASSIFY ON: 07-02-2035 

December 3, 2002 

BY COURIER 

General .Brent Scowcroft (USAF Retired) 
Chairman . 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C-

Dear General Scowcroft: 

Enclosed for your information is. a self-explanatory 
Tefvtra-rhftari m<=>mn r a n d i j m f T . H M i . p n f . i f - . l fìd " I n t e l l i g e n c e OvP.r . s i aht. 
Board (IOB) Matter,. 

1ÜÜ Matter 2UU2-bU.' W 
J Division, 

bl 
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This LHM sets forth details.of investigative activity 
which the FBI has determined.was conducted contrary to the 
Attorney General Guidelines for.FBI Foreign Intelligence 
Collection and.Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
vFBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted, (U) 
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Général- Brent Sçowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerèly, 

Patrick W-. Kelljey 
Deputy General Counsel 

iinnnntirft. Crtm.ln*. Inspection Training— 
AtPKUVlU : CJ1S_ Laboratory! .Off. of EEQ 

finance . r ) . , MtiofialSec Affairs. 
Director____Gee. CounselJĴ O&C - 0»: of Public 4 
'Deputy Director̂  fnlo. fl«s._ . Personnel Cong, A»*i 
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- ALL JNÇORHATION CONTAINED 
, SEREIN IS. UNCLASSIFIED EXCEPT 
'-.. WHER* SHOWN' OTHERWISE ' 

DATE: 07-02-2010 
CLASSIFIED BY 6S179/DMH/plj'/lcw 
REASON: 1.4 (c,d) 
DECLASSIFY ON: .07-02-2035 

s: at** 

M 

INTELLIGENCE OVERSIGHT BOARD' (IQB) MATTER. JjlAI 

I DIVISION-
IOB MATTER 2002-60 (U) 
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, (U) 

the 
c 

Investigation of this -matter has determined that 
I División ]")• opened 

1 which subsequently was convertea to a| [ 
]ón[ Because 

tne subject of thé investigation was (and remains) a "United 
States person" as that term Is used in| I 

J and L 
] of .the Attorney General. Guidelines for FBI Foreign Intel- ] 

llaence.Collection and Foreign Counterintelligence- Investigations 
(FCIG) r. • r.oritinnaf ion of thp invpst-i rral-.ion -required -that[ 

— comply with 
reporting requirements of Executive Order 1^8"63.and the FC IG. 

Jfâilèd to forward f 

and 
the 
Due to administrative error., 
first annual letterhead memorandum (LHM)., due on 

l-to the ..National Security Law Unit> Office ¿1- the Genera 
Counsel., FBI Headquarters,, for submission- to the Office of -
Intelligence Policy and Review (.01 PR) , Department of Justice, 
ar -rpmiirpd hv 1-he FCIG. The error was not discovered until 

I when [ 

I s 

? s LHM was submitted 
01 PR w.as not advised of for review. As -a result of the error, 

the- status of thé .FBI's ongoing .investigation for approximately 
r This delay precluded OIPR'from conducting -meaningful 

review and oversight of this case. The matter.has been reported 
to the FBI's -Office of Professional- Responsibility. 
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DECLASSIFIED BY 65179 DHH/plj 
ON 07-09-2010 

December 12, 2Ó02 

BY COURIER 

General Brent Scòwcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C". 

Dear General Scowcroft: 

Enclosed for-your information is a self-explanatory 
letterhead.memorandum (LHM), entitled "Intelligence Oversight 
Board' (IOB) Mattër., f 
[ 

] Division and thef 
[Division, FBI Headquarters., XOB Matti 

2002-72. ( U ) 

b2 
b7E 

This LHM sets forth details of investigative activity 
which the- FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and- Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also "been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. . (U) 

Enclosure . , • 
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Général- Brent Sçowcroft (USAF Retired) 

Should you or any member of your staff require 
additional, information concerning; this matter, an oral briefing 
will be arranged for. you at your ponvetiience. (U). 

Sincerély, 

Patrick W. Kel.ley 
Deputy General Counsel 

snnfiAitrfi, Cràn.Ime , .:. Inspection Training 
H r r l t u y t t r . u s _ laboratory Off. of CEO 

finance ' „ Matioô  Sec. Affairs. 
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ALL INFORMATION CONTAINED 
HEjREI^ ^S UNCLASSIFIED EXCEPT 

INHERE'.SHOWN OTHERWISE 

DATE: 07-U2-2010 
CLASSIFIED BY 65179/DMH/plj/lcu 
REASON: 1.4 -(c) 
DECLASSIFY ON: 07-02-203S 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
f I DIVISION- AND THE 

DIVISION, 
FBI HEADQUARTERS' 

IOB .MATTER 2002-72 (U) 
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b7E 

Äs reported by the[ 

Government'.s. applications 
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in pertinent part, that Af 

I the Government described 
I, and stated, 

in tue Government's"! 
I Additionally, a footnote 
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This, too, was incorrect. As stated- above, | 

/ [• xnese errors/. detected on 1 
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•FBI's Office of Professional Responsibility for action deemed 
appropriate. 

bl 
b2 
b6 
b7C 
b7E 

'XI 

APPROVES: 3 E 
• n.iance_ 

Dlrector . Gen. Counsel. 

. tosptctior. - - •-. Training ; 

. laboratory- Off. ol EEO 
Nationalste. Affairs 
CPU tit ^̂ «soflnel. 

.OB. Ol Public § 

. Cong. « 5 

Mark
Highlight

Mark
Highlight



^ S E C l À s Ì . F - I E D ' B Y 6 5 1 7 9 / D M H / p l j / l c u ' 
0ff0Î-02-2010 . 

February 12, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
...Chairman 
Intelligence Oversight Board 
.Oid. Executive Office Building 
Washington, D.C.. • 

Dear General Scowcroft: 

Enclosed for your information is a self-éxplanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter., | | Division., IOB Matter 2002-75," ( U ) 

b2 
-blE 

This LHM sets forth details of investigative:activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws-, Executive Orders., or Presidential Directives- which govern 
FBI.foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of .Professional Responsibility for a determination of whether any 
•administrative action is warranted; (U> 

Enclosure 
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s b ç r E Î 

Général Brent Scowcroft (USÀF Retired). 

•• Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
'will be arranged for you at your convenience. (U!) 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

- 2 -
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AIL INFORMATION CONTAINED 
•JffiRElft IS, UNCLASSIFIED EXCEPT 
WHEftE SHOWN OTHERUISE 

CLASSIFIED BY 65179/DHH/plj/lcw ' 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-02-2035 

INTELLÍGÉNCE OVERSIGHT BOARD (IÔB). MATTER,. 
I 1 DIVISION, 

IOB MATTER 2002^-75 (U) 

b2 
b7E 

The Federal Bureau Of Investigation' s Inspection 
Division has determined that in conducting- a 

], the FBI failed to- comply with on 
requirements prescribed in-1_ 

the annual - reporting 
] of- the Attorney • General 

Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIG). In t 

the 
on 

Ton 

1 ni-tri«; ion 
That. 3 

lis regard,, on 
') opened a 

nquity Was converted to a 
]. Because the subject of 

as (and remains)a "United States person' the investigation .was 
that term is used in 
I I andI [ôf the FCIGT 
continuation of the investigation required that I "[comply 
with thé reportirïg requirements of Executive Order 12863 and the 
FCIG. Due to administrative error;f failed to- submit the 
annual letterhead memoranda (LHM) reguiréd in- I I 
| | The•c^se was closed in | .As a ! 
conséquence of t'hese réporting errors, the Office of Intelligence 
Policy and Review-, Department. - of Justice., w.as not. advised of the 
status of I |s ongoing Investigation involving a U.S. 

s initial. person ât anv tirfté following thé submission -off 
The matter has been reported to the 90-day LHM." inj_ 

FBI's Of.ficé ofJProfessional Responsibility for action deemed 
appropriate..- . 
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DECLASSIFIED BY 65179 DMH/plj 
ON 07-12-2010 

BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear Mr. Langdon: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2003 103." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 
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CLAS£>IFIEDENCL0S1JRE 

TSS. 
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1 - Ms. Kelley 1 
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- Mr. be 
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Mr. James Langdon 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker III 
Counsel 
Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

- 2 - Hofmann-IOB-2379 



ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-12-2010 
CLASSIFIED BY 6517 9 DMH/plj 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-12-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2003 103 (U) 

"(S) 

Investigation of this IOB matter has determined that, a| |of 
(5) | 1 who was a "United States person" as that term is used in the Attorney General b 1 

Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence b2 
Investigations (FCIGV was opened by the| |Field Office of the Federal Bureau of b 6 

Investigation ("FBI") on| [ The initiation and continuation ofthel Required that 
the | [Field Office ancj jcomply with the requirements of 
the FCIG. However, thel IField Office did not submit an initial 90-day letterhead 
memorandum to[ |unti( ( 

' (submitted the initial 90-day letterhead memorandum o i ~lfor" 
dissemination to the Office of Intelligence Policy and Review (OIPR) of the United States 
Department of Justice. As a result of the significantly delayed reporting of the initial 90-day 
letterhead memorandum, OIPR was precluded from exercising its responsibility for oversight and 
review of an ongoing foreign counterintelligence investigation of a U.S. person, contrary to the 
requirements of the FCIG. 

This matter has been referred to the FBI's Inspection Division for action deemed 
appropriate. 

b7C 
b7E 

DenVei^ran: G-3 
DecladifVoiî>X25-1 

"TSEßfiÜ^ 

(U) 
^S)sThe FCIG remained in effect during the entire time frame encompassing this matter. 

The Attorney General's Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection (NSKj) did not take effect until October 31,2003. A "United States b2 
person" is defined in| | of the FCIG as "an individual who i s . . . [a] United States b 7 E 

citizen... o r . . . [b] a permanent resident alien ",, , „ „ ^ 
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DECLASSIFIED BY 6517 9 DMH/plj 
ON 07-12-2010 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 
IOB 2003 92." (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 - Mr. I 
1 - Mr. | 
1 - 278-HQ-C1229736-VIO 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely 

John F. Curran 
Deputy General Counsel 

Hofmarin-IOB-2516 
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of Investigation 

Investigation 
I ther~ 
1"FB 
J of E 

of this IOB matter has determined that, 
I Field Office of the Federal Bureau 

rsnnasi-sri i ni ti at Inn of a I I 
who was a "United States 

person" as that term is used in the Attorney General Guidelines tor FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations JPCTGY1 Thus the initiation and 
continuation of thefrequired the| |Field Office and I required the I Field Office anu 
comply with the requirements of Executive Order 12863 and the FCIG.f 
submitted its initial 90-day letterhead memorandum nearly! 
date. I Js error was compounded by the failure of the 
Division, to identify and report the potential IOB violation 

Field Office 
Ibeyond it original due 

a : 
] 

delinquent LHM, OIPR was not properly advised of the initiation of th< 

a violation of 
s a result of the 

[in accordance with 
om exercising its pf the FCIG. This delayed reporting clearly precluded O! 

responsibility for oversight and review of an ongoing ! " 
a U.S. person, contrary to the requirements of the FCIG. This matter has been referred to the 
FBI's Office of Professional Responsibility for review and action deemed appropriate. 

of 

bl 
b2 
b6 
b7C 
b7E 

Deri' 
Dec: 

': G-3 
n: X-l 

> x A "United States person" is defined in of the FCIG as "an individual 
who i s . . . [a] United States citizen... o r . . . [b] a permanent resident alien 

b2 
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DECLASSIFIED BY 6517 9 DMH/ELJ/JN 
ON 07-12-2010 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 
Counterintelligence Division, IOB Matter 2002-54" (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-1400427 
1 - Ms. Kelley 

Case ID : 278-HQ-1400427 flôfmâig-jçgqgç 
-SECIiffT, 



I"' 111 I II I I 1111 

Working Copy Page 

SEORSI^ 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 

• U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional 
U.S. Department of Justice 
Room 43 04 

i 

Responsibility 

Hofmarin-IOB-2516 
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
COUNTERTERINTELLIGENCE DIVISION 

IOB MATTER 2002-54 (U) 

Inquiry has determined that in conducting a [ 
I I of a United States person, the Federal Bureau of 
Investigation (FBI) failed to meet the annual reporting 
requirements prescribed in | |of the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 

(S) Counterintelligence Investigations (FCIG) . In this regard, the 
I U Division fl ̂  T> opened a | |on 
I | on| J. Because the subject was (ancf 
remains) a "United States person" as that term is used in f 

continuation of the investigation required that|_ r J comply 
with the requirements of Executive Order 12863 and the FCIG. On 
05/06/2002, I 1 authored and uploaded into the FBI Automated 
rasp ffnnnnrt- a nnnv nf 1-Vî  annnal 1 gj-g-rhgaH memorandum (LHM) . 

I [recalls receiving the LHM and 
submitting it to the FBI's Office of the General Counsel for 
dissemination to the Office of Intelligence Policy and Review 
(OIPR) , Department of Justice. OGC has no record of having 
received the request. The failure to submit the required LHM was 
legally significant as it precluded the OIPR from conducting 
meaningful oversight and review of I T s investigation 
involving a United States person, and therefore necessitates this 
report to the Intelligence Oversight Board. jC8< 

bl 
b2 
b6 
b7C 
b7 E 
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the other agency(ies). 
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DECLASSIFIED BY 6517 9 DMH/plj 
ON 07-12-2010 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2003 65." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Mr. Curran 
1 - Ms. 
1 - Mr. 
1 - 278-HQ-C1229736-VIO 

b6 
b7C 
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USCldüüiry uif:—»3S 3p 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The"Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 

• Room 43.04 

1 - Mr. James A. Baker III 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 

Sincerely, 

John F. Curran 
Deputy General Counsel 

Hofmann-IOB-2406 
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REASON: 1.4 (C) 
DECLASSIFY ON: 07-12-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2003 65 (U) 

Investicration of this IOB matter has determined that a 
I I of | |, who is a "United 
States person" as that term is used in the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIG),il' was opened by the 
I I Division ("| 1") of the Federal Bureau of 
Investigation ("FBI") on| |. The initial-inn and 
Hont-.i nnaf.i on nf t-hp* I I rpmi 1 -CSCL tnat"| |and| | 

comply with the requirements of 
Executive Order 12863 and the FCIG. The Office of Intelligence 
and Policy Review ("01 PR"), however, waa not maria aware of the 
opened investigation until on or aboutl nearly [ | 
I | after the initiation of the | [ As a result of the 
significantly delayed reporting of the initial 90-day letterhead 
memorandum, OIPR was precluded from exercising its responsibility 
for oversight and review of an ongoing foreign 
counterintelligence investigation of a U.S. person, contrary to 
the requirements of the FCIG. 

This matter has been referred to the FBI's Office of 
Professional Responsibility for action deemed appropriate. 

bl 
h 2 
b6 
b7C 
b7E 
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**FOOTNOTES** 

^ ii" i y ^ A "United States person" is defined in 
the FCIG as "an individual 
who is . . . la" United States citizen . . 
permanent 
resident alien . . . . " 

or ib 

of 

a 

h 2 
b7E 
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• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-38 
through Hofmann-IQB-40 

Page(s) withheld for the following reason(s):_ 

0 The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2415 through Hoffman-IOB-2417 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
ta(b)(2) •(b)(7)(B) 0(j)(1) 
•(b)(3) •(b)(7)(C) D(k)(1) 

•(b)(7)(D) û(k)(2) 
•(b)(7)(E) 0(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) û(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) 0(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-97 
through Hofmann-IOB-99 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2418 through Hoffman-IQB-2420 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) •(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-67 
through Hofmann-IOB-69 

Page(s) withheld for the following reason(s):_ 

b The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2421 through Hoffman-IOB-2423 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) 0(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

o Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-109 
through Hofmann-IOB-111 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2424 through Hoffman-IOB-2426 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

a(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) 0(b)(7)(B) o(j)(1) 
0(b)(3) •(b)(7)(C) o(k)(1) 

•(b)(7)(D) o(k)(2) 
0(b)(7)(E) •(k)(3) 
•(b)(7)(F) o(k)(4) 

•(b)(4) 0(b)(8) o(k)(5) 
0(b)(5) •(b)(9) o(k)(6) 
0(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-115 
through Hofmann-IOB-117 

Page(s) withheld for the following reason(s):_ 

h The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2427 through Hoffman-IOB-2429 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
xxxxxx 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

4 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) 0(b)(7)(B) o(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

0(b)(7)(D) o(k)(2) 
•(b)(7)(E) •(k)(3) 
0(b)(7)(F) o(k)(4) 

•(b)(4) •(b)(8) o(k)(5) 
•(b)(5) •(b)(9) o(k)(6) 
•(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

4 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-52 
through Hofmann-IOB-55 

Page(s) withheld for the following reason(s):_ 

8 The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-2430 through Hoffman-IOB-2432 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

xxxxxx 
xxxxxx 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

D(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) o(i)(1) 
•(b)(3) •(b)(7)(C) d(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) n(k)(6) 
•(b)(6) n(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-266 
through Hofmann-IOB-268 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2433 through Hoffman-IOB-2435 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) o(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) a(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-121 
through Hofmann-IOB-123 

Page(s) withheld for the following reason(s):_ 

si The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2436 through Hoffman-IOB-2438 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) Q(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

0(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) û(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-lOO 
through Hofmann-IQB-102 

Page(s) withheld for the following reason(s):_ 

b The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2439 through Hoffman-IOB-2441 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) • ( j ) d ) 
•(b)(3) •(b)(7)(C) D(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) n(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-73 
through Hofmann-IOB-75 

Page(s) withheld for the following reason(s):_ 

0 The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2442 through Hoffman-IOB-2444 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) n(j)(1) 
•(b)(3) •(b)(7)(C) D(k)(1) 

•(b)(7)(D) o(k)(2) 
•(b)(7)(E) Q(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-175 
through Hofmann-IOB-177 

Page(s) withheld for the following reason(s):_ 

b The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2445 through Hoffman-IOB-2447 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) • (d)(5) 
0(b)(2) 0(b)(7)(B) o(j)(1) 
0(b)(3) •(b)(7)(C) o(k)(1) 

• (b)(7)(D) o(k)(2) 
•(b)(7)(E) o(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) o(k)(5) 
0(b)(5) 0(b)(9) o(k)(6) 
0(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-10 
through Hofmann-IOB-12 

Page(s) withheld for the following reason(s):_ 

b The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2448 through Hoffman-IQB-2450 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) o(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-22 
through Hofmann-IOB-24 

Page(s) withheld for the following reason(s):_ 

8 The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2451 through Hoffman-IOB-2453 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) • G ) ( 1 ) 
•(b)(3) •(b)(7)(C) • (k ) ( i ) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-115 
through Hofmann-IOB-117 

Page(s) withheld for the following reason(s):_ 
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material available for release to you. 
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request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-35 
through Hofmann-IOB-37 

Page(s) withheld for the following reason(s):_ 

» The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2457 through Hoffman-IOB-2459 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
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Deletions were made pursuant to the exemptions indicated below with no segregable 
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•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) n(k)(6) 
•(b)(6) •(k)(7) 

d Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-60 
through Hofmann-IOB-63 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-2460 through Hoffman-IOB-2462 
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X Deleted Page(s) X 
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Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 
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•(b)(7)(F) •(k)(4) 
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request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-38 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-12-2010 
CLASSIFIED BY 6517 9 DMH/PLJ/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 07-12-2035 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

"Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM) entitled Intelligence Oversight 
Board (IOB) Matter, Division, IOB Matter 2003-99. (U) 

h 2 
b7E 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Mr. Hulon 
1 - OPR (IOB 2003-99) 
1 - Mrs.I I 

UNCÌ5s&§IFiaÓ WHEN 
DETACHEÎFSÇJOM 
CLAS SIF yED ElSfeijpSURE 

b6 
b7C 

Case ID : 278-HQ-C1229736-VIO ^ ^ Serial : 712 
Hofmann-IOB-2466 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

(SJ 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2 . 
DIVISION b 7 E 

IOB MATTER 2003-99(U) 
The Federal Bureau of - Investigation (" FBI") has bi 

-determined that in conducting a| | on \_ 
the FBI failed to comply with the annual reporting 

- s e c a e ? 
Hofmann-IOB-2467 

b2 
be 
b7C 
b7E 



Working Copy 
requirement prescribed in£ 

Jon the subject. Because the subject was (and 
remains) a "United States person" as that term is defined in 
Section 1801 (i) of the Foreign Intelligence Surveillance Act 
(FISA) , initiation of a I I required that | 
comply with the reporting requirements of the FCIG. | 
rnbmi n-ar| its initial 90-dav letterhead memorandum (LHM) on 

I approximately I beyond its 
original due date. The delayed reporting precluded OIPR from 
exercising its responsibility for oversight and review, of an 
ongoing foreign counterintelligence investigation of a U.S. 
person, contrary to the requirements of the FCIG. The matter 
also has been reported to the FBIs Office of Professional 
Responsibility for action deemed appropriate, 

Page 

]of the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Count er int e 11 igence Investigations (FCIG) .11" In this regard, 

the I iDivision | D opened a [ 
on 

b2 
blE 

**FOOTNOTES** 

IT" : Although the FCIG were superseded on October 31, 2003 
by the 
Attorney General's Guidelines for FBI National Security 
Investigations and 

Foreign Intelligence Collection (NSIG), "ia'ctivities commenced under the 
FCIG iare to be" continued and completed under the FCIG-, 
notwithstanding the 

adoption of the NSIG." See Memorandum from Attorney 
General John Ashcroft to 

Robert S. Mueller, III, dated October 31, 2003. 

Hofmarin-IOB-2516 
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FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IC)B-1012 
through Hofmann-IOB-1014 

Page(s) withheld for the following reason(s)._ 

h The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2469 through Hofmann-IOB-2471 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 
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xxxxxx 
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FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

a(b)(1) •(b)(7)(A) •(d)(5) 
0(b)(2) •(b)(7)(B) o(j)(1) 
•(b)(3) •(b)(7)(C) o(k)(1) 

0(b)(7)(D) o(k)(2) 
•(b)(7)(E) o(k)(3) 
•(b)(7)(F) o(k)(4) 

•(b)(4) 0(b)(8) o(k)(5) 
0(b)(5) •(b)(9) o(k)(6) 
•(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-523 
through Hofmann-IOB-525 

Page(s) withheld for the following reason(s):_ 

k The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2472 through Hoffman-IOB-2474 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 
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XXXXXX 
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FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
0(b)(2) •(b)(7)(B) o(j)(1) 
•(b)(3) •(b)(7)(C) o(k)(1) 
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•(b)(7)(F) o(k)(4) 

0(b)(4) •(b)(8) o(k)(5) 
•(b)(5) •(b)(9) o(k)(6) 
0(b)(6) o(k)(7) 

n Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-549 
through Hofmann-IOB-551 

Page(s) withheld for the following reason(s):_ 

ei The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2475 through Hoffman-IOB-2477 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 
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FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) a ( j )0 ) 
•(b)(3) •(b)(7)(C) •(k)(1) 
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•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-570 
through Hofmann-IOB-572 

Page(s) withheld for the following reason(s):_ 

la The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2478 through Hoffman-IQB-2480 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



DECLASSIFIED BY 6517 9 DMH/PLJ/JN 
ON 07-12-2010 

November 7, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

This letter forwards for your consideration a self-
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB) Matter, Division, IOB Matter 2003-139." (U) 

b2 
b7E 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. As reflected by the enclosure, the error was 
atypical and beyond the direct control of the FBI. (U) 

Enclosure 

G> 

1 - Mr. Szady 
1 - Mr. Kelley 
p - Mr. I "I 
1 - 278-HQ-C1229736-" i m 

b6 
b7C 

:p. Dir. 
iiefofSialT_ 
ff.ofGen. 
Hinsel 
31. Dir.-
Adniin. Sei._ 
Crim.. luv. _ 
ais 
Finance 
Info. Res. 
Lab. 
National See. 
OPR 
IT. of Public 
& Cong. Alis. _ 
Training 
•nr. of EEOA 'ircclor's Onice 

Decl^ssif^orr:—-Xj. 

"SECni]THofmann-IOB-2481 

MAIL ROOM • 
FBI/DOI 



'SECRET?1 

Général- Brent Sçowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

Patrick W.•Kelley 
Deputy General Counsel 

\JUV6 

"SW 

- 2 -

"öfieRETiöfmann-IOB-2482 



ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-12-2010 
CLASSIFIED BY 6517 9 DMH/PLJ/JN 
REASON: 1.4 (C,D) 
DECLASSIFY ON: 07-12-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I IDIVISION 
IOB MATTER 2003-139 (U) 

The ] Division ») of 

(Si 

(Si 

(SJ-

the Federal Bureau of Investigation (FBI) has reported that, 
owing to an error on the part of| ~l 

"I conductedf 

b2 
b7E 

the communications were not actually monitored or 
reviêWêd ¿y FBI personnel. 

Although this error is not directly attributable 
to conduct on the part of FBI personnel, the unauthorized 
surveillance is nevertheless a reportable matter under Section 
2.2 of Executive Order 12863. (U) 

APPROVED: . lnspeclion_ 
. Laboratory, 

Finance »alienai 5ec._ 
'n.Counsil f-^QFR 

. PasonoeL 

"SEjäÄl^ 

. Trainino 

. Ott. ol ËEO 

. Aflairs 

. OS. ot Putite & 

. Cong. A fis. 

VOj 23jo£ 
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FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) 0(b)(7)(A) p(d)(5) 
0(b)(2) o(b)(7)(B) a(j)(1) 
o(b)(3) •(b)(7)(C) D(k)(1) 
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o(b)(7)(F) p(k)(4) 
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•(b)(6) o(k)(7) 

o Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-91 
through Hofmann-IOB-93 

Page(s) withheld for the following reason(s):_ 

h The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2484 through Hoffman-IOB-2486 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 
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FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) 0(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) Q(j)(1) 
•(b)(3) •(b)(7)(C) o(k)(1) 

•(b)(7)(D) o(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

0(b)(4) •(b)(8) •(k)(5) 
•(b)(5) o(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-10 
through Hofmann-IOB-12 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2487 through Hoffman-IOB-2489 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 
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XXXXXX 
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FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) n(j)(1) 
•(b)(3) •(b)(7)(C) n(k)(1) 
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•(b)(7)(F) n(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) n(k)(7) 

n Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-22 
through Hofmann-IOB-24 

Page(s) withheld for the following reason(s):_ 

b The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-2490 through Hoffman-IOB-2492 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 
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FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) o(j)(V 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-7 
through Hofmann-IOB-9 

Page(s) withheld for the following reason(s):_ 

si The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2493 and Hofmann-IOB-2495 through Hoffman-IOB-2496 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
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DATE: 07-12-2010 
CLASSIFIED BY 6517 9 DMH/PLJ/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 07-12-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
¡FIELD OFFICE 

IOB MATTER 2003-114 (U) 

h 2 
b7E 

: t h e 
the Field Office 

(S) 

(3) 

( 5 ) 

('j I") of tfie Federal Bureau of Investigation learned that an 
error had occurred in establishing a previously- authorized [ 

While the error is not attributable to FBI 
personnel, tne resulting£ 
reportable under Executive Order 12863. X J 

A P P R O V E D : ^ 

Jis a matter 

. Laboraîoiy 

. National Sec._ Rnintt_ûarii.Rifloi 
G«. Counsel 
Jsio.Res_ Piisonnel. 

. Off. Of EEO 
Altai* 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

\JUl6, 
q/ f iÄ/ö 

" Ub 
ll&IO'j 

. Off. et Pulk i 
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DECLASSIFIED BY 6517 9 DMH/PLJ/JN 
ON 07-12-2010 

September 26, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman . 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-ëxplanatory 
letterhead memorandum (LHM) entitled "Intelligence Oversight 
Board (IOB) Matter, 
114 

( I O B ) 
(U) 

Field Office, IOB Matter 2003-
b2 
b7E 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

Dep. Dir. 
Chief of Staff. 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Crini.. Inv. 
CJIS 
Finance 
Info. Res. _ 
Lab. 

1 - Mr. 
1 - Mr..Kelley 
1 - Mr. 

Mr. 
ED WHEN 

b6 
b7C 

URE 

National Sec. 
OPR OECRCT 

Off. of Public 
& Cong. Alls. _ 
Training 

Olf. of-EEOA 
Director's Office . 

ofmann-IOB-2497 

MAIL ROOM • 
FBI/OOf 



ODGItET 

Général- Brent Sçowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 ^ Mr. H. Marshall Jarrett 
. Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Sincerely, 

•Patrick W. Kelley 
Deputy General Counsel 

\ltUM5 

Rnnnmirn. CrimM Inspection Training. JPPRUVtD: or Laboratory OftafE OttdEEO 
Aftairs 
OfUPubNeft 
C:r-fl. Mfs _ 

{Aß 

- 2 -
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XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

7 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) n(d)(5) 
•(b)(2) •(b)(7)(B) o(j)(1) 
•(b)(3) •(b)(7)(C) n(k)(1) 

•(b)(7)(D) o(k)(2) 
°(b)(7)(E) n(k)(3) 
•(b)(7)(F) • ( k)(4) 

•(b)(4) a(b)(8) n(k)(5) 
•(b)(5) n(b)(9) n(k)(6) 
•(b)(6) D(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

7 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-1082 
through Hofmann-IQB-1084 

Page(s) withheld for the following reason(s) 

h The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2499 through Hofmann-IQB-2501 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



DECLASSIFIED BY 6517 9 DMH/PLJ/JN 
ON 07-12-2010 

September 8, 2003 

B Y COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM) , entitled 'intelligence Oversight 
Board (IOB) Matter,| 
[ J Federal 
Bureau of Investigation Headquarters .(FBIHQ), 2003-58." 

b2 
b7E 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

>ep. Dir 
liiefofSlnif_ 
)ff. ofGen. 
'ounsel 
\ssl. Dir.-
Adulili. Ser.__ 
Crini.. Ihy _ 
CJIS 
Finiince 
Info. Res. _ 

. Lab. 
National .Sec. 
OPR 

Iff. of Public 
& Cong. All's. _ 
Training 

)!T. of EËOA 
director's Office 

1 - Mr.. 
1 - Mr. Pistole 
1 - Mr. Kelley 

Mr." 
11- Mr. 

TIED W H E N 
FROM 

CLASS/FIÈÏT-SHPLOSURE 

b6 
b7C 

"SECras¥Hc)fmann-IOB-2502 

MAIL ROOM • 
FBVDOI 



CDORDT 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

.1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice" 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 43,04 

Sincerely, 

Patrick W. Kelley 
Deputy^ General Counsel 

- 2 -
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SE 

DATE: 07-12-2010 
CLASSIFIED BY 65179 DMH/PLJ/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 07-12-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
b2 
b7E 

on \ 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) (U) 
2003-58 

Investigation of this IOB matter has determined that, 
the I I Divisipn fl V ) ^iHat-^ a 

oni who 
was (and remains) 
in Section 101(i) 
1978 (FISA) ,1 t: 
that[ I and 

a "United States person" as that term is used 
of the Foreign Intelligence Surveillance Act of 

nus, continuation of t-hg imrpgt--irrat-jpn required 
H ">) 

comply with the reporting requirements of the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIG) . Consistent with those 

^prepared and submitted an initial 90-day requirements, I 
letterhead memorandum (LHM) on |_ setting forth 

of the 

bl 
b2 
b 6 
b7C 
b7E 

the basis for its initiation of a 
sub-iect-- nup t-n administrative error, | | 

failed to forward 's 90-day LHM to the 
Ottice of Intelligence Policy and R£Vl£w (OIPR) , Department of 
Justice (DOJ), as required. 

] when 
The error went undetected until 
]' s first annual LHM was forwarded to 

tne National Security Law Unit, FBIHQ, for submission to OIPR. 
This error was further compounded by the failure of 
report this matter to the pbt a Tnsngri-ion nj v i s i o n as a 
potential IOB violation until 

to 

A copy of this submission tö the IOB has been provided 
to thé FBI1 s Executive Assistant Director for Counterterrorism/ 
Counterintelligence for action deemed appropriate. (U) 

Inspection 

LJo 

0«f*9Cfrectir. 
to. Cm» 

. Laiwrj[»(y_ 
¿toiotfStc.. 
m 

.«l.olEEQ 

. A«ws 

. Pe's-nit: 
.on •( Puh* a 
. Cwj.Aits 

lu) 1 A "United States person" is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et 
sea.) as "a citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a) (20) of the Immigration and 
Naturalization Act) . . . ." See also | |of the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign Counter-
intelligence investigations. Hofmann-IQB-2504 

b2 
b7E 



I f t 

DECLASSIFIED BY 6517 9 DMH/PLJ/JN 
ON 07-12-2010 

b6 
b7C 

May 7, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C. 

Dear Genefal Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM) , entitled "Intelligence Oversight 
Board (IOB) Matter, 
(U) 

] Field Office, IOB Matter 2003-53 
h 2 
b7E 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 
1 

Dep. Dir. 1 

CliiefofStaŒ. fk? Off. of G c n . U l a ML, 
Counsel ¥ 
Asst. Dir.: 

Adulili. Sor. 
Criiu.. luv. 
CJ1S 
Finance 
Info. Res. 
Lab. 
National Sec. 
OPR 

Off. of Public 
& Contu Alfs. _ 
Traiiiiin: 

OtT.ofEEOA 
Director's Office 

(278-HQ-1421581-2) 
UNCLASSIFIED WHEN 
DETACBFFIJS^ROM 
CLASSIBIED SSNCLOSURE 

bo 
b7C 

Hofmann-IOB-2505 

FBVDOJ 
MAIL ROOM • 



Général- Brent Sçowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Patrick W. Kelley 
Acting General Counsel 

Grim.tr» Inspection.. APPROVED: CJIS lahofìtory , Off. ol EEQ 
finança r>. \f fiatranii Sec Atliirs. 

Director Gen. Couiise«llri_rOPa 0«. ot Public i 
Deputy Director Into. Res. Personnel Cong. Alts— 

- 2 -

biLL'KiL'l 
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DECLASSIFIED BY 6517 9 DMH/PLJ/JN 
ON 07-12-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2 
IFIELD OFFICE b7E 

2ÖÖ3-53 (U) 

Investigation of- this IOB matter has determined that, 
L the [ | Field Office ('1 |') of the 

Federal Bureau of P 
on 

on an 
/ ii T i n T it \ ^ ; 

who was (and 
remains) a "United States person" as that term is used in 
Section 101 (i) of the Foreign Intelligence Surveillance Act of 

i 1978 (FISA) -1 Thus, continuation of the required that 
comply with the requirements of Executive Order 12863 and the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations (FCIG) . 
Dnri rig a file review conducted by the case agent on I 

it was determined that as a consequence of administrative 
error. authority to continue the had expired onl I 

I and that at least I 1 during the period of the I I overrun 

This activity was inconsistent with the oversight requirements 
prescribed in the FCIG. necessitating this report to the 
Intelligence Oversight Board. 

b2 
b7E 

!U) 1 A "United States person" is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et b2 
sea.) as "a citizen of the United States [or] an alien lawfully admitted for b7E 
permanent residence (as defined in asr-.tion 101(a) (20) of the Immigration and 
Naturalization Act) . . . See also| |of the Attorney General 
Guidelines for FBI Foreign IntelligenceToiiection and Foreign 
Counterintelligence Investigations. 

- Hofmann-IOB-2507 



DECLASSIFIED BY 6517 9 DMH/PLJ/JN 
ON 07-12-2010 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM) , entitled "Intelligence Oversight 
Board (IOB) Matter, Division, IOB Matter 2003-03. ( Ü ) 

b2 
b7E 

The LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. As reflected by the enclosure, the error was 
atypical and beyond the direct control of the FBI. (U) 

Enclosure 

Dep. Dir. 
Chief of Staff _ 
Off. of Ceti*. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Crini., lnv. _ 
CJIS 
Finance 
Info. Res. 
Lab. 
National Sec. 
OPR " 

1 -
1 -
1 -

- i—• 
1 - Mr. 

Oil', of Public 
& Cong. All's. _ 
Trainili!; 

OIT.ofEEOA-
Director's Office 

Mr. Kelley 
Mr. Szady 
SSA[ 

AlCMjah 

•&FR— j •i-ee—g-Q-Q-̂ -Q-s-)— Q 
] 

ISSIFZED WHEN 

DETACife^^ROM 
CLASS 2FIEDÎ!ÎTSLOSURE 

b6 
b7C 

- SECRDT flofmann-IOB-2508 

MAIL ROOM • 
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SECRET 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

\JW4L II ao|o2 

snnnmiFn. Cfim.liwL Inspection Training M O V E D : m ^ H H y ^ m 
fisanr.9 Mattonai Sac Affatrs_ 

Director : f 4 

Oeput? Q'trtctor lr>io.Res._J^_ Personnel Cwj.Alts.__ 

- 2 -
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ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-12-2010 
CLASSIFIED BY 6517 9 DMH/PLJ/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 07-12-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
I DIVISION 

IOB MAÎTEft 2003-03 (U) 

MATTER h 2 
b7E 

This report of a foreign intelligence snrvei 11 anr.s 
(5) error is related to an FBIt [of 

a "United States person" 1 as that term is used in the foreign 
Intelligence Surveillance Act (FISA). 
the subject was initiated bv thef Division on f 

appropriate steps were taken by the FBI and 
the unauthorized t a k e for eventual destruction. 

v contacted ana 

3to sequester 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

-«uaMffiÄlfCn. Cri.Ti.tfiV Inspection Training 
^ f T n ö V t ü : C-JI3 Laboratory OHLotEEO 

Finance /} Mï.ionsl Sec Affairs 
Director Gen.Coùnsel_A,0?i\ 0«. ol Public 1 

m<n Res. Personnel Cong.Afls... ___ 

* ^ A "United States person" is defined in section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et b2 
sea.) as "a citizen of the United States [or] an alien lawfully admitted for b7E 
permanent residence (as defined in section 101(a) (20) of the Immigration and 
Naturalization Act) . . . ." See also | |of the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintel-
ligence Investigations. 

Hofmann-IOB-2510 



DECLASSIFIED BY 6517 9 DMH/PLJ/JN 
ON 07-12-2010 

February 26, 2003 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, | | Division,! 
Matter 2003-01." (U) 

Division, IOB 
b2 
b7E 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 

Enclosure 

Dep. Dir. 
Chief of SlafT_ 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Crini.. Inv. _ 
CJIS 
Finance 
Info: Res. _ 
Lab. 
National Sec. 
OPR 

1 
1 
1 

OfT. of Public 
& Cong. All's. _ 
Training 

Off of GEO A ^ 
Director's Office 

Mr. Kelley 
Mr. Szady 
SSA 

ED WHEN 

OPR (IOB 2003-011 
Mr. 

UNC: 
DETACHE! 
CLASSI SUBE 

bó 
b7C 

3EŒE1Hofmann-IOB-2511 

FBUDOi 
MAIL ROOM • 



flTirmrw ¡ T a w K s r 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

APPROVED: Crimln».. 
CJiS 
Finance. 

Director. 
Deputy Director Into. Res. 

Gen.Cauti^p 

„Inspection 
_ Laboratory 

ationalSec.. /Natie ft 
Personnel ri, 

, Training ... 
.Ofl.ofEEO 
. Affaire 

2./2Ù/A3 

. Off. of Pubfic A 

. Cwig.Afli, 
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All INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-12-2010 
CLASSIFIED BY 6517 9 DMH/PLJ/JN 
REASON: 1.4 (C) 
DEC1ASSIFY ON: 07-12-2035 

I N T E L L I G E N C E O V E R S I G H T B O A R D (IOB) M A T T E R 
I I DIVISION 
I I DIVISION 

IOB M A T T E R 2 0 0 3 - 0 1 (U) 

b2 b̂ E 

bl 
b2 
bö 
b7C 
b7E 

b2 
b4 
b7D 
b7E 

Derivä«L>fmm : G-3 Declaŝ iijv̂ on: XI 

(1) 1 "Onited States person" is defined in section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 e£ 
sea.) as "a citizen of the Onited States [or] an* alien lawfully admitted for 
permanent residence (as defined in section 101(a) (20) of the Immigration and 
Naturalization Act) . . . See also I |of the Attorney General 
Guidelines for FBI Foreign IntelliaenceCollection and Foreign Counterintel-
ligence Investigations. 

b2 
b7E 
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DECLASSIFIED BY 65179/DMH/PLJ/sdb 
ON 07-06-2010 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney Général Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

b2 (IOB) Matter, Division, IOB Matter 2004-42." (U) b7E 

Enclosure 

1 - Mr. Szady 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Hofmarin-IOB-2516 



s: 

General Brent Scowcroft (USAF Retired) 

Sincerely, 

John F. Curran 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

2 
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DATE: 07-06-2010 
CLASSIFIED BY 6517 9/DMH/PLJ^db^ 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-06-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I Z ] DIVISION 

2 0 0 4 - 4 2 (U) 

The [ ] <[ "]) Division of 
the Federal Bureau of Investigation has reported a period of 

b2 
b7E 

b2 
b7E 

bl 
b6 
b7C 

b2 
b7E 

Approximately two months later,[ 

b2 
b7E 

Hofmarin-IOB-2516 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
D(b)(2) •(b)(7)(B) a(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) n(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-193 
through Hofmann-IQB-195 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2517 through Hoffman-IOB-2519 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) •(b)(7)(A) o(d)(5) 
a(b)(2) 0(b)(7)(B) a G ) d ) 
a(b)(3) •(b)(7)(C) o(k)(1) 

0(b)(7)(D) a(k)(2) 
0(b)(7)(E) •(k)(3) 
0(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) o(k)(5) 
Q(b)(5) 0(b)(9) •(k)(6) 
o(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-163 
through Hofmann-IOB-165 

Page(s) withheld for the following reason(s):_ 

8 The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2520 through Hoffman-IOB-2522 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) • (d)(5) 
•(b)(2) d(b)(7)(B) n(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) • ( k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-160 
through Hofmann-IOB-162 

Page(s) withheld for the following reason(s):_ 

H The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2523 through Hoffman-IOB-2525 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) Q(i)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) a(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

a Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency (ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmanii-IOB-130 
through Hofmann-IOB-132 

Page(s) withheld for the following reason(s):_ 

B The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2526 through Hoffman-IOB-2528 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) n(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •00 (2 ) 
•(b)(7)(E) •(k)(3) 
0(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-133 
through Hofmann-IOB-135 

Page(s) withheld for the following reason(s):_ 

B The following number(s) is (are) to be used for reference regarding these pages : 
Hofmaim-IOB-2529 through Hoffman-IOB-2531 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

J Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) •(j)(1) 
•(b)(3) •(b)(7)(C) o(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) n(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) a(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-444 
through Hofmann-IOB-446 

Page(s) withheld for the following reason(s):_ 

B The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2532 through Hoffman-IOB-2534 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

o(b)(1) •(b)(7)(A) •(d)(5) 
0(b)(2) •(b)(7)(B) o(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) o(k)(2) 
•(b)(7)(E) o(k)(3) 
•(b)(7)(F) o(k)(4) 

•(b)(4) •(b)(8) o(k)(5) 
0(b)(5) 0(b)(9) o(k)(6) 
•(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-321 
through Hofmann-IOB-323 

Page(s) withheld for the following reason(s):_ 

B The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2535 through Hoffman-IOB-2537 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) D(j)d) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-342 
through Hofmann-IOB-344 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2538 through Hoffman-IQB-2540 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) û(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) a(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) o(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-339 
through Hofmann-IOB-341 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2541 through Hoffman-IOB-2543 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
• (b)(2) •(b)(7)(B) • 0 ( 1 ) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) • (b)(8) • (k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-441 
through Hofmann-IOB-443 

Page(s) withheld for the following reason(s):_ 

eg The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2544 through Hoffman-IOB-2546 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) •(b)(7)(A) 0(d)(5) 
•(b)(2) 0(b)(7)(B) o(j)(1) 
0(b)(3) •(b)(7)(C) 0(k)(1) 

0(b)(7)(D) o(k)(2) 
•(b)(7)(E) o(k)(3) 
•(b)(7)(F) o(k)(4) 

0(b)(4) •(b)(8) o(k)(5) 
0(b)(5) 0(b)(9) o(k)(6) 
•(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-315 
through Hofmann-IOB-318 

Page(s) withheld for the following reason(s):_ 

(9 The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2547 through Hoffman-IQB-2550 (two pages of Hofmann-IOB-318) 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) Q(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) 0(k)(2) 
•(b)(7)(E) d(k)(3) 
•(b)(7)(F) ü(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-333 
through Hofmann-IOB-335 

Page(s) withheld for the following reason(s):_ 

H The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2551 through Hoffman-IOB-2553 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) • (d)(5) 
•(b)(2) •(b)(7)(B) D(j)(1) 
• (b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) o(k)(5) 
• (b)(5) •(b)(9) • (k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-206 
through Hofmann-IQB-208 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-2554 through Hoffman-IOB-2556 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) Q(j)(1) 
•(b)(3) 0(b)(7)(C) •(k)(1) 

•(b)(7)(D) o(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) o(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 
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