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DATE: 07-06-2010 
CLASSIFIED BY 6517 9 DMH/PLJ/JN 
REASON: 1.4 (C) 
DEC1A33IFY OH: 07-0Ê-2035 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLA3SIFIED EXCEPT' 
WHERE SHOWN OTHERWISE 

January 19, 2001 

BY COURIER 

ürfof Staff. 
XT. «TOM. imwl XauMrj_ 
Aimin.Stz._ 
CtiiiLilav.^, 
OlS_; riuacc 
Ub. 

Honorable- Warren B. Rudman 
Acting Chairman 
intelligence Oversight Board 
Old Executive Office Building 
.Washington, D.C. V 

à Dear Senator Rudman: . " . 
* » • * 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (TOBi Mahha-r.V """land t-.ĥ.l I 

| IOB Matter 2000-19." (U) 
\ . • -
This LHM sets forth details of investigative activity 

which the FBI has determined'was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or. 
iaws, .Executive, Orders, or Presidential Directives which govern 
FBI foreign counterintelligence' and international terrorism 
•investigations. This matter has also been referred to-"our Office 
of Professional Responsibility for1'a determination of whether any 
administrative action is warranted. (U) 1 . » • » 
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Honorable Warren B. Rudman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for.you at your convenience. (U) 

Sincerely, 

Larry R. Parkinson 
General Counsel 

David R.. Knowltfon -
Assistant Director 
Inspection Division 

NOTE: This matter was referred to OGC bv EC from the Inspection-
Division. d»f.«»H 12/14/nn and M tvl P.fl I 
I Iintelligence 
oversia it-. Board (IOB) Matter 2000-19. in tnis regard, tne 
I Division I I reported t->>«tj- nwinn f_r> t-ho 
of incorrectI Ifrom | \ 

II sought and obtained permission from the 
I to conduct 

tbi 

I I In fact,L 
to bv ttie subject. The I 
onl Th«a cnwoiiianee wag immediately terminated, and I 
I (were _ frTanflf PTT'p'd t*.o I 
Vas CftêR EÔÏW5rded[ ] 
for destruction. None of- the originally! | 
was ever transcribed or translated. Thereafter. apart from tne 

| | the| ¡failed to ensure that a 
wriccen reporc or c m s incident was submitted to IMU, INSD within 
14 days of- the incident. This mistake, coupled with incomplete 
reporting, delayed the submission of this case to the IOB for six gwj. 
months, which is contrary to FBI regulations and procedures. [pWĈ tjti./« 
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ALL INFORMATION CONTAINED 
HEREIN 18 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: Ü7-06-201Ü 
CLASSIFIED BY 6517 9 DMH/PLJ/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 07-06-2035 

INTELLIGENCE BLÛSZBBSIGHT BOARD (IOB) MATTER 
I I DIVISION 

m d L 1 

IOB MATTER 2000-19 (U) 

The[ ] Division 1 of Che Federal Bureau 
of Investigation (FBI) has reporcea cnat. owjino t-<-> t-hg r-pr-pir>t-
_of incorrect I I from the, 

Isought and obtained permission! 
-C 1 to conduct I 

') E 
f 

a non-U.S. I fn ho 
: 

: 
diaeoveyed a 

persoti; in ract, £ 
IIbv the subject. TKeT 

„ 3 
1 proviaea naa never oeen 

~1 WflP 

terminated, and 
tvanflfg-rrgri fr, a E 

was immeaiateiv 
Jv/ere 

1 which wafl tihsn fnrwarrip 
Jvia FBI Headquarters 

and the Office of Intelligence Policy and Review, Department of 
Justice, for destruction. None of the originally recorded 
conversations was ever transcribed or translated. 

For the sake of completeness, we further report that, ' 
apart from the| after'an initial timelv 

o thef oral report of 
the] 

1 n 

Înc was made to failed to* ei ] 
ftent- wac BHhmiH-pH to the I 1 

| This mistake, coupled with incomplete reporcmg, 
aeiayea cne submission of this case to the IOB for. six months, 
which is contrary to FBI regulations and procedures. 

1 FBIHQ, within 14 days of thel 
• • . « _ * « « , » • » I ? 
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DATE: 07-06-2010 
CLASSIFIED BY 6517 9 DMH/PLJ/JN 
REA s ON : 1.4 ( c ) rtment of Justice 
DECIÀ33IPY ON: 07-06-2035 

Federal Bureau of Investigation 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Washington, D. C . 20535-0001 

November 26, 2002 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Old Executive Office Building 

• Washington, D.C. 

fath*s 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM). entitled "Intelligence Oversight 
Board (IOB) Matter.\ \ Division. IOB Matter 2002-46." 
(0) 

lb 2 

This LfiM sets forth details'of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence' Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 

Enclosure 
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•SBCFBT1 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Kenneth L. Wainstein 
General Counsel 

Lynne A. Hunt 
Assistant Director 
Inspection Division 

NOTE: This matter was ref©«r€a to r OGC hy ECffom INSD to the 
Director's Of fir.« / O p M ^ v T OflC. dated l\W24r2G02 and titled: 

(5) J " I IQB Ma^l'frJ 
^ ' Division r e i n i t i a t ^ H - " a n f a s al I 

I |op I 1 The I Division b7r-
submitted the 90-dav LHM to the Headquarters substantive unit on 
I I The unit received the LHM on I I but 
subsequently misplaced it. Concern over the 90-day LHM did not 
surface until the Headquarters unit received the annual LHM, one 
year later, and realized that it had no record of the case in the 
unit files. Eventually, a copy of the missing LHM was found in a 
unit folder. In later 1 the unit provided OGC with a 
copy of the 90-day LHM. The failure to submit the required LHM is 
legally significant, requiring submission of this matter to IOB. 
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DATE: 07-06-2010 > • • 

ALL INFORMATION CONTAINED -
JgeUBT CLASSIFIED BY 65179 DMH./PLJ/JN HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE REASON: 1.4 (C) 
DECLASSIFY ON: 07-06-2035 

INTRTiT.TflEMPR nVERSTGHT RORRD (IOB) MATTER 
| | DIVISION 
M B MATTER 2602-46 (u) 

, . Ttimiry has determined that in conducting al I 
[jl ---lof| |a United States person, the Federal 
' ' Bureau ot Investigation ifbii failed to meet'the reporting 

requirements prescribed ' the Attomev_General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 

, « , Counter-i nfel liqence Investigations (FCIG) . In this reaaccL-Jjhe 
f ¡3 1 i D i v i g l n n v n T O t i H Y i a ^ v ^ ftf las a 

lonT L The I I Division 

I on| 1 The uni 
the LHM oni I but subsequently misplaced it. Concern 
over the 90-day LHM did not surface until the Headquarters unit 
received the annual LHM, one year later, and realized that it had 
no record of the case in the unit files. Eventually, a copy of 
the missing LHM was found in a unit folder. In late I ~ 
the unit provided OGC with a copy of the 90-day.LHM. Because the 
'subject was (and remains) a "United States person" as that term 
is used in Section 101 (i) Of the Foreign Intelligenoe 
Surveillance Act of 197a (FISA), the I I Division and 
the Headquarters unit were required to comply with the FCIG. 
Failure to submit the 90-day LHM had the effect of precluding 
OIPR from conducting timely and meaningful oversight and review 
of the investigation. This matter has been reported to the FBI's 
Office of Professional Responsibility for action deemed 
appropriate. 
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DECLASSIFIED BY 65119 DMH/PLJ/.JN 
OH 07-0 6-2010 

December 3, 2002 

BY COURIER 
O 

General Brent Scowcroft {USAF Retired) 
Chairman 

/«^Intelligence Oversight Board 
v O l d Executive Office Building 

Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Tntori ^ e ^ a 
Roarri fTORi Mafcfgr-I irHv^s-inn and t) 

flOB Matter 2002-JJj^" IU) 
b2 
b 7 ï 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional^Responsibility for a determination of whether any 
administrative action is warranted. (U) 

DcoPir. 
Chief of S< »IT „ 
Off, of Gen. Ooumd Asa. Dir.: 

Admin. Sir._ 
Crim.lnv._ CflS 
flUIK< | 
bfa.tot. -
Lab. 
Nuioail Sec. _ 
OPR Ofl.oiPuUic 
&C0OC.A1&., TniùiK, 
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ODfllUMP 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 
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ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT DATE: 07-06-2010 
WHERE SHOWN OTHERWISE CLASSIFIED BY 6517 9 DMH/PLJ/JN 

REASON: 1.4 (C) 
DECLASSIFY ON: 07-06-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b 2 
I I DTVTSTON AND THE fc7E 

IOB MATTER 2002-51 (U) 

(S) in conducting, a Jj. T4 
l) fa 

et-ermi neri t-hah 

the Federal Bureau of Investigation (FBI) failed 
annual reporting requirements prescribed in[ 

] 
to meet the 

]of. 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and For 
In this regard 
I 
su: 
on ? 

Qgf i g n 
op I 
J opened a 

ì r i 
s s a Counterintelligence Investigations (FCI.G) . 

pivision 
I on the 

? er;t whirh aiihftefiî entlv' VJ&5 E6 &T 
closed on re. and then reopened as|_ 

1 Rofango hhg* giiMopf wag 
(and remains) 
Section 101(i) or the Foreign'intelligence surveillance Act ot 
1978 (FISA). continuation of the investigation reouired that 

I ffanply wifrh fr.he reprtrfr i n« reqiiire-
ments of Executive Order 12863 and the FCIG. Due to apparent 
administrative error on the part of the assigned case agent, 
I ~l required annual letterhead memorandum was 
submitted six months late to the Office of Intelligence Policy 
and Review (OIPR), Department of Justice. The error went 
undetected bvl I As a result, 
OIPR was precluded from conducting meaningful oversight and 
review of an ongoing| ~ H o f a. U.S. person during 
the period in question. The matter has been reported to the 
FBI's Office of Professional Responsibility. 
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Department or Justice DATE: 07-06-2010 
CLASSIFIED BY 6517 9 DMH/PLJ/JN 
REASON: 1.4 (c) ;ral Bureau of Investigation 
DECLASSIFY ON: 07-06-2035 

ALIAJL1 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE 3HOWN OTHERWISE 

Washington. D. C. 20535-0001 

December 3, 2002 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Old Executive Office Building , 
Washington, D.C. * 
Dear General Scowcroft: 

0 
Enclosed for your information is a self-explanatory 

letterhead memoranditfoLÎ£Étll/ entitled //intelligence Oversight 
Board (IOB) M a t t e r | D i v i s i o n , I&B Matter (u) 

This LHfififè'&s forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our .Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. <U) 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

NOTE: This matter was referred to OGC by EC from INSD to the 
Director's Office (OPR) and OGC. dated 05/01/2002 and titled: 

Matter 2 
[ 

i ; " ! I t I . I U " f . 
Administratively, the investigation was closed, 

re-opened and reassigned to a number of agents and one task force 
officer over a m H o H of flaysral years. Following the reopening 
of the case on I I the 90-day letterhead mpmnrandum 
(LHM) <due| l a n d the annual LHM (duel b 
were not submitted to OIPR. The failure to submit the required 
LHMs after the case was reopened is legally significant, 
requiring submission of this matter to I0B. ^ ¡ ^ 
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ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-06-2010 
CLASSIFIED BY 6517 9 DMH/PLJ/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 07-06-2035 

INTELLIGENCE. : OVERSIGt 
• II 

HT BOARD (IOB)* 
DIVISION 

IOB MATTER 2002-7 (U) 

MATTER 

(S) Tnrtniry nas determln* 
| fofl | a United States person, the Federal 

6t investigation (FBI) failed to meet init-iai fon-^ayi 

has determined that in conducting 

and annual reporting requirements prescribed in[ Jof 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations (FCIG).. 
In h hi a v«artaTvjr the 
[ % 

» a n Conn; 
-I I' on the subject 

ciosea ana later reopened in 

Division Ç opened a t 
The investigation was 

Because the subject was (and 
remains) a "United States person" as that term is used in Section 
101(i) of the Foreign Intelligence Surveillance Act of 1978 

reopening of tho inveat-raaf-ipn required that! 1 
1 so as to ensure 

Terrea 

I I the 
intorm) 
compiiance m e n cfle m m u . ^ 
advise I 

I Tfllfi lniCl&J. error 
1 failing to submit f.he remi trad 9 

memorandum (LHM), due on|_ r) , 
Th 

Initially by failing to 
j that it had reopened the 
was compounded further by 
-day letterhead 
and the annual LHM due 

These documents were never submitted. This 
Eallure to submit the required LHMs was legally significant as it 
precluded the Office of Intelligence Policy and Review, 
Department of Justice, from conducting meaningful oversight and 
review of I longoing investigation involving a United States 
person. It is noted that the submission of this matter to the 
IOB was further delayed for several months by the FBI's National, 
Security Law Unit. The delayed reporting is directly 
attributable to other paramount operational requirements. This 
matter has been reported to the FBI's Office of Professional 
Responsibility for action deemed appropriate. 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-0 6-2010 
CLASSIFIED BY 65179 DMH/PL.J/JM 
R.EASON: 1.4 (C, D) 
DECLASSIFY ON: 07-06-2035 

ZPMfime 0/erstf)l 
'Eoarimftv 

December 3, 2002 

BY COURIER Ó 
General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board • 
Old Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

(S) 
Enclosed for your information is a self-explanatory 

letterhead memorandi"- / T « t ^ ^ i k ^ ^ a """"'-ì 
Board (TOBT Matter. I I 
[ 
IOB Matter 2002-60. ] 

TS 
This LHM sets forth details of investigative activity -

which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Patrick W. K e U e y ' 
Deputy General Counsel 

u(l»(63 
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ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(S)~ 
(S) 

DATE: 07-06-2010 
CLASSIFIED BY 6517 9 DMH/PLJ/JH 
REASON: 1.4 (C, D) 
DECLASSIFY ON: 07-06-2035 

INTF.TjT .TKRNPR fiVF.RSTfîHT R P R RH f T O f t l RATTER, 

I OB MATTER 2002-60 JJfĉ  

hZ 
hl E 

IS) the! f 
JLprestioatiçn of this 

Divi 
cation i 

TwhicTT" 
f ter has 

opened a 
y was converted 

efrermi neri that 

on| |whien~5UbS6tiU€7reiv was converted to 
I l o n H " 
tne subject of the investigation was (and remains) a 

1 Because 
U n i t e d 

States person" as that term is used in section 101(i) of the 
Foreign Intelligence Surveillance Act of 1978 (FISA) and section 
II.W of the Attorney General Guidelines for FBI Foreign Intel-
ligence Collection and Foreign Counterintelligence Investigations 
(DSIG)1/ continuation of the investigation that| 
and| |—| I— comply with 
the reporting reouirements ot Executive Order 12863 and the FCIG. 
Due to administrative error,[ 
first annual letterhead memorandum 

failed to forwaxd 
(LHM), due on[ c e P 

|to the National Security Law Unit, Office of the General 
Counsel, FBI Headquarters, for submission to the Office of 
Intelligence Policy and Review (OIPR), Department of Justice, 
as reguired by the FCIG. The error was not discovered until 
I ~ when| Hsecond annual LHM was submitted 

result of the error, OIPR was not advised of 
FBI's ongoing investigation for approximately 

for review.As a 
the status of the 
two years. This delay precluded OIPR from conducting meaningful 
review and oversight of this case. The matter has been reported 
to the FBI's Office of Professional Responsibility. 

fJ 
CrimJiN,. 
CJ1S_ 

** 
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(U) 

final«. 
GiiCoiii I 

.(nspecttnL. 

.Laboratory.. 
JrîinmgL 

îUfonalStCv 

.OtLolEEO 
Aif2i«_ 

_Ofl.clP«bSc& 
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Intel] 
A "United States person" is defijied in section 101 (i) of the 

Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 
sea.) as wa citizen of the United States (or) an alien lawfully admitted for 
permanent residence (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act) . . . ." See also I lof the FCIG. 
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DATE: G7-G6-2010 
CLASSIFIED BY 65179 DMH/EL J/JN* 
REA30N: 1.4 (C) 

» DECLASSIFY OH: 07-06-2035 
^ J 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

June/22, 2001 4 ' 

BY COURIER 

Ib2 
b7£ 

0&-
Honorable Harren B. Rudman 
Acting Chairman 
Intelligence* Oversight Board 
Old Executive Office Building 
Wa shihgton, D.C. 

S T A - V ^ 

Dear Senator Rudman: 

Dep. Dir. _ _ Chief of Suff, Oft of Gen. Coxud 

Na&oral Sec 
OPR OfT, of Pubfcc 
A Cooj. Afli. _ 
Tnäusg. 

Enclosed for your information is a self-explanatory 
letterhead memoranduauliiHIiL«—entitled "Intelligence Oversight 
Board (IOB) Matter,I |Division, IOB Matter 2001-29." <U) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter, has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action i3 warranted. (U) 

b2 
b7i 

Enclosure 

I : 

ya-^ir-0-4,- SVj 

OPR (IOB 2001-29) 
INSD (278-HQ-C1229736-53 Seria 

JAW:^aw (7) 

bo 
b7C 

o - U — ; 

As*. Dir-AAon Srt. 
Crim̂litv. 
e n s fiöäflCC . Info. Ret. _____ Ub. _ 

C * > 3&UU.J 

OflCefEEOA_ 
Dnact*» Office, cf~ 
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Honorable Warren B. Rudman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Larry R. Parkinson 
General Counsel 

David R. Knowlton 
Assistant Director 
Inspection Division 

IS) 
NOTE: Thds//i«atter was referred to OGC and the.nirprfnr'pi Office 
(OPR) bv fegr from INSD dated 6/04/01 and titledl | 

i i Intelligence oversight 
Board (I0g)\ Matter 2001-29." Tn fh-i« yecrard. in conjunction with 

Hof t:hel I 

[ Due to operational error, facsimile 
coverage continued until I I has reported that the 
unauthorized take was sequestered for destruction, and that no 
investigative action was taken based on the information received 
from the unauthorized coverage. 

foi 
b2 
bo 
fo7C 
b7E 

APPROVED: CrimfML CIS. 
Director. 
DtpfyOinctof. 

fflspecflbn. 
UbetóotiL 
NitHnilSic. 
Cßt 

: .Triabg = 
p01.ctî£0 

M s , 
C.(U(Ô\ 

PtttoueL 
. Off.ofPutSea 
. Ccsj-Ws. 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE 3HOWN OTHERWXS E 

DATE: 07-06-2010 
CLASSIFIED BY 65179 DMH/PLJ/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 07-06-2035 

INTELLIGENC rtUBDfllfi f T BOARD (IOB) 
DIVISION 

MATTER 

IOB MATTER 2001-29(U) 

b2 
b7I 

(S) 
Inquiry has determined that the Federal Bureau o£ 

Investigation (FBI) inadvertently conducted a form of technical 
surveillance in violation of Title SO, United states Code. 
Section 1805. In t-hia yenavri -in nr»ni»nrHnn with a I j 

~ J 

1 1 
J once tne erro: untiJ 

"take" was sequestered byf 
gative action was taken ¿asea on 
the unauthorized coverage. ^ ^ 

was reaiizea, cne unaucnoriz 
for destruction. No investi-
he information received from 

£ 
bl 
b2 
fo7E 

APPROVED: ^ CJiS_ 
Dtrjctof. 

.fnspectfofl, 

.Ubora«y_ 

.NittSUlSrt,. 
t 

\IWfc, 

Oĉ Oitaof. 
„Gtjtoiâ̂bP̂  m 
laéRfi PtfSOMtl. 

• TfiMê  
. Off. of £€0 
. Aîtërt 
.Qîf.ofPvifcê 
. CCfyAilj , 

Hofmann-IOB-1133 



DATE: 07-0 6-2010 
CLASSIFIED BY 6517 9 DMH/PLJ/'JN 
,REASON: 1.4 (C) 
DECLASSIFY ON: 07-06-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

October 7, 2002 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C. 

(D 

Dear General Scowcroft: 

Enclosed for your information ijs 
letterhead memorandum /THt*n 
Board (IOB) Matter, 

/ 
/^self-explanatory 

entitled * I ritiri ligence Oversight 
DiVisionyAjOB Matter 2002-38." (U) 

lb 2 
lb 7 E 

This LHM.sets forth details <bfVinVestigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) ' 

Dei». Di. 
Ctiieforsatr. 
Off. ci Gov 
Coured 
Asa. Dir.: AJhwi.Scfv. 

Cmv,Inv._ 
CJIS Faune* 
Ws.8» L»b 

Enclosure 
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1 -
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1 -
OPR fTOB 
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OPR 

Off. of Publie 
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Directot'sOfiKC. 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

» 

Sincerely, 

i \ * 

Kenneth L. Wainstein 
General Counsel 

Lynne A. Hunt. 
Assistant Director 
Inspection Division 

(S) 

NOTE: This matter was referred to OGC by EC from 1NSD to 
the Director's Officp. anH OflC. dated 09/05/02 and titled 

] IOB 2002 38. " In this caseX Inas reported 
hat, nwinn tr> an a m a r a i - r ^ n H i n n e m n nment. nrnnramlncr error. 

J none of which were transcribed, duplicated or transferred from 
the original electronic mèdia. The error is, nonetheless, a 
reportable matter. 

APPROVED: 
Dlreetor. 
CtpfyOirttti 

. lfi$ptCtiO!\_ 

. Laboratory. 
.Tfdnfcg 
.OictEEO 

, Mn.hr 
CJIS 
Rame ./ /KaioMlSte Klin. 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-06-2010 
CLASSIFIED BY 6517 9 DMH/PLJ/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 07-06-2035 

INTELLIGENCE_Qi£EE£lGHT BOARD (IOB) MATTER 
I I DIVISION 

IOB MATTER 2002-38 (U) 

fo2 
fc7K 

Inquiry has determined that the Federal Bureau of 
Investigation (FBI) inadvertently "conducted a form of I 
| |in violation of Title 50, United States Code, 

In this regard.r 

As soon as the error was 
reaxizea, SjijJtoprzace action was taken to ensure that the data 
were not transcribed, duplicated, or transferred from the 
original electronic storage media. Additionally, the| 

J Nonetheless, the data 
collection was unauthorized, necessitating this report of the 
error to the Intelligence Oversight Board, f̂cĵ  

bi 
b2 
bo 
b7C 
b7E 

: 39645^—NSff70GC 

IwpecftKL. 
Utorrtwjf. 

Finätce. 

Into ft». . rt;S3352l_ 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-06-2010 
CLASSIFIED BY 65179 DMH/PLJ/JH 
REASON: 1.4 (C,D) 
DECLASSIFY ON: 07-06-2035 

October 7, 2002 

fc 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a 
letterhead memorandum (LHM), entitled "IntelV 
Board (IOB) Matter,f |Division^ 
(0) 

© 

-explanatory 
fence Oversight 

roB Matter 2002-37.? 
h 2 
b7E 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Exectftiye Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 

Enclosure 

Dep-Dif. 
Chief of SuiT_ 
Off. oi GOT. 
C o B W l _ _ 
As». DârJ 

Admix. Sctv 

CJ1S , fmint 
[nf<n Res. _ 
Lab. _ 

1 - Mr. 
-t 

Szadv 

P. 
] 
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OPR 

0<T.«r Publie 
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CXf. of EEQA _ 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Kenneth L. Wainstein 
General Counsel 

Lynne ft. Hunt 
Assistant Director 
Inspection Division 

NOTE: This matter was referred to OGC by EC from INSD to 
the Director's Of f i r:e and OGP.. HafreH 09/04/09 and titled r 
Di visi on f : 1 TOR 7009 *i7 . " The rasfi stem«? from anl 1 

1 1 
1 

of the! 1 
The FBI had ended coveracje onl 1 

] Authorized! |coverage ended on L ] 
None of the contents of the coverage has ever been reviewed. 
Nonetheless, because the contents remain unknown, the data 
collected must be presumed to be those of a U.S. person, thus 
requiring a report of the unauthorized coverage to the IOB. 

APPROVED: 3 £ : . Laboratory Ott. t f EEO 

Director. 
DepvfyOirtctor. 
2 -

fol 
h 2 
bS 
b7C 
lb 7 E 

<M>5/c 

BMBt* , nefriti Stc. Affairs 
ffiKrw^/UXffa • MrfPtttc* 
.Info Rtt, Ptrsanml COÔ. 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

aeeRBT 
DATE: 07-06-2010 
CLASSIFIED BY 6517 9 DMH/PLJ/JN 
REASON: 1.4 (C,D) 
DECLASSIFY ON: 07-06-2035 

TNTRT.T.TGRNr-E -OVERSIGHT îji JBOARD (IOB) 
J DIVISION 

MATTER, 

IOB MATTER 2002-37 (Ü) 

lb 2 
hit 

The I 
reported thatM" 

1 Division F has 

1— 

IS] 

(5) 

Jand 

T 

• . i 
I before the error was realized, and 

L The nature of the 
error was immediately appreciated, however, and none of the 
recorded data were ever reviewed, logged, or transcribed, 
nstead, the data were sequestered and forwarded to FBI 
Headquarters for submission to the Office of Intelligence Policy 
and Review, Department of Justice, for eventual destruction. 

hi 

? 
bb 
b7C 
b7E 

b2 
b7E 



# # 

Because the contents of the recordings remain unknown, the data 
collected without authority are presumed to be those of a United 
States person2/ thus requiring a report of these events to the 
IOB. 

APPROVED: CfinllW, CJ1S_ 

xJlWS 

. laboratory. 
Director 
OtMVOiredor info. Res, 

Finance MoMlStc. 
Centonad ffV m 

Wiiicg 
.OftotEEO 
. M7«s 

, Petsifl«L 
.Oft.dMScA 
. Co«jj.Atit 

( U | > C 1 wa cUi: 
A "United States person" is defined in Section 101(i) of 

FISA as "a citizen of the United States (or] an alien lawfully admitted for 
permanent residence (as defined In Section 101(a)(20) of the Immigration and 
Naturalization Act) . . . (See also| tof the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign Counter-
intelligence Irivestlaafcloins-1 Under circumstances such as those presented 
here, the I 

fo2 
b'/E 

- 2 -
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DATE: 07-01-2010 ai^Krrr 
CLASSIFIED BY 65179 DMH/plj/lcw * 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

m 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

February 14, 2002 

BY COURIER 
o <J> 

t f Honorable Warren B. Rudrnan 
Acting Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C. 

Dear Senator Rudman: 
/ / ' 

Enclosed for your information is -fâ s^lf-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter,T I Division, .Matter 2001-69. ' 
(U) * v 

This LHM sets forth details of? investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 

Enclosure 

lb 2 
b7E 

1 - Mr. 
1 -

Parkinson 

1, -

2 - INSD (1-278-HQ-C1229736-43 Serial 3) 
JAW :j aw (6) 

OPR (IOB 2001-69) 

T ft T T t, Classified by. 
I îïTT y<J0 Reason: 

ZOi u ZT fi OZ 83J 

03AI3D3U 

Declassify o 
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CLASSIFIED EiïÇLOSURE 

645. NSA/OGC 
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XI 
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bs 
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I . 

Honorable Warren B. Rudman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Larry R. Parkinson 
General Counsel 

David R. Knowlton 
Assistant Director 
Inspection Division 

NOTE: This matter was referred to OGC by EC from the Inspection 
Division to Ofin and t-.hs Director' s Office fOPRl . dated 11/28/01 
and titled I \Intelligence 
Oversight Board Matter 2001-69." In this regard, the{ 
Division has- reported t h a t . , . . • I n I . I the Acting SAC issued 
correspondence requesting the financial recórds of| I 
I I a suspected terrorist. That correspondence, sent by 
facsimile tol I was incorrectly styled 
as a National Security Letter and recited the certification 
language | ~| 
as the legal authority to request the information. At the time 
the correspondence was sent, no legal authority existed for the 
Acting SAC to issue a National Security Letter. -fŜ  

IRSlf frTm^V- ' fcspeclioifcSL— Training. lâfc 
Mn&"sJ « CJIS Labor îlot)1 Off. of EEO 

RiV3aE9_._. JL Qfeli-hsiSiu 
Director Gen. ConbHHE CTi;. Off. ct Public & 
.Deputy Director |»fo. fis. , v .. r :Rcnw! Ccf.g. Affa— 

- 2 -

"SECRET" 
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ALL INFORMATION CONTAINED 
HEREIN 18 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SHCRHT 

% 
DATE: 07-01-2010 
CLASSIFIED BY Ê517 9 DMH/plj/lcw 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I DIVISION 
IOB MATTER 2001-69 (U) 

The Federal Bureau of Investigation (FBI) has 
determined the| Division obtained financial records 
pertaining to a suspected terrorist without proper authority. 
In this regard, in| ~| in conjunction with an ¿n-aoina 

\ ̂  ) internàtTònaT"térròrism mvesricra-tioti ofl I 
r I Division personnel prepared and issued requests for 

/CM .. hotel records pertaining to the subject and his companion, 
' ' I I and financial records pertaining to the subject. 

The latter request was sent by facsimile within hours of the 
attacks on the World Trade Center and the Pentagon tnl I 

foi 
h 2 
b4 

b7C 
b7D 
b7E 

attacKS on tne worla Tr, 
I I requesting bank and credit card records. bs 
Although the letters prepared by| lonly "requested" 
information from the record-holders, tnose responsible for 
preparing the correspondence incorrectly styled them as National 
Security Letters (se£ 50 U.S.C. § 1851 and 12 O.S.C. § 3414) and 
recited the certification lancruaqel j 

I las the legal authority to request 
the information. The letters were signed by the Acting Special 
Agent in Charge who, at that time, did not have legal authority 
to issue National Security Letters. This matter has been 
reported to the FBI's Office of Professional Responsibility for 
action deemed appropriate. 

CI; 
Reason; 
Declassify on: XI 

. NSA/OGC 
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DECLASSIFIED BY 6517 9 DMH/plj/lew 
ON 07-01-2010 

October 31, 2002 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board i 
Old Executive Office Building A'i i ». ^ 
Washington, D.C. — ^ ^ ** ' * ' " 

Dear General Scowcroft: 

© 
Enclosed for your informationr is a àelf-explanatory 

letterhead memorandum (LHM), entitled wìn.t^-iligence Oversight 
Board (IOB) Matter, [ ] Division,VjPOB Matter 2002-40. ( 0 ) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 

lb 2 
b7E 

Enclosure 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Kenneth L. Wainstein 
General Counsel 

Lynne A. Hunt 
Assistant Director 
Inspection Division 

NOTE: This matter was referred to OGC by EC from INSD to the 
Director's Office and OGC, dated 09/23/02 and titled 
I I i l I 0 B 
2002 40." In this nase.I _Jfai led to determine the 
correct 
target, 

[ r°f its intended surveillance 
which resulted in the unauthorized surveillance of 

unknown persons onl } As soon as the error 
was realized, all recordings, records and other information 
related to | | were collected, 
sequestered, and subsequently forwarded to FBI Headquarters for 
submission! |and eventual destruction. 

fo2 
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hlC 
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•SKURBF 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE 3HOWN OTHERWISE 

DATE: D7-01-2010 
CLASSIFIED BY 6517 9 DMH/plj/lew 
REASON: 1.4 (c) 
DECLA3SIFY ON: 07-01-203 5 

INTELLIGENÇELQiiEBSIûET BOARD (IOB) MATTER ]b2 
I ] DIVISION lb / 

IOB MATTER 2002-40 (U) 

Inquiry has determined that the[ 
the Tmrool-^al-inn (FBI) 
nnrrrnt ! * ^ ^ ^ ^ ^ ^ 

(S) resulted 

I Division of 
failed to determine the 
. target of| 
la U.S. person, which 

thorized surveillance of unknown persons 

was discovered, all recordings, records and other information 
related to| jwere collected, 
sequestered, and subsequently forwarded to FBI Headquarters 
for submission! Hand eventual destruction. No 
investigative actions were taken based upon the recordings made 
in error. J&8Ç 
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Declassarny on: 
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ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

U.S. Department of Justice 

Federal Bureau of Investigation 

3BCRBT 

DATE: 07-01-2010 
CLASSIFIED BY 6517 9 DMH/plj/lcw 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

Washington, D. C. 20535-0001 

October 31, .2002 
BY COURIER 

General Brent Scowcroft .{USAF Retired) 
Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

© 
- j o 3 tffe f f ^ s 

à 
Enclosed for your information is a self-explanatory 

letterhead Tnembrandum (LHMÏ. entitled "Intelligence Oversight 
Bûaed—LLûBi) ¡Matter 

,3?ÒB Matter ¿ÓÓ¿-¿¿.W (u) ] 
TW 

Enclosure 

1 
1 
1 
1 
1 

UNC: 
DETAC 
CLASS 

TED WHEN 
PM 

CLOSURE 
- OPR (IOB 2002-22) 
- INSD (278-HQ-1377570) Serial 2 

LHM sets forth details of investigative activity 
which the Fij}I has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 
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^ ^ VBCZCEuT 

General Bxent Scowcroft 4USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Kenneth L. Wainstein 
General Counsel 

Lynne A. Hunt 
Assistant Director 
Inspection Division 

NOTE: This matter was referred to OGC by EC from INSD to the 
Director's Office and CIGC. 

$ icates that thi m 
on 
remains) 
the investigation. 

a I 

( r.HMi ÒS I E 3 „ 

ired that[ 
to submit 
( dated 

iated 05/31/02. The rafp.rfinrp.ri V,C. 
Division opened a| 
Bftfianaa the siiM^^T 

länat 
1 leti 

was (and 
continuation of 3 an annual letterhead memorandum 

| was received by the| | 

On \ 
whip 1 

the IOB. 

nual JbHM (dated| | was 
The| IEC indicates tnat the the LHM was 
National Security Law Unit (NSLU) for 01PR on 

I I received a memo from NSLU dated 
h advisedl I that NSLU had no record of receiving 
annual LHM. As a result, the annual LHM was not 

OIPR. Accordingly, this matter is being reported to 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H . Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 
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SECRET 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

IOB MATTER 2002-22-W 

. Tnmiiry has determined that in conducting a| | 
I l o f | | t h e 

annual LHM. A review bvl ¡indicated thatJ I uploaded 
theLHM in the Automated Case Support (ACS) system and set a lead 
fog Ito forward the LHM to the Office of Intelligence Policy 
and Review (OIPR). ACS showed the lead to be "covered by| I 
however, no "hardcopy" could be located. NSLU has no record of 
having received the LHM. As a consequence, it was not forwarded 
and therefore, OIPR was precluded from exercising meaningful 
oversight and control of this ongoing investigation, which is ongoing investigat 
contrary to the requirements of| ~pf the FCIG. (S) 

fc2 
b7E 

Federal Bureau or investigation IFBJU ranea co meet cne annual 
reporting requirement prescribed in I ~lof the Attorney 
General Guidelines for FBI Foreign Intelligence Collection and 
Foreign Counterintelligence Investigations (FCIG). In this 
regard, thel jpivision opened itsl I 
on| | Because the subject was (and remains) a 
"United States person" as that term is used in Section 101(i) of hz 
the Foreign Intelligence Surveillance Act of 1978 (FISA), < hn 
rrvrrt-inuahi nn o f t-h<* i w s f l H g a H fm required that! landl I 
I ll I comply with 
the requirements of the FCIGTI I submitted its annual 
i g j - h g - r h o a H m p m n r a n f i i i m (LHM) to| | as required on I 
On I I however, the National Security jjaw unit iwsiiu 
issued a memo to| |advising it that NSLU had not received the 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE i % U.S. Department ot Justice 

Federal Bureau of Investigation 

DATE: 07-02-2010 
CLASSIFIED BY 65179/DMH/pij/lew 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-02-2035 

Washington, D. C. 20535-0001 

November 26, 2002 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

© 
Enclosed for your information is a self-explanatory 

letterhead memorandum (LHM), entitled' "Intelligence^Oversight 
Board (IOB) Matter, Counterintelligence Pivision,\ Matter 
2002-26." (U) yty? 

This LHM sets forth details of investiga-tive activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 

Enclosure 
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1 - M r . 

1 - I 
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WEEN 
OM 
INCLOSURE 

1 - OPR (IOB 2002-26) 
1 - INSD (1-278-HQ-1379244) 
1 - NSLU Library 
1 - Ms. Kelley 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Kenneth L. Wainstein 
General Counsel 

Lynne A. Hunt 
Assistant Director 
Inspection Division 

(S) 
NOTE: This matter was referred to OGC by EC from INSD to the 
Director's Office (OPR) and OGC, dated 05/31/2002 and titled: 

[ 
IIOB Matter 2002-26." In this. regard, the[ 

Field Officel I opened a I |on | J rec 
LHM from the I 
OIPR. Thel 
annual LHM 
of[ 

on r Ion 

OGC 
received the 90-day 
for dissemination to land provided it to the 

I case agent prepared an electronic version of the 
onl 1 and directed it to the attention 
The unit never received a copy of the document. The 

oversight was discovered by OGC when the annual LHM was submitted 
fori | The failure to submit the required LHM is legally 
significant, requiring submission of this matter to IOB. 
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^BCRE^T 
DATE: 07-01-2010 
CLASSIFIED BY 6517 9 DMH/plj/lcw 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

' TÖB MATTER 200U-aS (U) ' 

lb 2 
b'7E 

[ ̂  \ Tnrnrl-rv baa riehernH neH that in conducting a| 
i ' | \ a. United States person, the 

Federal Bureau of Invftfihiaatinn (FBI) failed to meet the annual 
reporting requirements prescribed in| I of the Attorney 
General Guidelines for FBI Foreign Intelligence Collection and 

(S) I 

Foreign Counterintelligence Investigati <*>"« 
I Field Office I 
'on I 

regard, the i 

the[ 
isa. 

(FCIG) 
1 opened 

I-
 Q n r 

Tri t:hi a I 1 

I T-prsivprl Mip QO-Hay 1 Pt-j-pr-hpaH mPirmranHnri fT.HMI from 1-hel Hanri 
provided it to the Office of the General Counsel (OGC) for 
dissemination to the Department of Justice,_Qf£ice of 
Intelligence Policy and Review (OIPR). The I leaBe acenfc 
prepared an electronic version of the annual LHM onl I 
| | and directed it to the attention of the Headquarters unit. 
The unit never received a copy of the document. The oversight 
was discovered by OGC when the annual LHM was submitted fori "1 
Because the subject was (and remains) a "United States person" as 
that term is used in Section 101 (i) of the Foreign Intelligence 
Surveillance Act of 1978 (FISA),I land the Headquarters unit 
were required to comply with the FCIG. Failure to submit the 
annual LHM had the effect of precluding OIPR from conducting 
timely and meaningful oversight and review of the investigation. 
It is noted that the submission of this matter to the IOB was 
further delayed for several months by the FBI's National Security 
Law Unit due to operational demands. This matter has been 
reported to the FBI's Office of Professional Responsibility for 
action deemed appropriate. T9+ 
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DECLASSIFIED BY 6517 9 DMH/plj 
OH 07-08-2010 

November 14, 2002 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, I ~1 

I IjBBer Matter 2002-52." (U) 

© 

b: 
b; 

This LHM sets i|8i:l5b details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Kenneth L. Wainstein 
General Counsel 

Lynne A. Hunt 
Assistant Director 
Inspection Division 

NOTE: This case was referred to OGC by EC from INSD to 
Director's Office and OGC. dated 10/04/02 and titledl 

the 

IOB 2002 52 7" In this case 
submitted seven months late. TÏÏëT 

I f M r H annu 
Î 

? 1 LHM was 
failed to 

to 2 
bo 
b7C 
b7E 

catch the omission. As a result, OIPR was precluded front, 
conducting meaningful oversight and review of an ongoing|_ 
| linvolving a U.S. person. This is a matter 
reportable to the IOB. 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) I m x X LJL\ h 2 
lb 71 

IOB MATTER 2002-52 (U) 

(5) conducting a[ 
Investigation of this matter has determined that in 

Soft ] 
the Federal Bureau of Investigation (FBI) failed to meet the 
annual reporting requirements prescribed in I I of 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations (FCIG). 
In this regard, onl"" | the| I n-i vi sion 
I J opened a[ , Ion the 
subiect, which subsequent1y was converted to a[ 
on Ï Because the subject was (and remains) a 
United States person" as that term is used J n T 

continuation of the investigation reguired thatT 
and the I 

5 
1 
] 

comply with the reporting requirements of Executive Order 12« 
and the FCIG. Due to apparent administrative error on the part 
of the assigned case agent,f third annual 
letterhead memorandum was submitted seven months late to the 
Office of Intelligence Policy and Review (01PR), Department of 

frw-n 3jhe error went undetected by [ 
As a result, OIPR was precluded from 

conducting meaningful oversight and review of an ongoing^ 
| | of a U.S. person during the period in question. 
The matter has been reported to the FBI's Office of Professional 
Responsibility. 
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DECLASSIFIED BY 6517 9 DMH/plj/lcw 
ON 07-01-2010 

October 04, 2002 

BY COURIER 

General Brent Scowcroft {USAF Retired) 
Chairman 
Intelligence Oversight Board ^ 
Old Executive Office Building 
Washington, D.C. 

Q 

Dear General Scowcroft: 

Enclosed for your information is 
letterhead memorandum (LHM). 
Board (IOB) Matter,|_ 
(U) 

a se£f-explanatory 
entitled ^InteJLlif^^icßwKavörsight 

|Divisiofty^fefTtetter 2002-41." 
ta 2 
fc7 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (0) 

Sincerely, 

Kenneth L. Wainstein 
General Counsel 

Lynne A. Hunt 
Assistant Director 
Inspection Division 

NOTE: This matter was referred to OGC by EC from INSD to the 
Director's Office and OGC. dated 09/23/02 and titledl 

IOB 2002 41." Tt, l-hia I P 
h 2 
fco 
•fo7C 
lb 7 E 

^ A n n a ^ H n n l I 
I Hwere collected without legal 
authority. As soon as the error was realized, the data was vî ltf 
properly sequestered for eventual destruction. — 

jo*. 
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REASON: 1.4 (c) 
DECLASSIFY ON: 07-01-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
T ¡DIVISION 

IOB MATTER 2002-41 (U) 

b2 
b7£ 

Investigation has determined that, as a conseguence 
of technical errors, nnI I the I I 
Division of the Federal Bureau of Investigation (FBI) initiated 
an unintended, but nevertheless! 

(5) 

I In this regard, on" 

I 
| Once the error was realized, appropriate 

action was immediately taken to sequester the unauthorized 
material for eventual destruction. None of the contents of 
the [ 
disseminated. 

]was ever read, further r e c o r d e d o r 
N The error was also promptly reported ] 
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October 31, 2002 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Old Executive Office Building '•"TV 
Washington, D.C. \ y 

0 

M a H e ? 

Dear General Scowcroft: 

Board (I0B) 

Enclosed for your informatio: 
entitled 

Divisi'! 
letterhead memorandum (L: 

Matter, [_ 
a j . 

ëelf-explanatory 
diligence Oversight 

rB Matter 2002-47." (U) 
h 2 
hl I 

This LHM sets forth det^&ls^of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives- which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
wi.ll be arranged for you at your convenience. (U) 

Sincerely, 

Kenneth L. Wainstein 
General Counsel 

Lynne A. Hunt 
Assistant Director 
Inspection Division 

innnftlirn. CrKlw lnspectìoB Training — APPROVED: cjis_ — w - ^ o 
nr» .. I IteliOMtStC. A H á f S _ _ ^KEIQRL-. «taf Wie* 

b7C 
b7D 
b7E 

b2 
ta 4 

NOTE: This case was referred to OGC by EC from INSD to the [d6 
Director's Office and OGC, dated 10/04/02 and titledT I 
| | IOB 2002 
47." In this instance, as a consequence of a communications 
carrier's improper execution of an I H. 

I I [experienced a two-day 
data surveillance overrun. Although tnéerror is attributable to 

| J | the overrun is 
reportable to the IOB. 
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• 't DIVISION 

IOB MATTER 2002-47 (U) 

lb 2 

(S) 

I Coverage was supposed to end on[ 
a consequence of the Improper execution^ 

miri lint iT*l 
lj.nvolved, coverage did not actually 

As soon the error was realized on 
] appropriate action was immediately taken to 

sequester the unauthorized material for eventual destruction. 
None of the contents of the unauthorized data was ever read, 
further recorded or disseminated. The error was also promptly 
reported" I ^ 
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3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 
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Page(s) contain information furnished by another Government agency(ies). You will be 
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the other agency(ies). 
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FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) 
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request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-415 
through Hofmann-IOB-417 

Page(s) withheld for the following reason(s):_ 

m The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1168 through Hoffman-IOB-1171 (two pages of Hofmann-IOB-417) 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) a(j)(1) 
•(b)(3) •(b)(7)(C) o(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-342 
through Hofmann-IOB-344 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1172 through Hoffman-IOB-1174 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) •(j)(1) 
•ibïï3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) 0(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) • (k)(6) 
•(b)(6) n(k)(7) 

n Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-106 
through Hofmann-IQB-108 

Page(s) withheld for the following reason(s):_ 

8 The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1175 through Hoffman-IOB-1177 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) •(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-418 
through Hofmann-IQB-420 

Page(s) withheld for the following reason(s):_ 

ta The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1178 through Hoffman-IOB-1180 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) •(b)(7)(A) •(d)(5) 
0(b)(2) •(b)(7)(B) 0(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) d(k)(3) 
•(b)(7)(F) •(k)(4) 

0(b)(4) •(b)(8) d(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-230 
through Hofmann-IOB-232 

Page(s) withheld for the following reason(s):_ 

H The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1181 through Hoffman-IOB-1183 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) •(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

d Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-260 
through Hofmann-IOB-262 

Page(s) withheld for the following reason(s):_ 

si The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1184 through Hoffman-IOB-1186 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) •0 (1 ) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-118 
through Hofmann-IOB-120 

Page(s) withheld for the following reason(s):_ 

m The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1187 through Hoffman-IOB-1189 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
0(b)(2) 0(b)(7)(B) Q(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) 0(k)(4) 

•(b)(4) •(b)(8) 0(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) 0(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-421 
through Hofmann-IOB-423 

Page(s) withheld for the following reason(s):_ 

B The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-1190 through Hoffman-IOB-1192 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

a(b)(l) •(b)(7)(A) •(d)(5) 
0(b)(2) •(b)(7)(B) a(j)(1) 
•(b)(3) •(b)(7)(C) D(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) d(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) d(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-275 
through Hofmann-IOB-277 

Page(s) withheld for the following reason(s):_ 

H The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1193 through Hoffman-IOB-1195 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) 0(b)(7)(A) 0(d)(5) 
o(b)(2) 0(b)(7)(B) a(j)(1) 
•(b)(3) 0(b)(7)(C) o(k)(1) 

0(b)(7)(D) o(k)(2) 
o(b)(7)(E) o(k)(3) 
0(b)(7)(F) o(k)(4) 

o(b)(4) o(b)(8) o(k)(5) 
0(b)(5) 0(b)(9) o(k)(6) 
o(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-351 
through Hofmann-IOB-353 

Page(s) withheld for the following reason(s):_ 

<s The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1196 through Hoffman-IOB-1199 (two pages of Hofmann-IOB-353) 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



_ U.S. Department or Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

February 11, 2004 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 DECLASSIFIED BY 6517 9 DMH/PLJ/JW 
New Executive Office Building ON 07-0 6-2010 
725 17th Street, Northwest 
Washington, D.C. 
Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
mpinorarninffl entitled "Intelligence Oversight Board (IOB) Matter, b2 
I I Division, IOB Matter 2003-10." (U) fc?s 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 

Enclosure 
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1 - Mr. Szady 
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Dep. Dir. _ 
CIiierofSmflL 
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Counsel 
Asst. Dir. 
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Lab. 
National Sec. 
OPR I 

3BCRBT 
Off. of Public 

& Cong. Alfs. _ 
Training 

Off. ofEEOA 
Director's Office, 

Hofmann-IOB-1200 

MAIL ROOM • O&Z-Hfr- o-i-i -/3| FBI/DO J 



General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department; of Justice 
Room 4303 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

M M S T 8PPÄD: Uicrs'ory. 
Training 
Dff.cfEEO 
Affairs 
Off. of Public & 
Cong. A fe 

wanes 
Director Gin. te;;! 
Deputy Oireclor info. Res. ! 

^BflnffT üUOIVln« 

2 ' Hofmann-IOB-1201 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: G7-G6-2010 
CLASSIFIED BY 6517 9 DMH/PLJ/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 07-06-2035 

TNTELLTCTITJCK OVERSTftHT BOARD (IOB) MATTER 
DIVISION 

IOB MATTER 2003-10 (U) Ï fc2 

Inquiry has determined that in conducting a[ Ï of a United States person, the Federal Bureau of 
Investigation (FBI) failed to comply with the reporting 
requirements in| land the requirements with regard to 
the continuation of a I I in I I of the Attorney 
General Guidelines for FBI Foreign Intelligence Collection and 

[51 Foreign- C Q i m t e r ^ e ^ g e n c e Investigations (£C1G) . In this 
regard, the I rH visioninitiateda|- I on I a 
U.S. Person, on I I. set to expire on I |. The 
division did not administratively close the investigation until 
I I. | | states aa a T-pcnii- Qf the division 
undertaking a selt-inspection on I I. it determined that 
it had failed to obtain an extension of the I lfollowi na its 
original 120-day expiration on I 1 and it failed to send 
a communication to Headquarter1 s advising of the opening of the 
investigation. In its defense. I I stated that t h e s i s 
revealedj I I I 

| |Because cne SUP]ect was 
ISM. remains; a "umcea scares person^ as that term is used in 
Section 101(i) of the Foreign Intelligence Surveillance Act of 
1978. continuation of the investigation required that I I 
comply with the requirements of the FCIG. In the instant matter, 
while the I I n v e r m n appears to have been inadvertent, it was not 
de minimis in time. Consequently, in accordance with the 
reporting requirements of Section 2.4 of E.O. 12863, this matter 
is being reported to the Intelligence Oversight Board. Referral 
is also being made to the FBI1 s Office of Professional 
Responsibility. Ê**!̂  

hi 
b7i 

bl 
bb 
b7C 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) 0(d)(5) 
•(b)(2) 0(b)(7)(B) n(¡)(1) 
•(b)(3) •(b)(7)(C) 0(k)(1) 

0(b)(7)(D) o(k)(2) 
•(b)(7)(E) o(k)(3) 
•(b)(7)(F) o(k)(4) 

•(b)(4) •(b)(8) Q(k)(5) 
•(b)(5) •(b)(9) o(k)(6) 
•(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-327 
through Hofmann-IOB-329 

Page(s) withheld for the following reason(s):_ 

B The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-1203 through Hoffman-IQB-1205 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



U.S. Department of Justice 

Federal Bureau of Investigation 

O D O n n T 

Washington, D. C. 20535-0001 

DECLASSIFIED BY 6517 9 DMH/PL J/JN : e mk e r 9' 2003 
ON 07-0 6-2010 _ COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear General Scowcroft: 
b2 

Enclosed for your information is a self-explanatory b7E 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 
| j Division, IOB Matter 2002-39." (U) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 

Enclosure 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff requi 
additional information concerning this matter, an oral 
will be arranged for you at your convenience. 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

Ago 

Sincerely 

Patrick W. Kelley 
Deputy General Counsel 

i m e Crim Inv.. 
CJIS 

Inspection Training 
Lr.b3ialo.-y Dil. of EEQ 

Director 
Deputy Director 
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I ¡DIVISION 

IOB MATTER 2002-39 (U) 
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Federal Bureau o£ Investigation (FBI) failed to meet the 
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U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535MW01 

February 11, 2004 

BY COURIER 
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General Brent Scowcroft (USAF Retired) 
Chair mem. 
Intelligence Oversight Board DECLASSIFIED BY 6517 9 DMH/PLJ/JN 
Room 5020 ON 07-0 6-2010 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM). entitled "Intelligence Oversight 
Board (IOB) Matter, [ |Division, IOB Matter 2002-65." 
(U) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 

Enclosure 

1 - Mr. Szady 
/3T)- OPR (IOB 2.Q02-65) 
V - 2 7 8 - H Q - ^ ö - / ^ - ^ 
1 - Ms. Kelley 

—ÌJDK: ldk 
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General1 Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4303 

Sincerely 

Patrick W. Kelley 
Deputy General Counsel 

m a » m a m 
Rnance . 

Director Gen. Counsel. 
Deputy Director Info. Res, 

ìì̂ CM&C. 

Iroir»*»̂  

2 
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DECLASSIFY ON: 07-06-2035 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I | DIVISION 
IOB MATTER 2002-65 (U) 

fc: 
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.T;»™iiry has determined that in conducting a| | iiry has determined that m conducting a| 
off | a United States person, the Federal 
sstiqation (FBI) failed to meet the reporting Bureau of Investigation (FBI) failed to meet the reporting 

requirements prescribed in I ""lof the Attorney General bi 
Guidelines for FBI Foreign Intelligence Collection and Foreign 

!

CounterHii^gl 1 jgence Investigations (FCIG) . In this regard. the 

I Division opened a[ "Ton | pn 
J No 90-day LHM was submitted by| |C&ll(5Wing 

)-day LHM was suomitted oyj 
the initiation of the | I T I did submit 
an annual LHM on| | buti . . I 

b 

Jhas no record of having received it. In I L no annual LHM ^ 
was submitted. In I I "[submitted an annual LHM to b'?E 
Headquarters datedT I Because the subject was (and 
remains) a "United States person" as that term is used in Section 
101 (i) of the Foreign Intelligence Surveillance Act of 1978 
(FISA) , the| | Division was required to comply with the 
FCIG. Failure tosubmit the 90-day and annual LHMs was 
inconsistent with the oversight requirements prescribed in the 
FCIG. necessitating this report to the Intelligence Oversight 
Board. 
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Deputy Director, 
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• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
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DECIAS SIFTED BY 6517 9 DMH/PLJ/JN 
OW 07-06-2010 

February 12, 2003 

BY COURIER 

General Brent Scowcroft (USAF 
.Chairman 
Intelligence Oversight Board 
Old Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter,| |Division^ IOB Matter 2002-75." (U) 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 

Enclosure 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Patrick W. Kelley 
Deputy General Counsel 

ADBOftirrn. Criflllw- f « ^ .-TraiBto}_ R r r H t f V t U . CJTS l a t o r a t s r y Off. c i E Ì 0 
«fairs 

il»<p|<=>3 

«LotPublic J 
Cong-Alb.... 
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Surveillance Act of 1978 {FISA) and I I of the FCIG, 
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with the reporting requirements of Executive Order 12863 and the 
FCIG. Due to administrative error, | to submit the 
annual letterhead memoranda (LHM) reguired in I I 

I I The case was closed in| | As a 
consequence of these reporting errors, the Ottice of Intelligence 
Policy and Review. Department of Justice, was not advised of the 
status of I I ongoing investigation involving a U.S. 
person at any time following the submission of I [initial. 
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Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 
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material available for release to you. 
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• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
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DATE: 07-01-2010 
CLASSIFIED BY 65179DMV/PLJ/CCK _ ""NŴ LO* 
REASON: 1.4 (C) S B « ^ ^ 
DECLASSIFY ON: 07-01-2035 Working Copy Page 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
enclosure, antitlad " I n t e l ! i crftnnp; nvftrfli'ahl-. Rnarri (TOR> Matter, 
I 1 Federal 
Bureau of Investigation Headquarters (FBI HQ) , 2004-56. " 

This enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and.Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

General Brent Scowcroft (USAF Retired) 

Case ID : 278-HQ-C1229736-VIO Serial : 627 
s t e R ö Hofmann-IOB-1225 
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Working Copy 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Page 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel for Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

(S) 

TNTKT.T.TCTiNOR OVRRRTCURT B O A R D ( T O P O M & T T t t P 

I J FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 
2004-56 (U) 

._ this IOB ma. 
1 theI I Division f 

Investigation of this IOB matter has determined that, 
I initiated a 
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Working Copy Page 

I When 
J discovered the problem it immediately took steps to 

sequester the unauthorized data collection to nrBvsnf iliiss nr 
further dissemination. 

1 In accordance with the reporting requirements of 
Section 2.4 of Executive Order 12863, the error must be reported 
to the IOB. 
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referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-1091 
through Hofmann-IQB-1093 
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referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 
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material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-321 
through Hofmann-IOB-323 

Page(s) withheld for the following reason(s) 

H The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1234 through Hofmann-IOB-1236 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °(j)(1) 
• (b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
• (b)(7)(F) •(k)(4) 

•(b)(4) • (b)(8) • (k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-275 
through Hofmann-IOB-277 

Page(s) withheld for the following reason(s) 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1237 through Hofmann-IOB-1239 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °Ü)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) • (b)(9) •(k)(6) 
• (b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-275 
through Hofmann-IOB-277 

Page(s) withheld for the following reason(s) 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-1240 through Hofmann-IOB-1244 (two pages of Hofmann-IQB-308) 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) • G ) ( D 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) • ( k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-309 
through Hofmann-IOB-311 

Page(s) withheld for the following reason(s):_ 

m The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1245 through Hoffman-IOB-1248 (two pages of Hofmann-IOB-311) 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

2 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) o(j)(1) 
0(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) o(k)(2) 
•(b)(7)(E) o(k)(3) 
•(b)(7)(F) •(k)(4) 

0(b)(4) •(b)(8) o(k)(5) 
•(b)(5) 0(b)(9) o(k)(6) 
0(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

2 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-319 
through Hofmann-IQB-320 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1249 through Hoffman-IOB-1251 (two pages of Hofmann-IQB-320) 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) a(j)(1) 
•(b)(3) •(b)(7)(C) D(k)(1) 

•(b)(7)(D) n(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-88 
through Hofmann-IQB-90 

Page(s) withheld for the following reason(s):_ 

H The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1252 through Hoffman-IOB-1254 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) 0(b)(7)(B) •0)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

0(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) n(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-348 
through Hofmann-IQB-350 

Page(s) withheld for the following reason(s):_ 

B The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1255 through Hoffman-IOB-1257 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) • (b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) QÜ)(1) 
•(b)(3) • (b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) o(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) o(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) o(k)(7) 

n Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-369 
through Hofmann-IOB-371 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmana-IOB-1258 through Hoffman-IQB-1260 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-357 
through Hofmann-IOB-359 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1261 through Hoffman-IOB-1263 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) o(i)(1) 
•(b)(3) •(b)(7)(C) 0(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

a Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-324 
through Hofmann-IOB-326 

Page(s) withheld for the following reason(s):_ 

H The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1264 through Hoffman-IOB-1266 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) •(b)(7)(A) . •(d)(5) 
0(b)(2) 0(b)(7)(B) o(j)(1) 
0(b)(3) •(b)(7)(C) o(k)(1) 

•(b)(7)(D) o(k)(2) 
•(b)(7)(E) o(k)(3) 
•(b)(7)(F) o(k)(4) 

o(b)(4) 0(b)(8) o(k)(5) 
•(b)(5) •(b)(9) o(k)(6) 
•(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-333 
through Hofmann-IOB-335 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1267 through Hoffman-IOB-1269 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
x x x x x x 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) • (b)(7)(A) • (d)(5) 
• (b)(2) •(b)(7)(B) •0)(1) 
• (b)(3) • (b)(7)(C) • (k)(1) 

• (b)(7)(D) • (k)(2) 
• (b)(7)(E) •(k)(3) 
•(b)(7)(F) • (k)(4) 

• (b)(4) • (b)(8) • (k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
• (b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-336 
through Hofmann-IOB-338 

Page(s) withheld for the following reason(s) 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IQB-1270 through Hofmann-IOB-1272 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

a(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) o(j)(1) 
•(b)(3) •(b)(7)(C) Q(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) o(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-327 
through Hofmann-IOB-329 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1273 through Hoffman-IOB-1275 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °(i)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

a Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IQB-366 
through Hofmann-IOB-368 

Page(s) withheld for the following reason(s):_ 

» The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1276 through Hoffman-IOB-1278 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) 0(b)(7)(A) 0(d)(5) 
0(b)(2) 0(b)(7)(B) o(j)(1) 
0(b)(3) 0(b)(7)(C) o(k)(1) 

0(b)(7)(D) o(k)(2) 
0(b)(7)(E) o(k)(3) 
0(b)(7)(F) Q(k)(4) 

0(b)(4) 0(b)(8) o(k)(5) 
•(b)(5) o(b)(9) D(k)(6) 
0(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-345 
through Hofmann-IOB-347 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1279 through Hoffman-IOB-1281 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) xxxxxx 
xxxxxx 
xxxxxx 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

4 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) °(b)(7)(A) n(d)(5) 
•(b)(2) o(b)(7)(B) •G)(1) 
o(b)(3) o(b)(7)(C) o(k)(1) 

o(b)(7)(D) D(k)(2) 
o(b)(7)(E) o(k)(3) 
o(b)(7)(F) D(k)(4) 

•(b)(4) D(b)(8) D(k)(5) 
•(b)(5) o(b)(9) D(k)(6) 
•(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

4 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-379 
through Hofmann-IOB-382 

Page(s) withheld for the following reason(s) 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1282 through Hofmann-IOB-1285 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

xxxxxx 
xxxxxx 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) 0(b)(7)(A) o(d)(5) 
0(b)(2) 0(b)(7)(B) o(j)(1) 
0(b)(3) 0(b)(7)(C) o(k)(1) 

0(b)(7)(D) o(k)(2) 
0(b)(7)(E) o(k)(3) 
0(b)(7)(F) o(k)(4) 

0(b)(4) 0(b)(8) o(k)(5) 
0(b)(5) 0(b)(9) o(k)(6) 
0(b)(6) o(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-342 
through Hofmann-IOB-344 

Page(s) withheld for the following reason(s):_ 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1286 through Hoffman-IOB-1288 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °(i)(1) 
•(b)(3) •(b)(7)(C) • (k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-2728 
through Hofmann-IOB-2730 

Page(s) withheld for the following reason(s) 

a The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1289 through Hofmann-IOB-1291 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) °(i)(1) 
•(b)(3) •(b)(7)(C) D(k)(1) 

•(b)(7)(D) • (k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

a Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-363 
through Hofmann-IOB-365 

Page(s) withheld for the following reason(s):_ 

H The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-i292 through Hoffman-IOB-1294 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

3 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

•(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) • G ) ( 1 ) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

•(b)(4) •(b)(8) •(k)(5) 
•(b)(5) •(b)(9) •(k)(6) 
•(b)(6) •(k)(7) 

• Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-19 
through Hofmann-IOB-21 

Page(s) withheld for the following reason(s):_ 

0 The following number(s) is (are) to be used for reference regarding these pages : 
Hofmann-IOB-1295 through Hoffman-IOB-1297 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 


