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BECRET" DATE: 07-06-2010
CLASSIFIED BY 65179 DMH/PLJ/JIN
REASON: 1.4 (C)
DECLASSIFY OM: 07-06-2035
ALL INFORMATION CONTAINED . ) .
HEREIN IS UNCLASSIFIED EXCEPT' January 19, 2001
WHERE SHOWN OTHERWISE R
BY COURIER
Honorable- Warren B. Rudman
Acting Chairman .
Intelligence Oversight Board
Old Executive Office Building .
.Wash:.ngton, D.C. | Ta .
Deaxr Senator Rudman. . ‘ 4 -

Bnclosed for” your informat:ion is a self- explanatory
letterhead memorandum (EHM), ‘entitled “Intel
v and _the

Mattexr -19. .
. This LHM gets forth details ‘of :.nvest::.gat::.ve activity
. which the FBI has datermined 'was conducted contrary to the -
Attoxney Genexal Guidelines for FBI Poreign Intelligence vt
Collection and Foreign Counterintelligence Investigations and/or
. 1aws, .Executivé Orders, or Presidential Directiyes which govern
FBI foreign counterintelligence' and internmational terrorism
investigations. This matter has also been referred to-our Office .
of Professional Responsibility for'a determination of whethexr any
admin:.strative action is warranted. (U) : -
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Honorable Warren B. Rudman . :

. Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for.you at your convenience. (U)

<

Sincerely,

Larry R. Parkinson
General Counsel

a .
David R., Knowl¥on -

Assigtant Director
Inspection Division

This matter was ‘referred to
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for destruction. None of the originally] |
wag ever transcrj anslﬂea €r, apar rom cthe

the failed to ensure that a
incident was submitted to IMU, INSD within
14 days of- the incident. This mistake, coupled with incomplete
reporting, delayed the submission of this case to the IOB for six WL
months, which is contrary to FBI regulations and procedures. M;_!u_ﬁ
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DATE: 07-05-2010

ALL INFORMATION CONTATINED B3 2 19 e ] CLASSIFIED BY 6517% DMH/PLJ/JN
HEREIN IS UNCLASSIFIED EXCEPT PEASCN: 1.4 (C)
WHERE SHOWN OTHERWISE DECLASSIFY ON: (07-06-2035
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~10B MATTER 2000-13 (0)

The Division of the Federal Bureau
of Investiga at, owj
Of incorrect from the bl

Jsought and obtained permigsio b2
conduct | b4

(3] -1 I 3

a non-U.S. persom. It Lact,| ide never pee b7D

I ﬁ - N W L7E
[ [was ediately
terminated, and | iwere )

1| I as then forwardedE
via FBI Headquarters
an e ce of intelligence Policy and Review, Department of

Justice, for destruction. None of the originally recoyded
conversations was ever transcribed or translated. }B{
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g mistake, coupled with incomplete repor P
elaye € submission of this case to the IOB for.six wonths,
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o DATE: 07-06-2010
' . . CLASSIFIED BY 65179 DMH/PLJ/JN

REASON: 1.4 () rtment of Justice
DECLARSIFY ON: 07-06-2035

Federal Bureau of Investigation

Washington, D. C. 20535-0001
ALL INFORMATION CONTAINED Novembexr 26, 2002
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE BY COURIER

O]
General Brent Scowcroft (USAF Retired) /Loﬁ // %

Chairman

Intelligence Qversight Board
0ld Executive Office Building
* Washington, D.C.

Dear General 8cowcroft:

Enclosed for your information is a self-explanatory

letterhead memorandTm_LLHML‘_gn;ft1ed "Intelligence Oversight Efﬁ
Board (IOB) Matter, Division, IOB Matter 2002-46." *'"
(W) -

~

o

This LHM sets forth details’ of investigative activity
which the FBI has determined was conducted contxary to the
Attorney General Guidelines for FBI Fbrelgn Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office
of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Kenneth L. Wainstein
General Counsel

Lynne A. Hunt
Assistant Director
Inspection Pivision

b1
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g i e
| The 41 ivision b7C
submitted the 90-day LHM to the Headquarter 3 it on b7g

The unit received the LHEM on but
subsequently misplaced it. Concern over the 90-day LAM did not
surface until the Headquarters unit received the annual LHM, one
year later, and realized that it had no record of the case in the
unit files. Eventually, a copy of the missing LHM was found in a
unit folder. In late| | the unit provided OGC with a
copy of the 90-day LHM. The fallure to submit the required LHM is
i;gally significant, requiring submission of this matter to IOB.
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22§Ei£F§2M$NCLAs§I;§;§NExCEPT S —— CLASSTFIED BY 65179 DMH/BLJ/JN

REASON: 1.4 (C)
A OTHERWIS
WHERE SHOWN E DECLAZSIFY ON: D7-D6-2035

INTELLIGE BOARD (XOB) MATTER b2
| DIVISION OTE
. TER 2002-46 (U) ‘
[S) . iped that in conducting al |
........ Ofl
Eureau ol Investigation

a United States person, the Federal
meet ‘the reporting
requirements prescribed in

of the Attormey General

Guidelines for FB oreign Intelligence Collection and Foreian
counterintells ence nvestigati (FCIG) . In t:h:.s xeﬁhe
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The unit received
n! | but subsequently misplaced it. Concern

over the S0-day 1d not surface until the Headquarters unit
received the annual LHM, one year later, and realized that it had
no record of the case in the unit files. Eventua11y1_§_ggpx_g§:j
the mmss:ng LM was found in a unit folder. In late

the unit provided OGC with a copy of the 90-day.LEM. Because the
subject was (and remains) a "United States person" as that term

is used in Section 101(i) of the Por ; e
Surveillance Act of 1978 (FISA), the Division and
the Headquarters unit were required to comply wi the FCIG.

Failure to submit the 90-day LHM had the effect of precludxng
OIPR from conducting timely and meaningful oversight and review
of the investigation. This matter has been reported to the FBI's
Office of Professional Responsibility for action deemed
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DECLA33TFIED BY 65179 DMH/PLJ/JN

oW 07-06-2010

December 3, 2002

BY COURIER

General Brent Scowcroft (USAF Retired)

Chairman )
(;Fntelligence Oversight Board

0ld Executive Office Building

Washington, D.C.

Dear General Scowcroft:

OX

Enclosed for your information is a self-explanatory

- letterhead memorandum_(LHM entitled “Intelligen
L. Division and t
OB Matter 2002-5TR

~— /Q\

This LHM sets forth details of investigative activity

which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence

Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism

investigations. This matter has also been referred to our Office
of Professional .Responsibility for a determination of whether any

administrative action is warranted. (V)
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

»

Sincerely,

Patrick W. Kelley
Deputy General Counsel
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT DATE: 07-06-2010
WHERE SHOWN OTHERWISE CLASSIFIED BY 65179 DMH/PLJ/JN

EEASON: 1.4 (C)
DECLASSIFY ON: 07-06-2D035

INTEIILLGBMEBSJlGHT BOARD (IOB) MATTER b2
| DIVISION AND THE | b7E
I0B MATTER 2002-51 (U) ' .

- -

Inves

- 7 S
g - in conducting. al ofi ;
( ] the Federal Bureau of Invest;gat:.on (FBI falled to mee )

annual reporting requirements prescribed in of,

the Attorney General Guidelines fgg FBI Foreign Intelligence

Collection F i nce Investigati (ECIG) .
. .In_:hia_maa.:d._ofx Division

| opened a| [on the

su jmm_mmniently . ] o1
IQD clqsgd._nnse...land then reopened asl | b2
(and remains)

Section 101(i) o
. 78 3 i 3 i § j hat

] comply with the reporting require-
ments of Executive Oxrdexr 12863 and the FCIG. Due to apparent

administrative error on the part of the assigned case agent,
| irequired annual letterhead memorandum was
submatted six months late to the Office of Intelligence Policy

and Review (OIPR}, Department of Justice. The eﬁr:or went
undetected by As a result, -

OIPR was precluded from conducti eaningful oversight and
review of an ongoing of a U.S. person during
the period in question. e matter has been reported to the

FBI's Office of Professional Responsibility.
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DATE: 07-D6-2010 ¥t e Department of Justice

CLASJIFIED BY 65172 DMH/PLJ/JN .

REaASON: 1.4 (C)

DECLAZSIFY OMN: 07-06-2035
“SECREY™

ral Bureau of Investigation

Washington, D. C. 20535-0001

ALL INFORMATION CONTAINED December 3, 2002
HEREIN IS UNCLASSIFIED EXCEPT )
WHERE SHOWN OTHERWISE . BY COURIER

L3

General Brent Scowcroft (USAF Retired)
Chairman :

Intelligence Oversight Board

2
0ld Executive Office Building . ‘:}%Zhﬂ )
Washington, D.C. :

Dear Genexral Scowcroft: : | ~7tﬁfﬂ

Enclosed for your information is a self-explanatory ;‘A
letterhead memoran 2HM), entitled ¢f'Intelligence Oversight . ?fc
Board .(I0B) Matter, Division, IOUB Matter = O 7

This LHM’@%Bs forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terxorism
investigations. This matter has also been referred to our Office

of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)

Enclosure
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General Brent Scowcroft (USAF Retii:ed)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

~Si,ncerely:

Patrick W. Kelley
Deputy General Counsel

NOTE: This mat:ter was referred to OGC by EC from INSD to the

Director' 01/2002 and titled:
| | 1I0B

(3) pened al —Jon}
in Administratively, the z.nvestigat:a.on was ¢ osed,
re-opened and reassigned to a number of agents and one task force

officer over arngmd_nugreral years. Following the reopening
of the case the 90=-day letterhead rrmmn]_b
{LHM) (duel | and the annual LHM (due
were not submitted to OIPR. The failure to submit the required

LHMs after the case was reopened is legally significant,
requiring submission of this matter to I0B.
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ALL INFORMATION CONTAINED DATE: 07-06-2010

HEREIN IS UNCLASSIFIED EXCEET SECRBE- CLASSIFIED BY 65179 DMH/PLJ/JN
WHERE SHOWN OTHERWISE REASON: 1.4 (C)
DECLASSIFY ON: 07-06-2035
) s
. INTBLLIGENCE, HT BOARD (IOB) MATTER Pz
DIVISION

IOB MATTER 2002-7 (V)

[5] ,,,,,,,,,,,,,,,,,,,,,,,, Inomi ipned that in conducting al___1
............ of a United States person, the Pedexral

nvestigation failed to meet th?_ini:ial_ianﬁday)
and annual reporting requirements prescribed in of

the Attorne eneral Gu nes Fo In 1i e
ollection an i terintelligence Inﬁeétzgatlons EF&IG)»
i . the Divigi opened a
th the subject J The Investigation was
osed and later reopened in Because the subject was (and

remains) a "United States person” as that term is used in Section

101(i) of the For bl
h A

52

ki

80 as to ensure b7
initially by failing to  BIE
that it had reopened the
: FEST was compounded further by
alling to submifg -day letterhead
memorandu ), due on and the annual LHM due
rHMThese documents werxe never submitted. This

axlure to submit the required LHMs was legally significant as it

precluded the Office of Intelligence Policy and Review,

Departmenﬂice, from conducting meaningful oversight and
8

review of ongoing investigation involving a United States
person. noted that the submission of this matter to the
I0OB was further delayed for several months by the FBI's National,
Security Law Unit. The delayed reporting is directly
attributable to other paramount operational requirements. This
matter has been reported to the FBI's Office of Professional
Responsibility for action deemed appropriate.
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DECLASSIFY ON: (07-06-2035

ﬁ'/e// I 5/7(8 &/éllggh'/ December 3‘, 2002
%Vﬂt d‘ff-ﬁ/ ' BY COURIER

Genexal Brent Scowcroft (USAF Retixed)

Chairman ;
Intelligence Oversight Board - :
0ld Executive Office Bu;ld;ng )
Washington, D.C. "

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
_letterhead memorand w

-

This LHM sets forth details of investigative activity -
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for EBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and interpational terrorism
investigations. This matter has also been referrxed to our Office

of Professional Responsibility for a determination of whether any
administrative action is warranted. (V)
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ALL INFORMATION CONTAINED DATE: 07-06-2010

CLASSIFIED BY 65179 DMH/PLJ/JN
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley -’
Deputy General Counsel
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ALL INFORMATICN CONTAINED =SSR
HEREIN I3 UNCLASSIFIED EXCEPT .DATE: 07-Q&-2010
WHERE SHOWN OTHERWISE CLASSIFIED BY 65179 DMH/PLJ/JH

REASON: 1.4 (C,D)
(S] - ' DECLASSIFY ON: 07-06-2035

I0B MATTER 2002-60 @{ .
r______lnfestigaci i ter has i
the Division opened a

e subject of the investigation was (and remains) a “United

States person” as that term is used in sect:.on 101 (i) of the

E 3 Surve llance 8 (FISA) and section
* I1.W of the Attornevy General lmes for FBI Foreign Intel-
] i i 1

1i
., (FCIG)!, continuation of the investigatio xed that
and - ~-= comply with

the ortang requirements o ive Orxder 12863 M(I;_
Due to administrative error, failed to forward
first annual letterhead memorandum (LHM), due onE |

to the National Security Law Unit, Office of the General
Counsel, FBI Headquarters, for submission to the Office of

Intelligence Policy and Review (OIPR), Department of Justice,

as required by the FCIG or was not discovered until
when| second annual LHM was submitted
or review. As a result of the error, OIPR was not advised of

the status of the FBI’'s ongoing investigation for approximately
two years. This delay precluded OIPR from conducting meaningful
review and oversight of this case. The matter has been reported
to the FBI's Office of Professional Responsibility.
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tU) """" ‘“"EB(; A “United States pexson” is defined in section 101(i) of the
Foreign Th e_Surveil (FISA) (codified at 50 U.S.C. § 1801 ef
seq.) as “a citizen of the United States (or} an alien lawfully admitted for
permanent residence (as defined in section 101{a) {(20) of the Immigration and
Naturalization Act) . . . .” See also ———————]of the FCIG.
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CLASSIFIED BY 65179 DMH/PLJI/INS ° i
REAZSON: 1.4% ()

~ DECLASSIFY ON: 07-06-2035

ALL INFORMATION CONTATINED
“ HEREIN IS UNCLASSIFIED EYCEPT " E
WHERE SHOWN COTHERWISZE

- .
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June/ 22, 2001

BY COURIER

Honorable Warren B. Rudman
Acting Chairman

Intelligence Oversight Board -
0ld Executive Office Building
Washington, D.C.

Dear Senator Rudman:

Bnclosed for your information is a self-explanatory

letterhead memorand entitled “Intelligence Oversight
Board (I0B) Matter, Division, . IOB Matter 2001-29." .(U)-

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intellzgence :
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been refexred to our Office

of Professional Responsibility for a determination of whethex any
administrative action is warranted (U)
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Larry R. Parkinson

Assgistant Director
Inspection Division

tter was referred to OGC and the Ni ice
and titled|
Intelligence O ersight

© smewET"
Honorable Warren B. Rudman
Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.
Sincerely,
"General Counsel
David R. Knowlton
from INSD dated 6/04/01
[S].mmwsoifd p{e;} Mattexr 2901-29.
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DATE: 07-06-2010
ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEET REASON: 1.4 (C)
WHERE SHOWN OTHERWISE DECLASSIFY ON: 07-06-2035
INTELLIGEN T BOARD (IOB) MATTER
DIVISION

-

- .

I08 MATTER 2001-29(U)

Inquiry has determined that the Federal Bureau of

Investigation (FBI) inadverxtently conducted a form of technical

surveillance in violation of Title soﬁ Uniged States

Section 180

In thij

uncl

“take” was sequestered by

wa )

the unauthorized coverage. Eﬁ(

Director
DeputyOiectes____in Bls_ Personasi Cemang

mwuwan// Traisieg

for destruction. No investi-
gative action was taken based on the information received from
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DATE: 07-06-2010 .
CLASSIFIED BY 65179 DMH/PLJ/JN

JREASON: 1.4 (C)
DECLASSIFY ON: 07-06-2035

ALL INFORMATION CONTAINED October 7, 2002

HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN CTHERWISE

. BY COURIER : @
General Brenf Scowcroft (USAF Retired)

Chairman
Intelligence Oversight Board -

' 01d Executive Office Building CB mamgﬁ | I
Washington, D.C. - .

Dear General Scowcroft:

-

Enclosed for your infox:mation self-explanatory
letterhead memorandy ntitled “In 6&'? igence Oversight ' bz
Board (IOB) Matter:1::trnivzs1on%,Matter 2002-38,% (u)  ©'F

This LHM_ sets forth details 4 'f investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/ox
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office

of Professional Responsibility for a detexmination of whether any
administrative action is warranted. (U}~

Enclosure

1 -
1-

&’ - _CPR_(IOR 2002-38)

Hofmann-10B-1134

MAIL ROOM O

A 34— 0~ ‘(/iﬂz
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

-

Kenneth L. Wainstein
General Counsel

Lynne A. Hunt.
Assistant Directox
Inspection Division

NOTE: This matter was referred to OGC by EC from INSD to
p X

_the Director’s Office and OGC. dated 09/05/02 and titled

[I08 2002 38.7  In this case,| LER reported

_

none of which were transcribed, duplicated or transterred flrom
the original electronic media. The error is, nonetheless, a
reportable matter.

‘ , tim i, Inspection_—2_ Tranizg
APPRWED: (W 1] Labatatory. Of.¢IEE0
Fingnee 2ional $i¢. g
Diets mc@?ﬂ@g’&___ ELET
: Copvy Dirtt fnfo. Res, Petsanst) Crag.Als,
qn /o"

Hofmann-I1OB-1135
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» SECREY-
ALL INFORMATION CONTAINED DATE: 07-05-2010
HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 65179 DMH/PLJ/JN
WHERE SHCOWN OTHERWISE REASCN: 1.4 (C)

DECLASSIPY ON: 07-06-2035

INTELLIGEN ! 4T BOARD (IOB) MATTER
DIVISION
IOB MATTER 2002-38 (U)

Inqun:y has determined that the Federal Bur
tig (FBI) inadvertently conducted a form of
in violation of Title 50, United States Code,

=1 N

&3]

T

n bl
o2
s
k7C
7T
As soon as the error was

WWWSH-JJ, as taken to ensure that the data

were not transcribed, duplicated, ox transferxed from the

original electronic storage media. Additionally, the]

| Nonetheless, the data
collection was unauthorized, necessitating this report of the
error to the Intelligence Oversight Board.
Classi
Reason: M
Q| iafe2
, Cinly, tespaton_ 2 Teeiniog_
s CJIS tatoratory O, ct EEQ
) Finance atisny See. Rtfaits
* 62, Cearse) R 0otFtic s
oy Oxeaes 1143, Res. Pessana2l Corg Al _

Hofmann-1I0B-1136
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DATE: 07-046-2010

CLASSIFIED BY 65179 DMH/PLJI/JIN
EEASON: 1.4 (C,D)

DECLASSIFY ON: 07-0&-2035

ALL INFCOCPMATION CONTAINED

HEREIN I3 UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERWLSE

.

Octobexr 7, 2002

BY COURIER

General Brent Scowcroft (USAF Retired)

Chairman '\ijl '
Intelligence Oversight Board B .
0ld Executive Office Building‘

<
Washington, D.C. m m‘w&'w

L
Qf Dear General Scowcroft: :
Enclosed for your information is a f-explanatory
letterhead memorandum (LiM), entitled “Intel\Witence Ovexrsight b2
Board (IOB) Matter, Division) OB Matter 2002-37.% b7E
(V) ll\ e
This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office
of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)
Enclosure
1A |
1 - Mr, Szady s
b7C
é)- £ﬂ§&.£lﬂﬁ.209f-37)
Dep. Di. - ,
ChicfofStall _____
Off. o Gen.
Cocosel
Ast, D2
Ad‘ﬁ‘ s«‘h—-——-
Com, lnv.
als VR —————
Finnce
IfoRes
Lab.
B aonal See. SECRET
Of.of bl Hofmann-I0B-1137
&Cop ATe
Training / .
Off. o EEOA ..
Director’s Office __
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5)-

General Brent Scowcroft (USAF Retired)

) Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Kenneth L. Wainstein
General Counsel

Lynne A. Hunt
. Assistant Director
Inspection Division

NOTE: This matter was referred to QGC by EC from INSD to
s ’ 4 -

" g anl

k1
| .

éhe"‘—_—l b
of the b7

b2

_| .The FBI-had ended-coverage on bIE

| Buthorize overage ended on

None of the contents of the coverage has ever been xeviewed.
Nonetheless, because the contents remain unknown, the data
collected must be presumed to be those of a U.S. person, thus

requiring a report of the unauthorized coverage to the IOB. ‘Jf»ﬂ‘
Q4 hisfe
D ot Tnepection__=——Tréning
APFHWE « GJS e LaDOTRYOTY, %cﬂto .
fisance Rational See. TS,
Director. Gen. Connsal [L7 PR___. R A Pdicd
Depuly Digactor____Infa. Res, Pessonnsl Cong A ...
- 2 -
-SBORET— 7 At

Hgfm n-Ia -1138
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DATE: 07-05-2010
ALL, INFORMATION CONTAINED ~SECRET- CLASSIFIED BY 65179 DMH/PLJ/JN

HEREIN IS UNCLASSIFIED EXCEFT " REASON: 1.4 (C,D)
. WHERE SHOWN OTHERWISE DECLASQIFY ON: 07-06-2035

mm:,msngmmmm OARD (IOB) MATTER, ~;b§_
. ) DIVISION . 2=

. B I0B MATTER 2002-37 (U)

The | Division has e
[ |

| bl
h |- ®2
| E— L
I -
1
' —

Jhﬂmnuxfor was realized, and ;{’5_
The nature of the P
error was immediately appreciated, however, and none of the

recorded data were ever reviewed, logged, or transcribed.

nstead, the data were sequestered and forwarded to FBI

Headquarters for submission to the Office of Intelligence Policy

and Review, Department of Justice, for eventual destruction.

&3
-

assify on:




] ' .

Because the contents of the recordings remain unknown, the data
collected without authority are presumed to be those of a United
States person?, thus requiring a report of these events to the

- 1I0B. .
, i
/ ah&e2
AF%“UUUE , Gy, Ingpaction__"=——Trsinice
e OIS Libordory_____ _ Off ot€EQ
- Gﬁm&_'xq Hational Sec. Allgirs
e G0, Coumse R O ot Pubsc S
OeputyDiector____Info, Res,_ Pessornel Ooﬂg.Aﬂti_....
A
2 (0,

A “United States person” is defined in Section 101(i) of

FISA as “4d citizen of the United States {or) an alien lawfully admitted for k2
permanent residence {as defined in Section 101(a) (20) of the Immigration and IL'/E
Naturalization Act) . . . .” (See M#jof the Attorney General

Guidelines for FBI Foreign Intelligence Collection and Foreign Countex—
intellige [ ; ol

-2-‘

SRERET—
Hofmann-10B-1140
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DATE: 07-01-2010 SECRET

CLASSIFIED BY 65179 DMH/pli/lecw “f

REASON: 1.4 (<) ALL INFORMATION CONTAINED
DECLASSIFY ON: D7-01-2035 HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERWISE

February 14, 2002

BY COURIER @
; O s )

Honorible Warren B. Rudman
Acting Chairman

Intelligence Oversight Board
0Old Executive Office Building
-Washington, D.C. ‘

-
,

f Dear Senator Rudman: \ﬂﬂlﬂ
R !
, Enclosed for your information is A sglf-explanatory
letterhead memorandum (T.EM), entitled “Iﬁﬁgl‘agence Oversight b2
Board (IOB) Matter, Division,;EggiMQtter 2001-69.” LIE
(U) 4 —

This LHM sets forth details of?i;vestigative activity
which the FBI has determined was conductied contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office

of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)

Enclosure
1 - Mr. Parkinson b5
1 - UNC FYED WHEN- b7c
1 - , DETACHED oM
@) - OPR (IOB 2001-69) " CLASSIF L.OSURE

- INSD (1-278-HQ-C1229736-43 Serial 3)
JAW:jaw (6)

4 Classified by?
I ﬂ?T T~¥d0 Reason:

Declassify o

0, Hd 2T h 0Z 834 —AmeRET mﬁ’:’%’“, 610 bDATE: §//7/s-
Hofmanh INVEST:

G3A1303Y R

R3-HO-0-¢ (3




)

Honorable Warren B. Rudman

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Larry R. Parkinson
General Counsel

David R. Knowlton
Assistant Director
Inspection Division

NOTE: This matter was referred to OGC by EC from the Inspection 1
Division t mmmmi' dated 11/28/01 b2

and titled Intelligence e
Oversight Board Matter 2001-69," 1In this regard, thd | R
Division has-reperted. that, _in the Acfg] LSSue BIC

ence requesting the financial recordsof fi;
% rﬂammmrreSPondence, sent by o
facsimile to was incorrectly styled
as a National Security Letter and recited the certification
languagel |

as the legal authority to request the information. AC Cthe time
the correspondence was sent, no legal authority existed for the
Acting SAC to issue a National Security Letter. 5

’ ﬁ??ﬁ @vm, Cﬁm.lnv;“"‘_..::_‘lﬂspecllasg“’" Teadolng.

« (5 Laborater Off. of EED
FifaRea, hietienat Bas, i
Director________Gen, Sotizz! o5 0if. of Publis &
Deguty Dirsslor____lifo. fies, o Cosd, Al
w
- - . W
2 qu Nsbﬂ-qq
“SECRET

Hofmann-I0B-1142




L3 ’ “ ! .
ALL INFORMATION CONTAINED .
HEREIN TS UNCLASSIFIED EXCEFT ‘ .
WHERE SHOWN OTHERWISE DATE: 07-01-2010
—SEeREY- CLASSIFIED BY 65179 DMH/pli/lcw
BEASON: 1.4 (c)
DECLASSIFY ON: 07-01-2035

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ho
. DIVISION b7E
IOB MATTER 2001-69 (U) :

The E r ureau of Investigation (FBI) has
determined the Division obtained financial records

' pertaining to a sus ected terrorist without proper authority.
gy ..In this regard, m in_conjupction uith an ncaging
i ] .in;gzng;;ggflwﬁéffOrl ' ' """ "" "" """ " "" ~~ "" m inveacigationof]

Division personnel prepared and issued requests for
[S] . hotel records pertaining to the subject and his companion,

o and financial records pertaining to the subject. bor
The latter request was sent by facsimile within hourztff:fff] o2

Ia:.taﬂsa_m_tham.l.u:ade Center and the Pentagon t o4
IrequeStint:fff:;fff:szdit card records. b6

Although the letters prepared by nly "requested” k7c
information from the record-holders, ose responsible for E;S
preparing the correspondence incorrectly styled them as National T
Security Letters (see 50 U.S.C. § 1851 and 12 U.S.C. § 3414) and
recited the certification language |

as the legal authority to request
the information. The letters were signed by the Acting Special
Agent in Charge who, at that time, did not have legal authority
to isswe National Security Letters. This matter has been
reported to the FBI's Office of Professional Responsibility for
action deemed appropriate. &

Clas i by: 5 0GC
Reason: Slc
Decl#fsify on: X1

w
il
n Ol I, Inepection_ Trelaing LA La\d
H?PRGUE. cas o Uirary Off, of EED N3
Finzaca. Fnada, Hitglrs
Hofmann-10B-1143 Direttor, Gen Cotacspl 0. Gl.ofPublick
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* DECLASSIFIED BY 65179 DMH/pli/lcw
ON 07-01-2010

October 31, 2002

BY COURIER

General Brent Scowcroft (USAF Retired) @

Chairman
Intelligence Oversight Board ®

0ld Executive Office Building ! w: X b
Washington, D.C 0*‘} / ;'l -

Dear General Scowcroft: J ‘

Enclosed for your 1nformat10n is a 3elf-explanatory

letterhead memorandum (T.HM entitled “Inpglllgence Over31ght
Board (IOB) Matter, D1v181onﬁpIOB Matter 2002-40.” (U)

This LHM sets forth details bf investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Qffice

of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)

Enclosure

1
1 - UNCLASS WHEN
(f§- DETACHE M

1

- OPR_(IOB 2002-40) s CLASS ¥i1*IED CLOSURE

Dep. Dir.
Cliiefof Stoff _____
Off. of Gen.
Connscl
Assl, Di.:

Adosin. Ser _____ Classifie
Crim,, Inv.

as__ Reason:
Finance Declassify on:

39645, NSA/QOGC
1.5{(c

Info. Res.

Lb

Naxional Ses. SECRED

QPR ___

ng. g;;b;cm . Hofmann-IOB-1144
Trainiug _
Off ol EEOA .
Director’s Offlee ____

MAIL ROOM O
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SECREE-

General Brent Scowcroft (USAF Retired)

~Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Kenneth L. Wainstein
General Counsel

Lynne A. Hunt
Assistant Director
Inspection Division

NQTE: This matter was referred to 0GC by EC from INSD to the

Director’s Office and OGC, dated 09/23/02 and titled | b2
| |10B

2002 40." Ig this case.l

correct |

b6
failed to determine the f7?
of its intended surveillance bIE

target, which resulted in the unauthorized surveillance of

unknown persons on|

} As soon as the error

was realized, all recordings, records and other information
related tol were collected,

sequesterefﬁ_gng_gghggguently Torwarded to FBI Headquarters for
|

submission

and eventual destruction. 4&45
10{e3 )62
—P—r .
n, Ctim. [, inspeclion,. Training
RPPRWE s CS Lmﬁios'z T:fd EEQ
ki Nationa Sec. 2irs
Diector. G%m om___ . Ot ofPukics
Deputy Director itorRes Pgrsoanel Cong. AMS. .
7,
S5 - il
SEERET™

Hofmann-10B-1145




ALL INFORMATION CONTAINED
HEREIN IS UNCLASIIFIED EXCEPT
WHERE AHOWN OTHERWISE
07-01-2010

CLAZSIFIED BY 65179 DMH/plj/lcw
REASON: 1.4 (&) v
DECLAJSIFY ©OM: 07-D1-2035

DATE:

INTELLIGEN T BOARD (IOB} MATTER
DIVISION
IOB MATTER 2002-40 (U)

Inquiry has determined that them Division of
L tigation (FBI) faliled to determine the‘

] target of| |
~~~~~~~~~~~~~~~~~~~~~~~~~~~ a U.S. person, which

thorized surveillance nknow rson n
., In this regard, on| i

I- AS Soon as Lhe ertor
was discovered, all recordings, records and other information
related tol Jvere collected,
sequestered, aqq_gghgggggnﬁly forwarded to FBI Headquarters

for submission and eventual destruction. No

investigative actions were taken based upon the recordings made
in error.

Classified
Reason:

39645, NSA/OGC
1.5(c

Declass
SEORT— "J
APPROVED: i fov, Thspection__ == Yoaining
s CHS____Laboratory, Off. of EEQ
finance Nationdl Ses, Affairs
Hofmann-I0B-1146 Oleckr, Gen. Goun OPR_______ Off.olPublick

LOepuly Director____info. Res Personnel Cong. Afs,
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ALL INFORMATION CONTAINED

' HEREIN I3 UNCLASSIFIED EXCEBRT
WHERE SHOWN OTHERWISE

SO U.S. Department ol Justice

Federal Bureau of Investigation

—IPERIP— c.

DATE: 07-01-2010

Washington, D. C. 20535-0001

§
CLAS3IFIED BY 65179 DMH/plj/lcw )

REASOM: 1.4 (¢)
DECLASSIFY ON: 07-01-2035

October 31, 2002
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board
0ld Executive Office Building -
Washington,

D‘ C‘

%@3 Ma [tk

Dear General Scowﬁfoft'

letterhead memorand

ligence Oversight -
I.Baa.r.d_(.I.QR ‘Matter, ] oy
OB Matter —ZZ. U} '

Enclg%ed for your 1nformatlon is a self-explanatory

-

Rasd I

te

fts LHM sets forth details of investigative activity

which the F I has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism

investigations.

This matter has also been referred to our Office

of Professional Respongibility for a determination of whether any
administrative action is warranted. (U)

Enclosure

k6
i bic
1
1 OPR (IOB 2002-22)
1 INSD (278-HQ-1377570) Serial 2

Dep. Die.
Chiefof S
Off. of Gen.
Caunsed
Asst. Dir.:
Admin, Ser., .
Crim. v,
s
Finance
Info.Res.
Lab.
Naticaal Sec.
OPR
Off. of Public
&Conp AR, _____
Training
Off. of EEOA
Directos’s Otfice ____

Derive : G-3
Declasg#fy o X1

FBIDQ)
MAIL ROOM O
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S« | -SEERET ‘I’
General Brent Scowcroft 4USAF Retired)

o~

. Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Kenneth L. Wainstein
General Counsel

Lynne A. Hunt
Assistant Director
Inspection Division

NOTE: This matter was referred to OGC by EC from INSD to the

Director's Office ated 05/31/02. TFM_E&_I
[S] ... indj Division opened a
on- B i

- was (and
remains) a . i i £
the investigation red that an

rto submit an annual letterhead memorand
. M (dated was received by the |
5 | “IEC indIcates at the the LHM was

Sforvarded to the National rity Law Unit (NSLU) for OIPR on
On gﬁreceived a memo from NSLU dated
ich advise that NSLU had no record of receiving
annual LHM. As a result, the annual LHM was not

i1led with OIPR. Accordingly, this matter is being reported to
the IOB.

/s

1l - The Honorable John D. Ashcroft
Attorney General
U.8. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett ‘
Counsel, Office of Professional Responsibility

U.8. Department of Justice
Room 4304

Hofmann-10B-1148
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Srim, Inspection_2~__ Tralr
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER o

IOB MATTER 2002-22 )

Inqyiry has determined that in conducting a
ofi the
Federal Bureau o nvestigation L ille o e annual

reporting requ:.rement prescr:.bed inl of the Attorney
General G Intell:. ollection and

ates person" as that term is used in Section 101(i) of 1%

the Forei Intelligence Surveillance Ac of 19 . 77
I.r.om-.i.n.ua.:.i.a.n_nt_:he_xmamanl and;l
comply wit

ON 07-08-2010

the requirements ol the submtteq its annual ,
le dum (LHM) - to as required on

Oon however, th tional Securn.t aw T ]
igsued a memo t dvising it that NSLU had not received the
annual LHM. review by[__ Jindicated thatf—___— Juploaded
the LHM in the Automated Case Support (ACS) system and set a lead
fo to forward the LHM to the Office of Intelligence i
Review (OIPR). ACS showed the lead to be "covered byi i
however, no "hardcopy" could be located. NSLU has no record of

having received the LHM, As a consequence, it was not forwarded
and therefore, OIPR was precluded from exercising meamngful

oversight and control of this o investigation, which is
contrary to the requirements of] gf the FCIG. (S)

(v

Derived om: G-
DeclagdifyNqn: X1

Spur

DECLASSIFIED BY 65179 DMH/plj AP P ROUE i ispeln_Z_ T
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ALL INFORMATION CONTAINED
HEPEIN IS UNCLAS3IFIED EZCEPT
WHERE SHOWN OTHERWISE i

U.S. Department of Justice

Federal Bureau of Investigation

ARERRT™

DATE: Q7-02-2010 Washington, D. C. 20535-0001
CLASSIFIED BY 65179/DMH/pli/lcw
REBASON: 1.4 (<)

DECLASSIFY ON: D7-02-2035

Novembexr 26, 2002

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

0ld Executive Office Building
Washington, D.C.

TR M ter

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled "Intelligence Pversight
Board (IOB) Matter, Counterintelligence Division, LégwMatter
2002-26." {U) '

Vat
— P

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence’
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office
of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)

Enclosure UNC WHEN
DET OM
C SIFIED CLOSURE
1 -] ] 1 - OPR (IOB 2002-26) .
1 - Mr. _Szady 1 - INSD (1-278-HQ-1379244)
1 -| | 1 - NSLU Library
LDK:ldk 1 - Ms, Kelley
Dep. Di. '
Suica Derived G-3
‘ erive om = -
g:ﬁu DeclassgffyN\on: X1
Adlriin. Ser,
Crim.. Inv.
ClIs
E:,:';; -SECRET
tab
National See.
OPR . .
Sty Hofmann-IOB-1150
Teaitving _______
O of BEOA
Directos’s Office ____
MAIL ROOM O
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FBYDOT




® ®

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Kenneth L. Wainstein
General Counsel

Lynne A. Hunt
Assistant birector
Inspection Division

NOTE: This matter was referred to OGC by EC from INSD to the
|:S:| _Director's Office (OPR} and OGC, dated 05/31/2002 and titled:

. —J10E Matter 2002-26.7 In this regard, thel_l_ oL
Field Office| ] opened a] 9-'10nA on os
[ onl | Teceived the 9%0-day o
LHM from the J]and provided it to the 0GC for dissemination to bTE
OIBR. The[:f;:IEhgg_gggn;_p;gnﬁred an electronic version of the

annual LHM on and directed it to the attention

of The unit never received a copy of the document. The

oversight was discovered by OGC when the annual LHM was submitted
forE:;E:] The failure to submit the required LHM is legal
significant, requiring submission of this matter to IOB.

Caion___ e
APPROVED: m;___-w,_&&.‘?“m

(UL — - AP e e
Depoty Direetor. @M Rex_______Porsonont Cong. Alls,_ y
ZDE ns2 e~ g;—;ld" Hofmann-10B-1151
A

/o[r7/°7/




ALL TNFORMATION CONTAINED

HEREIN IS UNCLAISIFIED EXCEPT. ‘
WHERE SHOWN OTHERWISE
DATE: 07-01-2010
-~ BRERET CLASSIFIED BY 65179 DMH/plj/lcw
Lur s K REASON: 1.4 (=)

DECLA33IFY ON: 07-01-2035

INTELLIGENCE OVERSIGHT ROARD (IOB) MATTER ' io%
T E
l m 2002-26 (0]

iS} ...... Inquirv b

in conducting a
a Unlted States person, the
et the annual
reporting requirements prescrlbed in of the Attornez

Guldellnes for FBI Forei Int ollection and

Foreiqn Cour ence Investiga (FCIG) ﬁn_;h;a1
reqard, th Fie fice Eﬁj?ir;d a
|:S:| Y o lon ﬁgﬁ_' |
bl

received the 90-day letterhead memorandum (LHM Trom theL____bnd bZ
provided it to the Office of the General Counsel (0OGC) for ?f
dissemination to the Department of Justice, ice of wiC

Intelligence Policy and Review (OIPR). The cafg_aggn;_____1 b7E
:refared an electronic wversion of the annual LHM on

and directed it to the attention of the Headquarters unit.

e unit never received a copy of the document. The oversight
was discovered by OGC when the annual LHM was submitted for]
Because the subject was (and remainsg) a "United States person" as
that term is used in Section 101({i)} of the Foreign Intelligence
Surveillance Act of 1978 (FIsa), and the Headquarters unit
were required to comply with the FECIG. Failure to submit the
annual LHM had the effect of precluding OIPR from conducting
timely and wmeaningful oversight and review of the investigation.
It is noted that the gubmission of this matter to the IOB was
further delayed for several months by the FBI's National Security
Law Unit due to operational demands. This matter has been
reported to the FBI's Office of Professional Responsibility for
action deemed appropriate. TS9
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November 14, 2002

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board
0l1d Executive Office Building
Washington, D.C.
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Dear General Scowcroft:

Enclosed for your information is a self-explanatory

letterhead memorandum (LHM), gﬁtitled ~Intelligence Oversight
Board (IOB) Matter,

Chiefof Staff ___
Oft. of Gen.
Counsel
Asst. Dir.: —
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OPR
Qff, of Public
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Training
Off.of EEOA
Director's Qffiee

;Z?Matter 2002-52.” (0)
This LHM sets @g-t details of investigative activity

which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office

of Professgsional Responstbility for a determination of whether any
administrative action is warranted. (U)
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Kenneth L. Wainstein
General Counsel

Lynne A. Hunt
Assistant Director
Inspection Division

NOTE: This case was referred to OGC by EC from INSD to the (9%

Director's Office and OGC, dated 10/04/02 and titled] | FG
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reportable to the IOB. 4@”&.
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Offlce of Intelligence Policy and Review (OIPR), Department of
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October 04, 2002

BY COURIER

Genéral Brent Scowcroft (USAF Retired)
Chairman S
Intelligence Oversight Board

0ld Executive Office Building
Washington, D.C.

Dear General Scowcroft:
Enclosed for your information is a sekf-explanatory

letterhead memorand gntitled “Inte l'Bsﬁgg»@Vérsight
Board (IOB) Matter, Divisiom atter 2002-41.”
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This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office
of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require

additional information concerning this matter, an oral briefing

will be arranged for you at your conveniepce. (G)

Sincerely,

Kenneth 1. Wainstein
General Counsel

Lynne A. Hunt
Assistant Director
Inspection Division

NOTE: This matter was referred to OGC by EC from INSD to the

1 b2

_Q';i ctor’s Office and OGC, dated 09/23/02 and titled|

X
) W7

IOB 2002 41." In this case.l

J b8

~+ingd 1
I Jwere collected without legal
authority. As soon as the exrror was realized, the data was %M!
properly sequestered for eventual destruction. —
VOfou (o,
Crm!m nspection,_ =" Trsining
APPROVE Ladaratory OR. ot ££0
ional Sec. Altas
Disector Ge Qunssl Off. of Public &
Depuly Director o e Pessonne] Cong. AlS .
-
-2 - l"ld
“SECRET

Hofmann-10B-1157




- Y
2wt

ALL INFOPMATION CONTAINED '
HEREIN I3 UNCLASSIFIED EXCEPT
WHERE SHCOWN OTHERWISE - -

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
C —JDIVISION

I0B MATTER 2002-41 (U)

Investigation has determined that,
of technical errors, on the

1
DATE: 07-01-2010

‘CLAS SIFIED BY 65179 DMH/plj/lcw
REASON: 1.4 (<)

DECLA3SIFY ON: 07-01-2035

b2

h7E

conseguence
| |

Division of the Federal Bureau of Investigation (FBI) initiated

_an_unintended, but nevertheless |
__"—I_I_‘In_th_isreqard, on

Classifie
Reason:
Decla

Hofmann-I0B-1158

b7D
| L7E
Once the error was realized, appropriate
action was immediately taken to sequester the unauthorized
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General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board
0ld Executive Office Building
Washington, D.C.
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Dear General Scowcroft:

Enclosed for your informatiop is asself-explanatory

letterhead memorand , entitled #elligence Oversight b2
Board (IOB) Matter, Divisi B Matter 2002-47.7 (U) b7E

This LHM sets forth details ™f investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office

of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing

will be arranged for you at your convenience.

()

Sincerely,

Kenneth L. Wainstein
General Counsel

Lynne A. Hunt
Assistant Director
Inspection Division
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Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-10B-260
through Hofmann-10B-262

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-IOB-1184 through Hoffman-10B-1186

D 0.0.0.0.0.0.0.00.0.00.000.0044
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO 009099000000 0.4004



OPCA-20 (12-3-96) : KXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with nc segregable
material available for release to you.

Section 552 Section 552a

ti(b)(1) a(b)(7)A) o(d)(d)
t(b)(2) ' o(b)(7)(B) o)1)
a(b)(3) a(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

t(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)4)
a(b)(4) a(b)(8) o(k)(5)
o(b)(5) a(b)(9) o(k)(6)
a(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-118
through Hofmann-10B-120

Page(s) withheld for the following reason(s);_

The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-1OB-1187 through Hoffman-IOB-1189

HXXXOXKXHKKHXAIXXAXXX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 0.0.0.0.0.0.0.0.0.0.00.0.0.90.9¢4
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
u{b)}(1) ABHTHA) o{d)(5)
a(b)2) o(b)(7)(B) o@x1)
a(b)(3) a(b)(7XC) a(k)(1)
o(b)(7)(D) o(k)2)
o(b)(7)E) o(k)(3)
o(bX7XF) o(k)(4)
o(b)(4) (b)8) o(k)(5)
o(b)(5) o(b)(9) a(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-10B-421

through Hofmann-10B-423

Page(s) withheld for the following reason(s):_

& The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-JOB-1190 through Hoffman-10B-1192

1 9.0.9.0.0.0.9.0.0.0.00.0090004
X Deleted Page(s) X
X  No Duplication Fee X
X for this page X
PG00 0060000 00009.09¢4
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

t1(b)(1) o(b)(7)A) a(d)(5)
a(b)2) o(b)(7)(B) z()X1)
t(b)(3) (b)(7)(C) B(k)(1)

o{b)}(7)(D) o(k)(2)

o(b)(7)(E) o(k)(3)

o(b)(7)(F) a(k)(4)
o(b)(4) a(b)(8) a(k)(5)
a(b)(5) a(b)9) o(k)(6)
a(b)(6) B(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-275
through Hofmann-10B-277

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-1193 through Hoffman-10B-1195

P O0000.00.00.00.00000004
X Deleted Page(s) X
X  No Duplication Fee X
X for this page X

P 9.0.0.9.0.0.0.0.0.0.0.00.6.09.004
XXXXXX
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) e{b)(7)(A) o{d)(5)
o(b)(2) o(b)(7)(B) a(}1)
n(b)(3) a(b)(7)(C) , a(k)(1)

t{b)}(7)(D) o(k)(2)

o(b)}(7)E) o(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) o(b)(8) o(k)(5)
a(b)(5) o{b)(8) o{k)(6)
o(b)(6) o(k)}(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-IOB-351

through Hofmann-JOB-353

Page(s) withheld for the following reason(s)._

® The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-I0OB-1196 through Hoffman-IQB-1199 (two pages of Hofmann-IQB-353)

D0 0.009.009.09009.9¢9¢94
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
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. U.S. Department of Justice

Federal Bureau of Investigation

SNSRI

Washington, D. C. 20535-0001

February 11, 2004

BY COURIER

General Brent Scowcroft (USAF Retired)

Chairman

Intelligence Oversight Board

Room 5020 DECLASSIFIED BY 65179 DMH/PLJ/JIN
New Executive Office BUIldlng ON 07-06-2010

725 17th Street, Northwest
Washington, D.C.

Dear General Scowcroft:
Enclosed for vour information is a self-explanatory

rmgmgxandnm1 entitled "Intelligence Oversight Board (IOB) Matter,
Division, IOB Matter 2003-10." (U)

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to cur Office
of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)
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General Brent Scowcroft (USAF Retired)

should you or any member of your staff require additional
information concerning this matter, an oral briefing will be

arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice

Room 4303
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ALL

INFCRMATION CONTAINED DATE: 07-06-2010
HEREIN I3 UNCLASSIFIED EXCEEBT S CLASSIFIED BY 5179 DMH/PLJ/JN

WHERE SHOWN OTHERWISE

REASON: 1.4 (C)
DECLASSIFY ON: 07-06-2035

INTELLIGEN T BOARD (IOB) MATTER b2
DIVISION e

IOB MATTER 2003-10 (U)

Invegtigation (FBI) failed to comply with the repoxting
requirements in _|land the regquirements with regard to
the continuation of al_Jin| of the Attorney

(S]HMN

L_?quiry has determined that in conducting a| |

e
of a United States person, the Federal Bureau of s

General Gu:.del:l.nes £ rei 113 Collection and

Foreign. . igence Investigations ( ). In this b1 |
regard, the i J.éi'&iﬁ"“j.’ﬁi‘t':.‘atedi ~~~~~~~~~~~ on| ] a b8
U.S. Person, on| set to expire on | The b7C

divigion did not administratively close the investigation until

[ ] states sult of the division
undertaking a sell-inspection on it determined that

it had failed to obtain an extension of the[_]following its
original 120-day expiration on [ ] and it failed to send

a cormmunication to Headquarter's advising of the opening of the

investigation. In its & .
reveale

Ject was
€8 person’ as that term is used in
Section 101(i) of the Foreign Intelligence Surveillance Act of

1978, continuation of the investigation required thatl
comply with the requirements of the FCIG. In the instant matter,
while the verrun appears to have been inadvertent, it was not
de minimis in time. Consequently, in accordance with the -
reporting requirements of Section 2.4 of E.O. 12863, this matter
is being reported to the Intelligence Oversight Board. Referral
is also being made to the FBI's QOffice of Professional

Responsibility.
Deri e iy
De vy on: =
*
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OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXKX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
o(b)(1) a(b)(7)(A) o(d)(5)
a(b)(2) e(b)(7)(B) o)1)
o(b)(3) c(b)(7)(C) o(k)(1)
c(bX7XD) o(k)(2)
o(b)(7)(E) o(k)(3)
B(L)(7)(F) o(k)(4)
a(b)4) o(b)(8) o{k)(5)
(b)) (b)(9) o(k)(6)
a(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-I0OB-327
through Hofmann-10B-329

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-1203 through Hoffman-I0OB-1205

) $.0.9.60060066.90.60.6¢94
X  Deleted Page(s) X
X  No Duplication Fee X
X for this page X
P 0.0.0.0.09.0.000.0.09.000004



U.S. Department of Justice

Federal Bureau of Investigation

=S BOR L

Washington, D. C. 20535-0001
DECLASSIFTED BY 65173 DMH/PLJ/Jonember 9, 2003

ON 07-06-2010 o1 COURIER

General Brent Scowcroft (USAF Retired)

Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, Northwest ’
Washington, D.C.

Dear General Scowcroft:

b2
Enclosed for your information is a self-explanatory bTE
menorandum, entitled "Intelligence Overs:.ght Board (IOR) Matter,
Division, IOB Matter 2002-39. (m
This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
lawa, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has alsoc been referred to our Office
of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)
Enclosure
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing

will be arranged for you at your convenience.

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsgibility
U.S. Department of Justice
Room 4304
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ALL INFCORMATION CONTAINED
HERETN IS UNCLASSIFIED EXCEPT
WHERE B3HOWN OTHERWISE

INTELLIGENCE OVERSIGHT BCARD (ICB) MATTER

IOB MATTER 2002-39

DATE: 07-06-2010

CLASSIFIED BY 65179 DMH/PLJ/JN
REASON: 1.4 (C)

DECLARSIFY ON: 07-06-2035

Y

b2
DIVISION L1

(o)

-

Iy
bo

e ;ngTi has determined that in conducting a| |
'““'oﬁi | a United States person, the
Federal Bureau o© nvestigation (FBI eet the

reporting requirements prescribed ini |

bB7C
of the Attorney

oreign Intelligence Collection and

General Guidelines for FBI

tel

Division

subject was (and Temains
ig uged i i i

vestigations (FCIG}.
opened a

onl ] Because the

In this

o3

investigation required that]
of Executive Order 12863

nited States person” as that term
1 Effilnuatlon of the

omply with the requirements ®7E

the FCIG. The case agent failed to

submit the annual LHM in

due to his Division's pressing

The LHBM was

investigative work into the 9/11 terrotif;;i;;ifff:
subsequently completed by the field on |
submit the annual LHM was inconsistent wi e oversight

Failure to

requirements prescribed in the FCIG, necessitating this report to

the Intelligence Oversight Board.
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‘Washington, D.C. 24535-0001
February 11, 20b4
BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board DECLASSIFIED BY 65179 DMH/PLJ/JN
Room 5020

ON 07-06-2010
New Executive Office Building

725 17th Street, Northwest
Washington, D.C.

Dear General Scowcroft:

b2
Enclosed for your information is a self-explanatory

L1E
letterhead memorandum (IHM), entitled "Intelligence Oversight

Board (IOB) Matter, Divieion, IOB Matter 2002-65."
(U)

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Poreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office

of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)

Enclosure

1 - Mr. Szady

@- OPR (IOB 2002-65)
- 278-HQ- FHOHNOFA -4 —

1 - Ms. Kelley
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'General’ Brent Scowcroft (USAF Retired)

Should you or any member of your staff reguire additional
information concerning this matter, an oral briefing will be

arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley

Deputy CGeneral Counsel

1 - Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4303
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. * 'ALL INFORMATION CONTAINED
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WHERE SHOWN OTHERWISE

PT§\E‘ ﬁ'l‘ DATE: 07-06-2010
REAION: 1.4 {(C)
DECLASSIFY ON: 07-06-2035

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

DIVISION

IOB MATTER 2002-65

Locuiry has determined that in conducting a|
RN .6 o
Investlga;:.: on ;;11) failed to meet the reporting

(U)

a United States person, the Federa

requirewments prescribed in]

~—Jof the Attornevy General

Guidel s for

No 90-day LHM
the initiation of the |

rei n Intelll ence Collecti

lligence Investigation: . In this the
Division opened a| T e B n
- wag submitted by] | ing

Forej

[3id submit

an annual LHM on|

| but L ]

has no record of having received it.

was submitted. 1In

Iinl___} no annual LEM
“Jsubmitted an annual LHM to

Headquarters dated

| Because the subject was (and

remains) a “United States person” as that term is used in Section

101 (i) of the Foreian Intelligence Surveillance Act of 1978
(FISA), the Division was required to comply with the
FCIG. Failure to submit the 9%0-day and annual LHMs was

incongistent with the oversight requirements prescribed in the
FCIG, necessitating this report to the Intelligence Ovexsight

Board.

3L

Deriv o s -
Dec Yy on: =
Srim v [nspEcion rainng
APFREVED: WS Lty . 5i EED
Hngnea___ | asuead Sec, Misks___
Dhector_____Gea, Levwnsil %3 :!cﬂ. of P:lbhc &
Depuiy Director info. Res, Fersomuel ong. AllS, g
oL

P

Hofmann-10B-1211

CLASSIFIED BY 65172 DMH,/PLJI/JN

b2
=

SN

hi
L)

b7

PRI

5
]




OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXHKXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
ab)(1) a(b)(7)(A) ©(d)(5)
a(b)(2) 2(b)(7)(B) a)(1)
a(b)(3) a2(b)(7)(C) ak)(1)

2(b)X7)D) o{k)(2)
H{b)(7)(E) a(k)(3)
a{bX7XF) ofk)(4)
o(b)(4) o(b)(8) a(k)(5)
o(b)(5) o(b)(9) o(k)(6)
a(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Govermnment agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-10OB-679

through Hofmann-10B-681

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-IOB-1212 through Hofmann-IOB-1213

D0.0.0.8.0.60.0.0.0.0.60.0.606.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
XXX KX



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
o{b)X1) a(b)(7)A) o(d)(5)
a(b)(2) a(b)(7)(B) o)1)
a(b)(3) c(b)(7)(C) o(k)(1)
a(b)(7)(D) a(k)(2)
o(b)(7)(E) o(k)(3)
o(b)(7)(F) o(k)(4)
o(b)(4) a(b)(8) o(k)(3)
a(b)(5) o(b)(9) o(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
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General Brent Scowcroft (USAF Retlred)
.Chairman

Intelligence Owversight Board
0ld Executive Office Bulldlng
Washington, D.C.

Dear General 'Scowcroft:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled: “Intelligence Oversight
Board (IOB) Matter, Division, IOB Matter 2002-75.7 (U)

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and internatiocnal terrorism
investigations. This matter has also been referred to our Office

of Professional Responsibility for a determination of whether any
administrative action is warranted. (U)
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an orxal briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel
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INTELLIGENC T BOARD (IOB) MATTER, {,E
DIVISION,

IOB MATTER 2002-75 (U)

The Federal Bureau of Investigation’s Inspection
(3) -.piyision has determined that in conducting a | |

cn the FBI failed to comply with the annual reporting
requirements prescribed in|[ _ lof the Attorney General
Guidelines for FBI Fo Inte ' rei bi
.C.Qum'.e.u'.nr.e].u.i;_ence Investigations (FCIG). TIn this regard, on L’i"’c
{S] o f— < Divisiom opened a T
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| [on L ] Because the subject of
€ lnvestigaclion was {and remains) a “United States person” as

that term is used in Section 101(i) h eign Intelligence
Surveillance Act of 1978 (FISA) and of the FCIG,
continuation of the investigation required that comply -
with the reporting requirements of Executive Order 12863 and the r;,:,v
FCIG. Due to administrative error,:frg;lw;_tae E
ranml_m,erhead memoranda (LHM) required in

The case was closed in| | As a
consequence of these reporting errors, e l1ce of Intelligence
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status of| i i i i i
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appropriate.
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General Brent Scowcroft (USAF Retired)
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Intelligence Oversight Board
New Executive Office Building
Washington, D.C.
Dear General Scowcroft:
Enclosed for your information is a self-explanatory %?"
i n i i OB} Matter, LIL
Pederal
Bureau Of Investigation Headquarters (FBRI HQ), 2004-56."
This enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and.Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)
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. , Should you or any member of your staff require additional
information concerning this mattexr, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie ¥, Thomas
Deputy General Counsel

1 - The Honorable Jchn D. Ashcroft
Attorney General
U.S, Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel for Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

b2
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2004-56 (U)
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Hofmann-I0OB-1252 through Hoffman-10B-1254

XXX
X Deleted Page(s) X
X  No Duplication Fee X
X for this page X
XXXXXXXKX XXX XXXXXXX



OPCA-20 (12-3-96) XXXAXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) o(b)(7)(A) 1(d)(S)
a(b)(2) a(b)(7)(B) a()(1)
o(b)(3) o{b)(7)(C) a(ky(1)

a(b)(7)(D) B(k)(2)

o(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
t(b)(4) o(b)(8) o{k)(5)
a(b)3) a(b)(9) o(k)(6)
a(b)(6) a(k)(?)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-IOB-348
through Hofmann-I1OB-350

Page(s) withheld for the following reason(s)_

The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-IOB-1255 through Hoffman-I0OB-1257

PO00.9.0.00.000 006900404
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D OO0 00090 00000009044



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b){7)(A) n(d)(5)
a(b)2) o(b)(7)(B) o)1)
o(b)(3) a(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

a(b)7)E) o(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) a(b)(8) o(k)(5)
a(b)(5) o(b)(9) o(k)(6)
a(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-10B-369
through Hofmann-IOB-371

Page(s) withheld for the following reason(s):_

& The following number(s) is (are) to be used for reference regardlng these pages
Hofmann-10B-1258 through Hoffman-10B-1260

DO 000.9.00.000.000000904
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO E S0 0000000008404



OPCA-20 (12-3-96) XXXXXX

XXXKXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) o(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) o)1)
o(b)(3) o(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

o(b)}(7)E) o(k)(3)

a(b)(7)(F) o(k)4)
o(b)(4) o(b)(8) o(k)(8)
w(b)(5) o(b)(9) o(k)6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency({ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-10B-357
through Hofmann-10B-359

Page(s) withheld for the following reason(s);_

81 The following number(s) is {are) to be used for reference regarding these pages :
Hofmann-10B-1261 through Hoffman-10B-1263

D099.9.000.0.0089009.909¢4
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
RXXIKRAXKXKXXKXKXXX



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) a(d)(5)
o{b)(2) o(b)(7)(B) B()(1)
o(b)(3) o{b)(7)(C) o(k)(1)

o(b){(7)(D) o{k)(2)

o(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
a(b)(4) a(b)(8) o(k)(3)
t(b)(5) a(b)(9) o(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-I0B-324
through Hofmann-10B-326

Page(s) withheld for the following reason(s)._

& The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-1264 through Hoffman-10B-1266

JOORIKXIHKHXX XXX XXX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
DO 00000 0.000.00000.0994



OPCA-20 (12-3-96) . XHXXXXX

KXHXXXXX
HKXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

t(b)(1) e(b)(7)(A) a(d)(5)
o(b)2) o(b)(7)(B) a{)(1)
B(b)(3) B(b)(7)(C) ok)(1)

o(b)(7)(D) o(k)(2)

a(b)(7)(E) o(k)(3)

o{b)(7)(F) o(k)(4)
3(b)(4) o(b)(8) o(k)(5)
a(b)(5) o(b)9) o(k)(6)
a(b)(8) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s} withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-10B-333
through Hofmann-10B-335

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-1267 through Hoffman-10B-1269

HORXMKXXAKIIHKXHKAK XA HKAX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
DO 00.00.000000000060¢94

XXXXXX



OPCA-20 (12-3-96) XAXXKXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

O(b)(1) o(b)(7)(A) 0(d)(5)
O(b)(2) o(b)(7)(B) o)1)
a(b)@3) o(b)(7XC) o(k)(1)

o(b)(7)(D) O(k)2)

o(b)(7)(E) D(k)3)

o(b)(7)(F) o(k)(4)
o(b)(4) O(b)(8) o(k)(5)
O(b)(5) O(b)(9) o(k)(6)
o(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-I0OB-336
through Hofmann-10B-338

Page(s) withheld for the following reason(s)

B The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-1270 through Hofmann-IOB-1272

P90 09009000 000.6¢0.¢04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
§ 000000000 0.99004 90094

XXXXXX



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) (b)(7)(A) o(d)(5)
a(b)(2) 2(b)(7)(B) a()(1)
a(b)3) a(b)(7)(C) o(k)(1)
o(b)(7)(D) o(k)(2)
a(b)(7)E) o(k)(3)
a(b)(7)(F) o(k)(4)
a(b)(4) a(b)(8) o{k)(5)
o(b)(5) o(b)(9) o(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-10B-327
through Hofmann-10B-329

Page(s) withheld for the following reason(s)._

& The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-10B-1273 through Hoffman-10B-1275

DO 6900000000060 09
X  Deleted Page(s) X
X  No Duplication Fee X
X for this page X
HOOXXIXXX XX XXX XAX XX

XXXXXX



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)}A) o(d)(5)
o(b}(2) a(b)(7)(B) agx1)
o(b)(3) o(b)(7)(C) o(k)(1)

o{b)(7)(D) a(k)(2)

o(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)
(b)(4) o(b)(8) o{k)(5)
o(b)}(5) a(b)(9) o(k)(6)
1(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-IQOB-366
through Hofmann-I0OB-368

Page(s) withheld for the following reason(s):_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-1276 through Hoffman-10B-1278

HXXXIXIHXXIXXIXXXAHXX
X Deleted Page(s) X
X  No Duplication Fee X
X for this page X
DO 0000.00000000000004



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XAXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
o(b)(1) 2(b)7)A) a(d)(5)
o(b)(2) o(b)(7)(B) o)1)
B(b)(3) a(b)(7)(C) u(ky(1)
2(b)(7)(D) o(k)(2)
a(b)(7)E) . o(k)(3)
o(b)(7)(F) a(k)(4)
o(b)(4) o(b)(8) o(k)(5)
a(b)s) . o(b)(9) (k)(6)
a(b)(6) o(k)(7)

ot Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of Hofmann-10B-345
through Hofmann-10B-347

Page(s) withheld for the following reason(s);_

= The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-I0OB-1279 through Hoffman-10B-1281

HOOKXIIAKIKHIXHKAKXHXKX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
KOOOOAOOOCOKIOKXX



OPCA-20 (12-3-96) XXXXXX
JOXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
4 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

o(b)(1)
o(b)2)
a(b)(3)

o(b)(4)
a(b)(S)
a(b)(6)

a(b)(7)(A)
S(b)(7)(B)
a(b)(7XC)
o(b)(7)(D)
a(b)7XE)
O(b)(7)(F)
O(b)(8)

o(b)9)

Section 552a

a(d)(5)
agx1)
a(k)(1)
a(k)(2)
o(k)(3)
a(k)(4)
o(k)(5)
a(k)(6)
o(k)(7)

o Information pertained only to a third party with no reference to the subject of your

request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the

releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with

the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

4 Page(s) were not considered for release as they are duplicative of _Hofmann-IQOB-379

through Hofmann-10B-382

Page(s) withheld for the following reason(s)

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-IOB-1282 through Hofmann-10B-1285

HXXXOKKXKAKXXKXXKX
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO 9.09.0099.099006.09004



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XOXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheid entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
(b)) o(bU7HA) o(d)(5)
a(b)(2) o(bX7)}B) : a(i)(1)
a(b)(3) (b} 7KC) _ o(k)(1)
o(b}7)(D) o(k)2)
o(b)(7)(E) o(k)3)
e(b)(7)(F) o(k)(4)
o(b)(4) t(b)(8) ei(k)(5)
a(b)®) c(b)(8) a(k)(6)
t(b}(6) Bk){7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the titie only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information fumished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-10B-342

through Hofmann-10B-344

Page(s) withheld for the following reason(s):_

® The following number(s} is (are) to be used for reference regarding these pages :

Hofmann-IQB-1286 through Hoffman-IOB-1288

DO 0.90.0.00.09 0009009094
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
DI 0990090 0909009900 ¢4



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
o(b)(1) a(b}(7)(A) o(d)(5)
O(b)(2) a(b)(7)(B) og)1)
o(b)(3) o(}7)(C) ok)(1)
o(b)(7)}D) o(k)(2)
o(b)(7)E) o(k)(3)
o(b}(7}F) o(k)(4)
O(b)(4) O(b)(8) O(kX(5)
o(b)(5) o(b)(9) o(k}©6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-10B-2728
through Hofmann-10B-2730

Page(s) withheld for the following reason(s)

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-1289 through Hofmann-10OB-1291

P 9.0.0.0.00.90.00.000 006064
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
19 9.00090.0.0.0090.00060¢

XXXXXX



OPCA-20 (12-3-96) XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) o(d)(5)
a(b)(2) a(b)(7)(B) a(j)1)
a(b)(3) a(b)(7)(C) a(k)(1)

o(b)(7)(D) a(k)(2)

o(b)(7)(E) o(k)(3)

o(b)(7)(F) o{k)(4)
a(b)(4) o(b)(8) a(k)(5)
o{b)5) o(b)(9) B{k)(6)
a(b)6) B(k)(7)

o1 Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3 Page(s) were not considered for release as they are duplicative of _Hofmann-10B-363
through Hofmann-10B-365

Page(s) withheld for the following reason(s);_

® The following number(s) is (are) to be used for reference regarding these pages :
Hofmann-10B-1292 through Hoffman-10B-1294

OO XX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 0.0.0.0.0.9.0.9.0090.96900004



OPCA-20 (12-3-96) XOOXXX

XXXAXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material avaitable for release to you.

Section 5§52 Section 552a

o(b)(1) a(b)(7)(A) o{d)(5)
a(b)(2) o{bX7XB) o(X1)
o(b)(3) o{b)(7)(C) o(k)(1)

o{bX7)XD) o(k)(2)

o{b)7XE) o(k)(3)

o(b)(7)(F) a(k)(4)
o(b)(4) o(b)(8) o(k)(5)
o{b)5) o(b)(9) o(k)(6)
o{b)86) o(k){(7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the titie only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
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