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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Cases: 58957B
15 April 2010

Mr. Nathan Cardozo
Electronic Frontier Foundation
454 Shotwell Street

San Francisco, CA 94110

Dear Mr. Cardozo:

This is a supplemental response to your Freedom of Information Act

(FOIA) request of 19 June 2009, which was received by this office on
22 June 2009 for the following:

1.

2.

All reports submitted to the Intelligence Oversight Board (IOB) pursuant
to Section 2.4 of Executive Order 12863 from [FYO8 to the present];

All reports submitted to the IOB [through NSA’s designated contact]
pursuant to Section 1.7(d) of Executive Order 12333 from

29 February 2008 to the present;

All reports of any assessments or reviews of intelligence activities by the
President’s Intelligence Advisory Board (PIAB) to the NSA pursuant to
Section 4(a)(ii) of Executive Order 13462 from 29 February 2008 to the
present;

. All recommendations concerning intelligence matters identified by the

PIAB to the NSA pursuant to Section 4(b) of Executive Order 13462 from
29 February 2008 to the present;

. All reports and recommendations by the IOB to the NSA pursuant to

Section 6(c) of Executive Order 13462 concerning the performance of the
NSA under Executive Order 13462 from 29 February 2008 to the
present;

All records containing information and all recommendations for
corrective action submitted by the IOB to the NSA of the results of those
investigations pursuant to Section 6(d) of Executive Order 13462 from
29 February 2008 to the present;

All requests for investigations of intelligence activities by the IOB to the
NSA and reports by the NSA to the IOB of the results of those
investigations pursuant to Section 6(e) of Executive Order 13462 from
29 February 2008 to the present; and
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8. All reports made by the NSA to the IOB or PIAB pursuant to Section 8(c)
of Executive Order 13462, concerning the reasons for not implementing a
PIAB or IOB recommendation from 29 February 2008 to the present.

A copy of your request is enclosed. On 23 June 2009, you spoke with me to
clarify request items 1 and 2. The clarification information has been
incorporated and is shown in brackets in the numbered items above. Also, we
informed you by letter dated 7 July 2009 that no records responsive to items
3-8 of your request were located, and you were provided appeal rights at that
time for that portion of your request. A final response to your request was sent
to you on 25 February 2010, providing you with seven redacted documents.

Upon further review of the documents provided to you with our
25 February 2010 response, we determined that additional information could
be released to you. Enclosed please find copies of three of those documents
with some additional information released. The exemptions applied to the
withheld information were explained to you in our 25 February letter.

Sincerely,

PAMELA N. PHILLIPS
Chief
FOIA/PA Office

Encls:
a/s
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“June 19, 2009

Chief, FOIA/PA Office (DJP4)
9800 Savage Road, Ste 6248
Fort George 3. Meade, MDD 20755-6248

RE: Freedom of Infonnation Act Request
Dear Ms. Phijlips:

This letter copstitutes a request under the Freedom of Information Act (“FOIA™), §
U.S5.C. § 552 and is submitted to the National Security Agency (“NSA”) on behalf of the
Electronic Frontier Foundation (“EFF”). We make this request as part of EFF’s FOIA
Litigation for[ Accountable Government (“FLAG™) Peoject, which works to obtain
government documents and make them widely available to the public.

We are secking copies of all NSA records, including but not limited to electronic records,
as follows:

1.) All reports submitted to the Intelligence Oversight Board (“10B™)" pursuant to
Section 2.4 of Executive Ordar 12863 from February 25, 2008 to February 29, 2008, 2
That section prov:des in pertinent part, as follows:

lnspcitors General and General Counsel of the Intelligence Community, to
the axtent permittad by law, shall report to the IOB at least on a quarterly
basis jand from iime to time as necessary or appropriate, concerning
mtelhgcnce activities that they have reason to behevc may be unlawful or
contrary to Executive order or Presidential directive

2.) All reports submitted to the IOB or the Director of National Intelligence (“DNI”)
pursuant to Section 1.7( d) of Executive Order 12333 from February 29, 2008 to the
prescnt That section, incorporated by reference by Section 8(b)i}A) of Executlve Order
134622 pmvides that heads of departments shall “[rlepott to the lntelligence Oversnght
Board, and kLer- the Director of Central Intelligence appropriately informed, concerning
I
t
]
' On Febroary 25, 2008, EFF requested all reports submitted to the OB from January 1, 2001 through the
date of the request. On June 8, 2009, the NSA issued a partial response o that request, FOIA case number
54854A. EFF tgday appeais that response under separate covar.
* Executive Order 12863 was explicitly revoked by Executive Order 13462 on February 29, 2008.
3 The NSA iz a mt:mbu of the “Intelligence Commuanity.” See http://'www.intelligence gow’ 1-
members.shiml.|

* Executive Order 13462, Section 8(b)(i}A) provider that all heads of department shal! ensure -that the DNI
receives “copies of reports submitted 1o the OB pursuant to section {.7(d) of Executive Order 12333[.]"

454 Shotwell Street » San Francisce, CA 94110 USA ‘
voice +1 416 436 9333 Fav+1415436 3393  web wawefforg  email information@eff.org
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any intelligece activities of their organizations that they have reason to believe may be
unlawful or cpntrary to Executive order or Presidential directive.”

3.) All repons of any assessments or reviews of intelligence activiiies by the President’s
Intelligence Advisory Board (“PIAB”) to the NSA pursuant to Sec. 4(a)(ji) of Executive
Order 13462 from February 29, 2008 to the present,

4.) All recommendations concerning intelligence matters identified by the PIAB to the
NSA pursuant to-Sec. 4(b) of Executive Order 13462 from Febmary 29, 2008 to the
present.

5.) All repofts and recommendations by the JOB to the NSA pursuant to Sec. 6¢c) of
Executive Orgler 13462 concerning the performance of the NSA under Executive Order
13462 from. February 29, 2008 to the present. ~

6.) All recofds containing information and all recommendations for corrective action
submitied by the IOB to the NSA pursuant to Sec. 6(d) of Executive Order 13462 from
February 29, 2008 to the presemt.

7.) All requjs g for investigations of intelligence activities by the IOB to the NSA and
reports by the NSA to the IOB of the results of those investigations pursuant to Sec. 6(e)
of Executive i‘)rder 13462 from February 29, 2008 to the present.

8.) Al rcpm{rs made by the NSA to the 10B or PIAB pursuant to Sec. 8(c) of Executive
Ortder 13462, coocerning the seasons for not implementing a FIAB or 10B
recommendation frem Februarv 29, 2008 to the present.

Request for News Media Fee Status

EFF asks that it not be charped search or review fees for this request because EFF
qualjfies as a :represantanve of the news media pursuant to the FOlA and 32 C.F.R. §
286.28(e)7).n requesting this classification, we note that the National Security Agency,
Department 01 Justice, Depan.ment of Home]and Security, and Department of State have
recognized that EFF quallﬁes as a “news media” requester, based upon the publication
activities set forth below (seec NSA letter, DOJ letter, DHS stipulation, and Sate
Department, létter artached hereto). We further note that the 11.5. Court of Appeals for the
D.C. Circuit has stressed that “different agencies [must not] adoept inconsistent
mterpretatwm of the FOIA.” 4l-Faved v. CIAd, 254 F.3d 300, 307 (D.C. Cir. 2001),
quoting Pub. Citizen Heulth Research Group v. FDA, 704 F.2d 1280, 1287 (D.C. Cir,
1983). .

}
EFFisa non—ptoﬁt public interest organjzation that works “to protect and enhance our
core civil llbc.ruﬂ in the digital age.™> One of EFP’s primary objectives is “to educate

* Guidestar Basic Repori, Electronic Frontier Foundauon, http://www . guidestar.org/pgShow(GsReport.do?
npold=561625 (last visited fuze 12, 2009,

i
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the press, policymakers and the general public about online civil liberties.”” To
accomplish this goa), EFF routinely and sysiematically disseminates information in
several ways.

First, EFF mgintains a frequently visited web site, http://www,eff.org, which reports the
latest developments and contains in-depth mformatlon abaut g variety of civil liberties
and intellectupl property issues.

arly published an online newsletter, the EFFector, since 1990. The
‘tently has more than 77,000 subscribers. A complete archive of past
EFFectors is gvailable at hitp:/fwww. eff.org/effector/.

Furthermore, EFF publishes a blog that highlights the latest news from around the
Internet. DeeplLinks (http://www.eff.org/deeplinks/) reports and analyzes newsworthy
developments in technology. It also provides minil.inks, which direct readeys to other
news articlzs commentary on these jssues.

In addition toJreporting hi-tech developments, EFF staff members have presented
research and in-depth analysis on technology issues in no fewer than eighteen white
papers published since 2002. These papers, available at http://www._eff.org/wy/, provide
information at d commentary on such diverse issues as electronic voting, free speech,
privacy and intellectual property.

EFF has also published several books to educate the public about technology and eivil
liberties issues. Evervbodv's Guide to the Internet (MIT Press 1994), first published
electronically|as The Big Dummy s Guide to the Internet in 1993, was translated into
several languages, and is still sold by Powelil’s Books (http://www.powells.com). EFF
also produc':cli Protecting Yourself Online: The Definitive Resource on Safety, Freedom &
Privacy in Cyberspace (HarperEdge 1998), a “comprehensive guide to self-protection in
the electronic frontier,” which can be purchased via Amazon.com
(http://www.amazon.com). Finally, Cracking DES: Secrets of Encryption Research,
Wiretap Polmcs & hip Design (O'Reilly 1998) revealed technical details on encryption
security to the public. The book is available online at hitp://crypiome.org/cracking
~des.lxtm and for sale at Amazon com.

Most recently, EFF has begun broadcasting podeasts of interviews with EFF staff and
outside experfs. Line Noise is a five-minute aodio broadeast on EPF's current work,
pending legislation, and technology-related issuss. A listng of Line Noise podcasts is
avajlable at feed://www.etf org/rss/linenoisemp3 :xml and
feed./farww.eff.org/rss/linenoiseogg.xmi.

Request for o Public Interest Fee Walver

i
EFF is entitled to a waiver of duplication fees because disclosure of the requested
information is in the public interest within the meaning of 5 U.S.C. § 552(a)(4)(a)(lit) and

84
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32 C.F.R. § 286.28(d). To determine whether a request meets this standard, Departiment
of Defense cqmponents determine whether disclosure of the requested information “is in
the public intgrest because it is likely 10 contribute significantly to public understanding
of the operatipns or activities of the government,” and whether such disclosure “is not
primarily in the commercial interest of the requester,” 32 CF.R. §§ 286.28(d)(3)(i), (ii).
This request qlearly satisfies these criteria.

e of the requested information will “will significantly contribute to the

ding of the operations ot activities of the Department of Defense.” 32
C.F.R. § 286.28(d)(3)(i)(A). EFF has requested information that will shed light on the
agency’s infetpretation of laws governing intelligence activities, and how well it
conforms to those laws.

Second, the “informative value” of the records EFF has requested is likely to be
meaningful. 32 C.F.R. § 286.28(d)(3)(i}(B). EFF has requested information that will shed
light on the manner in which the agency reviews and reports intelligence matters to the
10B. This information is unlikely to be duplicative of information about the Army’s
operations andl activities already in the public domain.

Third, the requested material will contribute to the general public’s understanding of how
the agency inferprets applicable laws and monitors internal compliance. 32 CF.R. §
286.28(d)(3)(INC). (intemnal quotation marks omitted). This information will contribute
not only to EFF’s understanding of the agency’s interpretation and use of Jegal authority,
but to the undersranding of a reasonably broad audience of persons interested in the
subject. EFFJ:vill make the information it obtains under the FOIA available to the public
and the meclid through its web site and newsletter, which highlight developments
concerning priivacy and civil liberties issues, and/or other channels discussed more fully
above.

Fourth, the disclosure will contribute significantly to the public’s knowledge and
understanding, of how the agency seeks compliance with Jaws governing intelligence
activitiea, 32 C VR, § 286.28(d3(3)(i)(D). Disclosure of the requested information will
help infotm the public about the agency’s actions, as well as contribute to the public
debate about how intelligence activities should be conducted.

Furthermore, a fee waiver is appropriate here because EFF bas no commercial interest in
the disclosure of the tequested records. 32 C.F.R. § 286.28(d)}(3Xi). EFF is a 501{e)(3)
nonprofit organization, and will derive no commercial benefit fcom the information at
issue here, f

a5



06/19/2065 11:01 4369993 EFF ' PAGE 88

June 19, 200
Page 5of §

Thank you for your consideration of this request. [f you have any questions ot concerns,
please do notlhesitate to contact me at (415) 436-9333 x. 136. As the FOIA provides, |
will anticipate a determination on this request from your office within 20 working days.

Sincerely,

Nathm%

Open Government Legal Fellow

Enclosures
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NATIONAL SECURITY AGENCGY
CENTRAL GEQ?URITY SERVICE
FORT UEORGE 6. MEAUE, MARYLAND 207058000
POIA Cage: 52276
6 February 2007

Ms. Marcia Hofinann . '
Electronic Frontier Foundation
1875 Conhnetticut Avenue, NW
Suite 650
Washington,

DC 20009
Dear Ms. Hofmann:

This ig an initial response to your Freedom of Information Act (FOIA)
request subtnitted via facsimile on 23 January 2007, which was received by
_this effice on 24 January 2007, for all agency records (ineluding, but not
- limited ta, electronic records) related to the NSA's review of and input on the
conﬁgurattoﬂ of the Micrasoft Windows Vista operating system (“Vista”). Your
request has been assugned Case Number 52276.

As we began to process your requcst, we realized tha.t the first page of the
actual request was migsing from your 18-page facsimile package. On
1 Pebruary 2007, a member of my staff contacted you to advise you of this fact.
As a result, you submxtted another facsimile of your cmgmal five-page request,
which we received and have begun to process. ‘There is certain information
relating to this prmcessing about which the FOIA and applicable Department of
Defense (DoD) a.nd NSA/CSS regulations require we inform you.

For purposes of this request and based on the information, you provided
in your letter, you are considered a representative of the media. Unless you
qualify for a fcc waiver or reduction, you mrust pay for duplication in excess of
the first 100 pages.’ Your request for s fee waiver has been granted. In
addition, please be advised your réquest for expedited treatment has been
accepted. We are currently in the process of searching for responsive

documents abd will notify you of the status of your request as soon as that
search has b&lenn completed. :

Correspandencc relaged to yaur request shauld inchude the case number
assigned to your réquest, which is included in the first paragraph of this letter,
Your lettar si'iomd be addreq'sed 1-0 Nationel Security Agency, FOIA Ofl~ ice

|
)

a7
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FOIA Case: 52276

(DC34}, 9800 Bavage Road STE 6248, Ft. George G. Mesade, MD 20755-6248 .
or may be sent by facsimile to 443-479-3612. If sent by fax, it should he
marked for the attention of the FOIA office. The tclcphonc number of the FOIA
office is 301-688-6527. :

' ~-Sincerelv,
PAMELA N. PHILLIPS |

Chi=f
FOIA/PA Office
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July 22, 2008

Marcia Hoifman

Staffl Attofney

Electronid Frontier Foundation
454 Shotwell Street )

San Francisco, California 94110

Bubject: f}gedom of Information / Privacy Act Request {08-01G-]164]

Dear Ms. Hoffman:

Freedom of Information Act (FOIA) request seeking records
u,lat:ng tq the Pederal Burcau of Investigation's use of National Security
Letters wes received in this office on July 21, 2008. We have assigned
your thu;at control number 08-01G-164, Pleasc cite this number in
any future inquiry relating to your recuest. _

You|requested that we expedite your request pursuant to 28 C.F.R.
§ 16.5(d)(1}(i), which provides that a request will be given expedited
treatment|if 1t is "made by a person primarily engaged in disseminating
informaticn” and the responding component determines that there is
“[ajn urgehcy to mform the public about an actual or alleged federal -

A govm-nmsnt activity.” The regulations further provide that in order to

satiafy tlns proviaion a requestoer must “establish & particular urgency
beyond the public’s right to know about government activity generally.”
1d. § 16.5(d)(3).

i pport for your expedition request you state that “there is an
urgency to inform the public about the information jyou) seek.” However,
you have 1ot explained the nature of this urgency beyond the public’s
genersl nght to know. Accordingly, we are denying your request for
expcdat.onl '

|
Yau heve also requested a fee waiver on the bhasis of §16.11(b)(6)
{representative of the news media). and §1€.11{k) (public interest). We
ave granting your request for news medis status and accordingly, you
will not incur search fees in connection with your request. We will make

v P




. - aton regarding your request under §16.11 (k) once we have
completedl our search for responsive documents and are in a better

position tp determine whether disclosure of the requested information is

likely to dantribute significantly to public understanding of the '

or activities of the government. We will inform you regarding

on this aspect of your fee waiver prior to incurring any

at cotld be attributed to you.

If you are dissatisfied with my action regarding your request for
expedited processing, you may appeal by writing to the Director, Office of
Information and Privacy, U.S. Department of Justice, 1425 New York
Avenue, Suite | 1090, Washington, D,C. 20530, within 60 days of the
date of thias levter. Both the letter and the envelope should be clearly
marked "Froesdom of Infortantion Act Appesl.” In the event you are
dissatisficd with the results of any such appeal, judicial review will
‘clu:l'ea.i‘tc;J be available to you in the United States District Court for the
judicial district in which you reside or have your principal place of
business, jor in the District of Columbia,

Sincerely,
./ -

cborah M. Waller
FOI/PA Specialist

!
|
i
I
1
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA
ELECTRONIC FRONTIER )
FOUNDATION )
)
Plaintiff, )
)
v. ) Civil Action Na. 06-1988 (ESH)
)
DEPARTMENT OF HOMELAND )
SECURITY, J
)
Defendant. )]
)
STIPULATED|DISMISSAL OF PLAINTIFF’S SECOND CAUSE OF ACTION
Plaintiff E,lcctlL)nic Frontier Foundation (EFF) and Defendant Department of Homeland

Security (DHS), by counsel, hereby stipulate and agree as follows:

1. Defendpnt DHS has granted news medié staﬂxé to Plaintiff BFF based on the
representations contained in EFF’s FOIA requests, whiéh demonstrate that EFF i3 an “entity that
is organjzed and operalted to-publish or broadoast news to the public.” 6 C.F.R. § 5.1 1(b){6).
Defendant DHS will cpntinue to regard Plaintiff EFF as a “representative of the news media”

. absent a change in circumstances that in&iwes that EFF is no longer an “entity that is otganized
and operated to publisl;l oc broadcast news tﬁ the public.” § C.F.R. § S.1L(b)(6).

2. A.ccord'{ngly, the parties herewith agfee to the dismissal of Plaintiff EFF's Second

Cause of Action, related to EFF's status as 2 “representative-of the news media.”
|

3. The pax]ies further agree that each wil} pay its own fees and costs for work on the

dismissed claim.

SO STIPULATED AND AGREED this 27* day of February, 2007.
'r

11



L. S
DAVID L. SOBBL
D.C. Bar 360418

MARCIA HOEMANN
D.C. Bar 484136

ELECTRONIC FRONTIER FOUNDATION
1875 Conpecticut Avenue, N.W,

Suite 650
Washington, D.C} 20009
(202) 797-9009

Counsel for P[airﬁtgﬂf

—arnsLaR ALY 0 B4

“2-
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FPETER D. KEISLER
Assistant Attomney General

JIEFFREY A. TAYLOR
United States Attomey

" BLIZABETH J. SHAPIRO

D.C. Bar 418925

Assistant Branch Director

U.S. Department of Justice

Civi} Division, Pederal Programs Branch

25/ John R_Coleman
IOHN R. COLEMAW
Trial Attomey
.S, Department of Justice
Civil Division, Federal Programs Brench
20 Massachusetts Avenne, NW, Room 6118
Washington, D, 20530
(202} 514-4503

Coungel for Defendant

1z
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Uuited States Department of State

Washington, D.C, 20526

May 1, 2007
Case Number: 200701765

Ms. Marcia Hofmann

Electronic Rrontier Foundation

1875 Connecticut Avenue, N.W _, Suite 650
Washington| DC 20009

Dear Ms. Hofmann:

This is in response to your Freedom of Information Act (FOTA)
request, dated March 19, 2007 for copies of documents concerning
copyright matters between the U.S. and Canada.’

We will begin the proccssiﬁ._g of your request based upon the
information provided in your commnunication. We will notify you
as soon as responsive material has been retrieved and reviewed.

We wish to advise you that the cut-off date for retrieving records is
either the date you have given the Department by specifying a
particular tin‘i'ne frame or the date the search is initiated.

Kees: The Fr;eedom of Information Act requires agencies 1o assess
fees to recovar the divect costs of pracessing requests, unless a fee
waijver has been granted.

By making a,rOIA request, you have agreed to pay all applicable
fees up to $25.00 unless a fee waiver has been granted. You may
MMWM Services Banes: 200- 261 s484

Washington, D{- 205228100 FAX: 1- 202-261- 8572 |
Web sit2: Lo siate gon ematl: FOIAStat is@state, gou
. | . .
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specify a wil lingncés to-pay a greater or lesser amount, If the
estimated feas exceed this limit, you will be naotified.

Based upon the information that you have provided, we have placed
you in the “news media” requester category. This category requires
us to assess:

¢ duplication costs after first 100 pages'.(s-ee 22 CFR 171,
enclosed)

Therefore, without ah agreement to pay fees please be advised that
your request Will be processed without cost up to the required
duplication of the first 100 pages.

Please let us Ilcnow if you are willing to pay the'fceé that will incurtred
. in the processing of your request. You may set a limit of the
maximuin :m}ount that you wish to pay.

Based upon tfie wnformation. provided in your letter, your request for

a fee waiver haa been denied. If you wish to appeal this deeision,

you may write to the Chief, Requester Liaison Division, at the

address given on the bottom of this page. Your appeal should

address the points listed in the enclosed sheet entitled “Requests for
Fee Waivers.” Wour appeal must be sent to us within 30 days from

" the date that you receive this [etter.

|

'While we will make every effort to meet the time Limits cited in the
Freedom of Information Act (5 USC § & 552), unusual circumstances

W%’%W'%W Services .. PBHTY 202-961- 8484
Washington, DG 20522-8100 FAX: 1- 202- 26)- 8579

Wed s:te Joursicte gou enuile FOIASiatus@state.gov
I
I
1
)

PAGE
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may arise fttr extending the time limit (see enclosure). We appreciate
your patience in this matter.

If you have|any questions, please do not hesitate to contact us. We
can provide faster service if you include the case number of your
request in ypur commmunications with us.

We are pleased to be of service to you.

. Sincerely,

Katrina M. Wood
Requester Copymunications Branch

Enclosure: },ks- stated.

BEoneh DRmE e Erpgraspnd Services AT 202. 261 8484
Washington, DC 20522-81409 FAX: 1-202- 261- 8579
Web site foul.state,you

email FOIAStotus@stale.gor

I
|
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‘ I

NATIONAL SECURITY AGENCY
FORT GEORGE G. MEADE. MARYLAND 207556000

K16, 1

MEMORANDUM FOR STAFF DIRECTOR, SENATE SELECT
COMMITTEE ON INTELLIGENCE

SUBJECT: (UMFPOHOY Congressional Notification — News Media to Raise
Serious Allegations Concerning NSA Operations -
INFORMATION MEMORANDUM ‘

—5>This is to inform you of an upcoming televised interview of
James Bamford by ABC News Chief Investigative Carrespondent Brian Ross,
which is expected to scon air allegations that, after 9/11, the National
Security Agency (NSA) engaged in improper intelligence activities.

j;?(b)(S)-P. L.86-3

“{o)(1)
(b)3)-P.L. 862

Kinne

A

NSA employee during the timeframe of her all

454585 In 2007, NSA’s Inspector General (IG) concluded an inquiry
into SGT Kinne’s allegations that NSA personnel had engaged in improper
intelligence activities. The inquiry was unahle to substantiate her
allegations. The attached NSA IG Memorandum to the Assistant to the
Secretary of Defense (Intelligence Oversight) dated 14 December 2007
(Encl. 2) summarizes the findings of the NSA IG inquiry, The IG for the U.S.
Army Intelligence & Security Command (INSCOM) has completed its own
investigation of several of the same allegations by SGT Kinne. The INSCOM
investigation also concludes that there is insufficient evidence to support
SGT Kinne’s allegations of improper intelligence activities.

szln = -
. (b)(3)-P.L. 862
. .

Dated: 20070108

elease by NSA on 04-14-2010,

-~ Approved for Supplemental -SECRET/COMINT/NOFORN—
QIA Case # 58957

Declussify On: 20320108
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(OB OYr ABC News requested an NSA official appear on camera to
comizent on the allegations made by Mr. Bamford. We have declined an on
camera interview and responded with a very brief statement, “The civilian
and military members of the National Security Agency/Central Security
Service take an oath to support and uphold the Constitution of the United
States. We have been entrusted to protect and defend the nation with
integrity, accountability, and respect for the law. As Americans, we take this
obligation seriously. Our employees work tirelessly for the good of the
nation, and serve this country proudly.”

€4

(UA28H6Y Should you have any questions, please contact

__________ ":'(b)(a)_PL 86_3

JONATHAN E. MILLER
Associate Director
Legislative Affairs Office
2 encls. afs
Copy Furnished:

Minority Staff Director, Senate
Select Committee on Intelligence



—SECRET/COMINT/NOFORNA20326108—
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GEORGE G. MEADE, MARYLAND 207556000

14 December 2007

pnocip: 3680055

MEMORANDUM FOR ASSISTANT TO THE SECRETARY OF DEFENSE

(INTELLIGENCE OVERSIGHT)
SUBJECT: ttyInquiry from Senator Leahy Concerning. Possible USSID SP0O1§ ~ ®X@-PL e
Violations A

REFERENCE: (U) ATSD(I0) Memorandum subject: Same, received on 5
December 2007, Classified SECRET/SI//NOFORN

—SHSHAPer your request in Reference above, we reviewed the
allegations of improper intelligence activities and possible USSID SP0018
violations made by SGT Adnenne_LKznnr_llS_Annx.Reme.dmlnmdem__";

E(b)3)-P.L. 862

Gordon, GA, on 3 October 2001.
ﬁze were
unable to substantiate her claims of improper intelligence activities. |
s#sp ' o)1
(b)(3)-P.L. 86-36
TssH ' o
(b){3)-18 USC 798
(b)(3)-50 USC 403

(b)(3) PL.86-36

piorove(tj) foli] g;\pplem,ental , Derived From: NSA/CSSM 1-52
elease by on o | | Dated: 20070108
'91547"2010‘ FOIA Case # - * Declassify On: 20320108
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Assigned personnel were surveyed to determine their level of knowledge of

intelligence oversight regulations and associated responsibilities. Personnel wuhm

the operational areas were well versed in the authorities.

(UAFOUBO)-Our review revealed no unauthorized or inappropriate
intelligence activitiesl ffrom

" October 2001 to 2004, and we see no reason to continue the inquiry. We provide

you with this notification for your review and further action, as you deem

GEORGE ELLARD

Inspector General

cc:

The Inspector General, Department of Defense

The Inspector General, Department of the Army

The Inspector General, U.S. Army Intelligence and Security Command

e e

T (o)(3)-P.L. 86-
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—TOP-SECRET/COMINT/NOFORN—
NATIONAL. SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GEORGE G. MEADE, MARYLAND 20733-6000

24 December 2008

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U#FOUO) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(UPOYO) Except as previously reported to you or the President, or otherwise stated in
the enclosure, we have no reason to believe that any intelligence activities of the National Security
Agency during the quarter ending 30 September 2008 were unlawful or contrary to Executive

Order or Presidential Directive and thus should have been reported pursuant to Section 1.7. (d) of
Executive Order 12333.

(U#FOYO) The Inspector General and the General Counsel continue to exercise oversight
of Agency activities by inspections, surveys, training, review of directives and guidelines, and
advice and counsel. These activities and other data requested by the Board or members of the staff
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.

oo Ord

eyl

VITO T. POTENZA K
General Counsel

(U#FOYO) | concur in the report of the Inspector General and the General Counsel and
hereby make it our combined report.

Lol

Licutenant General, U. S. Army
Director, NSA/Chief, CSS

Encl: ' pproved for Supplemental
Quarterly Report elease by NSA on
4-14-2010, FOIA Case #
This document may be declassified and marked 8957
“UNCLASSIFIED#Porofficiat-tsc-Onlys—
upon remaval of enclosure(s)

Derived From: NSA/CSSM 1-52
Dated: 20070108
- Declassify On: 20320108
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“TOP-SECRET//COMINT/NOFORN—

1. (UffFOUOY Intelligence, counterintelligence, and intelligence-related activities
that violate law, regulation, or policy substantiated during the quarter, as well as
actions taken as a result of the violations.

(U) intelligence Activities
"""" B ﬁ.,f?i'ij',;;'("b)(3)-PAL. 86-3
T
T e X3P L 5636
s f‘”
)(3)-18 USC 798
X3)-50 USC 403
)@)-P.L. 86-36
FSHSHAE)
—FEHEVANEY
—rsrsd
tEssH o)
#$)(3)-18 USC 798
($)(3)-50 USC 403
) (3)-P.L. 86-36

Derived From: NSA/CSSM 1-52
Dated: 20070108
o o Declassify On: 20320108
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- { (3;-15 USC 798
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@)P.L. 8636
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1'0)(1)
' ; b)(3)-50 USC 403
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[ AEN
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)(3)-50 USC 403
b)(3)-P.L. 86-36




DOCID: 3680056
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(b)(3)-50 USC 403

(§)(3)-P.L. 86-36

" {o)3)-P.L. 86-3

o)

B)(3)-50 USC 403
[b)3)-P.L. 86-36

]

e HBY()

(b)(3)-P.L. 86-2

(S4sH

b)(1)

b}3)-18 USC 798
b)(3)-50 USC 403
b)(3)-P.L. 86-36

SFSHSHRE]

o)

3)}P.L. 86-36

| - 0)(3)}P.L 862

{SUSUMNE)

XbN3)-P L 863

;jﬁ;jt::::;::l;;}:. — l
3)(3)-P.L. 86-




DOCID: 3680056

SO T o ORRE

I G I oL 883

6)(1)
(6)(3)-50 USC 403
€ S’I (b)(3)-P.L. 86-36

sos — ' - (o)1)

b}{3)-18 USC 798
b)(3)-50 USC 403
ko)(3)-P.L. 86-36

(UFeue) A

(U - e Y (3) P L. 86-3
)

4)(3)-18 USC 798
(#)(3)-50 USC 403
®(3)-P.L. 8636

5 1)
ESHSHANE] }(3)-50 USC 403
)(3)-P.L. 86-36
(b)(1)
~CESHIPANE] {b)(3)-18 USC 798
(b)(8)-50 USC 403

(B)E)-P L. 86-36

: ) - .



DOCID: 3680056

(UHFeHe) .Gg)l

—FsH#SH

(b)(3)'P.L, 86.3

)

(b)(3)-P L. 862

s SYReS

(o)1)

(b)(3)-50 USC 403
(P)(3)-P,L’ 86.36

)(3).50 USC 403

b)(3)-P.L. 8636

(by(d)

(bY3)-18 USC 798
(B)(3)-50 USC 403
‘-(b?;@)-P,L_ 86.36

g)(;i )
)(3)-50 USC 403

$)63)-P.L. 86-36




DOCID: 3680056
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(U) Counterintelligence Activities
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(U) Nothing to report.
) 'ﬂt’l"g’nco_m' ated

(b)(7)
b)(3)-18 USC 798
b)(3)-P.L. 86-36
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b))
ﬂ (b)(3)-50 USC 403

(b)(3)-P.L. 86-36

"(‘FS#SI{ L dY(1)
(b)(3)-18 USC 798

(b)(3)-50 USC 403
(b)(3)-P.L. 86-36

I T T (0)(3)-P.L. 86-3

- o))

(b)(3)-50 USC 403
~ (b)(3)-P.L. 86-36

[ - {b)ANPL. 863

2. (U/FOUO)-NSA/CSS OIG Intelligence Oversight inspections, Investigations,
and Special Studies. :

(U#EQUOY During this quarter, the OIG reviewed various intelligence activities of the
NSA/CSS to determine whether they had been conducted in accordance with applicable statutes,
Executive Orders, AG procedures, and Department of Defense and internal directives. With few

exceptions, the problems uncovered were routine and showed that operating elements understand
the restrictions on NSA/CSS activities. '

(b)(3)-P.L. 863

(Uh The joint inspection found that VO roles
and responsibilities were not clearly defined and /O processes and procedures were not
developed and documented. Two percent of the workforce had not completed initial I/O training

as required by NSA/CSS Policy 1-23. The NSA/CSS OIG will track corrective action through
completion.
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TOP SECRET/COMNTANOFORN—
(A ' o {b)(1)
. HOORSE 86-2
b)3)-P.L. 863
b({)
(bzés)-w USC 403
b)(3)-P.L. 86-36

(U) Congressional, 108, and DNI Notifications

~SHSHAIE)-On 6 October 200
(SSCD of an impending televi

............ {b)(3)-P.L. 86-3

—The subject of the interview ion that NSA had
engaged in improper intelligence activities. The allegati based in part on

aliegations made last year by retired SGT Adrienne J. Kinne, a U.S. Army Reservist, who had
been assigned to the Army Intelligence and Security Command at Fort Gordon, Georgia.
Representatives from the NSA/CSS OIG, OGC, and Office of Legislative Affairs have since met
with SSCI and HPSCI staffs to discuss the recent allegations of NSA misconduct by Ms. Kinne
and former Navy Cryptologic Technican (Interpretive) Second Class Petty Officer David

M. Faulk. NSA is investigating the claims of Mr. Faulk. The Department of the Army is

investigating Ms. Kinne's claims.
e
swsyae e e

3. (U) Substantive Changes to the NSA/CSS Intelligence Oversight Program.

(U) Nothing to report.
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4. (U) Changes to NSA/CSS published directives or policies concerning

intelligence, counterintelligence, or intelligence-related activities and the reason
for the changes.

(U) Nothing to report.
5. (U) Procedures governing the activities of Department of Defense (DoD)

intelligence components that affect U.S. persons (DoD Directive 5240.1-R,
Procedure 15) Inquiries or Matters Related to Intelligence Oversight Ptogmms.

(U) Nothing to report.
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