
ALL INFORMATION .COHTAIHED' 
HEREIN. IS TJHCLAäSii'IEP '. 
DATE .05-06-20,10 B.Y 6S17?/DMH/3db 

. Name of Department or Agency:.. FBI. 

DATE OF INCIDENT: 

IOB SUMMARY SHEET \ 

. C Y Quarterly Report: 

. DATE OF REPORT TO IOB: 
• b2 . 
,-.b7E 

DATE OF REPORT TO DEPARTMENT/AGENCY: 09/21/2007 . 

/; DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
: _ _ _ _ ' FISA (50 U.S.C. 1801) 

Other (U.S.C, citation: ' -

EXECUTIVE ORDER 12333: 
••• - Section 2.3 collection & dissemination of USP info 

-•'.. ••' -.. Section 2.4 preamble: least intrusive collection 
• : ' Section 2.4(a) CIA electronic surveillance yv/in US 

Section 2.4(b) unconsented physical search w/in US, 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement . . 
Section 2.7 contracting •"';.. 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation ' 
Section 2.1J prohibition on assassination 
Section 2.12 indirect participation • • 'V 
AG Approved EO 12333 Guidelines ' X 

'.. b2 . 
' b7E' 

.OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958; as amended) 
Other (EO citation: • ' , ' ). 

¡ PRESIDENTIAL DIRECTIVE (SPECIFY) .-.. 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: . 

•DATE OF FINAL DISPOSITION: ; 



DECLASSIFIED BY 65179/DHH/sdb 
OH 05-00-2010 

'INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB MATTER 2007-3321. (U) 

' In a National Security Letter (NSL) dated June 27, 
2007, the. ¡TBI . issued an ECPA NSL request for subscriber -•• 
information for a few email addresses.. An email address which 
had not yet been deemed relevant, to the investigation was 
. included in. the NSL- Thè Internet-'Service- Provider (ISP) 
..returned' subscriber-, information for this address. ' Upon discovery ' 
' of. the mistake, the information .was removed ..from' the . 
investigative case file and sequestered.- .' 

..:'• (iU) . Under, the. Electronic Communications Privacy'Act (ECPA), 
' the FBI may .seek telephone and "email communication records from 
telephone, companies and internet' service providers when those • 
records "are relevant :to- an ..authorized investigation .to protect-
against'• international terrorism or clandestine . intelligence 
.activities.". 18 U.S. C. § 2709. • In this instance > the request 
was not in. compliance with ECPA because the records about.the 
unaffiliated, email account were not determined to be relevant.to 
.the -investigation. 

. • ' ' (U) The- Field Office has' been instructed to either return or 
. destroy the over-collection, depending, on the. wishes, of the-



ALL IHFOPHA.TION COIfTAIHED ' 
HEREIN IS 'J3ICLASS 1FIED 
DATE 05-06-2010 BY 65179/DHH/3db >v\ , •„ 

^ " ' I V ' V' I O B S U M M A R Y S H E E T 

Name of. Department or Agency: FBI •••;:•••'••'• / • •'"• • : . ' CY Quarterly Report: • ,'r 

, DA TE OF INCIDENT: June 27, 2007 v ; ; - , \ ' DATE OF REPORT TO IOB: 

V DATE OF REPORT TO DEPARTMENT/AGENCY: September 10, 2007 ; ; : . 

DATE REPORTSUBMITTED TO OTHER ENTITY^(i:e:, DoJ/Congress, Civil LibertiesvOffice): 

POSSIBLE VIOLATION OF: ' 

• STATUTE (United States Code Citation) 
_ FISA(50U.S.C. 1801) -.:/ 

. . : ' X Other (U.S.C. citation: IB U. S .C. § 27 09)' • 

, . EXECUTIVE ORDER 13333: ' -
•-•*• - • Section 2.3 collection & dissemination of USP info 
• ••• • • Section 2.4 preamble: least intrusive collection • - " ' 

• - • " .•• • Section 2.4(a) CIA electronic surveillance w/in.US - ' • 
. ( • Section 2.4(b) unconsented physical search w/in US 

••'. - . Section 2 .4(c) physical surveillance of USP w/in US • 
.: Section 2.4(d) physical surveillance of USP abroad .. 

|i __•"."• Section 2.5 AG approval w/in US or against-USP abroad : . 
|l - . • Section 2.6 assistance to law-enforcement • 

. ,1 .Section 2.7 contracting . ' ^ 
|r Section 2.9 undisclosed participation . 

; Section 2.10 human expenmentation . • 
It i Section 2.11 prohibition on assassination. 
I i Section 2.12 indirect participation • • v.•.•. 

AG Approved EO 12333 Guidelines: . . . , • - : 

X OTpER EXECUTIVE ORDER (SPECIFY) 
:: } Creation of unauthorized SAP (EO 12958; as amended) : ; ' 

I Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
• '' • • ••. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
• . Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: , 
Erroneously requested mformation will be destroyed or returned, based on the wishes of the ISP. 

•DATE OF FINAL DISPOSITION: 

Cardozo-IOB-137 



ALL INFORMATION CONTAINED 
HEPEIH IS UNCLASSIFIED ' 
DATE 05-06-2010 BY 65i79/DMH/sc£b 

•••' INTELLIGENCE OVERSIGHT BOARD' (IOB) MATTER 
I IFIELD OFFICE- ' 

- . IOB .MATTER 2007-2114. - . -' 

b2 
. - b7E 

;The Federal 3ureau of Investigation -. ( "FBI") ...has ';.'. 
' determined' .that in conducting a counterintelligence i'nve'sti-gation 
of a United States person, .the F3I| I Field Office | 
issued a National Security. Letter (NSL) to a carrier which, was 

•'riot' reported to the United States Congress, pursuant, to 18* U.S.C:.' 
. § 2709 (e) . ' ; • ' . ; . . ' 

In this ' instance, a. telecommunications carrier provided 
"records consistent with a toll "billing- records NSL.' ..However,/ 
I 1 failed . to. properly document the issuance . of ' the -NSL'. •" As a. 
results the' FBI failed to,, .inform' the. United,- States-'-Congress as-:. -,-'; 
required by 18 .U . S . C. §".2709 (e)--.of the. issuance of this one NSL. 

' b2 • 
b7E 

b2 -. 
- b7E 

..t • h-. : 

II ••- • li II 

Cardozo-IOB-138 



ALL INFORMATION CONTAINED '•''';' '., 'r̂;. •'•;'.:. 7. 
HEREIN IS UNCLASSIFIED. \ . \ ' .". ' "/'..•: 'N".- '• : r . 
DATE 05-06-2010 -BY 6S179/DMH/5dfr [OB S U M M A R Y SHF.ET-

. : 2 0 0 7 - 2 1 1 4 • 

Name of Department or Agency: FBI ' . CY Quarterly Report: . .' r. V .. , 

• DATE OF INCIDENT: '•'''04/22/2004-. . • : DATE OF REPORT TO IOB: 3/31/2008 

DATE OF REPORT TO DEPARTMENT/AGENCY: 07/10/2007 . -,'•' - ^ 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e:, DoJ, Congress, Ciyil Liberties Office): 

.-• possible v i o l a t i o n of: '.'.;•• J -V'-; • ; ; - . .•'.'.•' 

STATUTE (United States Code Citation) . '*. '. ;.•, ." • . . . . ^V":^ ' : "•'. 
' - FISA (50 U.S.C. 1801) ': ' ;- ; . - ; r ;• •: ' • - V • :•'•/'.. , 

- • X :Other (U.S.C; citation: 18.USC 3 2709(eV • ; , : ' -^".''.-'•l'.. 

. EXECUTIVE ORDER 12333: .'.'••" •'"' / J I - , •";.../ 
.__ .'•'. Section'2.3 collection & dissemination of-USP.info . '.•'".•'• 

• '. Section 2.4 preambie: least intrusive-collection •' .. .. • '-;••'-. : . '. 
. . •• • • ' : Section 2.4(a) CLA electronic surveillance w/iri US . ' 

•• Section 2.4(b) unconsented physical search w/in US ... 

. Section 2.4(d) physical surveillance of USP abroad 
: Section 2.5 ÀG approval w/in US or against.ÜSP abroad 

Section 2.6 assistance to law enforcement . :%•. 
'Section-2.7'contracting 

Section 2.9 undisclosed participation- :•: . ' 
: Section 2.10 human expërimèntation-. ••.. ' . / • • . ' 
Section 2.11 prohibition on assassination . ... 
S ection 2.12 indirect participation ; 

_ _ . .. AG Approved EO 12333 Guidelines (Guidelines name and section: •• •): , 

OTHER EXECUTIVE ORDER (SPECIFY) . 
. . Creation of unauthorized SAP (EO 12958. as amended') , . • 

Other (EO citation: _ 1 _ _ _ _ L _ ) . "'':•- ••''.•''.T'-'-' ••'• •. • ..-

PRESIDENTIAL DIRECTIVE (SPECIFY) • • • '•" ' . 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION-
Other (Presidential Directive citation: V : . ' . \ 

' DEPARTMENT/AGENCY ACTION:.;-•;',- ,"."' • -V;.'.-' - ./ ./Y'",.'•• V - ï Î 
*DATE OF FINAI, DISPOSITION: '''.'':. 

Cardozo-IOB-139 



DECLASSIFIED BY • 65.17'9/DHHy'siib 
OH 05-06^2010 

INTELLIGENCE OVERSIGHT.BOARD (IOB) MATTER 
IOB MATTER 2008-507 (U) 

On or about February 13, 2008,.the Federal Bureau 
of Investigation (FBI) issued a National Security Letter (NSL) . 
requesting subscriber information for a'telephone number 
associated with O.S. person, / who was the .subject- o'f. an: authorized 
investigation. , In the. NSL, . the'.FBI limited the scope ..of its 
request by providing the subscriber's name,.aliases, date of 
birth.and social security number. . Upon review of the N3L 
results> the FBI discovered 'that the carrier provided information • 
on -the "account ' after ', it was- reassigned to another user, resulting 
' in .the unintentional acquisitiorr of ; information • for "another • • ' . ' 
'subscriber,, who Was. not related to the investigation..- The FBI'.' ' 
compounded the error by uploading the NSL results into an FBI 
database-. 'V •: . ";..'•• ••.'•••''••'.''.'. .'•''.'. .•• ' 

.: ". '. . (U) 'By agreement with the Counsel to thé- IOB, the. ; 
over-production of information' from a carrier 'acting- pursuant' to 
an NSL must- be' reported to 0GÇ as a,,pot.ential IOB' matter when, the '. 
•FBI compounded' the error' by uplo.ading. the excess information or 
undertaking other investigative activity, on. the basis of that 
information. - In -this case, ..the carrier -mistakenly, provided 
telephone account information on- the wrong subscriber and the.-FBI '. '•' 
inadvertently compounded-.the-error . by, uploading the over-, ;.. . * .. 
produced results into an FBI database:. Therefore, this' matter' is-
reportable tO:the'I0B\ . ; '.. ~ '' •:•.. * / • 

'•-•'.. •'• (U)' Upon discovery, the FBI coordinated, efforts to 
purge .' the FBI -database of all over-collected' data, and provided -.-' 
the NSL' results to the- Chief Division'.Counsel foi sequestration. 
The FBI's Office of General Counsel "(O.GC)' advisëd 

' b5 



ALL INFORMATION' CONTAINED '.'.'-.V.' 
HE RE IN' IS UNCLASSIFIED ' ' .• ' . 
DATE 05-06-2010 BY. 65i-79̂ JIH/sdb '.' . //"..••'',> .'.-'•'•,' 

I O B S U M M A R Y S H E E T . / V " ' , ,, ' 

Name of Department or Agency: FBI ' • ' CY Quarterly Report: 2nd Quarter " .. 

,'. DATE OF INCIDENT: March 2008 ' . ; ' / . . . DATE OF REPORT TO IOB: July 31, 2008 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/10/2008 ; 

" DATE REPORT SUBMITTED TO OTHER ENTITY (i.e.,.DoJ,.Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: ; • 

STAÎUTE (United States Code Citation) ' - V : 
. ' , ; FISA (50 U.S.C. 1801) " 

•'< ' • ' / x • ' Qtherilj.s:c. citation: 18 USC $ 2709)- . : 

..' EXECUTIVE ORDER 12333:. '/-... 
•'•'•-' • V "•' '-' Section 2.3 coliection & disseminatioii'of LISP info 

.'. .. Section 2;4 preamble: léast intrusive collection ' 
. ' / Section 2.4(a) CIA electronic surveillance w/in,US • - ' . • 

,•••;•• _____ Section 2.4(b) unconsented physical search w/in US. 
• . : Section 2.4(c) physical surveillance of USP W/inUS : - , . . . 

' : • : - Section 2.4(d) phy sical surveillance of USP abroad 
••,•-•'' f - • V' ••'• Section 2;5 AG approval w/in US or against ÙSP abroad . 

; " • ' / Section 2.6 assistance to law enforcement. '.; 
_'--Section 2.7 contracting •••'•,- •'.'.'• 

Section-2.9 undisclosed participation; . . : 
_ ' Section 2.10 human experimentation ^ ^ . 

Section 2.11 prohibition on assassination ••= 
Section 2:12 indirect participation-

;'.. AG Approved EO 12333 Guidélûies (Guidelines name and section: • '• • ) • 

'. OTHER EXECUTIVE.QRDER (SPECIFY) : 
••.."• • Creation of unauthorized SAP (EO 12958, as amended) 

Other (EÖ citation: V ' 

: ' . •• PRESIDENTIAL DIRECTIVE (SPECIFY) "v ' - • ' • 
' • '• ...COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION '" 

•;.. •. '-Other (Presidential Directive citation: •' ) . 

DEPARTMENT/AGENCY ACTION: The FBI.Office of the GeneralCounsel-advisedf 'b5' 

..- »DATE OF FINAL DISPOSITION: May 2008 

Cardozo-IOB-141 



DECLASSIFIED' BY 6S17:9/DHH/sdb 
ON 05-06-2010 - ! ' 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER. 
IOB MATTER 2008-557 (U) 

] the FBI initiate d a 
person'. Subsequently^ an Electronic 

'.Communications Privacy Act(ECPA) National Security.Letter '(NSL)/.' 
/was properly .'issued for telephone toll billing records. •• In."-; 
.-.response, the telecommunications company provided records- -/".-• 
/ exceedirig the date scope, . which were uploaded;into the FBI' s; data -. 
. : systems, along with'th'e properly requested, information, . .;. /' -., 
: /..'- •.;-.•;.-;•./ (U) • • By. agreement - with the. -Counsel, . to the'. IOB,. third / .'.'•'/ .. . 
• party errors in - the . over production of information pursuant -to an 

• NSL must be' reported: to' OGC as a .'potential; IOB,. but-they -.are not .'..'.'.: 
•reportable to the IOB-.unless., • as. here,.-..the' FBI- compounded the •."•'./ 

' error, bjy uploading the overproduction .into an FBI: database or •' /--,.•• 
otherwise using the overproduction for -investigative .purposes. 

|[" •: (U) The' field, office, has. purged the overcollected', /••.'.' : 
''information f rort̂  .the • FBI '. S. data: Si"'-*' g»™g - a n H — f a n i i a i r l - a r a r i - j- 'hn 

,-i n f n r t m ^ i t - i n n " - w i t h i f-fi - T p n a l u n i t ' 

. b2 
:b7E, 

• b5 
b7E ' 



ALL . INFORMAITÖN C ONTAINED 
HÉFïiîI: IS UNCLASSIFIED 
' DaItE 05-06-2010 BY 6'5179/DKHy'srjb 

IOB SUMMARY SHEET' ; 

Name of Department or Agency:, FBI CY Quarterly Report: 2nd Quarter 

DATE OF INCIDENT: May 2005 ; DATE OF REPORT TO IOB:. July 31, 2008. 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/16/2008 

DATE REPORT SUBMITTED TO OTHER ENTITX(i..el, Do'J, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: ' v • ' ; , '• '• ' . ' 

; - . , - STATUTE (United States Code Citation) • "'.'. 
> ' ' ^ FISA(5.0 U.S.C..1801) • .' . v • : • : •• 

x Other (U.s!C; citation: 18USC$ 2709V .•/.' 

• EXECUTIVE ORDER 12333: . ; - ' - a 
. '. • • Section 2.3 cpllection ¿¿.dissemination of USP info 

• .Section 2.4 preamble: least.intrusive collection . ". . .'• ' 
•' • Section 2.4(a) CIA electronic surveillance w/in US ' 

•' • Section 2.4(b) unconsented physical search .w/in.US •. 
-• " ' • '. Section 2.4(c) physical surveillance of USP w/in US • ... .:' 

. . Section 2.4(d) physical surveillance of USP abroad >.; 
' • '•• ' • Section 2.5 AG approval w/in US or against USP abroad : ' - " 

• •' • Section'2.6 assistance to law'enforcement r ' . 
• ' _ _ _ Section 2.7. contracting ..-. ' .. . . • / . ; • ^ . • t: . v- ; ' ' . ! \ . : 

.. . • Section 2.9 undisclosed.participation . ' V . •. 
. . 1 ,: Section 2.10 human experimentation. 

Section 2.11 prohibition on assassination • . ' • : , ; '' 
; •>• ' Section 2.12 indirect participation •.'•'• ' . 

. • AG Approved EO 12333 Guidelines (Guidelines name arid section: ". •'•' . .) * . 

• ;': OTHER EXECUTIVE ORDER (SPECIFY)- ' .' ••""; '.' 
Creation of unauthorized SAP (EO 12958, as amended) . / 
Other (EO citation : • ) ••'•-' ' • ' .',>. 

v ' • PRESIDENTIAL DIRECTIVE (SPECIFY) • . ..-/ç ' 
'. •• '-. ' :•': • COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION" 

."..' Other (Presidential Directive citation:: : ) • 

DEPARTMENT/AGENCY ACTION : The FBI Office of the General Counsel 

b5 

»DATE OF FINAL DISPOSITION: -June 2008 

Cardozo-IOB-143. 
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DEClASsiflEP 
'OH 0S-D&-20 

BY. 65179/DHHy'sìSb.-' 
HO: .' ..'"' '.'.--, ••'• 

INTELLIGENCE OVERSIGHT BOARD (ÌOB) -MATTER" 
••"•-"•. ,| 1'FIELD- OFFICE ";- ; 

IOB- MATTER 2007-1845' (U)...,. ; 

person 
; During a of. a U.S 

] issued two (2) Fair Credit.Reporting Act : (FCRÄ) 
National Security Letters (NSL) to two (2) credit•reporting 
agencies, respectively. [ ~ 

.b2 
,.b7E. 

requested consumer, identifying 
and financial i'nstitution 'information....' In-response to the NSLs', 
both- -credit reporting agencies produced-full credit reports. 
I ^subsequently .inserted an account number .from one of -the,. '.-" 
. full 'credit reports in a - Right to .Financial. Privacy' (RFPA) NSL .. 
.'.-that i.w'as uploaded 'onto Automated- Case Support1 (ACS ) '. 

if U) ' In. this' case, f iijji.— ^ r'̂ i 
b2 ]compounded a third'party error,by. •b7E 

uploading and using•for.investigative purposes, the account number, 
from-the-full.credit report. 

' \(.U): Because the investigation is' pending, L I has been. 
advisjedj that it may issue, curative FCRA- NSLs under § 168Iv 
'requesting full credit reports if it determines tha:t the ..reports' 
- are necessary to conduct' its' investigation.- Otherwise, 
will.¡.contact the credit reporting agencies and ask 'whether the 
origi'nal full credit reports should ¡be returned or destroyed.. 
with ¡appropriate ̂ document at ion to. the file', ' '' --
been ''informed that if I 

has . also .-.,•': 
] does - not issue curative NSLs-,- then 

it .may :]|ceep: copies ..of- the füll'credit .reports providéd that all 
over-produced information is redacted- from each report: . In'. 

•b2 
•b7E. • 

addition!) Q has béen ' instructed to redact' the. account 
number from. both.the uploaded and investigative file versions of 
•the RFPA. NSL. ,'.-'... • ''. . • .-.••'./'' "'..'-. 
'•/'• ';. (U) As' for- the.. RFPA. NSL' production,. |has been advised 
that it may keep,the.documents from the financial institution.. . 
If | I had; -issued the - RFPA NSL. without the account /number, it. 
-would' have received the same information. •'• Furthermore, the 
financial institution had the', account- number before it received 

r ;the ;RFPA NSL. The FBI has .'concluded, therefore, that 
need,not' ré-issue- a redundant- NSL to obtain the same information 
that' it 'currently, has-.-Y". 

"Be 
D e c l a s s i f y 

•b2 
bTE 

144 



ALI, TtfFORMptC 
HERE IK IS UIICI 

N. C-OOTAIBED ' 
A3SIFIÉD *'. 

PATE 05-06t20^Cf BY 65179/Dffl/3<ib ..• 

• • • l IOB SUMMARYSHEET . 

. Name of Department or Agency:. FBI . CY Quarterly Report: ... 

I DATE OF REPORT TO IOB: DATE OF INCIDENT: 
•b2 , 
' b7E-. 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/06/2007 . • ' . ..: ••-: 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): . 

POSSIBLE VIOLATION OF: •'..;/' • ' .V-. . V'";: ' ' -V' ' •" / ' : 

STATUTE (United States Code Citation) . > 
'•••' ' '•• '- FISA(50 U.S.C. 1801) ' '...*'••. . V-".' • / ' . . ' V.;: .' ' • • ^.-v' . /;. Y 
. . X Other (U.S.C. citation: : Fair-Credit Reporting Act. 1'5 U.S.C. $ 1681 v ) : 

• EXECUTIVE ORDER 12333:'. : ' •' 
• •''• •' . Section 2.3 col lection. & dissemination of.USP info . . ' v 

-' • •• • • . . '.' Section 2.4 preamble:'least intrusive collection .. ';•.' '• 
Section 2.4(a) CIA electronic surveillance w/in US ' . ' ' . V' 

. • Section 2.4(b) unconsented physical search w/in US' 
• Section 2.4(c) physical surveillance of USP w/in LIS • 
Section 2.4(d) physical surveillance of USP abroad 

. Section-2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting . % 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation • 

•Section 2.11 prohibition on assassination 
Section 2.12 indirect participation • . 
AG Approved EO-12333 Guidelines (Guidelines name and section:. 

. OTHER EXECUTIVE ORDER (SPECIFY) '-. : : . 
•t. f ' '••:. Creation of unauthonzed SAP (EO-12958, as amended) ' .'• • 

. ',' . I Other (EO citation: . 1 • •.••••'.:••-••' •.-.:'•: ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
• '•••"• : .COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

••-••• - Other (Presidential Directive citation: -..•'• : V • 

DEPARTMENT/AGENCY ACTION" 

*DATE OF FINAL DISPOSITION-

Cardozo-IOB-145 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-04-2010 BY 65I7.9\DMH\ sdb. 

U.S. Department of .Justice 

Federal Bureau o f Investigation 

Office uf ihe General Counsel 

I 
Washington: D.C. 20ÌJS 

July 10, 2008.. 

BY COURIER. AND SECURE 
FACSIMILE 

Stephen Friedman, Chairman.. 
Intelligence Oversight Board' 
Room 502 0 
New Exjecu.tive Office Building 
72 5 117th Street, N.W. 
Washington, ' D.C. 205.03 

Dear Mr.' Friedman: 

Pursuant to Executive Order .134 62 and- the April 17, 2007 
memorandum authored by Stephen J..Hadley, Assistant to the 
President for National Security Affairs, the Office of the 
General Counsel, Federal Bureau of Investigation (FBI), submits 
the enclosed report to . the . Intelligence Oversight Board (IOB) . 

The FBI has determined that, on July 17, 2007 and on July 
19,.2007, a clerical support employée .of the . FBI mishandled 
national security information .classified at the " S ' U L i e l " level, 
and bearing the handling caveat "No Foreign" distribution. This 
information included two .National Intelligence-Estimate (NIE) 
documents. This' unauthorized distribution'was quickly reported . 
to the FBI,' and vigorous.steps were'immediately taken to locate 
and delete every copy of email and to obtain written affirmations 
from each recipient that the information would not be further 
disclosed.1 The employee responsible for the lapse received a 
security awareness briefing on the issues involved. 

On July 23, 2007', the FBI Office of General Counsel orally 
notified the Counsel to the Intelligence Oversight Board' of the 
details of this- incident, and memorialized that report in the 
form of a -letter dated July 27, 2007. As of June 6, 2008, no 
recipient has disclosed this information, nor has it appeared in 
any. public medium. 

Cardozo-IOB-146 



The FBI!.s prorr.pt and effective remedial action demonstrates 
the Bureau'-s awareness .of the' importance of. compliance with 'the. ' 
relevant statutes and Qt'r.er authorities.' The'. FBI continues to . ! -
train , and emphasize" the importance of. proper handling ,öf';. • , 
classified and - sensitive. information in an. "effort to .prevent 'this: 
from occurring in the future. . •••••'•.'' v V':\"'"' .-•."'•••.•'-.•"•.'•"' 

Please do not hesitate to contact me or[ 

regarding the •• enclosed IOB matters ; • 
if you have' any questions. 

• b6 
. b7C 

Sincerely, ". 

_ 
lulieF.-.Thomas ... • • 

'Deputy General Counsel. -
National Security Law Branch' 

1 - Mr. J. Patrick' Rowan, (by courier only) 
Acting '• Assistant Attorney General ' 

. ' National' Security Division :: .••'•'••'''• 
United States Department of. Justice ." 

' Room .2200, C'. 

1 - ,: Mr . Benj amin1'A., Powell (by secure, facsimile only) 
•'•••; General Counsel ' .: . '. • • 
. Office . of the Director, of National ••Intelligence 
Secure facsimile.:• f 

. 'i ) 

Cardozö-IÖB-147 
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'ECLASSIFIED BY 65179/DHH/sdb . 
ON 05-06-2010 ..." : „ '•',;•' S 

U.S. Department of Justice 

ederal Bureau of Investigation 

Office of ihe General Counsel Washington, D.C. 205.13 . 

• •••• "June ; 11,. 2008' ;, "' 

". VIA SECURE FACSIMILE 
• AND.COURIER 

•Benjamin A. Powell. 
General Counsel 
Office 
Libert 

of the. Director of National intelligence 
y Crossing Two. 

Room 2B-200 • . ' ... , • .; 
McLean], VA 22102 . . ^ '.'. 
(Note:- Not tobe 'delivered by. courier- until Juné. 16,. 2Ó08) 
Secure'. Facsimile: | I b2. 

Dear Mr. Powell: 

(U) By memorandum dated February 5, 2008, the Office of the 
Director of National Intelligence requested that the FBI's- Office 
of the General Counsel (OGC) inform your office" if the FBI has .-
records of matters that were considered but not reported to the 
Intelligence Oversight Board (IOB)~ between January • 2001 /to the 
present. OGC was to review such matters under the reporting 
guidelines set forth'in the April 17, 2007 memorandum from the 
•Assistant to'the President for National Security Affairs. 

. (U) On February 12, 2007, I met with| 
and I I to discuss this i.-psne-. During pur meeting, I 
advised Ms, and Ms. that our IOB matters, for-
calendar years 2004, 2005, • 20.06, and 2007 have been heavily 
scrutinized by the Office of the Inspector General (OIG). 
Additionally, the FBI has provided-all nonreportable. IOB decisions 
from 2004 to 2006 to the Counsel for. the .IOB for review/ Because 
the • FBI' s matters for those years have already been reviewed,| "| 
' ¡agreed that it is only necessary for the FBI to review 

b6 
b7C 

matters for calendar years -'20.012002, and 2003. 

(U) Derived JTro: 
rxfy"""0n: 
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, (U) To :gather matters' that we're considered but not' reported' 
„ to the IOB for calendar years 2001, . .2002, and 2003, FBI- OGC 
.'./ searched;;the . following sites :- (1) file cabinets located'in the-', 

office' space of. OGC,' National Security Law: Branch- (NSL3) ;-..(2) " 
NSLB's iOB database; and .(3) 'an-'FBI .database, --Automated- Case - v 
Support (ACS) , for; IOB matters that --were -adjudicated between the 
period of January 1, .2001 to - December 31," 2003... After- searching 

; these places, . NSLB- located 16 matters for calendar year 200i; 10 
.'•'. matters for calendar year 2002; and 13. matters ..for calendar year. 

2003 ! ' :'•'..' ..v.-.'":.- ' V'V. ••''•' :' . '•/ ' \ " " 

(U) 

(U) 

'•''.'•(U.);- Additionally,' FBI. OGC- contacted the. FBI' s .Inspection. 
Division to' determine, whether .other nonreportable IOB matters for 
calendar,--years 2001 through 2003 were located there.-. The: •• 
'inspection''Division determined'that ..there were' two-. additional 
nonreportable .103 matters,' both for calendar - year 2002.; ' -

'. (U) After reviewing the 1 matters, I determined that, under. 
'current .FBI policy and the April 17, 2007 memorandum from the 
• Assistant to.the President." for National Security .Affairs, the 
following" four matters . would now be reported, .These "matters, are 
set.forth below:. 

'. In 103...matter 2002-27, the FBI- initiated' a 
on a -United-States person.- The| 

expired on| | Due to an administrative error, and T 

aftër: the\ had expired, 
| lof'the-
Attorney General. Guidelines for FBI Foreign Intelligence • 
Collectiion and Foreign Counterintelligence Investigations (FCIG) , 
effective March 8, 1999. The 
renewed on 

was'properly 

In IOB matter 2002-28, the FBI initiated a| 
] on a- non-United States person. The 

expired on| [. Due to an administrative error, and 
] had expired, the FBI conducted . 'after the 

several' investigative interviews in violation of section 
III. B. 3. h of the FCIG.- It should be noted that because the FBI 
neither interviewed -the subject of the .'investigation nor 
conducted a| |of The 
Attorney General's Guidelines for FBI National Security. 
Investigations and Foreign Intelligence Collection (NSIG), 
effective October 31, 2003,| 

•b2 • 
b7E 

b 2 
b7E 
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(U) 

In .ICB"matter 2003-04, the .'FBI .initiated a 
on a non-United States person. 

1 :Due to • an administrative- error ,; -and 
had-expired,; the" FBI ' conducted an 

Jexpired on I 

in.IOB.matter 2003-25,; the. FBI initiated a 
Ion... a' United .States person,. • Thef 

J Due to administrative 
1- the' error, •and after'the expiration' of the £ 

• FBI interviewed the-'subject- of - the inquiry.- on[ 
I I Upon -realizing that-
-. the l |had..expired, the FBI- extended the 
investigation••.-•.- • '•' .•.•',".:''" • • - - • 

|j (1J) Please do not .hesitate to'.contact]" ^ 
] or me if- you have any , . 

questions, regarding . these or any other. I0B: matters , 

Sincerely,. . 

b2 
b7E 

' b2 •' 
b7E 

. b2 
b 5 
b7E ' 

b6 .. 
b7C 

-yCJUxf . 
"somas. 

'Deputy General Counsel 
•National- Security Law Branch • 

^ Csfdozo-IOB-lSO 
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;1 -/.. Homer -S, : Pointer,. /Counsel./(by.' secure.'facsimile- and courier), 
/. Intelligence Oversight Board/ ,-.;•// . /' /: : 

'/ ';-.' 'Room- 502 0 -/. ;'... //v/' / .//\ -"'• • '// ../.'///.''' ..: , \ /• 
"."• - : New Executive. Office - Building .. "//'./: '•"..-••'.. .•/-'..:••-.-
/; 725' 17th Street, : N . W-. ... . /.-,. ' / / ; • '/.:•/':.:. /V, : / ' • / / . / : . ' ' <,://'//./ 

"/'/•,'•" Washington, D.C.; • ?hsrrv- .••'•-•' - '•' //:'V /•/ b2/ " """ 
Secure Facsimile:•• 

1 '/-'• - Mark. A. '•' Bradley .' (by courier )'// 
• Chief', -..Oversight - .Section /;///.' •/ 

:'-•'. U.S./Department of Justice '-'•/;/ 
.///' National Security. Division. . • 
'• ••'.-' . Office.-, of Intelligence • ; ./- . ' <//.. 

950 Pennsylvania Ave: . NW, Suite 
' ,-"•• ' Washington,; DC; 2 0530. ' -. . 

.•'. ; //>: Telephone: ." (202). 514-5600"' .. 

6150: 

CardozctIOB-151 



OPCA-20 (12-3-96) XXXXXX 
XXXXXX 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

6 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 Section 552a 

0(b)(1) •(b)(7)(A) •(d)(5) 
•(b)(2) •(b)(7)(B) o(j)(1) 
•(b)(3) •(b)(7)(C) •(k)(1) 

•(b)(7)(D) •(k)(2) 
•(b)(7)(E) •(k)(3) 
•(b)(7)(F) •(k)(4) 

0(b)(4) •(b)(8) •(k)(5) 
0(b)(5) 0(b)(9) o(k)(6) 
•(b)(6) •(k)(7) 

a Information pertained only to a third party with no reference to the subject of your 
request or the subject of your request is listed in the title only. 

Document(s) originated with another government agency (OGA). These documents were 
referred to that agency(ies) for review and you will be advised by the FBI as to the 
releasability of this information. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with 
the other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will 
be advised as to the disposition at a later date. 

6 Page(s) were not considered for release as they are duplicative of Cardozo-IOB-5 
through Cardozo-IQB-10 

Page(s) withheld for the following reason(s):_ 

m The following number(s) is (are) to be used for reference regarding these pages : 
Cardozo-IOB-152 through Cardozo-IOB-157 

XXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXXXXX 

XXXXXX 
XXXXXX 



DECLASSIFIED BY 65.179/DMH/slb 
OH.05-10-2010 

INTELLIGENCE OVERSIGHT BOARD . (IÖB)' MATTER 
I FIELD OFFICE 

• ; IOB MATTER 2007-2160 (U). . 

(U) 

(U) 

"IField Office 

Tïïëf 5 1 
on a non-

pas due to 
opened a 
United States person . 
expire to expire. on | | . '.-According to I T new-Attorney 
General .national security guidelines; established- a new -.-

Jexpiration date- of| | 
placed the case in a "pending .inactive" status" from | | 

| due, to the casé agent -being assigned - to a temporary 
duty assignment. Upon .returning .the case to a pending status, 
the.supervisory special agent.of squad | |removed the duration 
of the. "pending inactive" status from the lSO-^day restriction.^ 
•During this time-.frame, f |sought ai mail cover on the subject.-

b2 
b7E 

In reviewing this matter,; OGC: notes that there is. 
no provision ior-."pending • inactive status." in The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG). I I 

1 the investigation 
on 

was- meant to expire six/months 
however, conducted •from its inception, 

investigative •activity in this matter.. wTthout having secured an 
extension-of,the • Specifically,| | 
had no authority to seek a mail cover on.the subject on. 
| l-without having an dnvestigation open' at the time. As 
a result, has committed, an IOB violation.. - . • • 

b2 
b7E 

,' (U) I I has been instructed-.to. remove from its filés, 
and databases any mail received from the- mail cover, and eithér 
destroy : the mail ' or return .it to- the- postmaster, with-, appropriate, 
documentation to file. .In the-meantime, I |.has been instructed . 
to sequester the mail with the CDC. 

-b2 
b7E 
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ÀLL IÎXFÛRHATIÛN COHTAIHED 
HEREIN '.p JTÎCLAS3IFIED 
DATE' 0^06j-2010;BY 65179/DHH/3(ib 

IOB SUMMARY SHEET 

Name of Department or Agency: 

DATE OF INCIDENT:! 

FBI . CY Quarterly Report: " 

DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 08/07/2007 / 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

• STATUTE (United States Code Citation) / i : 

' • ;___ fisa(50U.S.C. isoi) • ; 
. . - Other (U.S.C. citation: ) .' 

EXECUTIVE ORDER 12333: . V . - -"" ' / - • 
' ••"• '' Section 2.3 collection & dissemination of USP info . . " ' . . . ' • . ' • 
••_ Section 2.4 preamble: least intrusive collection . ' 
/•'.'•. Section 2.4(a) CIA electronic surveillance w/in US . / . •;; 

. " ' . • • • . . • Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad' 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section-2.9 undisclosed participation-
Section 2.10 human experimentation 
Section 2.l l prohibition on assassination ' . , . 
Section 2.12 indirect participation. .. 
AG-Approved EO 12333 Guidelines 

b2 
,b?E 

1 

OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended) 
Other (EO citation: ' ) 

PRESIDENTIAL DIRECTIVE (SPECIFY) . , ; ; : 
. . COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION ! 
. Other (Presidential Directive citation: . ' • -).-• . .-/'•• .-" 

DEPARTMENT/AGENCY. ACTION: 

»DATE OF FINAL DISPOSITION: 

Cardozo-IOB-159 
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DECLASSIFIED BY -651-1.9/¿WH/sOb 
IJH 0.5-06-2010 

z 

20. 

INTELLIGENCE- OVERSIGHT BOARD- (IOB) MATTER 
I 1 DIVISION 

IOB MATTER 2007-1987 (U) , b2 
b7E 

TheL Field Office f 1 reported that.after 
]against a non-

(U) 

closing a[ 
•;. USPER', physical surveillance .was still directed against' the 
. subject . .As a result, of this -occurrence,.: the,' squad, has '. : 
'.-.implemented a checklist for closing investigations, 'which 
includes notifying the - surveillance groups. 

The matter is being. reported to . .the 
b2 
b7E : 

b2 • 
b5 
b7E 

JOB-160 



ALL INFORMATION CONTAINED . • •.-: " ! " •'" 
• HEREIN 15 OTCLA33IFIED EXCEPT; 

. TiJHEBE SHOOT OTHERWISE '. :. 

: '•; ; .. ' • • IOB SUMMARY SHEET • 

Name of Department or Agency: FBI CY Quarterly Report: •..•" 

DATE OF INCIDENT: | ; DATE OF. REPORT TO IOB 1X2008 ' 

..DATE OF REPORT TO DEPARTMENT/AGENCY:' 06/20/2007 . ' ^ „•, : 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congiess, Civil Liberties Office): N/A . . -.'••'.' 

POSSIBLE VIOLATION OF: .;/..'•': " ; ; v ; - ' ; ; V ; . . ,• 
• / • • ' . ' • • • ••..''.'. " ' • ' ; • • • ' • • ' . : • . " . ".'r-'r • •• V ':;>-. . '".-. '•• : b2 

STATUTE (United States Code Citation) b7E' 
;. • F1SA (50U.S.C. 1801) V. . '••."".'•• . ••..' •'•....... 

• • ' . Other (U.S.C. citation: " ) ' . > : . ' ' • ' '.:.: 

EXECUTIVE ORDER 13333: ' ••'. ;' : '••'/ v - ' 
. _ .Section.2.3- collection & dissemination of USP info . •, ' .'..>.'..' 

>'• Section 2.4 preamble: least intrusive collection;- •. ; . .. 
. . _ _ _ _ Section 2.4(a) CIA electronic surveillance w/in US ...'•.••'.' \ : . . . . 
'.'..' • .• . Section 2.4(b) unconsented physical search w/in US . ".' 

. Section 2.4(c) physical surveillance of USP.'w/in US 
_____ _ Section 2.4(d) physical surveillance of USP abroad , 

Section 2.5 AG approval w/in US or against USP abroad V 
'••.'••'• • Section 2.6 assistance to law enforcement ' ••'; '• 

;' Section 2.7 contracting 
. Section 2.9 undisclosed participation .-..'• ••'••.••• ; , . . . ; ' . . • 

Section 2.10 human.experimentation. 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation •'•• • : 

_ AG Approved EÖ 12333 Guidelines! 

•.OTHER EXECUTIVE ORDER (SPECIFY) : •. 
'••:.••'•" . Creation of unauthorized SAP (EO 12958, as amended) 

'••'.'.'•" • Other (EO citation: - ) • . ' • • ' i .:';v 

; PRESIDENTIAL DIRECTIVE (SPECIFY) . /'" 
•' V v • .COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION -
. ' Other (Presidential Directive citation: - ) 

DEPARTMENT/AGENCY ACTION: v " " - j ' " ' 

. PIOBwas filed; new checklist for closing investigations was implemented. 

T-DATE OF FINAL DISPOSITION: 10/12/2007 '. ' , ; ' , ^ ';'.. ; : 
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DATE; 05-10-2010 ..•:.' 
CItiSSiriED BY . 6 S.I 7 9 /DHH/ s db 
SEASON: 1/4 (c) 
'DECLASSIF/ .OK:. 05-10-2035' ALL. INFORMATION CONTAINED 

HEREIN'IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE . 

(S) 

INTELLIGENCE OVERSIGHT.BOARD (IOB) MATTER 
|FIELD OFFICE ' 

IOB MATTER 2007-1030-NS1 (U) 
b2 
b7E 

The Federal Bureau of .investigation f"FBT") has 
Hot-orminflH -t-i-v̂-t- in conducting an investigation 

thè I ]FieId Office. issued a 
' toll billing.NSL in response to which the. carrier returned . ' 
records one day beyond the parameters, of the request and the 
information was uploaded into a database/; In this regard,- on or 
about I - - I opened an - investigation 
I I who is not a "United States- person".- as that! Cèlfïft 15 
used in Section 101 (i) of•the Foreign Intelligence Surveillance 

-. Act of 1978 • ( FI SA) i Düring the course of this investigation, an 
NSL dated'02/13/2003-was issued pursuant to the Electronic 
Communications Privacy Act (ECPA)-, 18 U.S.C..§ 2709, for. 
telephone toll billing. records. The carrier returned the, •• 
requested information, but, in addition; provided one additional 
dav of- records. The information was uploaded into 

.,bl 
b2 
b7 

] By EC dated 04/05/2007., this matter was reported,as 
a- potential IOB. The' information has since been purged from 

and redacted from the case- file. 

•'•-.. The IOB has instructed OGC to report matters, in which 
information overcollected due to- carrier error is uploaded into a 
database..' Thus, this situation is being reported to the IOB.. (U) 

Cardozo-IOB-i62 



ALL INFORMATION CONTAINED .'•'.•" . . . 
HEREIN 15 UNCLASSIFIED ;. :" ̂ ' 
DATE 05-06-2010 BY 65179,'DMH/sdb ; 

IOB SUMMARY SHEET . / " 

Name of Department or Agency: FBI OGC - • " ; • . CY Quarterly Report: 296?' • 

. DATE OF INCIDENT: 02/13/03 (issuance of NSL) . DATE OF REPORT TO IOB: 1-2/30/07 - H/ja/z-og? 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/07 • : • " •-• ' ,'., 

' DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: J.- . . . 

STATUTE (United States Code Citation) 
' V . . ; . FISA (50 U.S.C 1801) ^ ^ ' - . 

X Other (U.S.C. citation: 18 USC 2709) 

-'••'.:"' •: •• EXECUTIVE ORDER 13333: ;. 
Section 2,3 collection & dissemination of USP info 

; . Section 2.4 preamble: least intrusive collection 
_ _ _ _ Section 2.4(a) CIA electronic surveillance w/in US . : , . ...• . 

Section 2..4(b) unconsented physical search w/in US ' 
• " " ' _ _ _ Section 2.4(c) physical surveillance of USP w/in US 

Section 2.4(d) physical surveillance of OSP abroad. 
•'•;•* . Section 2.5 AG approval w/in US or against USP abroad . 

. . . ' . ' _ _ _ _ Section 2.6 assistance to.law.enforcement ' 
.' , . .. .. Section 2.7 contracting 

'• Section 2.9 undisclosed participation . 
: • _ Section 2'. 10 human experimentation '••'•••'.• ' . ' . . . • 

' Section 2.11 prohibition on assassination 
•' :' . Section 2.12 indirect participation . ' : ' . ' ' 

AG'Approved EO 12333 .Guidelines (Guidelines name and section: •' . ' . : 

; ' ; OTHER EXECUTIVE ORDER (SPECIFY) • -'.•".' . 
. Creation of unauthorized SAP (EO 12958, as amended) 

Other (EO citation: ). V " 

: PRESIDENTIAL DIRECTIVE (SPECIFY) '¡' • V / V . ^ - v ' 
. : ^ > : COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION •:"... 

.'•'.•.'•.;•;':....'.•" Other (Presidential Directive citation: ") • '•/•.' • '.'"•:• 

. DEPARTMENT/AGENCY ACTION: Advised field that matter would be reported to IOB; overcollected data ' 
'•'•'. already purged from database, redacted from file;. . : " . •>; .'••• . 

... "DATE OF FINAL DISPOSITION: . ; . ' . . 
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DECLASSIFIED BY 65179/DHH/Sdb 
ON 05-06-2010-

•INTELLIGENCE OVERSÌQPT • BOARD CIOÈ) 
JDIVISION 

MATTER : rb2 -
b7E' 

IOB MATTER 2007-19 83-NSL ,-(U) 

•States.person was initiated ori| 
2004- NSL to a. telephone carrier, the| 
I | requested subscriber information tori 
numbers, ; from 

3 
of a.non- United 

In a. May ,2 6, 
Division 

"telephone 
response, the carrier provided responsive records for -a 111 
numbers. [ 

Tn -1 t-R 
b2 ' 
b7E 

According, to 
] some- or . t m s excess mtormation was uploaded to the 

Automated Case Support System (ACS; : n .. . .- -..'•'-. •' •• • .. • • • -
.', (U) In this instance, an error on. the part of the carrier 

resulted-in the unintentional acquisition of information beyond 
the rrequested date scope and for a telephone, number not . . . .. 
requested. By-letters dated November 13, 2006.and July 31, 2007,. 
the'Counsel to the IOB agreed that third party errors'in. the-
• coliecjtion- of information pursuant to an NSL must, be reported to ; 
.OGC asi a potential IOB, . but they are not reportable to the IOB 
unless * the FBI has compounded'the error by , for example, 
uploading, disseminating or. using the records in conjunction, with 
another.investigation. Because here the unintentionally acquired 
information was uploaded, the.error has: thus been compounded and 
is being reported to the IOB. ' '.. •-

•IOB-164 



ALL' INFORMATION CONTAINED. 
HEREIN IS. UNCLASSIFIED . 
DATE 05-06-2010 BY 65179/DMH/sdB 

IOB SUMMARY SHEET' ; 

Name of Department or Agency: FBI . CY Quarterly Report: " 

DATE OF INCIDENT: 05/26/04 DATE OF REPORT TO IOB: H j y l 0 ^ 

DATE OF REPORT TO DEPARTMENT/AGENCY: 06/26/07.. : 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) . ..' ; . . 
FISA (50 Ü.S.G. 1801) 

.X Other (U.S.C. citation: 18-U. S.C. Sec; 2709 (ECPAH 

EXECUTIVE ORDER 13333: ; 
^ Section 2.3 collection & dissemination of ÜSP info 
_ Section 2.4 preamble: least intrusive collection. j V ..••••'• 

Section 2.4(a) CIA electronic surveillance w/in US 
l[ Section 2.4(b) unconsented physical search w/in US 
Ir; '• : Section 2..4(c) physical surveillance of USP w/in US . 

, Section 2.4(d) physical surveillance of USP abroad 
•1: ..Section 2.5 AG approval w/in US or against USP abroad • ••' 

: J j ' : Section 2.6 assistance to law enforcement ' 
Jj _ _ _ Section 2.7 contracting . - -
! _____ Section 2.9'undisclosed participation 

Section 2.10 human experimentation 
_ Section 2 j 1 prohibition on assassination 
_ Section 2.12 indirect participation 
_ AG Approved EO 12333 Guidelines 

. IV OTHER EXECUTIVE ORDER (SPECIFY) ' 
i! " ! Creation of unauthorized SAP (EO 12958, as amended) 

':'•[• Other (EO citation: _ __) . . . -' 

'} PRESIDENTIAL DIRECTIVE (SPECIFY) 
_ COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION . 

Other (Presidential Directive citation: ) 
I 

DEPARTMENT/AGENCY,ACTION:. Return or destroy. 

•DATE ÖF-FINAL DISPOSITION:. 
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DATE: 05-12-2010. 
CLASSIFIED,-BY 65179DMH/plj 
PEAS Oil: 1.4 (c) 
DECLASSIFY ON: 05-12-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
.WHERE" SHOWN OTHERWISE"• ' 

(S) 

<s> 

(S)
: 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE ; • 

iuB MATTER ,2007-1031-NSL. (U) 

•'. The. Federal Bureau of Investigation ("FBI"; 
determined that .in .conducting an investigationf 

' |the I I Field Office-

has 
J issued a 

toll billing NSL in response to which the carrier returned ••'.•'. 
.records beyond the parameters-of the request and the information 
was uploaded into-a database. In this regard,.on or about 

I opened an inves.tigation | ' •. 
who is not a "United States person" as that term is 

• b l 
• "b2 ' 
-.b7E -

used , in Section 101 (i) of- the-Foreign' Intelligence Surveillance' .-
Act of 197 8 (FISA) . • During the course of•this investigation, an 
'NSL dated 03/13/2003 was.issued pursuant to the Electronic 
Communications Privacy Act (ECPA), 18 U.S.C. § 2709, for' 
telephone toll billing records. The carrier returned-the . 
requested information,' but, in addition,. provided information 
beyond ithe. .scope of the request. The information- was uploaded 
': into | l: By EC - dated Û4/05/2007,. this matter 

The information has since been. 
] and the information, has been. 

b i . 
,b2 -
b7E 

was reported.as a potential.IOB. 
from [ purged 

sealed. 
information to the "carrier. 

J has been advised- to destroy or return the 

. •:••- -1, informa I databas, 
• ' i 

The IOB has instructed OGC to . report matters,in which 
tion overcollected due- to carrier error is uploaded into a 
S. .Thus, this situation...is being, reported to the 103.. (U) 

Cardozo-IOB-166 



ALL INFORMATION CONTAINED •• , '< : 
HEREIN IS UNCLASSIFIED Y 
DATE 0 5-06-2010 BT..65179/DHH/sdJ3 . . . 

IOB SUMMARY SHEET v.; • \ '. 

Name of Department or Agency: FBI OGC CY Quarterly Report: 2007 , 

, DATE OF INCIDENT: 03/03/03 (issuance of NSL) DATE OF REPORT TO IOB: .. 12/3W? V / * » / 0 * 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/07 .', 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): . . 

POSSIBLE VIOLATION OF: ' / ' : ' 'J V ' ^ 

, STATUTE (United States Code Citation) 
• '••-..•'.'• FISA(50U.S.C. 1801) . ; . 

X Other (U.S.C. citation: 18 u s e 2709). -

EXECUTIVE ORDER 13333: •,'/ " ^ • " ; • 
__' Section 2.3 collection & dissemination of USP info 

. ; " _ Section 2.4 preamble: least intrusive collection -•.'.'• 
^ _. Section 2.4(a) CLA electronic surveillance w/in US 

. - Section 2.4(b) unconsented physical search w/in US . ' 
. Section 2.4(c) physical surveillance of USP w/in US 

. . . ._ Section 2.4(d) physical surveillance of USP abroad 
; ' ' • Section 2.5 AG approval w/in US or against USP. abroad . -

'•' , Section 2.6 assistance to law enforcement 
Section 2:7 contracting •..' 

' v. Section 2.9 undisclosed participation 
. • •' Section 2.10 human experimentation 
• Section 2.11 prohibition on assassination ' . ..- • 

Section 2.12 indirect participation : 
'. • "' AG Approved E 0 12333 Guidelines (Guidelines nameand section: - . Y 

OTHER EXECUTIVE ORDER (SPECIFY) , ' 'V 'v- 'v-
• • Creation of unauthorized SAP (EO 12958, as amended) : 

V ' Other (EO citation:: ) ' ' /•," '• ; 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION . 'V;" 
Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: Advised field that matter would be reported to IOB; overcollected data already 
purged from database, and in process of being destroyed. , " 

»DATE OF FINAL DISPOSITION: •.; ; 1 : : ; 

Cardozo-IOB-167 



DECLASSIFIED BY 65179/DHH/sdb 
ON 05-06-2010 .' • 

INTELLIGENCE OVERSIGHT BOARD - (IOB). MATTER . ,b7E 
1 FIELD OFFICE . -

IOB •MATTER' '2007-2'4 60-FCRA- (U) 

During. a"1 . I of... 
non-U.S. person,| |issued .a; National Security•Letter• (NSL) 

_ U. S,-C:..! § 168l'v. for an[ 
| |that-, did--.'not, have an international .terrorism nexus-

'••" (U) Because :the NSL included'the appropriate 15 U.S.C. § • 
.. i6.8Tu- certification,/the 'field office has been advised that it 
may keep a' copy-of the credit profile provided that all- . 
' information .'beyond consumer identif-ylng' and financial institution 
information is redacted . from the .copy. The' field: office, has been 
instructed to immediately-redact all information"beyond consumer . 
• identifying and -financial.',institution' information, -obtained 
pursuant to the. NSL f rom all ./hard ' and uploaded records, including, 
any 'documents on an> FBI database .• '••-Finally,.• the field , office has '• 
been', instructed, .to' contact 'the credit reporting' agency and ask •.,.-' 

• " whether- the original •• credit -profile should be -returned or '.. 
. destroyed,.- with appropriate documentation to the file.-.' 

b7E 

•citing 15 U.S.C. § 1681v and seeking "a copy of a consumer report 
and. all-.other information -in [the .crédit, reporting, agency's] 
. files..". ' The certification,, within-the NSL, - however, was not the 
.'certification required for a 15 U.'S.C. § 1681v NS.L; rather, it 
was .the certification required for a 1.5. U.S.C. §. 1681u NSL'. 
Despite the fact that I | requested à full'.credit report, the 
credit reporting agency' only produced a "credit profile"'with ' 
limited information, beyond .the target's -consumer identifying 
„information. '.';:.'. •":•••..'•.•'.- " 

. (U). In .this case, an error was- committed .by the'field .office 
"when it requested a f ull -credit.'report" pursuant to FCRA, 15 . . ri o W 1 XT 1 ¿Q1'„ . . 



ALL INFORMATI Oil CONTAINED ; 
¡HEREIN. IS UNCLASSIFIED 
DATE. 05-06-2010 BY 551 9/DMH/34b 

Name of Department òr Agency: FBI 

DATE OF INCIDENT: 

IOB SUMMARY SHEET 

'.. CY Quarterly Report: V 

i DATE OF REPORT TO IOB: 
h 2 ; 
b'/E • 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/02/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil.Liberties Office): 

POSSIBLE VIOLATION OF: ./'..•". : / . 

,'•' STATUTE (United States Code Citation) 
• FISA (50 U.S.C. 1801) : \ 

••;' X •' Other (U.S.C. citation: Fair Credit Reporting Act. 15 UlS.C. $ 1681 v ) . 

. EXECUTIVE ORDER 12333: . . • i 

Section 2.3 collection & dissemination of USP info 
• _ _ _ . Section 2.4 preamble: least intrusive collection : 

. • Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US 

I . i Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad .. ' 

_ Section 2.6 assistance to law enforcement : , 
_ . Section 2.7 contracting 
_ Section 2.9 undisclosed participation .. . . 
_•. Sectipn 2.10 human experimèntation ; 

Section2.i l prohibition on assassination 
V . Section 2.12 indirect participation '• ... 

ÀG Approved EO 12333 Guidelines (Guidelines name and section: 

: V-

:t 
I. 

ii-. OT)HER EXECUTIVE ORDER (SPECIFY) • 
_ ; Creation of unauthorized SAP (EO 12958, as amended) 

. Other (EO citation: ) ' 

: : PRESIDENTIAL DIRECTIVE (SPECIFY) 
. _ _ _ _ . COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION ' 
..' .J Other (Presidential Directive citation: )• . 

DEPARTMENT/AGENCY ACTION: 

* DATE'OF FINAL DISPOSITION: 

Cardozo-IQB-169 



DECLASSIFIED BY 65179/DMH/sdb 
OH 05-0^-2010 

( U ) 

INTELLIGENCE OVERSIGHT BOARD (JOB)/MATTER 
' I "IFIELD-.OFFICE ••': .' 

103 MATTERS 2007-1144-NSL (U) 

^Dur ing- - a] 
non-U.S'...person, 

I o f ~ a 
[ issued, a National. Security Letter • (NS.L);. 

to a' bank directing- the production .of. "names, -and. addresses, of ,all>. 

b2 
"b7E 

financial institutions. ..at which the below-named consumer 
maintains or. .has/maintained'-an- account. " 
following- certification in-:the .NSL:. '. ..'• 

included the "• 

' In . accordance with Title 1-5, ,U'. S.. C. , Section- •'•',.'. 
• Ïê8lu (a) , . I 'certify that :the information sought is. 
relevant .to an authorized.investigation-to protect-. 

•'•'""".'-.'. against "international.terrorism. or clandestine ,.•-.. 
-..intelligence activities-, -.and' -that/such, an investigation. ••'• / 

'•. of a United-. States person is not conducted solely on. '-'; ; 
•j tljie basis' :of activities- protected by the first . 

V . • [¡ amendment of the Constitution . of • the United States . ' • 

-.: | (U) -The 'NSL did not -contain, any' other• certification 

.-'.'. Jjr/(U) This - matter, is reportable because the field office 1 s NSL' 
was- not • valid.: under 'either the Faix Credit Reporting. Act (FCRA) -
or the Right, to Financial Privacy Act-..(RFPÀ).. • The NSL was - not-
valid-under; FCRA because the ..bank-.-.is - not a "consumer credit ' 
reporting agency" as defined by .1.5 U.S.C. § 1681a.- it' was not 
valid .under RFP-A-- because it did not include the certification 
that .the FBI had ; complied with ; all applicable provisions of RFPA. 
• The •'field office :'has; been instructed • to .contact the bank and -ask ' 
whether' the- production ' should be returned or. destroyed, - with'. .•:'-'' 
-appropriate documentation- to. the . file.-. ' • ,-.-' 

m 

Der 
Declassify 



ALL -.INFCPIIATION CONTAINED • . ; . . . 
' HEREIN-IS UNCLASSIFIED-
. . DATE. 05-05-2010 BT i551?9/DMH/sdl) / > , .'..: 

\ V ' ; / iob summary s h e e t " ;• 

Name of Department or Agency: FBI ." CY Quarterly Report: 

DATE OF INCIDENT: : 10/20/2005 • ' : DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/06/2007. ";'. 

J. ¡ DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: " 

STATUTE (United States Code Citation) ; 
/ ; FISA (50 U.S.C. 1801) ; • . ' • • ; ' ' . ' . .•"• •'•.•.-

'..''. X Other (U.S.C.citation: Fair Credit Reporting Act, 15 U.S.C. SS1681u and 1681 v 

• EXECUTIVE ORDER 12333: . . . - . •• . ' 
• ' Section 2:3 collection &. dissemination of USP info •"•. 

Section.2.4 preamble: least intrusive collection' 
Section 2.4(a) CIA electronic surveillance w/in US 

I • Sectiorr2.4(b) unconsented physical search w/in US . 
I Section 2.4(c) physical surveillance of USP w'/in US 

• , •• • . i ". Section 2.4(d) physical surveillance of USP abroad 
•; I Section 2.5.AG approval w/in US or against USP abroad 

- '• Section 2.6 assistance to law enforcement' . ; . ; . •'•'.••' 
Section 2.7. contracting • . • ' : 

• • "' : Section 2.9 undisclosed'participation: 
\ Section 2.10 human experimentation ; . 

'-•• -•:•• • •' ••'.. Section 2.11 prohibition on assassination • . • «. ... 
. i ! Section 2.12 indirect participation . 

• - - .•;• i! • i.''. AG Approved EO 12333 Guidelines (Guidelines name and section: ' . 

! OTHER EXECUTIVE ORDER (SPECIFY) ; • 
¡- . Creation of unauthorized SAP (EO 12958. as amended) 

Other (EO citation: . ' ' ,)• .• • ' • • / 

PRESIDENTIAL DIRECTIVE (SPECIFY) r.:-; V; •• • • . ". • 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

•• " Other (Presidential Directive citation:. ) 

DEPARTMENT/AGENCY ACTION: ' " " • .. ^ ' v J 

•DATE OF FINAL DISPOSITION: . • ' - • / V ' . ' " ' 

Cardozo-IOB-171 



DECLASSIFIED BY 65179/DMH/sdb 
OH 05.-10-2010 ' . 

m 

(U) 

INTELLIGENCE'OVERSIGHT BOARD (IOB) 
I I FIELD OFFICE 

IOB MATTER 2007-1122 (C) 
MATTER 

•b2 
b7E ' 

(:U) 

[ 

On March 29, 2007,. the 
nc 
]of 

Division £ 
a potential IOB error in conjunction with a closed I 

four.non-United S 
reported 

tates.Persons. 
On opened a 

information, received from 
US person., had:been, murdered in|_ 

1. The investigation was predicated on 
of an 

1 that- a '. 
J While this investigation 

likely could have been opened.under either criminal or 
counterterrorism.investigative; guidelines,..the opening;document ' 
indicates it was opened under, a counterterrorism casefile number. 
As such. I was obligated to follow the requirements of The ; 
Attorney. General' s Guidelines for FBI National .Security • 
Investigations.and Foreign Intelligence Collection (NSIG). 

b2 •• 
b7E 

J a- violation occurs ir...ranure to provide 
an annual report is-.deemed to hinder OIPR's oversight ability. In 
the instant case, [was :13 .months tardy when filing the 
report.-' . .' '.'•••"••"••••. 

During the 13 months there is no. indication from the 
casefile that| |used specific techniques that required OIPR 
approval/ or would have involved OIPR such that they could have. • 
been able- to 'exercise oversight without the formal.report ; While 
it is' not an excuse for failure to comply with the formal NSIG.. 

b2 
:b7E -

requirements, ] did-have significant oversight ' from the.local 
US Attorney's Office. Acting on advice from the local US • . . ' 
Attorney.' s- Office, f agents did travel to to., interview 

Federal Police had. in custody. 
On March 20, 2 0 07, approximately 13 months, after the 

notification was required, consistent; with the NSIG, I 1 did . 
file a report updating progress on the case. The failure:to 
properly, report on the pendency of the investigation to OIPR 
impacted their oversight ability of; this investigation as .the 
investigation was closed soon after the report was filed with 
OIPR. I 1 has been admonished to ensure appropriate procedures 
are followed in all•counterterrorism cases. 

b2 
b7E-' 



ALL INFORMATION COBTAINED '•'.. 
HEREIN IS UNCLASSIFIED 
DATE 05-06-2010 BY 65179/DHH/3db 

s ^ v ' -. IOB SUMMARY SHEET " / v ; ;'•••/ : ••.;-/ 

Y. Name of Department or: Agency: FBI CY.Quarterly Report: . .. . "'/••;•: 

• ; DATE OF fNCIDENT: I | DATE OF REPORT TO IOB: ^ l ^ f f i 

' . v DATE OF REPORT TO DEPARTMENT/AGENCY:'.March 29, 2007 ' . '•' . ;V : i'V;'-' 

\ DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Do.1, Congress, Civil Liberties Office): 

. ; ' POSSIBLE VIOLATION OF: 

; STATUTE (United States Code Citation) . . ' . , : 
;'• ;:'..:; .. • • ' . FIS A (50 U.S.C. 1801) . -, .'•; 

.':'. '•,'•'..•' " : Other (U.S.C. citation: ' L ' ) ' ' ' 

EXECUTIVE ORDER 12333: •' : ..•; ' - ; v r v ' 
' Section 2.3 collection & dissémination .of USP info . • . ". 

v, V . ._; Section 2.4 preamble: least intrusivecollection • -••"..•'.'• 
•.',"•. , . .' Section 2.4(a) CIA electronic surveillance w/in US - : / 

. • Section 2.4(b) unconsented.physical search w/in US 
• V _ _ _ : Section 2.4(c) physical 'sùrvéillance of USP w/in US . 

.; • •• • ' Section 2.4(d) physical surveillance of USP abroad • •. 
Section 2.5 AG approval w/in US or against USP abroad 

'' Section 2.6 assistance to law enforcement 
. ; . . . . .. _•• Section 2.7 contracting . *.' 

y•,.:•'. 7 / Section.2:9 undisclosed participation . 
, •• . ' : ' : ' Section 2.10 human experimentation, 

•'• • ' Section 2.11 prohibition on assassination -
.'•• ' • • Section 2.12 indirect participation • . • ' ' ' ''•."'• 

' : . : • ' , . -X AG Approved EO 12333 Guidelinesf 

OTHER EXECUTIVE ORDER (SPECIFY) " : / ' / '• ' y ' / / 
_ _ _ Creation of unauthorized SAP (EO 12958, as amended) - ••;•. 

• Other (EO citation: . ' ) :•: •••'• .' 

v PRESIDENTIAL DIRECTIVE (SPECIFY) : ' ( 
V • ' • • . - COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

• \ . Other (Presidential Directive citation: 1 .•;-• / 

. DEPARTMENT/AGENCY ACTION: ... ' y'.'.'.; . Y y - Y ' •• / 

Y.;';: *DATE OF FINAL DISPOSITION: • : A • ^ ' 

'.."•' V b2 

Cardozo-IOB-173 



DECLASSIFIED BY 651?9/DMH>!3db 
OJT 05-06-2010..- '• . 

(U) INTELLIGENCE' OVERSIGHT BOARD. (IOB) 
I I FIELD OFFICE '-•': • 
IOB .MATTER 2008-154 -. (U)' .. 

MATTER b2 , 
b7E 

• T h e I • — H repcfrts that while, conducting a | of 
non-United' States person, they failed.to file an- annual 

]Division- I 

Letterhead Mémorandum (LHM) as required in 
The Attorney- General's Guidelines for•FBI National-.' 

Secufitv"inve'stiqations and-Foreign Intelligence Collection 
•f-MSTRVl 

J However, prior.to .October 31, .2003, thé 
NSIG ' s - predecessor, the Attorney General Guidelines-for FBI.. 
Foreign Intelligence Collection and Foreign Counterintelligence -, 
Investigations' (AGG)-, I I 

m summa' 
"1 did not provide: an investigatory• '' 

| as. required-' by. the new NSIG and .the. 
case . 'closed later in August 2004-Tïïe implementing guidelines. 

-with'; investigative .activity occurring between February and 
August.' 



' ALI INFQijMATION CONTAINED . -, -'•.•"• 
HEPiiN-is miCLASSiFiEî oB SUMMARY SHEET . ; - . , 

DATE 0.5-06-2010 BY 65179/DMH/3db : . 

Name of Department or Agency: FBI ' .; CY Quarterly Report: .. : ' . ; . . 
DATE OF INCIDENT: I I , DATE OF REPORT TO IOB: Yf V i ,b2 : 

b7E-

DATE OF REPORT TO DEPARTMENT/AGENCY: 12/14/07 ' : ' . r '." 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e.; DÖJ, Congress.'Ci.vil Liberties Ofïïcè): / 

POSSIBLE VIOLATION OF: : .";•'•' '•'.'.. "•/ 

STATUTE (United States Code Citation) -/ ; 
: FIS A (50 U.S.C. 1801) ''..."'.•; 

' Other. . ' • - •' :'• - / "':.'. ' 

EXECUTIVE ORDER 13333: '•;. '- .'i 'v-
' Section 2.3 collection & dissemination of USP info . 

":Section 2.4 preamble: least intrusive collection-. 
^ Section 2.4(a) CIA electronic surveillance w/in.US 

.Section 2.4(b) unconsented physical search w/in US . 
. Section 2.4(c) physical surveillance .of USP w/in US . ' 
: Section 2.4(d) physical surveillance.of USP abroad '-"; 

|r I . Secti'on-2.5 AG approval w/in US or against USP abroad : 
I 

Section 2.6 assistance to law-enforcement • 
.Section. 2.7 contracting 
Section 2.9 undisclosed participation . 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation • 

_ : A G Approved EÖ 12333 Guidelines^ 

OTjHER EXECUTIVE ORDER (SPECIFY) 
_•'. '••" Création of Unauthorized SAP (EO 12958, as amended). 

Other (EO.citation: ) . i.. 

PRESIDENTIAL-DIRECTIVE (SPECIFY) 
: _ _ _ COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

'-.-. Ôther (Presidential Directive citation: •)-• ••: 

DEPARTMENT/AGENCY ACTION: Return or destroy 

•DATE OF FINAL DISPOSITION: .. ' ' 

Cardozo-IOB-175 



.DECLASSIFIED BY 65179/DHH/sdl) 
-ON 05-0.6-2010. ..;'-• '-. 

SECRBT/T^Oiai)? 2 1 

INTELLIGENCE. OVERSIGHT BOARD MATTER. 
JDIVISIÖN 

IOB MATTER 2007-2162 (U) 

U) • An 'electronic': communication (EC) f rom 
Division Bureau of 'Investigation, .( FBI ) , [ 

. 07/25/200-7 ,. reported • a . potential .Intelligence' Oversight Board-' 
..(IOB) violation involving the late notification of initiation, of 
a | |and failure to. submit annual LHMs ' to OIPR. 

J opened a 
of a n'qn-"Uni,ted States-, person"- on . 
During, the. course' of the- investigation, [ J did not provide 
FBI HQ with, a Notice of Initiation until 2007. -In addition, 

I did not submit -an annual LHM for 200'5 and 2006.'- I I 

administrative oversights . and. issued a • Notice;. of Initiation • and 
annual'LHM on] I 

;b2 
•'b7E 

b2 
b7E: 

of '.The ' Attorney' General ' s. 
Guid'elines for FBI "National- Security -'Investigation's' and 'Foreign 
Intelligence Collection. (NSIG).,. effective 10/31/200.3 ;NSIG)-, I I 

Aiter receiving tne notice- from the;, field 
office,-' FBI HQ shall provide notice' to the Office of' Intelligence. 
Policy' 'and .Review.' (OIPR) :.and. to the • Criminal Division . '.; OIPR . 
shall;- then' notify, the -.Attorne'y General and Deputy ..Attorney '•'; ..;;- . 
.General'.'. y.,' ;:V "• ..'-'•',"" • ' ••.•.:•"'' V v. ' • .'• -

(U) -. the'vfailure ' to notify '0;IPR of the . investigation ..'in a.".-.-'-. 
timely manner ''"substantially-'impaired','*:their, oversight of - this ... , 
case. Here, - an opening. LHM was . not--submitted' to t'BIHQ/until more 
than .three years after the investigation, had been opened. ; •';/'... 
Additionally, - no annual LHMs we're is.'su.ed .-'unt-il- 2007,.- further " '•• 
hindering. CIPR'. s oversight ' of -the investigation. . .'' : 

b2 
b7E' 

-176 



ALL•INFORMATION CONTAINED 
HEREIN 13 '^CLASSIFIED 
DATÉ 05-06-201:0 .BT 65179/DHH/sdb 

IOB SUMMARY SHEET' ; 

•Name of Department or Agency: FBI 

•. DATE OF INCIDENT: 

CY Quarterly Report: '"'•; 

DATE OF REPORT TO IOB: 9/30/2008 

DATE OF REPORT TO DEPARTMENT/AGENCY: 07/25/2007 ^ 

\ DATE REPOR T SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: • "•' •• •. •-'": • ' ' ' ' -

. . STATUTE (United States Code Citation). " .' .'".' ' 
. USA (50 U.S.C. ¡801) V - . ' V " " 

' . - ' ' • Other (U.S.C. citation: ' ) ' ' •'••'..•',•r 

: EXECUTIVE/ORDER 12333: ••'.',/•.." 
. •' ' , -.. Section 2.3 collection & dissemination of USP info 

Section 2.4 preamble: least intrusive collection 
_ _ _ _ Section. 2.'4(a) CI A electronic surveillance w/in US 

Section 2.4(b) unconsented physical search w/in US . 
. ' Section 2.4(c) physical surveillance of USP w/in US. :•> 

Section 2.4(d) physical surveillance of USP abroad 
. Section 2.5 AG approval w/in US or against USP abroad.. ..• 

Section 2.6 assistance to law enforcement • 
Section 2.7 contracting -, 
Section 2:9 undisclosed participation • .'. ,. 
Section 2.10 human experimentation . 

v. Section 2.11'prohibition on assassination-
' Section 2.12 indirect participation 

.• ,b2 .. 
b'/E 

X' .'AG Approved EO 12333 Guidelines 

OTHER EXECUTIVE ORDER (SPECIFY) 
! Creation of unauthorized SAP (EO'12958, as amended) •'\ 

'•'/ y . Other (EO citation: . : ' ). ' ' . . - . :' 

PRESIDENTIAL DIRECTIVE (SPECIFY) ', 
; ; COVERT ACTION FIND 1NG/MEMORANDUM OF NOTIFICATION 

. / / ' •' •'•.. Other (Presidential Directive citation: ' ) . . ' • ' ;>' 

DEPARtMENT/AGENCY ACTION:. ::;'/' ; 

*DATE OF FINAL DISPOSITION: ' •' 

Cardozo-IOB-177. 



DZC LASSIFIED BY 65179/DMH/3dto 
ON 05-06-2010 '' 

(U) 

(U) . 

INTELLIGENCE OVERSIGHT BOARD' (IOB) MATTER 
FIELD. OFFICE-

'• IOB MATTER 2007-3730 (U) 

lof. 
rinn- United -States person was properly: initiated on 
| | set to expire. on| ~| The Attorney General 
Guidelines for FBI Foreign1 Intelligence Collection and Foreign 
Counterintelligence Investigations (AGG)- .that were in effect 
prior to October 31. 2003.1 I' 

-b2 • 
b7E. 

I So on 
I the| |was extended -for a 90-day period, set to expire on I 

) The Attorney General ' s' Guidelines for FBI National 
Secüfity Investigations. and Foreign Intelligence Collection ; 
(NSIG) , ' which' superceded the AGG and became' effective October 31, 
2003 authorizes I [to operate for 
180-dayiperiods betöre re-authorization -is required. .NSIG 

Consequently, in' the instant matter, it appears 
that ;the case agent incorrectly believed- that his | | was now •'.-"•'•;' 
automatically-valid under the NSIG for twelve-months, through 

"1.. In reality, however, under the | [ 
b2 
b7E -

T any 
open ,-f or less, than six months as of October 31, 2003 would fTTCT 
- for a! total nf'-siY mnnfhp from - thf» riatp- .of 
case iat issue, expired on 

initiation. • Thus the 

Nonetheless, acting:under a good faith belief that a; 
valid;! |was -in effect, | ~. among other investigative 
activities in furtherance of the case, engaged in physical 
surveillance nf hhp.-gnh-iprt- anH issued a- National Security 
Letter on or about! 

b2 . 
b7E" 

} has violated the NSIG. 
•investigative activity occurred undér an' 

ŒT//2018(SS&ÎOB-178 



S . E Ç g E Ï / f S ^ i S J l i O 7 

b2 
•b5 . 
b7E 

With regard to the surveillance, having determined that 
thé surveillance of the subject In the absence of a: properly 
authorized investigation was a violation of the'NSIG/ we turn to 
•the handling, of information acquired thereby. • Exclusion is a 
remedy of .- judicial origin created to address violations of.. 
constitutional dimension. In addition, some statutes, such as -
the Foreign- Intelligence Surveillance Act, provide' for an 
exclusionary rule. -In this instance, neither.the_Constitution 
nor any .applicable, statute has been-violated and, [_ 

b2 
,b5 ' 
b7E' 

2 0 7 

CardozîtfOB-179 



ALL. INFORMATION . COOTAINED' 
HEREIN IS. UNCLASSIFIED '.. 
DATE. 05"0$-2010 BY. 65i79/DMH/3db 

Name of Department or Agency : : FBI 

. DATE OF INCIDENT: | 

IOB SUMMARY SHEET 

CY.Quarterly Report: 

.DATE OF'REPORT TO IOB:-

DATE'OF REPORT.TO DEPARTMENT/AGENCY:; June 15, 2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil.Liberties Office): 

POSSIBLE VIOLATION OF:. ' /'•':•/' • ':' "'' 

: STATUTE (United States Code Citation) • / • 
: F1SA (50 U.S.C. 1801) v ' \ *.:••••''. 
- . '. _ Other - ••'.'••.' 

EXECUTIVE ORDER 13333: ' ' • - • . ,:' . 
-'•• "' Section 2.3 collection & dissemination ofUSP info ';•.'•. 
• • Section 2.4 preamble: least intrusive collection 

Section 2.4(a) CIA electronic surveillance w/in US ; Î 
Section 2.4(b) unconsented physical search w/in US '• 

_ Section 2.4(c) physical surveillance of USP vv/in US 
_.. Section 2.4(d) physical surveillance of USP abroad ' .." 

Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement 
Section 2.7.contracting . 

_•' Section 2.9 undisclosed participation ? '. 
Section 2.10 human experimentation 
Sèction 2.11 prohibition on assassination . 
Section 2.12indirect participation : •. '•': •.••'-: ' . 

X AG Approved EO 12333 Guidelines]" T 

b2 • 
b7E 

i! 

• i; 

• 

: :
 :

1: OTHER EXECUTIVE ORDER (SPECIFY) 
_ Creation of unauthorized SAP (EO 12958, as amended) ... 
_ Other (EO citation: : V '.. '.,'.••'..-'• 

..• • PRESIDENTIAL DIRECTIVE (SPECIFY) ".; ''V-:-V'; ••",'.:''' V : 

: •'•.. •'' •• . COVERT. ACTION FINDING/MEMORANDUM OF NOTIFICATION. 
Other (Presidential Directive citation:: V 

DEPARTMENT/AGENCY ACTION: ' r . , ; ' ; . / ; :- ' -''''"'. 

. "DATE OF FINAL DISPOSITION: . 

Cardozo-IOB-180 

I 

I, 



. DECLASSIFIED BY .65n9/DMH/s<Jb 
ON 05-10-2010 -, v 

(U5 ; 

: • I N T E L L I G E N C E OVERSIGHT BOARD ' ( IOB) MATTER: 
• : • 1 f F I E L D • O F F I C E • 

•..•• IOB .MATTER'. 2007-2128 . (U) 

Office' 

(U) 

acting, or. behalf.-of 
subscriber '..information on, the .correct e-mail address.. In 
response, .however, ,the_ provider:-supplied" information for;..the' 
wrong e-mail address, 
wrong information- to 

\ V 

¡inadvertently forwarded the. •b2 ' 
b7E 

b2 
b 5 
•b7E 



ALL INFORMATION CONTAINED : 
HEREIN IS ̂  UNCLASSIFIED 
DATE 05-06-2C10 BY 65179/DHH/sdU 

IOB SUMMARY SHEET 

Name of Department or Agency: FBI : ..'• V CY Quarterly Report: 

;b7E DATE OF INCIDENT: I I DATE OF REPORT TO IOB: ; ^ " . • fc2 

•DATE OF REPORT TO DEPARTMENT/AGENCY: July 9, 2007 '•> " 1 , ; • •'.. .'•' 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): . 

POSSIBLE VIOLATION OF: ::•:.•- •':. :'• • 

: • • . S T A T U T E (United States Code Citation) ; ' . '• . ..''<. i . V,-'" 
:• x .. f isa(sou.s.c. 1801) • - .' • 

^ V Other (U.S.C. citation: • ) .. . ; . 

• ••'.../ EXECUTIVE ORDER 13333: -¡j : ' • ' ;•• : ; 
• ' - • ••' • Section 2.3 collection & dissemination of USP info ' • : ' ; 

Section.2.4 preamble: least intrusive collection • ' • . 
; Section 2.4(a) CIA electronic "surveillance w/in US. 

' . • • , Section 2.4(b) unconsented physical search w/in US 
. . ' " • .• . -.. Section 2.4(c) physical surveillance of USP w/in US • \ 

Section 2^4(d) physical surveillance of USP abroad ' 
. •__!__• Section 2.5 AG approval w/in US or aigainst USP abroad ; : • 

•••• "•'• ; Section 2.6 assistance to law enforcement ' . 
- •'• • • Section 2.7 contracting -.;•"' • 

,•:',';• Section.2.9 undisclosed participation 
,' ; ' Section2.10 human experimentation •''••':'.: • '•' •" •• .. 

1 J I ' . Section 2.11 prohibition on assassination 
: I Section 2.12 indirect participation •;.. ";' V-'.-

J AG Approved EO 12333 Guidelines (Guidelines name and section: 

OTHER EXECUTIVE ORDER (SPECIFY) • ! -•;.••'•' 
V . - ' .'.- Creation of unauthorized SAP (EO 12958, as amended) 

•..."_ Other (EO citation:._ _ ) . ' . O'.,'•"•'. A ;V. . 

. PRESIDENTIAL DIRECTIVE (SPECIFY) '' •.-'V A : ' . - - r 
;• _____ COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

. -Other (Presidential Directive citation: •• : )• ,. _' '•..<,.' / • '.'''.••;..•: •-, 

DEPARTMENT/AGENCY A C T I O N ^ 

...•'.' b 5 
. ,b7E 

*DATE OF FINAL DISPOSITION: 

CardozcHOB-182 



DECLASSIFIED BY 65179/DHH/sdto 
•ON- 05-10-2010 .'• 

INTEL'LIGENCE_OVERSIGHT BOARD (IOB). 
IFIELD'OFFlCE' 

MATTER. 2007-3084 .~(U) .'• 

MATTER' 

•IOB. b2 • 
•b7E-

discovered that it had 
•received data .on • the wrong subscriber".... Upon - discovery, 
immediately- contacted -the FBI's technical, staff, FBI Headquarters 
(FBI HQ )j and.the Office "of Intelligence Policy and.. Review (OIPR) , . 
and launched an • investigation. 

"' b2 
b7E 

| = Based .upon 
our analysis,-in accordance with the reporting requirements of : 
Section' 2 . 4.. of E . 0., .12863, the carrier ' s error is:. being, reported • to 
the IOB because the surveillance' resulted- in the unintentional -
acquisition of communications'for a subscriber hot authorized to be 
monitored under--the Foreign Intelligence Surveillance Act or . '- . '. 
Executive Order 1233.3. •..-.- '•••.••-.-



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED \ 
DATE Ó5-Ò6-2Ó1Q BY SSlTS/Dtàï/s.db 

IOB SUMMARY SHEET' ; 

Name of Department ori Agency: FBI 

DATE OF INCIDENT: | ] 
v CY Quarterly Report:'. 

DATE OF REPORT TO IOB: 

DATE OF REPORTTO DEPARTMENT/AGENCY: June 14, 2007 . • '• ' .> ; 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.el. DoJ, Congress; Civil Liberties Office): 

POSSIBLE VIOLATION OF: .'.' . • •' : ' . ' 

'•', STATUTE (United States Code Citation) ' '" 
-' X F1SA (50 U.S.C. .1801) -../'" "\ " ; 

. _ iOther (U.S.C. citation: ) "; • . '" 

• . EXECUTIVE ORDER 13333:' : ''" - ; ; ' I;:,;/-..,'.''".';.; 
:.. . Section 2.3 collection & dissemination of USP info, . ; . 

• :'• •••. Section'2.4 preamble: least intrusive collection '.'..'••'.•:••'•.:' ' ":."•••.' •':' 

•b2 
; b7E 

" ' I 

Section 2.4(b) unconsented physical search w/in US • 
_ .Section 2.4(c) physical surveillance ofUSP'w/in US V 

Section 2.4(d) physical surveillance of USP abroad 
. Section 2.5 AG approval w/in US or against USP abroad . ..' 
Section 2.6 assistance to law enforcement -..'--'• 
Section 2.7 contracting '-•:'-'..• ' 

_' ; Section 2.9 undisclosed participation- ' -, 
_ Section 2.10.human experimentation 7':-'r . 
_ Section.2.11 prohibition on assassination 
_ . Section 2.12 indirect participation 
^ . AG Approved EO 12333 Guidelines (Guidelines name and section: J".'. 

' OTHER EXECUTIVE ORDER (SPECIFY) . ; • ;'-
i Creation of unauthorized SAP (EO 12958, as amended); : 

; .'• ' Other (EO. citation: ._ ' ) . ' • • -
. I . 

• PRESIDENTIAL DIRECTIVE (SPECIFY) : Nv '' 
' _ _ • ; .COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION. 7 

' • Other (Presidential Directive citation: V . V ' 

DEPARTMENT/AGENCY ACTION: 

. 'DATE OF FINAL DISPOSITION:. 

Cardozo-IOB-184. 



DECLASSIFIED BY 65179/DMHy'sdb 
•ON Û5-C6-2010 . 

Ctrl ' I N T E L L I G E N C E - O V E R S I G H T BOARD ( I O B ) 'MATTER 
I ~ | F I E L D ' O F F I C E 
IOB MATTER 2007-3573 (U) 

(U) 

b2 •. 
b7E" 

( U j 

telephone.number had been-reassigned on 
user, who -was 'not the- subject of. investigation. 

1 d-j sr.ovpjj-̂ d .that the 
to another. 

Upon discovery,T ] immediately stopped all 
b2 -
b7E • 

collection on the account and.launched an investigation. 
| [determined .thatthe overcollectipn occurred because the 
carrier failed to notify the FBI that it had reassigned the 

- number' 

. The FBI has not' produced any, reports or received 
any audio' on intercepts collected after the carrier reassigned 
the number . :'.-. I £ • not already accomplished, ' OGC advised | 

Here, . the carrier's; reassignment of'.a target's- ' 
telephone 'account., to another user resulted -in the 'unintentional 
acquisition of .electronic communications. Based upon our 
analysis, in accordance, with the reporting requirements of 
Section 2'. 4 -of E.O. • 128 63, .thè. oversight ' is being reported to the . 
IOB '. because -the surveillance -resulted- in the unintentional " 
acquisition, of ' communications for a subscribernot' authorized to 
be monitored under the Foreign-;.Intelligence Surveillance Act or -, 
Executive Order ' 1233.3 . ' 

3 0 B - 1 8 5 



• ALL INFORMATION CONTAINED -.''';/,' J';-•'-..'/' '•/•' V ',.' 
HEREIN' 13 UNCLASSIFIED .' 
DATE 05-06-2010 BY 65179/DMH/'3db ; V "..; 

IOB SUMMARY SHEET : * " . 

Name of Department or Agency: FBI -...., CY Quarterly Report:. 

DATE OF INCIDENT; | | DATE OF REPORT TO IOB: H I 

DATE OF REPORT TO DEPARTMENT/AGENCY: September 14, 2007; 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress/Civil Liberties Office):- \ 

POSSIBLE VIOLATION OF: . ' • . . - V ' 

-.•' STATUTE. (United States Code Citation) '• 
"• x- FISA(50U.S.C. 1801) - / v: T'v"CA;'y-.. . .' •'".• /A'.-.-,; 
• Other (U.S.C. citation: ; ) ;. . .'/.-; V ' / 

,' EXECUTIVE ORDER 13333: ; ' ' : . ; . ' • V '. '. o - ' : >'• ";.' ••. .: ' " y 
. _ . Section 2.3 collection & dissemination of USP info ; . 
' ' - Section 2.4 preamble: least intrusive c o l l e c t i o n : .'.'•''.' "• •'• ;• 

.'••-•_. . Section 2.4(a) CIA electronic surveillance w/in .US'. ' ' . • . 
' Section 2.4(b) unconsented physical search w/in US . ' - • : . ., V •; 

. ' .-.- Section 2.4(c) physical siirveillance of USP w/in US r. • •.. ' •"••' 
. . Section 2.4(d) physical surveillance of USP abroad . / . . . . . i 

: . ; ; Section 2.5 AG approval w/in US or against USP abroad . . • • 
• Section 2.6 assistance to law enforcement '.. 

. .Section 2.7 contracting , '"••' '• 
'.__ . Section 2.9 undisclosed participation 

Section 2.10 human experimentation 
. Section 2.11 prohibition on assassination • •••." . • 

• Section 2.12 indirect participation •'.'", , ' " 
: AG Approved EO 12333 Guidelines (Guidelines name and section: ) 

b2 
blZ 

OTHER EXECUTIVE ORDER (SPECIFY) 
. Creation of.unauthorized SAP (EO 12958, as amended) 

Other (EO citation: _ _ _ _ _ ) . - ' , . 

•J. 
PRESIDENTIAL DIRECTÎVE (SPECIFY) ' 

_ .. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
_..-• Other (Presidential Directive citation: "'•'• Y 

DEPARTMENT/AGENCY ACTION: FBI bmmediateiy stopped all collection on the account and ' ^ 
launched an investigation. . If not already accomplished, OGC advisedj ' '.'• ̂  £ 

*DATE OF FINAL DISPOSITION:' 

Cardozb-iOB-186 



DECLASSIFIED BY ¿5179/DHH/3dh 
• ON 05-06-2010 • .' '.'"..' 

W l 

( U ) 

72011 

I N T E L L I G E N C E OVERSIGHT BOARD ( I O B ) MATTER 
j FIELD OFFICE 

IOB. MATTER 2007-1982 (U) 
• -b2 . 
' b7E 

'discovered'. that the 
subscriber ofs these accounts, had- changed to other, persons- who'- ', 
were; not the subjects 'of investigation'.: The- carrier deactivated 
one account onll ll'and reactivated it' o n r * ^ ^ ^ 

under_a new-subscriber. . The carrier deactivated the :other ' 
and:reactivated it on| account .on 

rider'.ä new .subscriber. In response, J J 

immediately, stopped all'collection, review.and translation of 
material 'derived -from the wireless . accounts . b2 

b7E. 

the car 
in. the' 

Here; collection on the wireless .accounts after-, 
rfer reassigned the1 accounts to.: new subscribers: resulted 
unintentional acquisition of-, electronic communications. 

Based upon our analysis,- ,in accordance with/the reporting. • . '-' 
•'. requirements of Section' 2. 4 of E.O.. 12863, the :.oversight - is being; 
. reporte'd to the- IOB-because the surveillance resulted. in . the. . . .'• 

•: unintentional acquisition of- communications from -. numbers, not 
authorized to be\monitored under , the- Foreign Intelligence'- ' ';'.•'•', 
;.Surveillance'Act" or Executive : Order 12333 . ""-•'. . 



ALL INFORMATION CONTAINED 
HERE IH IS TJHCLASSIFIED : 
DATE 05-06-2010 BY 6517'9/DMH/sdt> 

. . , IOB SUMMARY SHEET 

Name of Department or Agency: FBI- . 

DATE OF INCIDENT: I 

. ÇY Quarterly Report: : 

DATE OF REPORT TO IOB: 
\b 2 
b7E . 

DATE OF REPORT TO DEPARTMENT/AGENCY: May 29, 2007 -

DATE REPORT SUBMITTED TO OTHER ENTITY (iie., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF:- ; 

STATUTE (United States Code Citation) . •>:',... r 

; x FiSA (so u.s.c. 1801) - '• , . . . . 
; Other (U.S.C. citation: • ) \ ' ;.' '.;• • 

EXECUTIVE ORDER 13333: .':. "• -/-V..-
- . . _ _ _ Section 2 3 collection & dissemination of USP info . :. 

••„'." • Section 2.4 preamble: least intrusive collection. ;• 
; - - ' '. Section 2.4(a) CIA electronic surveillance w/in US ' • " ' 

\ '• Section 2.4(b) unconsented physical search w/in US 
. Section 2.4(c) physical surveillance of USP w/in US 

'•'••''•'. • • ' Section 2.4(d) physical surveillance-of USF* abroad . . 
•1. ' ' Section.2.5 AQ approval w/in US or against USP abroad : 

. '' Section 2.6 assistance to law enforcement • 
i - Section 2.7 contracting . \ 

Section 2.9 undisclosed participation . 
Section-2.10'human experimentation ' -, 

; Section 2.11 prohibition on assassination 
, . Section 2.12 indirect participation • :-'• 1 ; 
; , AG Approved EO 12333 Guidelines (Guidelines ñame and. section: • • 1 

: OlfHER EXECUTIVE ORDER (SPECIFY) 
j 1 Creation of unauthorized SAP (EO 12958, as amended) . 

Other (EO citation: ' •.' V 

PRESIDENTIAL DIRECTIVE (SPECIFY) •"/:•• ' . , : • 
COVERT ACTION FINDING/MEMORANDUM OF: NOTIFICATION 

';.".' "/''Other'(Presidential Directive citation: V _) ... • • V 

DEPARTMENT/AGENCYACTION:f 
b2 
b7E 

•DATE OF FINAL DISPOSITION: 

I'•;•;. Cardozò-IOB-188 . 

i 



DECLASSIFIED BY 65179/tHH/sdb 
ON 05-06-2010 

(U) 

J) 

1U) 

INTELLIGENCE OVERSIG.HT BOARD (IOB). MATTER' 
; | [FIELD OFFICE-, 

IOB MATTER 2C0.7-2125 (U) b2 
b7E 

discovered-that 
thè subscriber-of.these accounts had changed to another non-U.S. 
•person who was' not, the subject of investigation. - The change in. 
subscribers occurred'on | I :In response,| | 
| |promptly.:\advised..the appropriate' Telecommunications• 
Specialist, (TS) to stop, all- collection, on the accounts. 

,b2 
b7E' 

learned that 
collection • on the1 accounts had -q.ot-. stopped as requested on 
| | Again, I ~| promptly .contacted the TS and-
requested the immediate cessation-of' all collection on the two 
accounts-.. This time, the' TS-..confirmed that' all collection had 
stopped;on b2 

b7E ' 

Here, . collection . on -the .wireless .'accounts after 
there- was',a change-.'-in subscribers resulted ..in the' unintentional 
acquisition of electronic communications. •' Based upon our ', 
analysis, in accordance with the reporting, requirements of . 
Section 2,4 of E.O.- 12863,' the oversight...is' being • reported to the 
IOB because the. surveillance resulted in the unintentional 
acquisition ;of communications from numbers'-not- authorized to be .' 
monitored under .the Foreign: Intelligence Surveillance Act or '. 
Executive Or'der''-12333 . ' '.'.'., ': 



ALL' INFORMATION CONTAINED ' 
.HEREIN 15 UNCLASSIFIED 
DATS 05-06-201C BY' 6SL?9/VM/3to I O B SUMMARY SHEET: • 

' Name of Department or Agency: FBI / C Y Quarterly Report ' . '•"'; 

DATE OF INCIDENT: I I , DATE OF REPORT TO IOB: "j | yojoH ' / , £7 E 

DATE OF REPORT T O DEPARTMENT/AGENCY: July 26, 2007 ' Y -Y '".; 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):. • • 

.; POSSIBLE VIOLATION OF: v . ' " 

... STATUTE (United States Code.Citation) . 
X_ FISA (50 U.S.C.1801) 

• • • ' • ;_ Other (U.S.C. citation: ) \ ; ' • ; ••• 

EXECUTIVE ORDER 13333: >;' ' . ' 
'J Section 2.3 collection & dissemination of USP info "•..„••'• '.'.-
' _ Section 2.4 preamble: least intrusive collection . . . . . ' • ' 

. Section 2.4(a) CIA electronic surveillance w/in US V •'• 
. _ • Section 2.4(b) unconsented physical search w/in US ., '•'''•••••', .'.'•• ""•'•••'. 
i 1 ' Section 2.4(c) physical surveillance of USP w/in US 
• I Section 2.4(d) physical surveillance of USP abroad ••••'•••'•.-;. 

.' • • 1 Section 2.5 AG approval w/in US or. against USP abroad -. •..-'••,"- ••''•'".• 
. '• Section 2.6 assistance to law enforcement • • -

, . " _ _ £ _ Section 2.7 contracting 
. '.': ' Section 2.9 undisclosed participation • •••' 

I. ' I Section 2.10 human experimentation . • 
: :: i . Section'2.11 prohibition on assassination . , 
.. \ • Section 2.12 indirect participation. . . . 

' VAG'Approved EO 12333 Guidelines (Guidelines name arid. section:. • = ' ) I . .... ...... 
OTHER EXECUTIVE ORDER (SPECIFY) 

Creation of unauthorized SAP (EO 12958, as amended) 
. ; .Other (EO citation: )'.. . ; -

PRESIDENTIAL DIRECTIVE (SPECIFY) : 
____.'• COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

.Other (Presidential Directive citation: _ _ _ _ _ ) .. . , r..-.' 

DEPARTMENT/AGENCY ACTION: 
, " " ' b 2 

: , b7E ' 

•DATE OF FINAL DISPOSITION. 

Cardozo-IOB-190 



DECLASSIFIED BY 65179/DMH/sdb 
QW 05-10-20111. ' . 

(U) INTELLIGENCE OVERSIGHT. BOARD'(IOB) MATTER 
I I FIELD OFFICE- .. . • 
IOB- MATTER 2007-1996 (U) 

b2 
b7E. 

b2 
b7E. 

• an' oversight error during the review of a ' 
FISA•renewal application resulted in the unintentional, 
acquisi'tion-'of , electronic communications. Based .upon our 'V 
analysis, in accordance.with the reporting requirements'of • 
Section 2 .4 of E. 0.. 128 63., the .oversight is-being reported to the 
IOB because the- surveillance resulted in the unintentional. ... 
acquisition of communications from a| |not authorized to be 
monitored under the Foreign Intelligence Surveillance'Act or • 
Executive Order 12333. : 

b2 
b 7 E : 



ALI IHFOFHATIOCT CONTAINED 
'.HÈREIH IS UNCLASSIFIED ' 
.DATE 0.5-06-2010 BY 65179/DMH/sdb 

; Name of Department or Agency:. FBI 

DATE OF INCIDENT:, . 

IOB SUMMARY SHEET' ; 

. . . . CY Quarterly Report: .''••• 

: DATE OF REPORT TO IOB: M | W 0 ^ 
b2 
b'-'E- • \ 

DATE OF REPORT TO DEPARTMENT/AGENCY: June 20, 2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e:, DoJ, Congress, Civil Liberties Office):-

POSSIBLE VIOLATION OF: ' ' . 

'. STATUTE (United States Code Citation) ' . . ' . ' ' ' 
.: X FISA (50 Ü.S.C. 1801) : i 

' , Other (U.S.C. citation: • . ) 

EXECUTIVE ORDER 13333: 
• Section 2.3 collection & dissemination of USP info :. 

Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US . '. 

' Section 2:4(c) physical surveillance of USP w/in US 
Section 2:4(d) physical surveillance of USP abroad ' 

- • ' Sèction 2.5 AG approval w/in US or against USP abroad. . . 
Section 2.6 assistance to law enforcement . 

, _ _ _ Section 2.7 contracting 
_ '•. Section 2.9 undisclosed participation ' 

Section 2.10 human experimentation ' . 
Slection 2.11 prohibition on assassination 

_;. Section 2:12 indirect participation • • • , " • ' ' 
.AG Approved EO 12333. Guidelines (Guidelines name and section: ' " ) 

O'lj'HER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 12958, as amended)-

_ . Other (EO citation: 1 .'. 

. PRESIDENTIAL DIRECTIVE (SPECIFY) ••• 
• _ _ ] _ • COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

i Other (Presidential Directive citation: ' V . 

DEPARTMENT/AGENCY ACTION: 
b2 
b5 
b7E 

•DATE OF. FINAL DISPOSITION:.. 

Cardozo-IOB-192. 



DECLASSIFIED BY 65179/DHH/3db 
QN 05-06-2010: -

. . . INTELLIGENCE .OVERSIGHT ..BOARD..'' (IOB);-: MATTER. 
FBI. COUNTERINTELLIGENCE - DIVISION ... 

.,/• ' V IOB". MATTER; 2007-3421 (U) • 

b2 . 
b7E 

deletin . I.'- • copies 

CD is.in the process•of copying the- records,. . 
g all ' over-provided,dataV and saving the redacted .working• 
onto, discs . "CD advi'ses:"i't 'will; sequester- the original ' 

discs in. a sealèd envelope -to be enclosed to the .'appropriate case, 
filei. ¡CD further, advises 'it then will submit' the sequestered 
material, to the. Office of 'Intelligence'Policy and- Review ; (OIPR) . ... 
If not ¡already.accomplished, OGC'advised I I 

(U) 

. b5 

Here, an. error,- on the, part' of' af 
Jv Based :upon 

our analysis',, in accordance,, with - the reporting- requirements 'of.' 
Section 2.4; of. E.O. 12863, : the 
being reported .to thé IOB 'because - the overproduction-[ 

J. mi stake is '. 
] 

b2 
b7E 

oe covered under t-he- foreign- intelligence 
:- Surveillance. Act or. .Executive.'Order 12333., 



ALI .IHFOPMATIDH" C.MTAIHED:v 
HEREIÏT-- IS UNCLASSIFIED..' 
DATE 05-06-2010 BY '65Ì797DMH/scll> 

IOB SUMMARY SHEET' ; 

'.' Name of Department or Agency: FBI: 

: DATE ÖF INCIDENT:" 

C Y Quarterly Report: • • ' . ' , . 

] DATE OF REPORT TO 1ÓB: M . 

• DATE OF REPORT TO DEPARTMENT/AGENCY: October 2, 2007 -

.'••' DATE REPORT SUBMITTED TÓ OTHER ENTITY (i.e./.DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: . ; ; P /..... •• / : : ' : ' . : ' ' . ' 

STATUTE (United States Code Citation) - : ' ''.. -, .'. 
X. FISA (50 U.S.C. 1801) . •••••'' v. '' •"'>. '•. • 

. . Other (U.S.C, citation: ) ; ' 

r, EXECUTIVE ORDER 13333: ' ': . • - V 
: - Section 2.3 collection & dissemination of USP. info 

: .Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US ' 

•. Section 2.4(b) unconsented physical search w/in US •'.;. - ••"'. . 
' Section 2.4(c) physical'surveillance of USP w/in US 

Section 2.4(d) physical surveillance of USP abroad ; . . : 
Section 2.5 AG approval w/in US or against USP abroad V 
Section 2.6;assistanee to law enforcement . 

• Section 2.7 contracting 
-Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.1Î prohibition on assassination 
Section 2.12 indirect.participation "'••..•. 
AG Approved EO 12333 Guidelines (Guidelinès name and section: 

,.-b2 
.'b7E ' 

-Û 

OTHER EXECUTIVE ORDER (SPECIFY)" •'-., .>;•'•.' 
1 Creation of unauthorized SAP (EO 12958, as amended) 

!'•• :'• Other.(EOcitation: ) ' ^ 7 ' • ' - . ' • ' • ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) \ V'.' '•''"i: 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION: 

. Other (Presidential Directive citation: •_!___ 

DEPARTMENT/AGENCY ACTION: f 

OGC advisedf 

b2 : 
b5 . 

' b7E-

*DATE OF FINAL DISPOSITION: 

Cardozo-IOB-194. 



DECLASSIFIED BY 65179/DMH/sdb 
ON 05-06-2010 

INTELLIGENCE OVERSIGHT BOARD. MATTER .' 
I I DIVISION •'.'•' 

IOB MATTER 2007-989NSL (U) . • 
••" ' b2 "' 
'• ",• b7E ' 

!U) 

(U) 

(U) On 4/4/2007 Division' 
.potential Intelligence Oversight Board (IOB) 
the expiration of a| 

] reported' a . 
violation involving.. 

<u); r 
BXpired on 
was converted to a 

opened a on • a- U. S . 
however; the 

jerson 
/as not. 

approximately 'eight months after the expiration of 

While the | was lapsed, the case . agent conducted spot 
check surveillance of the subject on a few occasions and also' 

l' |. j
 • . . continued to investigate the'subject's 1 actions- and travel. 

Accordingly, the case agent:conducted investigative- activity 
follqwing the expiration of the| |in violation of the Attorney. 
General's Guidelines for FBI National Security-Investigations and-Foreign Intelligence Collection (NSIG) 
Accordingly, this matter is reported-'to the IOB. 

X / 

. b2 . 

. b7E. 

b2 
b7E 

handling ol mtormation acquired, thereby. . Exclusion- is a remedy 
'of judicial origin creatéd-to address violations of .,b2 
constitutional dimension. -In addition/ some statutes, such as 
the Fore'ign Intelligence' Surveillance Act, provide for an 
exclusionary, rule. In this instance, neither the Constitution 
nor any^applicable statute has been violated and, f 

b5 
"b7E 
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IOB SUMMARY SHEET' ; 

, Name of.Department or Agency: FBI CY Quarterly Report: 

'DATE OF INCIDENT: , 03/02 DATE OF REPORT TO IOB: H ^ f o i 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/07 ' 

DATE;REP0RT SUBMITTED TO OTHER ENTITY (i.e., DoJ; Congress, Civil Liberties Office): - > : 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
• • •" . ••••: FIS A (50 U.S.C. 1801) 

•-•• Other (U.S.C. citation: . V 

EXECUTIVE ORDER 12333: 
_____ Section 2.3 collection & dissemination of.USP info . 

. Section 2.4 preamble: least intrusive collection 
i : Section 2.4(a) CIA electronic surveillance w/in US 

, Section 2.4(b) unconsénted physical search w/in US 
; Section 2.4(c) physical surveillance of USP w/in US 

Section 2.4(d) physical surveillance of USP abroad ' 
Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement .','. . • " 
Section 2.7 contracting ' 

. Section 2.9 undisclosed participation . 
Section 2.10 human experimentation : . 
Section 2.11 prohibition on assassination •. 
Section 2.12 indirect participation. • 

_. AG Approved EO 12333 Guidelines! 

; OTHER EXECUTIVE ORDER (SPECIFY) : 
I I Creation of unauthorized SAP (EO 12958, as amended) 

1 Other (EO citation: ) ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

^ Other (Presidential Directive citation: : " ) ' . 

DEPARTMENT/AGENCY ACTION: FR1/OGC advisedT 
b2 
b5 
b7E' 

*DATE OF FINAL DISPOSITION: 11/14/07 ' 

Cardozo-IOB-196. 
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exrf 
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(ïï> 

(ÜJ-

INTELL.ÏGENCE [ OVERSIGHT•BOARD MATTER: 
] D I V I S I O N 

IOB MATTER 2007-1053NSL/\(U):: ,b2 
b7E • 

(U) On .3/28/2037 [ ] Division £ • reported. 
.^••potential Intelligence Oversight Board (IOB). -violation-
-.Involving, the expiration of a 

opened a I Ion a U.S. person 
was appropriately extended on a - few occasions .' 
.expired on 

•target 
•However,-
: Counterintelligence Division until 

I and was' not • renewed by . the 
b2 
b7E . 

While the| |was lapsed, the case agent sought and • 
"ob'tained^-approvai to- conduct a trash, cover at the, target ' s ' 
residence. . InI I trash was-obtained and 

ferO documented. Thêl |subsequently was closed on 

General's Guidelines- for FBI National Security investigations-and :ity 
Foreign Intelligence Collection . (NSIG) . • A | | must, be open. in:; 
n r r i p r t o r n n d i m t - t r a s h cover; it .may. not, be conducted under a 

Accordingly,- this .'matter is reported to the: 

Jof the Attorney-'•'. 

IOB. 

•PI has (lapsed, was. a violation of the..NSIG,. we ,turn, to the . 
handling pf..information acquired thereby.- Exclusion ° is a remedy: 
of.--j'udijCial origin created, to• address violations.- of 
constitutional dimension .' •' In addition, • some : statutes, such : as ? 
the' Foreign. Intelligence Surveillance Act, provide for an -yr- '-'-{^i 
'exclusionary rule. .. In this • instance, neither the.. Constitution. .. 
nor a;ny[ applicable statute has been violated and','1 
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' IOB SUMMARY SHEET 

1' N a m e o f Department or Agency FBI CY Quarterly Report 

D A T E OF INCIDENT 01/04 DATE OF REPORT TO IOB: c 

' ' ' DATE OF REPORT TO DEPARTMENT/AGENCY: 03/28/07 

k-SfF^ATC'REPOR-T SUBMITTED TO OTHER ENTITY.(i.e., DoJ, Congress, Civil Liberties Office):" . 

' POSSIBLE VIOLATION OF . . 

" - STATUTE (United States Code Citation) . !• 
riSA (50 USC 1801) 

; i :. . Other (U.S.C. citation: . ) 

• EXECUTIVE ORDER 12333: -.'.v:.'. . • , ; . - i v ' - : , -
_____ Section 2.3 collection & dissemination of USP info ' • 

Section 2.4 preamble: least intrusive collection 
'. - Section 2:4(a) CIA electronic surveillance w/in US . , 

. " Section 2.4(b).unconsented physical search w/in US , 

• Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad 

. Section 2.6 assistance to law enforcement. :. . 
Section 2.7 contracting ' , : ' . •'•'•.• 
Section 2.9 undisclosed participation . '' 

-Section 2.10 human experimentation • ••"•. 
Section2.11 prohibition on assassination 
Section-2.12 indirect participation 

| X_ AG Approved EO 12333 Guidelines 

OTHER EXECUTIVE ORDER (SPECIFY) * : ' /•• x 

i; i Creation of unauthorized SAP (EO 12958,.as amended) 
If i . v Other (EO citation: x V. / ^^•"...'v--'- : ' 

":' j?RE 5IDENTIAL DIRECTIVE (SPECIFY) - > %'vv : ' 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ' . V 

DEPARTMENT/AGENCY ACTION: FBI/ÖGC advised I | ^ 
[ : b7E 

* DATE OF FINAL DISPOSITION: 11/14/07 j; t-• . . ; '•• ' ' 

Cardozo-IOB-198 
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•INTELLIGENCE OVERSIGHT.BOARD MATTER 
( U i 

J D I V I S I O N ; 
IOB MATTER 200.7-.1054NSL (U). 

b2 -
b7E 

(U) 

(U) 

( U ) 

On 3/27/2007 ] Division reported a 
potential Intelligence Oversight Board (IOB) violation involving 
the 'expiration of a 

[reopened a ' • . 
1 on a U.S.; person target.. The | 1 expired 

jbut was.not closed by the case agent until 
After the had expired, the.case agent conducted 

an- interview of the subject of the investigation 

.-•-•""".' ,/fSO Cönseauentiv, 1 y S |of . the 

Having determined that the interveiw•of the subject 
conducted after! a PI has lapsed-was a violation of thie NSIG,' we 

. turn ¡to; the handling, of. information acquired thereby. Exclusion 
is a ¡remedy of judicial-origin created to address violations of. 
constitutional dimension. In addition, some., statutes,' such as 
thé EJ-oreign. Intelligence .Surveillance Act, provide for. an -, 

• exclusionary rule. In this instance, neither the 'Constitution ' 
nor any| applicable statute has been.-violated and,I 

b2 '• 
b5 .; 

•'•• b7E'. 
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IOB SUMMARY SHEET : 

Name of Department or Agency: FBI • CY Quarterly Report: 

DATE OF INCIDENT: ' 06/03 . DATE OF REPORT TO IOB: o V j 

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/27/07 : . 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: .''•'.•• 

7 STATUTE (United States Code Citation) 
. . . ; FISA (50 U.S.C. 1801) 

Other (U.S.C, citation: -.-•") . 

EXECUTIVE ORDER 12333: "'.' 
. Section 2.3 collection & dissemination of USP info 

• . • Section 2.4 preamble: least intrusive collection; \ . 
Section 2.4(a) CIA electronic.surveillance w/in US' 

..Section 2.4(b) unconsented physical search w/in US 
• Section 2.4(c) physical surveillance of USP w/in US 

Section 2.4(d) physical surveillance of USP abroad 
i Section 2.5 AG approval w/in US or against USP abroad 

. . Section 2.6 assistance to law- enforcement 
Section 2.7 contracting .. 
Section 2.9 undisclosed participation 

• Section 2.10 human experimentation 
j Section 2.11 prohibition on assassination. . 

' ' Section 2.12 indirect participation 
X AG Approved EO 12333 Guidelines 

OTHER EXECUTIVE ORDER (SPECIFY) . -
; Creation of unauthorized SAP (EO 12958, as aiiiended) " 

' Other (EO citation: V - • ; . , ;, ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) •'. . , •.'. 
__. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION • 

Other (Presidential Directive citation: 1 ->'••,'..••••.../ , 

DEPARTMENT/AGENCY ACTION: FBI/OGC advisedl | . : b5 

.. . i . i. i... i 1 - ' .• ••'••' •". . .b ,'E 
•DATE OF FINÀL DISPOSITION: 11/14/07 . 

I. --s; 

I. • Cardozo-IOB-200 



DECLASSIFIED BY 65179/DHH/sdb 
ON 05-06-2010 

INTELLIGENCE-' OVERSIGHT • BOARD' MATTER 
I I DIVISION • . ' 

; 103 MATTER 2007-1196NSL (U) " b2 
b7E 

( U ) 

(U) 

(U) •' On' 4/9/2007 J Division;£ 
potential. Intelligence Oversight Board (103) 
the 'expiration of a. 

I ' rèported. a • 
violation'involving 

1 

On. [ 
on a . U .¡S - person- target. The Q 

opened a 

auested an -extension from FBI 
was not 'closed by 

expired, 
target, 

1 

Headquarters but was'denied. ' The 
1 until | | Af ter. the| I had 

continued to.conduct, investigation of the 
including physical surveillance- and source-, tasking.' 
Consequently,. 

| ~lo£ the Attorney . 
Genera]]' s Guidelines- for FBI National Security Investigations and 
. Foreign Inteiligence Collection : (;N-SIG')'. A| ' • 

(U) 
'. Hayirig.. determined that the surveillance..of the subject-

and- the. source reporting after' a PI. has lapsed were . violations, of 
the NSI'G,' we turn to.-the .handling of . Information acquired 
thereby. Exclusion :• is a remedy of .judicial.- origin, created- to. 
address violations . of constitutional ...dimension.' " In• addition, 
some- statutes,': such' as the Foreign Intelligence. Surveillance Act, 
provide' for 1 an exclusionary rule... ... In- this .instance-, neither the 
Constitution, nor -any 'applicable statute has- been violated and, 

b2 
b5 -
b7E 



ALI ; INFORMATION CONTAINED ^ . • ' 
HEREIN IS UNCLASSIFIED -.''•;'••"' • ' "V-- '."'•• " ' 
DATE 05-06-2010 BY 6S179/DHH/sdb. . .'./.'' /,;, : •.• '.A'- •'.V "-V 

V • • ' ' ••• ;t;:.'• ' lOB SUMMARY SHEET - f ; ̂  ;;'•' / 

^ Name of Department or Agency: FBI •. CY-Quarterly Report: 1st Q 2008 

• DATE OF INCIDENT: 2006 •-. ^ /DATE OF REPORT TO TOB: April 30, 2008 

' ' DATE OF REPORT TO DEPARTMENT/AGENCY: \ ' V ' X . • 

;. D A f E REPORTSUBMITTED TO OTHER ENTITY (i.e., DöJ, Congress; Civil Liberties Office): , . 

POSSIBLE VIOLATION OF:. ;"; ; ' .'./'.-.. ! ' " ' '' 

'; STATUTE (United States Code Citation) . . . >;•; "•'. 
- •-'•' ^ - FISA (50 U.S;C. 1801) . ' v / ^ ' ,v:: "'"..• 

'•7 ' ; Other (U.S.C. citation: ' ) . . . ''• 

A;- ' ; ;- . ' ; . ' / EXECUTIVE ORDER 13333: '• '' ' ; • ' 
• ". Section 2.3 collection & dissemination of USP info : 

"•.• Section 2.4 preamble: least intrusive collection • . ,; ' .. .... 
•.'••' " ' :' •" Section 2.4(a) CIA electronic surveillance w/in US •.--/•. : • 

' ' • . - . . • Section 2.4(b) unconsented physical search w/jn US 
' Section 2.4(c) physical surveillance of USP Win US . . • ' . ' . 
. Section 2.4(d) physical surveillance of USP abroad . 

Section 2.5 AG approval w/in US or against USP abroad . 
; • •'; ! Section 2.6 assistance to law enforcement v 

. "...•'••'••••• •. ••' Section 2.7 contracting > • '..••'•",." 
• •'.' Section 2.9 undisclosed participation. '. . ' • r ' 

' •: -y.j^ Section 2.10 human experimentation v .!•'•'. 
, • Section .2,11 prohibition on assassination •/•••' 

. ..' •,••.' • :': Section 2.12 indirect participation 
• x AG Approved EO 12333 Guidelines 

OTHER EXECUTIVE ORDER (SPECIFY) ;; : . ' 
Creation of unauthorized SAP (EO 12958, as amended) ".; 

: - Other (EO citation: • ' ) . ^•••^/• i • 

PRESIDENTIAL DIRECTIVE (SPECIFY) • , . . y X ' -
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION , : • L2 

.'•• - '• Other (Presidential Directive citation: ) '.-.'"'•' •'..' b7E 

OTHER '••I'"'-'..- :••..:.:.•";.;.• ••.'•V 

;-. nPPABTMKMT/AnFwrv Arnnxi-. Th» nfflnp pf the General' Counsel.reported this matter to the lOB and 
instructed the field office of the 

"DATE OF FINAL DISPOSITION : 

Cardozo-IOB-202 



DECLASSIFIED BY 65179/DMH/sdl) 
ON 05-06-2010 

• I N T E L L I G E N C E O V E R S I G H T BOARD MATTER 
I D I V I S I O N 

IOB MATTER 2007-1976:(U) 

(U)• On C5/22/2007 [ ] Division £ 1 

(U). 

reported a potential Intelligence Oversight.Board (IOB) violation 
involving the expiration of a J 1. .. 

( U ) 

. On . r |opened af 
| | ore a. a . S'. person target". •• The | | expired on' 
not closed untilf" '" " ' ' 

b2 
b7E 

but was 
..After the | lhad: expired, the case. 

J 

agent continued .to conduct physical. surveillance of ..the target. 

Having determined.that the surveillance of the subject 
arid 'the' ̂ source, reporting after' a ' PI has lapsed were violations of 
the NSIG, we turn to the handling of Information acquired 
thereby;.. Exclusion is a remedy of judicial origin created to ;.----;•. 
addressj violations of constitutional- dimension: . In addition, 
some¡statutes,. such as the Foreign Intelligence Surveillance Act, 
provide . for ; an exclusionary ' rule. In.' this instance,. neither the •' 
Constitution nor.any applicable statute has been violated and. b2 

b5 
,b7E 



AIL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED ...•' .. ' • ' . . ' ; . • '•'•;"".'"". ' ' 
DATE 05-06-2010 BY 65179/DMH/sdb .'.'•'/ v; ' 

• ••; v • IO'B SUMMARY SHEET . • : v : ^-V".' 

. Name of Department or Agency: FBI . CY Quarterly Report: 

DATE OF INCIDENT: 12/06 • -.. DATE OF REPORT TO IOB; tfj I 

DATE OF REPORT TO DEPARTMENT/AGENCY: 05/22/07 - V ' . ;
; •' 'v. 

DATE.REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): ' 

POSSIBLE VIOLATION OF: . . :-'-' 

' STATUTE (United States Code Citation) - : 
..'•••'••.;;.. • / F I S A (50 U.S.C. 1801) 7 V *: 

. . Other (U.S:C. citation: •, ) . "v " '••" 

.•: EXECUTIVE ORDER 12333: ' '"'••'.'. 
Section 2.3,collection & dissemination of USP Info .. . ' 

' . \ Section 2.4 preamble: least intrusive collection . 
.''-.".•_: Section 2.4(a) CIA electronic surveillance w/in US • . . ' / •. • 
•'.;- :' Section 2:4(b) unconsented physical search w/in US . 

' • ' . • • Section 2.4(c) physical surveillance of USP w/in US . " . . : . 
- . I Section 2.4(d).physical surveillance of USP abroad . ; 

<• • - ' I ' Section 2.5 AG approval w/in US or against USP abroad .. 
• . Section 2.6 assistance to law enforcement 
j Section 2.7 contracting. '.•./•..'• 

. Section 2.9 undisclosed participation ,..•.•• 
.;"" Section 2.10 human experimentation •. 

. Section 2.11 prohibition on assassination •:..'• . . •. , 
'. Section 2.12 indirect participation •••..'•••. •••.•' : •' • ' • • ' • •••; •' .'• 
... X AG Approved EO.12333.Guidelines j | 

.. • OTHER EXECUTIVE ORDER (SPECIFY) . . "••". 
' ' • . • ••" Creation of unauthorized SAP (EO 12958. as amended) 

;/•' r , . _ . Other (EO citation: '• • V . . ' ' . • • • • . : .,: 

> V;; PRESIDENTIAL DIRECTIVE (SPECIFY)1 .. V : • ! • • ? • v.; 
':,• • COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION .'.'.'S* ; 

. .. Other (Presidential Directive citation: ) • , 

DFPARTMF.NT/ÀfiF.NCY ACTION: FBI/OC,C ndvisedl " . 1 b5 . 

: *DATE OF FINAL DISPOSITION: 11/14/07 

Çafdôzo-lOB-204 



DECLASSIFIED BY 65179/DMH/3db 
"OH \ 05-lQ-2010 '.•" - ' • i 

(U) 

(U) . 

(U) 

-'• 'INTELLIGENCE'- OVERSIGHT BOARD. (IOB)- '. MATTER 
[FIELD. OFFICE -

. .'-'•':•••;;. IOB MATTER 2007-1089 :.(U) ';..' '.'•'.' ' • 

.. (U) On April . 09, 2007, the Federal Bureau of Investigation 
' (FBl) l I Field Office-I I reported a potential' 
IOB error' in conjunction with a closed 

b2 
r b 7 E ; 

of two United States Persons, 

On two r "[citizens, • apparently. 
] police-' station: tourists, walked into.the 

to report : their involvement-, in '.a single vehicle, automobile 
accident.',' Background information confirmed that both tourists' 
were admitted to the US on |through| |. 
airport.- After entering '.through:!'""""! 

I where .the pair borrowed 
the tourists traveled , to-
a vehicle. belonging to .two• 

US citizens; '..The tourists; were'-apparently using- the car to ..tour 
the, US [and eventually made their'.way to 

where the accident' occurred.' Thereafter, the [ 
lin. 

County, 
search 

Sheriff's Office [_ J 
] 

became, involved and conducted a 
of the vehicle.with, negative- results, but .for a -picture of. 

the -¡two tourists-.- holding an automatic weapon Criminal background 
provided this-[ checks on both subjects were.negative. The 

information in a police report to the FBI. 

. Based- -upon the | | report,, the' FBI "checked various. 
..dataiiasê  indices for-both parties, and' found, -nothing of' -concern.. 
The FBI then advised.the that:there was.not sufficient: 
information- .to hold the pair and advised they be released.. 

s. However, on . opened a I I 
Jon the/vehicle owners from 

While the case was'opened' a s a 
was-not-.given . priority ; attention as there was. no documented• 
investigative -/activity performed before „its , closing less than' 
••year', 

it' 

b2 
b7E' 

b2 
,b7E 

b2 
b 5 
b7E 



'ALI INFÖPMTIÖH CONTAINED ' 
HEPZIW IS OTCLASSÎFIED 
DATE' 05-06-2010 BY 65179/DMH/Sdb 

. I OB SUMMARY SHEET 

Name of Department or Agency: FBI 

DATÉ.OF INCIDENT: | 

CY Quarterly Report: , ': • .:• 

DATE OF REPORT TO IOB:. 
:b2 
;'b7E. 

-••".• .'DATE OF REPORTTO. DEPARTMENT/AGENCY: April 9, 2007 " .'. 

: . ' ' DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ; Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 7 . ": • : . - ' , . - . ' 7 V •'.:: 

• STATUTE (United States Code Citation) 
FISA (50 U.S.C. 1801) : . . ' • "'• 
Other (U.S.C. citation: 18 USC 2709 (ECPA)) ' .. •' / 

'• • V ;•'''. EXECUTIVE ORDER ¡2333: ,' ',• •. ' ' .' ",:•;" ' / . 1 ' ' ' " ' 
'•••'•'.' . . .Section 2.3 collection & dissemination of USP info : • •••• 

: . . . . _ _ _ _ Section 2.4 preamble: least intrusive collection . .. \ ;. 
. •." • Section 2.4(a) CIA electronic surveillance w/in US .'• : . . ; 

• ••.. v :Section 2.4(b).unconsented physical search w/in US • • 
••• v. Section 2.4(c) physical surveillance of USP.w/in US '-••' • • 

: . . _ Section 2 4(d) physical surveillance of USP abroad 
•• . • Section 2.5 AG approval.w/in US or against USP abroad 

- • • Section 2.6 assistance to law enforcement . 
. . • - •: Section 2.7 contracting . , ' • • ' . 

• .'. _ _ _ .Section 2.9,undisclosed participation .; ,• • ' . ' 
. . - Section 2.10 human experimentation ' . • ' 

: - Section 2.11 prohibition on assassination 
• . . • . Section 2.12 indirect participation • . • '. ' 

X : AG Approved EO 12333 Guidelines 

. b2 
b7E 

OTHER EXECUTIVE ORDER (SPECIFY) • 
*, _ _ _ • Creatioirof unauthorized SAP (EO. 12958, as amended) • 
. . Other (EO citation: ) • ; : . , - . , , ; ' . 

' PRESIDENTIAL DIRECTIVE (SPECIFY)' : .<"••''.: ' ' : : ; 

. . ' COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION. 
. - • ..-'•'• Other (Presidential Directive citation: 

D E P A RT M ENT/A G EN G Y. A CTI ON : 

. - Field Office closed the£ 
General's Guidelines.violation to the Intelligence Oversight Board.: 

"DATE OF FINAL DISPOSITION: ',•'•! ; 

j Reported Attorney •:'.b2 . 
. b7E. 

Cardozo-IOB-2Q6 



DEC LASSIFIED BY 65179/DMH/s db 
OH 05-06-2010 

(U) 

. INTELLIGENCE.'OVERSIGHT . BOARD • .(IOB) .MATTER-
; I IFIELD..OFFICE •'• 

. IOB MATTER' 2007-1487. (U) 
b2 
b7E--

m 

•Field Office On March 27, 2007,.the 
reported' a potential IOB error- in. .conjunction with its ongoing 

of a 'United 'States Person. 

(S) During this investigation,- on 
requested a six-month extension- of FBI- Headquarters- (FBIHQ). . The 

|was set to expire onl FBIHQ did not approve the .. 
extension until apprpxlmately. two -and. a 'half .. months 
after the request.. 

|.Issued a 
In this interim period of-, authorization, 

Right to Financial- Privacy Act.(RFPA) National•-
Security.Letter (NSL) to a.bank-for financial records related to 
the -sub̂ j e.ct' of the; invie'stigation. •'The-bank complied with the 
request; and forwarded records for the subj ect' s. financial . 

- As the | | was not- properly; authorized when -'. 
was sent, and NSLs are'a specific investigative, 

authorized under ;a | j-'.issued the NSL. in-
contravention'/of The Attorney General's Guidelines for FBI -
National Security Investigations and: Foreign Intelligence 
Collect! ion (NSIG) and. the .RFPA, and. therefore is being reported 

b2 ' 
b7E" 

to accounts.:, 
the NSli request 
technique 

unintentionally 
preference. . If 
usedt;in 

has been 
acquired 

advised to either return or destroy the 
information, based on the bank's 

remove 

the':-records were'' uploaded .to an 
'. conjunction' with- any -FBI' 'investigation,' 
the- information-, from.' the: database (s)' . upon 

FBI •or database 
must : 

receipt - of this 
EC.' ii If . the . information is 

I |may issue-.a new NSL 
present ..collection mus.t 
described above. • 

relevant' to: art open investigation,. .. 
requesting this, in'f6-rmation,' but - the, 

first .be destroyed or returned.as 

b2 -. 
b7E 



ALL INFOITI ON CONTAINED •' 
HEREIN ;15 UNCLASSIFIED ; .V 
DATE 05-06-2010 - BY 65179/DMH/3CÜD ' 

• Name of Department òr Agency: - FBI 

DATE OF INCIDENT: 

IOB SUMMARY SHEET : 

. C Y Quarterly Report:; - , y 

DATE OF REPORT TO IOB: 0/0% b2 ' 
b7E 

DATE OF REPOR T TO DEPARTMENT/AGENCY: 3/27/2007 ;','.'.. : • . . ; ' 

DATE REPORT SUBMITTED TO OTHER'ENTITY (i.e., DoJ, Congress,'Civil Liberties Office):';. 

POSSIBLE VIOLATION OF: ,. • ' ''••/•' " • ' . ' • ; ' X ' ; ; •' ' 

'..;'' STATUTE (United States Code Citation) ' / '. v 

•"..V . ; FISA (50 U.S.C. 1801) ' ' '•''. • '• •.' • " • ; ' . j •', •.-. 
X Oilier (U.S.C. citation: 12 U.S.C: 3414(a)(5)(A)-. Right to Financiai Privacv Act).' ; • 

EXECUTIVE ORDER 12333:;; ^ V- .'" '.."' :'.'; '..:. - V ' • • " • ' i ; ' 
" •-. Section'2.3 collection & dissemination of USP info . V • •'•'•• 

' • • . • • ' .. Section 2.4 preamble: least intrusive collection.'. '• ' -.' .-.;'. '.-"v.-.-
' Section 2.4(a) CIA electronic surveillance w/in US • •; 

1'-

_'.'• Section 2.4(c) physical surveillance of USP w/in US . 
_ ; Section 2.4(d).physical surveillance'of ÜSP abroad 

Section 2.5 AG approval w/'in US or against USP abroad . • . 
_ Section 2.6 assistance to law eriforcément : 
_ Section 2.1contracting . . 

Section 2.9 undisclosed participation 
^ Section 2.1.0 human experimentation 
_ - Section 2.11 prohibition.on assassination 
_ Section 2.12 indirect participation ¡ . 
'" • AG Approved EO 12333 Guidelines (Guidelines name and section' 

¡OTHER EXECUTIVE ORDER (SPECIFY) • 
" I ' Creation, of unauthorized SAP (EO-12958, as amended) 

i Other. (EO citation: . • ) • - : 

/ PRESIDENTIAL DIRECTIVE (SPECIFY) •' ' 
- COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION-

' Other (Presidential Directive citation: ••• ' . ' • ) \ 

. DEPARTMENT/AGENCY ACTION 

•'•' .•;• Issue new authorized NSL or purge records: • • 1 "<• 

•DATE OF FINAL DISPOSITION: 

Cardozo-IQB-208 



DECLASSIFIED ÖY 6.5179/DMH/sctt) 
ON 0.5̂ 06-2010 

INTELLIGENCE OVERSIGHT'BOARD " (ICS) MATTER 
DIVISION, . ••.•••... 

Division 

' • ' ' : • 1 0 3 MATTER 2 0 0 7 - 9 . 2 9 (U.) . " - : -

.The -Federal . Bureau of .Investigation .( "FBI" ) , £ 
] has determined that.in conducting a 

b2 
b7E 

counterintelligence, investigation- on a United States person, that. • 
a reportable • issue has occurred:.in the. authorization of the 
investigation.. :•.'•":•-''-,'.' - . ' ' • • " ' . . . ' • . ' . 'V. . ' ' -•.'•."• 

1 'opened a 1 
1 that-, expired- on the .target on 

case . agent •' in charge of .this' case - Was assigned to itfiinnnrarv 

on ' 
The 

duty:' assignment from| The 
case|.:.agent attempted, to request a six month • extension and place 
the case .'in. a "pending- inactive status" - during this, period.' ." 
Believing the extension and. 'pending.--inactive status' requests 
were', appropriate,, the-, case agent'.-resumed investigation upon.. \V 
retuin\ During, the time when the.investigation.was expired, (not : 
propjeri.y authorized) , | among other . investigative . 

b2 
b7E' 

activities, : conducted physical surveillance• of the- subject 

turn' to the handling of ..information acquired thereby.. 
;' is--a!; remedy of judicial:'origin created- tó .address.- violations'; of-
• :cons;titutiöna.l' dimension. In addition, some, statutes, such as 
' the- -Foreign; Intelligence. Surveillance - Act, . . pro-vide for an. '..;.:••'-
..exclusionary rule. In this, instance, ' neither the- Constitution. 
• nor any , applicable statute has- been . violated. and; I ~1 



ALI INFORMATION COBTAINED 
HEREIN IS UNCLASSIFIED - / • ": 
DATE 05-06-2010 BY 55179/DHH/s<ib [OB SUMMARY SHEET 

Name of Department or Agency: ; FBI 

DATE OF INCIDENT: I 

CY Quarterly Report::. . 

DATE OF REPORT TO IOB: 12/31/2607 LjjyM b 2 
b7E 

DATE OF REPORT TO DEPARTMENT/AGENCY: 4/11/2007 

DATE REPORT SUBMITTED TO OTHER ENTiTY (i.e., DoJ, Congress, Civil Liberties Office): •; 

POSSIBLE VIOLATION OF: 

. STATUTE (United States Code Citation) ; . . 
". FiSA (50 U.S.C. 1801) . ^ . . / / 

• Other (U.S.C. citation: ) 

j; EXECUTIVE ORDER 12333:.. 
Section 2.3 collection & dissemination of USP info • 

; .'Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CLA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 

ji-; ;• Section 2.4(c) physical surveillance of USP w/in US 
\ : Section 2.4(d) physical surveillance of USP abroad 

Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistancé to law.enforcement . 
Section 2.7. contracting 
Section 2.9 undisclosed participation ; : 

Section 2.10 human experimentation " 
Section 2.11 prohibition on assassination . 
Section 2.12 indirect participation • 
AG Approved EO 12333 Guidelines (Guidelines name and section: t ' X J 

OTHER EXECUTIVE ORDER (SPECIFY) 
; Creation of unauthorized SAP (EO 12958, as amended) 

. Other (EO citation: ) . 

7 PRESIDENTIAL DIRECTIVE (SPECIFY) 
; v'••••••• COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

. Other (Presidential Directive citation: J : 

DEPARTMENT/AGENCY ACTION: Reported to tbe IOB; 

•DATE OF FINAL DISPOSITION: •' 

Cardozo-IOB-210 



DECLASSIFIED BY-'65179/DMH/Sctti 
Oil 05 -10-2010 

INTELLIGENCE OVERSIGHT' BOARD ,' (IOB) MATTER 
FIELD OFFICE 

IOB MATTER -.2007-1250 (U) 
.. "b2 

• b 7 E 

(U).On April 4, 2007, the ]'Field .Office [ 
reported investigative activity occurring against a United.States 
person-after-the investigation was closed. 

[ 
In this matter, 

target I was entered into the 

opened a| 
I .Pursuant to FBI policy, the ] 

correctly conducted the 
investigation and closed the.investigation onI "1 when 

• '• b 2 
b7E 

[ 

learned the' target, left; the . country. On 
received .apparent confirmation that the target ' s record had 

been deleted from | However, on or 
about r ^ 

, of the Attorney 
General's Guidelines for FBI .National Security Investigations and 
Foreign Intelligence Collection . (NSIG). A | |must, be open in order ' b7E 
to request a secondary inspection by the Customs and Border patrol; 

not be conducted under a threat -assessment .. • Accordingly,, this 
is reported to the IOB. . '•':.-

it m!ày 
matter 

Cardozo-IOB-211 



ALL INFORMATION CONTAINED '.; ' 
HEREIN IS UNCLASSIFIED 
DATE. 05-.1-&-2010 BY 65179/DMH/sdb 

• • IOB SUMMARY SHEET . , 

' Name of Department or Agency: FBI : . CY Quarterly Report: 

DATE OF INCIDENT: DATE OF REPORT TO IOB: . <// ' 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) , ' . 
_ FISA(50U.S.C. 1801) 

• . . Other (U.S.C. citation: . ) 

EXECUTIVE ORDER 12333: 7 ' '' 
••J Section 2.3 collection & dissemination of USP irifo1 . , ' . 
: Section 2.4 preamble: least intrusive collection 1 : 

_•' Section 2.4(a) CIA electronic surveillance w/in US. -
Section 2.4(b) unconsented physical search w/in US .' ; 

Section 2.4(c) physical surveillance of USP w/in US f 
' ' Section 2.4(d) physical surveillance of USP abroad 

. . . ' . . _____ Section 2.5 AG approval w/in US or against USP abroad . " 
' , - : Section 2.6 assistance to law enforcement 

'_. Section 2.7 contracting .'. 
. ; . '. Section 2.9 undisclosed participation 

' Section 2.10 human experimentation 
. ' ' ' Section 2.11 prohibition on assassination. 

; Section 2.12 indirect participation 
X AG Approved EO 12333 Guidelines 

•OTHER EXECUTIVE ORDER (SPECIFY) 
Creation.of unauthorized SAP (EO 12958, as amended)••: 

. Ocher (EO citation: ; ) ;•••' 

PRESIDENTIAL DIRECTIVE (SPECIFY) .'-,.. -
.. - ' ' ?" COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

I . . Othér (Presidential Directive citation: ) . 

DEPARTMENT/AGENCY ACTION: . > ' • . ' ' 

»DATE OF FINAL DISPOSITION: 

Cardozo-IOB-212 



DECLASSIFIED. BY S517?7Dîffl/sdb 
OH 05-10-2010 ' 

S E C g E T / T S t F i ^ J U S l ^ 

.INTELLIGENCE OVERSIGHT BOARD (IOB)' MATTER 

(Uï 
FIELD OFFICE . 

IOB MATTER . 2 0 0 7 - 8 ' 6 1 - N S L - (Ü) 

initiated.a[ 
1 of. a U.S. person. • The 

On 
extension through 
additional•extension, \ 

FBI Headquarters' . ( FBIHÖ) granted [ 
i l 

] an. 
I 

] -b7E 

[conducted a|_ 

] Rather.than obtain approval for an 
subsequently;^ extended the 
— ^ - — r I 

;t:(U)"T 
| Such investigative activity- is not 

permitted in, the absence of either, a. 
b2 

: b7E 

•CU)' 

We now turn to the handling .of the' information' 
•acquired" from"the pretext interview. Exclusion is a remedy of 
iudicial origin' created to address violations of- constitutional . 
dimension. In addition,- some .statutes, . such as the Foreign-
Intelligence • Surveillance Act., provide for 'an exclusionary rule'. •' 
In- this instance,' neither 'the . Constitution nor.-any applicable 
statute'has been violated and, 

b2 : 

b5 
b7E. 

( U ) 

ÌB-213 



ALL IHFOPMATION CONTAINED . 
HEREIH 15 UNCLASSIFIED 
DATE Ö5.-06-201C BY 65179/DHH/sdti ' . 

: Name of Department or Agency: FBI 

, DATE OF INC/DENT: "I I 

IOB SUMMARY SHEET . , . 

. . CY Quarterly Report: 

• DA TE OF REPORT TO JOB: ^ 
•' ' b2 

•b7E. 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/07/2007 , •' : 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DÓJ, Congress, Civil Liberties Office):: 

POSSIBLE VIOLATION OF: ; 7 

STATUTE (United States Code Citation) ' v '; 
FISA (50 U.S.C. 1801) ' ' 7;. . •;'•.•/••;. • '-.• ."7 

; . • • OtherÏU.S.C. citation: • ' ' ) 7 

' EXECUTIVE ORDER 12333: . 
. _ • Section 2.3 collection & dissemination of USP info 

I-. • 

• h 

Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in ÜS 
Section 2.4(b) unconsentèd physical search w/in US 7 .. 
Section 2.4(c) physical surveillance of USP w/in US 1 

Section 2.4(d) physical surveillance of USP abroad 
. Section 2.5 AG approval w/in US or against. USP abroad 
Section 2.6 assistance to law enforcement : . 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2:10 human experimentation 
Section 2.11-prohibition on assassination 
Section 2.12 indirect participation . 

X AG Approved EO. 12333 Guidelines 

OTHER EXECUTIVE ORDER (SPECIFY) . ' , 
, ' ' • : Creation of unauthorized SAP (EO 12958, as amended) ' 

'.• ; Other (EO citation: ' 7 ); - - 7„ 

, PRESIDENTIAL DIRECTIVE (SPECIFY) .:' ' 7. 
j. _ [ _ _ . COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION. 

Other (Presidential Directive citation: 

DEPARTMENT/AGENCY ACTION: 

•DATE OF FINAL DISPOSITION: : 

Cardozo-IOB-214 



DECLASSIFIED BY 6S179/DHH/3db 
.ON 05-10-2010 

(U) 
INTELLIGENCE OVERSIGHT BOARD .(IOB) MATTER: . V 

]FIELD OFFICE . " 
IOB MATTER 2007-1582 / (U)-

b2 
b7E 

By electronic communication ("EC") dated April 05., 
^Divisi ion reported a. 

] potential IOB error -in conjunction with its. open 
| "I of a United States Person.. 

(U) 

(U) 

1 we turn to the 
handling ot information, acquired thereby. ...Exclusion is" a remedy 
of judicial, origin , created to address violations of *': 
. constiitutional dimension. In addition, .some statutes., such as ., 
the|!Fcjreign Intelligence Surveillance Act, provide: for an 
exclusionary rule . / . In this .instance, "neither, „the, Constitutiöri • 
nor'any applicable; statute has- been violated and J 

. b2 . 
, '. b5 : 

b7E-

-IOB-215 



• ALI ' iKTFOfeHÄTIOH COHTAIHED 
•HpEIH. IS UNCLASSIFIED . 
DATE :05'-iQ-2010 BY' 65179/DHH/Sdto IOB SUMMARY: SHEET 

Name of Department or Agency: FBI " 

DATE OF INCIDENT: ] 
•CY Quarterly Report: ; 

DATE OF REPORT TO (OB: ^ / / ^ o / o f 

;. DATE OF REPORT TO DEPARTMENT/AGENCY: 4/5/2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Oiffice):' 

POSSIBLE VIOLATION OF: - ' ,;",.' 

STATUTE (United States Code Citation) ''• . 1 -
_____ FISA (50 u:s .C. 1801) 

. " .• • Other'(U.S.C. citation:. ' ' . ) ' 

'EXECUTIVE ORDER 1.2333: ; " ' -
1 j Section 2.3 collection & dissemination.of USP info:. 

'y ' . : Section 2.4.preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/in US' 

, Section.2.4(b) unconsented^physical, search w/in US ' 
Section 2.4(c) physical surveillance of USP w/in US • 
Section 2.4(d) physical surveillance of USP abroad-
Section 2.5 AG approval w/in US or against USP abroad .-'.-

' Section 2.6 assistance to law enforcement 
Section 2.7 contracting . : \ . 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation • .-
Sectibn-2.11 prohibition on assassination 
Section 2.12 indirect participation • . - . - " - • . .-•• 

. . h 2 
''. b7E 

• AG'Appröved EO 12333 Guidelines 

(OTHER EXECUTIVE ORDER (SPECIFY) : ..' . ' -
Creation of unauthorized SAP (EO 12958, as amended) ' 
Other (EO citation: ' ) ' 

PRESIDENTIAL DIRECTIVE (SPECIFY) . 
R.;: ' ' - „COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

••. • - • !'" Other.(Presidential Directive citation: _ _ ) '.:•' 

DEPARTMENT/AGENCY ACTION: • ' / •/'••''•.''•'•. 

*DATE OF FINAL DISPOSITION: . 

Cardozo-IOB-216 



'DECLASSIFIED BY 65179/DMH/sdb 
.ON 05-10-2010 : 

S E C R È 3 5 t ? f c 2 « i S 5 2 0 8 

m 

(U) 

(U) 

(U) 

INTELLIGENCE: OVERSIGHT BOARD. (IOB) 'MATTER 
V | |FIELD. OFFICE 
IOB' MATTER 2007-927.NSL' (rJ) : "'-

(U) On R 
Investigation, 1 

on 
expired on 

the Federal- Bureau of 
I initiated a . 

The-

.: . v..b2 
•'•"' b7E-

I Field; Office 
a United- States- person. 

I n the: Case, Agent requested a six-month 
extension of the investigation. The extension was improperly ".-.-•••-

I of' The Attorney General's Guidelines for ' FBI •' 
J 

National Security -Investigations and Foreign Intelligence 
Collection (NSIG).I 1 

.investigation- - was-, improperly .extended. 
J.. Accordingly,, the 

••*--' Following- the purported extension, | 
condjucted-^physical surveillance of the; target' s residence . Under : 
the NSIG, a 

use of 

is:required to . . 
conduct-physical, photographic, ..'and video surveillance^ (where .' 
such!: s.i.rv.eillance "does not required- unconsented entry) , .including 

such surveillance' to identify an individual- in contact-
with . the • subj ëct. of : the .inve-'stigation. : x. > NSIG, 

O'GC has advisedf 

possiDie 1UB ma i ter . 
tne incident must oe reportea. to uuc as a 

I •• (U) Dérivée 
Declaes-irfv. ;On : 

,.b2 • 
• b7E 

... b2 
• ' b7E 

. ". b2 
,' b5 '• 

b7E ' 



ALL IIJFOPmTION CONTAINED .. • 
H E R E I N IS U N C L A S S I F I E D 
DATE 'C5tIO-2010 B7 65179/DMH/sdt) ..; 

IOB SUMMARY SHEET' ; 

Name of Department or Agency: FBI. 

DATE OF INCIDENT: 

CY Quarterly Report: , I "à (£>too ^ : 

'.•b2 ' 
b7E 

DATE OF REPORT TO DEPARTMENT/AGENCY: April' 11, 2007 ' . . 

; DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ,: Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: . ' * "'-V • •• .V-i—:' 

STATUTE (United States Code Citation) . • ,..•••: . ' • ••'". '. .:••••. ' ' ' 
. _ _ _ . F ISA(50Ù . s . c ,1801) : . • •.-•'.;.'• • 

• / • • " -. .' . Other (U.S.C. citation: ' ) . . 

'•" EXECUTIVE ORDER 13333: . V" .V'.. ' .•"••'; ,.. ' 
• '' ' •• ' Section 2.3 collection & dissemination of L'SP info 

•• :" . Section 2.4 preamble:.least intrusive collection .' • 
. Section 2.4(a) CIA electronic suiVeillance w/in US 
- ' Section 2.4(b) unconsented physical search w/in US • ... 

" _ Section 2.4(c) physical surveillance pf USP w/iri US 
_ . Section 2.4(d) physical surveillance of USP abroad • :';. -

. Section 2.5 AG approval w/in US or against USP abroàd ' • 
• ! Section 2.6 assistance to law enforcement 

. ' • . Section 2.7 contracting 
: Section 2.9 undisclosed participation 

••••••: •!••- Section 2.10 human experimentation . - , .':*. 
I : Section 2.11 prohibition on assassination 

. - • • _ ! _ Section 2.12 indirect participation . . . •••,•'.... • . . . • ; 

X ' AG Approved EO 12333 Guidelines 

• OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized SAP (EO 1295 8,-as amended)} : . 

_. Other (EO citation: t :• '"• -V: • -

PRESIDENTIAL DIRECTIVE (SPECIFY) ;
; 

COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: ) . . . ; ' .. . 

. 'DEPARTMENT/AGENCY ACTION: The Office of the.General Counsel has advisedf , b2 
; . . b 5 
v Jd7E' 

JOB matter. ; , 

"DATE OF FINAL DISPOSITION: 

J the incident must be reported to OGC as a possible • • • 

Cardozo-IOB-218. 



INTELLIGENCE OVERSIGH BOARD. (IOB). 
DIVISION, • '••',•• 

T..I ] D MATTER-

IOB - MATTER "2007 -1353 ( U ). 
b2 
•b7E 

During, a 
States-, person opened on£ 

f". a United' " 
never submitted 

the . required 10-day notice of initiation of a' national security. ••• 
investigation (NSI).. or provided the. Office of Intelligence Policy 
and Review (OIPR) any other notice, of the.'investigation as '. 
required by- the I | ' 

('J) • In light of the fact that 01 PR was not- notified- of. 
this [investigation; at all during the. time - it was open,' the . FBI 
has. concluded that , the- lack of notice . substantially impaired. : 
OIPR''.'s 'ability'' to oversee the. investigation. Therefore, the FBI 
is répo rting : this .matter, to : the IOB... 

DECLASSIFIED - BY 65 
OH .05-10-2010 : 

.79/DHH/silh 



ALL INFORMATION CONTAINED ; • . / ..,' -
•.' . HEREIN 15 UNCLASSIFIED . .", . ,'.. ..'-'"•• ..••••' • •• . ".*. '; 

DATE 05—10-12010. BY 654.79/DHH/3db 
v' :.-; . . IOB SUMMARY SHEET 

, Name, of Department or Agency: • FBI CY Quarterly Report: •'•''".-.v ." ' : ' . 

. : i 'DATE OF INCIDENT: | | DATE OF REPORT TO IOB: Dsccmhar 3 ij 2007 - ' • ^ f y / o ^ . 

DATE OF REPORT TO DEPARTMENT/AGENCY: April 10,- 2007 ' • ' ; , 7 . ' ' 

DATE REPORT SUBMITTED TQ OTHER ENTITY (i.e., DbJ, Congress, Civil Liberties Office): :t>7E 

• POSSIBLE VIOLATION OF:. ! \ 7 ..' . ; . .-":, '•• 

- STATUTE (United States Code Citation) • "7/ 
• ••'7. •/ - • 1-lSA (50 U.S.C. 1801) "'.':;.'; .'.'' - . y "'-7'': -.7 
"•'••''' Other (U.S.C. citation: V :r ' ' • . ' . . • . . ' • ' 

i : • EXECUTIVE ORDER 12333: ..'.:''.•'•.'.' ' '••'•/' •" .' /' - Z •.7 
Section 2.3 collection & dissemination of USP info • : 7 

v..1-' • • .'. Section 2.4 preamble: least intrusive collection 
'"".•',• • ' • • • .Section 2.4(a) CIA electronic surveillance w/in US . 

•'• . - ' J ; , Section 2.4(b) unconsented physical search w/in.US 
' ' ' Section 2.4(c) physical surveillance of USP w/in US 

' . Section 2.4(d) physicalsurveillance of USP abroad .'"'•' ' 
, • . . , . • Section 2.5 AG approval w/in US.or against USP abroad .• 

•.*•'' /- • •. Section 2.6 assistance to law enforcement. 
.. .;. .. Section 2.7 contracting , . . . . . 

. ' • '' Section 2.9.undisclosed participation • 
, . " • _ _ _ Section 2.10 human experimentation. 

' Section 2.11 prohibition on assassination , \ ••-
. ' . '" ' . . ._; Section 2.12 indirect participation, •' . . . . . . '.-. '•' ' .' . ,-.. . - ''v... '•/• 
.7\> ; X< AG Approved EO 12333 Guidelines ; 

: OTIIER EXECUTIVE ORDER (SPECIFY) , ' , ,• ' . .: . . ' . . '•..•'- "-V'V'.. ' . ' . ' . . 
!_. ' Creation of unauthorized SAP (EO 12958, as.amended) 

'"'•'-'.'" './-: ' '.-'-v.-: Other (EO citation: _J .;;..•.,;.'.,/'..• 

. : PRESIDENTIAL DIRECTIVE (SPECIFY) 
y ' . COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION - . : . 

.•'.'V. '•• • ' • ' " . Other (Presidential.Directive citation: - ) .: : : . 

DEPARTMENT/AGENCY ACTION: Reported to the IOB V ;...,:,•* 7 ' ; 

. '«DATE OF FffJAL.DISPOSITION: 

Cardozo-IOB-220 



DECLASSIFIED BY 65179/DMH/sdb 
ON 05-10-2010 

INTELLIGENCE OVERSIGHT BOARD (IOB ) MATTER' 
I [DIVISION.' 
I OB MATTER 2007 - 960-NSL'(U)' 

(U) 
[ 

On f 
| opened a[ 

U.S. person. After a six month extension, thej 

IPivisi ion 
• b 2 • 

• • b 7 E 

on a 

after thè expiration of the |_ 
~| 17 days 

I I conducted a trash cover of the subject's residence. 

conduct 
c 
the âbs 

This matter is being reported.because 
ed a .trash cover after the expiration of the 

] Such investigative activity: is not -.permitted, in 
b2 

• b7E-

enee of either a as 
required by.-the Attorney General's Guidelines : for FBI National 
Securifcv Investigations and Foreign Intelligence Collection 
(NSIG) 

We now turn to the handling of - thé information 
acquired .'from the trash cover. Exclusion is-a remedy of judicial 

created to' address ;yiolàtions of.constitutional- dimension. 
.tion, some statutes,: such as the Foreign Intelligence . 

Surveillance Act, provide for an exclusionary rule.. In this 
:e,•neither the Constitution nor any.applicable statute has 
i i O j a t e d and, f 

origin 
In addit 

i; 

instane 
_béen f. vi 

ï-

QB-221 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-10-2010 BY 65179/DHH/sdJs 

JOB SUMMARY SHEET. •••'. "'. v
; ;

 : - ; •••' 

• . Name of Department or Agency:. FBI : CY.Quarterly Report: . • . , ~ .. 

^ DATE OF INCIDENT: June 10, 2005 . DATE OF REPORT T O IOB: D a . u n b u >t, P.QQ'G- ^ / j ' A ? 

• DATE OF REPORT TO DEPARTMENT/AGENCY: | [. • 7 " fc7s' J 

" DATE RJEPORT SUBMITTED-.TO OTHER ENTITY (i.e:, DoJ, Congress, Civil Liberties Office): : 

POSSIBLE VIOLATION OF: . ' . / . V ^ ; ; Y . . . ' ; V 

/"...".': STATUTE (United States Code Citation) Y ; / V- Y '••'• 
_ _ FiSA(50U.S.C. 1801) . v - - " ' . f ' -••• ••. ; .' 

. • ' • . • • ' • Other (U.S.C. citation: V ' • ; 'v'. ' ' " • • . : 

. EXECUTIVE ORDER 12333: '" ' ' 
. Section 2.3 collection & dissemination of.USP info •. . ' . .,. 

; Section. 2.4 preamble: least intrusive collection -
.. Section 2.4(a) CIA electronic surveillance w/in US . . . / 
'" Section 2.4(b) unconsented physical search w/in US . • . . . : 

. -'..'•.•' . Section 2.4(c) physical surveillance of ÜSP w/in US '"•'" 
_ _ _ _ Section 2.4(d) physical surveillance öf USP abroad . . , . ; . -

• •' Section 2.5 AG approval w/in US or against USP abroad / 
.••••' 'Section 2.6 assistance to law enforcement : ' • 

• Section 2.7 contracting , '• " •• 
_ - Section 2.9 undisclosed participation ' ' ' • .• . . . . 

. • Section 2.10 human experimentation . -
Section 2.11 prohibition on assassination 

- , ' Section 2.12 indirect participation . . : : • . :.-. • : 
' .. - X . AG Approved EO 12333 Guidelines | 

; ,;."'• OTHER EXECUTIVE ORDER (SPECIFY). . i ., 7 • Y - i ' . ' ;. • 
'•'' - -- • Creation of unauthorized SAP (EO 12958, as amended) ; ' V 
. ._ Other (EO citation: _ ) ; . ' : ' . • • • ' : - : ' . :.•'• " ."••''' '•••. V .•'' ' •'•'••'• 

- '"•'' 7 •' PRESIDENTIAL DIRECTIVE (SPECIFY) ! . .• ' - ' Y - V i;.;- '.•• - './: 
• ' • ••'' COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION ' Y ; . ' ' 

'. Other (Presidential Directive citation: : ' ) • . • • ' / , ' . ' • " • 

DEPARTMENT/AGENCY ACTION: Reported to'the IOB .: '•/' Y ^ ; " 

>DATE OF FINAL DISPOSITION: . y Y ' . •• 

Cardozo-IOB-222 



DECLASSIFIED BY 6S179/DMH/s.(ib 
ON 05-10-2010 .•'••'. 

(U) 

( U ) 

(U) 

( U ) 

TNTF.LLIÇENCE OVERSIGHT BOARD (IOB) MATTER 
I FIELD OFFICE, 

IOB 'MATTER 2007-1598- (U) .'•'•-

, (U) By electronic communication. (EC) dated April 9, 2007, 
J reported this . 

b2 '• 
b7E. 

the| \Field Office 
potential ; IOB.-error' in conjunction with an open 

| of a United States PersoTTT 

I 
On [ initiated à 

a United States Person under 
the.approval of a Supervisory Special Agent -ratherithan the 
Special 

/ 

FBI Nat 

Agent in Chargé (SAC) or Assistant SAC•(ASAC) 
h 2 

L ] of The- Attorney Général ' s Guidëlinei)7gor: 
ional Security Investigations and Foreign Intelligence. 

Collection (NSIG), effective 10/31/2003, . clearly requires SAC or 
ASAC j: approval in this instance.. 

m In addition, among other investigative ;activities,[ | 
Tissued National Security Letters- (NSL.' s) on January 7., 

2005Jj. March' 24, 2005, and October 3;, 2005.. NSLs are an ' . : ' 
investigative technique permissible byI lonly . in' 
furtherance of a properly authorized :b2 

b7E 

The. ASAC has since reviewed and approved,, retroactively, 
the -òpejning EC, thus ensuring that , the .original; predicate was 
sufficient for opening a| | 

' • (U)- The field; office has been instructed to • purge its '.'• 
electronic databases of these NSL collections, and either return 
or destroy the results, in accordance with the provider's . 
instructions, with, appropriate/documentation to file. Then, if 
these collections remain relevant to an ongoing investigation,.' 
the field office may issue new-NSLs to request the records anew; 

Car3o2D=KD B- 223 



ALL INFORMATION CONTAINED • 
HEREIN IS UNCLASSIFIED 
'DATE 05-10-2010 BY 55179/'DHH/3dto 

IOB SUMMARY SHEET' ; 

Name of Department or Agency: FBI CY Quarterly Report: . 

inn. I./'/ W<?3 ? DATE OF INCIDENT: I | DATE OF REPORT TO IOB: . H J ^ b " 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e.; DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: '• . 

• STATUTE (United States Code Citation) 
.; FISA (50 U.S.C. 1801) V . . 
i • Other(U:S.C. citation:) ... "... 

EXECUTIVE ORDER 13333: 
r- I Section 2.3 collection & dissemination of USP info . 

I Section 2.4 preamble: least intrusive collection ; . • 
I Section 2.4(a) CIA electronic surveillance w/in US : 

.'• ••', ••• ! Section 2.4(b) unconsented physical search w/in US ' 
, _ _ _ _ Section 2i4(c) physical surveillance of USP w/in US : • . 

Section 2.4(d) physical surveillance of USP abroad • " , 
. Section 2.5 AG approval w/in US or against USP abroad . 

. •'• •• ' Section .2.6 assistance to law enforcement. 
i-. i •.. Section 2.7 contracting 
I' I Section 2.9 undisclosed participation 

1 Section 2.10 human experimentation 
I 1' Section 2.11 prohibition on assassination 

.'•:•' it. ' Section 2.12 indirect participation '•'• ; '•••.. 
V X . AG Approved EO 123331 

; OTHER EXECUTIVE ORDER (SPECIFY) . 
. ' t. i Creation of unauthorized SAP (EO 12958. as amendedV 

. | i ! Other (EO citation: • ' • ) ' : : 

! .PRESIDENTIAL DIRECTIVE (SPECIFY) 
. ' COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

J Other (Presidential Directive citation: ) 

DEPARTMENT/AGENCY ACTION: Return or destroy 

•DATE OF FINAL DISPOSITION: 

Cardozo-IOB-224. 



DECLASSIFIED 3Y 55179/DHH/srïb 
ON 05-10-2010 

(U) 

(U) 

(U) 

(U) 

INTELLIGENCE OVERSIGHT.BOARD (.IOB) ' MATTER 

the[ 

FIELD.OFFICE-
IOB MATTER 2007-1728 (U) 

;U) ; By electronic communication . (EC) dated May 14, 2007-, 
Field Office 

b2 
b7E 

error in 
Person. : 

reported this potential IOB / 
a counterintelligence investigation of a United States. 

person iwas initiated- onf 
Supervisory Special. Agent- (SSA) approval-, - tnei 

With only 
of a U.S. 

Twas extended on f 

b2 ' 
b7E •' 

Land converted to a .-^ n d c 

' Except. under specific- conditions, not present in this, 
case;... .The: Attorney General's Guidelines for .FBI National Security 
Investigations and Foreign Intelligence-Collection . . . v 
(NSÌGI 

r 
In addition,, among other investigative activities, :. 

issued three National .Security'Letters (NSLs) during the 
course [of the unauthorized ' investigation • periods . An ..NSL is an 
investigative /technique permissible by.| [only in 
furtherance of a properly authorized 

.•. .. . '•.. j: (U) .The -field .office has be.en instructed to purge its,. -
electronic databases -of these NSL collections,. and-either return 

. or destroy the results, in accordance with the • provider1 s ;;•''7 '. 
'instructions, with appropriate documentation to file.' - Then, . if 
these collections remain relevant.to :an ongoing, investigatioh> 
the field off ice may issue a new NSL to request the records anew. 

, b 2 
b7E 

•b2 ' 
"b7E' 

has been further-instructed to have the SAC... or 
ASAC' review the opening EC • to ensure that the • predicates . were ",-'•-. 
sufficient first for-extending t h e l a n d 
then fdr converting it to.'a 

b2 -
b7E-

-IQB-225 



ALI ruFCiBMATICUJ CONTAINED 
HEPJËIN IS OTIC LAS S IKIED • . 
'¿ATE ;. Ö .5 -10 - ¿010 -BY; 6517 9/DHH/ s dû 

•'••••: IOB SUMMARY SHEET .. 

Name of Department or Agency: .FBI ' "•; . . . . CY Quarterly Report: 

DATE OF INCIDENT: DATE OF REPORT TO IOB: V / 3 » / ö S b 7 E 

DATE OF REPORT TO DEPARTMENT/AGENCY: 05/14/07 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Doj, Congress, Civil Liberties Office):. 

POSSIBLE VIOLATION OF:. ; - . . . . . . .'; •" .' 

STATUTE (United States Code Citation) 
• 1 ' " FISA(50U.s.c: 1801V 7 " ' / ' 

• Other (UiS.C. citation:) 

.'.•;. EXECUTIVE ORDER 13333: V f . "'"'/V 
- _ _ _ _ Section.2.3 collection.& dissemination of USP. info•',-. 

/ ' _ _ _ _ Section 2.4 preamble: least intrusive collection . '; 
; Section 2.4(a) ClA electronic surveillance w/in US 

' Section 2.4(b) unconsented physical search w/in US .7' 
. . . . Section 2.4(c) physical surveillance of USP w/in US 

. _ Section 2.4(d) physical surveillance of USP abroad . 
Section 2.5 AG approval w/in US or against USP abroad -

• ' -_ Section 2.6 assistance to law. enforcement 
Section 2.7 contracting , 

. Section 2.9 undisclosed participation 
. Section 2.10 human experimentation ' • • :'. '7. 

. . • • • • ' . ' : Section 2.11 prohibition on assassination 7 > , 77-' 
t Section 2.12 indirect particination 

i X_ AG Approved EO 12333 

OTHER EXECUTIVE ORDER (SPECIFY) : 
I ' Creation of unauthorized SAP (EO 12958, as amended) - '••'•:'' 

J • Other (EO citation: ) 

' . PRESIDENTIAL DIRECTIVE (SPECIFY) . 
: COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

. Other (Presidential Directive citation: ). . . . ••;• 

DEPARTMENT/AGENCY. ACTION: Return or destroy :• •'• 7''.7 ; 

"DATE OF FINAL DISPOSITION; • ' . 

: ? ; Cardozo-ÎOB-226 



DECLASSIFIED BY 65179/DMH/sdb 
OH 05-Ì0-2010 •-- --'.- .'•/ 

(U) 

(UI 

m 

the 

INTELLIGENCE OVERSIGHT BOARD (ÌOB) MATTER 
>••.' I I-FIELD OFFICE . 

IOB MATTER .2007-1600 (U). • . 

(U) By electronic communication (EC) dated April 9, '-'200-7, 

b2 • 
b7E. 

jField Office reported' this 
. potential IOB error in conjunction with- an open 
I ~|of a United States Person. 

I ted jp 

on r 
"JÖF 

I initiated a. 
ä United States Person under the 

approval of a Supervisory Special Agent rather, than the - Special 
Agenjt in-Charge- (SAC).' or Assistant SAC (ASAC) . > - -'.-. :, 

[of The Attorney General's Guidelines for 
FBI National Security investigations and Foreign Intelligence-

(NSIG),' effective 10/31/2003, 

, b2 
b7E' 

Coll'éctiion-

Jon September 9, 2006, served an :•' In-, addition, 
NSL .'¡to 'obtain the target ' s credit history, an investigative 
technique permissible -by I I only in. furtherance of 
a. pr'òper-ly • authorized 

the ,op 
.suf fie 

The- ASAC has since reviewed-and approved, retroactively, 
ening EC, thus - ensuring - that -.'the- orig-jLnal predicate was 
ent for opening a :b2 

b7E -

|0) The field office.has been- instructed to purge its • 
electronic databases of this NSL collection, and either return or 
dcstro^the1 results, in accordance with, the provider's 
instructions',, /-with- appropriate documentation to "file. . Then, if 
the- collection"-remains relfvant :.to, an ongoing investigation,- the .'•' 
field office', may issue a new .NSL to- request the records anew. 

Cardozo:XDB-227 



ALL INFORMÀTICI! CONTAIHZD • 
HEREIN.15 UNCLASSIFIED. 
DATE 05-10-2010 BY 65179/DMff/sdb 

IOB SUMMARY SHEET 

Name of Department or Agency: ; FBI 

DATE OF INCIDENTI" | ': 

C Y Quarterly Report: 

DATE .OF REPORT TO IOB: 
b2 • 
b7E-

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/07 ' 

DATE IMPORT SUBMITTED TO.OTHER ENTITY (i.e., DoJ,.Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: . .•-•.-• •'.••' 

. '..' "... STATUTE (Uniteci Statës Code Citation) v; 
FISA (50 U.S.C. 1801) ,' . . . ' il '' ^ V / ' 

. . Other (U.S.C. citation:) 

I . 

j EXECUTIVE ORDER 13333: ' •••. 
j I . Section 2.3 collection & dissemination of USP info '.-.-:,'•" 

Section 2.4 preamble:.least intrusive collection 
. Section 2.4(a) CIA electronic surveillance w/in US 

Section 2.4(b) unconsented physical search w/in US- • '., 
Section 2.4(c) physical survéillance of USP w/in US 
Section 2.4(d) physical sui^eiilance of USP abroad 

• Section 2.5 AG approval w/in US or against USP abroad. 
Séction 2.6 assistance to law enforcement 
Section 2.7 contracting ; 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination" 

. Section 2-12 indirect participation 
AG Approved EO 12333 

'¡OT HER EXECUTIVE ORDER (SPECIFY) 
_ • Creation of unauthorized SAP (EO 12958, as amended) 
: Other. (EO citation:': : ' " ' ' ' ) ..; 

: ; ' PRESIDENTIAL DIRECTIVE (SPECIFY) ' " -V.,-
. , . • - '• -COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION-

•''.."•-»• i Other (Presidential Directive citation: • v V:. ' 

: DEPARTMENT/AGENCY ACTION: Return or destroy ; .'; ; ; ; ' ; : ,. , ; " v . 7 

"DATE OF FINAL DISPOSITION: . : . ; • ; . ' : : 

Càrdozo-IOB-228 



DECLASSIFIED BY 65179/DHH/sdb 
ON 05-10-2010 ' 

INTELLIGENCE OVERSIGHT BOARD-
I IDIVISION, 

(IOB). MATTER 
IOB MATTER 20.07-1670 (U). 

[ 
(U) O N F opened a 

J in conjunction with its investigation of a 
b2 • 
b7E 

presumed United States person as that term is defined in the 
Attorney.General's Guidelines-for FBI National Security, p ] failed to file the required LHM at the time the case was' opened. ' 

] This Section was designed in part . to protect 
the Eights of individuals by allowing'OIPR investigatory- • 
oversight. If a violation/of this provision has "substantially 
impaired" OIPR's- oversight ability, the FBI must report, the 
violaltibn to the IOB. • 

of this 
(U) In light of -the fact that OIPR was never notified 

investigation, OGC concludes that'this lack of notice' 
substantially deprived OIPR of the opportunity to provide 
qvers]ig:i.t of the investigation.. 



•ALL IIIFOPHÀTIOII CONTAINED ' 
HEREIH 15 UNCLASSIFIED 
DATE' 05-10:^2010 BY 65179/DHH/3ÌUd 

IOB SUMMARY SHEET' ; 

Name of Department or Agency: FBI . . . CY Quarterly Report: 

DATE OF INCIDENT: ] . DATE OF REPORT TO IOB: 
. b2 
' b7E 

DATE OF REPORT TO DEPARTMENT/AGENCY: May 9, 2007 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., .DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

• • STATUTE (United States Code Citation) 
. _____ FISA(50U.s!c; 1801). ' 

' Other . ; . . . ' • ; ' " • • ' ' . • : • ' ' • ' ' . ' ' ' " ' 

. EXECUTIVE ORDER 13333: : . ' • 
"'.'..' ! • • • Section 2.3 collection & dissemination of USP' info. 

'': - I Section 2.4 preamble: least intrusive collection " '•'' •" 
__J__ Section 2.4(a) CIA electronic surveillance w/in US 

Section 2.4(b) unconsented physical search w/in US .. ' ' ' 
I ; Section 2.4(c) physical surveillance of USP w/in US. 

: . . Section 2.4Cd) physical surveillance of USP abroad 
'-• • ' ' Section 2.5 AG approval w/in US or against USP abroad / 
1 Section 2.6 assistance to law enforcement 
, Section 2.7 contracting 

. it Section 2.9 undisclosed participation 
• Section 2.10 human experimentation 

Section 2.11 prohibition on assassination 
. - ;. : Section 2.12 indirect participation 
- 1 _ X _ AG Approved EO 12333\ 

" I' OTHER EXECUTIVE ORDER (SPECIFY) : 
'• •. ; Creation of unauthorized SAP (EO 12958, as amended) 

• • . . ' _ ' Other (EO citation: ) . 

PRESIDENTIAL DIRECTIVE (SPECIFY) ; ,• ; 

' ' ' COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION ' 
Other (Presidential Directive citation: } • 

• DEPARTMENT/AGENCY ACTION: . . 

•DATE OF FINAL DISPOSITION: ' . . ; / . 

Cardozo-IOB-230. 



DATE: 05-10-2010 
CLASSIFIED BY 65179/DMH/sdb 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-10-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT. 
WHERE SHOW OTHERWISE ' ' 

<U) 

(S) 

(S) 

•CSI 

INTELLIGENCE OVERSIGHT BOARD • (IO.B) 
'FIELD .OFFICE . 

MATTER' 

IOB MATTERS 2007-3180--, ,-3758-,. -3199-, -37.57-,-.-3756-NSL ' (U) 

The Federal Bureau of- Investigation ("FBI") has 
determined' that in conducting investigations -of various subjects-, 

| failed to - file annual •"Letterhead .Memoranda . (LHMs.) ' as , . 
.required by.Attorney General Guidelines. 

b2 
b7E 

On or ahnutf opened an 
investigation | | a United States Person as 
that term is. used in Section.101(i) of the Foreign' Intelligence 
Surveillance Act .of 1978 (FISA). The investigation closed on. 

At least-since the inception' of the October .31,.. 2003 
Attorney - General 'Guidelines, -to the . case- closing, no LHMs were , 
filed i'n this' case. - On or' aboutl [opened an. 

b l 
b2 
b7E 

.investigation |_ 
i n v p s t i q ^ H n n ; r.'l n s a d " o n 
On or about 

There' w'ere 

a non-
There 

-USP. 
we're 

The- ; 
no- LHMs/ 

USP. 
óf ' 
.closing 

a .USP. .. The 
H-Ms filed, • except 

|opened an inv^ 
investigation closed on 

Attorney 
LHMs were.filed..•On or about [ 

¡1 T h e 
trie October '31, 2003 

filed.-
J opened an investigation! I 

investigation closed on 
an' opening LHM, 

s t i n a H n n n f f_ 
Q " o r about. " 

a (S) 

no 

Since the inception-
General Guidelinesto the- case 

L investigation 
of the October 

3 opened an-investigation 
closed.on 
31, 2003- Attorney. General. Guidelines to. the .case 

At 
a non-US P. -The. 

least since the inception 

élosi , LHMs were filed..̂  

violation 

bl 
b2 
b7E 

not every sùch violation worthy 
. of reporting'to the. IOB, in' this instance, the pattern of conduct 
' was such that OGC believes - that these matters should be reported 
to the' 103. :'-. : . ' - . -

S EtöfUST / / 2 0 T 5 © < i 0 . 

^ " ^ C a r d o z ò ^ O B - Z S l 



ALL INFORMATION CONTAINED • - ' 
HEREIN IS UNCLASSIFIED , . '. • 
DATEiÖ5-lQ-2010 BY 65179/DHH/sdb .. . 

• • . IOB SUMMARY SHEET 

. Name of Department or Agency: I FBI OGC . . CY Quarterly Report: 2002 Q T.o^.% 

DATE OF INCIDENT: various ¡DATE OF REPORT TO IOB:0j(/31^08 . 

DATE OF REPORT TO DEPARTMENT/AGENCY: 04/05/07 

. \ DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): . 7 

POSSIBLE VIOLATION OF: : 

' STATUTE (United States Code Citation) • : • . . 
• • _J ; FISA (50 U.S.C. 1801) 

" v _ j Other (U.S.C. citation: I8USC2709). 

EXECUTIVE ORDER 13333: 
i: . I . Section 2.3 collection & dissemination of USP info 

: Section 2.4 preamble: least.intrusive collection -
• '- Section 2.4(a) CIA electronic surveillance w/iri US 

' j :• Section 2.4(b) unconsented physical search w/in US 
Section 2.4(c) physical surveillance of USP w/in US : 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad 

' Section 2.6 assistance to law enforcement 
_ Section 2.7 contracting 

Section 2.9 undisclosed participation 
_ . Section 2.10 human experimentation , 
• • ; .Section 2.11 prohibition on assassination ' . :-'.','•' 

Section 2.12 indirect participation '. . 
X AG Approved EO 123331 

!i 

b2 ' 
.b7E 

OTHER EXECUTIVE ORDER (SPECIFY) , 
Creation of unauthorized SAP (EO 12958, as amended) i 

_•.'/. Other (EO. citation: ) 

7 PRESIDENTIAL DIRECTIVE (SPECIFY) 
• I COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

_ _ Other (Presidential Directive citation: ) "•..• 

DEPARTMENT/AGENCY ACTION: Advised field that pattern of failing to file LHMs was being reported to IOB. 

•DATE OF FINAL DISPOSITION: • ' . 7 v . 

Cardozo-IOB-232 



DECLASSIFIED BY 65179/DMH>sdl> 
ON 05-10-2010 

I N T E L L I G E N C E O V E R S I G H T ' B O A R D ( I O B ) ' , M A T T E R 
I | F I E L D O F F I C E 

- I O B MATTER 2 0 0 7 - 1 4 0 2 (U) b2 
b7 E 

: : (Ü). • The |Division - opened' a 
.-No notification of.this. 

investigation' was .forwarded; to FBI .Headquarters.- (FBIHQ) ,. nor- were, 
annual investigative summaries documented in.this case until, its 
closing' in-2007. .'"- .'. .' '. - .' •.. '. : . .-. -. . .-' . '•':'• 

\ : / 

The Attorney General's Guidelines for FBI National 
Security Investigations and. Foreign Intelligence Collection 
.(NSIG); I-effective -10/31/2003,1 

(U!) ...Because OIPR was not provided notice, at' the inception' 
of... the 'investigation,. nor was it provided- timely, annual not ice of 
• the ongoing investigation, its', oversight ability was. Y •'-,''• . 
substantially ..impaired.- The; case is,.-now closed. 

Cardozo-IOB-233 



. ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE ' 05-10-2010 BY 65179/DMH./sdb 

IOB SUMMARY SHEET' ; 

Name of Department or Agency: FBI CY Quarterly Report: • 

DATE OF INCIDENT: January 9, 2003 DATE OF REPORT TO IOB: 

DATE OF REPORT TO DEPARTMENT/AGENCY: March 26, 2007 .. ....... V/ 

DATE REPORT SUBMITTED TO OTHER ENTITY (Lie., DoIv Congress, Civil Liberties Office): ,.' 

POSSIBLE VIOLATION OF: 

STATUTE (United States Code Citation) 
• FISA (50 U.S.C. 1801) . .'•'_'• ' 

••"•' ' _ _ _ _ . Other (U.S.C. citation: ) '•..'':• .''•: ' 

. Ii EXECUTIVE ORDER 13333: • .'" 
Section 2.3. collection & dissemination of USP info 

... Section 2.4 preamble: least intrusive collection . 1 '.,.;. 
. Section 2.4(a) CIA electronic surveillance w/in US • 

^' Section 2.4(b) unconsented physical search w/in US • 
Section 2.4(c) physical surveillance of USP w/in US 
Section 2.4(d) physical surveillance of USP abroad 
Section 2.5 AG approval w/in US or against USP abroad . 
Section 2.6 assistance to law enforcement . 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 

_ Section 2.11 prohibition on assassination . . . 
Sectibn 2.12 indirect participation 

o/e -3 

• ' I 

L AG Approved EO 1233^ 
b2 
b7E-

! Oi;HER EXECUTIVE ORDER (SPECIFY) 
; Creation of unauthorized SAP (EO 12958, as amended). -
. Other (EO citation: . J . 

•'. PRESIDENTIAL DIRECTIVE (SPECIFY) ; 
' . COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 

• ...v . : Other (Presidential Directive citation: • ) ; 

DEPARTMENT/AGENCY ACTION: •'"•'.-, • \ 

•DATE OF FINAL DISPOSITION: : 

r 
Cardozo-IOB-234. 



(U) 

•DECLASSIFIED BY 65179/DHH/Sdb 
QN: 05-10-2010 

. INTELLIGENCE OVERSIGHT- BOARD,. (IOB) MATTER ' 
/ ' I I FIELD OFFICE , : 

IOB MATTER- 2007-1590 (U) 

, (U) By .electronic communication (EC) dated .April 9, 20.07, 
| Field Office | ~| reported this /.'•"' 

potential IOB'error in conjunction with -an- openI I 
I | of a United States Person. 

b2 
b7E 

the [ 

L 
^ O n [ w ] initiated a [_ ] 

a United States Person .under the 
approval of a. Supervisory. Special Agent rather'than the' Special 
Agent in. Charge.(SAC) or Assistant SAC (ASAC). 

of The Attorney General's Guidelines' for 
FBI National Security Investigations- and Foreign Intelligence-
Collection (NSIG) . effective . 10/31/2003,.-

;b2 
b7E 

In addition-, [" 1 engaged in-
physical surveillance of the target., | 

|only in furtherance.of a properly 
authorized^ The ASAC.has,since 

b2 
b7E. 

reviewed and approved,.retroactively, the opening EC, thus . 
—ensuring that the originai predicate was- sufficient for - opening a 

"I we. turn to. the handling of information 

- b2 -
. b5 ' 
'• b7E 

•acquired: thereby. | |-
created to-address -violations;-,of ̂ constitutional-dimehsiort,, •' In ';-. 
addition, some- statutes, such as -the Foreign Intelligence 
Surveillance Act, provide, for an exclusionary rule.. In this 
instance, neither .the - Constitution nor any,, applicable statute' has 
been violated and, 



ALL INFOPMATI ON. C ONTAipD 
HEFEIN 15 UNCLASSIFIED 
DATE 05-10-2010 BT 65179/DKH/srJb IOB SUMMARY SHEET 

Name of Department or Agency: FBI '•/"• 

. DATE OF INCIDENT: 

CY Quarterly Report: 

DATE OF REPORT TO IÖB: of •'•:.'• \ b 2 " 

• DATE OF REPORT TO DEPARTMENT/AGENCY: 04/09/07 . :. • •.'. 7 -••"'. 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: 

. STATUTE (United States Code Citation) 
• _ FisA (so u.s.c. i80i) v- • 
; • -•:• ' •-• • Other (U.S.C. citation:) - - ; / :".. 

. EXECUTIVE ORDER 13333: ' •.;,*'' • :
''•'•:•'. V 

'•.• •• : Section 2.3 collection & dissemination of USP info 
V . Section2.4 preamble: least intrusive collection ", 

_':". Section 2.4(a) CIA electronic surveillance w/in US • . . 
_ V Section 2.4(b) unconsented physical search w/in US .. . . . . . 

• Section 2.4(c) physical surveillance of USP w/in US 
_ . • Section 2.4(d) physical surveillance of USP abroad 
_•"' Section 2.5 AG approval w/in US or against USP abroad .' 

Section 2.6 assistance to law enforcement '. 
_ Section 2.7 contracting 
_ Section 2.9 undisclosed participation 

Section 2.10 human experimentation . ; " 
- Section 2.11. prohibition on assassination. . • 

_ " Section 2.12. indirect participation' . ; -
(_ AG Approved EO 12333| 

; OTHER EXECUTIVE ORDER (SPECIFY) 
Creation of unauthorized, SAP (EO 12958, as amended). 

;; V; Other (EO citation:. 

j PRESIDENTIAL DIRECTIVE (SPECIFY) > 

J- COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION :':. •; 
.: Other (Presidential Directive citation: ) •••.'..• ; * 

DEPARTMENT/AGENCY ACTION: Return or destroy 

•DATE OF FINAL DISPOSITION: 

. Cardozo-IOB-236 

.1, 



I 

DECLASSIFIED,BY:65179/DMH/sdb 
OH 05-10-2010 

(U) 

m 

SE 07 

INTELLIGENCE 
d 

OVERSIGHT BOARD (IOB ] 
[FIELD- OFFICE .= •••• 

IOB -MATTER" 2007-1140 (U) 

MATTER- b2 
b7E-

A 
United States person was properly , initiated, on 

lof 

and'properly'extended•for..an additional six months on [ 
| | The initiation and .extension were approved.' by the- Special 
..Agent in Charge (SAC) 
Headquarters-' (FBIHOV . 
again ©n[ 

with-contemporaneous notification to FBI 
The was extended 

the. one-year anniversary, again . with' 
SAC approval and.contemporaneous FBIHQ notification. On 

was initiated. ' This matter- is 
presented as . a .potential IOB -because the ..second 
| [extension was' approved by the SAC," 
FBIHQ.' Between the second 

land : the conversion to a [ 

rather than by 
^extension on-

on . 
J issued, five National Security .Letters 

•'.(NSL' s'l in .furtherance of : the case 
' < " . ! ^ ' 

b 2 ' 
' b7E 

• inst'ead of FBIHQ-,' and [ 
' That [ 

1 SAC approved an extension of "a 
Tbeyond the - initial one-year period, "•• 

] issued five NSL's in violation of b2 ] provided contemporaneous' .actual. b7E 
notijce jof- the extension to FBIHQ is not' tantamount to- FBIHQ 

..approval."..- . ; 

•':'..: • ' (Ù) The' field' office .has been instructed-to. purge -its . 
: electronic .databases of. these NSL collections, and either return 

i ' or destroy, the results,; in accordance•with the provider's 
Instructions, with'appropriate .documentation to. file.- Then, if 
thesè collections remain relevant to. an. ongoing investigation, 

. the field office may issue new NSL.'s to request- the records anew! 

0207 
Car3o2Q=IOB-23.7 



A L T INFORMATION. C O N T A I N E D ••••." 
HEREIN 15.UNCLASSIFIED 
DATE, ' 05-10-2010 BY•65179/DHH/s dì 

Name of Department or Agency: FBI • 

DATE OF INCIDENT: I 

IOB SUMMARY SHEET' ; 

] 
CY Quarterly Report: 

DATE OF REPORT TO IOB: V / ^ ? 

. DATE OF REPORT TO DEPARTMENT/AGENCY: April 5, 2007 ' 

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Do/, Congress, Civil Liberties Office): 

POSSIBLE VIOLATION OF: . ,';;.••'• 

STATUTE (United States Code Citation) 
• FISA (50 U.S.C. 1801) . . ' " • ' , ' . ' . ' ' ' • . : • ; / ' 

' Other- ''•. • ' . • • ' • ' / . - ' \ 

EXECUTIVE ORDER 13333: 
Section 2.3 collection & dissemination of USP info. 

• Sëction 2.4 preamble: least intrusive collection 1 

• : ••' Section 2.4(a) CIA electronic surveillance w/in US 
Section 2.4(b) unconsented physical search w/in US 
Section 2i4(c) physical surveillance of USP w/in US • 

. Section 2.4(d) physical surveillance of USP abroad ' 
Section 2.5 AC approval w/in ÙS or against USP abroad 

_ . Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 

_. Section 2.' 10 human experimentation ., 
Section 2.11 prohibition on assassination , . r 

Section 2.12 indirect pa rHr - ina t i r . n 

•b2 • 
- b7E 

• -i! 
IX ; AG Approved EO 12333 

OTÎHËR EXECUTIVE ORDER (SPECIFY) 
I Creation of unauthorized SAP (EO 12958: as amended) : 

' !. • ' Other (EO citation: . • ) 

i PRESIDENTIAL DIRECTIVE (SPECIFY) . ' . 
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION 
Other (Presidential Directive citation: V I 

DEPARTMENT/AGENCY. ACTION: 

•DATE OF FINAL DISPOSITION: . 

Cardozo-IOB-238. 



tu> 

(13). 

TNTF.T.T.TGFl̂ CE OVERSIGHT - BOARD (IOB)MATTER" 
IDIVISION .. . . . 

•_..;;•'::'••'••.' . IOB MATTER. 200'7-1312 (U) '-. : 

'..•' .;., (U) The Federal- Bureau' of -Investigation .("FBI") has. ..'' 
det'e rml n e d. that actions taken by. FBI's.| ""['.Division • 

during' .a | | of'- a. United'.'. 

b2 
b7E 

States•person should be reported to.'.'the IOB; 

I'opened a of- a U.S. person on 

thisf 
] 

converted 
On 

T T conversion; 7 1 
| subsequent to the, expiration but prior to--the b2 

"l issued a National Security.. Letter. (NSL). 

^The issuance-of. an NSL. is lawful only when in; 
furtherance of an authorized investigation.- In the - matter' at ; 
hand, the investigation had lapsed '.at the time the -NSL ,was- ,.•''"/ 
issued. .Thus this - matter must be. reported to th'e lOBv 

(U) ; The field, office has . been - instructed to. purge its:, 
electronic databases of this.NSL .collection, and either return or. 
destroy) the results, in. accordance with the-provider's- ;V .'-''• 
instructions, with appropriate'-.documentation to' file".-/. Then,".if 
the co ect ion r ema ins' re leva nt to .-an . ongoing investigation, t he 
' field off ice may issue a new NSL to request the - records anew.. ; •'•' 

DECLASSIFIED .Bi| 
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