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T'Name of Department or Agency

*»':‘E'T‘”DATE 01= [NCIDENT R DATE OF REPORTTO IOB

e DATE 01= REPORT TO DEPARTMENTIAGBNCY 09/2112007

B DATE REPORT SUBMI'[TED TO OTH.ER ENTITY (l e., DoJ Con,_,ress ClVll leemes Off' ce)

; POSSIBLE VlOLATlON OF

S - STATUTE (Urited States Code. Cltatlon)
" FISA(S0US.C. 1801) T DT
Other(U SC c1tatlon M SRR M

BXECUTIVE ORDER 12333 ST LT L
; ‘Section 2.3.collection & dissemination of USP mfo - o
- Secnon 2.4 preamble: least intrusive collection ‘
' Sectlon 2.4(a)-CIA electronic surveillance’ w/in.US -
“Section 2 4(b) unconsented physical search w/in US
'Secnon 2.4(c) physical surveillance of USP-w/in us
s - Section-2.4(d) physical surveillance of USP abroad -
1|+ Section 2.5 AG approval-w/in US or against USP abroad
‘ . Section 2.6 assistance to law. enforcemem O
Section 2.7 contracting o e
- -Section 2.9 undlsclosed partncnpatlon :
;Sectlon 2.10-human experimentation © .|
“ Section 2.1 prOhlbmon on assassination. P o Ce R T
.'.Sectlon 2.12 indirect participation - - - Ll e e e T T e b2
.'-'AG Approved EO 12333 GmdelmesL o PTE .

OT -IER EXECUTIVE ORDER (SPECIFY)
k.. Creation of. unauthorlzed SAP (EO 12958 as amended)
-..f‘Other (EO cxtatlon )

DEPARTMENT/AGENCY ACTION'v‘j L

"DATE OF Fl"NAL DlSPOSITlON

. CadozotoB13s o

L
-
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INTELLIGENCE 'OVERSTGHT BOARD (IOB) MATTER S e e
"7/ IOBMATTER 2007- 3321 (U): e

In a Natlonal Securlty Letter (NSL) dated June 27

‘g3952607 the. FBI. 1ssued an .ECPA NSL- request for subscriber-

"1nformatlon for ‘a few email .addresses.  An emall address whlch.ﬂsf»
~ had not yet been deemed relevant to- the 1nvest1gatlon was -

Hiu.lncluded in.the NSL. The" Internet- Serv1ce Prov1der (ISP)-

~,returned subscrlber 1nformatlon for thlS address. ~Upon. dlscovery

f]ﬁfof the mlstake, the information was removed: from the
“f'lnvestlgatlve case file and sequestered '

(M) Under the Electronlc Communlcatlons Prlvacy Act (ECPA),

fthe FBI may seek telephone ‘and “email communlcatlon records from
-telephone companies ‘and 1nternet service prov1ders when those .’

7,records "are relevant to”an, authorlzed 1nvest1gatlon to protect

‘against international terrorism. or ‘clandestine . 1ntelllgence
“activities.". 18 U.S.C. .§ 2709: .In:this: instance; the request’™

© was- not ‘in-compliance : ‘with ECPA because the ‘records about the

.3unaff111ated emall account were not determlned to be relevant to
[~the lnvestlgatlon :

‘«

[U) The Fleld Offlce has been 1nstructed to elther return or

~V"‘s-'d-estroy the over- collectlon, dependlng on ‘the w1shes of: the

j‘Internet serv1ce prov1der

08 . oo Lo
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FIOB SUMMARY SHEET 3

";Name of Dcpartment or. Agency: ’ ) CY Quartcrly chort

S DATE OF INCLDENT June 21 2007 | !DATE OF REPORT TO IOB

‘D ATE OF REPORT TO DEPARTMENT/AGENCY Scptember 10 2007 o |

:, ,DATE REPORT SUBMlTI‘ED TO OTHER EN'IITY (1e DoJ Congress Crvrl beemes Ofﬁce) ol |

;POSSIBLE VIOLATION OF

. STATUTE (United States Code Citation),
"__ FISA (50U.S.C:1801)- - - s
‘fv X Other(USC crtatron 18 U S C'v' § 2709)

' EXECUTIVE ORDER }3333 we LT
 Section 2.3 collection: & drssemmauon of USP mfo ‘
L Section 2.4 preamble: lcast intrusive collectlon

- " ’Section 2 4(a) CIA electronic surveillance w/in. US
" Section 2:4(b) unconsented physical search wiin Us..
. Sectlon 2.4(c) physncal surveillance of USP w/m us.
-Section 2.4(dy physrcal survcrllance of USP abroad. -
r;:_:.Scctxon 25 AG approval w/in.US or against, USP abroad
. Sectiofi 2.6 assistance to Iaw enforcement A .
-,;'Y;Secuon 2. 7 contractmg ST e S
_ . ,_'Sectmn 2. 9 undlsclosed partlcrpauon
-_- “Section 2. 10 tirhan’ expenmentauon
_ . Section2.11 prohlbmon on assassmauon
?;:,:;;Sectlon 2.12- indirect pammpauon
AG Approved EO 12333 Gmdelmcs

.' ] HER EXECUT[VE ORDER (SPECIFY).; P
i Crcatlon of unauthonzed SAP (EO: 12953 as amcnded)
--3Other'(EO CItatlon g

PRESIDENTIAL'DIRECTIVE (SPECIFY) ™ L
. COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
- Other (Prcstdentlal Dlrectlve ltauon .:;

DEPARTMENT/AGENCY ACTION
L Erroncously requcsted mforma n wrll bc

yéd orretumed,b sed ol the wiéh‘eé:of.thé.llsjlf;i' o

' *DATE OF FI.NAL DISPOSITION

Cardozo-108-137
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INTELLIGENCE OVERSIGHT BOARD '(IOB). MATTER B T

N FIELD OFFICE- = *. .. - . i «PIE. 07

IOB MATTER 2007 2114 S EEOE . ’

i The Federal ‘Bureau of Investlgatlon ("FBI") has ARSI
~m"determ1ned that ‘in, conductlng a counterintelligence investi ation P2

bTE

.+ ofia’United States_person, the. FBI[::::::]Fleld Office [:;:f::::];i gﬁjﬁﬁi
issued a Natlonal Securlty Letter (NSL). to a carrier which was .. .-~

;}};’not reported to the Unlted States Congress pursuant to 18 U S Cr
1,,§ 2709(e) oo T - 4

)

In thlS 1nstance, a. telecommunlcatlons carrler pr0V1ded"u '

records consistent with-a toll- billing. records NSL. .However, -

“result;: the FBI failed to. .inform’ the Unlted States Congress ‘as’

71;‘requ1red by 18 u. S C §: 2709(e) of the 1ssuance of thlS one’ NSL

" Cardozo-IOB-138. .

."bi,“f
falled to. properly document -the “issuance of the NSL. - As" a$}b7E’ﬁ.
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: Name of Dcpartment or A gency FBI: CY Quarterly Report

DA'I‘E 01= INCIDEN'I‘ 04/22/2004 ' DA’I‘E OF REPORT TO 105 3/31/2008

; ‘DATE OF R.EPORT '10 DEPARTMENT/AGENCY | 07/ 10/2007 2

o .’TDATE REPORT SUBMITTED TO OTHER ENTITY (1 e, DoJ Conoress ClVll L]bemes Ofﬁce)
‘POSSIBLE VIOLATION OF: ' N
STATUTE (U ed‘States Code Cilauon)

CFISA(S0.US.C. 1801) -+ B
Other (USC. cnanon 18 USC § 2709(6),;“"":;1 caLl ey

EXECUTIVE ORDER 12333 N SN
| Section' 2.3 collection & dxssemmanon of USP mfo
- -Section 24 pteamble least mtrusnve collection -~
v A‘"Secnon 2.4(a) CIA elec tromc survcﬂlance w/in US
‘-;'V,Sectxon 2.4(b) unconsented physxcal searcli w/in US .. N
-~ Section 2.4(c) physical surveillance of USP w/in.US - .:' L
"' - Section2 4(d) physu:al survelllance of USP abroad
:. Section' 2.5 AG. approval w/m us or agamst usp abroad
. "Section 2:6 assistance. to law enforCemcm v M .
" -Section’ 2.7 contractmg ‘ -
" “Section-2.9 undisclosed pammpanon
;-';'Z‘Sectmn 2.10 human expcnmentatlom ‘
. Section2.11 prohlbmon on ‘assassin ition -
.-”'Secuon 2,12 indirect’ partmpat:on
. j. AG Approved EO 1233.» Gmdelmeq
RN A
OTHER EXECUTIVE ORDER (SPECIFY) .
. Creation of unaut.honzed SAP {(EO, 12958 as
Other (EO c1tat10n - '

PRESIDENTIAL DIRECTIVE (SPECII-‘Y) B ST e e
' ' COVERT ACTION l‘l’NDING/MEMORANDUM OF NO'I‘IFICA'I‘ION
' - Olher(Presxdennal Du'ecnvc c:tatmn -

DEPARTMENTIAGENCY ACTIO

*D}ATE Ol" FINAL DISPOSITION

Cardozo-108-139 - -
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x*;:if;,“?f‘zﬁg__:“ INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
;:gtI]jj e IOB. MATTER 2008 -507 (U) S

On or about February 13 2008 the Federal Bureau

“of Investlgatlon (FBI) 1ssued ‘a Natlonal Securlty Letter (NSL) },'

.requesting subscrlber lnformatlon for a telephone number
;f’aSSOCIated with ‘U:S. person, "who was the subject. of. an: adthorized
- investigation. - In the NSL, the" FBI llmlted the scope .of its
;i request -by’ prov1d1ng the .subscriber's name, aliases, date of
~. .. pirth and social security number. - Upon: review of:the NSL

_+.in“the unlntentlonal acqulsltlon of - lnformatlon for ‘another - °
*;?subscrlber, who was. not related to’ the Investlgatlon The FBI .
- compounded the error by uploadlng the NSL results 1nto an FBI o

'7database . . Lonlomnt oL

”u]‘over productlon .of information’® from-a carrief . actlng pursuant to-
.'?:fFBI compounded the error by uploadlng the .excess- Informatlon or.
- undertaking other Investlgatlve act1v1ty ‘on, the basis of that

““information.: In-this case, ‘thé carrier mistakenly .provided
”ﬂlnadvertently compounded- the ‘error by. uploadlng ‘the over-.
r,ghreportable to. the IOB

T - (U) Upon dIscovery, the FBI coordlnated efforts to o
Tpurge "the FBI :database of all over-collected data. and: prov1ded

' the NSL results to the’ Chlef DlVlSlon Counsel for sequestration.

.  Thé FBI's Office of General Counsel (0GC) advised |

. Candozo-TOB-140

;j“results, the FBI discovered that: the- carrier: prov1ded lnformatlongiff'
. on the- account after it was. reasSIgned to’ ‘another. user,'resultlngl;f*

(U) By agreement w1th the Counsel to the IOB the;ﬁsiiph”
| an-NSL must' be reported to 0GC ‘as a potentlal IOB matter .when. the;jffﬁ;fﬁ

”“Ttelephone account information on. the wrong. subscriber- and the.. FBILIL[AZ:}

-produced results into an_ FBI database Therefore, thlS matter 15."

ops
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1013 SUMMARY SHEET .-' f, el

L e

v -.;';":‘?j“Name ofDepartmenz or Agency FBI V A CY Quarterl_y Report 7nd Quarter - S
. l'DATE OF rNCIDENT March 2008 ;-:" . “ " DATE OF REPORT TO IOB July 31 2008_ B
S .DATE OF REPORT TO DEPARTMENT/AGENCY o4/1onoos ‘

o 'DATE R.EPORT SUBMITTED TO OTHER ENTlTY (| €., DOJ Congress Clwl leemes Off'ce)

e "-;:-POSSIBLE VlOLATION OF

= }STATUTB (Umted States Code Cltatlon)
o .FISA (50 U. S. C. 1801) -
Other (U S C c:tauon 8 USC § 2709)

: EXECUTIVE ORDER 12;33 B e Lo
: *‘Section 2.3 collectlon &. dlssemmatron of USP mfo R
L 'Secuon 2.4 preamble teast intrusive ‘collection e
- ;'Sectlon24(a) CIA electronic surveillance w/in. US T
. + Section’ 2.4(b) unconsented physical search w/in US. . |
- Section 2.4(c) physical surveillance’ of USP w/m us .
';,'.'Secuon 2. 4(d) physacal surveillance: of USP abroad L gf

1" Section 2.5 AG approval w/in US or agalnst USP abroad L
T ,, Sectlon 26 asslstance to law enforcement S
;__‘--:3-‘Sectlon2 7 contractmg S s B :-.

G w0 'Sectiom2.9 undlsclosed pamcrpatlon .
: | Section 2.10 human experimentation *.-. " [

i , Section-2.11 prohibition on assassmatlon e

Section 2 12 indirect partrcnpatlon PO R
o :AG Approved EO 12333 Guldellhes (Guldelmes name and sectlon IR PL

.'OTHER EXECUTIVE ORDER (SPECIFY) T . Sl T T
. Credtion ofunauthorlzed SAP (EO 12958 as amended) T
i Other (EO cntatxon ) NS : R .

) »=A'PR.ESIDENTIAL DlR.ECTIVE (SPECIFY) . £ o :
.COVERT ACTION FlNDING/MEMORANDUM OF NOT[FICAT[ON
Other (Presrdentlal Dlrectlve crtauon ) .

- DEPARTMENT/AGENCY ACTION: - Té FBL Office of the Gersral Cotinseladvissdl I R

*DATE OF FINAL DISPOSITION: May 2008 *




iy DECLASSIFIID BY 55119;Dunfsdb R
SN us-oe 2010

: '5_'; INTELLIGENCE 'OVERSIGHT BOARD (103) MATTER R
' | I0B MATTER 2008-557 RUS o

Onl I the FBI 1n1t1ated a| rfl;ggEg“

]on,a U.S. person. . Subsequently, -an Electronic + . ”‘”*.‘Aff

Commun1cat1dns Prlvacy'Act (ECPA) National Securlty Letter (NSL)

. was properly -issued for telephone ‘toll billing records.: In:

.response, the telecommunlcatlons company prov1ded records e

_[fhexceedlng ‘the date scope, " .which were uploaded dnto ‘the 'FBI' s data%
’ffsystems, along w1th the properly requested 1nformatlon..rc - .

oy (U) By agreement ‘with the Counsel to the IOB, thlrd
,;party errors ‘in-the. over. productlon ‘of 1nformatlon pursuant.- to an
NSL must ‘be’ . reported to OGC as a- potentlal I0B,. but-they are’ notA
3}repo%taple ‘to’ the IOB: unless,_ as. here, :the FBI compounded the:
" error, by uploadlng the" overproductlon into. an FBI database or

”fjothefw1be usrng the overproductlon for 1nvest1gat1ve purposes
,r,, .

wf,ﬁ (U] The field offlce has purqed the overcollected

"'-"f:"'lnfOII.'maithH fron\ the FBI' s data srnmd&m“d-_tbul B
. infarmarion: with it Jegal unit® CT

R -1 B

€ardozo-10B:142
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IOB SUMMARY SHEET

' _Narne of Depanment or Agency ~F:Bl‘. . g B ":.',\'." ,' CY Quanerly Report 2“d Quarter L

B DATE OF INC!DENT May 7005 S DATE oF REPORT‘TO 1013 July 31, zoos

;}_‘f DATE OF REPORT TO DEPARTMENTIAGENCY 04/ 16/2008

N DATE REPORT SUBMI’ITED TO OTHER EN‘I‘ITY (1 e, DoJ Congress clm leemes Ofﬁce)

‘-':"POSSIBLE VIOLATION 0|=

STATUTE (Umted States Code Cltatlon)
. FISA(50U.8.C11801) -
X . Other (U S C. c1tat|on 8 UﬁC 2709

S ‘»EXECUTIVE ORDER 12333 L ; Lo !
T - Section 23 collcctlon & dlssemmatlon of USmeo
,.'_Sectlon 2.4 preamble least intrusive collection "~ . -
"Section 2.4(a) CIA electronic surveillance wiin us .
Section 2. 4(b) unconsented physical search w/in, US
" Secnon 2.4(c) physical surveiliance of USP w/in US
. Section 2.4(d) physical surveillance of USP abroad -
- Secnon 2.5AG approval w/in US or agamst USP abroad
,Sectlon 2.6 assistance to law’ enforcement S
-Section 2.7. contractmd R P
,‘Sectlon 2. 9 undlsclosed partlc1pat10n ~..: ch
_ Section 2. 10 human- expen.mcntatlon
* Section 2. 11 prohlbltlon on assassmatlon .
_Section 2:12 indirect partlmpatlon . N T
s AG Approved EO 12333 Guldellhes (Gundclmes narne and sectlon o

‘,'-'I'fi%l?ii l,:-fl_f*|af|f1|ﬁ ;l?“-l'-ilrl-f;l'

O’l ER EXECU’I‘IVE ORDER (SPECIFY)
Creauon of unauthorized SAP (EO ]2958 as amended)
Other (EO cnatlon j A ) SR

o T':i:h'...- e

- R PR.ESIDENT]AL DIRECTIVE (SPECIFY) -
-COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presndennal Dlrectwe cltatlon ) e

»DEPARTMENTIAGENCY ACTION The FBI Ofﬁce of the General Counsel

" sDATE OF FINAL DISPOSITION: Jurie 2008". "~ .- 1% = .

. Cardozo-TOB-143 . -

R}
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L INTELLIGENCE OVERSIGHT BOARD (Ios)'MATTE§1*5";ﬁfaulfdff““ff,:
RTINS [ |FIELD OFFICE v I e
s S IOB MATTER 2007 1845 (U)

S bf a U.s.
;.. person, - issued two (27 Fair Credit.Reporting ACt: (FCRA) : R
. 'National Security. Letters (NSL) -to. two (2) credit-reporting * b7E§gj4ﬂ
fnzagenc1es,,respectlvely requested consumer. 1dent1fy1ng B

,ffand financial 1nst1tutlon ‘information..’ In response to.the NSLs
' both'.credit reportlng agencies produced full "credit reports o
i, subsequently .inserted an account number from:one of the }“
s ofull ;credit ‘'reports: in a ‘Right to Financial. Prlvacy (RFPA) NSL-.
{chat wa uploaded onto Automated Case Support (ACS) e
N 1RU' In thls case, compounded a th1rd party error by E%Efjf‘
@;uploadlng and using- for- lnvestrgatlve purposes the account number S
'from tht full credlt report ’ P , o

’?(Uf Because the 1nvest1gatlon is pendlng,[:::::::]has been
;_.adv1sed|that it may ‘'issue. curative FCRA-NSLs 'under § 1681v -
Ifrequest%ng full credit reports. if it determines that’ the_ Ieport
Lraren necessary to conduct its- 1nvestlgat10n . Otherw1se
,‘lellrcontact the . credlt reporting agencies and ask" whether - the
‘gforlgﬂnal full" credlt ‘reports .should ibe- returned or destroyed,.-
}wlthlapproprlate ‘documentation. to the" file. has, ‘also -
““been-'informed" thHat 1f| does _not-. 1ssue curative. NSLs, then
A may keep copies: of the full: ‘credit reports prov1ded that all-
. ‘over- produced information - ‘is redacted from-each report In'.
fyaddltlon,E::::::]has béen instructed.to redact the: account
f{number from both the - uploaded and 1nvestlgat1ve flle ver51ons of “
the RFPA NSL f.{,w;-,‘, IR ,.&.. e :u. ~5_ -.%s}.:;

g

b2'f’a.;
TE

4'-- {U) As for the RFPA NSLS productlon, has been adv1sed
i/that it may keep the , documents from the ‘financ¢ial. 1nst1tutlon ' TN
- If [had issued the.RFPA 'NSL. w1thout the account. number, -it. .-
swoul ave recelved the same' 1nformatlon Furthermore “the "~ - ‘

.ffflnanc1a1 1nst1tutlon had the: account: number before “i: Teceiv d7'¢§~‘2'4_
..-.the RFPA NSL. ' The. FBI .has concluded,’ therefore, ‘that ' ,pb7Enﬂfxf
. need .not re- issuer a. redundant NSL to obtaln the same 1nformatlon;: ot

;Vthat 1t currently has S e LT T A

JDecla551fy 0 H;.3/05/2018




L Namc of Dcpartmcnt or Agcncy

: Ly DATE OF REPORT TO IOB

i; I DATE 01= INCIDENT I

DATE OF REPORT TO DEPARTMENT /AGENCY 03/06/2007

,»DATE REPORT SUBMITTED TO OTI-[ER ENTITY (l €. DOJ Congrcss, le lecrues Off cc)

o .'_POSSI.BLE V'IOLATION OF

o ”{STATUTE (Umted States Code Cltatxon) R
L FISA(SOUSC 1801) LTy -
X Othcr (U S. C cnau Fau’ Crcdlt chortm Ac' 15 U S C..

N EXECUTIVE ORDER 12333: s . e
o Sectlon 2.3 collection & dlsscmmatlon of. USP mfo AR
: . Section 2.4 prcamblc least intrisive collection . . 7 -_' -
: ‘_______ - ‘Section 2 A(a) CIA electronic surveillance w/in US
o - Section 2 4(b)unconscntcd physncal search: w/in US .
" “Section 2 A4(c) physical surveillance of USP whn US. " ,".
| " Section 2.4(d) physical ‘surveillance of. USP abroad
o ;Scctlon 2.5AG approval ‘w/in US or against USP abréad
-+ Section 2.6 assistance to law cnforcernent B S
" Section 2,7 contmctmg LT ‘5‘:2- ST
. 'Section 2. 9 undisclosed partuclpatlon R '
'~ "Section 2,10 human. expenmematlon ; L
"ﬂgf-"SecuonZ 11 prohibition on assassination” . .. 1"
[ _fSecuonZ 12 indirect pamcnpatuon o - e
N AG Approvcd EO 12333 G idelines (Guldcllncs nam'e‘zi_‘ri'd “sectio

"OTI{ER EXECUTIVE ORDER (SPE IFY) ,

TPRESIDENTLAL DIRECTIVE (SPECII-‘Y)‘
_ " COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presudcntlal Dlrectw c:lauon o

* * *DATE OF FINAL DISPOSITION: *

" Catdozo-10B:145 .
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- U.S. Department of Justice "

ALL INFORMATION CumeINED ) ngderqlBLntﬂu of]ﬁvesnggUOn :
HEREIN- I5. UHCLASSIFIED o a : ; . . :
DATE 05- 04-2010 BY 6.‘5179‘.1')111"[\3!1]3‘.‘ o

Office uf the General Counsel -+ ) . Washingion. D.C. 20515 -

"Ju?y 10 2008

“BV COURIER AND SECURE'
'FACSIMILE

Stephen Frledman, Chairman’

Intelligence Over51ght Board

Room 5020
New E>=cut1ve Office Bu11d1ng,
725g17Fh Street, N.W.
Washington, "D.C. 20503

, :

|

Dear Mr. Frledman

Pursuant to Exrecutive Crder 13462 and the Aprll 17 2007
memorandum authored by Stephen J. Hadley, Assistant to the
Bresident for National Security Affairs, the Office of the
General Counsel, Federal Bureau of Investigation (FBI), submits
the enclosed report to~theAIntelllgenceA0ver51ght Board (I0B).-

The FBI has determined that, on July 17, 2007 and on July.
2007, a clerical support employee of the. FBI mishandled
natlonal security information .classified at the "STeree” level,
and bearing the handling caveat "No Foreign" distribution. ' This

information included two-National Intelligence Estimate (NIE)
documents. This unauthorized distribution was quickly reported
to the FBI, and vigorous.steps were immediately taken to locate
and ‘delete every copy of email and to cbtain written afflrmatlons
‘from each recipient that the information would not be further

.disclosed. ' The employee responsible for the lapse received a

security awareness briefing on the issues involved.

'On‘July 23, 2007, the FBI Office of General Counsel orally
notified the Counsel to the Intelligence Oversiaght Board of the
details of this- incident, and memorialized that report in the

form of a letter dated July .27, 2007.- As of June &, 2008, no

recipient has disclosed this 1nformatlon, nor has it appeared in
any pubilc medlum : R v

Cardozo-I0B-146




A

Tre L"BI S prompt and effectlve remedlal actlon demonstrates y

“the Eureau -s_awareness of the importance of. compllance with- the';V*V
relevant - statutes and other” euthorltles . The FBI contlnues to

train.and: emp%a514e the importance:- of: proper handllng of: :

‘classified and-sensitive 1nformatlon 1n an’effort to prevent thlS
from occurrlng 1n tte future ' : SRR

lea | b6 s

‘iquOufgave%any questiong_jgk7c“

garding the entlosed IOB matters

| Slncerely,;f;,f:‘

" ulle F 'Thomas-,‘Aﬁ
Deputy General Counsel
Natlonal Securlty Law Branch

1 < Mr.g. Patr1c< Rowan . (by courier only)
' . Acting’ Assistant Attorney General -
‘National Security Division e
Unlted Qtdteb Department of Justlce C
: 'Room “200 C ’
, rlfF Mr Ben]amln A Powell (by secure faCSlmlle only)
: General Counsel

O%flCe of -the Dlrect r of Natlonal Intelllgence:u Lo ﬂf7j:b§ T
Secure rac31mlle | . A R

| i

“ Cardozd—ldB‘-‘Mji o

e



A ﬁ‘filLS{DpparﬁneﬁlothSﬁcet.:

ECLASSIFIED BY 05179f’DI‘lesdbv: G
=~ ON D5-06- 2010 . o

federal Bureau of Invesiigation "+

" Office of the General Gounsel .~ - Waghingtam, D.C. 20535 - -+ i:

w~!June 11, 2008 |
A7fc7v1A SECURE FACSIMILE
.qAND COURIER §

Benjamin A. Powell

. Generall Counsel ° : : : CE
Office| 0of the Dlrector of Natlonal Intelllgence'
leerty Crossing Two : L :

: Room 2@ 200 :

: McLeanv VA 22102

- (Note:} Not .to-be delivered b courler untll June 16, 40@8)1
SecqreiFa¢51mlle:r| ] - 'f‘;f bzv‘, ST

- Dear Mr ~ Powell:

, (U} By memorandum dated February '5, 2008, the Office of the
Director of National Intelllgence requested that the FBI's Office
of the General Counsel (0GC) inform your office if the FBI has -
. records of matters that were con51dered but not reported to the
" Intelligence Oversight Board (IOB)  between Jahuary 2001 -to the
present.  OGC was to review such matters under the reportlng
guidelines set forth in the April 17, 2007 memorandum from the
“A581stant to the Pre51dent for Natlonal Securlty Affa irs.

_(U) On February 12, 2007, 1 met “with ]

and | |to discuss, sue. . During our meeting, 1. -
advised Ms. | Iand Ms. ithat our IOB matters for . g
calendar years 2005, and 2007 have Yeen heav1ly . "b7C
scrutinized by the Offlce of the Inspector General (OIG). : ’
Additionally, the FBI has provided-all nonreportable IOB decisions
from 2004 to 2006 to the Counsel for the IOB for review. Because
the FBI's matters for those years have already: been reviewed,

agreed that it is only necessary for the 'FBI to rev1ew
matters for calendar years - 2001, 2002, and 2003

20080301
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(U) To gather matters that were con51dered but not reportedlf

‘.:“ﬂgto the ‘I0B for: calendar years 2001 -2002, and 2003 .FBI OGC:

}7fsearched ‘the': followlng sites: (1) flle cabinets -located- in the. .fi‘”“xwﬁ

TL-Offlce space. of OGC Natlonal Securlty Law: Branch- (NSLB),§(2)
. " 'NSLB's'IOB database; .and- (3) ‘an’ ' FBI. ‘database;Automated Case. o
~fi»Support (ACS),; for: IOB matters that -were adjudlcated ‘between thev"
| period of" January 1 2001 to: December 31, 2003.: After searchlng .
- 'these places,.NSLB/ located 16 matters for calendar year 2001;.10 -
~_»3ievmatters for calendar year 2002. and 13 matters for calendar year;ﬁ;'~-‘l
~_a:'2003 . : - . S S e

(U) Addltlonally, FBI OGC COntacted the FBI s Inspectlon

iff;Dlv151on to determine: whether other ‘nonreportable- IOB matters. for‘ﬂ:

\;calendar 'years 2001 through 2003 were located there: " The:"

f*ﬁInspectlon Division determlned that there were two addltlonal
~7;nonreportable IOB matters, both for calendar year 2002 :

(U) After rev1ew1ng the 41 matters, T determlned that under

:,fcurrEnt FBT policy and "the Aprll 17, 2007. memorandum from the -
_jA551stant to the President: for National Securlty ‘Affairs, ‘the

v'follow1ng four matters would now be reported. These ‘matters. are~-

>'7>oset forth below~

: expired on | Due to an administrative error. and. @ .
‘after:the] lhad expired,. b2

fn IOB matter 2002-27, the FBI initiated a| ]
|on a- Unlted States person. -Thel §

L of the  °®.

K Attorney General Guidelines for tBI Foreign Intelllgence

", ollectiion and Foreiqn Counterintelligence Investigations (FCIG){

”,renewed onr_f |‘

'effectﬂve March 8;.1998.. The was'properlyl_Afi

1 IOB matter 2002-28, the FBI initiated a[.
on_a non-United States person. - Thel

expired .on| ] Due to an administrative error, and
“after thel |had expired, the FBI conducted .
“several investigative Interviews in violation of section ‘ -
~ III1.B.3.h of the ECIG. "It should be noted that because. the FBI . bz -
" neither interviewed the subject of the investigation nor L bBTE
conducted a| Jof The ' SR

‘j~Attorney General's Guidelines for FBI National Security.

Investigations and Foreign Intelligence Collection (NSIG), ..
effective October 31, 2003,]

rdozo-I0B-149
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In IOB matter 2003 04, the FBI 1n1t1ated al .
>n.a non-United States ‘person. . The| b3 .
| ‘Due to-an administrative error, and =~  bIE .
. after the| | had expired, the FBI ‘conductéd-an .- )

TY‘inalij, in. IOB matter 2003 25, the FBI 1n1t1afe'.a L
Jon.a United.States person.. ThHe

o

el |exp1red‘0nl | Due to- admlnlstratlve b
" Terror, and after‘the expiration of thel I ‘the' ”b7E"Kﬂ
-FBI interviewed the subject of:the inquiry.on| S
SO | Upon, reallZlng that -
*+ the | |had explred the FBI extended the
© investigation.: | s : S ST

. b'!E_"'

| (U) Pléase do not:hesitate to contact] 1fiﬂ bE L
o] |or me if:you have any ./ B7C -
” questléns regardlng these or’ any other IOB matters I :

Slncerely,

S S _.-._eputy General CounSel
R Lo IR Natlonal Securlty Law Branch

j020-10B-150 -~




'*ﬁjgi';,jﬁomer“s P01nter, Counsel (by secure facs1mlle and courle'

7ie:ii%1~Mark A Bradley (by courier

[.. . Telephone: r202) 514 seoo,ifj”

,;fIntelllgence Over31ght Board
- "Room: 5020 : LT
L INew Executlve Offlce Bulldlng
1725 17€h Street, TN.W '
Washlngton, ‘DL C.A 70%0?
,Secure Fac51m11e

.;;{Chlef, -Oversight. Sectlonifﬁ
S U.Sy Department of" Justlce
S Natlonal Securlty DlVlSlon
;;Offlce of Intelllgence = :
950 'Periisylvania.Ave. NW ‘Sulte 6150
'%fWashlngton, 'DC:-20530." ‘ R
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OPCA-20 (12-3-96) XXXXXX

XXXXXX
KXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
6 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) o(b)7)A) a(d)(3)
2{b)(2) a(b)(7)(B) o)1)
o(b)(3) o(b)(7)(C) a(k)(1)

o{b)}7)(D) o(k)(2)

o(bX7XE) o(k)i3)

o(b)X7)F) ack)(4)
o(b)(4) o(b)(8) o(k)5)
a(b)(5) o{b)9) a(k)(6)
ci(b)(6) B(kX7)

o Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

6 Page(s) were not considered for release as they are duplicative of _Cardozo-IOB-5
through Cardozo-IOB-10

Page(s) withheld for the following reason(s):._

& The following number(s) is (are) to be used for reference regarding these pages :
Cardozo-10B-152 through Cardozo-IOB-157

JOOOOOOOOKHXKXAX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
OO AKX XXX
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DN D&-lﬂ 2010

S —

INTELLIGENCE OVERSIGHT 'BOARD (IOB) MATTER i,
A | FIELD. OFFICE . - e o bR
*° IOB MATTER 2007‘?1604(0) R o

yoon[ — |F1e1d Offlcer"“1~‘*’"

" “opened a - ~|on a‘non-
- .United States person. The| [was due to
"expire to . expire onf | +According to] | new- Attorney

. General mnational security guidelines- established a new

expiration date- of | |1”*

placed the case in a “penCIng inactive” status from [ |-

] | due to the casé agent being aSSlgned to a temporary - " b2

"nvDurlng thls tlme frame,l |sought a mall cover on the subject

duty assignment:' Upon returning-the ‘case to a pending status, fsv;b73.f»
the. supervisory special agent.of 'squad removed the duratlon - .

of the "pending inactive' status from the 180- ~day restriction.:

. no pIOVlslon:

. Foreiqgn Intelligence Collection (NSIG).

In rev1ew1ng thls matter, OGC notes that there lS
or . Mpending-inactive ‘status”’ in The Attorney
General's Guidelines for FBI National ‘Securit Investigations and

| the 1nvestigation was meant to expire six. months o ‘1
from its inception, on however, conducted = - p7g -

',lnvestlgatlve activity in this matter. without ‘having seCured an :

extension.of. theI |' SpeCIflcally,

- had ‘no_ authorlty to. seek a mall cover on. the subject on.

hout hav1ng an 1nvest1gat10n open at the tlme As"

ca result has commltted an IOB VlOlatlon

(U)Ehas been lnstructed to remove from 1ts flles

"and databases any’ mail- recelved from the- mail cover; and elther f

destroy the’ mail or return it to the’postmaster, with- appropriate.  b2*'

"documentatioh to file. In the- meantlme,[:::]has_been instructed . prg
lto sequester the mall with the ‘cDC. = : R

R0-I0B-158




"A‘m. INFORMATION CONTATNED I
"HEREINES PNCLASSIFIED - = =

m.'m osp-o 2010° BY 65l79fnmf§db

IOB SUMMARY SHEET

CY Quarterly Report

. ”"."Name ofDepartment orAaency FBI

v

i'j‘DATE oF INCIDENT |____—[_}} T DATE OF REPORT TO IOB ‘f/ 349" e

N "ff:;‘l‘.'DATE OF REPORT TO DEPARTMEN'I‘/AGENCY 03/07/2007

u ;DATE REPORT SUBM[’I‘TED ’I‘O OTHER ENTITY (1e Do, Conaress Cw1l leemes Ofﬁce)._ L o
- '_'POSS[BLE V[OLATION OF e 5, R

. STATUTE (Umted ‘States Code Cltatlon) LT
_.'_ FISA(50U.8C.1801) - e Lol
— .Other (U SC cxtauon I

' w”‘f&EXECUTIVE ORDER 123:3 . '-; B S T P T ," b2 .
- Section 2.3 collection’ & dlssemmanon ofUSP mfo L e e PIE
- Section 2.4 preamble: least intrusive collection . - r B T R
* .Section 2.4(a) CIA electronic survelllance w/inUS ;| e
* Section 2. 4(b) unconsented physical search w/in US .. :
Section 2 2.4(c) physical surveillance of USP w/in US?
" Section 2.4(d) physical surveillance of- USP abroad
L fSectlon 2.5AG approval w/in US or agamst USP abroad
. Section 2.6 assistance to law enforcement - R
*. Section 2.7 contractmv i '. ;o
- Section-2.9 undisclosed pammpatlon
- -Section 2.10 human expenmentatlon ’ : L
* Section 2.1'1 prohibition on’ assassmatlon L
~ - Section 2,12 indirect participation: . " "
. AG Approved EO 12333 Guldelmes

I 6T HER EXECUTIVE ORDER (SPEC[FY) S
- Creation of unauthoruzed SAP (EO 17958 as amended)
Other (EO cltatlon ) ol

o ~SIDENTIAL D[RECTIVE (SPECIFY) : e 5
1 - COVERT.ACTION FlNDl'NG/MEMORANDUM OF NOTIFICATION
Other (Presndentlal Dlrectlve c1tatlon ) -

] DEPARTMENT/AGENCY ACTION

o "DATE OF FINAL DISPOSITION

Cardozo~103-159
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: DECLASSIFIED BY- 55179/15»&1/3@
'  ON 05-06-2010 -

. j. INTELLIGENCE OVERSIGHT BOARD (IoB)' MATTER .
o 'DIVISION S
IOB MATTER 2007-1987 (U). © - oo g

e The| |F1e1d Offlcel | reported that -after
V>lg‘clos1ng al | against -a- non-:.-
~ USPER,. phy31ca1 survelllance was still directed against the'
. subject.. As. a result. of- this- occurrence, ‘the. squad has -
e ”glmplemented a. checkllst for clos1ng 1nvestlgatlons, Wthh
"1U5: ' ;ncludes notlfylng the survelllance groups :

' The matter 1s belng regorted to the IOBl |

“bTE .

b2
b5 .
. pTE

i s i men




ALL INFOHHA'I‘IOH CDNTAINED o
I‘[ERIIH I8 U'NCLASSIFIED EXCEPT ~[ 'j;"
I-II{ERI ﬁﬁﬂm CITI'IERUISE i

IOB SUMMARY SHEET

"‘ N.une of Departmcnt or Agency FBI ‘ CY Quarterly Report

4 DA”IEOF [NCIDENT |::| - ’._‘ DATE OF REPORT TO IOB :‘/mzoos

S DATE OF REP ORT TO DEPARTMENT/AGENCY 06/20/2007

,:"f;DATE REPORT SUBMITTED TO OTHER ENT‘ITY (l e, DoJ Cong,less ClVll leemes Ofﬁce) N/A

- ‘:'POSSIBLE \'IOLATION OF

ipz
b7E

o STATUTE (Umted States Code Cltatlon)
- FISA (SO U.S.C. 1801)
Other (U S C c1tat10n )

s EXECUTIVE ORDER 13333 - .
. Sectlon 2.3:collection & dlbﬁcmmanon of USP mfo .
- Section 2.4 preambile:. least intrusive collection.' A
: 'Secnon 2. 4(a) CIA electronic survelllance w/in US
_‘Sccnon 2.4(b) unconscnted physncal search w/in us.. :
- Section 2.4(c) physical surveillance of USP.w/in US f o
. Section 2.4(d) physical surveillance of USP. abroad L
Secuon 2.5 AG approval w/in US or agamst USP abroad TR ‘
‘ Section 2.6 assistance to law enforcement Ly ag
v -~Sectlon 2.7 contractmg S
- Sec.non 2.9 undisclosed partlmpatlon
- 'Secnon 2.10 human.experimentation . -~
do ;Sectnon 2.11 prohibition on assassmanon
. Section 2.12 indirect participation- - :
. -AG Approved EO 12333 Gu:delmesl

‘:~.;?| H | : lj:f I :: | l

OTHER EXECUT[VE ORDER {SPECIFY) G ‘ s
: “Creation of unauthonzed SAP (EO 12958 as amended)-'}

Other (EO cntatnon )

;‘::PRES[DENTI '\L DIRECTWE (SPECIFY) A T
o ~COVERT ACTION FINDING/MEMORANDUM 0 NOTIF_ICATION R
Other (Pre51dent1a1 Dxrectlvc mtatlon ) Ttk

" DEPARTMENT/AGENCY ACTION

: PIOB was ﬁled new checkllst for cIosmg mvestlgauons was 1mplcmcnted ; B ;

- .‘ *DATE OF FINAL DISPOSlTION 10/12/7007

. CardozollOB-161



o DKTE. os-l0-2010.
7., CLASSIFIED .BY SSI?QJDHH!sdb

REASON: 1.4 (c} T ‘ALL Iuronuarrau cumrxxmrb
/DECLASSTFY ON: D5-10- 2035

iy :} S .0+ 7 HEREINCTS UNCLASSIFIED EXCEPT . -
Lo S . P = e VHERE SHOWN -OTHERWISE f '

T

-

) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ‘fbg

b7E .

S T FIELD OFFICE " BTE
4‘:-_“{31‘" S «IOB MATTER 07- 1030 NSL (U) S A
T The Federal Bureau ------ of Investlgatlon "EFRL") has .
-l i that_in conducting an investi ation[- 3"»7“7
| Ithel |F1eld Offlcel | .issued a SRR
" toll billing. NSL .in response to which the carrier returned u‘; y fatﬁi' o
records one- day beyond the parameters’ of the request and: the 3
.. - . information was uploaded into ‘a database . In this regard,. f_‘
{8} about. | L Jopened-an-investigation- ufl;
8 g | who is not a “Unlted -States-person” as.that TEIM I5.
cA1ef . - used . in Sectlon 101(1) of - the. Foreign Intelll ence - Survelllance

. Act_of 1978 (FISA). .~ During the course of this .investigation, an»ff” :
'NSL dated- 02/13/2003 was issued pursuant to the Electronic o
Communlcatlons Privacy Act . (ECPA),.IB U.s.C..§ 2709, for.

,‘telephone toll bllllng records.. The- carrler returned ‘the. | .

=”requested 1nformatlon, but, 'in ‘addition; prov1ded oné additional

records. ‘The J.nformatlon was’ uploaded into :I

| By EC dated: 04/05/2007, “this matter was reported.as

‘‘a potential IOB _The information has. since-been purged from -

|and redacted from the case flle

o The- IOB has 1nstructed OGC to report matters in whlch o
o ‘1nformatlon overcollected due . to carrier error is uploaded into" a - r,~‘
. -database.- Thus, thlS 51tuatlon ls belng reported to the IOB-,(U)

T P T
. R B .
. I S . -

o C'ardbz‘o-I'(‘)B'-”iS'Zv o
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ALY IPFORMATION. CONTAINED'. .~ o' 7 o e
. HERETN IS UNCLASSIFIED : - . T O
DM'E os-ns -2010° BY . 65179fbmysdb Lo T L

IOB SUMMARY SHEET
S ":Name of Department or Agency FBl OGC o o CY Quarterly Repon 299‘7 e o i
‘.._F.,DA‘TE OF INCIDENT 02/13/03 (lssuance of NSL) B DATE‘. OF REPORT T IOB m,tso,co:_- H/;o/zoos':" -

T ,'DATE OF REPORT TO DEPARTMENT!AGENCY 04/05/07

S DATE REPORT SUBMITTED TO OTHER ENTITY (. e DoJ Congress, cwn leertles Office)

“POSSIBLE VIOLATION OF

B STATUTE (Umted States Code Cltat:on) ~'
W U FISA(S0US.C.1801) o N
X_ Other (U S C cutatlon 18 USC 2709)

XECUT[VE ORDER 13333 -

" Section 2.3 collectlon & dtssemmauon of USP mfo
-Section 2.4 prcarnble least intrusive collection i
Section 2.4(a) CIA electronic surveillance w/in US -
Section'2.4(b} unconsented physical search w/in US '
Section 2.4(c) physrcal surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad -
"Section 2.5 AG approval wlin UsS or agamst USP abroad
Section 2.6 assistance tolaw. enforcement

Section 2.7 contracting -

Section 2. 9 undisclosed pammpatlon

‘Section 2.10-human expenmentanon

Section 2.11 prohibition on assassmatlon :
*'Section 2.12 indirect participation .~ . - o7 R e T
AG Approved EO 12333 Gu1delmes (Gundelmes name and sectlon Py

m : .

g

»‘{‘OTHBR EXECUTIVE ORDER (SPBCIFY) SR
L Creation of unauthorlzed SAP (EO 12958 as amended)
Other (EO cntatlon J .=

- g 'PRESIDENTIAL DIR.ECT[VE (SPECIFY) — ' T R
COVERT ACTION F [ND[NG/MEMORANDUM OF NOTIFICATION
Other (Presndentlal Dlrectlve c1tat10n )

DEPARTMENT/AGENCY ACTION Advnsed fi e]d t!mt matter would be reported to IOB overcollected data
already purged from database redacted from ﬁle S e ,

‘ ’?T.f:: ".:'DATE OF FINAL DlSPOSlTION e S

. CardozoIOB-163 .. ¢



-DECLASSIFIED" BY- 65179/DHHfsdh
; ON 05-06-2010- _

INTELLIGE]FQEMEsmjl“ BOARD (I0B) MATTER: ... .."' . " 'pjn ..
, DIVISION s R S

o |:'[_]‘:| o - + . 10B MATTER 2007-1983-NSL (U]

- AI of a non— Uniteda

States. person was .initlated .or| . In a May .26,"

2004. NSL to a . telephone carrier, - the| Division‘
requested subscriber information for | :ele%hone-

numbers, .from H‘Inrlts_1ﬂ
. response, _the carrier provided responsive records for all ST
" numbers. [ [ bz
: “b7E

According to“"
SOnme- 0 15 exce 111 orma 1on was uploaded to the

Automated Case Support System (ACS)
: H :
. (Uy In thlS 1nstance, ‘an error on the part of the carrler
. 'resulted in the ‘unintentional acqulsltlon of information beyond
- the: requested date scope and.for a telephone number not . . -
.jrequested By letters dated November 13, 2006..and July 31, 2007
"~ the Counsel to the IOB agreed that third party errors’ in. the .
‘collectlon of information" pursuant to an NSL must. be reported to:
- OGC .as: a potential IOB,.but they are not reportable to the I0B
‘"unless "the FBI has: compounded the error by, . for example,; )
uploadlng, dlssemlnatlng or.using the records in conjunction. wrth
- anothek. 1nvest1gatlon -Because here the unintentionally acqulred
. .. 2 information was" uploaded.vthe error has: 'thus-been compounded and
v”(U?* jnls belng reported to the IOB '*1kﬁ',':»-‘j.f-“ S

b2
bs
| p7E -

>;<*




ALL INFORI'HLTION CUNTAINED

| HERETW I$ UNCIASSIFIED. . . - . 707 e e

“"DATE' 85-06-20L0 BY,GSl?sfnrm,/éQb T

IOB SUMMARY SHEET

i Name of Department or Agency ‘Fle '-'_t' o CY Quanerly Repon

T DATE 01= [NCIDENT 03/"6/04

-iv DATE OE‘ REPORT TO DEPARTMENT/AGENCY 06/26/07

: -DATE REPORT SUBMITTED TO OTH.ER ENTITY (l e DoJ Conoress le leertles Ofﬁcc)

o POSSIBLE VlOLATlON OF

. STATUTE (Umted States Code Cltatlon)

- FISA (50 U.S.C..1801) SRR ' LA
Other(USC citation: 18 U.s. C Sec 2709 (ECPA))_A‘_]'-’-- ‘

’ECUTIVE ORDER l 3: - : '

- Section 2.3 collection & dlssemmatlon of USP mfo .
' _Sectlon 2.4 preamble: least intrusive collecnon S
‘Section 2.4(a) CIA electronic surveillance w/m Us-
~-Section 2.4(b) unconsented physical search w/in US

Section 2.4(c) physical surveillance of USP w/in US

- Section 2.4(d) physical surveillance of USP abroad
_Section 2.5 AG approval w/in US or against USP abroad
 Section 2.6 assistanice to law enforcement

 Section 2.7 contracting -

Sectlon" 9-undisclosed partlcmanon PRI

" Section .10 human experimentation

Section'2.11 prohlbmon on assassination - N

* Section 2.12 indirect participation "

AG Approved EO 12333 Guldelmes

HER EXECUTIVE ORDER (SPEC!FY)

e
o :;.'E)
=
B
R P
=
R S,
e
N
Lo1
ST
ok,
L —

| Creation of unauthonzed SAP. (EO 12958 as amended)

.‘~ N

Other(EO cntatnon ).-‘ S o .: : -

e PRESIDENT[AL DIRECTIVE (SPECIFY)

PEELE

f_A

~COVERT ACTIONF IND[NG/MEMORANDUM OF NOTIF lCATION
Other (Pre3|dent|al Dlrectlve c1tat|on ) :

DEPARTMENT/AGENCY ACTION Retum or destroy
L ‘; 5
i "DATE OF FINAL DlSPOS[’l‘lON

Cardozo-I0B-165°

DATE OF REPORT TO 105 \1 l bol 0’!‘7"" L o



CDATED 05e12ez0l6. Do oG f-AALL INFDRHETIQN CONTAINED N
- CLASSIFIED .BY SSl?QDHprl] g S T " . HEREIN I3 UNCLASSIFIED rxcrpr o
REASQN: 1.4 (e} - " - - WHERE- SHOUN OTHERUISE L
_DECLASSIFY ON: 05- 12—2035 ST

e T INTELLIGENCE ‘OVERSIGHT BOARD' (IOB) MATTER B N
gy RS FIELD OFFICE “;;,ﬁl_‘;;_ffgﬂt;lfﬁlbz‘t; :

-----------

"7tsju_ Lmt The Federal Bureau of Investlgatlon ("FBI") has‘
e determlned that _in .conducting an..investigation] |
IR | |the| |Field Office [ fissued a
‘[.1s;¢$;toll billing NSL.in response-to which .the carrier.returned - ' ‘Z',
7 'records beyond - the parameters of the request. and the 1nformatlon S
- was uploaded into. a database:.--In. this regard,. on. or about R
ey opened an’ 1nvest1gatlon :
{8y “who .is . not a “United-States person” as that Termis.
. .- used. in Section 101(1) of the Foreidn Intelligence Survelllance P
';f‘Act of 1978 (FISA). Durlng the course of this 1nvest1gat10n,pan e b1~$
""" NSL dated. 03/13/2003 was:, 1ssued pursuant to the Electronic - " . bz . "o
' 'Communications Privacy Act (ECPA) 18 U.S.C. '§ 2709, for Lo T pTE T
telephone toll billing records... The carrier returned:the . = = =
‘requested 1nformatlon, but, in addltlon, prov1ded 1nformatlon‘f
. beyond fthe scope of the request The 1nformat10n was uploaded

.t into| | By EC’ ‘dated 04/05/2007, this matter
- was.reported as a potentiai:IOB. The information: has - .since been
"purged from| Iand the - 1nformatlon has’ been
sealed.t |has been adv1sed to destroy or return the =
”“,f'informatlon o the carrler TS o RS L

~x;ﬂﬁf . The’ IOB has 1nstructed OGC to report matters in whlch R
: informagtion overcollected due: ‘to carrier error is- uploaded into a “.. -
wildatapase. :Thus,.thls 51tuat10n 1s belng reported to the IOB .(U)_
S N ‘ N , , L ot
e oo . L .

LAY
v
1

'ved from G--"t

. Cardozo-10B-166




ALL Il'IFORHATIDH EDHTAII\ED
' HEREII'I IS UNCLASSIFIED :
DAT.E EIS-OG~ZU.I.0 BY 65179{Dm{fsdh

IOB SUMMARY SHEET
- 'Namc of Depanment or Agency FBI OGC | ':, ‘ CY QUﬂJTCT 1}’ Report 2007 ;
;DATE OF. ]'NCIDENT 03103/03 (1ssuanCe of NSL) j DATE or REPORT 'ro IOB 12:‘30707 ‘f/ 30/ S 5"““' Lo

S DATE 01= REPORT 0 DEPARTMENT/AGENCY 04/05/07

” POSS[BLE VIOLATION OF

:’_STATUTE (Umlcd States Code Cuauon)
U FISA{50USC.1801)"
X Other(U S C cnanon 18 USC 2709)

‘*'EXECUTIVEORDER 13333 N

“Section 2.3 collection & dlssermnatlon of UsP mfo -

 Section 2.4 preamblc léast intrusive collection S
Section 2 4a) CIA electronic surveillance w/inUS-~ ' S

" Section 2.4(b) unconsented physical search w/in US* = - e

: Section 2.4(c) physical surveillance of USP w/in US.- - ‘
‘Section 2.4(d) physical surveillance of USP abroad . .

) Sectwn 25 AG approval w/in US or agamst USP abroad

. Section 2. 6 assrstnnce to law enforcement

. Section 2.7 contracting- - . e

p 'Sectlon 2.9 undisclosed pamc1pat10n

- Section 2:10 human experimentation. -

~.Section 2.1 prohibition on assassmatrou

. Scctlon 2.12 indirect participation : ol : RS

’ ~,AG Approvcd EO 12333 Guldelmes (Gurdelmes namc and sccuon L

};|'{_| ~"l431:* I“-E"l i:ﬁ!:’l{!‘ | !« I.ff],lf l|

; OTHEREXECUTIVEORDER(SPECIFY) R RTIEA
C " Creation of unautlwnzed SAP (EO 12958 as amendcd)
Other(EO cltauon : S S

o PRESIDENTIAL DIRECTIVE (SPECIFY) g S -
- " COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATIO N
Othcr (Prcsxdcnual Duccnvc c1tat|on ) S

DEPARTMENT/AGENCY ACTION Advxsed ﬁeld that matter wou]d bc reported to IOB overcollected data already :
purged from database, and in process of bemg destroyed e TR R ,

: “DATE OF FINAL DISPOSIT[ON

" Cardozo-TOB-167 . 1.

'-DATE REPORT SU'BMIT'I‘ED TO OTHIEREN'I‘ITY(le DoJ Congress, cw.l leemes Ofﬁce) R



' ) non 0.5. person,| |1ssued a. Natlonal Security Letter: {NSL)

:d,C1t1ng 15 0.S.C. § 1e81lv and seeklng Ma’ copy of a consumer report

'vij,flles ”" The certlflcatlon within- the NSL, however, was.not the. = -
"jcertlflcatlon requlred for: 'a 15 u.s. C."§ 1681v NSL; rather,git‘

DECLASSIFIED BY 65179/DHH/sdb ‘~:f_}.a)"
: ON 05-06- 2010 A

INTELLIGENCE \OVERSIGHT BOARD (IOB) MATTER
e FIELD OFFICE - = -
‘ﬁ;gﬂ.;-‘y_f_' IOB MATTER 2007~ 2460 FCRA. (U)

Durlng a1 |of a .

and all. other information ‘in - [the. credlt reportlng agency’s]

'F}- was :the certification. re%ulred for a15:U0.5.C.  §°1681u NSL.

'?f"glnformatlon

ﬂﬂ“Desplte the fact that

limited 1nformat10n beyond the target s consumer 1dent1fy1ng

(U) In thls case,'an error was commltted by the fleld offlcg“n“.‘u .

:uhen 1t -requested a. full .credit. réport pursuant to FCRA 15
“U.s.'c. :§ 1681v. for an| |

‘“-1gpursuant to the. NSL  from all ‘hard’ and -uploaded records,: 1nclud1ngm;
_ . fany. documents on: an' ‘FBI. databaSe :Finally,-the field office: has *
Aj§,been 1nstructed to contact ‘the. credlt reportlng agernicy and ask -

‘&whether the- orlglnal credit. proflle should .be . returned or, et

,r‘

(U) Because the NSL 1ncluded the approprlate 15 U 'S. C §

wmn1681u certlflcatlon,,the field offlce has- been adv1sed ‘that 1t
.may keép a copy of the: credlt profile’ prov1ded ‘that all. .

,_4“1nformat10n beyond c0nsumer 1dent1fy1ng -and finhancial 1nst1tutlon*f

. information is’ ‘redacted . from the copy. The fleld office has been '

Sz
L SbTE LT

e Fequested & full credit report, theuﬁfﬂf-'A
. credit’ reportlng agency only " produced ar“credlt profile” with’

"1 _ that d1d not have an 1nternatlonal terrorlsm nexus.“‘:::”

o 1nstructed to’ 1mmed1ately redact. all 1nformatlon beyond consumer‘g¢3ﬂ'
; .,fldentlfylng and :financial’ 1nst1tut10n information ‘obtained

***ﬂfdestIOYEdr wlth approprlate documentatlon to the flle

. CardOZQ’IOB—lsa
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| lOB SUMMARY SHEET

' Namc of Department or Aoency 3 EBI‘ o ) (,Y Quarterly Repon~ .

o — bz _
-{DATEOF [NCIDENT |:I DA‘I‘EOFREPORT‘I‘OIOB ‘1‘{ 3"/03 S eE

DATE R.EPORT SUBMITTED TO OTHER ENTITY (1 e, DoJ Congress CMI leemes Ofﬁce): v
o 'POSSIBLE VlOLATION OF ‘ B ‘ R

STATUTE (Unlted States Code Cltatlon) B
- FISA(50US.C. l80l) Ll
X Other (U S C cttatnon " -Fai i

EXECUTWE ORDER 1233: o i SRR
~.Section 2.3 collection & dlssemlnatlon of USP mfo
" Section 2 .4 preamble: least intrusive collection- :

* Section 2.4(a) CIA electronic surveillance w/in US =~ .- o oL e
" Section 2.4(b) unconsented physical search w/in US - .Y .t '
__ ‘Section 2.4(c) physical surveillance of USP w/in us. IR
o '{Sectnon 2.4(d) physical survelllanCe of USP abroad
- 'Section 2.5 AG approval wiin US. or agamst usp abroad

’Sectlon 2.6 assistance to law enforcement :
. 'Section 2.7 contracting i
- Section 2.9 undisclosed participation .
- Section 2.10 human experlmematlon

»Sectlon 2.11 prohlbmon on assassmanon
: ‘Section 2. 12 indirect participation BT R Lol e D e e
- ’*'AG Approved EO 12333 Guldelmes (Guldehnes name and sectnon Ly

L ."0;1 HER EXECUT’IVE ORDER (SPECIFY) oo
' ““Creation of unauthorlzed SAP (EO 12958 as amendcd) -
Other (EO c1tat|on } RN

EEA PRES[DENTIAL Dl'R.EC'I‘[VE (SPECIFY) » R el
' . COVERT ACTION F[NDING/MEMORANDUM OF NOT[F[CAT[ON
Other (Pre51dentlal Dlrectlve c:1tatlon )

DEPARTM ENT/AGENCY ACT[ON

"- ‘DATE OF Fl’NAL DISPOS[TION

Sl ’

3 .. .
' R
ST, [
Vi .
e

. Cordor 0165
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;.- om 05~UE—2010 S

e

INTELLIGENCE OVERSIGHT BOARD' (IOB) MATTER
A FIELD.OFFICE .
IOB MATTERS 2007 1144 -NSL (U)

.HnoﬁfU.S{ person,| | 1ssued a National Security Letter: (NSL)-

“ . to a bank .directing the productlon of "M“nanes and. addresses of. alb -

_f;flnanc1al 1nst1tutlons ..+ ..at 'which.the ‘Pelow-named- consumer. PEEI
" maintains or has*malntalned ‘an’ account ”.{:::::::]1ncluded”the AT

".lfollowlng certlflcatlon 1n the NSL.

"*In accordance wlth Tltle 15 U S C Sectlon ‘”',$

41681u(a), 1 'certify that ‘the lnformatlon sought :is.
frelevant Lo an authorlzed investigation- to protect

‘dagalnst international terrorlsm or clandestine

A5;1ntelllgence act1v1t1es,‘and that - such an 1nvest1gatlon -

of a Unlted States person is-not conducted solely on;
]the basis’ of ‘activities protected by the’ first

1endment of the Constltutlon of . the Unlted States

*:{]J) The NSL dld not contaln any other certlflcatlon

f") ThlS matter is” reportable because the’ fleld offlce s NSL

valld ‘under” elther the: Falr Credlt Reportlng ACt (FCRA)

'nght to- Flnanc1al Prlvacy ‘Act.; (RFPA) - The NSL. was not:

e T !flnder FCRA. because the. bankis. not a “COnsumer credlt Lol
=fﬁrepo¢t3ng agency” as defined by 15’ U.5.C.. § 168la. It was not g}'yfﬁi“7
_7:valid under :RFPA. because it did not include the certification =
'-Lthat .the FBI had: complled with:all-applicable prov151ons of RFPA

ttiThe fleld offlce has been 1nstructed to; contact the ‘bank:and - ask
*whether the productlon should’be returned or destroyed wlth ?»f“'

‘v;approprlate documentatlon to the flle

fi:?§i Der'" :

Declass;fy 0 ff;':OZ/Zplaiil{;,”‘”

leurlnq a| ‘ — = — ‘15555@-
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: ‘.DATE OF R.EPORT TO DEPARTMENT/AG ENCY 04/06/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (1 e. DoJ Conoress, CIVll leemes Ofﬁce)

ﬂpossnaus VIOLATION OF

T 'STATUTE (Umted States Code Cltatlon)
' FISA (SOUSC 1801) o o D s e
X Other (U S C cu:atlon Falr Credlt Renortmg Act 15 U S C 85 1681u and l681v~'. _ )-

-"EXECUTIVE ORDER 12333
' : Section 2:3 collection & dlesemlnatlon of USP mfo
~ Section 2.4 preamble; least intrusive collection’ .
“Sectuon 2.4(a) CIA electromc survelllance w/in US -
- Section'2.4(b) unconsented physical search w/in'US -
_ Section 2.4(c) physical surveijllance of USP w/in US
Section 2 4(d) physical surveillance of USP abroad :
‘Section 2.5, AG approval w/in US or aoamst usp abroad
- Séction 2.6 assxstance to law enforcemem L
- Section: 2.7, contractmg S o
) Sectlon 2.9 undisclosed part:cnpatlon o '
“" Section 2.10 human experimentation: . 7 ol
Section 2.11 prohubmon on assassmatlon L
't.,v‘Sectlon 2.12 indirect parttcnpatlon '

. OTHER EXECUTIVE ORDER (SPECIFY) Sl
o - Creation of unauthorlzed SAP (EOQ 12958 as amended)
Other (EO cntatlon ) P : X

PRESIDENT[AL DIRECTIVE (SPECIFY) B
* COVERT ACTION FI'NDI'NG/MEMORANDUM OF NOTIFICATION
Other (Presndenual Duectwe cnat:on ) e '

DEPARTMENT/AGENCY ACTION

"DATE OF FINAL DISPOSITIONr.'""‘"‘ R

" "'-"'ACal‘-'_d@zdf'—IO“B,-'i7:f1 : }‘: SN

:_“DATEOF INCIDENT 10/20/2005 -f'? DATE OFREPORTTO IOB "f 5""’3 L

i '.:*AG Approved EO 12333 Gu1de1|nee (AGuldelmes name and sectlon I"‘“;.":"‘ : ) Lo



' DEELASSIFIED BY' 651?9/Dl*ﬂ{fsdh
UN 05—10 -2010.

‘5;u?2ifiapproval or would have involved OIPR such:that they could have *
~been able- to 'exercise oversight without the formal' report: . Whlle .

'notlflca ion was requlred consistent with the ‘NSIG,. 1 |d1d
S file & report updatlng progress on.the. case. The fallure ‘to .

properly report on the pendehcy. of the 1nvest1gatlon to OIPR

‘impacted their oversight ability of this investigation as-.the
. investjigation was ¢losed soon after the report was: filed with R
. OIPR. | ‘has been admonished.to ensure approprlate proceduresg“‘
-ﬁare followed 1n all counterterrorlsm cases : . L

INTELLIGENCE OVERSIGHT ‘BOARD (IOB) MATTER BT
~FIELD OFFICE = - - © “wilo S
TOB- MATTER- 2007-1122" (U) S e

T}§(/OnL__ 1 |0pened a| — ‘ Iof an -

- During ‘the 13 months there is no. 1ndlcatlon'from‘the45*
caseflle that[%::::]used specific techniques. that required -OIPR

it is not an-excuse for- failure to.comply w1th the formal NSIG..

requlrements,:dld have significant” overs:.ght from- the local
- Us: Attorney s Office. Actlng on-advice -from th al . Us v

 Attorney's Office |  agents -did’ travel to to. 1nterv1ewﬂ%
L Pederal Pollce had in custody SR

On March 20 2007 approx1mately 13 months after the

2 71iAQ*A“'V.'j
C r2dozo_-IOB-‘172‘ o

.‘;-;ifttl. . (U)“ On March 29 2007 h*[::::]D1v1s1on ;reported::a'fj::y
s - otential IOB error-in con unctlon with a closed . e
.!I]) _ Of four non- Unlted ates Persons.fﬁﬁ_prx‘
| The invrwaww'_l R
flnformatlon received from that .

. . US person, had beern murdered in| | while this" 1nvestlgatlonff'“ L
ﬂfllkely could have been. opened under either criminal or: . -
: counterterrorlsm investigative: guldellnes, ‘the ‘opening: document
7~1nd1catea it was opened under. a: counterterrorlsm casefile number.
fAs such, was obligated to follow: the. reguirements" of The
] 'Attorney General's Guidelines for FBI ‘National Security- " ‘
‘baInvestlgatlons and Forelgn Intelllgence Collectlon (NSIG)

b2 e

bTE}"""

o [ A VICIation OGCUrs T'falIﬁTE“Eo'ETBVﬂT?ﬂwf71”‘
. an’annual report is . deemed to hinder OIPR's ‘oversight -ability. In '

. the instant case,[:::::]was 13 months tardy when flllng the  ~. "
" report..’ - T . :

‘b2
'b7E
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DATE OF REPORT TO DEPARTMENT/AGENCY March 29 2007

o T‘DATE REPORT SUBMI’I'I‘ED TO OTHER ENTITY (1 e, DoJ Congrcss ClVli L1bert1es Ofﬁce) :

U .POSSIBLE VlOLATION OF

S ST A.TUTE (Umted States Code C:tauon)
‘ L FISA(SOUSC 1801) h
Other (U S C c:tatlon "

- EXECUT[VE OR.DER 12333 ) NS S i
' "Section 23 collectlon & dlsacmmatlon of USP mfo o -

-Section 2.4 preamble least intrusive collection - oLl : b7E
"A_Secnon 2.4(a) CIA electromc surve:llance w/in US A O L
- Section 2.4(b) unconsented physncal search- w/m us. -
Section 2.4(c) physncal survclllancc of USP w/in US“ o
‘Section 2.4(d) phys1cal surveillance of usp abroad -
 Section 2.5 AG approval w/in US or against USP abroad
. Section 2. 6 assistance to law enforcement RRCT
. Section 2.7- contracting.- | . . .
Section'2:9 undisclosed pamclpanon
; Section 2.10 human expenmentauon S
* Section 2.11 proh1bmon on assassmatlon S
- Section 2.12 indirect patticipation - . '
AG Approved EO. 12333 Gmdelmes]

A. 'x’| l | .’| : ‘. “| ‘ A -“.‘ ‘ ; ‘.‘ ‘-l':-‘ : I !

. OTHER EXECUTIVE ORDER (SPECIFY)
' “ Creation of unauthorized SAP (EO 12958 as amended)

Other (EO cmmon )

.PR.ES lDLNTlAL DthCTIVE (SPECIFY) S
v COVERT ACTION FINDI’NGIMEMORANDUM OF NOTIFICATION.:
Other (Premdennal Du'ectlvc c:tatlon SRR .

P

B DEPARTM]:NT/AGENCY ACTION

*DATI: OF F[NAL DISPOSITION f":" IR




e

DECL&SSIFIED BY 55179/DMH;sdh e T e T e
. ON'05-06-2010.- ey T e e T e

J;INTELLTGELCE OVERSIGHT BOARD (IOB) MATTER
S FIELD OFFICE e e
IOB MATTER 2008 154 (U) “ur“fﬂ

The Attorne General s Guldellnes for FBI Natlonal

JQfUﬁwﬁ:mi;éeeurit Tnvestigations and:Foreign Intelligence Collectlon.ﬁ

- {NSIG}

A

o \ ‘.’..Thel _ ‘ ID J_on I I ‘
- repo¥ts - that while'conducting a| FSf.ajﬂff
7 non-United ‘Statées person, they falled to file an annual cie

75,fLetterhead Memorandum (LHM) .as requlred i

o "However, prior to . October 31, .2003, the ;faf
~.- NSIG's predecessor, the Attorney General Guidelines" for FBI . L
. Foreign Intelligence Collection and Foreign Counterintellige

“ffiijlnvestlgatlons (AGG),

i,-w1th'n0j1nvestlgat1ve act1v1ty occurrlng between February and

~“wm;  flv — ——dia not prov1de ‘an 1nvestlgatory !"‘j -‘ﬁi;
- summa #ﬂ»efore as required- by the new NSIG and thej,tf;.i“
“1mplement1ng guldelines. e .case-Closed later in August 2004. wﬂgfr;r

b7E
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o CY Quarterly Repon

P (Name of Department or Avency FB[ :

- DATE or—‘ INCIDENT |:|

o ;DATE or REPORT TO DEPARTMENT/AGENCY 12/14/01 ~;'

b
B7E-

‘ _.DATE or R.EPOR‘I‘ TO [0B: - y{ bﬁ’f oF

| DATE REPORT SUBM[TTED TO OTHER ENTITY (l €, DoJ Conﬂress Cwll leemes Off ce)ﬂ :
s 'APOSSIBLE VIOLA‘I‘[ON or e '

SR T vrSTA’I'UTE (Umted States Code Crtatlon)
S  FISA (S0US.C.1801) -
Other » ; DERN

rEXECUTlVE ORDER 13333 L
.Sectron 2.3 collectlon & dlssemmatlon of USP mfo~- S

“Section 2.4 preamble: least intrusive collection. T

~*.'Section 2.4(a) CIA. electromc surveillance w/in US :

-Section 2:4(b)-unconsented physical search w/in US . ‘ N

"+ Section 2.4(c).physical surveillance Hf USP. wiin US e et

Section 2. 4(d) physical surveillance. ofUSP abroad - ‘-".= o A

‘Sectron 2.5 AG approval wlin USor agamst USP abroad SR

.+ Section 2.6 assistance to law- enforcement L R

‘-.,Sectlon2 7contract1n" O A U

- “Section 2.9 undisclosed partlclpatron

o "‘Sectlon 2. I0 human experimentation

' ",-"_Sectlon 2 ll prohlbmon on assassmatlon

C ol section 2,12 indirect participation: :

b ";,.f, AG Approved EO 1233a Gurdelmesl

‘ ‘ HER EXECUTIVE ORDER (SPEC[FY) .
) ' Creation of - unauthonzed SAP (EO 12958

- as amended)
; ;,,';_ Other (EO”cit

atiOn )

riiESIDENTrAL D[RECTIVE (SPEC[FY)
bR ~COVERT ACT[ON F[ND[NG/MEMORANDUM OF NOT[F[CAT[ON
Other (PresrdentlalDlrecnve crlatlon F -

DEPARTMENT/AGENCY ACT[ON Retum or destroy

RFES

*DATE or FINAL DISPOSITION S

[ Caidozo10B175
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0 05-06-2010.

‘Durlng the course of the. 1nvest1gatlon,| |d1d not prov1de

INTELLIGENCE OVERSIGHT BOARD MATTER
TVISION® 1 i
1013 MATTER 2007: '7162 (U)

o _“‘b?E o

(U) An electronlc communlcatloni:EC) from,théﬁFederéL’f .

1f~ﬁBureau of Investlgatlon (FBI),. D1v131on dated
‘;MO7/25/2007.,reported a. potentlal Intelllgence Oversight- Board 4
j(IOB) violation 1nvolv1ng the .late notlflcatlon of" 1n1t1atlon of

[and fallure to submlt annual LHMs to OIPR

- opened a| _ji.ti‘
-“United States.person”. on| | —

FBI HQ wlth a Notlce of: Inltlatlon until, 2007. In addlt.onb ._'g.
did not submit..an annual’ LHM for 2005 and 2006-.: |- -

'fadmiﬁistratlve oversights and- lssued ‘ar Notlce of Inltlatlon and . STl

) {é |of The Attorne General’
nds for 'FBI ‘National. Securit -Investigations’ and Foréign

itence Collection. (NSIG), effective.10/31/2003 (NSIG), :|f

|~ AIter receiving the notice from the rleld

.~ office,{ FBIHQ .shall prov1de notice to the Office’ of Intelllgence ;:

{~Pollcy and Reviéw’ (OIPRj:.and. to the Criminal DlVlSlon ) OIPR
,AHQxShall then notlfy the Attorney General and Deputy Attorney
: 7}.General, ‘ o T Lo L

Ltlmely manner "substantlally 1mpa1red" thelr oversight of. this .
© . case,’ Here, an openlng LHM was ' not: submltted to. FBIHQ untll more '
... than three years:. after. the’ 1nvest1gatlon had been .opened.. 'g”u:g:oy_

" Additionally,- no' .annual’ LHMS: were issued. until 2007 further“ Py

f-) The fallure to notlfy OIPR of the 1nvest1gatlon 1n a

“51Qh1nder1ng OIPR S, oversrght of the 1nvest1gatlon .JQ
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IOB SUMMARY SHEET

§ \l.:me ot Dcpartment or Agency FBI

‘DATE OF INC[DENT E |f?‘f.‘ : DATE 01-‘ R.EPORT TO IOB '3/30/2008
‘ J",D ATE OF REPORT TO DEP ARTMENT/AGENCY 07/2 5/2007

o DATE R}:.PORT SUBMl’I'I‘ED TO OTHER ENTITY (1 e. DoJ Congress le lecmes Ofﬁce"

S POSSIBLE VIOLATION OF'

L ;. ~”STATUTE (Umted States Code Cltanon) S
Sl FISA(S0USC, 1801)
Olher (U S C c1tdt10n )

>

o ;.:;;EXECUT(VE ORDER 12333 L ' ST RS
: Sectlon 73 col]ecnon & dlSﬁemmauon ofUSP mto o Loty
”»;Sectnon 2.4 preamble: least intrusive collection '
‘Section.24(a) CIA electronic survelllance wlin us -
" Sectioi 2.4(b) unconsented phvsncal search w/in. US
' - Section 2.4(c) physlcal surveillance of USP w/in US. .
Section 2.4(d) physical surveillance of USP abroad R
. Sectlon 2.5 AG approval w/in US or agamst use abroadi_,_, R
A_Sectlon 2.6 assistance to law enforcemtnt S SO
) “Section 2.7 comtracting -+ . :
" Section 2.9 undisclosed pamcnpanon
L Se(.tlon 2: 10 hunian ‘experimentation R
~ .- Section 2,11 prohibition on assassination- ., -
. -Section 2.12 indirect participation _
: ':,‘AG Approvcd EO 12.:33 Gundelmesl

‘ 'HER EXECUTIVE ORDER (SPECIFY) - S
L * Creation ofunauthonzed SAP (EO" 17958 as dmended) T B
Otller (EO cutatlon “ » .' ’;1 S :

. ".;PRESIDENT[AL DlRECTlVE (SPECIFY)
o :COVERT AC’ l"[ON FIND lNG/MEMORANDUM OF NOT[FICAT[ON
‘Other (Preudentml Dlrectlve cntat:on )

4~D EPAR l"Ml:NT/AGENCY ACTION !

‘-:"‘DA'I E OF FINAL DISPOSITION

Cardozo-10B-177 ¢ |

¢ -
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B C INTELLIGE NCE OVERSIGHT BOARD" ("IoB)'* M‘ATTER
R 1 R T FIELD OFFICE e
MRS e I0B MATTER 2007-3730 o

Jof & ¢

= Unlted ‘States pergon was properly: -nltlated on " “f'obz-‘r
‘set to explre on| " The Attorney General - Pﬁg*.‘

Guidelines for FBI Foreign_lIntelligence Collectlon and Foreign: =~
o Counterlntelllgence Investigations ' (AGG)-.that were in effect
”]_‘eror to Octobexr 31, 2003,

I
| "So on| 4[:“;

| the] [was extended for a 90 day perlod et to explre on

The Attorne General s Guldellnes for FBI Natlonal

‘”k NSIG) which superceded the AGG and -became effectlve October 31
2003, authorlzesi Ito operate for

‘f,lSO da eriods berore re-authorization .1s. .required.. .NSIG .- = ‘aﬁ
[ I Consequently, in’ the 1nstant matter, ‘it appears

'~that‘the case agent incorrectly believed: that his® was now 1 5
;- ‘automatically valld under the NSIG for twelve months, .through @ - g+
' In reality, however, under  the LT
g | any
. .open for less.'than six monEEs as df'October 31, :2003: would COTT
o rfor-a tetal ofrsix month . - - 1n1t1at10n Thus the
'ﬂwcase,at'lssue explred on
R Nonetheless actln under a good falth bellef that a: o
AU ‘was :in effect, -among -other 1nvest1gat1ve SR
7 . activities in- furtherance OF The- case, engaged in phy51cal,iv~7‘ o
'Hg;'survelllance of.t ubiect . and issued a acurlty R
., Letter ‘on - or. about ” A EE S S Aﬁb;f
CbIE

.- Therefore,|  has violated the NSIG, .because impermissible
investigative  activity occurred under- an

- 'ved from.~df, .
DeclaSSLE;j ‘




b2 v
coby 0
"t b7E S
SNyl
o : ‘With regard to the survelllance, hav1ng determlned that
f?the survelllance of. the subject in' the.absence of a: properly
... authorized investigation was a vicolation of the NSIG,  we. turn to.
"~ .the’ handling.of 1nformatlon acquired thereby. Exc1u51on is' a
remedy of: judicial orlgxn created to address v1olat10ns of .~
'constltutlonal dlmens1on "In addition,’ .some ‘statutes; such as
~ the Foreign- Intelllgence ‘Surveillance Act, provide for-an )
7~ exclusionary rule. --In this instance, - neither the. Constltutlon ‘ PR
‘nor any. appllcable ‘statute has been violated and Lr ImgaLH
Tep2
" b5
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o Office’|

R |acting on behalf of | [ requested. -
fﬂ';tjsubscrlber lnformatlon .on. the correct e- mail address.. ‘In ,'f~»';.. :
S response, - ‘however, .the provider: supplied’ 1nformatlon for ‘the™ ﬁffVT:m L
:‘jwrong ?—mall ‘address. 1nadvertently forwarded the RV
gfwrong 1nformat10n to[' - o e e

e

PRSI

T bTE -
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ﬁtII}%" L A “on January 24 2007 E:::::]dlscovered that it had ;'*ww'”

AU -Jrecelved data on-the wrong- subscrlber.... ‘Upon-discovery, :I . ;bz
'ﬂflmmedlately contacted ‘the FBI's technical- staff, FBI Headquarters i
~ (FBI. HQY and- the Offlce of Intelllgence Pollcy and Rev1ew (OIPR),_-W 3
,Tuand launched an’ 1nvestlgat10nr¥ﬁ> : '

L Lt

b2
b7E.:

. Here, R I - S
b7E
our analysrs, ‘In accoraance with the reportlng requ1rements of T I
Section 2.4 of E.0., 12863, the carriér's error is being reported to xTHY“'
the .IOB because. ‘the survelllance resulted. in- the unlntentlonal D
acqulsltlon -of  communications’ for a subscriber -not - ‘authorized to be-‘ g

”Q?Jmonltored under-.the Foreign Intelllgence Survelllance Act or: -
jExecutlve Order 12333 : e :
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iT.TIl R S S On L |dlscovered that - the
< telephone number had been reassigned on| |to another
‘Q user,~who was’ not the subject oﬁ 1nvest1gatlon - .

. ; ' S b2 L
B v AN Upon dlscovery,[::::::::]1mmed1ately stopped all S pTEL
'ji[]j collectlon on'the account and,launched’ an investigation. .
determlned that the- overcollectlon occurred because the
- carrier - falled to notlfy the FBT ‘that it had reassigned the
. number|to another user.  Furtheimote,| ] -

. :';stﬂfﬂsﬁ“tf"“ The EBI has not produced any reports or recelved
‘fviU}“f”: any: audio -on 1ntercepts ‘collected after the‘carrier.-reassigned
"7 ther number . If.not already accomplished, 0GC" advised]

b2
b5

Loty " g Here, the carrler s rea551gnment of"a target s
. t[]jf?telephone‘account toranother ‘user resulted ‘in the. unlntentlonal
R -acquisition of, electronlc communlcatlons. Based upon our
. ,,"analy51s,-1n accordance with ‘the reportlng requlrements of .
‘;;J~Sectlon 224 of E.O. 12863, thé oversight is being reported to the .
- IOB.because .the survelllance resulted in the unintentional =
. acquisition, of’ communlcatlons “for a subscrlber ‘not authorized to
. 'be monitored ‘under’ the Forelgn Intelllgence Survelllance Act or -
"{ﬁExecutlve Order 12333 R : ~ S

»»»»»

Cb7E- L
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R I On[ﬁ ' ‘ Idlscovered that the_wiul
"?”subscrlber of these . ‘accounts had- changed to other persons- who-

>f1U1ﬁdAfiwere not the’ subjects of investigation. The carrier deactivated
.. one “account” onl! Iland reactlvated it on=r

'gﬁE:::]under a_new 'subscriber.’ -The carrier deactivated the ‘other .
’&;account on and reéactivated it on| |
nder .a new subscriber. In response, | | S

SR pi:}ﬂi; Here, collectlon on the w1reless accounts after
‘”the“Carr er' r a551gned the accounts . to.hew subscribers; resulted

,tllagwfjln the | unlntentlonal acqulsltlon of ‘electronic. communlcatlons
"'u,f’Based upon’ our analysis, . An accordance with: the reportlng T
ﬁf.requlrements of Section’ 2.4 0f E.O.. 12863, the. oversight" 1s belng
. .reported to .the  IOB-because the survelllance resulted:in the o
. ??unlntentlonal achlSltlon of communlcatlons from numbers. not
: g.lauthorlzed to be monitored under ‘the’ Foreign - Intelllgence
‘?;;Survelllance Act or. Executlve Order 12333 e

1mmed1ately "stoppedall’ collectlon,'rev1ew and translatlon of - ;quusz.kgf
materlal derlved from the w1reless accounts R T e
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: on L_ Idlscovered that .
o the subscrlber'of these ‘accounts had ‘changed- to another non-U. S}( e
"t[Ij . person who was not.thé subject of 1nvest1gatlon “The change 1n,jf,b2 ~

o subscribers occurred on | | .In response, ; -
g promptly advised: the approprlate Telecommunlcatlons
. Specialist (TS) to. stop all collectlon on the accounts :

””"f:iif~“*Jf*f:>%§1:On | |learned that
{iIIjnfffcollectlon on the’accounts. had -not. stopped as requested on’

: B B Agaln l | promptly contacted the TS an
requested the immediate cessation of all collectlon on ‘the two
~.accounts. This time, the’ TS, conflrmed that all collectlon had B
stopped on[__ | S :

U’U" R . . C
B B S

chiuja;#“ s 4 v Here, collectlon on the w1reless accounts after
B there wes a ¢ ange in 'subscribers resulted:in the unlntentlonal
'acqulsltlon of electronic- communlcatlons. ' Based upon our -
“analy51s, in accordance w1th the reportlng ‘requirements of . :
-Section 2,4 of E.O. 12863, the overSLght .is' being reported to the
- I0B because ‘the. survelllance resulted-in the- unintentional. .
vaUlSlthH of communlcatlons ‘from numbers' not authorized to be
monltored under the Forelgn Intelllgence Survelllance Act or,
Executlve Order 12333 oL

a0 10B-189

BTE..
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,tt}l*ﬂ S Here, an over51ght error durlng the revlew of a’ ’m' IR
Lt . FISA- renewal application. resulted - in the unintentional e
' ﬁ,fﬂacqulsltlon of electronic communications. Based.upon our ~. - b7E:
~ -analysis, in accordance with .the reportlng requirements’ of - R
. Section 2.4 of E.O. 12863, the oversight is being reported to the
. IOB ‘because ‘the survelllance resulted in the unintentional .. '
acquisition of communications from a[:::]not authorized to be
- "monitored under the Forelgn Intelllgence Survelllance Act or =
e Executlve Order 12333, ~ S L
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,;Qucoples!onto ‘discs.- 'CD advises” 1t Will sequester ‘the Orlglnal
;:;fdlscs 1n ‘a. sealed envelope to be enclosed to. the. approprlate case
~ Lo filel Fehl further adv1ses ‘it ‘then- w1ll submit’ the sequestered
{?ﬁfmaterlél to-the Office”of Intelllgence Pollc,~ )
L TE notlalready accompllshed JOGC” advised

l”ff;Survelllance Act'or Executlve Order 12333

,,,,,,,

erived From : Ga3

: 5 s G CD is. 1n the process of copylng the records,f;d"it”
Vfdeletlng %1l over- prov1ded data, and .saving the -redacted worklng

i’ Here,:an-error-on the: part of:al [
| - Based: upon‘

=L Tour . analysls,lln accordance with 'the reportinc requirements of. .~ - -
"QSectlon 2.4 of 'E!0. 12863, the| | mistake is ;fv g? bg .
“ peing reported’to" the ‘I0B because “the overproduction| Lffé E.
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A Section2.5. AG approval w/in US or agamst USP abroad DA
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‘w4 Section 2. 1 prohlbmon on assassmanon
i 1. " Section 2.12 indirect participation : B
S ;AG Apploved EO 12333 Gmdehnes (Guldehnes name and secnon
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INTELLIGENCE OVERSIGHT BOARD MATTER

‘ﬁ IOB MATTER 2007 989NSL (U)

(U) On 4/4/2007 :Dlv1sn.on |: reported ‘a |

potentlal Intelligence Oversight Board (IOB) violation 1nvolv1ng LAA.*:

“the expiration of a T SR

e _— — IR e T
K :}gi:On I |ogened a| on a‘UﬁS .person’ . . gp

target The explred on| | however: “thel as not

Whlle the gwas lapsed, the case agent conducted spot
check survelllance of the subject on a .few occasions and also C
contﬂnued to investigate the subject's actions-and travel. =~ . b2

. the Forélgn Intelligence Surveillance Act, provide: for-an.

Accordlngly, the case agent conducted.investigative activity
follo“wa.}mg the expiration of.the Dln violation of the Attorney.: .
 General's Guidelines for FBI National Security I tigations and‘f’”'
Foreidgn ‘Intelligence Collectlon {NSIG). o Ce
Accordlngly, this$ matter is reported to the IOB
handllng O 1nformation acquired thereby. . .Exclusion 1s a remeay
- "ofjudicial origin created-to address v1olat10ns of .~ “-.%:ab2-‘ -
‘constitutional dimension. ‘In -addition; some" statutes,,such as ... P>

exclu51onary -rule.. In this instance, neither the Constltutloh
nor any ‘applicable statute has been violated and, [

Declessi
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DATE REPORT SUBMITTED TO OTHER ENTITY (1 e DoJ Concrress, CWII leemes Ofﬁce) V

POSSIBLE VIOLATION OF

“ "";'STATUTE (Umted States Code Cltatlon) PRI O P T
' CFISA(SOUS.Co1801) = 7 e e R
Other (U S C. cltanon )

E EXECUTIVE ORDER 12333 » :
: ‘Section 2.3 collection & dlssemlnanon of USP 1nfo
. Section' 2.4 preamble least intrusive collection: .
Section 2.4(a) CIA electronic surveillance w/in US - :
. Section 2.4(b) unconsénted physical search w/in US
",'Sect10n 2.4(c) physical surveillance of USP w/in US
“Section 2.4(d) physical surveillance of USP .abroad
Section 2.5°AG approval w/in US or agamst USP abroad
- Section 2.6 asmstance to Iaw enforcement
Secnon 2.7 contractmg S
v Section 2.9 undisciosed partnc:patnon
Section 2.10 human experimentation- -+ . . . B
‘Section 2.11 prohibition on assassinatiori O
. Section 2 .12 indirect participation.
3{_ AG. Approved EO 12333 Guldelmes

I OTHER EXECUTIVE ORDER (SPECIFY) AR
Ca_ - Creation of unauthonzed SAP (EO 12958 as amendcd)
{___ Other (EO cntanon } T

v PRESIDENT!AL DIRECTIVE (SPEC)FY) AT A
o e - COVERT ACTION FINDTNG/MEMORANDUM OF NOTIFICATION
~ L * Other(PreSIdennal DLrectlve citation: } -

S DEPARTM GENCY ACTION: FBUOGC advi S ' RS
,WJ " I 7 0

' *DATE OF FINAL DISPOSITION: 11/14/07 " .+, .
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|DIVISION ‘55

‘ _ IOB MATTER 2007 - 1053NSL/(U] #;,bq L
oy On 3/28/2007|_ ' |Dw1smn| 1 reported :
~ cviglation
, S BV PO
wWas. approp iatelv. ext=nded on: a few.occaslons “b7E.

However,dthe expired-on ‘and -was' notjrenewed,by_thQLT;g-"”
Counterlntelllgence D1v151on untll[ Ll ST

: Whlle the[::]was lapsed the case agen : | ‘ ‘
ob alned approval to- conduct a trash’ cover ‘atn the target s ‘H;--"”
re'sidence.. In| HE ‘trash.was-obtained" ~
documedtedﬁfﬂThe' subsequeﬁ_ly Was - closed on[:j B

G I J 0

[of- the.-Attorney-

v ' InﬁeStigatlons d
“Foreign Intelligence: Collectlon (NSIG) . must ‘be open. i ¥
“order to conduct a. trash cover; ‘it may. not be conducted under-
Accordlngly, thlS matter 1s reported to the

PI has’lapsed was.‘a-violation of the NSIG,. we turn-to the"
fhandllng of. 1nformatlon acquired thereby Exclu51on 1s a,rem
ofs Judilkial origin created to address v1olat10ns of - i
ﬁconstltutlonal ‘dimension. ‘.In’ addltlon,.some statutes,.such a
the Forelgn IntelllgeHCe Survelllance Act, provide for an

“exclu51onary rule. . In this" lnstance,,nelther the: Constltutlonm
.rox’ aqylappllcable statute has been violated and, |




OSS[BL VIOLATION OF

EXECUTIVE ORDER 123337

R SUBM TI‘ED TO OTHER ENTITY (l e DoJ Congress le leemes Ofﬁce)

TATUTE (Umted States Code Cltauon)
- FISA (50-U.S.C. 1801)

Other (U S C c1tat10n A)

) Sectlon 2.3 collection & dlssemmatlon of USP lnfo
- Section 2.4 preamble: least intrusive collection . . -
- Section 2.4(a) ClA-eléctronic surve;llance winUs -
- Section 2 .4(b).unconsented physncal search ‘w/in US
Section 2. 4(c) physxcal surveillance of USP w/in US
- -Section 2.4(d)-physical surveillance of USP abroad -
_Section 2 2, S-AG approval wiin US or against USP abroad
AASectlon 2 6 assistance to law enforcement i
Section 2.7 contracting, - A Ce
",'_SectIOn 2.9 undisclosed pammpatlon ;
- Section 2.10 human experimentation - L

- Section2.11 prohlbmon on assassmatlon ol
- Section 2.12 indirect participation - '

. ¥ X ‘AG Approved EO ]2333 Gutdelmes[ l

" )THER EXECUT(VE ORDER (SPECIFY)

. Creation of unauthonzed SAP (EO 12958 as amended)
Other (EO cntatlon } :

' ?»RE:IDENTIAL DIRECTIVE (SPECIFY)

_ COVERT ACTION FINDTNG/MEMORANDUM OF NOTIFICATION

) Olher (Presndential Dlrectlve cuatlon ey

DEPARTMENT/AGENCY ACTION: FBLOGC advised |_

b2
. b5 L
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INTELLIGENCE OVERSTGHT BOARD MATTER . -~ - = i

_7.iU1;rf-l'j-,uﬂ.;%;t_ g |DIVISION ,
R IOB MATTER -2007-1054NSL (U)

Ctps

bIE

- “on* 3/27/2007I IDlVlSlonl | zeported a- ..
potentla Intelllgence Oversight Board (IOB) violation inVo;vinge'
the'explratton‘ofie| » R R,

11 ) ESS 7N [on"a U.S. person target The[::]explred
oo T 7 onl| | but was. not closed by the case’ agent until

“ r—ﬁfter the-__]had expired, the.case agent conducted
'an 1nterv1ew of - the’ suaject of the 1nvest1gatlon S

Consequentlv.| | R

e TS [of the
© . Attorney-General's Guidelines for FBI National Security- gy -
Investigations and Foreign Intelligence Collection: (NSIG) | N

RN ,fHav1ng determlned ‘that the 1nterve1w of the subject
S fwconducted ‘after. a PI has- lapsed ‘Was a ‘violation of~ the NSIG, "~
(U}}?k turn jto’ the- handllng of ‘information: acqulred thereby. Exclu81on
o is’a remedy of: jud1c1al orlgln ‘created to address.violations- of !
5%const1tut10nal dlmen51on In addltlon,vsome statutes, such as
. the Forelgn Intelllgence Survelllance Act, prov1de for. an. .

”‘*'exclu31cnary rule. In -this ‘instance;: nelther the Constltutlon H”""
" nor. anvlappllcable statute has béen:violated and, .

~ o]
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| _'DATE OF REPORT TO DEPARTMENT/AGENCY 03/27107 | , o
D ,DATE REPORT SUBM[TTED TO OTHER ENTTTY (u e DoJ cOnoress, Cwnl leertles Ofﬁce) h
) POSS[BLE VIOLATION OF g
‘ STATUTE (Umted States Code Cuatlon)
FISA(S0USC-1801) ~
Othcr (U S C cntanon ) N
) EXECUTIVE ORDER 12333 SREE
, Sectlon 2.3 collection & dlssemmatlon of USP mfo
.. Section 2.4 preamble ‘Jeast intrusive collection -
" Section 2.4(a) CIA electronic. surveillance wlm US
. .'-,_Sectnon 2.4(b) unconsented physical sedrch w/in US
~___ Section2.4(c) physical surveillance of USP w/in US
. Section 2 A(d) physical s survenllance of USP abroad: T L
- . Section 2.5 AG approval w/in US or against USP abroad I
. Section 2.6 assistance to law. enforcement LT Y
. Section2.7 contracting .. Coee
: i Section 2.9 undisclosed participation
" Section 2.10 human experimentation
. Section 2.11 prohibition on assassination.’
SRR Sectxonz 12 indirect participation - v AP U
- X . AG Approved EO I23)3 Guldelmesl_ | R
L OTHER EXECUTIVE ORDER (SPECI‘FY) RS
. Creation of unauthonzed SAP (EO 12958 ‘as amended) j' :
Other (EO cuatxon ) S e
L ', 'PRESIDENT[AL DIRECTIVE (SPECIFY) N A T P
COVERT ‘ACTION FIND[NGIMEMORANDUM OF NOTIFICAT[ON cl e
Other (PreSIdentlal Dlrectlve mtatlon ) A DR Tl e R

’ DEPARTMENT/AGENCY ACTION FBUOGC adVlsedl

.| *DATE OF FINAL DISPOSITION: 1§/14/07 . - %
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Q.TINTELLIGENCE OVERSIGHT BOARD: MATTER
S DIVISION - . L T T s
IOB MATTER 2007~ 1196NSL Uy oo T bR
(U) “on’ 4/9/2007:] DlVlSlOn : reported a -
. potential Intelligence Oversight Board “(IOB) violation’ 1nvolv1ng :
.. the. explratlon of: a[ﬁ | . R
B 22 on. [ | opened-a | L
3EtUlﬂﬁ~G”0n[a;U’S person target. The ,,_ ‘ o
“.,:.-',i,requested an extension’ from . FBI - Headquarters but was denie _ The -
o [Jwas |not ‘closed by | until] | - After the ‘had -
-~ 1 Texpired, | | continued to conduct. investigation of the g
- s=f9f7targ§t,;lnclud1ng phy51cal survelllance and ‘source- tasklng ‘
;;@Uigbqﬂ A Consequently,[ﬁ |
R | - ~ Jof the Attorney -
. ‘Generall's Guidelines’ for FBI National Securlt Investigations and
... . Foreign Intelligence Collection- (NSIG). S
I:U]' AAAAAA vl,, — - s
T g Havlng determlned that the survelllance of the subject U
-and the ‘source: reporting after a PI. has lapsed were. Vlolatlons ofk‘
the NSBG.‘we ‘turn to -the handllng of lnformatlon acqulred :
‘thereby. . Exclusion:is a remedy of jud101al orlgln created 'to.
. address violations. Of constitutional. dimension. "~ In-addition, e
- some- statutes, such® as the. Forelgn Intelllgence Surveillance, Act,"'ig -
s provide for: an ‘exclusionary rule..:In. this : 1nstance, neither the RIA ‘

: . L. BIE
© Constitution. nor. any ‘applicable’ statute ‘has-been violated and e

Wbzo-108201 .
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IOB SUMMARY SHEET

Lo ;.Name of Deparrment of Agency FBI ‘ '. CY Quarterly Report lst Q 2008

: 1—":: ‘-DATE OF rNCIDENT 2006 DATE OF REPORT To IOB Apnl .)0 2003

L DATE OF REPORT To DEPAR'IMENT/AGENCY

DATE REPORT SUBMITTED To OTHER ENTITY (1 e, DoJ congress ClVll leertles Offce)

"fPOSSlBLE VIOLATION OF

‘; s STATUTE (Umted States Code Cltatlon)
FISA(SOUSC 1801)
Other (U S. C cntatlon i

B EXECUTIVE ORDER 13333 R
. '.Sectlon 2.3 collection & dlssemlnatlon of USP mfo
- Section 2.4 preamble least intrusive collection .-
" Section 2.4(a) CIA electronic surveiliance w/in US
‘Section 2.4(b) unconsented physical search w/in US "~
“'Section 2 4(c) physical surveillance of USP. w/m US
: Section 2. 4(d) physical surveillance of USP abroad . - SRR E AR
_ Section 2.5 AG approval'w/in US or against use abroad:; RGN
" Section 2.6 assistance to. [aw enforccment
.Secnon 2.7 contractmg .
* Section 2.9 undisclosed’ pamclpauon '
- Section 210 human experlmentatlon R
- Section.2,11 prohlbltlon on assassmatxon
) :Section 2.12' mdlrect participation .| _ -
X A‘AG Approved EO 12333 Guldellnes

v'vf";OTHER EXECUTIVE ORDER (SPECIFY) e
) Creation of unauthonzed SAP (EO 12958 as amended)
Other (EO cntauon } )

J'IPRES‘[DENTIAL DIRECTIVE (SPEC[FY) A S
i.____ COVERT ACTIONF I'NDING/MEMORANDUM OF NOTIFICATION
s '; Other (Presndentlal Dlrectlve cltatlon )

DEPARTMENT/AGENCYA “TION: The Offic, fthe Générﬂ Counsel reported this -Tn'atigr"td the lOAB'vale'-‘ _
i mstructed the r’eld ofﬁce ofth ST f:v;"‘ sede v o _"‘,‘7-:-;_; o A

: .A'DATE OF FlNAL DISPOSITION
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o INTELLI ENCE OVERSIGHT BOARD MATTER .
‘t:,, N |prviszon oo

IOB MATTER 2007 1976 (U)

(V). on 05/22/2007| —J pivision | IR
reported a’ potentlal Intelllgence Oversight. Board. (1OB) violation.

7ﬁfﬁﬁ{¢iv-1nvolv1ng the explratlon of a] | b2

.After the[::]had expired,; .the case.
'agent contlnued to conduct phy51cal survelllance of the target

-not closed until’

e

o Hav1ng determlned that the survelllance of the subject
‘A;and the source! reportlng after-a’ PI has lapsed were violations: of
. “the’ NSIG,_we turn Lo the handllng of 1nformat10n acqulred -
Vfithereby Exclu51on is a- remedy. ‘of . jud1c1al orlgln ‘created ‘to e
* . address-violations' of constituticnal dimension. . 'In-addition, . . .
: jsome:sdatutes,tsuch as the Foreign - Intelllgence Surveillance Act,

_{xv;,prov1de for an exclu51onary rule. In this 1nstance, .neither’ the . pgéf
Q. Constldutlon nor any applicable statute has been violated and, Cps
o -~ BIE’

BTE |

;}S(; on-] —— Jopened a] —/ .
E:]o s. perfg__térg___1 The |_[expired on] [but was
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' : ' e IOB SUMMARY SHEET
vaamc of Departmcnt or Auency 3 BI L L f"_; "'_ L . CY Quarterly Report , R
T DA‘I‘E OF I'NCIDENT 12/06 L f . DATE OF REPORT TO 1013 4 / 3"/ 03

et DATE OF REPORT 'I‘O DEPARTMENT/AGENCY 05/22/07

,_'DATE REPORT SUBMI'ITED TO OTHER ENTITY (a e, DoJ Congress CMI beemes orfce)
- "v-illPOSSIBLE VIOLATION oF: ' | R

' :.STA'I‘UTE (United States Code Cltatlon)
. FISAGOUSC. 1801) -
Other (U S C. cntatlon )

. EXECUTIVE ORDER 123 o : :

. Section 2.3 3 collectlon & dlssemmatlon of USP mfo
‘Section 2.4 preamble least intrusive collection, .~ . .

v‘ Section 2.4(a) CIA electronic sqrvelllance winUS 5 )
Section 2:4(b) unconsented physical search w/in US ~

- "Section 2.4(c) physical surveillance of USP. w/in US"

- Section 2.4(d).physical surveillance of USP-abroad-
Section 2.5 AG approval w/in US or against USP abroad

Hiliig

l'

."-.’Scctlon 2.6 assistance to Jaw enforcement
...} “Section 2.7 contracting , - L
»' L Section 2.9 undisclosed partlc1pat|on S
' Section 2.10 human experimentation - e
.—__ = Section 2.11 prohibition on assassmatlon L A
s_~  Section 2.12 indirect.participation. : AT
N X" AG Approved EO 12333 Guldelmes ]

i OTI-IER EXECUTIVE ORDER (SPECIFY)
) ** Creation of unauthorized SAP (EQ 17953 ‘as amended)
Othcr (EO Cltatlon ) e y

. PRESIDENTIAL DIRECTIVE (SPECIFY)
~ COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Premdentlal Dlrecttvc cntatlon .

'..;:

.7 £ *DATE OF FINAL DISPOSITION: 11/14/07 - -
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nm\os 10-2010 © T e i L "j;_=*v.' — A- . f~v4~-"f'--[ B
w~iiNTELLIGFNQE;QEEE&IQHT ‘BORRD. (10B) MATTER -

“*,J.' : FIELD QFFICE . : . ... . o . . o
- ~TOB MATTER 2007-1089; (U)‘;; R .~"‘”'1;I b;

) On Aprll 09 2007,,the Federal Bureau of Investlgatlon

(FBI): —]Field Office ,L~-
-7 I0B error in conjunction with a‘closed
tUif‘l_ |of two United’ States Persons

:;§<:On[_w two| |c1tlzens arently R
'tourlsts, walked into. the | ipollce statlon o

to report their involvement- in‘.a single vehicle .automobile-

‘acc1dent Background 1nfor1atlon confirmed that both tourlsts ‘
were admltted to the US on throughL | ‘“52"

' _airport. After entering through[__] the tourists traveled to . --"’b;fb7E?“

where the pair borrowed a vehicle. belonglng to - two.
o .US citizens. " The tourlsts were apparently using the car to tour
" tf the US [and eventually ‘made their way’ tolfm |in
P '__]where the. acc1dent occurred. Thereafter, the| |' S
',|4~County Sheriff's-Office [ ] became ‘involved and conducted a -
Tﬁf Search of the vehlcle with negative-results, but for a ‘picture of

- the two- tourlsts holdlng ‘an automatic weapon. Criminal background
vl"checks on both ‘subjects were negatlve The ‘provided - this.

flnformctlon 1n a pollce report to- the FBI ' e

'd’l- thxﬁf Based upon the[:::]report the FBI checked various.
1

’ udata'ase 1nd1ces for both parties. and found. nothlng of concern
,"._A'The FBI then adv1sed the that: there was. not- suff1c1ent L
IUinr\; ‘1nformatlon to hold the palr and adv1sed they be. released .‘HBJ;'EEEBJ
~ However, onl__ |opened a[:::jlf ' o ‘
[on the ve from - - - .
- | While the case was’ opened as-a ittt
L was:e not given.priority: attention as there ‘was no.documented. ‘
»jrlnveptrgatlve activit erformed before its. c1051ng less than a
:yeartlater 1n[::::::fif),;-.. o B S T S

%figia;n;j

In rev1ew, 0GC - determlnedl [
b2
b5
o bIE o

. CardozoTOB205
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:'-?"’DAT i 0* 'NCIDENT l:: ,f " 3 7 - DATE OF RFPORTTO 108:. '{/3010‘6 IR

CBTE LT

. .‘IDATE OF REPORT ’FO DEPAR r MENT/AGENCY Aprll 9, 2007

o DATL REPORTSUBM[ ['I'LD TO Ol HER ENTITY (1 e DoJ Conwess Clvti Libemes Offce)

i POSSIBLF VIOLATION OF

) “STATUTE (Umted States Code Cxtatlon)
-FISA (50. U.s. C ISOl)
Other (u. S C cntatlon 18 USC 2709 (ECPA))

ﬁi"E‘(ECUTlVE ORDER 173 . : sl T T
' ...Section 2.3 collccuon & dlssemlnauon of USP mfo D
- Section 2.4- plcamble least intrusive. cotlection .

~. Sectioiy 2.4(a) CIA clectlomc smvenllance wiin’ US »

. :Sectmn 2. 4(b) unconsenred -physical search. wlin US

" Section 2. 4(c) physical surveillance of USP.w/in us

. Section'2 A(d)y physncal surveillance of USP abroad- -

‘Section 2.5 AG approv‘tl w/in US or against | usp abload

" Section 2.6 assistance to’ law enf’oucemenr o -

.. Section 2.7 contractmg ‘ Ch .

. Section 2.9 .undisclosed participatiqn ‘

- “Section 2.10 human experimentation = ‘. "

Section 2.11 prolnbztlon on assassmanon

... ‘Section2 .12 indirect participation. .-
-_»_)Q;‘-"'AG Apploved E0 12333 Guldelmesl_

"‘,orHER EXECUTIVE ORDER (SPECIFY) S
e Creatlon of unauthorized SAP (I:O l7938 as 1mended)
Olh(.l’ (FO cndtmn ) o L

S '."PILESIDENT]AL DIRECTIVF (specu:y) e - e
o COVERT ACTION FINDING/MEMORANDUM OF NOTlFICATION
Other (Pl eshdentml Dnecllve Cltd[lOl‘I )

DFPAR r MLNT/AG i:.NCY ACTl ON

F1eld Of’r'ce closed lhd_ - ‘ — ‘ - | R‘i_apoﬂggl_ A-ttoiiﬁe-y;' ! b:-';E

1ai's Guldcllm.s vnolatton to the Inlcllwence Overswht Bonrd :

:

:“DA'I Ob FINAL DISPOSITION

- Condcionate.
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INTELLIGENCE OVERSTGHT .BOARD" (IOB) MATTERu';.7T“~' SN

FIELD.OFFICE -
R IOB MATTER 2007 -1487~ ( ) .

S 0n”March"27 '2007" he [:::::]Eueld‘Offlce

- reported a potential IOB error in conjunctlon with its- ong01ng

a | of a. Unlted States Person

, (S) Durlng thlS 1nvest1gatlon, on| |‘ cla

" uested a 51x-month extension of EBL Headquarters (FBIHQ) The
[::Twas Set to expire on - FBIHQ did not approve - the
exten51on untll | approximately two -and a half. months
after the request "In this interim period of: authorlzatlon,

.issued.a Right to Financial Privacy Act ARFPA)’ National -
: Securlty Letter (NSL) to a.bank.for financial: ‘records related to 'f.
”*the Subject of the’ 1nvest1gatlon The -bank complled with the b2
. request and ‘forwarded records for the subject's flnanc1al ."&
accounts. to[::::::] ‘As the| |was not. properly: authorized- when
- the NSL request was sent, and 'NSLs ‘are:a- spec1f1c 1nvest1gat1ve
.~ technique ‘authorized under a| |1ssued the NSL in-
‘contravention’of The ‘Attornev General's Guidelines for FBI-
‘,Natlonal Security Investigations and Foreign Intelligence - .- . -
nCollectlon (NSIG) and the RFPA and;thereforeuis-being”reported .

 to the [10B.
T 1§,kf‘~§J Ihas been adv1sed to elther return or destroy the v
”t[]jwwfunintentlona 1y acqulred 1nformatlon, based on the bank's =~ . .o

" preference..- If the: records were uploaded to an FBI database or
",{usedl in conjunction with any FBT J.nvestlgatlon,:must

T b7E

- BTEL

o iremoye the information® from the: database(s) upon receipt-of this b°:l:f;1
wo EC. ?If the lnformatlon is. relevant toan open- 1nvest1gatlon,‘.A b7 E -

.may 'issue-.a new NSL. requestlng thlS 1nformatlon, but the
. present. collectlon must flrst be destroyed or returned as
v‘xdescrlbed above EPES : g
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'VLDATE R!:PORT SUBMIT‘T‘ED To OTHER ENTITY (1 c. DoJ Congrcss le leertles Ofﬁce) L
jPOSSIBLE VIOLATION OF | L - e
o STATUTF (Umted Statés Code Cltatlon)

"~ FISA (S0 US.C. 1601) o
5( Other(USC cnanon 12USC 3414a 'A); Ri

E).ECUT]VE OR.DER 1’333 ' L .
’ - Section 2.3 collection & dnssemmanon of USP mfo P
- Section. 2 4 pleamble least intrusive collecnon e
" Section 2 2 4(a) CIA eléctronic. survelllance w/in US s
" Section 2. 4(b) unconsented physucal search winUS -

-~ Section 2.4(c) phymcnl surveillance of USP w/in. US"."' L
© Section 2.4(d). physncal surveillance of USP abroad

- Section 2.5 AG approval w/in US or a!,amst USP. abroad

- Section 2. 6 assnstance to law enforcernent .

;| &‘:!"%;3/;;;‘.I-’;Jj}[!,2?3l‘fl

!
'.
.t Section 2.7 contracting". :
f. 1. Section 2.9 undisclosed part1c1pat10n
- 'Section 2.10 humari expenmentatton
"~ Section 2.11 prohll:ntlon on assassmanon
- Sectlon 2:12 indirect pamc1panon : s Fo -
: -’,AG Approved EO 12333 Guldclmes (Guldelmcs namc and secuon

_';:OTHER EXECUTIVE ORDER (SPEC[FY) S
i .. Creation of. unauthon?ed Sap (EO 12 958 ]
Other (l:O c1tat10n UL ",

PRESIDFNTIAL DIR.ECT[VE (SPECIFY) -
) COVERT ‘ACTION FI'NDI'NG/MEMORANDUM OF NOTIFICATION
Other (Presmennal Dlrectwe cntatmn - D

DEPAR.TMENTIAGENCY ACTION
stuc uew authon?ed NSL or purge records~ :

: *DATE Ol- YINAL DISPOSITION
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v e i [ ]prvisIon, | ;o n b2
7T I0B MATTER 2007 929(U)

s : o The Federal Bureau of Investlgatlon ",("FBI"') :]
,fﬁDlVlSlon has" determlned that in conducting .a.. " [ *V'~w
.h’counterlntel 1gence 1nvest1gat10n on a Unlted States. person that
o a reportable. 1ssue has occurred 1n the authorlzatlon of- the N
*4;}1nvest1gatlon R P *~~~:‘;w:',i,, TR §V~ﬁ-ﬁfi‘?dyél

e [ Jopenedi:a Joon e
rv ... the targét on[ _ that, expired on I The | -~ .
. - case:agent in-charge of this  cas - Wwas- assig ¢ kTS ary. - . e
"Thehils&

s ﬁduty a551gnment from .
o caseél agent attempted to request a:six month.extension‘and place cob2
. the case in a "pending’ inactive status™‘during this. period. Lo TR
“fBelrevrng the exten51on and. 'pending: 1nact1ve status ‘requests

.;‘fwere approprlate, thel case agent ‘resumed 1nvestlgatlon upon,‘fwf- o

; 'Qreturnr“ ‘During’ the time when the: 1nvest1gatlon was explred (not:"

' ;’-yprop,erly authorlzed) , : among other. 1nvest1gat1ve R

factlvltles,;conducted phy51cal survelllance of the subject 17””'

. turnto-the handling of .information acquired thereby:. | b7E{j~‘
Clise a remedy of Judlc1al origin: created to address v1olat10ns of :
fConstltutlonal dimension.  In: addltlon, some statutes, such as -
~.the"Forelgn Intelllgence Surveillance. Act, prov1de for an: .’
'exclusronary rule. In this. 1nstance, ‘neither the- Constltutlon A
licable’ statute has been:. violated. and;]| -
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'\“ B
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» "‘DATE OF FINAL DlSPOSITlON
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AN Section 2.4(b) unconsentcd physical search w/in US.
. r_ | Section2.4(c) physical surveillance of USP w/in US -+ .-
' ‘, o ‘H-SecnOn 2.4(d) physical surveillance of USP abroad
T Section 2.5 AG appmval w/in US or against USP abroad
1____ . Section 2.6 assistance to law. enforcement

. Section 2.7 contracting .-

o Sectlon 29 undisclosed pamclpanon ,
" Section 2.10 human experimentation *- < . .
"“Section2.11 prohnbltlon on assassmation o

f,Secuon 212 mdnrect panxclpatmn

.+ Création of unauthonzed SAP (BO 12958 as amendcd) ’:
Othcr (EO cntatlon TR B e

- COVERT ACTION. FIND[NGIMEMORANDUM OF NOTIFICATION

. Cardozo-108-210
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER . =
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(U) on Aprxl 4, 2007 “th I_—_[Fleld Offlce AR
reported 1nvest1gat1ve act1v1ty occurrlng agalnst a. Unlted States~‘,>'
person after the lnvestlgatlon was, closed : :

‘In thls,matter,l - |opened a[f' ‘ 1

5([11Wffi| - ) [ Pursuant to FBI policy, the =
- . targetiwas entered into thel| ,:~5~,
. [correctly conducted the fj‘;:,”EgE
investigation and closed the investigation on | when

learned the target left the country. On| o
recelved .apparent, conflrmatlon that the target's record had : .

been .déleted fromrLf | However, on.or = - .

- -about [ J
‘”gljjdfffirm : - ) [ of ‘the A ;t;g;_ex

..~ - General's Guidelines for FBI National Secu ity Inv igations an b°‘:

' . Foreign Intelligence Collection- (NSIG) must. be open’ in order - b7Eg§

“;éf;to request a’ secondary 1nspectlon by the Customs and Border: patrol; o
~ it may|not-be conducted under:a threat assessment. ,Accord;ngly, this - "
fumattbr 1s reported to the IOB iRt L G T e

T Cardoa 0B R,

s
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|‘|
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XECUTIVE ORDER 12 3

Sccuan 2.3 collection & d:ssemmanon of USP mfo ‘
Section 2.4 prcamble least intrusive collection’ i
Section 2.4(a) CIA electronic surveillance w/m Us:

~Section’ 2. 4(b) unconsented physical search’ w/m us

* Section 2.4(c) physical surveillance of USP w/in us: R
Section 2.4(d) physical surveillance of USP-abroad .

- Section 2.5 AG approval w/in US or agamst USe: abroad
Section 2.6 assistance to law entorccment : ‘

Section 2.7 contracting .

" ‘Section 2.9 undisclosed pamcnpauon . ‘
" Section 2.10 human experimentation o
* Section 2.11 prohibition on assassination . ..~

Section2.12 indirect participation -

DATE OF REPORT TO 108B: - <// 30/ oi L

HER® EXECUTIVE ORDER (SPECII'Y)

-Creation of unaulhorlzed SAP (EO 12958 as amended) N
Othcr (EO cuatlon ) . : o

PIU'SIDENTIAL DIR.ECTIVE (SPECIFY)

COVERT ACTION F INDI'NG/MEMORANDUM OF NOTIF ICATION
Other (Prcmdent:al Dxrectlve cnauon )
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R INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ~ ... . == .

FIELD OFFICE
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of a U.S. person. - Thel | B7E

ZAOni

.. ‘extension through.
'_f,additiQpaliextensiod,l Isubsequently extended the

| FBL Headguarters (FBIHQ) 'granted| | an .

-Rather . than obtain- approval for an

gy [

conducted 3] [

Lop2

Such investigative ‘activity’ is not -

”;pefﬁitﬁed'in,the”ébsence of ‘either. a

CBTE

We now. turn to the handllng of the 1nformat10n

vfuacqukred from the pretext interview. Exclusion is a remedy of
c”judlelcl orlgln created to address VlOlatlonS of constitutional .
:dlmen31on”“ in addltlon, some statutes, -such as the Forelgn ,

- Intelllgence Survelllance Act, prov1de for an exclu81onary rule’

2. Ine thlcllnstance, néither the 'Constitution nor 'any applicable
" statlite has“beenviolated.and, [

b2
b5 R N
- BIE o
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* Section 2.4(a) CIA electromc surveillance w/in US
- Section 2. 4(b) unconsented physical search wi/i in US
Section 2.4(c) physical surveillance of USP w/in'US -
. Section 2.4(d) physical surveillance of USP abroad L
- Section 2.5 AG approval w/in US or against USP. abroad R
- Section-2 6 assnstance to law enforcement — ‘
_Section 2.7 contracting . ‘
" Section 2.9 undisclosed parttcnpatlon
Section 2:10 human expenmentatlon .
- Section 2.11 pl’Ohlbltlon on assassmanon
'Section 2.12 indirect participation .- :
'-,_AG Approyed EOJA123J3 Guldeh,nes‘

;H | l \7"1‘

£, LS

-

PR
|>s|'_| | ,|;;| t

o I:OTHER EXECUTIVE ORDER (SPECIFY) = -
*u. - Creation'of unauthonzed SAP (EO 12958 as amended)

. Other (EO c:tanon ) R
_"~”PR.ESIDENT[AL DIRECTIVE (SPECIFY) R R
. COVERT ACTION FINDFNGIMEMORANDUM OF NOTlFlCATION
Other (Presudemlal Dlrectlve c1tanon ) CRNRA. ;

DEPARTMENT/AGENCY ACTION‘ ’ '_

*DATE OF FTNAL DISPOSITION..
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By electronic communication. ("E h'fiated April“os“*""

Division. ‘re orted a
potentlal I0B error -1n-conjunction with its. open
1

Iof a Unlted States Person

t{ﬁf%f'

B2 -
PTE.: &

‘!U}lt;;f;

I I T~

[we turn to - the™:
:'handllng -of -information. acquired thereody.  Exclusion lS a remedy
o of- judlClal origin: created to .address v1olatlons of - T S R
‘constitutional dimension. In“addition, .some" statutes,lsuch as;v;;[5¢ﬁf‘;
Itne"Forelgn Intelllgence Survelllance Act .provide: for amn- ot b2l
" exclusionary rule. . In:this’ ‘instance,’ ‘neither. the: Constltutlonf3?~?xhb5
. nor: any appllcable statute has been-violated and

bE
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'i Section 2.4 preamble least intrusive collection
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| 7 Section 2.4(d) physncal surveillance of USP abroad
‘Section 2.5 AG approval wfin US or against usp nbroad
"'Section 2.6 assistance to: law enfoxcemcnt :

- Section 2.7 contractmg

.+ . Section 2.9 undisclosed parucxpanon

Section 2.10 human expcnmentanon T

- .Scctrou 2.11 ‘prohibition on assabsmat:én

. Section 2. 12 indirect participation
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o 6’1‘HER EXECUTIVE ORDER (SPLCIFY) o
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: Other (EO cutanon ) . .
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DEPARTMENTIAGENCY ACTION

*DATE OF FINAL DISPOSITION

' Cardozo-T0B-216 -
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'ry~""‘ﬂ';: (U) on | ]: the Federal Bufeau of - I ;”wa? c
';Investhatlon.lg, [Field- Office | ] initiated a‘,'”‘“”
on a Unltedv S n, The
explred on o

R e T Inl | [ the Case Agent requested a six- month
;jinwff“fexten51on of the 1nvest1gatlon Thé .extension ‘was ‘improperly

o ) of -The Attorne General's Guidelines for FBI - -
R ‘Natlonal Security Inve ‘and F i : 11 e
j~‘;Collectlon (NSIG), :

L | Accordlngly, the,h;‘ﬁﬂ?" :
'”»1nvest1gatlon ‘was:: 1mproperly extended T : :"Eﬂ~‘faﬁfk".

ﬁit}}; eyt ‘ Follow1ng the purported exten51on,[:;;::]?fj,~ _».1e o
i.»}:w,,’:conducted phy51cal surveillance-of ‘the'target's residence Under’
- ¢ the NSIG, a lis :required to = -
z"conduct phy31cal photographic, and video surveillance {(where
< .suchi’s: rvelllance ‘does not required- unconsented entry),.lncludlng '
" . use of |such’ surveillance to identify .an individual in contact- R
“fﬁdw1th the subject . of the 1nvest1gatlon NSIG '~" }h7?, -
L NG S .

N

| ‘f;«bz
'A*db?E

CJOébdheeuadviéed]

Copz
| Sbs o
- bTE

—the- INCident must be reported. to OGC. as a.
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) -, Section2.7 contracting .. - f
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‘IOB matter f’~;’ .’ " o
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i ' Durlng a| bf a Unlted R
“'States person ‘opened . on | [never submitted -

.. the. requlred 10- day notice of" ‘initiation of "a‘national” security.

: 'flnvestlgatlon (NSI) or provided the Offlce of Intelllgence Pollcy
‘°and ‘Review (OIPR) any otheér notice: of the. investigation as: R
required by the | __I

o L (U) In llght of the fact that OIPR was not notlfled of

f‘thlsnlnvestlgatlon at all during, the time’' it was open, the FBI -~
- has. ¢oncluded that’ the lack of notlce substantlally 1mpa1red L
'9.JOIPR“s ablllty to oversee the 1nvest1gat10n ~Therefore, the FBI

v "15 reportlng this matter ‘to! the TOB.. o e

}:-En:mssxnsn BY 85 L'J‘g-,gﬁ!:ﬁgadh e
0N 05-10-2010 TR e
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" Section 2. 6 aSS1stance to’ law enforcement

“Section 2.7 contractmg o S
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"Section 2.10 human experimentation; 3

" Section 2. lerohxbmon on assassination . 0 B B

“Section 2,12 indirect participation. . . T T R
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"‘f'iNTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
R | |pIvIiSION, - :

Ll IOB MATTER 2007-960 NSL(U) B PRI

e e L bz
o) -‘:Onl |D1v181on [ |,'f§fEf:
opened a| [ona. - -

U.S. person. “After a six month extension, the| o

|17 dayéf

. after thée expiration of thelrr - j.;':

conducted a trash cover of the subject s. re51dence

‘_‘,-}',Tﬁizgi:Thls matter is. belng reported because | .
conductled ‘a trash cover after the: ‘expiration of the [ b2
S 18 Such investigative activity is not -permitted in ri'{b?E'E
.the absence of either & |as‘ :
ifrequ}red by - the Attorney General's Guidelines: for FBI- Natlonal
~5Secur1t Investl atlons and Fore1 0 Inte111 ence Collectlon
ﬁ”(NSIG) ywﬂxx,‘ ~ ; ~ o
S l N RN Lo o i o
C B We now | turn to the handllng of the 1nformat10n
facqu;red from the,trash ‘dover. . Exclusion is-a-remedy of judicial -
ﬂorlgln created to address: v1olatlons of constitutional - dimension.
In- agdltlon, some:statutes, such "as” the ‘Foreign Intelllgence.:
Survelllance Act, iprov1de for-an exclu51onary rule., In this - ,
R :1nstance, nelther”the Constitution nor: ‘any. appllcable statute has -
- beenlviblated and, |

©ob2
b5
“b7E
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’Section 2.6 assistance to law enforcemcnt S .
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~Section 2.10 human experimentation- .

. Sectlon 2.11 prohibition on assassination

" Section 2.12 indirect pammpanan . - : e e A
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" 2 ".T ) .
. b7E

:';f © _(u) By electronic cOmﬁtnicationfbéC‘ﬂdated.Aﬁriiz9 2007 fiﬁriv :
- thel |F1eld Office |rep0rted;this R .

L potential IOB error in conjunction with” an open| [ﬁf’ .
Uy ;I _ v ]of a United States Person T o

R ‘ —initiates [

| Jof a United States Person under

fhthe,épproval of a’ Supervisory Special Agent. rather: than the
-.Spec;al Agent 1n Charge (SAC) or A331stant SAC (ASAC)

| - FBI RNatlional Security Investications and Foreign Intelligence-

‘ASAC?approval in thlS 1nstance

o 'ssued National Securlty Letters (NSL's) on:January .7
. 2005) March 24, 2005, -and October 3, 2005.. °'NSLs are an: - :
1nvest gatlve technlque permissible byl [inyfin'
furthenance of a properly authorlzed [ L

/ . b2 1?j’f o
L Yot The: Attorriey ‘Génerai's Guldellne§7§or35;'~='*

‘Colléction (NSIG), effective 10/31/2003, . clearly requires SAC of- | .

In addltlon, among other 1nvest1gat1ve act1v1t1es,| I.'

R R
B b73 T

ntu}};;§w4¥ﬁﬁ:FT%i he ASAC has S1nce rev1ewed and approved etroactlvely, e
ST the Lo

o opening EC, thus ensuring that. the orlglnal predlcate was'
‘-ﬂj¢¢sufch1ent for openlng al _ _ | S o

(U) ‘The fleld offlce has been 1nstructed to purge 1ts .
‘”:electronlc databases .of these NSL collectlons, ‘and either return
. or destjroy the results, in. accordance with the prov1der s’ ;l,u
o 1nstruct10ns, with: approprlate documentatlon to fileé.  Then, "if

" these collectlons remain relevant to ‘an’.ongoing investigation,’ -
'Klthe fleld offlce may 1SSue new - NSLs to request the records anew.
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" -Section 2.4(a) CIA electronic surveillance w/in US -
" Section 2 4(b) unconsented physical search w/in US
Secnon 2.4(c) physical surveillance of USP w/in US
: .Scctlon 2.4(d) physical surveillance of USP abroad -
- Section 2.5 AG approval w/in US or agamst USP abroad
‘.;Sectlon 2, 6 assistance to law enforcement .
i -. Section2.7 contracting. S

: !! a : ~ Section 2.9 undisclosed partimpanon
: ;:__ Section 2.10 human experu-nentatlon
J— 1t Section 2.11 prohibition on assassmatxon

SR S ‘_”Sectlon2 12 indirect participation - -
e X ;-%,,AG Approved EO 12;33]

' OTH.ER EXECUT[VE ORDER (SPECIFY) i v
oy ; Creation of unauthorized SAP (EO 17958 as amended)
‘ Other (EO c1tanon _____)

‘ ESIDENTIAL D[RECT[VE (SPECIFY) ’ e vl A P
".COVERT ACTION FINDING/MEMORANDUM OF NOTIF}CATION L
Other (Pres:dentlal Dlrecnve c:tatlon ) e L

: ;:1 DEPARTMENT/AGENCY AC’I‘!ON Retum or destroy
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%Person

5;‘{1NTELL£GE§7 _QVERSTGHT . BOARD (IOB) MATTER
AT FIELD OFFICE .. .
IOB VATTER 2007-1728 (U)

"‘1 electronlc communlcatlon (EC) dated May 14, 2007
Field Office |reported thlS potential IOB
‘error 1n a counterlntelngence 1nvestlgat10n of a Unlted States

ot 2 0. s.:;;

:;ﬂ'person;was initiated. onj "With only. ._H~ﬂ_ftzifﬂ
" Supervisory Special Agent. (SSA) approval, t thd | . coLUBTES
lwas extended on [and converted to,a. . " *

P v,case
- Inve:
T (NSIG l

i TI\)\Except under spec1f1c condltlons not present 4in thlS

. The ttorne
st:gatlons and Forelgn Intelllgence Collection’

General's Guidelines for .FBI Natlonal_Securlt.'

‘ in"édditieﬁ, anong other 1nvest1gat1ve act1v1t1es, R

“1'COUISQ of .the unauthorlzed 1nvest1gat10n periods.:. - - An NSL is an

furthe:ance ‘of a properly authorlzedL__ |

(U) The fleld offlce has been 1nstructed to’ purge 1ts

issued three National’ Securlty Letters. (NSLs). durlng'thefr'

b2

CBIE .

b2

?electrdnlc databases ‘of these NSL collectlons,tand either returhirﬁ

.. or desdroy ‘the- results, ;in accordance with. the provider's:

jriqlnstruétlons, with approprlate documentatlon tofile.i - Then,;lf‘hlAﬂ
'V\;these collections remain ‘relevant.to'an ongoing. 1nvest1gatron,.,}£

; : has been further 1nstructed to have the SAC or S
, ‘ASAC'reVLew the opening EC to ensuré.-that the. predlcates were R
_-.sufficient first for extendin the] -and’ .- P

‘“?h;then for convertlng lt to’ a[_g T

the fleld offlce may lssue a, new NSL to request the records anewtyﬂ‘h‘

2l

;1nvesthat1ve technlque perm1551ble by | bnly ineo

b7E- ¢
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‘Section 2.7 contracting . o

. Section 2.9 undisclosed pammpation
- Section 2.10 human experimentation )
Section 2.1 prohibition on assassination "~ 0

~ Section 2.12 indirect partigipation - "‘

; ﬂAG}Approve'd EO 1733_3

) 3 Sy .
- . A . N .

.x..— . A . N .

L gt - s L. E

HER EXECUTIVE ORDER (SPECIFY) :
" Creation of unauthonzed SAP (EO 12938 as amended)

Other (EO c1tatlon )
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.7 () By electronic communication (EC) dated Aprll 9 2007, :
. 'thel IField Office " repo '”'hls . e .

W _potential-TIOB error in-conjunction with- an open, . o Q.rﬁfAf’ﬁj
EJ*ET*5~ir_ Iof a Unlted States Person.' e
gﬁ;IJ?Tiﬁﬁfh%ﬁ"tkg:;OHI ‘ - ' Ilnltlated a| [0
z;ftiV | |of a United States Person under the = .- =

".approval of at ‘Supervisory - Spec1al Agent ‘rather. than. the Spec1al j:‘
‘ Agent n Charge (SAC) or: ASSlStant SAC (ASAC) . '

94

;;'FBi"Na ional Security Investhatlons and -Foreign Intelligence:
s ~Colléction' (NSIG), effective 10/31/2003,.

NI ‘ , ‘ ‘

) B ', In addltlon,l — Ion September 9, 2006, served an-
_Pn;NSL po o tain the ‘target's credit history, an lnvestlgatlve‘v :
yrtechnl ue permissible byl | only in furtherance of

”v‘a properly authorlzed| |-

R The ASAC has 51nce rev1ewed and approved, retroactiVely}f
;;‘the open ng . -EC, thus ensy : , inal predlcate was
‘V_suffuc1ent for openlng a

;. (U) The fleld office. has been 1nstructed to purge lts_f
.f;electronlc databases of this NSL- collectlon, and’ elther return or
?éffdestro§ the-results, in accordance ‘with: the provtder S
... instructions,. w1th approprlate documentatlon to file. Then,'lf
.. .. the-collection: remalns relevant to an ongoing. lnvestlgatlon, the

%dj:fleld offlce may 1ssue a new NSL to request the records anew

Pf The Attorne General’s Gu1dellnes for bﬁatidmh

—_— — B R - PRI
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. Section 2.4(a) CIA electronic Surveillance. wlm Us=-

_Section 2.4(b) unconsented physu:al 'search w/in US
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Section 2.4(d) physical survell]ance of USP abroad - e

.- Section 2.5 AG approval w/in'US or against USP abroad e

' Séttion 2.6 assistance to law enforcement ' it

" “'Section 2.7 contracting :©

- Section 2.9-undisclosed partlclpatlon

- Section 2.10 human experimentation .

~ Section 2.11 prohlbmon on assassmatlon

P . Sectlon 2.12 indirect pam .
;J,AG Apprp\(ed Eo 123 3_3|

Creatlon of unauthonzed SAP (EO 12958 -as amended)
Other (EO cntatlon -t » Yo

PR.ES] DENTIAL DIR.ECT[VE (SPECIFY) AR ’ .
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"‘INTELLIGENCE OVERSTGHT BOARD. (IOB) MATTER T#‘:#ni1,:3~%?51

co DIVISION,
. 10B MATTER 2007:1670 (U) -, ; T
(U).-on| |opened a| | bTE
L | in conjunction- with its. 1nvest1gat10n ofa .

‘presumed United States: pexson- as that ‘term.is defined in the’
- Attorney General's Guidelines- for FBI National . Security. :
failed to file the required LHM at the. time theé case was opened.-

| This Section . -was .desligned 1n part-to protect
the. rlghts of 1nd1v1duals by allowing OIPR investigatory- ,
overelght - If a vioclation of this provision has. "substantlally
= :1mpa1reg" OIPR s' oversight ablllty, the FBI must report the o
-‘v1oldt10n to ‘the IOB S . o : :

: ': HuU) In- llght of the fact that OIPR was’ never notlfled

of thls 1nvest1gat10n -0OGC concludes that this lack of notice’
]‘substantlally deprived . OIPR of the - opportunlty to prov1de
Siover51g]t of the 1nvest1gat10n
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o .;::‘DATE REPORT SUBMITTED TO OTHER ENT]TY (. e, DoJ Conoress CIVll leertles Ofﬁce) &
- POSSIBLE V[OLATION 01= ' ' '

‘ ' STATUTE (Umted States Code Cltatlon)

FISA(SOUSC 1801)
Other e :

I:XBCUTIVE ORDER 13333: : BRI

.- Section 2.3 collection & dlssemmatlon of USP mfo o , . e
"Section 2.4 preamble: least intrusive collection © 7 i L oL e
Section 2.4(a) CIA electronic surveillance w/in US . -~ s '

[ Section 2.4(b) unconsented physical search w/in US .

. Section 2. 4(c) physical surveillance of USP w/in us

: |~ - Section 2. 4(d) physical surveillance of USP abroad - SR

o |__ Section 2.5 AG approval w/in US or against usp abroad S

. Section 2.6 assistance to law enforcement - - -

} __ Section.2.7:contracting N

o ,:__ - Section 2.9 undisclosed partIpratIon N
I1 —1__. -Section 2,10 human expenmentatlon o
':i -1 Section2.11 prohibition op assassmatlon o

. L'___ -Section 2.12. indirect part jon MR
3 »_x_--'AG ApprovedEOlZ 'mﬂ |

I' o1 HER EXECUTIVE ORDER (SPEC]FY) R
L : Creation of unauthorlzed SAP (EO 12958 as amended)

' PRESIDENTIAL DIRECTIVE (SPECIFY) ~ L S
; COVERT ACTION FINDING/MEMORANDUM OF NOT[FICATION .
Other (PreSIdentlal Du'ectlve c1tat|on ) .

DEPARTM'ENT/AGENCY ACTION

-f *DATE OF FINAL DlSPOSITION ST
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. CLASSIFIED BY 65179/DHH/Sﬂb L e T : S
© REASON; 1.4 (c) ‘ R S .. ... . .. - AKLL INFORMATION CONTAINED- .
. DECLASSIFY UN 05- 10 2035 L R S - - . ... -HEREIN: IS UNCLASSIFIED EXCEPT

' oL ; R APV T!H'EFE SHUW DTHERMSE

INTELLIGENCE 'OVERSIGHT BOARD - (IOB) MATTER‘ f:""’;f‘ Lo
S L FIELD \OFFICE. .- -~ . . .
e IOB MATTERS 2007 3180- =3758-, -3199-, —3757—-»—3756 -NSL' (U)

:}é&:The Federal Bureau of Investlgatlon {"FBI") has R <
determlned that 'in ‘conducting investigations of various subjects,.‘j
failed to - file annual Letterhead. Memoranda (LHMs)

requ1red by Attorney General Guldellnes.i»”

e On or about| _1 opened an .
1nvestlgatlon| | @ United States Person as
-that term is. used in Section. 101(1) of the- Forelgn Intelllgence o
SurvelllanCe Act  of 1978 (FISA). The. investigation closed on . .. Pl
o - At least- since the - 1ncept10n of the October 31, 2003 f‘EzE

S Attorney General Guldellnes “to ‘the case- c1051n ‘no - LHMs were. ; ;f

- filed 1n this case.  On .orabout |opened an’
‘Vtslgr,Lganestlgatlonl H a non-USP.  The: T
SRS investigatiqn closed opl There were no: LHMs flled

©.0n o about | opened an investiga tion

| a'USP. . The ‘investigation closed on. DA
There were no LHMs' flled -except an opening LHM. __.On or . about. -

N 1 opened an ‘investigation of g (§)
... USP. J The investigation closed ‘on Since-‘the inception
‘¢(Slﬁﬁi§of ‘the October 31, 2003 Attorney General Guidelines'to the  case

o -‘.c1051ng “NO-- LHMS were' filed.. -On or -about’| | R

" .openéd an- investigation } a non-USP. 'The R

‘ﬂ‘lnvestlgatlon closed on: |- At least ‘since the. lnceptlon

- . of the'October 31, 2003 Attorney General Guldellnes to. the.case -
",7clos¢ng; no LHMs ‘were flled S S . -

. b2

Q.' ﬁ;; :?Si.The fallure to flle annual LHMs was .4. v1olat10n of

1II??€iﬁ,wr

. - While not every such violation is worthy .-
" .of reporting to the IOB, in- this 1nstance, the pattern of conduct
. was such that 0GC” belleves that these matters should be reported
to the 10B. R S :

:‘bérivédJ‘v,“'

b7E . -

bl .

‘b7E_“‘
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i ,STATUTE (Umtcd States Codc Cltauon)
- FISA (50 US.C. 1801) B M
' Othcr (us. C cu;atlon I8 US"‘ 2709)

.,m .__|v ..,‘ Ry

= I;‘.E CUTIVEORDER13333 o R P

- Section 2.3 collection & dlssemmauon of USP info ;.-

-; Section 2.4 preamble: least.intrusive collection” . "
-Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physncal search w/in US

s Section 2.4(c) physical surveillance of USP wilin US':

‘Section 2.4(d) physical surveillance of USP abroad-

: _‘~Sectnon 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforccmcnt

- Section 2.7 contractmg

* Section 2.9 undisclosed participation

- Section 2:10 human 'expenmentanon

: .Sccnon 21 proh1bmon on assassmanon

- Section 2. 12 indirect participation
! AG Approved EO 12333

..| _v~|. |_-

TR TS

T

Cope
SBIET

| 3'"0'1‘HER EXECUTIVE ORDER (smscmo e
~ Creation of unauthonzed SAP (EO 12958 as amended)
Othcr (EO cnatlon ) L

o PFESIDENTIAL DIRECTIVE (SPECIFY) IR R
* 1 “COVERT ACTION F]ND]NG/I\EMORANDUM OF NOTIFICATION o -0
‘ -_ __ - Other (Presndennal Dlrectlve c1tatlon ) Yol S

|><l B

DEPARTMENT/AGENCY ACTION Advnsed ﬁcld that pattcm ot' falhng to f' le LHMs was. bemg reported to IOB

L 'DATE OF FINAL DISPOSITION
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L. .U.ro . I0B WATTER 2007-1402 (U) T

R L)t -Thel IDlVlSlOn |opened a| | B
N ‘No notification of.this 7 | SR
‘1nvest1gat10n was “forwarded’ to FBI Headquarters (FBIHQ), nor were ,

" anhual 1nvestlgat1ve summarles documented in: thls case. untll 1ts ‘

- c1031ng in’ 2007
N\

t:T.T:' ............ <

o bTE

. Z‘Vféﬁ;ﬁﬁm;,“, :

«iII}~f1_H"‘ﬂ %\ The Attorney General's Guldellnes for FBI Natlonal

. 7 security Investigations and. Foreign Ihtelligence Collection .
(NSIG);leffective 10/31/2003,

S b2
TBIE

'-».II'(U) ' Under ‘the relevant Guidelines;[ ' b
CURTE

(U3 Because OIPR was not prov1ded notlce at the 1ncept10n
of the 1nvest1gatlon, nor was it provided- tlmely annual notlce of
the ongoing 1nvest1gatlon, its over51ght ablllty was QW Lo e

. substantlally 1mpa1red The: case is ‘Now closed Lo

Cardozo-IOB 233



ALL TNFORMATION CQNT.AIHED s Lo
- HEREIN I8 UNCEASSIFIED - " - [ . - oo 0 e st e
< DATE' 05-10-2010 BY, 65.L'?9;‘DPIHJ‘adb s Tt :

IOB SUM.MARY SHEET

S Name of Departmem or Agency FE]‘ o : .f f CY Quarterly Report

: '.-IDATE OF {NCIDENT January9 2003 ‘-_‘,". IR o DATE OF REPORTTO 108 ‘-f/ 3ofos’ T

DATE OF REPORT TO DEPARTMENT/AGENCY March 26 2007 .

: DATE REPORT SUBMITTED TO OTHER ENTITY (u e, Do.l Congress, CIVII leertles Ofﬁce)

e ‘POSSIBLE VIOLATION OF

e STATUTE (Umted States Code Cltatlon)
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" . -Section 2.4(d) physical surveillance of USP abroad -
" Section 2.5 AG approval w/ini US or against USP abroad -

. Section 2.6 assistance to law’ enforcemem

"Section 2.7 contracting - :

- Section 2.9 undisclosed pammpatlon

Section-2.10 human experlmentatlon
““Section 2,11 prohnbnt:on on assassmatlon

. Section 2.12 indirect participation RS - Ve oo = . .- L b2
i ,“AG Approved EO 123:1 I _ ST b'!]-;
T ;_;:i‘{:’o‘[HEREXECUTIVEORDER(SPECIFY) B A SR R

g Creation of unauthorized SAP (EO 17938 ‘as amended)
L _ Othcr (EO cnatlon ) S

g PRES[DENTIAL DIRECTIVE (SPECIFY)

+COVERT ACTION FINDING/MEMO RANDUM OF NOTIF ]CATION
Other (PreSIdentlal Dlrectlve cttatlon ) :

et

FTE e I

X

e
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TAT,JF.,(UT“ By electronlc communlcatlon (EC) dated Aprll 9, 2007
“the | IFleld Office | | reported this .. =

;~.~b'2 .
b7E

potential IOB error in conjunction with an open| » | ::;

‘u| |of a Unlted States Person

o Jof:'a United- States Person .under the-
" "approval of a. SuperVLSory Spec1al Agent rather than the Spe01al

. f~ Agent in Charge (SAC) or ASSlStant SAC {ASAC) .. ' o
‘fttjj.;ﬂQgﬁff”fﬂ ) |of The Attorne General s Gu1dex1nes for .
=it EB ' 0T _Foreign Intelligence . .~

- bTE -

1;.' Collectlon NSIG effect1ve.10/3g/2QQ3.
) XIH addltlon,l I enc:ac:edln I

wﬁ th51cal -surveillance of.the -target, |

',rev1ewed and approved,- retroactively,”  the opening EC, thus’
-ensuririg that the- orlglnal predlcate was sufflclent for openlng al

D [only . in furtherance:of a properly
' authorized| |© The ASAC has. slnce'a

b2 -
b7E

tfiaitj};;gfw;g;@mfﬂ 4 ‘

| - we turn to the handling of information -

.bs
B7E -

‘ﬁacqulred thereby. |

| Wl'created to- address -violations. of .constitutional dimensiorn.. *TInf]b,~T"

?:;{addltlon, some- statutes, such ‘as -the Foreign Intelllgence
" “Surveillance Act, prov1de for an exclu81onary rule.  In thls

ﬁ}'fTvlnstance, nelther the’ Constitution nor ‘an licable statute‘has .tT”i. ‘
" . been violated “and, I—Lb—




" ALL TNFORMATTON: CONTAINED'. = -
“HEREIN 15 UNCLASSIFIED Lt T S
r‘rv‘n.em: a§ 107‘2916‘13?‘ ssnswnnna:: i IOB SUMM ARY SHEET

CY Quarterly Report

‘ ,‘:?:Name ofDepan:menl or Aoency I : "‘

QDATE OF INC[DENT |___-I L - < DATE OF REPORT TO IOB ‘/ / >0/a 3
'DATE 01= REPORT TO DEPARTMENT/AGENCY 04/09107 REIRRC S, SRR

‘ DATE REPORT SUBMITTED TO OTHER ENTITY (1 €., DoJ Congress, le leemes Ofﬁce) i .

B POSSIBLE VIOLATION or

'v _}_STATUTE (Umted States Code Cltatlon)
: FISA(SOUSC 1801)- _
Other (U S.C. cnatlon ) e

Sl } 'EXECUTIVE ORDER 13333 e S
T * Section 2.3 collectlon & dassemmatlon of USP mfo
. _:;‘Sect|on 24 preamble least intrusive collection -
t . 'Section:2.4(a) CIA, electronic surveillance w/in US
" Section 2.4(b)’ unconsented physical search wiin US
Sectlon 2.4(¢) physmal surveillance of USP w/in US
'|._ .- Sectioni 2.4(d) physical surveillarice of USP abroad
. 'Section 2.5 AG approval w/in US or against USP abroad .
-Section 2:6 asswtance to law enforcement oL N
" Section 2.7 contractmg e
Sectlon 2.9 undisclosed partxcnpatlon o
- Section 2.10 human experimentation
" Section 2.11: pl’Ohlblthl‘l on assassmauon
“ Section 2.12 indirect participation:
AG Approved E.O 12333

Creatlon of unauthorlzed SAP (EO 12958 as amended)
Other (EO cntatl on )

- t PRESIDENTIAL DIR.ECTIVE (SPECIFY)
. COVERT ACTION FINDI'NG/MEMORANDUM OF NOTIFICATION :
Other (PreSIdentlal Dlrectlve cltatlon i B

‘"DEPAR’I‘MENT/AGENCY ACTION Return or destroy

‘FINAL D[SPOSITION
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER T
.. 'IOB ',MA':I".I‘ERvZOO_'i_llc‘_lQ ,(U)_; . Do L
lof a -

. Unlted States .person was properly initiated. on | :
e and’ roperly’ extended for an- additional six months- on| l'

The initiation. and exten51on were -approved by the- Spe01al

- Agent in. Charge (SAC), with.contemporaneous notification to FBI
‘Headquar;g;g;iﬂﬁlﬂgl___lgﬁ| |was extended

again on the one-year anniversary; again . with

v SAC approval -and. coritemporaneous FBIHQ notlflcatlon On:
v;ﬁ| lwas initiated. ' This matter is ‘ﬁ\'

presented as. a potential IOB because the. second |

‘fﬂﬁ.| _Jexten51on was’ approved by the SAC, Tather than by A'W', Co
" FBINQ.  Between the second lextension on-: -
S and .the conversion: to ‘al | on - S

b | issued five Natlonal Securlty Letters: Cob2
(NSL s} in.furtherance of ‘the case. :

AWb?E‘ :
i

P - — mm— —— —
ﬂcHere, thel ISAC approved an exten51on of ‘a

'f}j — Tbeyond the initial one-year perlod,n

. -,l
\
I

:::T*inStéad Oof FBIHQ, and| | issued five NSL's in wviolation of ‘Lzli’dnﬁt
Lo ‘ Thatl:;_____]Prov1ded contemporaneous actual b7E:l;y.'

notlcejof'the exten51on to FBIHQ 1s not tantamount to FBIHQ

'3‘approval. v

(U} The fleld offlce has been 1nstructed to. purge 1ts

'fi electronlc ‘databases of " these NSL. collections, and -either return Eﬂuf~-‘
I destroy the. results,‘ln accordance with the prov1der s
,,,-1nstructlons, ‘with' approprlate documentatlon to file. Then, 1f
;" these- dollectlons remain- relevant ‘tos an. ongoing investigation,
”y,the fleld offlce may 1ssue new NSL S - to request the records anew

. I-iv
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"1"_,.7."DATEOI=INCIDENT — IR ”1 DATEOFREPORTTOIOB ‘//30/09

‘I“DATE OF REPORTTODEPARTMENT/AGENCY AprllS 2007

. bf.; DATE REPORT SUBMI’ITED TO OTHER ENTITY (I e DoJ Conoress, CIVll leertles Oft' ce)

- _'POSSIBLE VIOLATION OF

:STATUTE (Umted States Code CltatIon)
. FISA (5ousc 1801)
Other

R .[ “ . R Lo 3, N s Lo . Lo - . . =" :;.".' - =
»EXECUTIVE ORDER 13333 o o T R E;E o
_ Section.2.3 collectlon& dlssemlnatlon of USP mfo : Sl e
“Section 2.4 preamble: least intrusive collection *
" -Section 2:4(a) CIA electronic surveillance w/in US
.. Section 2.4(b) unconsented physical search w/in-US -’
. ~'Section 2.4(c) physu:al surveillance of USP w/in US
. Section 2.4(d) physical survelllance of USP abroad -
- Section 2.5-AG approval w/in US or against USP abroad :
. Section 2.6 assistance to law enforcement
- Section 2.7 contracting
" Section 2.9 undisciosed. partICIpatIon
. Section 2:10 human experimentation - o
_ . Section 2,11 prohibition. on assassination: .., -

':"f‘ScctIonZ 12 indirect p ion -
‘_‘ ;;AG Approved EO 12333i
kg 'f HER EXECUTIVE ORDER (SPECIFY)

Creatlon of unauthorlzed SAP (EO 12958 as' amended) :
Other (EO c:ItatIon ) k

. PKESIDENTIAL DIRECTIVE (SPECIFY) ©o T T e e
-1 'COVERT ACTION. FINDING/MEMORANDUM OF NOTIFICATION
Other (Pres1dentlal DlrectIve CItatIon ) ‘e .

5 '-j,i;]DEPARTwENT/AGENCY ACTION

S j*DATE OF FINAL DISPOSITION
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States;person should be reported to the IOB i

‘1 — Iopened a| |of a U S gerson Q :A' i
- Hconverted
" On

:*‘;E“'

o This]

"rl [ Subsequeht to the expiration but prior to. the5~b°”‘1jff
conver51on,]_ . Ilssued a Natlonal Securlty Letter (NSL) b??;ﬂ”‘“

*V?»iﬂlfmm%" -t The 1ssuance of ‘an NSL is lawful only when 1n
“'uf?”::furtherance of ‘an authorized investigation.  'In the. matter’ at

,,'hand the 1nvestlgatlon had lapsed ‘at the time. the 'NSL. was

"Elssued Thus this. matter must be. reported to the IOB.‘;f'%

L : l(U) The fleld offlce has been 1nstructed to purge 1ts
L electronlc databases of this NSL collectlon, and. elther return or
. ~.destroy the’ results, in. accordance with the.provider” s
'”.flnstructlons, with' approprlate documentatlon to.file.: Then,'lf
“the’ coﬂlectlon remains’ relevant’ to an.ongoing 1nvestlgat10n, the

"fleld dfflce may 1ssue a new. NSL to request the records anew
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Ly The' Federal Bureau of Investhatlon ("FEI") hastf;[wfb75“

n;{iﬁf<ﬂ' rmined that.actions taken by FBI's[ 'Division: ;ﬁ];’ﬁjﬁ;;fi
L during a JoFa United
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