DEPU'% gzcnerm QF DEFENSE
: : 1010

JUL 25 2008

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF |

DEFENSE
DIRECTOR, OPERATIONAL TEST AND EVALUATION
- INSPECTOR GENERAL OF THE DEPARTMENT OF
DEFENSE |
ASSISTANTS TO THE SECRETARY OF DEFENSE
DIRECTOR, ADMINISTRATION AND MANAGEMENT
DIRECTOR, PROGRAM ANALYSIS AND EVALUATION
DIRECTOR, NET ASSESSMENT
 DIRECTORS OF THE DEFENSE AGENCIES

SUBJECT: Designation of Reporting Office forDcpmm of Defense Intcﬂigencc
Oversight Ropomng -

Executive Order 13462: Presideat’s Intelligence Advisory Board and Intelligence
Oversight Board. (IOB), signed onFebruary 29, 2008, requires the head of each Exstutive
depmmm wlth elligence Oommuni;y emws to designate the office within their

informthe cnm 108’ mdnimmé;mma: nuemgmcé (OND) of such

This Assistant to the Secretary: of Defense for Intelligence Oversight (ATSD(10))
will continue to be the Department of Defense (DoD) conduit for reporting both
immediate and quarterly inputs to the IOB. DoDammumwxncmumwmwbmh
reports directly to the ATSD(IO) who will provide the reports to the ¢ n, JOB with
wps«formel)m ’I'heDonomtofcontactsz’llmeugan.AmgA’ISD(IO)
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DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 208011010

» JuL 25 2008
MEMORANDUM FOR CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD

SUBJECT: Designation of Repomng Office for Department of Defenss Intclhgcnee v
Oversight Reporting

Executive Order 13462: President’s Intollig éﬁce..Adeory. risory Board and Intelligence
Oversight Board (I0B), signed on February 29, 2008, requires the liead of each executive
dcparunem with Intelhgcnce Commumity elements to designsite the office within their-
respective organizations that will submit Intelligence Qversighit reports to the IOB and to
dmixm the Cheirman, 1OB and Director of National Intclhgcnce (DNI) of such'

gnanon.

The Assistant to the Semwy’ cretary of Defense for Intelligence Oversight (ATSD(IO))
will continue to be the Department of Defense (DoD) conduit for reporting both

immedinte and quarterly ioputs to the IOB, DioD organizations will continue to submit

. reports directly to the ATSDIO) who will pwvxdc the reports to the Chairman, IOB wnl_x
. copies for the DNI. The DoD pomt of contact is Wﬂham Dugan, Acting ATSD(I0). -
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DEPUTY SECRETARY OF DEFENSE

1010 DEFENSK PENTAGON
WASHINGTON, DC 20301-1010

JUN 17 2008

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
DEPUTY CHIEF MANAGEMENT OFFICER
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF

DEFENSE

DIRECTOR, OPERATIONAL TEST AND EVALUATION
INSPECTOR GENERAL OF THE DEPARTMENT OF

- DEFENSE A o
ASSISTANTS TO THE SECRETARY OF DEFENSE.
DIRECTOR, ADMINISTRATION AND MANAGEMENT
DIRECTOR, PROGRAM ANALYSIS AND EVALUATION
DIRECTOR, NET ASSESSMENT |
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DoD FIELD ACTIVITIES

SUBIECT: Directive-Type Memorandum (DTM) 08-052 — DoD Guidance for
Reporting Questionable Intelligence Activities and Slgmﬁcant orHighly
Sensitive Matters

| References: Sce Attachment 1

Purpose. This DTM 1mplements recent Executive Branch guidance in Director of
National Intelligence and Chairman, Intelligence Oversight Board Memorandum
(Reference (2)) concerning the criteria and requirements for reporting intelligence
oversight matters and directs compliance with the guidance contained in Attachment 2. It
establishes the procedures to ensure compiete and standardized reporting by the DoD
Intelligence Components and other entities involved in intelligence activities, which
include both foreign intelligence and counterintelligence activities. This DTM is
effective immediately; it shall be incorporated into DoD 5240.1-R (Reference (b)) within
180 days. Nothing in this DTM is intended to alter reporting requirements established by
statute or departmental policy.

. Applicability. This DTM apphﬁ to OSD, the Military Departments, the Office of
the Chairman of the Joint Chiefs of Staff and the Joint Staff. the Combatant Commands,
the Office of the Inspector General-of the. Departraent of Defense, the Defense Agencies,

ODNI/DOD 4




DTM 08-052

the DoD Field Activities, and all other organizational entities in the Department of
Defense (hereafter referred to collectively as the “DoD Components™).

Policy. Questionable intelligence activities and significant or highly sensitive
matters involving intelligence activities may have serious implications for the execution
of DoD missions. It is DoD policy that senior leaders and policymakers within the -
Govemment be made aware of events that may erode the public trust in the conduct of
DoD intelligence operations. Reference (b), DoD Directive 5148.11 (Reference (c)), and
Executive Order (E.O.) 13462 (Reference (d)) require that such matters be reported to the
Intelligence Oversight Board (I0B), 2 component of the President’s Intelligence
Advisory Board, and the Director of National Intelligence (DNI) as appropriate. The
Assistant to the Secretary of Defense for Intelligence Oversight (ATSD{O)) is the
principal staff assistant for intelligence oversight matters and shall serve as the conduit
for all reporting to the [OB.

Reporting Requirements and Procedures. Reporting guidance is contained in
Attachment 2. The quarterly report to the ATSD(IO) is exempt from licensing in
accordance with Chapter 4, subparagraphs C4.4.1 and C4.4.8, of DoD 8910.1-M -
(Reference (¢)).

Releasability,. UNLIMITED. This DTM is approved for public rclease and is
available on the Intemet from the DoD) Issuances Web Site at
http://www.dtic.mil/whs/directives.

Attachmenpts:
As stated

‘ODNVDOD 5
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DTM 08-052

- ATTACHMENT|
REFERENCES

(a) Director of National Intelligencé and Chairman, Intelligence Oversight Board
Memorandum, “Intelligence Oversight Reporting Criteria,” July 17, 2008'

(b) DoD 5240.1-R, “Procedures Governiiig the Activities of DoD Intelligence
Components That Affect United States Persons,” December 1982

(c) DoD Directive 5148.11, “Assistant to the Secretary of Defense for
Intelligence Oversight (ATSD(IO})),” May 21, 2004 |

(d) Executive Order 13462, “President’s Intelligence Advisory Board and
Intelligence Oversight Board,” February 29, 2008

(&) DoD 8910.1-M, “Department of Defense Procedures for Management of
Information Requirements,” June 30, 1998 '

() Executive Order 12333, “United States Intelligence Activities,” as amended

(8) Department of Justice-DoD Memorandum of Understanding: “Reporting of
Information Concerning Federal Crimes,” August 1995 '

- * Availsble at: hitp//iwww.defenselink.mil/atsdio
¥ Contact ATSD(IO), 703-275-6550.

s Atachment 1
ODNI/DOD
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DTM 08-052

1. REPORTING PARA‘MBTERS

a. The DoD Components shall repott the following matters to the ATSD(IO) in
accordance with References (a) and (d).

(1) Questionable Intelligence Activity. An intelligence activity, as defined in
Executive Order 12333 (Reference (f)), that may be unlawful or contrary to Executive.
order, Presidential dircctive, or applicable DoD policy governing that activity.:

( t or Highly Sensitive Matters. A devclopment or circumstance
involving an mtelhgence actmty or intelligence persommel that could impugn the
reputation or integrity of the DoD Intelligence Community or otherwise call into question
the propriety of an intelligence activity. Such matters mxght be manifested in or by an
ac&v:ty .

(a) Involving congfessional inquiries or investigations.
(b) That may result in adverse media coverage.
(¢) That may impact on foreign relations or foreign partners.

(d) Related to the unauthorized disclosure of classified or protected
mformatlon, such as information identifying a sensitive source and method. Reporting:
under this paragraph does not include reporting of Toutine secunty violations.

(3) Crimes Reported to the Att General. Any intelligence activity that has
been or will be teported to the Attorney General, or that must be reported to the Atfomey
General as required by law or other directive, including crimes reported to the Attorney
General as required by Department of Iustme-DoD Memorandum of Understanding
{Reference (g)).

b. Unless extenuating circumstances exist, the. ATSD(IO) will be notified prior to
briefings of any congressional committee or member of Congress concerning intelligence
matters identified in paragraphs 1 2.(1), 1.a.(2), and 1.2.(3) of this attachment. Should
eXtenuating crtcumstanccs, in fact, delaynotification to the ATSD(IO) until after the
briefing, theti the ATSD(IO) will be notified of the outcome of the briefing at the first
opportumty thereafter.

4 " Attathmient 2
__ODNI/DOD
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DTM 08-052

¢. The DoD Component assigned to or conducting intelligence activities may
establish internal organizational reporting responsibilities pursuant to that Component’s
internal policies and regulations. v

2. SUBMISSION OF REPORTS. DoD Comparients assigned to conduct intelligence
and counterintelligence activities shall submit reports to the ATSD(10) in accordance
with the followmg gmdancc

a. Report questlonable intelligence activities ‘of ‘a serious nature and all significant or
highly sensitive matters immediately. Such reports may be made by any secure means.
Oral reports should be documented with a written report as soon as possible thereafter.

b. Report questionable intelligence activities not of a serious nature quarterly.
Reporting periods shall be based on the calendar year. The first report for each calendar
year shall cover January 1 through March 31. Succeeding reports shall follow at 3-month
intervals. Quarterly reports are due to the ATSD(I0) by the 15th day of the month
following the end of the quarter. Quarterly reports will describe all questionable
intelligence activitics as well as significant or highly sensitive matters identified during
the quarter. Quarterly reports are routine]y submitted to the ATSD(IO) through normal
modes of routing and transmissiott (€.g., chain of command, hard or soft capy).

Quarterly reports are required even if no reportable matiers occurred during the reporting
period.

c. Reporting DoD Components will formiat all Il zeports as follows:

(1) Assignrr

incident investigations that have been Ieported and closed mthm the same rcportmg

- quarter makes the assigning of a case number to each case impracticable, a case number
that runs consecufively and identifies the reported incident by reporting agency, Military
Department, or Combatant Command and calendar year shall be assigned to each
incident. For example: “DIA 2009 - 04” would indicate the fourth incident reported by
DIA in calendar year 2009. Use this number each time the incident is mentioned in
initial reports, and in update and close-out reports. A case number will be assigned to all
reported incidents that, at a roinimurm, are the subject of an ongoing investigation.

o ded in Each Report. For- cach incident reportcd
include the followmg mformatxon 25t becomes available.

(2) A narrative describing each incident reported.

5 ' S | Attachment 2
_ODNIIDOD 8.




DTM 08-052

(b) An explanation of why the incident is being reported either as a potential
violation of law, potentially contrary to Executive order or Presidential directive, or a
potential violation of Reference (b) and/or agency or Military Departiment procedures
implementing Reference (f). Citethe portlons of relevant law, order, policy, or
regulation as it is detcrrmncd

{c) An explanatnon of why the incident is considered a significant or lughly
sensitive matter if so reported. v

(d) An analysis of how or why the incident occurred.

(e) Am assessment of the anticipated impact of the reported incident on
national secitrity or international relations, as well as any mitigation cfforts, including
success and failures of such efforts. If there has been no impact or no impact is
anticipated, the report should so state.

(f) Remedial action taken or planned to prevent recutrence of the incident.

(8) An assessment of any impact the reported incident may have on civil
liberties or protected privacy rights.

(h) A description of actions taken if the incident concerns information
lmpropcrly acquired, handled, used, or dcstroyed. ,

(i) Any addltxonal mfonnahon considered relevant for purposes of fully
informing the Secretary and/or Deputy Secretary of Defense, the TOB, and the DNI and
providing context about the incident.

d. Bach quarterly report shouId be organized under the major headings of “New
Incidents” and “Updates on Previously Reported Incidents.” The latter heading includes
incidents still under inquiry as well as those resolved and closed during the quarter.

¢. Additionally, each quarterly teport will contaif a summary of gravity, frequency,
trends and patterns of the questionable intelligence activities, and/or significant or highly
sensitive incidents reported during that quarter, to the extent that they can be determined.
Otherwise, the summary should be provxded as the information becomes avmlablc ina

subsequent quarterly report.

f. The quarterly report shall inctude a description of any inspection findings or
intelligence oversight program developments, such as publication of a revised
intelligence oversight regulation, that the reporting DoD Component believes is
significant. Neither training reports nor inspection schedules shall be included in the

ODNVDOD
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- DTM 08-052

quarterly report to ATSD{IO). DoDd Components shall monitor compliance with training
requirements and inspection schedules.

g Reporting shall not be delayed or postponed pending an investigation, command
inquiry, or legal proceeding. v

. PR JS]) S ATTACHMENT. This attachment shall not be used to
prepare the Annual Intelhgence Oversxght Repart to Congress, which is signed by the
Secretary of Defense. Instructions for preparing the Annual Intelligence Oversight
Report to Congress will be issued by the ATSD(10) in November of each year; the
Annual Report will be due to the ATSD(IO) January 31 of each year.

7 : Attachment 2
ODNI/DOD 10




UNCLASSIFIED/FOR OF (/4

1.

\\.
INFO MEMO |
FOR: UNDER SECRETARY OF DEFENSE FOR INTELLIGENCE
FROM: DIRECTOR, COLLECTION, CONCEPTS & STRATEGIES

SUBJECT: Update Regarding Senate Judiciary Committee Inquiry on NSA Allegations

(b}3)-P.L 86-36

Prep;red By: (p}(Z)(S)

- UNCLASSIFIED/FOR NLY
" ' | ODNVDOD 11




UNCLASSIFIED/IFW/I

(6)(3) - P.L. 86-36

COORDINATION: TAB A

- Attachments:
AS stated

Prepared By:; |(0)(2)(6)

UNCLASSIHEDW,Y
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| UNCLASSIFIED/JFWNLW/

' TabA -
COORDINATION:

Office of the Director, National Intelligence
e Office of the Inspector General
» Civil Liberties Protection Officer
Department of Defense Office of the Inspector General
" Assistant Secretary of Defense, Inteiligence Oversight
Under Secretary of Defense for Intelligence Congressional Activities Off ice
Headquarters, Department of the Army
- e Office of the Inspector General
* - Gffice of the General Counsel ,
» Office of the Deputy Chief of Staff, G-2
National Security Agency/Central Security Services Inspector General
Headquarters, US Army Intelligence and Security Command
» Inspector General
» Staff Judge Advocate

Prepared By: [BI2NE) ]

UNCLASSWIED/WLY
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ROUTING 3
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Aicess to this document will be restricted to
those apgiroved for tha following specific activities:

NATIONAL SECURITY INFORMATION
- Unauthoriied Wn Subject to Criminal Sanctions
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7200 OEPENSE PENTAGON
WASHINGTON, OC 203017200

My, Swephen Pnedmm
- Chairman, Imelligence O« ersighs Board . ,
New Executive Office Building. Roons 5020 poocT X
Washington. DC 20500 -
'Dcar\tr Ctmnnm. |

The Depument ol Defense Intelligence Oversight Repont tor dn pemd Apnl-
Junc 2008 15 enclosed. The report consssts of the lmc!ligcn:cO\eNgm repom of ;hc
Defense intelligence Agency {DIA), National Security Agmcy.-ms(\}..hamml
RM\aimmOlﬁcc (NRO\. Natiomal Geospatial-lniclligence Agency (NGAY, DoD
inspector Genersl GGy. Defu:se'mreax Reducuoa Agcncs {DTRAL. Joint ST fincludes
. Combaum Cominands), andmi!mry services,

S:ncurtv

rms PAGE IS U‘\CWS!RED UPON REMOVAL OF ATTACIDMENTS AND PINSICAL
REMOVAL oF CODE“W AXD CAVEATS
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DEFENSE INTELLIGENCE AGENCY "

WASHINGTON, DC. 203405100

U-08-02641G . . o " 11 July 2008
To: - Assistant 1o the Secretary of Defense (intelhgence Overs:ght)
7200 Defense Pentagon

Washington, DC 20301-7200 . _
Slibjccti . (U) Quarterly Intelligence Oversight Report for the Penod Endmg 30 June 2008
References: a. Executive Order 12333, "United States lmel]agence Activities," 4 December

1981

b. Executive Order 12863, "Pmndcnt’s Fore:gn lmelhgence Advisory Board," ‘
13 September 1993

c. Department of Dgfcnse (DoD) Ducctwe 5240 1,"DoD Imelhgence Acnvntxcs,
25 April 1988 .

d. DoD 5240.1-R, "Procedures Govermng the Actwmes of DoD lntelhgence
Components that Affect U.S. Persons,” December 1982

e, . ATSD (10) memorandum, subject:” Required Actions for the CY 2007
Intelligence Oversight Repon to Congress, 15 November 2007 :

. (U As requxred by references, the Defense Intelligence Agency (DIA) is submitting the
Quarterly Intelligence Oversight (10) Report for the period 1 April through 30 June 2008. If
further information is teqmrgd please contact the Office of the General Counsel (GC) at

[®)

—

§)(2),(0)(3):"
D USC 424

"(b)(2),(b)(3):10 US
424

-

2. (U) The OIG opened the follqwing intelligence oversight investigations this period:

“(0)(1).1.4 (©)

"nmﬂm4®m#w

Clmiﬁed by: Multiple Sources
Declassify on: 20330711

—SECRET/NOFORN—

o | | - " ODNIDOD - 16




3. ) All ongoing mvestxgatxons from the last quarter were closed during this quarter (see

paragraph 4).

4, (U) The 0IG lssued the followmg final mtelllgence ovexs:ght mvestngatwe reports during this
" periog:

.

DR
DD

couducted in accordance with apphcable policy. (Pro;ects 2008-003089-MA 2008-
1003092-MA, and 2008-003093-MA) -

ODNI/DOD

BX),14 (©)

O)E:10 .

USC 424
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UNCLASSIFIED
August 21. 2008 .

MEMORANDUM FOR THE RECORD

During the Reporting periad, the Counterintcliigence Field Activity (CIFA) was in the
process of wansitivning into and becoming a part of the Defense [atelligence Agency. As
a result, CIFA did not subusit a Faemal report cov: ering this reporting period. However,
their Acting General Counsel reported. in an email to this office. that no Questionable
Imelligence Activities (Procedare £3s) were reported during this period. As of the
reporting auarter beginning 1 July. DLIAAU will assume msimnsibﬂmf for reparting on
both the personncl and actiy met that were mrmcrl\ a pan of or were couducted by CIFA

/ “

\\Y ﬁluam ll_

Assisant to the Se;mar} of Defense
For Intelligence Oversight

fy

ODNI/DOD 18




Direct Respanse to the requester by NSA.
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22 July 2008

MEMORANDUM FOR ASSISTANT TO THE SECRETARY OF DEFENSE
‘ ‘ ~ (INTELLIGENCE OVERSIGHT)

SUBJECT: National Reconnaissance Office Executive Order 12333
Quarterly Compliance Report

I have attached the National Reconnaissance office’s
_quarterly compliance report for all Executive Order 12333
activities for the period of 1 April through 30 June 2008.
If you have any questions about this report, please call

I(b)(S) o O,ff;icg' of General Counsel atl(b)(3)

E. Page Moffett
General Counsel

Attachment: o
Quarterly Compliance Report for the
Intelligence Oversight Board

cC:

Inspector General

Director Office of Security and
Counter-Intelligence

DECL ON: 20330722 )
DRV FROM: 'NRO Classification Guide, 21 May 2005

ﬁ}?ﬂn - ODNIDOD 25




22 July 2008

MEMORANDUM FOR THE ASSISTANT TO THR SECRETARY OF DUFENSE
© (INTELLIGENCE OVERSIGHT)

SUBJECT: National Reconnajissance Dffice Executive Order 12333
Quarterly Compliance Report

REFERENCES: (a) Exacutive Oxrder 12333, 4 December 1981
(b) poD Directive 5240.1, 25 April 1988

The National Reconnaissance Office (NRO) Office of Gemeral Counsel
submits this report pursuant to the abova references for the Second
Quarter of 20089, covéring the dates of 1 April through 30 June 2008.
Personnel at NRO facilities reported no instances of improper or
unlawful intelligence activities, as defined by Executive Order 12333,

. Intelligence oversight’ activities conducted in support of
Executive Order 12333 during aparter included the initial

- indoctrination and training <] (b)(3) ndividuals assigned to the NRQ
addition, various NRO sites conducted training to re-indoctrinatel(b)(3)
NRO personnel on the requirements of Executive Oxder 12333. A separate
report for a mission site is attached and their statistics are not
included in the above figures. ‘The current training program is a

- combined effort betweén the NRO Office of Security and Counter-
Intelligence and the NRO Office of General Coungel.

Zgic f/io;ny ((7 Jope /ZW

Oftice of General Counsel
and Counter-Inteliliger

Ficd

Attachment:
Mission Site Report

'cc:
Office of Inspector General
- Office of Security and Counter-Intaelligence

DECL ON: 20330722
DRV FROM: NRO Classification Guide 6.0, 21 May 2005

’ﬂvm SEPARATED FRON CLASSIFIED nrc:.osm
f r ODNIDOD 26
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National Recoﬁnaissance Office Executive Order 12333 Quarterly Compliance Report

{1 APRIL THRU 30 JUNE 2008)
(b)(1) (b)3)6)  [eomommslin)(3).
et
(b))
o)
X :'.t“(b;)('i) o v 59
e ©)3) NN

DECIL ON: 25X XLB00724, HHG Jaked Liy 2005 "Wt comom ¢ U.S
DRV FROM. NRQ Classi cabon G, 5c 6 0. L e
2 NIy 2005 3 . SSogerais epen anackec
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UNCLASSIFED/FOR O USE ONLY

NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY
4600 Sangamore Road
Bethesda, Maryfand 20816-5008

NGA-U-2008-2497 . | 48 August 2005

MEMORANDUM FOR ASSISTAMT TO THE SECRETARY OF DEFENSE
(INTELLIGENCE OVERSIGHT}

SUBJECT: .(U)- National Geoépatiel-inte)ﬂgmce Agency Quarterty

Intefligence Oversight Report for 1 Apeil to 30 June 2008

1. {U) The Office of Geaspatial Intefigence Managament (OGM) is the National
Geospatal-ntalligence Agency {NGA) Intelligence Cversight (I0) Program
Mansgement Office. OGM works in partnarship with the Office of the Inspector General
(GIG) and the Office of the General Counsel (QGC) to administer the Agency's IO

2. (U®® This docummant constitutes the consoficated NGA repart for the third
quarter of Fiscal Year 2003 {1 April ic 30 June 2008). OIG Is submitting informaticn on
two OIG activities for this 1O reporting period.,

a. (Ui The QIG compteted one tnwl&gence oversight ({0 inspaction of the
Acquisiion Directorate (A), Acquisition Contracts Office (AC). Acquisition and Source
Directorafes Support Division (ACA). The inspaction was conducied in Washington,
D.C. and St. Louis, MO. The inspaction was based on assessmants of three kay areas:
missicn relevance 10 10, employee Greining, and employes awareness. The speclors
found that the ACA personnel they surveyed wese familar with 1O reporting
requirements and procedures, and that ACA personnel compieted 10 training s
required. The inspectors did net jdeatify any O violsfions or questionable aclivities.
Addionally, the inspactors conducted s follow-up 10 inspection of the Acquisition
Dirsctorate, Actistion and Source Directarates Support Division (ACA), Report
Number OIGE-07-04, dated 18 July 2007, The inspectors determined that the coatracts
included the (O wamings and protective provisions nequired by NGA Instruction
8900.4R5, Intelligence Oversight. paragraph Be, dated 30 March 2008. ACA was in the
pracess of modifying nine additionsl iong-term confracts to include the appropriaie
wamings.

b, (W The OIG completed one investigation on questionable intedigence
activity at ihe request of the Office of General Counsel (OGC). The OIG reviewed
accourt administration activites of the NGA Cormerctal Dats Service (NCDE} as they
pertained (o the access of NGA personnel o domestic commercial imagery. Besed on
OlG's results, the OGC issuad an opinion. The opinion stated that the current method
of issulng NCDS accounts to NGA employees is not sufficlent for NGA to comply with its
responsibilities under 10 authoritles to protect the constitutional rghts and privacy of US
persens. The frck of sufficlency results from not using the proper use memorandum
(PUNM) process to validats the users’ naed to access domestic commercial imagery.
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¢. (U.‘.W In {heir response lo the report an guestionable intetligence activit,

management stated that NCDS as an NGA service is not funded beyond 31 August
Z008; howaver, as of this writing, NCDS is expected 10 b {@minaied on or abeut 1
Octobar 2008. In iis place, NGA plans to offsr access to the axisting Web-based
Access end Retrieval Portal-Unclassified NGA tmagery Library (WARP-UNIL), whith is
supposed to have capabliitlas equivalsnt to NCDS and requires verification of 2 valid
PUN before NGA users are granted access. I WARP-UNIL does not satisfy user
naeds, the Directors. Enferprisa Operstians Direciorete and Acgusition Direciorate wili

" ¢etarmine f NCDS shou'd be continuad under temporary funding until users agree thai
WARP-UNIL is acceptable. OIE will condud a fofiow-up review on managaement's
aclions during thea ongoing inspeciion of the PUM process.

3 (UIE; Othar Significart 10 Activities:

3. (U.Were wera i commene level changes o published drectives or
pohcies cotveming niefligence. sounterintsifigence or :melligsnce-related activitiss
made during this reporting perod.

b. (th.« new updated list of NGA Intefligence Oversight Officers (100s) is
veing creatdd and reviewed for accuracy ardd redundancy, Ensuring the {O0s have the
nacessary raining. guidance goveming their duties, 2nd any job 3ids is our next steg.

c. (Uig NGA continues to b8 invelved with cther egéncy components in
discussing e enhancements o the Agency's 1O progtam.

d. (UHEETPOGM Is working with the Agancy’s Human Development Directorate
{HD to uze our persanne!t system to track and repor on annual 1O tratning.

3. {U) The points of contact for inis repon are Ms, Pemeiz Stephens. (703) 735-2283
ang Dr. Hamy (Terry) Dawson, (703) 7135-2286. Geospalia! inteliigence Community

Govemance Division, QGMC, _

MARY M. IRVIN
Director, Office of Geospatia!
intelligencs Management

cc:

CIG .K§r Burton)
(s, Bruce)

OGC {k's. Ryan)

UNCLASSIFIED/FOR C E ONLY
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MEMORANDUM FOR. «ssrsr«.x'rro” 3 ,SECREFARY OFDEFE\‘SF

SUBJECT: Quarierly Report tApc

Refervnoes: {a): Exccunwe Orﬁer 13333, Deceniber 1931‘ *United States Intcﬁngencc

(b) DoD Duc:w: S.'Ml)» Dcwlﬁ'cr 1982 "Pmcedm Goverting

The following information is submitied for the period of { April through 30 June 2008:

i Amwmﬂmmhzﬁevedwbcﬂkgﬂmmmm'c&mmrboo
policy: Noue.

d Suggasuonsﬁwwomgﬂacml' Lliog
ligeno Ovess defin vmmdmzﬂfmbm Conmém:cihguwc pcrsomt

iy 'haaés mngsrwmtﬁngxfmmlo
g #nd bneﬁngs atiow for interactive and more effective

. Descripiians eligence. and imelligence-related.
arivities: lba: v:oim law, regulation. ot plicy sibistantised during the quarter, as well &
anyaclions taken as o result of the violations: Noue
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£ Intclligence oversight inspections:c and the: nds. fron;
‘those inspections: None, DTRA G isin uae»mss oféewclopmgan;lOl,; seetion
Chiovklist for.use.

- oF pe
. Adeqmy o ormj : tion zmcltugem:c ow:md:t u-aming progmns
oversight structure, and processes: NIA

tg. S«bsmmwe agem -iml ekanpes m thc kwrgmce O\vrs;ght mgxm
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Reply ZIP Code: o .
20318-0300 10 July 2008

MEMORANDUM FOR THE ASSISTANT TO THE SECRETARY OF DEFENSE
(INTELUGENCE OVERSIGHT)

Subject: Intelligence Oversight i0) Repors for Third Quarter, FY08

1. Below'is a consclidated suramary of alf Combatant Cormnxmds {COCOMs}
Intelligence Oversight fIO) Reports for the Third Quartér, FY08. Atached are
all COCOM reports with further information. Service Component (Gs will
report 10 tnformation to their respective Service,

zl USCENTCOM IG: Augmentalion forces for Operation ENDURING
FREEDOM assigned 10 USCENTCOM at MacDN} AFS are recatving trdviel
melh(m oversight tratung. There were no questionable activittes reported.

bl USEUCOM IG: Intelligence oversight training included 138 initial and
293 refresher briefings.

Theye was one questionable activity reported o the Joint Staff 1G on 8 May
2008 and addittonal ixformation 16 ATSD-10 on § May 2008. The tase is sull
cpen and results will be submiited vpon completion.

internal agseasments were conductes. byEUCQM J2, SHAPE
USNIC-Pristina. Northern Region JOIC, Southern Region JOIC, Jotnt :\na!vs!s
Centes, Special Operations Coommand. Egrope and there were 183 pmncl
intexviewed.

¢ UBIFCOM IG: USIFCOM.Joint Wasfighting Center (JWFC) conducted
refresher 10 mrungfor 47 personnel associated with JWFC mieligence

enterprise.

The Joint Parsonnel Recovery Ageocy (JPRA) Inrelligence Directorate 18
cooperaring with thc Federa] Bumu of Investigation on the Global Hostage-
Taking Rescarch and Analvsis Project managed by the FBl's Behavioral Science
Unil. Cooperation is established withint the limits st by DOD 5240.1-R.

The USJFCOM IG's office conducted a unit comumand inspection of the
Joint Warfare Analvsis Center (JWAC) in Dahlgren, \Weginda from 9t 13 June

mmauawauwmmmwwwnumwm«kmﬂ
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2008. JWAC waz found w be in complianice with alt appmpmm regulations
and mainuwined sccurae m!mngncords for the command's intelligence

qversight programs.

¢} USNORTHCOM IG: The N-NC IG, completad Intelligerice Oversight
Inspections of JTF-CS and a Staff Assistance Visit of Fleet Forces Command.
The organizetions were found 1o have a good understanding of their:
requirements and responsibilities under applicable laws and regulations and w
have stroug 1O programa. Only one minor reconsmendation. for improvement

- was provided,

“The N-NC 1G conducted an 10 visir w obaerve Operaticn Gulf Watch in
Corpus Christi, TX on 19 May 2008. 10 visitors included representatives. from
the N-NC TG, A.RNOR“'H 1G and SJA, and JTF-N-SJA 1G and J2. The purpose

of this visit was to conduct a review-and assessment of 10 requisite
processes/ procedures for: implementing the Counter IED Opemnons ccmer
{COIC) dambaﬁe system in the JTP-N mission set.

AY N-NC intelligence Directorees and subordinaié conammands have

conducted initial and refresher waining for personnei 95°% of pérsoniel bave

been Trained.

The N. *!C-Jz 2and IG are undergoing an imtzrnal review of processss in an
anempt t aritigate any futire 10 related information leaks. Main effort is
focused ot uummmsumamm@umaawua
addidonal emphasis in all training events on safé guarding classified and
USPER informaton.

N-NC is heavily engaged in the upcoming Hational Conventons. The
comsmand J2 ard {G have bean working with the Colorado and Minnesota

Natone! Guerd to ensure compliance with all IO requirements. To date,

suvera) policy Jetters have been signed between the TAGS of cach state
dehnu.dng the rules and policies thaz each respective organization will foliow,

A meeting is currendy being planned between ATSD {10}, N-NC and the CO and
MK Nationa! Guard during the week of 18-22 August 2008.

¢} USPACOM IG: JIATF West, USFK. USFJ. ALCOM, PACOM/JI0C,
SOCPAC and JPAC are conducting annual training via campurer with
certificates. being sent o IO coordinater. New metribers gre still receiving in.
perzon indoctrination training.

PACOM/J2 is also the Commander of PACJIOC, the (w0 merged into one
prograx=. All repordng will be done on one réport. PACOM directive is being
se-wrorked to incorporete organizatons.

i} USSOUTHCOM IG: Automated training notifications go out monthly as
n.:eminder to a)l personnel who are required to undergo training during that

g ooyt Fn e Cloy 5 910 L4000 S00re, S S 27 way ottt inometicn £ i Law ko Seanw’ 55 o For Ollin Led
O T0C 7w viss RIS Ts FARY SrOST A 28 &S0 SIS Sy RIS Sy witih RS 28 SN ATty
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month. Joint Task Force Bravo WM Special Operazion Command
South {SOCSC-J3), Joiut Interagenicy Task Force-South (JIATF-S J2 Cl, and
Joint Task Foros, Guantanamo Bay, Cuba (JTF-GTMO) all submirted negative
reports 0 any O violations. Special Operation Conmnand South (SOCSCGU2)
continues to provide 10 training and current resource materials to designated
intelligence personwel on a regular bui:. Joint luteragency Task Force-South
(JIATF-S J2: @mhﬁng of newly arsiving personnel assigned to intelligence
activitics, monitored JIATR-S WebTas Program 1o ensure US persons data
meets axthorized retainabiity under JIATF-S mission allowing for coliection of
information reganding diug treficking. Reviswéd all US persoms in WebTas to
ensure all IO requmammot. The ditnbase ja-cirrent with Jmown
waffickers and persons with prior crixinal history.

2 USBCCOM IG: There were no questionable activitica reported during
this quarter,

USSOCOM-SCSO-J2 continues to oparate the inulligence Oversight
Training Program through a computst based program. No changes to that
program have ocowred.

‘hi USSTRAYCOM IG: [nspected the. IOptogram at National Airborne
Opemﬁmcmter(NAoe) Intelligence. There were no questivniable intetligence
sctivitics reported in NAOC and the NAOC 1O programm was found to be
excellent, The program wet all DoD requirements and all personnel
mmkwedmamcftbcmquhmdﬁ\eboblom

The Office of the Assistant Sectary of Defense for Inteiligence Oversight
{OATSD-IO] completed ths mspection of the 10 prograsn at USSTRATCON by
visiting four subordinate USSTRATCOM commmands, JFCC-ISR, JFCC-NW,
SCC-WMD and JTS-GNO during Apeil and May. Thers wmuodxmwepmm
ﬁmuﬁedmmyofdtmmbmﬂmtcmmﬁ IO programs.

IG: Wamymdwmm
msmmmcemwummd“ | direetives
Tegarding intellipence activities. There were no questionable acdvities or
viclations reported this quarter.

mmmmcmmmwmmuw,mumm
Judg:hdvmeetrc.m canducted an 10 program inspection of the
USTRANSCOM Joint Intclligence Operations Center in coorditiation with the
TGI2 1O Program Monitor on 3 June 2008. The inspection consisted of a
review of the unit [0 program administration, o include documentation of
annual O training and an evaluation of the effectdveness of that training. 4s of
3 June 2008, 99% of available TCJ2 personnal had received infdal or refresher
training for 2008. Anpemmwlwﬂmudmﬁnamemmdcmmwd

T dxiaond i fezs 6t Olfce of Sn 100ectx Sevired Jotil Sk, wd: umn-bmwwnmm
Co (FOUCK-97 OIS SHEEAT 15 Tha Meiutty 20502 gl Ma3 G0t DS Dalmanct Aviotsd wdut IO gl
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questicmable intckkpnee actxvlﬂu
2. The paint of contact (or this action is theunderaigned a5

Baclosures:

Enclosure A — Intal Report U.S. Céntrat Cammand

Enclosure B — Inusl Report U.S. Europesn Command
Enclosure C - Intel Report U.S: Joint Forces Comnmend
Enclosure D - futel Report U.S. Northern, Commend
Enclosure E - Intel Report U.S. Pazific Cominand

Enclogure F - Intel Report U.S. Southern Comemsnd
Enclosure G - Intel Report U.S. Special Opcmms Cornmand
Buclosure H - Intel Report U.S: Strategic Command

Enclosure | - Intel Report U.S. 'Drampomﬁon Comimend

wmxmsmmmmmu w7 oA i ation B0t s Une Etucumnct Sesifer” .53 0 "Ry Gt Uy
wthMaMmmﬂrw 0 S K ey < Eoxt a0eririnie tngef wulter sy,
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UNTTED STATES CENTRAL COMMAND
7115 SOUTH BOUNDARY BOLLEVARD
MACDILL ATR FORCE BASE, FLORIDA 338218105

cez , 20 Juae 2008
MEMORANDUM THRU ' '

STAFF JUDGE ADVOCA.TE, HQUENTCOM, 115, S, BOUNDAYR BLVD
MACDH.L AFR, FL .:362!

T\SPECTORGENERA.L, BQTENTCOM, 7115, S, BOUNDAYR BLVD,
MACDILL AFB, FL 33821

FOR DEPUTY INSPECTOR GENERAL. THE JOINT STAFF. 6000 DEFENSE PENTAGOK.
WASHINGTON, DC 20301-6000

SUBIECT: 5™ Quarter, Fiscal Yeus 08, Tvedligence Ovessight (10) Repont
REF: (a) CICSIS901-01. 25 Ma:(b Subject Quessight of Imﬂhgm: Actvities.

(&) USCENTOOM Reguhmn 3819, 17 Feb 05, Suhject: Activities of USCENTCOM
Intelligence Componsnts mmmmmn
1. Saviie Components 1eport throush,mme chanzels. Augmentation forces for Qperation
ENDURING FREEDOM assigned 10 USCENTCOM at MacDill AFB, FL ave reteiving inity
inteliigence oversight training.
2. There were no questionable inelligeace activities during e reporting pexiod,

3. POC s SFC|(0)(3)(b)(6) Spiecial Secarity Office (SSO) ImelEigence Oversight Offioes;
DSN([(b)(2) United m&um&mnmd.anArFmaase,mwlda.

(b)(3)(b)(6)

COL, USA (b)(3)(b)(5)
Dcpmy o7 OF

(b)(3)(b)(6)

Inspoctor Genesal
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HEADQUARTERS
UNITED STATES EUROPEAN COMMAND
CNIT 30400
APC AE (9131
BCIG ' ' 2y 2008

- MEMORANDUM FOR Joim >:::t T [nspecror G:scral
SUBTECT: Imteitigence Ovessighu JOY ?s;or. 3 Quaner. FY08
:. This report provides infermetion conering intellinence ovessighs stivities of Gie stefl

dirociorates end Jiresi-teportiag subordinate intelligence units of keadguariers, US Europess
Cowenznd,

3. Tueligence oversight Twining:

2 Initct briefags: 138

b. Refeesher briefings: 263
2. Quastionsble activities (viokadons of aw. regulation. or policy and sxtion taken): FLCOM
1G reported questionable inteligercs 2exivity to Jomt 5:aX IG on § Mey 2008 erd provided
adcitional infarmarion w Mr. Michecl Goodros, A .on 9 Max 2008, The subject is an
Armay 06 who mact with foreiga astiveals ot te|(0)(2)(7 )(e)
classitied information on at least one occasion. We Tooeived TS kv we DoD G
Hotline and refecred ft 1o CID Netheslands, The casc ts still open 2nd we will submit the resulte
0 ATSD-IO and DoD Eodine vpor coplesion.
3. Inwllipence ovecsight tnspeciions.

2. By inwlfigence orgauntons.

(1) Activities conducting internal assessmests: EUCOM J2, SHAPE Savey, USNIC.
Pristing, USNICSarzjevo, AFRICONL, Join: Arzlvsis Cenwy, 2ad SOCRUR..

<) Personnel intaniewed: 183
b By USEUCOM Inspecior General.
(1) Activitics insposted or assessed: USNIC, Sasjery

(3} Sumtmary of resulis:

{2) Conducied Izt l.l:g.-.ncg Ovcsgh! inspoctiop per ELCOM Staft Mcmom-.éum
Q-2 Oversight of Irteiligenre Acivilies.
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ECIG
SUBMECT: hucahgcmc Ovezsigas Repost. 3% Qraner, FYOR

) Primary 10 officesis[(D)(3)(6 23 slteress -!b 3)(6 'LS.\
-(b)(3)(6)( »m?wﬁﬁmwmﬁﬁ?( X )( ) arexs
oT O SX5pEENHon.

131 Questicenable irxcllipace aorivities dscovered: NAA

{57 Familiariry of pessonaa! with imellipeece oversight requireroents: We interviewed
USNIC persoane] and asked 13 questions peraaiting 10, The ofiy quession that individsals
8id oot xpewer correcsly wes “How ionp ¢an vou sare US person infd before déterminizg
permenent starage is wxborized?™

: (5} Adequacy of organizstion m.clh"e:xeeo\czssnm.n.r., prograe: (b)(3)(6)
one of the hest IO programs & the EUCOM hiszter yad we commmendad hita on BiS preEsa
b)(3)(6) YO progrzm is in compiiznoc with stendazds in EUCOM \uu"\‘emo—aném R
TRErsight relligence dcrizities,

{6) Corrcotive actions takers N/AL
5, Changes © iniiligence eversighs program (inchuding chamges 10 seppordng wrsining programs

anduemﬁonhednm zmhtw.w of the directive or policy whith diroets the change).
None,

8. Chrgesto pubhshed directives or pelicies conceming inteilizence. soomerintelligence. o7
inteitipence-relsted activities (xrmazh = copy of the dircerive or policyl: Neze.

7. Suuns of oagoing Procedure qumm: \oneoa;,pm,
& Onher matiers perineat w USEUCOM imelipence oversipht programs:
2 EUCOM IG will conduct a2 bexs: one intelligence oversight inspestion during 4Q FVDS.
b. EUCOM IG will concinuc t woport dutz from AFRICOM il tacir progrem is ug £od
 resaing. EUCOM S§SO providad AFRICOM an Intel Oversipin “staster bock™ 02 12 Junc 20638
and discussed the requiremens with their division chict, AFRIGCOM will contines 10 repart

" throvgh EUCOM uadl they emablish their own comvnand fevel progrenm. After | October 2003
AFRICOM =il repon direstdy 1o the Joing StuT1G.

9. Pomormmsmmms.[(b)(s)(e) ’ . T Jer
[(b)(3)(6) | »
B
Chict. Ao & lavesigations
. | ODNI/DOD.
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EXCLOSURE C - USJFCOM
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FORCES GOt
362 LATSOER IVDEE BUTE 2% - C a e

5240
JOIGR
7 Jul 300§

MEMORANDUM %R INSPECTOR GENERAL, THE JOINT STAFF
(ATTHN: (b)(e)

Subject; U.S. Juint Forces Commazad (USIFCOMY heihg:ac: Overnght Repost for the
¥rd Quarter FY'-08

1. Riegat or improper activitics.

No intelligence activiry hat boen identified which i$ reasonably believed 1o he
ifegal of contrry w0 Executive Order of Department of Defense instructions concesned
with insclligencs oversight.

2 Signjficant Inwl!xm Orectnight acdvidey

& USTFCOM Joint uufmcmmmmxom for 87
personnkt associeted witk the F'WFC intelligence enterprise. -

b. The Joint Pesonas) Rovovary Ageney (JPRA) Intelligence Directorsts is
coopersnng itk e Reders! Burcan of Invastigation on the Global Hostage - Taking
Ressarch and Anatysis Projocs mansgod by the FBL's Bebavioral Science Unit.
Couperation is within the limnits scl by DOD 5240, -R.

3. Results othnlh;mw()mgmlmpw

2. Tee USIFCOM huspector General's Office canducted anit cotmrand
imypoctions of the Joim Waztere Analysis Caner (FWAC) in Dablgren, Virginia from $-
13 Junce. medememwmACm found w0 be in
mdmmﬁuﬂmﬁ#mmmdamdmmwﬂmgmm fow
the command's intelligence oversight program.

4. Suggestions for mwx:'.\laoc

5. USTFCOM IG huzlligence Qversight point of oomtact is Major T R. Powledye ad can
b reachied w {757) 836-9941 9 or DSN 836-5941-0.

y R, Powledge
By Direction
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| ENCLOSURE D - USNORTHCOM |

ODNI/DOD 46

.




Fhi=t6-20:07 13154 3S PRIV

/
l
l
tl
A%
¥
A
T~
o
S
-~
¥}
S
"
’
o

NORTH AMERICAN AEROSPACE DEFENSE COMMAND
' AND
UNITED STATES NORTHERN COMMAND

MEMORANDUM FOR INSPECTOR GENERAL, THE JOINT STAFF
(ATTN[(b}(6) 1UsA)

FROM: NORAD ang USNORTHCOM tnspeclor General

SUBJECT: -US NORTHERN COMMAND {USNORTHCOM) lntelbgence Oversigh;
Report for Third Quarter FY08.

1. liegal or Impraper Activities

No intelligénce activity has been identified which fs reasonably befieved to beailiegat or
contrary to Executive Order or Depariment of Dafense directives concemed with-
intefligence Oversight for USNORTHCOM or ts subordinate foint commands durtng this
quarter.

The possitlé IG issue mertioned in the last report is stitl being dcvelnped A separate
update was submntted {ast month thmugh the Joint Staff 1G office.

2. Significant Intefligence Oversnght Actmﬁw

a. The N-NC IG completed an Inteligence Oversight inspection of JTF-CS and a
Staff Assistance Visit of Fieet Forces Command. The arganizations were welf
versed In thelr duties and responsibifiies, understending canstitutional constraints,
and the laws and direclives which govern the collection, dissemination and storage
of sensitive information, espacially that daia which is constrainad by Intelligence
Oversight guidance or acquired on non-0OD persons. Their programs are strong.
with only minor recommendations for improvement.

- The N-NC IG conducted an (O vigk {0 observe Operatzon Guif Watch in Corpus
Christl, TX on 18 May 2008. 10 visitors included representatives fram the N-NC IG,
ARNORTH G and SJA, and JTF-N SJA, I3, ard J2. The purpose of the visitwas {0
conduct 3 review and assessment of 10 requisite processes/procedures for the
:mp!ementaﬁon of the Countér IED Oparations Integration Center {(COIC) database
system in the JTE-N miission sal. The COIC-employs a system of systems to query
muttiple data bases using analysts query profiies to assist in the developmentof a
user developed operating picture. The Issue is lo ensura analysts’ queries do not
purposely target US persons, and inthe event US person's Informabion is gathered, : i
a process is in place to identify, redact .or delste data thal is otherwise not : i
authorized for retention. .
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b. Training: Al N-NC intefligence Directorates and subordinate commands have
corgiucted inidal and refrasher training for personnel. The percentage cf personnel
tralned in the command Is cumrently 98%, and all efforts will be made to
maintainfincrease this level. Due to the differing missions at each subondinate
command within N-NC, training tools have been developed at each site that
emphasize actual.examples of what the indMdual ahalvst may see in the course of
thetr day. The ATSD (10} training tools (CD and website) are aiso used as negded.

c. Sugges'aons for Improvement: The N-NC J2 and IG are undergaing an
intermnal review of processes in an attempt to mitigate any future IC related
Information leaks. Main effort Is focused on adding email searches as part of the

eversight program, as well as additional emphasis in all training events on safe
guarding classified and USPER information.

N-NC is heavily engaged in the upcoming Nationzt Converitions. To prepare, the-
command J2 and G have been working with the Colorado and Minnesota National
Guard to ensure compliance with all 10 requirements. To date, several policy letters
have been signed between the TAGs of each state delineating the rules and poficles
that sach respective organization will follew. A meeting is cumently being plarined
between ATSD ¢10), N-NC, and'the CO ang MN National Guard during the week of
18-22 August.

3. POG for this report is|(h}(6) |DSN 692-0989. commercial (718} 554~
- 0988,

HHHEHITITITORIGINAL. SIGNEDIUHITIHINNT -
STEVEN £, ARMSTRONG, Colonel. USAF
inspector General
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NORTH AMERICAN AEROSPACE DEFENSE COMMAND
AND
UNITED STATES NORTHERN COMMAND.

MEMORANDUM FOR INSPECTOR GENERAL, THE JOINT STAFF
(ATTN:()(6) jUSA)

FROM: NORAD and USNORTHCOM inspector General

SUBJECT: US RORTHERN COMMAND (USNORTHCOM) inteligence Ove!'sigh'
Repor! for Third Quarnter FY(08

1. lilegal or fmpraper Activities

|
|

No inteliigence activity has baen identified whxch fs reasonably belleved to be illegal or :
contrary to Execautive Orser o Department of Defense directives concemed with !
Intefligenice Oversight for USNORTHCOM or its subordinate joint commands duﬁng this |
quarter. ~

The possible IO Issue mentioned in the last report is still being dewveloped. A separate”
update was submitted last month through the Joint Staff 1G office.

2. Significant Intefligence Ovarsght Antivxtaes

2. The N-NC IG compileted an Imtelligence Overs:ght inspection of JTF-CSanda
Staff Assistance Visit of Fieet Forces Command, The organizations were well
versed in thelr duties and. responsibifities, understanding canstitutionsl] constraints,
and te laws and directives which gover the collection, dissemination and storage
of sensitive information, especially that data which is constrained by Intelligence
Oversight guldance or acquired on non-DOD persons. Their program are strong.
with only minar recommiendations for improvement.

© The N-NC IG conducted an O visit o observe Operation Guilf Watch in Corpus
Chnsﬁ TX on 19 May 2008. 10 visitors included representatives from the N-NC I,
ARNORTH IG and SJA, and JTE-N 8JA, 16, ard J2. The purpose of the visitwas (o
conduct a review and assessment of 10 requisite processes/procedures for the
implementation of the Counter [ED Operations Integmation Center (COIC) database
system in the JTF-N mission set. The COIC employs a system of systems to query
multiple data bases using analysts query profiles to assist In the deveiopmem ofa
user deveioped operating picture. The Issue is 16 ensura anatysts’ quenes de not
purpassly target US persons, and Inthe event US person's Information is gaﬂzeted
a process is in place to identify, ?edaat or delete data thal is otherwise not
autherized for retention.
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b. Teaining: All N-NC intelligetice Directorates and subordinate commands have
conducted initial and refresher talning for personnel. The parcentage cf personnel
trained in the command is cumrently 99%, and ali efforts will te mede to
mainteinincrease this level. Dus 1o the differdng missions at each subordinate
command within N-NC, training tools have been developed at each site that
emphasize aclual examples of what the indivdual analyst may see in the course of
thetr day, The ATSD Q) training tools (CD and webs:te} are aiso used as nesded,

¢. Suggestians for lmpm\'emem Tha N-NC J2 and |G are undergoing an
intemal review of prosesses in an attempt to mttigate any future IO related
Infomiation feaks. Main effort Is focused on adding email searches as part of the
evirsight program, as well as addttiona emphasis in all training events on safe
guarding classified and USPER information.

N-NC is heavily erigaged in the upcoming Nationat Conventions, To prepare, the
command J2 and IG have been working with the Colorado and Minnesota National
Guard to ensure compliance with all 10 requirements. To date, several policy iatters
have been signed between the TAGSs of each siate dellneabng the rules and policies
that each respective organizalion will follow. A meéting is curmently being planined
betwaen ATSD (10), N-NC, and the CO and MN Nationa! Guard during the week of
18-22 August.

3. POG for this report is{(h)(2) TDSN 692—0989; commercial (719) 554-
0953. . : o

HEHHHITHITORIGINAL SIGNEDIIHIHII . ' .
STEVEN £. ARMSTRONG, Colonel, USAF '
inspectar General !

'ODNI/DOD 48




SUL-10-3008 13504 | 3S:BEINT.GRAFHICS ®)2) | e

ENCLOSURE E~ USPACOM

. ODNIYDOD 49




I Dt 38 PRINT.iMAPRLS ' (b)(2) FosiT
N & ) 5

COMMANDER, U.8. PACIFIC: CGIM&IAND
(ISPACOM)
CAMP H.M, SIITH, HAWAL 968612028

7 July 2008

| MEMORANOUM FOR Joint Staff, Inspector General, Atin: [(5)(6)

Subied' QUARTERLY INTELLIGENCE OVERSIGHT (i0) REPORT,
3™ QUARTER, FY 08

Ref  (a) USCHNCPACINSY 3800.11A, 31 Wi 96
. {b)} ASD Memo ! December B, 2006

. This ncpont provides int Oversight actrvity of USPACOM t3ff and
susordmate commarnkis o7 3 Quarter, FYOS.

2. Description of vistations (\sw, regulation, or policy during tha quarter): None

3. Ustinteliigente oversight inspections including:
a, Ustof organizations — JATF West, USFK,USFJ ALOOM
PACOMLIOC, SOCFPAC andt JPAT
b. Siummartze the results ot tratvds - None.
¢. Comment ch quasticnatie ineligence aciviles dscovared - None
d. Famitianty of parsonnel with intskigence oversigiy requirements ~Vary high
s mwofommw&mmmtmnmpmn Arinuat
raining now belng conducied via compister With certificates bawng sort 10 10
coofidinaior and new. membaets £8 recaiving in-person indoctrination training
£. i inspoctions reviealisd deficiéncias, hota fha cambeiive acion taken -
Eswablishment of better racking mathods for training ectinds that include inttis!
and reciring veieng Bocompished associates with ¢ste of actual complalion.

4. Summarza mywmwwwmmtﬁmrmmmnm
program including changes: to-supporting training programs and the reason for the.
chianges. Attach a copy of the directive or policy whichi direcis the chatige: PACOMAI2
is 2is0 the Commander of PACHOC, the two merged into one prograrm. Al reporting

- wifi be done ori ong repost. wahbekgmbhwwahﬂwtwo

regenizations. ALCOM: NNCt 143 Dimestic imagery was released, T is avallable

ﬁmmmmﬂm“ brnshakway ceteryon al ri/pubSINNG.
formpuby him

5 Summanzb any COCOM/sgency level changss. 1 published dractives or poﬁdes

a. mhgenee None

b. Gountesiateligence ~ Nons

&, Inteligenoen _wm-ucommuuumwommm
Mwﬁm@d“s&m&wb‘i&ay@
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& Continue t& repart on t}nmﬂmg?tmm 15 inquiries and any sddnomt
matters pertinent 1 the:agency/COCOM inteligente ¢vérsigit prégrams are outiined in
Procadurs 15. Al reportmg commam!smmﬁu&ng indoctringtion andg refrosher

_ tratning. ,

7. Point of Contact for this report is Mr. Dévid W Prather, DSN 315-577-5101/5165 or
COMN (808} 477-5101/5165
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DEPARTMENT OF DEFENSE
URITED STAYES SQUTHERS COMUAND
— 2541 MWW IS AVENUE
ot WIAML FL 3BT

2 Jolyv 2008

MEMORANDLM FOR THE JOINT STAFF INSPECTOR GENERAL, ROOM 2C962,

ATTN: JCS DOM][(b)(6) | JOINT STAFF INSPECTOR GENERAL,
WASHINGTON, D.T. T . :

SUBJECT: Quartesly Iurelligence Oversight Activities Report for the 3rd Quarter 2008

1. (U) Reference DOD Dircctive 5240.1R. dated Deceraber 1932

2. (U) This report includes input fom HQ U.S. Southam Command, Miami, Florida: Joint Task:
Force Bravo, Soto Cano AB. Honduras; Joint Task Force Guanianarno Bay, Cuba; Speuind
Operations Camroznd South, Homesteed ARB, Homestead, Fictida and Joint lntcngcncy Tk
Force-Sowth, Truman Annex ('N‘AS), Key West, Florida,

3. (U) United States Soathern Command (US SOUTHCOM) - In sccordance with the
directive the following is provided: -

a, No intelligence activity that is reasonzbly believed to be illegal or contrary to Exceutive
Order 12333, DaD 5240.1-K, or USSQUTHOOM Regulaton 381-5 bas been zdenn.ﬁed.

b. Siguificant oversight activitics.
(1) Publications: Noge. . . ' o '

(2) Traiming: Tiwinlng notificadons go oo montbly, ki is suoreated: ¢-mail s goncruted 8 the . 1
server louct and I8 sent o all personnct who ere required W aodergo trainiog during that macth. !

{5) nspecticnus: None.
{8) Files review: Nose : B _ P
(5) Inquiries: Noane ' ' v ‘

<. Suggestions for improvement.: None,

4. Othex, None
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¢. Point of contaet for this section ﬂ(b)(Q)(e) ' il
I(b)(2)(6) o '

4. (U) Joint Task Force Bravo (JTF Bravo) - In atwtdamc with the directive d:c following is
mdd. .

LAW referenced directive, the following information is provided:

L No imclligenos activity hes boen conducted which 22y be reasonsbly construed as
iflegal or contrary to Dircetive Order 12333, DoD directives or US SOUTRCOM regulations.

b. Suggenions for improvemnent: None

c. Other. None.

d. Poit of Contact for this memorandun is|(D)(2)BNE) )
[(b)(2)(3)(6) '

© 5. (U) Special Oporatloat Comuraznd South (SOCSO-I2) - In m«sm with the dircctive
the following is wov{ded :

& No intelligence ectivity has been xdmﬁﬁod which is reasomebly believed to be illegal oy
conrary to Execative Order 12335 or DoD dircctive 5340.1-R.

b. Suggestions for improvement: Continue w provide 1O training and curreat resouros
materials © designatod intelligence personce! on a regular basis,

c Other: \'cnc

d. Point of contact for HOs Special Operstions South is[(63(2)(6) — |
(b)(2)(6) - .

6. (O) Jolnt Intersgency Task Foree-South (JIATF-S J2 CT) - In accordance with the
directive the following is provided: .

2. No intelligence acuvit) bas been vdenhﬁod which is msonablvbehcvcd wbe i!lcgal or
gonteary 1o Excomive Order or DoD Directives.

o. s;gmﬁcam aversight acdvitcs for this quarter inclade trining of newly a.l'nw'tg ocrsonnd
assignad to intelligence activities.

IFONLY
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SUBJECT: Imtelligence Oversi 3ht Activitics Report for the 30d Qucncr 2008

€. Monitored JIATF-S WebTas Program to izsure US person data wects muthorized
rerzinability under JIATFS mission a!.o\\-mg. for ke collection of infornmation seyending
international drug n‘ﬁc&.ag. .

4. Reviewed all US pevsens in WebTas and cifir clinsnated them or left thern in becavse of
sustaining informedon. The datzbase it curreat with m-\m milickars 2ad persoas wWith prioy -

criming Hstory. ‘ ‘

e. Point of conzact for JL-'»TF- is [(b)(2)(6) - _ |
(6)2)(6)
7. (U) Jolnt Task Force ~ Gl'ﬂo‘ Guantanamo Bsy. Cubu L 2ecordznce with the directive
oac following is provided: .

& No wzelhgew: acuvity that is reasonebly belioved to be iitegal or oommyto Exvcutive
© Oxder 12333, DoD 5240.1-R, 0 USSOUTHCOM Regulation a$3 5 has been identified.

b. Sigaificant ov«_stahg activipes.
(1) Publications: Neae, | |
(2) Taining: All JTE persannel receive 10 training during indtiat inprocessing into the
s Fﬁa reviews Nose
" (4) Inquiries: Nonc.
¢ Suggestions for imprevement. Noae.

_ d. Point of contass for ITF-GTMO is 16, rrr-cmo[(b)(z)(sxs) ]
I(b)(2)(3)(6) |

;@;auugf&%%&? | o
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SUBJECT: Intelligence Oversight Activitles Repast bz the 3rd Quarics 2008

§ Peim o¥Contact mt U.5. SOUTHERN COMMAND |G's Office is[(BY(2)6) | |
[(b)(2)(6) I
[®)6) 1
Depuay. Inspector General
CcF: . ’ ’
10 Officer, USSOUTHCOM
10 Officer. JTRBravo
10 Offiocx, SOCSO
10 Ofices, SIATF-S
Inspeciar General - GINMO
‘ v
LY
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U\'rtm STATES m‘» OmﬂONS COMMAND
MaCOnL ﬂamm Mm BB

7 Juty 2008

M FOR: DEPUTY NSPECT OR GENEHAL. JOINT STAFF,
300 JOINT STAFF, PENTAGON,

SUBJECT. Quartedy Inteligarice Oversight Actvities Repert for 3 Quarter, FY 2008
1. Reteronces:

a. E O« 12353, 4 Decernber 1987,

0. DOD Directive 5240.1, 25 ApR 1985

¢. DOD Regulation 5260.1-R, 7Bec«nber1§az

4. CICSI5901.01A, 3 Janiary 2007, '

2. Na violatons of applicable law's. ‘ordets, directives, ragulanms or DeD poli&w
were eponsd.

3. oudng this quarter, iere were ng imelﬁgence 'owrsgh: inspections conducted.
4. The USSOCCM SCSWZ continues 10 opeme tha Sntdhgence Oversxgnt‘rraming

.- Prograns thgugh aemmbasodmm Nomﬁgts 16 that program have

mcurrec}

s. Thc(e ware no thanges 1 any pubtismd direciias of po&eles CONCIMING
inteligence, counterintelligence or intelligence-ralated activitles during this quarter.

6. Point'of conzact is|(b)(2)(3)(6) |
(b}(3)(8)

. IR R
!nspmeamrat

Tiix is & priviepwd document, amwmumanmouwmmnmm ar
#suiional dissemination (in whole o kr part) cutside of inapector Gensrel channels ﬂm:)tv;br
spproval of the USSOCOM IG or desipnes. informadon contained bn this dooument Iy Kxmpt
mmmmwmwmmu(mz Exempifons 5, 5. and 7

=&

HORS NS SPOTRNEG C®@ ] e
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" DEPARTMENT OF DEFENSE
URITED TTAYES ITAATLAIC COMVAND
SETYTT AIR RANCT BASE, NEGDASICA, §8%¢3-420S

Reply too ) 20 Ju) 08 |
USSTRATCOM/SO0S . ' |
9C1 SAC BLVD, STE 149 ‘ : ~ |
OFFTT AFB NE 63115-6005 ‘ :

MEMORANDUM FOR THE INSPECTOR GENERAL, IOINT STATF
~ Subject: Intelligence Oversigh? (I0) Report for the period of Avr - Jun 2008

1. Toxs weee o imedligance, countenotalligence, or intelligence-related vioktions of law,
regulstion, of policy In USSTRATCOM dils quareer,

2.. Durzy this quazees, the IG ispecied the IO program at the Nutional Aitbamc Operzicns
Ceater NAQC) Intelligence. Thess was oo questionable infeligenca activity in NAOC 2nd the
NAOC IO program is excellent. The srogram is meeting 21t DoD requitements and ali personnel
inteviewed were well aware of the requiremenss of ths DoD 10 program. The [0 guining
pogrEs is sound and mests the peeds o NAQC intelligesce persorme] 2nd the DeD.

3. Thare wete no changes % the USSTRATCOM 10 programs dusing this period. §

3. There were 0o changes to USSTRATCOM 10 directives or policies conceming inelligoncs ;
" oriniclligonce-rolated activities during this period. o

5. Mr. Michael Goodroa frotn Office of the Assistant Sectetary of Defense for Eelligence - !
Ovesight (OATSD-IO) conepleted his kospection of the 10 program 2t USSTRATCCM by i
visidng four scbordinzte USSTRATCOM commands, JFCC-ISR, JFCC-NW, SCC-WMD, axd :
JTEGNO during April 203 May. There were o discrepancics In any of these subordinate ;

careaad IO programs., . :
| = gestions concerning this woztrmagt_l:hzvssmmom POC. ’
; {(b)(6) Deputy Luspector Gea Y5 :
: ‘ (b)(6)
Deputy Inspecior Geaeral

25772 36v4 T NESS oo VORR: eecfld s
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UNITED STATES TRANSPORTATION COMMANRD ,
S8 SCOFT DHIVE . i
SEOVT AR FORCE RASE. (LU $2225-535T :

1 Jdul 8

MEMORANDUM FOR THE JOINT STAFE, OFFICE OF THE INSPECTOR GENERAL
FROM: TCIG
SUBJECT: 3nd GUARTER, FY08. inieligence Oversight (10) tnspection Repont

1. The USTRANSCOM Inspector Generatl {TCIG) conductad a quariery review: of

USTRANSCOM 1O programs to assess compliance with Federal taws and rrational
directives reganding inteligence activities. Thare wens no questionatla activilies
viclations reported this quarter,

2 I additien, CAPT Brad Carpentar, USTRANSCOM laspector General (TCIG). and
Mr. Dwight Moore, Chief, Chal and Fiscal Law, Office of the Staff Judge Advocate
{TCJA). conducted an IO program inspection of the USTRANSCOM Joint inteliganca
Operation Center In coordination with the TCJ2 1O Program Monitor oy 3 June 2008,

3. The inspacton consisted of a review of TCJ2 1O program administration, to include
documentation of ancual (O training and an evalvation of the effecSvenass of that
training, As of 3 Juna 2008, 99% of avaBable TCJ2 personnet had recelved inttial or
annual 1O refreshet training for 2008, Two (2) remaining personned were scheduied to
compieta (O taining within 80 days following the inspection. All personnel evaluated
during the inspection demonstrated a sound understanding of 10 policies and the
requirements for reporting questionabie intelfigence activides,

. 4. There hava been no changes to USTRANSCOM IO program aclvities, directives, or

trairdng programs this quarter.
S, Pleage contact this ofSce at DSN 779-1781, or USTCIG@ustranscom.mil, for i
] addifonal questicons. :
|
|
/isignedy !
BRADLEY A. CARPENTER
CAPT. LS. Navy ;
Inspector Ganesat
o

USTRANSCOM/TCJI2, TCJ2-OA (hr. Knis Campbatl) .
USTRANSCOMITCIA-C (Mr. Moare}

ODNI/DOD 61

Ay e
TTTA Y



mailto:USTClG@ustrartscom.mii

e INCLASSIFED

B3 381108 30 s 2008

BN
MEMORANDUM THRU Wm | "“‘f'k-'

FOR OFFICE ormasss?mwm SECRETARY 0P Dennse
" INTELUIGENCE OVERSIGRTIIATSONOY -

SUBJECY. Quartady ietaligence Ousriyg Activives Regort (37 Quarter, Rgcal Yasr
#1108 )
1 (Ui REFERENCES"

a U BExeciytive Order 1EQ) 12332, meawwm b2}
amm

b, &N WGWOWIMM%RMM Govesting the
mammmwmmmm Decerioge 1982,

PR MMM! c&wm.zhwm
@ UL Aroy Rousation (AR 383-10. US Ay lnenligance Acthides. 3 May 2007.
a {th uwm m«;nwam

-8 Rpcwnbar 2203, sufecs: mmwmnm
Recgirement. -

w Wmmmaymmmmw
xaom 23 Merch 2008, subbatt Recuarat kor indaviliion and Soordination
¢ (U} SECRETANOFORN mamorandum, Deparimint of the ity tspecdor Geoersl
(DXIGH, Z1 Aond 2008 subsecr Qulinesty irsedigende Ovamgnt Activiies Ragort
@@ Qcan« FY 08} (UL
P U} AR0-1. (nspector Guerrs ACtvines g Procesuesé 1 Febeuany 2007,

i (U AR 15-6. Procedures for investigabng Qificary #nd 5cards. 0 Septamber 1996

nﬁnm& R
DXCEPT A XD BY AR 204 SEEORAAYION
WWMMMM Y MOt : nOsEs

O8N mmmm mm
J‘u%ﬂ& AL %3, 28 XK X WQ »

DRUSSFED > =




IRGLASSIHED

SUBJECT Quanesly inwligance Overcighit Actiniing Ropow: (37 Cuarter, FY 59 Ui
;] muvzﬂ,mwcmhmm :snm 1993

2 W smwmf mmmmw)mwmwm Bus reooT
providés informdtion on

mmmm;w»mmm
Mah mmwmﬁmmmrwm 7Y 2008.
D U1 Updates 10 QAR ravousiy mooriea;

¢ & mummmcmwu\cmmmw
womx'm FV 2008,

wat mdw.wwhmbmm?m.~

e {U) maww»wm Muacﬁ and sxaliger ce-
"?“""“"‘“"‘ a"m

gy%mmw mcﬁamiﬁumdammrm

a V) DAIGOBS:

Xt Cumutm- memuwﬁmm‘m
mcca-m-m-v;wam A final ragiort will be rencered crcn Ihat investigeicn v
coneixted. STATUS: Opan. '

b. AR DAIG-OB-GIY:.
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ws.‘ecr ow;mmmmwwm F?w an

U cmm-m—dﬂuM’”mB&mMWmc
nniuort STATUS: Opan.

2 ok mac-oc-«r
(1} (U: Beckground~ omsmymm-‘wmmmmmu

W“hWﬂl% C&l‘am Jrgan, on28 March 2008 nd £ Apnt 2008
ressesavaly

#) 1L On 28 Marcn 2008, ane mmdnut’m&mm
m&umrm:mmwmmymus

cnthal AR 35710 Camnpighon of 3 Commalsa’s auity 110 1he isus
nmmmnmm

m&mq;@mmnm«m
Suotort 5 R&Wm-n

) - U*gx‘-':g‘m smmmm mna; Al
Cempmy a dlegafied contaning Inkwmatonin
%WMMSLW 1 73 befimved thet Shis arror

xasrm-tw!af dissamraang 2 RTPIR a:h the wrong S2sl numder. Nevartiesons.
comeefian of § Tormendery nguiny-hee cesulted nthe somaciive ectiony: Fiesy
repocts subiuted by Company's WMNWMMM

Second a\encommhmomwmm Tmeiigance pysrsigh
wEnny Thad. the RTPR el roceSed  Alpns Comipany wisulic & msesags (o af resipients
mmummmawmwam,mdmzm
Hany Mﬂﬂww&mwacmhm
Sverst reporting and dispeninion crocedures.
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B WUSFD

@ Uy Cunant Statis - T cesd repaiding e twd abovs Meninnss incainces ase
nWmammewW NG forhar scadn 5 antoDated By e ¥ ‘
STATUS: Closed ) :

4 Wl UPDATES ON PREVIGUSLY REPORTED Qlas:
: & ¢ DAIG-OB-029:

MW W-mﬁsmmmm ooommumumx
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GEPARTMENT OF THE NAVY

*NAVAL NSPECTOR QENESAL
1253 T RIRCET S5
LG ION KA YARD DI HRT:FIN P
R Fk

322
Sa¢ X./1003
2% dug, 08

TILFITENTIAL - - Unslassafied upen remaval i Innlosere -1

Froms: Naval fnapecter OCemaral INAVEINSGER®

Ta. assistant. te the Sevrezary of Cafeiz= Intel tigette

':-verzigb:: .
Subiit  DEDARTMENT OF THE KAVY QUARTERLY INTELLIGENIE AYESSIAHT  rot Il

o 4 xmm \.' 2798 2L AE‘B - 330118 29Tk

Peg: {al Zxecutive Qrder 12332

by DoD Dilrectiva 543,13

1¢' Dol Regulditidh £240,1-R

{45 SECNAVINST 3340.1= :
tel DHI and IOR joinr mews tunsert i 17 3t 3
{EY NAVINSGEN ity 3270652 of & May ¢

(g7 BAVINSGEN Tty N2;1416 of 31 tgt (7

(1] WAVINSGEN ltr N2/0499 »f d§ May §8

2ncl: (1) CMC-1GO 3603 of 28 Jul 08 - Supplementsal Fralizinazy Inguiry
Jpdate )

L3?) List ef 10 .:wpo::'.o’w Conducted by Tompirancs

1. Per references {(a' threugh (d¥, this reporv 38 submitced for the
seriod 1 April-30 June 2009, .

2. During t’m.s reyorting pericd, NAVINSGER receivad no reports from
Na'y cr Marine Coroa u‘teliiqe&cs conponents cr a'::w:zie: thar :aise
T ques\:.sns of lagalicy or préoriety.

3. Significant sctivitigs this ~quu.':ctf.

®, e to the ! MBF incidaat (see parva 4.1, beliwt. uhe Marins
Coirpe will conduct an assesskant of internal controlsz and
<ulnerabllities with Yegard to insidey clireas cf all Xavine Corps
STIT's, devaloping an affective inspection cdasklist. snd providing
zorrections for nored security deficientles. This assessment will

- ewammence 11 AugusT 2073 and be completed By the =nd ={ October.

5. 7Tha Secretary of the Navy publ iahed & Baw versizsa of =ha
.ﬁsc.’ruct ion on Assigriment ¢f Respeaxibilivies and Zuthoriciex in Lla
CIfice =f the Seczetavy of the Navy (SECRAVINST 3434.7F . The ’
asa..gr.rn' ¢ responsstilizy o the MHaval .r..specr.*r mr-s's‘ n%.
regard: to inzelligence overaight remains the sare. RATINSSEN s
charged- specitically to "Provide a\*ersiqnt af z:'t-e:‘.zgewce and speTial
aczivicien.r & si_:r.-tican“ dnarge ln the Jocymwere s the addicaon of
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DEPARTMENT OF THE NAVY
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Intellxgence o'versight 1nspec:ions conducted during the '
' periocd 01 Aprxl ~ 30 June 2008. :

NAVRL mvuc—:on omm
: '.!.1*3 vE Haval Intelizga

ang e

m

NAVAL CRIMINAL IMSTIG&!:’-- SERVICE
CJ3CIS Mor hwest Figld 0554i5e
Hunan °ea-uz~-r i'_‘*:'“.:'cc:'a 2

’ COH!J"NDRR HAVAL SPETIAL mvm CO!Q‘-CRD
Navsi Soae:aal Werfare Zxoup. TWC

B CO&Q-NDER, RAVY NEZ- mrntzc WARFARE GROUF
W HIOS lorech (slangd -

NE NIOT Pemsacolz

SF ONIOT Camp Faris

‘,.. yr o

oh Nooh \g.‘l’n

COMMANDER, NAVAL m:m mrmvm Cm
ZIA Southeast, Foxt Wasiph, TR

®IA Scutheast, Atlanta, GA-

QIA i, :\c-a'a'lv, c*f*l.r:. TR

INSPEC‘I’OR m.tp QF m mm COR&’S/DEVVT! Mm INEPECTOR mm
FOR MADINE CORPS MHATTERS :

Warine Cryptoleglc SuppIv: Es:t.ahcn. FOt T 'l-;e-;n_ig Mo ’sexecceé wnita
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UNCLASSIFIED
TSAF Quarterty Repnrt to the !mﬁhgencc Oversight (IG) Board
(April-Junc 2008)

Refs: ATSINIO) Memo, dated December 8. 3006, Subj: Annual Intelligence Orversight Report
12 Congress - New Requirement and AFI 14-104, Chersight of “hiteitigenice Acifvities

i. Description of latelligence, counterinteiligence, and intelligeace-refased activitics that
violate law, regulation, or policy substaniiated during tbe gquarier, as well a8 any action
taken as a result of the violations. None reporied.

2. A fist of intelligence oversight inspections conducted and a paragraph summarizing the
resulls or trends from those inspections.

a. Higher Headquoarters {HHQ) Inspections:

{ li HQ Air Combatl Command (ACCY.. HQ ACC conducted five 10 tnspections this
Guaner with no diserepancies noted:

UNIT . LOCATION

Ist Fighter Wing Lansgley AFB. VA
3ed Alr Suppont Operations Groug Fort Hood, TX

Th Wing N Barksdale AFB. LA
255th Air Controf Squadren Gulfport, MS

127k Wing Selfridgpe ANGB, M1

{2) HQ Air Education 2nd Treining Command (HQ AETC). HQ AETC conducied two
10 inspections this quarter with no discrepanties noted:

UNIT - LOCATION
314tk AirtiR Wing - Liale Rack AFB, AR

325t Figiter Wing Tyndall A¥B. FL

3) HQ Air Force !nfcihgenee. Surveillance, Reconnaissante Agency (HQ AFISRA).

H(Q AFISR conducted nite inspections this quarter, with three units mcewmgm

ansuisfactory ruting. AFISRAAG inspectors exaluated initial and recuring 10 training and
documentstion AW AFL 1317, Avachment 3 &(the fa!km*ﬁu anfts:

UNIT o :

3033 telligence SqunlrontiS): ~ '(}san AB, bomb Korea
[yotachment 2, 1R IS ©san AB, South Korea
Dewchment 1L 1818 Waght Penarsor AFB. OH
National Alr & Spece Intelligence Center W rrght Patterson AFB, OH

488 S : RAF Mildenhall, United Kingdom
93th Reconnaissance Squadron (RY) ** ’ 'RAF Milderhall, United Kingdom
Detachment 2, 25 18* ' RAF Mildeshall. United Kingdom

UNCT ASSIFIED.
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UXCLASSIFIED

Detachrmient 4. 18IS : RAF Felnwell. United Kingdom
426th Irformation Oportions Squadron Volgeweh AB, Germany

** 5CC unit inspecied 'by AF {SRA due w Service Cnpologic Flemem authorty,
*Critical/Non-critical deficiencies noted in the units abov e includid:

The 303 1S did not ensure & least 75 pervent of the uait's resonds of accomplished 10
waining were available and curvent as outlined in AFI 14-104. paragraph A3.1.2. The
reason for this discrepaney was because the Unit 10 moniter relicd on an expired records
database which was no longer recognized-supported by the unit, Corrective Action: The
[0 monitor has created a wnit IO database and matches it sgainsi the unit personnel dambaye
for accuracy on the regulsr basis.

The 307 IS did not meet 73 peRcent mInimum réquirement fer wnit members and stalf
pcrsonnel awarepess of the circumstances under which intetligence cam be cotlected.
retained, and disseminared on US persons. Funthermare, the 303 IS did not meet the 73
percent minindm equirsment for unit members and staff personned awareness of -
knowviedge to repors questionable sctivitics and afse by aware that using the chain of
command is the prefersble reperting imechanism, a outlinied in AFL 14-104 paragraph
A3.2.2. and A32.5. respectively. This wes doe to a lack of sufficient 10 training within the
unit. Corrective Action: The 303 IS has begun a moathis 10 ddbit disseminaton es weil
2s iniplemented & monthly random sampimg of the' squadion 10 rack member’s knowledge
of 10 and focus training sccordingly.

The 95 RS did oot meet the 75 parcent minimumm requirement for unit members aud staff
personne! awarcness on the specifie procedures and restrictions geventing the collectiaa of
imedligence on US persons by methods such as electronis surveillance er physical
sorveilfance. in addition. the 95 RS did not mest 75 percent minimum requirement for nit
mernbers and staff personnel for required avareness to report questionable activities and
also be-aware that tsing the chain of command is the p’\rfemblc mechanism for reporting
these questionable activities, as owttined in AFI 14-104, paragraph A3.2.3. and A3.2.5.
respectively. These deficiencies were the result of personnet ll informed of their 1
responsibilities. Carrective Action: The 95 RS has since tzken action o educate unit
members on their requited knowledge of JO by updating their raining with an increased
focus on collection technigues and reporting questionable activities:

Detachment 2, 25 1S did riof meet 75 petvent mimimum requircment for unit members and
staff perseanel for required awareness 1o report qaestioazble activitces and also be aware
that vsing the chain of command is the prefersble mechanis for reporﬁn‘g those
‘questionable wmxm 2s outfined in AF] 14-104, paragraph A3.2.5. This was due o unit
- members requiring further clarity of the chain of command when Qpcrauon.ai Corrective
Actiog: Detachment 2, 25 IS took immediate zetion 1o edoc2te unit members and stafl
pmonucf and bolstered 10 traiving with an mcmmcd emphawr on feporting questiomable
activities.
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ANCLASSIFIED

41 HQ Air Foree Materiel Command (1 IQ AFMChL Ht) AFXC com..ucud ne 10
mspemnns this quarer.

{5y HQ Aidr Force Office of Special fav cstlgatmns CRQ AFOSI). HQ %FOSI conductad
no 1Q impmuonx this quaner

(6) HQ Air Foree Reserve Command (HQ AFRC). HQ AFRC conducted 1o 1O
insRtions this quaner,

{(7) BQ Air Furee Special Oporauons Command (HQ AFSOC). HQ AFSOC conducted
LW !\ ¢ 1O inspactiony thix quirter Witk fo dmrf:pamx:e mscx_

- : . ATHON

720k Special Tactic Group Huriburs AFB. FL
14 Special Tactics Squadron Ft Bragg. NC
21 Spevial Tactics Squadron Pope AFB. NC
2“ Special Factics Squadron , Hurlburt Fid, FL
22 Special Tactics Squadrer . Me Coord AFBL WA
WEWS : Hurlbunt Fid, FL
CICWS D 3 ‘ - TuBragg, NC
QCWS Dett ' FlLewis. WA
st Spegial Operations Wing Hurtburr AFB:FL
193¢ Spécial Operations Wing Hortburt AFB, FL
125th Special Tacties Squzdron. OR ANG " Pontiand ANGB, OR
1224 Special Toctics Squadron. KY ANG Lautsville, ANGB, KY

(83 HQ Air Force Space Command (HQ AFSPC) HQ AFSPC conducted two
mspectzom this quarter wnh no dxscrcpaucm noicd:

|5 ST OCAT ‘-1
460ih Space Wing Buckley AFB. CQ
137th Space Werning Squadron Greelev ANGS, CO

(9 HQ Air \lob'!m Command (HQ AMC). HQ AMC condm:ed two tnspections this
quEngs with no mwnpanues nded:

UNFL LOCATION
31%th Operaiions Support Sqmdmn HOAY) Grand Forks AFB ND (18 AF)

123d Ovperations Support Flight OSFr Louisville KY (ANGY:

{30) HO Pacific Air Forces (HQ PACAF). HQ PACAF conducted two 1O inspections
shis quarter with no discreponcies noted:

TN CAT
RFW o Kunsan AB, ROK
s FW - . Osen AB. ROK

ODNI/DOD
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ONCE ASSIFTED

(11) HQ United States Air Forees in Europe (HQ USAFE) HQUSAFE combucted one

10) inspection this quanier with no discrepaneies noted:

L’NIT LOCATION
M FW : © Aviang. hah

b. Trends Noted.

A(C impixted units continue using the 13 lotclligence Squadron [0 tmining material,
primer and visual aids 10 augment &FL 14104, Anachmen: Threeas a guide for trining
emphasis and ingpectivg pregamnfoa. This has resulied in zere critical non-critiea}
deficiencies noted in the units abve.

AF SR Agency noticed a potential ll‘éud m_gg_ﬂz_ng itteHigence persanwet no
aware that they &ne required 1o repont yuestiomsbie activivies and that using the chainof
© comyrand is the preferable mechanism for reporting questiouable activirics: reference AR
By 04, pamgmph A3.2.5. The HQ AFISR Agency 10 Maritor met with an 1G inspector
vised 1 10-counerthis potential trend and has taken appropriate sieps ta
educale. AF {QR Agigney units,

¢ Upcoming Inspections.

(1) HQ ACC has five inspections planted:

UNIT LOCATION

143th Fighter Wing Fresno, CA
23d Wing Valdosia. GA
110th Fighter Win - ’ " Battfe Creek. Ml
F58hFighter \Vmg ' South Burlingron, VT
119th Wing Farpo. ND

2y HQ AETC has ope inspectiaon plantved:

UNIT LOCATION
178th Fighter Wing (ANG) - Springfistd. OH
UNCLASSIFED
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UNCLASSUHED
(31 RQ AFISR has three inspecions planned:
UNIT
3 {ntedtigonee Groep

37
377 Suppost Nquiadrof
i Tncligencs Squadron

\‘t»a\m AB Japan
Misawa AB. Japan
\fisawa AB. lapen
{4) HQ AFMC has go inspections plamied.
(S1 HQ AFOSI has 34 inspections planned:

LT LOCATION
3d Field Invearigative Region ' Scat AFBLIL -

AFOSI Delachment 301
AFCGSI Detachment 303
AFQSI Detschraent 303
AFOSE Dewchmmant 303
AFOSE Detachmen: 303

AFQSI Dewchimens 306
- AFOSE Detschmert 307
AFOSE Detachmant 310
AFOSI Detachmem 311 -

AFOS! Detrchunent 320
AFOSI Detachmem 32X
AFOSY Desschment 323
AFOSE Detachument 322
AFOST Detachinent 323
APOSI Detachmem 324
A?OSI Detachmam 386

33 Field Investigative QQMW

,‘& FIS OL-B

AFQSIP) '
AFOS] Detachiment 704
AFOQOS] Dewschoem 200
ATOSI Detachment 762

AFOS! Detachmen: 703
AFQOST Detachinent 703

AFOSI Detachmem 70
AFOSE Detachmam 73
AFOSI Detachment 06
AFOSI Detuchmery 707
AFOST Dotachmiens: 708
AFOST Detachmew: 708
AFOSI Detachmen; 708
AFOST Detachamiesnt 709

UNGLASSIFIED

Scott AFB.IL

Travis AFB. €A

OL-A Onizuka AFB, Ca
QOL-B Los Angeles, CA
MeChord AFB. WA
Dover AFB.DE
MeGuite ATB, NI
Charlzsion AFB, SC
Moody AFB, Ga

Grand Forks AFB, ND:

OL-A Minncapotis’St Prul TAP, MY

McConuell AFB, KS
Fairchild AFB. W4
MzcDill AFB, Fi.

Pope AFB.NC

MacDilt AFB_FL.
Andrews AFB, MD

Fi Meade, MD
Armgon, VA
Wright-Pauerson AFB. OH
OL-A Mariena, GA
Fulin AFB.FL

OL-A Tucson. AZ
{lansoom: ATH. XA
Albuquerque. NM
Washington D.C.

- Lanecester. Ca

«\:imﬁ‘on Va

'0L-AI::< \ee._s NV

O1.-B Baltimore. MD
Arfingon. TX
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= | AETONMEMO
sLowes | : Jaly. 10; 2008

FOR: DER IT
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