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December 15, 2009

Mr. Nathan D. Cardozo

Open Government Legal Fellow
Electronic Frontier Foundation

454 Shotwell Street

San Francisco CA 94110-1914 USA

Re: DHS/OS/PRIV 09-868

Dear Mr. Cardozo:

This is an interim response to your June 19, 2009, Freedom of Information Act (FOIA) requests submitted to
the Department of Homeland Security (DHS) Office of Inspector General (OIG) and the Office of the
General Counsel (OGC). You requested copies of the following records:

1)

2.)

3.

4.)

5.)

6.)

7.)

8.)

All reports submitted to the Intelligence Oversight Board (“TOB™) pursuant to Section 2.4 of
Executive order 12863 from February 25, 2008 to February 29, 2008; and

All reports submitted to the IOB of the Director of National Intelligence (‘DNI") pursuant to Section
1.7(d) of Executive order 12333 from February 29, 2008 to the present.

All reports of any assessments or reviews of intelligence activities by the President’s Intelligence
Advisory Board (PIAB”) to he DHS pursuant to Sec. 4(a)(ii) of Executive Order 13462 from
February 29, 2008 to the present.

All recommendations concerning intelligence matters identified by the PIAB to the DHS pursuant to
Sec. 4(b) of Executive Order 13462 from February 29, 2008 to the present.

All reports and recommendations by the [OB to the DHS pursuant to Sec. 6(c) of Executive Order
13462 conceming the performance of the DHS under Executive Order 13462 from February 29,
2008 to the present.

All records containing information and all recommendations for corrective action submitted by the
IOB to the DHS pursuant to Sec. 6(d) of Executive Order 13462 from February 29, 2008 to the

present.

All requester for investigations of intelligence activities by the IOB to the DHS and reports by the
DHS to the OB of the results of those investigations pursuant to Sec. 6(e) of Executive Order 13462
from February 29, 2008 to the present.

All reports made by the DHS to the IOB or PIAB pursuant to Sec. 8(c) of Executive order 13462,
concerning the reasons for not implementing a PIAB or IOB recommendation from February 29,
2008 to the present.

To date, our search has produced 51 pages of responsive records. Of those pages, I have determined that 31
pages are releasable in their entirety, 13 pages are partially releasable, and 7 pages are withheld in their
entirety pursuant to the FOIA, 5 U.S.C. §§ 552 (b)(2)(high), (b)(5), (b)(6), (b)(7)(C) and (b)(7)(E). Enclosed
are 44 pages with certain information withheld, as described below:



Exemption 2 (high) protects information applicable to internal administrative matters to the extent that
disclosure would risk circumvention of an agency regulation or statute, impede the effectiveness of an
agency’s activities, or reveal sensitive information that may put the security and safety of an agency activity
or employee at risk. Exemption 5 exempts from disclosure certain inter- and intra-agency communications
protected by deliberative process privilege, attorney work-product privilege, and attorney-client privilege.
Exemption 6 exempts from disclosure records the release of which would cause a clearly unwarranted
invasion of personal privacy. Exemption 7(C) protects records or information compiled for law enforcement
purposes that could reasonably be expected to constitute an unwarranted invasion of personal privacy.
Exemption 7(E) protects records compiled for law enforcement purposes, the release of which would
disclose techniques and/or procedures for law enforcement investigations or prosecutions, or would disclose
guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably be
expected to risk circumvention of the law.

Although this matter is currently in litigation, please be advised that the DHS FOIA regulations, 6 C.F.R. §
5.9, set forth procedures for filing an appeal. Appeals must be submitted to DHS within 60 days of the date
of our final response, to: Associate General Counsel (General Law), U.S. Department of Homeland Security,
Washington, D.C. 20528. Your envelope and letter should be marked “FOIA Appeal.” Copies of the FOIA
and DHS regulations are available at http://www.dhs.gov/xlibrary/assets/FOIA_FedReg Notice.pdf; Internet;
accessed December 11, 2009.

Provisions of the FOIA allow us to recover part of the cost of complying with your request. As a media
requester, you are responsible for the cost of duplication only in excess of 100 pages. Therefore, there is no
charge associated with this response. As such, your request for a fee waiver is moot.

Our office continues to process your request, If you have any questions regarding this response, you may
contact this office at 866-431-0486 or 703-235-0790. Please reference DHS/OS/PRIV 09-868 in any future
correspondence with this office.

/ania T. Lockett

rf‘ Associate Director, Disclosure & FOIA Operations

Enclosures: As stated, 44 pages
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Homer Pointer

General Counsel, Intelligence Oversight Board
New Executive Office Building, Room 5020
Washington, DC 20500

Re: United States Coast Guard and Department of Homeland Security Office of Intelligence and
Analysis Intelligence Oversight Quarterly Report

Dear Mr. Pointer:

Pursuant to Executive Order (EO) 12863, we are forwarding to you the October 2007 — December
2007 Intelligence Oversight Quarterly Report of the United States Coast Guard (USCG) and
information about the intelligence oversight activities of the Office of Intelligence and Analysis
(I&A).

1&A reported two questionable activities during the quarter. In late September 2007, an I&A
intelligence analyst working at the department’s National Operations Center allegedly performed
and requested intelligence and law enforcement database checks on an individual for personal
reasons. After learning of the alleged activity, the analyst’s managers reported the incident to the
Department of Homeland Security (DHS) Office of General Counsel (OGC), (b6} (D) 7}c)

In early October 2007, 1&A released an intelligence note entitled Nation of Islam: Uncertain
Leadership Succession Poses Risk. 1&A distributed the note by email to 482 addressees, including
those of DHS staff, other members of the Intelligence Community, representatives of other federal
departments and agencies, congressional staff, and at least one state government entity and one
educational institution. Immediately after distribution of the intelligence note, both the Associate
General Counsel for 1&A and I&A’s Intelligence Oversight Officer expressed concerns about the
content and dissemination of the intelligence note. In response to these concerns, I&A recalled the
intelligence note a few hours after the initial email distribution and requested that recipients delete
and destroy their copies of the intelligence note.

After consulting with the Office of Inspector General (OIG), the Associate General Counsel for I& A
verbally notified the TOB Acting General Counsel of the incident. 1&A’s Intelligence Oversight
Officer subsequently conducted an inquiry into the matter. He determined that 1&A had violated
internal intelligence oversight guidelines by collecting and retaining information on the Nation of
Islam and other U.S. Persons named in the intelligence note for more than 180 days without making
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Office of Inspector General

U.S. Depertment of Homeland Sccarity
Washington, OC 20328

Homeland
Security

MEMORANDUM FOR: Matthew Kronisch
Associate General Counsel (Intelligence)

FROM: Carlton 1. Mann
Assistant Inspector General for Inspections

SUBJECT: Intelligence Oversight Quarterly Report for the
Pirst Quarter of Calendar Year 2009

Attached is the quarterly intelligence oversight report to the President’s Intelligence Oversight Board
(IOB) for the first quarter of the calendar year, January 2009 ~ March 2009. In preparing this letter,
we consulted with your office and obtained concurrence with 1ts contents.

Please pass the enclosed letter to the General Counsel for his signature. When he has reviewed,
signed, and dated the letter, please forward it to the General Counsel of the JOB in accordance with
IOB procedures. In addition, please provide copies to the indicated Office of the Director of
National Intelligence JOB Team, the U.S. Coast Guard’s Senior Counsel for Intelligence and
Criminal Investigations, the Office of Intelligence and Analysis’ Intelligence Oversight Officer, and
one an additional copy to me, for our records.

Should you have any questions, please contact me, or your staff may contact (5} (6) at

(202) 254-(b) (6}

Attachment
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., 000005

UNCLASSIFIED/, OFFICIAL USE ONLY

U.S. Department of Horeeland Security
Washington, DC 20528

Homeland
Security

Homer Pointer

General Counsel, Intellipence Oversight Board
New Executive Office Building, Room 5020
Washington, DC 20500

Re: Upited States Coast Guard and Department of Homeland Security, Office of Intelligence and
Analysis Intelligence Oversight Quarterly Report

Dear Mr. Pointer:

This Intelligence Oversight Quarterly Report for the United States Coast Guard (USCG) and
Department of Homeland Security (DHS) Office of Intelligence and Analysis (I&A) for the period
Japuary 2009 ~ March 2009 is submitted pursuant to Executive Order (E.O.) 13462.

Office of Intelligence and Analysis Reports
During the covered period, I&A reported one questionable activity which was investigated, assessed
and resolved as follows:

During the first week of February, 2009, I&A’s representative to the State of Wisconsin Fusion
Center, having received erroneous geidance from his supervising DHS program office regarding his
authority to support local police and public safety efforts, prepared a threat assessment regarding a
local demonstration by pro- and anti-abortion groups. Only two copies of the threat assessment were
distributed: one to the fusion center director and one to the local police department. Recognizing
the sensitivity of the reporting, the I&A representative sought assistance from DHS’ Office for Civil
Rights and Civil Liberties and Office of the General Counsel. This activity, requiring the collection,
retention, and dissemination of U.S. person information regarding protest groups which posed no
threat to homeland security was outside of I&A’s authorized mission and violated the I&A Interim
Intelligence Oversight Guidelines.

The report is unlikely to have any effect on national security or international relations. Due to the
limited dissemination, the report is unlikely to have any impact on civil rights or civil liberties. All
copies of the report held by I&A have been destroyed or deleted.

The Intelligence Oversight Officer conducted remedial training with the Field Representative
emphasizing I&A’s authorities, which must be followed at all times and the requirement pursuant to
1&A’s Interim Intelligence Oversight Procedures to coordinate any initiative with the Office of
General Counsel (Intelligence) that may impact constitutionally protected activities. Additionally,
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the Office of General Counsel (Intelligence) met with the representative’s supervisory program
office to discuss and advise regarding its guidance to the field.

United States Coast Guard Intelligence Element Reports

The intelligence ¢lements of the United States Coast Guard (USCG) did not report any questionable
or unlawful intelligence activities during the reporting period. The Coast Guard Criminal
Investigative Service continues 10 monitor and assist the FBI with two cases referred pursuant to 50
U.S.C. §402a or 28 U.S.C. §533.

Should you have any questions, please contact Mr. Matthew L. Kronisch, DHS Associate General
Counsel for [ntelligence, who may be reached at 202-282()(6) or Mr. Carlton . Mann, Assistant
Inspector General for Inspections at 202-254-4100.

Sincerely,
Ivan Fong Richard L. Skinner
General Counsel Inspector General

ce: Deputy Assistant Inspector General for Oversight and Policy, Office of the Director of
National Intelligence
Office of the Director of National Intelligence, Office of General Counsel I0B Team
Senior Counsel, Intelligence and Criminal Investigations Directorate, USCG
Intelligence Oversight Officer, I&A
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U.S. Deportment of Honeland Security
‘Whashington, DC 20328

Homeland
Security

" Homer Pmmei; o R JAN 0 7 2009

General Conmci Intelligence Over sight Bomd

New Executive Office Building, Room ‘SO’?O

Washmomn DC 703’)0

Re: United States Coast Guard and Depamnent of Homeland Sccurxty, Oflice of Intelligence and
Analysis lntelligence. Oversight QU:JEE‘JI}? Re,pml

Dear Mr. Pn-n(er' o

This Inte eiligence. megbt Quanczly chor for the United Siates’ Com‘ Guard (USCG) and

- Department of Homeland Secarity (DHS) Office of Intelligence and Analysis {1&:) for thie period

July 2008 - Scprembm ')ODS is submmad*pursudm o Executrvc, Order (E. O 3 13462.-

L Of I" ce of Intelllgence and Analysxs Repnrts

1&A reported one new incident and prowded an updalc on a pa\L mczdcnt 1 ils quarterly report.

Homeland Intelligence Reaori on a Musli Jn Conference in Georgia
On M'ly 22, 2008, I&A released (0)(2) High (b)72}

—titled, TERRORISM WATCHLIST: Informaution Regarding g Flier
Pasted at u Mosque in Ohio Anrouncing an Upcoming Conference in Georgie. (X2} reporied
on the activities of two individuals- with (P)2) High (b)(7e)
and information in a flier posted outside 4 U.S. mosque. The flier announced an upcoming
confercnce ata mosque in Georgia and listed all the speakers. Several speakers were U.S citizens.

One of the *q;eake;s was seen outside the Colurabus mosque speaking to one of the individuals (b)2)

{6)2;  However, thete was no information in the flier or the website tying the conference to
tadical extremism orterrorist activity, It-was within I&A’s authority to collect, retain, and
disseminate information regarding the acfivities of the two individuals{t} (BHZ} High (B) but
outside [&A’s avthority to collect, retain, -and disseminate information regarding the conference in
Georgia or the speakers who were U.S. pérsous, I&A did not have any evidence the conference or
the speakers promoted radical extrenism or terroxist activity, and their activity is protected by the

First Amendment of the Constitution. Reporting on il wolatcd 1&A’s Interim Intelligence Oversight
Guidelines. However, due o the limited. distribution (& (b%2}  there is no evidence of any lasting

impaci on civil liberties and privacy i ghts nor is there any evzdeme of impact on nauouai security
or U.S. relations with other nations. :
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The source ml'onmuon has been destroyed or uelelec emep( for information relating to (2)

2y
e

\ [n an eff OJt to pr event foture mudenls of thxs type, OI fice of General Counsel (OGC) staffand the

interim,

1&A Intelligence Oversight Officer plan ta continue to meef with 1&A personne! to identify issues
regarding the gollection, retention, and dissernination of U.S. person inlormation.

Cmeremona! Correspondence S

The Secretary of Homeland Security. recewed correspondence hom U.S. Senators Feingold and
Rockefeller ( see classified attachment): exprcssmv their concern regarding certain I& A intelligence
products which had previously been repodted 1o the IOB, T&A's conduct of analysis regarding
certain domestic-matters, and the role of another DHS component in arelated initiative. The Office
of the Director of National Imc!lwence (ODN}) was notzﬁed oi the letter cmd s eoordinating on the

mtmpatedrexponse S

Update to Correciive Acti ns Relat a‘ o the H SDN Pos'tmxz ) :
1&A is in'the process of drafting a'anacjf Impact - Assessment (PTA} for I&A’s Homeland Secure
Data Netwoik (HSDN) webpage. Thc HSDN. PIA. remains in draft pending the issuanee of final

1&A xnfom\atton handling gmdelmes currently in development by an I&A working group. Inthe
B2 %:gh (b)7e} r

Umtcd Statec Caast Guard Inte[hgence Element Reports

The intcliigence elements of the United States Ccast Guard (USCG) did not repart anty qucxuonablc '
or unlawful intelligence activities during the reparting period. In addition, the Coast Guard Counter
Intelligence Service (CGCIS) completed its bmunual ovsmc"ht mspecuon and did not note any

~ deficiencies or reportable issues. CGCIS; icontinues to monitor and assist the Federal Bureau of

Investigation with three cases rcferred pursuam to S0 U S C. §402a or28 U. S C. §533. One of these
three cases is bemé Llosed Co

Should you have m;yquestions, ch‘aséico‘;ntact Mr. Matthew L. Kronisch, DHS Associate General

Counsel for Tatelligence, who may be reached at 202-282(5)612, or Mir. Carlton 1. Maan, Assistant
Inspector General for Inspections af 202-254-4100. - ' ’

GusP Cldehelia , . V ; o Richard L. Skinner

- General Counsetl L P " Inspector General
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Deputy Assistant Inspector Gweuﬂ for Oversight and Policy, Office of the Director of

National Inteliigence .
Senior Associate General Comsel QOffice of the Director of \m tional Intellizgence
Senior Counsel, Tntelligence and Criminal Investigations Divectorate, USCG

~Intelligence Oversight Officer, I&A
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Offive of Inspecior Gerered

U.8. Department of Homeland Sceurity
A Washington, DC 20528

“a% Homeland
L Security

NG

Pty

CFER 2 3 2008

MEMORANDUM FOR: Matthew Kronisch
Associate Gereral Counsel (Intelligence)

FROM: Carjton I. Mann d‘g% ]{,
Assistant Inspector Geheral for Irispections

SUBJECT: Intelligence Oversight Quarterly Report for the
‘ Fourth Quarter of Calendar Year 2008

Attached is the quarterly intelligence oversight report to the President’s Jotelligence Oversight Board
(IOB) for the fourth quarter of the calendar year, October 2008 — December 2008. In preparing this
letter, we consulted with your office and obtained concurrence with its contents,

Please pass the enclosed letter to the Acting General Counsel for his signature. Whea he has
reviewed, signed, and dated the letter, please forward it to the General Counsel of the IOB with four
copies. In addition, please provide copies to the indicated Office of the Director of National '
Intelligence representatives, one o the U.S. Coast Guard's Senior Counsel for Intelligence and
Criminal Investigations, one to the Office of Intelligence and Analysis’ Intelligence Oversight
Officer, and au additiona. copy to me, for our records.

Should you have any questions, please contact me, or your staff may coatact (b} (8) at
(202) 254b) (6}

Atrachment

000010
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U.S. Department of Homeland Security
Washington, DC 20528

y, Homeland
L Secumty

Homer Pointer

General Counsel, Intelligence Oversight Board
New Bxecutive Office Building, Room 5020
Washington, DC 20500

Re: United States Coast Guard and Department of Homeland Security, Office of Intelligence and
Analysis Intelligence Oversight Quarterty Report

Dear Mr. Pointer:

This Intelligence Oversight Quarterly Report for the Urited States Coast Guard (USCG) and
Department of Homeland Security (DHS) Office of Intelligence and Analysis (I&A) for the period
October 2008 — December 2008 is submitted pursuant to Executive Order (E.O.) 13462,

Office of Intelligence and Analysis Reports
1&A reported no new incidents in its quarterly report.

DHS has updated its lmplementer required by Section 2.3 of Executive Order 12333, taking into
account the recent revisions to the Executive Order. DHS Instruction 215-001 was coordinated with °
the Department of Justice and its recommendations incorporated into the document. DHS continues
to consult with the Office of the Director of National Intelligence (ODNT) regarding its
recommendations.

Following coordination with the ODNI, the Federal Bureau of Investigation and the National
Counter Terrorism Center, DHS provided a response to Senpators Feingold and Rockefeller regarding
their correspondence (reported in the previous quarterly report) concerning certain 1&A intelligence
products and other mattegs. A copy of the response has been previously provided yom‘ office and is
attached hereto.

United States Coast Guard Intelligence Element Reports

The intelligence elements of the United States Coast Guard (USCG) did not report any questionable
or unlawful intelligence activities during the reporting period. The Coast Guard Criminal
Investigative Service continues to mopitor and assist the Federal Bureau of Investigation with two
cases referred pursuant to 50 U.S.C. §402a or 28 U.S.C. §533. One of these three cases is being
closed.

UNCLASSIFIED/F FFICIAL USE ONLY
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Should you have any questions, please contact Mr. Matthew L. Kronisch, DHS Associate General
Counsel for Intelligence, who may be reached at 202-28%b}(6) or Mr. Carlton L Mann Assistant
Inspector General for Inspections at 202-254-4100.

Sincerely,
David Martin ‘ Richard L. Skinner
Acting General Counsel : Inspector General

ce:  Deputy Assistant Inspector General for Oversight and Policy, Office of the Director of
National Intelligence
Senior Associate General Counsel, Office of the Director of National Intelligence
Senior Counsel, Intelligence and Criminal Investigations Directorate, USCG
Intelligence Oversight Officer, I1&A

UNCLASSIFIED/, OFFICIAL USE ONLY
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UA, Department of Homaland Security
Washington, DC 20528

¥ Security

Homer Pointer
General Counsel, Intetligence Oversight Board
New Bxecutive Office Building, Ruom 5020 -

Washington, DC 20500

Re: United States Coast Guard and Dcpanmem of Homeland Security, Office of Intelligence and
-Analysis Intelligence Oversight Quarterty Report ,

Dear Mr. Pointer:

Pursuant to Executive Order (E.Q.) 13462, we are forwarding to you the April 2008—Jane 2008
Intelligence Oversight Quarterly Report of thé United States Coast Guard (USCG) and Ofﬁce of

Intelligence and Analysis (I&A).

Office of Intelligence and Analysis Reports :

[&A reported several incidents and activities of interest during the quarter. When I&A bas become
aware of a potential intelligence oversight violation, it has taken timely steps to investigate the
activity, mitigate the consequences of 4 vmlat:on where one is deemed to have ocousred, and identify

appropriate corrective actions,

Mainstreum Voices Intelligence Note

On April 29, 2008, I&A relessed an inteiligence note entitled, Idensifying Mainstream Voices:
Influential Speuker Counters Istamic Extremizne. The intelligence note focused on the role of 2
known U.S. Muslim leader in countering violant Islamic extremism, and identified possible
misinformation about the leader. The intelligence note also contained other information on groups
and individuals considered to be U.S. Persons.. I&A prepared the note for the DHS Office for Civil
Rights and Civil Liberties (CRCL)) for it to use in its ontreach program, and subsequently distributed
the note to & bronder audicnce. 1&A was within its authority to prepate the intelligence nole and
disseminate it to udditional recipieats. However, T&A did not minimize U.S. person information in
the note prior to its further dissemination, which is in violation of I&A’s interim intelligence

oversight procedurcs.

After teviewing the intelligence note and its dissemination list, (b} (3}
The intelligence note wits administratively reculled and removed

UNCLASSIFIED//FO ICIAL USE ONLY
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from web portals where it bad been posted. 1&A is minimizing the note’s U.S. Person information
and will disseminate the revised note to a lnited andionce.

1&A personnel were subsequently queried about the jutelligence note by staff members from the
Senate Select Committee on Intelligence and Senate Judiciary Commitiee. The Under Secretary and
members of his staff and Counsel met with siaff from both committees on two separate occasions in
mid-May 2008, and continue to maintain an active dialogue concerning this product.

Hizb.ut-Tahrir Special Assessment _
On May 14, 2008, I&A released a Special Assessmont entitled, Hizb wt-Tahrir United States:
Emerging Threat for Radicalizing American Muslims. Hizb ut-Tahrir United States (HTUS) was not
marked as a U.S. Person in the assessment's initial release. A fer reviewing the assessment, as well
as background information on the group, (0J (5)

and HTUS be marked as a U.S. Person. On May 13,2008, the assessment was
administratively recalled, HTUS was marked as a U.S. Person, and the assessment was re-released.

Homeiand Security Data Network Postings

On May 20, 2008, 1&A’s Intelligence Oversight Officer learned that [&A has been posting products
Irom state and local agencies on the Homeland Secure Data Network (HSDN), DHS’s Secret
Internet Protocol Router Network (STIPRNET) equivalent, since at least 2005. The HSDN web-
based portal bas several sub-portals that provide users access to 1&A intelligence products as well as
products originated by other DHS componenits, federal agencies outside of DHS, and state and local
ageucies. In a review conducted by the I&A Intelligence Oversight Officer, it was determined that
more than 350 state and local agency producis were posted onto J&A’'s HSDN sub-portal J&A's
Intelligence Oversight Officer reviewed these products and identified numerous state and local
agency reports on U.S, Person activities, including, in some cases, activities thal could be considered
constitutionally protected. It was determined that the posting on J&A’s HSDN sub-portal of these
state and local agency products violated 1&A’s interim U.S. Person procedures.

(b} (5)

Update on Corrective Actions Reluted 1o the:Nation of Islam lmelligence Note
1&A has taken scvera] corrective uctions to address concerns raised following the releasc ol'its
October 2007 intelligence note, Nation of Islam: Uncertuin Leadership Succession Poses Risk.

e Copies ol each of I&A divigion’s mission statements were forwarded to the Office of General
Counsel (Intelligence) and Office of Inspector General for review, (b} (3)
& A drafled & revised mission statement for the division that
prepared the Nation of Islam note, thé Homeland Environment Threat Avalysis Division
(HETA).

UNCLASSIFIED//FO CIAL USE ONLY
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» I&A’s Intelligence Oversight Officer and representatives of the Office of General Counsel
held a wockshop in May 2008 with FIBTA analysts. Discussions centered on collection,
analysis, and reporting on the radicalization process while ensuring the protection of civil

. rights and civil liberties.
{632) High (b)(7e)

s I&A's Production Management Division has updated the dissemination matrix in its Product
‘Abstyact that will allow analysts to further delineate which entities should receive particular
intelligence products.

o The Office of General Counsel (Imclhgencc) and the I&A Intelligence Oversight Officer
continue to work closely with analysts from HETA and reports officers from the Collection
Requirements Management Division on various intelligence products and requests for
information associated with scnsitivé issues related to civil rights #nd civil liberties.

Training, Inspections, Assistance, and Spot | i.’l’keclcx

& A offered intelligence oversight training on seven occasions during the reporting period to orient
new [&A employees to intelligence ovcrsxg,m responsibilities and refresh the related understanding
of continuing staff. In addition, I&A’s Intelligence Oversight Officer conducted an informal
inspection of the Borders and Chemical Biological Radiological and Nuclear Threat Analysis
Division (BCTA) in May 2008. 1&A also p;:rformad several spot-checks during the quartcr

Other Inielligence Oversight Program Dewlopmmw

On April 3, 2008, the I&A Under Secretary and Associate General Counsel (Intelligence) signed a
memorandum entitled, Interim Intelligence Oversight Procedures for the Office of Intelligence and
Analysis. (b)R2) High (b} /&)

A copy of the memorandum is enclosed. (D)(2) High (b)(7e)

At the request of an I&A State and Local Fusion Center field representative, 1&4s Intelligence
Oversight Officer developed several flow charts that illustrate the collection, retention, and
dissemination of U.S, Person information in:accordance with B.O. 12333 and I&A’s interim
intelligence oversight guidance, These flow-charts were distributed to all I&A State and Local
Fusion Center field representatives, and have been incorporated into I&A’s intelligence oversight
training materials. Copies of the flow chartq are also enclosed.

On April 3, 2008, 1&A's Information Sharing and Knowledge Management Division (IM)
announced the initial operating capability ofithe(b)(2) FHigh (Bj(7e}

UNCLASSIRIED/F ICIAL USE ONLY

000015

ey



http:spotcheck.1l

000016

UNCLASSIRIED/ CIAL USE ONLY

This is consistent with 1&A guidelines.

United States Corst Guard Intelligence Rlemont Reports

The intelligence elements of the United States Coast Guard (USCG) did not report any questionable
or unlawful intelligence activities during the reporting period. In addition, the Coast Guard Counter
lntelligence Service (CGCIS) completed its biannual oversight inspection, and it also did not note
any deficiencies or reportable issues. CGCIS continues to monitor and assist the Federal Bureau of
Investigation with three cases referred pursuant to 50 U.S.C. §402a or 28 U.S.C. §533.

{BY2) High (bY{7e)

New personnel assigned o USCG imcliigence elements recejved initial intelligence oversight
training durirg this reporting period.

Should you have any questions, please contact Mr. Matthew L. Kronisch, DHS Associate General
Counsel for Intslligence, who may be reacheid at 202-282(2)(6) or Mr. Cariton 1. Mann, Assistant
Inspactor General for Inspections at 202~254 4100.

Sincerely,

va;:,( X Mhosio
- Richard L. Skinner
Actmg Gen&ral Counsel Inspector General

cc:  Deputy Assistant Inspector General for Oversight and Policy, Office of the Director of

National Intelligence
Senior Associate General Counsel, Office of the Director o National Intelligence
Senior Counset, Intelligence and Crivinal Investigations Directorate, USCG

Intelligence Oversight Officer, 1&A

Attachments:
USCG Intelligence Oversight Quarterly Report, August 2008
1&A Intelligence Oversight Quartetly Report, July 2008
Interim Intelligence Oversight Procedures for the Office of Intelligence and Analysis, Apri!

2008
I&A Collectzon and Retention of U. S Person Information Flow Chart, Aprif 2008
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1.8 Department of Homeland Security
Washingion, DC 20528

July, 15, 2008

MEMORANDUM FOR:  Gus Coldchella
Acting General Counsel

Richard Skinneg
Inspector General
FROM: L. A “Ole¢” Bro lghton
Intelligence Ovormght Ofﬁc‘cr”’/?%

SUBJECT: Intelligence Ovcfs;ght‘QuarterlyReport

This is the Office of Tntelligence and Analysixf'['{&A):Quarter}y Intelligence Oversight Report for
{he period April 1,2008 to June 30, 2008,

Issues:

Mainstream Voices Intellipence Note i
On April 29,2008 1&A Prod'uclion"Maxmgcmcht (PM) released un intelligence nole entitled:
“Identifying Mainstream Voices: hyfluential Sppaker Counters Islamic Extremism.” The
intelligence note was prepared by the Radicalidation and Extremism Branch, Homeland
Bnviropment Threat Analysis Division.and focused on the vole'of a known U.S. Muslim leader in
countering-violent Islamic extrefnism.and to rc\}pond to:possible misinforination on this
individual. This: mtcll!gmcc notewas written i consultation with DHS Civil Rights und Civil
Liberties. {CRCL) and iniitinlly provided-to just’ L;RCL for use as part.of theiv outreach progran.
Tho:in lhgcnce note was-writien pursuant.to l&A s-authority.under Scction 201 (d)(17) of the
Homeland: Security Act of 2002 which allows | &A “[t]o providled-int¢lligence and information
ahalysis and support to other clcme.nrs of the* Dz,partmcm The intelligencenote contained
information on g numbier of groups and. mdmduala considered to beLi.S. Persons. This
information was needed in order for CRCL to ﬁ;l ly understand ;md assess the produet. Since
other gtwemmcnm} -agencies have outréach pmgmms similar to CRCL,{6)(2) High (bii7e}
(B)(2) High (b)(7e) it was decided within 1&A to Further
disseminate this note to members of the Intelliggnce Community, DHS components, and [&A’s
Field Representatives at the State and Local Fugion Centers. In genersl, this dissemination was
within I&A’s authority pursuant to Section 201 (&)(17) and Section 201(d)(3) as part of our
mission “to identify- “prioritics and: protective and support mensures. .

i i W
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posting of information from State and Loc.aii agencies on to the Homeland Secure Data Network
{HSDN). 1&A has a webpage on HSDN (1 SDN itselt’ is owned by the DHS Chief nformation
Office (C10)). The I&A wibpage bas variolis, portals which allow.access to [&A intelligence
products as well-as pruducts disseminated 'bw .other DIES agencies, agencies outside of DHS, and

State and Local agencies. ]

While [&A has been posting products:on betiwlt “of and/or ot the request of State and Local
Agencies since 2005, more-tailored guxdclmes than that found within the 1&A Interim
intelligence Oversight Guidelines is: wan‘anl{:d ‘Also, u Privacy Impact Assessment (PLA) was
not completed. The Privacy Officeis. addxcef?mg the potential Privacy Acl issues associated with
[&A’s use of this system.

There were over 350 products posted on HSEN on behalf of State and Local Agencies. The
Intelligence Oversight Offiserreviewed eachof the State and Local Agency products, numerous
instances were found where State and ‘Local- ?;gencscs were-reporting on acfivities by U.S.
Persons which, in some instances, are considered Constitutional] y protected activities that may
‘bo lawful to report on under law enforcementauthorities but are outsmde of {&A’s authorities.

{bY {5}

3.

The posting on HSDN of State and Local Aggmcy protlucts that contain U.S, Person information
outside 1&A’s authorities was a violation of [A’s Interim Intelligence Oversight Guidelines.
Since I&A, not the States, control the conlcntgof information posted on:I&A's webpage on
HSDN, these products should not havebeen dtsaemmated by 1&A on-HSDN.

Information Sharingind KnowlcdgeMaxmge{nmt Division (IM) is in the-process of drafting a
PIA for 1&A’s HSDN webpage. Additionally, IM is jooking at setting up 1&A's webpage
similar to FIS-SLIC where the States, not (& A, control the content of what is posted on their
individual portals. In the interim, [l’pradm,ts,ssent 1o I&A by our State and Local Partners are
now being reviewed for content: by the Officetof General Counsel (Intelligence) and the
intelligenece Oversight Ofticer prior to postmg"an HSDN.

Wikipedia Posting

SEFRUNUPPRRI

(AR

On June §, 2008 the Office of General Counsgl. (Intefligence) was notified by u member of 1&A

3

of a possible questionable activity involving t F Wikipedia website, The Office of General
Counsel (Intelligence) notified the Intclligence Oversight Officer of the possible questionabic
activity on June 6, 2008 i

Wikipedia is an online encyclopedia which allé»ws anyone with intemet aceess to provide
coutributions, There is a webpage on W\kipedna which contains information about the Under
Secretary of. 1nlclhgence and Anslysis.- Contributions can be made anonymously, although the
1P address of the contributor is displayed on the webpage.

UNCLASSIFIEDU/EGR OFFICAL USE ONLY
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An {&A contractor at home on his own timqi;rovided a contribution to the site regarding the
Under Secretary’s management style. Another I&A contractor at home and on his own time
discovered the contribution and conducted an IP address search. The second I&A contractor
then came to work, and, using an 1&A alpha toster, dotermined who he thought had madc the

contribution: Hetold several 1&A mnployeesgof'his. discovery.

P v—

i

Several DHS Management Dircctivcsallow@inc limited use of the internet at work for personal
use subject to a number of caveats. An 1&A jull-time employee (FTE) went to the Under
Secretary’s webpage on Wikipedia during hi{ limited personal usé time and read the contribution
made by the first I&A contractor. He disagresd with the remarks and deleted them, which is
allowed on the Wikipedia site. However, Wiidpcdia contributions are not actually deleted; they
are simply moved to the history portal of the "éubject’s wcbpage. The IP address of the person
who deletes a contribution is also displayed on the site. [n this.case, based on the TP address, it is
relatively easy for someone using an [P address locator to surmise it- was someone within the
federal government that deleted the I&A coniractor’s contribution.

The 1&A FTE’s actions probably violated DI%S policy as outlined in Management Directive
(MD) 4600.1 Personal Use of Government Q?f{t"ce Lquipment. Section VI, Paragraph F.(1)
states: “DHS employees must ensure that peryonal use (of the internet at the office) does not give
the appearance of acting in an official cupacity. For example, DHS employees may not post
DHS intormation to external news groups, bulletin boards, or other. public forums without DHS
authorization.” Even though the Management Directive does not specifically address editing or
deleting material on the.internet during persondl use time, arguably the intent is to refrain from
that type of behavior as well. The second"I&f}X' contractor misused govermment resources by
using the alpha roster to attempt 1o locate'thegfirsi 1&A contractor. ‘Government aipha rosters,
phone trees, etc. are for.official use only; the:dmproper-use of these resources is also a violation
of MD 4600.1. Neitherthe I&A F'TE or the second 1&A contractor were engaged in intelligence
activities when they viclated DHS policy. Therefore, this incident was not considered an
intelligence oversight violation. (87 (8)

(b) (B}

1

1
Update on Correetive Actions Reélated to the NOT Intelligence Note:

i
The other corrective actions outlined i the N;&)I inquiry have also been implemented. On
December 14, 2007 a capy'of each 1&A Divigion mission statement was forwarded to the Office
of General Counsel (Intellizence) for review.] Additionally, the Associate General Counsel -
(1&A) requested the Intelligence Oversight '(’Z)ﬁffﬁccr-dmftu new mission-statement for Homeland
Environment Threat Analysis (HETA) Division which was forwarded to the Associate General
Counsel on November 21, 2007, The »Zntellig;encco versight Officer completed the Product
Justification Worksheet on April 1, 2008, aftér receiving input from the Oftfice of General
Counsel (Intelligence), DHS Privacy Ofﬁce,ffmd DHS Civil Rights and Civil Liberties, It was
forwarded to HETA the same day and is curréntly under review by « HETA waorking group for
incorporation into their SOP. Additionally, PM has updated the dissemination matrix in their
Product Abstract which will allow analysts to further delineate which entitics should receive an

intelligence product. !
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o Intemgcncc Overmght tmmmg was held :fqr 86, 175 ~f.,pqr§9nnel o, Apnilo Aprh 14, May 13 May
© 15, June-3, June 5; and June 17, 2008 Agiﬁ{ti } Tatelizsmt : Qversight Officer and
- several members fram the Office of Genery] Gounsel (ntelligericefHgld.a workshop on the
. aftefnaon of May:15, 2008 with the ‘Horrislai Bnvirorimeat ‘I’hreatﬁﬁ*élﬁ)ﬁxs ‘Division analysts.
-~ Discussions centered:on collection, andlyils, dnd'c orting o the tadiedlization process while
_;*cnszmng civil nghtafcwi Iib'eft e am«pm st 3Tés warimhopwvas }m}d a5 part of the '

: "An Informul Intgiligexw& Oversight mspmtm JAssist Visit.of Borders i
- Analysis (BCTA) Division was conducted onfifay 14, 2008. As,
" report,.the: purpasebf these visits-is'to'seg witEr ons: areim' gasds ’ro mtelhgcnce
oversight compliance, 1de ‘Largagqfor ;mgrvemeqt;and prciv;‘ assmtance The Intellxgence
.Ovarsxghtﬁﬂigkerm dubt] stVfﬁts With 15!
thitoughout the: couﬁgeaﬁmﬁgeat Sevefal”sﬁ ereal
Intallzgance Oversigﬁ:@md%r . 1

‘ Neiv Int‘e‘rl‘mﬁuiﬂiﬁc‘e '

On Apnl 3, 29!15 She: Uﬁdg_r Secretary ang, A ema:@(ﬁibnem Gonnscl (I&A) szgncd puta.

me&nerangum‘%ﬁﬁéd‘%&w«fm&jgm g e i8igl Provadifesifor the Office-of Intelligence
and: Analysis.” 1%}1 How memorandum reveked:the:trevious “ntalligence OversightBasics,”
hz’? (b}{?; High (b} i??g

/ " dated
{t;)fz} H;g {hi(7e)

{0)(2) High (b){7e) A copy of the
memerandum is-attiicked, ' t S ‘ . : - ,

Flow Charls e

At the requostof an! I&A State-and L:;eal 4;; ﬁ“ o Geqfer erld Rppresesmatm, the Intelhgcnce B /

Oversxght Gﬁ‘lser -devéloped:severa! flow chifrts zli&sﬁamw&%@ ;
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 Intlligence Oversight Traiing. Copies of i flow chartssicatached.
(0)(2) High (b)(7e) o

Initial Operpting Capability (0GP 19 D100

. OnApHl3, 2008, [&A Information:anl Knowledeé Management Division (M) announced
- (b){2) High (b)(7€} L _

(D)2} High (b 7e)

(b)(2} High (B){7e)

\Tﬁerl}arﬁ‘«"ﬁi}-‘ﬂuggﬁﬁﬁﬂnﬁ‘ffbﬁ\mpm"mgms*&fz’the ifitelligence dversight systew for this period,” -

":‘,Po""tiof»;é ;

s

Ho

sight Officer (1&A), 202:282

© Mr. L. A “Ol¢" Braughton, Infelligence Ovefs
3464, c-mail address: (0)(6) i

Go; Under Sectetary for Intelligence and A

. UNCLASSIFED

| fax: 202-447-.

. 000022 .




FORO USE ONLY
Public Availability t6be Determined Under 5 U.S.C. §552

Commandant 2100 Second Street, S.W.

1+.3. Departmant of Uniled States Coast G Washington, DC 20893-0001
: hington,
Homeland Security n ates Coas! Guard g;‘aﬁ S}/gbqi*:n?e-om
United States crielb) (6
Coast Guard Fax: (b} (6)
MEMORANDUM - MAY 05 2008
{b) (6)
3810
Frofi Replyto CG-0941
Judge Wate Generdl” Atmof:  (B}{6)

To: General Counsel
Department of Homeland Security

General Counsel
Intelligence Oversight Board

Subj: CONSOLIDATED INTELLIGENCE OVERSIGHT AND INTELLIGENCE
OVERSIGHT BOARD QUARTERLY REPORT

Ref:  (a) Executive Order 12333 and 12836
(b) Memorandum did 14 June 07 from Director .M, McComnell and Chairman Stephen

Friedman SUBJ: Inte]ligence Oversight Board Reporting Criteria.
{c) Coast Guard Intelligence Activities, COMDTINST M3820.12 (serics)
{d) Oversight of Coast Guard Intelligence Activities, COMDTINST 3821.14 {series)

1. This intelligence oversight quarterly report for the Coast Guard Nationa! intelligence
Element covers the period from January through March 2008 and is submitted in compliance

with references (2} and (b).

2. No reports of questionable or unlawful intelligence activities were received during the
reporting period. There are no indications that Coast Guard intelligence activities have been
conducted contrary to law, Executive Ovder, or Presidential Directive.

3. During this quarter, recently assigned Coast Guard intelligence personnel at Maritime
Intelligence Fusion Center Atlantic received the initial training as required in reference (¢). An
informal oversight inspection was conducted by the Intelligence Oversight Officer JOO) at the
Maritime Intelligence Fusion Center Atlantic. All informal inspections resulted in satisfactory

evaluations of retained records and collection practices.

4. CGCIS continues to monitor and assist the Federal Bureau of Investigation (FBI) with four
cases referred to the FBI as required by 50 U.S.C. §402a or 28 U.S.C. §533.

S. Please call(i‘“Jii (6) at {202){13} B} i there are any questions.
#
Copy: COMDT (CG-2)
DHS Office of Inspector Genera!
DNI General Counsel

FOR OFFICIAL USE ONLY
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LS, Departmont of Homeland Security
Washington. DC 20528

» Homeland
7% Security

April 3, 2008

MEMORANDUM FOR: All Employees, Detailees, and Contractors Supporting the
Office of Intel]igcnce and Anaiysis

FROM: Charles E. All eﬁ l e ”5(,{ < ——
Under Sccretary for lnteihgence and Analym
Matthew L. Kronisch /( Z
Associate General Counsel (Intelligence)

SUBJECT: Interim Intelligence Oversight Procedures for the Office of
Totelligence & Analysis'

Introduction

The Department of Homeland Security (“DFHS” or *Department”) Office o Intelligence and
Analysis (I&A) is a member of the United States Intelligence Community.? As such, I&A is subject
to Executive Order 12333, “United States Intelligence Activities,” which establishes the basic tenets
of Intelligence Oversight. The purpose of [ntelligence Oversight is to enable I&A intelligence
professionals to effecnvely carry ouwt their authorized functions while ensuring that their activities
affecting U.S. per sons’ are conducted in a manner that protects the constitutional rights and privacy
of those U.S. persons and maintains the integrity of the intelligence profession,

Pending approval by the Attorney General of 1&A’s formal implementing procedures for O 12333,
this document is designed to serve as interim guidance for all [&A personnel (employees, detailees,
and contractors supporting (&A) involved in intelligence activitics, The guidance contained herein,
however, does not substitute for legal review of specific intelligence activities, and any questions on
the applicability or interpretation of this guidance should be directed to the Office of General
Counsel (Intelligence).

! Tlns memorandum revokes the memorandum, “Intelligence Oversight Basics™ dated March 27, 2006.

? mpe/fwww. intel lipence.gov; See also, § 201(h) of the Homeland Security Act of 2002, as dm;ndcd the National
Secwrity Act of 1947, 2 amended, and Executive Order 12333, as amended by Exccutive Ovder 13284.
® For purposes of Intelligence Oversight, the definition of a United ‘States (U.S.) person includes: (a) a U.8. citizen; (b)
an alien know by 1&A to be a permanent resident alien; an unincorporated association subsiantially composed of {a) or
(b); (¢) a corporation incorporated in the U.S., excent for a corporation directed and controlled by a foreign
goveinment(s). A corporation or corporate sibsidiavy incorporated abroad, even if partially or wholly owned by a
corporation incorporated in the U.S., is not a U.S. person. Aperson or organization outside the 1J.8. shal} be presumed
nat to be a UL.S. person unless specific information to the contrary js oblaiped. A person or organization within the U.S.

shall be presumed to be 2 U.S. person unless specific information 1o the cosntrary is obtained. However, an alien within

the U.S. shall be presumed not to be a U.S. person unless [& A obtains gpecific information to the contrary.
- UNCLA DIFOUO
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Conclusion

As mentioned above, these procedures are designed to serve as a reference tool for all I&A
personnel involved in intelligence activities. It does not substitute for legal review of specific
mtelligence activities, and any questions on the applicability or interpretation of thse procedures
should be directed to the legal staff.

These procedures are set forth solely for the purpose of intemal DHS [1&A guidance. They do not
create any rights, substantive or procedural, enforceable by law by any other party in any civil or
crinunal matter, nor does it place any limitation on otherwise lawful investigative and litigative

prerogatives of the U.S. Government.
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a conclusive determination that the information was necessary for the conduct of I&A’s mission and
responsibilities. Moreover, I&A had violated its guidelines by disseminating the U.S. Person
information contained in the intelligence note to recipients who were not reasonably believed to have
a need for the information in the performance of lawful governmental functions. I&A’s Intelligence
Oversight Officer could not conclude in this instance that I&A’s actions constituted a violation of
Attorney General approved E.O. 12333 guidelines, because I&A’s E.O. 12333 implementing
procedures remain under Attorney General review. The J&A Intelligence Oversight Officer’s:
inquiry report, a copy of which will be provided with our next quarterly report, recommended a
number of corrective actions. These recommendations, together with several related OIG requests,
were submitted to I&A leadership for its consideration and action, as appropriate.

The intelligence elements of the USCG did not report any questionable activities during the quarter.

Both I&A and USCG provided EO 12333 training to newly asmgned intelligence employees, and
1&A offered annual refresher training to continuing staff.

Should you have any questions, please contact Mr. Matthew Kronisch, DHS Associate General
Counsel (Intelligence), who may be reached at 202-282-(21(S}, or Mr. Carlton I. Mann, Assistant
Inspector General for Inspections at 202-254-4100.

Sincerely,
Gus P. Coldebella Richard L. Skinner
Acting General Counsel Inspector General

B

cc: Deputy Assistant Inspector General for Oversight and Policy, Office of the Director of
National Intelligence
Senior Associate General Counsel, Office of the Director of National Intelligence
Senior Counsel, Intelligence and Criminal Investigations Directorate, USCG
Intelligence Oversight Officer, I&A

Attachments:

JOB Summary Sheet, 4™ Quarter 2007

USCG Intelligence Oversight Quarterly Report, 4 February 2008
DHS OIG Semiannual report
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Intelligence Oversight Board (IOB) Summary Sheet

Name of Departent or Agency: CY Quarterly Report:
Department of Homeland Security CY 2007 4™ Qtr

DATE OF INCIDENT: DATE OF REPORT TQ IOB:
20 September 2007

Date of Report to Department: 28 September 2007

Date Report submutted to other entity (i.e., Dol, Congress, Civil Libertics Office): N/A
POSSIBLE VIOLATION OF:
Statute (United States Code Citation)

, FISA (50 U.S.C. 1801)
Other (U.S.C. Citation )

Executive Order 12333;

Section 2.3 collection & dissemination of USP info
Section 2.4  preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4{c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section2.5  AG approval w/in US or against USP abroad
Section 2.6  assistance to law enforcement

Section 2.7  contracting

Section 2.9  undisclosed participation

Section 2.10  human experimentation

Section 2.11 prohibifion on assassination

Section 2.12  indirect participation

AG APPROVED EO 12333 GUIDELINES

EENERRRRRRREE

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)
“X_ Other (EO citation: E.O, 12968 and E.O. 12674 )

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
QOther (Presidential Directive citation: )

DEPARTMENT/AGENCY ACTION: {(0)(6) {bi{7)c

By pr

o~ PN .

*DATE OF FINAL DISPOSITION: N/A

UNCLASSIFIED/F: FFICIAL USE ONLY
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Intelligence Oversight Board (I0B) Summary Sheet

Name of Department or Agency: CY Quarterly Report:
Department of Homeland Security CY 2007 4™ Qtr

DATE OF INCIDENT: DATE OF REPORT TO IOB:
August 2007 - 4 October 2007 17 October 2007

Date of Report to Department: 4 October 2607

Date Report submitted to other entity (i.e., DoJ, Congress, Civil Liberties Office): N/A
POSSIBLE VIOLATION OF:
Statute (United States Code Citation)

FISA (50 U.S.C. 1801)
Other (U.S.C. Citation )

Executive Order 12333;

Section 2.3 collection & dissemination of USP info

Section 2.4  preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US

Section 2.4(b) unconsented physical search w/in US

Section 2.4(c)} physical surveillance of USP w/in US

Section 2.4(d) physical surveillance of USP abroad

Section 2.5  AG approval w/in US or against USP abroad

Section 2.6  assistance to law enforcement

Section 2.7  contracting

Section2.9  undisclosed participation

Section 2.10  bhuman expenimentation

Section 2.11 prohibition on assassination

Section 2.12  indirect participation

X AGAPPROVED EO 12333 GUIDELINES (Guideline name and
section: 1&A procedures implementing EQ 12333 are still pending
review and approval by the AG. The current version of I&A’s
Intenim intelligence oversight guidelines were issued to I&A
personnel in a March 18, 2006, memorandum entitled “Intelligence
QOversight Basics.”)

OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EQ 12958, as amended)

Other (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: )

UNCLASSIFIED//FOR OFE USE ONLY
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DEPARTMENT/AGENCY ACTION: 1&A recalled its intelligence note on the Nation
of Islam and requested that recipients delete and destroy their copies of it. T&A’s
Intelligence Oversight Officer conducted an inquiry into the case, and recommended a
number of corrective actions in his report of inquiry. These recommendations were
forwarded to 1& A leadership, along with several related OIG requests.

*DATE OF FINAL DISPOSITION: N/A

UNCLASSIFIED/FOR OFERTAY. USE ONLY
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Office of Inspector General

U.8. Department of Homeland Securlty
Washington ‘C 20528

g% Homeland
: ‘i/ Securlty

JUL 8 08

' MEMORANDUM FOR Nicholas Gray -
O ttomey Advxsor to the General Counsel

' FROM Carlton |
' : : Assmant Inspector General fcr Inspections

‘ SUBIECT . e . Intelhgcnoe Ovemght Qua.rterly Report for the
o Flrst Quarter of Calendar Year2008 -

= Attached for your review and sxgnature is the quarterly mtemgence oversight report to ﬂ:ze
President’s Intelligence Oversight Board (IOB) for the first quarter of the calendar year;
January 2008 ~ March 2008. In preparing this letter, we consulted with Matthew Kronisch,
,Assocmte General Counsel for Intelhgence, and obtained hlS concurrence wx’rh its contents
Please pass the cnclosed letter to the Actmg General Counsel for his s1gnaturc When he has
rev:ewed, signed, and dated the letter, ‘please forward it to the General Counsel of the IOB with four -
. copies. ‘In addition, please provide copies to the indicated Office of the Director of National
- Intelligence representatives, one {0 your Associate General Counsel for Intelligence, one to the U.S.
" Coast Guard’s Seniot Counsel for Intelligence and Criminal Investigations, one to the Office of |
‘Intelligence and Analysxs Intelhgenoe Over31ght Officer, and an addmonal copy to me, for our
: records ' _

o Should ycu have any- questxons please contactme or your staff may contac.ttb} {’3 ' -at.

(202) 25440) ).

B Attachment -

ee Assoc’iate-Gez;er’&lCodngcl, Office of Intelligencg gmd Analysxs : ,

000037 <
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0.8, Department of Homeland Security
Washington, DC 20528

( i”"}@ Homeland
,. Secunty

UNCLASSIFIED/FQ.

~ Homer. Pomtcr : ‘
" General Counsel, Infelhgence Oversxght Board
New Executive Office Building, Room 5020 '

e Washington, DC 20500

L 'Re Umted States Coast Guard and Department of Homeland Secunty, Ofﬁce of Intelhgence and |
CR Analyszs Inte.hgencc Oversxght Quarterly Repox‘c ' ‘ , .

' Deaer Pomter

- Pursuant to Executwe Order (EO) 13462 we are. fqrwardmg to you the January 2008~ ‘\darch 2008
- Intelligence- Oversxght Quarterly Report of the United Statw Coast Guard (USCG) and Ofﬁce of
Intelhgence and Analysm (1&A). ‘ A .

In April 2008, I&A 1ssued ts ﬁrst quarter 2008 mtelhgence oversxght report to the General Counsel
¢+ and. Inspector General. The report notes that 1&A’s Intelligence Oversight Officer completed his
- report of inquiry regarding I&A’s October 2007 intelligence note, Nation of Islem: Uncertain - .
. Leadership Succession Poses Risk. A copy of this report and comments from the Under Secretary .
-+ for T&A areattached. In his.comments, the Under Secretary accepts the Intelligence Oversight . ‘
. Officer’s recommendations. The I&A Intelligence Ovemght Officer will update the status of these
recommendations in future quarterly reports. 1&A’s responses 10 several related Office of Inspector

R General requests are stﬂl pendmg, and we wxll update as appropnate ‘

o I&A’s first: quarterEODS report notes that two s1gmﬁcant mtelhgence oversi ghtpohcy dcvelopment

. efforts are on hold in anticipation of the release of a successor order to EO 12333, United States™ .
Intelligence Activities. The release of-an EO 12333 successor order will require rewrites of two draft
Management Directives: Oversight of Intelligence Activities wzthm DHS, and DHS Intellzgence '

s Acnvmes that. Ajj‘ect USPersons :

‘The I&A mtelhgence analyst who, mn September 200’? rmsused mtelhgence and law enforcement

* . databases by performing checks for personal reasons, (0 {8} (b}7ic)

K ’The mtelhgence elemen*s of the USCG dld not report any. questxonable actwmes durmg the quartcr

- The USCG s Countenntelhgence Semce continues 10 momtor and assxst wnh four cases the USCG
. referred to the Federal Bureau of Iuvestlgatzon in prewous quarters, pursuant t050°US. C §402a aud
28 U.s. C §533 ’ .

| “UNCLASSIFIBD//FO OFFICTAL USE ONLY -
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Both I&A and USCG.conducted informal intelligence oversight inspections and provided EO 12333
training to newly assigned intelligence employees. I&A also conducted annual refresher training for
its staff. In addition, I&A held an intelligence oversxght workshop for’ personnel assigned to State

and Local Fusion- Centers, ‘and is developmg 1&A mission category/collection and intelligence -

' oversnght checklists for those T personnel. T hese checklists will ensure that [&A personnel supportmg

 State and Local Fusion centers maintain compliance with EO 12333 and applicable inteltigence

~oversight regulations and gmdanoe 1&A reparts its close conmﬂtamon between attomeys,

. intelligence oversight staff, and analysts in two analytical divistons to ensure that they properly

'protect civil: nghts and hberhes in ocnducnng analy’ncal and mformatmn gathcnng acﬁvmes

» Should yon have any questnons p1ease contact M. Mdtthew L. Kromscn, DHS Assoc:ate General :
Counsel for Intcl.igﬂnce who may be reached at 202- 2822060 or Mr. Carlton 1 ’»Iann, Assxstant _

: Inspactor General for Inspectxons at 202 254 4100. '

~ Sincerely,
" V«GusP.j‘(j}éldebeliaA N R o o Rxc‘xardL Skmner S

. Acting General Counsel -~ . . . Inspector General -

Ceer Deputy Assfstant Ins;)ector General for. Oversx ght and Pohcy, Ofﬁce 01 the Du'cctor of
-+ Nationai Intelligence - -
.Senior Associate General Counscl, Office of the Duecter of \Ianonal Intelhgence S
. Senior Counsel, Intelligente and Criminal Investtgauons Directorate, USCG L
) hxtellxgence Ovcr31ght Ofﬁcer, I&A R .

Attac}uncnts
IOB Summary Sheet, 1 Quatter 2008 |
- USCG Intelligence Oversight Quartetly Repon May 2008 _ R Co .
T&A Intclllgence Oversight Quarterly Report, April 20()8 C ' o
- I&A Intelligence Oversight Officer Report of Inquiry on I&A Intel hgemcc Nate March 2008
: ,I&A Under Secretary Comments on R‘.eport of Inqmry on I&A Imeihgence Note, March 2008

' UNCLASSIPEE R OFFICIAL USE ONLY 000039
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Intelhgence Oversxght Board {IOB) Summazy Sheet

: Name of Degartment or Agency_ o 7 CY Quarterlv Report:

' Department of Homeland Secunty - - CY 2008 1" Qtr - S
 DATEQFINCIENT, . ' DATEORREPORTTOIOB:
20 September 2007 ‘ ‘ : S
Date of Report to Department ' 28 September 200’7

o Date Report submittcd to other ennty (1 € DoJ Congxess szﬂ mbertxes Ofﬁce) NIA

o POSSIBLE VIOLATION 0}3‘

' : Statute {Umted States Code Cltahon)
FISA(SOUSC 1801)
Other(USC Cxtatzon RN

Executxchrder 12333 .
- Section 2. 3 “ coliection & dissemination of USP info
Section2.4 ' preamble: least intrusive collection
. Section 2.4(a)- CIA electronic surveillance wrin US .
. Section 2.4(b) unconsented phys:cal search win US
- Section 2.4(6) physmal surveillance of USP w/in US
Section 2. 4(d) physical surveillance of USP- abroad -
-+ Section 2.5 - AG approval ‘wAn 1S or ag&mst USP abroad
‘Section 2.6 . assistance to'law enforcement -
-Section 2.7 } contracting - R
‘ "Se‘cn.on 2.9 .- undisclosed partlmpatlon N
s‘-ecé,ﬁonjz;m ‘human experimentation. .
- Section 2.11 pmhlbltion on assassination
" Section 2.1 2 indirect participation :
~ VAG APPROVED EO 12333 GUIDELNBS

OTHER EXECUTIV E ORDER (SPECIFY) , o ‘
~ . Creation of unauthonzed SAP (EO 12958 as amended)
o X Other (EO cztatmn E 0. 12968 and E. O 12674)

PRES]DENTLAL DIRECTI‘VE (SPECIFY)

_COVERT ACTION meGMEMORANDUM OF NOTIFICATION 3

Other (Pres1den’aal Duectwe c;;atxon )

DEPART;ME”QT/AGENCY A'" ""[ON (0)6) Df\f}(b‘ 1 '

~ *DATEOF FINALDISPOSITION: N/A
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o6 T RREST

| Froia> m) &y ‘ Replytg CO-L41
g&é}ﬂm&m {*“emfml‘ Attt of Mfr Yotbert

For. ;Gencva} ‘Counsel
Departiient of Homeland, Scaxmy

v&encrai Coungel .
TriteHigenics Oversight Boatd

Subj; CONSOLIDATED INTELLIGENCE ovz;RSxom’ AND: INT&LTGENGE
T OVERSIGHT BOARD G QUAR’HZRLY REPORT

:' Jemerit ¢ mew thc im‘&‘ﬁiffm lfmua:y Lhmugh March 20%}8 ané 1Y wbmxw:d in, mmphmces
Witk rafefant:cs {8y and ().

! catwm that G;mst {‘mm—d mte:lhgeme awv ﬁies {;»ave been
conducted: contrary. o Iaw, Exmmve Ogder, ot Prosidential Dircettve.

* X}urmg this. quarier.recently a;sszgm’z Co szz_Guard intelligence pcrsonncl A Waritime .

f‘mt&itgenca Fuszon Eeiiter: Atiamrc mﬁz{ved the:tnitiab traliing ak réquired il tfoventefe); A
B sightiintpeelinnwas conducted:by fho Toteliigence Oversight Officer.(JO) st the.

vbéﬁwztmlmelfigence Puasion: Cenmr Aﬂasuc AT tnformigd Thspections resulted in sdtsfactery’
evalyations.of retained rcmrds and collection:; practices.

4. CECIS .oom;:aués' 70y momtm' and dssist the Federal Bureat of hvasﬁgmmm };FBJ) with, fou;t
“cases foferned: it e TREay rcquxe& by SOULSE. §40§_’a or 28 118.¢; §533.

8. PleuseallD) (6) b1 (®) if there are any-questions.

‘Copy: CQ!@&I)"E ©€ely
- PHS ﬂfﬁceof Tospector Genptal
Dmamezal Connzel

000041
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) . lﬁ n;i‘s:z’fmualml’ﬂmgfmd Bodueiy:
Wasﬁi;)gw, Bta4s3%:

March 28, 2008
MEMORANDUMFOR:  Gis Colddbelln
Acting Generat Counsel

fichand $ier
Engpector Cermeral

THROUGH: Chulow B, Allen.
bindee Srovetary for Intellig

ERIOM: LA O Broughten | doresihy,
C o Inpdlligence Oversight Officer

RUBIBCT Autelligense Oversight Tnquiry: fato:the: Productioh and:
‘ Disseinimadtion of sn Office- o Entamg.mw andl Auulysis
hsteliigencs Now
~_._m2.,._f?ur. =3

(fi‘?¥~i‘> !&*M moia@d hE miciifgence ovcr:,l ulea hy miiecnng, wta.nm 3 un;i d;:,w;.mmtxmw
yformation xe; gamx Ag the Natto‘.w of fstam (NOH angd.siedeat of fis tneimbers,

Bk A‘.‘?‘.“‘
Qn-Qetaber 12; 2087 tie DHS/I&S Prodhictive. Masisgeraent Division SafF M) released o
TIMS lutelligenee Note ontitled *Nation of Igtam: Uscertain Leaciexrs‘mp Sudoeasion Peses Rigk:”

T mwlﬁgmw ritste Seas widely disserninated wia. the smemet to :eprwpnwn wes front marmerous:
fostecal agengis. stats and local lav énfreernent agen ngressional Comuritises,
meibers of Jie dnteiligance Commpnity (IC), ated the px:i Gt SBEROF, igeneg 1o
;pxepnrcd by tlm DHST&A H onmeland. Envzmﬁmcmt unick Threat A:mivam: s (HE .
Extrontism sud Rad;:alwnon Bramh (ERBYaqd reviewed by thie Deguty Assistant: qeoﬁ‘&inrsf fox
IntelHgence. - 1 hatl ot hecn read by i & seistiiut Secretary for Tnbe/ligeuse and Analysis-

:{ﬁﬁ*w privr (o rélguse.

fShor{tfy aﬁer thiz! mﬂlhgeace note vids telensed, e Associate Genrral Covnsel (ntelligeres &
i\i’k&h’biql TG Q8eA Y contaitad the Division Divectdr of HETA (b) (51
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- (b){5)

' :The Oveafszg,ht metho gutlines.a bep-part test for. determmmgfwhsflm arnot the: oaﬂéssfmn,
,re!entum, wnt-disseminationrof U.S: Berson-inforoystion is peciiitted. The few itk

’i‘ha Bmston Dm:mr Qf HR’L d& dxrcemd PNI m mw ﬁm intei&ganwmw A qxxtawmvﬂvc mcail
t}w ml’ei kgence nofe.

I was asked By the DS Greneral Counsel to m’m&ﬁu | im';niry ifito thie: ;mtcntml violation of:
IRA Im&filge:me Oversight rules, “The ASTA approved theinitiafion:of the inguiry.

Priszuysion

ConsontHHS ign ntelligence Oversight Rules

Management Dikective §202 Procedres Soverming Activities-of the fow aj !me.‘{:z,mce and
Antilysis that Affect & Inited States Pexsons implomepts Bxecutive Ordér.12353 for DHE and-is
streatit] y’lmﬁer review by the A{amw Cenerall. Asam faterim measure, the ASTA prowulgated

amomp i Mateh 28, 2008 entitled Bicelligence Oversight Basics. (hercinater teferred 1o.as the:
Ovorsightamemu). Anpther document antitted bnfoemation Hindlitg Giadelynis for e Offrce of'
Inforiation Anelysis (IA} {hzmma”ler reforred b as the Heandling memo) was disserminated on

Octoher 52. 3{}(}5 !ieoth memos aresftached )

Colisotion:

m;mm that fthe qucsf fm mln rmanm faik \m}uu ﬂu: f nmawork Qf TRAs Ini:etfsgcnce

.......

miﬂmmtmn fmm agenmﬁn c}f t!w feduml ;,awmnmm stau, :mx% lcc:d gmfcrummt agancws

Cimcluding Taw cnfircetment Agesicies), PAvate sestorcititiey, and fiitegrate Such infarmatian i

order tiaa}. mmm{y ‘gt ussens ms,nanw sud seope of fermrist threats to the Tiemeldnd; (b}
detest ardidenti fvmeate. .of terrorisnt’™ -gaainst The United Srabes; and- {Cyundersiand such thyeats
mfxg}xt of ac:tc;a] and potential vuliverabilities of the'homeland:

* T,ha fernytarrorisar iy ddum{mﬁ L S0 § 10106516y a8 sy nctivity: that--
(B Involves s act thate
m Indimgorous fo:human 16 or palentially dustrudtiverof critical afrastrastiing o key dgsonrees; and:
b. - Jsd vialaiiva oF the crimindl daws of the United Styteyor of sy other State or; elhr.r wubdivisionat.
thedIniid Sisgésrand
(35 Appeaty fo by nteadnd-
a. To iatmud;ws eoeivep divikian population, ‘
b T dalitign polisy nﬁ‘gg»emmcm hy dntimidelonor cot miw} ar -
s To zﬁggﬁs ¢§L§‘s£’ﬁ§1\1ct ot o govérnment by migsh desiniction; asmstmhcn tsrkadnappxu&

T L L LI E T TR T LR PRI R R AR
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* Integrake selevynt:iuformation, mvalyses; aud. vidn abxkty assessmphisdn orderto ideatity
priotities Tor protect “and: :suppeit measares by DS, other. %xcxm o thy federal - povacnrsent,
stargand local g,a%mmems, the private §Eotor, dnd Sthir @ititi

~Ensure the Gmely and afﬁczmt access by DHS 4o.411 intormat{::m neLesILY 1 dwc?mrgb (he
mggfc)ﬂ*ﬁbtifties coritained i Soction 201(d) ofthe Homeland Security. Act oT IHG7, inluding
a{arammg&zzeh sarformution from ot ::,rag;mmas of the fedéral goversitient. '

. Rcws\& anabyze, wnd ma}ce recommandations for improventants in the policies and provedures
goveiiiig e dlidring bf 8w éAforceitiont Iuformation, mtclligoneednfr ntelligence-
(e Foideral

:fum«a u’tfmmmm an?d :’»thm' :mormatmﬂ r«:ﬂ aﬁng ty’ homa%ﬁmd xcwmt@»

« [Hssicnvinate, oy appmprmta, Inlarmation analszed By IYHS and 1A £1)-withtic DHS, (2} to-other:

fc’deral gwemmant &gmms relatmg to }mt;mi smd se»mmty an(! :‘33 to aganues c;f sfawand Joedl

+ Consulbwith the Direclur o f Nabionul: Ingitigsnee aind other: dppropiate: i’meﬁig,gme, Tivy
arforeement; ar oflierglements of the foderal governnient tosstabiish vollechion privvities and’
strateptus 101 mﬁmft&zm relatmg,m threats of terrorism:ageinst the TES through suvh-soeans 45
jreprescn%amm of DXFIS i1t drswsswﬁrs 4 ag*arﬁmg reqiirements ard pivtities o thecolloctinm ot

such infarmation,

+ Cangilt: with statesnd logal goverhiments and pxwate gector gntities t enoure approntiate
RS hangs of nfornaufion. rziatmg to: threats.of terrorisr agadiist e U.S.

o Esmbiis“h sy uﬁii}c,,;m mxajtmcum with DHS's chiaf information officer; a securs:
copmunigntions dnd information recliiolo; "inﬁr&mncmr , including: data iintveg and wiher
artvareed 8majytma} teials, th ordet 1 avcaipplidh 1A s misdén.

Fhe fivse two buHx:is i thie: Om sight memer aye-derived from Ssmona Uk ‘md 3yt
Hmnc}ami %ww‘i t}y Am i bw esmhtish t}te authonay i oumm:r chc immm:m fm* I& ‘2@

elligﬁnce tm,d
‘f n fhts uase»amaﬁ
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T4 eanclinde, novderio Ism'f' sy volect informraiion on a UL8. Pesen.and sabisfy the first ‘part of
the test; the collectivn hax to be baséd.on-one or nore of these foursubsectivns of 201{d).

mfi}nﬁatxm ubtuim&é wnh«:.:onscm, p’ﬁbﬁd 0% &vml&b he mim ma%wn, tm‘unmn mfm r:mma,
vlnorabilities information, interniional natotics setivitior information, borster secyrity’
aﬁm mation, tiegts o safgty in farrmtwn nmf acimfn* stxsxtwe mfohmnm

The Qver'ﬁgm IR deﬁma collecting s
of seuree; i IRA.courlet with an affirmptiveet der e
ffatmation for inteltigenae purposes.” Ammmt;, e Handif mg o) personnel have
upto 180 duys:to ceview ll callected 1S, Person information and determing Wit weas:property

Dot and teetors may e sétained, . 1 thieinformation shoulg-nothavebeen collested, or it
is not needed, it must baﬁ&sgmyea inmediately.” »

ﬂlcgathex;mg., arseeaipt o"_?mf.tmzw‘m rcgardf%s

Disseutinatiof. ai‘id Miﬁﬁﬂiéacﬁt}n

Thes: vaight mem alse sefs outths en teria fox zhssmummm ofand; mmmmng 3. Pc,rsm
1(-1forrnanm Auwxdmo te ‘tigremo:

# h&ﬁaz mxnan nbwm 13, Pw;on f?:ﬁf xiénuﬁe.a z‘ma pm‘:m) mavhe maummm‘d wuﬁom fhg

AN employse nﬁa Haw-enforsement mwl]rgww or iwi-intellifenee componentaf DS,
who b uneed BT kn’aw the informtion fv petform hiy or her officiul duties;

aik 'fejti;«;tgi, aRis, mif Tseal liw tszt).f}fwneut ehtity wihen the information fdicates
Yichtioh of aws eatordsd g)y Ihelae enfoicement shity; .

o Anageney ol a scate ok Jogsl gover mneni, or-a private Seotor gotity Wlfh.;gsﬁpm‘fsﬁ)iimw
relating to honseland seuurity, in geder to: Asmat in the-detésience, prev entiyn, precmgprion of, of -
rcspﬁm»e 10; terrorist attmles ageinst the U3

¢ An ag,mey m;hm, the imuth'r ae Counuiity; provided that information, otherthin

mrermatmn mklm‘ted pnmumtfia th!

q;jetgn (Imeihggzscc) Smwmimu_;u z&gt‘:,'mcty. bg

rc.sgmmxbﬂtﬁsssy,,thou* xm.b 3 dg:tcmumfmn h&mg requn ed of the tlmamma?oxx

o A pmiﬁt’:tim, zmmu;mmn, nasmm\! dctenm or natm semmtg,- agenw uf ttm fcdﬁ:mi

’f(:trr‘%mn or
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« A foreign govortmuent gnd dissenrination {s uidertaken pirsaiitto anagiesinent or
etjw: un;%s:stmémg with-such government it accoriange with agphcahle forgign disclosare.
policies aid procedings.

* mgeneral Use Pemm mmmamn shated fortisaemination shifl cot containthe US. Pérsonls
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