
U.S. Department 01 Homelllnd Security 
Wushinglon. DC 20528 

Homeland 
Security 
PrilYlcy O,lJice. Mail SlOp 0655 

December 15. 2009 

Mr. Nathan D. Cardozo 
Open Government Legal Fellow 
Electronic Frontier FOlmdation 
454 Shotwell Street 
San Francisco CA 94 110-1 9 14 USA 

Re: 	 DHS/OS/PRIV 09-868 

Dear Mr. Cardozo: 

T hi s is an interim response to your June 19.2009, Freedom of Information Act (FOlA) requests submi tted to 
the Department of Homeland Security (DHS) Office of Inspector Gen ral (orG) and the Office of the 
General ollnse l (OG ). You requested copies of the follow ing records: 

1.) All reports submitted to the Intelligence Oversight Board ("rOB") pursuant to Section 2.4 of 
"xecutive order 12863 from February 25 , 2008 to February 29, 2008; and 

2.) 	 All reports submitted to the [OB of the Direct r of Nationa l Inte ll igence ('ONI") pursuan t to Section 
1.7(d) of Exec uti ve order 12333 from February 29. 2008 to the present. 

3.) All repolis of any assessments or reviews of intell igence activities by the President's Inte ll igence 
Advisory Board (PIAB") to he OIlS pur uant to Sec. (a)(i i) of Executive Order 13462 from 
February 29,2008 to the present. 

4.) 	 All recommendations concern ing intelligence matters identified by the PIAB to the OHS pursuan t to 
Sec. 4(b) of Executive Order 13462 from February 29, 2008 to the present. 

5.) 	 All reports and recommendations by the rOB to the DHS pursuant to Sec. 6(c) of Executive Order 
13462 concerning the perfomlance of the DRS under Executive Order 13462 from February 29, 
2008 to the present. 

6.) 	 All r cords containing in formation and all recommendations for corrective action submitted by the 
lOB to the DIIS pursuant to Sec. 6(d) of Execut ive Order 13462 fr m February 29, 2008 to the 
present. 

7.) All requester for investigations of inte ll igence ac tivities by the lOB to the OHS and reports by the 
DHS to the rOB of the re ults of those investigations pursuant to Sec. 6(e) of Executive Order 13462 
from February 29, 2008 to the present. 

8.) All reports made by the DHS to the lOB or PIAB pursuant to Sec. 8(c) of xecutive order 13462. 
conceming the reasons for no t implementing a PIAB or lOB recommendation from February 29, 
2008 to the pr sent. 

To date, our search has produced 51 pages of responsive records. Of those pages, J have determined that 31 
pages ar releasable in their entirety, 13 pages are partially releasable, and 7 page are wi thheld in their 
entirety pursuant to the FOIA 5 U.S.c. ~§ 552 (b)(2)(high). (b)(5), (b)(6), (b)(7)(C) and (b)(7)(E). Enclosed 
are 44 pages with certain informa tion withheld, as described below: 



Exemption 2 (high) protects infolmation applicabl to in ternal administrative matters to the extent that 
disclosure would risk ci rcumvention of an agency r gulation or statute, impede the effectiveness of an 
agency' s activities or reveal sensiti e information that may put the security and safety of an agency activity 
or mpl oyee at risk. Exempti on 5 exempts fro m disclo ure certain inter- and intra-agency communication 
protected by deliberative process privi lege, attorney work-product pri vilege, and attorney-cl ient privilege. 
Exemption 6 exempts from disclosure records the release of which would cause a clearly unwarranted 
invasion of personal privacy. Exempt ion 7(C) protects records or inf rmation compiled for law enforcement 
purposes that could reasonably be expected to constitute an unwarranted invasion of personal privacy . 
'xemption 7(E) protects records compi led for law enforcement purpose . the release of which would 

disclose techniques and/or procedures tor law enforcement investigations or prosecu tions, or would di sclose 
guidelines for law enforcement investiga tions or prosccutions if such disclosLU'e could reasonably bc 
expected to ri sk circumvention of the law. 

Although this matter is currently in li tigation, please be advised that the DH FOIA regul ations, 6 C.F.R. § 
5.9, set forth procedures for fi ling an appeal. Appeals must be lIbm itled to DHS within 60 days of the date 
of our final response, to: Associate General ounsel (General Law), U.S. Department of Homeland ecurity, 
Washington, D.C. 20528. Your envelope and letter should b marked "FOlA Appeal." Copies of the FOIA 
and DHS regulations are ava ilabl at hltp: //www.dhs.gov/xlibrary/assetsIFOrA_FedReg_Notice.pdf; Internet; 
accessed December I I, 2009. 

Provisions of the FOrA allow us to recover part of the cost of complying with your request. As a media 
requester, YOLl are responsible for the cost ofdllplication on ly in excess of 100 pages. Therefore. there is no 
charge associated with this response. As slIch, your reques t for a fee waiver is moot. 

Our office continues to process your request. If YOLl have any questions regarding this response, you may 
contact this oftice at 866-431 -0486 or 703-235-0790. Please reference DHS/OS/PRIV 09-868 in any future 
correspondence with thi offtc . 

Associate Director Oi clo ure & FOrA Operations 

Encl sures : As stated, 44 pages 
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U.s. Department of Homeland Security 
Washington, DC 20528 

Homeland 
Security 

Homer Pointer 
General Counsel, Intelligence Oversight Board 
New Executive Office Building, Room 5020 
Washington, DC 20500 

Re: United States Coast Guard and Department of Homeland Security Office of Intelligence and 
Analysis Intelligence Oversight Quarterly Report 

Dear Mr. Pointer: 

Pursuant to Executive Order (EO) 12863, we are forwarding to you the October 2007 December 
2007 Intelligence Oversight Quarterly Report of the United States Coast Guard (USCG) and 
information about the intelligence oversight activities of the Office ofIntelligence and Analysis 
(I&A). 

I&A reported two questionable activities during the quarter. In late September 2007, an I&A 
intelligence analyst working at the department's National Operations Center allegedly perfonned 
and requested intelligence and law enforcement database checks on an individual for personal 
reasons. After learning ofthe alleged activity, the analyst's managers reported the incident to the 
Department ofHomeland Security (DHS) Office of General Counsel (OGC), 

In early October 2007, I&A released an intelligence note entitled Nation ojIslam: Uncertain 
Leadership Succession Poses Risk. I&A distributed the note by email to 482 addressees, including 
those ofDHS staff, other members of the Intelligence Community, representatives of other federal 
departments and agencies, congressional staff, and at least one state government entity and one 
educational institution, Immediately after distribution of the intelligence note, both the Associate 
General Counsel for I&A and I&A's Intelligence Oversight Officer expressed concerns about the 
content and dissemination of the intelligence note. In response to these concerns, I&A recalled the 
intelligence note a few hours after the initial email distribution and requested that recipients delete 
and destroy their copies of the intelligence note. 

After consulting with the Office of Inspector General (OIG), the Associate General Counsel for I&A 
verbally notified the lOB Acting General Counsel of the incident. I&A's Intelligence Oversight 
Officer subsequently conducted an inquiry into the matter. He determined that I&A had violated 
internal intelligence oversight guidelines by collecting and retaining information on the Nation of 
Islam and other U.S. Persons named in the intelligence note for more than 180 days without making 
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Olfice ofInspecror General 

U.S, Department of HomelAnd Sccnrity 
Wnsluog:O!1. DC '20:528 

Homeland 
Security 

MEMORANDUM FOR: 	 Matthew Kronisch 
Associate General Counsel (Intelligence) 

FROM: 	 Carlton 1. Mann 
Assistant Inspector General for Inspections 

SUBJECT: 	 Intelligence Oversight Quarterly Report for the 
First Quarter of Calendar Year 2009 

Attached is the quarterly intelligence oversight report to the President's Intelligence Oversight Board 
(rOB) for the first quarter of the calendar year, January 2009 March 2009. In preparing this letter, 
we consu.lted with your office and obtained concurrence with its contents. 

Please pass the enclosed letter to the General Counsel for his signature. When he has reviewed, 
signed, and dated the letter,. please forward it to the General Counsel of the lOB in accordance with 
IOB procedures. In addition, please provide copies to the indicated Office of the Director of 
National Intelligence lOB Team, the U.S. Coast Guard's Senior Counsel for Intelligence and 
Criminal InvestEgations. the Office of Intelligence and Analysis' Intelligence Oversight Officer, and 
one an additional copy to me, for our records. 

Should you have any questions, please contact me, or your staff may contact 	 It 
(202) 254·(b) 

Attachment 
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U.S. Department of Ilomclanrl Security 
Washington, DC 20528 

Homeland 
Security 

Homer Pointer 
General Counsel. Intelligence Oversight Board 
New Executive Office Building. Room 5020 
Washington, DC 20500 

Re: United States Coast Guard and Department of Homeland Security, Office of Intelligence and 
Analysis Intelligence Oversight Quarterly Report . 

Dear Mr. Pointer: 

This Intel1~gence Oversight Quarterly Report for the United States Coast Guard (USCG) and 
Department of Homeland Security (DHS) Office of Intelligence and Analysis (I&A) for the period 
January 2009 - March 2009 is submitted pursuant to Executive Order (E.O.) 13462. 

Office of Intelligence and Analysis Reports 
During the covered period, I&A reported one questionable activity which was investigated, assessed 
and resolved as follows: 

During the first week of February, 2009, I&A's representative to the State of Wisconsin Fusion 
Center, having received erroneous guidance from his supervising DHS program office regarding his 
authority to support local police and public safety efforts, prepared a threat assessment regarding a 
local demonstration by pro- and anti-abortion groups. Only two copies of the threat assessment were 
distributed: one to the fusion center director and one to the local police department. Recognizing 
the sensitivity of the reporting, the I&A representative sought assistance from DHS' Office for Civil 
Rights a,'ld Civil Liberties and Office of the General CounseL This activity, requiring the collection, 
retention, and dissemination of U.S. person information regarding protest groups which posed no 
threat to homeland security was outside of I&A's authorized mission and violated the I&A Interim 
Intelligence Oversight Guidelines. 

The report is unlikely to have any effect on national security or international relations. Due to the 
limited dissemination, the report is unlikely to have any impact on civil rights or civil liberties. All 
copies of the report held by I&A have been destroyed or deleted. 

The Intelligence Oversight Officer conducted remedial training with the Field Representative 
emphasizing I&A's authorities, which must be followed at all times and the requirement pursuant to 
I&Ns Interim Intelligence Oversight Procedures to coordinate any initiative with the Office of 
General Counsel (Intelligence) that may impact constitutionally protected activities. Additionally, 
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the Office of General Counsel (Intelligence) met with the representative's supervisory program 
office to discuss and advise regarding its guidance to the field. 

United States Coast Guard lnteJligence EJement Reports 
The intelligence elements of the United States Coast Guard (USCG) did not report any questionable 
or unlawful intelligence activities during the reporting period. The Coast Guard Criminal 
Investigative Service continues to monitor and assist the FBI with two cases referred pursuant to 50 
U.S.c. §402a or 28 U.S.C. §533. 

Sbould you have any questions, please contact Mr. Matthew L. Kronisch, DRS Associate General 
Counsel for rntelligence, who may be reached at 202-282(b)(6) or Mr. Cadto)) 1. Mann, Assistant 
Inspector General for Inspections at 202-254-4100. 

Sincerely. 

Ivan Fong Richard L. Skinner 
General Counsel Inspector General 

cc; Deputy Assistant Inspector General for Oversight and Policy, Office of the Director of 
National intelligence 

Office of the Director of National Intelligence, Office of General Counsel lOB Team 
Senior Counsel. InteJligence and Criminal Investigations Directorate, USCG 
Intelligence Oversight Officer, I&A 
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Ollice 1[{.inspeClor GI'nt!rdf 

U.S. l)epllrtmentor Homeland Security 
Wnshlngton.DC .:m."i2a 

. Homeland 
Security 

Homer Pointer JAN 07 2009 
General Counsel, JnteUigence Oversigllt ~oard 
New ExccmivcOffice Buildillg, Room 5Q20 
Washinglon, DC· 20500 

Re: Unhed StatesCoasl Guard and Depa!tment sf Homeland SCCLIfity, Oftice of J11teUigence and 
Annl ysis Intell igence Oversight Quarterli R~port 

Dear Mr. Pointer: 

Tills InteiJigence OversIght Quartedy ReROrl· for the Ullited SlnLesCoasl Guard (USCG) and 
Department of Homeland Sec.arity (DHS) Office of Intelligence and Analysis (1&A) for the period 
July 2008 . September 2008 is sLlbmiHed~purstumt ro Ex:ecllrlveOrder (E.D.) 13462. 

Office of Intelligence and Analysis Report'! 
I&A reported one new incident and proviUed an updale on a paslincidcnt iu its quarterly report. 

'. , . 

flomeland Intelligence Rel!!)r/ on a Muslim Conference (n Georgia 
On May 22, 2008, I&A released (b)(2) High (b)(7e} 

-titled,,!;ERRORISM WATCHUST: InjiJnllulioH Regarding a Flier 
Posted .at a Mosque in Ohio Anriowlcmg <111 Upc()ming Conference in Geo'rgia. reporled 
on the nctivitiesof tW0 iodividunlswith(b)(2) High (b)rt\~) 

and infofmationina flier posted outside aU.S. mosque. The flierannollnced an upcoming 
conference ara mosque in Georgia and li~ted all (he spellkeFI>. Scvel"C1Lspeakc:rs were U.S citizens. 
Ooeof the speakers was seen outside the Columbus mosque speaking to one-of the individuals 

However, there was no information in the filer or the website tying the conference to 
"radIcol extremism oJ:termrist activity. Itwus within I&A's authority to collect, retain, and 
disseminaleinformation regarding the activities of Ihe two individuals(b) H!gtl (b) bt.lt 
outside I&A's aul:hoi'ity to collect. retain.·and disseminate information l'egarding the cOflference in 
Georgia or the speakers who wereU.s.pdrsous. I&A did llot have any evidence the conference or 
the speakers promoted radicalexJrenrismhr terrorist activity, and their·uctIvity is proLected by the 
-First Amendment of the Constilution, Reporting on iL violatedl&A'5 Interim IntelligenceOversighr 
Gl1ideiines. Howevel', due to the limircddistribution there is no evidence of any lasting 
impact on ci vil lJbe~ries and privacy rights, nor:s there any eviclem.:e of impacl on nmiollalsecurity 
01' U.S. reLml()J1s with othe.r nations. . 
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The source infonnaLion has been deslroye:d ordeleled, except for information relating to 

[n un effort to prevcntfuture incidenlsof Ujistype,Officeor OeneralCounsel (OGe) staffand the 
l&A Intelligence OversightOfficer plan 10 continue to meel withI&A perRonneltoidentiJy issue:; 
regarding theooliection. retentioll, and dilisemmfltion of U.S. person inJormation. 

Con gres.fiollal·Correspondence 
TheSecreLllry ofHomelalld Security.recejved corre.'qlOlldence from U.S. Senators Feingold and 
Rockefeller (see classified :attachment) e~ressingtheit concern regarding certain I&A intelligence 
prOdtlCIS wJtich hadprcviouslybeenrepo~ted to the lOB, I&A'sCQnduct of analysis regmtling 
certain domesricmalters, and the role of ~uother DHS compouentl0 a related initiative.. TbeOffice 
ofrhe Director of Nurtom11 lute Iligeoce (QON1) wasnotifled :01' tlie letter andh;c()ol'dinmingon rhe 
anlicipl.ltcd response. 

Update to C()rn~clive ActiQlls Related to tlu~ HSDN Pastvtg . 
I&Aisin the pmce~s oJ draft(ng llPI'ivacy lmpact Asse."::3rnent (PJA)fol' I&A 's Homeland Seclife 
Data NeIWQI'k(HSDN) webpage. l'heH$DN'PLAremains in draft pendIng the issuance affinal 
l&A information :bandling guidelines, cmtrentlvin development bv an I&A worklng group, In the 
interim, (t»)(2) High (b)(le) r 

,. 
United States Coast Guard ]DtelJigenceElemen~ Repol1s 
Theintdligence elements oftheUniteci S~ates Coast Guurd(USCG) did. not report any (luestiomibJe 
or unlawfulintelJigence activities during (he reporting period.ID.addition, llli:~ .cow;r Guard Counter 
InrelHgehceService (CGeIS) completed its bianriunl oversight ins-pection, 'Ind did not note any 
delkiencie.s orreportable issues.CGCISicoritinues to monitoranda.'iSist the PecteraJ Bureau of 
Invesligation with three caSes referred pursuant to 50U.S.C.§402aor.28 U.S.C. §533. One of these 
three cases is being closed. : 

Should YOllllave allY questions, pkuseco;ntactMr, MatthewL. Kl'Onisch, DHS Associate Genem! 
,Cullll5el [Or llttcHigence,wholU<lybe reaphedat.202-282(b)(Gj!, orMr" Carlton 1. Munn, Assistant 
Inspector GeneralforI[lspeclions.a.t 202-~54-4 toO. 

~~~ 

RichardL. SkiJmer 

General Counsel [nspec.torGenerru 
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cc: Deputy Assistant Inspector Gener~1.1 for Oversight ancl Policy, Office of tbe Director of 
National Intelligence 

Senior Associate General Counsel, Office of Lhe Direclor oJ Nalionnl Intelligence 
Senior Counsel, Intelligence and Criminal Investigations Directorate, USCG 
"Intelligence Oversight Officer, r&A 

I'. 
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Pt!ke ofillspecror Garren.! 

U,S. Depllrtment of Homeland Security 
Washing:o[l, DC 20528 

Homeland 
Security 

, rEB 2 3 2009 

MEMORANDUM FOR: Mattbew Kronisch 
Associate General Counsel (IDtelligence) 

FROM: CarJtonIMann ';t I'd ;tv­
Assistant Inspector G~spections 

SUBJECT: InteJligence Oversight Quarterly Report for the 
Fourth Quarter of Calendar Year 2008 

Attached is the quarterly intelligence oversight report to the President's Intelligence Oversight Board 
(IOB) for the fourth quarter of the calendar year, October 2008 - December 2008. In preparing this 
letter, we consulted with your office and obtained concurrence with its contents, 

Please pass the enclosed letter to the Acting General COllnsel for his signature. When he has 
reviewed. signed, and dated the letter, please forward it to the General Counsel of the lOB wi th four 
copies. In addition, pJease provide copies to the indicated Office of the Director of National 
lnteHigence representatives, one to the U.S- Coast Guard's Senior Counsel for Intelligence aod 
Crirnioal Investigations, ooe to the Office of Jntelligence and Analysis' Intelligence Oversight 
Officer, and an additiona: copy to me, for our records. 

Should you have any questions, please contact me, or your staff may contact at 
(202) 254(b) 

Attachment 
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U.S. Deportmcnt of Homeland Security 
W~shingtoo. DC 20S28 

Homeland 
Security 

Romer Pointer 
General Counsel. Intelligence Oversight Board 
New Executive Office Building. Room 5020 
Washington, DC 20500 

Re: United States Coast Guard and Department of Homeland Security, Office of Intelligence and 
Analysis Ihtelligence Oversight Quarterly Report 

Dear Mr. Pointer: 

This Intelligence Oversight Quarterly Report for the United States Coast Guard (USCG) and 
Department of Homeland Security (DHS) Office of Intelligence and Analysis (l&A) for the period 
October 2008 - December 2008 is submitted pursuant to Ex.ecutive Order (E.O.) 13462. 

Office of IntelUgence and Analysis Reports 
I&A reported no new incidents in its quarterly report 

DHS has updated jts implementer required by Section 2.3 of Executive Order 12333, taking into 
account the recent revisions to the Exectitive Order. DHS Instruction 215-001 was coordinated with . 
the Department of Justice and its recommendations incorporated .into the document. DHS continues 
[0 consult wirh the Office of the Director of Nationallntelligence (ODNl) regarding its 
recommendations. 

Following coordination whb the ODNI, the Federal Bureau of Investigation and the National 
Counte: Terrorism Center, DHS provided a response to Senator:s Feingold and Rockefellel'regarding 
their correspondence (reported in the previous qut.rterly report) concerning certain I&A intelligence 
products and other matters. A copy of the response has been previously provided your office and is 
attached hereto. 

United States Coast Guard Intelligence Element Reports 
The intelligence elements of the United States Coast Guard (USCG) did not report any questiona.ble 
or unlawful intelligence activities during the reporting period. The Coast Guard Criminal 
Investigative Service continues to monitor and assist the Federal Bureau of Investigation with two 
cases referred pursuant to 50 U.S.C. §402a or 28 U.S.c. §533. One of these three cases is being 
closed. 

000011 
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Should you have any questions, please contact Mr. Matthew L. Kronisch, DHS Associate General 
Counsel for Intelligence, who may be reached at 202-28~(b )(6) or Mr. Carlton 1. Mann, Assistant 
Inspector General for Inspections at 202-254-4100. 

Sincerely. 

David Martin Richard Skinner 
Acting General Counsel Inspector General 

cc: 	 Deputy Assistant Inspector General for Oversight and Policy. Office of the Director of 
National Intelligence 

Senior Associate General Counsel, Office of the Director of National Intelligence 
Senior Cowlsel. Intelligence and Criminal Investigations Directorate, USCG 
Intelligence Oversight Officer, I&A 
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Olio Dc!pIrtment OrU~d Security 
Wllllhilljlml, DC 2QS28 

Homeland 
Security 

Homer Pointer 

General Counsel, Intelligence Oversight Boa~ 

New Executive OfficeD.uUding. Room S020! 

Washington, DC 20500 


Re; United Stales Coast Guard and Department of Homeland Security, Office of [ntelligence and 
.Analysis JntelJigence Ove~igltt Qtmrlerly Report 

Dear Mr. Pointer: 

Pursuant to Executive Order (R0.) 13462. wcr ore forwarding to you the. April 2008-Jlloe 2008 

lntelligence Oversight Quarterly Report oHlle United Stales Coast Guard (USCG) and Office of 

Intelligence and Analysis (I&A), 


Office ofIntelligence and Analysis Reports 
I&A reported $Bveral incidents Dnd ~\Clivities (!If interest during the guurtel', When I&A bas become 
aware of a potential inlelligence oversight violation. it has taken timely steps to irlVestigare the 
acHvity, mitigate the oo.naequeoces of u violation where one is deemt:u to have occl.lrred, Clnd jdentify 
appropriate C(ll'reclive aClions. 

Mainstream· VO;C8~' Inlftlligence Note 
On April 29. 2008, I&A released an inteH\gcnee note entitled, Jdcnlifying MainStream Vuice,V: 
I:rif/ueluial Speaku Coun.ters lsJ.omic Extremism. The intelJigence note focused on the role of a 
known U.S. Muslim leader in countering vio]qnt lslamic extremism, and idenLified possible 
misinformation aboullhe leader. The intcllise,nce Jloteruso contained other j nformationon groups 
and individuals cO!1sidered to be U.S. Persons.\ l&A prepared the note for the DHSOffioo for Civil 
Rights and Civil Liberties (eRCI..,) for it to use in its olltreach program, and subsequently distributed 

i· 
:: 

the uote lo a brollder audtcm:e. I&A wa.<; wifhln its authority to prepare (he intelligence r'loLe and r 

dis.'lleminllte il to additional .rcc\pients. l:lowevur.lti:A did nei! minimize U.S. person iuformation ill 
thenore prior to its ful1her wliSemination, which is in 'Isolation of l&A's interim intelligence 
oversight proa...-dures. 

After reviewing the intelligence note and its dill:reminatiou list, 
The intelli~nce note wus administratively recalled and removed 

j;. 

.1' 
;' 
. 

, 
i.'> 
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from web portals wherc it had been posted. ~J&A is minimizing the note's U.S. Person information 
and wiU disseminate tlle revised note to a limited andienee. 

I&A personnel were subsequently queried about the intelligence note by staff members from the 
Senate Select Committee on Intelligence anc! Senate Judiciary Committee. The Under Secretary and 
members ofbisstaff and Couns,,] met with staff from both committees OD two separate occasions .in 
mid~May 2008, llJ1d continue to maintain !Illactive dialogue concerning this product. 

Hizb ,III"TalJl'ir Special AsscssmenJ 
On May 14,2008, l&A released a S~iaJ A~eSSIDont entitled, l-lizb IIt~T(["ri,. United Stales: 
Emerging Threat/or Radicalizing AmericaniMusiims. Hizb ut-Tahrir United States (HTUS) wus not 
marked as a US. Perso.1l in the assessruent'sJnitial release, After reviewing the Ilssessment, tiS well 
as background information all the group, 

aod HTUS be marked qs a U.S. Person. On May 15,,2008. th.e assessment was 
~ldministratively recaUed, HTUS was marke9 8S a U.S. Person. and the assessment was re-rclcased. 

HomeJllnd Security Della Ne/ltlork Postings 
On May 20,2008, 1&A 's Intelligence Overs~ght Officer Jearned that 1M has been posting produces 
from state and local Hgcllci~ on the Homelapd Secure Dllw"l Network (HSDN), DHS's Secret 
IntenlCt Protocol Router Network (SIPRNET) equivalent, since at least 2005. The HSDN web­
based portal bas several sub-portaLc; that provide users access to 1&A intelligence products as well as 
products originated by other DBS components, federal agencies ourside ofDHS, and state and local 
IIgencies. 10 a review conducted by the I&A InteUigenceOversignt Officer, it was determined that 
more than 350 state and local agency produc;.s were posted onto J&A's HSDN sub-portal J&A's 
lntclJigence Oversight Officer reviewed theSt products and identilied numerous state and local 
agency reports on U.S. Person ilctivlties, including, in some cases, activities that could btl c(lOs;dered 
constitutionally protected. It was determined that the posting 01l.I&A's HSDN sub-portal of these 
state and local agency products violnted 1&1\'5 interim U.S. Person procedures. 

(b} 

Update on CorrecLlveActiofls Related 10 (/JeNtltioll oflflam intelligellce Note 
I&A has taken several corrective IJctio1)S to address concemsmised followjng the release ol'ilS 
October 2007 intelligence note, Nation ofIslam: Ullcertain LeadersJlip Successioll Pose,\' Risk. 

• 	 Copies or each ofI&A divi~ion's m;s'sion.stalements were forwflrded to the Office of Geneml 
Counsel (TnteJligence) and Office orrnspector Genel'Ul for review. 

I&A drafl;ecl ft revised mission statement for the division thut 
prepared the Nation of Islam note, the Homelmld Environment Threat Allulysis Division 
(RETA). 

000014 
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• 	 I&A's Intelligence Oversight Officer and representatives of the Office af General Counsel 
hold a wor.\Cshop in May 2008 with PlBTA analysts. Discussions centered on collection, 
analysis, and reporting on the radicaUzation process while ensuring the protection of civil 
rights and civil liberties. 

High 

• 	 I&A'-8 Production ManagementDivision has updated tbe dissemination matrix in its Produot 
Abstract that will allow analysIS to furdler delineate which entities should .rec.ejve particular 
intelligence products. 

• 	 'I'he Office of OcncIal Counsel (Intelllgence) and the I&A Intelligence Oversight Offic6T 
continue to worlc closely with analysts from HETA and reports officers n:om the Collection 
Requ1re.mellts Ma.n.agcment Division on various intelligence products and requests fot 
information associated with sensrtiveissufls related to civil righrs II11d civil Uberties. , 

Training. [Mpections, li.ssistance, and Spot Checks 
I&.A offered intelligence oversight training all seven occasions during the reporting period to orient 
new I&A employees to intelligence oversight responsibilities and refresh the related understanding 
of continuing staff. In addition. I&A'8 InteUigonce Oversigbt Officer conducted an informal 
jns~tion of the Borders and Chemical Bioiogical Radiological and Nuclear Threat Analysis 
Division (BC'fA) in May 2008. I&A al60 ~ormed several spotcheck.1l during the quarter. 

Other ImelUgetice Oversight Program Dewilopmema 
On April 3, 2008, tbe I&A Under Secretary 'and Associate General Counsel (Intelligence) signed a 
memorandum entitled, Interim intelligence OV~rlight Procedures for the Offr.ce ojlnulligence and 
AnaJysi.r. (bl(2) Ie 

Aoopy of the memorandum 1s enclosed. 

At the request of an I&A State and Local Fusion Center field rcpl'flseDtntive,I&A's Intelligence 
Oversight Officer-deve.!.oped several flowcl:iarts that illustrate. the collection,.retention, and 
dissemination.ofU.S. Person information in,accordance with E.O. 12333 and I&A'slnterim 
intelligence ovcmght guidance. Thoseflow:-obru1S were distributed to all I&A State Hnd Local 
FU8ion Center field represental1ve.'l, IUld hav~ been incorporated into J&A's inteUigence oversight 
training materials. Copies of the flow charts are also enclosed. ­

On April 3. 2008, I&A's Information Sharing.and Knowledge Managoment Division (1M) 
announced the initial operating capability oMhe(b)(2 
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(bH 

This is consistent with l&A guidelines. 

United States CORst Guard Intelligence Elemont Repor:ts 
The intelligence elements ofthe·United States Coast GU8('d (USCG) did not .report any questionable 
OTl.lnlawful intalligenceactivities during thoieporting period. In addition, the Coast Guard Counter 
luteJ1igence Service (CaCIS) completed its biannual oversight inspection, and it also did not nOle 

any deficienoies o.t:reportnble issues. eGcrs continues to monitor and assist the Federal Bureau of 
Investigation with three cases referred pursuant to 50 US.c. §402a oc.28 U.S.C. §533. 

New personnel assigned to USCG inteUigence elements rocoived initial intelligence oversight 
training during this reporting period. 

Should you have any questions, please contact Mr. Matthew L. Kronisch, DRS Associate Genera! 
Counsel for Intelligence, who may be reachc!i nt 202-282·( b)( 6) or Mr. Carlton I. Mann, Assistant 
Inspector General for Inspections at 202..,254~4100. ' 

Sjocerely, 

Inspector General 

cc: Deputy Assista.nt Inspector General fE)r Oversight and Policy . .office of the Director of 
.National Intelligence 

Senior Associnte General Counsel. Office of the Director of National Intelligence 
Sellior Counsel, Intelligence andCriutinll1 Investigations Directorate, USCG 
Intelligence Oversight Officer, I&A ~. 

Attachments: 
USCG Intelligonce OversightQuanelily Report, August 2008 
I&A Intelligence Oversight Quarterly Report, July 2008 
Interim Intelligence Oversight Procedures for rhe: Office of Intelligence and Analysis. Apd! 

2008 
I&A Collection IUld Retention of U.S: Person Information Flow Chart. April 2008 
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AL lJSEO.,NLY 
JJ.,S.:Depanment of Uomelalld S""urUy 
WashlngIO/l, DC 20528 

Homeland 

I 
t 
l ·:Security 
f

lui}! 15, 2008 
i 
f 

MEMORANDUM FOR, 	 Gus Coidebellill 

ActingGeneralpounsel 


t 
, • t

Richard Skinnetj 
Inspector Generf! 

f 
FROM; 	 L. A. "Olc" Brotlghton-...... ~.~ 


Intelligence Ovc(sight Offi(!~"'- -""'''--L:;i1. '~'\ 

~' 	 Y ' ......""-.,."'__ / 

.SUBJEC'T: Intelligence ovtSight'QU<lrlerlYReport 


, 

! 


Thisis,thc Of~cc of1nl!!lligence and AnUIYSiH.OC:T&A),Qual'terly Intelligence Ovel'sighl Report for 

the perIod ApnJ 1.2008 to June 30, 2008. . 


Issucs:,1	 ' 
--- l 


f 

Mllinstrc2m Voices Intclligellcc Notc j 

On April 29,2008 I&A proditCliOIlManngCmer\t (PM).releasc:d nil inlelligence note entitled: 

"/dtmtffying Mainstream Poices: b!/lllen{jal SPvakel' Counters islamic Extremism." The 

intcl1igc.mce no!ewasprepured by thcRadicilli~ation find ·Extremism Branch, Homelund 

Environment Tlu'eatAnaly~is Division-and foc~sed Olllhel'olc'of 11 known U.S. Muslim leader ill 

countcringvioletJll~hnnice~trefui8m·"nd.to re,.~pondlOpossiblc misinfonnalion .on this 

individuaL This;intelligcnccllote;was written i!tconstiltatioil with Df-IS Civil Rights und Civil 

Libcrties.(C~Ct)iiuia"iriitinl).Y p.rovided·tt) justpn:CL for use as part of thCiroutrench program. 

Tb~,:imeJfigcnceribtc wilswritl~npurll.ia~UO I~A 'sauthoritYllllUerScction 20 I (d)(17) of the 

H.61helafiti'Securil.YAcl of200~which 'nHows I~A ''It]o proviiledintelligencc and infonnation 

llmilysis andsupport'to otherelementsoflhe:O~p.~r.lmenL" The in.te.lligence;note contained 

infOrmation on 11 number ofgroups and individ~IUs considered tobc't:.i;S. Pe;:rsons. This 

infonnation was neededln ordei'fOr CRCL lofljlly unuerstanclul1cfasses!l thc[lroduct. Since 

otber ernmt:nll.llngcncies have outres.ch prl)S;rams simiJar.to GRCL,(b){2) le) 


(b}(2) (b}(7e) . it WIlS decided within l&A to further 
disseminute Ihis note to members of the Intellig~nceiCom11lunity, DHS components. and I&A's 
Field Represelltatives at the State and Local FU$on Centers. In generul, this dissemination was 
within I&A's authoritypursuanl to Section 20 1.~(1)(17) and Seetion.201(d)(3) as part of our 
mission "to identlfyprioritics and protective 001 support meO$ures... n 

I 

\ 
I 
I 
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" 

Tbe int6Iligonce note wosnot minimiZed pir;:~0~fgs,eminp.{ionan4 as.a resul.t of an iitfonIlal 

poHcy wl'thin PM:to,include()tb~'B:~~;.',) '~"':F~~ral'13Qvemment tothedistrlbuticm list 

when ~rod(JctBW$(n'li1ing1di~n:tP.u~~;t.b'~t iUlatooru:FJ1sioJ\Certters, it was disseminated 

to a PtQaiJerll~funjje'fha:n~.~t1.~i~ll~ .,TlU~;~~u1tedf.ln avioJalion Qfl&Ns Interim 


I 

,Intenl~lJeteigltti(S\,Ji(itm{a~\,:~UWt~ '" ,'g:,the inte'~i~J.1~~e~t~ and: ,the dhtseminatiol) 

, ,list,(b)(2) High (b)(le) 'Xheiri!t,1Ili,gencenote 


. had'be.en ,Postr;:d. The 

Perspu ;:nrotnl&t]on 


Jtntiiorit,v under,Sections 


wm:e,;(lsrj(~ tOiao~w.erqlles(io.ps r~Jfardin~the , " 

JIU1,,1l1Iil,gU1_ tliGtb':fiWiki'slaff.~tlbl!~'·j~~ftht'~!~na:~~ '. ' ,Oonttl1i(tee on Iri.tl'lligQJice IUld the 


lt~ll~'~1<0n,j,VU~y19i 20'oi" lJle;Self4tc~:St8ffers' , 

'1d~etle!lrOh:iirld;Write tlHsptQduot. 


rellmllf!lt a;;Sp.l2iaJJ&A;s~rsWent;.e.ntjlqed "Wzb ~t,;.rahtir,United 1
1ihI_f1tItTJti'S4k.~~·RtJ1,'iCi:l1 :Ani~~~/j~Ki~(Jim.:/ 'the~ijs~essfhent>'W~&lrepRrea by 

, ' Oiyiston.' The 

pperiltesiu_' '. , 
'llil'ilWell(~-:turQjYe, , 

HTUS"Js'acll ' 

'U:S. affiTta " 


, (0)(2) HiQh (b){le) 
(b)(2) HIgh (b)(7e) 

fS),o~":f9 it~;l.fto~~ 
1~~i1~~.~i~i;';ln*-@t~~J1!IUI~~s.r~l~lf~:\@'~EUlgun:J!~nt;e,IP1"~~ad.~·th~t 

, "" ,~t)l~y.:l r· ~'·:$metidvt.s~f8.trl\U~ly;r'ec~Ue(i., HTUS 

~~~$(a U;S, a-~S01'!pap4~f~re.r , ,," ,l$JI)Ci{~fwlil~tr~t;~rtJi(j~an irilQlHgence 

ov~igbtviolt"ijo,n;, . " 


Homeland Seeut'.Hjjf"·~etwol'k (iJSb.~ oltmg 

, Oh~~Y:2,Q;;~PO~ tqBti!Qef'w.~Pl<~ll,~:4m~ ,M .J:m~r~:~,,'.' '§r~1~J1gtill.~),th(l\'l\t011igfiMe 
Ov.cniigntOfncer atnSnd¢l!:ain'eI§ling:iWitll" ~:R~'i'Ciun . :,lO¥l~is~lltion.regarding the ' 

r .. 
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! 
posting ofintormlltioll from Stllte and Loca~agencies on to the Homclulld SI.'Cure Data Network 
(HSDN). l&A has II webpage Oil HSDN (l:ISON itself is owned by the DHS Chieflnfonnntion 
Office (C10)). The I&A wbbplJge basvariohs:portals which allow.access to l&A inteUigl:llce 
pro(lrtcts as well'ns products ll1sseminateabt.oth~rDliS agencies, agencies outside ofDHS, and 
State and Local agencies. '~ 

i 
While l&A has been postiugproductson heR'alf of andJor at the req uest of S tnte and Locol 
Agencies sioce 2005, more,tailored guideUtl~sthali ~hat fOUIld wilJl'in the. I&A 1nterim 
Intelligence Oversight Guidelines is.wllrtaril~: 'AlsQ,u Priv8cyhnpact Assessment (PlA) was 
not completed. The PriV!lcyOffice:isad41'ef~ing'lhepotelltiaJ'PiivllcyAcl issues associated with 
f&A'suseofihissystem. j 
There were over 350 products pO!lte~'on HSfN onbehl1lfofStute anu Local Agencies. The 
Intelligence Oversight Offiaer,'reviewed'eacllufthe Stntelllld Local.Agencyproducts, numerous 
instances were found where Stute and Loealj\genc.ies wCl'ewportihg on nctivities by u.s. 
Persons which, .in some instances, are consld~red ConstitutioJll;lI!y protected activities that may 
be lawful to reDort.on unclcrlaw ellforcemcntnufhorltiesDutareotltsiile'ofI&A's authorities. 

(b) (5) 

I 
. ~ 

The posting 011 HSDNofStntellnu Local Agci:ncyproducts thai contain U.S. P,enon information 
outsideI&A's llutlIQrille:rwas a violation ofI~Nslntedm Intem~encc'O~ersight Guidelines. 
Since l&A, not the Stmes, cQotrol the conlcntiof iutormatillll :posted .,On.I&A ~s webpage on 
HSDN, these,products should not have been 4is..~eminated by I&A on !-ISDN. 

l 
Infonnation Sharingund KnowlcdgeManuge{J1cntDivislOIl (IM)is in the-r,roccss of dratling a 
PlA for l&Ns HSDN weblmgc. Addition:nll~ 1M is lnokingat liettingqpl&A 's webpagc 
similar to HS-SUe where theStiltcs, 110t l&i control tile content of what is posted on their 
illdiviullul portals. fn .the interim,llll·products.rsent '(0 l&A by our State llllU Local Partners llrc 

now being re\liew-cd,fo! contenLbythe OfficeIofGenera! Coullscl(In!ell1gct1cc) and the 
intelligence OvcrsigntOfticer prior to postin~,on HSDN, 

; 

Wikipcdin' Posting 1j 

On June 5, 2008tl1C Office-of GellC~ral CounsJ(lntclligencc) Willi notiiied byu member of I&A 
of a possible q~estionable ,activity invol~ing tl~ Wikip,edi/l. website. The Of?ce of Ge~lcrnl 
Counsel (Intelligence) notified the Intelligence OversIght Officer ofthe possable questIOnable 
activity on June 6, 2008. 1 

'I 


Wikip'etlia is 1111 online encyclopedia which aU~ws nnyone with intemet f\cceru! 10 provide 

cOlltributiOIlS. There is a webpagc on Wikipeq,a which contains in tom1ation about the Under 

Sccrl:tory oflntel1i:gence and Analysis.· Contributions can be made anollymously, although the 

IP address of the conlribulor.is dispJayed oli thbwebpage. 


! 
t 

( 

~ 
~ 
) 

~ 

" 
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An I&A contractor at home on his own time {lfovided a contribution to the site regurding the 
Under Secretary's management style. Anoth~r I&A contractor at home and 011 his own time 
discovered the contribution and' conductedan}IP address. search. The second I&A contractot' 
then came to work, and, using an l&i\alpha f,oster, dotermined who he thought had made the 
contribufion; Retold severaH&A :employee~.ofhis discovery.

f 

Several DHS Management Dircctjvesallow~Jlc limited use of the itlternet at work for persona! 
use subject to a number of caveats, An I&A .full-time employee (FTE) went to the Under 
Secretary's webpageon WilCipedia during hiijlimited persona! use time and read the contribution 
made by the first I&A contractor. He disagr4:;dwith the remlll'kS'lmd deleted them, which is 
allowed on the Wi(cipedia site. However, Wdcipedia contributions lire not actually deleted; they 
arc simply moved to the history portal of the '~ul>ject's wcbpage. The lP address of (he person 
who d~letes a contribution is also displayed Oil the site. fn thisclIse, based on theIP address, it is 
relatively easy for soJneone using an IPaddr"Fs locator-to surmise it was someone within the 
federal government thatdelete(l the l&A contractor's contribution.". ~ 

1 
The I&A FTE's actions probabJy violated DES policy as outlined in Management Directive 
(MD) 4600.1 Personal Use Q{Gol'ernmeni dftlce Eqllipment. Section VI, Paragraph F.(l) 
states: "DHSemployees mustcnsure that per~onal use (of thcintemct at the office) does not give 
the appetlTance ofacting in no officiill cupllcil\y. For example, DHS employees may not post 
DHS infonnation to externBl·news groups, bulJetinboflrc!s, or other, public torums without DHS 
authorization." Even thCluglflhe Managemertl Directive does notspecifi'cally address editing or 
deleting material on theintemet dUiing'persobaJ use time,arguatilytheii1tent is to refrain from 
that type ofbehavior as well. The secondI&?i contractor misused government resources by 
using the alpha roster to attempt to looate·thejfirsl 1&A contractor. Government alpha rosters, 
phone trees, etc. are forofficial use only; the:jmproper'use of thesc1"esourccsis also a violation 
of MD 4600.1. Neitherthe l&A.FTE or the ~econd J&A contractor' were engaged in inlciJigence 
activities when they violatcd'DHS policy. Tlierefore, this inCident was not considered an 
intelligence oversight violation.(b) (I)) 

(6) '­
I 

r 
Updatc,onCorrcetive Actions.RclatedtotbeNOlJntelligence 'Note: 

. I ' 

The other cortective actions outlined in the NPI inquiry have ailio been implemented. On 
December 14, 2007 a copY'Df each I&A DjYi~ion mission statement was forwarded to the Office 
ofGeneral·Counsel (InteJligence)for review.{ Additionally, the Associate General Coullse) . 
(I&A) requested the Intelligence Overs'ightt;Y,fficerdntt'tu new mission-statement for Homeland 
Environment Threat Amilysis (H ETA) Divisipn which was Jorw,arded to the Associate General 
Counsel 011 November 21, 2007. Th~IntclHgcnccO vcrsight Officer completed the Product 
Justification Wol'lcsheet on April 1, 2008, aft'Jrrecei vinginput from the Office ofGeneral 
Counsel(lntelligence),DHS Privacy Office,'4nd DHS Civii Rights nnd Civil Liberties. Itwas 
forwarded to HETA the same day and is clJ~~ntJy under review by iJ HETA working group for 
incorporation into tllcir SOP. Additionaliy, P1M has updatedthedisseminatiol11Tlatrix in their 
Product Abstrapt which will allow analysts tdfurthenlelineate which entiti~s should ,-eceivtl an 
intelligence product. l 

1 
j 
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WIth senslti.ve tssuesrelated to~lvn ffBimte.$, . 

Intellig~nce OveIlsighttrai~g'w8S heldlQfr 
15, J~e··3, j9.J)~:S;AAdlull~ r1,J2na~.;. A~{t1 

"several members ::fi':on(tlle.Office,ofGan' 
aftemO<inofM~yfBi ZOOS'with1he"I1U'" 

The'OffiCi.HJf General CaunS"el (IrttelUgert~)i: . ' 'd'UleIptelligen~e O'!eJ;Sight Officercontibue .to 
work clQselywi~h.~~ysts·frorrrRETA,\~1,i t..Q~;:QfftCb.t;sftOIl1G"QUePtion,Requ.\rements 
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Intomg~qe Qve,rJiJ8ffMl;lfifi(fet. . . . . 

;oenerlih~).!~} '(g4GA) st$lloo Qut a . . . 
, , ·Jtt,.,Pf',9"(J~~(ifl)re·()JJf(fe'ofJl.Ile,lligence 
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FlowCharts 

At th~'I'e9uest:Of.llIll~A;Stllte';\lnq .. I ...R.1'ilii:tl'liP!'l.J1·t, .... ·.,~jAlt.I ,~ire~('ntiljtivet tn.e Intelligence 
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lElli8lt1'llJ-RtQFFIC.lA.L:U$EONLY 
:"'. 

Intelligence Overnight Training. C()(li~!l,;crf.t; ''tlo'W-(ihartsare.nltaehed. 
. • I ' 

'. .' 

. On April'l,2008, ,{&AJnfQnnq~Oh~ana.KnQ j 1eijg~1itJigtlgeUte~njyi~ion '(iM),onnmJnced 
,Imrifll'OperlUng;Qap~"Uity.(rQC1( b)(2) High (b)( 7e)

(b}(2) High {b)(7s1 ' , '.,- -" ' , .. , " , 

Higtl 

f .' 

,SQ'leS~!lpnfim9.~e_tl 


,Ther~ ore:ilQ:8uggpslio~?'fo~.mprovep1~nt~ .f·thcirltclljgenc~:~ver$ig!lt&Y8t~m for' this period, . 


, 'Pbfi!t oFCOP:tMt: 
.' . . ' . ( . 

IMr, L. A. uOl~t'8faught<m. lti~nr~n~'Qv: j~t,Offlcer(I&A), 2Q~Zg2 fax: 202-447-. 
34M, O"rnailadar.~ss: l' . 

Ce; Under Se,c.t:eliu'yforIntelligence-ilnd .'" ~¥8is 

~'OFprCJ\:L t:1SB ONt Y 
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USE ONLY 
PllbIic Availability t e Determined Under 5 U.S.C. §552 

u.s. Department of Commandant 	 21 OOSacond SIresI', S.W. 
Homeland Security 	 United States Coast Guard Washington, DC 20593-0001 

Slaff Svmbol: CQ·094 
Phonelh) In)

United States 	 Fax: (bl <6\
Coast Guard 

MEMORANDUM 	 MAY 05 2QlI
(b) (6) 3810 

Fr~ Reply to CG-0941 

Judge ~ate Generllf Attn of: (6) 


To: 	 General Counsel 

Department of Homeland Security 


General Counsel 

Intelligence Oversight Board 


SUbj: 	 CONSOLIDATED INTELLIGENCE OVERSIGHT AND INTELLIGENCE 

OVERSIGHT BOARD QUARTERLY REPORT 


Ref: 	 (a) Executive Order 12333 and 12836 
(b) Memorandum dld 14 June 07 from Director J.M. McColmefl and Chairman Stephen 
Friedman SUBJ: Intelligence Oversight Board Reporti:J.g Criteria. 
(e) Coast Guard Intelligence Activities, COMDTINST M3820.12 (series) 
(d) Ovel'siglIt of Coast Guard Intelligence Activities, COMDTINST 3821.14 (series) 

1. This intelligence oversight quarterly report for the Coast Guard National Intelligence 

Element covers the period from January through March 2008 iIlld is submitted in compliance 

with references (a) and (b). 


2. No reports of questionable Or unlawful intelligence activities were received during the 
reporting period. There are no indications that Coast Guard intelligence activities have beeu 
conducted contrary to law, Ex.ecutive Order, or Presidential Directive. 

3. During tbis qunrter. recently assigned Coast Guard intelligence personnel at Maritime 
Intelligence FusionCentc[' Atlantic received the initial training as required in reference (c). An 
informal oversight inspection was conducted by the Intelligence Oversight Officer (IOO) at the 
Maritime Intelligence Fusion Center Atlantic. All infonntli inspections resulted in satisfactory 
evaluations of retained records and collection practices. 

4, CGCIS continues to monitor and assist the Federal Bureau of Investigation (FBI) with four 
cases referred to the FBI as required by 50 L.S.C. §402a or 28 U.S.c. §533. 

5. 'Please call(b) at (202){b) if there are any questions. 

# 

Copy: 	 COMDT (CG-2) 
DBS Office of Inspector General 
DN! General Counsel 
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U.S. 'DIIPQ rtnllllli or Homeland Sl!curity 
Washingl<",. DC 2U5211 

Homeland 
Se,curity 

April),2008 

MEMORANDUM FOR: All Employees, Detailees, and Contractors Supporting the 
Office of .1ntcll igence and Anal ysis 

FROM: 
,;/-, -6t<V!()

Charles E. Allc4L .~~).(kX. . U!-k:~~<-_.~_______.___. 
Under Secretary ~Or1n~~ligenCe an~~ysis / " 

Matthew L Kromsch ;t1 Z~" 
Associate General Counsel (Intelligence) "'___ 

SUBJECT: Interim Intelligence Oversight Procedures for the Office of 
Intelligence & Analysis l 

Introduction 

l'he Department of Home1and Security ("DHS" or "Department") Office of JnteHigence and 
Analysis (I&A) is a member of the United States Intelligence Cornmunity.2 As such, T&A is subject 
to Executive Order 12333, "United States Intelligence Activities," which estabJishes the basic tenets 
ofInteUigence Ove,rsight. The purpose ofIntetligcnce Oversight is to enabJe r&A intelligence 
professionals to effectively can)' Ollt their authorized functions while ensuring that their activities 
affecting U.S. persons3 are conducted in amannerthfl[ 'protects the constitutional rights and privacy 
of those U.S. persons and maintains the integrity of the intelligence profession. 

Pending approval by the Attorney General ofl&A's 10rmaJ. implementingprocedmes tor EO 12333, 
this docmnen! is designed to serve Clsinterim gludance for alJ I&A persOlUlcl (employees, detailees, 
and contractors supporting I&A) involved in intelligence activities, The guidance contained herein, 
however, does not substitute for legal review of specific intelligence activities, and auy questions 011 

the applicability or interpretation of this guidance should be directed to the Office of General 
COl1nsel (Intelligence). 

I This meruorandllll1.revoku tbe memorllndum, "Jntell igence Oversight Basics" dated Marcil 27,2006. 
2Intp://www,intclligcllce.gov; See alllo, § 201 (h) ofthe Homeltll1d SecurilY .Act 0['2002, as amended, the National 
Security Act of 1947. a amen(]ed. Dnd Executive Order 12333, as amended by Executive Order 1.3284. 
3 For purposes.ofJntelJigence OverSight, the definition ofa Ullited States (U.S.) person includes: (a) a U.S. cilizen;(b) 
an "lien know by l&A to be a penmment resicierrt alien; an unincorporated association substantially composed of (a) or 
(b); (c) a corporation incorporated in the U.S., except for a cOTporation directe(] and controlled by a foreign 
government(s). A corporation or corporate subsidiary incorporated abroad, even if partially or wholly owned by II 

corporation .incorporated in tbe U.S., is not II U.S. person. Aversoll or organizlltion olltside the U.S. shalJ be preslimed 
nat to be II U.S, person unless specific; infonnatiol1 to the contrary is obtained. A pt!tS@ or orgllllizatioll witllin tile U.S. 
shan b\l presumed to be II U.S. person unless specific InfoJnlatioD to the I;OlllTilry j~ oblaiucd. !·lowl:yer. an alien witl1in 

ccific information to the contnU'y.the U.S. slmll be presumed not to be 11 U.S, person unless l&A obtains, 
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FOR~NLY 


Conclusion 

As mentioned above, these procedures are designed to serve as a reference tool for all I&A 
personnel involved in intelligence activities. It does not substitute for legal review of specific 
intelligence activities, and any questions on the applicability or interpretation of thse procedures 
should be directed to the legal staff. 

These procedures are set forth solely for the purpose of intemal DHS I&A guidance. TI1ey do not 
create any rights, substantive or procedural, enforceable by law by any other- party in any civil or 
criminal matter, nor does it place any limitation on otherwise lawful investigative and litigative 
prerogatives of the U.S. Government. 

7 
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a conclusive determination that the information was necessary for the conduct of I&A's mission and 
responsibilities. Moreover, I&A had violated its guidelines by disseminating the U.S. Person 
information contained in the intelligence note to recipients who were not reasonably believed to have 
a need for the information in the performance of lawful governmental functions. I&A's Intelligence 
Oversight Officer could not conclude in this instance that I&A's actions constituted a violation of 
Attorney General approved E.O. 12333 guidelines, because I&A's E.O. 12333 implementing 
procedures remain under Attorney General review. The I&A Intelligence Oversight Officer's' 
inquiry report, a copy of which will be provided with our next quarterly report, recommended a 
number of corrective actions. These recommendations, together with several related OIG requests, 
were submitted to I&A leadership for its consideration and action, as appropriate. 

The intelligence elements of the USCG did not report any questionable activities during the quarter. 

Both I&A and USCG provided EO 12333 training to newly assigned intelligence employees, and 
I&A offered annual refresher training to continuing staff. 

Should you have any questions, please contact Mr. Matthew Kronisch, DHS Associate General 
Counsel (Intelligence), who may be reached at 202-282-tb)(6), or Mr. Carlton 1. Mann, Assistant 
Inspector General for Inspections at 202-254-4100. 

Sincerely, 

Gus P _Coldebella Richard L. Skinner 
Acting General Counsel Inspector General 

cc: Deputy Assistant Inspector General for Oversight and Policy, Office of the Director of 
National Intelligence 

Senior Associate General Counsel, Office of the Director of National Intelligence 
Senior Counsel, Intelligence and Criminal Investigations Directorate, USCG 
Intelligence Oversight Officer, I&A 

Attachments: 
IOB Summary Sheet, 41h Quarter 2007 
USCG Intelligence Oversight Quarterly Report, 4 February 2008 
DHS DIG Semiannual report 
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Intelligence Oversight Board (lOB) Summary Sheet 

N~Ifl~J~fD~partwent orA~:Qcy' Cy Quarterly Report: 

Department of Homeland Security CY 2007 4th Qtr 

DATE OF INCIDENT: DATE OF REPORT TO lOB: 

20 September 2007 


Date of Report to Department: 28 September 2007 

Date Report submitted to other entity (i.e., Dol, Congress, Civil Liberties Office); N/A 

POSSIBLE VIOLATION OF: 

Statute (United States Code Citation) 

FISA (50 U.S.C. 1801) 


~ Other (U.S.C. Citation ____--t) 


Executive Order 12333: 
Section 2.3 collection & dissemination ofUSP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic surveillance w/iIl US 
Section 2.4(b) unconsented physical search w/in US 
Section 2.4(e) pbysical surveillance ofUSP w/in US 
Section 2.4(d) physical surveillance ofUSP abroad 
Section 2.5 AG approval w/in US or against USP abroad 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 
AG APPROVED EO 12333 GUIDELINES 

OTHER EXECUTIVE ORDER (SPECIFy) 
Creation ofunauthorized SAP (EO 12958, as amended) 

l Other (EO citation:,.E.O. 12968 and E.O. 12674 ) 

PRESIDENTIAL DIRECTIVE (SPECIFy) 
COVERT ACTION FlNDINGIMEMORANDUM OF NOTlFICATION 

__ Other (Presidential Directive citation:_~ ___) 

DEP ARTMENT/AGENCY ACTION: 

*DATE OF FINAL DISPOSITION: N/A 
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UNCLASSIFIED~","",,,,, 

Intelligence Oversight Board (lOB) Summary Sheet 

Name ofDtmartment or Agency: CY Quarterly Report: 
Department of Homeland Security CY 2007 4th Qtr 
DATE OF INCIDENT: DATE OF REPORT TO lOB: 
August 2007 - 4 October 2007 17 October 2007 

Date of Report to Department: 4 October 2007 

Date Report submitted to other entity (i.e., Dol, Congress, Civil Liberties Office): N/A 

POSSIBLE VIOLATION OF: 

Statute (United States Code Citation) 
__ FISA (50 U.S.c. ) 801) 
~ Other (U.S.C. Citation ____--.J) 

Executive Order 12333: 
Section 2.3 collection & dissemination ofUSP info 
Section 2.4 preamble: least intrusive collection 
Section 2.4(a) CIA electronic sll.'v'eillance wlin US 
Section 2.4(b) unconsented physical search wlin US 
Section 2.4(c) physical surveillance ofUSP w/in US 
Section 2.4(d) physical surveillance ofUSP abroad 
Section 2.5 AG approval whn US or against USP abroad 
Section 2.6 assistance to law enforcement 
Section 2.7 contracting 
Section 2.9 undisclosed participation 
Section 2.10 human experimentation 
Section 2.11 prohibition on assassination 
Section 2.12 indirect participation 

l 	 AG APPROVED EO 12333 GUIDELINES (Guideline name and 
section: I&A procedures implementing EO 12333 are still pending 
review and approval by the~G. The current version ofI&Ns 
Interim intelligence oversight guidelines were issued to I&A 
personnel in a March 18, 2006, memorandum entitled "Intelligence 
Oversight Basics.") 

OTHER EXECUTIVE ORDER (SPECIFY) 
__ Creation ofunauthorized SAP (EO 12958, as amended) 
__ Other (EO citation: ) 

PRESIDENTIAL DIRECTIVE (SPECIFy) 
COVERT ACTION FINDINGIMEMORAND1.JM OF NOTlFICAnON 
Other (presidential Directive citation: ) 

000035 
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UNCLA~ICIAL USB ONLY 

DEPARTMENT/AGENCY ACTION: I&A recalled its intelligence note on the Nation 
oflslam and requested that recipients delete and destroy their copies of it. I&A's 
Intelligence Oversight Officer conducted an inquiry into the case, and recommended a 
number of corrective actions in his report of inquiry. These recommendations were 
forwarded to I&A leadership, along with several related OIG requests. 

*DATE OF FINAL DISPOSITION: N/A 
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Office ofInspector Gl!lIeral 

U.S. Department of Homeland Security 
Wasbingt()n,DC 20528 

Homeland 
Security 

JUL' 82008 

MEMORANDUM FOR: Nicholas Gray 

.dttomeygv~ce General Counsel 

FROM: . 	 ~Mann . . .... 
AssistanfInspector General forInspectio~ 

SUBJECT: 	 ltitelligence OverSight Quarterl y Report for the 
First Quarter of Calendar Year 2008 

Attached for your review andslgnature is the quarterly intelligence oversight report to the 
President's IntelUgence Oversight Board (lOBi) for the first .quarter ofthe calendar year; 

. January 2008 March2008. In preparing this'letter, we consUlted with.Matthew Kronisch, 
Associate Gerieral Counsel' for Intelligence, and obtained his concurrence with its contents. 

Please pass the.enclosed letter to the. ActingQeneral Counsel for his sigmiture. Whenhe has 
reyiewec( signed,aitd dated the letfer,'please forwardit to the General COWlsei ofthe lOB with four 
Copies. In addition, please provide copies to thelndicated Office ofthe Director·ofNational . 
Itltelligencerepresentatives,onetoyour Associate General Counselfor Intelligence, one to the U.S. 
Coast Guard~s Seruo!CoWlsel for Intelligence and CriminaJInvestigations, one to the Office of 

. Intelligence and Allalysis' Intelligence Oversight Officer, and an additional copy to me, for our 
~~.' 	 . 

Should you have a.'1.yquestions, please contact me, or your staffmay contact (b) .at 
(202) 254.(b) >. 	 . 

Attachment 

! 
1 

i 

. cc: Associate General Counsel, Office of Intelligence and Analysis 

000037 . 
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U.S. Department of Homeland Se~urity 
Washington, DC 20528 .. 

_Homeland 
.~~)~J! Security 

Homer Pointer 

General Counsel, Intelligence Oversight Board 

New Executive Office Building, Room 5020 

Washington, DC 20500 


"" ", '. . . ". . . . .' 

Re: UDited States CoastGuard and Department ofHomeland Security,Office of Intelligence and 

. Analysis Intelligence Oversight Quarterly Report . .. . 


Dear Mr. Pointer: , . 

Pursuant to ExecUtive Order (EO) 13462, we arefQrwarding to you the January 2008-March 2008 .. 
Intelligence Oversight Quart~lyReport of the United States Coast Guard (USCG) and·Office of 
Intell~gence and Analysis (I&A). . . . . 

.. hiApril2008,. I&A issued its first quarter 2008 intelligence oversightreport to the Ge~eral Counsel 
andlnspector General: The report notes that 1&1\'8 Intelligence Oversight Officercotnpleted his . 
report offuqUiry regardingI&A's October 2007 intelligence note, Nation o/Islam: Uncertain 

.. Leadership Succession Poses Risk. A wpy ofthisr~ort and comments from the Under Secretary 
for I&Aareattacbed: in his corr'..ments, the Under Secretaryaccepts the Intelligence Oversight 
Officer'steconunendations. TheI&A Intelligence OverSight Officer will updatethe status of these . 

. . recommendations in future quarterly reports. I&A's responses to several related Office of Iflspector 
General requests are still pending, and we wi11 update as appropriate. 

.' . .. . ", . 

I&A' ~ first quarter 2008report.notes that two significant intelligence oversight policy developm~nt 
efforts are on bold in anticipation ofthe release of a successor order to EO 12333, United States 
intelligence Activities. The release of-an EO 12333 successor order will require rewrites °ftwo draft 
Management Directives: Over$ight ofIntelligence Activities withinDHS, and DHS Intelligence . 
Activities that.Affect USPerscms. 

The I&Aintelligence analyst who, in September 2007, misused intelligence and law enforcement 
databases by performing checks for personal reasons) ) 

" . . 

The intelligence elements of the USCG did not r~ort any questionable activities during the quarter. 
. ,". . . " :.: '-.' '. .., 

TheUSCG;s Counterintelligence Service continues to monitor and assist with four cases the USCG 
. referred to the Federal Bureau of Investigation in preVious quarters j pursriantto 50·lJ.B.C. §402a and 

28 U.S.C. §533. ... 
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Both I&A andUSCO:conducted informal intelligence oversight inspeotions arid provi~ed;EO 12333 
· tx:ai.ningto newly assigned intelligence employees. I&A also conducted annual refresher training for 
its staff. III .addition; I&A held anint~1ligen:ce oversight workshop for personnel assigned to State 
an<.i Local Fusion,Centers,andis'developing I&A mission categorylcol1eetlon and intelligence' , 
oversi~t cheGklists for thosepersonru;,:1. These' checklists will ensure that I&A personnel supporting 
State aridLoca1Fusioncenters maintain .compliance wit.'-l EO 12333 and.applicable inteItigence' 
ove:i:sigiitt'egulationsandguidan~. I&Areports its close, consultation.between attorneys, 

'. int~lligence oV,ersight staff, arid analysts in tWo analytical divisIOns to ensure that theyproperly 
pro~e9t civiJrights and l\berti~in 'exmdtictiriganalyticaland information gath~ng activities... 

· Spould you have any questions, ple~econtact Mr. Matthew L.$.ronisch, PHS Associate General 
Counsel for Intelligence, who may be reached at 202·282.(Cl)i6)~, or Mr. Carlton 1 Mann, Assistant. 

· Inspector.General for inspections at 202-254-4100. ., 

. Sincerely, 

......, \. 

. ~~~. , 

Gus P.Coldebella . Richard L. Skinner 
· Acting General Counsel Inspector General 

cc: .' . Deputy Assistapt Inspector General fOr Oversight and Policy, Office of th¢ Director of .' 
. N'!tional Intelligence' '. .' . • . . . . 


( . 
,Seruor Associate General CQunsel, Office ofthe DirectoiofNationai Intelligence 

S~or C6unsel~Iritdligenbe and bimiriatInvesugatio~s Directo~ate)USCd 


.' Intelligence Oversight Offi.~r,I&A 


.AftaChlnerits: . 

iOB Summary Sheet, '1ft Quarter 2008 

USC(lIp.teUigenceOversight QUarteily Report, May 2008 

I&A lntelligenceOversightQturrterlY Report, April 2008 ,. .'. . . . . 

I&A I,iltelligence Oversight Officer RePort ofInquiry on I&A Intelligence Note, March 2008 

I&AUnderSecretaIyComme~tsotlRepo:rt of Inquiry on I&A Intelligence Note, March 2008 > 
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•Intelligence· Oversight Board (lOB) SummarySfieet 

Name QfD~l1a..-irnent or Agen~ 
Departritent of HomelandSecurlty 
DATE OF INCIDENT: ~ 

. 20Septembe1'2007 .. 

Date ofReport to Departme·nt: 28 September 2007 

,Date Re'poItsubmi~ed t? otherentlty (i.e., DoJ,Cohgress, Civil 'UbertieS Office): N/A 

. POSSmLKVIOLATION OF: 

Statute (United States·cQde·ciiation) 

_.;... .FISA (50 U.$~C. 1801) 

_._'._.. Oth~(U.S.C.Citation-..,.-___~). 


. . 
ExeCutive Order 1~333:·· 

Section 2.3· coll~tion &dissernitl~tion ofUSP h1fo 
Se¥ti6i12.4':preatnble: least intruSiveooUection 
.Section 2.4(a) cIA electronicsUrveiilaocewi;in US . 
. Section 2.4(0) unconsentea:physical search wlin US 

. _~. 	Sep.tion.2.4(o)·phYSicw. surVeiUail.ee Q{USp:w/iJ;J. US': 
Section2.4(d) ·physical sUrveili'ance ofusp abroad· . . 

. Sectiort 25 . AG approval w/inUS .or against USP abroad. 
·Seclion2.() .. ' assistance WJawenforcemen:t ..... 
. •. Section2;7 contracting . 

. . .. Section 2:9 Uijdisclosed participation· . 
Section· 2.1 0 .human:experimentation 
SectIon· 2.11 prohibiti6non assassmation 
Section 2.12 irl<;lireotplLrtiqip~ti9n . . 
AGAPPROVED '~OU333GUlDELINES 

OTHER EXECUTIVE ORDER. (SPECIFy) . .. . 
. . .. Cieation ofunauthorl.zedSAP{EO 12958~ as amehded) 

Other(BO cit.atiprt:~E.h 12968·,andRQ.1267"t:) . 
" ., . 

·PRESIDENTIALDIRECTIVE(SPECIFY) . 
COVERT ACTION FINDINGIMEMOR.A.~UM OF NOTIFICATION 

__Other .' (Presi4~tial Dire<;tiv¢. ci.tation;_. 

j 

*DATEOF FlNAL'DIS~OSlTrON: N/A 
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itO!.· 	 :Genemd Counsel . 

f>egartmellt)·of'·H.omeiahd;SbClldty 

(kneral·C6unad: . 
•mte.n(geJlce}dvef~~'B~inll 

SUbi:; 	 ;CQ.NS:OW~1E:rn:Nl':BtL.l ". .·:E·o.'v~s;iGJ:lTAND·:OOELLfGBNa:B

:OYnR'stGlrT''S'OARP q ;:Y:REP"ORt 


:(~~jj~ecud.v.e;Qrder.t~3)j antt1.aS36 .. . 
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;~;~tar;: ..$tJl'H:;!~~ellf (>y'" .,·'lln~f4'R.ebrt.iiigC~~1~·' .....;. "~~' 
J~)Co~i.-96~~·;1.il.. ...... :' .COMP:r.l~~tt4~a2Q,l~f~Q.ijei),
(d.)QV'etsigh,~pf.:~o~~t ··\Hti'4htw~ltMel)!';e..A.q~yt~S',.Gp.MPr~~1?~~;1~:)4($fi:jes~; 

1" :1'bi$:.mliil'tfgeneesvetSlght:quatterlo/;repottfat:thecdast;G\tMl1:~ol<ciil~looRi.g~nte 

:;~l#1t~(),\j~~·tJ~:·i1tiri~~gff(:)ritjr¢,~~f'(~tO~ill.~~fq;:2'OO8:~~.'is.J~~~~;in:0.9~li~; 

'wltht~retene:es <~hn~r (~}. . . . ... 


:~: .N~[~p9.rtli:.otq~e~u.~ll~l>l~.qt~ud~wf\ll:i~encc;a.cfNit4es'.were;J:~~tve(ba~Jbe-" 

.t"ePQront.t)~9fl~: J'he.rei!l~ :pti ibt!i¢iittotl.SJ~tq6ij,~· Ci'k!$,'d:jh(etli~~i~~·iWjjyUle.~b',a~d':ooen 

~m~:c~~:tQ law;.£Xecutiv.('J'Qr.der. ot Presmential Dl{~t.tiv~. 


~~f)ln:m:g ~f:i.qu~ci;i<:()e1ifty ~sigP.t;llq:,~$t-XJ.uard·41teIOgencp p~sQ~n~tlj;t·~ti~ . 
•·h1wlli~ence:Fuiion,G~jfuf;Atf4iUik:·i.'~fved.lh~trtitiliti\:ti1ihlh&4tkf~qlJ'ired uii~~~;'{e)~ ',<\il 

. ...... .. '",'h...., . ctCd: ", 1'';' 'W '0 ~ ':b.: ...~ ., 1'\;' th
:~~.¢!~;·~~~~~~<lt~!5-p~~tQn··-YI~ ~~ .. : ,by,mc:~te l~eIJ.1,le .. ~~~fljtufQU;lW,(IQ"')'tJt. :~ •. 
.~iltii:ne..Jiltelt~nce·Eusi0I1Cfm~!},\~aliJiq: .A\Wi¢¢ll\~1. i.Q~P.e<J.tWi;t$;reS~~~Us.t~~ry 
l¢Yal:t)~lb~;:Qf r~t~itltd J;~¢Qrm iIllld~~)iI~l~cuon:;praetk.e.sc 

··rf:. :Ol;jCJ$~¢b~tnut,lil4ttli;ftlitOt anq..~~sis(flttiPe.4r.rfd.:B~&W:rit:lt!.v.e$#~tj~~:~1):w,1th·.((j\fX 
eaSNi tifetttcl'to,tfleFBtD:~:f~ed:t~y:5difts£. ~~2B:or:28.U~S.0. ~S33. . 
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Gus; CQJMbd~1i 
Aolillg:G~H~r~l:C~1~1/;jCr 

H~~h!fl.1( f:tctnQ.e.t" 
~~I'1~f!:t;f)r<~1mtpf~l . 

.1tlte1riS'lf:£\ie'Q¥~DI'l:gh.:t"In~:>i. t~lt9·Jl1(}·:Pr:i'l~t~ptic,ln";i'l(!: 
D;~s!:ini~~6n. ofn~ qtJi91J'1i)'t:]ttt~lUi;\~l'CC: ~JJa ~illilysi~: 
h}tttltlgt:flGt.i:&6ti:i " 

~rl!0lt:e. 

'!'oq,etermiiie wh~he:r tl~epepul;tiu~~tDf Hoi:l)ernn.d S;ecllrity.~Oftice:!.1f:rht.elUge11~eimdAilalYSis 
(DJiSll:&A):itio!uted fL'l iJlf.en~ence0Ve(S~gfi~fIJ,1~!>hY 9t)l~~rti~g,x~a:ln.i'n~; 1t.'1tt m'!Wj;lninulin~ 
j:~f.oml~tlOArt!tiru~i1gl.hc f!{-llttOlt ofMlUl1.(T\rorr lJ,mj.·!;~~1'Cl1- jjfih:ttmlt:ner~, 

B~k;i;~li:"d . 

",),n 9~t~ fi~10m the. DB$ll~A Pr~lilCt:i:lltl"MartJil!.<1tnent.OiV¥'0tl S(tuftl.f!l.~)(clC.1\,Sc(1;n". 
DMS·hltcllisenl~;N~)teeJ;lp;tI~ ~"~lltlQtl. ~fJ~t~ftl:· :Ub.~~tt:a;illt&adttsliip SUOec.'\$~Oill~ga.~"R.i~k? 
'.I))f) :jlltC:~fise!lci ri('jtlt:Wa~·.WJd<,~y ~il:ist~tla'tetj via,tfut ;~\1etA~~ ~l? .t~P1.~~.llta1i,¥e;s tJ.:Ql~lnufMtom: 
t~4e(a"Ia,J¢n~i()~, $tatr.al.'id.lol;~l.law"et:fiht'cl..;neilt agell(.)it~!i~ !it>Yet."l1l Cqll~$:-"S$1i~Qai CWlJ.!JLlttel.."$< 
meu1:b~f:i (Jf.lbf,~nten~~ce (;b).111t!Ortlty('IC). llfrttlho pd,.'itttn:j~i!ror; ·pI~il:lt.e~ligQcp~~ I~Qte\XIn~ . 
;prepute{f t:iy.·d~ 'DHSlr~A Vf.9Plel;ood:Envh'QfiHlfrit" i.lilClcrhroatAnilly~i'&..Divl8iC)t1·(B:.E{rAJ, 
.t;,~li'enii&J,~ an<l: R;adiCUiil(,<lif.o:ti~Brailt,.h:~BR.8)·'~'!'i r~Vie),v.~,by lhe D~)lty .!:\~gi.&t~iit }S®t:etaf.~:for 
'fqto.J:"'gw;I~ "ltJ'14d:r\(itblil¢Jl X~~M By:tbe':Assi!ltifin:,Secretaljfhr Jnl;~Jlmeu~e: a.'!u 4r1a~s· 
\A8:1A) prit)r ;vrn11~m:; 

;~hd,MJY'l't~J(·fhi.~ }t}l~il~~~Ii~e,Mt¢"wij~::t:¢J~lisoo. "lhe.Asliod!ll;e;(iep~jilJJ 'C9t~P,lSe.f (lntel'H~(1te:t,~ 1'!4. 

Al.1aI.vsll:!J Ot~!{1&}l.nCt)h'taetedfu~· tH.";'iSltlh-fJirecJdr ofH.ETA 


(0) (5) 
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t.it~ Qi~s.i~rj:D1t-tl~r\,kJlkt\~ 'dit¢et~1>':M t6 reGan thlt;in~l1fp~1Jilt6,.A .8ill)~1~ntl:y:Q·r~~1.· 
()£ t1)\\ilitel:1~l~ :/lQtcwi!s 'Cti,$,$:w.hta#~ bY·PMjeg;llel(!ngall i®it!i(.1lt~ .d~f;te 3:t1df.a"dtiil.roy
the:inrel.1i~etl¢'t:nofe. ..... . 

r'W~ a.$1(.~:~~t~~PJ:l8 ('!jmC!'IIJ'tQj.)\~5eito Cl)ll~e.t:At!l lnqtifry into·'thept}tentjiil~i:~11atj0'11: ot: 
1&A 1rt(~Higenc.e,p~8;!&lit;ti~!\~, :'I:lt~ A$IA. ~IPPt~l?f~llth.~'in:jtfa,tfQn~ofth¢ inquiry. 

~!il1!!.~:~iOl~ 

CUl'ttl.'JIt:nl!tS 1&1\ lntelll-ge{ie~:6:vcrsi;gh(,:R"lai 

Manag~U)ir~-ijv.Qg~G2; pro,(:.(.ldlli~·l!ftJv#'71Jn..'S i..e.'i"1ij~...:o);1M, ()/jlCflQli~t.(!mg(.¢lCiJ aM 
AJ:'Jal.'j1,'i.~ tJJ4t4QeclLfnllitd $talOs PE!~.s~imPl.~l~t'! :Rl~utiv~ Qr\1""..rIZ3," !ur'PH$ wJ$ 
tw'1:al1tly linder .reVi'evl ~y'lhe Atrhfu~~ t";fenernL .AI3:·3nji\ferimitlea...'Uli;..ij1~.'r~~~JApI:'GQllllg~ 
a~ltIPJlrp cinMa~112g. :ut.66: cm.Ui!«I.fittQlligej(tj~.o.l!er9i:{iu ·.8a"'/i't:.~. {1'IL':r,cntafter i~er.roo to as ·th~ 
•Q\'Cfsiglitimeu'1-l}:;}. A;n!,JUl~dO:C\:Uilet'1t ~Wj~teiiJJ1fomiati<m n{fni;Niti!~:tJ/'tMitWi$!/lYlire OJ/rr:e o.t 
]fff)Jrlliltflon Aittit.VSM (1(1.1. (b~~ill~n~r: ret~-m.id .ti) ~$the, B)3ndJ1ng:1llWlo) W.&I$'di~~eliiil;lnte4 .em 
()<.lM,.!,!l"$~ itX15,. r;B¢.thrtieuios.ate.:at:tachelLJ 

'Tl~c,QV(jfSi~mmt) outiib:crs·a ,hvo-:palt test ihr:.determibii~g-wh8{ihet' arnot t11e··~n~~i9~, 
.r~!f:ntim:l.!'Wl1:i:4i~~om.it\~ion:'9:n:;~~;.Per$Otl·in:f6rn.i3.li.QtU& .~etil'iiU{XL 'Dietlrilt:.p~(}nh~ :teat 
,tcqwr.oo Wi'll: ,'dle"t;ruest'fur)pl\)O'IlI!tiQ",ffdl,s~vj'tlu(}:;tu(\Jl'6lP:~woT:k: 'uf{~A 'sTbt(}tfig¢tlce 
Ijltil1()..dtie$ tutd.rebt>{1il&hlnlfu.~:Ustedlhgeetroti ZD.l~il.J ~f Uw:f{~Jn~r~' S~Cil'f'i:ty' A¢t: Qf·2,tl(i2·;· 
1i'h~ .O\,.r.;:rsi~bhn~m~di\IiJ1~~:l'&A·$ prt-nmry:3.ntbothlt."SMld l'1'li1'p1mSi1~Hrti~a'S fun~w~ 

:. A~t;I,.'S.':I;,£~~ei~i¢~ llnd atiaJ;YZe'lawenfercem~tJll£.ol1ljat~o:tj, ~lte{tig~net;?:.iti.fr;tm.l:l~d.o~ and· CltheT. 
·ir;itqm»~tion.,fr.Qnl.agenci1i)s:.tJf;thefed0ta.l.gt).v~mnrentl8tat~:am,11QC~:·hlOyelVm~t'(~&m~P.S'· 
(iJ:.wlurlfrtg;taw.~nf~¢t'm~tT~ 'AAe~~i~~),: tiii;~al.e 8~l'~flti1~>$d'rti:t~t\W SUqI,t ifUQImatiq~li'l 
dt'rler fG,(8lidiinW~r~AA~~~ t~1:l;lb,~~~l s,«!p'~o'f1'e.tt(Hi~rt,hJfe6ts tOthdlon~Ifindi~J 
detect 'btWA dtl~tify1Jntnts:i:lf t'Cr:rorisnl'~$\i:tJ61: }l}c llni~,:~t!f~;..,~nq{c}:qn(.i~J;Sl~l'nd '5ucht~~CIlt$ 
J1l:1igh~ of.at\tt].IlJ AA~.pp~ootiruV\~liY~ta!1ihtt~ (jtthe~h/.)ll1(il~\lltt . 

··TJW:il.'md~ITOiiSnri\j.~t:iI~I'iiii#'6'~I,~,.(.*: fa f(IJ}{l~l:llS:t~Y \lqiVi.!~ that-­
(l). ·JnllQlv~lola~tB~· ihat~, 
. . 11<:. hi,d\rtlgemus b:l:h'llnmtllife.o~'Jidlt'J'lti~I9~l#ij'u~ti\l¢~<ii criti~~UUfr.as~mttUJ't'l·9ik'lYi"-i;o111'\!\.'!!f;.al1({. 

b.. :~ \'iw.afilju~tit1~ Criroiuul.ia\V!;Ql't~·t~i~:s~il~~l.lr~'II~y:'o~t1t:rStl1~"I'~14.et.tlUbd~':isi{)$Qf 
dl~Ulliiilagt.t~~illnd· 

'2J.App~~ .~.~c 'illt=tt:ifb:a:.·. 

I.I~. Th In~mt~OI'COe.t""e'JIl.lL-vi);l2l1l1'OP.WitiCI\: 

b,: .1i:{J j~fi@~;Ui¢ip..~l~y, 6r~~.bll)1~\t:byJj)~h:nidnii\)n,\)rwen:iINlj.Dr 

.i:.:: T(lltttl~·J~~'(:(.~dMti.1h·~vernrirefl(aitiiliS$ a¢'slnICft~l <i$~sS!~ti&ri Ui]dihtiWpjug: 

,. . .'..•• '.•. '.. ""•....•. ,......" ,..."' ....·u·,.·.·····, .. ....,....,,' .. ,..~ 
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....:fl:itiyat~xcle."'1!rit.:hlf.Qrm.,ati~\:o :fTlla~y~'1" :Rll:d. ~rH:mw;fQl.If;I.'y,;~s~s..~Jti.¢fit$:.tJ). ord¢r'tQkktl1t~ 
j;iriO'.d.l~ tQf iXfu't(l.Ctfyc::ailitsujlp0it tnellsur~sby:Q;~tS:f n9~l.rr~lc~~ "t)J~(l:f~~faJ:g~y((r!l~~J~H1.. 
sittli¢i:8n(tli10ill;~otemrtrent&,tll¢:pnliilre 9i!:Jt(jf, and i)t1:i~r (:rlntiei 

"Snsure flile time1y {lndafticie.n~,acC(Ss.;by:Dl:lS.tQ,:~lt!pthrmat.l(Jllneli(eI:i$~~ itl dl~~:C (UY; 

re.;p:oJ;t~~b):H.tie8 :rroIitliluetl :m. Sfl4~ioti 2()1(~!) ()Hh~ :H(ml~!1n?l S:~",utif.y .. ~.~t"'4fi.G.t~ .itlQf.i.j4illg 

Q&~jljinz.,~Jl~h:.!jnf'01'lrJltti.oJ.l frb'ti'l P.niertlgencie.~:a:fthc . ..f(.:den11 gO'Yl:jmiMttt:. . 


··Re\.~ew.1 .4Rl;\lY.7.~l m.q.:m*~ repo,t.1\m~A"4trQ~ f.o~h:n~v.~,J,1rt~n~s juOit.'l·p.QnPi~.:$q:.p.~1:)~i;lt:It#c 
g.~)YeciHh~ die iiliiliin¥ 'of:law .enft).roelm:nt hl.forn\{'ltiOl~; int¢Utg~ne.e:tn~rwaq9.n.Jg.t~lig~ncc~ 
relat!;ldJt.lf~iiliAitipli; ~(j l)ihQl' j~fOt.ll:tat.io.t1 t<31st1i}S; ll:dWrtl~il.nd:iI!~t!tit~;,w'lllihi the :f~te.i.aJ . 

. W:>VJ~iome.Ilt..u..~rs4it1.'!:~at).4;lo<':}1'l.1~:Oycrnnr~<. ... . . . 

• J~~~mlnllt~, nsap~tQp:ri~.;,:~;[{;mlllli(lJ:r 1W~1~~~edljY~)HS.and.:I~{1 ). '9,i.i'tt:iil: nBS, (2}t??~'~: 
k:d~pl ~~~tUt).<;lJ1t :..n.~tl~ retal~llg whP:mcl~l~i); $f,fl\l:nty, and 0) to' <tgenclell ()f sfat~.fJ.ndJocill 
goVell1ri:lent~Hi~l<:l.~ppi;optif.1fu; p~{1!~~ 1'~9.~lJ:xm.titie$,:in oTdeo.:t'9 ~~~t5i inJ.h~o{t~~QI;lC~,. 
.pr.e.ve.nt.16r41Pretm.lp'f.t{m;'it~ ~r:~.s.fiol1:Se t.Q;terrnnst-utfuC~s ilgiljnsltht.lUniled $tat'C$, 

~tfO:!~u:lt w'irh tlw·Pit~~f 'o,FNa.tiQIWl: I:nltiHtgen~ahd other., al)tll'jJptfat~{;hteItlg¢n~f4,.J:u.\;y 

·~fi)r.o~l~tj: ~'lr ~lI.i~r.'~~~r~6,l~j~;lJ.fQ1~ It14~~~kg\.)vc.l'I'lill~ttrB~s:tal'H$h. coUe~iil:'lltp'riQrl#(i,\{Pliil: 

.s:trategt~ 'fQrj1\tb1:tnati6n~1I\tfi\gJa: fhtoor.'1 of·talmrlsm·;M.'ifn~t!llc· ($:S. tl:l.r~b s~vl~:Jl1~ :a~ 

Tepr~.t,ijpJ1·ofUH.$lnd:ise.llSs,i.Qb'8;Je~fdl~~:~eq,ol(cm~¥ts tim! ptjhtitiefi' ·lil th(l~Qll~c.t~ i:UNlf: 


Jfnm:t3Fl~rwfl~t6J.l, 


.• {~m:$u1:f.W'ltb,ma'teJl'tld ;l(H?;al8CY~inems aud 'I'd vate'sector '1!nti~¢S t-4leIl~ur.e'·AAP!9J1:11at~ 
~~x~bl1t\,~~.CJflh.f9rmatinnf~H)lj~ u~;t.hl'c,iifsJ:)If~tiom~fj1 a~aUfstt1fe u ,So 

·~;EShlbllGiiundutHizc,jn ciuljtmctiO$l·wil~l.:.ffi,IS·s;:chjefirtfotplati~lJl:ftlceI!t·~s.~l~Ut;e· 

t:@mnj,\:}Jlicut.i.\ll~ .1l1.ul 'itl'ffu'Qlalihll' tlihii'OliJgy:lufT:ltstrl1ctur,<;~ inC!tl~mg;d;lta.mining,~'*. (.I tlWr 

~lvltr.tC¢.~I ~fj~J~tir;~ltfJ.9f~). in Or~¢.(l'Q: ~¢'ompjl$JrTA\s l11lsSitiu. . 


$h¢ fh~t:twt) blllretlijn:iliL'l~Ol(el'si:ght:.n19Jilo:ttr~,~efive41:'r;91'f\·Se~(lt!s ~m(d)'En;lio.~'(J):I~ftT~~ 
N('ij)1~ltal.ti!: S~v.1;fty Act:. "l~:h¢.y estal!ifjt';n the fluthpn&;r!.ind ottUme-· th~;lXtrat~e.rs..for l~~~;Q 
·~9n4~pte.QtJ#..¢t(on:.-ImlI~~iUy$'ijl1i.flenuti~\1)fh.c:el!t::>4.~ we!lllfiQ:U1er tht.i%ors.:1i;dlie .Hom~fulid;. 
-ScC.tt~l'l:2()J{d);.set~out :b¥Q~ditianlll.$ybs.ucljt1n,~ t~'" p~QvJi.ie:a'~tll~rity ~.~ ti}:C£.'i\dtwt: 
cii.n~tJtiii mid: !Wal~iB. :S!Jctidli ZOn4J(17} alUl.WS l&i~·([tlopr9y.ic.;¢ ~m¢mS~nc~AAll 
9.~1:QtnWj'oli~11l1~·Mif '!R'i .rt ·t~i~Qit,1. ~k.tnt}ll!g;tl'f th6Dep.ciitthtrit,? Jri.fii.i:s ~a.~M{)tl1e1! 
Rg~y'or ~km)01tt Wifuin. :. ~~ ~~.eI:\lJe{;.r ~~Yill¢ i!~~i$t!J;!lti!;fi:~):t~(l:&.A(}t. J&A:~l 
·diw'1et-'tnli1e('}fLits :(;~w.n:htlW hest.m PfQ¥i~: . . ~:lnlPJ1~rl ~'ntgenWl!.s:M: :pltffi'i.mW:Wi:WinJine 
'~rep6:$ie.nf; In·¢itfl¢f;.Ca~;.:i&'A. '~apfu~idc St\PlX)11 as·lOng.a:.'fjd$W~thttl:'fu.e'ltamew:o:tk;crf tiJj: 
~ge.nW·9i' ';1tJ)ltmt'~mi!ts;j;titr,Ei'l·in.:I~Y,:2.Q;J:(4)(2tJ)allt}w.s/r&;A to;"[pJerlornH~lcli.on.lti.dillie~ 
relitthig tO$n~h:·w~ta0r~biJ~t1.esa!~ff~~ ~4\:lliy·Way .provt.t~;h Heti,~~~itig tml)a .liit.: :$'OOTllbtty 
·l1.(o~rj'fhive: to ~li·\~jlliitithe·SeCffit~s au~0tf.(~y, M.m~g(l(ne®Jji;r:~iv~:l<HtKtJ lJl'gam);(ltiJn 
p;ftJi~~ ()fJifi.~ p.ft/!~ ·Oiid.f:j,··,~'fttW"jkit.y'/p'~,rffjQf./J1i1J('fJ.n: And{~s.i;f·t:md; ft~rriritin;u:tiJ.iY1·l'i:(),tfl(.:iJo.tli $9: 
stil~tlll ~m1 #)'{4Qt·itje.s~ill.:~~:~~:aI1<h:r~,r. . 
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Td~QticrMdel in:01:deril,}h.rW.t:i~Uy i:\illt)ct J:n;(i9rn'l'uikm l)l;taJls.~t:l'St'Jr:kdtl~l ga~st}~ tlteiil:stpart Q! 
tlIc tc3~iJll~; ~v11~~~op:hri~'rob:eAi1ru¢donoM mmtQrc,·of Ig(:S!l< Ji1ur-s\l.ha~QtlbJ.l.s of20J{(j). 

The s~'!mlpar:t .Qt'·n,,~rte:it:is,tliat "th~::mtl')ttriatloll. m.ustfali.wltiiih. one.er. lllor.e,ofth<t ~1~ne.liteQ 
atiteg6ries- fQl.~wJ.riclt tI.8~:P~$Qll hliful'1'\,~tfulrCnl1.1l(:t:l..1l.1Ccc.teo;:tltl&.A. 1ilei~ifeafog'n~i(..:s indlide 
'mfQtll'1ittItJn ubtul.'nOO· wlth,coi).s~n(l:p,t.ibljcl1;l.v\l.il~~t~ iufbnna~(lri,:l~-r.iStri .mform.'\f.ioo". 
Y\1ti~~~~tni~ lflt01:m<J:ticm,. intmt(t1~tibl·n"I~cotlt.<;:8ctl'vjtios:infor.t:I:mtil'}.n., :bQfd:er l:lel)1.)rity 
mtol'lna6:lln.Jh~:e!-lJ8 ~c:Sl'\~~tyJilr~tlr~tf9~1~ nn~(adn~hij&tr~~~~e.ihf"tinati(\fi, . 

Tnt O:vwr~igh1lli~uif!l,d.e~ cC()'i1.ectii~Ji a.s"!; ..tile ~th~n.g.or:f~~~fpt· 9r·hlfl;.Jrn~~I.i'm.,. r~ral~l.ls 
~)f~ur~~,l~~i 1&A".qollPI~wfth!tl~ !1ffin1rDt[ve:~et;dL'l'\()I'i&ti'ati~ intenttl' q~~'{lrl#~ tl~f 
irlf6iUl.aclon fodnMIi~no.~ PlUPOi!.~..;f·A¢:cti(ti~!g. t(;,.m.dHan<fl tns tlierho~l~l&.A pcrsonnel have 
ll.frro. 180 db,s;&1review .(iUoHlfectl;.l(l u.,S:,f~f~QljhlfQ'rman.(m.~ndde.rero:}i'ilt~fit ,~i.s,:pror)-,}i'i:y 
~lJ~::t.~d..&nd thmtol."e:l!naY'h~rt.ta111ed;. .Jftl\cJi,lroimat1oIl.·!:ib.Qu.lp·I){lVhl\v~:b.eelp;;jli~e'!t.tt;{li:·tt 
is 110t. neetlt.~. 'tt'Jli.ust·::Q~A~iri>..yed .. hm1i.~aWJ,y;.j· 

't)i8lp-ol1nnttod.alfd .Mtni.i~a:tJon. 

'J.b£l;Ov.~ig~f·P:l<:fl.1,q :~~~set8 Q:li'f,:'th¢r:¢rj tCria fo)!:diss~li!}Riltiun df~1.a):riinil!nizitl.,-r; :U;$;,·PI::r.~n 
h~fotmati.iltl. A~~!ding;t9'th~!*mo:; 

·'·11~~ima#~n:1I,b~'{t:"*Ir~,:,p~jJort 'flIllt i~~l~·tll#irthat plti'SOIl rltlly1?e ,U~$eminutft.'d; witnmltJ1i¢ . 
OO~3~t:G-ftbatJ!.~~~Gl}Jtif1ili~Jllfql1t:lJ~.~wJl w~.CQlJl»~,artd/otfttu!ned,~n'1eets· the'tW.E:hP~ 
t~t4atlilred.ilb~·v.e}:.and thC'r-cc~pient'1'!fjlu.~infilID~~ti~.jsr~~QR!l;'B~Y: b:~Jfcev,ed:tQ h",v.e~a.:n:e~;1D 
t'e~ye ~u~'jn.fomiatiofl.tb.l' th~petformance afa. :j~fill g(}v~~m,~nt&t'fwiQt;i~~lj)t~ ·Nii 

. .d.A.l1..I!m..P.f,o~ !iJj<~Jtf:w·~tith~'btlPt,!tlt.iu~!l*l\Ge or1tdil"itJref:lfWmce'c.om'p:ouont·\)fr;)11~ . 
'wh~bmr.:tl,neeiJ·.tb&no.wth'G,i.ttfi.lJ:'lnlttio't'l. :h~ Pe't:ti.)tJ:p. hi~ 9rhetofficjl.ll:.(J.Uti~1~ . 

u. AJ~¢.t~j. ~t<jt~ Q~ tQ~nii:w'~ttf'it¢.®lCtit~ntit~:whciJ: tim iin&nlati~ll iiidj'~';!!t0S 

-V:i61ati(fi.\.(:yfhiw~·,t.lltm7~~~r ~y nltl'-lttW ~*fQ~:¢.g!n~!.Ir. ~J{ti.tY.~ . 


:(lAI,l::agpltcynfa $iafe;~i: l~e.at go.V'eftl~T~#t'rt,·ONl pd...me~tQr ent~tY wtf\l.Jl~~\l&'ibiUt~: 
ielatit1E;'~o l~t~~tJmi ~'!,:l.lJ~:lty, in (fi.der t.t):·:lJ~lsfl.n:th(l:d<ik.d;enc<e~:pl'e;ventiQli,p'~cell!l:Pdbn()f. (ti; . 
l'~~tlSetu.ltrr.Grist'at~ ~*ohtl>t the U~g.; 

c' ~:itt+gCn.CY'~;i.t!ll~ tJic i.tt~~l:l.l~"~C(.lmlliunity;.providOO. ~l13t·:hlfQnn!l'tk~Uj Qth¢r'tbaf1 
liflfofltliJtibil ooilocfe(trmpiu\lliltctl) th~r'at~Jgfr (mt~Ui~,~) S1jiv~li;au~A(lt,:W<rJ '~~ 
cli~etrij:h1;\te:d i;vitirln·iiie., 1.l:itCnlStln~ ·~r~nltil~I\y'~·;~~c/l alj:g!opl?lAAri·.~.!Wl).~Y{6r~urepu'PQse:of 
t~l1Q:wl~:U1~. t.:c:ci;pient.~~~cy:ID ·d~t:!vmnle; .Whetht"·lhpjllt'i:trJ:n~tii'itl i~ 'telcv.atlt tvHtlii 
ie.~p6n~:ibi)ih~:·\Yitl~~J.ltsl!¢fJ ,a.: d.~ctl:nkt)a~fdn. h~I~g TtXllltreii: Qrihedl'lii:lemfuatoii 

. () A.pr'Otl.'!.~ttvC,.HM}iJP·aEi6n! llaJi9m~rgt:?f@~e, .Qr !l*lQWi~~!;I.rt.ity>~gt!l{,.'Y·t>f the f~trlil 
gqver;w.]I~ta~\tl'l:<lri7.ci:~~~.r:~:V~ ~®ll,i~:t9t'tn~tiot1.tnJlie:p6ifG;im~c~(;,ifa' !~v..1t..!:lgo:Vl;)rilm~lltrd 
f\Ip-¢{1on; Of!' . 

..•.•••..••• ,.•.• :,,F••• :.,• ................ , ... 
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, (. AlP.~j:t~£q~()";li)~i1I~l~n.L ~q,'d;i;t$nri:na:tlo:n ~~ undctttt'ken p~rnU~liH{l iUl'a,grooUl.ent ,or 
Q~thertm.dC'maU~l;!;tg,with;such.g(,.v:errt!:t'!Cllt jil:!i~!-~Q:I'~l~l)pe wit}l:ap'p1iiCtlJ'li3'··for.eign:cli~(,-1O.Stttc: 
pallt.llis and llrtiCiadiil~, . 

• fn ~enettll, V§t.JJ~!$ntl i~',thl'l:natiM .sja,~~i1rQftli~3.titl~ inaa.1.'I11~1lri11. not.tful(fliti~a'l~,U;S, Pen-iiAts 
tCiltiit ~r.:'othej: idOtltffyill:gJl*Orma~pl1,un1~~·~loh. d~t..?is<aeeJ.irel;b:i~~fui:lhe;lntotl~lOO' 
t<l9jp.~~ntrtn tllld~rstlm:di tWse~ '6r attoniliejilfOOJ&natiwl'provndl:ci . 

;. '~,hnl~p'u~!icly:~vail~bte :I~fh!'ru~fiQnf)j,q~~t:Q~~, p~~l1n p.hwin(~d tGxOl)ghw,w't~a(!th()ri'i.;oo. 
efoot(Ohio~i;jn~~illati~aniEnny.!rical sOOr~hes sllutl1d ·11~~nu.'l~mvjq~~t lQ §tllt{t" Jp4Wl,orpth,~te 
a!<'lC~t1f~Jlthpd~i~s,lJtlJC$I>:iH$:Contlrftierl tl'~ithe.ltifo.rinati'rul is.not FISA7,(tedy~~~1!?1:l,,~· ~(yt , 
~'Illcem atJ.S:'»e.l:soo.;.or:is.pf.Qilde,:!Jil CimJhtiti~n~e' vAtheQ\lft~fj;ppf6YdLt1tocedW'e5. 

• 'Otht1l' dtll~jjUltiQtt An;y di..~etninati:Ort that does n()1:CQnfQnn,to'tll~co.ildi1i<lm, $:c,dbrih: 
.al'>9y~,m;tls( 'b~ ~~~li PJ·th~ ~~~:Istal1t S·eOt':ttoo'x.fi}t 11l:feiBg~;c·e.and Anal)!~,~ {!'O:~ 
·con$.ultatiQn with tl'Id):R;S :Qftl~' Ii1fQ~e(!lt C~,,:m~l, . . . 

~esti{)ii~hle ·,,\£ti'llU:Ws 

T!kI~ t;)\l'~~ghtBtts:t4-~fMJtll?doC;'jnofst:>et~i~U9 }!ddresg'v.:h'ar~bJl~titu:tesqnes.ti6iliihJe 
~~t~vir:±e$. }{m.ev.ei', (~v{tl;'tl}:epa\lt"%'!iI'ci~l yelU'l:i~tlre ~~f.t~'fronl AGe (l.&A)hWlpro'iid~(,fin" 
~i'~p:11J:. iil~}J~gQ,tl::i.~d4h)1j¢:~lu.uai~~inif!i~t6.:~I;~tyiilet;l:i.b:o~ ofl~&ij1¢I:l.l.:'fj:n& W1Jtl~:tors..cit1<} 
de'ti\iiee!:.. Dt~r,illg Ihi~ traiWng. ~(~tQe~lei!;ffi anQuttlie rules fur tim c~neC.tinn.1\'!l[er!flCIu.) .~utj 
,dfsSt'JnHiaaooof{iilclutllng~~ ~l!!ed tq~miJnn#7~}tJ.:$. Pe~on 11l(,Glmanon'mtdatlon:~<i !~'"1'fl 

<u.ltb:~)dtl'd andrG8Jl:ollst.biHtie$,' That trai,ning iiW!ud:eJ> t1~~·~t~~}:Itti~~i.f:lJf~t~liq~b\ll Mny.W'~7 
J,I~ d~tf&QtiOR~.~p(I,tt1b:ll{!l$ and to w'ltom.thy. ate tt-Y heT~lmrtc~. .M&~~~:> all petS~t:'!ttel 
te~~e··Mpjes (,Ifih~q":~~8ht m¢lWn~fw~tI 11/fthe.:H~~ndlirig illCfu{), Tln:::A:f!'O{l'&:A).,sm.ff· 
h:l\Ie·,~r..tilitle lhcmsetv.es::a\~illltrh:i:t.(r:lfn}lw~; ·(ll'~StT~~l1sr~g~d;tlg tbe:tat4ttlliitetg·:off&.A1~ 
4lrthQ.da~ undo ;,el!P<.mS~bmti:C:i1. and thel'lec.d 1(;l'ilnjnjtni~~l::r,:S~P¢r~tlOjnfCl-rDmtiq1l. 

Appi~JJ.l'g'the.ln'ttJdm,M~ajlf""'S to ~ll'" ~ltt~'Qq: ~f:.~sfa.jp(~Qn JllWlIl~fiiltt7S'dt~ 

Cl)lJ...~UM 
(b)(5) 

,. 
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I ~[lt~· itJ.'~eliig~c~npt~~ wr.itt~~lb,yERfl.d~~~ijh~ed ,the, p.9.!f~Lbf.e~:t!~¢~i~lJ:!:(~J~rsiup.ofNo.r. <ind· j
t~~:dit~tioilith:t)J~r<:)tlP ni;¥y·utke dt!:p'ertil"~ Otl W/ri;l oeeGmb,... th~~ewl~Q~r,'~/:leil":pe-~~m~J 
PbjlQ~l~h)\ and·nuliil' nbint~1'(, k(;e~ 1h~:dtgallizatil'l.rdrbtilfurther sPlillret'i~ This J1rojeb1iWJl~ 
lidtiatoo around ~htuary:2l)(l7., AUojJh,e fut'~)r.tnltli6ni1S~d .ifi:;tll¢~mleiJigen£¢ nme c8.nle ffi>1u 
Ol~~'!;b'lJtte8.. 'rho iilMl1t~ei1~~ n~tevv1i,'l:~:~(jUri r.~~P~tlIU~.~\ a:t~q.tJ,~st:fh)ilt .:illbfhet''"setlc., 
~r ~I:oow.l~ w.i~j!lOHS !:tr atuJde djt!!tthin;ortl'l'o'S:oorelary, . it :w.1l....'~rpfdlJ.~!.':d ~1!l tll"'[~ltlar c~t.I.~ 
t)f :mRBt~ ~~d.iql1i~fibp..worl<., . . 

High 

.·;'~,4\S~u~j; ~:fne.l'~ ;u~~il!.l;tI..'1:it,r;~l,t,~ael ijl~sil:W~'.QI¢l.hjl.\.!~hQ~L·~·m~8ib:lt f-<ilr· }']RRm .~~e.w 
th,,:NOl infonnaci(lil f~)t"ull ttl ]'~l}~I~ys;t:!ll ~lc,tI!rt1llti~\,>!h¢f~p!'Gri'V~t ih~i.¢.:~v~ilrtijiWlllg.eitcri 
J~~XiI~ t,o· run~ Otml)ti~ dfl&;A's lI.u.t!~Gliltie.~., .Ua~e,r,; ·f;lnc~'d-~ ?;ct:edm~~.1b.e.r,e 'J,r~~;M~,atj~ 
.intel~t~~H~~ ~$t ~e' liIiQtlld !1iY.~ S~~])J)~ct tl)~ 1>r.o1i~ct61\u.tlre~U:l:L P~~m:i'llt()r,rtl~l}:tl:.s¥tQ~1~1 
haV~:betm:de1ea.'dlde5troyet;i;unI~ iJ '~$ dC3t~1'lrUn~~t@.ih;fo~}bn~·(';(jl1i~ b~'~I;¥~fJ:" 
:~i(J:th~fil~'en.tW-;~J~i;i,~$km: :T~~u.~n&id.emtioli s~~rd;h~~¢ i!5.¢t-op;giVQu·:fR tetw.wdjng;tn.0 
ftlit0~~!I:~~Xl,.krtJik')~, Q~~¢t ~¥¢fi~~<$' ~)n~ist-ct)tw.}fli irLt1pplicabJ~J~ws. ~xec{'tl\,!~ otd.~.r~:IJI~d. 
t'i&,ultrl.~ol1ft.· . 
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Th",·Elf" ·mt~heilthf;l:1l)t.cllige:nct1iJY.cr&iHht:;\'ld~~R.~~nUi;i)M jt.;ttl7'i:··Q~~rij~glwM~1~}11J.cNre~tinB~ 
rtt:t#i~)tfl& ~~ :djSfii;;ln;$tti~:[f¥filltnAt1Pfll'e$~tiUng'N'Q.l",~(h~em~Eiv'jdu(\i$u'wnt!d 'il~Jh~;' • 
'iti~UJ:gc.J~:'"OOi.; 

:Nil''fll~11~~1~1:~l!1)!i~:r, aU :of:th\~ba*grtJl.I~~4 in/i~n~);atiooui;t~a, hrt.h,~ :iflt~mg~ll~~e ni.lt:cj:ID.if/.C ,itC"I)) 

~)~¢n SUur;';~ 

:£ 'do l'Jm'!l(:llGv~tUL~ ,w<~aea$e wberel~.ia jm~:nJi&.nu1hHH!ire.ttatded tlte :roiu.'ijf)~i'~t'm, 
J'>1\')~l~:lli1.d di$s~rntMt~--:~hlsiT.f1dlli,ge.iJ:~9' t~:tt::, (b)(2} High (b){ Ie) 
(b)(2) High . . 

(b)(2) High A';',c:kithni:ll.t 
l)filitW~ ~!lt\:elh(Ql)l~~~(~, ;lr~ J\~!i:Ut;({ l~ro/1'~l'6t ttl, §jt~l1gth{>'B thcpf-l'}l;OOu.r-t..'S !~fI1.i;JltmJc;;!'ll~;-} 
~~tl~tb6·)w.mtlt~g ~~~~{ 4J$sel1)'.\.tt~tj£iilo~f:t!';S. &'t:Sou:ildUl'..n1'fU'~i~it, T~~ fuJllh;:"Ht~~ro.>.l~:lJnof 
Ih~l~i}~t'~t«l~trt::~i :.u: ~fd't ~,htiln(tll\g:U}nl t~nrtltUJtlS 'iu{c1iig(J;r:l.~e :()vC-f!>iglk:Pf:pgl~Jri.~ ~:il1 
r'Jdl~cc,thl~,}~~t1)tHlY l}e:tl~fi: tJ:1~ o'f,hlfrlWthm: In tt~ ibi>lU~\ .' '. . 

High 

'-'" " .. " 
~'~'/>"':''':T.~''!:_''';+~:~~;:-_'_'...,~""'~-...--_____ 

~'\'\iJW~ lb... {'A),J,,~' M~ Itt:<: c.ht",ck«l: Q'I:'lllld~~jU:~"(iW1·;\W;,1,f~1Y')Hl1 tilll~~e~~ ~OO.~ JM:d~ I~:ib.a" t"+"lltll 
~'\;r~r ~li.t ll.tllier.ll,(llllel;in,f~¢\il.'4ty·j?allW.~~:~ ~'il~~"t"t~($~h';,ri~ji~~"i4e1\ti'l,~ij.Q~ 'iGnrolNtlil:l¥~!Y'U¥:, !&~!l.f·.· 
;i~itJ~rityt,[I&A~re s-.int \r,)~,ft1{·.;11~ !l<J~ preill;ii:fAA 'iV-ell 'lli> i;(ii"';iri\!,(:Ojf~I'rl<.st<lli:aj;:C~'Illlm tr\~t!"; r:ro~DC~'-\l~..lI)ld:
ptJl,tiIi. ., 
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High 

(b)(2) 

(0) 

(b) (5) 

(5) 
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