SECREMWOTOTN/x1
ASSISTANT TO THE SECRETARY OF DEFEN SE

7200 DEFENAE PENTAGON
WASHINGTON, DC 20301-7260

Chaimmev, [ntelligence Oversight Board
Old Executive Office Building, Room 494
Washington, DC 20500

Dear Mz, Chainnan:

The Department of Defense Intelligence Oversight Report for the périod January 4
through March 2001 is attached.
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Daaiel I, Dll’Orto S George B. Lotz{lg
Principal Depuly General Counse ATSD(I0}
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Department of Defense Intellipence Oversight Rel*m
‘ January — Mareh 2001

Sigoificant [utelligence Oversight issues warrantig
SECDEFAOB attention af this time: Noue, :

No significant Iutelligence Oversight violations du rl#xg this
period. ATSD(I0) monitored 27 cases; none require SECDERIPDE attention
at this time.

(V) Intelligence Oversight Inspections:

. ,(bX1) IMiet with Ambassafiqr and staff.
o)1) 'did mot have an Intelligence Oversight programiuntil notified
of our inspection; had developed a satisfactory program by the fime inspection
team arrived, [(0)(1) remains & “hard target” for intellig cx‘:;e collection.

B vy

.
1

Air Force Intelligence ainine Schaol, Gogdietlow AFR, TA, ap

tell inin 1 Z: Al Yoth schools,
[ntelligence Oversight training is incorporated into each course module and
reinforced throughout the instruction programs. Result is effectiye initial
training in Intelligence Oversight for pur young Air Force and y
intelligence professionals,

W Force Inspection Agency {AFIA), Kirfland AKB, NM:
TSD{10) met with Corsmander and discussed AFIA Intelligenge Oversight
terining cesponsibilities. AFTA will resume their compliance i

(NCIS) Office, all located on Homestead ARB. OS] and NCIS
well together; both bad satisfactory Intelligence Oversight pro, . m8.

?‘9 Naval Air Station Key Wese, BE: Joint Southern Syryeillance
ecoangissance Operations Center (JSSROC) bad excelient Inteltigence

Oversight training program, complete with computer based trajning and on-line
testing, Joint [nteragency Task Force East (JIATF-E) had intetnal website with
21 Intelligence Qversight scenarios; excellent training vehicle.
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Jom

future leaders of emerging democracies undesstand the concepty
and applicability of Intelligence Oversight. This is accomplishdd
proactive education program in concert with the Marsha)l Cents
School, and the new Westers Hemnisphere [astitute for Security
(follow-on $o the Schoal of the Americas). During this quarter,
and staif members taught this elective at the Marshall Center tojst
Anvenia, Azerbaijan, Bulgaris, Bstonia, Turkmenistan, Georgid, |

of

Ukraine, and France. -

is h

(bX1)
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7200 DEFENSE PENTAGON
WASHINGTON, DT 203012200

ASSISTANT TO THE BECRETARY OF DEFENSE|

21 8N um

Chairman, Intelligence Oversight Board
Qld Executive Office Building, Room 494
Washington, DC 20500

Dear Mt. Chairman:

The Department of Defense Intelligence Oversight Report for th
Tanuary — March 2002 is attached. There were no significant
Ovwersight issnes wirranting IOB attention for this period and o
nteBigence Oversight violations.

Ssf o

Principal Deputy General Counsel ATSB(O)

Adtachipent:
As stated

pericd

igence
ificant

THIS PAGE IS UNCLASSIFIED UPON REMOVAL OF ATTACHMEI!HB AND
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. M Siguificant Intelligence Oversight issues warranting SE¢
tiention for this period: None.

. MNO ! 4 :
ATSIXIO) monitored 235 cases; none requirc SECDEFACOB attenti

> |

Dcpartment of Defeuse Intelligence Oversight Repqh'
January - March 2002

significant Intelligence Oversight violations during!¢|

CDEF/IQB

his period.
a1 this time.

o [CXD

. M Intelligence Oversight Yuspections and Staff Visits: Th
ATSD{IO) conducts Intelligence Ovessight inspections of and stafflassi
DoD units worldwide. The jnspections complement and ate in addy
perfonnicd by the intelligence agencies of DoD, Combatant Commang

Services, In

Oversight wraining programs thronghout the DoD. The ATSD{IO)
benchmark and/or innovative programs and shares this information d
inspections and staff assistance visiis, An example is contained in ¢
National Reconnaissance Office on page four.

. ,?oﬁ Staf¥ Assistance Visit to Army War College (AWC), Cfiste,
“Peunsylvania, Janvary 8, 2002: The ATSD{IO) and one staff memt

Army War Coliege ta explore how Intclligence Oversight could be 3
the professional military curricolum ot the college. The Commanday
faculty members agreed on the need to increase the intelligence focg
future senior DoD leaders in Intelligence Oversight principles and g
ATSD(O) is exploring options to sdd Intellipence Oversight 1o the
curriculum, including incorporating examples in AWC's global war gami

. Stalf Assistance Visit to Joint Tssk Force (JTF) Olympis
1ty, Utah, January 15-18, 2002: The Deputy ATSD(IO) and onejs
made staff assistance visits to DoD and National Guard activities
the Olympics in Salt Lake City, Utah. The team mict with the Utah X
Adjutant General and the Special Agent in Charge of the Olympic It
and discussed with them the DoD Intelligence Qversight program, {

Derived Frorg NSA/CSSM
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Intelligence Support Team was present in the FBI-run Olympic I,
was 8 24-hour liaison element from Jolnt Forces Command (JFCO
liaison team consisted of an intelligence clement from the Joint F
Command (operating vader the provisions of DoD §244.1-R), and
Investigative Service (NCIS) special agent reprosenting DoD law
team found adequate Intelligence Qversight programs and ob
Oversight improprieties during the visits to DolD activitics.

Intelligence Oversight Stalf Assistance Visit, Bad Aibj
Germany, February 2002: The ATSD(10) and staff membets ¢o
assistance visit at Bad Aibling Station (BAS}), Germauny. BAS's ¢l
detayed from September 30, 2002, until September 30, 2004; the
1o see how the Station was handling the delay, particularly as some
alkready in transition. The Intetligence Oversight program was sxcep!
and thoroughly integrated into elf aspects of BAS Qpexations. ’

the mission was
ionally strong

{b)1}

. }EB Intelligence Oversight Staff Visit, NSA/CSS Europe (NCEUR), Patch
AITRC

, Vaihingen (Stuttgart), Germavy, February 2002: ATSD{1O) and
one siaff member visited the NSA/CSS Europe {NCEUR), located at HQ EUCOM.
NCEUR’s mission is W provide SIGINT, Information Assursnce, and technicat
services to NSA customers in the Buropean Theater, to include BUCOM and NATO.
The ATSD(IO) briefed the majority of employees on Intelligence ight and
answered questions, The NCEUR Intelligence Oversight program whs adequate;
suggestions recommended by the ATSD(10) ieam to improve the prggram have since
been suecessfully incorporated.

[(B}1),(0)(3):10 USC §424
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@(3):10 USC §424 ‘ TAN
reported excetlent working relations with the[[D) | The Jniclligenpe Oversight
trpining program was well documented and compreheasive.

. W]nwmgenoe Oversight Inspections, Air Force Offices of Special
vestigations (AFOSI) at Patrick AFB (DET 802) and Melbou e, ¥lorida (OLB

102), Febriaary 2002; The Deputy ATSD(IO) and ons stafl mem
Forxe Offices of Speeial Investigations (AFOST) at Patvick AFB (DET 802) and
Melbourne, Florida (OLB 102), Bach organization had an Intelli
progran omn'nensuratewuh‘m mtelhgenee opemtaans Detac!

police, a porticm of Highway AIA_,.ﬂae main highwsy that runs 1i
AFB, was closed for seveeal moaths, and only recently reopened.

Oversight Program was very good.
. ree Oversipht Inspectlonjf)(”
1) 'Patrick Am.mjg.. February 2002: The Deputy ATSD(O) end one
staffmember Inspected' (1) TN . < ... . S

APB, Florida, [P)X1)
(®X1)

®)(1) i '

» Muﬁ‘ Visit to the Baltimore-Washington High Intensi
rafficking Avea (B/W mn’m, Febraary, 2002: An QAT O) staff member
participated in a staff visit to the B/W HIDTA with representatives from Joint Task
Farce {JTF) 6, Joint Forces Co:nmand (JFCOM), and the Amy | peotor Genveral
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teltipence Oversight Staff Visit, Headguarters, National Reconnaissance
Office, Virgiaia, February 2002: The ATSDJO) and two staff m¢mbers conducted
a staf¥ visit to Headquarters, National Reconnaissance Office, Westfitlds, Virginia,
The purpose of the visit was 10 meet with the new NRQ leadership,|rd
_ on NRO cuzrent opecations and future plans, and discuss Intelligende

training initiatives with the NRO Intelligence Oversight Program anager NRO has
developed several innovative Intelligence Oversight training programs including a
computer-assisted program ot CD and a {ively training video that ; nbines fifm clips
and news broadcasts with practical examples of Intelfigence Oversight issves. NRO

is currcatly updating their E.Q. 12333 training program.

. m Staf¥ Assistence Visiis, Shaw Alr Force Bage, Sumter, 5¢

2002 The Deputy ATSI(IO) and one staff member condugipd

assistance visits at Shaw AFB, Sumter, South Casolina. All USAF "”

elements visited demonstrated compHance with DoD Regulation 524D.
14-104, 8 well as an acceptable level of Ttelligence Oversight aw:

- ?ﬂﬂ Intelligence Oversight fuspection, Missile Defense Agde
rgiuiz, March, 2002: Two OATSD(JIO) steff members conduct

Oversight inspeotion of intelligence clements of the Missile De

functions. Although nelther the Intelligencs Directorate nox the Cl e
Intelligence Oversight programs before our ingpection was anncunge
demonstrated an adequete knowledge of Intelligence Oversightt pri
Intelligeace Oversight violations were uncovered. The ATSD(IO) hys
the Director, MDA, Enfotming him of the tequirement for Tutetlige

. M Outreach Program in Intelligence Oversight in the Defe
epartment, George C. Marshall European Ceuter for Security §
Garmisch, Germany, Feiruary 2002; At the invitation of the Di

- gave a presentation on Intelligence Oversight in the Defense Depa oy
students from Central and Bastern Europe attending the Executive |
Tntematioual and Security Affairs and engaged in a follow-on question and answer
session. This was followed by a deteiled training program (o students from Bulparia,
Estonia, Georgia, and Lithuania. The success of this on-going prog
requests from countries such as Romania and Croatia to DoD for ags
cstablishing Intelligence Oversight safeguards in their own countri¢s
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ASSISTANT TO THE SECRETARY OF DEFENSE
7200 OEFENSE PENTAGON
WASHINGTON, DC 203017200

HAR ZBFW

Chairman, Intelligence Oversight Board
New Executive Office Building, Room 5020
Washingtan, DC 20500

Dear Mr, Chairman:

The Department of Defense Intelligence Oversight Reportifar the
periad October-December 2005 is attached. Included in the Repor are the
results ofthe ATSIXIO) review of the National Security Ageacy pyocess
for releasing the identities of US Persen. Also included are sy ies of a
number of Intelligence Oversight investigations and incidents e
been reported to us.

Daniel J. Dell’Orto % ﬁiigmszé.b%

Principal Deputy General Counsel Acting ATSIX10)

Attachment afs
THIS PAGE MWN REMOVAL OF ATTACHMENTS AND
PHYSICAL NIWIOVAL WORDS AND CAVEATS
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Department of Defense Intelligence Oversight Report
_ Octaber-December 2005

releases the identities of United Stales Persons, minimized in NSA product;
intelligence and law enforcement consumers at their request, We soncluge

complics with Intelligence Oversight requirements. The United States Pges
release process starts with the USSED 18 policy that all United States Pesk
the first instance be “masked.” *Masking" means NSA reports containiug Uni

et

por
oo i
v e h

Fach foquest is examined individaally and & decision madefaft o case-by-
case basis. Approvals are made by the head of the Division responsible forexamining
the requests. The Diractor, NSA must approve releases for law enforceménf purposes.

The Director of National Intefligence must approve requests f; p{oamesof ...
M of Congress. The respansible NSA office receiv ; 2'8{8}4»;,
[Requests st jsivnifized I'
We.! mggle [ mmendauon
Tesponsible office 10 Tevise the NSA [deatity Release Reguest/fonn |
JWICS to make the request process more intuitive and it was accepted. (bxaw L. 8638
« ML i i re Unided
States Alaslcag Command, Anchorage Alaska Dudug an Intzlligence {1y
inspection of intelligence wits assigned to the US Alaskan Command (ALCGOM),
inspectors from tho QATSDO), discovered material which specifically ifiehtified a S
Person organization that ¢he Comuend belicved was planning to take partiin
demonstrations at Elmendorf AFB and ¥t Greely, Alaska, in.an archive filp ¢f the Joint
Task Force-Alaska J2 (JTF-AK J2). The infurmation in question ftad beey downloaded
from the Internet (NIPRNET), by the ALCOM AntisTetvorism/Forer Protpclion Offices
(AT/FP), and disseminated by cmail thraughout the Command. The JTF-AK )2 included
the inforrmation in a briefing to the J2 and subscquently retained the information in their
files. The ATSD(IO) inspectors determined that collection and telention df this
mformation constituted a possible Procedure 13 violation, Consequently, he ATSD(O)
Derived Fram: Multiple Sources
Declassify On: 23 Mwr 2031
: : EFF 10




inspectors formally notified the Joint Staff, Office of the Inspcctor Gen
& formal mvestigation. At investigation was conducted by the U.S. N
IG (N-NCIG). Based upon the results of the investigation, JTF-AX was

conduct refresher Intellipence Gviersight training for al) assigned personnel teaining
will have emphasis placed on the proper use and understanding of constitati

constraints, and the laws and dirootives that govem (he collection, dissemihabion and
stoving of sensilive informstion. Additionally, all JTF subordinate offices have been
bricfod about the refated risk, sensilive handling and appropriate referenc ociated

with the use of Force Protection information in intelligence channels.

(U) DoD General Connse} Activity

(o)1)

(1) Oa.Going Investigations by DoD) Intelligence Components

» (FOUQ) The Office of the ATSDIO) continucs to monitor 2 sumber of op-going
ﬁlo

Intedligence Oversight (10) investigations, incideats and activities that ha

reported

w (his office for this reporting petiod. Notable among thess reports are ﬁ(ﬁ‘g) !
. P .

. R A {b}3)SAUSC a0

5063, ] (8 USC 708
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{U) Army Activifics
: riate Collection and Reporting of Information on the Domdstic Activilies

-{U) In

of a US Orzanization (DAIG 06-009): Army Intelligence and Seeunity
(INSCOM) aotificd Department of Anmy G (SAIG-10) of the questionalld
Counterintelligence Special Agent (8/A) assigned to the $02d Military Injelligence (M) :
Group, with duty at the Joint Terrerism Task Force, Miami, FI.. On Novengber 9, 2004, - ‘
the $/A may have inappropriately collected information sbout the plans of 3 : ‘
oTganization to convene an informational meeting and workshop on milithry recruiting,
the drafl and military law, and methods to oppose military recruiting. Th
was reported as 8 Threat and Local Observation Notice (TALON) and sunditted through
the 902™ MI Group to the Countarintelligence Field Activity (CIFA) for snhlysis and

group, the group was identified by natne when the S/A reported on the j- 'ng vere,
whick included Lhe name of the organization. The allegations have becn deferred to the
Deputy Chief of Staff G2 (DCS 62} for resolution.

-

(L) On January 5, 2006, the INSCOM Cammanding General directed the{INSCOM/IG to
canduci a special investigation of the TALON seporting system in INSCQM, with the
following focus: {a) svaluite the strengths and weakaess of the existing s
provide a detail assessment of the 902d MI Grobp’s compliance with TAI
regulations, policies and procedures, (¢) detennine conflicts or voids in gyidance
concsrning the reporting, analysis, retention, and dissemination of TALON |aformation;
and (d) assess the policies and procedures for submitting TALON reports Bipectly 1o
CIFA without intermediate review process by the chain of command

(£)(13.(bX2)
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Updates of Peeviously Reported Incldents

--{U) Abase of Detaince, Shkin, Afghanist 16 13): SAIGIO
Army Criminal lavestigation Command (CIDC) investigation into alle

Captain, 10" Mountain Division, and an individual belisved to be 3 US
beat a prisoner at Shkin, Afghanistan. The finaf CIDC investigation repoft,

orted a TS

s that 2 MI
y contracior,
dated 16

December 2005, determined the allegations of aggravated assault, maltregtrpent of a

person io US custody, and assaulr as upfounded.
~(U) Assault end Mistreaiment of Dietainces, Afshanigtan (DAIG 84-006):

reported on & CIDC investigation into allegations of assauit and mistmtm-c#

SAIG10
T agamst

EFF
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_interrogators, fiom A Company, 519® MI Battalion, Bagram Detention F

CIDC detenwined that a detaince died, from blunt force trawna, while in
The medical sxatniner tlassified the death as a horicide, CIDC substan

to hold anyous criminally responsible. The investigation resuits have b

Special Courts Martial Convening Authorily, who has accepted jurisdiction.

o

EFF
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Deparunent of Defense Intelligence Oversight Repo
April-June 2005

. We continue Lo monitor a number of or-going intelii
investigations and incidents that have been reported to this office fo
peiod. Noteble among these invmtigations are the following:

Mﬂe ed Misconduct of a M i

$3-025): The DoD Inspector Geavral advised MDWnent of th
Inspector General - Assistance Division (SAIG-AD) of allcgations ¢
against a Military Tntelligence (M) officer who was assigned to Trad

S

't

ce oversight
this reporting

the G2, 1"

Armeored Division (1AD). The officer waz alleged to have committ
struck subordinates, and engaged in improper intelligence coligclion
Simultaneously, US Army Intelligence and Security Command (1J8]
the SAIG referred, for investigation to this office, allcgations that 12

e h—

had been in contact with a possible terrorist group in Iraq, and may
Special Access Program (SAP) without proper authorizstion. Owr i
conducted jointly with the Defense Criminal [nvestigative Service
indicated that the FAD (2 was also involved in these allegations.

SAIG agreed 1o suspend jnquiry iato the original allegations pendin
of the joint ATSD{IOVDCIS investigation.

The joint investigation determined that 1 AD personnel w
involved in the creation of an unautharized SAP, but confirmed tha

had conducted unauthorized intelligence collection operations, had fa

register human intelligence sources, had maintained contact with a
organization without authority, had knowingly disobeyed direct o
General Officers, and had knowingly lied o at Ioast one General O
his activities, Upon completion of the joint jnvestigation, the fin
provided to the SAIG for appropriate action.

Derived From: Multiple Sonrces
Declassify On: 3 April 2030
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(b)(1)

{U) Updates of Previously Reporied Incldents and other Sigoifi
Procedure 15 Actions

(b){1)
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(b)1)

Wl‘his office first learned of this incident via unofficial ph
th the Army Inspector General’s Intelligence Oversight Division
Inteliigence and Security Command. Subsequently, we were able td
the PACOM and 500th MI Bde investigation repotts with the coop
Armmy Inspector General. However, the OATSD{IO) was not notifi
incident or the investigative findings by PACOM. During & recent
Oversight stafT assistance visit to PACOM and the Philippines, OA
personnet discussed with the SOCPAC Chief of Staff, and the JS0O
lack of official reporting of the incident to this office, The discussi

officer in the chain of command of the unit Involved in the ques tionr

W M 4
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ASSISTANT TO THE SECRETARY OF DEFENSE
7200 DEFENSE PENTAGON
WASHINGTON, BC 20301-720Q

INTREULLGENCE
CVERSONY

Chairman, Intefligence Oversight Board
New Executive Office Building, Room 5020
Washington, DC 20500

Dear Mr. Chasrman:
The Department of Defense Itelligence Oversight Report fot the geriod
July-Scptembexr 2005 is atteched. We continue to monilor & iy of on-

going Tntelligence Oversight investigations end incidents that baye been
reported 10 us.

Danietl J. Dell’Orto William R. Dugan, Jr.
Principal Deputy General Counsel Acting ATSD(10)

Attachment a’s

THIS PAGE 18 UNCLASSIFID UPON REMOVAL OF ATTACHMENTS AND
PHYSICAL REMOVAL OF CODEWORDS ANT! CAYB&?S
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Department of Defouse Entelligence Oversight Repopi|
July-Septomber 2005

o (U) Acting Assistant to the Secretary of Defense {Intellipence Oversight) Testifles
before Senate Judiciarv Committee: On September 21, 2005, the Actinl Assistant to
the Secreary of Defense (Intelligence Oversight) (ATSDQO)) nppeared, 43 b witness, st o
Hearing of the Senate Judiciary Commiites on Able Danger and Intelligeties Sharing
{Statement is atiached). 1ie appearsd af the request of the OSD Offics of Ldgislative
Affairs and the DoD Office of the General Counse} and testified regardi

Department of Defense Entelligence Oversight Program,

Alleged Secret Establishment of 2 Special Military Intelligence Unit: On
Ton 26, 2005 an article in the San Juse Mescury newspaper alleged that el Cafifornia
National Guard (CANG) had secretly established & special military intelli : 08 umit that
conducted surveillance on a May 2005 Motber’s Day anti-war rally. By memarandun
dated June 29, 2005, the ATSD(I0) requested the Army Inspactor Geaeral (SAIG) to
inguire into the allegations and provide findings and recommendations. The SATG
1eported that the allegations were unfounded. The SAIG report found tha} the CANG
Civil Support Division Domestic Watch Center, Joink Opevetions Center 3 K'h the CANG
Jeadership maintained “gituational awarencss” through media reporting. CANG
indicated to the SAIG tearn that awareness of possible civil diswrbance evepts was
consistent with their state mission for response to quell civil distorbance ang security.
The SAIG’s inquiry did not seveal indications of an intelligence progrom prspecific
colllactmn activity targeting the individuals or groups participating iy the Mpther's Day
rally.

(LD The SAIG inquiry did, howsver, find infractions of Intelligenes Qvepsight (O}
regulations that require separate Nationial Guard Bureau action; e.g., the lyck of an 10
training program at the State Headquarlers and the inadvertent inclusion qf Pnifed Stales
person information in several docwmeats. The SATG inquiry recommendédithai all
CANG Headquarters officers receive initial FO training as part of their oflic:
professional development to ensure leaders understand the legal limitatioys and processes
associated with the collection, retention and dissemination of US persos § H yrsottion,
The SAIG i mqulxy also recommended that the anti-terrorisro/force protection (AT/FP)
information usion function be transferred from the J2 (Intelligence) to the AT/EP officer
in the J3 (Operations). The 2 would continve to provide applicable AT/HP|intetligence
information that had « forcign nexus.

Derived From: Multiple Sources
Declassify On: 23 Nov 2030
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(U) DaD €C Actlvity
(L)1)

We continue to monitor a mumber of on-going Intelligence Oversight
vestigations and incidents that have been reported to this office for this Pmiug
period. Notable among these reports are the following: mg& USCA®

e USe 7
(U) NSA Activities %gmagg@“
:\ \-.‘

PP | :

—=va (1)
e (b}(3)-P.L 86-38

(D}IPL. 96136
/)t)

60 USC
Bo e

{MS)PL. 8

B o)
L (b}E)P.L. 8638
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{(U) Axmy Activitics

(o)1)
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EHErP.L 8038

—

= A Naval Critninal Investigations Service (NCIS) Headquartes
(bX2) }QC!S joint counterespionage opesation revealed that an NCIS
conducted undisclosed pacticipation in a US orgmﬂzaﬁoo:t of

DoD Regulation 5240.1-R and SECNA VINST 3820.3E/0)(2)  main

its manuals, no prior authorization was required. This inGident reveals di that
may exist among (he opsating guidelines of different Federal agencies Io
procedures and should be considered as part of ay Federal inter-agency eview of IO
issues.
(J) Updates of Previous! rted Incidents and other Significant Procedure 15 _
Actioys - :
R ol DO% 28 Jseea
s .,.,'.‘o"-w s ‘ ‘;;
S—— s _l‘l’f
T & i
e il { i z :
0 %‘, i
3-8 USC ;‘;
S)-P.L
» n addition, the NSA/AG clossd out its August 2004 inspectidn Lof
fter baving deteanined that Intelligence Ovarsight findings, identifipd in the
uwgust inspection veport, had been rectificd, The NSA/IO determined y had
seceivod adequate reporting foedback and that Intelligence Oversight pro were
documented to cnsure program sustainability,
.ZM Incident of Prisonsr Abuse by DIA Employee in roject 05-

66-MA-056); In Apsil 2005, the DIA OHice of Inspecior

allegations of twa incidents of nus
i’ (b)1).(b)(3):10 USC §424
)(1)16]

r Geaeral, repo
abuse by a civiliau{®)110) ‘assigr
with duty in support of{(b)(1).(b)(3):10
| Based upon the DIA investigation into the maftor, the AlSEafic

Sikdyntated. The (BI1 };'(bg iresigned from his job radher than receive a leg

URAAADLL

termination,

d on
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Fulk Commitee
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CFRCIAL HEARING NOTICE / WITNESS LIST:

September 8, 2008

NOTICZ OF COMMITTER HEARING Wil AN SUGAN
RESCHEDULED -- Wed., September 21, 2005 st $:30 a.m.

The heming oo “Able Denger and Tolelligence Information Sharing™ srm
scheduled by ths Sennts Comntities on the Judiciaty for Wednesday,
Seplesaber 14, 2005 at 9:30 am. in Room 226, of the Sangts Dirksen Office, ( %%g;
l 4 by

Ruiding bas boen mschaduled to take place on Wodnesday, Seplember 21,
2005 21 930 a.m.

By oeder of tha Chaiviman

Witness Lis

Hearing befors the
Senato Jadiciazry Commition

ay
“Able Denger and fiviclligenze Infoxmation Shadng™

Wednesday, Ssprember 21, 2005
$:30 a.m. Sepats Dirksen Buifding, Room 226

PANEL T

The Honorable Cust Wekdon
Utiwed Sistes Rapeesontstive [R-PA, b Distried)

PANBL I

"Mk Zaid, Rsq.
Aliomey at Law
Washington, DC

Erik Kleinsmith -
former Armyy Major and
Chisf of Intalfigence af the Lund Information Warfare Analysis LIWA
Draject Manager for Jatefligonce Anslyticad Training
Liockhees Matin
Newington, VA
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William Dugan ' : Jpz
Acting Assistam 16 the Secrelary of Detense for Infeligence Oversight , Unlled States Dapgament of Defense

Statement of William Dugan
Acting Assistanl ta the Secretary of Defense for Intelligence Oversight
Depastment of Defense

Before the
United States Senate
Commiitec on the Judiciary

Sepw=mber 21, 2005

Good moring Mr. Chalrman, Senator Leahy, and Members of the Comnitiee. I{i my privilege to

appear before yon toduy. I am Bill Dugan. I am the Acting Assistant to the Secrefaty of Defensc for
Intefligence Qversight (ATSD(I0)). 1 amhese to discuss the Intelligence Ovessight program of the
Department of Defense. : .

I a0 responsible to the Scorctary and Depaty Secretary of Defense for the Deparyment of Defense
intelligence O versight progrem. The purposs of the Intelligence Oversight progrdm is to enable DoD
intefligente components to effectively camry out thelr amhorized functions, while|ay the same time
ensuring their activitics that affect United Stales persons are caried out in & mangey that prolects their
Coustituticnal rights and privacy.

F've used the term “United States persons.™ 1t is an important one because it seferp fo more than just
United Statas citizens. The term also inciudes lawfil persoanent residents, corporptions incorporated

i the United States (unless dirccted or controlled by a foreign government), and frfincorporated
associations substantially composed of lawfol permanent residents and/or U.S. citizp

We operate aader Executive Order 12333, “United States Intelligence Activities,
by President Reagan in December 1981. The Do implementing Regulation is DRI} S240.1-R,
entitied “Procedures Governing the Activities of DoD Intelligence Companents That Affeet United
States Persous.” This DoD regulation was approved by the Attorncy General and wis issoed in
December 1982; these are the Auorney General approved guidslines for the Dol)
comurimity regurding activitics that affect United States Persons,

The Secretary of Defense established the prodecessor office to the Office of the Aks
Secretary of Defense for Inteliigence Oversight (ATSDI0)} in 1976, to implome
Executive Order on U.8. Intelligence Activities issued by President Fovdl. Presides
ordec was issued in respanse to the investigations that revealed the misuse of intefig
DoD aad ron-DoD, 1o collect infonmnation on civil sights protestoss, anti-Vietnam fwi
as well 28 conununity and religious leaders and labor leaders during the 1960°s ang
What began a5 a force protsction mission for Dol organizations, cvelved, through
lack of elear rules, and the lack of meaningful oversight, into an abuge of the Cons
United States persons by Defense intelligence and counterintelligence personne), These matters were

thoroughiy investigated by the Congsess, including this commiitee, in the 1970 « § am referring to the

~ - EFF 28
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mvestigations conducted by Senator Brvin, as well as Senator Church - the Churs
Representative Pikeé - the Pike Commitiee. Since 1976, the ATSD(IO) has been chy
preventing a recarrence of thess types of iransgressions and we do this through
Oversight program which I will degcsibe. .

We are 4 very small officc, by design; I have 10 personael slots. We si( at the hegdlof 5 prosctive
partnership with the intelligence staffs, Inspectors Genera), and General Counsclland legul advisots of
the Joint Staff, Combatant Commands, Military Services, and the Defonss intelligdnce agencies to
includs the National Sccurity Agency, Defense Inteltigence Agency, National Recénnaissance Office,
and the National GeospatialIntelligenoe Agency in the management and directidn jof the DD

Tntelligence Ovezsight program.

We seek to ensure DoD intelligence, counterintelligencs, and intelligence-related drganizalions, as
well as all intclligence activities pesformed by non-intelligence units, conduct (hgig activities in
accordance with (ederal law, Executive Order 12333, Presidential daectives, and| DoD directives,
regulations, and policies. We place special emnphasis on the protection of informatipn on United States
persons. Our secand arca of emphasis §s on ensuring improper activity by intelligegee personnel is
identified, ceported, investigated, and then setion taken 10 keep it from happening

- Bach quarter we prepare the Defease Departmen)'s Intelligence Oversight Repo

deacribes any significant Defense Inteltigence Ovessight issues (hat warmunt the s

Seccetary and Deputy Secretary of Defense and che President’s Foreign Intelligs
To prepare it, we receive each quanter the reports of the Joint Staff, the Combata
Military Services, and the Defense intelligence agencies. Itis roviewsd and signed
General Counsel and the ATSD(I0) and then approved by the Deputy Secretary

Defense. The

oindy by the DoD

ht Board of the

Quarterly Intelligence Oversight Report is then provided to the Intelligence Overgi
President’s Foreign Intelligence Advisary Board.

Personnel in my office also conduct intelligence oversight inspections of Dol it
worldwids to easure that Dol intelligeqoe activities are conducted in accordance
oxder, DoD regulation and policy, We are assisted in this inspection process by
of the combatant commmands, the military services, and the Defense intelligence

I would fiks o describe how the procegs works regarding the collection of Unite
informution by DoD intelligence components. :

First, no one in DoD} intelligence has a migslon to collect information on United $t:

we have are mistions such es Toreign intelligence, counterintelligence, coun
inteligence, and the like. - :

In the ¢course of performing our missjon, we nn aeross or find information that i
States persons. That is whei the rules in the DD Regulation, DoD) §240.1-R, ki
information is necessary 1o the conduct of the mission such as I just described, f
countertesvoriam, and if it falls within ane of the 13 categories prescribed by the
12333 and NoD regalation, thew the intelligence componeat can collect the inf
categories are:

1. Information obtained with consent.

2. Publicly availahle information.
3. Foreign intelligence,

hitp:/fjudiciary.scnats, gov/print, testimony cfm?id=16068wit_id=4671

genge activities
ith law, execitive
spectors General
cles.

‘i, 1€ the

tifies United

xample,
cutive Order
en. The 13
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4. Counterintelligence,

3. Polentisl sources of assistance to intedligence activities.
G. Protection of intelligence sources and methods,

7. Physical security. [with a foreign nexus/conneclion]

&. Personnel secusity.

9. Communications security.

10. Narcotics. [intemations] aatcotics activity)

L1. ‘Threats i safoty. [with a foreign nexusiconnection ~ such as intermational terqust organizations]

12. Overhead reconnalssance,
13. Adminisrative purposes. [training records — a narrowly drawa category)

If the intelligence companent is unsure if the information they have obtained is p
keep, the Tneelligence Oversight rules allow them 1o temporarily retain the inforna
solely Lo determine whether it may bo permanently retained,

their holdings.

Do components or agencics cotside DoD, such os the FBI, the intelligence

Page3of 3

for themv (o
“F;rn for 90 dayz

Thos it is possible for DoD intelligence companents to have information on Unitpy

States persons in

nent can transoit

Finally, if an intelligence coraponent is in receipt of information that pertaing to E‘f function of other

or deliver the information to them for their independent determination whether it
retained, or disseminated in agcordance with their governing policy.

Thank ya:l.

htp:#/judiciary senate.goviprint_testimony.cfm?id=16068&wit_id=4671
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ASSISTANT TQ THE.SECREYARY OF DEFENSE
7200 DEFENSE PENTAGON
WASHINGTON, bt 20301-7200

o /(sr-pdﬁ M

AN 30 bope

Chairman, Intclligence Oversight Board |
New Executive Office Building, Room 5020
Washington, DC 20500

Dear NJr. Chairman:

The Bepartoncnt of Defense Intelligence Oversight Report for the ppriod
lonvacy-March 2006 is attached. There wore no significant fntolligenee
Ovessight issues warsanting TOB altention fot this period and no significant

Intelligence Overgight violations. .
000 v 740 £)
Daniel I*Orio ifliam R. Du . T

Principa) Depuly General 'Coun‘sel Acling ATSD(I0Q)

Attachment afs

THIS PAGE IS UNCLASSIFIED UPON REMOVAL OF ATTACHMENTS AND
PHYSICAL REMOVAL OF CODEWORDS AND CAVEATS -
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Department of Defense Intelligence Oversight Report
January-Maveh 2006

{U) DoD General Counsel Activity

(L)1)

(U) On-Golny Luvestigations by Do Iniellizence Compynents

The Office of the ATSD(IO) continties to moniler a rmmber of

to this office for this teporting period. Notable among these reporis are the Ii
I RTAC
sbagai;P.L.\g_&g.s .

Y

(U) NSA. Activities

. , -going
Intelligencs Oversight (JO) investigations, incidents and activities that have reported
fowing:

——— L. 8639
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Derived From: Multipis Sources
Declassify On: 23 Muarch 2031
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Other Activities

o oo 1 |1
)3)-1HUSC 758 !
(}3)}-5HUBC 403 i
(b){3}P.J. 86-36 :
() DIA

L Sl =

|
|

o

i
OIG reported that that a member of the/®X1) |
uve eagnged in questionsble intslligence activitics consisting of visa fraudjand bribery -
white sexving in his capacity ag:(P)(1),(0)3):10 USC §424 i
The Departmwont of State and the Ay Crigalne] Tavestigation
investigating this matter and have caordinated with the U.5. Attomey®s Offjce, which hay

accepted prosecutorial responsibibity.
an _émz‘ A_c_q‘vil;g‘ 5
-(U) Malireatment of a Forcign Detaines by Military Ink Petso:

Afghanistan (DAIG 06-013) The Office of the Arny (:euelai Counssl p
IG (SAIG-IO) with a repart ofi an on-going ClI2 investigation into allegatio :
Mititry Intelligence (M) presonnel, assigned to Alpha Company, $19™ M| Battalion, |
Baghram Collection Poinl, Afghanisian, committad aots of “assault” end “w .
of aperson in US custedy.” Tn addition, the Officer-in-Chargs for the Colig
being investigated for “maltreatment of & pesson in US custody, false officinl ptatement,
and conspiracy,” The Noncommissioned Officer-insCharge for ths Col
being investigated for “dereliction of duty and conspiracy.” The victim wap an Afghan
pational who died frorn blunt force trauma.
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(L) Improper Colle onnndesscmme , Person Infaem I Personnel
(DAIG 06-019) US Army Intelligence and Security Command mpomd aquésiionable
intefligence activity lnvalving intelligence analysts assigned o the 502™ MJ Group
(MIG). The questionzble inteligence activities concerned an article in the Whll Stredt
Joumal (WSJnewspaper on the collection and dissesmmtlon of informatiop qoncerning
participams ina 19 Mnmh 2005 anti-war protest in Akron, Ohio, The WSJIlticle afleged
that analysts in the $02™ had, for weeks prios to the dumonstation, downlopded
information from the activist Web sie, intescapting emails ad crose-referepeing this
information in police datahases. The article also slleged that the 902 MI(] grovided a
two page alert 1o the Akeon Police Depammand that the Akron protest wad one of
seven others monitared by the that month that auned out 2o bu noDViIS Fipally,
the WST report stated that lM%f‘vapmdmedrepoﬂson seven other pi wtsand
used “dats-analysis techniques & Jook for signs of hidden coonfiontion betwege the.
protests.” INSCOM is conducting an ivestigation into the allegations. l

U} [mproper Collection and Dissemization of US Person Information b Persomne]
(DAIG 06-012) On 2 March 2006. during a SATG-]O inspection of the eaiquarters, US
Army Porces Notthern Commend (ARNORTH) (5* US Asuy), Fert Sam Hogsion,
Texss, inspoctors discovered US person force protection information in a G ARNORTIH
inrelligence briefing. The briefing, which was presented by the G2 to the

ARNORTH on 21 February 2008, conlained identities of US persons, includidg & white

group, and their planned domestic activities, An tntcliigence
Joreigy nesus. G2 attributed the vinlation to ARNORTHs inmmasbure 8

suprenmacist )
the FBI was cited as the source. The @oup and their planned sctivitfes did a involve »

nary from

and the

staff's vaguo missions and functions. SAKH-JO is coordinuting with the Inspegeor

Genieeal and M&wdmwhumm«actwmmm

Updates of Previously Rggorted Tocidents

(bX1)

Q13): (n Jannary 2004, the SAIG-TO reposted on alicgations that 3 MI Cap
Mauntain Division, ard an individua) eszumed to be a US Army Contracior,

prisoner Ml a dwmtion facility in Shkig, Afghenistan, CID investigated the ond

determincd the aliegations of assuult and meltrcatroent of the prisonor were

EFF

- 38




(DAIG og.mn On 17 October 2005, INSCOM reported Te anemble
Activity of multiple M1 officers. Allegedly, ar 11 Oclober 2005, officials i
requested INSCOM G3 conduct “database checks” on an Army G2 US pers
erplayce’s foreign notionsl relatives living in Bgypl. Bacouse G2 officess
the databags checks were conducted at the direction of senjor officisls, (he
referted 1o SAIG-Investigntioas (SAIG-IN]. SAIG-IN concluded that the 2
legitimate access to personnd! secmtyrworﬁsmdhasihemnhomy (0 g
revoke secwity clearances. Additionalty, INSCOM has a lawfal mission 1o
information and maimaln databases on forcign threats. Therofore, the info
concerning the employee and her foreign relatives were appropriately colle
the employee had no tics to teorist). The case was closed without fusther 3

diter was
yG2bas
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ASSISTANT TO THE SECRETARY OF DEFENSE
7200 DEFENSE PENTAGON
WASHINGTON, DG 20301-7200

INTELLGENCE
QvERSIGNY

Chaiomau, Intelligence Oversight Board
New Bxecutive Office Building, Room 5020
Washington, DC 20500

Dear My, Chairman:

The Department of Defease Intelligence Qversight Report for the peridd|Aprils
Juns 2006 is akached. The separt conteing summeries of questionable § ence
activities and Intelligence Oversight issuns that were reperted 1o the Office of the
Asgistant to the Secretary of Defense (Tmtelligence Oversight) this

& e

Principal Deputy Genaral Counsel

Atlachment a/s

THIS PAGE IS UNCLASSIFIED UPON REMOVAL OF ATTACEMENTS AND
PHYSICAL REMOVAL OF CODEWORDS AND CAVEATS
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Department of Defease Intelligencs Oversight Report

Declassify On: 20291123

S ipt

April - Yane 2006
(U} ATSD(O) Actlvities
--(U) During the quarter, the office of the ATSI(10) conducied Tntelligente|Oversight
(10} iuspections and staff assistance visits at DoD intelligence units and ol izations at
Guantanameo Cuba, Soto Cano and Tegucigalpa, Honduras, Sarajevo, Bosgig-
Herzegovina, Prigling, Kosovo, Camp Bonduteel, Kosovo, Ankara, Turkey, zmit AB,
Turkey, Incirlik AB Twlwyaadﬂle‘(b)(3) 10USC §424 |
(b}3).10 USE §424 | All inspected units and organizafiqns had
~satisfactory 10 programs and their petsmmol demonstrated a knowledge ngd/awareness of
10 policy and procedures.
{U) DaD Geaeral Counsel Activity
{(bX1)
(9)} } i oments
- Dab Inteiligence Components have reported to fhe ATSD{IO) ¢nja number of
ligence Oversight investipations, incidents and activities for this repoxilg period.
Notable among these reports are the following:
() NSA Activities
. ) - [ i
I
= -+
c’/(“ '; ; i
o ,
Pl ]4" '
Classified By: Multiple Sourcas N

1
8{3%4’;. 8638

EFF
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BRI L. 3638
Other Activittes
- oK1 :
}:3‘(3%4». | 6o
/
/.‘
(UyDIA Actlvities

(U The DIA Inspector General’s Office continues to provide 0 training fo/®X@.0)

[EXN2MIR)10USC §424 I rpig quartes|D)2).0) _ Jreceived 10 mmn% prior o their
deployments, fn aitiian 6 attome. fonts the DI Office of General Chuhsel, provided

hmmionoul(wx ) B

(b}2) T :

(b)(2) T
{U} Update of Previously Report Questionsble Intelligence Activities ;
—M authori scipation joal” ) "
(DIA/OIQ Memo $-0235/1GY: DIA/OIG conducted an IO investigation ifs {esponse 10 an
allegation of s questionable iptellicence activity. (Q1A) mvelving participhtion of DIA
and US Arsay personnel in a}(®X") i The
investigation report (S-06-0230/1G) concluded that DIA personnel, durink the period

,(.I%lfzm.zm&jhmum_Amiims..hsd_pmicipated jn an wiauthotized (B}

i(_b)( g 7 e e T US g
tegulations. The report alas foiftd that (e astivaty, ©)(1) ;
was not documenited by a/(®)(h) nor was it sulfject to a
counterintelligance review, In eddition, the réport conc that personped from the US
Army Intcligence and Seourity Command (INSCOM) had participated i the activity
without proper coordination. The report concluded that revelation of thejptogram could

2
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have “severely exacesbated intermational tensians with] (XD land ceted a
political embarrassment with om[(b)m ]alhw - “The report made cral
recommendations to include a review of fraining and a clarification of audjorities and
requirements. The Army Inspestor General (SALG-10) canducted its ownjigvestigation

into the participation of INSCOM personacl,

(U) Army Activities

(U} The Army reported 1S new questionable mtelligem:e aclivities for thisjqarter.
Notable among them were:

~(U) Apri] 2006,
the G2, US Army Eumpe (USAREUR) teportcd the QIA of the Coumerin I'strocism
Braach (CTB), G2-USAREUR, Heidelberg, GM. On 7 April 2006, the CTE produced a
Current Threat Repost (CTR) containing the ideatites of numerous US Pefsons with
passible ties %o terrorist groups and/or state sponsors of teerorism.  The CTR[was
digscminated to multiple USAREUR consumers, including the USAREUH. [When the
QA was discovered, the Intellipence Oversight Officer (100} trained the Chief of the
CTB on Procedures 1-4 AR 381-10, and the authorized mission scope of {h¢ CTR. In
addition, ali CTE personnel received reftesher 10 training, and the 7 April 2DG6 CTR was
rescinded. All USAREUR COBSUIMETS Wers directed to delete their copxes ofthe
rescinded CTR  © -

-{U) Alleged Imoroper Colfection o Person Information (DAIG-06-019):
According to a 27 April 2006 Wall Street Joumal {WS)) articie, “Pentagop §teps Up
Intelligence Efforts Inside U.N. Booders,” intelligence analysts assigned to 902d M

Group (MJG} Fart Meade, MD, allegedly collected and disseminated info

concerning participants i a 19 March 2005 anti-war protest in Akron, OH amolc
specifically alleged that the MIG’s analysts downloadod information fromjaglivist web
sites, intercepted emails and cross-referenced the information with police gajabases. The

MIG allegedly reported the planned protest to the Akron police who, in “followed™
the rally. ‘The Akron rally was said to be one of eleven protests “xnmuwre oy the Army™
in March 2005. On 28 April 2006, after conferring with SAIG-10 and the|992d MIG,
INSCOM decided to include these allegations as part of sn engoing “speefallinspection™
of the MIG's implenentation and execation of the Threst and Local Obse ¢ Notice
(TALON) program, which was intially seported as IPAIG-06-009. An upfiate to DAIG-
06-009 is provided below.

.&Au-!ac ntellipence Activities of Individuals assigned to ! 4;’l'u
Dixision in Iraq (DAIG 06-022): On $ and 20 Jone 2006, SAIG-IO receivkd numerous
allegations concerning members of the 1015t Airborne Division (101st Ab} 4th Infantry
Division (4th ID), and Opcrationel Detachment-Alpha 336 (ODA-336). Sprhe of the
allegations were non-1O related and they were referred 1o Assistance Divigign, US Army
Inspetter General Agency (SAIG-AC), for action/resolution as appropriat Howcver, _
sevesal other aflegations {(outlined below) were considered to be QLAZ reqfific
resolution in accordance with (JAW) AR 381-10. Tbe QlAs were referred 1€ the

Aot
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appropriate commands and SAIG-1O continucs to oversee the progress of WL following
investigations, being conducted under the provisions of AR 15-6:

{1} (U)Six of the allegations received on 5 June 2006, i
infantry officer, serving as a Company Commander in the 1045t Abn, end hi
conducted unauthorized source operations, coerced local nationals to seTve 45 sources,
forced sources (0 falsify swomn staternents to easure convictions of alleged insurgents,
conducted wnawthorized and undocumented detention operalions, and aseaplied sources
and detainees under their control. The allegations were previously reported fo the
officer’s Battalion Executive Officor, but he failed to taks appropriate actipg to resolve

m, comiuctad interrogations wuhoul t.he presence or partscipauon of & Milit}
conduaed mtermgaliom without the presence of an Ml oﬂ'lecr. ‘The una

Squadron 82, but he failed to take app!opnate action to resolve (hem TAW 4
On 9 June 2006, SA1G-1O referred these allegations to the K&, MNC], fo

(3) {U) Also on 5 June 2006, it was alleged that the Tear
members of Tactical Humen Intelligence Team 676 (THT), 1015t Abn, migs
falsified interrogation reports concerning the specific foterrogation techmgug
during intesyogation sessions. Specifically, it was alleged that they wouldus
techniques (wearing red contact lenses and elaiming to be possessed by Sits
reported using different techmiques. The allegations were reported to the Equa
but he failed to take appropwiate steps to resolve them JAW AR 381-10. O
SAIG.ID referred thess allepations to the }G, MNC-] for resolution,

(&)(1)

Vpdates of Previously Reported Qnmiombl- Inteltigence Activities

(o)1)

4
}(sw
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{bX1)

('U) MPTOEC II_I‘.__'-‘ on Infarmation. tami, ¥la (D {16 I!: 0”5

January 2006, INSCOM notified SAIG-IO that on ¢ Novanl:er 2004 a C | Bpecial Agent
(8/4) assigned to the $02d MIG, with duty at the Joint Terrorism Task Fo ¢, Miami, FL
dT 'I‘F-Miami) may have ingppropriately collected and reported informatidniabout a
group’s (US-person) plan 1o exercise its constitutional freedoms of sssembly and spesciv
The information was reported as a Threal and Local Observance Notice (T|AJLON) and
submitted through the 9924 MIG to the Counter Intelligence Field Activity (CIFA) for
analysis and entry in the Comerstone database, The report described the gropp's plan to
' convene a meeting titled “Countering Military Retruitment, the Draft and M ilitary Law.”
Thereport also described the group®s plan to “hold a workshop and plannipg meeting to
discuss countering US Military recruiting in High Schools, as well as cifogts) to assist
recruits in getting out of military contracts™ On 15 November 2004, the S/ provided an
updated TALON report describing the group’s plans to set up “iables at the yohools in
order to petform “surveillance’ on Mititary recrviters while on campus.”™ TALON
report did not indjcate that either the group or its planned activitics had a fprpign nexus,

Throughout the report, the S/A generically referred to the subject entity asja [‘group” and -

a“US§ Domestic Protest Group.” However, whea reporting the address ofjilie provp’s
niesting venue, the $/A. included (he name of the meeting facility, which cpritained the
name of the group.

{1) () Until rscontly, the 5024 MIG maiutained o databasd of sl or
sorae of the TALOWN reports submitted by their S/As. The 902d MIG condprids that the
S/A’s reporiing was not a violation of AR 38110, and his collection uctivities were
consistent with the 902d MIG’s expanded force protection collection missjo, which they

base on a 2 May 2003, Deputy Secretary of Defense memorandum, Subjeqt: [Collaction,
Reporting, and Analysis of Terrorist Threats to DoD Within the United St3tds; and & 10
December 2004 Office of the Vice Chief Of Staff memorandum, Subject: famy

Implementation Quidance for TALON Suspicious Incident Reporting.

(2) (U)On 5 January 2006, the INSCOM Commanding Geperal directed
the INSCOM Inspector General to conduct a special inspection of the TALON repotting
system in INSCOM, with the following focus: () evaluate the srenpths agd| weakness of

the existing systens; (b) provide 8 detailed agsessment of 902d MIG's combpljance with
"TALON regolations, policies and procedures; {c} determioe conflicts or vgids in guidance
6
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concerning the reporting, analysis, retention, and dissemination of TAI.OrE nformation;
and (d) assess the policies and procedures for submitting TALON reports fifectly to
CIFA without an imermediate review prooess by the chain of coramand.

{3) (U) On 30 March 2006, the Deputy Secretary of Defehs
(DEPSECDEF) established an unclassified interim policy memorandwm cpraccming the
TALON Reporting System, Subject: Threats to the Department of Defensg (DoD), nthe
memorandurn, the DEPSECDEF confimed the reporting system should ofily be used to
report information reganding possible intemational fesrorism activities and) e
information should ke retained in accordance with DaD $240.1-R, Activities of Dol
Totelligence Components that Affect US Persons, December 1982, SAIGHQ will
maintain this case as open unti) the Deputy Chief of Staff-G2 publishes thei
implementing guidance and INSCOM publishes its special inspection remgts and
comective actions (as eppropriate), The QIA described in DATIG 06-019 13 afso being
reviewed ag part of the INSCOM special inspection.

—~(U) Alleged Detaiues Abuse, Bagram Detention Facility (DA1G-D4-006F In Deceraber
2003, Criminal Investigation Command Division (CID) reported a QLA myolving
military infelligence (M) intecrogators assigned to A Company, 51¢th MI|Bgitalion,
Bagram Detention Pacllity (BDF), Afghaniston; and suppotting Military Ppllce (MP)
assigned 1o 377th Military Palice Company, US Army Reserve, BDF. Allpgedly, in
Deocember 2002, a number of M1 and MP soldiers assaulted and mistreated detainces,
resulting in the death of one detaince. CID conducted u criminal investigalign futo the
matter and concluded that the subjects assaulted and ristreated the detainde and that the
detainee died while in BDF custody. The medical examiner classified the ddath asa
bomicide and the cause of death as blont force rauma. Howevez, the supgiofting Staff
Judge Advocats (STAQR) opined that there was insufficient probable cause folbold anyone
criminally responstble for the death of the deteinee. As a result of the $1AGopinian,

nurnergus soldiers were titled with various offenses, including making false pficial
s(f:;lementz, dercliction of duty, and sssanlt and battery. The resulting pensities arc as
lowa: ’

(1) (U) Thore was Insufficient cause to punish the Officertig-Charge of
the BDF interrogetors,

{2) (U) The NCOIC of the BDF interrogaiors hag sepmteg,:tom BETVICE
As a resull, the case was referred to the Depeartment of Justice for their actian.

(3} (U) One MY Soldier is currently peading Court-Martia ;fooeedings
for dercliction of duty and assault consummated by battery.

(4) (U) One MP was convicted a1 2 Genezal Court-Martia) fpr
aggravated assault, maltreatment, maiming, and false slalement. He was :aniaad of
thres assaull churges and was reduced to EI.
{3) (1) Thres MPg were acquitted.
7
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(6) (U) Four MPs rccetved letters of reprimand.

(7} (V) Onc MP pled guilty at a Special Comrt-Martial to hssault and
false officiul siatement. The Soldier was reduced to El, forfcited of 2/3 pa;?:
months, and waa contfined for four months.

(8} (1) One MP pled guilty at a Speciol Court-Martial 10
consummated by battery and dereliction of duty. The Soldier was red
for 75 days, and sentenced to be discharged from service with & Bad Con

(U} Alleged Detninae Abuse, Qaim Jraq (DAIG-04-002): Tn Decernber 2
reported the QTA of soldicrs deployed in Qairn, Iraq. On 23 November 2
in US custody, died while being interrogated by MI personnel. The CID ipv

interTogation), and therefore reportable under the provisions of Procedure
Punishments against the charged M) and MP perscnnel are a8 follows:
(1) (U)yA Ml warrant offi cer was convicted at a General
of negligent homicide and negligent dereliction of duty. He way sentence
months conlinement, restriction for 60 days, and forfeiture of $1500 for
(2} () A MI warrant officer recclved an Article 15, UC
(3) (V) One M Senior NCO received a letter of reprimand

{#) {U) Punishment undes Article 15, UCMYJ, is pending §gpinst one
non-MI Soldier. _

(5) {1 No action was taken against one non-MI warrant pificer, two
non<MI NCOg, and one non-MI uvﬂum

Reportedly, the Warrant Officer was placed on administeative duties and would not likely
return to fnterrogation” duties with his team. The Warrant Officer and hig received

cloged. CID's investigative results were forwarded to the command for agribn. The
command jssued the Warrant Officer a letter of yeprimand for his abusive pdtions.
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ASSISTANT TO THE SECRETARY OF DEFENSE
7200 PEFENSE PENTAGON
WASHINGTON, be 20361-7200

Chairman, Intelligence Oversight Board
New Bxecutive Office Building, Room 5020
Washington, DC 20500

Dear Mt. Chairman:
January-March 2006 is aitached. There were no significant In

Oversight issues warranting 10B attention for this penod and no
Intelligence Oversight violations.

The Department of Defense Intelligenes Qversight Report for ::% E:od
igen

Danie! J. Dell’Orto William R. Dugan, Jr.
Principal Deputy General Couasel Acting ATSEXID)

Attachment a/s

ce
jficant

THIS PAGE IS UNCLASSIFIED UPON REMOVAL OF ATTACHMENTE AND

PHYSICAL REMOVAL OF CODEWORDS AND CAVEATS
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Department of Defease Intelligence Oversight Reporf
January-March 2006

(1) DoD General Counset Actlvity

(o)1)

{(U) On-Going Investizations by DoD Intelligence Components

. The Office of the ATSIXIO) confinmes to monitor a number plon-going
InteTligence Quersight (1Q) investigations, incidears and activities that h':j been reported
to this offics for this reporting period. Notable ameng these reports are the following:
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Other Activities

(U)DIA

oh

M OIG reported that that 2 meober of the (b)(t) b iy '
ave ongagcd in questionable mte i

investigating this matter and have coordinated with the U.S. Attorney”s
accepled prasecutorial responsibility.

) Army Activities

Afghanistan (DAIG 06-013) The Office ofthea.rmy Ginera!
1G (SAJG-TO} with a repott on an on-going CID investigations into allogay;
Military Tnielligence {M1) persunnet, sssigned 10 Alpha Company, 519
Baghrar Cullecuon Point, Afghanistan, committed acts of “assault™ and ¢
of a person in US custedy.” In addition, the Offiesr-in-Charge for the Co
being investigated for “maltreatment of a person in US custody, false offigi
arx] conspicacy.” The Noncommissioned Oﬁimm-(ﬁmge fur the Colledti
being investigated for “dereliction of duly and conspirecy.” The victim
national whe died from blust force irawna.
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{DAIG 06-0!9} US Atmy Iatelligence and Secmty Command reported p
intetligence activity involving imeltigence analysis assigned to the $02™
(MIG). The questionable intelligence activities concerned an article in

parhctpants inald Mamh 2005 amti-war protest in Akron, Ohio. The WE arucle alleged
that analysts in the 902™ hed, for weeks prior to the demonstration, downlgaded
information from the activist Web site, intercepting emails and crogs-refirdncing this -
information in police datobases, The articls alsc alleged that the 502™
two page alert to the Akron Police Depariment and (hat the Akron protest was
seven othezs monitored by the Am “y that month that fumed out 1o be ronviolent, Finally,
the WSJ repart stated that the 902" MIG produced reports on seven !-: atests and
uged “data-analysis techniques to look for signg of hidden coordination b
protests.” INSCOM is conduciing an investigation into the allegations.

~{U) Imp
(DAIG G 06-01 2) On 2 March 20086, durmg a SAIG—[O inspection of the
Army Forces Nocihern Comenang (ARNOR’['H) (5" US Army), Fort Sa

the FBI was cited s the sousce. The group and their plmned activities d{d[not uxvoive a
foreign nexus. G2 attributed the violation to ARNORTH's immature stryciure and the
staff's vague missions and fiunctions. SAIG-IO is coordinating with the
General and the G2 to determine what corrective actions were taken,

Updates of Previously Rnpormi Incidents

o)1)

~(U) Allegation of Detainge Abuse by Ml Personnel ip Shkin, Afghanists
013): In January 2004, the SAIG-IO repotted on allegations that @ MI Cs
Mauntain Division, and an individual asswmed to be w US Armay Contra
prisoner at a detention facility in Shkin, Afghanistan. CID mvmlgatcd :
deternined the ellegations of assauk and maltreatment of the prisoner wee
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~(U} Daigbase Checks on the Foreign National Relatives of an Amny G2 Erp
(DAIG 06-001): On 17 October 2003, INSCOM reported the Questionable Intelligence
Activity of multiple MI officers: Allsgedly, on 11 Octobet 2005, officia

employee's foreign national relatives fiving in Egypt. Becmise G2 officerd indicated that
the database checks were conducted st the direction of senior officials,
referred to SAIG-Investigations (SAIG-IN). SAIG-IN concluded that th¢ 2
legitimate access to personne! security records and has the authority 1o gis

revoke security clearances, Additionally, INSCOM has a lawful missionjtg

H s

EFF




INTELL(GEMCHE
OVER BIGKT

* Washington, DC 20500
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ASSISTANT TO THE SECRETARY OF DEFENSE
) 7200 DEFENSE PENTAGON
WASHINGYON, OC 20301-7200

WAR 30|30

Chairman, Intelligence Oversight Board
New Bxecutive Office Buiiding, Room 5020

Dear Mr. Chatrroan:

The Department of Defense [ntelligence Oversight Repott for the perjod July-

intelligence activities and Jotelligence Oversight issues that were r
Qffice of the Assistant to the Secretary of Defense {Intelligence O
quarier. .

ottt
Daviet J. Dall’ Orto
Principal Deputy General Counse)

September 2006 is attached. The report contains summaries of qmﬁ

Attachment &/s

THIS FAGE, IS UNCLASSIFIED UPON REMOVAL OF ATTACHMENTS

PIYSICAL REMOVAL OF CODEWORDS AND CAVEATS
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Department of Defense Intclligence Oversight Repoft
- Juiy-September 2006 ‘

(U) ATSD{IO) Activities

~(U) During the quarter, the Offfce of the ATSDEO) conducted Imelh'g}n e Oversight
(10) inspections and siaff assistance visits at DoD intelligence units andiofeanizarions in nE
_Afghenistan, and the Horn of Africa and|(P}(3):10 USC §424 i :
{OX3)10 Al inspecicd units and orgenizations had satisfactory [0 pmglns and their

“personnel demonstrated a knowledge an? awareness of 1O policy and prodedures.

(U) DD General Counsel Aetivity
(bX1)

(U} Notable Reporting From Dol lutelligence Components

—(FOU0) NoD Intlligence Compunents have reported to the ATSDAO) dn & number of
Tnteltigence Oversight activities, investigations, and incidents for this refofting period,

Notsble among these reports are the following: || ""'ib))g;sﬁ vt
o :
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|
NSAAG Inspection
(b)(1)
ke os36
(U} DIA Activities

i a

=D The DIA Insnestor General’s Offios goptinues to provide 10 traini gg to|BY2).BIGYT0 |
;(b)(2) (b)3):10 USC §424 ﬂus quarter, >/ (b)(Z) (b) ?reccwed 10 pn‘or to thci‘:_ -

deploymmts In addmon.,an mﬁnm "DIA Office of qal_hmm?ed

instruction on[(0)2) |
)2) e P
I | | (&/Zimfm»“ Z
Ao LA : "

(U) Aremy Activities . | s v, I

A

Division in lraq (DAIG 06-022) UPDATE: As repotted in the June -Septen
Quarterly Report, the Army is curremly 1m=sdgatmg numerous atlegations <.
questionable intelligence activity (QIA) concerning members of the 101¥ :rbome
Division. The on-going mvestigations have yielded evidence to support {
allegations: unauthorized source operations by non MI soldiers and int (b)(’)

[{B)}(1).(0)2)
unauthorized use of caprured eqmpmm to support unauthorized source o
unauthorized dutention, interrogation and prisoner transfer operations; 2n unawthorized
fear-up approsched during interrogations. The investigations ere on-going.

ﬂ uestionable Intellipence Activities of Individuals d to the 0. M

—(U) Alleged Misnse of Intollipence Contingency Funds (DAJG-06-029) On 23 March
2006, the Dol Inspector General (DoD/IG) received an anonymous co
eonceming a Military Intelligence (MI) officer’s alleged misconduct in (h petfonrmncc
of his imalligence duties while he was assigned 10 the US Ammy Task Fore (TF)

2
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Kosovo. On {5 June 2006, the DoD/IG referred the cass to the Assistan
Amuy Inspectar Geneyal Agency {SAIG-AC). On or about 17 July 2006
the Intelligence Oversight Division (SAIG-I0), SAIG-AC further raferydd

TR Inspector General for resolution. The salient points of the Questionablf Intelligence
Activity (QIA) allegations and statug of the investigation are provided belgw:

Division, US

(1)(U) An M1 officer assigned s the 'TF Counterinteiligence
Authority {TFCICA), Kosovo, was responsible for sccountbility of TF
contingency funds (ICF). The officer allegedly misused his position as 4
and ICP custod:anfagml to teavel monthly to Headqua:tas, US Ammy B

. acoount with USAREUR. According to the anonymous allegafion, the offi
supervisor “finessed things™ to make sure the officer was able to spend ti
with the officer’s wife. The supervisor would "eover” for the officer and

were needed for “intelligence pumom.

(2)(U) The complainant nlleged that on Tuesday, 7 Februery 2004, fhs officer

Kasavo and stated tha his scheduled 9 February 2006 retum flight was cf
world pot be able to retarn unti] Tuesday, 14 February 2006. The complp
stated that according to USAREUR G3 Aviation Opezations, the § Februi
was not cancelled and that there were numesons other flights available prjo)
February 2006. Duting the officer’s eight-day visit in Geteaany, the wifd v
kim, he remained on Temporary Duty (TDY) status and he subsequently £l ..

relmmbursemesnts for ttavel expenses and per diem. The complainant stated! {het a similar
abuse seawred in Mareh 2006.

report their results to SAIG-AC and SAIG-10, SAIG-AC wil] also providlela copy of the
invegligative results to DOD/IG, who reccived the original allegaticn ancpymously.

~(U) Alleged Misusg of Intelligence Contingency Funds, Kabul, Afghanistan (DAIG-06-
032): On 17 August 2006, the Intelligence Oversight Officer (1I00), ¢

(3)(U) The TF command investigation continues and once compl‘%;, the TF will
3

{MIQ), Belgium, reported the following QIAs concerning the activith A P
First Class (S8FC) and a Master Sergeant (MS@), Counterintelligence "(')k ;gws

(S/As), assigned to the Afghamistan Detachment (ADET), 650th MIG
Afghanistan,

(1)) On 12 July 2005, the SFC aBegedly used ICF ($300-8!
AK-47 assault vifie from an intelligence source, The SFC allegedly famstrjess operauoua

Teports to conceat the AK-47 purchase. The SKFC then lerminated contactwith the squrce.

He then recommended no further attempts be made by ADET patsonnel ntact the
source, presumably to conceal the illicit wansuction.

3
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(2)(U) On 2 Augusi 2005, the MSG allegedly used ICF ($600)
AK-47 nssault rifle from an intelligence source. Tho MSG allegedly fi
reports to disguise the AK-47 acquisition as a “gift” from the source. MSG may
have concealed the unamithorized ICF expenditure by reporting {artificially)) infated
soures payments over the course of several meetings with the source.

(3XU) Both the SFC and MSG also allegedly conspired with a thi
the AK-47 rifles back to their home station (Belgium} via US military aj
locations of the AK-47 rifles are unknown.

(4X L)) Tre Commandes, 650th MIG, reporled the matter 1o the Jded
US Ammy Criminal Investigations Division (CID) and a criminal investige
‘The 100 reported that the criminal investigation has been completed and th
will incorporats the CTD findings in the command"s final report.

(U) Update of Pyeviously Reported Questionable Inteligence Activi

«(U) Invesaganou of Allepations of [ntslligence Misconduet i in Irag

oparations. He is further alioged to have disobeyed ditect orders of genctz
failing to termiinate contact with informants and failing to register informants.

registered all of bis Human Intelligence (HUMINT) sources when he kne
statement was false.

{TRADOC) conducted & corunand investigation, which did not incorpo! »
e DCIS investigation. TRADOC concluded that the officer failed to comply with the
directives from his superiary, but the investigating afficer midgated the igst
suggestmg the officer believed he bad tacit approval by officials posmon
superiors. chatding the unauthorized conduct of source operations, TR §
the issuc by suggesting he did not have sufficient guidance from higher b
apprapriately conduct intslligence activities.

(U) Subsequently, SAIGYAC completed its investigation, which canside
the DCIS and TRADOC Investipations. The Inzpector General sent al
TRADOC Commanding General outhining the results of SAIG-AC's invga
findings. SAIG-AC substantiated four allegations of disobeying duect oz

aliegation of improperly cosducting intelfigence operations, and one allegati
from the Commanding General, Combined Armis Center, and a verbal regjrinand from the
Commanding General, USAICS.

4
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ASSIOFANT TO THE OF DEFENSE
7200 DEFENSE PENTAGCN
WASHINGTON, BC 203017200

BEC 7} %06

MEMORANDUM FOR THE RECORD

SUBJECT: Quarterly Intefligence Oversight Reports Submitted by
Intelligente Companents and Spmmary of ATSD(1O) Inspections f¢r the Quarter
July - September 2006 (4

W This memorandum contains, as attachments, the Infefligence
Oversight reports of the Defense Intelligence Agency (D1A), Natioijal Security
Agency (NSA), Jaint Staff (includes Combatant Commands), militery| sexyices,
Nationsl Reconnaissance Difice (NRO), National Geospatial-Intelligence Agency
(NGA4), the DoD Inspector Genetal {IG), and the Defense Threat Raduction
Agency (DTRA). -Included under Tab A, is & list of Dol) Iatelligenge Components
visited by the Office of the Assistant to the Secretary of Defense (Infelligence
Ovwersight), during compliance inspections o stafl assistance visits, ad a
summary of those visits.

: The réponts of the DIA (TAB B), NSA (TAB C), 13 (TAD
D), NRO (TAB E), DTRA (TAB F), NGA (TAB @), Joint Staff (TAR H), U.S.
Atmy (TAB ), 11.S. Air Force {TAB J), and the Navy (TAR K) are priclosed.

Acting ATSD(F

Unclassitied Upon Removal of Attochmients and Physical Reraoval of Codewords and Qaieats
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ASSISTANT TC THE SECRETARY OF DEFENSE

7200 OEFENSE PENTAGON
WASHINGTON, D¢ 20301.7200

. M’ﬁ 2.3 2008
Cheirmae, Intelligence Oversight Boatd '
New Execubive Office Buiiding, Room 5620

Washington, DC 20500
Dear Mr. Chairman;

The Department of Defense Intelligence Ovessight Report for the period
December 2007 is attached (TAB 1). The report consists of the Intellip

Mational Reconnaissance Office (NRQ), National Geospatial-Intedli
(NGA), DoD Inspccior General (IG), Defense Threat Reduction Agencyt (DTRA), Joint
Staff (includes Combatant Commands), military services, and the Coun
Field Acuvfty (CIFA).

Also mcluded with the Report for this quarter is a copy of the Congress
memorandum of the facts surrounding the handling of the DIA interrogatipn recondings
of Ali Salch Kahlah Al-Marri (TAB 2). The ATSD{1O) provided a copy gf this

notification to the General Gounsel, President’s Foreign Intelligence Adyi
February 1, 2008. The ATSD(IG) wm contizuc to monitor the outcome) o
mvcsngatxon into this matter.

Dame] I Orto lliam

Acting General Counsel

L+ I | e
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ASSISTANT TO THE SECRETARY OF DEFENSE )
7200 DEFENSE PENTAGON i
WASHINGTON, 0C 20301-7200 '

INTELLIGENGE A !
QAVERSIGHT DEC ! w :
Chairmnan, Intelligence Ovetsight Board
New Executive Office Building, Room 5020

Washington, DC 20500

Dear Mr. Chairman:

{U) The Department of Defense Intelligence Oversight Report for the peried July-September
2007 is attached. The report consists of the Intclligence Oversight reports of the Defense
Intelligence Agency (DIA), National Security Agency (NSA), National Recormaissance Office
(NRO), National Geospatial-Intelligence Agency (NGA), DoD Inspector Gengral (1G), Defense
Threat Reduction Agency (DTRA), Joiat Staff (includes Combatant Commangls}, military
services, and the Cuunterintelligence Field Activity (CIFA). In addition, we Have attached an
update to DAIG investigation 07-018 which we first repotted to you on Apri} 23, 2007 and
subsequently updated on September 28, 2007, .

cge)(1) ndate on Questionabie Intellicence Activity Previously Repprted to the
nielligence Qversight Board UOB). On April 23, 2007, we first reported tolthe JIOB
information conceming an unauthorized|(b)(1) | peminstaus.

Person that occurred in Mosul, Jrag, on March 23, 2007, i suppot! of the Fedgral Bureay of
Tvestigation (PBI). In addition to FBI personncl U.s, Army personnel may Jave beeq involved
in the incident.

(U) The matter of the Army's involvement has been referred fc the Army [G fpr investigation. i
We have been advised that the investigation, which is bcing conducted by Army personne! in :
Irag, is nearing completion. After the investigative report is prepared and appfoved it will be
forwarded through Army channels to this office. The attached memorandum 1r0tn the DAIG,
dated Novcmber 9, 2007, provides an update on the status of the mvestagntmn

DameIJS Dell’Orto x W!l[lnm Dugan 8

Principal Deputy General Counsel Acting ATSD(IO)

Attachment a’s

(b)(1)

o)1)
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UNCLASSIFIED Mw

DEPARTMENT OF THE M
INSPECTOR GEND

SAIG-10 {20-10) 9 Novembar 2007

- NEEMORANDUM FOR ASSISTANT TO THE SECRETARY OF DEFENSEL-
(NTELLIGENCE CVERSIGHT)

SUBJECT: Updata to Referral of Intelligenca Ovelsight Incident for Investigation {DAIG-
47018} (U)

1. (U} References: (*’)W [Memorandum, ATSD (10}, Subject: Refemal of
Intelfigance Ovarsig oF Investigation ), 78 Aprii 2007,

2, (W This responds to the ATSD-(0' referenced request to Invasiigate &

raportc inteligence Oversight incident involving elemants of Multi-Hatiangl Division North
{25% 1) wiile supporting the Fadoral Bureau of Investigation {FBI) in and ground Mosul,
Irsqy (n Fabrusary 2007. ) ~

3. (U m&-ﬂabonal Corps liaq, edvised lnwllgenco Oversight Division
{8Al , Army Inspector General Agency, that MND-N completed a cominander’s
mvesugahon and confirmad thal questionabla inteliganca activities did oochir — |.e. the
coliection of information on US porsons (USP) by inteRgonce asssts stipparting MNO-N

Wmum to MNB-N's investigatfon, ah American ciiizen [DETAINEE),
. 'a=| wmgt;w with Antl-Iraq) Forces {AIF) wes detained by Coalifon F (CF)in

b. b)}2) Kine evid

333 (0)2) (6YB).(

[0)2) B)6) BTV e)e) |

MND.N eloments attempted to detammire the citizenship Tf the
1t

b)(7)(c)(e)

G.'
DETAINCE's fathew prior to employing CF collection capabiliiss, acconding(to MND-N's
brestigating ofifcer.

incoaisd )2 (B)(6) (0Tt
)2) (5)(6) BXNAE) |

DESEMENATEON IS PRUBIRICID EXGEPT

»;mnwgm ' A ““%ﬁu
" . - C : MANDATORY KT ANDRR
. POiA, T&GAMILY.
UMNCLASSIFIED # FOR OML{

i EAEE Racychil Pape

EFF

7"




uammaplip— N
S
' . 'UNGLASSIFIED ¥ FO NLY
SAIG-O
SUBJECT: Updateio Reterrai of Intefigence Ovarsight Incident jor lnves{igation (DA&G-
07-018} (U}
a. (1 VN0 ) MND-N was rapostediy unabla io obtaln any clanfying irfformation from
(b)(2) in tha iragl Thaaler of Opcration thal vas known by
om, and when, relative to (b)(7){e)
4, (Wn addition ta the findings above, MND-N's investigation included
procedliral recommendations o posuﬁvay document the ciiizenship idemily of mdividuals
targeted for collaction,
5. (U ND-N'e cooperafion with tha FBI relatas o the broader, systemic w5 af
Militsry inteligenca cooparation with Civilian Law Enforcement (CLEA), dure 12, AR
381-10, i.e. — MRRary ntollipence assistance 0 US civillan law t suthoridies ~
requires Secratary of Defensa approval through the OCS G2 for Ml assistanca to CLEA.
Tha cperational tero In rag and Afghanistan, coupted with the now routyre engagement
of the FBI with M In those thoalers of oparatian, as created an enviconmpnt that argues
for the delegation of approval for Ml assistancs 1o CLEA 10 the operational commandar
and & re-axgmination of intelilgence shating rogulaﬂom. policles and agrepmensts batwesn
Ml and tha FBI {CLEA). .
8. (U)PQC iz Mr, Peter Fisher (703)652-0716. , |
| o
Chief, intelligenca
Oversight Division
CF:
,DCs G2
1 0G6C
2
UNCLASSIFIED :Wm.v
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ASSISTANT TO THE SECRETARY OF DEFENSE
7200 DEFENSE PENTAGCN
WASHINGTON, DG 20301-7200

MTELLIGENCE
OYERBIGMY

Chairman, Intelligence Oversight Board
New Exccutive Office Building, Room 5020 )
Washington, DC 20500

Dear Mr, Chairman;

The Department of Defense Intelligence Oversight Report for the periqd January-Masch
2007 is attached. The report consists of the Intelligence Oversight repgris of the Defense
Intelligence Agency (DIA), National Security Agency (NSA), Nationa] Reconnaissance
Office (NRO), National Geospatial-Intelligence Agency (NGA), DoD Inspector Genceral
(1G), Defensc Threat Reduction Agency (DTRA), Joint Staff (includes|Combatant
Commands), military services, and the Counterintelligence Field Activity (CIFA}.

DamelJle’Orto %Dugan ?]%L\

Principal Depufty General Counsel Acting ATSD({IQ)

Attachment a/s

'THIS PAGE IS UNCLASSIFIED UPON REMOVAL OF ATFACHMENTS AND PHYSICAL
REMOVAL OF CODEWORDS AND CAVEATS
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ASSISTANT TO THE SECRETARY OF DEFENSE
7200 DEFENSE PENTAGON
WASHINGTON, DE 20301-7200

INYEL LW ENCE
CVERGISHY

‘ SEF) 28 27
Chatrman, Intelligence Oversight Board

New Executive Office Building, Room 5020
Washington, DC 20500

Dear Mr. Chairman:

(U) The Department of Defense Intellipence Oversight Report for the period April-June
2007 is attached. The report consists of the Intelligence Cversight reports of the Defense
Intelligence Agency (DIA), National Security Agency (NSA}, National Reconnaissance
Office (NRQ), National Geospatial-Intslligence Agency (NGA), DoD) Inispector General
{IG}, Defense Threat Reduction Agency (DTRA), Joint Staff {includes Gombatant
Commands), military services, and the Counterintelligence Field Activity (CIFA).

reported to the

E\gainst
» in suppult of the Federal

Burcau of Investigation (FBI}. According 0 e target, deshite assurances
from the FBI that the target was an Traqi natiors; proguced a U.S, passpprt upon capture.
In addition to FB1 personnel, V.S, Army personnel may have been involyed in the
incident.

ﬂ The matter of the Army's involvement has been referred id the Army IG for
investigation, We have beea advised that the investigation, which is beitg conducted by

Army personnel in Jraq, is nearing completion. Afier the investigative téport is prepared
it will be forwarded through Army chanuels to this office.

#)(1)
X1

(b)(1)

M‘T o)1), 1
{?S EFF




Mb)“)

(o)1)

Finally, the ATSD(IO) has been in conlact with investigat
who arerevicwing FBI actions in this matter. We have offered to put th
with the Army investigators in Mosul, Irag, but the FBI investigators haye declined 10 do
so-al this time, We will update the IOB on this incident ay further inft

William Dngan%

available.

Daniel J. Dell’Orto
Principal Deputy General Counsel

Attachments a/s

Acting ATSD(JO)

brs from the FBI
m in contact

ation becomes

Lot ®)(7)
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ASSISTANT TO THE SECRETARY OF DEFENSE
7200 DEFENSE FENTAGON
WASHINGTON,; DG 20301-7200

(NTELLIGENCE
OVERFIGHT

SE 28
Chairman, Intelligence Oversight Board ay

New Executive Office Building, Room 5020
Washington, DC 28500

Dear Mr. Chaimman:

(Uy The Department of Defense Intelligence Oversight Report for the period April-June
2007 15 attached. The report consists of the Intelligence Oversight repofts of the Defense
Intelligence Agency (DIA), National Security Agency (NSA), National Reconnaissance
Office (NR(), Nationa! Geospatial-Intelligence Agency (NGA), DoD Igspector Geperal
(IG), Detense Threat Reduction Agency {DTRA), Joint Staff (includes Combatant
Commands), military services, and the Counterintelligence Field Activi

1) ipe i eported to the
nielligence Uversi htB ard (10 i e renorie > [OB
information concemning an unaulhon (b)(f)
a U.S, Person that occumed in Mosul, [rdq, on U7, ‘ederal
Bureau of Investigation (FBI), According - he targct degpite assurances
from the FBI that the target was an Iraqgi national, produced a U.S, passport upon caplure.

In addition to FBI persomnel, U.S. Amxy personnel may have been invol
incideat,

e e matter of the Army's involvement has been referred tg the Army IG for
IveSTZaton. We have been advised that the investigation, which is being conducted by
Army personnel in Iraq, is nearing completion. Afier the investigative report is prepared
it will be forwanded through Army channels 1o this office.

X1

b)(1)

{B)(1)

S| ) ,
ﬁ ‘ EFF
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TgRawetth{10)

(b)1)

p{b)m Finally, the ATSD{IO} has been in contact with investigators from the FBI
who are reviewing FBI actions in this matter. 'We have offered to pui them in contact
with the Army investigators in Mosul, Irag, but the FBI investigators haye declined to de
s gt this time. We will update the IOB on this incident as further infonpation becomes

available.

Daniel ). Dell'Orto William Dugan
Principal Deputy General Counsel Acting ATSD(iO)
Attachments a/s

gt {O) | >
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=SREREFHNOFORNET
DEFENSE INTELLIGENCE AGENCY

WASHINGTON, D.C. 20340-

S-0056/5G 25 February 2002
To: Assistant to the Secretary of Defense for
Intelligence Oversight
7200 Defense Pentagon
Washington, DC 20301-7200

Subject: (U) Quarterly Intelligence Oversight Report for the Period Ending 31 December 2001
References: a. (U) DoD Directive 5240.1, “DoD Intelligence Activities™

b. (U) DoD 5240.1-R, “Procedures Governing the Activities of Dol Components :
© that Affect U.S. Persons™ :

c. {U) DIAR 604, “Procedures Governing DIA Intelligence Activifies that Affect
U.5. Persons”

d. (U) Executive Order 12333, “United States Intelligence Activitigs™

e. (U) Executive Order 12863, "President’s Foreign Intelligence Advisory Board” ;

(U) As required by references above, the Quarterly Intelligence Oversight Report for the Defense
Intelligence Agency for the period 1 Seplember through 31 December 2001 is en closed. It

1 0@, 0)(3):1

furthet information is required, please contact the Cgffice of the General Counsel jat] 2"
(0)(2).(b)(3): “|"*~ -lor the Office of the Inspector General a ¥ % “oni® | — ouUSC424 -
10 USC 424 q : : " (O}2){(b)(3):10
1 enclosure Thomas R. Wilson
Quarterly Intelligence Oversight Vice Admiral, U.S. Navy
Report, 1 Sep through 31 Dec 01 Director
SN L cy

REGRADED UNCLASSIFIED WHEN SEPARATED
FROM CLASSIFIED ENCLOSURE

~SECRET/NOFORN T
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USC 424

OM14E 0 |

(b}(3):10 USC 424 - -

(b)(1).1.4 ()

-SECRET/NOFORNAXT-

(U QUARTERLY INTELLIGENCE OVERSIGHT REPOR]

1 September through 31 December 2001

1. (U) The Office of the Inspector General (IG) conducted the following intelligence oversight
(10) activities:

a. " (U) Defense Intelligence Agency (DIA) message 031930Z DEC 01, subject: IG IO Brief
1-02, {enclosure 1) was dispatched to all DIA field elements.

| Xt

4;(c)

c. (UIIFOUG) The IG conductcd an mspecuon of den 37T T L T s e (D)(3):10)
S e vities were USC 424
T_und Fmdmgs Wers made 'at t offices not documented IO traiping. '
Recommendations were made for corrective action,
d. ~¥NF> IG memorandum $-0276/1G, 27 July 2001, subject: Possible Viglation of E.O,_
12333 and DoD 5240 l-R b n
may have violal e e U R I ) R (O[5
. orlAnTO mvesuganon was mmated and ﬁeld work commenccd November 124”5‘2 .
2001, The projoct is ongoing. (1G Project No. 01-1954-MA-056) A14(q-
e. =% IG memorandum $-0073/IG, 12 March 2001, subject: Possible Violation of E.O.
12333 and DoD 5240.1-R, reported that a civilian assigned to the Direciqrate for :
Intelligence Operations (DO) may have viclated Procedure 15 through the unauthorized .
funding of a federal Jaw enforcement project. An IO investigation has begen initiated. No
change from last report. (IG Project No. 01-1935-MA-056) :
f. “ArIG memorandum S-0045/IG, 8 February 2001 suh_;ect Possnbl Violation of
E.O. 12333 and Dol 5240.1-R, reported that an[> "= . )0, B)3}:10
m tna havc violated DIA procedures through th D)3
TEE e o et USC 424,114(c)
b “1AnJO | mvcs at:on wasn conducted
Fich Tound that. = - 3 ~jDonas BXV14(0)
taken comective action. The DIA case is closed ect No. 0} 19 4-MA-OS6)
| ! COREICE
Derived From: DHS SCG
Declassify On: X1
Date of Source: Ottober 1997
—SECREFHNOFORNA—
EFF 79
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USC 424

(b)(1),(bX3):10°
USC 424,1.4 (c)

(b)(1).1.4()

—SECRET/NOFORN/XT—

g. "7 IG memorandum S-04294G, 17 November 2000 subject Possxﬂle leauon of
B.0. 12333 and DoD 5240.1-R, reported that the o .
Directorate for Information Systems and Services (DS), may havc v:olate i Procedurc 12
through the unauthorized provision of intelligence support to a federal law enforcement
agency. An IO investigation has been initiated, No change from last 1. (IG Project
No. 01-1919-MA-056)

j- =89 IG memorandum S-0102/1G, 17 March 2000, sub]ect. Possxble ‘holanouiof E.O

TR T 1 The subjec
returned to his patent scrv:cc and the mvesugauon contmues No changg since last
report. (IG Project No. 00-1884-MA-056) (X2

k. =¢S#NFY IG memorandum S-0421/1G, 4November 19

: EO 12333 ‘and DOD 5240.1-R, reported ~
e may have vmiatcd:;‘ T .:;::

connection wnh{;; e O " T matior has Bec rofer

9, subject: Possib e onlatxon of

‘ s T e et
> 2 . SN

SSERNE e

EFF 80
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(eY1).14 ()"

(b)(2},(b)(3):10
USC 424

. (U) The Directorate for Administration was involved in the following oversi

HOION

prosecution. (IG Project No. 98-1731-HQ-056)

n. "9 An investigation into criminal misconduct by several cucrent and f
personnel continues as reported in IG memorandu U 7641-95 /IG1, 3
subject; Referral of Allcgation Againsg... ;2 - Agencie:
investigation are the Defense Criminal Investigative Service; the Uus.c
under the supervision of the Eastern District of Virginia, DoJ; and the Pr
Office, DoD 1G. DoJ has declined to prosecute. The DIA case is closed,
96-4289-01-064)

. (U) Within the Office of the General Counsel (GC)attomcys, a-secretdry, a staff...

assistant, and a paralegal specialist review GC files on a continuing basis as
day-to-day operations. All files are reviewed for regulatory compliance wh

periodically considered for destruction, retention, or storage. The following
were taken:

tivities. .Thc IG

invelved in the
toms Service

gram Integrity
(G Project No.

hey are uscd in
they arc
specific actions

10 UsC

J “bY2)

asstre compliance with oversight responsibilities. One aomey assures
corporate DIA activities not involving DHS. One attorney made presen
imtelligence community level conferences and the Natsona! Securit A e

1L \MA;

rompliance for

R elements of the agency and provided advice onf """, |

b.

a. (U) IO reviews were conducted in each of the major clemcnts to ensure

procedures. Additionally,.." .

“0)2.B)6)

(b)), (0

4 (c)

@)
424

(UAFOE GC reported no incidents of criminal activity to Do) during éhe quarier.

ght activitics:

at prohibited

instruction as part of the following~" = .- ..+

fectived10

iJsc 424

ib)(a): 10

__MEER COURSE USC 424

National Intelligence Course
Collection Management for Analysts Course
Intelligence Colicction Manager Course
Sensitive Compartmented Information Control Officer C
- Mobile Collection Managers Course
Mobile SCI Security Officer's Course

3

—SECRET/NOFORN/PE-

UISC

(B)(2).(b)(3):

10
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—SECRET/NOFORNIXL—

33 Defense Community Counterintelligence Course

b. (U) The Office for Procurement did not initiate any contract actions that rr:n under

Procedure 11, DoD 5240.1-R, during this reporting period. There were
required contractor performance under DIAR 60-4.

contracts that

¢. (U) The Office for Human Resources briefed .uw cml;an and mxhtap' employees

Each new employee was:
¢ Informed in writing of the existence and importance of DIAR 604

* Provided copies of the documents cited in paragraph 7.c.(2), DIAR

(b)) (L)(3):10
USC 424

«  Advised to review DIAR 60-4 for information which may pertain toftheir specific

duty assignments

* Informed of their responsibilities to report questionable activities to

4. (UMPEBIO) The Directorate for Policy Support reviewed all files during the
and found no prohibited material. DP organizational files focated in the Perg:n office suite

(O)(E)10”

USC 424

X))

0 USC 424

remain secured at a temporary location. Consequently, no files review was
during this reporting period. Specific actions follow:

GC or IG

reporting period

. ‘were secured immediately following the 11 September 2001 attack on the Pentagon and

mplished

B e

o ~(!m=euesv 'Phd_ T attended thy.
e e | workmg group meetmg. submitted the draft annual
to the off ice of the Secretary of Defense, and conducted the D

n6 f - ftraining bulletin for the quarter.

ottvfor .all DIA

- Oversight Committee for the annual revalidations for each pmgnm. ‘I‘hete was

b (UiFEU8) A total off; RN IES
* ‘were confirmed to be in receipt of 10 regulations and gtudance )
issues are noted in paragraph 1.c., above. —

(U) The Directorate for Analysis and Production (DI) did not report an
quarter for assigned personnel. DI tailored training was provided t
this period.

10
; ~ cont

(U) The Directorate for Intelligence, Joint Staff, reported that.-personnel
trzining during this quarter.

{U) The Joint Military Intelligence College provided IO instruction to perso:
courses noted below. Additionally.

faculty members reviewed IO directy)

ining this
tors-during

received 10

nel in the
es.

“(b)E):10 |
UsC424 !

B2,
10 USC 424 -
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NUMBER COURSE

National Security Structure and Policy
Information Technologies in the Cyber Era

AN - Intelligence Collection: Evidence for Analysis
Imagery Intelligence (IMINT)
U.S. Intelligence Organizations
Histoty of U.S. Intelligence Organizations
Leadership, Management and Coordination in the Intelliggnce Community
8. \SMNTYPO reported th ived IO training, including new personne!
processed by the{ Additionally/ - - “personnel pcromed files
review during the quarker T O)(1).EXA)10 USC 424,14 (0
9. (U) The Central Measurement and Signature Intelligence Office did not rcpo t any 10 related
activities this quarter,
10. (U#RO¥&) DS reported personne} reviewed 10 procedures this quarter, The
materials reviewed included E.O. 12333, DoD 5240.1-R, and DIAR 60-4.
H. (U) The Diversity Management and Equal Opportunity Office did not condu¢t 1O related
training this quarter,
12. Th
(U) The Office of the Comptroller did not conduct Ig)zsﬂl(% g‘&f ﬁl}l‘l@l’
training thls quancr and conducwd a rcview of PO files. No prohibnted m was found.,
14. (U) The Directorate for Military Intelligeace (DM) reported that| - Jpersohnel participated
in 1O files review during this reporting period. DM conducted a review of hpardcopy and
softcopy files to ensure compliance with IO regnlations.
Y P gl (b)3):10 USC 424
1S, (U)The i =% Jeviewed holdings for compliande. No violations
were noted Cop:es of IO mgulatwus were disseminated to all subordinate affices
16. (C) DIA management continued to emphasize the importance of personnel being familiar

with IO regulations. A total oersonnel were repotted to have receivied training in

EFF 83
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DIAR 60-4 and DoD 5240.1-R and/or reviewed files for IO content during the period 1 July
through 30 September 2001, ‘

1 Enclosure

DIA msg 031930Z DEC 01,
Subj: IG Intelligence Oversight
Brief 1-02 654288 1 cy

~(b)(3):10 USC 424

3
o~

EFF
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NO

SUBY :

01 01 03192302 DEC 01 .RR

'*m*'

S8ss 2YUW DIA IG

DIA WASHINGTON DC//DIA-1G//

USCINCEUR VATHINGEN GE
USCINCEAC HONOLULUG HF: |-

USCINCCENT MACDILL AFB P
CINCUSACOM NCRFOLK VA/

USCINCTRANS SCOPT AFE IL)
USCINCSOC MACDILL AFB FL/ .

USCINCSPACE PETERSON AFB CO/ /"

USSTRATCOM OFFUTT AFB NE}

-

o (b)(2),(b)(3):10 USE 424

SAFE WASH DC

et —

IG INTELLIGENCE OVERSIGHT BRIEF 1-02

e (B)2)B)(E):10 USC 424

- G ¥ ¥ 031930ZDECOL

EFF

e
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+ * elng g et 4

01 01 @319302 DBC 01 RR 3888 ZYUW DIA IG
NOQ

1. =peyswrs USE OF INTERNET FOR INTELLIGENCE RESEARCH. IG
INTELLIGENCE OVERSIGHT BRIER 2-01 PROVIDED DOD GENERAL COUNSEL (GC)

GUIDANCE ON THE PRINCIPLES GOVERNING|:

OF THE 11 SEPTEMBER TERRORIST ATTACKS THE INTELLIGENCE COMMUNITY IS

t

LOOKING TO INCREASED USE OF THE | .

| ORGANIZATIONS. THE

) 1). DIA HAS THE CLEAR MISSION AUTHORITY TO|”

PROCEDURES CONTAINED IN DOD 5240.1-R ARE NOT AN IMPEDIMENT TC SUCH
INTELLIGENCE ACTIVITIES. BUT DIA EMPLOYEES SHOULD BE CCGNIZANT OF THE
RULES OF ENGAGEMENT.

A. (U/peewer THE FIRST TEST IS ALWAYS MISSION AUTHORITY (PROCH)URE

F

*.“1IN SUPPORT OF NATIONAL AND DEFENSE

‘.

REQUIREMENTS. THE PRINCIPAL RESPONSIBILITY FOR i RN
‘ “|RESIDES WITH THE DEPARTMENT OF JUSTICE

{DQJ), BUT THERE ARE pnovrsmus FOR DIA TO SUPPORT LAW ENFORCEMENT
ORGANIZATIONS SUBJECT ‘10 PROJECT SPECIFIC AUTHORIZATION BY THE
DIA GC. ’

" (0)(2),(b)(3):10 USC 424

* e Sl i miirwns % & 031330ZDECO1

B4 ()
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01 ©1 0319302 DEC 01 RR 5888 2yow DIA IG
NG

8. (U/T™owe» PROCEDURES 2, 3, AND 4 PRCVIDE BROAD AUTHORITY FOR

UNéERTAIN ABQUT ﬁETEN'I‘ION OF SUCH INFORMATION PROCEDUHE 3 ALLOWS
TEMPORARY RETENTICN FOR A PERYIOD NOT TO EXCEED 90 DAYS FOR THE SOLE
PURPOSE OF DBTERMINING IF THE INFORMATION IS ALLOWABLE FOR PERMANENT
RETENTION. '

SECURITY CONCERNS DYCTATE THAT DIA EMPLOYEES BE PARTICULARLY CAREFUL

- QPERATIONADL - ==

RBOUT} 7

' - | HEY REQUIRE THE APPROVAL OFf -

ENSURE THAT LEGAL AUTHORITY AND ADEQUATE PROTECTION IS ESTABLISHED TO

CONDUCT AND SUSTAIN INTEULLIGENCE ACTIVITIES WHERE THERE IS A NEED TO

QUESTIONS SHOULD BE DIRECTED TO THE

DIA GC.

2. (U} PROPERTY ACCOUNTABILITY. THE IG HAS NOTED SYIGNIFICANT LAPSES
IN THE INTEGRITY OF PROPERTY ACCOUNTABILITY AT SEVERAL ORGANXZATIONAL
LEVELS. THIS LACK QF ACCOUNTABILITY INCREASES THE PROBABILITY OF

L (o)), )0
10 USC 424

¥ T h 031930ZDECO1

[ ®))

(b}(1),1.4 (c)
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01 01 0319302 DEC 01 RR 8888 ZYUW DIA IG

NO

EQUIPMENT LOSS WITH A RESULTING IMPACT ON MISSION EFFECTIVENESS AND
WASTE OF PINANCIAL RESOURCES, LISTED BELOW ARE POSITIVE STEPS WHICH
WE HAVE FOUND CONTRIBUTE TO A SOUND AND RESPONSIBLE PROPERTY
ACCOUNTABILITY SYSTEM. WE STRONGLY URGE ALL SUPERVISORS TO REVIEW
THEIR PROPERTY ACCOUNTABYLITY PROCEDURES AND MAXR CHANGES WHERE
.NECESSARY. THE FOLLOWING ITEMS ARE CONSIDERED THE MINIMUN STANDARD
POR EFFECTIVE PROPERTY MANAGEMENT:

A. {U}) BEACH ORGANIZATION MUST ANNUALLY CONDUCT A 100 PERCENT
INVENTORY OF PROPERTY.

B. (U} DD PORM 1348-1 (HAND RECQEIPT} MUST BE USED TO ISSUE.
PROPERTY TO EMPLOYEES.

€. {U) ALL PROPERTY TRANSFERRED OUTSIDE OF DIA MUST HAVE THE CONSENT
AND AUTHORIZATION OF THE PROPERTY BOOK OFPICER. .

D. (U} DD FORM 1149 (REQUISITION AND INVOICE/SHIPPING DOCUMENT) WMOST
BE USED TO SEND PROPERTY FROM ONE LOCATION TO ANOTHER.

E. (U) A REPORT OF SURVEY MUST BE PREPARED FOR ALL NISSING, STOLEN,
OR UNACCOUNTED FOR PROPERTY.

1777 7(b)(2).(b)(3):10
USC 424

M e 0319302DECC1
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01 01 031930Z DEC 0l RR S$588 ZYUW DIA IG
NO

F. (U) ALL PURCHASED PROPERTY WUST BE ADDED TO THE PROPERTY BOOK AND
CONTROLLED BY HAND RECEYIPT.

3. (U/PPERUT IG ANNUAL PLAN. THE IG FISCAL YEAR 2002 ANNUAL PLAN
WAS APPIiOVBD ON 24 SEPTEMBER 2001. THE POLLOWING INSPECTION PROJECTS
ARE NOTED BELOW ALONG WITH TENTATIVE TIME FRAMES. KEY COMPONENTS
HAVING COGNIZANCE CVER INSPECTED ORGANIZATIONS AND/OR PROGRAMS WILL
RECEIVE INSPECTION NOTIFICATIONS AT LEAST 30 DAYS PRICR TQ THE
COMMENCEMENT OF INSPECTION WORK.

A, (UsP@iod MILITARY INTELLIGENCE DIGEST COORDINATION AND PRODUCTION
PROCESS (DI). COMMENCED 4Q01.

B.

%_{].coummeED 4Q0%y 7 (b)(1),1.4 (c)

e | AT

E. () CIVILIAN STAFFING PROCESS (Da). 2002.

] (P21 3Q02 -y 3y 10 USQ

F. (U} MANAGEMENT DIVERSITY OFFICE FOLLOW UP INSPECTION (MD).

il “(b)(2).{b}(3):10 USC 424

I —p—p——— ()319302ZDECO1

424
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01 01 0319302 DEC 01 RR ssss ZYUW DIA IG

NO

2Q02.

G qU) | o i _ _ lgi~90Lnow~0p<1nsp£cw10NM(b)c3y1o
{DO) . 2¢02. USC 424

H. (Ulfjﬁ4fi:}11-?5kf§

(DO}, 30027 (b)(z)

I B0

USC 424
. (W . " (0)2),(b)3):
K. (] (B0} . “(B)(2)
4Q02.

L. (U/pmoves| =
SCHEDULE —

=l (o)D), (b)(3):10
US¢ 424

1Q02
2Q02
2002
3002
3003

| (b)(2),(6)(3): 10 USC 424

% 3 il el ¥ % 031539ZDECO1
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1.

01 01 031930z DEC 01 RR ssss 2YUW DIA I6

NO
4002
WN-MAQozmAMﬂM~u“"1bX3¥f°
1002 USC 424

4. {U/rreeey INTELLIGENCE OVERSIGHT (IO} INSPECTION PROGRAM. IN

ADDITION TO THE ORGANIZATIONAL INSPECTION PROGRAM, THE IG WILL

CONDUCT AN IO INSPECTION OF}- |

DUREING 4Q02.

CLASSIFIED BY: DHS SCG
DECLASSIFY ON: X1

DATE OP SOURCE: OCTOBER 1997

S (b)) (D)) 10
USC 424

« dngeriieiiefanimii * + % 0319303DECO1

(0)(B):10
USE 424
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- . .
DEFENSE INTELLIGENCE AGENCY

" WASHINGTON, D.C. 20340-
Ki

20 August 2001
S-02711G

MEMORANDUM FOR ASSISTANT TO THE SECRETARY OF DEFENSE
(INTELLIGENCE OVERSIGHT)

Subject: (U) Quarterly Intelligence Oversight Repofi for the Period Ending 30 June 2001
References: a. (U) DoD Directive 5240.1, “DoD Intelligence Activities”

b. (U) DoD 5240.1-R, “Procedures Governing the Activities of Dol Components
that Affect U.S, Persons”

c. (U) DIAR 60-4, “Procedures Governing DIA Intelligence Activifies that Affect
U.S. Persons™

8. (U) Executive Order 12333, “United States Intelligence Activitids”

e. (U) Executive Order 12863, “President’s Foreign Intelligence Advisory Board”
(U) As required by references above, the Quartesly Intelligence Oversight Repoxt for the Defense
Intelligence Agency for the period 1 April through 30 June 2001 is enclosed. If )

information is required, please contact the‘bfﬁce of lhe General Counsel at| .-
the Office of the Inspector General at -J.;fi':f‘. N —

OF - oy(2), )3y
QO USC 424 i

OHBEE
O USC 424
{ enclosure - Thomas R. Wilson :
Quarterly Intelligerice Oversight Vice Admiral, U.S. Navy
Report, 1 April - 30 June 2001 Director
D, Loy
REGRADE AS UNCLASSIFIED WHEN
SEPARATED FROM ENCLOSURE
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(U) QUARTERLY INTELLIGENCE OVERSIGHT REPORT
1 April through 30 June 2001

1. (U) The Office of the Inspector General (IG) conducted the followmg mtelhg:nce oversight

(I0) activities:

a. (U) Defense Intelligence Agency (DIA) message 1413122 JUN 01, subje
3-01, (enclosure 1) was dispatched to all DIA field élements. This message was
the field as 141312Z JUL 01.

ot: IG 10 Brief
retrapsmitted to

b. (U) The IO Coordinating Committee held its quarterly meeting on 6 Apri| 2001.

4 (UREOL®) IG conducted an 10 inspection of|?

satzsfactory manner and were in compliance ‘M!h 10 procedures. There were no

..« All three were perfcrmmg thelr operatxonal actxvmes ina

findings.

‘IG conducted a cneral inspection gd

No questxonable actxvmes were found

f. 684 1G memorandum S-0073/1G, 12 March 2001, subject: Possible ¥
Executive Order (E.O.) 12333 and DoD 5240.1-R, reported that a civilian assigr]

jolation of
ed to the

Directorate for Intelligence Operations (DO) may have violated Procedure 15 through the

unauthorized funding of a federal law enforcement project. An IO investigation
initiated. No change from last report. {IG Project No. 01-1935-MA-056)

=8y IG memorandum S-0045/1G, 8 Febru y 2001, subject: Possible
E.Q. 12333 and DoD 5240.1-R, reported that an|-

has been

Violation .of

0 USC 424

BE)10
USC 424

have vnolated DIA procedm'es through thefF ™™

Y ),

(IG PrOJeﬂ No 01- 1934- MA-056)

| An IO investigation Fias been imtiated. No change sthee Tast rcport '

Derived From: DHS SCG

‘Declassify On: X1
Date of Source: Q

btober 1997

EFF
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hWG memorandum S-0441/1G, 17 Novcm er2000 sub' ect' Poss1ble Violation of i

may have violated Procedure 15 through failure to 1dcnhfy hunself to a U S pcr son. AnIO y:10 USC
investigation was conducted and the report of investigation was issued on 5 Jun¢ 2001, The 424 | .
investigation substantiated the allegation and the matter has been referred for mgnagement
action, The DIA case is closed. (IG Project No. 01-1922-MA-056)

i, =68PA¥R G memorandum S-0429/1G, 17 November 2000, subject: Possillle Violation of i
E.O. 12333 and DoD 5240.1-R, reported that thej:-: “izinfs{Directorate
for Information Systems and Services (DS), may have violated Procedure 126 ugh the (b)(3): 10
unauthorized provision of intelligence support to a federal law enforcement agegcy. An 10 USC 424
investigation has been initiated. No change from last report. {IG Project No. 01-1919-MA-056) :

IRy L o).E3)1
| ouUsc
| 424 (b)l3) 50
* 7 UsC 403;1.4
() :

1

k. =SWNPTIG memorandum S-0178/1G, 26 A nl 2000 subject Possrble Vv olauon of E.O. ‘
12333 and DoD 5240.1-R, reported that apy::+* % | e i o JPOBY ), (b)(3)
have violated Procedure 15 by failing to forward an al]eganon of IO vnolatxons th the lG An IO 10 USC 424
investigation failed to substantiate the allegation. The DIA case is closed. (IG Project No. 00- %

1891-MA-056)
£ )b
-~ .l 1ouse
.1 424, (b)(3):5
:'rt Iv v»xyu(m ) : 'Ousc ;
: 3L’ TRyt i it T i Y 40314 (0
m=~BEPIG memorandum 5-0102/1G, 17 Ma.tch 2000 subject: Possible Vlolatzon of E 0 ;
12333 and DoD 5240.1-R, reported that an]
vxolatedl» : | ﬁ’%(g) 4(2b)(3)110

l T e s ¥ G
maxter under mvestxgatwn m conccn wuh the Federal Bureau of Invesugatlon :j; S .

o : -] The subject has been returned to his patent service and (b)2)
thei mvesugatlon continues. (IG ProJect No. 00-1884-MA-056)

n.={@éEY |G memorandum C-0029/1G, 28 January 2000, subject. Possible L Violation of
E.O. 12333 and DoD 5240 1-R, reported that mf et
may have vxolatedl :

: f“‘“‘(b)mx )2

SR

' — [ The subject ofﬁcer has been returned o ZJ(S%( )10

service and the results of our prehmlnary investi gauon have been provided to t The 42414 ()
DIA case is closed. (IG Project No. 00-5060-MA-056) ;

(©)2) |

2
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{L)(1).14 () -

£.0. 12333 and DeD 524
may have violated|

n connectmn wtt}{

il

o The mabter has been referred fo the 1G investigations unit. No change since

change from last report. (IG Project No. 98-1731-HQ-056)

1as£ rcport. (iG Project No. 00-1864-MA-056)

..........

. DW~ T

T OO

| 424,(o)(3}50
- -| USC 4031 .4
] (c) :

q. MY IG memorandum S-0344/1G, 13 September 1999 subJect Posmble V:o!anon of

0).1-R, reported thatl

as opened an mvesngatlon into the sectmty issues and is cooperating wi

T+ Jmay have violated Procedures T2 nd 13 throngh the fmaoiiorized
A collecuon of Taw enforcemmt information and the possible comprornise of oper; tional activities.

the IG on the

G B)EY10

USC 424,14 ()

“E)1).14 (©)

touUsc

=

“ (o)1), (X3
0USC 424

| ®)(1).(00)
:10 USC
424,(b)(8):5
0usg -

Vlolauon of

sl 1G memorandum U-0022/1G, 4'6 }amlary 1998 subjcct Posable

E. 0 12333 and DoD 5240 I-R, reported that|
: -~ Jmight have resulted in questlonable acthtles Thc IG

nnkugauon and thc Dcpartmcnt of Justice (DoJ) has accepted the case for pr

t. =% IG memorandum S-0412/IGH, 11 August 19 7_ ub ect: P

1mt1ated an
cution. No

12333 and DoD 5240.1-R, reported that a civilian -, & L
violated Procedure 15 through questionable-activitics in coxmecuon thhl- s

The subject entered a plea of guilty and has been sentenced The criminal inves
(1G Project No, 97-4695-01-050)

u=8 An investigation into criminal misconduct by several current and forjier DIA

personnel continues as reported in IG memorandum U-7641-95/GI, 3 October
Referral of Allegation Against. .| Agencies involved in the

9935, subject:

EFF

“(o)(1),14

i investi gatlon are ,
the Defense Criminat Invesngauvc Service; thc U.S. Customs Service under the supérvision of (6)(2),(b) (d)

403,1.4 (c)

()

e (0)(1), (b)(3)f1
o8 <. The gysc

IG investigations unit completed its investigation and referred the case to Dol for prosecutlon

igation is closed.

424 1.4 (:c)

95




(b)(1).(B)(
2),1.4(¢)

(b)(2),(0)(3)

A0 UsC
424

- —SECRETHNOFORNXL—

the Eastern District of Virginia, DoJ; and the Program Integrity Office, DoD 1G.
investigation is still in ptognw:. No change from last report. (IG Project No. 9§

The

2. (U) Within the Ofﬁoe of the General Counsel (GC){ *

assistant, and a parzalegal specialist review GC files on 2 continuing basis as they are used in day-

A,astaff

to-day operations. All files are reviewed for regulatory compliance when they afe periodically

considered for destruction, retention, or storage. The following specific actions

ere taken:

| 4285.01-064)

a. (U/@OUO) 'I’luce attomcys reviewed ongoxngF

; |ptoducts to assurp

4 cornphance

thh ovemght responsﬂnhtles. One attomey assures compliance for other DIA Tlcmcnts

b. TSN GC lectured at the Military Officer Familiarization Course and

Danel regardmg legal aSpects of lntelllgencc One attomey made a presentatlon

Onc att

oversxght reviews w1th D!A staﬂ“ e[ements and conducted trammg fol‘ secunty P

attorneys coordinated several| - :

\—: ot

personnel.

10 reviéws and consultations were conductcd in support of DIA hcadqumters elﬁments and SAP

¢. (U8 GC reported no incidents of criminal activity to DoJ during ﬂfe quarter.

3. (U) The Directorate for Administration was involved in the following oversig

a. (U) I0 reviews were conducted in each of the major elements to ensure tHat prohibited

-files.-During this quarte personnel reviewed I¢
+jDIA and M non-DIA) received 1O instruction

following Jomt 'Mtlltary Intelligence Training Center courses:

COURSE

National Intefligence Course

Collection Management for Analysts Course

Intetligence Collection Manager Course

Sensitive Compartmented Information Control Officer Course
Mobile Collection Managers Course

Mobile SCI Security Officer’s Course

Counterintelligence Analytic Methods Course

NUMBER

b. (U) The Office for Procurement did not initiate any contract actions that
Procedure 11, DoD 5240.1-R, during this reporting period. There were no con
contractor performance under DIAR 60-4.

gb)(z) K|
uéc 424

)]

(

L)
[, —

=L o), <b>(3>:

sonnel TWO 424,14 %
' ] (0,14 (@)
ht activities:
D procedures.
as part of the
el under
acts that required
I
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c. () The Office for Human Resources brxcfed.iew civilian and military employess. :
Each new employcc was; 1) informed in writing of the existence and importanck of DIAR 60-4; (©)2)(8 )(23
2) provided copies of the documents cited in paragmph 7.6.(2), DIAR 60-4; 3) agivised to review i ;2 USE;
DIAR 60-4 for information which may pertain to their specific duty assignments; and 4) :
informed of their responsibilities to report questionable activities to GC or IG.

4. (U/fFOUO) The Directorate for Policy Support reviewed all files during the xgporting period ‘.
and found no pmhibited material. Specific actions follow: (b)(3):10 USC 424

" ‘]conducte (Sght -~ () o) ;

a. (U/FOUO) Thel':

inspections; attended the Natxonal Indusmal Secunty ngram Manual workmg up meetings;
coordinated two approvat packages with mcoversxght committee for two new DIA' .

_ptogtams, attended the annual operations security conference; and conducted ag . =

- passistance visit. Additionally:" - submitted four memoranda for aﬂeemcnts for DIA

S quarter.

for the Director, DIA signature. There was no-tmmng bulletm for

83%(3)4123 _ {U/I'F OUO) A total of{~ Jpersonnel assigned to L
b '+ peceived 10 refresher training. L ok

(6)(2).(0)3): :nventory of all hardcopy and softcopy docuraents held by the office; all were i compliance wi
10USC424  DoD 5240.1-R.

(b)(3) 19
oy USCd2s

5. U ‘I‘hc Duectorate for AnaI sis and Productton DI) re ‘ ersonnel assigned to
(R)EB)A0 T AR o RIS reca:‘f‘ed refresher ~ (9)(2),(b)(3):
USC 424 txmmng Addmonally. DI tmlored traxmng was prov:ded to| :|newly assigned personnel and 10 10 USC f24
contractors during thisperied. =~ — 7o T M)A 5.

6. (U) The Directorate for Intelligence, Joint Staff, reported thatf-' personnel received IO 10 USC 424

training during this quarter.

7. (U) The Joint Military Intelligence Colllege provided IO instruction tof . Ipdrsonnel in its
courses this quarter and ten faculty members reviewed IO directives.

NUMBER COURSE

Espionage, Intelligence and International Politics
National Security Structure and Policy
Information Technologies in the Cyber Era
Ethics of Intelligence

Leadership, Management, and Coordination in the Intelligence Comjmunity °
Congressional Oversight of Intelligence
Future of US Foreign Intelligence Community

The Law and Intelligence
Congress and US Intelligence . B
S
SECRET//NOFORN//X1
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(6)(2).(b)(3):"
10 USC 424

(@10
USC 424

(B)(3):10
USC 424

BYA0

USC 424

(0)(2),(0)3 "

)10 USC
424

= Iperso elrecewedIO

. training memo was provided to all

A Addmonaﬂy personnel pe

and contractors recewed IO Irmnmg dunng the quartcr and ;Sersons were inv
reviewing files for IO compliance.

materials reviewed included E.Q. 12333 DoD 5240,1-R, and DIAR 60-4.

ing, including m:g personnel

rmed files ...

(b)(‘t) (b)(3):10 USC 424,1.4 (c)

- “reported thalersonm.l .
ved '

in

i { jpersonnel revigwed IO procedures this quarter. The

11, (U) The Divemity Management and Equai Opportunity Office did not condyct IO related

training this quarter.
12. (U) The Office of the Comptroller did not conduct IO training this quarter.

13.. (U)'me] - gh ,
tratning this quartcr. Ad itional y,aﬁle rem:wwas conducted, and
found. .

no prohibit

14. (U) The Directorate for Military Intelligence (DM) reported thatf~ .
participated in IO files review during this reporting period. DM conducted a rev;

- “ipersonnelrgeeived I6-- -
=d material was

pérsanncl
ew of hardcopy

and softcopy files to ensure compliance with IO regufations. Additionally, a DN tailored

assigned personnel,

15.7°(Uy '!‘he‘ R B . Irevnewed holdings for coraplian
were noted. Coples of lO reguianons were dlssemmated to all subordinate offi

S.

16. ¥€y DIA management contmued to emphasize the importance of personnel eing familiar

(b)2),

(ﬂ)(3)'

10 USC 424

‘(b)(Z),(b)€3

310 USC!

424

(b)Y, Ob}(?:

)10 USC

424

+e. No violations

~with O regulations, - A total-offv's52:i7 personnel were reported to have received {raining in DIAR
60-4 and DoD 5240.1-R and/or reviewed files for IO content during the period | April through
30 June 2001.
1 Enclosure
DIA msg 1413122 JUL 01,
subject: IG Intelligence T®)(3):10
Oversight Brief 3-01, USC 424
(S//NF), 1 cy '
g ,
=SECRET/NOFORNAXT
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R 1413122 JUL 01

FM_DIA WASHINGTOR DXC//IG//

RUFGCIN/USCINCEUR VATHINGEN GE/
RHEMUNA/USCINCPAC HONOLULU HIJf:.

RHCUAAR/USCINCTRANS SCOTT AFB xz.'
RUCQSOC/USCINCSOC MACDILL AFB FL)

BT

CONTROLS
TR O T O
BODY

SUBJ: 1G INTELLIGENCE OVERSIGHT BRIEF 3-01 ()
1. (U) ADDRESSEES ARE REQUESTED TO ENSURB THAT ALL UNIT PERSONKEL
ARE INFORMED OF THE CONTENTS OF THIS MESSAGE.
2. <P U.5, PERSONS. OUR INSPECTIONS AT VARIOUS LOCATIONS CONTINUE
TO FIND THAT MANY DIA EMPLOYEES ARE UNCERTAIN REGARDING THE
DEPINITION OF U.S. PERSONS AND HOW INTELLIGENCE OVERSIGHT (IO)
PROCEDURES APFECT THE USE OF SUCH INFORMATION FOR INTELLIGENCE
PURPOSES, THE DEFINITIONS SECTION OF DOD $240.1-R CLEARLY DEFINES A
U.S. PERSON FOR THE PURFOSE OF INTELUIGENCE COLLECTION. PROCEDYRE 2
OF THE SAME REGULATION ESTABLISHES THE CONDITIONS BY WHICH
INTELLIGENCE CCMPQUENTS WAY COLLECT ABOUT U.S. PRBSONS. AX IMPORTANT

EFF 99

e (B)2) (D)3 10 USC 424

“(B)(1).(b)(5).1.4

()




OO, T

1.4 (c)

COMPLIANGE WITH PROCEDURE 2
THOSE RAVING A NEED FOR IT.
A U.8 PERSON
USED WHEN THE [

CERERE

"..{ MAY BE USED DROVIDED IT WAS |

AND THEB INFO

AS A GENERAL °

TION TS DIESEMTNATED |70
ULE, THE SPECIFIC NAME OF
TION) SHOULD ONLY

CLASSIFIED BY: DHS SCG, OCOT 97

ADMIN
DECLASSIFY ON: X1
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