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d) USNORTHCOM IG: The N-NC IG, completed Intelligencc Oversight
Insgpections of JFHQ-NCR/MDW and AFNORTH. The organizations were well
versed in their duties and responsibilities, understanding constitutional
constraints, laws and directives which govern the collection, dissemination and
storage of sensitive information, especially that data which is constrained by
Intelligence Oversight guidance or acquired on non-DoD persons. Their
programs were found to bc very strong. Only one minor recommendation for
improvement was provided.

All N-NC Intelligence Directorates and subordinate commands have
conducted initial and refresher training for personnel. 99% of personnel have
been trained.

A possible 10 issue was brought to the command’s attention after the report
cut-off date, Information is still being gathered and will be submitted on the
next quarterly report.

All N-NC Intelligence Directorates and JTFs have implemented more
frequent database information review processcs (30-60 days) to ensure data
repositories have effcctive follow-up assessments concerning the need to retain
information.

There have also been several discussions on NC produced threat
assessments and the ability to house them on J2 websites/servers. These
assessments have expanded from initial threat products to include a broader
range of information of use to NC components. Pending locating another host
for these products, access to them has been suspended.

¢) USPACOM IG: Several units conducted annual training accomplishing
100% IO training for assigned pcrsonnel. Some units developed an online
training program that made it much easier for assigned personnel to receive
and conduct required annual training. Online programs have greatly assisted
those units that typically have personnel away from the office (e.g., TDY) by
making the training accessible at all times.

Training methods have been established for training records that include
initial and recurring training accomplished that is associated with date of
actual completion. In addition, in-processing checklists have been updated to
reflect 10 training as part of the formal in-processing requirements for newly
assigned personnel

All reporting commands are currently conducting indoctrination and
refresher training.

f) USSOUTHCOM IG: Automated training notifications go out monthly as
a reminder to all personnel who are required to undergo training during that

This dooument (s from tha Office of the Inspector General, Joint Staff, and way
contain information that is =Law Enforcement Senvitive® (LRS) or *ror Official Use
Only®* (FOUO) or otherwise subject to the Privacy and/or legal and or other privileges
thar restriot release without appropriate legal authority.
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month. Joint Task Force Bravo (JTF Bravo), Special Operation Command
South (SOCS0O-J2), Joint Interagency Task Force-South (JIATF-S J2 C), and
Joint Task Force, Guantanamo Bay, Cuba (JTF-GTMQ) all submitted negative
reports to any IO violations. Special Operation Command South (SOCSO-J2)
continues to provide IO training and current resource materials to designated
intelligence personnel on a regular basis. Joint Interagency Task Force-South
(JIATF-S J2 CJ) training of newly arriving personnecl assigned to intelligence
activities, monitored JIATF-S WebTas Program to ensure US persons data
meets authorized retainability under JIATR-S mission allowing for collection of
information regarding drug trafficking. Reviewed all US persons in WebTas to
ensure all IO requirements were met. The database is current with known
traffickers and persons with prior criminal history.

g) USSOCOM IG: One Joint 10 inspection was conducted by USSOCOM
1G and CENTCOM IG at Special Operations Command Central at MacDill AFB,
FL. There were no questionable intelligence activities discovered during this
inspection. There was a sufficient Intelligence Oversight Program in place.
Personnel were familiar with the intelligence oversight requirements and were
compliant with the laws, regulations, policies and procedures pertaining to
intelligence oversight.

USSOCOM-SCS0-J2 continues to operate the Intelligence Oversight
Training Program through a computer based program. No changes to that
program have occurred.

h) USSTRATCOM 1G: Inspected the 10 program at Joint Functional
Comyponent Command (JFCC) Global Strike and Integration (SGI) JS17,
Airborne Operations Branch. There were no questionable intelligence activities
reported in JFCC-GSI J317 and the J317 IO were noted as excellent. The
program met all DoD IO program requirements and all personnel interviewed
were well aware of the requirements of the DoD 10 program. The IO training
programs in this organization were sound and met the needs of the
organization’s personnel and DoD.

The Office of the Assistant Sectaxry of Defense for Intelligence Oversight
(OATSD-10) conducted an inspection of the 10 program at USSTRATCOM
Headquarters from 4-7 February 2008. ATSD({IO) found USSTRATCOM’s 10
program to be in compliance with federal and DoD regulations and was being
managed in an outstanding manner with no discrepancies to report. OATSD-
10 plans to return to complete their inspection of four subordinate
USSTRATCOM commands, JFCC-ISR, JFCC-NW, SCC-WMD, and JTF-GNO
during their visit in March-May 08.

i) USTRANSCOM IG (TCIG): Conducted a quarterly review of command 10
programs to assess compliance with Federal laws and national directives
regarding intelligence activities. There were no questionable activities or

This document ie from the Offica of rha Ingpector General, Joint graff, and may
contain information that ia “Law Enforcement Senaitive* (L28) or “Yor Official Use
only" (FOUO) or otherwise eubject to the Privacy and/or lagal and or other privileges
that restrict reloase without appropriate legal. authority,
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violations reported this quarter.

In addition, TCIG and USSTRATCOM Chief, Civil and Fiscal Law (TCJA),
conducted an IO program inspection of the Naval Reserve Joint Transportation
Intelligence Operations Center (NR JIOCTRANS 0113) on 2 February 2008.
The inspection consisted of a review of the unit 10 program administration, to
include documentation of annual IO training and an evaluation of the
effectiveness of that training.

2. The point of contact for this action is the undersigned at (°)(®)

COL, USA
Deputy Inspector General

Enclosures:

Enclosure A - Intel Report U.S. Central Command

Enclosure B - Intel Report U.S. European Command
Enclosure C - Inte]l Report U.S. Joint Forces Command
Enclosure D - Intel Report U.S. Northern Command
Enclosure E — Intel Report U.S. Pacific Command

Enclosure F - Intel Report U.S. Southern Command
Enclosure G - Intel Report U.S. Special Operations Command
Enclosure H — Intel Report U.S. Strategic Command
Enclosure I — Intel Report U.S. Transportation Command

This document is from the Office of the Inapactor General, Joint Staff, and may
contain information that is "Law Enforcement Sensitiva® {LES) or "For Official Use
only* (PODO) or otherwise subject to the Privacy and/or legal and or otbher privileges
that restrict release witkout appropriate legal asuthoxity.

49

EFF 75




APR-14-2088 11:41 JS PRINT_GRAPEICS (b)(2) P.006

ENCUOSURE A — USCENTCOM

EFF 75¢




APR-14-2008 11:41 JS PRINT_GRAPHICS Itb)(2) | Pp.oo7

UNITED STATES CENTRAL COMMAND
7115 SOUTH BOUNDARY BOULEZVARD
MACDILL AIR FORCE BASE. FLORIDA 33621-5101

28 March 2008

TO: FOR DEPUTY INSPECTOR GENERAL, THE JOINT STAFF, 6000 DEFENSE
PENTAGON, WASHINGTON, DC 20301-6000

FROM: INSPECTOR GENERAL, HQUSCENTCOM, 7115 S. BOUNDARY BLVD,
MACDILL AFB, FL 33621-5101

THRU: STAFF JUDGE ADVOCATE, HQUSCENTCOM, 7115 §. BOUNDARY BLVD,
MACDILL AFB, FL 33621-5101

SUBJECT: 2™ Quaner, Fiscal Year 08, Intelligence Oversight (10) Report

REF: (a) CICSI 5901-01, 25 Mar 03, Subject: Oversight of Intelligence Activities.
(b) USCENTCOM Regulation 381-9, 17 Feb 05, Subject: Activities of USCENTCOM
Intelligence Components that Affect United Suates Persons

1. Service Components report through their Service channels. Augmentation forces for Operation
ENDURING FREEDOM assigned to USCENTCOM at MacDill AFB, FL aro receivirg initial
intclligence ovexsight training.

2. Thero were no questionable intelligence activities during the reporting period.

3. PQC js MSgt (LX3) 10 USC 1 gSpecial Security Office (SSO) Intelligence Oversight Officer,
DSN|®X2) “United States Central Command, MacDill Air Foree Base, Florida.

(b)(3) 10 USC 130b.(b)
(6)

SES, DOD
Assistant Director of Intslligence

(b)(3) 10 USC 130b.(b)(6)

Colopel, USA™
Inspector General
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HEADQUARTERS
UNITED STATES EUROPEAN COMMAND
UNIT 30400
APO AE 09131

ECIG 4 April 2008

MEMORANDUM FOR Joint Staff Inspector General
SUBJECT: Intelligence Oversigitt Report, 2* Quarter, FYO08
1. This report provides information concerning intelligence aversight activities of the staff
directorates and direct-reporting subordinate imtelligence units of beadquarters, US European
Command.
2. Intelligence oversight training:

a. Initial briefings: 105

b. Refresher bricfings: 191

3. Quextionable activities (violations of law, regulatian. or policy and action taken): None
reported or noted.

4, Intelligence oversight inspections,
a. By intelligence arganizations.

(1) Activites conducting internal assessments: EUCOM 12, SHAPE Survey, USNIC-
Pristina, USNIC-Sarsjevo, Northern Region JOIC, Southern Region JOIC, Joint Anatysis Center,
Special Operations Corpmand, Europe.

(2) Personne] imerviewed: 141

b. By USEUCOM spector General.

(1) Activities:inspected or assessed: None.

(@) Summary of resalts: N/A.

(3) Questionable intelligence activitles discovered: N/A.

(4) Familiarity of personnel with intelligence oversight requirements: N/A.

(5) Adequacy of organization intclligence oversight waining program: N/A.
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ECIG
SUBJECT: Intelligence Oversight Report, 2* Quarter, FY08

{6) Cortrective actions taken: N/A.

5. Changes to intelligence oversight program (including chonges 10 supporting training programs
and the reason for the changes; attach a copy of the directive or policy which directs the change):
None.

6. Changes to published directives or policies oonceming intelligence, counterintelligence, or
intelligence-relared activities (attach a copy of the directive or policy): .None.

7. Stanss of ongoing Procedure 15 inquiries: None ongoing.

8. Other matters pertinent to USEUCOM intelligence oversight progzams: EUCOM IG will
condnct at least one intel oversight inspection duriog 3™ Quarter, FY08.
9. Polat of coutst s the undessigned ar (PX21(BI(3) 10 USC 1300.)6) o

(b)(2).(b)(3) 10 USC 130b,
{RMAY

(b)(3) 10 USC 130b.(b)
(6)

Assistant Inspector General

EFF 163




APR-14-2008 11:42 JS PRINT_QRAPEICS (b)(2) r.ul1

ENCLOSURE C - USJFCOM
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DEPAHTMENT OF DEFENSE
COMIANDER
L5 JONT FORCEE COMMAMD
MITSCHER AVERE BUITE
NORFOLIC VA 2355t-2404 W WEPLY PEFER TEX

5240
JOIG3
7 Apr 2008

MEMORANDUM FOR INSPECTQR GENERAL, THE JOINT STAFF
(ATTN: (b)) 10 USC

Subject: 1.5. Jomt Farces Command (USIFCOM) Intelligence Oversighi Eeport for the
2™ (aarter FY-08

1, Iegal or Improper activitics:

Np intellifence aolivity has boen identified which is reasonabty bolisved fo be
illegat or contrary o Exccutive Onder of Department of Dafense instructions concerned
with lutelligonte oversight.

2. Significant Iuteligence Oversight activities:

a. USIFCOM J2 conducted a qnarierly inspection of all intelligence Loldings for
. 5. persons’ data. This included & spot chieck of fiems posted to command homepzges,
hard-copy files, proper use ststements, and archived imagery. All rocords were in
conpliancs Lhe regulatans,

b. The Joint Petsonnel Recovery Agsncy (JPRA) Intelligence Directorate is
coopeating with (he Federal Burean of Investigation on the (Global Hostage-Taking
Resexech and Analysis Project managed By the FBI's Behavioral Scicnce Elnit,
Cooperation is within tha tmits set by DOD 5240.1-R.

3. Resaults of fnt=lligences Oversight nspections:

a. The USIFCOM Inspeetor Geperal’s Office conducted unit comeoand
inspections of the Jomt Fires Integration and Interopersbility Team (JFIIT) in Eglin,
Florida from 28 January to 1 February 2008. This inspection included intelligence
oversighn, JFIT was found to be in complianes with @l appropriate regulations and
maintzined accurate traming resords for the command's intelligence oversight program.

4. Suggestions for improvement: Nope

5. USTFCOM Kr Intelligence Oversight pninl of coytact :!A(b)((;) and can
be reachad at (757) 836-5941/) or DSN 836-584140.

(b)(6)

By DArecticn
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ENCLOSURE D - USNORTHCOM
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‘ NORTH AMERICAN AEROSPACE DEFENSE COMMAND
AND
{ UNITED STATES NORTHERN COMMAND

MEMORANDUM FOR INSPECTOR GENERAL, THE JOINT STAFF
(ATTN: (b)6) | USA)

FROM: NORAD and USNORTHCOM Inspector General

SUBJECT: US NORTHERN COMMAND (USNORTHCOM) Intelligence Oversight
Repori for Second Quarter FY08

1. lllegal or Improper Activities

No intelligence activity has been identified which is reasonably believed to be illega! or
contrary to Executive Order or Department of Defense directives concemed with
intelligence Oversight for USNORTHCOM or Its subordinate joint commands.

A possible 10 issue was brought to the commands attention after this reports cut-off
date. Information is still being gathered and will be submitted on the next quarters report, If
not sooner.

2. Significant Intelligence Oversight Activities

a. The N-NC IG completed intelligence Oversight inspections of JFHQ-
NCR/MDW and ARNORTH. The organizations were well versed in their duties and
responsibilities, understanding constitutional constraints, and the laws and directives
which govemn the collection, dissemination and storage of sensitive information,
especially that data which is constrained by inteligence Oversight guidance or
acquired on non-DOD persons. Their programs are strong, with only minor
recommendations for improvement.

b. Training: All N-NC intelligence Directorates and subordinate commands have
condudcied initial and refresher training for personnel. The percentage of personnel
trained in the command is currently 99%, and all efforts will be made to
maintain/increase this level.

c. Suggestions for Improvement: All N-NC Intelligence Directorates and
subordinate commands have implemented more frequent database information
review processes (30-60 day reviews) to ensure data repositories have effective
follow-up assessments concerning the need to retain various forms of information.
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There have also been several discussions on NC produced threat assessments
and the ability to house them on J2 websites/servers. These assessments have
expanded from initial threat products to include a broader range of information of use
ta NC components. Pending locating another host for these products, access to
them has been suspended.

3. POC for this report is (o)) commercial (719) 554- K (2)
0989,

Wit ilfORIGINAL SIGNED/HTNITITINT
STEVEN E. ARMSTRONG, Colonel, USAF
Inspector General
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COMMANDER, U.S. PACIFIC COMMAND
{USPACOM)
CAMP H.M. SMITH, HAWA|I 96861-4028

9 April 2008

MEMORANDUM FOR Jolnt Staff, Inspactor General, Attn: (b)(3) 10 USC

Subject QUARTERLY INTELLIGENCE OVERSIGHT (I0) REPORT,
2™ QUARTER, FY 08

Ref: (a) USCINCPACINST 3800.11A, 31 Jul 96
(b) ASD Memo / December 8, 2008

1. This raport provides inteligence Oversight activity of USPACOM staff and
subardinate commands for 2™ Quarter, FY0S8.

2. Description of violatlons (law, regulation, or policy during the quarter): None

3. List Intelligcnce oversight inspections Including:
a. List of organizations - USPACOM, JIATF Waest, USFK, USFJ, ALCOM,
JIOC, SOCPAC and JPAC
b. Summarize the results or trends — None.
c. Comment on questionable intelligence activities discovered ~ None
d. Famillarity of personnel with Intelligence oversight requirements — Very high
e. Adequacy of organization Intelligence oversight training program — Several
units conducted annual tralning this quarter accomplishing 100% IO treining for
assigned personnel. Some units have developed an online training program that
has made it much easier for assigned personnel to recelve and conduct required
annual training. Online programs have greatly assisted those units that typically
have many of thelr personnel away from the office (e.g.. TDY) by making the
tralning accessibla at all imes.
1. If inspectlons revealed deficiencies, note the corrective action taken -~
Establishment of better tracking mathods for training records that include initial
and recurring training accomplished associated with date of actual completion.
In addttlon, In-processaing checklists have been updated to reflect 1O training as
part of the formal in-processing requirements to a few units for newly assigned
personnel.

4. Summarize any COCOM/agency level changes to your intelligence ovarsight
program including changes to supporting tralning programs and the reason for the
changes. Aftach a copy of the directive or palicy which directs the change: New IO
SOP created with J2 signature for USFJ.

6. Summarize any COCOM/agency level changes to published directives or poficies

conceming:
a. Intelligence — None
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b. Counterintaliigence — None
c. Intsliigenca-related actlvities - None

6. Continue to report on the status if ongoing Procedure 15 inquiries and any additional
matters pertinent to the agency/COCOM Intslligance oversight programs are outlined in
Procedure 15: All reporting commands ara conducting indoctrination and refrasher
training.

7. Point of Contact for this report is COL John C. Stratls, USA. USPACOM I3, DSN
315-477-5101/5165 or COMM (808) 477-5101/5165

Inspectar Genaral

EFF
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ENCLOSURE F - USSOUTHCOM
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DEPARTMENT OF DEFENSE
WRITED STATES SOUTHERN COMMAND
3511 MW ST
MEANL FL 39721217

SCIG 7 April 2008

-

MEMORANDUM FOR/THE 1I0INT STAFF INSPECTOR GENERAL, ROOM 20962, - {4/
ATTN: JES DOM{ (b)) ~ OINT STAPE INSPECTOR GENERAL,
WASHINGTON., D.C. 20318-0300

SUBJECT: Quarterly latelligence Oversight Activitics Report for the 2nd Quarter 2008

1. {IN) Reference DOD Directive 5240, 1R, dated December 1982,

2. (U) This report includes input from HQ U.S. Southern Counnand, Miami, Florida; Joint Task
Force Bravo, Soto Cano AB, Honduras; Joint Task Force Guantanamo Bay, Coba; Special
Opcerations Command Soutb, Homestead ARB, Homesteud, Florida and Joimt [nteragency Task
Force-South, Truman Annex (NAS), Kcy West, Florida.

3. {U) United States Southern Carmmand (US SOUTHCOM) - In accordance with the
directive the following is provided:

s No intelligence activity that is reasonably believed to be illegal or contrary to Exccutive
Order 12333, DoD 5240.1-R. or USSOLTHICOM Regulatior 381-5 has been identified.

b. Significant oversight activities.
{1) Poblications: Nore.

{2) Treining: Training notifications go out monthly. I is xutomated; o-nmil it generated ot the
server leve] and is sent to all persoanel who are required to undergo training during that month.

(3) Inspections: None.
{4) Flles roview: None
{5) Inquirles: Nonc
¢. Suggestions for improvernent. None.

d. .Othcr, None
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FOR OIS E-ONEY
SCIG
SUBJECT: Imelligence Oversight Acuivities Report for lhe 2nd Quarter 2003
] AL
e. Point of contact fot this gection mj{b“z}'{bnsj ) -;g § d!j

(b}{2).(b)(6)

4, (U) Joint Task Force Bravo (JTF Bravo) - In ¥ceordance with the dircctive the following is
provided:
IAW referenced directive, the following information is provided:

3 No iatelligenes petivity has been conducted which may be reasanably construéd as
illezal or contrary to Directive Order 12333, Dof? dircetives or US SOUTHCOM regulations.

b. Suggestions for improvement: Nore

¢. Other, Nonc. _
4

d. Point of Contact for this memorandam is| (2 (P)(3) 10 USC 1300.0)(6) | &¢
(b)2).(0)(3) 10 USC 130b,(bY(B) ot

5. (U} Spedial Operations Command South (SOCS0-J2) - In accordance with the directve
the following is provided:

a. No intelligence activity has becn identified which is reasonaly believed to be illegal or
contrary to Executive Order 12333 or DoD directiva 5340.1-R.

b. Suggestions for improvement: Continus to provide IO training and cirrent resource
reaterials to designated intelligence personnel oo a negular basis.

¢. Other: None
ig(b)(Zl.(b}(G)

(b)(2).(b)(E)

6. (©)) Joint Interagency Task Force-South (JIAT¥-S J2 Cl) - In accordanoce with the
dirsctive the following is provided:

a, No ntelligence activity hus been identified witich is reasonably befioved to be iliegat or
contrary o Excantive Ordor or DoD Dircctives.

b. Sigolficunt overyight activities for this quarter include training of newly ardving personnel
assigned © intellipcnee activitios.
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“FOR-OFFICRAT USEONEY

SCIG
SUBJECT: Intellipeace Oversight Activities Report for the 2nd Quarter 2008

© Monitored JIATE-S WebTas Program to insurc US person dats meets avthorized
retainability ender JIATES mission aliowing for the collection of information reganding
intematonal drug wafficking.

4. Reviewed al} US persons in WebTas and either eliminated them or left them in because of
sustalning information. The darabase s carrcnt withh known traffickers and persons with prior

of contact for JIATR-S is| P)(2(b)6)

Point.
(b)(2).(b}(6)

7. (U) Joint Task Force — GTMO, Guantanameo Bay, Caba - In accordance with the directive
the following is provided:

a No imtelligence activity that is reazonably belicved to be illegal or contrery to Bxecutive
Onder 12333, DoD 5240.1-R, or USSOUTRCOM Regulation 381-5 hay been identifind,

b. Significant oversight sctivitics.
(1) Publications: None.
(2) Training: All JTP persoanci reccive 10 training during initial inproccssing into the
{3) Files review: None.
(4) Inquiries: None.

c. Suggestions for improvement, None.

(b)2).(b)(3) 10 USC 130b,(b)(B)

d. Point of contact for JTF-GTMOQ is IG, JTF
(b)(2).ib}3) 10 USC
130b, (b)(6) b
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3CIG
SUBJECT: Imelligence Owversight Activities Report for the 20d Quattor 2008

8. Point of Contact at U8, SOUTHERN COMMAND 16’s Offic i P/(2HbH6)

(b}2),(b)(6) ]
(arigmal rigmed)
T.L. WASHBURN
CAPT, USN
Inspecior Genernl
CE:
IO Officer, USSOUTHCOM
IO Officer, JTF-Bravo
10 Offiesr, SOCSO

10 Officer, JIATE.S
Inzpector Geperal - GTMO
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ENCLOSURE G - USSOCOM
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————UFPTCIAL USE ONLY
UNITED STATES SPECIAL OPERATIONS COMMAND

7oL TANRA POINT P YD,
PLAEDILL AIR FONCK BAFE, FLORIDA S3635-435%

SOiG 3 April 2008
MFMOBANDUM FOR: DEPUTY INSPECTOR GENERAL, JOINT STAFF,
ATTN: (P)3) 10 USC 130b (b)(6) ~[300 JOINT STAFF, PENTAGON, WASHINGTON,

D.C. 20318-0300
SUBJECT: Quarterly Inteiigance Oversight Activiies Report for 2™ Quarter, FY 2008
1. References:;

a. E.O, 12333, 4 Decambar {981,

b. DOD Diractiva 5240.1, 25 April 1888,

c. DOD Reguiation 524G.1-R, 7 Decomber 1882.

d. CJCSI 5901.01A, 3 January 2007.

2. No violatons of applicable laws, orders, directives, regulations, or DoD poficiss were
reportad.

8. During this quarter, there was one intelligenca oversight inspection concucted. The
joint inepecilon was conducied by USSOCOM IG and CENTCOM IG &t Special
Operations Command Central at MecDH AFB, FL. There was no questionabie intelligence
acuvitles discovarad during the inspection. There was a sufficiant Inteliigence Ovarsight
Program in place. Personnal wara familizr with the intetigence oversight requirements
and were compiiant with the laws, reguiations, policies and procedures pertaining 1o
nieligence ovesight.

4. The USSOCOM SCSO-12 continues ta operste the Inteligence Oversight Training
Program through & computer based program. No changes to that program have ocourred,

§. There were no changes 10 any published directives or policies concerning inteliigence,
counterintedigence or intgifigence-reiated activites during this quarter,

6. Point of contact lgf ™ @-b)3) 10 USC 130b,(b)(6) l

(b)(3) 10 USC 130b.(b}(6) ‘

inspector Geher: l
This s 0 priviicged documanl it will 1ot b rofssped (i witala or B pory, reprodsosd, or piven
dicsamination (i whole ar i3 paiy) cutnde o Sripacior Bederal cignn  without pricr
sppravel of the USSOCOM 1G or Zasignes. fricnnsiion sontahad inthic docirnant 13 exapt from
mandatory gissiosuia sndar tne Freedom of informalian Act (FOIA). Sxernptions: B, 8, end 7 cpply.
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Roply t: 25 Mex 08
USSTRATCOM/3005

901 SAC BLVD, STE IH9

OFFUTT AFB NE 68113-6005

MEMGRANDUM FOR THE INSPECTOR GENERAL, JOINT STAFF
Subject: Iutelligence Oversight (I0) Report for the period of Jan - Mar 2008

There were no maeligence, counterintelligence, or mielligance-related violations of law,
regulation, or policy in USSTRATOOM this quarter,

2. During this quartey, the IG izspected the YO program az Joint Punctional Comyporient
Comzand (JFCC) Giobal Strike and Integration (GSI) 317, Airborne Operations Branch. Thers
was no questionable intelligence activity in JFCC-GSI J317 and the J317 10 program is
cxcellent. The program is meeting all DoD IO program requirements end all pexsonnel
interviewed wero well sware of the requirenents of e DoD 10 program. The 10 traiming
program is sound and meets the needs of the J317 personmel and the DoD.

3. There were no changes to the USSTRATCOM 1O programs duxing this pexiod.

4. There wese no changes to USSTRATCOM IO directives or policies egnoeming intelligence

or intelligence-refatcd activities quring tids pediod. FENIS!

s. (bX(E) and (bi(&) from Offioe of the Assistant Secrstary of

Defense for Intelligence Oversight (OATSD-IO) conducted an inspeotion of the 10 program at
USSTRATCOM Headquarters 4-7 Peb 2008, (D)(6) indtisted the inspection in June 2007 L)
when ke observed the USSTRATCOM Deputy IG condtici an 10 inspection a2 JFCC-ISR. (0)(6) p
(b))  will corapicte the OSD inspection during March-May by visiting {owr subordinate -
USSTRATCOM commands, JPOC-ISR, JFCCANW SOCIWMD, and JTF-GNO. During the out
brief st USSTRATCOM Headguarters on 7 Feb\V/\°) stated that the USSTRATCOM 10
program is in total compliance with federal and’DoD regalations and is being managed in
outstanding fashion with no discrepancies to report.

——— —vmn bavn anv aneations concemning this x exwea armrast vhe USSTRATCOM POC,
(b)(6) Deputy laspector General (b)(2)
WARD W,
Acting Inspector General
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UNITED STATES TRANSPORTATION COMMAND
508 SCOTT DRIVE
SCOTT AR FORCE BASE, LLL INOIS a2ooc-2487?

1 Apr 08

MEMORANDUM FOR THE JOINT STAFF, OFFICE OF THE INSPECTOR GENERAL
FROM: TC[G
SUBJECT: 2nd QUARTER, FY08, Inteliigence Oversight {10} inspection Repart

1. The USTRANSCOM Inspector General {TCIG) condustad a quartery review of

USTRANSCOM IO programs to assess compllance with Federal laws and national
directives regarding Intelligence activities. There were np questionable activities or
violations reported this quartar.

2. In addition, ®)6) | USTRANSCOM Deputy Inspector General (TCIG),
and [(P)(6) | USTRANSCOM Chisf, Civll and Flscal Lew (TCJA), specifically
conductad an IO program Inspection of the Naval Reserve Joint Transportation
Intelligence Opemtions Certer (NR JIOCTRANS 0113} on 02 Feb 08.

3. The JIOCTRANS 0113 Inspection conslsted of a review of the unit IO program
administration, to mdudc decumentation of annual 1O training and an evaluation of the
effectiveness of that training {through testing and interviews). 100% of available
JIQCTRANS personnel recsived annual 1O refresher tralning v Nov 07 and Jan 08. All
personned evaluated during the inspection demonstrated a sound understanding of 1O
policies and raporting requiremants. There were 17 JIDCTRANS personnel not
available for training due to schoal or on active duty orders; those members will receive
annual 10 refrasher fraining upon their returm.

4, Thera have been ne changes o USTRANSCOM IO program activities, directives, or
trainng programs this quarter.

5. Please contact this office at DSN 778-1761, or USTCIGEustranscom.mi, for
addlticnal questions.

HiSigned//
BRADLEY A. CARPENTER
Captaln, USN
Inspector Seneral
e
USTRANSCOMITCJ2
USTRANSCOMTGCJZ, JIOCTRANS 0113
USTRANSCOM/TCJA
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DEPARTMENT OF THE ARMY
OFFICE OF THE INGPECTOR GENERAL
1706 ARMY PENTAGON
WASHINGTON DC 203101700

' REMLY TO
ATTENTIONR DF v .
SAIG-IO (20-1b) . 31 January 2002

MEMORANDIUM THRU GENERAL COUNSEL, A et

FOK OFFICE OF THE ASSISTANT TO THR SECRETARY OF DEFENSE
{INTELLIGENCE OVERSIGHT)

SUBJECT: OQuarterly Intelligence Oversight Activities Report
(Fixrst Quarter, FY 02}

1. References:

a. Executive Order 12333, 4 Decerber 1981, United States
Intelligence Actiwvities. '

b. DOD Directive S240.1-R, December 1982, Procedures
Governing the Activities of DOD Intelligencé Components that
Affect United States Persons.

¢. Army Regulation (AR} 381-1G, 1 August 1984, U.S. Army
Intel]xgence Activities.

d. CONBSBEWMSML memorandum, Department of the Army Inspector
General (DAIG), 31 October 2001, subject: Quarterly Intelligence
Oversight Activities Report {(Fourth Quarter, Fisca; Year 01) {(u}.

2. This report provides information on significant questionable
activities recelved during the first quarter of fiscal year 2002,
updates questiocnable activities reported in previcus quarters,
and ocutlines significant intelligemce oversight (I0) initiatives
within the Department of the Army.

3. There were two new reports during the quarter.

a. DAIG 01-009 STATUS: We have asked the Inspector Generazl
(IG). U.S. Azmy Intelligence and Security Command (INSCOM), to
look into issues arising out of INSCOM'’s investigation of a
special agent attachad to the 501st Military Intelligence (KI)
Battalion at Camp Bondsteel. Xosovo {DAIG 01-001). The.issues

DISSEMINATION J¥ PROHIBITED
EXCEFT AS A RIZED BY AR 20-1

783




- commander has directed that she receive a writtem counseling

. made a specific training topie during the upceming training week,

SAIG-I0 {20-1Db)
Subject: Quarterly Intelligence Oversight Activities Report
(Pirst Quarcer, FY 02} (0)

include possible confusion concerning INSCOM’s authority to
conduct law enforcement investigations, possible inappropriate
interference with a command inquiry by the 66th MI Group, and the
special agent’s concern that the investigation was one-sided and
did not seek out facts that would have established his inncocence.
STATUS: Open. o

b. DAIG 01~-008. INSCOM reported that .a counterintelligence
(CI; special agent failed to administer a rights warning when
questioning an active duty service member suspected of an
offense., This occurred in conjunction with a joint CI
investigation where the Federal Bureau of Investigation (FBI} was
in the lead. The FBI had decided to conduct the interview non-
custodially, and was not required to read rights. Thie, however,
did not absolve the agent of that responsibility if she chose to
guestion the service member, which she did. The agent’'s

statement. Additionally he has directed that this subject be

and that expanded guidance be incorporated in the unit’s standing
operating procedures, the investigative handbook, and the Sub-
control Office handbook. STATUS: C(losed.

4. Updates of preyiouély reported cases {Reference 1.4d.):

a. DAIG 01-007. INSCOM completed its inQuiry into the
allegation that the 902nd MI Group obtained a warrant for an
unconsented physical search from a military magistrate without
meeting the criteria of Procedure 7, AR 381-10. Although the
target of the search was the subject of a CI investigation, there
was no probable cause to believe he was an agent of & foreign
power., INSCOM’s inguiry revealed that the military magistrate
was not versed in intelligence law and did not understand the
authority under which the 902nd MI Group had requested the
search. The inquiry also revealed that the Procedure 7 request
had not been reviewed by the Group’s own command judge advocate
{CJA) prior to being submitted to the military magistrate. The
902nd MI Greoup has amended its procedures to ensure that the CJa
reviews all such procedural reguests before they leave the Group.
Additionally, INSCOM will ensure that all CJA's understand their
responsibilities in this regard. Finally, the office of The
Judge Adveocate General will ensure that this issue is included in
military judge and magistrate trainhing at the Judge Adyocate
General‘s School. STATUS: Closed.
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SAIG-IO (20-1b) ’
Subject: Quarterly Intelligence Oversight Activities Report
(First Quarter, FY 02) (U)

b. DAIG 01-003. INSCOM is reviewing evidence gathered in
its inguirxy into allegations that elements of the 202nd MI Group,
during the course of a CI survey at the Joint Interagency Task
Force-East (JIATF-E), inappropriately collected, retained and
disseminated information on U.S. persons. The complainant also
alleged that JIATF-E members who answered guestions on the survey
were misled as to the ultimate disposition of the information.
INSCOM conducted the initial work on this inquiry at
Headguarters, 902nd MI Group in the summer of 2001, but for
operational reasons delayed completing the inquiry following the
attacks of 11 September. The camplainant and key JIATF-E staff
were telephonically interviswed in November 2001, which resulted
in the identification of an additional witness. Based on this
information, INSCOM tasked the 902nd MI Group to conduct a
commander’s inquiry, which was completed in January 2002. INSCOM
is currently reviewing the information gathered, and thus far can
fird no evidence to substantiate the allegations. STATUS: Open.

5. We continued & proactive program of assistance, training, and
compliance inspections during the guarter, and inspected the -
fqllowing organizations:

a. U.S. Army Garrison. Fort Campbell, Kentucky.

b. G-2, 10lst Infantry Division (Airborne}, Fort Campbell.

¢. Fort Campbell Resident 0ffice, %02nd MI Group.

4. Dua ta the events: of September 11, 2001, we were unable to

inspect the Sth Special Forces Group or the 160th Special
Operations Aviation Regiment at Fort Campbell.

-, Intelligence Oversight

FOR THE INSPECTOR GENERAL:

&. POC:
« Division,

CF:
ODCSTINT

3 Y EFF 785
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DEPARTMENT QF THE ARMY
OFFICE OF THE INSPECTOR GENERAL
170D ARMY PENTAGON
WASHINGTON DC 23310-1700

SAIG-IO (20-1b) 30 April 2001

MEMORANDUM THRU GENERAL COUNSEL, ARMY

FOR OFFICE OF THE ASSISTANT TO THE SECRETARY OE‘ DEFENSE
(INTELLIGENCE OVERSIGHT)

SUBJECT: OQuarterly Intelligence QOveraight Activities Report
{Second Quarter, FY 01) (D)

1. {(U) References:

a. {U) Executive Order 12333, 4 December 1981, United
States Intelligence Activities.

h. (U) DOD Directive 5240.1-R, December 1982, Procedures
Governing the Activities of DOD Intelllgence Components that
‘Affect United States Persons.

c. {0) Army Regulation (AR) 381-10, 1 August 1984 U.s.
Army Intelllgence Activities.

d. (W DOD Directive 5200.27, 7 January 198C, Acquisition
of Infermation Concerning Persons and Organizations not
Affillated with the DPepartment of Defence.

e. {(U) BECRET/NOPORN memorandum, Department of the Army
Inspector Gemneral {DAIG), 30 January 2001, subject: Quarterly
Intelligence Oversight Activities Report (Flrst Quarter, Piscal

Year 01) (U).

2. (D) This report provides information on significant
questionable activities received during the second quarter of
fiscal year 2001, updates guestionable activities reported in
previous quarters, and outlines significant intelligence
oversight (I0) initiatives within the Department of the Army.

3, (U) There were two new reports during the gquarter.

e JRELASSIFED
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. Subject: Quaxterly Intelligence Gversight Activities Report
Second Quarter, FY 01) (D)

4. (U} Update of previously reported case {Reference 1.e.)}:

{(U) DAIG 00-010. The Inspector General, National Guard
Bureau (NGB}, has completed its fact finding concerning
allegations by a civilian contractor with Task Porce Eagle (TFE)
in Bosnia. No allegations have been substantiated. The
contractor alleged that personnel assigned to the G-2, 4%th
Armored Division, improperly collected information about him and
other civilian and military members of TFE. A These alleged
activities included unauthorized physical surveillance and the
interxception of private e-mail. The complainant claimed that he
uncovered and reported security deficiencies and violations of
regulations in the course of his assigned duties. The NGB is

' finalizing the repott of investigation. STATUS: Open.: H%QE é SEF%E :
, | i

1/ 'z EFF - 787 .
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SAIG-IO (20-1b} '
Subject: OQuarterly Intelligence Oversight Activities Report
Second DQuarter, FY 01} (U} .

5. (U) Wwe continued a proactive program of compliance
inspections, assistance apd training during the quarter, and
inspected or visited the following organizations:

a. (U) G-2, XVIII Airbdorne Corps, Fort Bragg, NC.

b. (U} 52Sth MI Brigade, Fort Bragg, NC.

c. (U} G-2, 82nd Airborne Division, Fort Bragyg, NC.

d. {U) 313th MI Battalion ., Fort Bragg, NC.

eé. (U] Deputy Chief of Staff for Iantelligence, U.S. Axmy
Special Operations Command, Fort Bragg, NC.

f. (U) Port Bragg MI Det, 902nd MI Group, Fort Bragg, NC.
g. {0) G-2, 3rd Infantry Division, Fort Stewart, GA.

h.. {(U) 103xd nI‘Battélion., Fort Stewart, GA.

i. (U) 224th MI Battalion, Hunter Army Airfield, GA.

j- (U)  1st Bn, 75th Ranger Regiment. Hunter Army Airfield,
GA. L.

. k. {D) 230th MI Company, North Carolina Army National
Guard, Burlington, NC.

6. {U) Representatives from the Army General Counsel’s Office

made separate visits to the 902nd MI Group, Fort Meade, MD, for a
command briefing and update of on-going intelligence activities.

F. (U} Pod: . Intelligence Qversight
Division, .

gﬁz g
JOEEPH R.
Major General, WYSA

Deputy The Insp&ctol General

z

CTF: P

= (RELASSIFEL
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OEPARTMENT OF THE ARMY

OFFICE OF THE INSPECTOR GENERAL
1700 ARMY PENTAGDN
WASHINGTON OC 20310-1709

R

SAIG-I0 (20-1b) | 27 -July 2001

MEMORANDUM THRU GENERAL, COUNSEL,

B Augot

FOR OFFICE OF THE ASSISTANT TC THE SECRETARY OF DEFRNSE
{ INTELLIGENCE OVERSIGHT)

SUBJECT: Quarterly Intelligence Oversight Activities Report
(Third Quarter, FY 01} (U)

1. (U) References:

da. (U} BExecutive Order 12333, 4 December 1981, United
States Intelligence Activities.

b. {U) DOD Directive 5240.1-R, December 1982, Procedures
Governing the Activities of DOD Intelligence Components that
Affect United States Persons.

\-—
.

c. (U) Army Regulation (AR) 381-10, 1 August 1984, U.S.
Army Intelligence Activities,

d. (U) SECREBT/NOFORN memorandum, Department of the Army
Inspector General {(DAIG), 30 April 2001, subject: OQuarterly
- Intelligence Oversight Activities Report (Becond Quarter, Fiszcal
Year 01} (O) . :

2. (U} This report provideg information on significant
gquestionable activities received during the third guarter of
fiscal year 2001, updates guestionable activities reported in
prévious quarters, and outlines significgnt intelligence
oversight - {I0) initiatives within the Department of the Army.

3. (U) There were two new reports during the guarter.

o

'DERIVED FROM; INSGOM SCG 330-2, 6 AUG 95 ; R
. DECULASSIFY ON: X1 ‘ ) AR ni
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- BAIG-ID (20-1b)

Subject: Quartexly Intelligence Oversight Activitzes Report
Third Quarxter, FY 01) (U)

4. (u)

Updates of previocusly reported cases [(Reference 1.4.):

b. (U) DAIG 00-010. The Inspector General, National Guard
Bureau {NGB), completed its investigation into allegations by a
civilian contractor with Task Force Eagle {TFE} in Bosnia. The

2 ' - EFF - .. 790
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. SAIG-I0O (20-1b)
; Subject: Quarterly Intelligence Oversight<hctivmtiee Report
Third Quarxter, PY 01) (U)

contractor alleged that personnel assigned te the G-2, 4Sth
Armored Division, improperly collected information about him and
other civilian and military membaers of TFE. These alleaged
activities included unauvthorized physical surveillance and the
interception of private e-mail. Nome of the allegations were
substantiated. STATUS: Closed.

5. (U) We continued a proactive program of compliance
1nspecclona, asgistance and training during the quarter, and
inspected or visited the following organizaticnms:

a. (0) National Ground Intelligence Center, INSCOM,
Charlottesville, VA.

bh. (V) soldier Systems Center, Zrmy Materiel Activity,
Natick, MA. ' :

c. (U} Devens Resident Office, 902nd MI Group, Devens
Reserve Forces Training Activity (DPRTA), MA.

e "\.

d. (0) 6th Battalion (CI Training), 98th Dpivieion, DU.s.
Army Reserve, (USAR), DFRTA, MA.

e. (U) 32s5th MY Battalion (USAR), DFRTA, MA.
f. (U) Northeast Information Operations Centex, DRFTA, MA.

g- {U) G-2 and 628th MI Bn, 28th Infantry Divisionm,
Pennsylvania National Guard, Harrisburg, PA.

6., () POC: , Intelligence Overaight

Division. . .

Haj General UsA

beputy The Inspector General
CF:
ODCESINT .
OTJAG R
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DEPARTMENT OF THE ARMY
OFFICE OF THE INSPECTOR GENERAL
1700 ARMY PENTAGON .
WASHINGTON DC 203101700

REPLY TO
ATTENTION OF

5A1G-TI0 {20-1b) 30 April 2002

MEMORANDUM THRU GENERAL COUNSEL, Teang 0L

FOR OFFICE OF THE ASSISTANT TO THE SECRETARY OF DEFENSE
{ INTELLIGENCE OVERSIGHT)

SURJECT: Quarterly Intelligence Oversight Activities Report
(Second Quarter, FY 02)

1. References:

a. Executive Order 12333, 4 December 1981, United States
Intelligence Activities.

b. DOD Directive 5240.1-R, December 1982, Procedures
Governing the Activities of DOD Intelligence Components that
Affect United States Persons,

G. AR 381-10¢, 1 August 1984, U.S. Army Intelligence
Actlvities.

. d. CoNmspENrEs], memorandum, Department of the Army Inspector
General (DAIG), 31 January 2002, subject: Quarterly Intelligence
Oversight Activities Report (FPirst Quarter, Fiscal Year 02) (U).

2. This report provides information on significant questionable
activities received during the second quarter of fiscal year
2002, updates questionable activities reported in previous
qua-ters, and outlines significant intelligence oversight (10}
initiatives within the Department of the Army.

3. There were eight new repotts during the gquarter.

THIS DOCUMENTY/CONTAINS S E ¥ CISSEMINATI PROHIBITED
:Nfon%;g;oga Egs':}nm A %E éggégig EXCEPT AS A IZED BY AR 20-1
AADA" UNI 2

FOLA. ONS NO § & 6 APPLY £ EBM!D me: msoon 8CG 330-2, 6 AUG 96

EFF

182




SAIG-IO (20-1b} _
Subiject: Quarterly Intelligence Oversight Activities Report
{Second Quarter, FY 02) (U}

b. (U) DAIG 02-007. We have asked the Inspector General
{IGi, U.S. Army Materiel Command (AMC), to look inte an
allegation that the AMC DCSINT improperly included U.S. person
information in an Intelligence Summary (INTSUM). As a result of
this allegation, the AMC DCSINT reviewed its files and discovered
four additional incidents in which U.S. person information was
improperly reported in an INTSUM. The AMC DCSINT directed such
reporting cease and such information be reported through Provost
Marshal chanmnels. The AMC DCSINT also submitted a report of
questionable activity IAW Procedure 15. We asked the AMC IG, in
light of these incidents, to assese the overall effectiveness of
the I0 program within AMC, to include employee understanding of
AR 381-10, adequacy of procedurea for reviewing U.S. person
information in intelligence products, and@ the involvement of the
AMC Legal Office in interpreting the regulation as required by
Procedure 1. STATUS: Open.

€. (U) DAIG 02-006. The U.S. Army Corps of Emngineers
{USACE) reported that a counterintelligence (CI) afficer assigned

' the Great Lakes and Obhio-Rivexr Division may have improperly

portrayed herself as a law enforcement officer and may have
engaged or attenmpted to engage in law enforcement activities
without proper authority. The officer is a U.S. Army Reserve
Major recently brought on active duty to provide force protection
support. USACE has removed the officer from her duties and is
conducting a formal investigation into the allegations. USACE
extended her on active duty for 30 days to allow for completion
of =he investigation and resulting actions. STATUS: Open.

d. (0) DAIG 02-005. The Joint Readiness Training Center
(JRTC) and Fort Polk, U.S. Army Forces Conmwand, reported that the
Garrison G-2 identified local groups, two criminal gangs and a
hate group, during a regular FPorce Protection briefing to the
Commanding General. The JRTC IG observed this activity and
iniriated an informal inquiry to determine if G-2 personnel were
collecting on domestic criminal activities. The IG determined
that the G-2 officer, a U.3. Army Reserve Major recently brought
an active duty, was unaware of the restrictions in AR 381-10




IS

SAIG-I0 {20-1Db} . .
Subject: Quarterly Intelligence Oversight Activities Report
{Second Quarter, FY 027 (V)

concerning the handling of domestic crimipal information. The
16‘s involvement Served to clarify relationships and reinforce
the roles of the JRTC Provost Marshal, physical security officer,
and the JTRTC Force Protection Fusion Cell. STATUS: Closed.

e. {(Uy DAIG 02-004. The U.S. Army Eurcpe (USAREUR)
reported that a special agent assigned to the 165th ML Battalion,
205th MT Brigade, Darmstadt, Germany, may have engaged in
unauthorized surveillance or personnel assigned te Detachment 15,
66thh MI Group, an INSCOM unit, also located at Darmstadt. The
agent was also alleged to have used his relationship with
Military Police to conduct record checks of vehicles belonging to
Detachment 15 personnel, The agent was allegedly motivaeted by
animosity to Detachment 15 personnel stemming from a previous
relationship in Bosnia. The 165th MI Battalion investigated the
allegations and substantiated that the agent‘'s actions were
improper. As a result, the unit suspended the agent's security
clearance: this will require him to be reclassified into a
difZerent military occvpaticnal specialty. STATUS: Closed.

f. (U) DAIG 02-003.  The Deputy Chief of Staff (DCS), G-2,
Headguarters, Department of the Army, reported that the USACE
issued an operations ordar (OPORD) which directed CI personnsel -
assigned to the USACE to conduct activities that were not
authorized for the USACE under Army regulations. These
activities included "elicitation at local establishments and area
attractlions to ascertain legitimacy (sic) of foreign terrorist
activity directed toward USACE,” and surveillance to "simulate
either FIS or terrorist surveillance attempts Lo gain information
on USACE.” The DCS G-2 advised the USACE to cease immediately
any unauthorized activities and to seek CI support from the 902nd
MI Group. Additionally, the OPORD listed, in the Enemy Situation
paragraph, protesters, disaffected employees, former employees,
and computer hackers as potential enmemies. It is not Army policy
to list such categories of people as ‘*enemies™ in militrary.
operations orders. We forwarded the DCS, G-2 memorandum to the
USACE IG to alert him that the OPORD may have created confusion
within the USACE concerning the proper focus and scope of
intelligence activities and may have contributed to the situation
repurted in DAIG 02-006, We adviesed the IG that we intended to
add the USACE to cur imspection schedule for FY 03, and we
recommended that he conduct his own inspection prior to that date
ang apprise us of the results. STATUS: Closed.

g. () DAIG 02-002. This office conducted an inquiry inte
an allegation by the Senior Intelligence Officer (810} at the - = -
HHH R ilaliy :
LEREACCIETR
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SAI(:-IO {20-1b} ) o
Subject: Quarterly Intelligence Oversight Activities Report
{Second Quarter, FY 02) (U}

U.S. Research Laboratory (ARL) in Adelphi, MD, that the ARL
Security Manager may have improperly collected U.S. person
information in violation of AR 3B1-10. The concern stemmed from
a misconception that the Security Manager, who is in the
intelligence job series (G5-0132), might bave been restricted in
his handling of personnel security information concerning ARL
employees simply because of this job series. Our inquiry could
find no reason to believe that the Security Manager had either
invoked any intelligence related authorities in the examples
provided, or had collected information on any ARL employee except
under appropriate personnel security or administrative
authorities, STATUS: Closed.

h. (U) DAIG 02-001. The IG, Utah National Guard, conducted
an IG investigation into an allegation that a warrant officer
assigned to the 14ist MI Bn, Utah Army National Guard, may have
improperly collected, retained and disseminated U.S. person
information. The information inveolved two animal rights groups
and one environmental group, all known to have engaged in
criminal activity. The officer collectad the information from
publicly available sources. in response Lo 2 tasking to prepare
realistic training in support of its Military Assistance to Civil
Disrurbance mission (MACDIS). The IG investigation substantiated
the allegation that the officer viclated Procedure 2, in that he
did collect the information and use it in classroom training. He
did not, however, retain or further disseminate it. The
investigation served to heighten awareness and understanding
wizhin the Utah National Guard concerning the provisions of AR
381-10, and their applicability te National Guard soldiers. The
unit has also provided additional iantelligence oversight training
to the personnel involved. STATUS: Closed.

4. ({U) Updates of previcusly reported cases (Reference 1.4.):

a. (U) DAIG 01-009. The INSCOM IG, is continuing its
inquiry into issues arising out of INSCOM’s CI investigation of a
special agent attached to the 501st Military Intelligence (MI)
Battalion at Camp Bondsteel, Kosovo (DAIG 01-001). The issues
include possible confusliop concerning INSCOM‘s authority to
conduct law enforcement investigations, possible inappropriate
interference with a command inquiry by the 66th MI Group, and the
special agent‘’s coéoncern that the investigation was one-sided and
4ia not seek out facts that would have establisbed his innocence.
STATUS: Open. - IR Reme W B EITED
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Subject: Quarterly Intelligence Oversight Activities Report
(Second Quarter, FY 02) {0O)

b. {0) DAIG 01-003. The INSCOM IG is finalizing the
formal report of its inquiry into allegations that elements of
the 902nd MI Group, during the course of a CI survey at the Joint
Interagency Task Force-East (JIATF-E), inappropriately collected,
retained and disseminated suitability information on U.S.
persons. The complainant also alleged that JIATF-E members who
answered guestions on the survey were misled as to  the ultimate
disposition of the information. The INSCOM IG has completed its
interview of knowledgeable and invelved personnel at both JIATF-E
and the 902nd MI Group. These interviews have provided no
substantlatlon of the allegatlons STATUS: Open.

S. {U) We continued a proactive program of assistance,
training, and compliance inspections during the quarter, and
inspected the following organizations:

a. (U) U.S. Army Garrison. Fort Hood, Texas.

b. (U) G-2, III Corps, Fort Hood.

c. {U) Fort Hood Resident Office, 902nd MI Group.

d. (U) G-2, 49th Infantry Division and 649th MI Battalion,
Texas Army National Guard, Austin, Texas.

e. (U) Southwest Army Reserve Intelligence Support Center,
Camp Bullis, Texas.

f. () 1Intelligence Suﬁport to Counterdrug, Washington, DC.

6. (U) POC: , Intelligence Oversight
Division, . »

FOR THE INSPECTOR GENERAL:

coL, I tor General
Chief, Intelligence
Oversight Division

CF:
ODCSINT
OTJAG
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SAIG-IO (381-10b) 18 August 2005

MEMORANDUM THRU GENERAL COUNSEL, ARMY

FOR OFFICE OF THE ASSISTANT TO THE SECRETARY OF DEFENSE
(INTELLIGENCE OVERSIGHT) [ATSD(IO)] ‘

SUBJECT: Quarterly Intelligence Oversight Activities Report
(Third Quarter, FY 05) (U) :

1. fU) References:
a. (U) Executive Order 12333, 4 December 1981, United
States Intelligence Activities.

b. - (U} DOD Directive 5240.1-R, December 1982, Procedures
Governing the Activities of DOD Intelligence Components that
Affect United States Persons. .

¢. (U)  Army Regulation (AR) 381-10, 1 August 1984, US Army
Intelligence Activities.

d. (U) SECRET//NOFORN memorandum, Department of the Army
Inspector General (DAIG}, 5 May 2005, Subject: Quarterly
Intelligence Oversight Activities Report {Second Quarter,

FY 05) (U}. i

e. (U) Unclassified memorandum, Department of the Army
Office of the Deputy Chief of Staff G-2, 15 June 2004, subject:
Procedure 15 Reporting in Combined and Joint Task Forces.

2. (U) This report provides information on significant
questionable activities received during the thixd quarter of
fiscal year 2005, updates questionable activities reported in
previous quarters, and outlines significant intelligence
oversight (I0) initiatives within the Department of the Army.

THIS DOCUM INTAINS DISSEMINATION IS PRONIBITED
INFORMATION FROM EXCEPT AS BY AR 20-1
MADATORY D)SCLOSURE UNDER

FOIA. EX NS NO 5 & § APPLY

DERIVED FROM: MULTIPLE SOURCES, (ZAR 8CG/22 NOV 02, NSACSSM 1232/24 FEB 88)
DECLASSIFY ON: X1, X3, X5, X¢&, X7 :
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Subject: Quarterly Intelligence Overaight Activities Report
(Third Quarter, FY 05) (U)

3. (U) NEW REPORTS OF QUESTIONABLE ACTIVITIES: There were
eight new Procedure 158 reported in the 3™ Quarter.

b. {(U) DAIG 05-022. Removed for Classification.
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SAIG-I0
Subject: Quarterly Intelligence Oversight Activities Report

(Third Quarter, FY 05) (0U)

d. (U) DAIG 05-025. The DAIG Assistance Division (SAIG-
AC)received information from the Defense Criminal Investigative
Service (DCIS) alleging misconduct of an MI officer performing
intelligence operations while assigned as the G2, 1'* Armored
Division in Iraq. The officer was said to have conducted
improper intelligence collection operations in violation of AR
381-172, DIAM 58-12, DCID 5/1 and various V Corps FRAGOs dealing
with intelligence source operations. He is further alleged to
have disobeyed direct orders of general officers for failing to
terminate contact with informants and failing to register
informants. Lastly, the officer allegedly made false official
atatement (s) when he told a general officer that he had
registered all of his HUMINT sources when he knew that his
statement was false, The officer is now assigned to US Army
Intelligence Center and School, Fort Huachuca, and an -
investigation is being conducted by US Army Training and Doctrine
Command. SAIG-AC is also monitoring the command investigation.
8TATUS: Open.
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Subject: Quarterly Intelligence Oversight Activities Report
(Third Quarter, FY 05) (U)

£. (U) DAIG 05-028. Removed for Classification.

g. (0) Two 3™ Quarter Procedure 15 incidents (DAIG 05-024
and 05-026) are being investigated under the authority of the
ACCO, INSCOM, as summarized in paragraph 5 below.

4. (0) UPDATES: Updates of cases previously reported in
Reference 1.d. are provided below:

b. (U) DAIG 04-035. The MNC-I reported that, in
November 2003, at a detention facility in Karbala, Iraq, a Titan
Corporation civilian contract linguist and member of Tactical
HUMINT Team (THT 106) struck a detainee during interrogation.
Another contract linguist reported the alleged abuse to a Titan
supervisor. On 10 June 2004 Titan reported the incident to the
INSCOM Contract Office. The employee who allegedly struck the
detainee left Titan in February 2004 and his current location is
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Subject: Quarterly Intelligence Oversight Activities Report
(Third Quarter, FY 05) (U)

unknown. Office of the Army General Counsel advised US Army
¢riminal Investigation Command (CIDC) of the allegation against
the contract linguist. Also, INSCOM advised MRC-I/CENTCOM of the
allegation and the MNC-I ¢c-2, which had no record of the
jincident. MNCI C-2, MG Fast, directed an AR 15-6 investigation
to determine why the THT had not reported the incident. The 15-6
investigation was previously reported to be complete and
undergoing a legal review. However, MNC-I IG recently notified
SAIG-IO that the 15-6 was in fact temporarily halted when it was
learned there was a parallel CIDC investigation. MNC-I IG and C2
are compiling the findings in the CIDC and 15-6 reports and will
forward the results to SAIG-IOD as soon as possible. STATUS:

Open.
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Subject: Quarterly Intelligeﬁce‘OVersight Activities Report
(Third Quarter, FY 05) (U)

(1) (U) It was alleged that, during an informal
conversation with friends on 11 September 2004, the civilian
learmed information reportable under the provisions of AR 381-12,
SAEDA, but failed to report the information to the appropriate CI
office as required in the regulation. Rather than reporting the
information in a timely manner, the civilian is alleged to have
personally conducted follow-up investigative activity in the
Washington, D.C. area prior to reporting the information to the
902d MIG Fort Hood Resident Office (FHRQ) on 27 September 2004,
16 days after learnming the original information. Although the
civilian is a credentialed CI SA, he had no authority to conduct
investigative activity or collect additional information. The
470th MIBDE has no CI investigative jurisdiction in the
Continental United States and the information should have been
passed to FHRO within the time requirements of AR 381-12 in order
to report the incident to the ACCO. )

(2) (U) The Commandex 470 MIBde directed an AR 15-6
investigation be conducted. The investigation substantiated the
allegation that the SA violated Procedures 1, 2, and 14, AR 381-
10, and AR 381-20, Counterintelligence Activities, as the
collection of US person information was not within the
investigative jurisdiction of the 470" MIBde. Furthermore, the
Agent violated AR 381-12, for failing to report the .incident in a
timely manner. As a regult, the Commander, 470™ MIBde, directed
~refresher training” for the Agent concerning investigative
activities and reporting. Also, 470 MIBde CI personnel will
receive additional training concerning AR 381-10, AR 381-12, and
AR 381-20. At the behest of SAIG-IOD, the findings and
corrective actions were reviewed and approved by the INSCOM SJA,
Chief of Staff, and Director, Command Oversight Office. INSCOM
will re-emphasize, in writing, that the 470" MIBde ensure the
corrective actions are taken seriously and INSCOM will ensure
that this matter will be the subject of future oversight ’
inspections, B8TATUS: Closed.

£. (U) DAIG 05-011. INSCOM reported that two CI SAs
agssigned to the 470th MIBde, Fort Sam Houston, Texas, are alleged
to have conducted improper collection and investigation
activities.
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(Third Quarter, FY 05} (U)

(1) (U) The report states that the two SAs witnessed a
suspicious incident that should have been. reported to the FHRO.
However, rather than reporting the incident to FHRO, the SAs
requested investigative assistance from the Fort Sam Houston
Provost Marshal to conduct a file check on the license of a
vehicle involved in the incident and, after it was determined
that the vehicle was a rental car, to obtain identifying data on
the driver from the rental company. The allegation is based on
the fact that the 470th MIBde does not have CI investigative
jurisdiction in the United States and therefore the activities of
the two SAs were improper. The information concerning the
suspicious incident should have been reported to FHRO ensuring
that any follow-on CI investigation was conducted in accordance
with the AR by the unit with investigative jurisdiction.

, (2) (U) The investigation initiated by the Commander,
470th MIBDE under the provisions of AR 15-6 was completed by an
investigating officer from Headquarters, US Army South. The
investigation is under legal review. INSCOM assures IOD that the
report will be submitted in Aug 05. STAIUS: Open.

g. (U) DAIG 05-015. An employee of the 5024 MIG, INSCOM,
alleged that wmﬂ procedure 14, AR
381-10. On 1 February 2005, allegedly exceeded his

authority by openly destroying nondisclosure agreements (NDA) and
then declaring that individuals covered by the NDA could brief a
video Teleconference (VIC) on a Federal Bureau of Investigation
{FBI) investigation (the subject of the NDA).

(1) (U) The allegation stated that [0
coordinated with neither the FBI or the ACCO prior to destroying
the NDAs and directing the briefing take place. According to the
allegation, ISR = actions violated the trust of '
individuals who had signed the NDA and who had been activel
cooperating with the FBI. Also, the briefing directed by
h on the VTC resulted in improper dissemination of

" gensitive FBI investigative data tc a large number of people with

no need to know. The allegations were referred to the INSCOM IG
for investigation.

(2) (U) The investigation substantiated the
allegation that the officer improperly destroyed Non-Digclogure
Agreements in violation of Procedure 14, Employee Conduct, AR
381-10. As a result, the Commanding General, INSCOM, issued a
written counseling record to the officer and directed additiomal
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Subject: Quarterly Intelligence Oversight Activities Report

(Third Quarter, FY 05) . (U)

corrective actions. First, the INSCOM IG will conduct a review
of the 902d MIG policies and procedures to ensure compliance with
applicable Army and DoD regulations related to control and ‘
dissemination of investigative information. Second, SAs of the
502d MIG will contact the VTC briefing attendees to emphasize the
extreme sensitivity of the investigative information. Third, SAs
will also require the VTC briefing attendees to execute Non-
Disclosure Agreements. Finally, Special Agents will contact the
individuals, whose NDAs were destroyed by the offending officer,
and remind them that they were still bound by the agreement.

STATUS: Closaed.

h. (U) DAXG 05-017. Removed for Classification.
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(6) (U) INSCOM is currently evaluating the
investigative products and confirming corrective actionms.
Following INSCOM’s final report, SAIG-IO will close this
Procedure 15. STATUS: Open. .

5. (U) OTHER INVESTIGATIONS: The following ACCO {(CI) and CIDC
(criminal) investigations of MI personnel are also possible
questionable activities IAW AR 381-10. SAIG-IOD monitors
investigative progress for intelligence oversight issues.

Kaniin®

a. (U} New CIDC and/or ACCO Investigations (3™ otrx):
SAIG-IO will provide updates on these new cases once the
investigations are completed by ACCO and/or CIDC, as appropriate.




SATIG-IO _ ,
Subject: Quarterly Intelligence oOversight Activities Report
(Third Quarter, FY G85) (U) .

@)

.(2) (U) DAXG 04-015. This office received an initial
CIDC report that indicated an MI Soldier assigned to. the 205"
MIBde, with duty at Abu Gharib prison, conspired with others to
abuse detainees under their control. The .CIDC investigation
(case number 0003-04-CID149) into the matter revealed that Iragi
detainees in the isolation cell area at the Abu Gharib prison
complex were assaulted and forced to strip off their clothing and
perform indecent acts on each other in the presence of Us
Soldiers. The majority of the misconduct appeared to have been
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! Subject: Quarterly Intelligence Oversight Activities Report
(Third Quarter, FY 05). (U}

photographed and downloaded onto computers. To date, twelve US
personnel have been jdentified as subjects, to include both
military police and military intelligence personnel. CIDC’S
investigation into the 205* MIBde Soldier’s involvement was
adjudicated as unfounded. STATUS: Closed.

(4) (U) DAIG-04-039. Based on the investigative
finding by Major General Taguba, CIDC reported information that
Soldiers from the 519th MIBn, 525th MIBde, Fort Bragg, NC,
physically abused detainees at Camp Vvigilant, Iraqg, after a
mortar attack, which killed and injured other members of the
519th. The alleged abuse occurred on an unspecified date between
23 August-30 November 2003. CIDC investigated the alleged
incident under control number 0073-04-CID023. CIDC recently
adjudicated the allegations as unfounded and closed their
criminal case. STATUS: Closed.

s,

(s) (U) DAIG 04-040. CIDC reported that, from 15°
April-1 July 2003, enlisted members of Detachment B, 223d MIBn,
california National Guard, are alleged to have physically abused
Iragi detainees during interrogations at the 34 Brigade Combat
Team detention facility, Sammarra, Iraq. According to one
Soldier's statement, the MI Soldiers struck and pulled. the hair
of the detainees and forced numerous detainees into near
asphyxiation. CIDC assigned case number 0139-03-CID46%. CIDC
adjudicated the allegations as unfounded and closed their
jnvestigation. STATUS: Closed. :

6. (U) ASSISTANCE: SAIG-IO continues to execute a proactive
program of assistance, training, and compliance inspections
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during the quarter. The program’s 3“’Quarter’; are outiined in
the following subparagraphs.

a. (0) 3411™ MI Detachment, Devens, MA.

b. (U) 3417 MI Detachment, Devens, MA.

@. (U) 3437 MI Detachment, Devens, MA.

d. (U) New England Resident Office, 308" MIBn, 9024 MI
Group, Devens, MA. : '

e. (U) Headguarters, MA'Natioﬁal Guard, Medford, MA.

£. (U) Headquarters, VT National Guard, Colchester, fT.
g. (U) Headquarters, CT National Guargd, Hartford, CN.
h. (U) 6™ MIBn, Devens, MA.

i. (U) 325% MIBn, Devens, MA. |

j. (U)» Headquarters, TRADOC, Ft. Monroe, VA.

k. (U} Fort Monroe Resident Office, 308%® MIBn, 902d MI
Group, Fort Monroe, VA.

1. (U) National Ground Intelligence Center,
Charlottesville, VA.

m. {(U) Headquarters, 101*" Infantry Division (Airborme),
Fort Campbell, KY.

n. (U) 3™ Brigade Combat Team, 101** Infantry Division
{airborne), Fort Campbell, KY.

7. (U} Point of contact is ., SAXIG-IO,
Intelligence Oversight Division, .

ALAN W. THRASHER
‘Major General, USA
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SAIG-O (381-10b) 24 April 2006

MEMCRANDUM THRU GENERAL COUNSEL, ARM’.WﬁroC

FOR OFFICE OF THE ASSISTANT TO THE SECRETARY OF DEFENSE
(INTELLIGENCE OVERSIGHT} [ATSD(IO)]

SUBJECT: Quarterly Intelligence Oversight Activities Report {2nd Quarter, FY 08) {U)

1. {(U) References:

a. (U} Exscutive Order 12333, United Stales Intelligence Actmhes.
4 December 1981.

b. (U) DOD Directive 5240.1-R, Procedures Governing the Activities of DOD
intelligence Camponants that Affect Unlted States Persons, December 1982,

c. (U) Army Regulasuon (AR) 381-10 US Army lntetllgence Activities,.
22 November 2005.

d. (U} SECRET/NOFORN memorandum, Depariment of the Army Inspector

. General (DAIG), subject. Quarterly Intelligence Oversight Activities Report (15t Quarter,

FY 06) (), 23 January 20086.

- @. (U) Unclassified memorandum, Departmenl of the Ammy Office of the Deputy
Chief of Slaff G-2, subject: Procedure 15 Reporting in Combined and Joint Task
Forces, 15 June 2004.

f. (U) AR 20-1, Inspactor General Activities and Procedures, 22 March 2002,

2. (U) This report provides information on significant questionable intelligence activities

(QiA) received by the intelligence Oversight Division, US Army Inspector General
Agency (SAIG-10), during the second quarter of fiscal year 2006. This report also
updates QIA reported in previous quariers, and outlines sugniﬁcant intelligence oversight
{10) Inttiatives within the Depariment of the Army.

TRIS DOCUMENY CONTAINS DIBSEMINATIQN 1S PROHIBITED
INFORMA XEMPT FROM EXCEPT AS AYTHORIZED BY AR 20
MAULATORY DISCLOSURT. UNDER P
FOIA. ONS NO S & 6 APPLY -
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SAIG-IO
Subject: Quarterly intelligence Oversight Activities Report (2nd Quarter, FY 08) (U)

3. (U) NEW REPORTS OF QUESTIQ_NABLE ACTIVITIES: There were nine new QA
reports during the secand quarter.

a. (U) DAIG-08-005. In December 2005, a previously unreported QIA was
identified during a SAIG-IO Inspection of the 66% MI Group (MIG). On 26 August 2005,
a Counterintelligence {Cl) Special Agent (S/A), 2*° Mi Battalion (M [BN), allegedly
misused his Cl badge and credentials (B&C) to avoid the inconvenience of a vehicle
search &s he gained access to a US mifitary compound. The commander's inquiry
substantiated the aflegation and the Detachment Commander counseled the S/A,
placed him on one-year probation, and suspendad his B&C and investigative status for
one month. The S/A was also required to condlict detachment training on the proper
use of Cl B&C. After completing the one-month suspension, the S/A was retumned to
investigative status wih his B&C. The inquiry alsc deternined that the BN leadership
possessed inadequate knowledge of AR 381-20, The Amy Ct Program,

15 November 1993, which contributed to the delay in reporting the incident. As a result,
the BN Commander directed refresher training on AR 381-20. During the inspecfion,
inspectors also provided on-the-spot training on the definition and scape of QIA, as
“outlined in Procedure 15, AR 381-10 (reference 1.c.). STATUS: Closed.

O b. (U) DAIG-08-009.

(1} (U) On 5 January 20086, the intelligence and Security Command (INSCOM})
notified SAIG-O that on 9 November 2004, a CI 8/A assigned to the 8024 MIG, with
duty at the Joint Tervorism Task Force, Miami, FL (JTTF-Miami) may have
inappropriataly callected and reported information about a group's (US-person) plan to.
exercise their constitutional freedoms of assembly and speech. The information was
reporied as a Threat and Local Observance Notice (TALON) and submitted through the
902d MIG to the CI Field Activity {CIFA) for analysis and entry in the Comerstone
database. The report described the group's plan to convene a meeting titled
“Countering Military Recruitment, the Dreft and Miiitary L.aw.” The report also described
the group’s plan to “hoid a workshop and planning meeting to discuss countering US
Military recruling In High Schools, as welf as efforts to assist recruits in gefting out of
military contracts.” On 15 November 2004, the S/A provided an updated TALON repost
describing the group's plans to set up "fables af the schoo!s in order to perform
surveilfance’ on Military recruiters whife on campus.” The TALON report did not
indicate the group or planned activities had a fofe:gn nexus. Throughout the reponr, the
S/A generically referred fo the US Person as a “group” and a "US Domestic Protest
Group.” However, whan reporting the address of the group's meeting venue, the S/A
Included the name of the meeting facility, which contained the name of the group.

(2} (U) Untif recently, the 902d MG maintained a database of all ar somse of the
TALON reports submitted by their S/As. Conirary to an INSCOM staff officers = -

2




SAIG-I0 |
Subject: Quarterly Intelligence Qvarsight Activities Report (2nd Quarter, FY 06} (U)

guidance, the 902d MIG contends that the S/A’s reporting (described above) was not a
violation of AR 381-10, and his collection activities were consistent with the 802d MIG’s
expanded force protection collection mission, which they base on the following
memoranda: FOUO memorandum, Deputy Secretary of Defense, 2 May 2003, Subject:
Collection, Reporting, and Analysis of Terrorist Threats to DoD Within the United States;
and FOUO memorandum, Office of the Vice Chief of Staff, 10 December 2004, Subject:
Amy (mplementation Guidance for TALON Suspicious incident Reporting.

: {3) (U) On 5 January 2006, the INSCOM Commanding General directed the

i INSCOM Inspector General to conduct a special inspection of the TALON reporting

' . systern in INSCOM, with the following focus: (a) evaluate the strengths and weakness

of the existing system; (b) provide a detailed assessment of 902d MIG's compliance

with TALON regulations, poficles and procedures; (¢) determine confiicts or voids in

guidance conceming the reporting, anslysis, retention, and dissemination of TALON

' information; and (d) assess the policies and procedures for submitting TALON reports
directly to CIFA without an intermediate review process by the chain of command.

(4) (V) On 30 March 2006, the Deputy Secretary of Defense (DEPSECDEF)

established an unclassified interim policy memorandum concerning the TALON

' Reporting System, Subject: Threats to the Department of Defense (DoD). In the ,

. memorandum, the DEPSECDEF confirmed the reporting system should only be used to
report information regarding possible international terrorism activities and the
information should be retained in accordance with DoD §240.1-R, Activities of Dol
Intelligence Components that Affect US Persons, December 1882, Second, the intesim
policy requires that proposed TALON reports must meet one of the seven criterfa
outiined in the memorandum. Third, the Under Secretary for Defense (Inteffigence) will
convene working groups to examine information fusion among inteliigence, Cl, force
protection, law enforcement and security communities. Fourth, the ATSD{IO} will
conduct apnual inspections of the TALON system. Finally, no later than 12 May 2008,
the lead components from each military department must provide CIFA with coples of
their implementation guidance of the DEPSECDEF's interim policy memorandurn.

(5) (U) SAIG-IO will maintaln this case as open untll the DCS-G2 publishes thelr
implementing guidance and INSCOM publishes its spacial inspection results and :
correciive actions (as appropriate). STATUS: Open.
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Subject: Quarterly intelligence Oversight Activities Report (2nd Quarter, FY 08) (U)

d. (U) DAIG-08-011. On 2 March 2006, HQ, Mulii-National Brigade (East)
(KFOR?T), Camp Bondstes!, Kosovo, notified SAIG-10 of the following QIA: Two Ct
S/As assigned to KFOR7 reportedfy consumed alcoholic beverages during a “source
meaeting.” Following the opsrational event, the senior S/A allegedly drove a government
vehicle while under ths influence of alcohol, resulting in an accident. The subsequent
Miitary Police investigation confirmed the S/As were under the infiuence of aicohol
when the vehicle was damaged in an accident. Pending the completion of a command
investigation, the S/As are restiicted to their baracks and the unit commander -~
suspended their B&C and operational status. The S/As have also been removed from
the Cl team and placed in difierent sections within the fask force. STATUS: Open.

e. (U) DAIG-06-012. On 2 March 2008, during @ SAIG-IO inspection of the
Headquarters, US Army Forces Norther Command (ARNORTH) (5% US Amy), Fort
Sam Houston, TX, inspectors discovered US-person force protection information in a
G2-ARNORTH intelligence briefing. The briefing, which was presented by the G2 to the
CG-ARNCRTH on 21 February 2008, contained identities of US-persons, Including a
white supremacist group, and their planned domestic activities. An intelligence
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| Subject: Quarterly Intelligence Oversight Activities Report (2nd Quarter, FY 08) (U}

summary from the Federal Bureau of Investigations was cited as the source. The group
and their planned aclivities did not involve a foreign nexus. The G2 attributed the
violation to ARNORTH's immature structure and the staff's vague missions and
functions. The G2 assured the inspactors that no other inappropriate collection or
dissemination was conducted. SAIG-I0 is coordinating with the Inspector General {IG)
and G2 to determine what comrective actions were taken, STATUS: Open.

1. (U) DAIG-OS-OOG 06-007, 06-008 and 068-013: There were four QIA reports
that are Uniquely sensitive and summarized in paragraph 5.a. {below).

‘ 4. {U) UPDATES: Updates of cases reported last quarier (refarence 1.d.)'are pravided
| below: .
: a. {U) DAIG-04-025.

(1) (W) In April 2004, an Inspector Genera! from the Mulii-National Corps-trag
notifiad SAIG-10 of the following QiA: Prior to 21 February 2004, an M officer assigned
as the S2, 422d Civi Affairs Battalion (CAB), Baghdad, Iraq, allegedly conducted
unapproved HUMINT collection operations resulting in one source’s incarceration in an
Iragi jail. The officer also allegedly committed security violations with a Category { Iraqi

o linguist. The US Army Spacial Operations Command (USASOC) conducted a
\ command investigation and forwarded the resuits to SAIG-I0.

{2) (U} The Investigating Officer {I/0) found no evidence {0 substanfiate the
allegation that the officer conducted unauthorized intelligenoe opefations. The officer's
routine and authorized duties and responsibilities included “ensuring alf lragi Foreign
Nationats (IFN) were properly screened and vetted prior fo providing authorized
documents that would alfow them access fo U.S. facilities and/or equipment.” The
process used to check the IFNs® background required the officer and his subordinates to
interact with the IFNg’ on a dally basis. The VO opined that the personnel security
process and daily contact with the IFNs' might have led someone to assume the officer
was engaged in HUMINT operational activity. The investigation revealed no information
fo substantiale the claim that the officer’s activities resulied in the Incarceration of 2
‘soum-' )

{(3) {U) The IO found no evidence fo substantiate the allegation that the officer
compromised sensitive/classified information to a linguist. Part of the original security
violation allegation was that the linguist was granted access 1o the officer'’s govemment
issued laptop computer that was used to process classified information. The IO
determined the inguist had access to the officer’s U.S. government laptop computer,
but the I/O had no definitive information that the computer contained classified
information, interviewees established that in }approxlmately) February 2004, the
officer's computer was tumed-in 1o tha G2, 1% Armored Division (AD), for forensic

analysis. However, the IfO was unable to deterrmne the computer's curréntdisposmon S
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' Subject: Quarterly Intelligence Oversight Activities Report (2nd Quartar, FY 06) (U}

ar if the forensic analysis was ever conducted. Interviews of likely witnesses fo the
forensic analysis proved 10 be incanciusive because of the withess’ faded memories,
the distraction of combat operations in Najaf, and confusion caused by 1% AD's
transition activities with 1% Calvary Division, The appointing authority for the command
investigation concurred with the 1/0's recommendation that no action be taken against
the officer. The /O Investigated other (unsubstantiated) allegation{s) concerning the
officer that are beyond the scope of Procedure 15, AR 381-10. STATUS: Closed,

b. (U) DAIG 05-004.

c. (U) DAIG-05-021.




(2nd Quarter, FY 08) {U)

SAIG-10
. Subject: Quarterly Intelligence Oversight Activities Reporl
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SAIG-IO

Subject: Quarterty Intelligence Oversight Activities Report (2nd Quarter, FY 08) (U)

d. (U) DAIG-05-025. In May 2005, SAIG-IO learned that the DAIG Assistance
Division {(SAIG-AC) received information from the Defense Criminal Investigative
Service {DCIS) alleging -misconduct of an Mi ofﬂce sperformmg unauthorized
intelligence opserations while assngned as the[llfl. 1= Armored Division in Iraq. The
officer was said to have conducted improper mtel!ugence collection operations in
violation of AR 381-172 (S//NF), CFSO/LLSO (U), 30 December 1894; Dafense
Intelligence Manual (DIAM) 68-12 (S#NF), The DoD HUMINT Managsment System (U),
30 June 1997; Director of Cantral Intelligence Directive (ICID) 5/1 (S//NF), Espionage
and Counterintelligence Activities Abroad (U), 19 Dacember 1984; and various V Corps
policies dealing with intelligence source operations. He is further alleged to have
disobeyed direct orders of general officers by failing to terminate amtact wnth infonnants o
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and failing to register informants. Lastly, the officer allegedly made false officlal
statement(s) when he tald a generat officer that he had registered all of his HUMINT -
sources when he knew that his statement was false. The officer is currently assigned fo
US Army Intelligence Center and School, Fort Hyachuca. The US Amy Training and
Doctiine Command (TRADOC} conducted a command investigation and the officer
teceived a general officer fetter of reprimand. Subsequently, SAIG-AC completed a
review of DCIS and TRADOC's investigations. SAIG-AC's draft investigative report was
reviewed by SAIG-IO in March 2008, SAIG-IO expects to recetve the final investigative
report from SAIG-AC during the next guarter. STATUS: Open. )

f. (U) DAIG 05-037.

(2} (U) The ACCO opened and terminaled their case, under case number
42ID-G2X-05-017, after determining the allegations wera not of Ci lntares.t_.;;jfthQCQ. o
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referred the allegations to the officer's deployed unit of assignment and CID for further
investigation. Apparently, CID elected not to investigate the allegations. However, the
" Infantry Division conducted a command investigation, the results of which are
outlmed in the subsequent subparagraphs. Since the complation of the oommand
investigation, the officer redeployed back to his home station and the 42™ Infantry
Division redeployed back to New York where they receive 1Q support from the Nationa?
Guard Bureau (NGB).

{b) (U) Interpreter: The O determined the officer used local nationals to
perform interpreter duties, verify information from detainees, and establish rapport with
detainess. The IO determined that the officer’s use of local nationals during
interrogations was consistent with Multi-Nationa! Forces-lraq. (MNF-1) Policy 05-02
(interrogation Policy) and the officer did not compromise classified information. While
the policy was not fulty described in the command investigation, feedback from the
MNC-I Assistant Inspector General confirms the accuracy of the I/O's conclusion.

(¢} (U) Hacking: The IO corroborated the allegation that the ofﬁcer
without authority, accessed a linguists Yahoo email account. Contrary to the original
allegation, the account belonged to a foreign national, not a US-person. After
considering Procedure 5, Electronic Surveillance, AR 381-10, the 1/O decided that its
applicability was °not ciear, and this investigation did not affempt to evalvate in depth
whether the hacking here violated the requiremments of this paragraph because the
hacking was stopped, because nothing ever came of the hacking and because Division
failed to identify the hacking as wrongful.” Based on the 1/O’s Inaccurate analysis and
oonclusions, SAIG-IO referred the allegation 1o NGB for resolution and offered the
following advice: First, the I/O should consider Procedure 7, Physical Searches, as the
appropriale procedure for the questionable activity described. Specifically, paragraph
C.4., AR 381-10, describes un-consented physical searches of non-US persons abroad.
Second, the I/O’s decision to not pursue this allegation is insufficient. Paragraph 15-
3.a.(1), Procedure 15, AR 381-10, states, “Each reporf shall be reviewed to confirm or
refute the allegation and assessed to delermine whether the reporied activity is
consistent with applicable policy.” In addition ta resolving the questionable aclivity as a
procedural vislation (AR 381-10), and assuming the hacking occurred and it was not an
approved physical search, NGB-IG may want {c obtain advice from their Chsef Counsel
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ta determine wiether or not *hacking” viclates federal law. NGB-IG and NYANG-IG's
Investigation continues. STATUS: Open '
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5. {U) OTHER SENSITIVE INVESTIBATIONS: The below listed investigations are
uniquely sensitive and considered “questionable activities® IAW AR 381-10. SAIG-IO
monitors investigative progress far intelligence oversight issues.

a. (U) New Seasitive Investigations: SAIG-1O will provide updates on the
following new cases oncs the cases are closed by the investigating agencies.
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{(4) (U) DAIG-08-013. On 27 January 2008, the Office of the Army
General Counsel notified SAIG-{O of an ongoing CID investigation (case #0137-02-
CiD369-23534) that involves six Ml Soldiers' QlAs. The six Mi personnel were -
assigned to Alpha Company, 519" MIBN, Afghanistan, when the alleged incidents

occurred. In December 2001, four of the six M personnei all
"assy It and artreatmem ofa person in US custody.”

N B is being investigated for
incial statement, and conspiracy.” |

dly committed acts of

ins*estl@ated for “dereliction of duty and conspkacy The victim was an A

who disd from blunt force trauma. The criminal acts under investigation are dlrecﬂy
related fo the Mi subjects’ intelligence duties and responsibilities (nterrogation). The
CID investigation also listed 16 MP soldiers as subjects for similer prisoner abuse
incidents; however, there is no indication that their acts were related to or in support of
an intelfigence function. CID recently reported their investigation as closed, but
SAIG-I0 maintains this as an open case until comrective actions have besn identified
and reparted. STATUS: Open.

b. (U) Closed Sengitive Investigations:

_ (1) W) DNG-OS-M:# in January 2004, the DIA-IG notifiled SAIG-I0 of
the QtAs of an MI Captain, 10® Mountain Division, and an individual assumed to be a

~ US Ammy contractor. The contractor and officer allegedly abused a prisoner at a
detention facility in Shkin, Afghanistan. CID investigated under case control number
0164-04-CiD369-68316 and detemined the allegations of assault and maitreatment of
a person in US custody were unfounded. STATUS: Closed.

(2) (U) DAIG-06-001.

(@) (U) On 17 October 2005, INSCOM reported the QIA of multiple MI 1/
officers to SAIG-10. Allegedly, on 11 October 2005, officlals in the Army-G2 requested
INSCOM-G3 conduct “database checks® on an Amy-G2 employee's foreign national
relatwes Iivang in Egypt Tha civilian employee is reporfedly a US-person and nat under
cion; however, “... personnel in the (Army) G-2 thought it prudent to make these . S
chacks The INSCOM Command Ovarsight Office (ICOQ0) concurred with t’p C
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investigative request. However, subsequent to G3-INSCOM condugcting the checks,
: ICOGC assessed the actions as a possible violation of AR 381-10 in that the Army-G2

~ and INSCOM may not have the mission and authority to direct and execute investigative
activity as performed in this sttuation.

(b} {U) On 21 October 2005, DTIG determined the issues are of sufficient

: gravity and interest to warrant an independent Depariment of the Ammy level

i ~ assessment. DTIG directed the SAIG-I0 to conduct a preliminary inquiry into the
incident and determing the need for a formal investigation. On 25 October 2005, Amny-
G2 officers indicated that the database checks were conducted at the direction of a
senior official. As a resuit, SAIG-10 referred the matler to investigations Division (SAIG-
IN) for resolution. SAIG-IN determined that 1AW AR 380-67, Personnel Security
Program, dated 9 September 1998, the Army-G2 has the authorily {o grant, deny, or
revoke personnel security ¢learances. Upon leaming that one of the Army-G2
employees had foreign relatives living in a Middie East couniry, the Army Central
Clearance Facility provided the Amy-G2 access to the employee’s security clearance
records (6.g. SF 86, Electronic Personnel Security Questionnaire). The Anmy-G2 noted
the identities of the employee's foreign relaives and requested INSCOM conduct

. database checks on the foreign relatives to ensure the employee had no ties to

( - terrorists, The INSCOM Staff Judge Advacate advised the iICOQ that the request was

o within the Army-G2's authority UP AR 380-67. Therefore, the G3-INSCOM conducted
the database checks on the foreign nationals, Subsequently, INSCOM advised the
Army-G2 that their database(s) contained no information on the foreign refatives and, as -
a result, the Army-G2 did not pursve the matter any further.

- (3) (W) SAIG-IN concluded that the Amy-G2 has Iegntmate access to
personnel security records and has the authority to grant, deny or revoke security
clearances. Additionally, INSCOM has a lawful mission ta collect information and
maintain databases on foreign threats. Therefore, the infonmation concerning the
employee and her foreign relatives were appropriately collected. The allegation was not
founded and the case was closed without further action. STATUS: Closed.

. (U) ASSISTANCE: SAIGO continues to execule a proactive program of
assistance, training, and oompliance activities during the quarter. The second quarter
inspection activities are outlined in the folfowing subparagraphs.

a. (V) HQ, US Army South, Fort Sam Houston, TX {1 March 20086)

b. (U) HQ, 470" MIG, Fort Sam Houston {1 March 2006) .

e. (U) Operations Battalion, 470" MIG, Fort Sam Houston (1 March 2006)

d. (W) HQ, lll Coms, Fort Hood, TX (6 March 2006)
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e. (U) 504" MIBDE, Fort Hood (7 March 2006)

f. (1J) 303" MIBN, 504™ MIBDE; Fort Hood (7 March 2006)

g. (U} 15" MIBN, 504™ MIBDE, Fort Hood (8 March 2006)
h. (U) HQ, 1* Cavakry Division {CD), Fort Hood (8 March 2006)

i. (U} 1% Brigade Combat Team, 1% CD, Fort Haod (9 March 2008)
j..{(U) 3 Brigade Combat Team, 1* CD, Fort Hood (8 March 2006)
k. (U) Fort Hood Field Office, 802d MIG, Fort Hood (10 March 2066)

1. (U) HQ, Army Forces Northem Command {5® US Army), Fort Sam chston,
(2 March 2006)

m. (U) 6" MIBN. 95™ Division, Camp Bullls, TX {27 February 2008)
~n. {U) 321" MIBN, Austin, TX (27 February 2006)

0. {U) SW Armmy Reserve Intelligence Support Center, Fort Sam Houston
(3 March 2006)

] ,_ p. {U) HQ. TX Army Naﬁonal Guard, Auslin (27 February 2006)

|‘ q. (V) INSCOM Representative to the Joint Terrorism Task Force (JT TF), San
Lo Antomo TX (2 March 2008)

r. {U) INSCOM Representative to the JTTF, Austin (10 March 2008)

7. {U) Point of Contact is

ALAN W. THRASHER

Major General, USA

Deputy The inspector Genera! . .. . -
CF: LT
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OFFIGE OF THE INSPECTOR GENERAL
1700 ARMY PENTAGON
WASHINGTON DC 20310-1700
SAIG-O (381-10b) 28 Jduly 2008

MEMORANDUM THRU GENERAL COUNSE

FOR OFFICE OF THE ASSISTANT TO THE SECRETARY OF DEFENSE
(INTELLIGENCE DVERSIGHT) [ATSD(IO}

SUBJECT: Quasterly Intaliigence Oversight Activities Report (3rd Quarter, FY 08) (U)

1. (U} References:
a. (U) Executive Order 12333, United States Infelligence Activities, 4 December 1881.

‘ b. (U) DOD Direclive 5240.1-R, Procedures Governing the Activities of DoD
Intelligence Components that Affect United States Persons, December 1982,

¢. {U) Army Regulation {AR) 381-10, US Army Inisiligence Acﬁvmes,
22 Navamber 2005.

d. (U) SECRET//NOFORN memeorandum, Department of the Army Inspector General
(DAIG), 24 April 2008, subjsct Quarterly Intelligence Oversight Aclivities Report (2nd Quarter,
FY 06) ().

e. (U) Unclassified memorandum, Department of the Ay Office of the Deputy Chief of
Staff G-2, 18§ June 2004, subject: Procedure 15 Reporting in Combined and .Joint Task Forces.

f. (U} AR 20-1, lnsp'edor Genaeral Activitias and Procedures, 23 May 2008,

g. (U) AR 15-6, Pmcedures for Investigating Officers and Boards of Officers,
a0 September 1896.

2. (U} This report provides information on significant questionable intelligence activities {QlAs)
pracsssad by the intefligence Oversight Division, US Army Inspector General Agency
(SAIG-lO) during the third quarter of fiscal year 2008. This report also updates QlAs reported
In previous quarters, and outlines significant intelligence oversight (10) initiatives within the
Depastment of the Army.

DISSEMINATION JA PRORIBITRED THIS DOCUMENT CONTAINS

EXCEPTAS A ORIZED BY AR 28-. : INFORMATION T FROM
MADATORY DS SURE UNDER

WHEN DECLASSIFIED, THIS DOCUMENT BECOMES FOUG, FOIA. EXEMPTIONS NO S & § APPLY.

PERIVED FROM: MULTIPLE SOURCES, (ZAR 5CG/22 NOY 07; INSCOM SCG 380-2/5 Aug 98)
DECLASSIFY ON: XI, X3, X8, X6, X7
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3. (U} NEW REPORTS OF QUESTIONABLE ACTIVITIES: There were fifteen new QiAs
reports during the third quarter.

a. (U) DAIG-08-017: On 11 April 2008, the G2, US Army Europa (USAREURY),
reported the QIA of the Countering Terrorism Branch (CTB), G2-USAREUR, Heidelberg, GM.
On 7 Aprit 2006, the CTB produced a Current Threat Report (CTR) containing the identities of
numerous US-Parsons with possible ties to terrorist groups andfor state sponsors of terrorism.
The CTR was disseminated to multiple USAREUR consumers, inciuding the USAREUR
Intelligence Oversight Officer (I00), who took comective action on behalf of the command, The
100 promptly identified the incident as a QIA and fhen trained the Chief of the CTB an.
procedures 1-4, AR 381-10, and the authorized mission scope of the CTR. All CTB personnel
recaived refrasher 10 training, the 7 April 2006 CTR was rescinded, and all USAREUR
i mers were directed lo de!ete !helr copios of ihe recdnded CTR STATUS' CIosed.

¢. (U) DAIG-08-019: According to a 27 April 2008 Wall Street Journal (WSJ) arficle,
“Pentagon Steps Up intelligence Efforts Ingide L).5. Borders,” intelligence analysts' assigned to
the 902d M] Group (MIG), Fori Meade, MD, allegedly collected and disseminated infermation
conceming participants in a 19 March 2005 anti-war protest in Akron, OH. The article
spacifically alleged that the MIG's analysts downloaded information from activist web sites,
intercepted emails and cross~referenced the information with por ca databases. The MIG
allegedly reportad the planned protes! to the Akron police who, in tum, "foliowed” the rally. The
Akron rally was said to be one of seven protests “monitored by the Army” in March 2005,
On 28 April 2008, aflar confarring with SAIG-IO and tha 902d MIG, the Intelligence and Secunity
Comriand (INSCOM) decided to resolve the issues/allegations in this case (DAIG-08-018) by
expanding lheir ongoing "special inspection” of the MIG's implementation and execution of the
Threat and Local Observance Notice {TALON) program, which was initially reported in
reference 1.d. as DAIG-08-000. An update to DAIG-08-009 is provided in paragraph 4.5 below.
STATUS: Qpen, e
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d. {U) DAIG-08-022: On 5 and 20 June 2008, SAIG-IO received numerous aliegations
concarning masnbers of the 101% Alrbome Division (101* Abn), 4® Infantry Division (4% D), and
Operational Detachment-Afpha 388 (ODA-386). Some of the allegations were non-lO related
and they were rafermed to Assistance Division, US Army inspector General Agency (SAIG-AC),
far action/resolution as appropriate. However, many other aliegations (outlined below) are
considersd QlAs requiring resolution IAW AR 381-10. The OlAs were refarred to the
appropriate commands and SAIG-1O continues to oversee the progress of the following -
investigations, being conducted under the provisions of AR 15-8 (reference 1.9.%

(1} Six of the allegations received on S June 2006, indicate that an infantry
officer, serving as e Nin the 101* Abn, and his linguist, conducted
unauthorized source operatsons coerced local rationals 1o serve as sources, forcad sources to
falsify sworn statements to ensure convictions of alleged insurgents, conducted unauthotized
and undocumented detention operations, and assaulted sources and detainees undet their
control. The allegations were previously reported to the officer’s Batlalion EEEEERE £, but
he falled to appropriately report and resotve the allegations IAW AR 381-10. On 9 June 2008,
SAIG-O refetred these allegations to the Inspector General (IG), Multi-National Corps-Irag
(MNC-{), for resclutian.

. {2) (U) On 5 June 2008, It was alleged that & Category-)l interpreter, 4™ D,
conducted interrogations without the prasence or participation of an Military Intelligence (MI)
officer. The interpreter and an lraqi Army Officer may have alsc conducted interrogations
without the presence of an Mi officer. The unauthorized and improper interro atmns ma have
been done at the direction of the lll, 2/9” Calvary Squadron, and/or the | R
The allegations ware reported to the Squadron i but he failed to report
allegations IAW AR 381-10. On 9 June 2005 SAIG-IO refarred these allega’dons fo the IG,
MNC-, for reso!ubon

(3) (V) Also on 5 June 2008, it was alleged that the | I and members
of Tactica! Human Intslligence Team 675 (THT), 101 Abn, may have falsified interrogatlon
reports conoeming the specific interrogation technigues employed during intemogation sessions.
Specifically, it was alleged that they would use fear-up fechniques (wearing red contact lenses
and claiming to be pussessed by Satan), yet thay reparted using different techniques (i.e. direct,
ego-up). The aliegations were reported 1o the Squadron [lf. but he failed 1o report and resoive
the allegations IAW AR 384-10. On 9 June 2006, SAfG-10 referred these allegations to IG, -
MNC-], for resolution
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i. (Uy DAIG-06-028. On 29 June 2006, INSCOM reported the GIA of a member of the
Los Angeles Fieid Offica {(LAFC). 802d MG, Jcint Forces Training Base (JFTB), Los Alamitos,
CA, herainafter referrad 10 ag Subject-1. Also implicated in the report are a non-DoD affifiated
civiian (Subject-2) and a former member of the LAFQ {Subject-3) who is currently assigned to a
802d MIG position in Texas. Allegedly, Subject-1 misused his official status to illegally acquire
dass-lll weapons, ammunition, tactical equipment, and explosives. Subject-2 allegedly ordered
and received the prohibitad material and delivered the items 1o Subject-1 at the LAFO. Subject-
3 is identified on some of the invoices for the material. Upon receipt of the material, Subject-1
took the materiat fo an unknown focation. With Subject-1's assistance, Subject-2's used the
matarial to conduct for-profit training events on the JFTB. Both DoD and non-DoD personnel
received the training. INSCOM also reported the QIAs as a possible federal crime under the
provision of Chapter 16, AR 381-10. Maanwhile, the Commander of the 802d MIG initiated a
command investigation under the provision of AR 15-6, refarence 1.g. above. STATUS: Open.

j. (V) DAIG-06-014, 06-015, 06-016, 08-020, 08-021, and 06-023: In addition o the
incidents described in paragraphs 3.a through 3.i. above, there were six new reporis of QIA that
are currently being investigated by the ACCO or the US Amny Criminal Investigations Division
(CID). The new ACCOXCID investigations are summarized in paragraph 5.a. {balow).

4. (U} UPDATES: Updates of QIA cases reported |ast quarter {referenca 1.d.) are provided
below: : .
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b. (U) DAIG-05-025. In May 2005, SAIG-10 leamed that SAIG-AC raceived Informatian
from the Defense Criminal Investigative Service (DCIS) alleging misconduct of an Ml officer

performing unauthorized intelligence operations while assigned as the[lll, 1* Armored Division
in Irag. Tha officer was said to have conducted improper intelligencs collection operations in
violation of AR 381-172 (S//NF), CFSO/LLSO (U), 30 December 1994; Defense inteligence
Manual (DIAM) §8-12 (S/NF), The DoD HUMINT Management System (U), 30 June 1997,
Director of Central Inteffigenca Directive (DCID) 5/1 (S#/NF), Esplonage and Counterintefligence
Aclivities Abroad {U), 19 Decemnber 1984; and various V Corps policies dealing with intelligence
saurce operations. He is further alleged ta have disobeyed direct orders of general officars by

_ failing to terminate contact with Informants and failing o register informants. Lastly, the officer
allegediy made false official statement(s} when he tald a general officer that he had registered
all of his Human intelligence (HUMINT) sources when he knew that his statement was false.

(1) {U) The officer is currently assigned to US Amy Inteligence Center and
School, Fort Huachuca. As such, the US Amy Training and Dectrine Command (TRADOC)
conducted a command investigation, which did not incorporale the results of the DCIS
investlgaﬁon. TRADOC conciuded that the officer failed to comply with the directives from his
superiors, but the investigating officer attempted to mitigate the issue by suggesting the officer
believed he hed tacit approval by officials positioned above his superiors. Regarding the
unauthorizad conduct of source operations, TRADOC mitigated the issue by suggesting he did
not have sufficient guidance from higher headquarters to apprapriately conduct inteligence
activities. The dfficer eventually received a genera! officer letter of reprimand. .

(2) (U} Subseguently, SAIG-AC completed its investigation, which considered
the results of the DCIS and TRADOC nvestigations, The Inspector General sent a letter o the
TRADOC Commanding General outlining the results of SAIG-AC’s Investigativa findings.
SAIG-AC substantiated four allagations of disobeying direct orders, one allegation of improperly
conducting intelligence operations, and ane allegation of making false official statements 10 a
General Officer. SAIG-10 is coordinating with TRADOC 10 confirm they received the letter, as
well as determine what, if any, actions have been or will ba taken by the command. STATUS:
Open
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d. (U) DAIG-05-037.

(2) (U) The ACCO opened and terminated their case, under case number 421D-
G2X-05-017, afier determining the allegations were not of Cl interest. The ACCO referred the
allegations to the afficar’s deployed unit of assignment and CID in Iraqg for fusther investigation.
Apparently, CiD-Iraq elected not to investigate the allegations. However, the 42" Infantry
Division conducted a cornmand investigation, the resuits of which are outlined in the subsequent
subparagraphs. Since the completion of the command investigation, the officer redeployed
back to his home etation and the 42 (nfantry Division redeployad back to their home station in
New York, ' : :

' ®) (V) eter: The VO determined the afficer used local nationals to
perform interpreter duties, verify information from detainees, and establish rapport with -
detainees. The VO dstermined that the officer’s use of local nationais during interrogations was
consistent with MNF- Policy 05-02 {Inferrogation Paficy) and the officer did not compromise
classified information. While the policy was not fully describad in the command investigation,
feedt;uaqk from the MNC-1 Assistant Inspector Genera! confirms the accuracy of the O's
canclusion. : e e
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{c} {U) Hacking: The IYO concluded that the officer, without authority, accessed
a linguist's Yahoo email account. Contrary to the ¢riginal allegation, the account belongedto a
forsign national, not a US-person, After considering Procedure 5, Electranic Surveillance, AR
381-10, the YO decided that is applicability was "not clear, and this investigation did not aftempt
fo evaluate in depth whether the hacking here violated the requirements of this paragraph
because the hacking was stopped, because nothing ever cams of the hacking and because
Division failed to identily the hacidng as wrongful.” SAIG-10 advised the IO to consider
Procedure 7, Physical Searches, as the appropriate procedure for the questionable acfivity
described. Specifically, paragraph C.4., Procedure 7, AR 381-10, describes the authoritles and
requiremenis for un-consented physical saarches of non-US parsons abroad. SAIG-10 also
determined that the I/O’s rationale for dismissing the hackirg allegation was insufficient because
Procedure 15, AR 381-10, states that Inquiriesfinvestigations must confirm or refule the
sllegation and deiermine whether the activity is consisient with applicable policy. However,
after consulting with the Anmy General Counsel, SAIG-ID detarmined that the hacking allegation
might be a vialation of federal law, specifically tha Electronic Communications Privacy Act of
1988, USC Title 18, Part |, Chapter 119. Therefore, SAIG-IO referred the hacking allegation to
CID for criminat investigation and recommended Ammy-G2 report tha allegation as a possible
faderal crime UP Chapter 18, AR 384-10. CID opened a ariminal investigation under case
number 0048-2006-C10221-50108 (pending).

(3) (U) Upon review of the initisl command investigative product, SAIG-10 noted
other issues requiring resolution by tha NYANG:

{a) (U} First, the IO substantiated a previously unknown allegation that the
ofﬂcef’s “THT impropeny conducted raids without the presence or knowledge of the tesk
force..." However, this allegation was not addressed in the command's legal review or
descnption of corrective actions. SAIG-IO requested NYANG repert the status of the allegation
and comrective actions, as the THT was supposedly under the cfficer’s contrel and the raids
ware presumably in support of intelligenca activities.

®) () Second, the ofﬂoe(s_and the BCT [ allegedly
sanctioned the THT's unauthorized use of alcoholic beverages during saurca oparations, which
violate theater poficies. SAIG-IO requested NYANG report the status of tha allegations and
comrective actions.

(©} (U) Third, the SRS ano i aegedly ussd undue command influence
when they attempted to prevent a witness from reporting the QiAs. SAIG-KO requested NYANG
report the status of this allegation and cormective actions. .

(d) (U) Finally, t was alleged that the officer required his THT members to falsify
mtemgenoe raports. Specifically, the officer would aiways serve as the lead interrogator or
interviewsr, but he required the THT members 1o writa the reports and omi his (officer’s)
presence and participation in the intelligence activity. SAIG-IO requested NYANG report the
status of this allegation and related corective actions. STATUS: Open.

e. (U) DAIG-06-003. According to a Defense Intelligence Agency Inspecior General
(DIAHG) investigation, in February and March 2005, DoD personnel participated in an OCONUS
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bilaterat US -~ Korea clandestine foreign materiel acquisition operation [STABLE POST (U)]
without proper authority. Amang the DoD participanis wers three members of INSCOM. The
DIA-IG dedlared the incident 1o be a QIA under the provisions of DoD Directive 5240.1-R, and
initiated an IG investigation info DIA's role. Upon receiving DIA-IG’s referral, the SAIG-IO
declared INSCOM's alleged participation as a GIA under Procedure 15, AR 381-10, and
compleied a preliminary inquiry in accordancs with tha Deputy The Inspector General’s {DTIG)
directive, SAIG-KO's Report of Preliminary Inquiry (ROPI) was endorsed by The Inspector
Genaral and submitted (o the Army G-2 (DCS-G2), INSCOM-IG, and DIA-IG. The summary of
the ROPI is provided in the following subparagraphs. ,
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f. {U) DAIG-06-009.

(1) (U} On 5 January 2006, INSCOM notified SAIG-I0 that on 8 November 2004
a Cl S/A assigned to the 802d MIG, with duty at the Joint Terrcrism Task Force. Miami, FL
(JTTF-Miami) may have inappropriately collected and reported infornation about a group’s (US-
person) plan to exercise ifs constitutional freedoms of assembly and speech. The information
was reported as a Threat and Local Observance Notice (TALON) and submitied through the
802d MIG to the Cl Field Activity (CIFA) for analysis and entry in the Comersione database.
The report described the group’s plan to convene a meeting titied “Countering Military
: Recruitment, the Draft and Miftary Lew.” The report also described the group's plan to “hold a
‘ workshop and planning meeting to discuss countering US Mifitary recruiting in High Schools, as
well as efforts to assist recruits in getting out of mititary contracts.” On 13 November 2004, the
S/A provided an updated TALON report describing the group’s plans to set up “tables at the
schools in order to perform ‘surveilfance’ on Military recrniers white on campus.” The TALON
report did not indicate the group of planned activities had a foreign nexus. Throughout the
report, the SJ/A generically referred to the US Person as a "group” and a *US Domestic Protest
Group.” However, when reporting the address of the group’s meeting venue, the S/A included
the name of the meeting facility, which contained the name of the group.

. (2} {U) Until racently, the 802d MIG maintained a database of all or some of the
TALON reports submitted by their S/As.” Contrary to an INSCOM staff officer’s guidance, the
802d MIG contends that the S/A's reporting {described above) was not a violation of AR 381-10,
and his caliection activities wera consistent with the 802d MIG’s expanded force prolection
( collection mission, which they base an the following memoranda: FOUO memarandum, Deputy
Secratary of Defanse, 2 May 2003, Subject: Collection, Reporting, and Analysis of Terrorist
Threats to DaD Within the United States; and FOUO memarandum, Office of the Vice Chief of
: Staff. 10 December 2004, Subject: Ammy Implementation Guidance for TALON Suspicious
- Incident Reporting.

{3) (U) On & Janusry 2008, the INSCOM Commanding General diracted the
INSCCOM Inspector General to conduct a special inspection of the TALON reporting systam in
INSCOM, with the following locus: {a) evaluate the strengths and weakness of the existing
sysiem; (b) provide a detailed assessment of 902d MIG's compliance with TALON regulations,
policies and procedures; (¢} determine conflicts or voids in guidance concerning the reporting,
analysis, retention, and dissemination of TALON information; and (d) assess the policies and
procedures for submitting TALON reports directly to CiFA without an intermediate review
pracess by the chain of command.

{4) (U) On 30 March 2008, the Daputy Secretary of Defense (DEPSECDEF)
established an unclassified interim policy memorandum conceming the TALON Reporting
System, Subject: Threats 10 the Department of Defense (DoD). In the memorandum, the
DEPSECDEF confirmed the reporting system shauld only be used to report information
regarding possible international terrorism activities and the Information should be retained in
accondance with DoD 5240.1-R, Activities of DoD Infeliigence Components that Affect US
Persons, December 1982, Second, the interim policy requires that proposed TALON reports
must meet ona of the seven ¢riteria outlined in the memorandum. Third, the Under Secretary *
for Defense (Intelligance) will convene working groups to examine information fusion among
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intelligence, Cl, force protaction, law enforcement and security communities. Fourth, the
ATSD(IO} will conduct annual inspections of the TALON system. Finally, nc later than

12 May. 2008, the lead components from each military department must provide CIFA with
copies of their implementation guidance of the DEPSECDEF's interim policy memorandum.

(5) (U) SAIG-IO will maintein this case as open until the DCS-G2 publishes their
implementing guidance and INSCOM publishes its spedcial nspection results and comrective
actions (as appropriate). The QIA describad in DAIG-08-018, paragraph 3.c. above, is also-
being resolved by the INSCOM *special inspsciion.” STATUS: Open.

g. (U) DAIG-06-011.

(1) (V) On2 March 2008, HQ, Multi-Nationa) Brigade (East) (KFORT), Camp
Bondsteel, Kosovo, notified SAIG-4O that two C S/As assigned to KFORY reportedly consumed
alcoholic beverages during a "source meeting." Following the operational event, the senior S/A
* aliegedly drove a govemment vehicle while under the Influence of alcohol, resulting in an ‘
acciderl. The subsequent Milltary Police (MP) investigation confined the S/As were under the
influance of alcohol when the vehicle was damaged in an accident. Pending the completion of a
command investigation, the S/As were restricted to their barracks, their Badge and Credentials
su:’?ended, and they were removed from the Cl team and placed in different sections within the
task force.

(2) (V) On 8 May 2008, the command investigation also concluded thst the StAs
were urdar the infiuence of alcohal on-duty and that the senior S/A was under the influence of
alcohot when he drove an official vehicle. As a result, the S/As’ credentisls were ssized ang
returned to the central repository at Fort Ruachuca, AZ. Additionslly, the S/As were punished
under Article 15, UCMJ. The senior S/A received a field grade Article 15, and was reduced from
E5 to E4; forfeited $1089 for one month; placed on 46 days restriction; and received 45 days
extra duty, suspended, which will be automatically rernitled if not vacated before 12 July-20608.
The Senior S/A was reassigned to the G2 Operations Section, Task Force Falcon, The junior
S/A received a company grade Articis 15, reduced from E4 to E3; forfeited $394 for one month;
and was placed on 14 days exira duty. Tha junior S/A appealed the decision. but it was denied
because it was determined that the findings of fact and the punishment imposed were supported
by the evidence presented. The junior S/A was reassigned to the HUMINT Analysis
Requiremenits Cell, Task Force Falcon. STATUS: Clesed.

- 7 h. {U) DAIGD6~012. During a 2 March 2006 intelligencs oversight inspection of US
Army Forces Northem Command (ARNORTH), SAIG-IO discovered US-Person forca protection
information in a stored G2-ARNORTH intefligence briefing. The briefing, which was presented
by the G2 to the CG-ARNORTH on 21 February 2008, contained identities of US-Persons,
including a white supremacist group, and their planned domestic activities. An inteliigence
summary from the FBl was cited as the source. The G2 and the DAIG inspectors agreed that
collecting and retaining US-Person foree protection information, without a forsign nexus, is
beyond the scope of the (32's mission and functions. The G2 attributed the viofation to
ARNORTH's immaturs structurse and the staff's vague missions and functions. SAIG-IO found
no other indications of GIA in G2-ARNORTH. On 2 Aprl 2006, ARNORTH reported that 62 - -
personnel were re-trained on procedures outlined in AR 381-10. The Inspector G -
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1 | ' ARNORTH informed SAIG-I0 that the US-Persen information was purgéd from intelligence files
ard they confirmed G2's understanding of their misaion and functions, to include restrictions on
collection, retention and dissemination of US-Person information. STATUS: Closed.

5. (U) OTHER INVESTIGATIONS: The below listed QlAs are subject to Ct or criminal
investigations by ACCO or CID, respectively.

- a (U) NewACCO/CID Investigations: |AW paragraph 15-2.8., reference 1.c., SAIG-IO
will provide updates on the foliowing new cases once they are closed by the CID or ACCO, as

appropriate.
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(U} Closed ACCO/CID Investigations:

o {1} (U) DAIG-04-006, in December 2003, CID reported the QIA of Ml
L interrogators assigned to A Company, 515" M1 Battalion, Bagram Defention Facility (BOF),
Afghanistan; and supporting MP Soldiers assigned to 377" MP Company, US Army Reserve,

i BDF. Allegedly, in Decernber 2002, nurnerous Mi and MP. Soldiers assaulted and mistreated
detainees, resulting in death of one detainee. The alleged abuses by Ml and MP Soldiers were
directly related to the BDF's intarragation activities; therefore tha incidents are considered QlAs.
CID conducied a criminal investigation into the matter (CID case number - 0134-02-ClD 369+
23533} and concluded that the subjects assaulted and mistreated the detainee, and that the

_ detainee died while in BDF custody. The madicat examiner classified tha death as a homicide
and the cause of death was blunt force trauma. However, the supporting Staff Judge Advocate
opined that there was insufficient probable cause to hold anyone criminally responsible for the
death of the detainee. Therefors, numerous Soldiers were fitied with various offenses, including
false official statements, dereliction of duty, and assault and battery. After coordinating with
various commands, CID, and the Cffice of The Judge Advocate General (OTJAG), SAIG-IO
determined the status of comective actions taken against the subjects in this case:

(a) (U) There wss insufficient cause to punish fhe Officar-in-Charge of the BOF
interrogators. [Note: The OIC was also cifed in another detalnee abuse case (DAIG-08-013;
CID Case 0137-02-CID369-23534; see paragraph 5.b(6)} of this report].

(b} (U} The NCOIC of the BOF interrogators has separated from service. As a
result, the cass was referred to the Department of Justice for their action. [Note: The NCOIC
was also citad in another detainee abuse case (DAIG-06-013; CID Case 0137-02-C1D369-
23534; see paragraph 5.b.(6) of this reporf). .

(¢) (U) One MI Soldier is currently pending Court-Martial pfooeedings for
dereliction of duty and assaul consummatad by battery.
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{d) (V) One MP was convicted at a Generat Court-Martial for aggravated
assault, maltreatment, maiming, and false statement. Ha was acquitted of three assault
charges and was reduced to E1.

{e) {U) Three MPs were acquitted.
{) (U) Four MPs receivad latters of reprimand.

(g) (U One MP pled guilty at a Special Court-Martial to assault and faise official
staternent. The Soldier was reduced 1o E1, forfeited of 2/3 pay for four months, and was
confinad for four months.

{h) {U} One MP pled guilty at a Special Court-Martial to assault consummated
by battery and dereliction of duty. The Soldier was reduced to E1, confined for 75 days, and
sentenced to be discharged from service with a Bad Conduct Discharge. STATUS: Closed.

(2) (U) DAIG-D4-007. in Decamber 2003, CID reported the QIA of Soldiers
- deployed in Qaim, Irag. On 23 November 2003, a detainee in US custody died while being
interrogated by MI personnet. CiD conducted an investigation into the matier under case -

o numbser 0027-03-CID679-64969. The investigation identifisd three Ml and five non-M!

L personnel as subjects In the Invastigation. All of the alleged abusive acts were directly related
1o an Intelligence function (intelfigence interrogation), and therefore reportable under the :
provisions of Procedurs 15, AR 381-10. After coardinating with various commands, CID, and
ihe Office of The Judge Advocate General (OTJAG). SAIG-IO detarmined the status of
cormrective actions taken against the subjects in this case: '

(a) (U} An MI warrant officer was convicted at a General Court-Martial of .
negligent homicide and negligent dareliction of duty. He was sentanced to four months
confinement, restriction for 60 days, and forfeiture of $1500 for four months.

(b) (U) An Ml warrant officer raceived an Article 15, UCMJ, not further identified
(NF3).

{c} (W) ©One MI Senior NCO received a lefter of reprimand, NFI.

{d) (U) Punishment under Article 15, UCMJ, is panding against ona non-MI
Soidiet, NFl,

(e} {5} Nao action was taken agalnst one non-Ml warrant officer, two non-Mi
NCOs, and one non-MI civilian, NFI. STATUS: Closed.

(3) (U) DAIG-05-034, On 28 July 2005, INSCOM reparted that a warrant officer
assigned to the 297™ Mi Battalion allegedly kicked a detainee during pre-screening activities at
Camp Sykes (Tall Afar), Iraq. Concems of combat related stress were expressed by the
Warrant Officer’'s command. Repertedly, the Warrant Officer was piaced on agministrative
duties and would not likely retum to interrogation duties with bis ieam. The warrant officer and
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his team received combat sfrass counseling and the command provided refresher training on

interrogation rules, CID investigated the incident under case control number

0110-056-CID389-36749. In October 2005, CiD notifled this office that the detainee abuse

allegation was substantialed and their case was closed. CID's investigative results were .

farwarded to the command for action. The command issued the warrant officer a letter of
primand for b STATUS: Closed.

{6) (U) DAIG-08-013. On 27 January 2008, the Office of the Army General
Counsel provided SAIG-IO with a copy of a report conceming an ongoing CID investigation
{0137-02-CID369-23534). According to the CID investigation, in December 2002, four M1 -
interrogators A Company, 519™ Ml Battalion, BDF, Afghanistan, committed acts of “assault” and
*maltreatment of a person in US custody.” As a result of the abuse, the victim, a BDF detainee,
died of biunt force traumna. Additionally, tha OIC of the Bagram Collection Point, was
investigated for "maltreatment of a peraon in US custody, false official statement, and
conspiracy.” The NCOIC was also investigated for "dersliction of duty and conspiracy”
allegations relatad to the maltreatment and assault incidents. While no one was found o bs
criminally responsible for the death of the detainee, many of the subjects were punished for
related offenses. The folowing outlines the status of actions takan against the subjects:

(a) (U} There was insufficient cause to take action against the OIC, (Note: The
QIC was al30 fisted in DAIG-04-008, paragraph 5.b. above.) o o .
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(b) (U} The NCOIC of the BDF Interrogaiors has separated from ssrvice. Asa
result, the case was raferred to the Department of Justice for thair action. (Note: The NCOIC
was alsq #isted in DAIG-04-0086, paragraph 5.b. above.}

{c) {U) One Soldier pled guilty at a Special Court-Martial to dereliction of duty
and assaulf consummatead by battery. He was sentenced {0 a reduction to E1, forfeiture of $822
for two months, two months confinement, and a Bad Conduct Discharge.

~{d) (U) One Soldier pled guilty at a Special Court-Martial to dereliction of duty
and assault consummated by battery, She was sentenced to a reduction to E4, forfeiture of
%250 for four months, two months confinement, and a reprimand.

(e) {(U) One Soldier pled guilty at a General Count-Martial and was sentenced to
confinement for fivea months and received a Bad Conduct discharge.

{H (V) One Soldier received a letter of reprimand, NFI.

(g} (U) The CID investigative report aisg listed 16 MP soldiers as subjects for
similar prisoner abuse incidents; however, there is no indication that their acts were related to or
in suppon of an intelligence function. Therefare, the MP misconduct allegations are not being
detailed in this repost. STATUS: Closed.

6. (U) ASSISTANCE: SAIG-O confinues to execute a proactive program of assistance,
training, and complmoe activities during the quartar. During the third quarter, SAIG-O
" conducted [0 compfiance inspections and IO assistance to the following organizations:

a, (U) Security and Intelltgenca Division, DPTMS, US Army Garrison (USAG), IMA, Fort
Knox; 18 May 2006,

" b. (U) a. Fort Knox Field Office, 902™ MI Group, Fort Knox, KY; 18 May 2006.
c. (U) G2, US Army Armor Center (USAARMC), Fort Knox, KY; 19 May 2006.

d. {U) Joint Forces Headquarters, KY National Guard; and Headquarters, KY Army
National Guard (KYANG), Frankforl, KY; 20 May 2006.

e. (U) INSCOM Representative, JTTF, Chicago, IL; 22 May 2008.

f. (U) Nerth Central Ay Reserve Intelfigence Support Canter {ARISC}, Fort Sheridan,
IL; 22 May 2006.

g. {U) INSCOM Representative, JTTF, Minneapolis, MN; 23 May 2006.

h. {U) Joint Forces Headquarters, MN National Guard; and Headquarters MN Army
National Guard (MNANG), St. Paul, MN; 24 May 2006.

™ Infa sion, G E
L {U) 34v tfantry Division, MNANG, s:.:au: MN; 24 May 2006. Ej ﬁééggggé @

m
: EFF 845




SAIG-I0 . | |
Subject: Quarterly Intelligence Oversight Activities Report (3rd Quarter, FY 06) (U)

7. (U) Point of Contactis

ALAN W. THRASHER
Major General, USA
Deputy The Inspactor General
CF: .
G2
OTJAG
HELISSFED
~ “ Jui LY
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DEPARTMENT OF THE ARMY

OFFICE OF THE INSPEGTOR GENERAL
1700 ARMY PENTAGON

WASHINGTON DC 28310-1706

SAIG-IO (381-10b)

MEMORANDUM THRU GENERAL COU

FOR OFFICE OF THE ASSISTANT TO THE SECRETARY OF DEFENSE
{INTELLIGENCE OVERSIGHT) [ATSD(I0)]

SUBJECT: Quarterly Intefligence Oversight Activities Report (4th Quarter, FY 06) (U}

1. (U) References:
a. {U) Executive Order 12333, US intelligence Activities, 4 December 1981.

b. (U) DOD Directive 5240.1-R, Procedures Goveming the Activities of DoD
Intelligence Components that Affect United States Persons, December 1982. :

¢. (U) Amy Regulation (AR) 381-10, US Army Infelligence Activities,
22 November 2005.

d. (U), SECRET//NOFORN memorandum, Departrent of the Ammy Inspecior
General (DAIG), 28 July 2008, subject: Quarterly Intelligence Oversught Activities
Report (2nd Quarter, FY 08) (U).

e. {U) Unclassified memorandum, Department of the Ammy Cffice of the Deputy
Chief of Siaff G-2, 15 June 2004, subject: Procedure 15 Reporting in Combined and
Jolnt Task Forces. .

1. (U) AR 20-1, Inspectior General Activities and Procedures, 19 July 2006.

(U) AR 15-8, Procedures for Investigating Officers and-Boards of Officers,
30 September 1996,

DISSEMINATION 1S PROHVBITED : THIS BOCL CONTAINS
EXCEPT AS RIZED BY AR 20-L ) INFORMATION PT FROM "

. . MAPATOKY DISCLOSURE UNDER
WHEN DECLASSIFIED, THIS DOCUMENT BELCOMES FOUO FOIA- HONS NQ 5 & 6 APPLY.
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2 (U) This report provides information on questionabie intelligence activities (QIAs})
processed by the Intelligenoa Oversight Division, US Army inspector General Agency
(SAIG-IO), during the fourth quarter of fiscal year 2608, This report also updates QlAs
reported in previous quarters, and oullines significant intelligence oversight (10}
initiatives within the Department of the Army.

3. (U) NEW REPORTS OF QUESTIONABLE ACTIVITIES: There were seven new
QIA reports during the fourth quarier,

a. (U) DAIG-08-029: On 23 March 2008, the DoD Inspector General (DoDIG)
received an anonymous complaint conceming a Miﬁtaty Intelligence {MIl) officer's
alleged misconduct In the performance of his intslligence duties while he was assigned
to the US Army Task Force (TF) in Kosovo. On 15 June 2006, the DoDIG referred the
case 0 the Assistance Division, US Ammy inspector Genaral Agency (SAIG-AC). On or
about 17 July 2006, after notifying the Intelligence Oversight Division (SAIG-10), SAIG-
AC further refarred the case to the TF Inspector General for resolution (SAIG-AC case
number: DIH-06-8182). The salient polnts of the QIA allegations and status of the
investigation are provided below:

{1) (U} An Ml officer assigned as the TF Counterintelligence Coordinating
Authority (TFCICA), Kasovo, was respoasible for accountability of the TF’s intslligence
contingency funds (ICF). The officer allegedly misused his position as a TF MJ officer
and ICF custodianfagent to travel monthty to Headguarters, US Army Europe
(USAREURY), Heidelberg, GM, under the possibis guise of reconciling the ICF account
with USAREUR. According to the anonymous allegation, the officer’s supervisor .
“finessed things™ 1o make sure the officer was able to spend time in GM with the officer's
wife and the supervisor would “cover” for the officer and say the trips were needed for

“intelligence purpases.”

(2) (V) As an example, the complainant alleged that on Tuesday, 7
February 2006, the officer flew to GM to conduct about four hours of business with
members of the USAREUR G2 staff. During his visit in GM, the officer telephoned his
unit in Kosovo and stated that his schedulad 9 February 2006 retum flight was
cancelled and he would not be able to retum until Tuesday, 14 February 2008. The
complainant further stated that according to USAREUR G3 Aviation Operstions, the 9
February 2006 flight was not cancelled and that there were numerous ather flights
available prior to 14 February 2008. During the officer’s eight-day visit in GM, the wife
vacationed with him, he remained on Temporary Duty (TDY) status and he
subsaquently claimed reimbursements fof travel expsnees and per diem. The
complainant stated that a similar abuse occurred in March 20086,

(3) (U) The TF's command investigation continues and once complete,
~ the TF will report their results to SAIG-AC and SAIG-10. SNG-AC will also prowde a
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copy of the investigative resulis 1o DoDIG, who received the original allegation
anonymously. STATUS: Open.

b. () DAKG-06-032: On 17 August 2006, tha Intelligence Qversight Officer
(100), 850" M! Group (MIG); Belgium, reported the following QlAs of a Sergeant First
Class (SFC) and a Master Sergeant (MSG), COuntenntelhgence (Cl) Special Agents
(S/As) assigned to the Afghanistan Detachment {(ADET), 850" MIG, Kabul, Afghanistan,

(1) (U) On 12 July 2005, the SFC allegedly used ICF ($300-$500) to
purchase an AK-47 assauit rifis from an intebigence source. The SFC used the weapon
on inteliigence missions and he falsified operational reports to conceal the AK-47
purchase. The SFC then terminated contact with the source and recommended no
further attempts be made by ADET personnel to contact the source, presumably to
conceal the iflicit transaction.

(2) (U} On 2 August 2005, tha MSG allegedly used ICF ($600) to
purchase an AK-~47 assauit rifle from an intelligence source. The MSG used the -
weapon on intelligence missions and he falsified operational reports o disguise the AK-
47 acquisition as a “giit” from the source. The MSG may have concealed the
o unauthorizes ICF expenditure by reporting (artificially} inflated source payments over
the course of several meefings with the source. _

(3) (U) The SFC and MSG allegediy conspired with a third person when
they shipped the AK-47 rifics back to their home station (Belgium) via US milkary
aircraft. The locations of the AK-47 rfies are unknown.

(4) (U) The Commander of the 850" MIG notified the Chief of DAMI-CD
(008-62) via email and telephone, Both officials agreed to delay reporting the incident
as a QlA in order fo preserve the integrity of the command investigation, which explains
why this incident was not reported to SAIG-{O until 17 August 2006, The Commander,
650™ MIG, also reported the matier to the local offica of the US Army Criminal
Investigations Division {CID) and a criminal investigation ensued (CID case number
0038-2006-C1D427-52848-7F8A1). The |00 reported that the criminal investigation has
been compieted and the 650% MIG will incorporate CID findings in the command's final
report of QIA, IAW Procedure 15, AR 381-10. STATUS: Open.

c. (U) DAIG-08-033;

{1) (U} On 15 August 2006, the Intelligence and Security Command
{INSCOM) reported the QIA of a Depariment of the Army Civillan (DAC) employee, Cl
S/A, 500™ M! Brigade's Pacific Liaison Detachment (PLD), Tokyo, Japan, The QIA
occurred during a liaison meeting in a Japanese restaurant between Japanese officiats
and PLD members. Representing PLD was the PLD Chief, a Japané’s‘é’hational’ "
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employee, the DAC, and another Cl S/A. During the mesting, the DAC became
intoxicated and used foul language. The two Japanese ofiicials were offended by the
DAC's fack of decorum, causing them to end the meeting and depart the restaurant.
Subsequently, when the PLD Chief attempted to discuss the evening’s mishaps with the
PLD team, the DAC respond violently and assaulted the Chief and the tearn members.
The restaurant employees attempted to quelt the commwotion by restraining the DAC,
removing him from the restaurant and piacing him in a taxi. However, the DAC
managed to jump out of the taxi, grab the PLD Japanese national employea and throw
her on to the sireet. The injuries to all involved were limited to bruises and the PLD
Chief's preliminary assessment Is that the eplsode *wiil not become an intermnational

. incident" PLD's Japanese national employee “appears to have no mtention" of

reporting the matter {o the Japanese police.

(2) (U) The Bngade Commander appointed an AR 15-8 investigating
officer, reported the incident to CID, secured the DAC's Cl badge and credentials, and
placed him on administrative lsave. CID completed their investigation on 30 August
2008 under case number 0041-06-CtD018-7359 [Destruction of Things in General,
Articla 261, Japanese Penal Code (JPCY; Bodily Injury, Article 204, JPC; and Viclence,
Article 208, JPC] and provided the resulits to the command for inciusion in the 15-6
investigation. STATUS: Open.

d. (U) DAIG-06-030, 06-031, 08-034, and 06-035: In addition to the incidents
described in paragraphs 3.a through 3.b. above, thera were five new reports of QIA that
are currently being Investigated by the ACCO or CID. The new ACCO/CID
investigations are summarized in paragraph 5.a. (below). '

4. (U} UPDATES: Updates of QIA cases reported last guarter {reference 1.d.) are
provlded below:

a. (U) DAIG-05-025: In May2005 SAIG-10 Jearned that SAIG-AC received

information from the Defense Criminal Investigative Service (DCIS) alleging misconduct

of an Ml officer performing unauthorized intelligence operations while assigned as the
BB 1= Ammored Division In Irag. The officer was said o have conducted improper
inteligence collection operations in violation of AR 381-172 (S/NF), CFSOALSO (U),
30 December 1984; Defense Intelligence Manual (DIAM) 58-12 {S/#NF), The DoD
HUMINT Management System (U), 30 June 1997; Director of Central intelligence
Directive (DCID) 5/1 {(S/#NF), Espionage and Counterintelligence Activities Abroad (U),
19 December 1984; and varicus V Corps policies dealing with intelligence source
operations. He Is further alleged to have disobeyed direct orders of general officers by
failing to terminate contact with informants and failing to register Informants. Lastly, the
officer allegedly made false official statement when he told a general officer that he had
registéred all of his Human [ntelligence (HUMINT} sources when he knew that hls
statement was falss.
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(1) {U) The officer is currently assigned to US Army Intelligence Center

and School (USAICS), Fort Huachuca. As such, the US Army Training and Doctrine
~  Command (TRADOC) conducied a cormmand investigation, which did not incorporate

the resulis of the OCIS investigation. TRADCC conciuded that the officer failed to
comply with the directives from his superiors, but the investigating officer mitigated the
issue by suggesting the officer believed he had tacit approval by officials pasitioned
above his superiors. Regarding the unauthorized conduct of source operations,
TRADOC mitigated the issue by suggesting he did not have sufficient guidance from
higher headquarters to appropriately conduct intelligence activities.

{2) {U) Subsequently, SAIG-AC completed its investigation, which
considered the results of the DCIS and TRADOC investigations. The Inspector General
sent a lettsr fo the TRADOC Commanding General outiining the results of SAIG-AC's
investigative findings. SAIG-AC substantiated four allsgations of disobeying direct
orders, ane allegation of improperly conducting intelligence operaticns, and one
allegation of making faise official statements to a Generat Officer. The officer received
a letter of counseling from the Commanding General, Combined Arms Center, and a
verbal reprimand from the Commanding General, USAICS. STATUS: Closed.

{2) U} Havmg resolved the original aflegation, the 10 explored why
INSCOM, specifically the ACCO, perceived there o be a vivlation of Article 31(b),
UCMJ. The Invastigating Officer (/O) determined that poor communication between the
SCO and ACCO created the misperception that S/A committed a QIA. When SCO
informed ACCO of the interview plan, SCQ inaccurately described the activity as a “non-
cusfodial sub;ect inferview,” and SCO never informed ACCO that Cl S!A and FBI S/A no..
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longer considered the officer 1o be a subject or suspect in their joint investigation.
Interim ACCO policies are in place to prevent similar miscommunication incidents in the
future. Additionally, the Army-G2 will include unambiguous case control procedures
and outiine Article 31(b) requirements in its new standard operating procedures.
STATUS: Closed.

- {1) {(U) ACCO opened and terminated their case, under case number
421D-G2X-05-017, after determining the allegations wera not of Cl interest. ACCO
referred the aliegations fo the officers deployed unit of assignment-and CID in Irag for
further investigation. CID-Iraq elected not to investigate the allegations. However, the
42™ |nfantry Division conductsd a command investigation, the results of which are
outlined in the subsequent subparagraphs. Since the completion of the command
investigation, the officer redeployed back to his home station and the 42 infantry

" Division redeptoysd back to their home station in New York.

(b) (V) Interpreter: The VO determined the officer used locat nationals to
perform interpreter duties, verify information from detainees, and establish rapport with
detainees. The IO determined that the officer’s use of local nationals during
intgrrogations was consistent with Multi-National Forces-Irag (MNF-1) Policy 05-02
(Intefrogation Palicy) and the officer did not compromise classified information. While
the policy was not fulty described in the command investigation, feedback from the
Assistant Inspector General, Multi-National Corps-Iraq, confirms the accuracy of the
1/0’s conclusion. : joo
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, (c) (U) Hacking: The /O concluded that the officer, without authority,
accessed a linguist's Yahoo email account. Contrary to the ariginal allegation, the
acoount belonged to a foreign national, not 2 US-person. After considering Procedure
5, Electronic Surveillance, AR 381-10, the I/O decided that its applicability was “not
clear, and this investigation did not atempl to evaluate in depth whether the hacking
here viofated the requirements of this paragraph becausa the hacking was stopped,
because nothing ever cama of the hacking and because Division falled to identify the
hacking as wrongful.” SAIG-IO advised the /O to consider Procedute 7, Physical
Searches, as the appropriate procedure for the questionable activity described.
Spacifically, paragraph C 4., Procedurs 7, AR 381-10, describes the authorities and
requirements for un-consented physica! searches of non-UJS persons abroad. SAIG-O
also determined that the 1/0’s rationale for dismissing the hacking allegation was
insufficient because Procedure 15, AR 381-10, states that inquiries/investigations must
confirm or refute the allsgation and determine whether the activity is consistent with
applicable policy. However, after cansulting with the Army General Counsel, SAIG-IO
determined that the hacking allegation might be a violation of federal law, specifically
the Electronic Communications Privacy Act of 1986, USC Title 18, Part |, Chapter 118.
Therefore, SAIG-10 referred the hacking allegation to CID far ¢riminal investigation and
recommended Army-G2 report the allegation as a possible federal crime UP Chapter
16, AR 381-10. CID opened a criminal investigation under case number 0048-2006-
CID221-50109 (pending).

SN

(3) (U) Upon review of the initial command investigative product, SAIG-
10 noted other issues requiring resolution by NGB and/or the NYANG:

{(a} (U) The /O substantiated a praviously unknown aliegstion that the
officer's "THT improperly conducted raids withouf the presence or knowledge of the lask
force...” However, this allegation was not addressed in the command's legal review or
description of corrective actions. SAIG-IO requested NYANG report the status of the
aflegation and comective actions, as the THT was supposediy under the officer’s control
and the raids were presumably in support of intelligence activities.

(b) (V) The officer's ENNNNENRER and the BCT Mllallegedly
sanctioned the THT's unautherized use of alcoholic beverages during scurce
operations, which violata theater policies. SAIG-0 requested NYANG report the status

of the allegations and corective actions.

{c) J) The IR and @llallegedly used undue command
influence when they attempted to prevent a witness from reporting the QlAs. SAIG-0

requested NYANG report the status of this allsgation and corrective actions.

) {d) (V) It was alleged that the officer required his THT members to falsify
- intelligence reports. Specnfoally. the officer would always serve as:thelead: unterrogator~—~ |
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or interviewer, but he required the THT members to wrile the reports and omit his
{officer's) presence and participation in the intelligence activity, SAIG-10 requested
NYANG report the status of this allegation and related corrective actions. Status:

Open.

d. (U) DAIG-06-003. According to a Defense inteiligence Agency Inspector
Qeneral (DIA-G) investigation, in February and March 2005, DoD persannel
parficipated in an OCONUS bilateral US — Korea clandestine foreign materiel
acquisition operation [STABLE POST (U)] without proper authorily. Among the DoD
participants were three mambers of INSCOM. The DIA-IG declared the incident10 be a
QIA under the provisions of DoD Directive 5240.1-R, and initiated an IG investigation
into DIA's role. Upon receiving DIA-IG's referral, the SAIG-10 declared INSCOM's
alleged participation as a QIA under Procedure 15, AR 381-10, and completed a
preliminary inquiry in accordance with the Deputy The Inspector General's (DTIG)
~ directive. SAIG-1O's Report of Preliminary Inquiry (ROPI) was endorsed by The
Inspector General and submitted fo the Army G-2 (DCS-G2), INSCOMHG, and DIA-IG. -
The summary of the ROPI is provided in the following subparagraphs. )
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‘ e. (U) DAIG-06-009.

(1} (U) On 5 January 2006, INSCOM notified SAIG-IC that an 9
. ~ November 2004 a Cl S/A assigned to the 902d MIG, with duty at the Joint Terrorism
' Task Force, Miami, FL (JTTF-Miaml) may have inappropriately collected and reported
‘ ( . information about a group’s (US-person) plan to exercise its constitutional freedoms of
o assembly and speech. The information was reported as a Threat and Local
i Observance Notice (TALON) and submitted through the 802d MIG to the Cl Field
Activity (CIFA) for analysis and entry in the Comerstone database. The report
described the group's plan to convene a meeting titied “Counfering Military Recruitment,
the Draft and Military Law.” The repoit also described the group’s plan to “hold a :
‘ workshop and planning mesting to discuss countering US Miitary recruiting in High
Schools, as well as efforts {0 assist recruits in getfing out of military contracts.” On 15
November 2004, the S/A provided an updated TALON report describing the group's
plans to set up “tables at the schools in order o perform ‘surveillance’ on Military
racrulters white on campus.” The TALON report did not indicate the group or planned
‘ activities had a foreign nexus. Throughout the report, the S/A generically referred to the
US Person as a "group” and a "US Domestic Protest Group.” However, INSCOM
: provided that when reporting the address of the group's meeting venuse, the S/A
| included the name of the mesting facility, which may have contained the name of the
group.

(2) (U) Untll recently, the 902d MIG maintained a database of all or some
of the TALON reports submifted by their S/As. Contrary fo an INSCOM staff officer’s
guidance, the 902d MIG contends that the S/A’s reporting (described abave} was not a
violation of AR 381-10, and his collection activities were consistent with the 802d MIG's
expanded force protection collection mission, which the 802d MIG basad on the
following memoranda: FOUO mamorandum, Deputy Secretary of Defense, 2 May
2003, Subject: Collection, Reporting, and Analysis of Terrorist Threats.to DoD Within
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the Unlted States; and FOUO memorandum, Office of the Vice Chief of Staff, 10
.December 2004, Subjact: Army implementation Guidance far TALON Suspicious
Incident Reporting.

{3) (U) On 5 January 2008, the INSCOM Commanding General directed
the INSCOM Inspector General to conduct a special inspection of the TALON reporting
system in INSCOM, with the following focus: {a) evaluate the strengths and weakness
of the existing system; (b) provide a detailed assessment of 302d MIG's compliance
with TALON regulations, policies and procedures; (c) determine conflicts or voids in
guidance concerning the reporting, analysis, retention, and dissemination of TALON
information; and (d) assess the policies and procedures for submitting TALON reports
directly to CIFA without an intermediate review process by the chain of command.

{(4) (U) On 30 March 2006, the Deputy Secretary of Defenss
(DEPSECDEF) established an unclassified interim policy memorandurn concerning the
TALON Reporting Systém, Subject: Threats to the Department of Defense {DoD). In
the memorandum, the DEPSECDEF confirmed the reporting system should only be
used to report information regarding possible international terrorism activities and the
information should be retained in accordance with DoD 5240.1-R, Activities of DoD
Intelligence Components thet Affect US Persons, December 1982. Second, the interim
policy requires that proposed TALON reports must meet one of the seven criteria
cutlined in the memarandum. Third, the Under Secretary for Defense (Intslligence) will
convene working groups 1o examine information fusion among intelligence, Cl, force
protection, law enforcement and security communities. Fourth, the ATSD(IO) will
conduct annual inspections of the TALON system. Finally, no later than :

12 May 2006, the lead components from each military department must provide CIFA
with copies of their implementation guidance of the DEPSECDEF's interim policy
memorandum, ]

{5) {U) DAIG-OS-OOQ will remain open untit INSCOM publishes its special
inspection results and cotrective actions (as appropriate). The QIA described in DAIG-
06-019, below, is also being resolved by INSCOM "special inspection.” Status: Open.

f. (U) DAIG-D6-019: Accordingto a 27 April 2006 Wall Street Journal (WSJ)
arficle, “Pentagon Steps Up Intslligence Efforts Inside U.S. Borders,” intefligence
analysts' assigned to the $02d Ml Group (MK3), Fori Meade, MD, allegedly collected
and disseminated information concerning participants in a 19 March 2005 anti-war
protest in Akron, OH. The adticle specifically alleged that the MIG’s analysts
downloaded information from activist web sites, intercepted emails and cross-
referenced the information with police databases. The MIG allegedly reported the
ptanned protest to the Akron pofice who, in turn, “fallowed” ths rally. The Akron rally
was sald to be one of seven protests “monitored by the Amy” in March 2005
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On 28 April 20086, after conferring with SAIG-10, INSCOM decided fo resalve the
Issues/allegations in this case {DAIG-06-019) by expanding their ongoing "special
inspection” of the command's implementation and execution of the TALON program, .
which was inltially reported in reference DAIG-06-009 (above). Status: Opan.

g. (U) DAIG-06-022:

{1) {U) In June 2006, SAIG- 10 received nUIMeyous allegatlons conceming
members of the 101% Airborne Division (161% Abn), 4™ infantry Division (4™ D}, and
Operational Datachment-Alpha 386 (ODA-386).. Some of the allegations were non-IO
related and they were referred to SAIG-AC, for action/resolution as appropriate.
Howsaver, many other allegations {outlined below) are considered QlAs requiring .
resolution (AW AR 381-10. The QlAs were referred to the appropriate commands and
SAIG-O continues to oversee the progress of the following investigations, being
conducted under the provisions of AR 158 (reference 1.g.):
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(6) (U) Atter formally briefing the Army-G2, Amy General Counsel, and
The Inspector General, SAIG-IO referred the allegations to MNC-1 and US Army Spedial
Operations Command for resolution. SAIG-O also provided courtesy notifications to
IG-DIA, IG-CENTCOM, and |G-Multi National Forces-Irag (MNFH). :
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(4) {U) Although they had the documented authority to do so, the S/As
never released US-Person information o the KSIS. Information that was shared with
KSIS was, in fact, coordinated with the Chief of Station and appropriately authorized for

reieaso. . .
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(6) {U} The confusion conceming the scopse of and authority for the
interviews was caused by a number of communication problems and personal conflicts
betwean 501 MIB staff officers. Further complicating the authority question was the

fact that the SCO-K Chief was new 1o the 501 MIB ar the Senior Advisor o the
Commander was on leave during the time of the allegations surfaced, No violations
occurted. The commander implemented changes 10 his staff's standard operating
procadures to prevent future communication problems. Status: Closed.

l. (SﬂNF} DAIG-( .
member of the Los Angeles Fleld Office (LAFO), 902d MIG, Joint Forces Training Base
(JFTB), Los Alamitos, CA, hereinafier referred to as Subject-1. Also implicated in the
report are a non-DoD effillated civilian (Subject-2} and a former member of the LAFO
(Subject-3) who is currently assigned 0 a 302d MIG position In Texas. Allegediy,
Subject-1 misused his official status to illsgally acquire class-lli weapons, ammunition,
tactical equipment, and explosives. Subject-2 allegedly ordered and received the - -
prohibited material and defivered the ilems to Subject-1 at the LAFO. Subject-3 is
identified on some of the invoices for the material. Upon receipt of the material,
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Subject-1 took the material to an unknown location. With Subject-1's assistance,
Subject-2's used the material to conduct for-profit training events on the JFTB. Both
DoD and non-DoD personnel received the training. INSCOM also reported the QIAs as
a possible federal crime under the provision of Chapter 16, AR 381-10. Meanwhile, the
Commander of the 9024 MIG initiated a command investigation under the provision of
AR 15-8, reference 1.g. above. STATUS: Open.

5. (U) Q IVESTIGATIONS: The below listed QlAs are part of Cl or criminal
investigations by ACCO or CID, respectively.

a. (U) NewAC D Investigations: IAW paragraph 15-2.e., AR 381-10, SAIG-IO
will provide updates on the following new cases once the cases are closed. -
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6. (U) ASSISTANCE: During the fourth quarter, SAIG-1O conducied 10 compliance’
inspections and IO assistance to the following organizations:

a, (U) Headguarters, INSCOM, Fort Beivair, VA.
b. (U} 1% Information Operations Command, Fort Belvoir

o

{U) Army Central Control Office, Fort Belvolir
d. (U) Army Directed Studies Cffice, INSCOM, Fort Belvoair

. (U) Military Intelligence Reserve Command {MIRC), Ft Belvoir
f. (U) Headguariers, 902d MIG, Fort Meade, MD

g. {U)Amny Ci Center, 502d MIG, Fort Meade

h. (U) 308" M1 Baualion, Fort Meade

1. {U) 310™ M! Battalion, Fort Meade

i. (U) Headquarters, US Army Oparational Actlvfty Fort Meads
k. (U) Headquarters, US Amny Garrison, Fort Meade |

7. (U) Point of Contact is

ALAN W. THRASHER
Major General, USA
Deputy The Inspector General

CF:
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DEPARTMENT OF THE ARMY
OFFICE OF THE INSPECTOR GENERAL
1700 ARMY PENTAGON
WASHINGTON DC 20210+1700

SAIG-I0 (381-10b)

25 January 2008

MEMORANDUM THRU GENERAL L "ARNA

FOR QFFICE OF THE ASSISTW TO THE SECRETARY OF DEFENSE
(INTELLIGENCE OVERSIGHT) [ATSD(10)] .

SUBJECT: Quarterly lntslligehoe Oversight Activities Raport (18t Quarter, FY 07) (U)

1. (U} References:
a. (U) Executive Order 12333, US Inteligence Activities, 4 December 1981.

b. {J) DOD Directive 5240.1-R, Procedures Governing the Activities of DoD
Intelligence Components that Affect United States Persons, December 1982

c. (U) Army Regulation (AR) 381-10, US Amny Intelligence Activities,
22 November 2005.

d. (U} Unclassified memorandum, Assistant 1o the Secratary of Defenss,
8 December 2008, Subject: Annfial Intelligenca Oversight Report to Congress — New
Requirement.

e () Unclessifisd/FOUO memorandum, Cffice of the Director of National Intelligenca,
23 March 2006, Subject: Raquesg for Information and Coordination.

f. (U) SECRET//NOFORN memorandum, Department of the Amy Inspector General
{DAIG), 20 October 2008, Subjact: Quarterly Inldllgence Oversight Activities Report (4th
Quarter, FY 08) (U).

g. (U) AR 20-1, Inspecior General Activities and Procadures, 19 July 2006.

h. (U} AR 15-6, Procedures for Investigaling Officers and Boards, 30 September 1996.

DISSEMINATIONS FROHIBITED THIS DOCUMEBNT CONTAINS

EXCEFPT AS A ORIZED BY AR 20-1. INFORMATION FROM
MADATORY D URE UNDER

WHEN DECLASSIFIED, THIS DOCUMENT BECOMES FOVO. FOIA, EXEMPTIONS NO'S & 6 APPLY.

DERIVED FROM: MULTIPLE SOURCIK (ZAR 3CG/2 NOV 0L INSCOM SCG I80-2/5 Avg 98)
DECLASSIPY ON: XL, X3, X&, X8, X7
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SUBJECT: Quarterly intalligence Oversight Activitles Report (1st Quarter, FY 07) (1)

2. {U) SCOPE OF REPORT: In accordance with references 1.b. - 1.d., and paragraph 3 of
reference 1.e., this report provides information on the following:

a. {U) Questionable intefligenca activities (QlAs) processed by tha Intelligence
Oversrght Division, US Army Inspector General Agancy (SA!G-!O). during the reporting period,
rter. Fiscal Year 2007,

b. (U) Updates on QlAs reported in previous quarters,

: ¢. {U) The results of intaliigance oversight (1O} Inspections and other initiatives
conducted by SAIG-I0 during the reporting period.

: d. (U) Summary of substantive changes to the Army 10 program during the reporting
period.

e, () Summary of any changes to intefligence, counterinteligence {CI), and
intelligence-related policies during the reporting period.

3, Vy m_g__om__qm There were 12 new reports of QIA procassad during this
reponlng period
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¢. () DAIG-0T-003: On 5 Oclober 2008, INSCOM reported the alleged QIA of a US

- Army Staff Sergeant {SSG) Cl Spaclal Agent (S/A), whils attending the Military intelligence {MI)
Baslic Nor~commissioned Officer Course (BNCOC), Fort Huachuca, AZ, from July-August 2006,
In July 2008, the SSG allegediy misused his official pesition when approached a female soldier,
identified himself with his C Badge and Credentials (B&Cs), deceplively suggested he worked
for US Spacial Forces, and solicited har interest in warking in speciat operations on behalf of the
Ammy, without authorify. The soldier agreed and began snswerlng numerous personal
questions, which she assumsd 10 be part of the assessment process. During tha next month,
he provided her training in surveillance and elicitalion techniques (without authority), and they
engaged in a physical relationship. Their relationship ended when he gradusted from BNCOGC
and depariad Fort Huachuca, The SSG's alleged actions are apparent violations of chapters &
and 9, AR'381-20, The Amy CI Program, 15 November 1983, and Procadure 14, AR 381-10
(referenoe1 c). INSOOM initiated a command investigation under the provisions of AR 15-8
(reference 1.h.). STATUS: Open.

d. (U) DAIG-07-004; On 12 October 2008, the US Army Materiel Command (AMC),

Fort Belvolr, reported tha QIA of the G2, USA Aviation and Missiie Command (AMCOM),
Redsione Arsenal, AL. Includedina 20 Septamber 2008 AMCOM Intelfigence Summary
(INTSUM) were references to Texas based US-Person organizations and its possible links to
foreign terrorist organizations, AMC reviewed the matier and concluded that thers was no .
violation because of the foreign terrorism nexus and its potential threat tc AMCOM. AMC cited
the Cl and foreign intalligance (CI/F} categories In Procedura 2, pamagraphs 2-2.¢.'and 2-2.d.,
AR 381-10, to support its conciusion, AMC also cancluded that AMCOM does not have an

" Intelligence collection mission, but as the command's G2, it has the responsibiiity to provide
intelligence support to the commander. In 5o doing, the AMCOM G2 consumas various
intelligencs products, including reperts from INSCOM's Army Cl Center (ACIC), and extracts
threat information of concem 1o the AMCOM community, AMCOM then forwards the ACIC
threat data, a8 INTSUM advisories, throughout the command. AMCOM also adds a
dissemination caveat te {ts INTSUMs that alarts the recipients to the AMCOM-G2's
digsemination authority and it stipulates that AMCOM-G2 is not the originator of the threat
information centained in the INTSUM. STATUS: Closed.

e. {U) DAIG-07-005: On 8 November 2008, tha 543" Ml Brigade, Fort Gordon, GA,
leamed that from 30 QOctober — 3 November 2008, Ci S/As assigned to B Company, 202™ Ml
Battalion, 513" Mi Brigade, conducied a Threat Vulnerability Assessment (TVA) of Fort Gordon,
in support of the Anti-Terrorism/Force Protaction (AT/FP) Officer, US Army Garrison {USAG),
Fort Gordon. The Brigade opined that the S/As may have {ailed to pre-coordinate their activities

UNCLASSIFED womsermomoerr e o




cmmrmores [HUSSFED

SAIG-IO . ‘
i SUBJECT: Quarterly Intelligenca Oversight Activities Repart {1st Quarter, FY 07) (U)

with the Fort Gordon Field Office, 902d Ml Group, which is the only Army C! element chartered
to conduct strategic Ct support activities in the Fort Gordon area. A command review of the
possible Procedure 14 violation revealed the foliowing: The 202d determined that conducting a
TVA of the Fort Gordon instaliation would serve as an excellent training exercise for deploying
S/As, who would be required to conduct TVAs of Farward Operating Bases in Irag and
Afghanistan. The unit obtained consent from the USAG's AT/FP Officer and conducted the TVA
during the 30 October —~ 3 November 2008 time frame. The AT/FP Officer lauded the results of
the TVA and the TVA product was used as a tool to establish the USAG's AT/FP posture. The
unit did nol coordinate with the 802d MIG prior fo conducting the TVA. Once the command
realized B/202d failed to pre-coordinats their gamison activities, the command pravided a copy
) of the TVA resulls to tha S/A in Charge of ihe Field Office. The command confirmed that no
" US-Person coflection ocourred during the conduct of the TVA. n the future, the 202d Mi
Battalion will obiein prior approvals for any CONUS activities from the 802d MIG, 202™ Mi
Battalion leadership, and the Command Siaff Judge Advocate. STATUS: Closed.

I. (U) DAIG-07-006:

) {1) (U) On 31 October 2008, SAIG-IO inspeciors conducted an IO inspection of
the Headquanters, US Army Reserve Command (USARC), Fort McPherson, GA. During the
( ‘ Inspection, the inspectors determined that a USARC G2 staff officer routinely collected and
v retained information from open sources concarmning domestic US-Person prolest groups
axercising thelr freedom of spaecivassembly. There was no indication that the information
containad a foreign nexus or otherwise reprasented a legitimaie force protection threatto the
! US Army. The information was incorporated into the G2's regular Battle Update Briefing (BUB)
to the Commanding General and key leaders. Tha inspectors advised the G2 that the
collection, retention and dissemination of domestic protest Information was considered a
violation of Procedures 2-4, AR 381-10 and required resolution in accordance with Procedure
18, AR 381-10. .

(2) (U) On 1 November 2008, the USARC declared that G2 would restrict its
activities to foreign-nexus threats to USARC and any domastic force protection information
would ba lef! to the USARC Provost Marshal and Forcs Protection Officer, as appropriate. On
16 November 2006, the USARC Inspactor General confinned that the offending domesti¢
information was pirged from the G2 records. USARC IG also confinned that G2 personnel
received refresher IO training. STATUS: Closad. _

g. (U) DAIG-07-007:

(1) (U) On 28 Novemnber 2008, SAIG-I0 received an initial report of QIA from
the Deputy Inspector General, Multi-National Division-Baghdad (MND-B), Iraq. The allegations
cancem unauthorized and/or inappropriate source operations by members of 506" Regimental
Combat Team (RCT), which are possible violations af Army Field Manual (FM) 2-22.3, HUMINT
Intelligance Collector Operations; MNF-I HUMINT CONOP for the Iraqi theatsr of Operations;
the 4" Infantry Divigion's Commanding General’s Intelligance Collection Policy dated 7 June
2005; and Procedure 14, AR 381-10.
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h. (U) DAIG-07-008:

{1) (U) On 28 November 2008, SAIG-10 received an initial QIA report from the
Depuly inspector Ganeral, MND-B. The origina! allegation appeared ta have been reported by
the G2, MND-8, and concarns an unauthorized investigation of a US-Person by the §2, 506"
RCT, In possible violation of AR 381-12, AR 381-20 and Procedures 2 and 14 of AR 381-10.

{2) (U) On 6 Oclober 2008, tho S2 allegedly direcled four subordinate petsonne!
to obtain the personne! files of a Category Il tinguist, a US-Person, who worked on Forward
Operating Base-Rustamiyah. Specifically, the 52 directed his people to “gather as much
avidence as you can gboud thig torp.” (Note: The term *lerp” is military slang for *intarpreter.”)
Thers is no Indication ihat the Investigation was pari of an authorized Cl Investigation, The
MND-B inltiated @ command Investigation to resolve the allegations. STATUS: Open

i. (U) DAIG-07-009: On 12 October 2008, INSCOM, Fort Belvoir, VA, reported the QIA
of two Cl S/As, 524 Ml Batialion, 501 Ml Brigads, Korea. The Military Polica (MP), US
Yongsan, Korea, alleged that the SVAs violated a General Order (Article 92, UCMJ), and
Obstruction of Justice (Artica 134, UCMJ). Allegedly, on 19 November 2006, the MPs, working
with the Korean National Palice, identified two junior Scidiers k1 a drinking establishment in '
ltaewon, Korea {off-base), during curfew hours. When questionad by the MPs, the individuals
identified themselves as an-duty €l S/As conducting an investigation. The MPs stated that one
of the 8/As used his CI B&Cs to assert his official status, which the S/A later denied, Initial
investigation by the MPs determined that the S/As were nct on duty. Both individuals were
apprehended {MPR#01653-2008-MPC338) and transported to the MP Station, US Army-
Yongsan, where they failed aobnety tests. The Soldiers were then processed and released to
gne‘i:dl.lmit. The Commander, 524 MI Battalion, initiated a command investigation. STATUS:

ending :

i- () DNG-O’I-O‘%O:

(1) (U) On 1 Novetnber 2006, the Inspector General, National Guard Bureau
(NGB-IG) conducted an (O inspaction of the 42 Section, Califomia National Guard (CANG),
Sacramento, CA, during which 10 violations were found and comrecied, A US Amy M) First
Lieutenant and an Army MP Sergeant, whe worked as Intelligence analysts in J2-CANG,
collected information (open source and law enforcement), including protest/demonstration
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activities and the names of US-Person protest groups and its members. The information was
retained in 50-called “intelligence summaries” that were allegedly never disseminated. Simiar
information was algo ingluded In briefings labeted “terrorism’ and *terrar orgariizations®, which
were posted on the CANG's intranat. SAIG-I0 contacted NGB-IG and confirmed that CANG’s
errant aclivities were imited to collacting information from apan sources and law enforcement
resources. Thers was no indication that CANG engaged n intefigence operations to gather the
Information. The findings are apparent viokations of Procedures 2-4 and 14, AR 381-10. NGB-
|G corracted the J2 personnel, provided 10 re-tralning, and ensured US-Person/protast
information was purgad from the Intranet and other J2 flesirecords, With the astlstance of

. SAIG-Q and NGB-IG, CANG Is'improving its |O program, will be re-inspecied in 8-12 months,
Mmm its Legal Advisor cantributes 1o the command's 10 training and the daily J2

{2) {U) The above IO viviation is similer to the findings identified in July 2005 by
- SAIG-I0D Jrefer io DAIG-05-030, DAIG-05-031 and DAIG-05-032 In SECRET/NOFORN
memprandum, Department of the Army inspector General (DAIG), 27 Octaber 2005, subject:
Quarterly intelligence Oversight Activities Report (Fourth Quarter, FY 05) {(U)). NGB-IG-
atiributed the new Intidents 1 laek of continuity during senior leadesship tumover (l.e. The
Adjutant Generat, J2) since the 2005 findings. STATUS: Clased.

- K. (U) DAIG-07-014: On 28 Novembar 2008, INSCOM reported the QIA of the 513 M
Brigada’s C| elements deployed in the Southwest Asia area of operations. The Cl elements
routinsly submi tnitial Cl investigative reports.late, beyond the 72 hour time Emit, and may have
been conducting investigative acihity beyond the “Btanding Investigative Authorily,” in violation
of ACCO policies and AR 381:20. The Commandur, 513% M} Brigade, is conducting 8-
commander's inquiry to determing the scope of the problem, responsible Cl elements, and
appropriate corective actions. Key lsaders n the 593 M) Brigade have opined that unrealistic

_ poiicies are contributing fectors bo the Incidents. Speacifically, soma leaders beliova thal the 72-
hour reporting requirement and the "Standing Investigetive Authority” paticy are often too
restrictive in a combat environment. STATUS: Open.

Rl N

:‘ {U) UPDATES: Updates of QIA cases reported iast qQuartar (reference 1.1.) are provided
alow: ..
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(1) (U) ACCQO opened a case and promptly determined the allegations were not
of Clinteresl. ACCO terminated its case (ACCN: 42ID-G2X-05-017} and referrad the
allegations to the officar's deployed unit of assignment and CID in iraq for further mvesﬂgation
as appropriats. CID-kraq elected not to investigate the allegations. However, the 42" infantry
Division conducted the initial command investigation, but the 42 Infantry Division was unable
to resolve all of the allegations. The NGB assumed the responsibility for completing the
investigation.

(2) (U} First, the 42" infantry Division determined the ICF related allegation to
be unsubstantiated, but NGB is reviewing the resuits to ensure the Division appropriatsly
applied AR 381-141(C), ICF (U), 16 January 2004. Second, the allegations associated with the
use of a Category-1 interpretar have been resoived as unsubstantiated, as the use of the
interpreter was determined to be consistent with Multi-National Forces-Irag {MNF-I) Policy 05-02
{interrogation Policy), Also found lc be unsubstantiated were the related allegations concerning
the compromisa of classified mformation to sources and interpreters, While the policy was not
fully described in the commar's investigative report, feedback from the Ageistant inspector
General, Multi-Nationatl Corps-Iraq (MNC-1}, confirms the accuracy of the I/O's concluslon,

Third, after consulting with the Amy General Counsal, SAIG-10 determined that the hacking
allagalion might be a Viclation of federal law, spacifically the Elactronic Communications Privacy
Act of 1988, USC Tille 18, Part |, Chapter 119. Therefore, SAIG-O refetred the hacking
allegation to CID Headquarters for criminal investigation and SAIG-IO recommended the Army-

G2 report the allegation as a possible federal crime under the provisions of Chapter 16, AR 381-

10. CID opened a criminal investigation under case number 0048-2008-C1D221-50109, which
is ongolng. .

(3) (U) Upon review of the :mtial command Investigatwe product, SAIG-IO noted
other issues requiring resclution by NG8:

~ {a) (U} Inthe command investigative report, the O substantiated a praviously
unknown allegation that the ofﬁoer’s *THT improperty conducted raids withou! the presence or
Knowledge of the lask force..." SAIG-IO requasted NGB conflm the status of the aliegation and
report corrective actions, as the THT was supposediy under the officer's control and the raids
were presumably in support of inteliigence activities,

(b) (U) The officer's company commander and the BCT S2 allegedly sanctioned
the THT's unauthorized use of alcoholic beverages during source operations, which violates
thaater policies. SAIG-IO requested NGB repont the status of the allegebons and carrective
actions. .

(c) (U) The commander and S2 ellegadly prevanted a witness from reporting the
QlAs, SAIG-IO requested NGB report the status of this atlegation and cotrective actions.

{¢) (U) It was afiegad that the officer required his THT members o falsify
intelligence raports. Specifically, the officer would always serve as the lead Interrogator or
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interviewer, but he required the THT members to write the activity réporis and omit his (officer's)
presence and paricipation in the infelligence activity. SAIG-(O requested NGB report the status
of this allegation and related corrective actions. STATUS: Open.
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g. (U) DAIG-06-009.

(1) {(U) On 5 January 2006, INSCOM notified SAIG-IO that on 9 November 2004
a Ci S/A assigned to the 802d MIG, with duty at the Joint Tewrorism Task Force, Miami, FL
(JTTF-Miami) may have inappropriately collected and reported information about a group's (US-
person) plan to exarcise its constitutional freedoms of assembly and speech. The information
was reported as a Threat and Local Observance Notice (TALON) and submitted through the
902d MIG to the Cl Fleid Activity (CIFA) for analys(s and entry in the Comerstone database.
The raport described the group's plan to convene a mesting titied *Countering Miitary
Recruitment, the Draft and Military Law.” The report also described the group’s plan to “hold a
workshop and planning meeting to discuss countering US miltaty recruiting in High Schools, as
well as efforts (o assist recrults in getting out of milltary contracts.” On 15 November 2004, the
S/A provided an updated TALON report describing the group’s plans to set up “tables af the
schools in order fo perform ‘surveillance’ on Miiitary recruiters while on campus.” The TALON
report did not indicata the group or planned activities had a foreign nsxus. Thraughout the -
repont, the S/A generically referred to the US Parson as a “group® and a “US Domestic Prolest
Group." Howaver, INSCOM pravided that when reporting the address of the group’s meeting
venue, the S/A included the nams of the mesting facility, which was assumed to contain the
name of the group. Until recentty, the 802d MIG maintained a database of all or some of the
TALON reports submitted by its S/As,

.'ﬁ\;

(2) (U On 5 January 2008, the INSCOM Commanding General directed the
INSCOM Inspector General to conduct a special Inspection of the TALON reporiing. system in
INSCOM, with the following focus: (a) evaluate the strengths and weakness of the existing
system; (b) provide a detailed assessment of 802d MIG's compliance with TALON regulations,
policies and procedures; (¢} determine conflicts or voids in guidance conceming the reporting,
analysis, retention, and dissemination of TALON information; and (d) assess ihe policies and
procedures for submitting TALON reports directly to CIFA without an intermediate review
process by the chain of command. The INSCOM-IG special inspsction is ongoing.

(3) (U) On 30 March 2006, the Depuly Secrstary of Defense (DEPSECDEF)
established an unclassified interim policy memorandum canceming the TALON Reporting
System, Subject: Threats te the Depariment of Defense (DoD). in the memerandum, the
DEPSECDEF confirned the reporiing system should only be used i report information
regarding possible intemational terrorism activities and the information should be retained in |
accordance with DoD 5240.1-R, Activities of DoD Intelligenca Components that Affect US i
Persons, December 1882. Second, the interim policy requires that proposed TALON reports
must rmeaet one of tha saven criteria outlined in the memorandum. Third, the Under Secretary
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for Defense (Inteligence) will convena working groups to examins information fusion amang
intelligenca, Cl, force protection, law enforcement and security communities. Fourth, ATSD{IO)
will conduct annual inspections of the TALON systam. Finally. the lead components from each
miltary department must provide CIFA with copies of their implementation guidance of the
DEPSECDEF'’s Interim policy memorandum.

. {4) (U) DAIG-06-009 will remain open until INSCOM publishes ils special
inspection resulls and corrective actions. The QIA describad in DAIG-06-019, paragraph 4. -
balow, Is also being resolved by INSCOM “special inspection.” STATUS: Open. .

{. (U) DAIG-08-019: According to a 27 April 2006 Wall Street Journal (WSJ) article,
*Pentagon Steps Up intelligence Efforts Inside U.S, Borders,” inteligence analysta’ assigned to

" the 902d MIG, Fort Meade, MD, afiegedly collected and disseminated information conceming
participants in a 19 March 2005 anti-war protast in Akron, OH. The article specifically alleged
that the MIG's analysts downloaded information from ‘activist web sites, intercepted emails and
oross-referenced the information with police databases. The MIG allegedly reported ths
planned protes! to the Akron police who, in tum, “followed” the rally. The Akron rally was said to
be one of seven pratests *monitored by the Ammy” in March 2005. On 28 April 2008, after
conferring with SAIG-1O, INSCOM decided to resoive the issuesfallegations in this case (DAIG-
06-018) by expanding ts ongoing “special inspeclion” of the command’s implementation and
execution of the TALON program, which was iniflally reported in reference DAIG-06-008
(paragraph 4.g. above). STATUS: Open,

k. {U) DAIG-06-020: On & May 2006, INSCOM reported the QiAs of two US Army
Master Sergeants wha were assigned Mi duties. According to AGCO, the two Soldiers
empioyed Polygraph Examination Physical Countermeasvres (PEPCM) during several Cl scope
PEs. The SCO, 9024 MIG, cpened a preliminary Cl investigation {{.CCN: P1-SCO-08-012),
ACCO/SCO closed the investigation on 5 June 2008 after the Scldiers made relevant
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admissions and passed subsequent PES. A summary of the invastigation was provided 1o the
National Security Agency and the Central Clearance Facility (CCF). Both Soldiers racelved
Gengeral Officer Memorandums of Reprimand that were placed in the Soldiers’ officiat military
personnel file. Status: . Closed, :

Il (U) DAIG-08-022:

(1) (U) In June 2006, SAIG-IO received numerous allegations concerning
members of the 101* Airbome Division {101% Abn), 4* Infantry Division (4™ ID), and Operational
Detachment-Alpha 386 (ODA-386), 3™ Spacial Forcas Group, during thalr 2006 depioyment in
Iraq. Some of the allegations were non-{O related and they were referred to Assistance .
Division, US Army Inspector General Agency (SAIG-AC), for aclionfresolution as appropriate.
However, other allegations (outlined below) are considered QlAs requiring resolution IAW AR
381-10. The QlAs were referred to the appropriate commands and SAIG-HQ continues to

~ monitor the investigative progress. (Note; At the time of the alleged incidents, elements of the
4" ID were task organized as a subordinale element of the 101% Abn.)
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(6} (U) After formally briefing the Amy-G2, Army General Counsel, and The
inspector General, SAIG-IO referred the allegations to MNC-1 and US Army Speclal Operations
Command for resolution. SAIG-IO aiso provided courtesy nolifications to IG-DIA, 1G-
CENTCOM, and IG-Multl National Forces-lraq (MNF-1).

(8) (U) An Infantry Officer and hls linguist conducted unauthorized source
operations in violation of Army ragulations and theater policies. One such unauthorized .
operation may have contributed to a source’s death.

(b} {U) An Infantry Officer and his linguist interfered with THT operations, in
viofation of Army regulations and theater polidos

. {€) (V) An Infantry Officer and his linguist conducted unauthorized detention and
interrogation operations, in violation of Army regulations and theater poficies.

{d) (U) Four officers In the 1/187* falled fo report and aecuratety resclve the
QlAs reported to them, in viclation of AR 381-10.

. (@) (U) The remaining aliegations were determined to be unsubstantisted. As a
result of the I/O's substanfiated findings, the Commanding General of the 101° Abn lssued
latters of reprimand to four officers. The officers will also publish a *Company and Baettalion
Commanders Handbook and Guide to HUMINT Operations consistent with lhe recently
published FM 2-22 3, HUMINT Collector Operalions, September 2008." The Divislon G2, who
is not a subject in the command investigation, will supervise the handbook projeci. The
Commanding Genera{ also directed impravement o training and coordination activities to
prevent future incidents.

(8) (U) The 101* Abn's command investigation is closed. USASOC's
investigative report is In draft and under legal review. STATUS: Open

T .
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o. (U) DAIG-06-028. On 29 June 2008, INSCOM reported the QIA of a member of the
Los Angeles Field Office (LAFO), 802d MIG, Joint Forces Training Base (JFTB), Los Alamitas,
CA, hereinafter referred to as Subject-1. Also Implicated in the report re a non-DoD affillated
civillan {Subject-2) and a former member of the LAFO (Subject-3) wha Is currently assigned to a
802d MIG position in Texas. Allegedly, Subject-1 misused his official status to Rlegatly acquire
class-)ll weapans, ammunition, tactical equipment, and explosives. Subject-2 allegadly ordered
and received (he prohibited material end deltvered the items to Subjact-1 at the LAFO, Subject-
3 is identified on some of the invoices for the material. Upon recaipt of the materlal, Subject-1
ook the material to an unknown location. With Subje¢t-1's assigtance, Subject-2 used the
material to conduct for-profit tralning events on the JFTB, Both DoD and non-Dob personnel
recelved the training. The 902d MIG initiated 8 command Investigation and INSCOM reported
the QlAs as a possible federal crime under the provision of Chapter 18, AR 381-10. The results
- of the INSCOM Iinvestigation is provided below: )

(1) (U) Subject-1 viciated Article 107, UCMJ, when he signed numerous
deceptive memorandums on official LAFO letterhead. Some of the memorandums untruthfully
asserted Subject-2's affiliation with LAFO and untnuthfully claimed officlal sponsorship of training
and weapons demonstrations. Addifionally, Subject-1 violated the Joint Ethics Reguiation, and
Arsticle 92, UCM), for *“wrongfully using (his) pesition for the private gain of {Subject-2), a civilian
businessman. Subject-1 received the following punishments: “Forfaifure of $2,000 pay per
month for 2 months. Forfeiture of $1,000 of the firs month and forfolture of $2,000 for the
second month, suspended, lo be automatically remitted if not vacated before 29 March 2007.*
Subject-1 will be reassigned outside of tha 802d MIG, in a non-investigative position.

(2) (U) Subject-2 (non-DoD, private civillan): The Staff Judge Advocate,
INSCOM, submitted a copy of the command investigation to the L.os Angeles office of tha
Bureau of Alcohot, Tebaceo and Firearms (ATF), for its use as ATF deems appropriate.
INSCOM's cover letter to ATF indicated that Subject-1's misconduct may have ‘enabled
(Subject-2) to circumvent or perhaps viciate fadaral statutes and regufations.”
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(3) {U) Subject-3, a former member of LAFO and current member of the 902d
MIG in Texas, receivad a letter of reprimand and a written counseling statement for the following
(similar) offanses. Subject-3 “violatod 31 USC 1342, when he alfowed (Subject-2) to provide
free training to LAFO on at least two occasions.” Subject-3 also made false statsments when
he previously produced latterhead memorandums, with the intent to deceive, requesting
weapons demonstrations for training and possible purchass. STATUS: Closed.

p. (U) DAIG-06-029: On 23 March 2008, the DaD inspecior General (iG-DoD) received
an anonymous complaint concerning an Mi officer’s alleged misconduct in the performance of
his intelligence duties while he was assigned to the US Army Task Farce (TF) in Kosove. On
15 June 2008, the 1G-DoD referred the case fo the SAIG-AC. On or about 17 July 2008, after
notifying the SAIG-10, SAIG-AC further referred the case ta the TF inspector General for
resolution (SAIG-AC case number: DIH-06-8182), According to the initia! report, the officer
allegedly misused his position as a TF Ml officer and ICF custodian/agent to travel monthfy to
Headquarters, US Ammy Europe (USAREUR), Heidalberg, GM, undsr the possible guise of
reconclling the ICF account with USAREUR. It was further alleged that the officer’s supervisor
would conceal the purpese of the trip(s) as official Ml business. The TF's investigation
continues ang once complete, the TF will report Its rasuits to SAIG-AC and SAIG-10. SAIG-AC
will also provide a copy of the investigative results to the IG-DoD. STATUS: Open.

q. (U) DAIG-08-032: On 17 August 2008 the 1O Officer (I00), 650" MIG, Belgium, .
reported the alleged QIA of a Sergeant First Class and a Master Sergeant, Cl S/As assigned 1o
\ the Afghanistan Detachment (ADET), 650" MIG. 1t was alleged that the NCOs used ICF to
' purchase AK-47 assaull rifles from their respective intelligence sources. They allegedly used |
the weapons on inisfligence missions and falsified operational reports to disguise the
purchases. The NCOs tarminated contact with their sources and recommendsd no other ADEY
personnel use the sources for future missions, presumably to conceal the illicit transactions.
Lastly, the NCQOs allegedly conspired with a third person when they shipped the rifles back to
thair home station via US military aircraft. The Commander, 850" MIG raported the matter to
the loca! CID offica and a criminal investigation ensued (0038-2008-CID427-52848-7F8A1).
The CID investigation was closad in August 2008 after detarmining the NCOs appropriately
purchased and shipped replica (toy) rifias. After incorporating CID's investigative findinygs, the
650™ MIG also detarmined the allegations as unfounded. SAIG-(O telephonically contacted the
I(.‘»'k(,)$ agd confirmed that the NCOs did not use ICF to purchase the toy rifles. STATUS:
Closed. : )

r. (U) DAIG-06-033;

(1) (U) On 15 August 2008, INSCOM reported the QLA of a Department of the
Ammy Civitian {DAC) employee, Cl S/A, 500 MI Brigade's Pagific Liaison Detachment (PLD),
Tokyo, Japan. The QA occurred during a linison meeting in a Japanese restaurant with
Japanese officials. Rsepresenting PLD was the PLD Chief, a Japanese national employes, the
DAC, and another C] S/A. During the meeting, the DAC hecame intoxicated and used foul
language. The two Japanese officinis were offendad by the DAC's 1ack of dacorum, causing
them to end the meeting and depart the restaurant, Subsequently, when the PLD Chief
attempted to discuss the evening’s mishaps with the PLD team, the DAC respond violentty and
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assaulted the Chief and the team members. The restaurant employses attempled to queli the
commotion by restraining the DAC, removing him from the restaurant and placing him in a taxi.
However, the DAC managed to exit the taxi, grab the PLD Japanese national employee, and
throw her onto the street. The injuries to all invatved were fimited to brulses and the PLD
Chief's preliminary assessment is that the episode “will nof becorne an infemational incident.”
RPLD’s Japanese national employee *appears {o -have no intention” of reporting the matter to the
Japanese pofice.

(2} (U} The Brigade Commander appointed an IO, reported the incident to CID,
secured the DAC's Cl badge and credentials, and placed him on administrative leave. CID
completed their investigation on 30 August 2006 under case number 0041-06-CID018-7359
[Destruction of Things in General, Article 261, Japanese Penal Code (JPC); Bodily Injury, Article
204, JPC; and Violence, Article 208, JPC] and provided the results to the command for Indusion
in the 15-8 investigation, which is still ongoing. STATUS: Open. )

5. () INSPECTIONS: During the reporting period, SAIG-10 conducted 3O compliance
inspections of the below listed crganizations.

a. {J) US Amy Forces Central Command, Ft. McPherson, GA: Ne findings.

b. {U) US Army Fbrcas Command, Ft. McPherson, GA: No findings.

c. (U) US Ay Garrison (USAG), Ft. McPherson: No findings.

d. (U) USAG, FL Gordon, GA: No fuﬁings.

e. (U} McPhersoh Resident Office, 902d Ml Group, Ft. McPherson: No findings.

f. (U} INSCOM Represantative to the FBI's Joint Terrorism Task Force-Allanta (JTTF),
Aflanta, GA: No findings. : :

g. {U) Hgs, 513" M! Brigade, Fort Gordon; There were no findings.

h. {U} Task Force Lightning, 513" Ml Brigade, Fort Gordon: No findings.

L. (U) 202" MI Battalion, 513" MI Brigade, Fort Gordon: During the inspection of
USAG-Fort Gordon (see paragraph 5.d. abovs), inspactors {dentified a QA incident conducted

by members of the 202™ MI Battalion, which was reporied as DAIG-07-005 in paragraph 3.e.
above.

j. (U) 297™ MI Battalion, 513% Mi Brigade, Fort Gordon: No findings.
k. (U) Gordon Field Office, 902d MIG; Fort Gordon: No findings.
. (U) Headquanters, Georgia Amy National Guard (GAARNG), Atianta, GA: During a

GAARNG briefing, inspectors identified 8 possible QA concerning a subordinate Ml officer’s
(Title 32 status) detail assignment to the FBI-Attanta’s Field Intelligence Group (FIG). When
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asked, the command was unable to cile its authority for what appeared to be supportto a
civilian law enfarcement agency (Procedure 12, AR 381-10), The command and NGB
researched the matter and reporied that its command briefing was misleading. In fact, NGB
reported that the officer was merely working as a Title 32 state liaison officer to the Georgia
information Sharing and Analysis Center (GISAC), a state fusion section located in the federal’
building, NGB and GAARNG report that this {ialson activity Is fully compliant with AR 381-10
and Do0 5§240.1R, does not require approvals pursuant to Procedure 12, and does not involve
collection on US Persons. The inspectors reviewed the officer's stated duties and .
respansibilities and it appears to be in compliance with AR 3B1-10. Future 10 inspections of the
GAARNG should include an on-site inspection of tha GAANG's support to the GISAC.

m. (U) 221st Tactical Exploitation Battalion (TEB), GAARNG, Fort Gillem, GA: No
findings. ‘

n. (U) Headquarters, USARC, Ft. McPherson: There were no training records to
indicate G2-USARC personnel recsived |0 training as required by AR 381-10, At tha time of
the inspection, the Deputy G2 confirmed that G2 personnel have not received 10 tralning. Since
the inspection, the USARC-IG confirmed that G2 personnel completed the requisite 10 training.
Also, inspactors Kentified the QIA of an M| officer assigned o the G2-USARC (see DAIG-07-
008, paragraph 3.1, above).

o. (V) Headquartass, Ml Readiness Command {MIRC), Ft. Gillesm: No ﬂndlngs.

p. (U) Southeast Army Reserve lmelligenoe Support Cenler {SEARISC), Fort Gillem:
No findings. .

q. (U) De&a Company, 345" Ml Battalion [Theater Support Battalion {TSBY)], Fort
Gillem: No findings.

r. (U) 345" Ml Battalion (TSB), Ft. Gordon: No findings.

6. (U) INSPECTION TRENDS:

a. Procedure 14 requires individuals to “conduct activities in accordance with epplicatie
law and policy, including E.0. 12333, as ameanded by EOs 13284 and 13355, DOD 5240.1-R,

. this regulation, and the policy of the appropriate inteliigence disciptine.” The most frequently
reported 1O violatlon is employee (mis)conduct, Procedure 14, AR 381-10, but O reporting does
not reveal sub-trends under this category. in fact, as supported by the content of paragraphs 3
and 4 above, the reports of miscanduct are as varied as the Procedure is broad.

b. (U) Generally speaking, commanders’ 10 programs effectively administer IO training
and identify possible violations, When QlAs surface, commanders rasolve the allegations and
take appropriatd corrective actions. Unauthorized collection of US-Person information or other
inappropriate Intelligence activity is occaslonally reported, but it is not considered a trend, as the
reporiad incidents are isalated and when they do occur the root cause is usually unclear policies
or poor training retention by the vickator.
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c. {U} Since the beginning of combat operations in the Middle East and Amny -
Transformation, there has been a developing trend of non-MI soldiers, normally combal unit
members, conducting source aperations in combat theaters of operation, which Is a viotation of
Army palicies and generally considered dangerous to sources and units relying on sources’
information. This trend ts difficult to quantify accurately because 10 reporting from combat
areas to SAIGH0 is sporadic and SAIG-10 does not have visibifity over Incidents reported by the
Combatant Command to ATSD(IO) or the Joint Staff. The contributing factors to this trend
appear to be the limited number of M| assets; urgent need for tactical intelligence; and combat
leadars' unfamiliarity with intefligence policies and procedures. The Amy’s efforts to increase

* the strength of Mi, particularly Cl and Human Inteliigence, is well known. The US Army

Intelligenca Center and School (USAICS) is also providing training to combat arms officers
during their professional development training. The training is intended to assist combat arms
officers understand Ml assets provided to them as a result of transformation, and introduce
them to the various laws, regulations and procedures goveming the fraining and employment of
Vi assets. ‘

7. (U) JOPROGRAM CHANGES: Aside from ths new reporting requirements outiined in
references 1.d. and 1.e. above, there have been no substantive changes to the Army's 10
program dq;ing the reporting period. '

8. (U) CHANGES TO MI REGULATIONS / POLICIES: The Ammy G2 reported the following
changes to Ml regulations / policies:

a. (U)=8u® memorandum, Army-G2 (DAMI-CDC), 21 October 2006, Subject:

‘Delegation of Authority: The Army G2 delegated to the Commander, 850%™ Mi Group, Supreme

Heatquarters, Allied Powers Europe (SHAPE), the authority to approve nonconsensual physical -
searches of property belonging to non-US Persons outside the US pursuant to a lawful Cl
function. See the anclosed memorandum for additional detalls (Enclosurs 1).

b. (U) =0b® memorandum, Amy-G2 (DAMI-CD), 21 April 2006, Subject: Policy Lelter
on Information-Sharing Regarding Army Ci Investigations Invalving lllicit Technology Transfer,
Tha policy letter directs the ACCO to ensure Anmy Cl elerients inform "cognizant federal .
agencles” (i.e. FBI, Department of Commerce, Department of Homeland Security) of |
appropriate investigative issues (i.e. iliicit tachnology transfer). See the enclosed memorandum
for additional detalls (Enclosure 2). .

¢ (U) OROREFHNOEORN memorandum, Army-G2 {DAMI-CD), 31 October 2006,
Subject: (UJ) Policy for Cl Investigation and Investigative Source Operations Excluded from
Revision of AR 381-47 {(S). In April 2006 the Ammy approved the publication of the revised
AR 381-47(S), US Offensive C! Operaticns, 17 March 2006. The revision replaced the earfier
varsion of AR 381-47(8), US Army Counterespionage Activities, 30 July 1990, The
memorandum introduced in this paragraph reissues policy guidanca that was excluded trom the
revised AR 381-47(S). The reissued guidance indudes policies on Cl investigations,
counterespionage projecis, reporting, and 10, Sase the enclosed memorandum for additional
details (Enclosure 3).
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Encl . ALAN W. THRASHER
as Major Genaral, USA
Deputy The inspactor General
CF:
G2
OTJAG
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DEPARTMENT OF THE ARMY
OFFICE OF TRE DEPUTY CHIEF OF STAFF, G-2
1000 ARUY PENTAGON
WASHINGYON DC 20310-1000

DAMI-CDC T £2 A

MEMORANDUM FOR COMMANDER, 650th MILITARY INTELLIGENCE
GROLUIP, UNIT 21407, P.O, BOX 5700, APO AE 09705

SUBJECT: Dslegation of Authority

1. Reference AR 381-10, U.S. Army Intelligence Activities, 22 Nov 05.

2. in accordance with reference, | delegate to Commander, 650th M| Group
authority lo approve nonconsensual physical searches of property belonging to
non-U.S. persons outside the United States pursuant to a lawful C! function.
This authority may not be further delegated.

3. Approval of thess activities will be granted only for physical searches that
will be conducted in support of authorized NATO deployments, and after a {sgal
review conducted by a supporting U.S. legal advisor. If necessary, an
agreemant may be established with a non-NATQ U.S. Army command far
appropriate legal advice.

4. This authority does rict constitute permission to contravene NATO/Allled
Command directives or applicable international or foreign laws.

5. This authorty remains in effect unﬁl superseded or cancelied.

JOHN F, KIMMONS
Lieutenant General, GS
Deputy Chief of Staff, G-2
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DEPARTMENT OF THE ARMY
OFFICE OF THE DEPUTY CRIEF OF STAFF, G-2
1000 ARMY PENTAGON
WASHINGTON DC 203303000

DAMI-CD e R e

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: Pélicy Letter on Information-Sharing Regarding Amy Cl Investigations
Involving Hiicit Technology Transfer (U}

1. (U) References:

a. (U) DoD Directive 5200.38, Security, Intelligence and Counterintelligence
Support to Acquisition Program Prolection, 10 September 1997,

| _, b. (U} Army Ragulation 381-10, US Amy inteliigence Activities, 22 November
| - 2005

¢. {U) Ammy Regulafion 381-12, Subversion and Espionage Directed agalnst the
US Amy (SAEDA), 15 January 1983.

d. (U) Army Regulation 381-20, Tbe Army Counterintelligence Pragram, 15
November 1993.

e. (U} The National Counterh‘rtelllgence Stralegy of the United States Office of
the National Counterinielligence Executive, March-2005.

2. ==@uy Foreign inteligence services, state-controlled commerctal entities, and
other sub-state actors conduct intelligence operations targeting US Army technologies,
be they classified or unclassified but export-controfied. In the past, these foreign
enlities have exploited jurisdictional gaps between counterintelligence and those federal
agencies charged with countering illicit iechnology transfer. In accordance with above
references, Army counterintelligence has the obligation to conduct investigations and to
develop offensive operations in conceri with the cognizant federal agencies fo counter
attempts fo acquire these lype technologies.

3, (W) On 5 November 2004, the US Altorney General signed an order granting
the FBI concurrent criminal jurisdiction in export maiters with a counterintelligence
nexus, As written, the order designates "the FBI lo lake charge of investigative work in
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DAMI-CD

SUBJECT: Policy Letter on Information-Sharing Regarding Army Cl investigations
Involving lilicit Technology Transfer (L) )

matlsrs relaling to espionage, sabolags, subversive aclivities, and refated matters,
inciuding investigating any pofential violations of the Arms Export Controf Act, the
Export Administration Act, the Trading with the Enemy Acl, or the intemational
Emergency Economic Powers act, relafing fo any foreign counterintefligence matter.”
The Office of immigration and Customs Enforcement (ICE), Department of Homeland
Defense retains its original jurisdiction over matfers reiated to the inisrnational
Trafficking in Arms Regulation (ITAR). The Office of Export Enforcement (OEE),
Bureau of Industry and Security (BIS), Department of Commaerce retains its original
Jurisdiction in regards ta the Export Administration Reguiation (EAR).

4, ¥=9Ee) To leversgo the investigative and operational capabilities of our national-
leve! pariners, the Army Central Control Office (ACCO) will ensure Army
counierintelligence elements inform the cognizant federal agencies in & timely manner

of appropriate investigative issues. Spacifically, ACCO will snsure that the FB8I receives

either a Request for Assistance (RFA) or a Summary of Information (SOI) in alt
instances of illicit technology transfer. in instances where there is a potential violation
of the EAR, ACCO will also ensure OEE receifves an RFA and/ar SOI. In those
instances where there is 8 potential violatlon of the ITAR, ACCO will ensure ICE
recsives an RFA and/or SOI. In those instances, where facts are insufficient to
determine if the incident violates the fTAR or the EAR, ACCO will ensure both OEE and
ICE receive the appropriate documents.

5. (=OE®) Ii is the responsibllity of the ACCO to ensure Army counterintafligence
elements monitor the status of incidents reported to FBI, ICE and OEE uniil resolved. |p
instances involving targeting of Army technologies where FBI, ICE, and/or OEE defer -
operational interest, it is the responsibility of ACCO to ensure Ammy countarmtelﬁgence
elements exercise their responsibliities 1AV AR 381-12, SAEDA.

6. ¥ewe®) OCONUS Cl elements will also cooperate, where appropriate, with host-
nafion counterintelligence/security elements to counter third-country targeting and ficit
transfer of US and/or NATO technologies workiwide. ACCO wil! encourage OCONUS
Cl elements to engage host-natlon C! elements in identifying third-country threats to
Army technologies, and will conduct combined investigationsf/operations to counter
those threats. Ininstances where CCONUS Cl elements open bilaterai investigations
with host-nation services, ACCO shall inform and update ICE, OEE and FBI
headquarlers as necessary.
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SUBJECT: Policy Letter on Information-Sharing Regarding Army Cl invesligations
Involving Hiicit Technology Transfer (U)

7. (U) The HDA ocs G-2 point of contact Is NS

telephone. RS g and emall:

' r,_gw\'”k?md Wl r
J JOHN F, KIMMONS
Lieutenant General, GS
Deputy Chief of Staff, G-2

DISTRIBUTION:

ASSISTANT SECRETARY OF THE ARMY (ACQUISITION
LOGISTICE AND TECHNOLOGY)

US ARMY MATERIEL COMMAND

DEPUTY CHIEF OF STAFF, G-3/5/7

DEPUTY CHIEF OF STAFF, G4

DEPUTY CHIEF OF STAFF, G-6

DEPUTY CHIEF OF STAFF, G-8

US ARMY INTELLIGENCE AND SECURITY COMMAND

CF.
DAMI-CDC
DAMI-CDS
DAMI-CDD
PROVOST MARSHAL GENERAL
COR, CID
FBIHQ
CIFA (RTP}
NCIS HQ
AFQSI| HQ
0SD (C!&S)
ICE HQ
OEE HQ
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DEPARTMENT QF THE ARMY
OFFICE OF THE OEPUTY CHIEF OF STAFF, G-2
1000 ARMY PENTAGON
WASHINGTON, DC 203101000

31 04086

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: (U} Pdlicy for Counterintslligence Investigations and Investlgatlve
Source Operations Excludad from Revision of AR 3814748

1. (V) References:

a. (U) AR 381-12, Subversion and Espionage Directed Against the US Army,
15 Jan 93.

L b. (U) AR 381-20, The Army COuntetiniemgence Program, 15 Nov 83,

¢. (V) AR 381-47 (S), US Army Counteresplonage Activities, 30 Jul 90.
. d. (U) AR 38147 (8), Offensive Counterintelligence Operations, 17 Mar 06.

2. (U) Memorandum, Under Secretary of Defsnse for Intelligence, 18 Jul 03,
subject: Reporting Significant Counterintelligence Activity, -

f. (U) Secret Memorandum, DCS G-2, DAMI-CI, 27 Aug 04, subject: Inferim
Guldance for Counterintelligence Operations, Projects, and Callection.

2. (U) Effective {7 Apr 06, a major revision 1o AR 381-47 was approved for
publication by the Administrative Assistant to the Secretary of the Army.

3. (U} Reference 1¢ included policy on counterinteltigence investigations in
Chapler 4, counterespionage projects in Chapter 5, and reporting and intelligence
oversight in Chapter 6, all of which was excluded from the revision of AR 38147,

DEAWED FROM; DaoDi G-5249,08

UNCLASSIFIED WHEN SEPARATED
DAYE OF SOURCE: T Dsc 05
REASON: 1.4dc) FROM CLASSIFIED ENCLOBURE

DECLASSIFY ON: 1 Jun 2031
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SUBJECT: (U) Policy for Counterintalligence Investigaions and Investigative Source
Operations Excluded from Revision of AR 381-47,

4. {U) The enclosure relssuss that policy whlch will confinue in effect untit
superseded or rescinded.
5. (U) This policy supersedas reference 1f.

6. (U) This poficy has been reviewed for legal sufficlency by the Office of The
Judge Advocats Gsneral and the Office of the Army General Counset.

he Office of of Staff, G-2 point of contact is
kE DAMI-CDC, ¢ SIPRNET e-malt:

o DT eoR
- Enclosura ANT. KIMMO
o Lieutenant Generai, GS
' ' Deputy Chief of Staff, G-2

. DISTRIBUTION:
' US ARMY CENTRAL COMMAND
US ARMY FORCES COMMAND
US ARMY EUROPE
US ARMY PACIFIC
EIGHTH US ARMY
US ARMY SOUTH
US ARMY SPECIAL OPERATIONS COMMAND
US ARMY INTELLIGENCE AND SECURITY COMMAND
650TH MILITARY INTELLIGENCE GROUP
US ARMY INTELLIGENCE CENTER AND FORT HUACHUCA
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Policy for Counterintelligence Investigations and Investigative Source
Operations {U)

1. (U) Purpase. Thig policy sets forth the standards, responsibilittes, and approval
_ praceduras for Cl investigations, subjec! interviews, investigative source operations,
| and Gl projects excluded from the revision of AR 381-4 7@ Bfiensive

' Counterintslligence Operations (U), 17 Mar 06.

2, (U} Applicability. This policy applles to those Cl units in the active Army, the
Army National Guard, and the US Army Reserve with a lawful mission to fmplement
the activilies defined herein,

.

3. (U) ClInvestigations.

' a. {U) The Amy Ci Coordinating Authority (ACICA)(formerly ACCQ) has the

b authority to assume direct control of a Cl investigation and to task directly down to
the Cl field or resident office level on alt full fieki Ct investigations and other

o investigations, as required. ,

b. (U) Cl field elements are not only authorized, but enjoined, to resbond
directly to the ACICA when so tasked,

c. (U) The Theater Cl Coordinating Authority (TCICA) and/or the chain of
command will be information addressess on any direct tasking from the ACICA,

d. (U) Cl elements in receipt of repens rendered under AR 381-12 will continue
to comply with the requirements of para 3-4b, AR 381-12.

e. {U) INSCOM will continue to maintain one or more Cl specialized mission
units capable of implementing complex and sensitive Cl Investigative activity,
including special investigative tschniques, physical and technical surveillance,
coltection of evidence, and cyber forensics. These elements will be prepared on
order to deploy worldwide when directed by Commander, INSCOM, the Army G-2X
or the DCS, G-2.

. (1) The ACICA will ensure that the reporting of significant C! aclivity to the
DCS, G-2 is accomplished In accordance with the criterla speclfied by reference 1e.
The ACICA will provide detailed briefings on a monthly basis 10 the DCS, G-2 on
significant Cl investigations and those otherwise identified by the DCS, G-2 as
noteworthy. The ACICA will also respond to DCS, G-2 requests for detalled
summaries on Cl Invastigations {or the purpose of advising senior DA and DoD
officials of signflicant developments.
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Policy for Countérintelilgence Investigations and Investigative Source
Operations {U)

g. (U) Reports fram othar US and foreign govemment agencies regarding
known or suspected espionage or lerrorism will be referred to the ACICA promptly.
No invastigative action will be taken If such action might compromise another
agency's sources or methods, When the source agency requests that
dissemination of the report ba restricted, the Ci Agent should advise the agency
that the information must, at a minimum, be reported to the ACICA. :

h. (U) When a Cl scope polygraph examination surfaces an Indication of
possible espionage, terrorism, ot other matters of Cl interest, the polygraph element
will refer the matter in a limety manner to the ACICA for a follow-on Cl investigation,
‘ if eppropriate. The ACICA will ensure that any follow-0n investigation is conducted

© expeditiously,

i. (U} Upon completion of investigative activity, Cl alameanis will prepare a
Report of Investigation (ROI). The RO! will be prepared on any investigation which
‘o exceeds the scope of focal and mifitary agency chacks and the Interviaw of the
] o _ original source. The RO! will include a concise and complate recerd of all
investigative activity accomplished. The ROI will Include those actions taken fo
confirm or refute the original report and any legal or administrative actions taken as
| a result of the invastigation. The TCICA will transmit alt investigative files and
reports to the ACICA along with the ROL.

| j- (U} The ACICA will review ROIs to ensure that all appropriate lsads have

\ been pursued. The ACICA may direct further investigative activity, if nacessary,

i ' The ACICA will forward the original coples of all reports and the ROI to the US
Amy Investigative Records Repository (USAIRR) for archiving.

i ‘ 4. (U) Subject interviews. Interviews of subjects of Cl investigations are

, conducted to afford sublects the opportunity to refute, explain, darify or mitigate
allegations of espionags, terroriem, and other national security crimes. Cl Agsnts

’ will not conduct, participats in, or witness subject interviews conducted by other
agencies unless expressly spprovad by the ACICA. In addition to approval by the
ACICA, proposals to conduct or participate in subject interviews will be reviewed in
advance by a staff judge advocate (SJA) or other appropriate legal counsel.

a. (U) If the subject is an active duty Soldier, a retiree, an Atmy reservist, or
member of the Army National Guard (hereinafter referred to as service members)
under Army Cl investigative jurisdiction as specified in paragraphs 4-2c and d, AR

IRCLASSFED -
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Polley for Countarintalligence lnvestigations and [nvestigative Saurce
Operations (U)

381-20, and Is suspected of having committed a crime or an offense under the
Uniform Code of Military Justice (UCMJ), he will be advised of his rights under
Asticle 31b, UCMJ, prior to tha onset of the interview, The subject wili be asked to
exacute a DA Form 3881, Rights Waming Procedure/Walver Certificate,
subsequant to the rights warning ang prior to the commencement of the interview.
Should the subject invoke his Adticle 31(b) rights, the Interview will be terminated or
suspended until the subjact hag consulted with a Iawysr. At the conclusion of the
intarview, provided that the subject has walved his rights, he will be asked to
execute a sworn statement which will include all information that the subject
pravided during the interview, either in narrative form or question and answer form.

b, (U} CI Agents may nof participate In or withess subject interviews conducted
by another agency of service members who are suspected of an offense or crime
under UCMJ; uniess the service member is advised of his rights under Article 31{b),

as specified above.

c. (U) Interviews of service members not suspected of a crime under the UCMJ
are normally not preceded by the rights waming. If, during the conduct of such an
interview, 8 service member makes Incriminating statements which may be
indicative of a crime under the UCMJ for which Army Cl has investigative
jusisdiction in accordance with AR 381-20, the Agent will suspend the interview,
The Agent will then advise the intarviewee of his rights under Article 31(b). If tha
N interviewee has consented on DA Form 3881 to procesd without & lawyer present,
the Agent may continue the infervisw. Hf tha searvice membar invokes his rights
under Article 31(b), the Agent will pose no further questions and will provide the
subject the opportunity o consult with a lawyer. In cases where a service mamber
discloses incriminating information about offenses outside of Army Cl investigative
jurisdiction, the Agent will consult with a legal advisor prior to execuiing a rights
advisory and proceeding with the interview.

d. {U) Army Cl Agents may either conduct or participate in non-custodial
interviews of civilian subjects who are either under Army Cl investigative jurisdiction
or who are the focus of an approved joint investigation. Non-custodial interviews of

. chvilign subjects do not require a rights warning before the onset of the Intendew,
and, if the subject incriminates himself during the course of the interview,
queslioning may continue without a rights adylsement.
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Poficy for Cdunterintemgence Investigations and investigative Source
Operations (U}

8. {U) in the conduct of joint investigations of civilian subjects or in coordination
with those agancies having jurisdiction, C! Agents will ensure that, if the intetview is
custodial or it is otherwisa legally appropriate, these subjects are advised of their.
rights under the Fifth Amendment to the Constitution of the US. The subject will be
asked to execute a DA Form 3881, Rights Warning Procedure/Walver Certlficate
{or lts equivalent), subsequent to the warning and prior fo the commencement of
the interview. Should the subject invoke his Constitutional rights, the interview wit
be terminated or suspendad untij the subject has had the opportunity lo consult with
a lawyer. Atthe conclusion of the inferview, provided that the subject has waived
his rights, he will be asked to execute & sworn statement which wilt include all
information that the subject provided during the interview.

5. (U) CiInvestigative Source Operations.

a. {U) Role Players.
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Policy for Counterintelligence Investipations and Investigative Source
Operations (U)

b. (U) Investigative Access Agents.

(2) (U) CISOGs proposing the use of Investigative access agents will be
approved by Commander, INSCOM, or his single designee. CISOCs proposed by
the 650th M1 Group will be approved by the Suprerme Allled Commander, Europe
(SACEUR) of his single designés.
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Policy for Counterintelligence Investigations and lnvestfgativo Sourca
Operations (V)

8. {U) Cl Projects.

b. (U) CI projects will be implemented based on the subrnisslon and approval of
3 CISOC by Commander, INSCOM or his single designes, and the Deputy Chlefs
of Staff, G-2, USAREUR, ARCENT, EUSA, USARPAC, and USARSO for projects
in their areas of responsibility. These officials may delegeta approval authority lo
Mt brigade or group commanders. CISOCs proposed by the 650th Ml Group will ba
approved by the SACEUR or his single designee. The DCS G-2, USASOC, may
apprave Cl projacts proposed by subordinate Cl elements.

c. {U) Coples of these CISOCs will be forwarded through the ACICA 10 the
DCS, G-2 for review and ragistration within three working days of approval by those
officials designated in paragraph 8b, above.

d. {U) Cl organizations conducting invastlgative source operations and Cl ) :
projects will ensure that all relavant reporting goes 1o the ACICA. Cl organizations i

R SECRET/NOFORN-
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Policy for Counterintelligence Investigations and Investigative Source
Operations (U)

will send a monthly summary to the ACICA on the progress of the operation and will
report via e-mail immediately upon the occurrence of any significant activity.

7. (U} The ACICA will .-

a. (U) Exercise authority over the coondination and operational direction of alf
Cl investigative source cperations and C) projects in the Army.

b. {U) Coordinate source oparations and Cl projects with othef government
agencies at the national |ave!.

¢. (U) Ensure that any techiniguss and procadures employed in the
Implementation of source opsrations and Cl projects are consistent with AR 381-10,

US Army Intelligence Activities.
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DISSEMINATIONAS PROHIBITED

| WHEN DECLASSIFIED, TUIS DOCUMENT BECOMES JOUO.

Uisspy

DEPARTMENT OF THEARMY . " .

OFFICE OF THE INSPECTOR GENERAL o T e
1700 ARMY PENTAGON

WASHINGTON 0C 20310-1700

MEMORANDUM THRU GENERAL COUNSEL, AR

FOR OFFICE OF THE ASSISTANT TO THE SECRETARY OF DEFENSE
(INTELLIGENCE OVERSIGHT) [ATSD(I0)]

SUSJECT: Quarterly Intelligence Oversight Activities Report (1% Quarter, FY 08) (U)

1. (U) References:

a. (U) Executive Order 12333, US Intelligence Aclivities, 4 December 1981, as
amended.

b. (U) DoD B240.1-R, Procedures Goveming the Activities of DoD Intelligence

 Components that Afflect United States Persons, December 1882,

¢. {U) DaD Directive 5240.1, DoD InteNigence Activities, 27 August 2007,
d. (U) Army Ragulation (AR) 381-10, US Army Intelligence Activities, 3 May 2007.

¢. (V) Unclassifled memorandum, Assistant to the Secretary of Defenée.
8 December 2008, subject: Annual lnteiligence Ovarsight Report to Congress — New
Requirement,

f. (U) Unclassified//FOUO memorandum Office of the Director of Natjonal Intelligence,
23 March 2006, subject: Requast for information and Coordination.

g. (U) SECRET//NOFORN memorandum, Department of the Amy lnspector General
{DAIG). 30 October 2007, subject: Quarterly intelligence Oversight Activities Repert (4™
Quarter, FYY 07) (U).

h. (U) AR 20-1, Inspactor General Activities and Procedures, 1 February 2007,
I {U) AR 15-8, Procedures for Investigating Officers and Boards, 30 Septernber 1996.

THIS DOCUMENT CONTAINS
INFORMATION FROM
MADATORY 0 URE UNDER
FOIA. EXEMIFTIONS NS & 6 APPLY.

FXCEPT AS AUTHORIZED BY AR 20-1.

DIRIVED FROM: MULTIPLR SOURCES, (ZAR SC(¥22 NOV 02; INSCOM SCR 380-2/5 Log $8)
Dl:CLASS(FY ON: X1,X3, XS, X6, X1
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