Department of Energy
Washington, DC 20585

November 17, 2009

Mr. Nathan Cardozo
Electronic Frontier Foundation
454 Shotwell Street

San Francisco, CA 94110

Dear Mr. Cardozo:

Re: FOIA-2009-000468

This letter is in response to the request for information that you sent to the Department of Energy
(DOE) under the Freedom of Information Act (FOIA), 5 U.S.C. § 552, dated June 19, 2009
(FOIA-2009-000468). You requested the following documents:

D

2)

3)

4)

5)

6)

7)

All reports submitted to the Intelligence Oversight Board (“IOB”) pursuant to Section
2.4 of Executive Order 12863 from February 25, 2008 to February 29, 2008.

All reports submitted to the IOB or the Director of National Intelligence (“DNT”)
pursuant to Section 1.7(d) of Executive Order 12333 from February 29, 2008 to the
present,

All reports of any assessments or reviews of intelligence activities by the President’s
Intelligence Advisory Board (“PIAB™) to DOE pursuant to Sec. 4a)(1) of Executive
Order 13462 from February 29, 2008 to the present.

All recommendations concerning intelligence matters identified by the PIAB to DOE
pursuant to Sec. 4(b) of Executive Order 13462 from February 29, 2008 to the present.

All reports and recommendations by the 10B to DOE pursuant to Sec. 6(c) of
Executive Order 13462 concerning the performance of DOE under Executive Order
13462 from February 29, 2008 to the present.

All records containing information and all recommendations for corrective action
submitted by the IOB to DOE pursuant to Sec. 6(d) of Executive Order 13462 from
February 29, 2008 to the present.

All requests for investigations of intelligence activities by the IOB to DOE and reports

by DOE to the IOB of the results of those investigations pursuant to Sec. 6(e) of
Executive Order 13462 from February 29, 2008 to the present.
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8) All reports made by DOE to the IOB or PIAB pursuant to Sec. 8(c) of Executive Order
13462, concerning the reasons for not implementing a PIAB or IOB recommendation
from February 29, 2008 to the present.

Your request was assigned to the Office of the Inspector General (IG), the Office of the General
Counsel (GC), and the Office of Intelligence and Counterintelligence (IN) to conduct searches of
their files for responsive documents. A search of GC produced no responsive documents. A
search of the files of IN for documents responsive to your request produced 5 documents. These
documents are being produced in their entirety. IG will respond to you directly in a separate letter.

Pursuant to 10 C.F.R §1004.8, you may challenge the adequacy of this search for responsive
documents by submitting a written appeal to the Director, Office of Hearings and Appeals,
L’Enfant Plaza Building, U.S. Department of Energy, 1000 Independence Avenue, SW,
Washington, DC 20585-1615. You should submit the appeal within thirty (30) calendar days of
receipt of this determination.

The written appeal, including the envelope, must clearly indicate that a Freedom of Information
Act appeal is being made. The appeal must contain all the elements required by 10 C.F.R. §
1004.8 to the extent applicable. Judicial review will thereafter be available to you in the U.S.
District Court (1) for the District of Columbia, (2) for the district where you reside, (3) for the
district where you have your principal place of business, or (4) for the district where the DOE
records are located.

I appreciate the opportunity to assist you with this matter. If you have any questions, please
contact Pamela Simmonds at (202) 586-5525.

Sincerely;

A

Deputy General Counsel for
Environment and Nuclear Programs

Enclosures
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Department of Energy
Washington, DC 20585

0cT 80 2008

The Honorable Stephen Friedman

Chairman

Intelligence Oversight Board

Room 5020, New Executive Office Building
725 17" Street, NW

Washington, D.C. 20303

Dear Mr. Friedman:

This letter responds to requirements set forth in section 8(b)(i)(A) of Executive Order 13462,
“President’s Intelligence Advisory Board and Intelligence Oversight Board™; section 1.6(c) of Executive
Order 12333 (dated July 31, 2008); and the Criteria on Thresholds for Reporting Intelligence Oversight
Matters and Instructions Relating to Formatting and Scheduling, issued jointly by the Director of
National Intelligence and the Chairman of the Intelligence Oversight Board on July 17, 2008.

For the period July 1% through September 30™, 2008, no Department of Energy or National Nuclear
Security Administration intelligence activity has come to my attention that I have reason to believe was
unlawful or contrary to executive order or presidential directive.

Pursuant to guidance previously provided by the Intelligence Oversight Board, this quarterly report is
not considered an agency record and is the property of the Board. This report is not to be
disseminated without the Board’s consent. A copy of this report also is being provided to the
Director of National Intelligence.

Please contact Elizabeth Vaden of my staff on 202-586-8756 if we can provide any further
assistance.

/ Rolf Mcm att- Larssen
d D1rect0r
Ofﬁce of Intelligence and

“Tounterintelligence

cc: Director of National Intelligence
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Department of Energy
Washingten, DC 20585

APR 13 200

Mr. Homer Pointer

General Counsel

Intelligence Oversight Board

Room 5020, New Executive Office Building
725 17" Street, NW

Washington, D.C. 20503

Dear Mr. Pointer:

This letter responds to requirements set forth in section 8(b)(i)(A) of Executive Order 13462,
“President’s Intelligence Advisory Board and Intelligence Oversight Board”; section 1.6(c) of Executive
Order 12333 (dated July 31, 2008); and the Criteria on Thresholds for Reporting Intelligence Oversight
Matters and Instructions Relating to Formatting and Scheduling, issued jointly by the Director of
National Intelligence and the Chairman of the Intelligence Oversight Board on July 17, 2008.

For the period January 1 through March 31%, 2009, no Department of Energy or National Nuclear
Security Administration intelligence activity has come to my attention that I have reason to believe was
unlawful or contrary to executive order or presidential directive.

A copy of this report also is being provided to the Director of National Intelligence.

Please contact Su Frey of my staff on 202-586-5625 if we can provide any further assistance.

Wef

orgia

Acting Director

Office of Intelligence and
Counterintelligence

Sincerely,

cc: Director of National Intelligence
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Department of Energy
Washington, DC 20585

JUL0 7 2008

Mr. Homer Pointer

General Counsel

Intelligence Oversight Board

Room 5020, New Executive Office Building
725 17" Street, NW

Washington, D.C. 20503

Dear Mr. Poinier;

This letter responds to requirements set forth in section 8{(b)(i)(A) of Executive Order 13462,
“President’s Intelligence Advisory Board and Intelligence Oversight Board”; section 1.6(c) of Executive
Order 12333 (dated July 31, 2008); and the Criteria on Thresholds for Reporting Intelligence Oversight
Matters and Instructions Relating to Formatting and Scheduling, issued jointly by the Director of
National Intelligence and the Chairman of the Intelligence Oversight Board on July 17, 2008.

For the period Aril 1¥ through June 30", 2009, no Department of Energy or National Nuclear Security
Administration intelligence activity has come to my attention that I have reason to believe was unlawful
or contrary to executive order or presidential directive.

A copy of this report also is being provided to the Director of National Intelligence.

Please contact Rose Duval of my staff on 202-586-4900 if we can provide any further assistance.

Sincerely,

Office of Intelligence and
Counterintelligence

cc: Director of National Intelligence
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FOR OFFICIAL USE ONLY

VIR OF THE DIRECTOR OF NATIONAL INTEILLIGEN
INSELOTOR GRENERAL

By s o DGR
July 25, 2008

MEMORANDUNM FOR: IC Inspectors General und Intelhigence Oversight Reponimg
Offices

SUBIECT: Reparting on Intelligence Oversight Matters

On July 21, 20080 1 breted Intethgence Comminuy leaderns (EXCOM) on the [Cs modiiie
Intefhigence Oversight Program called for in recently issued Executive Order 12462 In
covrdination with e Preadent’s Intelhigence Oversight Board (JTOB 1 the DINT 18 developing
reporting und vomphiance stindurds 1o carry out the provisions of ECY 13462,

On Julv 17, 2008, the 1N and the Charman o the OB wintly issued Croerne oon
Thirevdiodds jor Reportng Marsers to the TOB and DNI Attached v u copy ot the Crireria, ax
well s the cover memorundunt, Please distibute the Criterio within your organization as

ADTOPTIGE.

We fnok forward o working with you to ensure that each wgeney™s Imellipenee Oversight
Program is uble to fulfill the expectations of the 10B and the Presudent.

W antend 1o provide detailed briefings to the affected offices in the near future.

0 vou have Questions or Conuments comcerning this program, please contact Bill Kelfey
kedleva @ duige gen or via seeure phone at 934-8101,

Singerely
A A
- g

o g M”/" Z.—-‘““
£ Tdward F. Maguire

LHClonures:
by Memormdum te IO Departinent Secretaries, dated July 17, 2008, regurding Intelligance
Chverstght Reporting Criteris
-+ Ursterta on Thresholds Tor Reporung Intelligence Oversight Malters and Instractions
Rejating o Formutting and Scheduling

PO OPFTCIAL USE OGNLY



UL 17 2008

MEMORANDUM FOR THE SCCRETARY OF STATE
THE SECRETARY OF THE TREASURY
THE SECRETARY OF DEFENSE
THE ATTORNEY GENERAL
THL SECRETARY OF ENERGY
THE SECRETARY OF HOMELAND SECURITY
DIRECTOR, CENTRAL INTELLIGENCE AGENCY

SURIECT: Intelligence Oversight Reporting Criteria

Executive Order (EO) 13462 tasks the Inteliigence Oversight Board (10B} with issuing criteria
on the thresholds Tor reporting intelligence oversight matters to the JOB and 1o the Director of
Nattonal intelligence (DN, 1t also tasks the DNI with issuing instructions relating to the format
and scheduling of such reporting. The attached guidance provides those criteria and instructions.

P 13462 and these criteria acknowledge the establishment of the DNJ and seck 10 infuse a fresh
awareness of the importance of intelligence oversight reporting. The criteria also provide
guidance on what information the President and the DNI need to execute their respective duties
to see that the laws are faithiully executed and that intelligence activities comply with the
Constitution and laws ot the United States.

To implement EO 13462, the DN will exceute day-to-day intelligence oversight responsibilitics.
Among other things, this will include reviewing the guidelines by which Intelligence Community
() components report intelligence activitics to ensure they are consistent with Part 1.7¢d) of
ECQ 12333 and with EO 133462, reviewing reports submitted to the I0B. and providing the 103
with o quarterly assessment of the content. quality. and timeliness of reporting by the 1C.

The JOB continues to act as an independent entity appointed by the President to ensure that the
Constitution and laws of the United States are respected and to report to the Prestdent in
aecordance with the functions assigned to the 10B by 1O 13462, The [OB will audit, review.
and assess the adequacy of the respective processes by which the DNT performs his eversight and
review functions and the 1C components perform their reporting functions under EO 13462, As
necessuny. the TOB may conduct its own investigations of intelligence activities. The 10R also
will continue to receive and review reports of all matiers that may be unlawtul or contrary to
exeeutive vrder or presidential directive and to report to the President and the Attorney General
concerning those matters,
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In addition. a key element of intelligence oversight is the explicit direction that “significant or
highly sensitive matters™ must be reported immediately. “Significant or highly sensitive
matters” arc mntelligence activities that may or may not be unfawftul or contrary (o executive
order or presidential directive, that could impugn the reputation or integrity of the 1C. or that
could otherwise call into question the propricty of U.S. intelligence activitics. These types of
malters, inttially articulated by Assistant to the President for National Sceurtty Affairs Stephen
Hadley in his memorandum ot April 17, 2007, are also captured in the accompanving criteria for
reporting.

Asa reminder, section 8(b)(i1} of EOQ 13462 provides that the heads of departments with
organizations in the [C shall designate offices within their respective organizations that shall
submit 1o the 0B the reports required by executive order and inform the 10B and the DNI of
such designations.

Fach component of the 1C 1s responsible for reviewing its internal processes, guidelines, and
training for reporting intelligence oversight matters to the TOB and DNI and updating them in
accordance with £O 13462 and the criteria and instructions set forth in this memorandum.
Please provide the TOB and the DN with a progress repott on vour review by July 30, 2008,

A 7 N o Tt
b g it E/;jié %5 '- Y (S J*"; L -*'/I/-% E —:m N
1 MAcConnell stephen Friedman
Director of Natonal [ntelligence Chairman, Intefligence Oversight Board

Attachment
Fub A Reporting Criteria

p)
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CRITERLA ON THRESHOLDS FOR REPORTING
INTELLIGENCE OVERSIGITT MATTERS
AND
INSTRUCTIONS RELATING TO FORMATTING AND SCHEDULING

Intelligence oversight reporting seives us an early warning of intelligence activities of which the
President should be inforied, through either his Inteltigence Oversizht Bowd (OB} or the
Divector of National Intelhgenee (DN or both, and provides a means by which the Exceutive
Branch may timely identify and correctany deficiencics n the conduct of its intelligence
sotevitios. The following criterta on diresholds For reporting intellizence oversight matters to the
intetligence Oversight Board, and instructions on formatting and scheduling of reports, ure
i~sued under the authority of Executive Order 13462,

L Criteria on Thresholds for Reporting. The heads of departments with organizations in the
Inteiigence Commnunity (O, ar the heads of such organizations, or their designees, shali:

A Report to the TOH, with copies 1o the DNL any fntetligence activity with respect 1o
which there is reason (o believe may be unlaw ful or contrary o executive order (EO) or
prosidentiad direetive (PD), The tollowing gudance applics 1o determinmg whether o particular
nuittar shonid he reported:

b mintelligence activities” are delined in Part 3.40e) of O 12333 and. for
prrposes of these eriteria, include, but are not fimited 1o, the acguisition,
collection, retention, anulysis, and dissemination of intelligence intormation,

2. Intelligence getivities are reportable if @ reasonabie persan would believe they
may be anlawtul or contrary to EO or PD without waiting for substantiation,
investigation, tormad adjudication, or resolution of the issue of whether 4
particaiar mater is unhoviul or contrary 10 EOQ or PD.

o Imeligence activities 1o be reported under FOs 13462 and 12333 are not

Bmited o those that concern “Linited States persons” ws defined in Part sk
ol O E2333 or i any successor O,

4 Tkxecutive order or presidennial directive”™ means, for purposes of
iplementing these criterta. a document signed by the President of the United
States that has the [oree of law for the Executive Branch or consttutes the
exercise by the President of his Exceutive authority, Reports may include
violations of procedures and goidelines that heads of departments or 10
components have established o implement EO 12333, or iosuceessor order.
provided, however. that such matters are of potential presidential interest or
devmed approepriate for the TOB's revicw. ¢ because they invelve the
apparent violation of substantive rights of individuals.

}
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<

Keportable events include the inttiation ol and significant developments .
investizations of other iguiries relating to the legality or propricty of
intelizence setivities.

oo Initad reports made on the bass o meouplee or inucedrate reporting ure o
be updated as additional infurmation becomes ayailable. Subsequent or
apdated reports should beidentified in such o manner that they can be
aceurately related w the relevant inttsal reports.

Intelligence activities are reportable to the TOB it such activities are requived
10 be reported or hive been reporied 1o the Aworney General as required by
Low or other directive, incloding the Memorandum of Understanding on
Reporting of [nformation Concerning Federal Crimes {19931

S Ay inteligence activity that is to be reported to any congressional comuiitiee
or member of Congress because it 1s or may be unlawful or contrary 1o
cxecutive order or otherwise “significant or highly sensitive™ (see puragraph
B, belows shutlalso be reported 1o the LOB and DNI generatly hefore such
congressionad report is rmade. Any report concerning mitellivence aclivitios
that is subimitted 1o any committee or member of Congress shall also be
submiited o ihie 108 and DNT i the commencenment of the investivation or
other ingunry regarding such uctivities was also reportable under these eriteria.

B. Reportw the DN and the JOB as appropriate, significant or highly seasitive matters,
whether or not unlawtul or contrary o EO or PL.

I wSignilicant or highly sensitive matters”™ are developments or circumstunces
involviig intelligence activines that could impugn the reputation or infegrity
of the T or otherwise call into question the propriety of 1teliivence
achvitios

20 Such matiers might be manifesied in or by:

aoecongressiona! inguiries or investigations:

b adverse media coverage:

¢ impact on toreign relations or toreign partners: or
d.unsuthorized disclosure of protected imformation.

L. Content of Reports. bucilizence oversight reports should include ito the extent practicable
withoat compromisimg the inneliness of ceporting) the following:
ACA narcutihve desertbing cach inteigence activity in quesiion.

BoWhy the matter 1s beiag reported. L, 1 is:

¥
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foapotenual violation of Taw (cite the relevant low, if o judgmient bus been

nade )

2o porentiaily contrary o £0 or PD aie the relevant sectton or paot of the T or
P

S apotential violaton ol agency procedures implementing BO 12333 cote the
speaitic rude or procedure. it d udament has been madey;

Lorsignificant’ because ., T or
> hghly senstive” because oL
CooAn esplanation and analysis of how or why the inctdent occurred.

D An assessment of any impact of the incident on national security or inleraational
refations, s well as any miugation efforts, including suceess and failures of such effores.

B Any remediad action the 1C element has taken or is taking o prevent recurrence of the

incndent baing reporad.

oA assessment of any snpact the reported inteltigence activily may huve ou civi

fiberties or prorected privacy rights,

G How the dC element concerned is addressing any information improperhy aequired,
handled. used, destroved. ot s wconsequence of the matier being reported.

HO A ssmmary of the gravity, lrequencey. tremds, and patterns of nutiers reported for the

quarer.
LAy additionad imforation thut the reporting of ficial considers relovant for purposes

ot tuthy and complewly informing the OB and the DN onintetligence oversight matters,

HL Formatting of Reports. Reports may be formatied in uecordance with departmental or
agency policies, provided all the substantive information described above is included in cach
report,

IV, Schedule for Reporting.

Ao Stgniticant o highly sensiny e matters must be reported immediaeiy

o
a
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EooStgninicant or hughly sensitive matiers may be reported oradly, if necessary.
wnd followed up with @ written report as soon as possible thereatter. The
prelerence is for witlen reports.

2o Sguiticant or highly sensitive matters that may be unlawtul or contrary 10 FO
or PEY shall be reported to the DN and [OR.

"

Signiticant or highly sensitive matters that we NOT unlawlul or contrary to
0 or PIY shall be reported 1 the DN

B Routize reports shall be submitied on o quarterly basis. The first report (o the
calendur yeur shadt cover | lunuary through 31 March, and so on for cach guarter of the year.

O Quarteriy reports wee due the Tast day of the month tollowing the end of the quarter.,
Forcxample. a report tor the first quarter of the calendar vear s due 30 April.,

D AT IC elements must subimid reports 2 least quarteriy, even i component has nol
} | >
heen made aware ol any reportable matier during the reporting period.

Questivns concerning the implementaiion of EQ 13462, or intelligence oversight reporting in
aeneralomay be submitied o e TOB's General Counsel by calling 202-456-2332 or to the
ODNTIOB Tewm hy calling 703 482-6304 (ODNVOWG or 703-2735-2523 (ODNIOGC).

4
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Department of Energy
Washington, DC 20585

JAN 7°9 2009

Mr. Homer Pointer

General Counsel

Intelligence Oversight Board

Room 5020, New Executive Office Building
725 17" Street, NW

Washington, D.C. 20503

Dear Mr. Pointer:

This letter responds to requirements set forth in section 8(b)(i)(A) of Executive Order 13462,
“President’s Intelligence Advisory Board and Intelligence Oversight Board”; section 1.6(c) of Executive
Order 12333 (dated July 31, 2008); and the Criteria on Thresholds for Reporting Intelligence Oversight
Matters and Instructions Relating to Formatting and Scheduling, issued jointly by the Director of
National Intelligence and the Chairman of the Intelligence Oversight Board on July 17, 2008.

For the period October 1 through December 31%, 2008, no Department of Energy or National Nuclear
Security Administration intelligence activity has come to my attention that I have reason to believe was
unlawful or contrary to executive order or presidential directive.

In addition, during the same reporting period, we have completed the annual review of U.S. Persons
Information and have found all such materials are being retained in accordance with the DOE
procedures and Executive Order 12333.

Pursuant to guidance previously provided by the Intelligence Oversight Board, this quarterly report is
not considered an agency record and is the property of the Board. This report is not to be
disseminated without the Board's consent. A copy of this report also is being provided to the
Director of National Intelligence.

Please contact Elizabeth Vaden of my staff on 202-586-8756 if we can provide any further
assistance.

Sincerely,

Acting Director
Office of Intelligence and
Counterintelligence

cc: Director of National Intelligence
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