
U.S. Department of Justice
Drug Enforcement Administration

JUL,í : ¡ :ii3
Case Number: 08-0693-F

SubJect: REPORTS SUBMITTED BY THE DEA TO THE INTELLIGENCE OVERSIGI-IT
BOARD (rOB) PURSUANT TO SECTTON 2.4 OF 8.O.12863 SrNCE 01/01/01

Marcia Hofmann
Staff Attorney
Electronic Frontier Foundation
454 Shotwell Street
San Francisco, California 9 41 I 0

Dear Ms. Hofmann:

This letter responds to your Freedom of Information/Privacy Act (FOI/PA) request dated

February 25,2008, addressed to the Drug Enforcement Administration (DEA), FOI/RecoLds
Management Section, Operations Unit (SARO), seeking access to information regarding the above
subject.

The processing of your request identified ceftain materials that will be released to you.
Portions not released are being withheld pursuant to the Freedom of Inforrnatiori Act. 5 U.S.C. 552,
and/or the Privacy Act, 5 U.S.C. 552a. P\ease refer to the list enclosed with this letter that identifies
the authority for withholding the deleted material, wliich is indicated by a mark appearing in the
block next to the exemption. An additional enclosure with this letter explains these exemptions in
more detail. The documents are being forwarded to you witli this letter.

If you wish to appeal any denial of your request, you must make your appeal in writing and
it must be received by the Office of Information Policy within 60 days of the date of this ietter
pursuant to 28 C.F.R.16.9. The appeal should be sent to the following addless, with the envelope
marked "FOIA Appeal":

DEPARTMENT OF JUSTICE
OFFICE OF INFORMATION POLICY
NYAV BUILDING, I lTH FLOOR
WASHINGTON. D.C. 20530
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If you have any questions regarding this letter, you may contact FOi Specialist Y. Johnson
on (202) 307-7602.

Sincerely,

=ç^^truJftytek-
Katherine L. Myrick
Chief, Operations Unit
FOl/Records Managemer-rt S ection

Number of pages withheld: 0

Number of pages released: 18

Number of pages referred: 0

Number of pages consulted: 0

APPLICABLE SECTIONS OF THE FREEDOM OF INFORMATION AND/OR PRIVACY ACT:

Freedom of Information Act
s u.s.c. 552

il (bxl) il (bx5) H (bx7xc)

t I (bx2) txl (bx6) | I (bx7xD)

I l(bx3) t lþx7xA) t l0x7xE)

t l(bx4) t l(bx7xB) t lþx7xF)

Enclosures

Privacy Act
5 U.S.C.552a

t l(dx5) t l(kx2)

t l0x2) t t(kx5)

t lGXl) ll(kx6)



FREEDOM OF INFORMATION ACT
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(bX1) Informatio_n which is curre¡tly andproperly classified pursuant to Executive Order in the
interest of the national defense or föreign þolicy.

(bX2) Materials related solely to the internal rules and practices of DEA.

(bX3) Information specifically exempted from disclosure by another federal statute.

(bX4) Privileged or confidential information obtained ffom a person, usually involving comnrercial
or frnancral matters.

ftX5) Inter-asencv or intra-asencv documents which are subiect to a privilege, such as doctnlents
the disîlosúre of whic'h w<juld have an inhibitive effe-ct upon the devélopment of policy and
administrative direction, or which represe_nt the w_ork product of an attoriiey, or which ieflect
confidential communicátions between a client and an ättomey.

(bX6) Materials contained in sensitive records such as personnel or medical files, the disclosLrre of
which would constitute a clearly unwamanted invasiori of personal privacy.

ftX7) Records or information compiled for law enforcement purposes, but only to the extent that
the production of such law énforcement records or informãtion (A) cou[d reasonably be
expècted to interfere with enforcement proceedings; (B) would'déprive a person ofa right
to'a fair trial or an imoartial adiudication: (C) coul-d ieiasonablv be 'expecteö to constitLrtð an
unwarranted invasion'of persoñal privacú:'(D) could reasonablv be expected to disclose the
identitv of a confidential source. iñcludiñe à State. local or fordien aeéncv or authoritv or
anv orívate institution which furnished inÏormatioir on a confideñtiafbasi-s: and. in thé case
ofâ^record or information compiled by a crirninal law enforcement authoríty in'the course of
a criminal investigation. or bv ân asericv conductins a lawful national security intellisence
investigation, infõrmation -furnisheð by â confidentlal source; (E) would discl-ose tecliniques
and orõcedur'es for law enforcement irívestisations or nrosecútìoirs or would disclose
euidelines for law enforcement investieatioñs or nrosdcutions if such disclosure coLrld
íeasonably be expected to_rlsk circumv"ention of the law, qr (F) could reasonably be
expected fo endahger the life or physical safety of any individiral.

PRIVACY ACT
SUBSECTIONS OF TITLE 5, LINITED STATES CODE, SECTION 552A

(dX5) Materials compiled in reasonable anticipation of a civil action or proceeding.

(iX2) Material reporting investi.qative efforts pertaining to the enforcernent of crirninal law
including dfforts-to preveñt, control, or^reduce cäme or apprehend criminals.

(kXl) lnformatio_n-which is currerrtly andproperly classified pursuant to Executive Order in the
interest of the national defenie or fôreign policy.

(kX2) Material compiled during civil investigations for law enforcement pr-rrposes.

(kX5) Investieatorv material compiled solelv for the purlose of detenninine suitability. elieibility,
or qualíficatíons for Federal civilian employmént òr for access to clalsified infomiatíon, tlie
disilosure of which would reveal the idêntüv of the person who furnished infornation
pursuant to an expresq promise that his ideniity would be held in confidence, or pursuant to
þ implied promi^se of ôonfidentiality if such iiformation was furnished prior to'
Septeinber 27,1975.

(kX6) fhe substance-offest-s used to determine individual qualifications for appointment or
promotion in Federal Government Service.
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Gontact lnformation for ODNI IOB Team

S|GNIF|CANTorHIGHLYSENS|T|VE|MMED|ATEREPoRTING:

niicgw-(class

ODN l-lOB-Team@ugov' gov (u nclassified)

oDN|officeofGeneralCounse|at(703)275-2529or2527

oDN|officeofthe|nspectorGenera|at(703)482.4955

CIA CWE users onlY:

ODN l-l OB-TEAM (classified)

QUARTERLY REPORTING

QuartertyreportingtotheoDN|loBTeamisthroughtheoDN|
Executive Secretariat at:

DN l-Executive-Secretari at'wma @d ni' ic' gov (classified ) or

DNt-ExecutiveSecretariat@ugov' 
gov (unclassified)

ElectronicreportstotheoDN||oBTeamviatheclassifiedsystem
are preferred. ffã*utt, if neceittty' hardcopy reports may be

submitted via ;;ri"r t. ïn. ooÑi riecut¡ve Secretariat' Room

68300, LX-z.
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U.S. Department
Drug Enforcement

of Justice
Administration

v+tw.dea.gov

VU FACS]MILE JÀtt 1 s mÛ8

This memorandum responds to the quaflerly reporting requiiement:f.th" Criteria on

Thresholds for Reporttng Inte_itigertce .Overitght 
Maners and Ins*uclions Relating Io Formatting

and Schedutìng (hereinífr.er Cr¡leria) issued fur.rruttt to the authority of Executive Order 13462'

Executive order l3462requires all Intelligence community components to report

inr"ffigJn"" *ii.r¡r¡", they have reason to believeäay be unlawful or contrary to an Executive

Order or Presidential Dilácfive. This quarterlyrepgfr also covers any matters considered

GI"i¡.-r or highly sensitive," as defìned in the Criteria-

on August 28,2008,the Attorney G_eneral, Michael B. Mukasey, executed order 2996-

200g,u..it'fro¡rîng tft" Á¿-;nistrator of de Drug Enforcement Administration to designate as the

responding official, the O"puty Chief of lntelli[ence, Office of National Security Intelligence'

iÃ'.;py oiOtdtt 2996-2008 is attached hereto)'

This office is not a\¡/are of any reportable intelligence oversight activities or matters

or"urri'g'J*i;g the period Ocrober i, ZôOS to December 31, 2008-

Honorable StePhen Friedman

Ct àirro*, lnrelligence Oversi ght Board

New Executive Office Building
V/ashington, D.C- 20502

Re: Fourth Quarter -2008 RePorting

Dear M¡. Chairrran: -_

J. M. lr4cCon¡ell-
J. Patrick Rou'an,

\\t

oole
Chief of Intelligence

ice of National Security Intelligence

Director of National lntelligence
Assistant Anorney General, National Security Division
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ORDERNO. 29e6-2008

AL]-|HORIZATION OF THE ADMINISTRATOR OF THE DRUG

ENFOR CEMENT ADMINI S TRAT] ON TO EXERCI SE CERTAIN

FLTNCTIONS TINDER SECTION I OF EXECUT|VE ORDER 13462 OF

FEBRUARY 29.2008

Ævrt
of the Attorney General

\4rashingto", P.i.

pursuant to the authority vested in the Attorney General by law, including

28 U.S.C. $ 510 and section 8 of Executive O¡der 13462 öf February 29,2008; tr

hereby order as follows:

1. The Administrator of the Drug Enforcement Administration (DEA) is

authorized to:

(a) Provide, to the extent permitted þy law, to the President's
IntelJigence Advisory Boa¡d (PIAB) and the Intelligence
Oversight Board (IOB) such infonnation and assistance as they

may need to perform fimctions under Executive Order 13462.

(b) Ensu¡e that the Director of National lntelligénce (DNI) receives:

(A) copies of reports submitted to the IOB pursuant to section

1.6(c) of Executive Order'T2333, as amended, or a
con-esponding provision of any successor order; and (B) such

ir¡formation and'assistance as the DNI may need to perform
functions under Executive Order 13462.
I

(c) Designate the adjudication officials, havrng a ra¡k no lower
tha:r thal of the Deputy Chief of Intelligence, Office of National
Securify intelligence oi Deputy Chief Counsel, or the
equivalent, within the DEA who shall submit reports to the IOB
required by executive order and inform the DNI and the IOB of
such designations.

(d) Ensure that the DEA Ofüce of National Security Intelligence
complies with instructjons issued by the DNI under subsectíon
7(a)(ii) of Executive Order 13462.

(e) If the Administ¡ator of the.DEA does not implement a

. recornmendation from the PIAB under subsection a@) of
Executivê Order 13462 or from the iOB under subsection 6(c)
or 6(d) of Executive O¡der 13462. promptly report through the

q



@
DM to the Board

not implementing
that made the recommendation the reasons for
the recommendation.

2. The DEA shail only report on IOB matters that originate from the DEA
Offìce of National Security Intelligence.

3. The DEA shall provide to the Assista¡t Attomey General for National
Security copies of any reports provided to the DM pursuant to subsection 1(bXA)

-------- ---or-s¡bseetjon+(c)

August 28, 2008

Date
Attorney General

ó
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U.S. Departnrent of Justice
Dru g E¡rforcenrent A dministration

www.dea,gov
Arlinglon, Y A 22202

October 31,2008

VTA FACSIMILE

Honorable StePhen Friedman

Chui.-un, Intelligence Oversight Board

New Executive Office Building

Washington, D.C' 20502

Re: Third Quarter - 2008 RePorting

Dear Mr. Chairman:

This letter responds to the quarterly reporting requirement of the criteria on Thresholds for

. Reporting ¡.ttellígence .Oversight Matiers and Instructions Relating to Formatting and

Silteduling ther"lnuft ", 
Cr¡rnitA issued pursuant to the authority of Executive Order 13462'

Executive order j346|requires all Intelligence Community components to report

intelligence activjtjes they have reason to beliãve may be unlawful or contrary to an Executive

Order or Presjdentiat Dirlctive. This quarlerlyrepgrt also covers anymatters considered

Ggnlf,.unt or highly sensitive"' as defined in the Criteria'

on August 28,2008,the Attorney General, Michael B' Mukasey' executed order 2996-2008'

authorizing the Administrator of the Drug Enforcement Administration to designate as the

responding or¡"iui, tt 
" 

Deputy chjef of Lrelligence, offìce of Nationar Security Intelligence.

i;;"py olord"t 2996-2008 is attached hereto)'

rl



H onorable StePhen t'l"ot#

This offìce is not a$'¡are of any reporlable intelligence sversight activitjes or matters occurring

¿uring tf," period July 1' 2008 to September 30' 2008'

J. M. lr4cConnell, Director of National Intelligence

J. patrick Rowan, ;;;ñ;;' Át'otn"y General' Natjonal security Division

Chief of Intelligence

Office of National Securiry Intelligence

r
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Office of the AttorneY General

\4¡ashington, D.C.

ORDERNO. 29e6-2008

AUTHORIZATiON OF THE ADMINISTRATOR OF THE DRUG

ENFORCEMENT ADN'Í IN] S TRAT] ON TO EXERC] SE CERTAIN

--------IIuNCTTONS-IJNÐÐR-SIêFþN-8 OF EX-EGULf,F/E€RDER-1-3-4-62 -aI_-
FEBRUARY 29,2008

Pursuant to the authority vested in the Anomey General by law, including

2g u.s.c. $ 510 and section 8 of Executive order 13462 òf Feb¡uary 29,2008; I

herebY order as follows:

. l. The Administrator of the Drug Enforcement Administration (DEA) is

authorized to:

(a) Provide, to the extent permitted þy law, to the President,s

lnrelligence Advisory Boa¡d (PIAB) a¡d the Intelligence

Oversight Board (lOB) such information and assistance as they

muy nJ"dto perform functions under Executive order 13462'

fb) Ensure that the Director of National Intelligence (DNI) receives:
\"'' 

tÄi "opi"r 
of reports submjtted-to the IOB pursuant to section

ì..éf"l ãf Executive Order 72333, as amended' or a

;;;;:ponding provision of any successor order; and (B) such

information anã assistance as the DNI may need to perform

funôtions under Executive Order 13462'

I

(c) Designate the adjudication offici-als, having u T* no lower\"/ 
rrr*är", of the D"prrty Chief of Intelligence, Office of National

i""utiry Intelligence oi Deputy Chief Counsel' or the

;õt";íent, within the DEA who shall submit reports to the IOB

,J*O"d by executive order and inform the DNI and the IOB of

such designations'

/,i\ Fnsrrre that the DEA Office of National Security Intelligence
\u'' 

J"ãpirr with instructions islue_d- by the DNI under subsebtion

Z(a)(ii) of Executive Order 13462'

le) if the Administrator of the DEA does not implement a\-'' 
tå"ã.t*¿ation from the PIAB under subsection a(b) of

Lì".utiue Order 13462 or from the IOB under subsection 6(c)

ã, or¿l of Execurive order 13462,promptly reporl through the

q



DNI to the Board thal made the recommendation the reasons for

not implementing the recommendation'

2. The DEA shall only reporl on IOB matters that originate from the DEA

Office of National Security Intelligence'

ide to the Assista¡t Attomey General for National

security copies of any reports provided to the DNI pursuant to subsection 1(bxA)

or subsection 1(e) ofthis order'

August 28, 2008

Date

Attorney Genêial

2
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Dru g Enforcement Administration

FAx rransmittal sheet for UNcLASSIFIED Information only

t/
"r o / zt / 2008
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-ism¡ssion Date (MM/DDIIYYY)

Number of Pages being transmitted

(lncluding this transmittal sheet)

TO: FAX

FAX COMMERCIAL #:

NAME: Honorable StePhen Friedman

ChairmanLl.t!sIl: ence Oversight Board

OfffCgOnC' Intelligence Oversiqht Board

FROM: FAX FTS #: 202-307 -5022

FAX COMMERCIAL #:

NAME: Douglas W. Poole, Deputy Chief of Intelligence

^^ô a^'7-7600
PHONE: ¿v¿'rw

OFFICE/ORG: DEA, Of f ice of National Intelligence

Additional Comments

=l.rêr 2008 R.e f iled on behalf of
on. I ou riave EStr ons, please

ffiitta|SheetforUnclassified|nformationon|y
lSeolember ZUUþ)

,,No'cE: This is an official government communication that may conta¡n privileged or sensitive inTormation intended solely for the

individual or ent¡tv to which it is addressed' Anv review' ¡etransmission:,:lï"Ï::li'lL ll'",t1""i"::":: :i::l:::'.:riï i:¡ndivldual or enrrrY rv '
information by persons or entities othef than the intended recipient is prohibited. rf you are not the intended recipient or berieve you

received rh¡s commun¡cation in error, prease contact the sender immed¡ately.'¡ . -.--.--r'Lt¡vçv ¡"'- ve¡" ' 
les/poor quality), call the sender and requesl retransmission

Note:|fyouhaveanyproo|emswiththistransmission(incorrectnurnberofpag__,-'



U. S. Depar S$ of Justice
Dru g Enforceiient A dministrati on

www.dea.gov

VIA FACSIM]LE

MEMORANDUM

TO:

FROM:

Honorable StePhen Friedman

èhuir^un, Intell i gence Oversi ght B oard

Honorable J. M. McCon¡ell

Director of National Intelligence

Douglas W. Poole

DeputY Chief of Intelligence

Offrce of National Security Intelligence

SUBJECT: Third Quarter - 2008 Reporting

ThismemorandumrespondstothequartellyrepoflingrequirementoftheCriteriaonThresholds

for Reportittg ¡ttelligence Overs.tght MåUers and lttsrructíons Relating to Formatting and

scheduritzg(herernaãe r criteria)ìssued pursuant to the authority of Executive order 13462.

Executive order l3462requires all lntelligence community components to report intelligence

activities they have reason ro believe may be unlawful oI contlary to an Executive order or

presidentiar Directive. This quaf erly report arso co'ers any matlers considered "significant or

Itigfly sensitive," as defined in the Criteria'

on August 28,2008,the Attorney General, Michael B' Mukasey' executed order 2996-2008'

authorizing the Adminisirator of the Drug Enforcemenl Administration to designate as the

responding offrciar, the Depury chief of inteiligence, office of National Security Intelligence.

i;:;;t;iorder 2ss6-2008 is attached hereto)'

This offìce is not a*,are of any reportabrê inteiligence o'ersight activities ormatters occurring

¿r¡nË ilt" period July 1' 2008 to September 30' 2008'

lJtiH::l*.n,¡, J. patrjck Rowan. Assisrant Atronrev Generar, Narronar Security Divjsion

IA



Office of the AttorneY General
Washington, D'C'

ORDERNO. 2996-2008

AUTHORIZATIONoFTHEADMIN]STRATORoFTHEDRUG

- ----iNIARCE¡4Ellr 4D l"f Il'l ÞTRA TI oN r o EX ER c I S E C ERTA IN

FLTNCTIONs Ul'loËR SËCTON 8 OF EXECUTIVE O'RDER-l-3 462 OF

FEBRUARY 29,2008

pursuant to the authority vested in the Attomey General by law, including

2g U.S.C. g 510 and section É of Executive Order 13462 of February 29'2008'l

herebY order as follows:

1. The Administrator of the Drug Enforcement Administration (DEA) is

authorized to:

(a) Provide, to the extent permitted by law' to the President's

Intelf igence Advisory Board (PIAB) and the.Intelligence

or".righi Board (ro-B) such information and assistance as they

.uy n""J a p"rø* ñrnctions under Executive Order 13462.

(b)EnsurethattheDirectorofNationallntelligence(DNI)receives:
(A¡ 

"opl"t 
oireports-submjtted to the IOB pursuant to section

i.ei"; ãf f"""uiiu" Order 12333' as amended' or a

"orr.rporlding 
f'ot'ition of any successor order; and @) such

ínformation alnå assistance as it'" ONI may need to perform

functions under Executive Order 13462'

(c) Designate the adjudication.officials' having a rank no lower

tn* rr,uioiir," ó"p.rry chief of Intelligence, office of National

Securitylntellig"nô" ot Deputy Chief Counsel' or the

"qui.,nul"ni, 
witñin the DEA u,úo shall submit reports to the IOB

,"quir"o fy executive order and inform the DNI and the IoB of

such designations'

(d)EnsurerhattheDEAofficeofNationalsecuritylntelligence

"o*ptirr*ithinstructionsissuedbytheDNlundersubsectionZ(a)(iÐ of Executive Order 13462'

(e) If the Administrator of the DEA does not implement a

,""o--àndation from the PIAB under subsection a@)-of '. .

Execuri;;orá"; ß462 0r from the IoB under subsection 6(c)

or 6(d) of Executive Order 13462'promptly repotl through the

ß



DNI to the Board thal made the recommendalion the reasons for

not impt"menting the recommendation'

2,TheDËAshallonlyreport.onloBmattersthatoriginatefromtheDEA
Office of National Security Intelligence'

--:--ffæ+,Eâ-såalþrer¿idelolh 

e A s s i s tant Attorney G enera I for N ati o na]

Securitycopiesofany.I"pol,providedtotheDNlpursuanttosubsectionl(bXA)
or subsection 1(e) of tlus oroer'

August 28, 2008

AttorneY General

l¿+
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I\4[enrorandum 
q

Subject

DEA'sResponsetotheofficeofNationalSecuri|y's
Memorandum of Febfl)ary 5' 2008' lntelligence Matters

considered But Not ftepoñed to the htelligence o'ersighr

Board

h4AR 1 ¿ 2008

To

Ben Powell
General Counsel

Office of the Director
of National Intelli gencê

!

The Drug Enforcement Administration (DEA) does not have legal authority to engage in the

types of intelligence activities that are the subject of the lntelligence oversight Board (IoB)

reporting requirements, incruding those activities contemplated by the April 77 ,2007 , reporting

giridelines of the Assisiant to the president for National Security Aftairs (APNSA)' or the recently

issued Executive order 13462. Accordingry, DEA has no matters to report, pursuant to the APNSA

:uidelines, that were considered and not Ãported. Any inte'igence produced by DEA is derived

;rom DEA,s criminal i¡vestigative and r.gulutory activjties underlaken pursuant to its law

enforcement legal authorities

Attachment

TØ



Office of the AttorneY General
\ryashington, D.C.

ORDERN0. 2e96-2008

AUTHORIZATION OF THE ADMINiSTRATOR OF THE DRUG

eNnònCpMENT ADN'I INI S TRATI ON TO EXERCI SE CERTAIN
.- --_____FUi{ETIONS-UNBER'_S.E€+I ON_8€F€J(€GUTF/E_ORDER-13 462_O'F---

FEBRUARY 29,2008

Pursuant to the authority vested in the Attomey General by law' including

2g U.S.C. S 
jl O and section 8 of Executive Order 13462 of February 29, 2008; I

herebY order as follows:

1. The Administrator of the Drug Enforcement Administration (DEA) is

authorized to:

(a) Provide, to the extent permined þy law, to the President's\-/ 
in,"Uig"nre Advisory Board (PIAB) and the lntelligence

ó""irì-g¡t Boa¡d (IOB) such information and assistance as they

Ã"f n"-"a to perform ñrnctions under Executive Order 13462.

fb) Ensure that the Di¡ector of National Intelligence (DNI) receives:\"'' 
fÄi Lpi* of reports submitted to the IOB pursuant to section

ì.éf"l ãf Executive Order'12333, as amended, or a

;";;ponding provision of any successor order; and (B) such

information anã assistance as the DNI may need to perform

functions under Exeeutive Order 13462'

(c) Designate the adjudication offìcials, having 
" f* no lower\"'' 

,fr*i¡.t of the ó"p,rty Chief of Intelligence, Office of National

Sr.urity Intelligence oi Deputy Chief Counsel' or the

;;;i"rient, within the DEA who shall submit reports to the IOB

,"'qrirrd by executive order and inform the DNI and the IOB of

such designations'

tdl Ensure that the DEA Offìce of National Security Intelligence\"/ 
"oÃpfirr 

with instructjons issued by the DNI under subsebtion

ffa)(iÐ of Executive Order 13462'

(e) if the Administrator of the DEA does not implement a
w'/ 

,""ã**aation from the PIAB under subsection a@) of
Executive Order 13462 or from the IOB under subsection 6(c)

ã, OfO of Executive Order 13462,promptly report through the

II



DNI to the Board that made the recommendation the reasons for

not implementing the recoÍlmendation'

2. The DEA shall only report on IOB matteïs that originate from the DEA

Office of National Security Intelligence'

, The ÐEA shall4rovide-ro-theissistant Attomey Gen 
-securiry cãpies of any reports provided to the DNI pursuant to subsection 1(bxA)

or subsection 1(e) of this order'

August 28, 2008

Date

AttomeY General

tÍ


