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SUMMARY

PURPOSE: (U/FOHQ) To forward to the Intelligence Oversight Board (I0B) of the
President’s Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense
for Intelligence Oversight (ATSD(I0)), NSA’s quarterly report on its intelligence activities.

BACKGROUND: (U/FOH8) Executive Order 12333 and Executive Order 12863
require Intelligence Community agency heads and Intelligence Community General Counsels
and Inspectors General, respectively, to report to the I0B on a quarterly basis concerning
intelligence activities that they have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. The enclosed memorandum covers all reportable activities
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982,
Agency heads are responsible for reporting separately any additional reportable activities
known to them, unless the President has specifically instructed that the Board is not to be
informed. The Director’s signature signifies that no other activities that require reporting are
known to him.

RECOMMENDATION: (U/FOWQ) Director sign the enclosed memorandum.- ‘
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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GEORGE G. MEADE, MARYLAND 20755-6000

25 November 2003

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/FOHQ) Report to the Intelligence Oversight Board on NSA
Activities - INFORMATION MEMORANDUM

(U//FOYQ) Except as previously reported to you or the President, or
-otherwise stated in the enclosure, we have no reason to believe that any intelligence
activities of the National Security Agency during the quarter ending 30 September
2003, were unlawful or contrary to Executive Order or Presidential Directive, and
thus required to be reported pursuant to Section 1.7.(d) of Executive Order 12333.

(U//FOBQ) The Inspector General and the General Counsel continue to
exercise oversight of Agency activities by means of inspections, surveys, training,
review of directives and guidelines, and advice and counsel. These activities and
other data requested by the Boafd or members of the staff of the Assistant to the
Secretary of Defense (IntelligentelOversight) are described in the enclosure.

Acting General Counsel

(U/FSHEQ) I concur in the report of the Inspector General and the General
Counsel and hereby make it our combined report.

kot V-

MICHAEL V. HAYDEN
Lieutenant General, USAF
Director, NSA/Chief, CSS

Enel:
als
DERIVED FROM: NSA/CSSM 123-2
This Memorandum is Unclassified DATED: 24 FEB 98
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1. (U) INSPECTOR GENERAL ACTIVITIES

a. (68D During this quarter, the Office of Inspector General (OIQ) reviewed
various intelligence activities of the National Security Agency/Central
Security Service (NSA/CSS) to determine whether they were conducted in
accordance with applicable statutes, Executive Orders, Attorney General
procedures, and DoD and internal directives. With few exceptions, the issues
presented were routine and indicated that the operating elements
understand the restrictions on NSA/CSS activities.

b. (§) The NSA OIG completed an inspection of the office of the
‘ ~ |The report concluded that
the intelligence oversight (I/0) program is compliant. \A*H»ex_gployees receive
quarterly I/O refresher training, at which time they read relevant /O .
documents on the NSA Intranet. The I/O point of contact maintainé\reco\lj;!§
of the training.

c. (U/FOHO) Along with inspectors fron]

Fhe NSA OIG completed an inspection of the|

)1
{)(3)-P.L. 88-38

EEE§(b)(3)-P. L. 86-36

sound and meet minimum requirements. The I/Q progtam manager
continuous to improve the overall program and has an excellent

understanding of I/O--However, /O knowledge levels vary greatly at the
-operations personnel have good knowledge of I/O, but overall site /O
knowledge is weaker. The I/O program manager has thus undertaken to

increase and sustain the overall knowledge level of non-operations personnel.

2. (U) GENERAL COUNSEL ACTIVITIES

(CHSL) The NSA Office of General Counsel (OGC) reviewed various
intelligence activities of the NSA/CSS to determine whether they were
conducted in accordance with applicable statutes, Executive Orders, Attorney
General procedures, and DoD and internal directives. The OGC advised
Agency elements on a number of questions, including the collection and
dissemination of communications of or concerning U.S. persons; the reporting -
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of possible violations of federal criminal law contained in SIGINT product;
the testing of electronic equipment; and the applicability of the Foreign
Intelligence Surveillance Act (FISA). With few exceptions, the issues
presented were routine and indicated that the operating elements
understand the restrictions on NSA/CSS activities. The OGC did not file any
reports with the Intelligence Oversight Board during this quarter.

3. (U) SIGINT ACTIVITIES ~ /merre=

/ N\
a. (S#81) /
(1) (U)
TS#SLL e U RGP L 8636
3 - /// /
[T e b { [ L Y
biePtegs —————____ _J ‘

...\-..
T~ P e ST == L
B e I -
"./"'

" (6)(3)-P.L. 8636

@wu__ -

“Tb)@)-P.L. 86-36

N

a. (SHSHAE]

|

. }(b)ﬁ)

s (b)(3)-50 USC 403
| {b){3)-18 USC 798

| b)3)-P.L. 86-36

!
!
.5
!
|

b. (S#S1)

7o)

|~

/

7 (b)(3)-50 USC 403
/7 (©)@-18USC 798
(b)(3)-P.L. 86-36




N —

A —

~-DOCID: 3562069
“TOP-SECRET/COMINT/ANOFORNHDE—

B
(b)(3)50 USC 405~ —~-.._|
(b)(3)-18YSC 798
{b)(3)-P.L. Qe
\
N
T B)(3)P L. 86-36

o
" DErsouscaos

1 (b)(3)-18 USH 8
,' {p)(3)-P.L. 86-36

i




.DOCID: 3562069 -
T TOP SECRET/CONMINTHNOFORNAE—
l ' Ao
/ ”(b)(3)-50 UsC 403
v /1(b)(3)-18 USC 798
d / I(b)(3)-P‘LA 86-38

/i

/]

]

i

g 1))
= i (b){(3)-50 USC 403
. TTSHSD oy T
= | (b)@}18USC 798
B :
_ !
_ i
_ H
- d [
-~
~
~
-
~
.~ TB}3)-P.L. 86-36
.'/' .
7/
o —
®©)(3)P.L. 86-36 R |
b. (U//FOUS) —
(1) (U]
- - “AENA)-P.L. 86-36




.-DOCID: 3562069 - -~

BY3)-P.L. 8638
AN

TB)ALP.L. 86-38
by

~..
~

_ (1)
WBSL-8636 S oL s630
o —

BIEPL, 8536

—.




— s o,

- DOEID: 3562069
“TOP-SECRETH/COMBNTHNOFORNASH—

4. (U) OTHER ACTIVITIES

(U) Assistance to Law Enforcement

(Sﬁ"SH e 7 (b)(3)-P.L. 86-36
._,/
-
(U) Working Aids
) i i o= (0)(3)P L. 86-36
— (U/FOHQ) The SID maintaing - ——~—- /.../ =

pry it§ web page for use by all NSA/CSS /
analysts. The E.O., NSA/CSS Regulation 10-30, DoD Regplatlon 5240. l-R /
and USSID 18 are also available on-line. | -~ |

—

./.'-

(V) New Guidance
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SUMMARY

PURPOSE: (U//FOHQLTO forward to the Intelligence Oversight Board (I0B) of the
President’s Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense
for Intelligence Oversight (ATSD(I0)), NSA’s quarterly report on its intelligence activities.

BACKGROUND: (U/FOHY6yExecutive Order 12333 and Executive Order 12863
require Intelligence Community agency heads and Intelligence Community General Counsels
and Inspectors General, respectively, to report to the IOB on a quarterly basis concerning
intelligence activities that they have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. The enclosed memorandum covers all reportable activities
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982,
Agency heads are responsible for reporting separately any additional reportable activities
known to them, unless the President has specifically instructed that the Board is not to be

informed. The Director’s signature signifies that no other activities that require reporting are
known to him.

RECOMMENDATION: (U) Director sign the enclosed memorandum.

This document may be declassified

and marked “UNCLASSIFIED#F@-P-G&mi-Hse-Gn-Iy"
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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GEORGE G. MEADE. MARYLAND 20755-6000

17 March 2004

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight) .

SUBJECT: (U/FOHeL Report to the Intelligence Oversight Board on NSA
Activities - INFORMATION MEMORANDUM

(U//FOHQ) Except as previously reported to you or the President, or
otherwise stated in the enclosure, we have no reason to believe that any intelligence
activities of the National Security Agency during the quarter ending 31 December
2003, were unlawful or contrary to Executive Order or Presidential Directive, and
thus required to be reported pursuant to Section 1.7.(d) of Executive Order 12333.

(U//FOSQL The Inspector General and the General Counsel continue to
exercise oversight of Agency activities by means of inspections, surveys, training,
review of directives and guidelines, and advice and counsel. These activities and
other data requested by the Board or members of the staff of the Assistant to the
Secretary of Defense (Inte_lli% Oversight) are described in the enclosure.

7B P

JOEL F. BRENNER
spector General

L :iE’ AN %u
VITO T. POTEN

Acting General Counsel

(U/m I concur in the report of the Inspector General and the General

Counsel and hereby make it our combined report. :

MICHAEL V. HAYDEN
Lieutenant General, USAF
Director, NSA/Chief, CSS

Encl:
als
DLERIVED FROM: NSA/CSSM 123-2
This Memorandum is Unclassified DATED: 24 FEB 98
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1. (U) INSPECTOR GENERAL ACTIVITIES

a. {C/8H-During this quarter, the Office of Inspector General (OIG) reviewed
various intelligence activities of the National Security Agency/Central
Security Service (NSA/CSS) to determine whether they were conducted in
accordance with applicable statutes, Executive Orders (E.O.s), Attorney
General procedures, and DoD and internal directives. With few exceptxons

the issues presented were routine and indicated that the opera,tmg—eieﬁl 5T §§§ﬁ?¢’§§: 09 '

-understand the restrictions on NSA/CSS activities.—— T T \

""""""" " y
ot e . \

The review determmed thaﬁ' fhad appropriately reported
compliance jssues to the Ni SA'OIG. Regarding intelligence oversight (/O)

training, ad initiated mandatory online training for all personnel,
eliminating the previous separate and cumbersome I/O training processes for
field and headquarters personnel. The on-line training module documents
training completion in a database.

[ (UﬂFﬁHG)-Aloﬁg with inspectors from| L.

42\__
e

he NSA QIG completed a follow-up -

inspection of thel Thejoint

inspection report notes that the site’s web-based I/O refresher training

program was rewritten, eliminating the deficiencies noted during the last

inspection. T TTR)(3-P.L. 8636
e N\

d. (U/FOB0) An OIG: inspection of the l

DoD Regulation 5240.1-R, as well as NSA/CSS Directive 10—30 The Division

conducts annual I/O refresher training and routinely submits compliance

reports to the OIG.

e (3P L. 86-36

e. (U/FOYQ) Inspectors from theL }and"NSA'OI'G """"""""""""""""""""""""" B sede

completed a joint inspection of the Fort Gordon Regional Security Operations .
Center (GRSOC), GA. The inspectors concluded that all newcomers to the
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site receive I/O training from the Security Services Directorate, GRSOC,
during initial security indoctrination; however, the initial I/O training
videotape does not address some service-specific requirements. Annual
refresher training is conducted via a computer-based module that tests and
documents completion in a database. The inspectors tested 22 percent of the
personnel at the site to gauge general /O knowledge and the ability to apply
it to site operations. The test results indicate a good understanding of the
regulations governing I/O, but a slight weakness in practical application.

2. (U) GENERAL COUNSEL ACTIVITIES

TCHS]) The NSA Office of General Counsel (OGC) reviewed various
intelligence activities of the NSA/CSS to determine whether they were
conducted in accordance with applicable statutes, E.O.s, Attorney General
procedures, and DoD and internal directives. The OGC advised Agency
elements on a number of questions, including the collection and
dissemination of communications of or concerning U.S. persons; the reporting
of possible violations of federal criminal law contained in SIGINT product;
the testing of electronic equipment; and the applicability of the Foreign
Intelligence Surveillance Act (FISA). With few exceptions, the issues
presented were routine and indicated that the operating elements
understand the restrictions on NSA/CSS activities. The OGC did not file any
reports with the Intelligence Oversight Board during this quarter.
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4. (U) OTHER ACTIVITIES

(U) Assistance to Law Enforcement

7
' ,../-4»/;;:7@)(3)&.:.. 86-36
(U) Working Aids . ,,.‘./»-/'"’"'/ // |
= e .

— /
on its web page for use l}y/all NSA/CS$

analysts. The E.O., NSA/CSS Regulation 10-30, DoD Regulation 5240.1-R,;

_and USSID 18 are also available on-line.| / |




DOCAR: 3R & ol onern-

SECURITY CLASSIFICATION
NSA STAFF PROCESSING FORM
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THRU ] ACTION EXREG SUSPENSE
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SUBJECT KCC SUSPENSE

(U/F OUO) Quarterly Report to the Intelligence Over- | [X| SIGNATURE
sight Board on NSA Activities—Second Quarter FYO4 | [7] inrormarion ELEMENT SUSPENSE

DISTRIBUTION JA,‘\) _ MAKO\-’

SUMMARY .o
PURPOSE: (UAFOTO) To forward to the Intelligence Oversight Board (IOB) of the
President’s Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense
for Intelligence Oversight (ATSD(I0)), NSA’s quarterly report on its intelligence activities.

BACKGROUND: (UA=SH6 Executive Order 12333 and Executive Order 12863
require Intelligence Community agency heads and Intelligence Community General Counsels
and Inspectors General, respectively, to report to the IOB on a quarterly basis concerning
intelligence activities that they have reason to believe may be unlawful or contrary to Executive

- Order or Presidential Directive. The enclosed memorandum covers all reportable activities
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982,
Agency heads are responsible for reporting separately any additional reportable activities
known to them, unless the President has specifically instructed that the Board is not to be
informed. The Director’s signature signifies that no other activities that require reporting .are
known to him.

RECOMMENDATION: (U} Director sign the enclosed memorandum.

This document may be declassified bproved for Release by NSA o
and marked “UNCLASSIFIED/For-Sfficiat-Bse-Onty” £:01:2000, FOIA Case #4910

upon removal of enclosure(s)
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 207$5-6000

9 June 2004

MEMORANDUM FOR THE CHAIRMAN , INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (UFOYE) Report to the Intelligence Oversight Board on NSA
Activities - INFORMATION MEMORANDUM

(UAOH0)- Except as previously reported to you or the President, or
otherwise stated in the enclosure, we have no reason to believe that any intelligence
activities of the National Security Agency during the quarter ending 31 March 2004,
were unlawful or contrary to Executive Order or Presidential Directive, and thus
required to be reported pursuant to Section 1.7.(d) of Executive Order 12333.

(U#AOHP0) The Inspector General and the General Counsel continue to
exercise oversight of Agency activities by means of inspections, surveys, training,
review of directives and guidelines, and advice and counsel. These activities and
other data requested by the Boaxd or members of the staff of the Assistant to the
Secretary of Defense (Intelligenge\Oversight), are described in the enclosure.

JOEL F. BRENNER
Inspéector General

(UFOY63 I concur in the report of the Inspector General and the General
Counsel and hereby make it our combined report.

MICHAEL V. HAYDEN
Lieutenant General, USAF

Director, NSA/Chief, CSS

Encl:
Quarterly Report with NSA/CSS Policy 1-23

This Memorandum is Unclassified
Upon Removal of Enclosure DERIVED FROM: NSA/CSSM 123-2

DATED: 24 FEB 98
DECLASSIFY ON: X1
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1. (U) INSPECTOR GENERAL ACTIVITIES

a. (C//STrDuring this quarter, the Office of Inspector General (OIG) reviewed
various intelligence activities of the National Security Agency/Central
Security Service (NSA/CSS) to determine whether they were conducted in
accordance with applicable statutes, Executive Orders (E.Q.s), Attorney
General procedures, and DoD and internal directives. With few exceptions,
the issues presented were routine and indicated that the operating elements
understand the restrictions on NSA/CSS activities.
bt8/#SH-The NSA OIG completed an inspection of the

L Division. The inspection found no intelligence
oversight (I/O) shortcomings. The Division submits quarterly compliance
reports to the Information Assurance Directorate. All employees participate
in annual refresher training, which is tracked by division management.

CITSHSH]

JO USC 403
L. 86-38

2. (U) GENERAL COUNSEL ACTIVITIES

“({C'SHThe NSA OGC reviewed various intelligence activities of the NSA/CSS
to determine whether they were conducted in accordance with applicable
statutes, E.O.s, Attorney General procedures, and DoD and internal
directives. The OGC advised Agency elements on a number of questions,
including the collection and dissemination of communications of or
concerning U.S. persons; the reporting of possible violations of federal
criminal law contained in SIGINT product; the testing of electronic
equipment; and the applicability of the Foreign Intelligence Surveillance Act
(FISA). With few exceptions, the issues presented were routine and indicated

DERIVED FROM: NSA/CSSM 123-2
DATED: 24 FEB 98
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that the operating elements understand the restrictions on NSA/CSS
activities. The OGC did not file any reports with the Intelligence Oversight
Board during this quarter.

3. (U) SIGINT ACTIVITIES
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(U) Working Aids

)= 0y (3)-P.L. 86-36

(UAFOYO) The SID maintaing I
brrits web page for use by all NSA/CSS
-analysts. The E.O., NSA/CSS Policy 1-23, DoD Regulation 5240.1-R, and
USSID 18 are also available on-line. £~ ..........

"""""""""" To)3)-P.L 8636

(U) Intelligence Oversight Training

a. (U/fFOY6)-In March 2004, SID implemented its new I/O training program,
which allows employees to access the required documents and register their
compliance on the web. The new program reminds employees that,

(U) “The primary document governing NSA's intelligence activities is Executive
Order 12333. In addition, NSA employees are subject to DoD Regulation

5240.1-R . . ., which implement(s) the Executive Order. For SID employees,
USSID 18 provides the SIGINT minimization procedures required by these
documents and the Foreign Intelligence Surveillance Act. Finally, NSCID 6 defines
SIGINT and prescribes the conduct of SIGINT activities.”

b. (UA©HO} In response to the December 2001 NSA OIG report, Strategic
Assessment of Intelligence Oversight, Agency leadership revised NSA/CSS
Directive 10-30, by including more detailed guidance about I/O training and
quarterly reporting requirements. NSA issued the revised procedures as
NSA/CSS Policy 1-23. A copy of the procedures is enclosed.
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SUMMARY
PURPOSE: (U/A"OY6)To forward to the Intelligence Oversight Board (IOB) of the

President’s Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense

for Intelligence Oversight (ATSD(10)), NSA’s quarterly report on its intelligence activities.

BACKGROUND: (UA*6YO) Executive Order 12333 and Executive Order 12863
require Intelligence Community agency heads and Intelligence Community General Counsels
and Inspectors General, respectively, to report to the IOB on a quarterly basis concerning
intelligence activities that they have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. The enclosed memorandum covers all reportable activities
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982,
Agency heads are responsible for reporting separately any additional reportable activities
known to them, unless the President has specifically instructed that the Board is not to be
informed. The Director’s signature signifies that no other activities that require reporting are
known to him.

RECOMMENDATION: (U) Director sign the enclosed memorandum.
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

13 September 2004

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U#FOUO) Report to the Intelligence Oversight Board on NSA
Activities - INFORMATION MEMORANDUM

(Ur*OHQ) Except as previously reported to you or the President, or
otherwise stated in the enclosure, we have no reason to believe that any intelligence
activities of the National Security Agency during the quarter ending 30 June 2004
were unlawful or contrary to Executive Order or Presidential Directive, and thus
required to be reported pursuant to Section 1.7.(d) of Executive Order 12333.

(UAFOY6) The Inspector General and the General Counsel continue to
exercise oversight of Agency activities by means of inspections, surveys, training,
review of directives and guidelines, and advice and counsel. These activities and
other data requested by the Board or members of the staff of the Assistant to the
§ecretary of Defense (Intellige, ersight) are glescribed in the enclosure,

< .

JOEL F. BRENNER
Inspecto

(UH/FPOYO>1 concur in the report of the Inspector General and the General
Counsel and hereby make it our combined report.

Wkt V.

MICHAEL V. HAYDEN
Lieutenant General, USAF
Director, NSA/Chief, CSS

Encl:
Quarterly Report
This Document May Be Declassified and Marked DERIVED FROM: NSA/CSSM 123-2
“UNCLASSIFIED/FOR-OFFICIAE USF-ONEY” Dated: 24 February 1998
upon remeval of enclosure(s). Declassify on: X1

‘TOP-SECRET/COMINT/ANOFORMN/XT
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1. (U) INSPECTOR GENERAL ACTIVITIES

a. €685 During this quarter, the Office of Inspector General (OIG) reviewed

~ various intelligence activities of the National Security Agency/Central Security
Service (NSA/CSS) to determine whether they were conducted in accordance with
applicable statutes, Executive Orders (E.O.s), Attorney General procedures, and
DoD and internal directives. With few exceptions, the issues presented were
routine and indicated that the operating elements understand the restrictions on

NSA/CSS activities.
b. 5458 | |
R ""?(b)(a)-P.L. 86-36
~Corrective action has been directed and will be monitored
through completion.
c. (SHSHAMER)
Ab@)-PL. 8636
/
(SHSHATF ey
i(b)(3)-50 USC 403
{b)(3)-P.L. 86-36
R Iﬂ = = FEU7mN-PL 8636
d. U Along with inspectors fro _ == Z 7

[the NSA OIGﬂc;mplg,wd-a'joirﬁ' insp;ction of|

P
-

!

—
—

e

|5Hré"301ﬁt/1nspectlon report notes that the site’s infelligence
oversight program is weak in training and documentation proeédures. The

inspection team noted that annual refresher training, w};icﬁ"is accomplished by
online posting of required reading material, is inconsjstent and lacks

documentation. A revisit to

J6y the Joint Inspectors General

will be scheduled for next year.
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2. (U) GENERAL COUNSEL ACTIVITIES

tE#81) The NSA Office of General Counsel (OGC) reviewed various intelligence
activities of the NSA/CSS to determine whether they were conducted in accordance
with applicable statutes, E.Q.s, Attorney General procedures, and DoD and internal _
directives. The OGC advised Agency elements on a number of questions, including
the collection and dissemination of communications of or concerning U.S. persons;
the reporting of possible violations of federal criminal law contained in SIGINT
product; the testing of electronic equipment; and the applicability of the Foreign
Intelligence Surveillance Act (FISA). With few exceptions, the issues presented
were routine and indicated that the operating elements understand the restrictions
on NSA/CSS activities. The OGC did not file any reports with the Intelligence
Oversight Board during this quarter.

3. (U) SIGINT ACTIVITIES

/
/M)
© afBHSH

D - |;—I ------ " (b)(3)-P.L. 86-36

o b \, ]
. ) P : AN [
b. {SHSH] |
g L = S o)) 5536
BOP 8696~ @)@ I e
. a{SH#SH
E{{?ﬁéﬁc\aw--.\___
(b)(3)-18 USC 798 T
(b)(S)éQ.L. 86.-36 R
, ~.
N -
\ I
N b. (PSHSD]
N
N
N
N
\
2
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WIEP.L. 86-36
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. /
(2) (U)L O e 3P L. 8636

W) /
(b}{2)-50 USC 403 a. (TSHSH

(b)(3)-18 USC 798
(b)(3)-RL. 86-36

............... __...,b._‘(s#s-l-)l

(3(3);3 L. 86-36 |
\‘».

~.
~

B
(6)(3)-50 USC A0S~ ___

(b)@)-P.L. 8636 S —
........... _c.AFSHSE
BE)PL 8636 £)(3)-P.L. 86-36

ﬁ(stozs{se;i-'ﬁfu)
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=

T — =~ | L eess
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TigPsesa_ I
7 e
N b. ‘
N
N
N
V WL 86-36
A}
c. ('SﬂSi-)l \
4. (U) OTHER ACTIVITIES
/A T~ T
(UHFeUO;] g e -
. i =~ (B)E)-P.L.86-3
Bioregeds = | |
D sousc a3
(b)(3)-18 USC 798
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b tESHSHAE) ‘ J

AFSHESTHNE) o
/

R e
‘ ®)(1)

(p)(3)-50 USC 403

(b)(3)-P.L. 86-36
(V) Assistance to Law Enforcement (iGH8 UsC 78
(b)(3)-P.L. 86-36
A®yeye.ee3s
(U) Working Alds / S \..\__\___\\
(U#F8Y6) The SHD mamtam* h

/__bn its web page for use by all NSAIC‘S’Sm E 0,

(U) intelligence Oversight Training
STy

OO During this quarter an intelligence oversight specialist from the SID
Office of Oversight and Compliance provided on-site training to military, civilian,
and contractor personneIL -

(t)(3)-P.L. 8636 .

‘ 6
“TOP SECRET/COMINT/ANOEORN/X1
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| [The training included Inteligenice
Oversight, E.O. 12333 USSID 9 and USSID 18, DOD Regulation 5240.1-R;

NSA/CSS Policy 1-23,

\

—. v e

(b).(?)-P.L. 868-38
b)
{b)(3)-50 USC 403
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Sub J ect:

Clhas sification:-SECRETHEOMENTANOFORMNA—

pR ~ FM: Class. Guide 356-01
DA T ED: 3 July 2001
DEC-LON: X1

All, please read the note I received from Lt. Gen. Hayc}en g T 838 50 USC 403
moring and then read:bndmygqxgmgms below it. (b)(3)-P.L. 86-36
cermm mmmmnenenenee Forwarded by HQS-on08/24/2004 12:59 PM """ (B)(3)-P.L. 8636

————

"Hayden, Michael V. (MIL-USAF) D" <mvhayde @nsa> on 08/24/2004 08:33:47 AM '

please respond to mvhayde @nsa

o)
P (b)(3)-50 USC 403
P (b)(3)-P.L. 86-36
=TT (B)(3)-P L. 86-36
| 3 P (b)}(3)-P.L. 86-36
Classification-SEERETHEOMBNT/ANOFORNPEE" B
he enclosed message was coordinated withl _________ e T o)
e e — . (b)(3)-50 USC 403
Gen-HaydenIris iny understanding that you will disseminate (b)(3)-P.L. 86-36
on their behalf. Please let me know if you have any questions. Thanks! '
Marjorie
_\b)(3)-P.L. 86-36
TN
\
Civilian Assistant to the Ditector
063-3111 \
\2
> .
\
1 (b)(1)

(b)(3)-50 USC 403
(b)(3)-P.L. 86-36
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of our country under often very . _iicult conditions. Everyday we make =TT (YY)

. . i b)(3)-50 USC 403
thousands of successful decisions that effect the security gpg.,saﬁetyof'mr &,;23;4:_‘_, 86-36
country. Everyday derfionstrate integrity in our

actions and are conscientious in doing our job within the parameters set for us.

Everyday you make me ;l;rogg to be a member of this organization and be given the
opportunity to lead you. _ - r:ﬁ:f:

=r=EZE (b)(3)-P.L. 86-36

e T
jFask fof your increased attention to the P
rules, regulations and laws that we must follow. It is important for each of us T
to always conduct ourselves in a manner that is a model for others and beyond
reproach. 7

If you have questions or comments, please contac br e,

Classification: SECRETHCOMBNE/ANOEORMN/—
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SUMMARY

PURPOSE: (U/FOHQ) To forward to the Inteélligence Oversight Board (IOB) of the
President’s Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense
for Intelligence Oversight (ATSD(I0)), NSA’s quarterly report on its intelligence activities.

BACKGROUND: (U/FOHe®) Executive Order 12333 and Executive Order 12863
require Intelligence Community agency heads and Intelligence Community General Counsels
and Inspectors General, respectively, to report to the IOB on a quarterly basis concerning
intelligence activities that they have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. The enclosed memorandum covers all reportable activities
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982,
Agency heads are responsible for reporting separately any additional reportable activities
known to them, unless the President has specifically instructed that the Board is not to be
informed. The Director’s 31gnature signifies that no other activities that require reporting are
known to hlm

RECOMMENDATION: (U) Director sign the enclosed memor:

M,

This document may be declassified

and marked “UNCLASSIFIED/For-Official- Use-Only”

upon removal of enclosure(s)
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NATIONAL. SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 207556000

29 November 2004

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U//FOH©) Report to the Intelligence Oversight Board on NSA
Activities - INFORMATION MEMORANDUM

(U//IFOYE) Except as previously reported to you or the President, or
otherwise stated in the enclosure, we have no reason to believe that any intelligence
activities of the National Security Agency during the quarter ending 30 September
2004 were unlawful or contrary to Executive Order or Presidential Directive, and
thus required to be reported pursuant to Section 1.7.(d) of Executive Order 12333.

(U//FOH6). The Inspector General and the General Counsel continue to
exercise oversight of Agency activities by means of inspections, surveys, training,
review of directives and guidelines, and advice and counsel. These activities and
other data requested by the Board or members of the staff of the Assistant to the
Secretary of Defense (Intelli e Oversight)\are described in the enclosure.

(U//FOBV) 1 concur in the report of the Inspector General and the General
Counsel and hereby make it our combined report.

MICHAEL V. HAYDEN
Lieutenant General, USAF

Director, NSA/Chief, CSS

Encl:
Quarterly Report
This Document May Be Declassified and Marked DERIVED FROM: NSA/CSSM 123-2
“UNCLASSIFIED//FOR OFFICIAL USE ONLY” Dated: 24 February 1998
upon removal of enclosure(s). Declassify on: X1

-“FOP-SECRET/COMENT/ANOFORNAT-
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1. (U) INSPECTOR GENERAL ACTIVITIES

a. (bﬁ‘SILDuﬁng this quarter, the Office of Inspector General (OIG) reviewed
various intelligence activities of the National Security Agency/Central Security
Service (NSA/CSS) to determine whether they were conducted in accordance with
applicable statutes, Executive Orders (EQ), Attorney General procedures, and
Department of Defense (DoD) and internal directives. With few exceptions, the
issues presented were routine and indicated that the operating elements

understand the restrictions on NSA/CSS activities.

b. {8} The OIG conducted a review of NSA’s managemént of electronic
surveillance activities carried out under the Foreign Intelligence Surveillance Act

e

(FISA) of 1978. ]

l

(b)(3)-P.L. 86-36

The OIG recommended improvements in the written guidance that defines
authorities and assigns roles and responsibilities, step-by-step instructions to guide
FISA process participants, the need for tailored training on FISA operational
aspects, and meaningful metrics to gauge the efficiency of the process. NSA
management has agreed to implement all recommendations.

L

c. (U/FOHQ) The NSA OIG. withl

l
strength was that ad-an embedded requirements fanager whe
IO implications of all EO 12333-related tasking. Emplo
satisfactory and there were no violations of applicable laws, executive order,
regulations, or policies noted, but the inspectors identified-we: dknesses in program
management documentation and training and ¥éporting compliance methods. The
NSA OIG has taske to dévelop and document standard operating

procedures for the IO program and to report IO activities quarterly to the NSA OIG.
The NSA OIG will track the action through completion.

completed

—

—

A . program

the joint inspection o
The inspection report

1s visible and is actively involved in training and operations. Comprehen
W ¢_initial and refresher IO training-isTneasured through web-based testin

noted that the sife’s mtelhgence oversxght’program manager
sion of

—

-
-~
~

/

(b)(3)-P.L. 88-38

—
T

/
/

(b)(3)-P.L. 86-36

=T (o)1)

¢ (b)(3)-50 USC 403
| 3 PL 8636

~—="17 (b)(3)-P.L. 86-36
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-P.L. 8636

2. (U) GENERAL COUNSEL ACTIVITIES

{C#81) The NSA Office of General Counsel (OGC) reviewed various intelligence
activities of the NSA/CSS to determine whether they were conducted in accordance
with applicable statutes, EQ, Attorney General (AG) procedures, and DoD and
internal directives. The OGC advised Agency elements on a number of questions,

including the collection and dissemination of communications of or concerning U.S.
persons (USP); the reporting of possible violations of federal criminal law contained
in SIGINT product; the testing of electronic equipment; and the applicability of the

FISA. With few exceptions, the issues presented were routine and indicated that
the operating elements understand the restrictions on NSA/CSS activities. The

OGC did not file any reports with the Intelligence Oversight Board during this

quarter.
/m(qu 86-36
3. (U) SIGINT ACTIVITIES SN S
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7 . \._\ NN
] Y O N T
a. (SHSD) NN AEIN H
<
\ N
I
\
b. TSHSY) ___1-T ]
L — —— "
----------- / / " (0)(3)-50 USC 403
@) . /] BEEE
R /
a. (SHSI] ~ I s L
< - - < _ -~ /l rl
b. (S”S@m l‘/::::>(b)(3)-P.L.86—36
2




-..DOCID: 3562065 B :
FOP-SECRETHCOMINT/NOFORN/AM—

) = R0)@)-P.L. 8636
/] - /
/ /

/
/ b. (U/FOoHQ)
é‘»@-P'L' 8626 -~ O)3-P.L. 8636
T, M i '
LN
o |
\ b L. 86-36
\
\ N
\ N

-P.L. 86-36

W(3)-P.L. 86
AN \ N
. \ N

—

S 2) (U]

.__\

N a. (7B |

N

.\

b. '(TS#S,'L ,t?)(S.)-P.L. 86-36

j

.-/'
P
b)(1
(b)(3)-50 USC 403
(b)(3)-P.L. 86-36




—

FOP-SECRETHCOMINT/NOFORN/XT—

-DOCID: 3562065

(3) (U]
‘(h)‘\)-P.L.86-36
W,
LN
TSHSL \
4. (U) Other Activities OIEPL 8636
a. (U/fFouQ) | e
—FN— I P V)
TTSANE) 1/ oelsuseies

- / (b)(3)-P.L. 8636

— - - - /"

_ - /

- /
i, - JT../--? (b)(3)-P.L. 86-36

b. (U) Assistance to Law Enforcement

: '_l -:7(b)(3)-P.L. 86-36

p

4




-..DOCID: 3562065 -

—TOP-SECRET/COMINT/NOFORN/G-

¢. (U) Working Aids-

_ ,1;;;===”(b)(3).P.L. 8838

(U/FOYO) The SID Office of Oversight and Compliance maintain{ __

lorrits web page
for use by the NSA/CSS Enterprise. The E.O., NSA/CSS Policy Number 1-23, DoD
Regulatmn 5240.1-R, and USSID 18 are also avallable on-line.
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DISTRIBUTION

SUMMARY

PURPOSE: (U//FOYQ) To forward to the Intelligence Oversight Board (I0B) of the
President’s Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense
for Intelligence Oversight (ATSI(I0)), NSA’s quarterly report on its intelligence activities.

BACKGROUND: (U/FOHQ) Executive Order 12333 and Executive Order 12863
require Intelligence Community agency heads and Intelligence Community General Counsels
and Inspectors General, respectively, to report to the IOB on a quarterly basis concerning
intelligence activities that they have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. The enclosed memorandum covers all reportable activities
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982,
Agency heads are responsible for reporting separately any additional reportable activities
known to them, unless the President has specifically instructed that the Board is not to be
informed. The Director’s signature signifies that no other activities that require reporting are
known to him. : :

RECOMMENDATION: (U) Director sign the enclosed memorandum.

This document may be declassified

and marked “UNCLASSIFIED/#Fer-Official-Bse-Only”
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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GEORGE G. MEADE, MARYLAND 20755-6000

‘ Q FY 05’ 14 March 2005
MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD

THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/FOB0)-Report to the Intelligence Oversight Board on NSA
Activities - INFORMATION MEMORANDUM -

(U/FOBOY Except as previously reported to you or the President, or
otherwise stated in the enclosure, we have no reason to believe that any intelligence
activities of the National Security Agency during the quarter ending 31 December
2004, were unlawful or contrary to Executive Order or Presidential Directive, and
thus required to be reported pursuant to Section 1.7.(d) of Executive Order 12333.

(U/AFGH6Y The Inspector General and the General Counsel continue to
exercise oversight of Agency activities by means of inspections, surveys, training,
review of directives and guidelines, and advice and counsel. These activities and
other data requested by the Board or members of the staff of the Assistant to the °
Secretary of Defense (Intellige, @ 0 5

Inspector General

Dt T Qb
BERT L. DEITZ
General Counsel

(U//FOBQ)_I concur in the report of the Inspector General and the General
Counsel and hereby make it our combined report. s

W aohod V

MICHAEL V. HAYDEN
Lieutenant General, USAF
Director, NSA/Chief, CSS

Encl:
Quarterly Report with NSA/CSS Policy 1-23
This Memorandum is Unclassified gi{%?&%h;;NSMCSSM 1232
Upon Removal of Enclosure p
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1. (U) INSPECTOR GENERAL ACTIVITIES

a. (CNSH During this quarter, the Office of Inspector General (OIG) reviewed
various intelligence activities of the National Security Agency/Central Security
Service (NSA/CSS) to determine whether they were conducted in accordance with
applicable statutes, Executive Orders (EQ), Attorney General procedures, and
Department of Defense (DoD) and internal directives. With few exceptions, the
issues presented were routine and indicated that the operating elements

understand the restrictions on NSA/CSS activities. NP 8638
A

b. (6)As reported in the first quarter and amplified in the third qga;rtér fis¢al 1,

year 2004 (reports dated 17 March and 13 September 2004, res vely), an Iﬁxqm
into 7 resulted in direc

action to correct shortcomings] ~ / \ \
Q - / \
A P / \
\ - - e
,Ob |'c1e;arlv defined roles and responsibilities
o / |
15< fhave been

1mplemented. We will continue to track the remaining recommendation for
supplemental tailored initial and refresher tralmng for all personnel involved in the
collection process.

2. (U) GENERAL COUNSEL ACTIVITIES

(CHSI).The NSA Office of General Counsel (OGC) reviewed various intelligence
activities of the NSA/CSS to determine whether they were conducted in accordance .
with applicable statutes, EO, AG procedures, and DoD and internal directives. The
OGC advised Agency elements on a number of questions, including the collection
and dissemination of communications of or concerning U.S. persons (USP); the
reporting of possible violations of federal ecriminal law contained in SIGINT product;
the testing of electronic equipment; and the applicability of the FISA. With few
exceptions, the issues presented were routine and indicated that the operating
elements understand the restrictions on NSA/CSS activities. The OGC did not file
any reports with the Intelligence Oversight Board during this quarter.

DERIVED FROM: NSA/CSSM123-2
DATED: 24 FEB 98
DECLASSIFY ON: X1
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b. (U) Assistance to Law Enforcement N

(SHsT) | <

c. (U) Working Aids

ez =" (B)(3)-P.L. 86-36

1

(U/FOYQ) The SID Office of Oversight and Compliance maintaing -
orrTts web page

for use by the NSA/CSS Enterprise. The E.O., NSA/CSS Policy Number 1-23, DoD
Regulation 5240.1-R, and USSID 18 are also avallable on-line.
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SUMMARY

PURPOSE: (U//FOHQ).To forward to the Intelligence Oversight Board (IOB) of the
President’s Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense
for Intelligence Oversight (ATSD(I0)), NSA’s quarterly report on its intelligence activities.

BACKGROUND: (U/F6UQ) Executive Order 12333 and Executive Order 12863
require Intelligence Community agency heads and Intelligence Community General Counsels
and Inspectors General, respectively, to report to the IOB on a quarterly basis concerning
intelligence activities that they have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. The enclosed memorandum covers all reportable activities
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982,
Agency heads are responsible for reporting separately any additional reportable activities
known to them, unless the President has specifically instructed that the Board is not to be
informed. The Director’s signature signifies that no other activities that require reporting are

known to him. :

RECOMMENDATION: (U) Director sign the enclosed memorandum.
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ZQF\{O\S’ 17 May 2005

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD

THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/FOEO)-Report to the Intelligence Oversight Board on NSA
Activities - INFORMATION MEMORANDUM

(U/AFOYHO)-Except as previously reported to you or the President, or
otherwise stated in the enclosure, we have no reason to believe that any intelligence
activities of the National Security Agency during the quarter ending 31 March 2005
were unlawful or contrary to Executive Order or Presidential Directive, and thus -
required to be reported pursuant to Section 1.7.(d) of Executive Order 12333.

. (U/E0T0) The Inspector General and the General Counsel continue to
exercise oversight of Agency activities by means of inspections, surveys, training,
review of directives and guidelines, and advice and counsel. These activities and
other data requested by the Boagd or members of the staff of the Assistant to the
Secretary of Defense (Intelligéhcg\Oversight) are ddscribed in the enclosure.

- J@ .
~'\\jnspector aeneral—

__Gefiéi'al Counsel

ra
d

- (U/ESPFOT] concur in the report of the Inspector General and the General
Counsel and hereby make it our combined report.

LLIAM B. BLACK, JR.
ActingDirector, NSA/Chief, CSS

Encl: :
Quarterly Report with NSA/CSS Policy 1-23

This Memorandum is Unclassified

Upon Removal of Exclosure DERIVED FROM: NSA/CSSPM 1-52

DATED: 23NOV4
DECLASSIFY ON: 20291123
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1. (U) INSPECTOR GENERAL ACTIVITIES

a. {C#SH-During this quarter, the Office of Inspector General (OIG) reviewed
various intelligence activities of the National Security Agency/Central Security
Service (NSA/CSS) to determine whether they were conducted in accordance with
applicable statutes, Executive Orders (EOs), Attorney General (AG) procedures, and
Department of Defense (DoD) and internal directives. With few exceptions, the
issues presented were routine and indicated that the operating elements
understand the restrictions on NSA/CSS activities.

I,,“.,;;;:115""/(b)(3)-P.L. 86-36

HHéNSA

OlG completed a joint inspection of the Kunia Regional Security Operations Center
(KRSOC), Kunia, Hawaii. The inspection team found that the KRSOC IO program
manager lacked the authority to manage the TO program centrally, the 10 training

materials contained inaccuracies, and the training accounting process was
fragmented. The deficiencies will be monitored by the NSA OIG through correction.

b. (U//FOHTO)-Along with inspectors from!|

c. As reported in the fourth quarter fiscal year 2004 (See report dated 24 ___________ e e

November 2004), the NSA OIG| =T T
|

| - - |.The two intelligence-related
actions resulting from the inspection, a‘contmmty gultie and quartefly reporting

—

process have been completed. SN
(b)(3)-P.L. 86-36

2. (U) GENERAL COUNSEL ACTIVITIES

- X€#SH-The NSA Office of General Counsel (OGC) reviewed various intelligence
activities of the NSA/CSS to determine whether they were conducted in accordance
with applicable statutes, EOs, AG procedures, and DoD and internal directives.
The OGC advised Agency elements on a number of questions, including the
collection and dissemination of communications of or concerning U.S. persons
(USP); the reporting of possible violations of federal criminal law contained in
SIGINT product; the testing of electronic equipment; and the applicability of the
Foreign Intelligence Surveillance Act. (FISA). With few exceptions, the issues
presented were routine and indicated that the operating elements understand the
restrictions on NSA/CSS activities. The OGC did not file any reports with the
Intelligence Oversight Board during this quarter.

Derived From: NSA/CSSM 1-52
Dated: 20041123
Declassify On: 20291123




DOCID: 3562063 —~ —_
“TOP SECRET/COMINT/NOFORN/20z91123—

3. (U) SIGINT ACTIVITIES
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17 May 2005

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/FOBQ) Report to the Intelligence Oversight Board on NSA
Activities - INFORMATION MEMORANDUM

(U//ﬁ)‘BQL Except as previously reported to you or the President, or
otherwise stated in the enclosure, we have no reason to believe that any intelligence
activities of the National Security Agency during the quarter ending 31 March 2005
were unlawful or contrary to Executive Order or Presidential Directive, and thus
required to be reported pursuant to Section 1.7.(d) of Executive Order 12333.

(U//FOY6)The Inspector General and the General Counsel continue to
exercise oversight of Agency activities by means of inspections, surveys, training,
review of directives and guidelines, and advice and counsel. These activities and
other data requested by the Board or members of the staff of the Assistant to the
Secretary of Defense (Intelligéhcg\Oversight) are described in the enclosure.

ROBERT I DEITZ
| g}eﬂéral Counsel
s

(U/FOYS) I concur in the report of the Inspector General and the General
Counsel and hereby make it our combined report.

ILLIAM B. BLACK, JR.
ActingDirector, NSA/Chief, CSS

Encl:
Quarterly Report with NSA/CSS Policy 1-23

This Memorandum is Unclassified
DERIVED FROM: NSA/CSSPM 1-52

DATED: 23NOV04
DECLASSIFY ON: 20291123
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1. (U} INSPECTOR GENERAL ACTIVITIES

a. (CHSI) During this quarter, the Office of Inspector General (OIG) reviewed
various intelligence activities of the National Security Agency/Central Security
Service (NSA/CSS) to determine whether they were conducted in accordance with
applicable statutes, Executive Orders (EOs), Attorney General (AG) procedures, and
Department of Defense (DoD) and internal directives. With few exceptions, the
issues presented were routine and indicated that the operating elements
understand the restrictions on NSA/CSS activities.

A f ey . l ______ T NP L. 8636
hie NSA »
OIG completed a joint inspection of the Kunia Regional Security Operations Center
(KRSOC), Kunia, Hawaii. The inspection team found that the KRSOC IO program
manager lacked the authority to manage the I0 program centrally, the IO training
materials contained inaccuracies, and the training accounting process was
fragmented. The deficiencies will be monitored by the NSA OIG through correction.

c. Asreported in the fourth quarter fiscal year 2004 (See report dated 24

—November 2004). the NSA OIG/ .

—————————— ~Thetwo intelhgence-related
actions resulting from the inspection, a continuity guide and quarterly reporting
process have been completed.

: (b)(3)-P.L. 86-35

2. (U) GENERAL COUNSEL ACTIVITIES

TC#81) The NSA Office of General Counsel (OGC) reviewed various intelligence
activities of the NSA/CSS to determine whether they were conducted in accordance
with applicable statutes, EOs, AG procedures, and DoD and internal directives.
The OGC advised Agency elements on a number of questions, including the
collection and dissemination of communications of or concerning U.S. persons
(USP); the reporting of possible violations of federal criminal law contained in
SIGINT product; the testing of electronic equipment; and the applicability of the
Foreign Intelligence Surveillance Act. (FISA). With few exceptions, the issues
presented were routine and indicated that the operating elements understand the
restrictions on NSA/CSS activities. The OGC did not file any reports with the
Intelligence Oversight Board during this quarter.

Derived From: NSA/CSSM 1-52
Dated: 20041123
Declassify On: 20291123
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DISTRIBUTION

SUMMARY

PURPOSE: (U/FOUYO) To forward to the Intelligence Oversight Board (IOB) of the
President’s Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense
for Intelligence Oversight (ATSD(I0)), NSA’s quarterly report on its intelligence activities.

BACKGROUND: (U#FOHE6)-Executive Order 12333 and Executive Order 12863
require Intelligence Community agency heads and Intelligence Community General Counsels
and Inspectors General, respectively, to report to the IOB on a quarterly basis concerning
intelligence activities that they have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. The enclosed memorandum covers all reportable activities
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982,
Agency heads are responsible for reporting separately any additional reportable activities
known to them, unless the President has specifically instructed that the Board is not to be
informed. The Director’s signature signifies that no other activities that require reporting are
known to him.

RECOMMENDATION: (U) Director sign the enclosed memorandum.
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NATIONAL SECURITY AGENCY
CENTRAL. SECURITY SERVICE

FORT GEORGE G. MEADE. MARYLAND 20755-6000

22 August 2005

Q{05
MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD

THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U#FEHO) Report to the Intelligence Oversight Board on NSA
Activities - INFORMATION MEMORANDUM ‘

(UAFOHOr Except as previously reported to you or the President, or
otherwise stated in the enclosure, we have no reason to believe that any intelligence
activities of the National Security Agency during the quarter ending 30 June 2005
were unlawful or contrary to Executive Order or Presidential Directive, and thus
required to be reported pursuant to Section 1.7.(d) of Executive Order 12333.

(UAROYO) The Inspector General and the General Counsel continue to
exercise oversight of Agency activities by means of inspections, surveys, training,
review of directives and guidelines, and advice and counsel. These activities and
other data requested by the Board or members of the staff of the Assistant to the
Secretary of Defense (Intellig Oversight) described in the enclosure.

Y.

S
OEL F. BRENNER
Inspector General

ROBERT L. DEITZ
" General Counsel

(UA*OHO) I concur in the report of the Inspector General and the General
Counsel and hereby make it our combined report.

’ﬂ-é ALEXANDER

Lieutenant General, U. S. Army
Director, NSA/Chief, CSS

Encl: ’
Quarterly Report with NSA/CSS Policy 1-23

DERIVED FROM: NSA/CSSFM 1-52
DATED: 23NOV04
DECLASSIFY ON: 20291123

This Memorandam is Unclassified
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1. (U) INSPECTOR GENERAL ACTIVITIES |

a. (6/81rDuring this quarter, the Office of Inspector General (OIG) reviewed
various intelligence activities of the National Security Agency/Central Security
Service (NSA/CSS) to determine whether they were conducted in accordance with
applicable statutes, Executive Orders (EOs), Attorney General (AG) procedures, and
- Department of Defense (DoD) and internal directives. With few exceptions, the
issues presented were routine and indicated that the operating elements ST—
1
|
I
i

e
o

understand the restrictions on NSA/CSS activities. e ;
L yau

—

b. TO#FOYHO) Along with inspectors from the] _ -~
- I:he NSA

OIG completed a joint mspectmrwﬂ

| | The inspection team found that some personnel who did
not have access to the Sensitive Compartmented Information Facility (SCIF) had
not received initial intelligence oversight training. NSA OIG will monitor this
deficiency through correction.

- ¢. (UAFOEO) The OIG conducted an inspection of the NSA/CSS Representative
Pacific (NCRPAC). Three Intelligence Oversight (I0) training weaknesses were
documented and quickly rectified. USSID SP0018 (formerly USSID 18) training
was added to the training program, recording keeping was automated and the web-

based training was standardized for all NCPAC divisions. oL s

d. (U#POEO) A special study of the NSA/CSS =27
revealed deficient training accountability. Only 61% of the{_______Workforce /had |
received the required IO training in 2004, and as oilt]:re study publication; tralmng
compliance has risen to 84% for 2005. Thlﬁcks a formal tracking/ and follow\-

up system to ensure 100% tralmng compﬁance NSA OIG will monitor this \

deficiency through correctmn - /,/ \.\
e. (U ») Afol llow-up inspection of the| )
atid NSA/CSS Representative] found that the

training and documentation weaknesses cited in our 13 September 2004 report have
been strengthened. Training and documentation procedures have been
standardized and managed by an appointed IO Program Manager.

Derived From: NSA/CSSM 1-52
Dated: 20041123
Declassify On: 20300706
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2. (U) GENERAL COUNSEL ACTIVITIES

(E#SD-The NSA Office of General Counsel (OGC) reviewed various intelligence
activities of the NSA/CSS to determine whether they were conducted in accordance
with applicable statutes, EOs, AG procedures, and DoD and internal directives.
The OGC advised Agency elements on a number of questions, including the
collection and dissemination of communications of or concerning U.S. persons
(USP); the reporting of possible violations of federal criminal law contained in
SIGINT product; the testing of electronic equipment; and the applicability of the
Foreign Intelligence Surveillance Act (FISA). With few exceptions, the issues
presented were routine and indicated that the operating elements understand the
restrictions on NSA/CSS activities. The OGC did not file any reports with the
Intelligence Oversight Board during this quarter.
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SUMMARY

PURPOSE: (U/FOY0) To forward to the Intelligence Oversight Board (IOB) of the
President’s Foreign Intelligence Advisory Board, via the Assistant to the Secretary qf })_efense
for Intelligence Oversight (ATSD(I0)), NSA’s quarterly report on its intelligence activities.

BACKGROUND: (U#0UY0) Executive Order 12333 and Executive Order 12863
require Intelligence Community agency heads and Intelligence Community General Counsels
and Inspectors General, respectively, to report to the IOB on a quarterly basis concerning
intelligence activities that they have reason to believe may be unlawful or contrary to Executive

- Order or Presidential Directive. The enclosed memorandum covers all reportable activities
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982,
Agency heads are responsible for reporting separately any additional reportable activities
known to them, unless the President has specifically instructed that the Board is not to be

informed. The Director’s signature signifies that no other activities that require reporting are
known to him.

RECOMMENDATION: (U) Director sign the enclosed memorandum.
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NATIONAL SECURITY AGENCY

. CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 207S5-6000

14 December 2005

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U#FOUO Report to the Intelligence Oversight Board on NSA
Activities - INFORMATION MEMORANDUM

(UFOYO) Except as previously reported to you or the President, or
otherwise stated in the enclosure, we have no reason to believe that any intelligence
activities of the National Security Agency during the quarter ending 30 September
2005 were unlawful or contrary to Executive Order or Presidential Directive, and
thus required to be reported pursuant to Section 1.7.(d) of Executive Order 12333.

(G#FOHO) The Inspector General and the General Counsel continue to
exercise oversight of Agency activities by means of inspections, surveys, training,
review of directives and guidelines, and advice and counsel. These activities and
other data requested by the Board or members of the staff of the Assistant to the
Secretary of Defense (Intelligefic] Oversight) aye described in the enclosure.

(U/FeH0y 1 concur; in the report of the Inspector General and the General
Counsel and herel_)y make it our combined report. :

§Bdd

Lieutenant General, U. S. Army

Director, NSA/Chief, CSS
Encl:
Quarterly Report with NSA/CSS Policy 1-23
This Memorandum is Unclassified : D ey | ACSSEM 152
Upon Removal of Enclosure p

DECLASSIFY ON: 20291123
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1. (U) INSPECTOR GENERAL ACTIVITIES

a. (C/fSH-During this quarter, the Office of Inspector General (OIG) reviewed
~ various intelligence activities of the National Security Agency/Central Security
Service (NSA/CSS) to determine whether they were conducted in accordance with
applicable statutes, Executive Orders (EOs), Attorney General (AG) procedures, and
Department of Defense (DoD) and internal directives. With few exceptions, the

issues presented were routine and indicated that the operating elements understand
the restrictions on NSA/CSS activities.

/ ®)Y3P.L. 8636
.'/.
b. ((WA*OBOY The inspection of the conducted in
August 2004 was closed with both intelligence oversight (IO) findings rectified.

Reporting feedback was provided and IO program processes were documented to
ensure program sustainability.

2. (U) GENERAL COUNSEL ACTIVITIES

€E#5H The NSA/CSS Office of General Counsel (OGC) reviewed various intelligence
activities of the NSA/CSS to determine whether they were conducted in accordance
with applicable statutes, EOs, AG procedures, and DoD and internal directives. The
OGC advised Agency elements on a number of questions, including the collection and
dissemination of communications of or concerning U.S. persons (USP); the reporting
of possible violations of federal criminal law contained in signals intelligence
(SIGINT) product; the testing of electronic equipment, and the applicability of the
Foreign Intelligence Surveillance Act (FISA). With few exceptions, the issues
presented were routine and indicated that the operating elements understand the

restrictions on NSA/CSS activities. The OGC directed the briefing of employees

Intelligence Oversight Board during this qua:rter

(b)(1) i >//(b)(3) P.L. 86-38
(b}{3)-50 USC 403 =
(b)(3)-P.L. 86.36 e :/ I
3. (U) SIGINT ACTIVITIES e 7
' | T A
a. {SHSH T VAR |
] T /o
— VAR
1) (U) = i
(1) ( : Yoyl) !
ﬁzj(s).RL. 86-36 ”
a. (FSHSH A /

Derived From: NSA/CSSM 1-52
Dated: 20041123
Declassify On: 20291123
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NSA STAFF PROCESSING FORM

T0 EXREG CONTROL NUMBER ' KCC CONTROL NUMBER
DIRECTOR P q 7 éq 1G-10600-06

THRU ' ACTION EXAEG SUSPENSE
D/DIR & ¥ [[] approvAL

SUBJECT X KCC SUSPENSE
(UHFOTO) Quarterly Report to the Intelligence Over- | [X] SiGNATuRE
sight Board on NSA Activities—First Quarter FY06 [] wrormanion ELEMENT SUSPENSE

DISTRIBUTION -

SUMMARY

PURPOSE: (UAPOYHO)To forward to the Intelligence Oversight Board (IOB) of the
President’s Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense
for Intelligence Oversight (ATSD(I10)), NSA’s quarterly report on its intelligence activities.

BACKGROUND: (UARQUO)Executive Order 12333 and Executive Order 12863
require Intelligence Community agency heads and Intelligence Community General Counsels

and Inspectors General, respectively, to report to the IOB on a quarterly basis concerning
intelligence activities that they have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. The enclosed memorandum covers all reportable activities

known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982,

Agency heads are responsible for reporting separately any additional reportable activities

known to them, unless the President has specifically instructed that the Board is not to be
informed. The Director’s signature signifies that no other activities that require reporting are
known to him.

RECOMMENDATION: (U) Director sign the enclosed memorandum.

. Epproved for Release by NSA or
This document may be declassified , £:01:2009.FOI2 Lase £4910
and marked “UNCLASSIFIED//For-Official-Jee-Only”
upon removal of enclosure(s) _7\(b) (3)-P.L. 86-36

7
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

28 February 2006

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U#FOH63>-Report to the Intelligence Oversight Board on NSA
Activities - INFORMATION MEMORANDUM

. (U/FOBO) Except as previously reported to you or the President, or
otherwise stated in the enclosure, we have no reason to believe that any intelliieence
activities of the National Security Agency during the quarter ending 31 December
2005 were unlawful or contrary to Executive Order or Presidential Directive, and
thus required to be reported pursuant to Section 1.7.(d) of Executive Order 12333.

(U#AFOBO) The Inspector General and the General Counsel continue to
exercise oversight of Agency activities by means of inspections, surveys, training,
review of directives and guidelines, and advice and counsel. These activities and
other data requested by the Board or members of the staff of the Assistant to the
Secretary of Defense (Intellig Oversight)\are described in the enclosure.

JOEL F. BRENNER

(UAPOBO) 1 concur in the report of the Inspector General and the General
Counsel and hereby make it our combinged report.

KE '46 YNDER

Lieutenant General, U. S. Army
Director, NSA/C_hief, CSS

Encl:
Quarterly Report

DERIVED FROM: NSA/CSSPM 1-52
DATED: 23NOV04
DECLASSIFY ON: 20291123

This Memorandum is Unclassified
Upon Removal of Enclosure
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1. (U) INSPECTOR GENERAL ACTIVITIES

a.~€€#SBDuring this quarter, the Office of Inspector General (OIG) reviewed
various intelligence activities of the National Security Agency/Central Security
Service (NSA/CSS) to determine whether they were conducted in accordance with
applicable statutes, Executive Orders (E.O.s), Attorney General (AG) procedures,
and Department of Defense (DoD) and internal directives. With few exceptions, the
issues presented were routine and indicated that the operating elements

understand the restrictions on NSA/CSS activities. " TRN3P.L 8636
A U

b. (UHFOEO) - 7w

the OIG has begun a special study of the access to Signals Intelligence (SIGINT) by
l e objectives of the special stady indlude
determining whether| Ehat receive

SIGINT have the proper authorization to receive SIGINT, have been provided '!\\

guidance on how to properly handle and use SIGINT, and have adhered to the \=-\\'-\\'-\\'-\
. authority of E.O. 12333 and related directives regarding awareness, protectionsy i\
and reporting of U.S. person information. The study results will be reported upon\ \

completion. L

e

1

I\\\
c. (UFOHe] L

4. (UFevey T

_ == lo)@)-P.L. 86-36
e SAPOUQ) Alone with insnectars fron] —em TR

— - x

- !
1Ith’é‘NSK OIG completed a joint inspection of the \\

e Derived From: NSA/CSSM 1-52

THEPL 8835 Dated: 20041123
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: 3P.L. 86-36
“FOP-SECREFHCOMINTHNOFORNAZOIFHI 55’@“\5‘““’
/ \-\
T ‘-.. N
P - AN
. -
|Other weaknesses were |

found in training and program management. NSA/CSS OIG wﬁlmomtaor the \ N |

i
deficiencies through correction. N, N

AN

f. (UAFOB0O) As reported in the third quarter fiscal year 2005 (report dated 11.5(

mav 2005), inspectors from| - -
HhéNSA OIG conducted a joint

b)(3)-P.L. 86-36

inspection of th
Action has been completed to rectily the weakness in its training program, which
has been amended to provide intelligence oversight training for personnel whe did
not have access to the Sensitive Compartmented Information Facility. ®)E-PL. 8636

2. (U) GENERAL COUNSEL ACTIVITIES

(C#STr The NSA/CSS OGC reviewed various intelligence activities of the NSA/CSS
to determine whether they were conducted in accordance with applicable statutes,
EOs, AG procedures, and DoD and internal directives. The OGC advised Agency
elements on a number of questions, including the collection and dissemination of
communications of, or concerning U.S. persons; the reporting of possible violations
of federal criminal law contained in SIGINT product; the testing of electronic
equipment, and the applicability of the Foreign Intelligence Surveillance Act
(FISA). With few exceptions, the issues presented were routine and indicated that
the operating elements understand the restrictions on NSA/CSS activities.

3. (U) SIGINT ACTIVITIES
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use by the NSA/CSS Enterprise. The E.O., NSA/CSS Policy Number 1-23, DoD
Regulamon5240 1-R, and USSID SP0018 are also ava11ab1e on-line.

(2) (U#F‘GU@ The N SA/CSS NTOC created and implemented Standard

Operating Procedures (
activities for the NTO

SOP) governing SIGINT and Information Assurance

The SOP contains handling and reporting

procedures governing the NTOC activities that affect U. S. Persons.




