
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GEORGE G. MEADE. MARYLAND 20755-6000

FOIA Case: 548544
8 June 2OO9

Electronic Frontier Foundation
ATTN: Ms. Marcia Hofmann
464 Shotwell Street
San Francisco, CA 94110

Dear Ms. Hofmann:

This further responds to your Freedom of Information Act (FOIA) request
of 25 February 2008 for "copies of all reports submitted by the National
Security Agency to the Intelligence Oversight Board ("IoB')...since January 1,

2OOl." A copy of your request is enclosed.

As you were previously advised, for purposes of this request and based
on the information you provided in your letter, you are considered a
representative of the media. As such, you are allowed the duplication of 100
pages at no cost. Since duplication fees \Mere minimal, no fees have been
assessed.

Your request has been processed under the provisions of the FOIA, and
documents responsive to your request are enclosed in this interim response.
These documents, which date through the first quarter of fiscal year 2006, are
being released concurrently to several FOIA requesters. The additional
documents responsive to your request (through fiscal year 2OOT) are nearing
completion and will be released to you in a follow-up response as soon as they
are available. Please be advised that certain information has been deleted from
the enclosures as explained below.

Some of the information deleted from the documents was found to be
currently and properly classified in accordance with Executive Order 12958, as
amended. This information meets the criteria for classification as set forth in
Subparagraph (c) of Section 1.4 and remains classified TOP SECRET and
SECRET as provided in Section t.2 of the Executive Order. The information is
classified because its disclosure could reasonably be expected to cause
exceptionally grave or serious damage to the national securit¡1. Because the
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information is currently and properly classified, it is exempt from disclosure
pursuant to the first exemption of the FOIA (5 U.S.C. Section 552(bX1)).

In addition, this Agency is authorized by various statutes to protect
certain information concerning its activities. We have determined that such
information exists in these documents. Accordingly, those portions are exempt
from disclosure pursuant to the third exemption of the FOIA, which provides
for the withholding of information specifically protected from disclosure by
statute. The specific statutes applicable in this case are Title 18 U.S. Code
798, TitIe 50 U.S. Code 403-1(i), and Section 6, Public Law 86-36 (50 U.S. Code
4O2 notel.

Also, some of the information has been deleted from the enclosures
pursuant to the fifth exemption of the FOIA. This exemption applies to inter-
agency or intra-agency memoranda or letters which would not be available by
law to a party in litigation with the agency, protecting information that is
normally privileged in the civil discovery context, such as information that is
part of a pre-decisional deliberative process and attorney-client privileged
information.

Personal information regarding individuals has been deleted from the
enclosures in accordance with 5 U.S.C. 552 (bX6). This exemption protects
from disclosure information that would constitute a clearly unwarranted
invasion of personal privacy. In balancing the public interest for the
information you request against the privacy interests involved, we have
determined that the privacy interests sufficiently satisfy the requirements for
the application of the (bX6) exemption.

Finally, subsection (b)(2) of the FOIA exempts from disclosure matters
related solely to the internal personnel rules and practices of an agency. This
exemption has been held to apply to matters that are "predominantly internal,"
the release of which would "signifîcantly risk circumvention of agency
regulations or statutes." Crooker v. Bureau of Alcohol, Tobacco. and Firearms.
670 F.2d 1051 , IO74 (D.C. Cir. 1981). Information contained within one of the
reports meets the criteria for exemption (b)(2) protection as that statutory
provision has been interpreted and applied by the Federal Judiciary.

Since these deletions may be construed as a partial denial of your
request, you are hereby advised of this Agency's appeal procedures. Any
person denied access to information may fîle an appeal to the NSA/CSS
Freedom of Information Act Appeal Authority. The appeal must be postmarked
no later than 6O calendar days from the date of the initial denial letter. The
appeal shall be in writing addressed to the NSA/CSS FOIA Appeal Authority
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(DJP4), National Security Agency, 98OO Savage Road STE 6248, Fort George G.
Meade, MD 2O755-6248. The appeal shall reference the initial denial of access
and shall contain, in sufficient detail and particularity, the grounds upon
which the requester believes release of the information is required. The
NSA/CSS Appeal Authority will endeavor to respond to the appeal within 20
working days after receipt, absent any unusual circumstances.

The Department of Defense (DoD) has asked that we protect information
pursuant to (b)(6). Those deletions have been marked with the code OGA
(Other Government Agency). Any appeal of the denial of DoD information
should be directed to that agency.

Sincerely,

PAMELA
Acting Initial

N. PHILLIPS
Denial Authoritv

Encls:
a/s
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Quarterly Report to the Intelligence Oversight Board
on NSA Activities - First Quarter FY00

SUSPENSE

SUMI/IARY

PURPOSE: To forward to the Intelligence Oversight Board (IOB) of the President's
!'oreign Intelligence Advisory Board, via the Assistant to thã Secretar5r of Defense for
Intelligence Oversight (ATSD(IO)), NSltls quarterþ report on its inteliigence activities.

BACKGROUND: Executive Order 12333 and Executive Order 12863 require
Intelligence Community agency heads and Intelligence Community General Couns-els and
Inspectors General, respectively, to report to the IõB on a quaÉerÍy basis concerning
intelligence activitie¡ that they have reason to believe may be unlawful or contrary tõ Executive
Order or Presidential Directive. Enclosed memorandom ðorr"rs all reportable activities known
to the Inspector General and General Counsel. Per PIOB letter of 6 Algust 1982, Agency heads
are responsible for reporting separately any additional reportable activities known to them,
unless the President has specifically instructed that the Board is not to be informed. Director's
signature signifies that no other activities which require reporting are known to him.

REcoMMENDAfloN: Director sign the enclosed memorandum.

DECLASSIFY UPON REMOVAL OF THE ENCLOSI]RE(S)

DATE PREMRED
l March 2000

DATED: 24 Febnrary 1998
DECL.ASSÍFT ON: Xl

sEcuRffY cLAsstFtcAnoN

tr
E
tr

APPROVAL

SIGNATURE

INFORilANON

o
#

COORDINANO|VAPPRIN'AL

!,12, ) ¡)

NSN:75¿l0.FM{01-5465



NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GEORGE G ME.{OE. MARYLANO 20755.6000

17 l4arch 2000

MEIVIORANDIIM FOR THE CHAIRMAN, INTELLIGENCE OÍrERSIGHT BOARD

THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDT'M

- (U) E-xcept as previously reported to you or ot'herwise stated in the
enclosure, we have no reason to believe that any intelligence activities of the
Na-tion_al Security Agency during the quarter eñding gr"Dòcembér-i.gggiu"t"
unlawlul or contrary to Exe.cutive Order or Presidential Directive, and thus required
to be reported pursuant to section 1.2.(d) of Executive oráer 1æåã. -

(Ll) The Inspector General and the General Counsel continue to exercise
oversight of Agency activities_by_means of inspections, surveys, training. review of
directives and guidelines, and ádvice and couñsel. These activities and"other dara
requested ¡V !þ. Board or members of the staffof the Assistant to the Secretary of
Defense (Intelligence oversight) are described in the enclosure.

'('TZ= Z i.-- ,
ETHAN L. BAUIVIAN --

(U) i concur in the report of the Inspector General and the General Counsel
and hereby make it our combined report. 

/
?/*/'/f /e@'v

MICHAEL V. HAÐEN
Lieutenant General, USAF
Director, NSA/Chie{, CSS

Encl:
a/s

This Memorandum is Unclassiûed
Upon Removal of Enclosure

DERIvED FROù{: \S.\/CSS}l 123-2
DATED: 2{ FEB 9ll
DECLASSITY OI\: \I

ft¿
ROBERT ñEITZ

Counsel
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1. Inspector General Activities
:_

of Inspector General (OIG) re-
Attorney General (AG) Pro-

and internal directives to determine if

a
cylCentra urity (N ucted a joint inspection of the Kunia
Regional Security Operations Center (IGSOC). The team found intelligence over-
sight training (IO) at the KRSOC to be adequate, but made several recommenda-
tions for improvement- Þ*Ttry:-

an IO inspection of
team found that there

was no IO program by the division, and recom-
mended that one be está

P*'iî-.- ----:---d. (U/lFûtJ€) An NSA/CSS oIG team conducteààn-iqspeãiiìñortrt[
The team found

t the organization progrâm to ensure all its person-

'.t...=!"abrpt-P.L

nel were familiar with
formal progrâm is now

the basic documents governing intelligence oversight. A
being developed.

e- (U/IFOUO) The NSA/CSS OIG has begun a Strategic Assessment of In-
telligence Oversight within NSA. The overall objective of this review is to deter-
mine the adequacy, consistency, and extent of IO training and awareness
programs at the Agency. The review will consider such topics as: differences and
similarities of IO programs within various Agency elements; use of risk manage-
ment principles for determining the level of IO training and awareness needed for
various segments of the workforce; and the adequacy of IO program procedures to
ensure effective training, awareness, and compliance with applicable regulations.
The memorandum to senior Agency leádership announcing the launch of the ini-
tiative is attached at Tab A.

2. General Counsel Activities

a. GTICO*4ISITLThe OGC reviewed various intelligence activities of the
United States Signals Intelligence System ruSSS) to determine whether they
were conducted in accordance with applicable staüutes, Executive Orders, Attor-
ney.General procedures, and Department of Defense and internal directives. The
OGC advised Agency elements on a number of questions, including the collection

I
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and dissemination of communications of, orconcerning, United States persons, the re-
porting of possible violations of federal criminal law contained in SIGINT product, the
testing of electronic equipment, and the applicability of the Foreign Intelligence Sur-
veillance Act (FISA). With few exceptions, the issues presented were routine and in-
dicated that the operating elements understand the restrictions on SIGII.IT
operations

b.(
the first of FY-

'éâ'É:
' ï'. (u) sIGINT Acrivities

a. (Se€O)

tØo((j;)

(9es

:=t.tt4|)p)-P.L.

(bxl)
(bx3)-P.1. 86-36

)ûbf+{Ðl

TSI#€OMINn I

.N

t-
tl



(bti3J--F: c:8õ--s6 - f2XU

sTOPSEGEET//€O\fiffi

-t::-"'Trç\-P.L

(bx1)
(bx3)-so usc 403
(bx3).P.1.8636

- -.'..)tttrou"''"

I

i
|'-..'-.''<.'.._.

l>''¿ \¡,tgrP.L

I USC 403
3 USC 798
.1.88-36

þ¡e;e:riffi



('-rnÐocI
(bx3i.so usc=-40$'
(bx3)-18 USC 798
(bx3)-P.1.86-36

'- - - þ1a¡e.r_.

-'lßl9l-P.t.

itt,"€,\:ï:

b. (u/lFogo)

(1)

tÐ"

4. (U) Other Activities

(U) Databases

--... -'-¡u¡s¡-e. l ee-so

Þ*,ll=

4

ìs)F)-p.r-. sÈ36

\.\\

þ¡++,r-*eo¡o_.
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UN,, iD STATES GOVERNMENT

memorandum
IG-9344-99DarE: 16 December 1999

NEPLY TO
ArrN oF: Deputy Inspector General

suBJEcr: (IJ) Strategic Assessment of Intelligence Oversight (ST-00-0001) 
-INFORMATION MEMOR{¡ÍDUM

TO: DISTRIBUTIoN

1. (U/ÆD1t$.'This is our for¡nal ânnouncement that the Office of the Inspector
General (OIG) will conduct a Strategic Assessment of Intelligence Oversight (VO) within
the National Security Agency. We plan to begin this assessment in Januãry 2000.

2. ru/il'OtIQ,lThe overall objective of this review, rvill be to d.etermine the adequac¡r,
consistency, and extent of UO training and awareness programs at the Agenc¡r. The
review rvill considersuch topics as:

' differences and similarities of VO programs rvithin various Agency elements;

' use of risk management principles for determining the level of VO training
and arvareness nèeded foi varióus segments of thãwork force:

' the adequacy o{UO pfog¡am pr_ocedu_res to ensure effective training,
awareness, and compliance with applicable regulations.

The results of the assessment will be provided to the NSA/CSS Oversight Board., which
comprises the Deputy Director (Chair), the General Counsel, and the Inspector General.

S. (U/ÆD{Ja\Ife vyill be contacting the IG liaisons in each Key Component to make
arangements for fhelsssqq'nent ,IVIy point of contact for this review is Assistant

erall lwho can be reached on 963-3544s or at
þnsa.,'\i

op{.l.86-36

.\

Deputy Inspector C'eneral

OPÍIONÂL FORM NO. IO
lFEV.r-80)
GSA FPMß (/rr cFF) tor-t1.6
5Or0.rr4 (coMPUlER FACSIT'ltLE)
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DISTRIBL;TIO\:
DDI
DDO
DDT
GC
ADS
ADC}I
Chief, F6

cc: DIR
DIDIR
EXEC/DIR

F6109

- tt z"',vi"r' 
@@,P L' 8e36

..¿'...4" 2'

'''i 'fi:':;2"'o""

--/..2.,',?" .4'./' ../'.2' /'.:'t:<1:.2 ..'7Iuii¡Gn t'
.fraiso1{"
;.\iaS{øn

G Liaison
rson

Lf\.C1.1,S-çIFIED//
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FORT GEORGE G. MEADE, IIARYT.AND 20755-6000

Serial: Vl2l5l99
December 27,1999

MEMORA¡{DUM FOR JAÙÍES BAKER, DEPUTY COUNSEL, INTELLIGENCE
OPERAIIONS, OFFTCE OF INTELLIGENCE POLICY AND REVTETV,
DEPARTIvIENT OF ruSTICE

SUBJECT: (U//FO'UQ NSA OGC Assessment
INFORMATION MEMORA}.ID IIM

(bx3)-P.1.8È36

CENTRAL SECURITY SERVICE

''',,./-
(bx1)
(bx3)-so usc 403
(bx3)-18 USC 798
(bx3)-P.1.8e36
(bx5)

Derived Froo¡: NSA/CSS}Í 123-2
Dated: 24 Febnrary 1998
Declassiþ On: Xl

SEEPET//€SIUINT//XT
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FXT)
(bX3)-50 USC ¡103

(bx3)-P.1.86'36
(bxs)
(bxs)-r8 usc 798

þx1)
QX3)-5o USC ¿103

(Þx3)-18 USC 7e8
(bl(3)-P.1. 86-38
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sEcuFrrY ct-åsslFrcaÏ|0fl-

NSA

IR

ST PROCESSING F,lFlrIt 74618 r
ffiilrnmIHil IG.

Quartórly Report üo the Intelligence Oversight Board
on NSA Activities - Second Quarter F"f00 -

PIJR,POSE: To fon¡¡ard to the Intelligence Oversight Board (IOB) of the president's
Foreign Inüelligence Advisory Board, via theAssistant to the Secretary of Defense for
Intelligence Oversight (ATSD(IO)), NSllls quarterly report on its intelligence activities.

BACKGROUND: Executive Order 12388 and Executive Order 12863 require
Intelligence Community agency heads and Intelligence Community General Counsels and
Inspectors General, respectively, to report to the IOB on a quarterly basis concerning
intelligence activities that they have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. Enclosed memorandum covers all reportable activities known
to the Inspector Genera-l and General Cor¡¡sel. Per PIOB letter of 6 August L982, dgency heads
are responsible for reporting separately any additional reportable activities known to them.
unless the President has specifically instructed that the Board is not to be informed. Director's
signature signifies that no other activities whicb require reporüing are known to him.

R,ECOMMENDAÎION: Director sign the enclosed memorandum.

DECIÀSSIFY UPON REMOVAT OF lHE ENCLOSURE(S)

PREPABED

SlMay 2040

FORT|A6796 FEB94
NSN: 75¡l{l-FM{101 -5465

cLássfrc^Txf,r

, EXEC/DIR

OOORDll,l ÌIONTAPPRO\,AL

(b) (3)-P.L. 86-36

DÂl'EI): 2{ Febnrary t998
DECLASSIFïON: Xl
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NATIONAL SECURTTY AGENCY
CENTRAT SECURITY SERVTCE

Offtce of the Inspector General
COMMERCIAL NUMBER: (30j.) 6g8-6666 (STU-rrr)

SECURE NUMBER: 963-35¡14

DATE:
TO:

ORG:
FAJ( NUMBER:

PASS TO:
PHONE:

NUI,IBER OF PAGES
RECEIPT BY:

.A,CCESS LEVEL

9 r0tß-275-65ffi

JD3- 275 - 655,1
10 FOLI,OV{:

CONFIRMED: YES /¡IO

\.þl tsl-P.L. 86-36
\.

FROM:
COMMENTS:
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NATIONA! gECURITY AGENCY
FORÎ CEORGE C. YEADC. IAiYLAilÞ ¿O7II.TOOO

9 .fune 2OO0

MEMORANDIIM FOR ITIE CTIAIRMAI{, INTEI,TIGENCE O1IERSIGIIT BOARD

THRU: Assistant to ühe secetary ofÐefense (Intelligsrce overuight)

SLIB.IECÎ (U) Report to the Intelligence Overeight Board on NSAActivities -
INÏ'ORIT,ÍATION MEMORANDTTM

_ (tD Except as previouely reported to you or otherwise stated in the
gnelo8ure, we have no rreason to believe that a¡y intellicence acùivitiee of the
ìíational Security Agenc]'durinc the quarter eñdins giMarch 20fi) were unlavrft¡l
or contrary to Executive Order oi Predidential Direfuve. and thus requird üo be
reported pursuant to Section 1.7.(d) ofErecutine Order i2g8g.

Ü)- The Inspector General a¡d the C'cneral Co"nsel continue to exercise
o'versight, ofAgenry ãæivities by mea¡s of inspecùion& suresyg. trainins. review of
directives and guidelines, and advice and couñsel. Ib'ese advities and-óther data
rerl:'ested Uy !Þe Board or members of the staffof the AsE¡stant to tbe Secretary of
Defense (Intelligence Oversight) are deesribed iu the endoer¡¡e.

lp'7'?r,n
ETIIAN L. BAT.'MAN

Tn¡rector General

#ffi*
ceii'âtCor¡nsel

(p) I concur in the report of the Inspector Crenenal and the General Counsel
and hereþ make it or¡r combihed report.

Encl:
a/s

Tl¡ie Menor¡ndr¡! i¡ Und¡¡¡i0cd
Ilpon Bonovd of Elcloære

DERIVED FROM: NSA/CSSM t2$l
DATED 24 FI'B[
DECI.ASSIFY ON: Xl

a wa-

Lieutenant C'eneral, USAF

TeP gE e" "T/,€ 919ìIT//NOÍ'e1ùf/f f r
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1. Inspector General Activities

Inspector General (OIG) re-
Attorney General (AG) Pro-
directives to determine if

_. - -'-"--]Ð{qe.L. 8ô36

sight inspection of
team found thaù
12333 and its progeny, thõì-ganization lacked J formal intelligence oversight

FlfI-^:::-:.,= .- _t¡aining program. A formal program is now being established
[IE:?8U33i33
@xq):Ril.86-36 c.m

2- General Counsel Activíties

a. {€l€OtfiI}Ff)-The OGC reviewed various intelligence activities of the
United States Signals Intelligence System (USSS) to deærmine whether they
were conducted in accordance with applicable statutes, Executive Orders, Attor-
ney General procedures, and Department of Defense and internal directives. ltre
OGC advised Agency elements on a number of questions, including the collection
and dissemination of communications oÇ or concernitrg, United States persons,
the reporting of possible violations of federal criminal law contained in SIGII{I
product, the testing of electronic equipment, and the appticability of the Foreign
Intelligence Surveillance Act ßISÐ. With few exceptions, the issues presented
were routine and indicated that the operating elements understand the restric-
tions on SIGINT operations.

The

\\
\\

a.(
viewed various

b. {4s¿€eMfNrñT)
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-,"/\a.¡í)

--'.7""' 
F(gJ'P'L' 

8s36

õj(.É'Fð";-
\

\

/"'' - 4"':"'

z,t':'-':'
(bx1)
(bx3)-s0 usc 403
(bx3)-18 usc 798
(bx3)-P.1, 86-36

c. Asa

our quarterly report
ty Director for Operations jointly issued a DO-OGC pert-

nership statement. The statement, which has been endorsed by the Director, is
intended to forge a closer partnership between the DO and the OGC to work through
the legal and policy issues confronting the SIGINT mission of the Agency. A copy of
the endorsed partnership staüement is attached at Tab A.

3. (U) INFOSEC Activities

{€Hhe Information Systems Security Organization (ISSO) issued two
supplements to NSA/CSS Directive 10-30. Supplement, 1 specifies additional control
procedures for the conduct of communications security (COMSEC) monitoring
operations, rnrlnerability sunreys, hearability surveys, and automated information
system security testing by
and

(bx1)
(bx3).P.1.8e36

4. (t]) SIGINT Activities

(1) (U

(bxr)
(bx¡)-P.1. æ-æ

2

--.--:'iã¡rpl-p.t.æ-æ

t\
\\

ffl€ofrmfî)l

It_
J --_
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þxî)
þx3)50 usc 403
GX3)-P.1.8è36
\

- 
=' 

:=: ::=i:i7''':ft¡P¡'e r- aooo

,t,,atf-Ï 
/þxs)'Pt- 463€
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1
TeP SE€'tEir//€ effFrllrNer. elùffãFl

(bx3)-P.1.863ô
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(2) (V

Brrr..'--
i¡iöqquscìo-r--
(bx3)-P:q8Q36
(bx3)-18 usqTs(.

\.

5

"':);fio>et ææ

l.t.t'

(bx1)
(bx3)-5o usc 403
(bx3)-P.1.86-36

/

/..
./ ..r'....'

/' ,.tt'"'''.'.//1../'
2tt:/
(bx3)-P.1.86-36
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5. (U) Other Activities

(U) Databases
._f¡Xs)-p.r-. 

so-so

I
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oArE: 22 February 2000

"o'åïåp, GC and DDO

IiNCL'Ìri51p¡pp7
UNITED STATES GOVEHNMENT

memorandlJm

suBJECr: {U//FOflO) Stre-ngrhgline the DO_OGC partnership _

INFORIVTATION MEMORAIYDUM
ro: DISTRIB{.ITION

r' rulÌÐUqNS.{' confronts a diffrcult SIGIfm challenge as it balances theGovernment's need for infonnãüon ggainsi thã¡;ã 
-to 

protect the privac¡r rights of U.-Ç.
Persons. irl a networke_d world. The oþerations o-iiãõùräi; tooiãìrã-l¡rä Om;; ot;h" '"General counsel (occ) *r.sifo'se ã..i;õËññËp to wbri'th"ouJËtire legal andpolicv issues that arise as lve de"Ëiopä',d J.îtö;öiJlËiÅääääiysis siraregiesand technologies.

llîl^'.{i:s_t-,"teòhnical {acìs to the oGC. gñ." ööcËöffifüi?åTitäîä iriå=àpäåiåiäroþrectrve and the t:*::h*^,-hgi f:"* idenri&- q,þe. teg.ar ú¿ p."¡¿i õã"ä*àt""s.and
t-,tXl3"^:',"¡:,:,o-1"i1"p-idãnce oá horv to acc"úpiËh ñËsron oDJecr,rves consisienr with

,t;tlYffi F::.9^3ij^ll:d:-"L:18!!-eogcintheplanning,.devetopm.enrandimplementationof nervcollectiãn,""ãrytìï.rep";;ùä;"f ãi!rä#äà=¿Ë;litüäi'å:.Directoiate of Operatio"s f"tiï""åiär" responsible for explainine mission ohipciiwec ¡rP,t:_: :!l:lr: o f 
, 

O p e ra rio o. p 
"'= 

ó r,lå ËIq ñjpõti r explaining-mission objecÈives and

NSA's a

EXCÊPTION TO OPTIONAL FORM NO. 1O

aPPSoVEO 8Y GSÁ/tR¡rS 5/6E

I INCI' A ssrrrlrn IE?TtrTIFF|_î r t r | Ê E rc;r.arlPg.l 
cFn)20r-'rs''r'

.{¡'fe)-p.1. eçso

{gla)-e.r. aaao

4' (U//?ll$e) We have agreed to the fgflo.wing actions- as our initial steps inbuilding a strong parinership tã-enzure comþiehensive læ"1üñrïïõ'ir.J no,

^^-: -^-- a' (U@QQ![EGI]LAR DIaLocIJE BETI¡/EEN THE cENER.ti
çg^q!Þ-E-LJcc)ANDr¡t¡Dpp-tnvn-rnuc-tõ-neb¡*óþ-e-ltÀtioïqËrî'öolrsESSENTIAL

andrhecc,Dicc#Ìfy'ffift ð?3odry,.?3.i-$,iiå33åiälî:,1,ïl;'.":årJsffi
issues, plans and initiatives.

Â 
--^^:^!- ^^ 

.åssocrate GU tbr Operations will meet biweekly to identifr and discuss currånt issúes.

b. ru/ÆÞ$a\Eo PERSONNET MU-ST UNDERSTtu\D NSåAUTHORITIES.

- - fU¡ht*qDO wili.impl-emgnt a training program for all supenìsorypersonneì- This training will review the tâ*s, riËsäridäi1h;ïii.ñ;dä;hiãËtis¿
operates with particulai emphasis on USSID 1g. This prosra* *üiloilu¿ã,
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meeungs.

+LIÐEl{Trrrrñ c rS s-r_ffi
tr-

UNCLASSIFIED/

(1) ru/Mg).Arequired, annual reading of USSID Ig, and

trainingsessionro.,".(3ì:Y,ffi."nualattendanceataone.hourDo/oGCcond'ucted

cu¡Ætuersn il_ploquot will be included inlhe [randatory g0 hours oftraining for-Do senio-rs-anlin'tt'ã t'o-i"ü ;dì;ä;;i, räi .n ööä"i;: r¡ours or
.na ËèrË*-.-s-"äã""in f ;"di,tË;oïiniç haining wilt be documente¿ ir, tn-el¡iirfXt3: ttprocess.

(1) (u/MefDo will invite ihe oGC ro key decision-m üde
'..'.,,,.

or inrernalry generari3'.tt"ffi?rr?l*ætåää:"ó8inat6)t&'m^jor requirementf

_ (Bl (Irr.FÊLifil rhe GC rn,rs+ rli¡te"-'ñ zcti*t è=ffi

minimizario,, i"u.". il,4l[Y'ffiJn9"ää$f?lïi*,t:î,î?îî"?ffJi.il,i"îî,ffi'1ïïi*
signaìs intettigénc* from exiÀii"g 

"ïä"posed aõii"itieÉìr'."pauiIitid. ---

between legal and.,"fl'rt."Jm) In providing guidance, oGC will clearry disringuish .

Do oversighr organi;'¿jy1*'The Do will maintàin and support a strong, internal

I.JNCLASSIFIED
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UNCLASSIFIED

DISTRIBUITION:

ADDO
ADDO (MS)
DO C/S
Chief M
chiéf Yü!¡

Chief G
Chief P06
AGC (Ops)

UNCLASSIFIED/
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IBTIO¡IATJ SBCT'RIAT ÀGENCY
INFORMÀTION SYSTEIIS SECT]RITY ORGA¡IIZÀTION

ISSO SUPPLEMEX\TT NO. 1* TO
NSÀ/CSS DIRECTT\E NO. 1O-30
deted, 20 Septenber 1990

L1 Àugust 1999

1- (Lr) This supplenen|, implements the prov!.sions of tlrebasi-c Directive and. ¡::rrex E there¡-o and specifies aiditionaLccntror procec.ures for che ccnouct of communica:ions securic,y(cousEc) ¡nor:i¿oring operetic:ìs, rr.rinerability sì.lrvêlr-g,hearâbility surveys. and, au:omeLecr ínio¡:¡aBion s!¡sceo. secur:-c:úÈesting b¡r elernent,s of the ¡.--formation systerns securiir¡organization (rsso). This Supplenenu aoãs not nci.i:-v-år:¿provisions oi s Regruiation No. go-34, protecred Ne:,¡ork servicesTesting proceiures, d.afed l0 ,June 1991_.

secrro¡¡ := - oer+-Ñrtr_oats

2 - (ü) Defini-E.i.ons of ter¡ns usei in chi-s su¡:p]_ernent, e=econtained in À-r¡¡re:<es E, c, ani, ;' Lo DirecElve No. i-0-30, e:rcepEeu-LomêÈei informaii on systeÍì security cestiag wh:.ch :s definec rnNs¡-icss t{anual 130-r-, NsÀ/cs-c operaLional_ compuÈer securit-.rM¡nrr='ì

3 - (U) ISSO Group anci Of f ice Chj_efs sirar L:

** e. J.ü Upon i.et.ecEÍon, immeoiately repori to theInspector General ( IG) , .Assistent GeneraL Counsel_ for
* This Suppl.enrent supersedes s suppJ-enrent No. 1, qated 2 May lggr,to NSA/css Directíve No. i.0-30, dat,ed 20 septe¡nber 1990.r* source: rG Me¡norar¡.dum, seriar: r- L7o-g2, subjecc: procecures
for Reporiing À-ct,ivities Àffect,ing u.s. pe=sons (u), dateo 25 Nlav
L992.
OPf: 141-1 {iuanita riolloway, 969-7934s/410_954-6g1gb)

DRV Ft]l¡:

DECL 6f:

Nsr/es$,t 123-2
DaÈe¿.2¡l FÊbEuårl' 1998
il,x3,xs,16 ,n,xB

I
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ISSO SUPPLE}ÍBiT NO. 1* 10
NSA/CSS .ÐIRECTr-üE NO- 1o_30
dated 20 September 1990

Inforina'uion Sws-uems SecuriEy (AGC [I j ) , e¡r<i the Of f ice of policyanc corporate supporr- (r4) any activity that is contrarY to raw,Executive order, presídential Directive, or DoÐ or NSÀ/cssimplenenting regiulations. This requirenrent is not inten¿e. Eolimit or d.eny Índividuar. employees the rÍghE an<i obu_gat,ion Eoreport such ectivj.t)i cirectly- -uo the rG o¡' to the ceneial-ðor=lset.
b- rf Report quarte=J.y (no ra=e= than 1 Jenuar-v,i Àprii, 1- JuIy, eni. 1OcÈober oi each year) Eo ï4 on acci.vi:j_esanc praciices Ehet, occurred during the quarter, incruding a recapof any reþort submiLted d,uring the guarter. No excensions erepe:-nitted,, negative ïeporEs ere requirei, ani. eacr oi -Lheforl-owing subparagraphs must be com¡nen=ed upon or citec as noEapplicabie:

(1) (U.) .è:ry colJ.ec:ion initiateC -Lhai requirecintentional collection of.communica¿ions Eo, f:om, or abou= U.S.persons. This reguiremelnt cove=s both consensual end non_consensual co'ì lection anc. both siG:NT ano coMSEC non:tcri-ng.
(2) (tr:) èn1r incentional_ e=)osure co info:::net!o-to, from, or abouÈ u.S. perscns es e resu¿t of com_oute= securit.¿testing ac¿ivities.

(3 ) (u) .èny s.aiiscicd on Ehe nunbe= of ins=a-cesin which tire id,enEiE¡r of ê non-consenting U.S. person wesdísclosed in srGrNT producL and the excettion applicabre(USSIÐ 18, Section g.l-) to eacj.r.sucÌr <iissemination. Desc:ribecorrect,ive actions when such disserniaa¿ions $re=e nai.e in er=or.
(4) (U) Any lnaovert,ent collect,ion ofconsnunications solely between u.s. pe=sons in'those iirstenceswhen materj.al is not destroyed upon recogmition.

(s)
DirecÈivé Wo. t

I
(bx1 )
(bx3Þs0 usc 403
(bx3)-P.1. 8È36
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ÏSSO SUPPLEMEI¡TI NO. 1* TO
NSÀ/CSS DIRECTTVE NO. ]-O-30
dated 20 Sepeember I990

(6 ) (ü) The exi stencethat can be retrieveo by the name or
of any SIcII¡tf or INFOSEC fiie
identiEy of a U.S. person-

rel-ateo
prompt=q

the sta;j,

usc 403
8F3ô

(7) (u) vu-ritten verificat!_on by the group or off:.ce
. chief that procedures exist that make al_l- ner,rllr assigmedpersonnel- aw-are of the restrictions imposea upon t¡*"-uy th'e bas:.cÐirective, anc that ¿r-r assiqned person¡rer. are períodilatly
renrinded. of Ehese restrictlois ane che freg*ency of thisrerninder

(8) (ü) Àrry NSA/css Directive No. i_o-30 rer.atecwork'i ng aid or procedure issueä bl¡ Lire staff , group, oLindepenoent office, anc anlr Erai-ning course or ed.ucaii_cnel_prog'rams iniiiaÈed tc esteblish/maintain person:nel awareness oflegaJ. and poricy restrictions on NSA activities.
(9) (U) Àny NSÀ,/CS*c Direct,ive No. 10_30g:uidance sought o= :eceived ano the circ,¿mstalces Ehat

seme anc other Ehan routrne oversight pract!.cec. wi-,-!:j-ngiroup, or ind,epenoent office.

(10) (ü) Àny illegal, ì.rnproper, or other-øisequestionable activicy not coverîed by che pie.rious cat,egories.

c- (u) AppoinÈ a person to be respons.ible for tharorganization's guerterly reportr illd. t.O serve as the point ofcontact (Poc) for q'estions concerning NsÀ/css Ðirect,ive No.10-30- NoÈify f4 oi tire ap¡rointee,s name and. phone num.ber. Thepersorf appointed should be a branch cirief or highe=.

d. (u) concruct a periodic review of the activities andpractices conducted in or under their cogmizence Eo ensurecompriance with tlre provisions of NSA/css Directive No. 10-30 andÍts ar:nexes; id.entify E,o subordinates the activities andpractices of Ëheir organizaÇion thet are most d.irectly affectecby these laws and.auihorities;
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ISSO SUPPLB4EÌ\]I¡ NO. 1* TO
NSA/CSS DTRECTI]rE NO. ].0-30
dated 20 Septen¡ber 1990

e. (U) Ensure that enrployees
review. at least semi-a¡¡ruall1r, NSA/CSS
ics reLaced. a¡lnexes.

f. (u) Receive, prior to execution, approvai fro¡n the
DDT Èo conduct coMsEc monitoring operaE,ions, rnrlnerabilitvsurveys, or hearability surveys.

' 4- (u) The chief of poricy and corporaEe supporr (r4)
shaLL:

e- (u) solici-L quarterly reports from rsso Groups anooffices for su-bmission prior Ëo 1 Januàry-, L .rrpriI, I .ruL-v, aril- OcEober each ]¡eãr.

'b. (U) p=epêre, for the DDf ,s sigrnature, trhe Key
componenÈ report to È,he rG, based upon lnpuu from rsso ele¡nents.

c. (u) provide each rsso poc with a complete copy ofthe basic Direcciwe, iÈs a:rnexes, end, rel.eieo ¡naterials to be useiior the seEni-ar¡nual review and reference maËe=iar.*r

DTSTRTBI]IPION IV
PIus: ÀcC (I)

-t\t
N5
F92 (VRD)
1411 (15 stock copies)

I

.

wiEhin that orgenization
Directive No. 10-30 and.

4
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DOC

SECURITY C|_ASSIF|CAIION

NSA STAFF
TC)

D rffiffiI|fiffi|iltffifrffi

D/DIR ./
Quarterly Report ligence Oversight Board
on NSA Activities - Third Quarter FY00

PURPOSE: To forward to the Intelligence Oversight Board (IOB) of the President's
Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense for
Intelligence Oversight (ATSD(IO)), NSAs quarterly report on its intelligence activities.

BACKGROLIND: Executive Order 12333 and Executive Order f2863 require
Intelligenie Community agency heads and Intelligence Community General Counsels and
{nspectors General, respectively, to report to the IOB on a quarterþ basis concerning
intelligence activities that they have reason to believe may be unlawful or contraryto Executive
Order or Presidential Directive. Enclosed memorandum covers all reporùable activiüies lrt'own
to the Inspeetor General and C.eneral Counsel. Per PIOB letter of 6 AugusiLgSz,Agency heads
are responsible for reporting separately any additional reportable activities known to them,
unless the President has specifically instructed that the Board is not to be informed. Director's
signature signifies that no other acüivities which require reporting are known to him.

RECOMMENIDATION: Director sign the enclosed memorandum.

DECLASSTFY UPON REMOVAL OF THE ENCLOSURE(S)

KGC CONTROLNUMBER
IG_¡U3Z-OO

APPROVAL

S¡GNATURE

INFORI¡lAllON

#

OOORDINATIOTI'APPRoì'AL

DÀTED: 2{ February 1998

DATE PREPARED

29

SECURITY CLASSIFICATION
NSN : 75¡f{ÞFtr¡t-001-5¿165

DECL.ASSIFT ON: Xl
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NAT¡ONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORÎ GEORGE G. MEAOE, MARYLANO 20755-6000

11 September 2000

MEMORAb{DUM FOR TITE CHAIRIVÍAN, INTELLIGENCE O\TERSIGHT BOARD

TIIRU: Assistant to the Secretary of Defense (Intelligence Oversighr)

SLIBJECT: (U) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORAIVDUM

(U) Except as previously reported to you or otherwise stated in the
enclosur-e, we have no reason to believe that any intelligence activities of the
National SecurityAgency during the quarter eridins SdJune 2000 were unlawful or
contrary to Executive Order or Presidential Directiùe, and thus required to be
reported pursuant to Section 1.7.(d) of Executive Ordðr l2gBB.

(U) The Inspector C¡eneral and the General Counsel continue to exercise
oversþht of Agen_cy ãctivities by_m€ans of inspections, sun¡eys, training, review of
directives and guidelines, and ádvice and couñsel. These actirrities andîther data
requested ¡V !þ" Board or members of the staffof the Assistant to the Secretary of
Defense (Intelligence Oversight) are described in the enclosure.

fu42?>z---
ETI{AN L. BAUIVIAN

DERMD FROIVI: NSA/CSSM l2$2
DATED: 24 FEB 9E

DECIÂSSIFY ON: Xl

ü) I concur in the report of the Inspector General and the General Counsel
and hereby make it our combi-ned report. 

/

h*¿¿ÌdL4-
MICHAELV. HAÐEN

Lieutenant General, USAF
Director, NSA/Chief, CSS

Encl:
a/s

T'bis Memorandurn is Unclassiûed
Upon Removal of Enclosure
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1. Inspector General Acüivities
/¡o¡B¡-e.r-. aaso

a. ru/ÆtrfêI the Oñce oflnspector General (OIG) re-
Attor:rey General (AG) Pre'

and internal directives to determine if

sight inspection of
division has a rigorous- progTam rn

aninspection
Thç team found that thffi

written in place to govern overËìþbt;anùtþat the siþ has de.
veloped web-based annual intelligence oversighü refrãsher tràñtr$ - j

(bx1)
(bx3)-5o usc 403
(bx3).P.1.86.36

a. Ietre€4f,sEF} The OGC reviewed various intelligence activities of the
United States Signals Intelligence System (USSS) to determine whether they
'were conducted in accordance with applicable statutes,.Executive Orders, Attor-
ney General procedures, and Departmenù of Defense and internal directives. The
OGC advised Agency elements on a number of questions, including the collection
and dissemination of communications of, or concerning, United States persons,
the reporting of possible violations of federal criminal las' conteined in SIGINT
product, the testing of electronic equipment, and the applicability of the Foreign
Intelligence Surveillance Act (FISA). ïtlith few exceptions, the issues presented
were routine and indicated that the operating elements r¡nderstand the restric-
tions on SIGII{I operations

b.ffi

2. General Counsel Activities

,=..':7:::7þ)p)-P.L.86.sø

.=:::=::. Ðlsl-p.L. 8ô;æ

,."',////

(bxr)
(bx3)-P.1.8è36

1

viewed various
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3. (U) SIGIlft Activities

a. (Sleûl#S(II

ErtF,SFq,
\\

(2) (r

2

="":=:t'-þrif,- (bx3)-P.1.88-36

./' ' (bx3).P.1. €836

(1)

SSi :--:::-.,--,,= : - - TSltæS[EË
\.

eê¡ûrvlF}l

(bx1)
oß)-so(bx3)-so Usc ¿103

(bx3)-P.1.86-36
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-"'-(bx1)
(bx3)-so usc 4o3
(bx3).P.L 8&36

-...418¡p.u. eago

loxtl
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'*aaå^I x ¡f ' t-t ì .

lÐtq+.1. aaao

(2)(U)|_- ÌÐt+q,1aaao

(bx3)-P.1.8æ6
(b)(1)
(bx3)-50 usc 403
(bxg)-r8 usc 7984. (U) Other Activities

(U) Databases

./Z
/.,/

/
(bx3)-P.1.8e36
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NSA STAFF PROCESSING PñNT Tr 26949 x
DIRECTO

KCC CONTROL NUMBÊF

Ic.9600-00

D/DIR D SECRETARIAT *\i.ï,.'f rt,

Quarterþ Report to the Intelligence Oversight Board
on NSA Activities - Fourth Quarter FY00

PLIR,POSE: To forward tò the Intelligence Oversight Board (IOB) of the President's
Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense for
Intelligence Oversight (ATSD(IO)), NSIfs quarterly report on its intelligence activities.

BACKGROUhÍD: Executive Order 12333 and Executive Order L2863require
Intelligence Community agency heads and Intelligence Community General Counsels a¡rd
fnspectors General, respectively to report to the'IOB on a quarterly basis conceraing
intelligence activities that they have reason to believe may be unlawfi¡l or contrarJr to Erecutive
Order or Presidential Directive. Enclosed memorandum covers all reportable activities known
to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982, Agency heads
are responsible for reporting separately any additional leportable activities known to them,
unless the President has specifically instnrcted that the Board is aot to be informed. Director's
signature signifies that no other activities which require reporting are known to him.

RECOMMENDAflON: Director sign the enclosed memorandum.

DECLA,SSIFY {JPON REMOVAL OF TTTE ENCLOSURE(S) proved for Release by NSA cl

EXREGcoN 
lmffiffiflllilrffimm

x
E
n

APPROVAL

SIGl.¡ATUBE

INFORMA'NON

COOROINATION'AP PROVAL

DATE PREPAREO

14 December 2000

NSÀ/CSSM T23.2
NSN: 7540-FM-001-5465 DATED; 24 February 1998

DECI,ÀSSIFT ON: Xl
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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERV¡CE

FORT GEORGE G. MEADE MARYLANO 20?55-6000

23 January 2OOL

MEMORANDUM FOR TTIE CIIAIRI\{AN, ITVTELLIGENCE OÍ/ERSIGIIT BOARD

TïIRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

Except as previously reported to you or otherwise stated in the enclosure, we
have no reasõn to Èeheve that ainyinteilil'ence activities of the National Security
Agency during the quarter encling 30 Sepüember 2000 were unlarvfi¡l or contrary to
Executive Order or Presidential Directivre, and thus required to be reported
pursuant to Section 1.7.(d) of Executive O'rder 12333.

Ihe Inspector General and the General Counsel continue to exercise
oversight, of Agency activities by means of inspections, surveys, training, review of
directives and guidelines, and advice and couñsel. These activities anòother data
requested by the Board or members of the staffof the Assistant to the Secretary of
Defense (Intelligence Oversight) are described in the endosure.

*=*2"4-
EÎTIAN L. BAUMAN '

I concur in the report of the Inspector General and the General Counsel and
hereby make it our combined report.

Encl:
aJs

Lieutenant General, USAF
Director, NSA/Chieq CSS
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1. Inspector General Activities .,/¡u¡o¡-e.1. eaæ

a. (u/ÞotlQ) this of InspectorCreneral (OIG) re-
viewedvarious theAütorney General (AG) Pro-

internal directives to determine if

(src€ftMil[I AJoint Inspection Tea.mconsisting of i

lcotfducted an inspection of thql
TheJeam found that all Senrice-specific

(bx3)-P.L

2' General counsel Activities Ëì[åì'*""''

a. (t/7eütfflËF) The OGC reviewed various intelligence activities of the
United States Signals Intelligence System (USSS) to determine whether they
were conducted in accordance with applieable statutes, Executive Orders, Attor-
ney General procedures, and Department of Defense and i¡rternal directives. The
OGC advised Agency eleménts on a nu¡rrber of questions, including the collection' and dissemination of ss¡¡1s¡rnisations of, or concerning, United States persons,
the reporting of possible violations of federal criminal law contained in SIGIMI
product, the testing of electronic equipment, and the applicability of the Foreign
Intelligence Surveillance Act (FISA). \ryith few exceptions, the issues presented
were routine and indicated that the operating elements understand the restrie-
tions on SIGIIVI operations.

not file with the IOB dur-
of trY-

I

.::=::.t=:::r'(br(3)-p.L.&sa

'>1.¡--j
)=1.;rüt-2.. -,,.

t' ! ./ (Þ')11)

/ /Z' (bX3)-P.1.86-36

/!
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3. (U SIGINT Activities

a. (Sf€tlfI$ÊF)

(2) ( '-1u¡1s¡-e.l aaæ

2

z"'(bl(t)'' (bx3)-P.1.8G36

(bx3)-P.1.8È36

\
_/ (bx1)' (bx3)-so usc 403

(bx3)-18 USC 798
(bx3)-P.1.6È36

':.4ptttt
/T þX3)-s0 USC 403

j/l (bx3).P.1.8&30

ii

,/,/.r'
.: ./

2.,-::11..-

(bx3)-P.1.8e36
(bx1)

(bx3)-P.1. 86-36

(1) (rÐ
::¡;J::1..--...-. *-.N

t$7eüeffl,I+ìl

\\\

-¡eùfntfìl
_l;t
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-...-'::4þX1)_../ i (bx3)-50usc4o3
v' _/ (bx3)_18USC798

/ (bx3ÞP.1.8436

:t:- :,:-,,- "' ß)pr.p. L. sô36

.--.7þt$
/. (bx3)-5ousc403

(bx3)-P.1.8e36
(bx3)-18 US 798

..-'::="'7þl()
/' (bx3)-50 usc 403

../ (bxÐ-P.1.8&3ô

./ (bx3)-l8usc798

-".r-:.:4)p)_p.L.eæ

./ (ôx1)
/, (bx3)d0 usc 4o3/ (bx3)-PiL 8ê36

(bx3).18 c,\sc 798
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(bxr)
(bx3)-P.1.86-36

0 usc 403
.1.8&36



DOCID: 3552

lutQ¡.r aaso

.- -1ÉX3).p.L. sca6

Toxg)-p.u ssæ

!

(bx3)-50 usc 403
(þX3)-P.1.8È36

4. (U) Other Activities

(U) Databases

Þ(ti:i:638

\.
\

5
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{/i 
sEcunrrY clAssrlcArnN

NSA STAFF PROCESSING FORMr 77869 *
TO

DIRECTOR
KCC CONTROL NUMBER
IC*9670-0r

EXREG SUSPENSE

DIDIR D SECRETARIAT ,t¿'4)
SUBJECT

Quarterly Report to the Intelligence Oversight Board
on NSA Activities - First Quarter F"f01

PLIRPOSE: To forward to the Intelligence Oversight Board (IOB) of the President's
Foreign Intelligence Advisory Board, via the Assistant'to the Secretary of Defense for
Intelligence Oversight (ATSD(IO)), NSA's qu3rterly report on its intelligence activities.

BACKGR,OUND: Executive Order 12333 and Executive Order 12863 require
Intelligence Community agency heads and Intelligence Community C'eneral Counsels and
Inspectors General, respectively, to report to the IOB on a quarterþ basis concerning
intelligence activities that they have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. Enclosed memorandum covers all reportable activities known
to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982, Agency heads '

are responsible for reporting separately any additional reportable activities known to them,
unless the President has specifically instructed that the Board is not to be informed. Director's
signature signifies that no other activities which require reporting are known to him.

RECOMMEND'{IION: Director sign the enclosed memorandum.

DECI,ASSIFY UPON REMOVAL OF THE ENCLOSURE(S)

ACTION

n eppnov¡¡-

f{l srornrune

n nronmenon

0

COOROINATTOT{/APPROI'AL

(b) (3)-P.L. B6-36

DATED: 24 February 1998
DECLASSIFY ON: XI

OATE PREPARED

6

SÊCURÍÍY CLASSIFICATION

NSN: 75¡10-FM{l0l -5465
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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GEORCE G. iIEAOE. iIARYLINO 2O?35.AæO

9 April 2001

MEMORANDUM FOR TTTE CHAIRI\,IAIV, INTETLIGENCE OITERSIGTIT BOARD

THRU: Assistant to the Secretary of Defense (Intelligencd Oversight)

SUBJECT: (U) Report to the Intelligence Oversight Board on NSA Activities -
INFORI\,Í ATI ON IIEMORANDIIM

(IÐ Except as prevíouslv reported to vou or otherwise stated ín the
e¡closu1e,_we havè no rbason to-beüève that aiiy intelligence activities of the
Natiorpl SecurityAgency during the quarter eñding SfDecember 2000 were
unlawf-ul or contrar¡r to Executive Order or.Presidential Directive, and thus required
to be reported pursuant to Section 1.7.(d) of Executive Order.12333.

(II)- The Inspector General and the General Counsel continue to exercise
orrersight ofAgency activiüies by means of inspectioru¡, suryeys, training, review of
directives and guidelines, and advice and couñsel. Ttrese acüvities andother data .

req_!¡ested by !þe Board or members of the staffof the Assistant to the Secretar5r of
Defense (Intelligence Oversight) are described in the enclosure.

>+=¿¿--
ETIIAN L. BAUI\{AN

ru) I conclrr in the report of the Inspector General and the Creneral Counsel
and hereby make it our combihed report. 

/

A'-1¿ //,(t?14,-
MICHAELV TTAÐEN

Lieutenant General, USAF'
Director, NSA/Chief, CSS

Encl:
a/s

Itis Memoraudum is Unclassiûed
Upon Reuoval of Enclosure

DERTVED FROM¡ II{I|A/CSSM ll3-?
DATED:2{FEB9E
DECLÂSSIFTON: X¡
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1. Inspeetor General Activities

*. 11¡746;$$)Duri this of Inspector General (OIG) re-
viewedvarious Attorney General (AG) Pro-

directives to determine if
../--'ìbJp)-p.1. sê36

4n OIG team conduet6d an
îleteamfoundtha nel were

y aware oversight compliance ts, and
that they received yearly refresher training in intelligence oversiefht.

c. (U/lFOtSê) The OIG reissued guidance to the chiefs of {"y components
and field aetivities reminding them of their reporting responsibilities under
E.O. 12333, and restating the procedures under which they are reduired to report.
Copies of the reissued guidance are attached as Enclosures 1 and P.

i

i

2. General Counsel Activities 
i

a. GZeOm¡fÐ ïre OGC reviewed various intelligence activities of the
United States Signals Intelligence System (USSS) to determiné whether they
were conducted in accordance with applicable statutes,
ney General procedures, and Deparbment of Defense and internal The
OGC advised Agency elements on a number of questions, i
and dissemination of communications o{, or concerning, United tes ¡rersons,
the reporting of possible violations of federal criminal law in SIGII{I
product, the testing of electronic equipment, and the applicabilitf of the Foreign
Intelligence Surveillance Act (FISA). With few exceptions, úhe i$sues presented
were routine and indicated that the operating elements understq.nd the restric-
tions on SIGINT operations.

the first ouarter of FY- i=.',7.:':VlÐel _p.L. s6_s6
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APPROVAL

SIGN'ITURE

NFORTûANON

t 78951 *
KCC CONTROL NUMBER
IG9750-01

Quarterly Report to the Intelligence Oversight Board
on NSA Activities - Second Quarter FY01.

PURPOSE: To forward to the Intelligence Oversight Board (IOB) of the Presidenfs
Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense for
Iatelligence Oversight (ATSD(IO), NSA's quarterly report on its intelligence activities.

BACKGROUND: Executive Order 12333 and Executive Order 12863 require
Intelligence Community agency heads and Intelligence Community General Counsels and
Inspectors General, respectively to report to the IOB on a quarterþ basis concerning
intelligence activities that they have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. Enclosed memorandum covers all reportable activities known
to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982, Agency heads
are responsible for reporting separately any additional reportable activities known to them,
unless the President has specifically instructed that the Board is not to be informed. Director's
signature signifi.es that no other activities which require reporting are known to him.

REcoMlvrENDArroN: Director sign the enclosed memorandum.

DECLASSIFY TJPON REMOVAL OF THE ENCLOSURE(S) þyI ú

COORDINANON/APPROIAL

OFRCE NÀME AND DATE SECUr-rE.PHONE OFFICE NAMEANDOATE /.

ða u4,,-L 7/sq/rl 3)o
C Robert Deitz, (¿¡, n _Êf/,/¿y' 5ã48s r///

AGC(O) ffirrf ní;a'¡ 3121s---- '7 (ø) (g)-P.L. B6-36
r.than L. Bavm?hhÁ? ,l fu* ?Fl+s - -

r fuxl'lþ'".- ð544s

,paG.
D11

PHONE (Secure)

963-3544
OATE PREPARED

TJune 2001

FORM 45795 FEB 94 DERMD pnO¡r xSvCss¡l-rza¿
NSN:754û,FM.001-S465 D.{TED: 2.t Fcbruary 1998

DECLåSSIFYOli: ]il

sEcuRrrY clAsstFlc^noN

(bx3).P.L 8636
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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORÎ GEORGE G, MEAOE. M^RYI-ANO 20755-6000

2 August 2001

MEMORANDI]M FOR THE CIIAIRMAN, II{TELLIGENCE O\IERSIGHI BOARD

THRU: Assistant to the secretary of Defense (Intelligence oversight)

SUBJECT: (U) Report to the Intelligence Oversight Board on NSAActivities -
INFO RJVTATI ON MEMORANDI.JM

- (U) Except as previously reported to you or otherwise stated in the
_s¡slgsure, we have no reason to believe that any intelligence activities of the
National Security Agency during the quarter eñding 3l=March 2001 were unlav¡firl
or contrary to Executive Order or Presidential Direõtive, and thus required to be
reported pursuant to Section 1.?.(d) of Executive Order 12333.

(U) The Inspector General and the General Counsel conüinue to exercise
oversight of Agency activities by means of inspections, surveys, training, review of
directives and guidelines, and advice and counsel. These activities and other data
req!¡ested by lhe Board or members of the staffof the Assistant to the Secretar¡l of
Defense (Intelligence Oversight) are described in the enclosu¡e.

2+¿* zb=---
ETHAN L. BAUIVIAN

InspectovGeneral,f,/æ
A,OBERD-I¡II)EITZ

ceffiunsel

ü) I concur in the report of the Inspector General and the General Counsel
and hereby make it our combined report.

%r./,¡/,/"re
MICHAEL V. HAYDEN

Lieutenant General, USAF
Director, NSA/Chief CSS

Encl:
als

this Memorandu¡n is Uu.classiffed
U¡ron Removal of Enclosure

DERIVED FROM: NSA/CSSIvÍ 123-2

DATED:24 FEB9E
DECLASSIFY ON: Xl
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1. Inspector General Activities
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though it lacked a formal intelligence oversight (IO) program. A program has
since been established

) fui OIG team
-4h'ste-añiTo-rind

ffiittinganlOvi

conducted an inspç_ctjon..ofthel- - - : = =-rner-¡e-am=oun-f rãaq-lw;ffiTasrc
E.O. 12333 and derivãFellocuments, aI-

awareness of IO responsibilities.S-rogram is now being

z:"-(bX3).p.1. sô96

(bx3)-P.1.86-36

;:::="'-þX3)-P.L. g6-36

-- -ibx3)-p.1. 86-36

''-þxr)
(bx3).50 usc 403
(bx3).P.L 8e36

=:::="'-(bX3)-p. 
L. 86.36

(bx3)-P.1.8È36

-"'þ¡s¡-e.r-. eaao

a inspection
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ments. The team also found that a commitmeñlþãll the military services to par-
ticipate in a joint IO program resulted in a significant elimination of duplication,
a streamlined program architecture, and increased accountability.

a joint inspection
pera (MRSOC). The team found that the

ProgTam.

site's IO program vÍas not centralized, and relied heavily on sen¡ice involvement
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2. General Counsel Activitiqs

a. fCrettffi$Ð The OGC reviewedvarious intelligence activities of theUnit-
ed States Signals Intelligence S¡rstem (USSS) to determine whether they were con-
ducted in accordance with applicable statrrtes, Executive Orders, Attorney General
procedrrres, and Department of Defense and internal directives. Ttre OGC advised
Agency elements on a number of questions, including the collection and dissemina-
tion of communicaüions of, or concerning, United States persons, the reporting of pos-
sible violations of federal criminal law contained in SIGII\"[ product, the testing of
electronic equipment, and the applicability of the Foreign Intelligence Sun'eillance
Act (FISA). With few exeeptions, the issues presented were routine and indicated
that the operating elements r¡¡derstand the restrictions on SIGIIIIf operations.
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4. (U) Other Activities
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NSA STAFF PROCESSING FORM
TO
DIRECTOR

**" * 79641 * KCC CONTROL NUMBER

IC-98L8-01

D/DIRB-, D 'ARIAT

Quarterly Report to the Íntelligence Oversight Board
on NSA Activities - Third Quarter trY01

SUMMARY

PIIRPOSE: To forward to the Intelligence Oversight Board (IOB) of the President's
Foreign Inteiligence A{visory Board, via the Assistant to the Secretar¡r of Defense for
Intelligence Oversight (ATSD(IO)), NSA's quarterly report on its intelligence activities.

BACKGROUND: Executive Order L2333 and Executive Order 12863 require
Intelligence Community agency heads and Intelligence Community General Counsels and
fnspectors General, respectively, to report to the IOB on a quarterly basis concerning
intelligence activities that they have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. Enclosed memorandum covers all reportable activities known
to the Inspector General and General Counsel. Per PIOB letter of 6 AugusttgSz,Agency heads
are responsible for reporting separately any additional reportable activities L.'own to them,
unless the President has specifically instmcted that the Board is not to be informed. Director's
signature signifies that no other activities which require reporting are known to him.

RECOMMENDAIION: Direetor sign the enclosed memorandum.

DECLASSIFY UPON REMOVAL OF THE ENCLOSI'RE(S) r Helease 0
4

n
E
n

APPROVÀL

SIGNATURE

INFOBMANON

COOBOINANO}SAPPROI'AL

OFFICE NAME AND DATE stsçuHE
PHO$IE

OFF¡CE NAMEAND OATÉ

¡ ttþbertDeftzá -PaOÌl55a8s

\GC(O) E
Fjthan L. Eauman .. .{J- -}E.L -

/ (b) (3)-P.L. 86-36
D/IG l¡ --l¡¡s++"

OBG.

útt
PHONE (S€ûre)

963-3544
DATE PRÉPAFED

13 September 2001

t23-2 SECURITY CLASSIFICATION

NSN: ZS40-FM-001,54ôS DATED: 2a February l99tl
DECL¡|SSIÍY ON: Xr
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NAT¡ONAL SECURTTY AGENCY
CENTRAL SECURITY SERVICE

FORÎ GEORGE G. MEAÞE, MARYLAND 2O7!'5.€OOO

28 Septemþer 2001

MEMORANDUM FOR THE CHAIRIVIAN, INNELLIGÐNCE OVERSIGIIT BOARD

THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SIIBJECT: (U) Report to the Intelligence Oversight Board on NSA Activities -
INFORIVIATION MEMORANDT]M

(IÐ Except as previously reported to you or otherrvise stated in the
enclosure, we hav-e no reason to 

-behève 
that a-ny intelligence activities of the

National Security Agency during the quarter eñding 8dJune 20O1 were unlawful or
contrary to Executive Order or Presidential Directive, and thus required to be
reported pursuant to Section 1.7.(d) of Execuüive Order 12333.

(U) The Inspector General and the General Counsel continue to exercise
oversight of Agency äctivities by means of inspections, sun/eys, training, review of
directives and guidelines, and advice and counsel. These activities and other data
requested by the Board or members of the staffof the Assistant to the Secretary of
Defense (Intelligence Oversight) are described in the enclosure.

(tr) I concur in the report of the Inspector General and the General Counsel
and hereby make it our combined report.

+í,-ì'Jú,44"*
MICITAEL V. HAÐEN

Lieutenant General, USAF
Director, NSA/Chiet, CSS

Encl:
als

Ttis Memorandum is Unclassified
Upon Removal of E¡closure

DERIIæD FROM: NSA/CSSM t2$2
D,ITED: ?/ FfB 9t
DECLASSII"Í ON¡ Xl



.ooiro: 35 6207e

r. cu¡Àùu0) rnspector Ge¡eralActivities 
..ui(oxs)-p...8sis

a. this Office of Inspector General (OIG) re-
Attorney General (AG) Pro-
directives to determine if

viewed various

2. @//futfQLGeneral Counsel Activities

a- GlttÛìnf+Ð The OGC reviewed various intelligence activities of the
Unit'ed States Signals Intelligence System (USSS) to determine whether they
were conducted in accordance with applicable statutes, Executive Orders, Attor-
ney General procedures, and Department of Defense and internal directives. The
OGC advised Agency elements on a number of questions, including the collection
and dissemination of communications of, or concerning, United States persons,
the reporting of possible violations of federal cri'nirral law contained in SIGII{I
product, the testing of electronic equipment, and the applicability of the Foreign
Intelligence Surveillance Act (FISA). With few exceptions, the issues presented
were routine and indicated that the operating elements understand the restric-
tions on SIGINT operatioas.

b.ffi
the third of FY-200

3. ü/ÆD{IaL SrGIt{r Acrivties

a. ÍS#COS{$FI)

(1) (U/rFûUO) ---...-. - -----1s¡1s¡ 
-c. l. eoso

DEßIVED TRO¡ú NSA/CSSM Tæ.2
DATED: 24 fbb 98
DECL¡1SSIFY ON: XT
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NSA STAFF P SSING FORM
TO

DIRECTO

SUBJECT

Quarterly Report to the Intelligence Oversight Board
on NSA Activities - Fourth Quarter FY01

SUMMARY

PIIRPOSE: To forward to the Intelligence Oversight Board (IOB) of the President's
Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense for
Intelligence Oversight (ATSD(IO)), NSlt's quarte{y report on fts intelligence activities.

BACKGROIIND: Executive Order 12333 and Executive Order 12863 require
Intelligence Cornrnr''nity agency heads and Intelligence Commuuity C'eneral Counsels and
Inspectors General, respecüively, to report to the IOB on a quarËerþ basis concerning
intelligence activities that theyhave reason to believe may be r¡nlawful or contrary to Executive
Order or Presidential Directive. Enclosed memorandum covers all reportable activities known
to the Inspector General and General Cor¡nsel. Per PIOB letter of 6 August 1982, Agency heads
are responsible for reporting separately any additional reportable activities knoçn to them,
unless the President has specifically instructed that the Board is not to be informed. Director's
signature signifies that no other activities which require reporting are known to him.

,DSECRETARUT -/ f--l aernoval

[Kls¡anerune

fl wroenmon

THRU

D/D

RECOMMENDAIION: Director sign the enclosed memorandum.

l,-
DE CI.,ASSIFY IIPON REMOVAL OF TIM ENCLOSURE (S)

COORDINIITIOÀT'APPROVAL

D,fTED: 2{ Fcbruary t999
DECLìSSIFr- ON; X¡

PFJ 0f
1- F

#,t Mh'
T"-ru

@

N'¿¡"r
ÒGL

@'f-/,/4+-
æ-f-/æ

TL.

OA¡E ?AêPAREO

7 December 2001

sEcuHfrY ct sslFlcATloN

t>/>¿/c¿ ttH g

3)-P.L. 86-36

ORG. I PHONE(Securel

11 I 963-3544

NSN: 754GFM-001-5465
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NATION.AL SECURTTY AGENC .

CENTRAL SECURIÍY SERVICE
FORT GEORGE G. MEAOE. MAßYI.AND 2O755{OOO

4 January 2002

ivtE MO R{ND UivI FOR THE C HAIRIvÍ AN, INTELLIGE NCE O\¡E RSIGHT B (¡ARD

THRU: Assistant to the Secretary of Defeqse (Intelligence Oversight)

SUBJECT: (U) Report to the Intelligence Oversight Board on NSA Activitie.s -
INF ORIyIATI ON MEMORANDUIVI

_ (IJ) Except as previously reported to you or otherrrise stated in the
enclosure, we have no ieason to beliève that any intellisence actívities of the
National Securiby Asency durins the quarter eridine SdSeotember 2001 were
unlawful or conbiarfto Èxecutivä Ordðr or Presidenltiat Diiecüive, and thus required
to be reported pursuant to Section 1.7.(d) of Erecutive Order 12333.

(U) The Inspector General and the General Counsel continue to exercise
oversight of Agency àctivities by means of inspections, surveys, training retiew of
directives and guidelines, and advice and counsel. Ttrese activities and other data
requested by the Board or members of the staffof the Assistant to the Secretary of
Defense (Intelligence Oversight) are described in the enclosure.

ß.,0r*, fr fli, ú+v/,n¿tt*
BRTAN R. MCAT{DRE\¡i
Acting, lns pl$or General

/t', ,//

tr^,#
/i&OBEÈT D-ìÐEITZ

Geperái dunsel

(U) I concur in the report of the Inspector C'eneral and the C'eneral Counsel
and hereby make it our combined report.

Encl:
aJs

This Memor".dum is Unclassified
Upon Rernoval of Enclosr¡¡e

%r>l'-t*k*
MICHAEL V. TIAYDEN

Lieutenant General, USA¡'
Director, NSA/Chie{, CSS

DERIVED FROII: ISVCSSI! l3$2
DÂTED: ?{ FEB 98

DECLÂSSIFY ON: Xl
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1. (U/Æ'ûUOI Inspegtor General Activities l(bx3)-P.l.8è36
/1

a. (U/ÆÛUOlDurLns this qqarter. the f Inspector C'enerd (OIGI
reviewed various reportsl ,' þh" Attorney C'eneral fåGl
procedures, as well as De eraal directives, to
determine i

¿""r""""ø+. ioo ortn"l--l
m foun{ that I þfs an adequate programrb ensure

compliance with E.O. 12333, but rec-ommended that the orgariiz¿¡ion refresh
procedures for reporting possible intelligence oversight violations witJr all
personnel. The recommendation was imFlemented.

2. (U/FtgO) C'eneral Counsel Activities

a. TCTCOùEìÉII Ttre OGC reviewed various intelligence activities of the
United States Signals Intelligence System (USSS) to determine whether the¡-
s¡ere conducted in accordance with applicable statr¡tes, Executive Orders,
Attorney General procedures, and Deparbmenü ofDefense and interaal directives.
The OGC advised Agency elements on a number of questions, including the
collection and dissemination of communícations o4 or concerning, U.S. persons,
the reporting of possible violaùions of federal criminal law contained in SIGDiT
product, the testing of electronic equipment, and the applicability of the Foreign
Intelligence Sun¡eillance Act (FISA). \Mith few exceptions, theissues presented
¡sere routine and indicated that the operating elements u¡derstand tJre
restrictions on SIGII{I operations.

b. @ OGC did not file anyreports

3. (U/¿1FOggI SIGII{T Activities
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(2) (U/ÆÞ{Jal

4. (U/IFOUQ OtherActivities

(U//ÌDuo) External Aeencv Relations
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