
DEPARTMENT OF THE ARMY
UI{ITED STAÎE5 ARMY IIITÍLUGE]ICE At{D SEGI'RIÏY COMMAIID

FßEEDOM OF INFORTJ|ATIOI{/PRIVACY OFFKC
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REPLY TO
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ffiY Û8ffi
Freedom of Informatior/
Privacy Office

Ms. Marcia Hofnnnn
Electronic Frontier Foundation

454 Shotwell Street

San Francisco, California 94110

Dear Ms. Hofmann:

References:

a. your Freedom of Information Act request of February 25,2008, for all reports submitted by the

Army krtelligence and Security Command to the Intelligence oversight Board ("IOB") pursuant to

Section 2.4 of Exectxive Ordei t2863 since January I,2oOl. This request was received in this office on

February 26,2008.

b. Our letter of March}4,2008, informing you we need additional time to review the records and were

unable to comply with the statutory 20-day time limit in processing your request'

We have completed a mandatory declassification review in accordance with Executive Order (EO)

l4gs1,as amended. As a result of our review, information has been sanitized from the records as the

information is currently and properly classified SECRET according to Sections r.2(a)(2) and 1.4(c) of Eo

l}gsg,as amended. f-his infbrmation is exempt fromthe public disclosure provisions of the FOIA

pursuant to Title 5 U.S. Code 552(bX1). The records are enclosed for your use. A brief explanation of

the applicable sections follows:

Section l.Z(a)(Z)of EO l2g58,as amended, provides that information shall be classified SECRET

if its unauth onzeddisclosure reasonably could be expected to cause serious damage to the

national securitY.

Section 1.4(c) of EO 12g58,as amended, provides that information pertaining to intelligence

activities, intelligence sources or methods, and cryptologic information shall be considered for

clas sification Protection.

Information has been sanitized from the records to protect the personal privacy rights of the individuals

concerned. This information is exempt from the mandatory public disclosure provisions of the FOIA per

Title 5 U.S. Code 552 (bX6) and (bXã). The srature invoked under Title 5 U.S. Code 552 (bX3) is 10

U.S. Code $ 130b, which allows for the protection of personnel in overseas, sensitive, or routinely

deployable unit.
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The withholding of the information described above is a partial denial of your request. This denial is
made on behalf of Major General David B. Lacquement, the Commanding General, U.S. Army
Intelligence and Security Command, who is the Initial Denial Authority for Army intelligence
investigative and security records under the FOIA. You have the right to appeal this decision to the
Secretary of the Army. If you wish to file an appeal, you should forward it to this office. Your appeal
must be postmarked no later than 60 calendar days from the date of this letter. After the 60-day period,
the case may be considered closed; however, such closure does not preclude you from filing litigation in
the courts.

Additionally, we are coordinating with other government agencies concerning the releasability of their
information contained in the records. We will inform you as to the releasability of the information upon
completion of our coordination.

There are no assessable FOIA fees for processing this request.

If you have any questions regarding this action, feel free to contact this office at 1-866-548-565 1 (Press
2lPress 9), or email the INSCOM FOIA office at: INSCOM-FOlA_serviceCenter@mi.army.mil and
refer to case #310F-08.

Sincerely,

Susan J. Butterfield
Director
Freedom of Information/Privacy Office

Investigative Records Repository

Enclosure
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FOR THE INSPECTOR GENERAL (SAIG.IO), 17OO ARMY PENTAGON, WASHINGTON, DC20310-1700

SUBJECT: Inteltigence oversight Activities Report, First euarter, Fiscat year Z00g (U)

1- (u) Reference AR gg1-10, us Army fnteiligence Activities, 3 May zoor.

2. (U) Significant oversight activities undertaken:

a' (u) The Intelligence oversþht Branch (loB), office of the Inspector General, conductedthe followin g i nter rigen ce oversighi in spectionà o uri n g tnã q uarter:

- NGIC FMA, Aberdeen proving Ground, Maryland (10 Oct 07)

- NGlc Elements atwashington Navyyard, washington, Dc (1s oct 07)

- NGrc speciarResearch Division, Fort Meade, Maryrand (19 oct 07)

- NGIC, Charlottesville, Virginia (15_26 October 07)

- Fort Monroe Fierd office, Fort Monroe, Virginia (6 Nov 0z)

- Nationar capitar Region MrD, Fort Bervoir, Mrginia (g Nov 07)

b. (U) On the dates indicated the tOB:

- Briefed new.fl! lN-scoM personnelon inteltigence oversight at the Newcomers'Orientation (2 Oct OZ)
- conducted lo training forthe ro pocs (29 Nov and 1T Dec 07)

3' (u) ldentification of possible unlawful or improper activities discovered andlorreported:
ftf)
a-' (€t+ryFì-lNscoM Case #06-018- DAIG Case #DAIG-oso2z.This case Ínvolves initiationand maintenance of an improper relationship with a Host Ñ"ilon tntelligence officer. Theindividual is also alleged to háve disclosed sensitive or classideo inteiligence information. Assimilar allegations ha-d qrgyiously been investigated ano *éie resolved favorably (ACCN: 06-0022-902' closed 3 April2006; lÑscorur car"-*oo-oõs, ;6ä 29 June 2006), the ACtcAdeclined to re-open the cl investigation or open a new cr investigation, insteaä iéiening tnecase back to the unit commanderl The unit commanoei oioeied an AR 15-6 investigation whichsubstantiated the majority of allegations, As a result, n" .*à"nder issued a memorandum of
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tAtG-to
SUBJECT: lntelligence Oversight Activities Report, Fourth Quarter, Fiscal year 200g
(u)

proposed removalfrom civílian employment as a MICECP to the individual and submitted a
memorandum for security clearance determination to the US Army Central Personnel Security
ClearanceÎacility. Subsequentty, the individual submitted a lettei of resignation, and is no
longer a federal employee as of 13 October 2007. Case closed.

b. (U) INSCOM Case #0G020. Open Cl case. ACCN 06-0039-902
DAIG Case #ÐAtc-06-030

c. (U) |NSCOM Case #06-023. Open Ct case. ACCN O+OOZ}-}O2
DAIG Case #DAtc-06-034

d- (u) lNScoM case #07-003. open ct case. AccN #07-001 1-goz
e. (u) lNScoM case #o7-007. open ctcase. AccN #p¡-ActcA-07-007

DAIG Case #DAlc-02-090

g. (U) INSCOM Case #07-010. This case involves alleged electronic surveillance activity,
reportedly directed by INSCOM, focusing on two INSCOM é¡vil¡an emptoyees'personal
telephones and theirlegal counsel. Since the allegation is against tn¡i háaUquärters, 2g August
2007, we requested DAIG conduct an investigat¡oñ to detenñine the facts. Aäditionally, somîe
ethics issues were raised in the EEO forum and the chief of staff is looking into the merit of the
allegations. On 10 Oct, DAIG notified this offtce that the investigation waicomplete and that
the allegations were found to be unsubstantiated. case closed.

h. (U) INSCOM Case ffi7-012. Open Ct Case. ACCNI#07-003&902
DAIG Case #DAtc-07-040

fiïIl. (S*F¡¡NSCOM Case #07-019 This case involves the illegalsearch of US person
information on intelligence databases. An anonymous letter was sent to the CIHþC for review
and determination of ttre US person status of the subject of the letter. Although the letter stated
!fa!tne subjec't was a naturalized US citizen, the personnel involved questioñed the veracity of
that statement and decided that, since the letter was not signed, then the statement of
citizenship was not specific information. AddÍtionally, the unit decided that the instructions for
determination of identity of the subject were not cleãr. Therefore, the unit decided that the
USAREUR Counterespionage SOP was not clear, and updated the SOP for clarification.
Additionally, the unit contacted DIA to notify DIA that a violation had occuned. Finafly, the unit
has completed training for desk officers in ihe areas of Standing Investþatíve Authority and
Requests for Assistance. Case closed.

4. (u) suggestions for improvernent of the oversight system: None.

9..^Q)- The INSCOM OtG poínt of contact is SSG Wheeler, Intettigence Oversight Branch, CML
703-706-1776.

(GEI-5}TIIE¡-SE-
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DEPARTMENT OF THE ARMY
UNITED SÎATÊS ARI'Y INTELL]GENGE AND SECURITY COMMANO

REPLYTo 8825 BEULAH STREET

ArrE¡r'o¡roF FORTBELVO¡R,VlRGlNlA 22060-52.16

MEMORANDUM FOR THE TNSPECTOR GENERAL (SArG-rO), 1700 ARMY PENTAGON.
WASH|NGTON, DC 20310-1700

SUBJECT: Intelligence Oversight Activities Report, Fourth Quarter, Fiscal Year 2007 (U)

1. (U) Reference AR 381-10, US Army Intelligence Activities, 3 May 2007.

2. (U) Significant oversight activities undertaken:

a. (U) The Intelligence Oversight Branch (lOB), Offìce of the Inspector General, conducted
the following intelligence oversight inspections during the quarter:

- 902d Military Intelligence Group, Fort Meade, Maryland (23 July-2 August 2007)

- Headquarters and Headquarters Company,902d Military Intelligence Group, Fort

Meade, Maryland (25 August 2007)

- 308th Military Intellígence Battalion, 902d Military Intelligence Group, Fort Meade,
Maryland (26 July 2007)

- US Army Foreign Counterintelligence Actívity, 902d Military lntelligence Group, Fort

Meade, Maryland (includes Detachments 13 and 14) (31 July 2007)

- 31Oth Military Intelligence Batlalion, g02d Military Intelligence Group, Fort Meade,
Maryland (1 August 2007)

- US Army Operations Activity, Fort Meade, Maryland \20'27 August 2OA7)

- US Army Field Support Center, US Army Operations Âctivlty, Fort Meade, Maryland
(27 August 20071

b. (U) On the dates indicated the IOB:

- Briefed new HQ INSCOM personnel on intelligence oversight at the Newcomers
Orientation (17 July 2007)

3. (U) ldentification of possible unlawful or improper activities discovered and/or reported:

a. (U) INSCOM Case #04-017. Clcase is closed. ACCN P!-JWF:05-001

Repraded UNCLASSIFIED onñ.n /1JJ ü+ú1- âu)g
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tArG-to
SUBJECT: lntelligence Oversight Activities Report, Fourth Quarter, Fiscal Year 2007
(u)

b. (U) INSCOM Case #05-022. Cl case is closed. ACCN 06-0005'902

c. (U) INSCOM Case #06-003. Cl case is closed. ACCN 06-0025-902

d. (U) INSCOM Case #06-009. Cl case is closed. ACCN P|-SCO-06-016

e. (S#ltFl INSCOM Case #06-018. This case involves initiation and maintenance of an
improper relationship with a Host Nation Intelligence Officer. The individual is also alleged to
have disclosed sensitive or classified intelligence infonnation. As similar allegations had
previously þeen investigated and were resolved favorably (ACGN: 06-0022-902. closed 3 April
2006; INSCOM Case #06-005, closed 29 June 2006), the ACCO declined to re-open the Cl
Ínvestigation or open a new Cl investigation, instead refening the case back to the unit
commander. The unit commander ordered an AR 15-6 investigation which substantiated the
majority of allegations. As a result, the commander issued a memorandum of proposed
removalfrom civilian employment as a MICECP to the individualand submitted a memorandum
for security clearance determination to the US Army Central Personnel Security Clearance
Facility. Subsequently, the indÍvidual has submitted a letter of resignation, effective 13 October.
Once the paperwôrk has been processed and fonrvarded, this office will submit a final Procedure
15 report.

f. (U) INSCOM Case #06-020, Open Cl case. ACCN 06-0039-902

g. (U) INSCOM Case #06-023. Open Cl case. ACCN 04-0029-902

h (U) INSCOM Case #06-024. Cl case is closed. ACCN 05-0022-902

¡. (U) INSCOM Case #07-003. Open Cl case. ACCN #07-0011-902

j. (U) INSCOM Case #07-004. Cl Case is closed. ACCN #PI-BCB-07-002

k. (U) INSCOM Case #07-007. Open Clcase. ACGN #PI-ACIGA-07-007

l. (U/Æefrgf INSCOM Case #07-008. This case involves a contract employee who
allegedly used US government cornputer systems to search for information, for personal
reasons, about a US person, without authoriÇ to do so, thereby violating Procedure 14, AR 381-
10. An AR 15-6 investigation substantiated the allegation. The contract employee is barred
from the work site and no longer has access. The information was fonruarded to the employer
for a final determination on continuing employment. This case is closed.

m. (U//FOtfOï INSCOM Case #07-009. This case involves a localnational investigator
(LNl) conducting physicalsurveillance of a non-US person, without authority to do so, thereby
violating Procedure 14, AR 381-10. The cause of the violation was due to the LNI not being
properly trained in intelligence oversight and the unit's mission of counterintelligence support to
force protection. The LNlwas counseled in writing and receíved additionaltraining. This case
is closed.

Regraded UNCTASSIFIED on 2
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tAtG-to
SUBJECT: Intelligence Oversíght Activities Report, Fourth Quarter, Fiscal Year 2007
(u)

n- (U) INSCOM Case #07-010. This case involves alleged electronic surveillance activity,
reportedly directed by INSCOM, focusing on two INSCOM civilian employees' personal
telephones and their legal counsel. Since the allegation is against this headquarters, 29 August
2007, we requested DAIG conduct an investigation to determine the facts. Additionally, some
ethics issues were raised in the EEO forum and the chief of staff is looking into the merit of the
allegations. Further investigation in that regard will depend on those findings.

o- (U) INSCOM Case #07-011. This case involves misrepresentation by a Soldier as an
investigator. The Soldier attempted to ascertain information regarding the arrest of a US
Servicéman by host nation police. The Soldier also attempted io influ-ence US Embassy
personnel regarding the refease of ínformation associated with the anest. The Soldier then
complied with a request from a superior military official to obtain a police report on the arrest,
thereby violating Procedure 14, AR 381-10. The Soldíer was redeployed to home station. The
Soldiefs chain of command was directed to formally counsel the Soldier regarding activities and
actions taken. The unít commander will reemphasize intelligence oversight training and has
ordered enhanced training for all assigned personnel regarding limitations and restrictions of
counterintelligence support to force protection. This case is closed.

p. (U) INSCOM Case #07-012. Cl case is closed. ACCN #07-0033-902

4. (U) Suggestions for improvement of the oversight system: None.

5. (U) The INSCOM OIG point of contact is SSG Wheeler, Intelligence Oversight Branch, CML
703-706-1776.

Inspector General
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DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTELLIGENCE AND SECURIW COMMAND

8825 BEULAH STREET
FORT BELVOIR, VIRGINIA 22060.5246

lArG-to 16 July 2007

MEMORANDUM FOR THE INSPECTOR GENERAL (SAtc-lO), 1700 ARMY PENTAGON,
WASHINGTON, DC 2031 O-1700

SUBJECT: Intelligence Oversight Activities Report, Third Quarter, Fiscal Year 2007 (U)

1. (U) Reference AR 381-10, US Army lntelligence Activities, 3 May ZO0T .

2. (U) Significant oversight activities undertaken:

a. (U) The lntelligence Oversight Branch (lOB), Office of the Inspector General, conducted
the following intelligence oversight inspections during the quarter:

- Alaska RegionalOffice, A Company,441st Military lntelligence Battalion, 500th Military
lntelligence Brigade, Fort Richardson, Alaska (20 April 2007)

- Alaska Intelligence Support Element, 500th Military Intelligence Brigade, Fort
Richardson, Alaska (20 April 2007)

- 500th Military Intelligence Brigade, Schofield Barracks, Hawaii (23 April-3 May 2007)

- 205th Military Intelligence Battation, 500th Military lntelligence Brigade, Fort Shafter,
Hawaii (24-25 April 2007)

- A, B, and C Companies, 205th Military Inteiligence Battalíon, 500th Military Intellígence
Brigade, Fort Shafter, Hawaii (25 April 2007)

- Hawaii RegionalOffice, A Company,441st Military Intelligence Battalion, 500th Military
Intelligence Brigade, Fort Shafter, Hawaii (25 April 2OOT)

- 441st Military Intelligence Battalion, 500th Military Intelligence Brigade, Camp Zama,
Japan (25-30 April 2007)

-Zama Field Office, A Company,441st Military Intelligence Battalion, S00th Military
lntelligence Brigade, Camp Zama, Japan (25 April 2007)

-732d Military Intelligence Battalion, S00th Military Intelligence Brigade, Schofield
Barracks, Hawaii (26 April 2007'r

ti



tArG-to
SUBJECT: Intelligence Oversight Activities Report, Third Quarter, Fiscal Year 2007 (U)

- 406th, 407th, 408th, and 409th Military Intelligence Companies,T32d Military
Intelligeneæ Battalion, 500th Military lntelligence Brigade, Schofield Banacks, Hawaii (26 April
2007)

- Asian Studies Detachment,44lst Military lntelligence Battalion, 500th Military
lntelligence Brigade, Camp Zama, Japan (26 April 2007)

- COMTECH Japan, 441st Military Intelligence Battalion, 500th Military lntelligence
Brigade, Camp Zama, Japan (27 April 2007)

- Guam Regional Office, A Company, 441st Military Intelligence Battalion, 500th Military
lntelligence Brigade, Fort Juan Muna, Guam (30 April 2007)

- Pacífic Liaison Detachment,44lst Military Intelligence Battalion, 500th Military
Intefligence Brigade, Tokyo, Japan (30 April 2007)

- Detachment 16, US Army Foreign Counterintelligence Activity, 902d Military
Intelligence Group, Pearl Harbor, Hawaii (1 May 2007)

- 501st Military lntelligence Brigade, Yongsan, Korea (2-11 May 2007)

- 524th Military lntelligence Battalion, 501st Military Intelligence Brigade, Yongsan,
Korea (3-4 May 2007)

- 532d Military Intelligence Battalion, 501st Military Intelligence Bri$ade, Yongsan, Korea

(7 May 20A7).

- 527th Military lntelligence Battalion, 501st Military Intelligence Brigade, Camp

Humphrey, Korea (8-9 May 2047)

- 3d Military Intelligence Battalion (Aerial Exploitation), 501st Military lntelligence
Brigade, Camp Humphrey, Korea (9 May 2007)

b, (U) On the dates indicated the IOB:

- Conducted a site visit to the Federal Bureau of lnvestigation's Joint Terrorism Task
Force (JTTF) Honolufu, Hawaii (27 April 2007)

- Briefed new HQ INSCOM personnel on intelligence oversight at the Newcomers
Orientation (15 May 2007\

3. (U) ldentification of possible unlawful or improper activities discovered and/or reported:

a. (U) INSCOM Case #04-017. Open Gl case. ACCN PI-JWF'05-001

Regraded UNCLASSF,IED on
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tArG-to
SUBJECT: Intelligence Oversight Activities Report, Third Quarter, Fiscal year 2007 (U)

b. (U) INSCOM Case #05-022. Open Ct case. ACCN 06-0005-902

c. (U) INSCOM Case #06-003. Open Cl case, ACCN 06-0025-902

d. (u) lNScoM case #06-009. open cl case. AccN pt-sco-06-016

è:{3tit}if,) ]NSCOM Case #06-018. This case involves initiation and maintenance of an
improper relationship with a Host Nation lntelligence Officer. The individual is also alleged to
have disclosed sensitive or classified intelligence information. As similar allegations haã
previously been investigated and were resolved favorabty (ACCN: 06-0022-9'02, closed S April
2006; INSCOM Case #06-005, closed 29 June 2006), thó ACCO declined to re-open the Ct
investigation or open a new Cl investigation, instead referring the case back to thä unit
commander' The unit commander ordered an AR 15-6 inveðtigation which substantíated the
majority of allegations. As a result, the commander issued a memorandum of proposed
removal to the individual and submitted a memorandum for security clearance'det'ermination to
the US Army Central Personnel Security Clearance Facility. We await a final decísion on the
proposed removal,

f. (U) INSCOM Case #06-020. Open Cl case. ACCN 06-0039-902

g. (U) INSCOM Case #06-023. Open Ct case. ACCN 04-0029-902

h (U) INSCOM Case #06-024. Open Ct case. ACCN OS-0A22-gOz

i' (U) INSCOM Case #06-027. This case involves indecent assault of a subordinate
gmployee by a supervisor during several official TDY assignments. On 4 December 2006, the
DAIG-lo informed us this case was not reportable under tñe provisions of procedure 1S and,
therefore, closed. Additional information was received and, per coordination with the DAIG-lO,
we have reopened this case. The individual was given a noiice of proposed removal on
28 December 2006. His employment was termináted and he departed the end of April 2e07.
This case is closed.

j' (U) INSCOM Case #06-028. This case involves unauthorized Cl investigative activity on
SAEDA incidents without open Cl investigations, a violation of procedure 14, Án get-to. lt also
involves submission of numerous SAEDA reports outside the 72-hour window mandated by AR
381'12. A Commandefs Inquiry was conducted. The inquiry team provided an update report
on findings andproposed conective actions. The HQ INSCOM Deputy Commander then
appointed an AR 15-6 investigating officer. The AR 15-6 investigation-determined there were
violations of AR 381-12, and conective actions to preclude future occurrences were taken. This
case is closed.

k. (U) INSCOM Case #07-003. Open Ct case. ACCN #OT-e011-gO2

l. (u) lNscoM case #07-004. open cr case. AccN #pt-BcB-07-002

3
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tAtG-ro
SUBJECT: Intelligence Oversight Activities Report, Third Quarter, Fiscal Year 2007 (U)

m. (U) INSCOM Case #07-007. Open Cl case. ACCN #P|-AC¡CA-07-0A7

4. (U) Suggestions for improvement of the oversight system: None.

5. (U) The INSCOM point of contact is Ms. Benton, lntelligence Oversight Officer, STU-lll CML
703-706-2689.

//original signed//
EDMUND K. DALEY, III

Colonel, lG
Inspector General

Regraded IINCLASSIFIED on
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DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTELLIGENCE AND SECURIry GOMMAND

8825 BEULAH STREET
FORT BELVOIR, VIRGINIA 22060-5246

REPLY TO
ATTEI'¡TION OF

DERIVED FROM: INSGOM SCG #380-2
DECLASSIFYON: X1
DATE OF SOURCE: 5 AUG 96

tAco 18 April 2007

MEMORANDUM FOR THE TNSPECTOR GENERAL (SArc-tO), 1700 ARMY PENTAGON,
WASH|NGTON, DC 20310-1700

SUBJECï: Intelligence Oversight Activities Report, Second Quarter, Fiscal Year 2007 (U)

1. (U) Reference AR 381-10, US Army Intelligence Activities, 22 November 2005.

2. (U) Significant oversight activities undertaken:

a. (U) The INSCOM Command Oversight Office (ICOO)conducted the following intelligence
oversight inspections during the quarter:

- 704th Military lntelligence Brigade, Fod Meade, Maryland (12-14 March 2007)

- 741st Military lntelligence Battalion, T04th Military Intelligence Brigade, Fort Meade,
Maryland (12 March 2007)

-742d Military lntelligence Battalion, T04th Military Intelligence Brigade, Fort Meade,
Maryland (14 March 2OO7)

- Detachment Meade, 742d Military lntelligence Battalion, 704th Military Intelligence
Brigade, Fort Meade, Maryland (14 March 2007)

- Army Technical Control and Analysis Element, 704th Military Inteltigence Brigade, Fort
Meade, Maryland (14 March 20OT)

b. (U) The ICOO conducted intelligence oversight training for the US Army Central
Personnel Security Clearance Facility (CCF), Foft Meade, Maryland (9 January 2007).

c. (U) On the dates indicated the ICOO:

- Briefed new HQ INSCOM personnelon intelligence oversight at Newcomers
Orientation (16 January 2007 and 20 March 2007)

- Observed contract linguist screening process, Linguist Screening Detachment, 902d
Military lntelligence Group, Fort Meade, Maryland (30 January 20A7)

Resaded UNCLASSIFIED oue 
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tAco
SUBJECT: lntelligence Oversight Activities Report, Second Quarter, Fiscal Year 2007
(u)

3. (U) ldentification of possible unlawful or improper activities díscovered and/or reported:

a. (U) INSCOM Case #04-017. Open Cl case. ACCN P|-JWF-05-001

b. (U) INSCOM Case #05-022. Open Cl case. ACCN 06-0005-902

c. (U) INSCOM Case #06-001. This case involves the alleged unauthorized use of US
person information, received from the Federal Bureau of Investigation, to write a TALON report.
After the INSCOM Inspector General preliminary investigation of the TALON situation, per AR
20-1, the INSCOM Command Group determined that the allegations required no further
investigation. The Department of Defense (DOD) issued clarifying guidance that INSCOM
implemented. This case is closed.

d. (U) INSCOM Case #06-003. Open Cl case. ACCN 06-0025-902

e. (U) INSCOM Case #06-009. Open Cl case. ACCN P|-SCO-06-016

f. (U) INSCOM Case #06-016. This case involves the loss of $100,000+ in Intelligence
Contingency Funds (lCF). The civilian employee responsible was removed from federal
service, returned to the United States, and surrendered to federal authorities. This case is
closed.

tri€---*l INSCOM Case #06-018. This case involves initiation and maintenance of an
improper relationship with a Host Nation lntelligence Offìcer. The indivídual is also alleged to
have disclosed sensitive or classified intelligence information. As similar allegations had
previously been investigated and were resolved favorably (ACCN: 06-0022-902, closed 3 April
2006; INSCOM Case #06-005, closed 29 June 2006), the ACCO declined to re-open the Cl
investigation or open a new Cl investigation, instead referring the case back to the unit
commander. The unit commander ordered an AR 15-6 investigation which substantiated the
majori$ of allegations. As a result, the commander issued a memorandum of proposed
removalto the individual and submitted a memorandum for security clearance determination to
the US Army Central Personnel Security Clearance Facility. We await a finaldecision on the
proposed removal.

h. (U) INSCOM Case #06-020. Open Cl case. ACCN 06-0039-902

i. (U) INSCOM Case #06-021. Cl case is closed. ACCN P|-ACCO-06-019

Reeraded UNCLASSIFIED on
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lACO
SUBJECT: lntelligence Oversight Activities Report, Second Quarter, Fiscal Year 2007
(u)

j. (U) INSCOM Case #06-022. This case involves an employee becoming intoxicated during
a liaison contact meeting, using foul language which offended the host nation contacts, and
becoming physically abusive with coworkers present at the meeting. A US Army Criminal
Investigation Command (ClD) investigation elicited a confession and apology from the
individual. The civilian employee has been removed from federal servíce. This case is closed.

k. (U) INSCOM Case #06-023. Open Cl case. ACCN 04-0029-902

| (U) INSCOM Case #06-024. Open Cl case. ACCN 05-0022-902

m. (U) INSCOM Case #06-025. Cl case is closed. ACCN PI-SCO-07-001

n. (U) INSCOM Case #06-026. This case involves misuse of official US government
position, misuse of C! badge and credentials, and providing intelligence training to an
unauthorized person. An AR 15-6 investigation was completed and allegations disproven. This
case is closed.

o. (U) INSCOM Case #06-027. This case involves indecent assault of a subordinate
employee by a supervisor during several official TDY assignments. On 4 December 2006, the
DAIG-IO informed us this case was not reportable under the provisions of Procedure 15 and,
therefore, closed. Additional information was received and, per coordination with the DAIG-lO,
we have reopened this case. The individual was given a notice of proposed removal on
28 December 2006. His employrnent was terminated and he will be departing the end of April
2007. This case will be closed early in third quafter, FY07.

p. (U) INSCOM Case #06-028. This case involves unauthorized Cl investigative activity on
SAEDA incidents without open Cl investigations, a violation of Procedure 14, AR 381-10. lt also
involves submission of numerous SAEDA reports outside the 72-hour window mandated by AR
381-20. A Commande/s lnquiry was conducted. The inquiry team provided an update report
on findings and proposed correctíve actions. The HQ INSCOM Deputy Commander then
appointed an AR 15-6 investigating officer. The AR 15-6 investigation continues.

d,tIèråT,{Fl INSCOM Case #06-029. This case involves an analyst who attempted to acquÍre
foreign materiel without authority, in violation of Chapter 1 1, DIAM 58-11, and Procedure 14, AR
381-10. An AR 15-6 investigation, directed by HQ INSCOM, to review procedural issues in the
foreign materiel acquisition (FMA) program, is completed and corrective action taken. The
INSCOM AR 15-6 investigation did not substantiate allegations of impropriety against
individuals in the violation of law, regulation, or policy. DIA will be so informed.

r. (U) INSCOM Case #06-030. This case involves Cl s
establishment duri
Police,
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IACO
SUBJECT: Intelligence Oversight Activities Report, Second Quarter, Fiscal Year 2007
(u)

Referred
An AR 15-6 investigation determined only one agent violated paragraph 9-7, AR 381-20. That
agent received a Field Grade Article 15. This case is closed.

s. (U) INSCOM Case #07-002. ïhis case involves a Cl specialagent misusing his Cl badge
and credentials to have vehicle citations removed from his local record. An AR 15-6
ínvestigation substantiated the allegation. The agent was removed from his position and
received a Field Grade Article 15 with punishment. This case is closed,

t. (U) INSCOM Case #07-003. Open C.l case. ACCN #07-001 1-9Oz

u. (U) INSCOM Case #07-004. Open Cl case. ACCN #PI-BCB-07-002

The INSCOM Command Group conducted a Commandeis inquiry into allegations
presented in the DAIG Report of Preliminary Inquiry (DAIG-06-003) regarding suspected
violation of AR 381-14, AR 380-5, and AR 381-102 by INSCOM Technical Surveillance
Countermeasures (TSCM) special agents during the conduct of an FMA operation in 2005. The
INSCOM Commander's inquiry did not substantiate any allegations of impropriety against
individuals in the violation of law, regulation, or policy. This case is closed.

4. (U) Suggestions for improvement of the oversight system: None.

5. (U) The INSCOM point of contact is Ms. Benton, Intelligence Oversight Officer, STU-lll CML
703-706-2689.

FOR THE COMMANDER:

LARRY L. MILLER
Deputy to the Commander
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!ACO 26 January 2007

MEMORANDUM FOR THE INSPECTOR GENERAL (SAtG-tO), 1700 ARMY PENTAGON,
WASHINGTON, DC 2031 0.1 7OO

SUBJECT: lntelligence Oversight Activities Report, First Quarter, Fiscal Year 2007 (U)

1. (U) Reference AR 381-10, US Army Intelligence Activities, 22 November 2005.

2. (U) Signifìcant oversight activities undertaken:

a. (U) The INSCOM Command Oversight Office (ICOO) conducted the following intelligence
oversight inspection during the quarter:

- Headquarters and Headquarters Company, US Army lntelligence and Security
Command, Fort Belvoir, Virginia (20-2l November 2006)

c. (U) On the dates indicated the ICOO:

- Attended one case review of open Cl cases (25 October 2006)

- Met with NSA Signals Intelligence Directorate (SlD) Oversight and Compliance Office
to discuss future quarterly reporting requirements (26 October 2006)

- Briefed new HQ INSCOM personnelon intelligence oversight at Newcomers
Orientation (16 October 2006)

DERIVED FROM: INSGOM SCG #380-2
DEGLASSIFYON: Xl
DATE OF SOURGE: 5 AUG 96

DEPARTMENT OF THE ARMY
UN¡ÏED STATES ARMY INTELLIGENCE AND SECURITY COMMAND

8825 BEULAH STREET
FORT BELVOIR. VIRGINIA 22060-5246
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tAco
SUBJECT: Intelligence Oversight Activities Report, First Quarter, Fiscal Year 2007 (U)

3. (U) ldentification of unlawful or improper activities discovered and/or reported:

a. (U) INSCOM Case #03-011. Clcase closed.

b. (U) INSCOM Case #03-018. Cl case closed.

c. (U) INSCOM Case #04-014. Clcase closed.

d. (U) INSCOM Case #04-017. Open Cl case.

e. (U) INSCOM Case #05-016. Cl case closed.

f. (U) INSCOM Case#05-022. Open Cl case.

g. (U) INSCOM Case #06-001. This case involves the alleged unauthorized use of US
person information, received from the Federal Bureau of lnvestigation, to write a TALON report.

The Department of Defense (DOD) issued some clarifying guidance and INSCOM issued
clarifying guidance. INSCOM is awaiting finalguidance from DOD and Army. This Procedure
15 is closed.

h. (U) INSCOM Case #06-003. Open Cl case.

i. (U) INSCOM Case #06-006. Clcase closed.

j (U) INSCOM Case #06-007. Cl case closed.

k. (U) INSCOM Case #06-009, Open Cl case.

¡. (U) ¡NSCOM Case #06-012. Cl case closed

m. (U) INSCOM Case #06-015. Clcase closed.

n. (U) INSCOM Case #06-016. This case involves the loss of $100,000+ in lntelligence
Contingency Funds (lCF). The civilian employee responsible was removed from federal

service, returned to the United States, and surrendered to federal authorities. Formal

Procedure 15 closure will be completed by the end of January 2007 and reported as closed in
the next quarterly report.

fi_û
ò-t€tfftF) ¡NSCOM Case #06-018. This case involves initiation and maintenance of an

improper relationship with a Host Nation lntelligence Officer. The individual is also alleged to
have disclosed sensitive or classified intelligence information. As similar allegations had
previously been investigated and were resolved favorably (ACGN: 06-0022-902, closed 3 April
2006; INSCOM Case #06-005, closed 29 June 2006), the ACCO declined to re-open the Cl
investigation or open a new Cl investigation, instead referring the case back to the unit
commãnder. The unit commander ordered an AR 15-6 investigation which substantiated the

2
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IACO
SUBJECT: lntelligence Oversight Activities Report, First Quarter, Fiscal Year 2007 (U)

majority of allegations, As a result, the commander íssued a memorandum of proposed
removal to the individual and submitted a memorandum for security clearance determination to
the US Army Central Personnel Security Clearance Facility. We await a final decision on the
proposed removal,

p. (U) INSCOM Case #06-019. This case involves the acquisition of class lllweapons,
ammunition, tactical equipment, and explosive devices either itlegally or under false pretenses,
and possible misuse of official position for potential profit. An AR 15-6 investigation
substantiated the allegations. Corrective action was takeri and a copy of the AR 15-6
investigation passed to the Bureau of Alcohol, Tobacco, and Firearms for their information. This
Procedure 15 is closed.

q. (U) INSCOM Case #06-020. Open Cl case.

r. (U) INSCOM Case #06-021. Open Cl case.

s. (U) INSCOM Case #06-022. This case involves an employee becoming intoxicated
during a liaison contact meeting, using foul language which offended the host nation contacts,
and becoming physically abusive with coworkers present at the meeting. A US Army Criminal
Investigation Command (ClD) investígation elicited a confession and apology from the
individual. The civilian employee has been removed from federal service. Formal Procedure 15

closure will be completed by the end of January 2007 and reported as closed in the next
quarterly report.

t. (U) INSCOM Case #06-023. Open Cl case.

u. (U) INSCOM Case #06-024. Open Cl case.

$fl€#l{Ft INSCOM Case #06-025. Open Cl case. The Cl investigation was terminated
16 November 2006. Formal Procedure 15 closure will be completed by the end of January
2007 and reported as closed in the next quarterly report.

w. (U) INSCOM Case #06-026. This case involves misuse of official US government
position, misuse of Cl badge and credentials, and providing intelligence training to an
unauthorized person. An AR 15-6 investigation was completed and allegations disproven.
Formal Procedure 15 closure will be completed by the end of January 2007 and reported as
closed in the next quarterly report.

x. (U) INSCOM Case #06-027. This case involves indecent assault of a subordinate
employee by a supervisor during several official TDY assignments. On 4 Decernber 2006, the
DAIG-IO informed us this case was not reportable under the provisions of Procedure 15 and,
therefore, closed. Additional information was received and, per coordination wíth the DAIG-IO,
we have reopened this case. The individual was given a notice of proposed removal on 28
December 2006. An update report will be submitted by the end of January 2007.
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rAco
SUBJECT: Intelligence Oversight Activities Report, First Quarter, Fiscal Year 2007 (U)

y. (U) INSCOM Case #06-028. This case involves unauthorized Cl investigative activity on
SAEDA incidents without open Cl investigations, a violation of Procedure 14, AR 381-10. lt also
involves submission of numerous SAEDA reports outside the 72-hour window mandated by AR
381-20. A Commander's Inquiry was conducted. The inquiry team is en route back to home
station and will provide an update report on findings and proposed corrective actions within 30

days.

LUìgråî{F) INSCOM Case #06-029. This case involves an analyst who attempted to acquire
foreign materiel without authority, in violation of Chapter 11, DIAM 58-11, and Procedure 14, AR
381-10. An AR 15-6 investigation, directed by HQ INSCOM, to review procedural issues in the
foreign materiel acquisition (FMA) program, is completed and corrective action taken. DIA will

be so informed. Formal Procedure l5 closure will be completed by the end of January 2007
and reported as closed in the next quarterly report.

aa. (U) TNSCOM Case #06-030. This case involves Cl ts in a drinking
establishment rfew hours. When
Police

were with violating obstructing justice,

determined the one agent violated paragraph 9-7, AR 381-20, and
both agents violated Procedure 14, AR 381-10. A final report on this case will be submitted in
January 20Q7 and reported as closed in the next quarterly report.

4. (U) Suggestions for improvement of the oversight system: None.

5. (U) The INSCOM point of contact is Ms. Benton, Intelligence Oversight Officer, STU-lll CML
703-706-2689.

FOR THE COMMANDER:

//original signed//
GREGG C. POTTER
Colonel, Ml
Deputy Commander
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MEMORANDUM FOR THE INSPECTOR GENERAL (SA]G-IO), 17OO ARMY PENTAGON,
WASHINGTON, DC 20310-1700

SUBJECT: lntelligence OversightActivities Report, Fourth Quarter, Fiscal Year 2006 (U)

1. (U) Reference AR 381-10, US Army lntelligence Activities, 22 November 2005.

2. (U) Signíficant oversight activities undertaken:

a. (U) The INSCOM Command Oversight Otfice (ICOO) conducted the following intelligence
oversight inspections during the quarter:

- MiamiField Office, B Company, 308th Military Intelligence Battalion, 902d Military
Intelligence Group, Homestead Airbase, Florida (1 August 2006)

- Orlando Field Office, B Company, 308th Military Intelligence Battalion, 902d Military
lntelligence Group, Orlando, Florida (3 August 2006)

- Fort Monmouth Field Office, A Company, 3O8th Military Intelligence Battalion, 902d
Military lntelligence Group, Fort Monmouth, New Jersey (14 August 2006)

- Hartford Field Office, US Army OperationalActivity, Hartford, Connecticut
(15 August2006)

- Picatinny Field Office, US Army OperationalActivity, Picatinny Arsenal, New Jersey
(16 August 2006)

- B Company, 308th Military Intelligence Battalion, 902d Military Intelligence Group,
Redstone Arsenal, Alabama (12 September 2006)

- Redstone Arsenal Field Office, B Company, 308th Military Intelligence Battalion, 902d
Military Intelligence Group, Redstone Arsenal, Alabama (12 September 2006)

- Direct Support Detachment-Redstone, 308th Military Intelligence Battalion, 902d
Military Intelligence Group, Redstone Arsenal, Alabama (12 September 2006)

- Redstone Arsenal Field Office, US Army Operational Aclivity, Redstone Arsenal,
Alabama (12 September 200ô)

-

ffi

Regraded UNCLASSIFIED on

aS ap*¿!úDf
by USAINSCOM F0UPA
Auth para 4-1t2, DOD 5200'1R

1B



rAco
SUBJECT: Intelligence Oversight Activities Report, Fourth Quarter, FiscalYear 2006

(u)

- Fort Benning Field Office, B Company, 308th Military Intelligence Battalion,902d

Military lntelligence Group, Fort Benning, Georgia (13 September 2@6)

- Fort Bragg Field Of¡ce, B Company, 308th Military lntelligence Battalion, 902d Military

Intelligence GrouÞ, Fort Bragg, North Carolina (13 September2006)

- Fort Bragg Field Office, US Army OperationalActivity, Fort Bragg, North Carolina

(13 September2006)

- A¡anta Field Office, B Company, 308th Military Intelligence Battalion, 902d Military

lntelligence Group, Fort McPherson, Georgia (14 September 200ô)

- Ailanta Field Office, US Army OperationalActivity, Fort McPherson, Georgia

(14 September2006).

b. (U) On the dates indicated the ICOO:

- Attended two monthly case reviews of open Cl cases (12 July and 28 September 2006)

- Attended the Intelligence Law Course, Charlottesville, Virginia (17-21July 2006)

- Briefed new HQ INSCOM personnel on intelligence oversight at Newcomers

Orientation (18 JulY 2006)

- conducted a site visit to JTTF Miami, Florida (1 August 2006)

- Briefed and escorted DAIG-IO team during inspection of HQ INSCOM, HQ US Army

operationalActivity, and HQ 902d Military Intelligence Group (8-16 August 2006)

- SSG Geana Wheeler attended The Inspector General School (11-29 September 200ô);

all ICOO personnelare now lG trained

- Attended the Third Annual SOUTHCOM Force Protection Detachment Conference,

Miami, Florida (27'29 September 2006)

- Held discussions with appropriate HQ INSCOM staff on inclusion in contracts the

requirement to familiarize contractors with AR 381-10 (throughout 4th Quarter)

reviewed
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rAco
SUBJECT: lntelligence Oversight Activities Report, Fourth Quarter, FiscalYear 2006

(u)

3. (U) ldentification of unlawful or improper activities discovered and/or reported:

a. (U) INSCOM Case #O&011. Open Cl case. The Cl investigation was terminated

S .fànùa'r¡,2006. The ICOO leamed of this case closure in early October 2006. This Procedure

15 case will be reported as closed in the next quarterly report.

b. (U) INSCOM Case #0$018. Open Cl case. The Cl investigation was terminated

zsãublst 2006. The lCOo leamed of this case ctosure in early October 2006. This Procedure

15 case will be reported as closed in the next quarterly report.

c. (U) INSCOM Case #04-014. Open Cl case. The Cl investigation was terminated 11 July

2006. The ICOO leamed of this case closure in early October 2006. This Procedure 15 case

will be reported as closed in the next quarterly report.

d. (U) INSCOM Case#04-017. Open Cl case.

g}€#ttFf INSCOM Case #05-010. This case involves Army Cl participation in a non-

custodial Federal Bureau of Investigation (FBl) interview of a US Army Reserve officer, a

possíble viola¡on of Article 31b, Unjform Code of Military Justice. An AR 15-6 investigation was

äompleted; however, several questions remained unanswered. The investigation was reopened

and no violation was found. Due to a concem about conflicting policy guidance, this matter is

now being addressed by Army G-2 as a policy issue. This case is closed-

f. (U) TNSCOM Case #0$016. Open Cl case. The Cl investigation was termínated 7 April

2006. Íne ICOO leamed of this case closure in early October 2006. This Procedure 15 case

will be reported as closed in the next quarterly report.

g. (U) INSCOM Case #05-022. Open Cl case.

h. (U) INSCOM Case #06-001. This case involves the unauthorized use of US person

¡ntormaúon, received from the Federal Bureau of lnvestigation, to write a TALON report._ The

únit disagreed with our assessment of this issue and requested the INSCOM Inspector General

"onOr"tãn 
investigation of the TALON program and the impact of conflict between DOD, DA,

and INSCOM mission tasking guidance. The INSCOM lG specialinspection continues.

i. (U) INSCOM Case #0æ03' Open Cl case.

j. (U) TNSCOM Case #06-0ffi. Open Cl case. The Cl investigation wa! terminated

Z óctoú,er 2006. The ICOO leamed of this case closure in early October 2006. This Procedure

15 case will be reported as closed in the next quarterly report'

k. (U) INSCOM Case #ffi-007. Open Cl case. The Cl investigation was terminated

10 Oào'Oer 20æ. The ]COO leamed of this case closure in early October 2006- This

Procedure 15 case will be reported as closed ín the next quarterly report.
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$utor=at: Intelligence oversight Activities Report, Fourth Quarter' Fiscal Year 2006

(u)

l. (U) INSCOM Case #06-009' Open Cl case'

m. (U) INSCOM Case #0ô{12' Open Cl case'

n. (sr/NF) TNSCOM Case #06-014. This case invorves aileged unauthorized dissemination

of us person intormãiioÀ to a foreign ¡ntåihg"nr" service... The unit commander conducted an

AR 15,6 investigation ãno determiñed ÛrËrãwas no unauthorized dissemination; however' there

were some quest¡oñs þft rn"nr*"reo. fne case was returned to the unit commanderfor

further investigation, who determined there was no unauthorized investigative activity

conduc{ed. This case is closed'

o.(U)|NScoMCase#06-015.openC|case.TheC|investigationwlsterminatedl4June
2006. The lCoo leamed of this 

""r" 
.órùr.in early october 2006. This Procedure 15 case

*itt O" reported as closed in the next quarterly report'

p,(u)INSCOMcase#06-016.Thiscaseinvolvesthelossof$100',000+inlntelligence
contingency Funds (¡cF). The loss ooésnot appear 

_to 
be the result of poor bookkeeping' The

rcF crass A ngent nåi t"n ,"*oveo from thoiä duties and sunendered to federal authorities'

The US Army Crimi.ãr rt"éttiga¡on,comm"no (cto) and FBI are a conducting a joint

investigation, whicn continuesl This is iåäåiär .iirinar activity, but arso questionable activity.

As suci, this case was also reported to Army G-2'

f;I{üiff tNScoM Case #0G-018. This case involves initiation and maintenance of an

improper relat¡onsñiõ *¡inì nàst¡¡at¡onlniâr¡g"n"" officer. The individual is also alleged to

have disctosed ,"n$t¡uJo, classified ¡.i"¡fiõ""ê information' As similar allegations had

previously been ¡nvàstigated and.were'rerojuão favorably (ACCN: 0&0022-902, closed 3 April

2006; lNscoM c""e *oe-005, ctosed zéJrne 2006)' the ACCO declined to re-open the Cl

inves¡gation o, op"n å n"* ciinvestigãtioi, ¡ntttud-referring the case back to the unit

commander. The unit 
"orr"noer 

orððieó än nn 15-6 inveõtigation rr,¡gf continues, focusing

onimproperorinappropriatedealingswithotherunitsources'notwithinhisjurisdiction-

r.(u)]NScoMCase#0&0lg.Thiscaseinvolvestheacquisitionofclassl||weapons,
ammunition, tact¡cJãõuifment, anc eiptosive de.vìceseither iltegaily or under farse pfetenses'

and possibte m¡suseãi oä¡"¡ttpositionior potential p.rofit' An AR 15-6 investigation

substantiated the allegations. corrective action rras been taken and a copy of the AR 15€

investigation nr, ü"ãñî"iiËo io tng elie"u of Alcohol' Tobacco' and Firearms for their

into*ãt¡on. This case will be closed early next quarter.

s. (U) INSCOM Case #06-020' Open Cl case'

t. (U) INSCOM Case #06-021' Open Cl case'
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tAco
SUBJECT: Intelligence Oversight Activities Report, Fourth Quarter, FíscalYear 2006
(u)

u. (U) INSCOM Case #06-022. This case involves an employee becoming intoxicated
during a liaison contact meeting, using foul language which offended the host nation contacts,

and becoming physically abusive with coworkers present at the meeting. An AR 15-6

investigation was initiated and continues.

v. (U) INSCOM Case #06-023. Open Cl case.

w. (U) INSCOM Case #O6-024. Open Cl case.

4. (U) Suggestions for improvement of the oversight system: None.

S. (U) The INSCOM point of contact is Ms. Benton, Intelligence Oversight Officer, STU-lll CML
703-706-2689.

FOR THE COMMANDER:
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MEMORANDUM FOR THE ¡NSPECTOR GENERAL (SAIG-|O), 17OO ARtvlY

PENTAGON, WASHINGTON, DC 20310.1 7OO

SUBJECT: Intell¡gence Oversight Activities Report, Third Quarter, Fiscal Year 2006 (U)

1. (U) References:

a. (u) AR 381-10, US Army lntelligence Activities, 22 November 20O5.

b. (U) TNSCOM Supplement 2 to AR 381-10, US Army lntelligence Activities,

15 October 1993.

2. (U) Significant oversight activities undertaken:

a. (U) The INSCOM Command Oversight Office (ICOO) conducted the following

intelligence oversight inspections during the quarten

- Fort Knox Field Office, B Company, 308th Military Intelligence Battalion, 902d

Military Intelligence Group, Fort Knox, Kentucky (1 May 2006)

- Fort Campbell Field Office, B Company, 308th Military Inte¡ligence Battalion,

9O2d Military Intelligence Group, Fort Campbell, Kentucky (2 May 2006)

- Fort Sill F¡eld Office, C Company, 308th Military Intelligence Battalion,9O2d

Military Intelligence Group, Fort Sill, Oklahoma (3 May 2006)

- Fort Riley Field Office, C Company, 308th Military Intelligence Battalion,902d

Military Intelligence Group, Fort Riley, Kansas (4 May 2006)

- Fort Lewis Field Office, C Company, 308th Military Intelligence Battalion, 902d

Military Intelligence Group, Fort Lewis, Washington (15 May 206)
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tAco
SUBJECT: Intelligence Oversight Activities Report, Third Quarter, Fiscal Year 20m (U)

- Fort Lewis Field Office, US Army OperationalActivity, Fort Lewis, Washington
(15 May 2006)

- Rocky Mountain Field Office, C Company, 308th Military lntelligence Battalion,

9O2d Military tntelligence Group, Fort Carson, Colorado (18 May 2006)

- INSCOM Training and Doctrine Support Detachment (ITRADS), Fort HuarJhuca,

Arizona (5 June 2006)

- Regionat Computer Emergency Response Team-CONUS (RCERT-CONUS),

Fort Huaclruca, Arizona (5 June 2006)

- Fort Huachuca Military Intelligence Detachment, C Company, 308th Military

Intelligence Battation, 9O2d Military Intelligence Group, Fort Huachuca, Arizona (6 June
2006)

- Los Angeles Field Office, C Company, 308th Military Intelligence Battalion,

902d Military lntelligence Group, Los Alamitos, California (7 June 2006)

- Camp Parks Field Office, US Army OperationalActivity, Camp Parks, California
(8 June 2006)

- Monterey Field Office, C Company, 308th Military Intelligence Battalion, 902d

Military tntetligence Group, Presidio of Monterey, California (9 June 2006)

b. (U) The ICOO conducted a staff assistance visit to the Corps Military Intelligence

Support Element, 500th Military Intelligence Brigade, Fort Lewis, Washington
(16 May 2006).

c. (U) On the dates indicated the ICOO:

- Briefed attendees at the Army Central Control Office/Sub-Control Office
(ACCO/SCO) Conference (5 April 2006)

- Attended a monthly case review of open Cl cases (18 þril 2006)

- conducted a site visit to JTTF Louisville, Kentucky (1 May 20æ)

- Conducted a site visit to JTTF Nashville, Tennessee (2 May 2006)
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SUgJgCf: lntelligence Oversight Activities Report, Third Quarter, Fiscal Year 2006 (U)

. Conducted a site visit to JTTF Colorado Springs, Colorado (16 May 2006)

- Briefed members of the Judge Advocate General Corps (23 May 2006)

- Conducted a site visit to JTTF Los Angeles, California (7 June 2O06)

- Conducted a site visit to JTTF Oakland, Califomia (8 June 2006)

- In preparation for the upcoming DAIG-IO inspection of Headquarters, INSCOM,

conducted'a meeting with headquarters intelligence oversight representatives (26 June

2006)

-{*Y

a. (U) INSCOM Case #03-011' Open Cl case.

b. (U) ¡NSCOM Case #03-018. Open Clcase.

c. (U) INSCOM Case #O4-O14. Open Cl case.

d. (U) INSCOM Case ffi4-O17. Open Cl case.

e. (U) INSCOM Case #05-009- Cl case is closed.

f. (U) INSCOM Case #05410' Cl case is closed'

g. (U) INSCOM Case #05-016. Open Cl case-

h. (U) TNSCOM Case #Offi2L This case involves an unauthorized tasking to

coilecì irrformation on foreign nationats related to a US person working for Department

of the Army. The tasking eiement did not have the mission or the authority to task the

*¡léA¡*, iiot"ting Procedure 1, AR 381-1O. Investigation by DAIG is complete, but we

have no further information with which to close this case'

The ICOO reviewed b1

b1
b1 the quarter.

g. (U) ldentification of unlawful or improper activities discovered andlor reported:
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éUzugCf: lntelligence Oversight Activities Report, Third Quarter, Fiscal Year 2006 (U)

¡. (U) INSCOM Case #05{122. Open Cl case:

j. (u) INSCOM Case #06-001. This case involves the unauthorized use of us
p..io;information, receivedfrom the Federal Bureau of lnvestigation, to write a TALON

i"ñf The un¡t disagreed with our assessment of this issue and requested the

I¡'SCOlvt Inspector Gãneral conduct an investigatign of the TALON program and the

ild"t ;i *'in¡a begeen DOD, DA, and INSCOM mission tasking guidance. The

INSCOM lG special inspection continues.

k. (U) INSCOM Case #06{03. Open Cl case'

l. (U) INSCOM Case #06-004- Cl case is closed'

m. (U) INSCOM Case #0æ05. Cl case is closed'

n. (U) INSCOM Case #06{06. Open Cl case'

o. (U) INSCOM Case #06{07. Open Cl case'

p. (U) TNSCOM Case #06-008. This case involves sharing of USERIDS and

pair*oior for a computer system.that processes raw SIGINT data. Some personnel

;;¡"g the USERIDs and passwords were not authorized access to the computer

;Ëff. Thãbrue-¡o iniormed us they do not consider this case a questionable activity

and closed the case.

q. (U) INSCOM Case #06{09. Open Cl case'

r. (U) INSCOM Case #06€10. This case involves a newspaper article that alleçd
Army'inielligence analysts were downloading information from activist websites,

i"t"í*pti"f,emails, and cross-referencing ûre information with information in police

databa'seslor ¡nclui¡on in TALON reportJ. A basic inquiry determined this case should

uã ðloi"o and roiled into TNSCOM Case #06401 and be covered in the INSCOM lG

special insPection.

s. (U) INSCOM Case #06-012. Open Cl case'
(tf)
tì-fuf¡fì TNSCOM Case #06-014. This case involves alleged unauthorized

¿¡ssem¡natión of US person information to a foreign intelligence service. The unit

commander conducted an AR 15S investigation and determined there was no

Regraded IINCLASSIFIED ona 
e3 4p-r4! Z0Og
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SUBJECT: Intelligence Oversight Activities Report, Third Quarter, Fiscal Year 2006 (U)

unauthorized dissemination; however, there were some questions left unanswered. The
case was returned to the unit commander for further investigation, which is being
finalized.

u. (U) INSCOM Case #06415. Open Cl case.

v. (U) INSCOM Case #06-016. This case involves the loss of $100,000+ in
fntelligence Contingency Funds (lCF). The loss does not apoc'ar to be the result of poor
bookkeeping. The ICF Class A Agent has been removed from those duties and an
alternate appointed. The local US Army Criminal Investigation Command (ClD) opened
an investigation. This appears to be federal criminal activity, but also questionable
activity. As such, this case was also reported to Army G-2. Investigation by CID
continues.

ftnìn-€ÆÌ INSCOM Case #06417. This case involves unauthorized tasking of an

asset previously recruited for a since-terminated operation. The asset was being
considered for use in a proposed operation in support of a Counterintelligence Special
Operationat Concept (CISOC). Sínce the proposed operation had rpt been approved,
there was no operational authority to task the asset. The unit commander has taken
corrective action to preclude future recunence. This case will be closed by mid-July.

^fIìSITNELINSCOM 
Case #06418. This case involves initiation and maintenance of

an improper relationship with a Host Nation Intelligence Officer. The individual is also
alleged to have disclosed sensitive or classified intelligence information. The ACCO
declined to open a counterintelligence investigation and refened the case back to the
unit commander for conduct an AR 15€ investigation.

y. (U) INSCOM Case #06-019. This case involves the acquisition of class lll
weapons, ammunition, tactical equipment, and explosive devices either illegally or
under false pretenses, and possible misuse of official position for potential profit. An AR
15€ investigation continues. This appears to be federal criminal activity, as well as
questionablé activity. As such, this case was also reported to Army G-2. lf the AR 15€
investigntion determines federal criminal activity occuned, the case will be refened to
CID for further investigation.

4. (U) Suggestions for improvement of the oversight system: None.

Regraded UNCLASSIFIED on

4þ Apù(Zoog sbv USAINSCOIiI FOIIPA
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SUBJECT: Intelligence Oversight Activities Report, Third Quarter, Fiscal Year 2006 (U)

5. (U) The INSCOM point of contact is Ms. Benton, Intelligence Oversight Officer,
sTu-ilr cML 703-706-2689.

FOR THE COMMANDER:

b3&b6

Resaded UNCLASSIFIED on
a3 qa,"e Zø3

bv USAINSCOh{ FOTÆA
¿uth para 4-102, DOD 520t-lR
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DEPARTMENT OF THE ARMY
UN¡TED STATES ARMY ¡HTELTTGENCE AT'ID SECURITY COMMAND

8825 BEULAII STREET
FORT BELVOR" VIRGIN|A t2060-s2æREPLY IO

ATTETÍITON OF

3 APR 2006

rAco

MEMORANDUM FOR THE INSPECTOR GENERAL (sAlc-lo), 17OO ARMY

ÞeñrneoN, wAsHlNGToN, Dc 20310-1700

SUBJECT: Intelligence oversight Activities Report, second Quarter, Fiscal Year 2006

(u)

1. (U) References:

a. (u) AR 381-10, us Army Intelligence Activities, 22 November 2oo5'

b. (u) lNScoM supplement 2 to AR 381-10, us Army Intelligence Activities'

15 October 1993.

2. (U) Significant oversight activities undertaken:

a. (U) The INSCOM Command Oversight Office (ICOO) conducted the following

intelligence oversight inspections during the quarter:

-2}AthMilitary Intelligence Battalion,4T0th Military Intelligence Brigade, Biggs

Army Airfield, El Paso, Texas (27 February 2006)

- Fort Bliss Resident office, c company,308th Military Intelligence Battalion,

9O2d Mifitary fntefligáÁce Group' Fort Bliså, El Paso, Texas (27 February 2006)

- \Nhite sands Missile Range Resident office, c company, 308th Military

Intelligence gattai¡on, 902d Military Intelligence Group, Las Cruces, New Mexico

(28 February 2006)

- A11thMilitary Inteltigence Brigade, Fort sam Houston, san Antonio, Texas

(1-2 March 2006)

- Operations Battalion (Provisional), 470th Military Intelligence Brigade, Fort Sam

Houston, ban Antonio, Texas (2 March 2006)

Regaded UNCLASSIFIED cn"^3 á-pt;-L âoly
by US.åINSCOM FOIIPA
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$rtttJl?t: Inteltigence oversight Activities Report, second Quarter' FiscalYear 2@6

(u)

-314thMi|itary|nte|ligenceBatta|ion,47othM¡|itarylnte|ligenceBrigade,Medina
Complex, Lacklanã Ár Forcã Base, Sàn Antonio, Texas (2 March 2006)

- Detachment M, 7Q4th Military Intelligence Brigade, Fort Meade' Maryland (6

and 16 March 2006)

.902dMi|itary|ntel|igenceGroup,FortMeade,Mary|and(8-17March2006)

- 308th Military lntelligence Battalion, 9O2d Military Intelligence Group' Fort

Meade, Maryland (13 Marcfr 2006)

- 31Oth Military Intelligence Battalion, 9O2d Military Intelligence Group' Fort

Meade, Maryland (14 March 2006)

-usArmyForeigncounterintelligenceActivity,g02dMilitarylntelligenceGroup'
Fort Meade, tvtaryiano ils March 2006)

b.(U)The|GooconductedastaffassistancevisittotheCentra|PersonnelSecurity
cearàÃäe rac¡¡itifc#i;Ê;tt Meade, Maryland (27 Februarv 2006)'

c. (U) On the dates indicated the ICOO:

- Attended two monthly case reviews of open Gl cases (18 January and

10 FebruarY 2006)

ICOO reviewed b1

b1
b1 Inng

3.(U)|dentificationofun|awfu|orimproperactivitiesdiscoveredand/orreported:

a. (U) INSCOM Case #03411' Open Cl case'

b. (U) INSCOM Case #03-018' Open Cl case'

c. (U). INSCOM Case #O4-O14' Open Cl case'

30



tAcs-lo
SUBJECT: Intelligence Oversight Activities Report, Second Quarter, Fiscal Year 2006

(u)

d. (U) INSCOM Case #04-017- Open Cl case'

e. (U) INSCOM Case #05{09' Open Cl case-

flÐ
ft-(S*fp¡ INSCOM Case #0ffi10. This case involves unauthorized Army Cl

part¡c¡pat¡on ¡n a non-custodial Federal Bureau of lnvestigation (FBl) interview of a US

Ârry iìes"r" officer, a violation of Article 31b, Uniform Code of Military Justice. An AR

1S€ investigation is completed and undergoing review. This case will be closed early

third quarter.

g. (U) INSCOM Gase #05-016. Open Ct case.

h. (U) INSCOM Case #Offi21. This case involves an unauthorized tasking to

colleci information on foreign nationals related to a US person working for Department

of the Army. The tasking element did not have the mission or the authority to task the

collection, viotating Procedure 1 , AR 381-10. Investigation by DAIG continues.

¡. (U) INSCOM Gase #054122. Open Cl case.

j. (U) INSCOM Case #06-001. This case involves the unauthorized use of US

p.,ir.dninformation, received from the Federal Bureau of lnvestigation, to write a TALON

ieport. The unit disagreed with our assessment of this issue and requested the

IN'SCOM Inspector General conduct an investigation of the IALON program and the

impact of conR¡ct between DOD, DA, and TNSCOM mission tasking guidance. The

INbCOM lG is conducting a special inspection to look at systemic issues with the

overallTALON reporting system and conflicting guidance'

k. (U) INSCOM Case #06-002. This case involves the misuse of a Cl badge and

credeàt¡als to avoid a vehicle search at a US Army installation, a violation of AR 381-20'

The individual was not on officiat Cl business at the time of the incident. The individual

was counseled, removed from investigative status for 30 days, placed on probationary

status for one year, and tasked to prepare and conduct a training class for assigned

personnel on t-he proper use of Cl badges and credentials. The commande/s inquiry

betermined battalion and company leadership possessed inadequate knowledge of AR

381-20, resulting in organizational breakdowns and delays in conduding an inquiry-

The commander directed all battalion and company leadership to undergo

reinforcement training to better implement the specifics of AR 381-20. This case is

closed.

Repraded IINCLASSIFIED on
A3ûAùPM

by US:{INSCOII{ FOLæA
31Auth para 4-Lû2, DOD 520t-1R



lAcs-lo
SUBJECT: lntelligence Oversight Activities Report, Second Quarter, FiscalYear 2006

(u)

l. (U) ¡NSCOM Case #06403' Open Cl case'

m. (U) INSCOM Case #06-004' Open Clcase'

n. (U) INSCOM Case #06-005' Open Cl case'

o. (U) INSCOM Case #06-006' Open Cl case'

p. (U) INSCOM Case #06-007' Open Cl case'

4. (u) suggestions for improvement of the oversight system: None'

5. (u) The INSCOM poì{of contact is Ms. Benton, Intelligence oversight officer,

sTu-l¡l cML 703-706-2689.

FOR THE COMMANDER:

b3&b6
Chief of Staff

Resaded TINCLASSIFIED on-s¿ Ap,ú!ZW 4

by USAINSCOM FOI{PA
Auttr para 4-1û?, DCID 52û0-1R
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REPLY ÏO
ATTENRON OF

DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTELUGENCE AT.¡D SECURITY COMMAND

8825 BEULAH STREET
FORT BELVOIR" VIRGINIA U¿060S2¡18

I I JAI¡ æffi
rAcs-lo

MEMORANDUM FOR THE INSPECTOR GENERAL (SAIG-|O), 1700 ARMY

PENTAGON, WASHINGTON, DC 20310-1700

SUBJECT: lntelligence Oversight Activities Report, First Quarter, FiscalYear 2006 (U)

1. (U) References:

a. (u) AR 381-10, US Army Intelligence Activities, 22 November 2005.

b. (U) TNSCOM Supplement 2 to AR 381-10, US Army Intelligence Activities,

15 October 1993.

2. (U) Significant oversight activities undertaken:

a. (U) The INSCOM Command Oversight Office (ICOO) conducted the following

intelligence oversight inspections during the quarten

-TAgdMilitary lntelligence Battalion, T04th Military Intelligence Brigade, Denver,

Colorado (31 October 2005)

- Rock lsland Resident Office, A Company, 308th Military Intelligence Battalion,
g12d Military Intelligence Group, Rock lsland Arsenal, lllinois (1 November 2005)

- Detroit Resident Office, A Company, 308th Military Intelligence Battalion, 902d

Military Intefiigence Group, Wanen, Michigan (4 November 2005)

- Detroit Resident Office, US Army Operations Activity, Wanen, Michigan
(4 November 2005)

- Headquarters and Headquarters Company, Headquarters, US Army

Intelligence and Security Command, Fort Belvoir, Virginia (15 November 2005)

b. (U) The ICOO conducted a stafi assistance visit of the 470th Military lntelligence

Brigade, Fort Sam Houston, Texas ('12-15 December 2005)-

Remaded UNCLASSIFIED on"aS A-ñI"/LP--Ø2{
by UsAINÉco¡¡ FOI4PA
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tAcs-ro
SUBJECT: Intelligence Oversight Activities Report, First Quarter, FiscalYear 2006 (U)

c. (U) On the dates indicated the ICOO:

- Conducted a site visit to the Federal Bureau of Investigation's Joint Tenorism
Task Force (JTTF) Minneapolis, Minnesota (2 November 2005)

Conducted a site visit to JTTF Chicago, lllinois (3 November 2005)

- Conducted a site visit to JTTF Detroit, Michigan (4 November 20O5)

- Attended hro monthly case reviews of open Ct cases (12 October and
9 November 2005)

3. (U) ldentification of unlawful or improper activities discovered and/or reported:

a. (U) ¡NSCOM Case #03-011. Open Cl case.

b. (U) INSCOM Case #03-018. Open Cl case.

c. (U) INSCOM Case #04-014. Open Cl case.

d. (U) INSCOM Case ffi4417. Open Cl case.

e. (U) INSCOM Case #05-009. Open Cl case.

fiî
f: {€#}|F}-INSCOM Case #05{10. This case involves unauthorized Army Cl

participation in a non-custodial Federal Bureau of Investigation (FBl) interview of a US
Army Reserve officer, a violation of Article 31b, Uniform Code of Military Justice. An AR
15€ investigation is ongoing

g. (U) INSCOM Case #05-016. Open Gl case.

h. (U) INSCOM Case #O5-O17. Cl case is closed.

¡. (U) INSCOM Case #05€18. Cl case is closed.

2

b1
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tAcs-to
SUBJECT: Intelligence Oversight Activities Report, First Quarter, FiscalYear 2006 (U)

j. (U) INSCOM Case #05{121. This case involves an unauthorized tasking to
collect information on foreign nationals related to a US person working for Department
of the Army. The tasking element did not have the mission or the authority to task the
collection, violating Procedure 1, AR 381-10. lnvestigation by DAIG continues.

k. (U) INSCOM Case ffi5422. Open Cl case-

l. (U) INSCOM Case #05-023, involving federal criminal activity, was opened this
quarter, but is not included in this report.

4. (U) Suggestions for improvement of the oversight system: None.

S. (U) The INSCOM point of contact is Ms. Benton, Intelligence Oversight Officer,
sTu-¡ll cML 703-706-2689.

FOR THE COMMANDER:

Resaded UNCLASSIFIED onv 
Æ 0.a',rL7zØl 3

by usAINSCOh,f FOI{PA
euttr para 4::I}L,DOD 5200-1R
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REPLYTO
AÛENNON OF

DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND

8826 BEUI.A}I STREET
FORT BELVOIR, VIRGINIA 22060-52¿16

rAcs-ro I 4 ogt il05

MEMORANDUM FOR THE INSPECTOR GENERAL (SAIG-|O), 170O ARMY
PENTAGON, WASHINGTON, DC 2O31G17OO

SUBJECT: Intelligence Oversight Activities Report, Fourth Quarter, FiscalYear 2005
(u)

1. (U) References:

a. (U) AR 381-10, US Army Intelligence Activities, 1 July 1984.

b. (U) INSCOM Supplement 2 to AR 381-10, US Army Intelligence Activities,
15 October 1993.

2. (U) Significant oversight activities undertaken:

a. (U) The INSCOM Command Oversight Office (ICOO) conducted the following
intelligence oversight inspections during the quarter:

- 66th Military Intelligence Group, Darmstadt, Germany (8-21 July 2005)

- Vicenza Military Intelligence Detachment, 2d Military Intelligence Battalion, 66th
Military Intelligence Group, Vicenza, ltaly (8 July 2005)

- Wuezburg Resident Office, 2d Military Intelligence Battalion, 66th Military
Intelligence Group, Wuerzburg, Germany (8 July 2005)

- Ansbach Resident Office, 2d Military Intelligence Battalion, 66th Military
Intelligence Group, Ansbach, Germany (8 July 2005)

- 2d Military lntelligence Battalion, 66th Military Intelligence Group, Darmstadt,
Germany (12-13 July 2005)

- 105th Military Intetligence Battalion/European Security Center, 66th Military
Intellígence Group, Darmstadt, Germany (13, 18, and 20 July 2005)

'ttlttÈlûlüHr|l-Ií-ffi

Regraded UNCL.A,SSIFIED on-e3A-,a^U JlfÒî
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rAcs-lo
SUgJfCf: Intelligence Oversight Activities Report, Fourth Quarter, Fiscal Year 2005

(u)

- Regional Computer Emergency Response Team-Europe (RCERT-E), 1st

lnformatioriOperations Command, Mannheim, Germany (14 July 2005)

- Mannheim Resident Office, 2d Military lntelligence Battalion, 66th Military

Intelligence Group, Mannheim, Germany (15 July 2005)

- Technical Support Elemenq 66th Military Intelligence Group, Mannheim,

Germany (14 JulY 2005)

- Heidelberg Military Intelligence Detachment,2d Military Intelligence Battalion,

66th Military Intelligence Group, Heidelberg, Germany (14 July 2005)

- Detachment 15, US Army Foreign Counterintelligence Activity, 902d Military

Intelligence Group, Darmstadt, Germany (15 July 2005)

- Darmstadt Resident Office, 2d Military Intelligence Battalion, 66th Military

Intelligence Group, Darmstadt, Germany (15 July 2005)

- Wiesbaden Resident Office, 2d Military Intelligence Battalion, 66th Military

Intelligence Group, Wiesbaden, Germany (15 July 2005)

- Kaiserslautern Military Inteltigence Detachment, 2d Military Intelligence

Battalion, 66th Military lntelligence Group, Kaiserslautern, Germany (19 July 2005)

- Baumholder Resident Office,2d Military Intelligence Battalion, 66th Military

Intelligence Group, Baumholder, Germany (19 July 2005)

- 2O3d Military Intelligence Battalion, National Ground Intelligence Center,

Aberdeen Proving Ground, Maryland (27 July 2005)

- A Company, 308th Military Intelligence Battalion, 9O2d Military Intelligence

Group, Aberdeen Proving Ground, Maryland (2 August 2005)

- Aberdeen Providing Ground Military Intelligence Detachment, A Company,

3ggth Military lntelligence Battalion, 9O2d Military Intelligence Group, Aberdeen

Providing Ground, Maryland (2 August 2005)

- National Ground Intelligence Center, Charlottesville, Virginia (12'21 September

2005)

Regraded UNCLASSIFIED on--- 
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rAcs-lo
5SBJECT: Intelligence oversight Activities Report, Fourth Quarter, FiscalYear 2005

(u)

- National Ground Intelligeneæ center-North, washington Navy Yard,

Washington, DC (16 SePtember 2005)

- Special Researclr Division, National Ground Intelligence Center, National

securityÄgency, Fort Meade, Maryland (19 september 2005)

- Materiel Operations Division, National Ground Intelligence Center, Aberdeen

Providing Ground, Maryland (20 September 2005)

b. (U) On the indicated dates the ICOO:

- Conducted a site visit to Joint Tenorism Task Force (JTTF) Baltimore,

Baltimore, Maryland (3 August 2005)

- Participated in a training session at A Company, 3o8th^Militarylntelligence

Battalion, 902¿ n¡if¡tary Intelligeãce Group, Aberdeen Proving Ground, Maryland

(25 August 2005)

- Augmented a us southem command Inspector General team inspeclion of

Joint Task force-Cuãntánamo, Guantanamo Bay, Cuba (12-16 September 2005)'

- Attended two monthly case reviews of open cl cases (10 August and

14 September 2005)

3. (u) ldentification of unlawful or improper activities discovered and/or reported:

a. (U) INSCOM Case #03-011. Open Cl case'

b. (U) INSCOM Case #03-018' Open Cl case'

c. (U) INSCOM Case #CÉ.-O14' Open Cl case'

d. (U) INSCOM Case #04-017' Open Cl case'

b1



tAcs-lo
SUBJECT: lntelligence Oversight Activities Report, Fourth Quarter, FiscalYear 2005

(u)

e. (U) INSCOM Case ffiA-Ozl This case involves unauthorized collec-tion of US

per.oà information, which was subsequently uged in a TALON report, and the conduct

bf unauthorized investigative activity in CONUS without authority to do so. An AR 1ffi
invàstigation did not substantiate the allegation, butdetermined there is confusion about

ju¡sdiãion4 authority over TALON reporting procedures. Corrective action has been

iaken to ensure future reporting occurs within appropriate channels and timelines. This

case is closed.

f 
(Ëúrt{Ff 

TNSCOM Case #05-003. This case involves providing information to a

tore¡dn couáterintelligence liaison contact, while deployed, v/h¡ch resulted in the alleged

captüre and executiõn of a high-value target. The individuals were redeployed back to

home station after the incident. An AR 15€ investigation did not substantiate the

allegation, but determined the individuals used poor judgment by failing to react

appiopriaiely and report to their superiors promptly when leaming of the liaison

óñtact's intent to execute the high-value target. Corrective actions taken to preclude

future occurrence include develoþment of a solid human relations training plan of

instruction, training of all assigned unit personnel, and Letters of Reprimand given to the

¡nOiviOuals involveã. The human relations training has also been provided to all

INSCOM major subordinate commands to be given to all INSCOM personnel. This

case is closed.

g. (U) INSCOM Case #05408. Cl case is closed'

h. (U) INSCOM Case #05-009. Open Cl case'

ffb^E) TNSCOM Case #0s{10. This case involves unauthorized Army Cl

participatiori in a non-custodial Federal Bureau of Investigation (FB..l) interview of a US

ntry il"r"*" officer, a violation of Article 31b, Uniform Code of Military Justice. An AR

15-d investigation is pending appointment of an investigating ofücer'

ftktñFf TNSCOM Case #05-011. This case involves an audit report that identified

an administrative violation of authority to approve the expenditure of foreign intelligence

,"ñ¡r" (FlS) funds. The commandei that approved the expenditure had authority to

approv" srih expenditures up to a certain threshhold. As the partio.rlar expenditure

elêeOeO that threshhold, it should have been approved by the INSCOM commander.

As a conective action, the INSCOM commander concured with the audit finding and

issued an after-the-fact approval memorandum for expenditure of the funds. Follow-on

oversight will be conducted through the Fix-lt process. This case is closed.

Re¡raded UNCLASSIFIED on
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rAcs-ro
SUBJECT: Intelligence Oversight Activities Report, Fourth Quarter, FiscalYear 2005
(u)

f(t{Sf INSCOM Case ffiffi1z. This case involves alleged abuse of a detainee in
lraq. Investigation determined there was no abuse. However, the Soldier involved was
removed from intenogation duties due to combat stress. Conective actions included, in
addition to the Soldie/s removal from his duties, having all team members visit a
chaplain and consult combat stress counselors, providing refresher training on
interrogation rules of engagement to all team members on a recurring basis. This case
is closed.

l. (U) INSCOM Case #05-016. Open Cl case.

m. (U) INSCOM Case#05-017. Cl case is closed.

n. (U) INSCOM Case #05{18. Cl case is closed.

o. (U) INSCOM Case #05419. This case involves conduct of an unauthorized
countèrintelligence (Cl) interview. Investigation determined the interview was not
unauthorized as the individual's intent was to discuss a subjec't under his purview.
When he realized the subject was beyond his authority, he terminated his portion of the
interview and turned it over to a trained Cl special agent accompanying him. This case
is closed.

p. (U) INSCOM Cases #05-013, #05-014, #05-015, and #05420, involving federal
criminal activity, were opened this quarter, but are not included in this report

4. (U) Suggestions for improvement of the oversight system: None.

5. (U) The INSCOM point of contact is Ms. Benton, Intelligence Oversight Officer,
sru-ilt cML 703-706-2689.

FOR THE COMMANDER:

b3&b6
Chief of Staff

ReprAdcd UNCLASSIFIED ON ^Çr-- J3 apù-oz6Ò8
by USAINSCO /f FOTIPA
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REPLYTO
ATTENÍK¡II OF

DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND

8326 BEULAH STREET
FORT BELVOIR, VIRGINIA 221160-5246

tAcs-¡o I JUL 2005

MEMORANDUM FOR THE INSPECTOR GENERAL (SAIG-!O), 1700 ARMY
PENTAGON, WASHINGTON, DC 20310-1700

SUBJECT: Intelligence Oversight Activities Report, Third Quarter, Fiscal Year 2005 (U)

1. (U) References:

a. (U) AR 381-10, US Army Intelligence Activities, 1 July 1984.

b. (U) INSCOM Supplement 2 to AR 381-10, US Army Intelligence Aclivities,
15 October 1993.

2. (U) Significant oversight aclivities undertaken:

a. (U) The INSCOM Command Oversight Office (ICOO) conducted the following
intelligence oversight inspections during the quarten

- 501st Military lntelligence Brigade, Seoul, Korea (2'11 May 2005)

- 524th Military Intelligence Battalion, 501st Military Intelligence Brigade, Seoul,
Korea (2May 2005)

- 5271h Military Intelligence Battalion, 501st Military Intelligence Brigade,

Pyongtaek, Korea (3 MaY 2005)

- Camp Humphreys Military Intelligence Detachment, 524th Military Intelligence
Battalion, 501st Military Intelligence Brigade, Pyongtaek, Korea (3 May 2005)

- 3d Military Intelligence Battalion (Aerial Exploitation), 501st Military Intelligence
Brigade, Pyongtaek, Korea (3 May 2005)

- 532d Military Intelligence Battalion, 501st Military Intelligence Brigade, Seoul,
Korea (4 May 2005)

Regraded UNCLASSIFIED on
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lAcs-¡o
SUBJECT: Intelligence Oversight Activities Report, Third Quarter, Fiscal Year 2005 (U)

- Regional Computer Emergency ResponseTeam-Korea (RCERT-K), 1st

Information operations command, Taegu, Korea (5 May 2005)

e"tt",¡',:?äf,1fiî[:#illiîìíJ:i".iïlË"8:isi":'ìlj3j',?il:ii.5Ë;*sence

- Seoul Military lntelligence Detachment, 524th Militarylntelligence Battalion,

501st Military Intelligence Brigade, seoul, Korea (10 May 2005)

c,.o,p,-r?orlï"ïI"fu33f,1i.Y'll.:y(nt"Jl5;1ffiåin"'ion' 
e02d M'itary Interrisence

- Fort Leavenworth Military Intelligence Detacfrment, Company C, 308th Military

Intelligence Battalion, 902d Military Intelligence Group, Fort Leavenworth, Kansas

(1 June 2005)

- 1st Information Operations Command-Combined Arms Center, Fort

Leavenworth, Kansas (1 June 2005)

e"rt"r¡o;ontHîifi[:#,i?5ffi'.1"Ë,.3i;:?"',,"iy"H,.'l'äil']îl5Ï,-u".lllIiffour

513th Military Intelligence Brigade, Fort Gordon, Georgia (16-23 June 2005)

co,.on,23:iJg'iiå,r'll3'it"Jrî 
Battalion' s13th Military Intelligence Brisade' Fort

- 201st Military Intelligence Battalion, 513th Military Intelligence Brigade, Fort

Gordon, Georgia (17 June 2005)

co,oon,2333r}|l'i?i 
jli"J'å;3i Battarion' 513th Military Interrigence Brisade' Fort

- Fort Gordon Resident Office, Company B, 308th Military lntelligence Battalion,
g92d Military Intelligence Group, Fort Gordon, Georgia (19 June 2005)

,n,o'"*[în3#"Î:HËH'#å:"åiff i"ï's;",.ãil1ìgiiiltffi 
s)'1st
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rAcs-¡o
SUBJECT: lntelligence Oversight Activities Report, Third Quarter, Fiscal Year 2005 (U)

b. (U) On the indicated dates the ICOO:

- Conducted site visits to First Republic of Korea Army (FROKA) and Third

Republic of Korea Army (TROKA) (4 May 2005).

- Conducted a site visit to Joint Tenorism Task Force (JTTF), Kansas City,

Kansas (31 MaY 2005).

- Conducted a stafi assistance visit to the 116th Military lntelligence Group, Fort

Gordon, Georgia (21 June 2005)'

- Conducted a staff review of draft AR 381-10 in preparation for final approval

and publication bY ArmY G-2'

- Attended three monthly case reviews of open Cl cases during the quarter.

ttflrrrhe tcoo reviewedi b1

b1
b1 It

3. (U) ldentification of unlawful or improper activities discovered and/or reported:

a. (U) INSCOM Case #03-011- Open Cl case.

b. (U) INSCOM Case #03-018- Open Cl case-

c. (U) INSCOM Case #04{14. Open Cl case.

d. (U) INSCOM Case ffi4417 - Open Cl case.

e. (U) INSCOM Case ffi4.{,21. This case involves the conduct of unauthorized

lnvestìgátive activity in CONUS without authority to do so and failure to report

into*ãt¡on reporta-ble under AR 381-12, SAEDA, in a timely manner. An AR 15€
inuért¡gãtion iubstantiated the allegation and corrective action was taken- This case is

closed.

3
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rAcs-lo
éueJrcr: Intelligence oversight Activities Report, Third Quarter, FiscalYear 2005 (U)

f. (U) INSCOM Case #A4-O21. This case involves unauthorized collection of US

o"rron information, which was subsequently used in a TALON report, and the conduct

ãf;;;i'Ëñ=ei inu"stigative activity in CoÑuS without authority to do so. An AR 15€

¡"*;ìõåiþn o¡o not su-bstantiate the atlegation, butdetermined there is confusion about

ü;ãiãñt authority over TALoN reporting procedures. Conective action has been

iái"n to ensure future reporting occurs within appropriate channels and timelines. This

case will be closed early next quarter'

fiT
OI"þ6¡¡INSCOM Case #0æ03. This case involves providing information to a

torË¡gà counierintelligence liaison contact, while deployed, which resulted in the alleged

captüre and executiõn of a high-value targe_l The individuals were redeployed back to

fio'me station after the incident. An AR 15€ investigation did not substantiate the

ãñðgãt¡on, but determined the individuals used poor judgment by failing to react

ãóói"pt¡àiely and report to their.superiors promptly when learning of the liaison

"äàt"ðfs 
intãnt to eiecute the high-value target. Review of the investigation continues

at this headquarters and recommended conective actions are ongoing'

h. (U) INSCOM Case #05-006. This case involves unauthorized conduct of Cl

¡nvàstìõát¡ve activity. An inquiry substantiated the allegation of unauthorized

invest¡õat¡ve activity, albeit in good faith, and determined the investigation was more

åôprãp:¡ãtety unoeí ine provisions of AR 156. Corrective action was taken to preclude

future occurrence. This case is closed'

i. (U) INSCOM Case #05-008. Open Cl case'

j. (U) INSCOM Case #05409. Open Cl case'

firl
¡t-ft¿¡¡p¡INSCOM Case #05410. This case involves unauthorized Army Cl

particþatioi¡n a non-custodial Federal Bureau of tnvestigation (FB_l) interview of a US

Ãñtfrã;erve off¡cer, a violation of Article 31b, Uniform Code of Military Justice. An AR

1 56 investigation continues.

l. (U) INSCOM Cases *Ð5-005 and #05{07, involving federal criminalactivity, were

openàO this quarter, but are not included in this report

4. (U) Suggestions for improvement of the oversight system: None.

Repraded UNCL.A.SSIFIED ona 
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rAcs-to
SUBJECT: Intelligence Oversight Activities Report, Third Quarter, Fiscal Year 2005 (U)

5. (U) The INSCOM point of contact is Ms. Benton, lntelligence Oversight Officer,
sTu-ilr cML 703-706-2689.

FOR THE COMMANDER:

b3&b6

Regaded UNCL.A.SSIFIED on 5
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REPLY TO
ATTElfllOÌ{ oF

DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTELUGENCE AND SECURITY COMMAND

tttt gggliÀH STREET
FORT BELVdR, VIRGINIA æ060*52¡fS

tAcs-lo 13 April 2005

MEMORANDUM FOR THE INSPECTOR GENERAL (SAIG-|O), 1700 ARMY

PENTAGON, WASHINGTON, DC 20310-1700

SUBJECT: Intelligence Oversight Activities Report, Second Quarter, FiscalYear 2005

(u)

1. (U) References:

a. (U) AR 381-10, US Army lntelligence Activities, 1 July 1984'

b. (U) INSCOM Supptement 2 to AR 381-10, US Army Intelligence Activities,

15 October 1993.

2. (U) Significant.oversight activities undertaken:

a. (U) The TNSCOM Command Oversight Office (ICOO) conducted the following

inteltigence oversight inspections during the guarter

- Detachment 16, US Army Foreign Counterintelligence Activity, 902d Military

lntelligence Group, Pearl Harbor, Hawaii (20 January 2005)

- Regional Computer Emergency Response Team-Pacific, 1st lnformation

Operations Command, Fort Shafter, Hawaii (21 January 2005)

- Sggth Military Intelligence Brigade, Schofield Banacks, Hawaii (24-28 January

200s)

- 2OSth Military Intelligence Battalion, 500th Military lntelligence Brigade, Fort

Shafter, Hawaii (25 JanuarY 2005)

- Hawaii Resident Office, 205th Military lntelligence Battalion, 500th Military

Intelligence Brigade, Fort Shafter, Hawaii(25 January 2005)

- 11sth Military Intelligence Group, Kunia, Hawaii (26-27 January 2005)

Resaded UNCLASSIFIED on
WA#ü- 2oo8 ê
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rAcs-lo
SUBJECT: Intelligence Oversight Activities Report, First Quarter, FiscalYear 2005 (U)

- Kwajalein Resident Office, 205th Military Intelligence Battalion, 500th Military

fntelligence Brigade, Kwajalein, Republic of Marshal lslands (27-28 January 2005)

- Military Intelligence Battalion-Japan, 5o0th Military Intelligence Brigade, camp

Zama, Japan 1S1 January-'4 February 2005)

- Counterintelligence Detachment-Japan, 500th Military lntelligence Brigade,

Camp Zama, JaPan (1 February 2005)

- Zama F ield Office, Counterintelligence Detachment-J apan, SOOth Mil itary

f ntelligence Brigade, Camp ãama, Japan (1 February 2005)

- yokohama Field Office, Counterintelligence Detachment-Japan, 50üh Military

lntelligence Brigade, Yokohama, Japan (2 February 2005)

- security Liaison Detachment, 500th Military Intelligence Brigade, Hardy

Barracks, Tokyo, Japan (2 February 2005)

- Asian Studies Detachment, 500th Military Intelligence Brigade, Camp Zama,

Japan (3 FebruarY 2005)

-coMTECH-Pacific,s00thMilitarylntelligenceBrigade,campzama,Japan
(3 February 2005)

, Okinawa Field Office, Counterintelligence Detachment-Japan, 500th Military

Intelligence Brigade, Torii station, okinawa, Japan (4 February 2005)

-7}4thMilitary Intelligence Brigade, Fort Meade, Maryland (7-9 March 2005)

-T41,stMilitary Intelligence Battalion (and subordinate companies), 704th Military

lntelligence Brigade, Fort Môade, Maryland (8 March 2005)

-T41dMilitary lntelligence Battalion (and subordinate companies), 704th Military

lntelligence Brigade, Fort Meade, Maryland (9 March 2005)

b. (U) On the indicated dates the ICOO:

- Conducted a staff assistance visit of Joint Surveillance Target Attack Radar

System tlsfÁnSl, RoOlnt Air Force Base, Georgia (23-25 February 2005)'

Resaded UNCLASSIFIED on"AZ aæ";z Øîtr
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rAcs-lo
SUg¡gCf: Intelligence Oversight Activities Report, First Quarter, FiscalYear 2005 (U)

- Conducted a staff assistance visit of US Army Foreign Counterintelligence

Activity, SOZO Military Intelligence Group, Fort Meade, Maryland (7-8 March 2005). The

visit included Detachments 13 and 14.

- Attended a 902d Military lntelligence Group-sponsored Joint Tenorism Task

Force Conference, Joint Counterintelligence Training Academy, Hanover, Maryland

(16 Marcfr 2005).

- Participated in an Army G-2-sponsored review of draft AR 381-10'

Headquarters, INSCOM, Fort Belvoir, Virginia (28 March 2005)-

- participated in an Army G-2-sponsored review of TALON reporting and

intelligence ovärsight concemC, Headquarters, Department of the Army, Washington,

DC (30 March 2005)-

- Attended two monthly case reviews of open Cl cases during the quarter.

during the quarter.

3. (U) tdentification of unlawful or improper activities discovered and/or reported:

a. (U) INSCOM Case #03-011. Open Cl case.

b. (U) INSCOM Case#03418' Open Ct case.

c. (U) INSCOM Case #04404' Cl case is closed'

d. (U) INSCOM Case #04-008' Cl case is closed'

e. (U) INSCOM Case #04-013- Gl case is closed'

f. (U) INSCOM Case ffi4-O14- Open Cl case'

g. (U) INSCOM Case #04-016- Cl case is closed'

h. (U) INSCOM Case #O4-O17. Open Cl case'

b1
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rAcs-ro
SUBJECT: lntelligence Oversight Activities Report, First Quarter, Fiscal Year 2005 (U)

capture and execution of a high-value target. The individuals were redeployed back to
home station. An AR 15€ investigation continues.

4. (U) Suggestions for improvement of the oversight system: None.

5. (U) The INSCOM point of contact is Ms. Benton, Intelligence Oversight Officer,
sTu-lll cML 703-706-2689.

FOR THE COMMANDER:

//signed CHARLES D. l,UREYI/
forl b3&b6 |

Chief of Staff
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DEPARTMENT OF THE ARMY
UNITÊT} STATES ARMY INTELLIGENCE AND SECURITY COMMAND

8825 BEULAH STREET

FORT BELVOIR, vlRGlNlA 22060'5246REPLY 1()
AÍTENTIOI¡ OF

tAcs-lo 1 0 JAll æ6

MEMORANDUM FOR THE INSPECTOR GENERAL (sAlc-lo)', 1700 ARMY

itîï;Go¡¡, wnsn¡NcroN, Dc 2031 0-1 700

SUBJECT: Intelligence oversight Activities Report, First Quarter' FiscalYear 2005 (u)

1. (u) Reference AR 381-10, US Army lntellig-ence Activities' 1 July 1984' as

supptemented by lÑsiorrn supplemeni äìo Àh 381-10, us Army lntelligence Activities'

15 October 1993.

2. (U) Significant oversight activities undertaken:

a. (u) The INSCOM Command oversight office (lcoo) conducted the following

intelliçieñce oversight inspections during the quarter:

-ArmyOperationalActivity(AOA)'FortMeade'Maryland(30November-
1 December 2OO4l

-ArmyFieldsupportCenter(AFSC),FortMeade,Maryland(6-TDecember
2004)

- us Army central Personnel security clearance Facility (ccF)' Fort Meade'

Maryland (1314 December 2004)

b. (u) The lcoo participated in an INSCOM lnspector General special Inspec{ion of

the National Ground intelli genc" Center, Cñarlottesville, Virgini a (22-23 November

2oo4).

c. (u) The tcoo participated in three monthly case reviews of open cl cases during

the quarter.

ICOO reviewed

DERIVED FROM: INSCOM SCG #¡80'2
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tAcs-10
SUBJECT: Intelligence Oversight Activities Report, First Quarter, FiscalYear 2005 (U)

3. (U) ldentification of unlavyful or improper activities discovered and/or reported:

a. (U) INSCOM Case #03-011. Open Cl case.

b. (U) INSCOM Case #03-018. Open Cl case.

c. (U) INSCOM Case #04-004. Open Cl case.

d. (U) INSCOM Case #04-008. Open Cl case.

e. (U) INSCOM Case #04-010. This case involves failure to immediately open a
preliminâry investigation or full-field Cl investigation upon receipt of a SAEDA report

ürfr¡cfr warianted investigation. As a result, a subordinate element believed the case

was open and authorized investigative activity (Subject lnterview) that exceeded

standing investigative authority, violating DA policy and Procedure 14, AR 381-10. An

AR 1S€ investigation was completed, but the commander believed ¡t did not address

key issues and ðirected the investigation be reopened. The subsequent investigation is

completed and substantiated the allegations. Corrective ac'tion was taken to preclude

future occurrence. This case is closed.

f. (U) INSCOM Case #04-013. Open Cl case.

g. (U) INSCOM Case #C4.414. Open Gl case-

h. (U) INSCOM Case #04-015. This case involves intentional reporting of
inaccurate and false data related to collection time. The misconduct was discovered

during a review of the individual's collection records. Corrective action was taken to
preclude future occurrence. This case is closed.

¡. (U) INSCOM Case #04-016' Open Cl case.

j. (U) INSCOM Case #04+^17. Open Cl case-

k. (U) INSCOM Case #04418. This case involves wrongtul dissemination of US

persoà ånd counterintelligence investigative information. The information was postqd

ôn a classified computer iystem; it has since been removed from the system. An AR

156 investigation is ongoing.

l. (U) INSCOM Case #04-019. Open Cl case.

2
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rAcs-ro
SUBJECT: Intelligence Oversight Activities Report, First Quarter, Fiscal Year 2005 (U)

m. (U) INSCOM Case #04-020. This case involves an allegation of unauthorized
investigative activity in CONUS and failure to report information reportable under AR
381-12, SAEDA, in a timely manner. An AR 15€ investigation is ongoing.

n. (U) INSCOM Case #044i21. This case involves an allegation of unauthorized
collection of US person information, which was subsequently used in a TALON report,
and possible unauthorized investigative activity in CONUS. An AR 15€ investigation is
ongoing.

rrfl
b.'676¡¡INSCOM Case #04{.22. This case involves possible unauthorized

collection of US person information. Based on a request from a foreign govemment
agency, a search for information on a US person was conducted on US Government
computer systems. An AR 15€ investígation is ongoing.

4. (U) Suggestions for improvement of the oversight system: None.

5. (U) Comments.

a. (U) During the remainder of the year, the TNSCOM Command Oversight Office
will conducÍ a more aggressive inspection program than past years. The office will
engage in more detailed inspections, with more people, and with a wider operational
focus.

þ. (U) As the counterintelligence community eontinues to modernize, INSCOM G-3
is ensuring the Command Oversight Office is granted access to new systems such as
PORTTCO.

6. (U) The INSCOM point of contact is Ms. Benton, lntelligence Oversight Officer,
sTu-nr cML 703-706-2689.

FOR THE COMMANDER:

b3&b6
Chief of Staff

Resaded UNCLASSIFIED on" â3APnL( )oOt
bv USAINSCOM FOIIPA
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DEPARTMENT OF THE ARMY
UN¡TED STATES ARMY INTELLGENCE AND SECURITY COMI¡I,AND

8825 BEULAH STREET
FoRT BELVoIR. VIRGINIA 22060{2¿t6REPLY TO

ATlENT|oil OF roffil
rAcs-lo

MEMORANDUM FOR THE INSPECTOR GENERAL (SAIG-lo)' 1700 ARMY

pÈñrneoN, wAsHlNGToN, Dc 20310-1700

SUBJECT: Intelligence Oversight Activities Report, Fourth Quarter' FiscalYear 2W
(u)

1. (U) References:

a. (U) AR 381.10, US Army lnte||igence Activities, 1 Ju|y 1984.

b. (u) INSCOM Supplement 2 to AR 381-10, us Army Intelligence Ac'tivities'

15 October 1993'

2. (U) Significant oversight activities undertaken:

a.(U)The|NsCoMGommandoversightoffice(|coo)conductedthefo||owing
intelligence oversight inspections during the quarten

- Fort Monroe Resident office, A Company, 308th Military Intelligence Battalion'

9O2d nf¡i¡tary lntellijence Group, Fort Monroe, Virginia (29 July 2004)

- National capital Region Military Intelligence Detachment, A Company-' 3.09th

Military Intetligence eãüal¡oñ,902d Military Intélligeirce Group, Fort Belvoir, Virginia

(30 JulY 2oo4)

- 47oth Mititary Intelligence Brigade, Fort sam Houston, Texas (9-12 August

2æ4)

b. (u) The lcoo augmented a_us southern command lnspector Generalteam

conducting an infã"tiãñ ói io¡nt Task Force-Guantanamo (JTF-GTMO), Guantanamo

Bay, Cubã Q3-26 August 2æ4\

c. (u) The lcoo participated in three monthly case reviews of open cl cases during

the quarter.

ætñ!ilrcilit+#
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SECRE

tAcs-lo
SùgJgCr: lntelligence Oversight Activities Report, Fourth Quarter, Fiscal Year 2004

(u)

The ICOO reviewed b1

b1
b1

trt

3. (U) ldentification of unlawful or improper activities disoovered and/or reported:

a. (U) INSCOM Case #03-009' Clcase is closed'

b. (U) INSCOM Case #03-009. Open Cl case'

c. (U) INSCOM Case #03411. Open Cl case'

d. (U) INSCOM Case #03-018. Open Cl case'

P15r*¡ INSCOM Cqse #0g-02L This case involves unknown persons wtro

allege'dly imþroperly handied an e-mail account of a former US civilian employee in

violation of Procedúre 5, AR 381-10. The e+nail account was located on a US

govemment computer system. The civilian employee was involved with aforeþn

ñãi¡onàr under Ci tnvestigation. An AR 156 investigation determined there was no

violation of procedure S ás the search was conducted for security reasons and fell

*¡tnin the purview of the S-ZSpecial Security 9f¡ç". This headquarters' legal review

Jeiàrm¡neä t'¡s should have been handled ¡ñ Cl channels versus security clrannels and

,"ìréft"o the unit,s legal advisor to relook the issue. The units legal advisor agreed

thiå was handled inapiropriately and the unit commander reissued conecÍive guidance

to preclude future occurrences. This case is closed'

f. (u) lNscoM case #04-003. This case involves two cl special Agents who

visiteà á US un¡versity and made inquiries about attendees at a seminar held there,

without prior coord¡náion with the FBl. The visit was prompted by a verbal report from

two us Army attendees of the seminar. The attendees' report wan_anted reporting

unã"i tr," provisions of AR gB1-12, SAEDA. An AR 15€ investigation determined the

õp"¿ì"t Ãdents viotated AR gB1 -l2,lorfaiture to submit a SAEDA report, and unit policy

iequiring frior coordination with the FBt before conducting liaison withcampus police'

Gonectiie action wãs tat<en to preclude future occurence. This case is closed'

g. (U) INSCOM Case #04{É,4. Open Cl case'

3Ð



rAcs-ro
SUBJECT: Intelligence Oversight Activities Report, Fourth Quarter, FiscalYear 2004
(u)

h. (U) INSCOM Case #04-005. This case involves unauthorized loan of eguipment
and training of law enforcement personnel on the equipment in violation of Procedure
12, AR 381-10. An AR 15€ investigation determined Procedure 12, AR 381-10, and
paragraph 3-1, AR 50Þ51, were violated. Conective aclion was taken to preclude
future occunence. This case is closed.

¡. (U) TNSCOM Case #04-008. Open Cl case.

j. (U) INSCOM Case #04-009. This case involves the request of telephone
transaction recordsltoll records from telephone companies, via National Security Letter
format, which violates Section 2709, Title 18. This statute authorizes only the FBI to
request such records for Cl purposes. The AR 15€ investigation determined there was
a technical violation of Title 18. Corrective action was taken to preclude future
occurrence. This case is closed.

k. (U) INSCOM Case #04-010. This case involves the failure to immediately open a
preliminary investigation orfull-field Cl investigation upon receipt of a SAEDA report
which warranted investigation. As a result, a subordínate element believed the case
was open and authorized investigative activity (Subject Interview) that exceeded
standing investigative authority, violating DA policy and Procedure 14, AR 381-10. An
AR 15€ investigation was completed, but the commander believed ¡t d¡d not address
key issues and directed the investigation be reopened. The investigation continues.

{.tll€#ttF} INSCOM Case #a4{,12. This case involves approval of a polygraph
examination without authority lo approve such action, a violation of paragraphs 1€ and
2-1, AR l9æ, and Procedure 14, AR 381-1O. A detachment commander attempted to
obtain permission from higher headquarters to conduc{ the polygraph, but was
unsuccessful. He then approved the polygraph because he determined it wananted an
emergency situation. A Commandeds Inquiry determined the commander exceeded his
authority and violated the process for submitting requests for polygraph authorizations.
Conective action was taken to preclude future occurrence. This case is dosed.

m. (U) INSCOM Case #04-013. Open Clcase.

n. (U) INSCOM Case #O4-O14. Open Cl case.

o. (U) INSCOM Case #04-015. This case involves the intentional reporting of
inaccurate and false data related to collection time. The misconduct was discovered
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SUBJECT: Intelligence Oversight Activities Report, Fourth Quarter, Fiscal Year 20O4
(u)

during a recent review of the individual's collection records. This matter is pending
investigation for possible UCMJ violations.

p. (U) INSCOM Case #04-016. Open Clcase.

4. (U) Suggestions for improvement of the oversight system: None.

5. (U) Comments.

a. (U) The INSCOM Chief of Staff briefed assembled major subordinate
commanders at the September 2O04 INSCOM Commanders Conference regnrding their
responsibilities in intelligence oversight. Prior to the conferenoe, the INSCOM
Commanding General direc-ted this briefing in order to emphasize commard
involvement in the intelligence oversight system and to improve timeliness and proper
reporting of Procedure 15 cases.

b. (U) The ICOO met with representatives of the Department of State Inspecfor
General Office (lntelligence Oversight), briefed them on our program, and exclranged
views and ideas.

c. (U) The ICOO met with the incoming Army G-2 representative for intelligence
oversight policy. The meeting covered policy issues requiring resolution.

d. (U) The ICOO completed its FY05 inspection schedule and is compiling a budget
projection prior to seeking Command Group approval.

e. (U) tn an effort to improve INSCOM Procedure 15 reporting timeliness, the ICOO
has developed a biweekly report to the Command Group and is providing the Deputy
Commander an analysis of past reporting.

6. (U) The INSCOM point of contact is Ms. Benton, lntelligence Oversight Officer,
sTu-lll cML 703-706-2689.

FOR THE COMMANDER:

b3&b6
Chief of Staff

4
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DEPARTMENT OF THE ARMY
UN¡TED STATES ARMY F'¡TEIUGENCE AND SECURITY COMMAND

REPLYTo 8825 BET LAH STREET

ArrEr{'o*or FORT BELVOIR" VIRGINIA 212060-62¡15

¡ACS-rO 27 July z0o/.

MEMORANDUM FOR THE INSPECTOR GENERAL (SAIG-|O), 1700 ARMY
PENTAGON, WASHINGTON, DC 20310-1700

SUBJECT: Intelligence Oversight Activities Report, Third Quarter, Fiscal Year 2004 (U)

1. (U) References:

a. (U) AR 381-10, US Army lntelligence Activities, 1 July 1984.

b. (U) INSCOM Supplement 2 to AR 381-10, US Army Intelligence Activities,
15 October 1993.

2. (U) Significant oversight activities undertaken:

a. (U) The INSCOM Command Oversight Office (ICOO) conducted the following
intelligence oversight inspections during the quarten

- 3d Military Intelligence Battalion, 501st Military Intelligence Brigade, Pyongtaek,
Korea (n-28 April2004)

- 527thMilitary Intelligence Battalion, 501 st Military Intelligence Brigade,
Pyongtaek, Korea (2Ù28 APril2004)

-A Company, 532d Military Intelligence Battalion, 5O1st Military lntelligence
Brigade, Pyongtaek, Korea (26 April 2tO4)

- Camp Humphreys Resident Office, 524th Military Intelligence Battalion, 501st
Military Intelligence Brigade, Pyongtaek, Korea (28 April 2004)

b. (U) The ICOO accomplished the following this quarten

- Attended the 1st Basic and Advanced Intelligence Law Course in Charlottesville,
Virginia, from 28 June through 2 July 2@r'.

ffi
ffi
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rAcs-lo
SUBJECT: Intelligence Oversight Activities Report, Third Quarter, Fiscal Year 2004 (U)

- Conducted a series of meetings with HQ INSCOM lntelligence Overs¡ght (lO) points

of contact to ensure staff compliance with reference 1b.

- Participated in two monthly case reviews of open Cl cases.

3. (U) lden¡fication of unlawful or improper activities discovered and/or reported:

a. (U) INSCOM Case #02-009. Cl case is closed.

b. (U) INSCOM Case #03-009. Open Cl case.

c. (U) INSCOM Case #03-011. Open Cl case.

d. (U) INSCOM Case #03{18. Open Cl case.

¡" .\
{uFrîrrs} INSCOM Case #03-020. This case involves several Cl SpecialAgents

who ailegediy conducted a Subject Interview without authority. A çvierrr determined
there weie aiso possible violations of AR 381-12, Subversion and Espionage Directed

Against the US Army (SAEDA), for failure to submit a SAEDA report in this case. An

nn tS,6 investigation substantiated the allegations. The Cl Special Agents were given

refresher training on alt aspects of the conduct of SAEDA investigations, as well as

comprehensive AR 381-12 training. This case is closed'
/,.\
lu(brtT{Fl INSCOM Case #O3-O21. This case involves unknown persons who

allegedly improperly handled an e-mail account of a former US civilian employee in

vioÈtion of Procedure 5, AR 381-10. The ++nail account was located m a US
govemment computer system. The civilian employee was involved with a foreign
ñational under Cl investigation. An AR 15€ investigation determined there was no

violation of Procedure 5 as the search was conducled for security reasons and fell

within the purview of the S-2/Special Security Office. This headquarters' legal review

determined this should have been handled in Cl channels versus security channels and

requested the unit's legat advisor to relook the issue. The unit's legal advisor agreed

this was handled inappropriately and the unit commander will reissue conective
guidance to preclude future occurrences. We await final disposition of this case from

the unit.

úUþ11¡ç) TNSCOM Case #04-003. This case involves two Cl SpecialAgents who

v¡slted a US university and made inquiries about attendees at a seminar held there,

without prior coordination with the FBl. The visit was prompted by a verbal report fom
two US Army attendees of the seminar. The attendees' report warranted reporting

2
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under the provisions of AR 381-12, SAEDA. An AR 15€ investigation determined the
SpecialAgents violated AR 381-12, forfailure to submit a SAEDA report, and unit policy
requiring priqr coordination with the FBI before conducting liaison with campus police.
The investigation is completed and undergoing continued legal review at HQ INSCOM.

nP?et¡xff lNScoM Case #04-004. open Cl case.

¡. (U) INSCOM Case #04-005. This case involves unauthorized loan of equipment
and training of law enforcement personnel on the equipment in violation of Procedure
12, AR 381-10. An AR 15€ investigation determined Procedure 12, AR 381-10, and
paragraph 3-1, AR 500-51, were violated. The investigation is undergoing review at HQ
INSCOM.

j. (U) INSCOM Case ffi44l07. This case involves an activated US Army Reserve
wanant officer who allegedly violated AR 600€-14 for unauthorized possession and use
of a DOD contractor identification card, and AR 381-20 for the misuse of his US Army
badge and credentials. An AR 15€ investigation determined the officer obtained the
identification card under false pretenses and violated procedures for travelirg with a
\ryeapon aboard commercial/civilian aircraft. Action has been initiated to remove the
officerfrom the Gl program in accordance with paragraph 9-7b, AR 381-20. This case
is closed.

k. (U) INSCOM Case #04-008. Open Cl case.

l. (U) INSCOM Case #04-009. This case involves the request of telephone
transaction records/toll records from telephone companies, via National Security Letter
format, v/h¡ch violates Section 2709, Title 18. This statute authorizes only the FBI to
request such records for Cl purposes. An AR 15€ investigation is completed and
undergoing legal review at HQ INSCOM.

m. (U) INSCOM Case #04410. This case involves the failure to immediately open
a preliminary investigation or full-field Cl investigation upon receipt of a SAEDA report
vyh¡ch warranted investigation. As a result, a subordinate element believed the case
was open and authorized investigative activity (Subject lnterview) that exceeded
standing investigative authority, violating DA policy and Procedure 14, AR 381-10. An
AR 15€ investigation continues.

rtt{gtÊtFi INSCOM Case #O4-O11. This case involves the release, without proper
authority, of an lntelligence Information Report (llR) containing detailed information on a
current national intelligence agency employee in violation of paragraph 6-3c, AR
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381-20, which requires proposed llRs derived from potential or ongoing investigations
be approved by the Army Central Control Office (ACCO) prior to release. An AR 15€
investigation determined paragraph 6-3c, AR 381-20, \¡vas violated. Conective action
included a memorandum to the commander of the unit reiterating unit responsibilities
and requiring training of unit staff to preclude future occrrrrences. This case is closed.

4. (U) Suggestions for improvement of the oversight system: None.

5. (U) Comments.

a. (U) LTC Steve Jordan remains in'lraq.

b. (U) The ICOO conducted a monthly review of US Army Foreign
Counterintelligence Agency (FCA) cr¡rrent operations.

c. (U) Future adions.

(1) (U) We are working to develop a better system for tracking Procedure 15
reporting and follow up reporting in order to meet required timelines. Anticipate full
implementation NLT I Septernber.

(2) (U) ln order to emphasize command involvernent in the above system, the
¡NSCOM CG has directed timeliness and proper reporting of Procedure 15 cases to be
a topic at the September 2OO4INSCOM Commanders Conference. The INSCOM CG
has also designated leadership involvement in the Procedure 15 process and timeliness
of reporting as FY 05 Inspection Special Emphasis Areas.

6. (U) The INSCOM point of contact is Ms. Benton, Intelligence Oversight Officer,
sTu-ilt cML 703-706-2689.

FOR THE COMMANDER:

4
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MEMORANDUM FOR THE INSPECTOR GENERAL (SAIG-lo), 1700 ARMY

PENTAGON, WASHINGTON, DC 20310.1700

SUBJECT: Intelligence Oversight Activities Report, Second Quarter, FiscalYear 2OÙ4

(u)

1. (U) References:

a. (u) AR 381-10, US Army Intetligence Activities, 1 July 1984.

b. (U) INSCOM Supplement 2 to AR 381-10, US Army Intelligence Activities,

15 October 1993.

2. (U) Significant oversight activities undertaken:

a. (u) The INSCOM Intelligence oversight office conducted the following oversight

inspections during the quarter:

- 902d Military Intelligence Group, Fort Meade, Maryland (12-23 January 2004)

- Army Counterintelligence Center, 9O2d Military lntelligence Group, Fort Meade,

Maryland (14 JanuarY ZOC/.)

- Counterintelligence lntegrated Analysis Center, 902d Military Intell¡gence

Group, Fort Meade, Maryland (14 January 2æ4)

- US Army Foreign Counterintelligence Activity, 9O2d Military Intelligence Group,

Fort Meade, Maryland (15 January 2O04l

- Detachment 13, US Army Foreign Intelligence Activity, 902d Military Intelligence

Group, Fort Meade, Maryland (15 January 2004)

- Detachment 14, US Army Foreign Intelligence Activity, 902d Military Intelligence

Group, Fort Meade, Maryland (15 January 2æ4)

UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND
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-3o8thMi|itary|ntel|igenceBatta|ion,902dMi|itary|nte||igenceGroup,Fort
Meade, Maryland (20 JanuarY 2004)

. Fort Meade Military |nte||igence Detac|.rment, A Company., 399th Mi|itary

fnteltigeÅ; eãft"|¡ãn, goidMilitaf lntelligence Group, Fort Meade' Maryland

(20 JanuarY z0o4')

- Investigative Records Repository, 310th s.,Il".v Intelligence Battalion' 902d

Mifitary fnteltigencóêroup, Fort ¡,ieade, Maryland (21 January 2Og4¡

- Freedom of Information/Privacy office,31oth Military Intellige^nce Battalion'

9O2d Mititary lntetñg"n; Gtoup, Fort Meade, Maryland (21 January 2OO4)

cyber counterintelligence Activity, 31Oth.Mil¡tary lntelliggl* Battalion' 902d

Military fntelligence Or*p, Färt Mea¿e, Maryland (21 January 2Og¡')

1st Information operations command (Land), Fort Belvoir, Virginia

(17-20 February 2OO4)

- Fort Monmouth Military lntelligence Detachment, A ComPanY: 308th Military

Intelligence e"tt"ìion, SOZO Miíitary tniettigence Group, Fort Monmouth' New Jersey

(29 March 2oO4)

- Picatinny Arsenal Resident office, A Company, 308thùl¡litary Intell¡g9lF

Battalion, go2dMilitary Intelligence Group, Picatinny Arsenal, New Jersey (30 March

20M)

. New Eng|and Resident offlce, A Company, 308th Mi|itary |nte||igence Batta|ion'

9o2d Military lntåil¡g"-n"t Grorp, Devens, Massachusetts (31 March 2004)

b.(U)The|NSCOM|nte|ligenceoversightofficeconductedthefo||owingstaff
assistance visits during the quarter:

-Armyoperationa|Activity'FortMeade,Maryland(9March2oo4)

-USArmyCentra|Personne|securityC|earanceFaci|ity,FortMeade,Maryland
(9 March 2W4)
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c. (U) The INSCOM Intelligence Oversight Office accomplished the following this
quarter:

- participated in an intelligence oversight presentation to counterintelligence Specia!

Agents of A Company, 308th Military Intelligence Battalion, 902d Military Intelligence

Gioup, on 29 January 2Cf/,. These SpecialAgents support operations of the Federal

Bureau of Investigation's (FBl) Joint Tenorism Task Forces (JTTF).

- Conducted a series of meetings with HQ INSCOM lntelligence Overs¡Sht (lO) Points

of Contact to ensure staff compliance with reference 1b.

- Participated in two monthly case reviews of open Cl cases.

- Gave a presentation (with question/answer session) to the WorlcNvide SubGontrol
Office Conference'

- Developed and prepared an intelligence oversight standing operating procedure
(SOP) for the INSCOM Intelligence Operations Center.

- Developed and implemented an internal, online office database for status and

tracking of Procedure 15 rePorts.

g. (U) ldentification of unlawful or improper activities discovered and/or reported:

a. (u) ¡NSCOM Case #02-009. open counterintelligence (cl) case.

b. (U) INSCOM Case ffi2-011. Open Cl case-

c. (U) INSCOM Case #03-009. Open Cl case.

d. (U) INSCOM Case #03-011. Open Cl case.

e. (U) INSCOM Case #03-014. This case involves a counterintelligenee (Cl) Special

Agent'w-ho participated with the FBI in a physical search without CG INSCOM approval

aã required'by Department of the Army. Further review of this case determined the

search was fór criminal purposes and required Procedure 12, AR 381-10, approval by
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the Secretary of the Army. An AR 15€ investigation determined the SpecialAgent did
exceed his authority by participating in the search without approval to do so. The
Special Agent was counseled and attended formal training on the types of support that
may be provided to the FBl. This case is closed.

f. (U) INSCOM Case #03-015. This case involves a contract employee who
allegedly violated Army policy on the use of non-attributable Intemet access and
possible violation of 18 USC section 1030, fraud and related activity in conneotion with
computers. Investigation by the US Army Criminal Investigation Command (ClD)
determined the employee did violate 18 USC sections 1030 and 1001 , as well as Army
policy. The Assistant US Attorney for the Eastern District of Virginia, however, has
declined to prosecute. The employee has been terminated by his employer. All
personnel associated with this activity were briefed on the use of home computers and
on the command's non-attributable Internet policy. The issue will also be a required
vignette in all ft¡ture intelligence oversight training sessions for the unit. The unit
commander decided he will not investigate under the provisions sf AR 15€ as it would
only duplicate the GID investigation. This case is closed.

g. (U) INSCOM Case #03-018. Open Cl case.
Æñ
hYlpnqef INSCOM Case #OlO20. This case involves several Cl SpecialAgents

who allegedly conducted a Subject Interview without authority. A review determined
there are also possible violations of AR 381-12, SAEDA, for failure to submit a SAEDA
report in this case. An AR 15€ investigation is completed and undergoing legal review.

¡. (€l- INSCOM Case ffi3421. This case involves unknown persons wtto allegedly
improperly handled an e-mail account of a former US civilian employee in violation of
Procedure 5, AR 381-10. The e-mail account was located ql a US govemment
computer system. The civilian employee was involved with a foreign national under Cl

investigation. An AR 156 investigation is completed and undergoing legal review.

OM Case #&1401.

An AR 15€ investigation is completed wft

4

b1

This case is closed.
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k. (u) INSCOM Case #A4{/O2. This case involves a company grade officer.qho

alleged ihat members of the clrain of command violated the provisions of United States

Sigñals Intelligence Directive (USSID) t9 Uy intercepting personalwire and wireless

co-mmunicatio-ns of the officer. An AR 15€ investigation did not substantiate the

allegation. This case is closed.

l. (U) INSCOM Case #04-003. This case involves two Cl Special Agents wfro visited

a US university and made inquiries about attendees at a seminar held there, without

prior coordinat¡on with the FBl. The visit was prompted by a report ffom two US Army

attendees of the seminar. The attendees' report wananted a report under the

provisions of AR 381-12, Subversion and EspionageÐirected Against the US {*y
tSneOn). An AR 15€ investigation determined the Special Agents violated AR 381-12'

for failure to submit a SAEDA ieport, and unit policy requiring prior coordination with the

FBI before conducfing liaison w¡ih campus police. The investigation is completed and

undergoing legal review.

n{.tlle+|fF} INSCOM Case #a4+u. Open Cl case.

n. (U) INSCOM Case #04{05. This case involves unauthorized loan of equipment

and training of law enforcement personnel on the equipment in violation of Procedure

12, AR 3Bi-10. An AR 15€ investigation has been initiated.

tuhffi TNSCOM Case #04-006. This case involves the failure of several

elements to'properly report, track, and resolve an espionage allegation against a former

US Army Soid¡er. An AR 156 investigation has been requested.

p. (u) ¡NSCOM Case #cp^-007. This case involves an activated us Army Reserve

warrant officer who allegedly violated AR 600€-14 for unauthorized possession and use

of a DOD contractor ¡Aent¡Rcat¡on card, and AR 381-20 for the misuse of his US Army

badge and credentials. An AR 15€ investigation has been initiated-

4. (U) Suggestions for improvement of the oversight system: None.

5. (U) Comments'

a. (U) LTC Steve Jordan remains in lraq until May 2OCÉ,'

b. (U) Beginning next quarter, the INSCOM Intelligence Oversight Office will conduct

a monìhiy reuje* oiUS Army Foreign Counterintelligence Agency (FCA) cunent

oPerations 
s
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6. (U) The INSCOM point of contact is Ms. Benton, Intelligence Oversight Officer,

sru-lll cML 703-706-2689.

FOR THE COMMANDER:

b3&b6
Chief of Staff
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MEMORANDUM FoR THE INSPECTOR GENERAL (SAIG-lo), 1700 ARIVTY

PENTAGON, WASHINGTON, DC 2031G1 7OO

SUBJECT: Intelligence Oversight Aclivities Report, First Quarter, FiscalYear 2004 (U)

1. (U) References:

a. (u) AR 381-10, US Army Intelligence Activities, 1 July 1984.

b. (U) INSCOM Supptement 2 to AR 381-10, US Army lntelligence Activities,

15 October 1993.

2. (U) Significant oversight activities undertaken:

a. (u) The INSCOM Inteltigence oversight office conducted the following oversight

inspection during the quarter:

- 116th Military Intelligence Group, Fort Gordon, Georgia (7€ October 2ü)3)

b. (U) The INSCOM Intelligence Oversight Off¡ce conducied the following staff

assistance visit during the quarter:

- 513th Military lntelligence Brigade, Fort Gordon, Georgia (9 October 2003)

c.(U)The|NScoMlnte||igenceoversightofficecondudedinte||igencæoversight
training ior several US Army õorps of Engiñeers (USACE) inspectors general on

14 November 2003 as part'of théir prepaiation for a USACE organizational inspection

program, which includes intelligence oversight as an inspeciion item of emphasis.

d (U) The TNSCOM Inteiligence Oversight Offi_ce cgqf-!{90 the firstft¡llquarter of 
-

reviewing every case the Arm! Central Control Office (ACq_O.l oq:ns.within 72 hours of

opéninglThis'was directed ny tne Commanding General, INSCOM, to address a DAIG

ffi
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finding that INSCOM was not identifying ail counterintelligence (cl) investigations of

Militaú Intelligence (Ml) personnel whicfr also meet the criteria for reporting under

Procedure 15, AR 381-10.

e. (U) The INSCOM Intelligence Oversight Office begqn compiling major

subordinate commands and staffs annualverifications of files per reference 1b. This

verification is 8O percent complete.

f. (U) The INSCOM Intelligence Oversight Office_initiated a series of meetings, to

beg¡n Jänuary Zæ ,with He INSCOM Intelligence Oversight (lO) Points of Contact to

enÀure staff compliance with reference 1b.

g. (U) The INSCOM Intelligence Oversight Office prepared a draft inspection

staîo¡nó operating procedureð (sOp) which providgs.specific guidance to lo inspec-tors.

The finã SOp ¡s tó Oe completed not later than 15 February 2gg4.

flrf
h]'tg1.¡r rhe USATNSCOM action office, the INSCOM lntelligence Oversight Office

coorO¡náted, staffed, and finalized the USAINSCOM/USASOC Memorandum of

UnO"iJt"nO¡ng (MOU) regarding responsibilities during the continuing transition of

administrative control'(ADCONtand oversight of a sensitive unit. The INSCOM Deputy

Commander and tfie ÙS¡SOC Deputy Commanding Generalformally signed the MOU

during this quarter.

3. (U) ldentification of unlawful or improper activities discovered and/or reported:

a. (u) INSCOM Case #02409. Open counterintelligence (cl) case.

b. (U) INSCOM Case #02{11. Open Cl case.

c. (U) TNSCOM Case #03-0M. This case involves a soldier who allegedly

conou'aêo physieal surveillance of unspecified US persons without prior authorization.

The AR 1S€ ínvestigation concluded there \üere no violations of AR 381-10 procedures.

The commander wilúnitiate conective actions recommended by the investigatirg officer.

This case is closed.

d. (U) INSCOM Case #03-008' Cl case is closed'

e. (U) INSCOM Case #03-009. Open Clcase.

f. (U) INSCOM Case #03-011- Open Cl case.
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g. (€ì-INSCOM Case #03-013. This case involves a subordinate unit ôommander

wfrä aìæroved, without authority, concealed monitoring and physicalsurveillance of a

US peråon in support of a Fedéral Bureau of Investigation (FBl) investigation. The

ãpproval level for'the use of both special collection teclrniques resides 
"t TO INSCOM

ióåprty Gommander for physical surveillance and Commanding General for concealed

i"*¡toi¡ng). An AR 1s€ inúestigation determined the unit commander did exceed his

authority in approving the concealed monitoring and physicalsurveillanT. Tft"

càrr"'n¿ing benerá, I¡lscoM, approved recommended conective actions, wh¡ch

i;.dd;¿pr¡ä,ano of the unit commander and formalization of tl're approval pocess for

spáciat coìþction techniques requiring expeditious handling. This case is closed-

h. (U) INSCOM Case #03-014. This case involves a counterintelligence (Gl) Special

ag"ni*í.,o participated with the FBI in a physical search without CG INSCOM approval

aã required'by Department of the Army, Fr¡tn9¡ review of this case determined the

i""r"n was fór criminal purposes andiequired Procedure 12, AR 381-10, approval by

n" S"cr"tary oî tt'te Rrmy. An AR 15€ investigation determined the SpecialAgent did

éxceed his áuthority by participating in the search without approval to do so. The

Special Agent was ôoúnseled and w¡tl attenO formal training on the types of support that

may be Provided to the FBl.

¡. (u) INSCOM Case #03-015. This case involves a contract employee who

allegèãiv violated Army policy on the use of non-attributable Intemet access and

pórË¡ol.íviolation of 1é IJSC sect¡on 1030, fraud and related activity in connection with

ãomputers. Investigation by the US Army Criminal Investigation Command (ClD)

continues. Upon dmpletioh of the CID investigation, an investigation under the

provisions of AR 15€ will be initiated-

frr)
i"i€#ttFi INSCOM Case #03{17. This case involves several Cl personnelwho

allägàOly conducled concealed monitoring and physical surveillance beyond the

;ñitátión date of originat approval, in support oJ q Ct investigetion. 4n informal inquiry

deiermined no violatión of dpecial collection techniques as an extension to the original

approval date was 
"pproueà 

prior to its expiration. The allegation^was the result of

,¡å"omunication bet*een ðeveral elements participating in the Clinvestigation. This

case is closed.

k. (U) INSCOM Case #03-018. Open Gl case'

il{S#¡F} TNSCOM Case #03420. This case involves several Cl SpecialAgents

who àlÞgedly conducted a Subject lnterview without authority. A review. determined

there are also possible violations of AR 381-12, SAEDA, for failure to submit a SAEDA

report in this case. An AR 15€ investigation is ongoing'
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nffiSf fHSCOM Case ffi342L This case involves unknown persons who allegedly

¡mpropeáy handled an e-mail account of a former US civilian employee in violation of
prbceOurå S, AR 381-10. The e-mail account was located on a US government

computer system. The civilian employee w?s involved.with a foreign national under Cl

invebtigation. Rn AR 1ffi investigation will be conducted.

4. (U) Suggestions for improvement of the oversight system: None.

5. (U) Comments.

a. (U) LTC Steve Jordan remains in traq until May 2Co4,- SSG Wlson has been

alerteà fbr duty in Kuwait (to depart ota 16 February and retum in July 2004).

b. (U) Due to the Global War on Tenorism (GìÂ/OT) (resulting in tfe expected

¡ncreaié of questionable activities), this office will begin the calendar year with a more

aggressive oïersight program, focusing on better understanding USAINSCOM's

oþérational activit¡es,'particularly Cl countertenorism investigations and operations,

lnformation Dominance Centers, and INSCOM non-joint SIGINT efforts.

6. (U) The INSCOM point of contact is Ms. Benton, Intelligence Oversight Officer,

sTu-lll coML 703-706-268e.

FOR THE COMMANDER:
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MEMORANDUM FOR THE INSPECTOR GENERAL (SAIG-|O), 1700 ARi/rY
PENTAGON, WÂSH¡NGTON, DC . 2031 0.1 7OO

SUBJECT: Intelligence Oversight Activities Report, Fourth Quarter, FiscalYear 2@3
(u)

1. (U) References:

a. (U) AR 381-10, US Army Intelligence Activities, 1 July 1984.

b. (U) INSCOM Supplement 2 to AR 381-10, US Army Intelligence Activities,
15 October 1993.

2. (U) Significant oversight activities undertaken:

a. (U) The INSCOM Intelligence. Oversight Office conducted the following oversight
inspections during the quarter:

- 66th Military Intelligence Group, Darmstadt, Germany,14-18 July 20O3
¿

- Heidelbérg Military lnteltigeÁce Detachment,2d Military Intelligence Battation,
66th Military Intelligence Group, Heidelberg, Germany, 15 July 2003

- Kaiserslautern Military Intelligence Detachment, 2d Military Intelligence
Battalion, 66th Military Intelligence Group, Kaiserslautern, Germany, l5 July 2003

- Stuttgart Military Intelligence Detachment, 2d Military Intelligence Battalion,66th
Military Group, Stuttgart, Germany, 16 July 2003

- Hanau Military Intelligence Detachment,2d Military Intelligence Battalion,66th
Military lntellígence Group, Hanau, Germany, 17 July 2003

- 2d Military Intelligence Battalion, 66th Military Intelligence Group, Darmstadt,
Germany, 17-18 JulY 2003

w
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- National Ground lntelligence Center-North, Washingon Navy Yard,
Washington, DC, 18-19 August 2003

- National Ground Intelligence Center, Chartottesville, Virginia,2ù22August
2003

- 501st Military Intelligence Brigade, Seoul, Korea, &17 September 2003

- 524th Military Intelligence Battalion, 501st Military lntelligence Brigade, Seoul,
Korea, 10 September 2003

- 532d Military Intelligence Battalion, 501st Military Intelligence Brigade, Seoul,
Korea, 16 September 2003

b. (U) The INSCOM lntelligence Oversight Office conduded the following staff
assistance visits during the quarter:

- Detachment 15, US Army Foreign Counterintelligence Activity, 902d Military
Intelligence Group, Darmstadt, Germany, 17 July 2003

- Seoul Military Intelligence Detachment, 524th Military Intelligence Battalion,
501st Military Intelligence Brigade, Seoul, Korea, 10 September 2003

- 3d Military lntelligence Battalion, 501st Military Intelligence Brigade, Pyongtaek,
Korea, 15 September 2003

- 527th Military Intelligence Battalion, 501st Military Intelligence Brigade,
Pyongtaek, Korea, 15 September 2003

- Humphries Military lntelligence Detachment, 524th Military Intelligence
Battalion, 501st Military Intelligence Brigade, Pyongtaek, Korea, 15 September 2003

c. (U) The INSCOM Intelligence Oversight OffTce conduded intelligence oversight
training for several Eighth US Army (EUSA) inspectors general and S2s on
9 September 2003 as part of their preparation for an EUSA organizational inspection
program, v/h¡ch includes intelligence oversight as an inspedion item of emphasis.
Training was also conducted for several 501st Military Intelligence Brigade subordinate
element lntelf igence Oversight Officers.

3. (U) ldentification of unlawful or improper activities discovered and/or reported:

Regraded UNCLASSIFIED on

Ss ana.l 2ü0(
by ÜSAû{SCOM FOIÆA
Auth para 4-102, DOD 5?0û-1R

73



tAcs-to
SUBJECT: Intelligence Oversight Activities Report, Fourth Quarter, FiscalYear 2003
(u)

a. (U) INSCOM Case #02-009. Open counterintelligence (Cl) case.

b. (U) INSCOM Case #O2-O11. Open Cl case.

c. (U) INSCOM Case #02-{12. This case involves a soldier who allegedly lost his
Cl Badge and Credentials (B&Cs), failed to report the loss, and falsified an official report
on accountability stating his B&Cs were accounted for when, in fact, he knew they were
lost. The AR 15€ investigation substantiated the allegations. The soldier was issued
an administrative Memorandum of Reprimand. This case is closed.

fiT
6t {€#NFl INSCOM Case #02-013. This case involves a soldierwho misused

lntelligence Contingency Funds (lCF), provided false official statements, and wrongfully
disposed of US government property. Investigation conoborated the allegations. The
soldier received a formal Letter of Reprimand. The unit took other conective actions to
preclude future recurrence and enhance their intelligence oversight program. This case
is closed.

e. (U) INSCOM Case #03-004. This case involves a soldier rivho conducted physical
surveillance of unspecified US persons without prior authorization. The Commande/s
Inquiry is completed. We await final disposition.

frfì
t- {Sf¡XÐ INSCOM Case #0S005. This case involves alleged unauthorized

electronic surveillance of non-US persons' electronic mail outside the United States.
The AR 15€ investigation is completed and corroborated the allegation. The personnel
involved viere counseled and instructed they are not to view or read any electronic mail
generated as part of their authorized mission. This case is closed.

g. (U) INSCOM Gase #03{06. This case involves a soldie/s falsification of a set of
counterintelligence (Cl) badge and credentials (B&Cs). The AR 15€ investigation
determined the soldier never used the fake B&Cs in an official capacity. The soldier
received a Memorandum of Reprimand, was removed from Cl investigative status for 90
days, and received rernedial training. The fake B&Cs were tumed over to ITRADS for
destruction. This case is closed.

h, (U) INSCOM Case #03-007. Cl case is closed.

¡. (U) INSCOM Case #03{08. Open Cl case.

j. (U) TNSCOM Case #03-009. Open Cl case.

Reeraded UNCLASSIFIED onu 
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(u)

k. (U) INSCOM Case #03-010. Cl case is closed.

l. (U) INSCOM Case #03-011. Open Cl case.

m. (U) INSCOM Case #03-012. This case involves a soldier who allegedly
compromised a Cl investigation by conducting a subject interview without autfnrity.
The AR l5€ investigation substantiated the soldier conducted the interview, but did not
substantiate that the investigation was compromised. The soldier was issued a lscal-
filed Letter of Reprimand and his Cl B&Cs were suspended for six months. This case is
closed.

Ë.qf€*¡*+ INSCOM Case #03-013. This case involves a subordinate unit
commander who approved, without authority, concealed monitoring and physicat
surveillance of a US person in support of a Federal Bureau of Investigation (FBl)
investigation. The approval level for the use of both specialcollection techniques
resides at HQ lNScoM (Deputy Commander for physical surveillance and
Commanding General for concealed monitoring). An investigation under the provisions
of AR 15€ continues.

o. (U) INSCOM Case #03414. This case involves a soldier who participated with
the FBI in a physical search without CG ¡NSCOM approval as required by Department
of the Army. An investigation under the provisions of AR 15€ continues.

p. (U) INSCOM Case #03{15. This case involves a contract employee wtro
allegedly violated Army policy on the use of non-attributable Intemet access and
possible violation of 18 USC section 1030, fraud and related activity in connection with
computers. The US Army Criminal lnvestigation Command (CtD) is conducting an
investigation. Upon completion of the CID investigation, an investigation urder the
provisions of AR 15€ will be initiated.

4. Suggestions for improvement of the oversight system: None.

5. The INSCOM point of contact is Ms. Benton, STU-lll CML 703-70è2G89.

Regraded IINCLASSIFIED on
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DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTELUGENCE AND SECURITY COMMAND

8825 BEULAH STREET
FORT BELVOIR. vA 220G0'524€
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X qq 3oo3

MEMORANDUM FOR THE ¡NSPECTOR GENERAL (SAIG-lo), 1700 ARMY

PENTAGON, WASHINGTON, DC 20310-1700

ggBJECT: Intelligence oversight Activities Report, Third Quarter, Fiscal Year 2003 (u)

1. (U) References:

a. (u) AR 381-10, us Army Intelligence Activities, 1 July 1984.

b. (u) lNscoM supplement 2 to AR 381-10, US Army lntelligence Activities'

15 October 1993-

2. (U) Significant oversight activities undertaken:

a. (U) The INSCOM Intelligence Oversight Office conduded the following oversight

inspedions during the quarter:

- 204th Military Intelligence Battalion, 513th Military lntelligence Brigade, Fort

Bliss, Texas, 21-23 APril 2003

- SOOth Military Intelligence Group, Camp Zama, Japan, 5-14 May 2003

- Asian Studies Detachment, 500th Military Intelligence Group, Carnp aama,

Japan, 6 MaY 2003

- CoMTECH-J, 5o0th Military lntelligence Group, camp zama, Japan, 6 May

2003

- counterintelligence Detachment Japan (cl Det-J), 5o0th Military Intelligence

Group, CamP Zama, JaPan, 6 MaY 2003

-zamaField office, 500th Military lntelligence Group, camp zama, Japan,

7 May 2AO3

Resaded UNCLASSIFIED on
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- Yokohama Field Office, 500th Military Intelligence Group, Yokohama, Japan,
7 May 2003

-Security Liaison Detachment, 500th Military Intelligence Group, Tokyo, Japan,

I May 2003

- Kure Field Office, 500th Military lntelligence Group, Kure, Japan, I May 2003

- 403d Military Intelligence Detachment, 500th Military Intelligence Group,
Misawa, Japan, 12 May 2003 and 3-10 June 2003

b. (U) The INSCOM lntelligence Oversight Office participated in a Joint National
Security Agency tnspector General inspection of the Misawa Cryptologic Operations
Center, Misawa, Japan, 2-13 June 2003.

g. (U) ldentification of unlavyful or improper activities discovered and/or reported:

a. (u) INSCOM Case #02-009. open counterintelligence (cl) case.

b. (U) INSCOM Case #02-011. Open Cl case'

c. (U) INSCOM Case #02-012. This case involves a soldier who failed to report the
loss of his Cl badge and credentials (B&Cs) and deliberately falsified an accountability
report for said B&Cs. As a result of the investigation into this matter, the soldier was
issued an administrative Memorandum of Reprimand. The unit also took conective
actions to improve procedures to preclude future occurrenæs. This case is closed.

fi_û
dì-ËtttüTflNSCOM Case #02-013. This case involves two soldiers who misused

Intelligence Contingency Funds (lCF), provided false official statements, and wrongfully
dispoéed of US govemment property. An investigation was conducted. We await final
disposition of this case.

e. (U) INSCOM Case #03-004. This case involves a soldier who conducted physical

surveiilance of unspecifìed US persons without prior authorizatíon. The unit is
conducting a Commander's lnquiry into the matter-

frr)l '€fÊtF) INSCOM Case #03-005. This case involves alleged unauthorized

electronic surveillance of non-US persons' electronic mail outside the United States.

The unit is conducting an AR 15-6 investigation into the matter.

g. (U) INSCOM Case #03-006. This case involves a soldier's falsification of a set of
Cl B&Cs. The unit is conducting an AR 15€ investigation into the matter.

Repraded TINCLASSIFIED on- *gs2ph-u7 gnf
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h. (U) INSCOM Case #03-007. Open Cl case.

4. Suggestions for improvement of the oversight system: None.

5. The INSCOM point of contact is Ms. Benton,

Regraded UNCLASSIFIED on
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DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND

8825 BEULA}I STREET
FORT BELVO|R, VIRGINTA zZO60-S2¡f 6

4 ApriJ- 2003
tAcs-to

MEMORANDUM FOR INSPECTOR GENERAL, DEPARTMENT OF THE ARMY,
ATTN: SAIG-IO, lTOOARMY PENTAGON, WASHINGTON Dc 2O1OO-1700

SUBJECT: IntellÍgence Oversight Aclivities Report, Second Quarter, Fiscalyear 2003

1. References:

a. AR 281-10, US Army lntelligence Activities, 1 July lg&4.

b. INSCOM Supplement 2 toAR 381-10, US Army Intelligence Activities, 1S October 1993.

2. This report covers the second quarter of FY 2003 and is provided in accordance with the
provisions of 1a.

3. SignÍficant oversþht activities undertaken: The INSCOM Command Oversight Office did not
conduct any Inlelligence Oversight inspections during this quarter. This office iã now performing
Intelligence Oversight inspections in conjunction wittrthe schedule established by the'INSCOM
lG for the Command's Organizational Inspec{ion Program (OlP). This office ac{ed as the
INSCOM primary point of contact and facilitor for theiransfer of a sensitive activity.

4. During the quarterrone Procedure 15, INSCOM number 03-001, was open/closed. Report
was forwarded to SAIG-IO on l3 Feb 03.

5. The following Procedure 15s are still open.

a. Case 02-009. This is an open Cl case.

b. Case 02-011. This is an open Cl case.

c' Cases 02'012 and 02413. These.cases were subject to a new AR l5-6 investigation due
to questions that came up during the review of the original AR 15-6 investigation. Due-to the
operational mission of the elements involved, final determination has not been finalized.

6. The INSCOM points of contact for this report are Mr. R.
D. Benton, CML 702-706-2689.

RTPLYTO
ATTENTION OF

&b6
Director, Command Oversight Off¡ce
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DEPARTMENT OF THE ARMY
UNffiD STATES ARMY INTEL¡'¡GENCE AND SECURITY CoMMAt'lD

8825 BEULAH STREET
FORT BELVOIR, VA 22060{246

REÈYTO
AITEXTO¡ OF

rAcs-ro 9 January 2003

MEMORANDUM FOR INSPECTOR GENERAL, DEPARTMENT OF THE ARMY,

ATTN: SAIG-IO, 17OO ARMY PENTAGON, WASHINGTON, DC 2010-1700

SUBJECT: Intelligence Oversight Activities Report, First Quarter, FiscalYear 2003

1. References:

a. AR 381-10, US Army tntelligence Activities, I July 1984.

b. INSCOM Supplement 2 to AR 381-10, US Army Intelligence Activities, 15 October

1993.

2. The report covers the first quarter of FY 2003 and is provided in accordance with the
provisions of reference 1a.

3. Significant oversight activities undertaken: The INSCOM Intelligence Oversight

Of¡ce did not conduct any oversight inspections during this quarter. This office did

establish a proposed inspection schedule for FY 2003.

4. ldentification of unlawful or improper activities discovered and/or reported:

a. Case #02-009. OPen Cl case.

b. Case #02{11. OPen Cl case.

c. Case ffi2{j2. An AR 15€ investigation is being conducted to determine the
circumstances which resulted in the loss of official Badge and Credentials and
subsequent misconduct by a deployed soldier. This matter was reported to SAIG-IO on

21 Nov02.

d. Case #02{.13. An AR1ffi investigation is being conductedto determine if ICF

was improperly used by soldiers. The investigation is also being used to determine if
government property was improperly disposed-

S. Suggestions for ¡pBtoveme,nt of the oversight system: This office has inquired
severã-t¡mes to lvls.l b0 IDAMI-CDC, concerning the revision/updating of
AR 381-10. Inquiries wä[ continue until draft is finalized and signed.
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6. The INSCOM points of contact for this report are SGT D. Wilson, CML 703-70+
1776, Ms. D. Benton, CML 703-706-2689, or Mr. R. Garrett, CML 703-70&1642.

b3&b6
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DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTELLIGENGE AND SECURITY COTilMAND

8825 BEULAH STREET
FORT BELVOIR, VA 22060-5246

æ
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MEMORA}¡PUM FOR INSPECTOR GENERAL, DEPARTMENT OF THE ARMY, ATTN:
SAIG-IO, ITOO ARMY PENTAGON, WASHINGTON, DC 2O3IO-1700

SUBJECT: tntelligence Oversight Activities Report, Fourth Quarter, Fiscal Yea¡2002

1. References:

a. AR 381-10, US Army Intelligence Activities, 1 July 1984.

b. INSCOM Supplement 2 to AR 381-10, US Army Intelligence Activities, 15 October

1993.

2. This report covers the fourth quarter of FY 02 and is provided in accordance with the

provisions of reference la.

3. Significant oversight activities undertaken: The INSCOM Intelligence Oversight Office
conducted the following oversight inspections during the quarter:

a. Rocþ Mountain Resident Ofüce, Company C, 308th Military Intelligence Battalion,
902d Military Intelligence Group, Fort Carson, Colorado, T August 2002.

, b. Fort Lewis Resident Offrce, Company C,308ü'Military Intelligence Battalion, g02d

Military Intelligence Group, Fort Lewis, \ilashington,9 August 2002.

c. Intelligence Support' Element-Lewis, 205ú Military Intelligence Battalion, 500û

Military Intelligence Group, Fort Lewis, Washington,9 August2002.

d. Alaska Resident Offrce,205th Military Intelligence Battalion, S00û Military
Intefligence Group, Fort Richardson, Alaska, l2 August 2002.

e. 205ü Military Intelligence Battalion, 500ü Military Intelligence Group, Fort Shafter,

Hawaii, 14-16 August 2002.

4. Identification of unlawful or improper activities discovered and/or reported:

a. Case # 02-004. The results of an AR 15-6 investigation conducted by the Commander,

66ü Military Intelligence Group (MIGP), revealed that a DA civilian did disobey her

supervisor's directive. She was issued a memorandum of reprimand to be placed in her local

8?
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STIBJECT: lntelligence Oversight Activities Report, Fourth Quarter, Fiscal Year 2002

personnel folder. No further action was contemplated. The final report was submitted on 5

August 2002 undet the provisions of reference 1a.

# 02-007.

investigêtion õf th" incident. The investigation revealed that the two special agents did violate

Procedure 9, AR 381-10, by participating in the physical surveillance without obtaining

concurrence of the CG, INSCOM. As a result of the findings, the agents were formally
counseled by the Commander and additional written policy guidance was deveþed. This case

is closed.

c. Case # 02-008. Refened

Referred
Referred is is a violation of'Procedure 14, AR 381-I0.

MI GRP will develop properpolicy guidance,Â.s a result of the tnctdent. the Uommant

to ensure that prior notification and appropriate documentation is provided for review at both

INSCOM and DA levels. This case is closed-

d. Case #02-009. OPen CI case.

e. Case # TDN 02-01, Report of Alleged Questionable Activity of two soldiers deploye.d to

Latin America. As a result of the incident, the Commander issued both soldiers AR-15

punishment.

5. Suggestions for improvement of the oversight system: Continue to cnsure timely responses

for 30 day updates on open Procedure l5 cases from subordinate units.

6. The INSCOM points of contact for this report are SGT'Wilson, Intelligence Oversight NCO,

CML'103-706-1776 and Ms. Debbi Benton, Intelli ight OfTicer, CML

The

Referred
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DEPARTMENT OF THE ARMY
UÍ{ITED STATES ARMY ITÚTEIIIGETCE AI¡D SECI'RTTY COÍIIMAIIO

FßE EDOiI OF ITIFORTI|ATIOT{/FßIVACY Of FKE
FORÎGEORGE 6. ÍI/|EAOE, MARYI.A]ÚD 20755.5995

REPLY IO
ATTENTlON OF:

Freedom of Information/
Privacy Office

Ms. Marcia Hofmann
Electronic Frontier Foundation
454 Shorwell Street
San Francisco, California 97110

Dear Ms. Hofmann:

Coordination has been completed and we have been informed by the U.S. Army Crime Records Center
(USACRC) that their information is releasable to you. To aid you in idenrifying the USACRC
information, we have bracketed it in red.

Additionally, we are still coordinating with other government agencies concerning the releasability of
their information contained in the records. We will inform you as to the releasability of the information
upon completion of our coordination.

Ifyou have any questions regarding this action, feel free to contact this offrce at l-866-548-5651
(Press 2Press 9), or email the INSCOM FOIA office at: INSCOM-FOlA_serviceCenter@mi.armv.mil
and refer to case #619F-08.

Sincerely,

WSusan J. Butterfield
Director
Freedom of InformationÆrivacy Office

Investigative Records Repository

Enclosure
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(u)

j. (U) INSCOM Case #06-022. This case involves an employee becoming intoxicated during
a liaison contact meeting, using foul language which offended the host nation contacts, and
becoming physicalty abusive with coworkers present at the meeting. A US Arrny Çriminal
Investigation Command (ClD) investigation elicited a confession and apology from the
individual. The civilian employee has þeen removed from federal service. This case is closed.

k. (U) INSCOM Case #06-023. Open Cl case. ACCN 04-0029-902

| (U) INSCOM Case #06-024. Open Cl case. ACCN 05-0022-902

m. (U) INSCOM Case #06-025. C, case is closed. ACCN PI-SCO-07-001

n. (U) INSCOM Case #06-026. This case involves misuse of official US government
position, misuse of Cl badge and credentials, and providing intelligence training to an
unauthorized person. An AR 15-6 investigation was cornpleted and allegations disproven. This
case is closed.

o. (U) INSCOM Case #06-027. This case involves indecent assault of a subordinate
employee by a supervisor during several official TDY assignments, On 4 December 2006, the
DAIG-IO informed us this case was not reportable under the provisions of Procedure 15 and,
therefore, closed. Additional information was received and, per coordination with the DAIG-IO,
we have reopened this case. The individual was given a notice of proposed removal on
28 December 2006. His employment was terminated and he will be departing the end of April
2007. This case will be closed early in third quarter, FY07.

p. (U) INSCOM Case #06-028. This case involves unauthorized Cl investigative activity on
SAEDA incidents without open Cl investigations, a violation of Procedure 14, AR 381-10, lt also
involves submission of numerous SAEDA reports outside the 72-hour window mandated by AR
381-20, A Commande/s Inquiry was conducted. The inquiry team provided an update report
on findings and proposed corrective actions. The HQ INSCOM Deputy Commander then
appointed an AR 15-6 investigating officer. The AR 15-6 investigation continues.

q IgtNl¡NScOM Case #06-029. This case involves an analyst who attempted to acquire
foreign materiel without authority, in violation of Chapter 11, DIAM 58-11, and Procedure 14, AR
381-10. An AR 15-6 investigation, directed by HQ INSCOM, to review procedural issues in the
foreign materielacquisition (FMA) program, is completed and corrective action taken. The
INSCOM AR 15-6 investigation did not substantiate allegations of impropriety against
individuals in the violation of law, regulation, or policy. DIA will be so informed.

L2
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(u)

l@not ol guV:.Jh"y were anested and charged with.violatins curfewiU :lt$;ffi,îilF
ffi 15-6 invéstigatión determined only one agen] violated paragraph 9-7, AR

agent received a rieu Grade Article 15. This case is closed.

s. (U) INSCOM Case #07-002. This case involves a Cl special agent-misusing his Cl badge

and cieáentials to have vehicle citations removed from his local record. An AR 15-6

investigation suOstantiated the allegation. The agent wes removed from his position and

receivðd a Field Grade Article 15 wltn punishment. This case is closed'

t. (u) INSCOM Case #07-003. open cl case. ACCN #07-0011'902

u, (u) INSCOM Case #07-004. open cl case. ACCN #Pl-BcB-07-002
t

u. ¡sffrl rhe lNScoM command Group conducted a comrnander's inquiry into allegations

prur"nt"o in tne oÁiC nãport of Preliminary Inquiry (DAIG-06-003) regarding suspected

violation of AR 381-14, nR ggo-5, and AR 381-102 by INSCOM Technical surueillance

countermeasures (TSþM) special agents during the-conduct of an FMA operation in 2005. Ïhe

INSCOM Cornmanbe/s inquiry d¡d nõt substantiate any allegations of impropriety against

individuals in the violation of láw, regulation, or policy. This case is closed'

4.(U)Suggestionsforimprovernentoftheoversightsystem:None.

5. (U) The INSCOM point of contact is Ms. Benton, Intetligence Oversight Officer, STU-¡ll CML

703-706-2689.

FOR THE GOMMANDER:

LARRY L. MILLER
Deputy to the Commander

13
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SUBJECT: Intelligence Oversight Activities Report, First Quarter, Fiscal Year 2007 (U)

y. (U) INSCOM Case #06-028. This case involves unauthorized Cl investigative activity on

SAgOnincidents without open Çl investigations, a violation of Procedure 14, AR 381-10. lt also

involves submission of numerous SAEDA reports outside the 72-hour window mandated by AR

381-20. A Commander's lnquiry was conducted. The inquiry team is en route back to home

station and will provide an update report on findings and proposed corrective actions within 30

days.
()-

z. ÞÑçl INSCOM Case #06-029. This case involves an analyst who attempted to acquire

toreigimatóriel without authority, in violation of Chapter 11, DIAM 58-1 1, and Procedure 14, AR
gaì-iO, An AR 15-6 investigation, directed by HQ INSCOM, to review procedural issues in the

t*uign materiel acquisition (runl program, is completed and corrective action taken. DIA will

be sõ informed. Formal Procedure lSclosure will be completed by the end of January 2007

and reported as closed in the next quarterly report,

aa. (u) lNScoM case #06-030, Ihis case-involves srlr¡8."..gialag_ents 
in34[rinking,_.,__

4. (U) Suggestions for improvement of the oversight system: None.

S. (U) The INSCOM point of contact is Ms. Benton, lntelligence Oversight Officer, STU-lll CML

703-706-2689.

FOR THE COMMANDER:

//original signed//
GREGG C. POTTER
Colonel, Ml
Deputy Commander
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DEPARTMENT OF THE ARMY
UTIIIED sfAlES ARMY I¡{TITUGE]'CE ATD SECT,RTY COiJIMAI{D

FRCEDOM OF IHFORT'AIIOI{/PR¡VACY OFFICE
FORTGEORGE 6. MEAOE, i¡|ARYtAilD 2075'.5995

REPLY 10
ATTENTION OF: --: JUL 10 2009

Freedom of Information/
Privacy Office

Ms. Marcia Hofmann
Electronic Frontier Foundation
454 Shotwell Street
San Francisco, California 94L10

Dear Ms. Hofrnann:

This responds to your appeal of July 8, 2008, appealing our letter of May 8, 2008. Your request was
received in this office on July 8, 2008.

Your appeal and a copy of this letter have been forwarded through the Department of the Army,
Deputy Chief of Staff, G2, to the Secretary of the Army, Office of the General Counsel, for appropriate
action and direct reply to you. For your information, the address is:

Office of the General Counsel
104 Army Pentagon
Room 28725
Washington, DC 203 10-0104

We apologize but page 49 was inadvertently left out of the records we forwarded to you on May 8,
2008. We have reviewed this page, determined it no longer warrants security classification and it is
enclosed.

A second search will be conducted at other elements of our command for records pertaining to your
request. We will inform you of the results upon completion of our coordination.

Ifyou have any questions regarding this action, feel free to contact this off,ice ar i-866-548-5651 (Press
2/Press 9), or email the INSCOM FOIA office at: INscOM_FOlA_ServiceCenter@mi.army.mil and
refer to case #639F-08.

Sincerely,

¿¡4þØø¿
Lftelfleld U

Freedom of Information/Privacy Offìce
Investigative Records Repository

Enclosure
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óueJrcr: Inteltigence Oversight Activities Report, First Quarter, FiscalYear 2005 (U)

¡.(U)lNscoMCase#04-ols.ThiscaseinvolvesthewrongfuldisseminationofUS
p"r.ôn ãnd counterintelligence investigative information. The information was posted

on a classified computeréystem; it waé subsequently removed from the system' An AR

1S€ investigation found nó controls in place to ensure information was disseminated

*ftn¡n prope-r channets. The investigation recommended implementation of better

fró""durds, clearer tecfrnical guidance, and periodic training of all personnel, which the

äommander implemented. This case is closed-

j. (U) INSCOM Case #04-019- Cl case is closed'

f¡t\
É*b/$¡FÞtNSGoM Case #o+ozo. This case involves the conduct of unauthorized

invãstìgative activiÇ in CONUS without authority to do sp and failure to report _ _

inforrãtion reportable underAR 381-12, SAEDÀ in a timely manner. An AR 15€
investigation Éas been completed and is undergoing legal review.

l. (U) INSCOM Case #04-02L This case involves unauthorized colleetion of US

p"rsôñintorm"tion, wtricfr was subsequgltly y^sed. ,.n 
" 

TALON report, and the conduct

ãf unauthorized investigative activity in CONUS without authority to do so- An AR 1ffi
iávestigation has been completed and is undergoing legalreview'

/it\

'(Es¡A¡El 
INSCOM Case #Mfi22. This case involves unauthorized collection of

US peison information. Based on a request from a foreign government agency, a

s"aicf¡ for information on a US person was conducted on US Government computer

ãviir*r without authority to do so. An AR 15€ investigation substantiated the

;í;õlñ": Th. ¡nu"rtigátion recommended a review of business practices, seygrgl

indiüiduals be counselãd; ano that all US person information be destroyed, wttich the

commander implemented. This case is closed-

n. (u) INSCOM Case #05-001. This case involves misuse of an individual's official

uS goìérnment position while deployed. The individual approached an officialforeign

gouõ,'nrn"nt coniac{ and requested he use his influence to delete a traffic citation. The

in¿iv¡Oualwas relieved of hii duties and reassigned. This case is closed'

S|+S#xÊ INSCOM Case #05{02. This case involves inadvertent imaging of a US

locatiôn outside a US mifitary installation. þpropriate conective actions were taken.

This case is closed.
/t,t

b.tiþ#l+F-l INSCOM Case #0S003. This case involves providing information to a

toreigà counierintelligence liaison contact, while deployed, whicfr resulted in the alleged

nECâÞIAU¡å!æ
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