U.S. Department of Justice

Office of Information Policy

Telephone: (202) 514-3642 Washington, D.C. 20530
MAR 19 2009

Ms. Marcia Hofmann

Electronic Frontier Foundation Re: AG/06-R0352

454 Shotwell Street DAG/09-R0353

San Francisco, CA 94110-1914 CLM:VRB:MMC

Dear Ms. Hofmann:

While processing your Freedom of Information Act (FOIA) request dated September 22,
2006, for specific records pertaining to the application of the pen register and trap and trace
~statute (18 U.S.C. §§ 3121-3127), the Criminal Division referred four documents, totaling
fourteen pages, to this Office for processing and direct response to you. For your information,
these documents were received by this Office on February 6, 2009. This response is made on
behalf of the Offices of the Attorney General and Deputy Attorney General.

In your initial request letter you sought 1) applications made by United States Attorneys to
federal courts to acquire post-cut-through dialed digits during telephone surveillance; 2)
applications made by United States Attorneys to federal courts to acquire Uniform Resource
Locators (URLs) during internet surveillance; 3) inquiries, and responses to those inquiries, made
to the Department’s Office of Enforcement Operations or Computer Crime and Intellectual
Property Section regarding what constitutes “content” under the statute; 4) guidance issued by the
Department to United States Attorneys as to what constitutes “content” for the purposes of the
statute; and, 5) reports of apparent misconduct submitted to the Office of Professional
Responsibility with regard to the collection of “content” under the statute.

Upon review of the documents referred by the Criminal Division, I have determined that
three documents, totaling twelve pages, are not responsive to the enumerated items of your
request. For your information, these documents concern proposals concerning internal
consultation procedures and the delegation of authority with respect to the use of pen registers and
trap and trace devices. These documents do not provide formal guidance or interpretations of the
meaning of “content” under the statute. The final document, totaling two pages, is an undated and
unsigned draft version of a document that appears in the electronic Reading Room of the Office of
the Deputy Attorney General. In order to be of assistance I am providing you with a courtesy copy

of this document, which is available at http://www.usdoj.gov/dag/readingroom/dag_foial.htm.

If you are not satisfied my response concerning the documents referred to this Office by
the Criminal Division, you may administratively appeal by writing to the Director, Office of



http://www.usdoj.gov/dag/readingroom/dag_foial.htm

2-

Information Policy, United States Department of Justice, Suite 11050, 1425 New York Avenue,
NW, Washington, DC 20530-0001, within sixty days from the date of this letter. Both the letter
and the envelope should be clearly marked “Freedom of Information Act Appeal.”

Sincerely,

rmen L. Mallon
Chief of Staff

Enclosure
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