
U.S. Department of Justice 
Office of Information Policy 

Telephone: (202) 514-3642 Washington, D.C. 20530 

MAR 1 9 2009 

Ms. Marcia Hofmann 
Electronic Frontier Foundation 
454 Shotwell Street 
San Francisco, CA 94110-1914 

Re: AG/09-R0352 
DAG/09-R0353 
CLM : VRB :MMC 

Dear Ms. Hofmann: 
While processing your Freedom of Information Act (FOIA) request dated September 22, 

2006, for specific records pertaining to the application of the pen register and trap and trace 
statute (18 U.S.C. §§ 3121-3127), the Criminal Division referred four documents, totaling 
fourteen pages, to this Office for processing and direct response to you. For your information, 
these documents were received by this Office on February 6, 2009. This response is made on 
behalf of the Offices of the Attorney General and Deputy Attorney General. 

In your initial request letter you sought 1) applications made by United States Attorneys to 
federal courts to acquire post-cut-through dialed digits during telephone surveillance; 2) 
applications made by United States Attorneys to federal courts to acquire Uniform Resource 
Locators (URLs) during internet surveillance; 3) inquiries, and responses to those inquiries, made 
to the Department's Office of Enforcement Operations or Computer Crime and Intellectual 
Property Section regarding what constitutes "content" under the statute; 4) guidance issued by the 
Department to United States Attorneys as to what constitutes "content" for the purposes of the 
statute; and, 5) reports of apparent misconduct submitted to the Office of Professional 
Responsibility with regard to the collection of "content" under the statute. 

Upon review of the documents referred by the Criminal Division, I have determined that 
three documents, totaling twelve pages, are not responsive to the enumerated items of your 
request. For your information, these documents concern proposals concerning internal 
consultation procedures and the delegation of authority with respect to the use of pen registers and 
trap and trace devices. These documents do not provide formal guidance or interpretations of the 
meaning of "content" under the statute. The final document, totaling two pages, is an undated and 
unsigned draft version of a document that appears in the electronic Reading Room of the Office of 
the Deputy Attorney General. In order to be of assistance I am providing you with a courtesy copy 
of this document, which is available at http://www.usdoj.gov/dag/readingroom/dag_foial.htm. 

If you are not satisfied my response concerning the documents referred to this Office by 
the Criminal Division, you may administratively appeal by writing to the Director, Office of 
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Information Policy, United States Department of Justice, Suite 11050, 1425 New York Avenue, 
NW, Washington, DC 20530-0001, within sixty days from the date of this letter. Both the letter 
and the envelope should be clearly marked "Freedom of Information Act Appeal." 

Sincerely, 

Enclosure 



(gfficc of iifï Deputy «genual 
«t«^*. ,5.«. 2tm 

febcaaty 6, 2003 
MEMORANDUM FOR AU. HOLDERS OF THE UNITED STATES ATTORNgYS' MANUAL 
FROM: 

SUBJECT: 

AFFECTS.-

THE QEPOTY ATTORNEY GENERAL 
United Suite. AaaMcys' 'Manual Staff Excewdve-bteéè foV t&hctfSftlw kttomeyi 

. . . , . . , ' — " . . " • • -

All Tides widi Criminal Proseeutioas (TUiesJ^.S.^^S;^ ; 

B» Mowiĥ  cfctite? « asw ¡setioq, ̂ TCQOgPiifttr ÇfclwUsa&a Willi (fe&Sg&âfex Câme and ïliiiàkBeiiuiiÎ!!̂ ^ Orders Capafcteof UWfo^tff^^L««^ { U Ç ^ ^ I ^ ? ^ ^ ^ 2 ^ United States Attarâ l'̂ inMi*̂ »-«rt̂ -ijB&Hî -ae-d̂ ^Otf̂ SiiN î̂ 0!?̂ ^ Tbe.nsw policy sùniliirlyfutsan impact oao(h«titleir Tfemvv'Sçctioia pmcannftti^viiMiK Dtvisnni oiccijAappUcationsf̂ tJiicreeisicr otàëri 
w sm 

«ad «{^U î̂̂ .SiiK&rwK t̂técc locators (URLs) 
Ifl2001,.tf>e USA PATRIOT Act<E.l.. 1(17-56) ain«ndtd\ttl« t>M Rçfiikiir.and ljrapand Tim» SMit̂ C â̂ qriâaUfte), lî,tf .Si€. | etseq., Wdp^^OW^i^ijlUè pcn/crapOKl«sto ooflecl tfysdan-çofltent itjfprmaiîàt» ax̂ ociitê î̂ tà tntti|«cattiit̂ iattio[». Oàe W ctûed jnl̂ ifçgaiixs jw^e^ :io.«>âcû! 

prohitnW « îâUt Aibod̂  in deciding whethcr.toajlÉjtj-{¡¿lipjisterw: tfepaï tegiSir order, (2) the Jiti^fokn^w ftié iî tiidaai cnsft (î) hW itû^'oï^^ycnlJl^wodd be obtained, and (4) the impact oÇtKe onleronthe Oepartmclifï potîcy--goal3. ' • 



Memorandum For AU Holders Of The United States Attorney's Manual Page 1 Subject: Criminal Division Approval of Pen Registers and Trap and Trace Applications Involving the Collection ofUnilbnii Resource Locators (URLs) 
Consultation with CCiPS can Itclp resolve (Iwsc issue$,as wcUas ciuming tfritthe contttnplaied use of a pen «gister -wotidd 1>c (»¿^^t^thttusjfe^uty Agejcney General's May 2̂ .2002 hiuttoraiKlum o» "Avpî ^Colleĉ bn̂ ^̂ 'tayistigaBfeeVse of!GaflteIlt,jttfoClpieki^ of" flea Regfaga* «nd tln^^^niciKSwiM^' 

Thispolicy does not apply to ̂ grto^qratliw: pflnit̂ iiter oHfcfsdat authorize coLlcciionat InietwaiProtocoî ) suebiP «idirc^l^^padiiy 
at a «(̂ Mteiaiê  wiiitî ^ ustogatrap optf- traceVdar. 

No employee of lis DeparttnentiviU TJRI4 without first eonsqlciag vatb t^CC^S of Ihe Cntoiiial Divwioo. 
banc facts of ^jplieadon^a^^eri (c^^ tot die cotlw '̂oiioi; d j ^ i ̂ ^ la the context of thcj^icifecase, wkJ (e) any oth îpfortimtioferelew^^ propriety of t&e application,.: fti m.eqieigen ,̂ sod^t at (202) S i4-1026 or, siWKoura «(¿02) SiHlrSOOO, ami be prcpi^t to^es«»^ ̂  above informarioa. 


