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. Approved case files from the FBI's Automated Case Support (ACS) Electronic

Case File @CF) case management system,

o Secure Automated MessagingNetwork (SAMNeÐ message taffic,

. LrtelPlus File Rooms.

.b2
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. Universal Name úrdex (JNI), and

¡ Violent Gang and Terrorist Organization File (VGTOF") from the Criminal
Justice Information Systems (CJIS) Division.
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. Approved case files from the FBI's ACS ECF case management system;

r Electronic versions of the JICIj defined a¡chived documents;

o SAMNet message trafñc;
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. Approved case files from the FBI's Automated case support (ACS) Electronic
Case File (ECF) case management system,

. Secure Automated MessagingNetwork (SAMNet) message taffic,

. IntelPlus File Rooms.

. UniversalName Index ([lNÐ, and

¡ violent Gang and rerrorist organization File (vGToF") ûom the criminal
Justice Information Systems (ClS) Division.
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The IDV/-DS system includes the following types of data. Representative samples of
sets a¡e used. Enough data is available in order to support development while
g the security risk.

. Approved case files from the FBI's ACS ECF case **ug"^"o, system;

o Electronic versions of the JICI) defiaed archived documents;

o SAMNet message traffic;
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. LINI, and

. VGTOF from CIIS Division.
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3.1.3.1 IDW-S Core Subsystem Data and Data Processing

The IDW-S Core Subsystem holds and processes data from the following approved data sources:

o Serialized Elecfronic Case File @CF) documents in approved case files from the FBI's
Automated Case Support (ACS) system

o IntelPlus Headquarters CT FileRooms
o Secu¡e Automated MessagingNetwork (SAMNet) message traf,fic
o Electronic versions of the Joint Intelligence Commiuee Investigation (JICI) defined

archived documents
o Violent Gang and Terrorist Organiz¿1ien File (VGTOF) from the Criminal Justice

Infomration Systems (CJIS) Division
SourceNews
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3.9.9 IndirectConnections

3.9.9.1 IDW-S Core Subsvstem fndirect Connections
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FBI Intel Plus Secret FBI FTP

FBI Secure
Automated
Messaging
Network
(SAMNet)

Secret FBI FTP

FBI Document
Conversion
Laboratory

@oclab),
Records
Management
Division (RMD),
FBIHQ

Secret FBI CD/DVD

TransferBy CD-ROM Disþ etc. (No connections to IDW-S)

FBINational
Crime
Informafion
Center íNCIC)

Unclassified/SBU FBI CD-ROM

MiTAP Unclassified NA CD.ROM

b2
b7E

47-

UNCLASSIFTtsD / / YOP. OFFICT.AL USE ONLY



T]NCLASSIF'IED/IF'OR OFFICIAL USE ONLY

F"'"RAL B.r** o o, f**srrcarroN
onrrcp oF'THE Pnocnavr MaNacTMENT ExrccuTrvr

¡{TI I¡IFORI.Í¿,TIOI'I CO¡¡:rÀIIiIED
HEFTI$ I5 UIICTÀSSIFTED
DÀTE 0t-18-2008 By 6SI?9 dü.h/bja./cst

í
{^/

#:

Security Concept of Operøtíons (S-CONOhS)
Investigøtive D øtø Wøreho use (IDW)

Document Version 7.2.2

December 22, 2004

UNCLASSIFTED/IFOR OF'FICIAL USE ONILY

i



T]NCLASSMIED/¿NOR OF'FICIAL USE ONLY

Outside
The table below lists the data and sources for the operational subsystem.

TINCLASSTFIED/IFOR OF'FICIAL TTSE ONLY



I]NCLASSIFIED/IFOR OFFICIAL USE ONLY

I]NCLASSMIEN/ITOR OFFICIAL USE ONLY

b2
}1?tr

ôrrt. ci âa t-lra e¡ana

Secret and below

FBI Records
Management
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Document
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@oclab), FBIHQ
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FBI Case

Data

FBI Àutomated
Case System
(Acs)

Secret and below

Financial
Center
(FinCen)
Data

SBU

Various
Lists of
Data

Various Sources,
€.8.,

Transportation
Security
Administration
(rsA)

SBU

Various
CTD
Datasets

FBI
Countertenorism
Division (CTD)

Secret and below

Telephone
Data

Database of
telephone
numbers from
ACS indexed by
phone number,
names, addresses,

and case numbers

Secret and below
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Automated Transfer of Raw Data to IDW-S
ôrrtsiâo fha c¡nñê

Raw data is automatically transferred to the IDV/-S system from approved data sources in
accordance with an Interconnection Agreemenf Memorandum of Understanding,
Memorandum of Agreement or Interface Control Document. iDV/-S Vl receives update
data by the following means:

data is hansmitted to the IDV/-S

b2
b7E

ls
Open Source News data is tansmitted to the IDW-S
The JICI library is static and is not updated on IDW-S Vl.

a

o

af
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3.5.1 Data Processed

3.5.1.1 IDW-S Core Subsystem Data Processed

Table 3.5.1.1 below outlines the IDW-S datasets and information about transfer and ingesr
processing for each source.
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ACS
Electronic
Case Files
(EcÐ

FBI Automated
Case System
(ACs)

Secret and below
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IntelPlus
Filerooms FBI IntelPlus Secret and below

SAMNet

FBI Secure
Automated
Messaging
Network
lSAMNet)

Secret and below

VGTOF
FBI National
Crime Information
Center íNCIC)

SBU

JICi

FBI Records
Management
Division (RMD),
Document
Laboratory
(Doclab), FBIHQ

Secret and below

Open
Source
News

MiTAP Unclassified

b2
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Table 3.5.1.1 IDlil-S Data Sets
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3.9.9 fndirect Connections

3.9.9.1 IDW-S Core Subsystem Indirect Connections
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FBI Automated
Case System
(ACS)

Secret FBI FTP

FBI Intel Plus Secret FBI FTP

FBI Secure
Automated
Messaging
Network
(SAMNet)

Secret FBI FTP

FBI National
Crime
Information
Center CNCIC)

Unclassified/SBU FBI CD-ROM

FBI Document
Conversion
Laboratory

@ocLab),
Records
Management
Division (RMD),
FBIHQ

Secret FBI CDIDVD
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Source News
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Automated Case Support (ACS) System, Electonic Case File @CF) Subsystem
[Secret and below]

IntelPlus [Secret and below]

Secure Automated Message Network - Secret (SAMNet-S) [Secret and below]

NCIC Violent Gang and Terrorist Offender File (VGTOF) [Sensitive But
Unclassifiedl

Joint Intelligence Committee Investigation (JICI) [Secret and below]

DARPA/IIDES Open Source News [Unclassified]
Data from each source is held in an identified source Library against which users can direct the
anal¡ical tools.
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Data used in the SES subsystem comes from
. The standard, customary, data sowces for the IDV/
o Several SES-unique data sources which are provided for use by a subset of the IDW

users.

The SES-specific data sources

. NoFIy b2
o/La

a

a

a

a

a

t¡

Unified Name Index Gn\iÐ extracts
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IDW Operational
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Services

2 System Security Overview

Data processed by the system will include the following data sets:
. Approved case files from the FBI's Automated Case Support (ACS) case management
. system;

o E1ectuonic versions of the Joint Inielligence Committee Investigation (JICI) defined
archived documents;

. Secure Automated Messaging Network (SAMNet) message traffrc;

t-ha q¡nnaOuts ide

o IntelPlus File Rooms: and
Hardcopy versions ofthis docum€nt must be
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Violent Gang and Terrorist Organization File (VGTOF') from the Criminal Justice
Information Systems (CnS) Division;
Defense Advanced Resea¡ch Projects Agency (DARPA) Translingual Infonnation
Detection, Extraction and Summarization CIIDES) Open Sowce Data

ôrrf cido {-he C¡^nê
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IDV/ contains data from the following data sou¡ces with security classification indicated in
brackets:

o Automated Case Support (ACS) System, Electonic Case File (ECF) Subsystem [Secret
and belowl

¡ IntelPlus [Secret and below]
. Secure Automated Message Network- Secret (SAMNeI-S) [Secret and below]
o NCIC Violent Gang and Terrorist OffenderFile (VGTOF) [Sensitive ButUnclassified]
o Joint Intelligence Committee Investigation (JIC! [Secret and below]
o þ{ftptr IIDES Open Source News [Unclassified] ours i cìe rhe s.ôôê
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Automated Transfer of Raw Data to IDW-S

Raw data is automatically transferred to the IDW-S system from approved data sources in
accordance with an Interconnection
Memorandum of ives update

data by the following means:

¡ ACS uodate data i

¡ SAMNet

e VGTOF
r Open Source
¡ The JICI librarv is static and is not

'ôrrt- c i Ào r'l-ra q^^hê
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3.5.1.1 IDW-S Core Subsystem Data

Table 3.5. L l below outlines the IDW-S
processing for each source.

Processed

datasets and information about transfer and ineest

'Outside the Scope
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lntelPlus
Filerooms

FBI lntelPlus Secret and below

SAMNet

FBI Secure

Automated
Messaging
Network
lSAMNetì

Secret and below

VGTOF
FBI National
Crime Information
Cente¡ (NCIC)

SBU

JfCI

FBI Records
Management
Division (RMD),
Documenl
Laboratory
(DocLab), FBfHQ

Secret and below

Open
Source
News

M|TAP Unclassífied
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3.9.9 IndirectConnections

3.9.9.1 FDW-S Core Subsystem Indirect Connections I
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Secret FBI FTP
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FBI Secure
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Messaging
Network
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Unclassified/SBU FBI

FBI Document
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Document
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FBI Case

Data

FBIAutomated
Case System
(Acs)

Secret and below

Financial
Center
(FinCen)
Data

SBU

Various
Lists of
Data

Various Sources,
€'8"
Transpofation
Securþ
Administation
(rsA)

SBU

Various
CTD
Datasets

FBI
Counterterrorism
Division (CTD)

Secret and below

Telephone
Data

Database of
telephone
numbers from
ACS indexed by
phone number,
names, addresses,
and case numbers

Secret and below
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Raw data is automatically tansferred to the ID'W-S system from approved data sources in
accordance with an Intercon¡rection Agreement, Memorandum of Uiderstanding, Memorandum
of Agrëement or Interface Control Document. IDW-S Vl receives update dataÉythe following
means:
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Automated Transfer of Raw Data to IDW-S
Outside the Scope

o ACS data is transmitted to the IDW-S s

o SAMNet data is transmitted to the IDV/-S

a

a

o

Open Source News data is tansmitted to the Dw-Ssvsæm-
l-,

b7E
The JICI library is static and is not updated on IDW-S Vl.
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into individual serial records (in the case of ACS ECF),
SourceNews
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3.5.1 l)ata Processed

3.5.1.1 IDIV.-S Core Subsystem Data Processed

Table 3.5.1.1 below outlines the IDV/-S datasets and information about tuansfer and ingest
processing for each source.

ôrrici¡ìa t-ho c¡¡ñ¿

b2
b7E
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ACS
Elechonic
Case Files
(EcF)

FBI Automated
Case System
(Acg)

Secret and below
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IntelPlus
Filerooms FBI INTEIPIUS Secret and below

SAMNet

FBI Secure
Automated
Messaging
Network
(SAMNet)

Secret and below

VGTOF
FBI National
Crime Information
CenterNCIC)

SBU

JTCI

FBI Records
Management
DivisionßMD),
Document
Laboratory
@oclab),FBIHQ

Secret and below

Open
Sou¡ce
News

MiTAP Unclassified

.b2
b7E

Table 35.1.1 IDW-S Data Sets
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3.9.9 fndirect Connections

3.9.9.1 IDW-S Core Subsystem Indirect Connections
hwfüútNnñE (suüstrtfçiÉyffuñ

&
GtrÍYIHrRfiñilËNfE*

4üSCtßlDt|rD
w uaHNËtf,Et|3

sftnt@

FBI Automated
Case System
(ACS)

Secret FBI F-TP

FBI Intel Plus Secret
.FBI

FTP

FBI Secure
Automated
Messaging
Network
(SAMNet)

Secret FBI FTP

FBI National
Crime
Infor¡nation
Center (NCIC)

Unclassified/SBU FBI CD-ROM

FBI Document
Conversion
Laboratory

@oclab),
Records
Management
DivisionßMD),
FBIHQ

Secret FBI CD/DVD
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MiTAP-Open
Sou¡ce News

Unclassified NA CD.ROM ^)
b7E
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ata Source
1. AGS ¿tutomaæd Case Support (CI Case'Files) Archived Investþtive dating bach though calendar year
1995. Updates pushed (FTP) to IDS7 once per day.

e ffi PlH updates pushed (F-r") to ID!Ø as needed (usually once per day).

.b2
b7E

3. JlGh -Archived d¿ta ftom theJoint Intelligence Committee Investþtion SICI) regarding 9/ll asdirected by
the Congress of the United States. (Static file system)

+ ORGON! Patsed data ftom SA,MNet and 'tCS daa collections s,ith rhis caveat. pushed to ID!Ø once
per day.

5. SAI[Netl sEcnei asd below cable ttaffic to/fromFBl Headquarrers. puled çF-r") ftom SAMNet
sewer (IDW chronological job runs every 10 minutes; SAMNetposts nerñ¡ data3 ti".,es per <tay).

6. TFRGI Tenorist Financial records. Updates pushed (Ef") to ID$l once per day.

7. VGTOFI violent Gang & Tetrorist Offense File. Updated data file is provided ia entirety by CD on a
weekly basis.

8. OSINT! Open Source Research (OSINT): Cunenrftom theMiTÁp serÍer.
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INVESTIGATI\ru DATAWAREHOUSE (ID}Ð - SECRET

SYSTEM SECT]RITY PLAN

INTRODUCTION

Data processeil by the system will include the following data sets: Outside the Scope

. Approved case files from the FBI's Automated case support (ACS) case
management system;

¡ Electonic versions of the Joint Intelligence cornmittee Investigation
(JICÐ defined archived documents;

-1-
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o Secure Automated MessagingNetwork (SAlvfNeQ message tafÊc.
o IntelPlus File Rooms; and

r Vioient Gang and Terrorist Organization File (VGTOF ) from the
Criminal Justice Information Systems (CJIS) Division;

¡ Defense Advanced Research Projects Agency (DARPA) Translingual
Infomration Detection, Exhaction and Su¡runarization (TIDES) Open
S'ource Data

(.)rrl- <i ¡la l-ho C^^ña
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Data Sources Outside the Scope

IDW-S çs¡fains data from the following data sou¡ces with security classification indicated
in brackets:

o Automated case support (Acs) system, Electronic case File (EcF)
Subsystem [Secret and below]

o IntelPlus [Secret and below]

o Secure Automated Message Network- Secret (SAMNet-S) [Secret and
belowl

¡ NCIC violent Gang and rerrorist offlenderFile (vGToF) [sensitive But
Unclassifiedl

o Joint Intelligence committee Investigation (JICD [secret and below]
o DARPA/TIDES Open Source News [Unclassified]

b2

-t6-
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Data Ingest

IDrW-S receives data from ECF, IntelPlus, SAMNet)

- Receivea aataf--'lnto individual serial records (in the case of ACS
ECF), documents (IntelPlus, JICI, Open Source News), messages

'Outside the Scope
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3.5. Dera Pnocnsspo
IDV/-S processes the following data:

3.5.1 acs EcF,

receiving and pro_cgqqlgg_the
DELETE

IDw-s contains a subset ofthe ECF @lectonic case File) subsystem of the
Automated case System (ACS). This subset consists of serials in those case
classifications/subclassifications that have been officially sanctioned for inclusion
in IDw. For each such serial, the ECF data include. rrr"tudutu and text. IDW-s is
synchronized against the ECF system once a day, a process which consists of

FOR OFFTCTAI USE ONT,Y

Investigative Data Warehouse (IDW) - Secret
System Security plan

17 October 2003

'Outside the Scope

b2
b7E3.5.2 IntelPlus

IDw-s cunently contains several Intelplus counter-terrorism (cr) Filerooms:
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b2
.Ð/E

3.5.3 SAMNet

The Secure Automated Messaging
ûaffic received by the

ofcable

b2
b7E

violent Gang Tenorist ofîender File (vGToF) data is provided by the FBI
National crime Infonnation center (NcIc). vGToF data includes trvo
components: Data./metadata for each named individual/of,lender and potentially
multþle JPEG images per individu

IJ IE

SAlvfNet provides only ADD record
data is updated in IDW-S rhree times aday. SAMNet

_23-
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3.5.s JICI
The Joint Intelligence Committee Investigation (JIC! data collection was created following
the September 11 attacks. Paper coqnter-terrorism files/folders from all FBI Field Offices

a static

3.5.6 Open Source News

b2
b7E

The IDW-S Vl.0 system contains an Open Source News library collected by the
DARPA TIDES Program. These are primarily news source from around the world
that are either in English or have been translated into Enelish. Open Source News

Jâfå-isTceived in the form of text files (one per news articre)l-l
| . . , 

ffie open source News data goes into IDW-s once aTáy-3-fr-eãsF
News data

Open Source News material is derived from the following sources:

Addis Ababa Tribune - htþ://www.addishibune.com/
Agencia Brasilia - htþ://www.radiobras.gov.br/
Af;Ahrarn (Eglpt, weekly English version) - htþ://weekly.alram.org.egl
AllAfrica.com - htç://allafrica.com/
Arabic News - htþ://www.a¡abicnews.conc/ansub/
Asahi Shimbun - htç://www.asahi.com/englisl/
Asia Times (Hong Kong) - htþ://www.atimes.com/
Bangkok Post - htþ://www.bangkoþostneV
Christian Science Monitor - http:/iwww.csmonitor.com/
Crescent Intemational - htþ://www.muslimedia.com/mainpage.htu
Daily Telegraph (London, England) - http://news.telegraph-co.ulc/
Dawn (Karachi, p¿lçist¡n) - htþ://www.dawn.com/
Debka (Israel) - h@://www.debkacom

last_A-frica Daily Nation - www.nationaudio. comalews/DailyNation/Today/
Gulf News (UAE) - htþ://www.gulf-news.com/
Ha' areV (Israel) - htp://www.haaretzdaily.com/ 

.

IFRC Internation Federation of the Red Cross - h@://www.ifrc.orgl
IRIN lntegrated Regional Information Network - htþ://www.irinnéws.orgl
haq Press News Agency - htþ://www.iraçress.org/

-24-
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Isla¡nic Republic News Agency (Iran) - htþ:i/www.irna.com/en
Jakarüa Post - http//wrÃ ¡/.thej akartraposlcom/
Janes - htþ://wwwjanes.com/
Jordan Times - htþ://wwwjordantimes.com/
L'Osservatore Romano - rùww.vatican.va./news_services/or/or_eng/text.html
Lagos (Nigeria) Gua¡dian - htþ://www.guardiannewsngr.com/
Lahore (Pakistan) Nation - htþ://www.nation.com.pld
Lebanon Daily Star (Beirut) - hrþ://www.dailystar.com.lb/
Malaysian Star.- http://thestar.com.my/
Manila Bulletin - http://www.mb.com.plr/
Manila Times - htþ://www.manilatimes.neV
Miami Herald - http://www.miami.com/
Moscow Times - htþ://www.themoscowtimes.corn/
National Post and CP - htþ://www.canada.conr/
New Straiæ Times (Kuala Lumpur) - htþ://www.emedia.com.my/Current_NewsÀiST/
PETRA (Jordanian N.ews Agency) - htþ://www.petra.govjo
Pakistan Observer (Islamabad) - htþ://pakobserver.neV
Palestine Ch¡onicle - htþ://palestinechronicle.com/
People's Daily (Chin a) - htþ:/ / english.peopledaily.com.crl
Philippine Star - htþ://www.philstar.corn/philstar/
Pravda - http : | / english.pravda.ru/
ProMed - epidemiology mailing list
Russian Information Agency Novosti - htp://en.rian.n¡/
Russian Issues (Misc. Russian news) - htþ://www.therussianissues.co¡¡/
Russian Observer - htþ://www.russianobserver.com/
SABA (The News Agency of Yemen) - htþ://www.sabanews.gov.ye
Saudi Gazette - hfrp://www.saudigazette.com.sa/sg azette/
South A-frican Dispatch - htþ://www.dispatch.co.zal
Sydney Moming Herald - htþ:/iwww.smh.com.au
Tehran Times - htþ://www.tebrantimes.com/
Times of India - http://timesofindia.indiatimes.com/cms.dll
UNHCR LrN High Commissioner onRefi:gees - http://www.unhcr.chl
Ummah News - htÞ://w\¡iw.ummahnews.com/
Uzbekista¡r Report - htþ://www.uzreport.com/engl
Washingtion Post - htþ://www.washingtonpost.con /
X¡lHua News Service - htþ://www.xinhuanet.com/english/
Yemen Times (weekly) - http/iwtvw.yementimes.com/
Yomiuri Shimbun (Japan) - htþ://www.yomirui.co jpl
3.5.7 Summary of Data Sources

ItIåYg-åSlg¡
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ACS iBI Automated Case
Jystem (ACS) FTP

lntelPlus FIBI Intel Plus FTP

SAMNet
FBI Secure Automated
Messaging Network
iSAMNet)

FTP

VGTOF FBI National Crime
lnformation Center fNCIC) CD.ROM

JICI

FBI Records Management
Division (RMD),
Document Laboratory
@oclab), FBIHQ

Multiple

Open
Source
News

franslingual Infor¡nation
Detectior¡ Extraction and
Summarization (TIDES)
Program, Defense Advancec
Research Projects Agency
ÞARPA)

CD.ROM

Outside the

b2
DI|'
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4.1.1
4.1.2
4.1.3
4.1.4
4.1.5
4.r-6
4.t.7
4. r.8

Data Ingest Common Files.
ACS Files
SAMNet Files
IntelPlus Files
JICI Files
MiTAP Files
VG'fOF'Files
Doc Lab Files

Outside the Scope
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4 Custom Software Applications

4.1 IDW-S Data Ingest Applications
F-igure 4.1 .1 is the dataflow diagram for the IDW-S data ingest process.

Figure 4.1.1 IDW-S Data Ingest Dataflow

f)rrl- s i ¡lo t-ha c-^ñô
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Data ingest processing on IDW-S includes the following:

Outside the Scope

b2
b7E

a

b2
D /.8;

provides ADD, MOD. and

IntelPlus Processing: The IntelPlus data includes of the following CT file rooms:
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o$ et Processin The SAMNet data consists of cable traffic received bv the
FBI.

o JICI Processing: The JICI data consists of one file room where each case file and serial is
represented bv a di text and imase files associated with
the serial

JICI data is provided

kt

file a¡chives of news messages.

available in IDW
The VGTOF data is

lng

Outside fha (nnno

b2
b7Er vGToF Processing: vGToF is a structured data source that is currentl

vl.
composed of an ASCII source file of structured data records

are combined into a document.
GTOF data is provided

prevlous
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Privileged Users Guide (PUG) IDW Operational Services

4.1 Operations
The IDW system is broken up into three subsystems, each with a different set of responsibilities

DOCLAB System
IDW-S contains data from the following data sources with security classification indicatcd in thc
table below:

Notc: I lildcopy vcEioro of úris documcnt musl bc verificd for corect w¡sion nmbe¡ with úre IDW CM Documcm Conrol Librery.
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FBI Automated
Case System
(Acs)

Secret and below

FBI IntelPlus I Secret and bclow

FBI Nationâl
Crime Int'ormation
Center (NCIC)

Secret and below

FBI Records
Management
Division (RMD),
Document
Laboratory
(DocLab), FBIHQ
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IDW Operational Services
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Outside the Scope

The SPT-specific data sources will include:

Unified Name Index (UNl) ext¡acts

b2
b7E

Notc: Hudcopy vcrsions of this dæumcnt rnusl bc vcrificd for corect rcrsion numtrcr with lhc IDW CM Document Conftol Library
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1.2.2 Supported Projects

IDW-S is an FBI enterprise program/systcm and provides data and data processing/analysis
services to FBI agents and analysts as they perform counter-terrorism, counter-intelligence, and
law enforcement missions. The initial focus for the IDW-S Core Subsystem has been to support
data analysis/data mining for the following FBI groups/activities:

Counter-Terrorism Division (CTD)

Special Event Unit

In addition, scanning/OCR performed in the DOCLAB-S subsystem suppons the following FBI
projects/programs:

t3-
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Joint lntelligence
Committee
Investigation (JICI)

Fede¡al Bureau of Investigation
J. Edgar Hoovcr FBI Building
935 Pennsylvania Avenue. NW

Fede¡al Bureau of Investigation
J. Edgar Hoovcr FBI Building
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data is transmitted to the I

'Outside the Scope

L'

Automated Transfer of Raw Data to IDW-S
Raw data is automatically transferred to the IDW-S system from approved data sources in
accordance with an Interconnect¡on Agreement, Memorandum of Understanding, Memorandum
of Agreement or Interface Control Document. IDW-S V I receives update data by the following
means:

29-
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Parse and Format (Concatenated) Data to Individual Files (HTML)

30-
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Out.side the Scope

3.5.1.1 IDW-S Core Subsystem Data processed

Table 3.5.l. I below outlines the IDW-S datasets and information about transfer and insest
processing for each source.
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lntelPlus
Filerooms FBI IntelPlus Secret a¡rd bclow

SAMNeT

FBI Secure
Automated
Messaging
Network
(SAMNet)

Secret and below

vG toF
fPI NS!lc{'Sl
Crime lnt'ormation
Center (NCIC)

SBU

JICI

FBI Records
Management
Division (RMD),
Docr¡ment
Laboratory
(DocL¿b). FBIHQ

Secret and below

Open
Source
News

MiT^P Unclassifìed

TableJ.S.l.l IDW
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3.9.9 IndirectConnections

3.9.9.1 IDW-S Core Subsvste
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IDW-S Core Subsystem Indirect Conuections

FBI Intel Plus

FBI Secure
Automated
Mcssaging
Network
(SAMNer)

Document
Conve¡sion
Laboratory
(DocLab).
Records
Management
Division (RMD),
FBIHQ
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MiTAP - Open
Source News

Unclassified

3.9.9.2 SPT Subsystem Indirect Connections

None.

3.9.9.3 DOCLAB-S Subsvstem Indirect Conr

b2
b7E

DOCLAB-S Subsystem Indirect Connections

FBt Investigative
Data Warehouse
- Secret (lDW-S)

-52-

UNC-ASSIFIED / / FOR CFFICIAL USE ONLY



Page

OTHER O/S

lDv, Versim l.O is scheduted fo. retease Jarua¡y 2004
ãnd ritt provide access to six priEry data sou¡ces:

lDg Version l-0

o Etectronic Case Fi Ie (€CF)/ls¡æ¡ed Case Support (ÁCS)
./Virtuat Case Fite - FBf investigðtive and íntettigerce

inforret i on.

o SA}IIEÌ - ri¡e traffic to the FBI ffm oErùers of the
¡ntel I igence cqruní ty.

o JICI - co@terterrorism fites that re¡e scannd into a
databåse to accqillodate the Joint lntelligence
Cwitree tñvesrigation (JICI) m the Septfföer
11, 2001, terrorist attack Ø the tJortd T¡ade
Center.

o VGÍoF - Viotent C.ire a¡ld Terro¡Íst Offe¡der Fite
informtion that irctudes biographical data
pertainiñg to nE¡bers of the identified grouÞs.

o open source - Fifty-seven ærs sources frq arouhd the
rc.Ld that a¡e either in EñEl.ish o¡ have
æff transtatd into Engl,ísh.
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