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Executive Summary

This full Privacy Impac,t Assessment (PIA) is submitted by the Information Resources Division
in accordance with MIO_G l6-2L.3, Compiettng a Privaqt'Impact Assessment, andMIoG l6-
21'5, Paragraphs A, B, C, and D. This assessment is intended to address MIO-G requirements for
the enterprise Investigative Data Wa¡ehouse (Dw) and Virfual Knowledge ease fuKn), and is
submitted in coordination with office of General iounsel for approval.
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From:
Sent:
To:
Cc:

KELLEY, PATRICK W. (OGC) (FBI)
cc) (FBt)F(occ) (FBt)--tGr) 

-

ÀTI, TNFIIR¡ÍÀTION CO}ITÀIIIED
}IEREI¡] 15 IJNCLÀssIFTED
DÄTE rl8-?B-Z(JD? Ê,Y 65tïg dü.Ì¡/bia/caI

SENSIT]VE BUT UNCLASSIFIED
NON.RECORD

Subject:

t-l
N

scopelpia.wpd (24
K8)

N
tDWZ.pia.wpd (206

KB)

N
SARS database ln
IDw.wpd (30 K...

N
ISPG approval IDW

data sets2.w,..

IDw.Srr.wpd (229
KB)



ËÊr .|:-|
RE'Ñarionat

iecurity Determina..

æll:l

ll

THIS IS A PRIVILEGED COMMUNICATION AND IS NOT TO BE
OGC APPROVAL.

SENSITIVE BUT UNGLASSIFIED

b7D

FURTHER DISSEMINATED WITHOUT PRIOR



-occ)(FBl)

t-

From:
Sent:
To:
Subject:

UNCLASSIFIED
NON.RECORD

-occ)(FBr)

0,2006 12:25 PM
(oGC) (FBl); KELLEY, PATRICK W. (occ) (FBl)
ystem

AtL llf F'ùRlfÀTIúI,I C0IIT^&II,[ED

HEFNII.i IS TINCTÀSSTFIED
DITTI. çJ8-28-200? EY 65I?9 d$h,/bja/'caI

.oo

.b7c

FYl. I just got a call ttonl]-At JMD about the article. Her Boss wanted to know which system notice covered
lDW. I told her it is covered by CRS. Also explained that national security systems are exempt from E-Gov and that we
had done several PIA looks at lDW, even though its not required under the law.

--{riginal
From:
S€nt:

c) (FBÐ
ñøa$Tu!ffi30, 2006 12: 18 PM

To: KELIEY. PATRIC( W. (OGO (FBI)
cc: l-](e6cjliarj
Subject RE: Cenbal Record System

UNCLASSIFIED
NON-RECORD

Done. (Hope springs eternal.)

l'm witil-lin view that if everyon" f:::= starts running around. with their hair on fire on this, they willjust
be pouring gas on something that quite possibly would just fade away if we just shrug it off.

--€rig¡nal Message----
F¡om: KELLEY, PATR¡CK W. (OGq GBI)

0, 2006 1l:29 Al'l b6
b7c

Cc: l - oGc)(FBÐ
Subject Cenþ-al Record System

UNCLASSIFIED
NON.RECORD

Bill: can you sendl-l an electronic copy of the CRS Privacy Act System Notice. She is making noises about it.
l'm hoping that afte¡ s-ñEEads it, she willbá motlified. Thanks.

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

Sent:
To: occ) (FBÐ



From:
Sent:
To:
Cc:

Subject:

SENSITIVE BUT UNCI.ASSIFIED
NON-RECORD

occ)(FBr)
2006 8:32 AM

.Db

b7c

b5

.Dþ

b7c
TO BE FURTHER DISSEMINATED WITHOUT

---Original Message--
From: GRIæ, G. G-AYTON (CID) (FBI)
SenE
To:
Cc:

Subject

-$Ie¡loesdaqseoteober 06' 2006 6:20 Pt4 
rrrrcn'pnrr b6

G:='år Affi 'n-;,,re c'r); HARRTNGT.N, r. r. b 7 c

RE: IDW PIÂs

(occ) (FB¡)_
o_e_cl ( Èe u ; 

- 

(occ ) ( FB l)l-l
(FBr)

ÀLI il'IFùRI.fÀTrCrI'I C'l¡mÀl¡¡eD
IìEF.EII'I ]5 UÏCI.ASsIFIED
DÀTE 0rJ-28-200? BT 65I?9 dr.b,/bjå,/rral

1058805

THIS IS A PRIVILEGED COMMUNICATION AND IS NOT
PRIOR OGC APPROVAL.

G. Clayton Grigg



h ttp : //ctd. fo i n e t. fb ift ttf/

Act¡ng Director
Foreign Tenorist Tracking Task Force (FTTTF)
Counterterrorism Division (CTD)

---Original Message--

b6
b7c
þ¿

From:
S€nb
To:
Cc:
Subjects

occ) (FBr)

þr 06, 2006 2:53 PM

b6
b7c

SENSITIVE BUT UNCLASSIFIED
NON.RECORD

b5

b6
b7c

JITSDXFBI) ;GBIGG-G-I|-AaIoN{CÍD) (FBI)
(OGC) (FBI)I-ÍOGC) (FBÐ:OGC) (FBÐ

From: l--(mDXFBÐ
Sent: Jô¿¡rloÊsday-SepteÐf€r06, 2006ft!!.¡!$_
Ioi- | ltocci(rar)l-Gc)
SubieGb.RFJDÍ¡?Ttrß-

SENSITIVE BUT UNCLASSIFIED
NON.RECORD

Thank you for taking care of this matter in my absence.

SubJect RE: IDW PIAS

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

August 31, 2006 3:54 PM

b5



b6,
b7c :To: GRIGG, G. CIáYTON

(mD) (FBr); AZMr, ZArJ'1Ar (DO) (FBD
TDW PIAS

SENSITIVE BUT UNCLASSIFIED
NON.RECORD

THIS IS A PRIVILEGED GOMMUNICATION AND IS NOT
DISSEMINATED WITHOUT PRTOR OGC APPROVAL.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCI.ASS¡FIED

9ENS]TIVE BUT UNCLASS|F|ED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

(FBI); KEtLEY, PATRICK w.
(FBI); ISRAEL JERoME w.

b5

TO BE FURTHER



(Rev. 0l-31-2003)

FEDERAL BURE/AU OF IN\'ESTIGATION

Precedence: ROI]TINE

To: Office of the CIO

Count,erterrorism

Records Management

Frorn: DÍrectorat.e of Intelligence
Intelligence
Contact,: SSA

Approved By: Baginski Maureen
Solomon Jonat,han

Drafted By:

Case ID #: 66F-HQ-Cr434337 (Pending)

DAD Donald N. Van Duyn
DAD T.,J. Harrinqton
A/U G. Clayron ðrigg
AD William L. Hooton

202-324f] .DCl

b7c
b2

ÀT, I I}TFORHÀTTOU COTIT¡.IIÙED

TIEFEIIü T5 UtrICTÀ55IFTED
D.ATE 08-28-e00? Ef 651?9 it¡uhr/bja,/,:aI

Date: 03 /zs/200s
Àttn:

Àttn:

AÈÈn:

CI
Mr
Mr
Dr
AD

b6
blc

A
I

b6
b7c

Tftle: ISpG APPROVAL OF REQUEST FOR
TNCLUSION OF ADDTTTONAI DATA SETSrN rDw/sPT

synopsíe: The rnformat,ion sharing. policy Group (rspc) approvesthe immediate addition of seven (1) ,r"* ä.t" sets for incrusion
_in the Special project.s Team (SpT) 

""""""ãs of the InvestigativeDat'a warehouse (rDw) . This da_t1 1viIl support ongoing operaEionalneeds of the CounEerterrorism Division tðiol and all oEher IDwusers.

Reference: 66F-He-]-32]-794 Serial 194

DetaÍls: CTD has an operationar need to appry the ad,vancedfeatures of E.he_rDrrl syãtem across 
" urããaãr sét of data. Byadding these addj-tionãl ¿ata sources, crD will be able E.o uncovernew criminal and terrorist links and activi_ties. The enhancedresurts wilr contribute significantly Eo the FBr counterterrorismeffort.

The rspG has revielgd the data approval requests andensured thar a1r rerevant office of Gener"i'c""r,""i-iõðõi privacyimpact assessment,s, interests of all opeiãtionat divisj.ons andspecific records management issues travã-¡ã.r addressed. The rspG



To:
Re:

office of the cro From: Directorat.e of rntelligence
66F-HQ-CL434337, 03 / 2s / 2O0s

approves the immedi.ate addit.ion of Ehe folrowing seven (7) datasets with appropriate updates for use in fDW/Spi.

The above data sources are currently owned and licensed,by crD and used for cr work. Data guality anä currency is notvaridated prior or during system toáaing. Newer editions of Ehesources will be loaded and Èhe older e¿Itions will continue to be

b2
b7E

b2
blE



To:
Re:

office of the cro From: Directorat,e of rntelligence
66F-HQ-CL434337, 03 / 25 / 2OOs

part of the rDv{/spr anaryses. Retention of old,er data permitsretrospective analysis .

Technical_ implemenÈaÈion may be eiÈher as an adjunctsystem accessibre_ through rDw/spr or ás an integrar part ór trreunderrying, searchabre federated data stores of-rDw/3pr. Thisdat,a approval does not obligate fund.s or resources for thet.echnicar activitíes that are reguired to implement and supportsystem loading and related activities.
Records Managrement Division (RÌ'ID) will provide guidanceto rDw/sPT concerning èpecific retention, disposai, 

"rrd aichivingfor this data and the results of analysis derived from this data.



To: office of the cro From: Directorate of rntelligenceRe: 66F-r{Q-Ct434337, 03/25/2005

LEÀD (s) :

Set Lead 1: (ÀcÈiou)

RECORDS MANÀGEMENT

AT WASHTNGTON, DC

Provide guidance Èo rDW/spr concerning specifÍcretention, disposal, and archiving for the data-anã results ofanalysis derived from the daca.

SeÈ Lead 2: (Info)

COTINTERTERRORISM

AT WASHTNGTON, DC

Read and cIear.
SeÈ Lead 3: (Info)

DTRECTOR'S OFFICE

AT CrO, DC

Read and clear.

ô0



Message

THOMAS, MARCUS C. (OTDI(FBtl

Page I of3
AtT TN¡.CIR}TATTOI.I CIJI'ITÀTTMD

HEREIIi] TS IftICL¡.55IFÌED
ÐÀTE 08-2?-200? BY 6-çI79 DI!H/B,IA/CÀt

105BB0s

Thursday, April 29, 2004 2:14 PM

; BAILEY, GREGG D.

DELANCER,InX! Mq ¡I¡QjyQq (FB l);

From:

Sent:

¡o:

lDiYlgLfFBl);l-
(Div00) (FBl)

(FBI); BALD, GARY M
(Div00)
JONATHAN

wErs, J P. (Drv00) (FBr);

.b t)

.b1c

SOLOMON, b6
b?C

)(FBt);
(FBl

Aã

b7c

éEttELgAIBlcK w. (Divoe) (FBI)E
Div00) (FBl);COFFEY,

(FBI);GARRITY, ROBERT
ROBERT S. III

(Div00) (FBl);

Div00) (FBl);
MUEL

(Dív0a)(FBl);

(Div12) (FBl); b6
b7cBOLLINGER.

Div00) (F
-lroivo¿

(rRD) (FBl);

WLLIAM L. (Div17) (FBl);
(FBl); AZMI, ZALMAI (Div00) (oGA);

);CASTOR, ANDREWJ. (sA) (FBl)

PAMELA M.
Div04) (FBl

Cc:

b6
b7c

t0/27/2006



Message

Div00) (FBl)l-l
ERIERE, CQN8AD.L
Itl-lo) (FBl);l , l,

-l@00)(FBl);l I

IDiv00)(FBD--

PageZ of3

ôTI{FÞ 
^/c

b6
b7c

S-EN_S|_T!_V_E3_UTUNçIJLS_S|I'|E0

lLo_!t:EEc_o¡p

10/27/2006



Message Page 3 of3

on.Ianttary25,2oo@olvassucceSSfullydepIoyedpror'idinguserswittracceSStoCT/CI
ECF ancl UNI data,l-llntelP s, open
source ne\+'s, and VGTOF using th nd
retrieval tools. Training rvas deployed throughout the field for Field Intelligence Group
personnel. To date,48S accounts have been issued and CounterTerrorism Division has plans to
request 4Poo accounts for members of the .Ioint Terrorisnr Task Force members through the
field. The lDW-Integration enrironment was established and is reacl.v- for final security testing.

.CTHER O,/S

sj:ÀrsrJrvE_Bur_uuc_t¿gslFlED

b2
.D /l,

,OTHER O,/S

to/77/2006



UNCLASSTFIED / / rcN OFFTCIAI, USE ONLY
Investigative Data Warehouse Integration System (DW-Ð

åIT II'IFORI{ÀTIOT.I CI]I.ITÀI¡IED
IIEFTTIü T5 UT]CtÀ55TFIED
DATE 0t-0?-¿008 EE 65I?9 DIÍII/B,IÀ/CÀt

System SecruityPlan
' 22 April04'' 

Version 0.5

F"orRAL Bo*rAU oF fr**rrrcArroN
IwronivrnrroN Rn s orrncn s Drvrsrox

Darn AND rxronnnarroN MaxacEMENT sECTroN

rrwp srrcATrvn Dara wnnnHousrc rxrncnarroN
SysrpM (ID\M-I)

Svsrnvr SacrlRrry Pr,aN

DocuiwNT VERSToN 0.6

22 Aprut 04

UNCTASSIFIED / / TOX OFFICIAL USE ONLY



UNCIASSIFTED / / ToB, oFFICIAL USE oNTY
Investigative Data'Warehouse Integration System (DW-Ð

svstemliÏTjtåi

Version 0.5

DAEAffiT
rñhMrd EffiAffiTM cfLfisç{rd-teÁú-mrñ

ACS
ElecEonic
Case Files
(ECF)

FBI Automated
Case System
(ACS)

Secret and below

lntelPlus
Filerooms FBI IntelPlus Secret and below

SAMNet

FBI Secure
Automated
Messaging
Network
lSAMNet)

Secret and below

VGTOF
FBINational
Crime Information
Center NCIC)

SBU

JICI

FBI Records
Management
DivisionßMD),
Document
Laboratory
@oclab), FBfHQ

Secret and below

Open
Source
News

MiTAP Unclassified

Table 3.5.1 DW-I Data Sets

-15-

UNCLASSIETED / / FOR OFFICIAL USE ONLY
l'ìrrf ci Àa t. ho q¡nna



UNCI,ASSIFIED / / FOR OFFICIÀT USE ONLY
Investigative Data Warehouse Integration System (DW-Ð

System Security Plan
03 NOV 04
Version 1.0

I¡w'onwrErroN I{ES ouRcrs D ryrsrox
DAIA AIID l¡rronu.trroN MÄNAGEMENT SncrroN

Ilvrcsucarrvg Dara Wannnousp lNrncnarroN

F or*o" B*,no ou lon*srrc^TroN

Svsrnnn (IDIV-Ð

Svsrrnn SncunrrY PLAN

DocumnNT VERSIoN 1.0

03 Novrnmnn 2004

Àtl II'IF0R![ÀTIÛ¡Í COIITÀIIIED
ImFÍIl,I ï5 ü¡tCtÀsSIFIEIl
I,ÀTE OI-O?-2OL]8 EÏ 65I79 DHTT/BJAlE¡\L

UNCTASSIFIE,D / / FOR OFFICTAT USE ONLY



UNCLASSIFTED // FOR OFFICIAL USE ONLY
Investigative Data \ffarehouse Integration System (DW_Ð

System Security Plan
03 NOV 04
Version 1.0

b2
DI!j

,15-

UNCI,ASSIFTE,D / / FOR OFFTCTAI USE ONLY

w'4bu
ñqÉwfE: rrl$ltaffiûfmn cnasßfi¡fifÁffrdñ

ACS
Elecbonic
Cæe Files
(EcÐ

FBI.A.utomated
Case System
(ACÐ

Secret and below

IntelPlus
Filerooms FBI IntelPlus Secret and below

SAMNet

FBI Secure
,{utomated
Messaging
Netwo¡k
lSAMNetl

Secret and belo\ry

VGTOF
FBI National
Crime Information
Center (NCIC)

SBU

JICI

FBI Records
Management
Division @MD),
Document
Labo¡atory
(Dockb), FBIHQ

Secret and below

Open
Source
News

MiTAP Unclæsified

Table



UNCLASSIF'IED/IFOR OTT.ICIÄL USE OIYLY

F"o"*o" B.r*"^o o* f**srrcarroN
orrrcp oF THE Pnocn¿.nn MaNacEMENT Expcurrvr

JILI IIÍFOFl'fÀTfúil C0IITÀIIIED
IIEREIIü 15 IffCt.rlSSIFIED
DÀTE OI-Û7-2008 EY 65I79 DI{IT/BJÀ,/CÀL

Securify Concept of Operations (S-CONOPS)
fnvestigative Data \Marehouse (ID\Ð program

Document Version L.2

November 2912004

i
UNCLASSITrcD/¿TOR OF'F'ICIAL USE ONLY



The table below lists the data and sources for the operational subsystem.

tINCLASSn'rnD/lroR oFT'rcIÄL USE ONLY ourside rhe scope

The data flow begins at tlre external data sources. These
databases i and several

11

TIhICLASSIFIED/ÆOR OF'FICIÄL USE ONLY

b2
b7E

b2
b?E

EâtrASF
NlÁSflE EÉqAffiNOB @áffitreÉøaN

ACS
Electonic
Case Files
(EcF)

FBI Automated
Case Support
(Acs)

Secret and below

IntelPlus
Filerooms FBI IntelPlus Secret and below

SAMNet

FBI Secure
Automated
Messaging
Network
lSAMNet)

Secret and below

VGTOF
FBINational
Crime Information
Center íNCIC)

SBU

JICI

FBI Records
Management
Division (RMD),
Document
Laboratory
@oclab), FBIHQ

Secret and below

Open
Source
News

MiTAP Unclassified

Operational S

__ __ ___J



UNCLASSTT'TED/ITOR OFFICIAL USE ONLY
'Outside the Scope

2.3.2 SpecÍal Projects Team (SPT) Subsystem

The Special Projects Team (SPT) Subsystem allows for the rapid import of new specialized
data sources. These data sources are not made available to the general IDS/ users but instead are
provided to a small group of users who have a demonstrated *need-to-knou/'. The SPT System
is similar in fimction to the IDW-S system, with the main difference is a different set of data
sources. The SPT System allows it's users to access not only the standard IDW'Data Store but
the specialized SPT Data Store.

The table below lists the data and sourcÆs for the SPT Subsystem.

Í2
T]NCLASSItr'TED/IFOR Of,'FICIAL USE OI\TLY



IDAIT,qSEI
fñfrfÈ EASTAWTGts Cc{t¿\SFf lif fðÉrtf f¡l^r\l

FBI Case
Data

FBIAutomated
Case System
(ACS)

Secret and below

Finaucial
Center
(FinCen)
Data

SBU

Various
Lists of
Data

Various Sources,
e'8''
Transportation
Security
Adminishation
(rsA)

SBU

Various
CTD
Datasets

FBI
Counterterrorism
Division (CTD)

Secret and below

Telephone
Data

Database of
telephone
numbcrs from
ACS indexed by
phone number,
names, addresses,
and case numbers

Secret and below

SPT Data

T]NCLASSIFMD/IFOR OFFICIAL USE ONLY

13

T]NCLASSIF'MD//FOR OF'FICIAL USE OI\LY
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Àt], I}IFÚRI.ÎÀTIOff CI]IITÀIT.TED

TMREI¡I TS UIICTÀssIFIED
DÀTE OI-O?-2OOB BY 65I?9 DI.IIT/Dr]À¡'CAL

UNCLASSIFIED / / YOg. OFFICIAI USE ONLY
Investigative Data Warehouse lategration System (DW-Ð

System Security Plan
29NOV 04
Version 1,0

F"'"RAL B.r*rAU oF, f**rrrcArroN
I¡rronvrnuoN Rrc sotmcn s DrwsroN

Dara AhlD rxronnnauoN Mar.{acEMENr sncuoN

ImTSTIGATTvE Darn WannHoUSE lxrncnaTloN
SysrnM (IDW-Ð

SvsrrM SECrruTy Pr,aN
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ACS
Elecfronic
Case Files
(EcF)

FBI Automated
Case System
(ACS)

Secret and below

IntelPlus
Filerooms

FBI IntelPlus Secret and below

SAMNet

FBI Secure
Automated
Messaging
Network
lSAMNet)

Secret and below

VGTOF
FBINational
Crime Information
center fNclc)

SBU

JICI

FBI Records
Management
Division (RMD),
Document
Laboratory
(Doclab), FBIHQ

Secret and below

Open
Source
News

MiTAP Unclassified

lable 3.5.1
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SCOPE VZ.0/IDW V1.0 Dutu Sets
ACS ECF (CT Case Files):

I ASCtr flat files (metadata and document text) and IVordPerfect (document) binaries

I
0 Data is synchronized once a day, which includes processing of adds, deletes, and modifications

fntelplus (CT Filerooms):

I Scanned TIFF images and OCR'ed ASCII text documents

I Data is synchronized once a weeþ which includes processing of adds, deletes, and modifications

SAMnet:
fonnat (all capitals with specific header)

b2
b?E

0

0

VGTOF:
I ASCtr flat files and JPEG image binaries (none, one, or multþle per subject)

t
0 At present,

Open Source:
I The Open Source Library is collected from global news sources that are either in English or have been ûanslated

into Ensli

0 ASCtr files in standard cable traffic

JICI:
and OCR'ed ASCtr text

t The Open Source Library is updated once a day
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fnvestisative Data \ryarehouse ffDW) - Secret

INTRODUCTION
The Federal Bureau of Investigation's (FBI) Investigative Data \ilarehouse (IDtJl/-S) is an
initial data warehouse, content management and data mining system that will permit FBI
investigative, analytical, administrative and intelligence personnel to access aggregated
data previously only available through individual applications. The IDW-S system will be
authorized to process classified national security data up to, and including, Secret. The
IDW-S system is the successor of the Secure Counter-Terrorism/Collaboration Operational
Prototype Environment (SCOPE').

. Approved case files ûom the FBI's Automated Case Support (ACS) case
management system;

. Electronié versions of the Joint Intelligence Committee Investigation
(JICI) defined archived documents;

.1-
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Data processed by the system will include the following data sets:
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. Secure Automated Messaging Network (SAMNeQ message traffic;

¡ IntelPlus File Rooms; and

o Violent Gang and Tenorist Organization File (VGTOF ') from the
Criminal Justice Information Systems (CIIS) Divísion;

o Defense Advanced Research Projects Agency (DARPA) Translingual
Information Detection, Extraction and Summarization (TIDES) Open
Source Data

ôrrt- c i ¡lo {-ho q¡ano
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Data Sources

IDW-S contains data from the following data sources with security classification indicaæd
in brackets:

. Automated Case Support (ACS) System, Ele¿honic Case File @CF)
Subsystem [Secret and below]

. IntelPlus [Secret and below]

. Secure Automated Message Network- Secret (SAMNet-S) [Secret and
belowl

o NCIC Violent Gang and Terrorist Offender File (VGTOF) [Sensitive Bw' Unclassifiedl

o Joint Intelligence Committee Investigation (IICÐ [Secret and below]

o DARPA/TIDES Open SourceNews [Unclassified]

Data from each source is held in an identified source Library againstwhich users can direct
the analytical tools.

Data Ingest

IDW-S receives data from sources by FT? over FBINet
and CD-ROM

a

a

Data is received by the Ingest Subsystem

Received data is parsed into individual serial records (in the case of ACS
ECF), documents (IntelPlus, JICI, Open SourceNews), messages
(SAMNet), or fi les (VGTOF).

.16-
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3.5. D¡.ra Pnocnsspo
IDW-S processes the following data:

3.s.1 ACS ECF'

iDW-S contains a subset of the ECF @lectronic Case File) subsystem of the
Automated Case System (ACS). This subset consists of serials in those case

classifications/sub classifications that have been officially sanctioned for inclusion
in IDW. For each such serial, the ECF data includes metadata and text IDIü-S is
synchronized against the ECF system once a day, a process which consists of
receiving and the s increment of
DELETE

3.5.2

IDIV-S currently contains several IntelPlus counter-tenorism (CT) Filerooms:

22-
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b2
b?E

b2
b7E

:.t.t SAMNet

b2
i.lE

Violent Gang Terrorist Offender File (VGTOF) data is provided by the FBI
National Crime Information Center (NCiC). VGTOF data includes two
components: Datay'metadata for each DeISçdj
multiple JPEG imases ner individual

UNCLASSIFIED //

-23-
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The Seoure Automated MessagingNetwork (SAMNeÐ data source cable
traffic messages received by the FBI

I
types, and SAMNet data is updated in IDW-S three times a day. SAMNet data is
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3.s.5 JICI
The Joint Intelligence Committee Investigation (IIC! data collection was created following

I I attacks. counter-terrorism fi les/folders

The IDW-S Vl.0 system contains an Open Source News library collected by the
DARPA TIDES Program. These are primarily news source from around the world
that are either in English or have been translated into English. Opçgsgg¡SeÀews_
4ata is received in the form of textfites (one per news .tti"r"¡ rnal-l

á aayõJd sour"æ
News datd I

Open SourceNews material is de¡ived from the following sources:

Addis Ababa Tribune - http://www.addistribune.com/
Agencia Brasilia - http://www.radiobras.gov.brl
Al-Ah¡am (Egy?g weekly English version) - http://weekly.ahram.org.egl
AllAfrica.com - http://allafricacon/
Arabic News - http://www.arabicnews.com/ansub/
Asahi Shimbun - http://www.asahi.com./englistr/
Asia Times (Hong Kong) - http://www.atimes,conr/
Bangkok Post - http://www.bangkokpost.net/
Christian Science Monitor - http://www.csmonitor.com/
Crescent International - http://www.muslimedia.com,/mainpage.htm
Daily Telegraph (London, England) - http://news.telegraph.co.uk/
Dawn (Karachi, Pakistan) - http://www.dawn.com./
Debka (Israel) - http://www.debka.com
East Africa Daily Nation - www.nationaudio.com.&.Iews/DailyNation/Today/

b2
blE

b2
b7E

Deleted: Inlrmat¡on

Gulf News (UAE) - http://www.gulf-news.com/

, Ha'aretz (Israel) - http:i/www .haarehdaily.coml
I lFRCJq@lig$l-F_ede¡ation ofthe Red Cross - http://www.ifrc.od

R N ñièF;ktu- fleËiüäi Ëióì;ätiõ-¡i 
-ñäil¡,ã1'Ë 

: Eüi'7iffi ^ü.¡'in'õïffi¿/
Iraq Press News Agency - htp://www.iraqpress.orgl

2+
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Islamic Republic News Agency (Iran) - http://www.ima"com/en
Jakarta Post - htrp://www.thejakartaposLcom/
Janes - htþ://wwwjanes.com/
Jordan Times - htþ://wwwjordantimes.com/
L'Osservatore Romano - www.vatican.valnews serviceVor/or-eng/texthtnl
Lagos (Nigeria) Guardian - http://www.guardiannewsngr.com./
Lahore @akistan) Nation . http://wwwnation.com.pk/
Lebanon Daily Star @eirut) - htç://www.dailystar.com.lb/
Malaysian Star - htþ://thestar.com.myl
Manila Bulletin - http://www.mb.com.ph,/
Manila Times - http://www.manilatimes.net/
Miami Herald - http://www.miami.com/
Moscow Times - http://www.themoscowtimes.com/
National Post and CP - http://www.canada.com./
New Straits Times (Kuala Lumpur) - htç://www.emedia.com.mylCunent_News/ì.IST/
PETRA (Jordanian News Agency) - http://www.petra.govjo
Pakistan Observer (Islamabad) - htþ://pakobserver.nel
Palestine Chronicle - http://palestinechronicle.com/
People's Daily (China) - http://english.peopledaily.com.cnl
Philippine Star - htþ://www.philstar.com/philstar/
Pravda - htþ://english.pravda.ru/
ProMed - epidemiology mailing list
Russian Information Agency Novosti - htç://en.rian.nr/
Russian fssues (Misc. Russian news) - http://www.therussianissues.com/
Russian Observer - http://www.russianobserver.com/
SABA (The News Agency of Yemen) - http://www.sabanews.gov.ye
Saudi Gazette - http://www.saudigazette.com.sa/sgazettel
South African Dispatch - http://www.dispatch.co.zal
Sydney Moming Herald - htç://www.smh.com.au
Tchran Times - http://www.tchrantimcs.com/
Times of India - htç://timesofi ndia.indiatimes.com./cms.dll
UNHCR UN High Commissioner on Refugees - http://www.unhcr.ch/
Ummah News - http://www.ummahnews.com/
Uzbekistan Report - http://www.uzreport.com/eng/
Washington Post - htþ://www.washingtonpost.com/
XinHua News Service - http://www.xinhuanetcom/english/
Yemen Times (weekly) - htþ://www.yementimes.com/
Yomiuri Shimbun (Japan) - http://www.yomiuri.cojp/

25-
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b2
b7E

3.5.7 Summary of Data Sources

DffiÁtrT
ÑAÈITE IEAÍË\SOIfÙEB

l¡&flñÉlqgß
l¡fiE útt6f')

ACS
iBI Automated Case
iystem (ACS) FTP

IntelPlus FBI Intel Plus FTP

SAMNet

rBI Secure Automated
vfessaging Network
SAMNet)

FTP

VGTOF
rBlNational Crime
nformation Center INCIC) CD.ROM

JICI

rBI Records Management
)ivision (RMD),
)ocument laboratory
Doct¿b), FBIHQ

Multiple

Open
Source
News

fransf ingual Information
)etectiorl Exbaction and
iummarization (flDES)
)rogram, Defense Advancer
l.esearch Projects Agency
DÄRPAI

cÐ-RoM
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3.9.9 IndirectConnections
IDW-S counccts to lhe follorvine sourccs of data:

flrrfciâo t-l-\ê q.^ñê
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TBI Secure
\utom¡lcd
ç{essagíoc Netrvork

Scc¡el. FBf F.TP

SAlvlNct)

rBl N¡rtionol Criutc
nfonnntion Center
ì\¡clQ

Llnclrrcsificd./SBLI r-Bf CD-RON,I

FBf DocNìrent
Conversion
f.abonìtorr.
lDocl¿b). Rccords
Ir,'l¿rnngem¿nt

Divishu fRlvlD).
FBI¡IO

Secret FBI Multilrlc

frr¡nslineunl
'nfoñâliôñ rl¡lanliô

Unclassilicd NÀ (,lJ-K(,Ir'l

ìxtraction nnd
iumnrarization
TI[JES) Prosram-
)efense Advanced
lesc¡uclr ProjecLs
{Eencv (D-ARPAI

b2
b7E
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Unclassified NÀ

Jndirect Connections
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SYSTEM SECT]RITYPLAN

The Federal Bureau of Investigation's (FB[) Investigative Data Warehouse (IDV/-S) is an initial
data wa¡ehouse, content management and data mining system that will permit FBI investigative,
analytical, administative and intelligence personnel to access aggregated data previously only
available through individual applications. The IDW-S system will be authorized to process
classified national security data up to, and including, Secret. The IDW-S system is the successor
of the Secure Counter-Terrorism/Collaboration Environment

Data processed by the system will include the foltowing data sets: Outsíde the Scope

. Approved case files from the FBI's Automated Case Support (ACS) case management
system;

o Electonic versions of the Joint Intelligence Committee Investigation (IICÐ defined
a¡chived docrrments;

o Secure Automated MessagingNetwork (SAMNet) message frafñc;
e IntelPlus File Rooms; and

-1-
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Violent Gang and Terrorist Organization File (VGTOF") from the Criminal Justice
Information Systems (CJIS) Division;
Defense Advanced Resea¡ch Projects Agency (DARPA) Translingual Infomration

ion. Extaction and Summarization Data

Outside the Scope

-2-
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INTRODUCTION
The Federal Bureau of tnvestigation's (FBf) Investigative Data Warehouse (IDW-S) is an initial
data warehouse, content management and data mining system that will permit FBI investigative,
analytical, administrative and intelligence personnel to access aggregated data previously only
available th¡ough individual applications. The IDW-S system will be authorized to process

classified national security data up to, and including Secrel The IDIü-S system is the successor
of the Secure Counter-Terrorism/Collaboration Environment

¡ Approved case files from the FBI's Automated Case Support (ACS) case

management system;

o Electronic versions of the Joint Intelligencæ Committee Investigation (JICI)
defi ned archived documents;

o Secure Automated Messaging Network (SAlvfNeQ message traffic;

UNCLASSIFIED / / FOR OFFTCTAL USE ONLY
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o IntelPlus File Rooms; and

o Violent Gang and lenorist Organization File (VGTOF') from the Criminal
Justice Information Systems (CIIS) Division;

o Defense Advanced Research Projects Agency @ARPA) Translingual
Information Detection, ExFaction and Summarization ([IDES) Open Source
Data

UNCLASSIFTED / / FOR OFFTCIAL USE ONLY
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IDW-S contains data from the following data sources with security classification indicated in
brackets:
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r Automated Case Support (ACS) System, Elechonic Case File @CF) Subsystem

[Secret and below]

. IntelPlus [Secretand below]

. Secure Automated Message Network - Secret (SAMNet-S) [Secret and below]

. NCIC Violent Gang and Terrorist Offender File (VGTOF) [Sensidive But
Unclassifiedl

¡ Joint Intelligence Committee Investigation (IIC! [Secret and below]
' . DARPA/TIDES Open SourceNews [Unclassified]

Data from each source is held in an identified source Library against which users c¿ur direct the
analytical tools.

Data Ingest

a

a

Data is received by the Ingest Subsystem

- Received data is parsed into individual serial records (in the case of ACS
ECF), documents (IntelPlus, IICI, Open SourceNews), messages (SAMNet),
or files (VGTOF).

.16-
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have been ofücially sanctioned for inclusion in IDr#. For each such serial, the ECF data includes
metadata and texL IDW-S is synchronized againstthe ECF system once a da¡ a process which
consists of receivins and s increment of ADD, MOD, and DELETEthe

3.5.2 IntelPlus

IDW-S cunently contains several IntelPlus counter-tenorism (CT) Filerooms:

a

a

a

a

a

a

3.5.3 SÁ,MNet

.22-
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3.5.4 VGTOF

Violent Gang Terrorist Offender File (VGTOF) data is provided by the FBI National Crime
Information Center (NCIC). VGTOF data includes two components:
named individuaUoffender and potentially multiple JPEG individual

3.s.s JICI
The Joint Intelligence Committee Investigation (JICI) data collection was created fol

ll attacks. counter-terrorism

3.5.6 Open Source News

The IDÍùy'-S V1.0 system contains an Open Source News library collected by the DARPA TIDES
Program. These are primarily news source from around the world that are either in English or
have been translated inûo data is received in the form oftext files
(one per news article) Source
once a rJay. Open Source

Open Source News material is derived from the following sources:

Addis Ababa Tribune - http://www.addistribune.com/
Agencia Brasilia - http//www.radiobras.gov.brl
Al-Ahram (Egypq weekly English version) - http://weekly.ahram.org.egl
AllAfrica.com - htþ://allafricacom/
A¡abic News - http://www.arabicnews.com/ansub/
Asahi Shimbun - hüp://www.asahi.com/english/
Asia Times Qlong Kong) - http://www.atimes.com/
Bangkok Post - http://www.bangkoþost.net/
Christian Science Monitor - http://www.csmonitor.com/

23-
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Crescent International - hüp://www.muslimedia.com/mainpage.htm
Daily Telegraph (London, England) - http//news.telegraph.co.ulc/
Dawn (Karachi, Pakistan) - hüp://www.dawn.com/
Debka (Israel) - htç://www.debka.com
East Africa Daily Nation - www.nationaudio-com/News/DailyNation/Today/
Gulf News (UAE) - http://wwwgulf-news.com/
Ha'aretz Qsrael) - http//www.haaretzdaily.com/
IFRC Intemational Federation of the Red Cross - http//www.ifrc.org/
IRIN Integrated Regional Information Network - http://www.irinnews.org/
kaq Press News Agency - htç://www.iraqpress.orgl
Islamic Republic News Agency flr¿n) - http://www.ima.com/en
Jakarta Post - http://www.thejakartaposlcom/
Janes - htþ://www j anes.com/
Jordan Times - hfrp://wwwjordantimes.com/
UOsservatore Romano - www.vatican.valnews_services/or/or_eng/text.hhnl
Lagos (Nigeria) Guardian - http://www.guardiannewsngr.com/
Lahore @akistan) Nation - http://www.nation.com.pk/
Lebanon Daily Star @eirut) - http://www.dailystar.com. lb/
Malaysian Star - http://thestar.com.my/
Manila Bulletin - htþ://www.mb.com.ptr/
Manila Times - http://www.manilatimes.nel
Miami Herald - http://www.miami.com/
Moscow Times - http://www.themoscowtimes.com/
National Post and CP - htþ://www.canada.com/
New Straiæ Times (Kuala Lumpur) - htþ://www.emedia.com.my/Current_News/NST/
PETR.A. (Jordanian News Agency) - http://www.peta.govjo
Pakistan Observer (Islamabad) - http://pakobserver.neV
Palestine Chronicle - http://palestinechronicle.com/
PeoplCs Daily (China) - http://english.peopledaily.com.cn/
Philippine Star - htþ//www.philstar.com/philstar/
Pravda - http://english.pravda.nr/
ProMed - epidemiology mailing list
Russian Information Agency Novosti - htp://en.rian.nr/
Russian Issues (Misc. Russian news) - http://www.therussianissues.com/
Russian Observer - http://www.russianobserver.com/
SABA (The News Agency of Yemen) - hüp://www.sabanews.gov.ye
Saudi Gazette - http://www.saudigazette.com.sal sgazettel
South African Dispatch - http://www.dispatch.co.zal
Sydney Morning Herald - htþ://www.smh.com.au
Tehran Times - http://www.tehrantimes.com/
Times of India - http://timesofindia.indiatimes.com/òms.dll
UNHCR UN Hieh Commissioner on Refuse€s - http;//www.unhcr.ch,/
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Ummah News - http://www.ummahnews.com/
Uzbekistan Report - htþ://www.uzreport.com/engl
Washington Post - hüp://www.washingtonpost.com/
XnHua News Service - http://www.xinhuanet.com/englistr/
Yemen Times (weekly) - http://www.yementimes.com,/
Yomiuri Shimbun (Japan) - http//www.yomiuri.cojp/

3.5.7 Summary of Data Sources
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3.9.9 IndirectConnections
IDW-S connects to the following sources of data:
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The Federal Bureau of Investigation's @BI) Investigative Data \ilarehouse Secret System (IDW-
S) is an initial data warehousg content management and data mining system that will permit FBI
investigative, analytical, administrative and intelligence personnel to access aggregated data
previously only available through individual applications. The IDW-S system will be authorized
to process classified national security data up to, and including Secrel The IDW-S system is the
successor to the Secure Collaboration Operational Prototype Environment (SCOPE), which
originally was named the Secure Counter-Terrorism Operational Prototlpe Environment.

Data processed by the system will include the following datasets: r.lrr|- qi âa l- Þra (¡nne

. Approved case files ûom the FBI's Automated Case Support (ACS) case
management system;

o Elechonic versions of the.Joint Intelligence Committee Investigation (JICI)
defi ned archived documents;
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o Secure Automated Messaging Network (SAMNet) message traffic;

o IntelPlus File Rooms; and

. Violent Gang and Tenorist Organization File (VGTOF ) from the Criminal
Justice Information Systems (CIIS) Division;

r Defense Advanced Research Projects Agency @ARPA) Translingual
Information Detection, Exbaction and Summarization (IIDES) Open Source
Data
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IDïI/-S processes data from the following data sources. with the security classification of the
source indicated in brackets:

¡ Automated Case Suoport IACS) Svstem. Elestronic Case File íECFI Subsvstem
[Secret and below]

¡ IntelPlus fSecret and belowl

¡ Secure Automated Messaee Network - Secret (SAMNet-S) fsecret ând belowl

. NCIC Violent Gane and Tenorist Offender File íVGTOF) [Sensitive But
Unclassifiedl

¡ loint Inteltieence Committee Investieation IJICII fSecret and belowì

¡ DARPA.|IIDES Open Source News lUnclassífiedl

UNCLASSIFIED / / FOR OFFICIA], USE ONI,Y
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3.5.1 ACSECF
IDW-S contains a subset of the ECF @lectronio Case File) subsystem of the Automated Case
System (ACS). This subset consists ofserialé in those case classifications/sub classifications that
have been ofücially sanctioned for inclusion in IDW-S. For each such serial, the ECF data
includes metadata and text. IDW-S is synchronized against the ECF system once a da¡ a process
which consists of
DELETE

3.5.2 IntelPlus

IDV/-S currently contains several IntelPlus counter-tenorism (CT) Filerooms:
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3.5.3 SAMNet
The Secure Automated data source consists ofcable trafüc

received bv the

Violent Gang Terrorist Offender File (VGTOF) data is provided by the FBI National Crime
Information Center (NCIC). VGTOF data includes two components: Data./metadata for each
named individual/offender and potentially multiple JPEG individual. The
data/metadata for each indi

3.5.5 JICI
The Joint Intelligence Committee Investigation (IIC[) data collection was created

I attacks. Paper counter-tenorism files/folders ûom all FBI Field

,2,5-
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The IDIV-S Vl.0 system contains an Open Source News library collected by the DARPA TIDES
Program. These are primarily news source fiom around the world that are either in English or
have been translated into News data is received in the form of text files
(one pernews IDW.S

-26-
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Open Sourca News material is derived from the following sources:

Addis Ababa Tribune - htþ://www.addisuibune.corn/
Agencia Brasilia - httþ://www.radiobras.gov.brl
At-Aham (EgypL weekly English version) - htþ://weekly.ahram.org.ed
AllAfrica.com - htþ://allaûica.corn/
Arabic News - htþ://www.arabicnews.com/ansub/
Asahi Shimbun - htþ://www.asahi.conr/englisb/
Asia Times (Ilong Kong) - htþ://www.atimes.com/
Bangkok Post - htþ://www.bangkoþost.nel
Christian Science Monitor - htþ://www.csmonitor.corn/
Crescent Intemational - htþ//www.muslimedia.com/mainpage.htm
Daily Telegraph (London, England) - htç://news.telegraph.co.ulc/
Dawn (Karachi, Pakistan) - htþ://www.da'¡m.corn/
Debka (Israel) - http:/iwww.debka.com
East Africa Daily Nation - www.nationaudio.comA{ews/DailyNation/Today/
Gulf News (UAE) - htþ://www. gulf-news.com/
Ha'aretz (srael) - htÞ://wr¡¡\¡¿.haaretzdaily.com/
IFRC Intemational Federation of the Red Cross - htþ:/iwww.ifrc.org/
IRIN Integrated Regional Inforrration Network - htp://www.irinnews.org/
Iraq Press News Agency - http://wv¡w.iraqpress.org/
Islamic Republic News Agency (kan) - htþ://www.ima.com/en
Jakarta Post - htþ://www.thejakartapost.com/
Janes - htþ://wwwj anes.com/
Jordan Times - htÞ://m¡¿wjordantimes.com/
L'Osservatore Romano - www.vatican.valnews_services/or/or_eng/text.html
Lagos (Nigeria) Gua¡dian - htÞ://www.guardiannewsngr.com/
Lahore (Pakistan) Nation - htþ://www.nation.com.pk/
Lebanon Daily Star @eirut) - htþ://www.dailystar.com.lb/
Malaysian Star - htþ://thestar.com.my/
Manila Bulletin - htþ://www.mb.com.pby'
Manila Times - htç ://www.manilatimes.net/
Miami Herald - htþ://www.miami.com/
Moscow Times - htþ://www.themoscowtimes.com./
National Post and CP - htþ://www.canadaconr/
New Straits Times (Kuala Lumpur) - http:/ Ã,wvy.emedia.com.my/Current_News/NsT/
PETRA (Jordanian News Agency) - htþ://www.petua.govjo
Pakistan Observer QslamabaQ - htþ://pakobserver.nel
Palestine Ch¡onicle - htþ://palestinechronicle.com/
People's Daily (China) - htþ://english.peopledaily.com.cnl
Philþine Star - htþ://www.philstar.com/philstar/
Pravda - htp://english.pravda.ru/
ProMed - epidemiology mailing list
Russian Inforrnation Agency Novosti - htþ://en.rian.n¡/
Russian Issues (Misc. Russian news) - htþ://www.therussianissues.com/
Russian Observer - htþ://www.russianobserver.com/



SABA (The News Agency of Yemen) - htþ://www.sabanews.gov.ye
Saudi Gazette - htþ:/iwww.saudigazette.com.sa/sgazette/
South African Dispatch - htþ://www.dispatch.co.zal
Sydney Moming Herald - http:/ 'vww.smh.com.au
Tehran Times - htÞ://v/ww.teh¡antimes.co¡n/
Times of India - htþ://timesofindiaindiatimes.corn/cms.dll
UNHCR LIN High Commissioner on Refugees - htþ://wwwunhcr.cb/
Ummah News - htþ://www.ummabnews.conr./
Uzbekistan Report - http://w\rsw.uzreport.com/eng/
Washington Post - htþ://www.washingtonpost.com/
XinHua News Service - htþ://www.xinhuanet.com/englisb/
Yemen Times (weekly) - htþ:i/www.yementimes.com/
Yomiuri Shimbun (Japan) - htþ://www.yomiuri.co jp/
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3.9.9 Indirect Connections

IDW-S conneots to the following sources of datæ
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1.2.2 Supported Projects

IDW-S is an FBI enterprise program/system and utilizes data feeds from several FBI (and other
agency) programs.
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