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FBI IDW Plan |DW-NG-PM-001 .01.00

Data Type Media Frequency

lntel Plus FTP Weekly

Jlcl N/A One-time

SAMNet FÏP 3X Daily

Open Source CD Daily

VGTOF CD Weekly

Table 5-l IDW Data l-ngest Type, Media and Frequency
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RICHARD flTOD) (FBI)
(ToD) (FBl);GRAY, SHAWN E. (lroD) (F-0roÐ'FEr)-

I NVESTIGATIVE DATA WAREHOUSE (IDVV)

flrooxrarì: s¡ru'eÈn,'HnoMt E. (lroDXFBD; ùOndar.¡, [Èo r. lll (lTóD)(FBl);l-¡rc
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JEBDTSHPRT, EILEEN F. (ITOD) (FBl);PRlcE (lroD) (FBl)l I

I l(rroD) (FBr); scAVoNGELLl, cAtL (troD) (FBl); SANGHEZ, JENNIFÐ¡o

A. (ITODXFBI); REINER, STEVEN E
STEFANSSON, KAREN M.

Cc:

Subject:

UNCLASSIFIED
NON{ECORD

ÀtI IlùFCrRllÀTI0ll C|]Ì'ITÀÎI'¡ED

IIEREII'I IS U,ICIÀSSIFIED
DÀTE rl8-02-ZEO'] B\t 651?9 DI{H/E'IÀ¡'CÀL

ITOD Section Chiefs/Unit Chiefs:

Within the next 30 days, an Operational Readiness Review (ORRI will take place forthe
INVESTIGATIVE DATA WAREHOUSE (lDW) Projec't. Atth been
determined. IDW documention has been placed on the S drive undel fol v2
your review. As soon as possible, please make an effort to review the IDW documents that refer to your area of Ðt|,

lf you are unfamiliar with lDW, please see the description of IDW below.

Description of IDW:

Investigative Data Wa¡ehouse ûDW) - IDW is developed by Office of the Chief Technology Officer. IDW
enables users to perform very flexible searches simultaneousþ across multþle databases such as ACS (ECF),
Intelligence Community cable messages, and selected major counterterrorism IntelPlus file rooms. IJsers are
primarily from the Counter-Terrorism Division and Field Intelligence Groups. Through the IDW Special Projects
page, created with the cooperation of the Counterterrorism Division (CTD), users can search additional sourcÆs,

including all CIA Intelligence Information Reports (IIR) sent to the FBI
watch lists, and several databases provided by other federal agencies (e.g

Thank You!!!

t-l
-rorT¡ãtßñiö¡rTüaneoêmenl u n it (IM u)

Room 9¡t83, eaà 321)
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ITOD Transition Management Unit Month of: SeÊmber'06'

f lmproving € Steady ! Deteriorating

over¡tl ruerQx¡gn OLow

'Criticality - ddned by orsûonrer

O High O Med¡um O Low

"Complerity - Choo¡e one

[f -Ir¡gh M-Medium L-Low

ITOD ORR
proqram Project Name/ LCMD Date- Component Gate E$.

Transition Projects Scorecard
I On ptan : 

-' lssues wplan

I etrisr |! Nostatus
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ÀI,1 TNFÜRIIåTIOIT CÛITTÀIT,IED

IìERNTil ÏS LTIICIÀ5STFIED
DÄTE T8-02-2907 BY 65I?9 DI.IH/8.]A/EÀL

SSI CuSomer Relationship Services program

nAS Data Access Seryices program

flS e-Covernment Serv¡ces program

¡gg Information Sharing Serv¡ces program

@$l Newofi and Communication Serviccs program

EEßE System Enhancement and Software Support Services program

I Vulnerabilíty Management Services program

ITLM lT Lirerxing and Maíntenance program

* Technotogy Revitalizat¡on Services program

¡ç¡¡¡ lnfrasturcture Consolidation and Management program

ACR Applicatio¡æ Consolilation and Retirement program

I Management, Aclminisùation and Conhol program

Page I



Total Develonment Costs lincludine hardware)

(To be provided by the Project Manager at a later date)

operations and Maintenance costs *.{-|per year.

Complexity L Low M Medium H Hígh

L No interface with other svstems

H Subseouent iterations (IDW-S vl.l and V2) \ryill integrate or provide access to

[-dat¿ provided from FINCEN systeL b2
b7E

Due to tbe usage of IDW and the s4pøt of the Counte¡terrorisrn Divisiq Crimin¡l Investigdive Division md JTITF, system
criticality is deemed hiþ

Page22



UNCLASSIFIED ll For Official Use Only

Federal Bureau of Investigat¡on
lnvestigative Data Warehouse (lDW) Program

ÀLL I¡lFiIPJ{ÀTI[tl¡t Ct]l'ITAIIIED
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DÀTE 08-ú2-ZB0? BY ó5L79 [¡l.lH/B.lÀ/CÀL

¡DW O&M Status Update
UNCLASSIFIED // FOUO

IDIV Stutus Update
(21 September 2005)



UNCLASSIFIED llFor Officiat Use Onlv

Documents in tDW
. 434,638,628 "unique" documents (up from 434,S4g,73g). 697,728,261 available documents (up from 697,6iS,9S2 )

IDW DOCUMENTS

Other Program llpdafes; tDW Súaúisúics

700,ooo,ooo

650,OOO,OOO

600,ooo,ooo

550,OOO,OOO

50(),ooo,ooo

450,OOO,OOO

400,ooo,ooo

350,OOO,OOO

IDW O&M Status Update
UNCLASSIF!ED // FOUO
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Avairabre unique * Non-uni



*** J/AW ENFORCEMENT SENSITIVE _ DO NOT DISTRIBUTE OUTSIDE OF I¡BJ **X

IDW-S V1.2 Data Collections as of Augusl27,2005

Change Notes:

(i) rn"l-lReports Collection was released on the IDW-S v1.2
Core and taken off the IDW-S SPT Subsystem on August 27,2005.

1. Automated Case Svstem (ACS) Electronic Case File (ECFI - This data set
contaíns copies of the ECs, FD-302s, Facsimiles, FD-542s, lnsefts, ïranscriptions,
Teletypes, Letter Head Memorandums (LHM), Memorandums and other FBI
documents contained within ACS/ECF for all but the FBI case

The files are updated daily.

2. CIA lntelligence Information Reports lllR-ClA): Electronic copies of all CIA non-
TS/non-SCl Intelligence Information Reports (llRs) and Technical Disseminations
(TDs) from 1978 to MAY 2004. These files are not updated.

3. IntelPlusFF¡teroom - This data set contaíns copies of iZ
scanned pages and their corresponding OCR text files related to an FBI

I linvesrisationoffiupu"tuo il;
penoorcaily.

copres pages a
I Fileroom _- This data set contains

corresponding OCR text files related to mult
FBlfield office data ino the terrorist activities involvi

Updated

b2
b7E

b2

5. IntelPlusl-'lF¡leroom - This data set contairyplesg¡[-scanned pages
and their corresponding OCR text files related to thl lnvestigation.
Updated periodícally.

7. Intelplusf-lF¡leroom - This data set c
pages and their corresponding OCR text fíles related t
and provided to the FBl. Updated períodically.

8. lntelPlud-lF¡leroom - This data set contains copies of scanned
pages and their corresponding OCR text files refated to acts of domestic terrorism,
such as the April 19, 1995 Oklahoma City Bombing (Okbom). Updated periodícally.

*(** LAW ENFORCEIVTBNT SENSITTVE - DO NOT DISTRIBUTE OUTSIDE OF ItsJ T++

Page 1 of 1

JrtI I¡¡F0P.I{ÀTIO¡I C0¡IIÀI¡ÍED
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ontaíns copies of scanned



IntelPfuffi¡leroom -This data set contains

*** [,AW ENFORCEMENT SENSITIVE _ DO NOT DTSTRIBUTE OUTSIDE OF IIBJ ***
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t l. tnt"lptr filetoot - This data set contains copies
text files related to an FBI

Updated periodically.

rileroom - This data set containgggpigs of scanned pages
OCR text files related to an FBll linvestigation of the

-lfhe 
data, once received EÏIÍõãupdated

b2
ÞtF,

and their

- This data set
pages OCR text files related to

all 56 FBI field divisions and other agencies.

14.Joint Intelliqence Commíttee Investiqation (JlCl) - Scanned copies and their
corresponding OCR text files of all FBldocuments related to extremist lslamic
terrorism between 1993 and 2002. These files are not updated.

15.Open Source News - Various foreign news sources that have been translated into
English, as wellas a few large U.S. publications, such as the Washington Post.
These files are updated daily.

16. Secure Automated Messaoinq Network (SAMNet) - SAMNet consists of
messaging traffic that is sent between different U.S. Government agencies through
the Automated Digital Information Network (AutoDlN), incfuding Intelligence
Information Reports (llRs) and Technical Disseminatíons (TD)from the FBl,
Central Intelligence Agency (ClA), Defense lntelligence Agency (DlA), and others
from November of 2002 to present. IDW receíves copies of these classified
messages up to SECRET with no SGI caveats. These files are updated daily.

18. Violent Ganq and Terrorist Organization Fíle ryGTOÐ - Lists of individuals and
organizations associated with víolent gangs and terrorism, provided by the FBI
National Crime Information Center (NCIC). This file is updated monthly.

*** LAW ENFORCEMENT SENSITIVE - DO NOT DTSTRIBUTE OUTSTDE OF FBI {,+*

Page2 of 2
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10.lntelPlusf-ll-lF¡þroom - This data set contains

Updated períodically.
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Concept of Operation - Data

CORE library documents
-42.SMunstructureddocumentsinlTcollections

- ACS ECF: UPdated dailY

- lntelPlus (11'Filerooms¡i UpOateO when provided

- SAMNet: UPdated dailY

VGTOF: UPdated monthlY

Sources

'¡Bl.l I

. F¡nancial Crimes Enforcement Center (FinOen)

ouEside the scope. SPT documents

September 12,2005
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Planned Major Changes to Services

. Data Ingest
Add new sources of data as

ñr'Fêidê Èha î^^ña

September 12,2005 30



Delivered SPT capabilities
outside the Sccpe

shed a new telephone-type data source - 2l1gl2}01

September 12,2005



Program
outside che Scope

ry9l[ i-s also ongoing to develop and populate an Access database to support theproperry management ancl configuration management aspects of lDW.

September 12,2005 49



Performance Measurement &
Monitoring (PMM) Manual

Baseline Version 1.0

IDIW Operation and Maintenance
N65 23 6-98-A-7092 (DO 6046)

PMM NG-OM-OO9.BL1

Federal Bureau of Investigation
Information Resources Divlslon

Data Management Section

f{Ltr I¡IFùFlfÀTItl'l COIrrrÀIU¡D
IIEREIIü T5 U¡]C[ÀSSIFTED
DATE 1A-UZ-200? EY 65I?9 DI{IIIBJILlCAL

Investigative Data Warehouse (IDV/)
Performance Measurement & Monitoring

Baseline Version 1.0
March 15.2004

Noæ: Hardcopy versions of this document must h verified for conect version number wittr tfie IDW o&M Documenr conr¡ol Libra¡v.

PMM NG.OM-OO9.BLT
FOR OFFICIAL USE ONLY



Performance Measurement &
Monitoring (PMM) Manual

Baseline Version 1.0

IDW Operation and Maintenance
N6523 6-98-A-7 092 (DO 6046)

PMM NG-OM-OOg.BLI

2 IDW Overview
IDW is composed of three distinct sections, ingest, user query and control

,ñrrf c i Àa t- ha Çe nna

2.1 lngesf
The ingest function accepts information from extemal sources, validates the data, and

formats the data for data storage.

2.1.1 External Sources
ID\il receives data from.

o The Automated Case System (ACS) is composed of several applications. These

applications are Investigative Case Management (ICM), Electronic Case File (ECF)
and the Universal Index (UNI). IDW uses a subset of the Electronic Case File (ECF

).
. 

Jnlclplu¡.lCl.Els{ooms) 
formerlv called th,ll

. TercTéãutffi Messaging Network (SAMNET) cable traffic messages received
by the FBI

r Violent Gang Terrorist Offender File (VGTOF) from Criminal Justice Information
Systems (CJIS) Division

o Joint Intelligence Committee Inquiry (JICI) - Paper counter-terrorism files
o The Open Source Library is collected from global news sources that are either in

English or have been translated into English
data received from the

Various paper documents including
o handwritten notes
o official FBI conespondence
o intelligenceanalysis
o other tenorism related information

2.1.2 Data Validation
IDW has been certified to handle data at a Secret level. Any data classified higher than
Secret cannot exist in tDW. The data validation process verifies that all data to be stored in

Note: Hardcopy versions of this document must be ve¡ified for coræct venion number with the IDW O&M Documert Control Library.

PMM NG-OM.OO9.BII
FOR OFFICIAL USE ONLY

Page I
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Performance Measurement & IDW Operation and Maintenance
N6s2 36-98-A-7 092 (DO 6046)

PMM NG-OM-OO9.BL1

Monitoring (PMM) Manual

Baseline Version 1.0

IDW meets this securiry guideline. Data that is questionable is removed from the system,

and is reviewed. After the reviewer certifies that the data is appropriate for IDW it is
placed into the IDW databases.

Outside the Scope

Note: Hardcopy venions of thís clocument must be verified for correct version number with the IDW O&M Document ConÍolLibruy.

PMM NG-OM.OO9.BL1
FOR OFFICIAL USE ONLY
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Investigative Data Warehouse (IDW) Training
Federal Bureau of Investigation

Washington, D.C.

.A,I], ITIFORI.I.ÀTIOI{ COI.¡'TÀII'IED

I.IERTIN 15 ÜI¡CIÀS5IFÏED
DÂTE l_rE-02-?tJEt B-{ 65I?9 DIIH/8,14/CAL

outside the Scope

l.|-lData sourc.=

b. Data Sources: IDW draws its information from the following data sources:

ACS: Automated Case Support. (CT Case Files) A¡chived lnvestigative dating
back through calendar year 1995. Updates pushed (FTP) to IDW once per day.

Intel Plus: Updates pushed (FTP) to IDW as needed (usually once per day).



I

¡
I

!

t

JICI: Archived data frorn the Joint Intelligence Committee Investigation (JICI)

regarding 9/1 l. (Static file system)

ORCON: Parsed data from SAMNet and ACS data collections at this caveat.

Pushed to IDW once per daY.

SAMNet: SECRET and below cable traffic to/from FBI Headquarters. Pulled (FTP)

from SAMNet server (IDW chronological job runs every l0 minutes; SAMNet posts

new data 3 times per day).

TFRG: Terrorist Financial records. Updates pushed (FTP) to IDW once per day.

VGTOF': Violent Gang & Terrorist Offense File. Updated data file is provided in

entirety by CD on a weeklY basis.

Open Source Research (OSINT): Current from the MiTAP server.

c. Ijandline caveats can apply (here are some examples) -

LES - Law Enforcement Sensitive
COMINT - Communications Intelligence

b2
o /L

b2
ot|,

S i gnificant intemational terrorism incidents

Outside the Scope
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rDW Data Sources (cont)



lo search: Select'Brúwse' to v¡ew
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VGTOF lerowset
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rDW Open Source Data Sources
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lDw-NG-PM-001.01.00

Federal Bureau of lnvestigation (FBI)
Investigative Data Warehouse (lDW)

Project Management Plan

June 30, 2OO5

Prepared under Subcontract O4-684 +27
(Prime Gontract N65236-O4-D-6844)

Task Order OO93
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Outside the Scope
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FBI IDW Program Management Plan IDW-NG-PM-001 .01.00

Data ingest functions will be the most frequently performed data administration tasks. As this
function is primarily tasked to another subcontractor, O&M personnel are not deeply
knowledgeable of the specific administrative tasks. The table below indicates the sóurce and
frequency of periodic data ingest operations that are performed; other operations may be needed
on an ad hoc basis.

Data Type Media Frequency

ACS FTP Daily

IINCLÀssrFrED / / sOF. OFFTCIA¡ USE ONIJT
NST|]ROP ORAilVM/AN

19 June 30. 2005



ITNCI.,ÀSSIFIED / / SOR. OFFICIÀI, USE OIITY
FBI IDW Plan |DW-NG-PM-001.01 .00

Data Type Media Frequency

Intel Plus FTP Weekly

Jtcl N/A One{ime

SAMNet FTP 3X Daily

Open Source CD Daily

VGTOF CD Weekly

Table 5-l IDW Data Ingest Type, Media and Frequency

trNcL.e,ssrFtED /
NæTlfRtOP GRatFl¡AX

FOR OFFICIA.TJ

20lnforma ttbn Techtnloglr
June 30, 2005
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rDW-NG-CA-002.01.06

Federal Bureau of lnvestigation (FBl)
lnvestigative Data Warehouse (lDUÐ

System Security Plan

June 30' 2OOs

(Prime Gontract N6523ÈO4-D-6844)
Task Order OO93

I'NCLASSIFæO / / FOR OFFICIÀI' USE ONLY



trNcLAssrFf.BD / / FoR oFFrcrÀrr usE oNr,Y

FBI IDW Sysfem Security PIan tDW-NG-CA-002.01.06

IDW System Data Ingest Flow

Automated Transfer of Raw Data to IDW-S

Raw data is automatically transferred to the IDW-S system from approved data sources in
accordance with an Interco¡rnection Agreement, Memorandum of Understanding, Memorandum
of Agreement or Interface Control Document. IDW-S V1.2.9 receives update data by the
following means:

o ACS update daø is transmitted to the iDW-S system via File Transfer Protocol (FTP)
sessions over FBINet. ACS initiates the FTP session.

o IntelPlus update data is transmitted to the IDW-S system via File Transfer Protocol (FTP)
sessions over FBINet. tntelPlus initiates the FTP session.

. SAMNet update data is transmitted to the ID'vI/-S system via File Transfer Protocol (FTP)
sessions over FBINet. For SAMNet, the IDW-S system initiates the FTP session.

o VGTOF data is transmitted to the IDW-S system via CDIDVD.
. Open Source News data is transmitted to the IDW-S system via CD/DVD.
o The JICI library is static and is not updated on IDW-S.
o The IIR library is static.

Outside the Scope

Õrr+-<i¿lo l-ha a¡nna

into individual serial records (in the case of ACS ECF), documents IntelPlus,
Source News, IIR), me AMNet). or files

-28-
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FBI Automated
Case System
(ACS)

Secret and below

FBI IntelPlus Secret and below

40-
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FBI IDW Sysfem Security PIan IDW-NG-CA-002.01.06

SAMNeI

FBI Secure
Automated
Messaging
Network
(SAMNet)

Secret and below

VGTOF
FBI National
Crime Information
Center NCIC)

SBU

JICI

FBI Records
Management
Division (RMD),
Document
Laboratory
(DocLab), FBIHQ

Secret and below

Open
Source
News

MiTAP Unclassifred

Intelligence
lnformation
ReDorts

CIA Secret

Table

nNcr.àssrFrF.D / / FoR oFFTCTAL I'SE ONLY

b2
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IDW-NG-CA-002.01.06

Outside the Scope

3.9.9 Indirect Connections

3.9.9.f IDW-S Core Subsysten Indirect Connections

b2
b7E

FBI Intel Plus I Secret

-48-
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FBI IDW Sysfem Security Plan tDw-NG-CA-002.01.06

FBI Secure

Autornated
Messaging
Network.
(SAMNet)

Secret FBI F'TP

FBI National
Crime
Information
Center (NCI(

Unclassified./SBU FBI CD-ROM

FBI Document
Conversion
l,aboratory
(DocLab),
Records
Management
Division (RMD),
FBIHQ

Secret FBI CD/DVD

MiTAP - Open
Source News

Unclassified NA CD.ROM

IIR Secret CIA CD-ROM

b2
b7E

Outside the Scope
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Jessage

oGCXFBI)

Cc: MILLER, WILLIAM A. (OGC) (FBÐ
Subject: IDW data sources

UNCLASSIFIED
NON-RECORD

Page I of3

se+!¡Jgss@,-S9Émber 28. 2004 9:58 AM
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(FBI)
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Federal Bureau of Investigation

FBI Data Warehousing,
Data Mining & Gollaboration:

An Enterprise View of Data

Public Brief 
Hfu;;,?ffi:iï,;?ffii*'
DÀTE 0g-2?-200? BY 65r?9 DtfH,/B,lA,/CÀr
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Ken Ritchhart,
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Secfion Chief, Data, Engineering & lntegration
Program Management Office 
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,OVERVIEW: \ryE ARE IN TRANSITIOII
Moving From Reactive To Proactive

lVloving From Stov'epipes To Enterpnise

We Are irr a Dynamic New World: The Environment
has Changed Radically and Thines S¡ill Be Different!

Countering Terrorism Requires Us To Be Proactive.
We Must Anticipate What May Happen And Prevent
Terrorism Not Just Investigate It After The Fact.

We Must Accelerate Our Ability To Find and React To
Relevant Information. We Must Have Interoperability,
Collaboration, Information Assurance, and Ready
Access To All Relevant Data/ Information/ Knowledge.

The Web, Metadata, COTS, Data Warehousing, Datz
Mining, Collaboration Technologíes and Business
Process Reengineering \ryiil Fundamentally Transform
the Way We Do Business.



I
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FBI Priorities

Protect the United States from terrorist attack

Protect the United States against foreign intelligence operations and
espionage

Protect the United States against cyber-based attacks
and high-technology crimes

4

J

6

7

I

Combat public corruption at all levels

Protect civil rights

Combat transnational and national criminal organizations and
enterprises

Combat major white-collar crime

Combat significant violent crime

9

10

Support federal, state, municipal and international partners

Upgrade technology to successfully perform the FBI's mission



Reengineefing FBI "BESTcopyAVAILABLE'

Information Technology
Business Process ReengineerÍng

. Major focus on reviewing what we do and how we do it to see if we can do it
better, eliminate it, or combine it.

. Over 40 major BPR project ongoing

. Major shift in resources to Counterterrorism
. Restructuring of Information Technology in the FBI

. New Deputy Executive Assistant DÍrector for Information Technology

. Major restructuring of IT & all IT acquisitions & realigning with FRI strategy

. Professionalization IT acquisition, development & program management

. Looking to Competitive Sourcing

. Rapid prototyping to meet dynamic user needs



Problems with Existing
Data Infrastructure

Interfaces Cumbersome

Unique Application Access, Most Lack an Efficient Web
Interface

Access to Data Bases Restricted, Limited, Stove-
piped. I\o Big Picture of All the Available Data

We Do Not Really Know What We Know or Who Has It

Lack of Critical Data in the Data Bases

Tremendous Duplication & Redundancy.

No Ability to Digitally Sign and Secure the Data

No Access To
External Sources



''BEST COPY AVAILABLE"

Where'We Are Headed:
An Information Enterprise

. Layered Architecture

. Separate layers to allow modular changes to
architectural as well as system components

Presentation
Web Browser

Business Applications
Virtual Gase File

Data Layer
ata WarehouseÄ/KB

Infrastructu re
frilogy Network,

Seruer & WS



Unclassified
DATA MART
(NCrC/cJrS)

Glassified
DATA MARTS The Vf,sion

Virfual Clase File

Provides The BusÍness logic and
Processes To Enter, Change and
Process Data relative to a case - [t
is How We Should Do Our Job in
the Future. Does l{ot Apply to
Non-Investigative applications.

Records Management
Application:

Provides central control of all
FBI records in accordance
with Federal Statutes & Policy.
Part of the controllÍng function
for the Data Warehouse.

Master Data Warehouse:
Stores All FBI Enterprise Data &
External data to Minimize Cost
and provÍde Enterprise Access to
AII our Data by all applications.
Combines Data into a searchable
information sphere that can be use
for data mining or cross indexÍng
without goÍng through the legacy
Applications.
- Key to interoperability.



Building A f{ew Infrastructure

€.'"tt*ffirdware

LAN/WAN NETWORKS



Findins Drops of Infor*uäiiiäät
Ocean of D ata & Connecting the Dots

Moussaoui
Arrest

Data Is In Different Forntats, Different Media, DÍfferent Classifications, at Diff'erent Locations



DATE 08-3?-200? BY 65t79 Dltf,/BJÀ,/CÀt

Automated
Gase Files

ffi Future Environment Must Support
ffi,*co¡rrÀ,\¡ED Alt Typgs of Data
HEREIN 15 IIUCLÀssIT'IED

Wiretaps &
Surveillance

lmmigration
Records

DEA & ATF Data

Investigative Reports
&Evidence...

Legacy
Data Bases Forensics: Blood,

Fingerprints, DNA, etc
Local Law Enforcement,

Arrest Reports, DMV,
Vehicle Registrations, j

Etc...

Open Sources
& Web Products

Intelligence Data

Terrorist Watch Lists

R å :x lt'"T"ï:äif [ #å i?tl: ; i,i*,
Hotel, Airlines, Printed Documents etc.

Data includes: Documents, electronic files, images, audio,
Graphics, Multimedia, databases, Web products, etc...

Law Enforcement is an Information Intensive Business



Why Build A Data Warehouse?
A Data \ilarehouse Allows Us To Store Enterprise Dafa that We

O wn and Control to Minirnize Cost and Maximize Brlnefits.

' Gives You Total Knowledge of Everything You Have!
. Today we do NOT Really Know What we Have or Where lt's At

. Makes Data available to all Applications from one Source
. Eliminates Stovepipe View of one System at a Time

' Simplifies Migration of Old Obsolete Data Stores & Applications.
. Reduced Cost of Operations & Maintenance

Separates Data Access from Applications:
. Greatly Improves User Access
. Becomes an Enterprise Service
. Simplifies & Speeds Up Application Development

Provides Information Exchange Portals Or Data Marts
. Simplifies Accessing & LocatÍng InformatÍon

Supports Information Sharing
. Support Transferring & Combining Data

ImproVes Security Access & Control



Enterprise View of All Your Data
Use¡'s Don't care where the Data Is o¡'Horv it is Stored Thev Just want f,

',. Ð..ì ;l :l i .' ü e .:-:-A 'rf ¡Ct,vçJ:ti¡rs.r¡r'roo¡ r¡þ ' r.r*rt

ffi
ffi
ffi
ffi
ffi1
ffil
ffii

Access

= E
tffi
l@
f,.@
1@
1ffi
l^mffiffiffiwffiffiffiffiffi

AtrI ItrFORT{ÀTIO¡I COI'ITAINED

HEREIN I5 IINCTA55IFIED
DA'[E OE-Z7-ZOO? BY 65179 Dffi,/BJÀ,/CÀt



@
"BEST COPY AVAILABLE'

Information Framework
Pres,entation

l.ayer

Aacess
l.ayer

Virtual
Layer

Physical
Storage
Layer

Transport
Layer



Total view - of All Relevant Info via

Virtual Knowled

.Virtual Knowledge Base
A combination of distributed
data bases and data warehouses
(including external sources You
do not own) into a searchable
information sPhere that can be

use for data mining or cross
indexing.



FBI Interim Architecture

r.--1
I

Data Warehousing/VKBlInfo Share

Trilogy
Other Business APPlicatiotts
Secu rity/IA Enhancements
lnvestigative Technology & Cyber Crime



Ç

Information Sharing & Cottaboration Using the
Intetligence'CommunitY Model

u"läËÍ*"T" NCIC

FBI NET

Do NOT Share
With Anyone

Else

FBI Data
Marts

Limited
Sharing Under
Special Rules

Share with All
Cleared who have a

valid need-to-know



Data Mining & Exploitation
Fin, d in g un reco gnized relatio n-ship s or correlations b etween entities.

"Go.r belond simpte cross indexing or table look upii.

Data Warehouse &
Virtual Knowledge Base focus a

[xtracl
uata

lngest;

Metadata

Harlco0ll
rSoulces

lnformaüon
Be[ulrements

- a [uidence

-

tield

Uisualize
& ne[ort

G0uenmen[ Agents
Public & Pr¡uate llata

lnvestlgatlue
Ílnd¡ngs



Data Mining3 R.equires new Functions,New Dtta'

New Tools, New Procedures and Additional Personn'el

HQ Data
Mining Unit



FBI Strategy:

P rovid e a C o mp lete, Us er-friendly, Tailo rable Integllt9gPll:ro n ment

for all üsers with web-based, commercial-off-the-shelf (COTS)
applications and specialized Government applications, with a single user

riþ-on that for eaìh security level that support all functions.

Provide easy access to all authorized.4pta and.information without
knowingitsformat,tocati@ion(MaintainsNeedtoKnow)
through-a Data warehouse and virtual Knowledge Base.

provide Rapid delivery and insertion of new COTS technology based on

customer feedback, n& requirements, commercial developments and
annual reevaluations. Test before you buy!

Provide Automatic Publishing & Dissemination using meta-data and
subscription services

Support Active Collaboration and Data Sharing across Law
enforcement, intelligence and with other Agencies.

L;ser Driven End-state. Only the users can determine if a tool works for
them. Need set of interoperable tools. Must have Active User
Involvement Driving the Process.

Capability : Tools * Infrastructure * Training :|'Trainêd 
Users + CONOPS + Management Commitment

. How Do \ile Make This HaPPen?



À[I I¡IFORIÍÀTIOIiI CÛI.TTÀTT.IED

HEREI¡] T.5 TNüTIÂ55IFIED
DÂTE 08-2?-e00? Br 651?9 DI{II,¡B,]À,/CÀt

Data Sources in IDW and SPT
Below is a summary of the 12 daø sets that are currently in the main IDW as well as the
l0 in the TFOS/RRET special access page. The additional 14 othe¡ data sets that will
shortly be ingested by TFOS/RRET are also detailed below as well as 5 other proposed
CTD TFOS/RRET data sets.

II)W
The following data sets and their approximate sizes, as of 06/03/2004, are

currently available through the main IDW:

Violent Gang and Terrorist Organization File (VGTOF)

Lists of individuals and organizations associated with violent gangs and terrorism,
provided þy the FBI National Crime Information Center (NCIC). This file is updated
periodicall y, usually monthly ;

Secure Automated Messaging Network (SAMNet)

SAMNet consists of messaging traffic that is sent between dif[erent U.S. Government
ggencies thrgugh the Automated Digital Information Network (AutoDIN), including
Intelligence Information Reports (IIRS) and Technical Disseminations (TD) from tlie

b2

b2



b2
b7E

Joint Intelligence Committee Investigation (JICI)

Sca¡ured between 1993
and2002. These files a¡e
not

Open Source News

Va¡ious foreign news sources that have been translated into English, as well as a few
large U.S. publications, such as the Washington Post. These files are updated daily;

b2
DIL

b2
b'tE



ÀTT II.¡FORI{ÀTION. COITTÀINED

HEREItr I5 UÌ'CLÀssIFIED
DÀTE 08-27-?00? BY 65179 DÌfE/B,tÀlCÀL

bz
b7E

Data sources currently in IDW

Only case dassificalions requ¡red to
support intell¡gence analysis are

allowed in IDW Grand Jury
infofmat¡on ís also excluded. L¡st of
case classifications is available in EC

HQ-1 139716 (serial 252)

supposed to b€ used for crim¡nal ¡uslice

for lhe use of criminel just¡c8

jOnly supposed to be used for

be d¡ssem¡naled ouls¡de of the

lOnly supposed to be used for

lcriminal iust¡c€ purposes, and should
be disseminated outside of the

1oÍ4



T-T i | |

IDW Systemm
Data sources currentlY in IDW

I

^{f FBI Seøet

laín data ¡s rgstricled by the case
nt ¡n the field; think th¡s
rmetíon should be available to
lysts, but need a pol¡cy to support
assertion.

Bl only

b2
b7E

:66F.HQ.
14v337

But - more analysis needed. Unknown - more enalysis need€d.

CIA llRs and TDs
;66F-HQ.
4v337

- more analys¡s needed. Unknom - more analysis needed.

)essool Fraud deta )ept of stete
:L; bttf-L{t¡-
11434337

Jnknown Jnknown - more analysis needed. Unknown - more analys¡s ne€ded.

-osustolen Passporl data )ept of State
:c 66F-HO-
J14U337

Jnknown Unknorn - more analysis needed Unknown - more analysis needed.

FBI
:c 66F-HO-
J14U337

Jnknown Unknorvn - more analys¡s needed Unknown - more analysis needed-

FBI
:c 66F+lQ-
j1434337 Jnknown Unknown - more analys¡s needed Unknown - more analysis needed.

FBI
:c 66F-HQ-
)14U337

Jnknown Unknown - more analysis needed. Unknown - more analys¡s needed.

:Bl :c 66F-HQ.
^.1A4À41'l

Jnknown Unknown - more analys¡s needed. Unknown - more analys¡s needed

2ot 4



llllll-
IDW System

Data sources currently in IDW---------Tr¡nk -ffii

\ulomated Case Syslemruniversal
tlame lndex

uNr l;ti EC 66F:FO-
cf434337

Secret Unknown - more analysis needed. Unknown - mcre analys¡s needed.

Yational Crime Informat¡on Center Jnknown Unknown - more analysis needed. Unknown - more analysis needed.

{utomated Case Filerunified Index IUNI :Bl :c 66F-HQ-
)1134337

iecret
Only case dassífic€t¡ons required to
support intell¡gence analys¡s will be
ellowed in low.

FBI only
b2
b7E

:leclron¡c Surve¡llance =LSUR ìFBI Unknown Unknown - more analvsis needed. Unknown - more analvsis needed

ferorist Screenino Center rsc Jnknown Unknown - more analvs¡s needed Unknown - more anelYsis needed

3ot4



b2
b7E

IDW System
rtttl

Data sources currently in IDW
Full Name Abbrev. Owner ReqmURef utass. ueta Frfienng Keshcgons Disseminatlon Restrictions

lmmiqration end Naturalizalion
Servicel I

NS Jnknown Unknown - more analysis needed. Jnknov,rn - more analysis needed.



Message PageZ of 6

ÀtI I¡IFOFJÍA.TIOIü COI,ITÀI!¡ED

HEREIIìI IS IJ¡ICIÀSSIF'IED
DÀTE T8-27-2OO? BY 65I79 DI{ITIE.TÀ,/CåL

-----Orioinal Messaqe-----
r-rl-koGcXFBI)

b6
b7c

Se@r28,2O04 9:584M
occ) (FBr)

Q6¡ pllll Ffl" WILLIAM A. (OGC) (FBI)
Subject: IDW data sources

uNct_AsstFtED
NON.RECORD

b5
b2
DIE

9t28t2W4



Message Page 3 of6

b5
b2
D IE"

9n8t2AA4



Message

Ass¡stant General Counsel
Administrative Law Unit (Room 7338)
Office of the General Counsel
(2o2) 324L)

---€riginal Message---
From: MILIE& WILUAM A. (OGC) (FBI)

Page 4 of 6

b6
b7c

b6
b7c

occ) (rer)j-l(occXFBr);
KELLEY, PATRfCK W. (OGC) (FBi)
Subject: RE: Information Sharing Policy Group Mtg - 9/28, 2:00, Rm 78116

UNCI.ASSIFIED
NON.RECORD OTHER O,/S

b5

9t28t2w



Ì-, q

Message Page 5 of 6

(or) (ocA)
Sent Friday, September 24,2æ412:39 PM
To: SZADY, DAVID (CD) (FBI); ASHLF-Í, GRANT D. (DO) (FBI); AZMI, ZALMAI (ocxo) (FBI); BAGINSKI,
MAUREEN A. (Do) (FBI); BAILEY, GREGG D. (ITODXFBI); BALD, GARY M. (cID) (FBr); BRocK, KEvrN R.
(OIXFBI); Caproni, Valerie E. (OGC) (FBT); FUENTES, THOMAS V. (OIo) (FBT); HooKS, JoHN S. (cJIs)
(FBI); HooTON, WILUAM L. (RMD) (FBI); MONROE, JANA D. (cyD) (FBI); PHALEN, CHARLES S jn (Séco)
(FBI); PISTOLE, JOHN S. (DO) (FBI); QUUAS, LOUIS F. (DO) (FBI); SoLoMoN, JONATHAN I. (Do) (FBI);-
swEcKER, CHRrS (CID) (FBÐ

(DOXFBT TOD) (FBI); GRIGG, c C|-AYTON (cTD) (FBI);
OI) (ÇONT TE¡LMAruE P. (RMD) (FBI);

) (FBr);
E. JR (Or)

XFBI ; CHASE WILUAM D AL) ) (FBr);
) (FBr) ME) oro) (FBr);

(FBI);HALÇ@; XFBI);
) (FBI); KELLEY, PATRICK w. (OGC) Do) (FBr);

) (FBI); LEMS, JOSEPH R. (CxD) CIrs) (FBr);
IS) (FBI); MItlER" WILLLAM A. (OGC) ) (FBr);

cvD)
(coN (FBr);

(crD)
SubJect: Group Mtg - 9128,2:00, Rm 7846

UNCLASSIFIED
NON-RECORg

The lnformation Sharing Policy Group meets on Tuesday, Sept 28, at 2:00-3:00 in Rm 7g46. Attached
are:

(FBr
b6
blc

9t28t2004



b5
.b2
.Dtt

Message
.OTHER o/S

UNCLASSIFIED

UNCLASSIFIED

Page 6 of 6

9/28/2004



Message

SENSITIVE BUT UNCLASSIFIED
NON.RECORD

Page 2 of3

OTHER O/S

MICHAEL R. (srD) (FBI); HARRINGTON, T

----Original Message---
FTom: TANNER, MARK A.
Sent: Monday, August 09, 2004 4:12 PM

ToEDoXFBI); BAILEY, GREGG D. (IToDX

ff(ctts) (FÐ

b2
.o /L

b6
b7c

Cc: PISTOLE,
J. (CrD) (FBI
Subject: RE: ACCESS TO VISIT

'OTHER O,/S

,OTHER O,/S

b2
.b7 E

OTHER O,/S

Ma¡k A. Tanner
Director of the
Foreign Terrorist Tracking Task Force (FTTTF)
7034-181-l

----Orioinal Messaoe---
r.o-FDoXFBI)b6

b7c Sent: Monday, August 09, 2004 3¡rZ PM

ro: BÆLEy, GREGõ o. iriooxrát[(cxs) (FBI); rANNE&
MARK A.
Cc: PISTOLE, JOHN S. (DO) (FBI); FEDARCYK, MICHAEL R. (CTD) (FBI)
Subject: ACCESS TO VISIT

SENSITIVE BUT UNCLASSIFIED
NON.RECORD

?i,
file://C:\Documents%o20and%20SettingJ-llocal%20Settings\TemporaryYoãllnter... ll/6/2006



Message Page I of I

oGcxFBt)

l

Sent:

To:

Cc:

John F. (OGC) (OGA)

Subject: FinCEN data for IDW

SENSITIVE BUT UNCLASSIFIED
NON.RECORD

À.tI I¡]FORI{,ÀTTÛil CTI'ITÀII'IED

IIEREIU T5 M]CI,Â35IFIED
DÀTE 08-2?-?,A97 EY 6-5]79 D}IH/EJÀI'CÀL

b6
b] c

b5

b6
o /L

-

Assistant General Counsel
Administratíve Law Unit (Room 7338)
Office of the Gengral Counsel
(202],324ll_)

From: l-loccxFBt)
Tuesday, August A3, 2@4 2:41 PM

æf(rRD) (FBr); GRTGG, G cr-AyroN (crD) (FBr); ÌaÁWie E. (OGC) (FBt);BAG|NSKI, MAUFìEEñ n. ;;"
(Do) (FBr)

K-Er-IEY.|@MILLER,wl
(occ)(FBlUoGc)(FBl)l [õ-dCllFEll;ffin,

rvrr.l-l

SENSTTIVE BUT UNCL.ASSIFIED

8/3t2004



Message Page I of2

oGC); MILLE& WILLIAM A.

oGC) (FBr)

OTHER O,/S

b6
,D /L

r.o.üocc)(FBÐ
Sent: Friday, July 16,2004 8:26 AM
To: Curran, J
(oGC) (FB
(oGC) (FBr)
Cc: KELLEY, PATRICK W. (OGC) (
Subject: FW: IDW Presentation

UNCLASSIFIED
NON-RECORD

---Ori
From: PMO) (FBr)
Sent: 8:114M
To
Cc
(FBr)
Subject: RE: IDW Presentation

UNCLASSIFIED
NON.RECORD

b5
b2
b7E

occ) (FBr) b6
oc.c)(reÐ;nrrcnnnnIKENNETHMIcHAEL(rno)(rar)F(Ino)li,

b6
.b7c

---Oriqinal Messaoe-----rromFocc)(FBr)
Senll]busdey.J_Uly LS,2æ4 4:32 PM
To PMO) (FBr)
SubJecù RE: IDW Presentation

UNCLASSIFIED
NON.RECORD

.OTHER o,/S

b6
b'7c

---€d@alt4eEæe-
Froml_IPMo) (FBr)
Seït: Thursdav. Julv 15. 2F4 4:10 PM
Tol l(occ) (FBI)
Subject iDW Presentation

UNCLASSIFIED
NON.RECOR_g

.D(]

blc

file'//l-'\ñn ottmcntco/^)oendo/^?flSe*,.o[]]].ncelol^?Oseftinos\Temnn ¡awo/n)Olnter I I l6D006



b5
.þb
.b7c

b5
b6
b7c

MILLER, WLLIAM A.; KELLEY, PATRICK W.



Message

OTHER o,/S

Àtl IUFORtfÀTr0It c0ImÀrIlED
HEREIIú I5 UIICTÀs5TFTED
DÀTE 08-27-200? Er 65I?9 DHII/B,IÀ,/C¡rt

ocq¡ (FBr)

Page 2 of3

b6
b7c Sentlfnday-feþ¡rarv 18, 2005 2:45 PM

To occ) (FBI); MILLER, WILLIAM A. (occ) (FBI)
Subjech Review of Proposed Response re: Data Mining

UNCLASSIFIED
NON.RECORD

oTHER o,/S

b5

file://S:\OGC\UMTS\ALU-0917\ALU-LIBRARI InfP-66F-HO-1201415-I\References-In..- t1/6n0o6



Message

.oJ

Page 3 of3

,OTHER O,/S

UNCI-ASSIFIED

u¡t_c_LAsstE!EQ

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

fife://S:\OGCV INITS\AI.I I-091 nAt.t I-LIBR AR'lllnfP-66F-HA-n}l4l5-[\Referennpc-I. I t l(trr¡^É,



b6
b7c

From:
Sent:
To:
Subject:

sùler
ffi-o etgx-ne-xrtt

b6
b7c
b5

E FYt - thought you might want to come to the meeting.

---Original
From:
Sent:ob To:

b7c
b5

Cc:
Subject:

OGC colleages:

---€rig¡nal
From:
Sent:
To:

CC:
SuöjecÈ

b6
b1c
.lf 5

b6
blc
.DJ

meeting next

.þb
o /L

It works for me and I would like to attend.

A¡sistan t G e neral Coun ¡e /



b6
b7c 202424Í-l|

.b6
b7c
b5

From:
Sent:
To:

Cc: GRIGG, YTON (CTD)

tive Staff Section

2006 11:

RE: Tentative rneeting next

b5
.OCì

.b7c

Al'l
(FBÐ
lL04b6

blc
.þ5

.b2

.oo
b7c

It works for me and I would like to attend.

As¡istant General Coan¡e/
PriuaE and Civil Liberties (Jnit, Roon Z.i jt
202-i241þoi,q
202-J24|)facnnile)

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT
PRIOR OGC APPROVAL

Subjece RE: Tenfauve meet¡ng next

se\ér
Rãõ-RD 319X-He-xxxx

OGC colleages:

seMr
FoÌ-o ¡tgx-ne-xxxx

b6 --Original Messaqe----

bj C From:



OGC colleages:

lwilltry to attend.

b5

b6
blc NSB Executive Staff Section

---Original
From:
SenEb6 To:

b'lc
b5

Cc:
Subjert:

b6
b'7c

It works for me and I would like to attend.

A¡¡istant Ceneral Coan¡el
PriaaE and Civil Ubetiu (Jnit, Rpon TjJt
202-i2+flwice¡
202-32a1 Yfac¡inil4

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBl
WITHOUT PRIOR OGC APPROVAL

---Original
Frorn:
Sent:
To:

Cc:
Subject

(OG¡¡
meeû-ng next

b6
D/L
b5

SECRËT
ÉEflRõ srgx-He-xxxx

To the extent poss¡ble - does that work

CQRD 3lgx-HQ-xxxx

for everyone who wents to attend?



---Orig¡nal
From:
Sent:

b6 To:
b7c
b5

Cc:
Subject: RE: Tentative meetÍng n"rt w""l|-::-

c'e,
b7c

-ob

b7c
b5

DERIVED FROM: Muttipte Sources
4

.ssistant General Counsel
Policy & Training Unit

[""n you try to have this on Thurs next week?

National qeç¡¡fi$ Law Branch
(202)324|| 

|

--€riginal
From:
Sent:

b6 To:
b7c
b5

Cc:
SubjecE



From:
Sent:
To:
Gc:

Subject:

UNCLASSIFIED
NON-RECORD

MTLLER, WtLLTAM A. (OGC) (FBt)
Wednesday, October 04,2006 4:4

(FBr)
(FBl); KELLEY,

A[[ I!'IFI]RHATION C0I,ITÅIIIED
TIER.EIIü ]5 U¡ICTA5SIFIED
DÀTE 08-2?-ZOO7 ET 65I?3 DIfiI,/B.]À/CÀL

--€riginal Message----
From: GRIGG, G. Cl¡YTON (CTD) (FBD
SenÈ
To:
Cc:

Subject:

Foreign Tenorist Tracking Task Force (FTITF)

b6
b7c
b5

UNCLASSIFIED
NON-RECORD

Good points' We do receive updates for some of the data sets which give us instructions as to which to actd, modify or
delete. As far as accuracy some ere corrected in this way while otherJare not. For example, if a foreign naiíonal piovides
inaccurate or untrue information on the l-94 card they fill óut as their plane is landing ¡n ttrd U5, neitherbHs or us can
control that. The information is put on the card by them, regped into a database veibatim by DHS and shared with us.
That is an example of a potential inaccurate or uñtrue recorit'that would not be corrected.

ln contrast however, another record that we get that could be corrected is an ACS or UNI record. One week we may get a
dump from ACS. The next week they may sènd a correction notice to remove duplicate documents, correct a case iO-, etc
These would be handled accordingly. The same happens with data from FinCEN and others. lf for'example some intel
agency writes a cable on SAMNET and we ingest it today, then later they debunk the source, they will isstje a new cable
taking back the claim on the old cable. But thä original cäble remains as a matter of record and the new one stands as a
correction to the original. The problem is both simple and complex to describe and address.

Our intention and goal is to model as best as possible the records contained in the primary system. Therefore, íf the
primary system allows for updates or.changes to the record then we will reflect tne ðnangé. ín this way we mo;t resemble
a mirror and the central burden remains on the primary system.

G. Glayton Grigg
Acting Director

b6
b'7c
b2(703)

(2o2',)

----Original Message'-



.Db
Ï,?r-
b5

Frnm:
Senb
To:
Cc:

-occ)(FBÐ

Wednesday, October 04, 2006 1:04 PM

GRTGG. G. C|-AYTON (CrD) (FBr)
occ) (FBr

.b6
Ì. ?.
b5

(FBI); MILTE& WILUAM A. (OC'C) (FBI); KEIEY, PATRICK w.

Subject RE

UNCLASSIFIED
NON-RECORD

A¡¡i¡ta nt Gezeral Coa n n I
Priaary a41!..1Ciuil Libedtet Unit, Rton 7Ji8
20z-j2núnice)
202-J2{_JfaæintlQ

PRIVILEGED DELIBERATIVE DOCUMENT. NOT FOR DISCLOSURE OUTSIDE THE FBIWITHOUT PRIOR
OGC APPROVAL

--€riginal Message.-
F¡om: GRIGG, G. CI..AYTON (CrD) (FBD
SenB Wednesday, October (H, 2006 11:
To: KELIEY, PATRICK W.

b6
l-t7r-

b6
.b7c
.Þf,

(FBD

UNCLASSIFIED
NON.RECORD

cf,



'OTHER O/S

b5

G. Glayton Grigg
Acting Director

b2
b6
b7c

Foreign Terrorist Tracking Task Force (FTTTF)
Counterterrorism Divisiçn (CTD)

(703) ss{-l(office)
(202)2621 l(CetUBtackberry)

-(4)-4-Jf4ager)I l(Blackberry UNCI-ASS)



From:'Þo Sent:.b7c To:
Cc:

Subiect:

UNCLASSIFIED
NON-RECORO

GRTGG, G. CLAYTON (CTD) (FBt)
04, 2006 8:34 PM

Àtt II,IFûF¡Í¡ITI0N C0I,ITÀII,IED

HEREIII TS UIÙCLÀSSIFTED
DÀTE û8-2?-Z|JO1 B{ 65I?9 DIIH/E'IÂ/CÀt

)) (FBt)rîËoxrerlnocc)(FBr

Formoreadditiona|informationyoucana|so"ont."tf-þ

1. An operational division, unit or group identifies a need for a particular data source
f - Requirements are gathered regarding the data source (i.e. óata source description, operational need, data type,
location, size, classification, etc.)
3- The data source is nominated for future consideration by the lnformation Sharing Policy Board (fSpB)4. Before the ISPB rules on the data source it is reviewed 6y the OGC, SecuriÇ, eté. and â eriuacy lmpáct Assessment is
completed
5- A!y_ issues identified by this review are addressed and if they are correctable and then the data source is proposed to
the ISPB for approval
6- The ISPB then reviews the findings by OGC, Security, etc. and either approves or disapproves the new source7. Once approvalis obtained the data willbe ingested.

I would like to review what you draft before your reply if possible.

source rs acqu

Acting Director
Foreígn Tenorist Tracking Task Force (FTÍTF)

G. Clayton Grigg

(crD)
b2
þb

(703) 55{--l(office) blc
(2o2') 2621 l(CelUBtackberry)

J9ff)4J-JlLager\
I fBtackberry UNCLASS)

b6
JC /U

---Original Messaqe,--
From: l-lDo) (FBÐ
Sent¡ Wednesday, OctoberO{, 2006 5:19 pM
T-! GRIGG, G. CI-AYTON (CTD) (FBI)
Subject RE: Queryr€gard¡ng IDW

RE: Query regarding IDW

Mr. Grigg,



.D¿

b6
^11
b7E

b6
b7c

fevrews, lmpact
, the Information Sharing
f TFOS could probably

Ij"-":f::,j?:il1["^1?y^it^1".t-"ll_1"?rla_o_b data that we had resources ror, deemed most operationauy

:i[îf,::i{""jF9.:'*r,:"::."^'^l?1L"_!e¡1 qyrsueo.or proposed. inrp,oéi", häsnäiË rimited by

'piå.ããäii"äã-näî 
ã-ne or tne

Pj:,9^:1T_Ì:,:t^lT?PT1LS::T_.:g. , 
r.he amount of dara in the sysrem has experien ced a2txsrowthfactor in the.last 2 1t2.years and 34x in the number of accounts. Útir¿ålìå" ã"-;"Ë;ì¡;;"-gr#ffi"i ¡'jgrowing and 1000s of accounts have been created for non-FBl users. The system *uãtliór rzg:î:Lg^-":11.0"09"_:f 

-"":ou¡rs 
have been created for non-Ègiu;;;. iË il;ääicollections to 53 data sets ss demand has significanfly outpaced resources andcapacity. This has cause

G. Clayton Grigg
Acting Director

çdPaç|(y.|n|Snasai"^:#fthelDWinconcertwithCTDtomanaoe.!!999gþ3¡9es
eq1?,Xl^:r:possibrãtñ-äSFÌññ!õsilEythisresourceconstiainËo-eññnä;;rï_JI pt tDW is compiling the list of databases in lDW.

b2
'-Ì)b
b'7c

Foreign Terrorist Tracking Task Force (FTTTF)
Counterterrorism f'ìivisif n (CTD)

(703) ss3n(office)
{?9?)2621 l(Cell/Blackberry)

J@9|-l(Eager)I l(Btackberry UNCLASS)

.AtI IT]FORI{ÀTIOII COIüTÂ.I}IED
TTEREIN I5 II¡JCL¿S5IFTED
DÀTE 0B-27-ZgA7 Èy 65179 DI{IflB;tAlCt\L

---€rig¡nal Messab6
b7c From:

Sent:
To:
Subject:

Do) (FBr)
Monday, September 11, 2006 1:16 ptl
GRIGG, c. C|¡YTON (CrD) (FBr)
Query regarding IDW

UNCLASSIFIED
NON.RECORD

Mr. Grigg,

I'm an agent in Congressional Affairs, with responsibility for the Senate Committee on the Judiciary.Senator Charles Grassley(R-lA) is a member óf ne comm¡ttee. Tt¡Jattached letter ftom SenatorGrassley requests information iegarding sources for the re*ros coñta¡ne¿ in lDW. Specificia[y,Grassley wants to know what agðnciesäre not participating in rDW- 
-

Please take a look at the retter, and give me p call to educate me on tre process.

b6
b7c

<< File: grassley incoming re lDw.pdf >>



.Db

b7c upervisory special Agent
Office of conoressional Affa¡rs
(202) 324L1

UNCIáSSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED



From:
Sent:
To:

Subject:

UNCLASSIFIED
NON-RECORD

fy¡

---{riginal Message.--
From:
Sent:
To:
SubJect:

UNCI-ASSIFIED
NON.RECORD

FYI below re: IDW from Senator Grasslev.

G. Clayton Grigg
Acting Director
Foreign Terrorist Tracking Task Force (FTTTF)

(cTD)

focc)(FBr) ,:9^
@,20064:1oL D'w

-.occ) 

rreilFroccì /FBrì. KEr-LEy
PATRTCKW. (OcC) (FBr) 

-
FW: Query regarding IDW

b6
b7c

(Office)
(Cell/Blackberry)

ger)
Blackberry UNCI-ASS)

To:
Subject:

Mr. Grigg,

l'm an.ag.ent in congressionalAffairs, with responsibílity for the senate committee on the Judiciary. senator charlesGrassley(R-lA) is a member of the committee.' The aüáched tettei rrom se.natoiGrasJeyiequests information regardíngsources for the records contiained in lDW. Specificially, erassÈy wánts to know wtrãtagånð¡és are noipart¡ä¡pa't¡ö ¡nIDW.

Please take a look at the tetter, and give me a call to educate me on the process.

GRIGG, G. CLAYTON (CrD) (FBÐ
Thursday, September 21, 2006 g:lLÁM
qLL!& wnlrAu 

^. 
(occ) (trt:ffi) (FBD

FW: Query regarding IDW

D¿
.Db

b7c

---Oñg¡nal Messaoe---
b6 I-T, I tDo) (FBI)
b7c uenl: Monday, Septemb€r 11,2006 1:16 pî4

GRTGG, G. CTAYTON (CID) (FBÐ
Query regarding IDW

(703) 553
(202)262



From:
'uJ Sent:b6 To:b7c Gc:

Subject:

UNCLASSIFIED
NON-RECORD

G. Clayton Grigg
Acting Dlrector

GRIGG, G. CI-AYTON (FBr)

OGC) (EED-
;l trÉtjFoGc) (FBr); MTLLER, wrLuAM

2:18 PM

w. (occ) (FBl)

ÀtI, il'TFOR}ILTTOI,T üOI,üTÀTIIED
IIEFXI¡I T5 ÛTTCIÀ5SIFIED
DI¡IE rJE-27-200? Ey 65179 D¡fIf,/B,lA,/CÀt

Good points. We do receive updates for some of the data sets which give us instructions as to which to add, modiff or
delete. As far as accuracy some are corrected in this way while otheriare not. For example, if a foreign naiionaifioviOes
inaccurate or untrue information on the l-94 card they fill óut as their plane is tanding ¡n ne US, neitheiDHs o|' us'can
control that. The information is put on the card by them, retyped into a database veibat¡m by DHS and shared with us.
That is an example of a potential inaccurate or untrue recorit that would not be corrected.

In contrast however, another re9o.1d that we get that could be corrected is an ACS or UNI record. One week we may get a
dump from ACS. The next week they may sánd a correction notice to remove dupticate Aocumãnts, corr""t ã ð"=äiD-, etc.
These would be handled accordingly. Thè same happens with data from FinCEN and others. lf for'example sore ¡ntel
aqency writes a cable on SAMNET and we ingest it today, then later they debunk the source, they will ¡ssue a new cable
taking back the claim on the old cable. But thä original cäbb remains as a matter of record and the new one stiands as a
correction to the original. The problem is both simple and complex to describe and address

Our intention and goal 
is to model as best as possible the records contained in the primary system. Therefore, íf theprimary system allows for updates or changes to the record then we will reflect ttre äfrangé. ín this way we most resemble

a mirror and the central burden remains on the primary system.

b2;ã ro3)ssen(orrice)b'tc (202) 2621 l(Cett/Btackberry)(87712701 l(Paoer)
l-TÉraðroerry uNcLASs)

Foreign Terrorist Tracking Task Force (F|-ffF)
Cou nterterrorism fì ivisjon (CTD)

_---{¡iOinal Mesage-
!rom: 

-occ)(FBÐ

sen$ Wedneday, hber 04,20061:0.t pMlaq

b6
h?.

To: , GRIGG. G. C|-AYTON rçTD) (FBÐ _cc: r---------l'F*ôi rtdtlElocc) (FBI); MIlr.E& wr*rA' A. (occ) (FBr); KE.LE', pArRrcK w.
IOGCI IFBI)

Subject RE:l I

UNCLASSIFIED
NON.RECORD



.b6

b2
b6
l)/U

Asi¡tant General Counnl
Priaag and Ciuil Libefties (Jùt, Rnon 7Ji8
202-i2aflwice)
202-i241 (facsin;h)

PRIVILEGED DELIBERAT]VE DOCUMENT. NOT FOR
OGC APPROVAL

--Original Message---
Frcm: GRIGG, G. CI-AYTON (CfD) (FBD
Sent: Wednesdaç October 04, 2006
TO: KELLEY, PATRICKW.

DISCLOSURE OUTSIDE THE FBIWTTHOUT PRIOR

A. (oGC)
(FBr

b6
b7c
.b5

b5

UNCLASSIFIED
NON-RECORD

one of the questions today by the Pres¡dent's Civil Liberties Board (PCLB), particularly that of Lannie Davis,fqcused on how and if users are able to nominate documents contâining ina'ccurate ¡ntormat¡on for removal and/ornotiff other users of their.observations regarding a particular document] wnat wJâré t"j¡.iñö about in simfte 
- -

terms is "digital sticky notes" and commeñts that can be attached or associated with a document that other userscan review. This can also be used to facílitate and promote collaboration between ur"o. 
-Áitne 

bottom of the r-o,302 we find the words, "The document contains neither recommendations or conclusions of the FBI." ECs, cables,etc. have no such caveats.

one issue is that the lDW, like the FTTTF data mart, are not systems of records merely aggregate custodians ofother records. An as such do not contain ,,original" records noi found elsewhere.

OTHER O/S



b5

hq

'OTHER O/S

G. Glayton Grigg
Acting Director

b2
DI|,

b2
b6
b7c

Foreign Tenorist Tracking Task Force (FT[TF)
Countertenorism Division ICTD)

(703) s53n(Office)
(202) 2621 l(Celt/Btackberry)

JSlf)229/.-JG4ser\
Blackberry UNCLASS)

ùNcr¡sslneo

UNCLASSIFIED

UNCLASS¡FIED



b6
D/c

From:
Sent:
To:

b5
b6
b7c

Cc:

Subject:

UNCLASSIFIED
NON.RECORD

GRTGG, G. C!-AYTON (CTD) (FBt)
Wednesday, October 04, 2006 11:
KELLEY, PA
A

One of the questions today by the President's Civil Liberties Board (PCLB), particularty that of Lannie Davis, focused onhow and if users are able to nominate documents containìng inaccurate ¡nformat¡on fór removal andtor notify otherusers
of their observations regarding a particular document. WhaÌ we are talking about in s¡mplé terms ¡s 

,,digital éticky notes,,
and comments that can be attached or associated with a document that oi'her users can review. This can also be used tofacifitate and promote collaboration between users. At the bottom of the FD-302 we find the words, ,'The document
contains neither recommendations or conclusions of the FBI." ECs, cables, etc. have no such caveats.

one issue is that the lDW, like the FTTTF data mart, are not systems of records merely aggregate custodians of otherrecords. An as such do not contain "original" records not founð ebewhere.

ÀtL IllFûRlfÀTI0I.I CO]ffÀII,¡ED
HEREIN I5 U}ICIÂSSIFIED
DÀTE ÚB_2?-2OO? EY 65J.?9 DIÍIÍ,/E.]À/CÀT

WILLIAM

crD)(FBt)l-]HARRINGTON, T.
NSB) (FBI

OTHER O,/S



G. Clayton Grigg
Acting Director

.b2

.b6 (703) sæl-loffice)
(202) 2621 ftCeil/Btackberry)

-(877)2701__l4ager)| (Btackberry UNC|_ASS)

UNCLASSIFIED

Foreign Tenorist Tracking Task Force (FffTF)
Counterterrorism Divisign (CTD)



From:
Sent: .:;"
To: ::"
Cc: .o3

Subject:

UNCLASSIFIED
NON-RECORD

From:.
Sent:
To¡

Cc:
St¡bject

GRTGG, G. cl¡YIoN (CrD) (FBÐ
Wednesdan Ocbbef 04, 2006 11:
KEII.EY, PA

f(occ)(FBr)
Wednesday, October 04, 2006 1:04 pM

'Bt)trÉUFoGC) (FBt); MILLER, wtLLtAM
w. (occ)(FBt)

b5
.o t)

b7c

ir[L ü']FoF]fÀTf Cr[I CûI,ITÀII¡ED
I{EF.EÏII ]5 UÌICIÀSsIF'IEI'
DATE ÊA-27-200? By 65179 DHiIi¿E,IÀ,iCÀt

Astistazt General Cosnsel
PriaaE ary!Çigil Ubenies Uñt, Rooø TjjB
2s2 j2al¡w;ce)
202-3241*)facsinih)

.Dt
b6 PRIVILEGED DELTBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBIWITHOUT PRIOR OGCb7C APPROVAL

-€riginal 
Message--

b6
b'7c

trérlEINsB)(FBt)

b5



b5

b2
DI¡,

One of the questions today by the President's Civil Liberties Board (PCLB), particularly that of Lannie Davis, focused
on how and if users are able to nominate docu.ments containing inaccurate informatioñ for removal and/or notifi other
users of their observations regarding a particular document. What we are talkíng about in simple terms is',digiial
sticky notes" and comments that can be attached or associated with a documen[that other users can review. This
can also be used to facilitate and promote collaboration between users. At the bottom of the FD-302 we find the
words, "The document contains neither recommendations or conclusions of the FBI." ECs, cables, etc. have no such
caveats_

One íssue is that the lDW, like the FTTTF data mart, are not systems of records merely aggregate custodians of otherrecords. An as such do not contain "original" records not founð elsewhere.

G. Clayton Grigg
Acting Director
Foreign Terrorist Tracking Task Force (FTTTF)
Counterterrorism Division ICTDI

tl

(703) ss3l--l(office)
(292)2621 l(Cell/Blackberry)(8771270L)(paser)

b2
.ÞtL

L?^
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UNCLASSIFIED

UNCLASSIFIED


