
U.S. Department of Justice

Federal Bureau of Investigation

LVashington, D.C. 205 3 5

FOUNDATION May 8, 2998

Subject: I NVESTIGATIVE DATA WAREHOUSE

FOIPA No. 1058805- 000

Dear Ms. Hofmann:

The enclosed documents were reviewed under the Freedom of lnformation/Privacy Acts (FOIPA), Tifle 5,
United States Code, Section 5521552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:
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159 page(s) were reviewed and 159 page(s) are being released.

tr Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA] This information has been:

n referred to the OGA for review and direct response to you.

tr referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished,

tr You have the right to appeal any denials in this release. Appeals should be directed in
writing to the Director, Offìce of Information and Privacy, U.S. Department of Justice,1425
New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001 within sixty days from the
date of this letter. The envelope and the letter should be clearly marked "Freedom of Information
Appeal" or "lnformation Appeal." Please cite the FOIPA number assigned to your request so that it
may be easily identified.

n The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Our search located additional references, in files relating to other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
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lf you want the references, you must submit a separate request for them in writing, and they will bereviewed at a later date, as time and resources oermit.

tr See additional information which follows.

Sincerely yours,

@
David M. Hardy
Section Chief
Record/lnformation

Dissemination Section
Records Management Division

Enclosure(s)

The enclosed documents represent the fifth of a series of interim releases that will be made with regard toyour request pertaining to the Investigative Data Warehouse.

For your information, some of the_ enclosed pages contain information about other subject matters. weconsider this information "outside the Scope" of your requästi ano návè redacted the information and marked it as"Outside the Scope."

- - The first page of lhis correspondence reflects that 159 pages were reviewed for this release. There wereactually 8982 pages reviewed, however a further review determined that aazs pages of this maìer¡at are not responsiveto the request.



EXPLANATION OF EXEMPTIONS

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(bX I ) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreignpolicy and (B) are in fact properly crassified to such Executive order;

(bX2) related solely to the internal personnel rules and practices ofan agency;

(bX3) specifically exempted from disclosure by statute (other than section 552b ofthis tirle), provided that such statute(A) requires thar thematters be withheld from the public in such a manner as to leave no discretion on issl", or (B) establishes particular criteria forwithholding or refers to particular types of matters to be withheld;

(bX4) trade secrets a¡d commercial or frnancial information obtained from a person and privileged or confrdential;

(bX5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigationwith the agency;

(bX6) personnel and medical frles and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

(bX7) records or information compiled for law enforcement purposes, but only to the extent that the production ofsuch law enforcementrecordsorinformation(A)couldbereasonablybeexpectedtointerfeiewithenforcementproceedings,(B)woulddeprrveaperson
ofa right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to cånstitute an unwarranted invãsion ofpersonalprivacy, ( D ) could reasonably be expected to disclose the identity of confiáentiàl source, including a State, local, or foreign agency orauthority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiledby a criminal law enforcement authority in the course of a criminal investigation, or byan alency conducting a lawfut national securityintelligence investigation, information fumished by a confidential source, ( E ) would disclo-se techniques arid procedures for lawenforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if suchdisclosure could reasonably be expected to risk circumventionãfthe law, or ( F ) could reasonably be expectedìo endanger the life orphysical safety ofany individual;

(bX8) contained in or related to examination, operating, or condition reports prepared by, on behalfof, or for the use ofan agency responsible forthe regulation or supervision of financial institutions; or

(bX9) geological and geophysical information and dat4 including maps, concerning wells.

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552A

(dX5) information compiled in reasonable anticipation of a civil action proceeding;

0X2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reducecrime or apprehend criminals;

(kXl) information which is currently and properly classified pursuant to an Executive order in the interest ofthe national defense or foreignpolicy, for example, information involving intelligence sources or methods;

(kX2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit orprivilege under Federal programs, or which would idendf, a source who furnished information pursuant to a promise that his/her identitywould be held in confidence;

(kX3) material maintained in connection with providing protective services to the President of the united states or any other individual pursuantto the authority of Title 18, United States Code, Section 3056;

(kX4) required by statute to be maintained and used solely as statistical records;

(kX5) investigatory material compiled solely for the purpose of determining suitabiliry, eligibility, or qualifications for Federal civilian. employment or for access to classified information, the disclosure or*ni.n would rweal tne ioåtity of the person who furnishedinformation pursuant to a promise that his/her identity would be held in confidence;

(kX6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service therelease of which would compromise the testing or examination process;

(kX7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the personwho furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBI/DOJ
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FBIAutomated
Case System
(Acs)

Secret and below
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(ACS)
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IntelPlus
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FBI Secure
Automated
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FBI Records
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The data flow begins at the external data sources. These
databases includine ACS. SAMNET and several
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The table below lists the data and soruces for the operational subsystem.
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ACS
Electonic
Case Files
@cF)

FBIAutomated
Case Support
(ACS)

Secret and below

IntelPlus
Filerooms FBI IntelPlus Secret and below

SAMNet

FBI Secure
Automated
Messaging
Network
(SAMNet)

Secret and below

VGTOF
FBINational
Crime Infomration
Center (NCIC)

SBU

ncI

FBI Records
Management
Division (RMD),
Document
Laboratory

@oclab), FBII{Q

Secret and below

Open
Source
News

MiTAP Unclassified
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2.3.2 Special Projects Team (SpT) Subsystem

- The Special Ptoje-"ts Team (SPT) Subsystem allows for the rapid import of new specialized
data sources. These data sources are not made available to the general IDV/ use* but instead a¡e
proyidgd to a small group of users who have a demonshated "nèed-to-knov/'. The SpT System
is similar in firnction to the IDW-S system, with the main difiference is a difîerent set of data
soluces. The SPT System allows it's users to access not only the standard IDW Data Store but
the specialized SPT Data Store.

The table below lists the data and sources for the Spr subsystem.
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FBI Case
Dafa

FBIAutomated
Case System
(ACS)

Secret and below

Financial
Center
(FinCen)
Data

SBU

Various
Lists of
Dafa

Various Sources,
e.9.,
Transportation
Security
Administration
(rsA)

SBU

Various
CTD
Datasets

FBI
Counterterrorism
Division (CTD)

Secret and below

Telephone
Data

Database of
telephone
numbers from
ACS indexed by
phone number,
names, addresses,
and case numbers

Secret and below

SPT Data
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ACS
Electronic
Case Files
(EcF)

FBI Automated
Case System
(Acs)

Secret and below

IntelPlus
Filerooms FBI IntelPlus Secret and below

SAMNet

FBI Secure
Automated
Messaging
Network
(SAMNet)

Secret and below

VGTOF
FBI National
Crime Information
Center fNclc)

SBU

JICI

FBI Records
Management
Division ßMD),
Document
Laboratory
@oclab), FBIHQ
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Open
Source
News

MiTAP Unclassified
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SCOPE V2.0/IDW Vl.0 Dutu Sets
ACS ECF (CT Case Fites):
0 

;ASCIIÅat 
files (metadata And document text) and Wordlrerfect (document) binariesf t 

-1

0 Data is synchronized once a da¡ which itrctuaes pto""s.ing of adds, deletes, and modifications
Intelplus (CT Filerooms):
0 Scanned TIFF images and OCR,ed ASCII text documents

: of adds, deletes, and modifications
SAMnet:
| ¿qCII files in standa¡d cable traffic with specific header)
0

i
JICI:
i ScannedTIFF and OCR'ed ASCtr te>a

þ¿
DIE

t
I S'

VGTOF':
r ASCII flat files and JPEG ipage binaries (none, one, or multþle per subject)

basis
Open Source:

' t The Open Source Library is collected from global nertrs sources that are either in English or have been tra¡slated

t
o The Open Source Library is updated once u duy
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INTRODUCTION
The Federal Bureau of Investigation's (FBr) Investigative Data warehouse (IDW-s) is aninitial data warehousg content managemeni and data mining system that wilr permitFBIinvestigative, analyticar, adminishatiie .nã int"ilig"n"e personner to access aggregateddata previously onty available through in¿iu¡ãuuiãpplicâtions. rrr" row-s ,vrrem will beauthorized to process crassified 

":{õ"lr sr"u.iÇ aat up to, and incruding, secret. TheIDw-s system is the successor of the secure cóunter-Tenorism/collaboiåtion operationalPrototype Environment (SCOPE ).

Outside the Scope

Data processed by the system will include the following data sets:

' Approved case files from the FBI's Automated case support (ACS) casemanagement system;

¡ Elechonió versions of the Joint Intefligence committee Investigation(JICI) defined archived documents;

UNCTASSIFIED / / FOR OFFICTAT USE ONLY
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Investigative Data lVarehouse (ID\Ð - Secret
System Security Plan

iDecember 2003
Version 0.6

. Secure Automated Messaging Network (SAMNet) message haffic;
¡ IntelPlus File Rooms; and

r Violent Gang and Terrorist Organization File (VGTOF') from the
Criminal Justice Information Systems (CIIS) Division;

¡ Defense Advanced Research Projects Agency (DARPA) Translingual
Information Detection, Extraction and Summarization (TIDES) Oþen
Source Data

ôrrl- e i âa Èha c¡^ñô

-2-
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Data Sources

IDV/-S contains data from the following data sources with security classification indicated
in brackets:

o Automated C_ase Support (ACS) System, Electronic Case File @CF)
Subsystem [Secret and below]

¡ IntelPlus [Secret and below]

fe.curg 
Automated Message Network - secret (sAMNet-s) [secret and

oelo\ryj

¡ NCIC violent Gang and rerrorist offender File (vGToF) [sensitive But' Unclassifiedl

¡ Joint Intelligence committee Investigation (rIC! [secret and belowJ
r DARPA/TIDES Open SourceNews fUnclassified]

Data from each source is held in an identified source Library against which users can direct
the analytical tools.

Data Ingest

IDW-S receives data from sources by FT? over FBINet
cD-

a

a

Data is received by the Ingest Subsystem

Deleted! SAMNct

Outside the Scope

- Received data is parsed into individual serial records (in the case of ACS
ECF), documents (IntelPlus, JICI, Open Source News), messages
(SAMNet), or fi les (VGTOF).

-16-

UNCI,ASSIFIED / / FOR OFFICIAL USE ONTY



UNCLASSIFIED / / FOR OFFICIAL USE ONLY

Investigative Data V/arehouse (IDril) - Secret
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Version 0.6

IDW-S processes the following data:

3.s.1 ACS ECF

receiving and the 's increment
DELETE

3.5.2

IDw-s currently contains several Intelplus counter-terrorism (cr) Filerooms:

IDV/-S contains a subser of the ECF (Electronic case File) subsystem of the
Ar¡tomated case system (Acs). This subset consists of seiials in those case
classifications/sub classifications that have been officially sanctioned for inclusion
in iDrù/. For each such serial, the EcF data includes metadata and text. IDW-s is
syncåronized against the ECF system once a daL a process which consists of

'Outs-ide the Scope

Outside the Scope

b2
Þtx

-22-
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Version 0.d

.b2

.b7E

b2
.Þ tE

The Secure Automated Messaging Network
traffic messages received bv the FBII-

data source consists ofcable

ADD record
-S three times a . SAMNet data is

3.5.4 .b2
b7Eviolent Gang Tenorisr offender File (vGToF) dara is provided by the FBI

National crime Information center (l{clc).vôror dãta includes two
components: Datay'metadata for each n¿med i

3.5.3 SAMNet

-23-
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Investigative Data lVarehouse CIDW) - Secret
System Security Plan
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3.5.5 JICI

The IDW-S Vl.0 system contains an Open Source News library collected by the
DARPA TIDES Program. These are primarily news source from around the world
that are either in English or have been translated into English. Ope¿Source News_
data is rgceived in ttre ørm of text files (one per news añicle) .n l

a day. Open Source
News

Open Source News material is the following sources:

Addis Ababa Tribune - http://www.addistribune.com/
Agencia Brasilia - http://www.radiobras.gov.brl
Al-Ahram (Eeypq weekly English version) - http:llweekly.ahram.org.egl
AllAfrica.com - http://allafrica.com/
Arabic News - http://www.arabicnews.com/ansub/
Asahi Shimbun - http://www.asahi.com/english/
Asia Times (Hong Kong) - http://www.atimes.com/
Bangkok Post - http://www.bangkoþost.net/
Christian Science Monitor - http://www.csmonitor.com/
Crescent International - http://www.muslimedia.com./mainpage.htm
Dai ly Telegraph (London, England) - http://news.telegraph.co.ulc/
Dawn (Karachi, Pakistan) - http://www.dawn.com,/
Debka (Israel) - http://www.debka.com
East Africa Daily Nation - www.nationaudio.com,/l.Iews/DailyNation/Today/
Gulf News (UAE) - http://www.gulf-news.com/
Hd æetz (Israel) - http:/,t ww.h aare%daily.coml

b2
b7E

b2
þ /_L

Deleted: Intcmation

-24-
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Investigative Data Warehouse (IDW) - Secret
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i December 2003
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Islamic Republic News Agency (Iran) - http://www.ima.com/en
Jaka¡ta Post - http://www.thejakartapost.com/
Janes - htþ://wwwjanes.com/
Jordan Times - htþ://wwwjordantimes.com/
L'osservatore Romano - www.vatican.vay'news services/orlor_eng/text.htnl
Lagos (Nigeria) Guardian - http://www.guardiainewsngr.com/
Lahore @akistan) Nation . http://wwwnation.com.ptc/

!9!ano1 Daily Star @eirut) - hnp://www.dailystar.com.lb/
Malaysian Star - htþ://thestar.com.myl
Manila Bulletin - http://www.mb.com.phy'
Manila Times - http://www.manilatimes.net/
Miami Herald - http://www.miami.com/
Moscow Times - http://www.themoscowtimes.com/
National Post and CP - http:i/www.canadacom/

!31straiæ Times (KualaLumpur) - http://www.emedia.com.mylcurrent_News/l.IST/
PETRA (Jordanian News Agency) - http://www.petra.govjo
Pakistan Observer (Islamabad) - trttp:fpatoUservir.net/
Palestine Chronicle - http://palestinechronicle.corn/

Ig9_ll" : Daily (China) - htç://engtish.peopledaily.com.cnl
Philippine Star - htþ://www.ptritstar.cóøptritstail
Pravda - http://english.pravda.rul
ProMed - epidemiology mailing list
Russian Information Agency Novosti - htþ://en.rian.nr/
Russian Issues (Misc. Russian news) - http://www.therussianissues.com/
Russian Observer - http://www.russianobierver.com/

falf_(fne News Agency of Yemen) - http://www.sabanews.gov.ye
Saud-i Gazette - http://www.saudigazette.com.sa,/sgazettel
South African Dispatch - htþ://www.dispatch.co.ãal
Sydney Morning Herald - htþ://www.smh.com.au
Tehran Times - http://www.tehrantimes.com/
Times of Indi a - http:l ltimesofindia.indiatimes.com/cms.dll
UNHCR UN High Commissioner on Refügees - http://www.unhcr.ch/
Ummah News - htç://www.ummahnews.còm/
U- zbekistan Report - http://www.uzreport.com/eng/
Was-hingtonPost-http://www.washingtonpost.coìrn/
XinHua News Service - http://www.xinhuánelcom,/english/
Yemen Times (weekly) - htp://www.yementimes.com./
Yomiuri Shimbun (Japan) - http://www.yomiuri.cojp/

-25-
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3.5.7 Summary of Data Sources

Lrldtr4trr
Ndrütr IDAIEÁ\S6OILSB

TRAÑFEß

'W¡ilfEE

ACS lBI Automated Case
lystem (ACS) FTP

IntelPlus FBI Intel PIus FTP

SAMNet
FBI Secure Automated
Messaging Network
iSAMNet)

FTP

VGTOF lBI National Crime
¡formation Center INCIC) CD-ROM

JICI

IBI Records Management
)ivision (RMD),
)ocument Laboratory
Doclab), FBIHQ

Multiple

Open
Source
News

r f ansl rngu¡il n¡o¡matron
)etection, Extraction and
ìummarization (TIDES)
lrogram, Defcnse Advancer
Iesearch Projects Agency
DARPA)

CD-ROM

b7E

-26-
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3.9.9 IndirectConnections
ID\\LS connccts to lhe follorvine sources of data:

OFFICIAT USE ONLY

Investigative Data \Ã/arehouse (ID\Ð - Secret

. *'iH:ffi:?å'Ë

'Outside the Scope

b2
b7E

Version 0.6

.Hl Aubntatc(l
lasc.Slstem l¡\CSì

Secn:I FBI

.lJl lntol [)lus Sccrct FUt FTP

-42-
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SYSTEM SECURITYPLAN

INTRODUCTION

Data processed by the system will include the folrowing data sets: ôltl-sirìc l-ha (¡ana

a

a

Approved case files from the FBI's Automated Case Support (ACS) case m¿magement
system;
Electronic versions of the Joint Intelligence Committee Investigation (IICÐ defined.
a¡chived documents;
secure Automated Messaging Network (sAMNet) message tafFrc;
IntelPlus File Rooms: and
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INTRODUCTION
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. Approved case files from the FBI's Automated Case Support (ACS) case
management system;

¡ Electronic versions of the Joint Intelligence committee Investigation (JICD
defined archived documents;

r Secure Automated Messaging Network (SAMNet) message traffic;

Plan

Data processed by the system will include the following data sets:
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¡ IntelPlus File Rooms; and

o Violent Gang and Terrorist Organization File (VGTOF ) from the Criminal
Justice Information Systems (CJIS) Division;

r Defense Advanced Research Projects Agency (DARPA) Translingual
Information Detection, Extaction and Summarization (TIDES) Open Source
Data

'f)rri- < i rla {-ho a¡ano
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Data Sources

IDW-S contains data from the following data sources with security classification indicated in
brackets:
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' Automated- case S_upport (Acs) system, Erectronic case File @cF) subsystem
[Secret and below]

e Intelplus [Secret and below]

¡ secure Automated Message Network- secret (sAMNet-s) [secret and below]
r NCIC Violent Gang and rerrorist offenderFile (vcroF) [sensitiveBut

Unclassifiedl

e Joint Intelligence committee Investigation (JIC[) [secret and below]
. DARPA/TIDES Open SourceNews [Unclassified]

Data from each source is held in an identified source Library against which users can direct the
analytical tools.

Data fngest

Data is received by the Ingest Subsystema

a Outsíde the Scope
- Received data is parsed into individual serial records (in the case ofACS

ECF), documents (IntelPlus, JICI, Open Source News), messages (SAMNet),
or files (VGTOF).

UNCLASSIFIED //

IDW-S receives data from sources by FTp over FBINet
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3.5.2 IntelPlus

IDryv-s currently contains several Intelplus counter-terrorism (cf) Filerooms:
a

a

a

a

a

o

'Outside the Scope
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The Joint Intelligence Committee Investigation (JIC[) data coltection was created fol
september I I attacks. Paper counter-terrorism frle#olders from all FBI Field office

The IDW-S Vl.O system contains an Open Source News library collected by the DARpA TIDES
Program. These are primarily news source from around the woild that are eíther in English or
have been translated into data is received in the form oftext files
(one per news article) DW.S
once a day. Open Source News

b2
b7E

b2
b7E

Open Source News material is derived f¡om the following sources:

Addis Ababa Tribune - http://www.addistribune.com/
Agencia Brasilia - http://www.radiobras.gov.brl
A!;{!ram (Egypt, weekly English version) - htrp://weekly.ahram.org.egl
All Africa. com - hftp fl afi africa. com/
Arabic News - http://wwwarabicnews.com/ansub/
Asahi Shimbun - http ://www. asahi.com/english/
Asia Times (IIong Kong) - http://www.atimes.com/
Bangkok Post - http://www.bangkoþost.nel
Christian Science Monitor - http://www.csmonitor.com/

3.5.6 Open Source News

-23-
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Crescent International - http://www.muslimedia.com/mainpage.htm
Daily Telegraph (London, England) - http//news.telegraph.co.ulc/
Dawn (Karachi, Pakistan) - htþ://www.dawn.com/
Debka (Israel) - http://www.debka.com
East Africa Daily Nation - www.nationaudio.com/l.IewsrDailyNation/Today/
Gulf News (UAE) - http://www.gulf-news.com/
Ha'aretz (Israel) - http://www.haaretzdaily.com/
IFRC Intemational Federation of the Red Cross - http://www.ifrc.orgl
IRIN Integrated Regional Information Network - http://www.irinnews.org/
kaq Press News Agency - http://www.iraqpresS.org/
Islamic Republic News Agency (kan) - hnp://www.ima.com/en
Jakarta Post - http;//www.thejakartapost.com/
Janes - http://www j anes.com/
Jordan Times - http://wu,\wjordantimes.com/
L'osservatore Romano - www.vatican.valnews-services/or/or_eng/text.html
Lagos (Nigeria) Guardian - http://www.guardiaînewsngr.co-/
Lahore @akistan) Nation - http://www.nation.com.pk/
Lebanon Daily Star (Beirut) - http://www.dailystar.com. lb/
Malaysian Star - http://thestar.com.my/
Manila Bulletin - http://www.mb.com.ptr/
Manila Times - http://www.manilatimes.neU
Miami Herald - htþ://www.miami.com/
Moscow Times - http://www.themoscowtimes.com/
National Post and CP - htþ://www.canada.com/
New straits Times (KualaLumpur) - htç://www.emedia.com.my/current_News/l.lsr/
PETRA (Jordanian News Agency) - htrp://www.petra.govjo
Pakistan Observer (Islamabad) - http://pakobserver.net/
Palestine Chronicle - htþ://palestinechronicle.com/
People's Daily (China) - htþ://engtish.peopledaily.com.cnl
Philippine Star - http://www.philstar.com/philstar/
Pravda - http://english.pravda.ru/
ProMed - epidemiology mailing list
Russian Information Agency Novosti - htþ://en.rian.ru/
Russian Issues (Misc. Russian news) - http://www.therussianissues.com/
Russian Observer - http://www.russianobserver.com,/
SABA (TheNews Agency of Yemen) - http://www.sabanews.gov.ye
Saudi Gazette - http://www.saudigazette.com.sa/sgazette/
South African Dispatch - htþ://www.dispatch.co.za./
Sydney Moming Herald - http://www.smh.com.au
Tehran Times - http://www.tehrantimes.com/
Times of India - http://timesofi ndia.indiatimes.com,/èms.dll
UNHCR UN Hieh Commissioner on .unhcr.ch/

-24-
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Ummah News - htþ://www.ummahnews.com/
Uzbekistan Report - htp://www.uzreport.com/eng/
Washington Post - http://www.washingtonpost.com/
XnHua News Service - http;//wwwxinhuanelcom/english/
Yemen Times (weekly) - http://www.yementimes.com/
Yomiuri Shimbun (Japan) - http://www.yomiuri.cojp/

3.5.7 Summary of Data Sources

b2
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ACS FBI Automated Case
System (ACS) FTP

IntelPlus FBI Intel Plus FTP

SAMNet

FBI Secure
Automated
Messaging Network
(SAMNet)

FTP

VGTOF
FBI National C¡¡me
Information Center
fNcrcì

CD-ROM

JICI

FBI Records
Management
Division (RMD),
Document
Laboratory
(Doclab), FBIHQ

Multiple
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3.9.9 IndirectConnections
IDW-S connects to the following sources of data:

Outside the Scope
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FBI
Automated
Cæe System
(ACS)

Secrct FBI F.TP

FBI Intel Plus Secret FBI FTP

-40-

UNCLASSIFIED / / FOR OFFICTAL USE ONLY



UNCLASSIFTED // EOR OFFICIAT USE ONTY

Investigative Data Warehouse (IDW) - Secret
System Security PIan

i December 2003
Version 0

DZ
b7E

$J6ffJTúI
N¡AÑß

GltÁüTTIfl-(eAT{IreN1
&

6ïôñfiÞ¡ÂtfftirvFñrRc

éf,cçlnÊìDttHD
DY

ursinËflätt
ÑETllUD

G¡JüNffiIËù

FBI Secure
Automated
Messaging
NetlÀrofk
(SAMNet)

Secret FBI F.TP

tlJI Nauonal
Crime
Info¡mation
Center íNCICì

Unclassified/SBU FBT CD-ROM

FBI Document
Conve¡sion
Laboratory
(Doclab),
Records
Management
Division
(RMD),
FBIHQ

Secret FBI Multiple

'lïanslingual

Information
Detection,
Extraction and
Summa¡izatio
n flIDES)
Program,
Defense
Adva¡¡ced
Resea¡ch
Projects
Agenoy
IDARPAI

Unolæsified NA CD-ROM
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INTRODUCTION
The Federal Bureau of Investigation's @BI) Investigative Data Warehouse Secret System (IDW-
S) is an initial data warehor¡se, content managemeniand data mining system that wiil p"r*ìt rel
investigativg analytical, adminishative and intelligence personnel tõ access aggregate-d data
previously only available through individual applicationi. The IDW-S syst"m litt U" authorized
to process classified national security data up to, and inctuding, Secret. ihe IDW-S system is the
successor to the Secure Collaboration Operational Prototype Environment (SCOpf¡, itrictr
originally was named the Secure Counter-Terrorism Opeiåtional Prototype'Environment.

Data processed by the system will include the following data sets:

. Approved case files from the FBI,s Automated Case Support (ACS) case
management system;

o Electronic versions of theJoint Intelligence committee Investigation (rICr)
defined archived documents:

Outside the Scope
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Investigative Data Warehouse (ID\Ð - Secret
tt""'"oIï;;,:T,l'ü

r Secure Automated Messaging Network (SAMNet) message taffic;
¡ IntelPlus File Rooms; and

¡ violent Gang and renorist organization File (vGToF') from the criminal
Justice Information Systems (CJIS) Division;

¡ Defense Advanced Resea¡ch Projects Agency @ARpA) Translingual
Information Detection, ExEaction and summarization (TIDES) open source
Data

ô¡rl- <i r{o l- ho e¡nna

-2-
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Investigative Data Warehouse CD\Ð - Secret
System Security Plan

08 Januarv 04
Version 0.9

3.5. D¿I¿,PRocESSEI)

IDW-S processes data from the following data sources. with the security classification of the
source indicated in brackets:

o Automated Case Suoport (ACS) System. Electronic Case File (ECF) Subsvstem
lSecret and belowl

¡ IntelPlus lSecret and belowl

o Secure Automated Messaee Network - Secret (SAMNet-Sì fsecret'and belowl

¡ NCIC Violent Gane and Terrorist Offender File CVGTOF) lSensitive But
Unclassifiedl

¡ Joint Intellisence Committee Investieation IJICD fSecret and belowl

¡ DARPA./TIDES Open SourceNews [Unclassifiedl

f}r1-ciÄo {-ho a¡nno

b2
blE

DA,TASET
N,ô.ME D¡tTÀSOURCE

TRÄ.NSF'ER
MTÌ.TTIOD

ACS
Electronic
Case Files
IECR

FBI Automated
Case Svstem
ßcs)

FTP

IntelPlus
Filerooms

FBI IntelPlus FTP
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FBI Records
Management
Division (RMDI.
Document
Laboratorv
(Doclabl. FBIHO

b2
b7E
ôrrl-ciÀa t-l¡o a¡¡na

3.5.1 ACSECF
IDW-S contains a subset of the ECF @lectronio Case File) subsystem of the Automated Case
System (ACS). This subset consists ofserials in those case classifications/sub classifications that

DELETE

3.5.2 IntelPlus

IDw-s currently contains several IntelPlus counter-tenorism (cr) Filerooms:

b2
b7E

, ôrrf ci ¡lo l- ho Çnnna

a

a

a

a

-24-

UNCTASSIFIE,D // FOR OFFTCIAL USE ONLY



UNCLASSIFTED // FOR OFFICIAI USE ONTY

Investigative Data Wa¡ehouse (IDW) - Secret

. System SecurityPlan
08 Januarv 04

Version 0.9

3.5.3 SAMNet

The Secure Automate.d Network data source consists ofcable trafüc
received by the

3.s.4 VGTOF
Violent Gang Terrorist Offender File (VGTOF) data is provided by the FBI National Crime
Information Center (NCIC). VGTOF data includes two components: Data./metadata for each
named individual/offender and multiple JPEG ima individual. The
data/metadata for each i

3.5.5 JICI
The foint Intelligence Committee Investigation (IICI) data collection was created fol

counter-terrorism files/folders from all FBI Field

a

a

b2
b7E

b2
b7E

b2
D ltt

b2
blE
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3.5.6 Open Source News

JICI is a static collection that is not

OFFICTAI, USE ONLY

Investigative Data Warehouse (IDtil) - Secret

The IDIW-S Vl.0 system contains an Open Source News librar¡r collected by the DARpA TIDES
Program. These are primarily news source from around the *oild that are either in Engtish or
have been translated into News data is received in the form of text files
(one per news arti IDW.S

b2

-26-
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Open Source News material is derived from the following sources:

Addis Ababa Tribune - htB://www.addishibune.com/
Agencia Brasilia - htþ://www.radiobras.gov.br/
Al-Abram (Eglpt, weekly English version) - http://weekly.ahram.org.egl
AllAfrica.com - http://allafrica.com/
Arabic News - htþ://www.a¡abicnews.com/ansub/
Asahi Shimbun - htþ:i/www.asahi.com/english/
Asia Times (Hong Kong) - htþ://www.atimes.com./
Bangkok Post - htþ://www.bangkoþost.net/
Christian Science Monitor - htç://www.csmonitor.com/
Crescent Intemational - htþ://www.muslimedia.com/mainpage.htm
Daily Telegraph (London, England) - htþ://news.telegraph.co.ulc/
Dawn (Karachi, Pakistan) - htþ://www.dawn.com/
Debka (Israel) - htþ://www.debka.com
East Africa Daily Nation - www.nationaudio.com./l{ews/DailyN ationlT odayl
Gulf News (UAE) - htþ:/iwww. gulf-news.corn/
Ha' aretz (srael) - htþ ://www.haaretzdaily.coml
IFRC Intemational Federation of the Red Cross - htþ://www.ifrc.org/
IRIN Integrated Regional Information Network - h@://www.irinnews.org/
Iraq Press News Agency - htB//www.iraqpress.org/
Islamic Republic News Agency (Iran) - htþ://www.ima.com/en
Jakarta Post - htþ://www.thejakartapost.com/
Janes - htþ://wwwj anes.com/
Jordan Times - htþ://wwwj ordantimes.com/
L'Osservatore Romano - wwwvatican.va./news_services/orlor_eng/text.htrnl
Lagos (Nigeria) Guardian - htþ://www.guardiannewsngr.com/
Lahore @akistan) Nation - htþ://www.nation.com.plc/
Lebanon Daily Star (Beirut) - htþ ://www. dailystar. com.lbl
Malaysian Star - h@://thestar.com.my/
Manila Bulletin - htþ://www.mb.com.pb/
Manila Times - htþ://www.manilatimes.net/
Miami Herald - http://wwwmiami.cono/
Moscow Times - htþ://www.themoscowtimes.corn/
National Post and CP - htþ://www.canada.com/
New St¡aits Times (Kuala Lumpur) - htþ:üwww.emedia.com.my/Current_News/1.üST/
PETRA (Jordanian News Agency) - htþ://www.petra.govjo
Pakistan Observer (Islamabad) - htþ//pakobserver.net/
Palestine Chronicle - htþ:i/palestinechronicle.com/
People's Daily (China) - htþ://english.peopledaily.com.cnl
Philþine Star - htþ://www.philstar.conr/philstar/'
Pravda - htç://english.pravda.n:/
ProMed - epidemiology mailing list
Russian Information Agency Novosti - htþ:i/en.rian.ru/
Russian Issues Misc. Russian news) - htþ//www.therussianissues.com./
Russian Observer - htþ://www.russianobserver.com/



SABA (The News Agency of Yemen) - htþ://www.sabanews.gov.ye
Saudi Gazette - htþ://www.saudigazette.com.sa/sgazette/
South African Dispatch - htþ://www.dispatch.co.zal
Sydney Moming Herald - htþ://www.smh.com.au
Tehran Times - htþ://www.tebr. antimes.com/
Times of India - htþ://timesofindia.indiatimes.com/cms.dll
UNHCR tIN High Commissioner on Refugees - htþ://www.unhcr.ch/
Ummah News - htþ://www.ummahnews.com/
Uzbekistan Report - htþ://www.uzreport.co ml engl
Washington Post - htþ://www.washingtonpost.com/
XinHua News Service - htþ://www.xinhuanet.com/english/
Yemen Times (weekly) - htþ://www.yementimes.conr/
Yomiuri Shimbun (Japan) - htþ://www.yomiuri.cojp/
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3.9.9 IndirectConnections
IDW-S connects to the follorving sources of data:
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t.2.2 Supported Projects

IDW-S is an FBI enterprise program/system and utilizes data feeds from several FBl (and other
agency) programs.
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Investisative Data'Warehouse (ID'W) - Secret
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The Federal Bureau of Investigation's (FBI) Investigative Data Warehouse Sec¡et System (IDW-
S) is an initial data warehouse, content management and data mining system that witl perrrit FBI
investigative, analytical, adminisûative and intelligence personnel to access aggregated data
previously only available through individual applications. The IDV/-S system will be authorized
to process classified national security data up to, and including, Secret. The IDW-S system is the
successor to the Secure Collaboration Operational Prototype Environment (SCOPE), which
originally was named the Secwe Counter-Terrorism Operational Prototype Environment.

. uy ulv syltttull wul ulultl(¡g Ul(' IOIIOWIIIg (lata SeIS: ,Outside the

. Approved case files from the FBI's Automated Case Support (ACS) case
management system;

o Electronic versions of the Joint Inteiligence Committee lnvestigation (IIC[)
defined archived documents;

Data processed by the system will include the following data sets:

1
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o Secure Automated Messaging Network (SAMNeQ messâge traffic;

o IntelPlus File Rooms; and

o Violent Gang and Terrorist Organization File CVGTOF) from the Criminal
Justice Information Systems (C[S) Division;

o Defense Advanced Research Projects Agency (DARPA) Translingual
Information Detection, Exhaction and Summarization CIIDES) Open Source
Data

,^,,|-ciÄa t-ho (nnna
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1.2.2 Supported Projects

IDW-S is an FBI enterprise program/system and utilizes data feeds from several FBI (and other
agency) programs.
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3.5. Dnra Pnocnsspn

IDW-S processes data from the followingdata sources, with the security classification of the
source indicated in brackets:

¡ Automated Case Support (ACS) System, Elechonic Case File (ECF) Subsystem

[Secret and below]

o IntelPlus [Secret and below]

o Secure Automated Message Network - Secret (SAMNet-S) [Secret and below]

o NCIC Violent Gang and Tenorist Offender File (VGTOF) [Sensitive But
Unclassifiedl

o Joint Intelligence Committee Investigation (JICI) fSecret and below]

o þtrftptr tflþES Open Source News [unclassified]

Ð4fi'&Tår'
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FBI Automated
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FTP
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FTP
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CD-ROM
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FBI Records
Management
DivisionßMD),
Docrrment
Laboratory
(Doclab), FBIHQ

Multiple

Open
Source
News

Translingual
Information
Detection,
Extraction and
Summarization
ITIDES) Program

CD-ROM

Data Sources Mlransfer Mechanism

3.5.1 ACS ECF
IDW-S contains a subset of the ECF @lectronic Case File) subsystem of the Automated Case
System (ACS). This subset consists of serials in those case classifications/sub classifications that
have been officially sanctioned for inclusion in IDW-S. For each such serial, the ECF data
includes metadata and text. IDW-S is synchronized against the ECF system once a day, a process
which consists of and ing the previous day's increment of ADD, MOD, and
DELETE

3.5.2 fntelPlus

IDW-S currently contains several lntelPlus counter-terrsrism (CT) Filerooms:

b2
b7E
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3.5.3 SAMNet

The Secure Automated of cable traffic
received bv the

SAMNetprovides ADD record and SAMNet datais in IDV/-S three

3.5.4 VGTOF'

Violent Gang Terrorist Offender File (VGTOF) data is provided by the FBI National Crime
Information Center (NCIC). VGTOF data includes two components: Data/metadata for each
named individuaVoffender and ially multiple JPEG inGl

.DZ

Þ /_ú

3.s.5 JICI

JICI is a static collection that is not

25
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3.5.6 Open Source News

The ID\M-S Vl.0 system contains an Open Source News library collected by.the DARPA TIDES
Progrrm. These are primarily news source from a¡ound the world that a¡e either in English or
have been translated News data is received in the form of text files b2

b7E(one per news arti SourceNews data into IDW-S
once a day. Open
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3.9.9 Indirect Connections

IDW-S connects to the following sources of data:

tîrrl-eirìe t-lr¡ Q¡nna

b2
b7E

ñg_Ë,s/.|
NqÆtffi

(qAs'rF[(eALiln-N
Ág

covimt{¡ñumLEg

4K€lirr-1ll"rtf,îE
H?

UBATÑFIEI*
MENËTqD

FBI
Automated
Case System
(ACS

Secret FBI FTP

FBI INTEI PIUS Secret FBI FTP

FBI Secure
Automated
Messaging
Network
(SAMNet)

Secret FBI FTP

FBI National
Crime
Information
Center CNCIC)

Unclassified/SBU FBI CD-ROM

f

UNCLASSIFIED

47

/ / FoR oFFTCTAL USE oNLY



T'NCI,ASSIFIED / / gOB OFFICTA¡ USE OIÍI,Y

Investi gative D ata \ilarehouse (IDT) 
;'i n:

16 January 04
Version 1.0

b2
b7E

48

UNCLASSTTTUO // FOR OFFICIAL,USE ONLY

srütï-råúJ
NffME

Cl-Urï!þIttt(çZAY$g¡Àl
&

(mfùfrx\t{ifiñflÐñE-ß

A(qçßCDISED
m7

IBê[ÑELfTff3
Nr$Ë@

@tmfBü¡s

FBIDocument
Conversion
Laboratory

@oclab),
Records
Management
Division
(RMD),
FBIHQ

Secret FBI CDiDVD

Translingual
Information
Detection,
Extraction and
Summarizatio
n (TIDES)
Program,
Defense
Advanced
Research
Projects
Agency
IDA'RPA)

Unclassified NA CD-ROM

Unclassified NA CD-ROM

lndirect Connections



UNCTASSIFIED / / FOR OFFIC]AL USE ONLY

fnvestigative Data Warehouse (IDW) - Secret
System Security Plan

llDecember 2003
Version 0!8

t

UNCLASSIFIED / / FOR OFFICIAI, USE ONLY

System Security PIan

fnvestigative Data Warehouse-SECRET

(rDw-s)

À[], II,IF0RIIÀTI0N Cûl,ITriïtmD
IIEREII'i 15 LTI'IILÅ55IFIED
DÀTE 0I-!T-300Ë B't* È.5I19 Dt'fH./E,lÀr'CÀL

5 DECEMBER 2OO3

Version i 0.7

Federal Bureau of Investigation (FBI),
fnformation Resources Division (IRD)



UNCTASSTFIED // FOR OFFICIAL USE ONLY

Investigative Data Warehouse (D\Ð - Secret
System Security Plan

. lgDecember 2003
Version 0.8

INTRODUCTION
The Federal Bureau of Investigation's (FBI) Investigative Data \ilarehouse Secret System (IDW-
S) is an initial data warehouse, content management and data mining system that will permit FBI
investigativg anal¡rtical, administrative and intelligence personnel to access aggregated data
previously only available through individual applications. fne bW-S system wili be authorized
to pfocess classified national security data up to, and including, Secret. The IDW-S system is the
successor to the Secure Collaboration Operational Prototype Environment (SCOPE), which
originally was named the Secure Counter-Terrorism Operational Prototype Environment.

. Approved case files from the FBI's Automated Case Support (ACS) case
management system;

o Electronic versions of the Joint Intelligence Committee Investigat¡on (JICÐ
defined archived documents;

ôrrfcì¡lo 1-ha C¡nña

Data processed by the system will include the following data sets:
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. Secure Automated Messaging Network (SAMNet) message traffic;

¡ IntelPlus File Rooms; and

¡ Violent Gang and Terrorist Organization File (VGTOF") from the Criminal
Justice Information Systems (CJIS) Division;

. Defense Advanced Research Projects Agenoy @ARPA) Translingual
Information Detection, Ex&action and Summarization (TIDES) Open Source
Data

ôrrrcìÀa fl-¡a a¡nno

-2-

UNCI,ASSIFTED / / FOR OFFICIAL USE ONLY



UNCLASSIFTED / / FOR OFFICIAT USE ONLY

Investigative Data lJVarehouse (IDïl¡) - Seøet
System SecuriÍy PIan

19 December 2003
Version 0.E

IDrtr-S contains data from the following data sources with security classification indicated in
brackets: ôrr{-c i Äa t- lro Q¡ano
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o Automated Case Support (ACS) System, Electronic Case File (ECF) Subsystem
[Secret and below]

r IntelPlus [Secret and below]

¡ Secure Automated Message Network - Secret (SAMNet-S) [Secret and below]

. NCIC Violent Gang and Terrorist Offender File (VGTOF) [Sensitive But
Unclassifiedl

. Joint Intelligence Committee Investigation (IIC! [Secret and below]

. DARPA/TDES Open SourceNews [Unolassified]

Data from each source is held in an identified source Library against which users can dírect the
analytical tools.

þata Ingest 1..--_-- . -.._-.

ID\il-S receives data from sources by FT? over FBINet ECF,Intel
Source News

- Received data is parsed into individual serial records (in the case of ACS
ECF), documents (IntelPlus, JICI, Open Source News), messages (SAMNet),
or files (VGTOF).

UNCLASSIE'TED / / FOR OFFICIAT USE ONLY
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3.5. D¿r¡.PRocESsED

IDW-S processes the following data:

3.5.1 ACS ECF

IDW-S contains a subset ofthe ECF @lectronic Case File) subsystem of the Automated Case
System (ACS). This subset consists ofserials in those case classificationlsub clasgifications that

-21-
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have been officially sanctioned for inclusion in IDW-S. For each such serial, the ECF data
includes metadata and text. IDW-S is synchronized against the ECF system once a da¡ a process

which consists of receivins and s incrementof ADD, MOD, and

IDV/-S cumently contains several IntelPlus counter-terrorism (CT) Filerooms:

3.5.3 SAMNet

The Secure Automated Network data source consists of cable traffic
received by the

ADD record and SAMNet in IDW-S three

the

a
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3.5.4 VGTOF
Violent Gang Terrorist Offender File (VGTOF) data is provided by the FBI National Crime
Information Center (NCIC). VGTOF data includes two components:
named individuaUoffender and JPEG i indi

3.5.5 JICI
The Joint Intelligence
September ll attacks. counter-terrorism fileVfolders from all FBI Field

b2
b7E

3.5.6 Open Source News

The IDIV-S Vl.0 system contains an Open SourceNews library collected by the DARPATIDES
Program. These are primarily news source from around the world that are either in English or
have been translated into Enelish. Open Source News data is received in the form of text files
(o,.Ë per ncws arlrcrç, unq-ì r ne upen ùource News oara goes tnro lLr w-lt
onceã day. Onen Source N

þpen Source News material is derived from the following sources:

Addis Ababa Tribune - http://www.addistribune.com/
Agencia Brasilia - http://www.radiobras.gov.br/
Al-Ahram (Egypt, weekly Engl ish version) - htç://weekly.ahram.org.egl
AllAfrica.com - htþ://allaûica.com/
Arabic News - http://www.arabicnews.com/ansub/
Asahi Shimbun - http://www.asahi.com/englishy'
Asia Times (Hong Kong) - http://www.atimes.com/
Bangkok Post - http://www.bangkoþost.nel
Christian Science Monitor - http://www.csmonitor.com/

.23-
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Crescent Intemational - http://www.muslimedia.com,/mainpage.htm
Daily Telegraph (London, England) - htÞ://news.telegraph.co.ulc/
Dawn (Karachi, Pakistan) - htþ;//www.dawn.com/
Debka (srael) - htþ://www.debka.com
East Africa Daily Nation - www.nationaudio.com/l.IewslDailyNation/Today/
Gulf News (UAE) - http://www.gulf-news.com/
Ha'aretz (Israel) - http://www.haaretzdaily.com/
IFRC Intemational Federation of the Red Cross - http://www.ifrc.org/
IRIN Integrated Regional Information Network - http//www.irinnews.org/
Iraq Press News Agency - http://www.iraqpress.orgl
Islamic Republic News Agency (han) - http://www. ima.com/en
Jakarta Post - htç://www.thejakartapost.com/
Janes - htþ://www j anes.com/
Jordan Times - http://wwwjordantimes.com/
L'Osservatore Romano - www.vatican.valnews_services/orlor_eng/text,html
Lagos (Nigeria) Guardian - http://www.guardiannewsngt."otn/-
Lahore (Pakistan) Nation - http;//www.nation.com.pk/
Lebanon Daily Star (Beirut) - http://www.dailystar.com.lbl
Malaysian Star - http://thestar.com.my/
Manila Bulletin - http//www.mb.com.ph,/
Manila Times - http://www.manilatimes.nel
Miami Herald - http://www.miami.com/
Moscow Times - http://www.themoscowtimes.com/
National Post and CP - http://www.canada.com/
New strairc Times (Kuala Lumpur) - http://www.emedia.com.my/current_News/1.{sr/
PETRA (Jordanian News Agency) - http://www.peta.govjo
Pakistan Observer (Islamabad) - http://pakobserver.net/
Palestine Chronicle - http://palestinech¡onicle.com/
People's Daily (China) - http://english.peopledaily.com.cr/
Philippine Star - htþ://www.philstar.com/philstar/
Pravda - http://english.pravda.nr/
ProMed - epidemiology mailing list
Russian Information Agency Novosti - http://en.rian.ru/
Russian Issues (Misc. Russian news) - http://www.therussianissues.com/
Russian Observer - http://www.russianobserver.com/
SABA (The News Agency of Yemen) - http://www.sabanews.gov.ye
Saudi Gazette - http://www.saudigazette.co m.sal sgazelte/
South African Dispatch - http://ww\ry.dispatch.co.za./
Sydney Moming Herald - htþ://www.smh.com.au
Tehran Times - http://www.tehrantimes.com/
Times of India - http://timesofi ndia.indiatimes.com/cms.dll
UNHCR UN Hish Commissioner on - http://www.unhcr.ch./

-24-
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Ummah News - http://www.ummahnews.com/
Uzbekistan Report - http:/ ry\t w.uaeport com/eng/
Washington Post - http://www.washingtonpost.com/
XinHua News Service - http://www.xinhuanet.com/englislr/
Yemen Times (weekly) - http://www.yementimes.com/
Yomiuri Shimbun (Japan) - hþ://www.yomiuri.cojp/ t------------ -- --
3.5.? Summary ofþata Source{
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3.9.9 IndirectConnections
IDW-S connects to the following sources of data:
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1 Introduction
The Federal Bureau of Investigation (FBI) Integrated Data Warehouse (IDW) is a data
warehouse, content management, and data mining system that will permit FBI investigative,
analytical, administative, and intelligence personnel to access aggregated data previously
available only through individual applications. The IDW-S system will be authorized to process
classified national security data up to, and including, the Secret level.

o Approved case files from the FBI's Automated Case Support (ACS) case
management system;

¡ Electronic versions of the Joint Intelligence Committee Investigation (JICI)
defined archived documents;

o Secure Automated Messaging Network (SAMNet) message traffrc;

o IntelPlus File Rooms;

o Violent Gang and Terrorist Organization File CVGTOF) from the Criminal
Justice Inforrration Systems (CJIS) Division; and

o Open Source Data
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