U.S. Department of Homeland Security
Washington, DC 20528

;@ Homeland
@ Security

May 30, 2008

Mr. David L. Sobel

Electronic Frontier Foundation
1875 Connecticut Avenue, N.-W.
Suite 650

Washington, DC 20009

Re: DHS/OS/PRIV 07-160/Sobel request

Dear Mr. Sobel:

This is the thirteenth partial release to your Freedom of Information Act (FOIA) requests to the Department
of Homeland Security (DHS), dated November 7, 2006 and December 6, 2006, requesting DHS records
concerning the Automated Targeting System (ATS). These two requests were aggregated to simplify
processing. The following is a consolidated list of records requested:

1.

2.

All Privacy Impact Assessments prepared for the ATS system or any predecessor system that served
the same function but bore a different name.

A Memorandum of Understanding executed on or about March 9, 2005 between Customs and
Border Protection (CBP) and the Canada Border Services Agency to facilitate the Automated
Exchange of Lookouts and the Exchange of Advance Passenger Information.

All records, including Privacy Act notices, which discuss or describe the use of personally-
identifiable information by the CBP (or its predecessors) for purposes of screening air and sea
travelers.

All System of Records Notices (SORNs) that discuss or describe targeting, screening, or assigning
“risk assessments” of U.S. citizens by CBP or its predecessors.

All records that discuss or describe the redress that is available to individuals who believe that the
ATS contains or utilizes inaccurate, incomplete or outdated information about them.

All records that discuss or describe the potential consequences that individuals might experience as a
result of the agency’s use of the ATS, including but not limited to arrest, physical searches,
surveillance, denial of the opportunity to travel, and loss of employment opportunities.

All records that discuss or identify the number of individuals who have been arrested as a result of
screening by the ATS and the offenses for which they were charged.

All complaints received from individuals concerning actions taken by the agency as a result of ATS
“risk assessments” or other information contained in the ATS, and the agency’s response to those
complaints.

All records that discuss or describe Section 514 of the Department of Homeland Security
Appropriations Act, 2007, P.L. 109-295 (H.R. 5441) and its prohibition against the development or
testing of “algorithms assigning risk to passengers whose names are not on Government watch lists.”

10. All records that address any of the following issues:

a. Whether a system of due process exists whereby aviation passengers determined to pose a
threat are either delayed or prohibited from boarding their scheduled flights may appeal such
decision and correct erroneous information contained in the ATS;




b. Whether the underlying error rate of the government and private databases that will be used
in the ATS to assign a risk level to an individual will not produce a large number of false
positives that will result in a significant number of individuals being treated mistakenly or
security resources being diverted,;

c. Whether the agency has stress-tested and demonstrated the efficacy and accuracy of all
search tools in the ATS and has demonstrated that the ATS can make an accurate predictive
assessment of those individuals who may constitute a threat;

d. Whether the Secretary of Homeland Security has established an internal oversight board to
monitor the manner in which the ATS is being developed and prepared;

€. Whether the agency has built in sufficient operational safeguards to reduce the opportunities
for abuse;

f.  Whether substantial security measures are in place to protect the ATS from unauthorized
access by hackers or other intruders;

g. Whether the agency has adopted policies establishing effective oversight of the use and
operation of the system;

h. Whether there are no specific privacy concerns with the technological architecture of the
system,;

i.  Whether the agency has, pursuant to the requirements of section 44903(1)(2)(A) of Title 49,
United States Code, modified the ATS with respect to intrastate transportation to
accommodate states with unique air transportation needs and passengers who might
otherwise regularly trigger a high risk status; and

j.  Whether appropriate life-cycle estimates, expenditure and program plans exist.

A search directed to CBP has produced an additional 310 pages of records responsive to your request. We
have determined that 297 pages are releasable to you in full or with certain information withheld pursuant to
Exemptions 2 (low) and (high), 5, 6, and 7 of the FOIA, and 13 pages are withheld in their entirety pursuant
to Exemptions 2 (low) and (high), 5, 6, and 7 of the FOIA.

Enclosed are 297 pages of releasable information. The withheld information, consists of names or initials,
deliberative material, legal opinions, law enforcement information, and homeland security information. I am
withholding this information pursuant to Exemptions 2, 5, 6, and 7E of the FOIA, 5 U.S.C. §§ 552 (b)(2),

(0)(3); (6)(6), and (b)(7)(E).

Also enclosed are 8 blank sheets with several numbers that represent withheld documents. Each number
corresponds to a page of withheld information and has the appropriate exemptions that apply to that
document. In this instance, there are 13 pages of withheld information that comprise 8 documents.

Exemption 2(low) exempts from disclosure records that are related to internal matters of a relatively trivial
nature, such as internal administrative tracking. Exemption 2(high) protects information disclosure of which
would risk the circumvention of a statute or agency regulation. Included within such information may be
operating rules, guidelines, manuals of procedures for examiners or adjudicators, and homeland security
information.

Exemption 5 protects from disclosure those inter- or intra-agency documents that are normally privileged in
the civil discovery context. The deliberative process privilege protects the integrity of the deliberative or
decision-making processes within the agency by exempting from mandatory disclosure opinions,
conclusions, and recommendations included within inter-agency or intra-agency memoranda or letters. The
release of this internal information would discourage the expression of candid opinions and inhibit the free
and frank exchange of information among agency personnel. The attorney-client privilege protects
confidential communications between an attorney and his client relating to a legal matter for which the client
has sought professional advice. It applies to facts divulged by a client to his attorney, and encompasses any




opinions given by an attorney to his client based upon, and thus reflecting, those facts, as well as
communications between attorneys that reflect client-supplied information.

Exemption 6 exempts from disclosure records the release of which would cause a clearly unwarranted
invasion of personal privacy.

Exemption 7E protects records compiled for law enforcement purposes, the release of which would disclose
techniques and/or procedures for law enforcement investigations or prosecutions, or would disclose
guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably be
expected to risk circumvention of the law.

As stated in the February 1, 2008 Status Report for the litigation which encompasses this FOIA request, we
are continuing to process your request with regard to documents located at the following CBP Offices:
Office of Field Operations, National Targeting and Security, Office of Chief Counsel, and Office of
Information and Technology. If you have any questions regarding this matter, please refer to
DHS/OS/PRIV 07-160/Sobel request. This office can be reached at 866-431-0486. Thank you for your
patience as we proceed with your request.

'Associate Director, Disclosure & FOIA Operations

Enclosures: 305 pages
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distribution, use or copying of this message is strictly prohibited. If -
you recelved thisin error, please reply immediately to the sender and
delete the message. Thank you.

Sent: Saturgail September 16, 2006 10:04 AM

To:
; Scardaville, Michael

Subject: Fw: Privacy Act matrix

Low (b)(2), (b)(6)

Scardaville, Michael" | ReWA ()3 N{>}((}]

"Scardaville, Michae|” ReE (o) AN{ITG)]
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(b)(5) - AC & Delib, (b)(6)

Mike

Low (b}2}, (D)6}

Low (b)(2), (b)6)

Sent: Saturday, September 16, 2006 5:13 PM
AEESENCA: vichae!; D

Subject: RE: Privacy Act matrix

(b)(5) delib &AC

(b)(6)

Director of International Privacy Programs
DHS, Privacy Office

el RN
Fa
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Low (b)(2). (b)(6)

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message Is not

the intended recipiant, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. If

you received this in error, please reply immediately to the sender and
delete the message. Thank you.

From:Scardaviile, Michael [Rel(IVANINIGY!
Sent: Saturday, September 16, 2006 5:08 PM

To ‘scardavme, vichae!; I

Ce:
Subject: RE: Privacy Act matrix

Exactly. If I put in a FOIA request for PNR related to me from my trip to
Brussels last week, how would my request be adjudicated. Under what
circumstance would I get it and under what would I not.

Mike

Low (b)(2), (b}(6}

Zgyl-ow (b)(2), ()(6)
Sent: Saturday, September 16, 2006 5:07 PM
SRS vichae!;

Subject: RE: Privacy Act matrix

(b)(6)

Director of International Privacy Programs
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DHS, Privacy Office

Tel. I
Fax: I

Low (b)(2). (b)(6)

This communication, along with any attachments, s covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipiant, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. If

you received this in error, please reply immediately to the sender and
delete the message. Thank you.

Sent: Saturda Septemgr 16, 2006 5:04 PM

Scardaville, Michael; ]G]

Subject: RE: Privacy Act matrix

[ found the first half of #1. We didnt have any data on either. Part 2
is critical, however.

Mike

Low (5)(2), (b}(6,;

Low (b}(2), (b)(0)

Sent: Saturday, September 16, 2006 5:02 PM
mﬁﬁﬁgﬁ;@aﬂWWIlllllllll
Subject: RE: Privacy Act matrix

Importance: High

Mike and all,
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Here is the 5pm version that [ncorporates two sets of revisions by OGC/CBP

or OGC/OGC and Mike. Hope we're close. 1'd like to take a mental health
break and go get some dinner.

On Policy’s questions.

(b)(5) - Delit & AC

I'm not familiar with them can we look for Monday or maybe[(SIGH know.

2. We need to more thoroughly explain (G RIECINEYXE

Done

3. He wants this for his own backiroundlw

First draft in circulation with Policy.

(b)(©)
Director of International Privacy Programs

DHS, Privacy Office

e I
Fo S

Low (b)(2). (b){6)
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This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipiant, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. If

you received this in error, please reply immediately to the sender and
delete the message. Thank you.

From:Scardaville, Michae! Ea R (s} VAR{e}i(e)}
Sent: Saturda tember 16, 2006 2:17 PM
To:

; Scardavllle, Michael

Subject: RE: Privacy Act matrix
A few more thoughts in the attached.

Also, Stewart just came by my cube and looked over quickly and has a
couple of requests for this document.

ﬁWiiﬁWlIIIIIIIIIIIIIIIIIIIIIIII

(D)(5) - Delib, (b)6)

Also, looking forward (but not for this weekend) we need to conslder

Mike

Page 271

0029277




emails
| ow (D)(2), (D)6}

Scardaville, Michael

Sent; SaturgaiI Seitem!er 16i 2006 12:48 PM

Subject: RE: Privacy Act matrix

Attached Is the revised version. It incorporates nearly all of OGC/CBP
changes and added one section on retention. Please review and revise as
needed without open ended questions. Thanks. Also attaching background
SORN and new draft SORN and PIA that covers PNR. Cali with any
questions.

Home cell is [ERRCHERUICE

(0)(6)
Director of International Privacy Programs

DHS, Privacy Office

e
rox: R

Low (b)(2), (D)(6)

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged Information. If the reader of this message is not

the intended recipiant, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. If

you received this in error, please reply immediately to the sender and
delete the message. Thank you.

Sent: Saturday, September 16, 2006 10:!4 AM
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Sent: Saturda Septe-mber 16, _200510:04 AM
To: _
“:Serdaviﬂe, Michael

Subject: Fw: Privacy Act matrix

Low (b}(2), (b)(6)
]

"Scardaville, Michael" BRGARDIG) ,
‘Scardaville, Michae!" REK(SANEIG)
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OK. It's Qone.

Mike

Low (b3(2), (b)(o)

Sent: Saturgay, Septemgr 16, 2006 4:57 PM

To: Scardaville, Michaei:

Subject: RE: Talkers Best Efforts now "in a manner consistent”

I tend to agree wi

Director of International Privacy Programs

DHS, Privacy Office

Te!
Fax: I

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipiant, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. If

you received this In error, please reply immediately to the sender and
delete the message. Thank you.
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From: Scardaville, Michae (NN
ber 16, 2006 4:54 PM

Sent: Saturday, Septem

To: Scardaville, Michae!; [BICTINN

Subject: RE: Talkers Best Efforts now "in a manner consistent”

e ey e nery s, R

Mike

Low (b)(2}, (0)(6}

Sent: Saturga Septemgr 16, 2006 4:46 PM

To Scardaville, Michael;

Subject: RE: Talkers Best Efforts now "in a manner consistent”

Agree—can I also take out of matrix?

(bX6)
Director of International Privacy Programs
DHS, Privacy Office

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged Information. If the reader of this message is not
the Intended recipiant, you are hereby notified that any dissemination,
distribution, use or copying of this message Is strictly prohibited. If
you received this in error, please reply immediately to the sender and
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delete the message. Thank you.

Sent: Satur!a September 16, 2006 4:43 PM .
To: Scardaville Michae!; [ N

Ce: '
Subject: RE: Talkers Best Efforts now "in a manner consistent”

b)(®), (b)(5) - AC and Delib

Senior Counsel

Department of Homeland Security

Office of the General Counsel

This communication, along with any attachments, is covered by federal and
state iaw governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipient, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. if

you have received this in error, please reply immediately to the sender

and delete the message. Thank you.

From
Sent: Saturday, September 16, 2006 4:37 PM
To: Scardavill, Michae!: 0
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Cc:m
Subject: RE: Talkers Best Efforts now "in a manner consistent"

Mostly fiddles.

Senior Counse|

Department of Homeland Security

Office of the General Counsel

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contaln confidential
and legally privileged information. If the reader of this message is not

the intended recipient, you are hereby notified that any dissemination,
distribution, use or copying of this message Is strictly prohibited. if

you have recelved this in error, please reply immediately to the sender

and delete the message. Thank you.

From: Scardavile, Michae! [N N
Sent: Saturda

tember 16, 2006 4:29 PM
To: Scardaville, Michael

Subject: RE: Talkers Best Efforts now "in a manner consistent”

I'm still working on mine. Don't worry.

Mike
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Low (D32}, (0)(5]

S

ent: Saturday, September 16, 2006 4:28 PM

To: Scardaville, Michael
Cc:

Subject: RE: Talkers Best Efforts now "in a manner consistent”

Two more seconds pls?

Senior Counsel

Department of Homeland Security

Office of the General Counsel

Low (b)(2), (b)(6)

Low (b)(2), (b)(6

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipient, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. if

you have received this in error, please reply immediately to the sender

and delete the message. Thank you.

Subject: RE: Talkers Best Efforts now "in @ manner consistent”
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Mike,

Can you run withBiI& edits? I'm fine with them. (DGHEEER

Don't feel strongly about this sentence and it can
come out if you want. Turning to version 3 of the matrix.

(b)(6)

Director of International Privacy Programs
DHS, Privacy Office

e,

This communication, along with any attachments, is covered by federal and
state [aw governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipiant, you are hereby notified that any dissemination,
distribution, use or copying of this message Is strictly prohibited. If

you received this in error, please reply immediately to the sender and
delete the message. Thank you.

Sent: Saturga Septem!er 16, 2006 4:21 PM

To:

qcc= wsw avife, Michae! (3
S

ubject: Re: Talkers Best Efforts now "In a manner consistent"”

Thank<{lGl-here are my comments(g]
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Ogce 5 Chie! Counse!

U.S, Customs and Border Protection

This document, and any attachment(s) hereto, may contain confidential and/o
r sensitive attorney-dient privileged, attorney work-product, and/or U.

S. Government information, and is not for release, review, retransmission,
dissemination or use by anyone other than the intended recipient. Please ¢
onsult with the CBP Office of Chief Counsel before disclosing any informati

on contained in this e-mail.

Low )2, (6] ——

T0: "Scardaville, Michae!” RBERG)

Date: 09/16/2006 03:47PM
el ow (b)(2), (b)(6)
Subject: Talkers Best Efforts now "in @ manner consistent”

Mike, and all

Attached is a first draft of Talkers (muchof it based on the matrix with
legalese removed). It could be more talkerfriendly, but I?ll leave it to
Policy to massage.

On matrix, I will incorporate Mike andfslatest comments and send out
shortly.

Director of InternationalPrivacy ProgramsDHS, Privacy Office

Low (D}(2), (b)}(6

This communication, along with any attachments,is covered by federal and
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state law governing electronic communications and maycontain confidential
and legally privileged information, If the reader ofthis message is not
the intended recipiant, you are hereby notified that anydissemination, -
distribution, use or copying of this message is strictlyprohibited. If
you received this in error, please reply Immediately tothe sender and
delete the message, Thank you.

From:Scardaville, Michae! NI L
Sent: Saturday, September 16, 20062:17 PM

To: Scardaville, Michael
Ce
Subject: RE: Privacy Act matrix

A few more thoughts In the attached.

Also, Stewart just came by my cube andlooked over quickly and has a couple
of requests for this document.

(b)(5) - Delib & AC

(0)(5) Delib. (b)(6)

Also, looking forward (but not for thisweekend) we need to consider

Page 173

0N2937

4




emalls

Sent: Saturday, September 16, 200612:48 PM
To:Mrdavﬁlle, Michael
Cc:

Subject: RE: Privacy Act matrix

Attached is the revised version. Itincorporates nearly all of OGC/CBP
changes and added one section on retention, Please review and revise as
needed without open ended questions. Thanks. Also attaching background

* SORN and new draft SORN and PIAthat covers PNR. Call with any questions.

Home cell is g CHCNDITE

Director of InternationalPrivacy Programs

DHS, Privacy Office

This communication, along with any attachments,is covered by federal and
state law goveming electronic communications and maycontain confidential
and legally privileged information. If the reader ofthis message is not

the intended reciplant, you are hereby notified that anydissemination,
distribution, use or copying of this message is strictlyprohibited. If

you received this in error, please reply immediately tothe sender and
delete the message. Thank you,

Scardaville, Michael
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distribution, use or copying of this message is strictlyprohibited. If
you received this in error, please reply Immediately tothe sender and
delete the message. Thank you.

FronW
Sent: Saturday, September 16, 610:04 AM

To:
Cc:
Subject: Fw: Privacy Act matrix

Scardaville, Michael

Low (b){(2), (b)(6)
[ ]
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OK, we're getting somewhere. Attached are my edits (more additions
really) pus IR

A few big issues remain:

(5) - AC and Delib

6. Retention: (QIGYINT didn’t understand your comment.

Thanks everyone for all the rush work on both docs.

Low (D)2}, (D){5}
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Sent: Saturga September 16, 2006 4:43 PM

: Scardaville, Michael; (GHG)
Cc:
Subject: RE: Talkers Best Efforts now "in a manner consistent”

(1)(5) - AC and Delib, (0)(6)

(b)(6)

Senior Counsel

Department of Homeland Security
Office of the General Counsel
Low (b)(2)

Low (b)(2), (b)(6;

Low (b)(2), (b)(B)

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipient, you are hereby notifled that any dissemination,
distribution, use or copying of this message is strictly prohibited. if

you have received this In error, please reply immediately to the sender

and delete the message. Thank you.

FrelplLow (0)(2), (b)(6)

Sent: Saturday, September 16, 2006 4:37 PM

To: Scardaville, Michael;

Cc:

Subject: RE: Talkers Best Efforts now “in a manner consistent”
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Mostly fiddles.

(b))
Senior Counsel
Department of Homeland Security

Office of the General Counsel
Low (b)(2)

Low (D)I2), (0)(B)

Low (b){2). (b)(6)

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged Information. If the reader of this message is not

the intended recipient, you are hereby notified that any dissemination,
distribution, use or copying of this message Is strictly prohibited. if

you have received this in-error, please reply immediately to the sender

and delete the message. Thank you. .

September 16, 2006 4:29 PM
Scardaville, Michael

\

Cc:
Subject: RE: Talkers Best Efforts now "in a manner consistent”
I'm still working on mine. Don't worry.

Mike

Low (b)(2), (b){6)
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Fog]l ow (L)(2). (b)(6)

Sent: Saturday, September 16, 2006 4:28 PM

Scardaville, Michael

: RE: Talkers Best Efforts now "in a manner consistent”

Two more seconds pls?

(b)(B)
Senior Counsel
Department of Homeland Security

Office of the General Counsel

Low (b)(2)

Low (0)(2), (b)(3)

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipient, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. if

you have received this in error, please reply immediately to the sender

and delete the message. Thank you.

Mike,
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Can you run with@i&edits? I'm fine with them. (DB EBER

Don't feel strongly about this sentence and It can
come out if you want. Turning to version 3 of the matrix.

(DXE)

Director of International Privacy Programs
DHS, Privacy Office

el I
Fov R

Low (b)(2}, (b)(6)

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipiant, you are hereby notified that any dissemination,
distribution, use or copying of this message Is strictly prohibited. If

you received this in error, please reply immediately to the sender and
delete the message. Thank you. '

From
Sent: Saturda mber 16, 2006 4:21 PM

Cc: Scarcavile, Michae!; (.

Subject: Re: Talkers Best Efforts now "in a manner consistent"
Thanks((@]Bfhere are my comments.

glce of Chief Counsel

U.S. Customs and Border Protection
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This document, and any attachment(s) hereto, may contain confidential and/o
r sensitive attorney-dient privileged, attomey work-product, and/or U.

S. Government Information, and is not for release, review, retransmission,
dissemination or use by anyone other than the intended recipient. Please ¢
onsult with the CBP Office of Chief Counsel before disclosing any informati

on contained in this e-mail.

To: "Scardaville, Michael”

Date: 09i15é2006 03:47PM
Subject: Talkers Best Efforts now "in a manner consistent”

Mike, and all

Attached Is a first draft of Talkers (muchof it based on the matrix with
legalese removed). It could be more talkerfriendly, but 121l leave it to
Policy to massage.

On matrix, I will incorporate Mike and [@fEflatest comments and send out
shortly.

Director of InternationalPrivacy ProgramsDHS, Privacy Office
Tel. I
rax: I

Low (b}2), (b)(6)

This communication, along with any attachments,is covered by federal and

state law governing electronic communications and maycontain confidential

and legally privileged information. If the reader ofthis message Is not

the intended recipiant, you are hereby notified that anydissemination,
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distribution, use or copying of this message is strictlyprohibited. If
you recelved this in error, please reply immediately tothe sender and
delete the message. Thank you.

From:Scardaville, Michael R BGIEING

Sent: Saturday, September 16, 20062:17 PM

To: Scardaville, Michael
Cc:

Subject: RE: Privacy Act matrix

A few more thoughts In the attached.

Also, Stewart just came by my cube andlooked over quickly and has a couple
of requests for this document,

(b)(5) - Delib & AC

Also, looking forward (but not for thisweekend) we need to consider
(0)(5) - Delib & AC

N(0)(6)
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Subject: RE: Privacy Act matrix

Attached Is the revised version. Itincorporates nearly all of OGC/CBP
changes and added one section on retentlon. Please review and revise as
needed without open ended questions. Thanks. Also attaching background
SORN and new draft SORN and PIAthat covers PNR, Call with any questions,

Home cell is{&li)]

(L)(©)
Director of InternationalPrivacy Programs

DHS, Privacy Office
Low (D)(2), (b)(6)

Low (h){2), (b)(6)

Low (b}(2), (b)(6)

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and maycontain confidential
and legally privileged information. If the reader ofthis message is not

the Intended recipiant, you are hereby notified that anydissemination,
distribution, use or copying of this message Is strictlyprohibited. If

you received this in error, please reply immediately tothe sender and
delete the message. Thank you. ‘

To
Cc:
Subject: Fw: Privacy Act matrix

;Scardaville, Michael

From D
Sent: turdail September 16, 200610:04 AM

- Best Efforts Taikers-m{{IEIoc
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Subject: Re: Talkers Best Efforts now "in a manner consistent”
Low (b)(2), (b}6) :

"Scardaville, Michael®
Low (b)(2), (b)(6}

DeliveredDate: 09/16/2006 05:11:09 PM
You're right - my bad.

Sent: Sat Sep 16 17:08:50
Subject: RE: Talkers Best Efforts now "in a manner consistent"

M

(b){6)
Director of International Privacy Programs

DHS, Privacy Office
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Te! I
Fox: I

Low (B)(2), (b)(6)

"This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not
the intended recipiant, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. If
you received this in error, please reply immediately to the sender and
delete the message. Thank you.

rrom: R
Sent: Saturday, September 16, 2006 5:07 PM

 scarcaite, Michae!,

Subject: RE: Talkers Best Efforts now "in a ménner consistent”

(0)(5) - Delib. AC, (D)6

(b)(6)

Senior Counsel
Department of Homeland Security

Office of the General Counse!

Low (b)(2}

Low (b}(2), (b)(6)
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This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message Is not

the intended recipient, you are hereby notifled that any dissemination,
distribution, use or copying of this message is strictly prohibited. if

you have received this in error, please reply immediately to the sender

and delete the message. Thank you.

From: WW_
Sent: Saturday, September 16, 2006 5:03 PM

To: Scardaville, Michael;

Subject: RE: Talkers Best Efforts now "in @ manner consistent”

OK, put it back in. Sorry, I just took out of the matrix. For that

(D)(6)
Director of International Privacy Programs
DHS, Privacy Office

el IR
rox: I

Low (D}(2), (b)(B)

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipiant, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. If

you received this in error, please reply immediately to the sender and
delete the message. Thank you.

From: Scardaville, Mld\aem_

Sent: Saturday, September 16, 2006 5:00 PM
DI <corcavile, Michael
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Subject: RE: Talkers Best Efforts now "in a manner consistent”

From N N
Sent: Saturday, September 16, 2006 4:59 PM

To: Scardaville, Michael:

ject: RE: Talkers Best Efforts now "In a manner consistent”

(0)(5) - Delib, AC, (b)(5)

(00—

Senior Counsel

Department of Homeland Security
Office of the General Counsel

Lo (D)) ()0

Low (b)(2}, (D)(8)

This communication, along with any attachments, is covered by federal and
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state law governing electronic communications and may contain confldential
and legally privileged information. If the reader of this message is not
the intended recipient, you are hereby notifled that any dissemination,
distribution, use or copying of this message is strictly prohibited. if
you have received this in error, please reply immediately to the sender
and delete the message. Thank you.

From: Scardavile, Michae! SN NGNS

Sent: Saturda tember 16, 2006 4:54 PM ‘
-Scardaville, Michael: (&)

Subject: RE: Talkers Best Efforts now "in a manner consistent"

_

Mike

Low (b}2). (o)(E)

From: N R
Sent: Saturday, September 16, 2006 4:46 PM

Scardaville, Michae!; I Cy I

Subject: RE: Talkers Best Efforts now "in a manner consistent”

Agree—can I also take out of matrix?

Director of International Privacy Programs
DHS, Privacy Office

Te! I

Fax: I

Low (©2). ©)6) |8
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This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipiant, you are hereby notifled that any dissemination,
distribution, use or copying of this message is strictly prohibited. If

you received this in error, please reply immediately to the sender and
delete the message. Thank you.

rrom: ERICENDIN
Sent: Saturday, September 16, 2006 4:43 PM

Scardaville, Michael; (28]

Subject: RE: Talkers Best Efforts now "in a manner conslstent”

(b}5) - Delib, AC, (b)(6)

(b)(6)

Senior Counsel
Department of Homeland Security

Office of the General Counsel

I

Low (b)(2). (b)(6)

This communication, along with any attachments, Is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged Information. If the reader of this message is not

the intended recipient, you are hereby notified that any dissemination,
distribution, use or copying of this message Is strictly prohibited. if

you have received this in error, please reply immediately to the sender

and delete the message. Thank you.
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From: KN N
Sent: Saturday, September 16, 2006 4:37 PM

To: Scardaville, Michael

Subject: RE: Talkers Best Efforts now "in a manner consistent”

Mostly fiddles. JJj

(b)(6)
Senior Counsel
Department of Homeland Security

Office of the General Counsel
Low (b)}(2)

Low (b)(2), (D)(6)

Low (b)(2), ()(6}

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipient, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. if

you have received this in error, please reply immediately to the sender

and delete the message. Thank you.

From: Scardaville, Michae| Re{SIEIRTIIE)
Sent: Saturday, September 16, 2006 4:29 PM

Scardaville, Michael

Subject: RE: Talkers Best Efforts now "in a manner consistent”

I'm still working on mine. Don’t worry.
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Mike

(b}(8), Lows {b)(2}

From: N
Sent: Saturday, September 16, 2006 4:28 PM

Subject: RE: Talkers Best Efforts now "in a manner consistent"

Two more seconds pls?

(b)(6)

Senior Counsel

Department of Homeland Security
Office of the General Counsel
Low (b)(2), (b)(6) 8

Low (b)(2). (D)(6;

LLow (D)(2), (b)(6)

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message Is not

the intended recipient, you are hereby notified that any dissemination,
distribution, use or copying of this message Is strictly prohibited. if

you have recelved this in error, please reply immediately to the sender

and delete the message. Thank you.

From: Ee NGNS

Sent: Saturda tember 16, 2006 4:27 PM
R -1, ichac
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Squect: RE: Talkers Best E!orts now "in a manner consistent”

Mike,

Can you run wi edits? I'm fine with them.

come out if you want. Turning to version 3 of the matrix.

(D)(6)
Director of International Privacy Programs
~ DHS, Privacy Office

e, I
rox: I

Email RGN

This communication, along with any attachments, Is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipiant, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. If

you received this in error, please reply immediately to the sender and
delete the message. Thank you. ,

g -0 ©)(2), b)e) =

Sent: Saturday, September 16, 2006 4:21 PM _

To:

Cc #sca avilie, Mchae!; (G N

5u!ject: Re: Tal!ers Best Efforts now "in a manner conslstent" _

Thank{QIGrere are my comments.
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%ce o! gie! Counsel

U.S. Customs and Border Protection
Low (b)(2), (b)(6)

Low (D)(2). (0){B)

This document, and any attachment(s) hereto, may contain confidential
and/or sensitive attorney-client privileged, attorey work-product, and/or
U.S. Government information, and is not for release, review,
retransmission, dissemination or use by anyone other than the Intended
recipient. Please consult with the CBP Office of Chief Counse! before
disclosing any information contained in this e-mail.

Low {D)(2), (b)(8)

To: "Scardaville, Michae!" ReA{*} ZIME31(S))

WL Oow (D)2}, (b)(6)
Subject: Talkers Best Efforts now "in @ manner consistent”

Mike, and all

Attached is a first draft of Talkers (muchof it based on the matrix with
legalese removed). It could be more talkerfriendly, but Il leave It to
Policy to massage.

On matrix, I will incorporate Mike andggili?slatest comments and send out
shottly.

(b)(6)
Director of InternationalPrivacy ProgramsDHS, Privacy Office

el I
rox: I

Low (b)(2), (b)(6)
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This communication, along with any attachments,is covered by federal and
state law governing electronic communications and maycontain confidential
and legally privileged information. If the reader ofthis message is not

the intended recipiant, you are hereby notified that anydissemination,
distribution, use or copying of this message is strictlyprohibited. If

you received this in error, please reply immediately tothe sender and
delete the message. Thank you.

From: Scardaville, Michael
Sent: Saturday, Septembe
To:
Cc
Subject: RE: Privacy Act matrix

r 16, 20062:17 PM
Scardaville, Michael

A few more thoughts in the attached.

Also, Stewart just came by my cube andlooked over quickly and has a couple
of requests for this document.

(b)(5) - Delib & AC

(b)(5) - Delib, (b)(8)

forward (but not for thisweekend) we need to consider

ZEIHL oW (b)(2), (b)(6)
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Sent: Saturda tember 16, 200612:48 PM
To ;Scardaville, Michael
Cc

Subject: RE: Privacy Act matrix

Attached is the revised version. Itincorporates nearly all of OGC/CBP
changes and added one section on retention. Please review and revise as
needed without open ended questions. Thanks. Also attaching background

SORN and new draft SORN and PIAthat covers PNR. Call with any questions.

Home cell is{{ehEH

(b)(6)
Director of InternationalPrivacy Programs

DHS, Privacy Office

e I
ro: I

Low (b}(2), (b)6)

This communication, along with any attachments,is covered by federal and
state law governing electronic communications and maycontain confidential
and legally privileged Information. If the reader ofthis message Is not

the intended recipiant, you are hereby notified that anydissemination,
distribution, use or copying of this message is strictlyprohibited. If

you received this In error, please reply immediately tothe sender and
delete the message. Thank you.

From
Sent: Saturday, September 16, 200610:04 AM

To
Cec ardaville, Michael

Subject: Fw: Privacy Act matrix
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To: (2. (0)(6)
SR 08/1912004 10:45 AM

A

Thanks for the info. This is exactly what we need to hear. Let me try to give you an update on your
issues.

Subject: Re3RCUNCNER (OUTHE)

1. OIT is looking into this issue and we are hoping to fix this. This might not happen in the near future, but
we will try to push OIT on this.

)(2), (D)7 E). (b)(5) Delib

Hign (b)(2), (LX7)(E). (©)(5)

Figh (0)(2), (D)(7HE). ()5 Delib

As for your second four questions, number 1 and 2 are the same issue which is ultimately answer number
1. Number 3 we are still looking into. If you have examples, we really could use them. The more
information we have, the better off we are in solving the problem. Number 4 should be resolved, but | will
check into this again. We intend on distributing updated guidance next week. This should help with some

of the problems. If you need to cail me, be aware of my new number. We've moved offices this week, so
things are a little crazy around here.

gﬁce o' !.a !perations

National Targeting and Security
Low (b)(2). (0)(6)

T

08/19/04 09:37 AM cc.

R High (0)(2), (D)7 NE).
ey RIS

it was nice o actually meet you a few weeks back at JFIC Liustyanted to reach out to you and touch
base on some of the concems regardindiCIEIORLIIEEREE L know you are still working out some

of the system "kinks," however these are a few of the problems that are being experienced:
High (b)(2). (0)(7 XE), (b)(5) Delib

)2}, (0)(6)

)E). (D)5) Delib

High (b)(2), ()7 )E). (b)(5) Delib

NN2964)




High (b)(2), (2)(7)(E), (b)(5) Delib

Again, very time consuming,

Figh (b)(2). (0)(/)NE). (b)(5) Delib

We talked about the following issues while you were here. Have they been resolved?
What is the status?

High (B)(2), () 7)(E), (b)(5) Delib

Remember, you asked for feedback from the field!! )

.

% | NN2aRq.




N 0812612004 04:27 PM .

Subject: ATS/P Requirements

These are the subjects thaWill likely discuss at NTC.
(b)(6)

Office of Field Operations

Customs and Border Protection
Low (h)(2), (b}(6)

NOTE: New number

—Forverced o ST 05212004 o257

0w (b)(2), (b)(6) '

(b)(B)
Watch Commander

National Tarﬁeﬁni Center
—Fowarded by [ AR - 022672004 03420y

R ow (D)2}, (b)(B)

Subject: ATS/P Requirements

High(b)(2), Low (b){2), (b)(7}E) LE. (b)(5) Detib
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High(b)(2), Low (b)(2). (b)(7)(E) LE. (b)5)

High(b)(2), Low (b)(2), (b)(7)(E) LE, (b)(5) Delib
High(b)(2), Low (b)(2), (b)(7)(E) LE, (b)(5) Delib
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High(0)(2), Low (b)(2). (b)(7)(E) LE, (b)(5) Delib
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; To:
X J 08/30/2004 09:49 AM « M
Subject Re: Got Your Call

(b)(6)

Yes, I did receive an eMail fro forwarded your request to
HQ/OFO NTS. POC i

We (ATS/P) have much experi

However, having said my 2 cents on this maitter, if HQ/OFO NTS consents in writing, I will create and deliver a
PNR data set to you. .

Date: 08/30/2004 09:37AM
Subject: Re: Got Your Call

(0)(3), Low (b)(2)

I [IMAGE] [IMAGE]

M B

€] cc: .
i ]E Subject: Got Your Call
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b)(6), Low
(b)(2)

\DO-FOON\OW\OOO

2> 0w

CRE—

Hello, I got your msg. Unfortunately, I am out of the office today. How can I help you?
(b)(6)

AN29R6




\' 08/26/2004 03:57 PM cc

Subject: Re: Rules, Queries,
(b)(6)

L G g L

I Nese 3 B JOne i N
High(b}(2), Low (0)(2), (b)(7)(E) LL, (b){5

This is alot of information. | did a similar report fo yi
i ISL. Time span is June/July 2004. Two hrs later she called me and toid me she did not need it. The

2 350 51 L .
(b)(2). (B)(7)E) LE,

! p , (0)(5) Dehin

High{b)(2), Low {b}(2), (bX7)E) LE
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High(b)(2), Low (b)(2), (b)(7)(E) LE, (h)(5)

The timeframes: I need #! ASAP, #2and#3,1w01ﬂdliketohavebytomonowaﬁemoon. Please advise if this is
a problem,

Thanks,

(b)(b)
Oﬂice of Field Operations

T

NOTE: New number
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‘ High (b)(2), Low

o

[IMAGE]

f
m
A
G
E
I

08/26/2004 09:48 PM

Date: 08/26/2004 01:14PM
Subject: Re: Entitlement Coordination with the Field Users
(b)(2), bY7HE) LR

(bX®), Low (b)
@)

AN~

-

Subject: Re: Entitement Coordination with the Field Users

n 08/26/2004 09:47PM -----

NN2aRg




N oon~

1
9
P
M

High(D)(2). Low (b)(2), {b)(7)(E) LE, (b)(5) Delib

(b)B). Low (b}(2)

High(b)(2), Low (b{2)_ (b)(7)(E) LE, (0){5) Deiib

HIGh{LI(2). Low (B}(2), (b)(7)(E) LE, (1)(5) Delib

ThisinformaﬁonmustbecommzmimtedtoanAT

S-L and Entitlement users,

nn2a7()




3-15, but if you could respond to

Office of Field Operations

al Tarqe! and Securit
Low (b)(2). (b)) 4

Please note new telephone number,

)(6)

nn2ayyg




