U.S. Department of Homeland Security
Washington, DC 20528

% Security

April 18, 2008

Mr. David L. Sobel

Electronic Frontier Foundation
1875 Connecticut Avenue, N.W.
Suite 650

Washington, DC 20009

Re: DHS/OS/PRIV 07-160/Sobel request
Dear Mr. Sobel:

This is the twelfth partial release to your Freedom of Information Act (FOIA) requests to the Department of
Homeland Security (DHS), dated November 7, 2006 and December 6, 2006, requesting DHS records
concerning the Automated Targeting System (ATS). These two requests were aggregated to simplify
processing. The following is a consolidated list of records requested:

1. All Privacy Impact Assessments prepared for the ATS system or any predecessor system that served
the same function but bore a different name.

2. A Memorandum of Understanding executed on or about March 9, 2005 between Customs and
Border Protection (CBP) and the Canada Border Services Agency to facilitate the Automated
Exchange of Lookouts and the Exchange of Advance Passenger Information.

3. Allrecords, including Privacy Act notices, which discuss or describe the use of personally-
identifiable information by the CBP (or its predecessors) for purposes of screening air and sea
travelers.

4. All System of Records Notices (SORNs) that discuss or describe targeting, screening, or assigning
“risk assessments” of U.S. citizens by CBP or its predecessors.

5. All records that discuss or describe the redress that is available to individuals who believe that the
ATS contains or utilizes inaccurate, incomplete or outdated information about them.

6. All records that discuss or describe the potential consequences that individuals might experience as a
result of the agency’s use of the ATS, including but not limited to arrest, physical searches,
surveillance, denial of the opportunity to travel, and loss of employment opportunities.

7. All records that discuss or identify the number of individuals who have been arrested as a result of
screening by the ATS and the offenses for which they were charged.

8. All complaints received from individuals concerning actions taken by the agency as a result of ATS
“risk assessments” or other information contained in the ATS, and the agency’s response to those
complaints.

9. All records that discuss or describe Section 514 of the Department of Homeland Security
Appropriations Act, 2007, P.L. 109-295 (H.R. 5441) and its prohibition against the development or
testing of “algorithms assigning risk to passengers whose names are not on Government watch lists.”

10. All records that address any of the following issues:

a. Whether a system of due process exists whereby aviation passengers determined to pose a
threat are either delayed or prohibited from boarding their scheduled flights may appeal such
decision and correct erroneous information contained in the ATS;




b. Whether the underlying error rate of the government and private databases that will be used
in the ATS to assign a risk level to an individual will not produce a large number of false
positives that will result in a significant number of individuals being treated mistakenly or
security resources being diverted;

c. Whether the agency has stress-tested and demonstrated the efficacy and accuracy of all
search tools in the ATS and has demonstrated that the ATS can make an accurate predictive
assessment of those individuals who may constitute a threat;

d. Whether the Secretary of Homeland Security has established an internal oversight board to
monitor the manner in which the ATS is being developed and prepared;

e. Whether the agency has built in sufficient operational safeguards to reduce the opportunities
for abuse;

f.  Whether substantial security measures are in place to protect the ATS from unauthorized
access by hackers or other intruders;

g. Whether the agency has adopted policies establishing effective oversight of the use and
operation of the system;

h.  Whether there are no specific privacy concerns with the technological architecture of the
system;

i.  Whether the agency has, pursuant to the requirements of section 44903(i)(2)(A) of Title 49,
United States Code, modified the ATS with respect to intrastate transportation to
accommodate states with unique air transportation needs and passengers who might
otherwise regularly trigger a high risk status; and

J.  Whether appropriate life-cycle estimates, expenditure and program plans exist.

A search directed to CBP has produced an additional 143 pages of records responsive to your request. We
have determined that 33 pages are releasable to you in full or with certain information withheld pursuant to
Exemptions 1, 2 (low) and (high), 5, 6 and 7 of the FOIA, and 110 pages are withheld in their entirety
pursuant to Exemptions 2 (high), 5, 6 and 7E of the FOIA.

Enclosed are 33pages of releasable information. The withheld information, consists of names or initials,
deliberative material, legal opinions, law enforcement information, and homeland security information. I am
withholding this information pursuant to Exemptions 2, 5, 6, and 7E of the FOIA, 5 U.S.C. §§ 552 (b)(1),

()(2), (6)(5), ()(6), and (b)(7T)(E).

Also enclosed are 17 blank sheets with several numbers that represent withheld documents. Each number
corresponds to a page of withheld information and has the appropriate exemptions that apply to that
document. In this instance, there are 110 pages of withheld information that comprise 17 documents.

Exemption 2(low) exempts from disclosure records that are related to internal matters of a relatively trivial
nature, such as internal administrative tracking. Exemption 2(high) protects information disclosure of which
would risk the circumvention of a statute or agency regulation. Included within such information may be
operating rules, guidelines, manuals of procedures for examiners or adjudicators, and homeland security
information.

Exemption 5 protects from disclosure those inter- or intra-agency documents that are normally privileged in
the civil discovery context. The deliberative process privilege protects the integrity of the deliberative or
decision-making processes within the agency by exempting from mandatory disclosure opinions,
conclusions, and recommendations included within inter-agency or intra-agency memoranda or letters. The
release of this internal information would discourage the expression of candid opinions and inhibit the free
and frank exchange of information among agency personnel. The attorney-client privilege protects
confidential communications between an attorney and his client relating to a legal matter for which the client
has sought professional advice. It applies to facts divulged by a client to his attorney, and encompasses any




opinions given by an attorney to his client based upon, and thus reflecting, those facts, as well as
communications between attorneys that reflect client-supplied information.

Exemption 6 exempts from disclosure records the release of which would cause a clearly unwarranted
invasion of personal privacy.

Exemption 7E protects records compiled for law enforcement purposes, the release of which would disclose
techniques and/or procedures for law enforcement investigations or prosecutions, or would disclose
guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably be
expected to risk circumvention of the law.

As stated in the February 1, 2008 Status Report for the litigation which encompasses this FOIA request, we
are continuing to process your request with regard to documents located at the following CBP Offices:

Office of Field Operations, National Targeting and Security; Office of the Chief Counsel; and Office of
Information Technology. If you have any questions regarding this matter, please refer to DHS/OS/PRIV 07-
160/Sobel request. This office can be reached at 866-431-0486. Thank you for your patience as we proceed
with your request.

Associate Director, Disclosure & Q’

Operations

Enclosures: 50 pages




emails

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipiant, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. If

you received this in error, please reply immediately to the sender and
delete the message. Thank you.

L ow (b)(2), (b)}6)
Sent; Saturday, September 16, 2006 10:04 AM ~
To: {(N(S)

[OH(D)(6)

Subject: Fw: Privacy Act matrix

Scardaville, Michael

" Subject: Re: Privacy Act matrix

Low {b)(2), (b}(&)
ComposedDate: 09/16/2006 02:37:37 PM
PostedDate: 09/16/2006 02:37:53 PM
SendTo: "Mike Scardaville" RETKIEANGCN )

ow (b)(2), (b)

+ "Mike Scardaville” ReA(SHEARINGY

(D)(5) - Delib, (b)(5) - Atty Client, High (b)(2),




(D)(6), (b)(5) - Delib, (0)(5) - Atty Client, (b)(?)()

----- Original Message -----

From: "Scardaville, Michae! IEXEIARQIQ)

Sent: 09/16/2006 02:16 PM
L ow (b)(2), (b)(6)

'Scardaville, Michae!” ReURCIRENEY

Subject: RE: Privacy Act matrix

A few more thoughts in the attached.

Also, Stewart just came by my cube and looked over quickly and has a
couple of requests for this document.

(b)(5) - Delib & Attorney client

(0)(5) - Delib ‘

BI@Jis going to take a first crack at this document.

Als loki forward (but not for this weekend) we need to consider
5) - Deli
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emails
Mike

Low (b)(2), (b)(B)

iLow (b)(2), (b)(6)

Sent: Saturday, September 16, 2006 12:48 PM
To: ; Scardaville, Michael
Cc: .
Subject: RE: Privacy Act matrix

Attached is the revised version. It incorporates hearly all of OGC/CBP
changes and added one section on retention. Please review and revise as
needed without open ended questions. Thanks. Also attaching background
SORN and new draft SORN and PIA that covers PNR. Call with any
questions.

Home cell isEXIOBEGIG)]

(b)(6)

Director of International Privacy Programs

" DHS, Privacy Office

Low (b)(2), (b)(6)

Seiglow (b)(2), (b)(6)

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipiant, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. If

you received this in error, please reply immediately to the sender and
delete the message. Thank you. :

Page 42
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L ow (0)(2), (0)(6) ' |
Sent: Saturai, September 16, 2006 10:04 A

To:[(DIE)
&y (0)(5)
Subject: Fw: Privacy Act matrix

Scardaville, Michael

Subject: Re: Privacy Act matrix

PostedDate: 09/16/2006 02:37:53 PM
SendTo: "Scardavilie, Mlchael" (b)2), (b)(6) Low (b)(2), (b)(6)

(b)(5) - Delib, (b)(5) - Atty Client, High (b)(2), O )NE)




emails

(b)(6)

Director of InternationalPrivacy Programs
DHS, Privacy Office

Low (b)(2), (b)(6)

SREIRLow (B)(2), (b)(6)Y

This communication, along with any attachments,is covered by federal and
state law governing electronic communications and maycontain confidential
and legally privileged information. If the reader ofthis message is not

the intended recipiant, you are hereby notified that anydissemination,
distribution, use or copying of this message is strictlyprohibited. If

you received this in error, please reply immediately tothe sender and
delete the message. Thank you, .

SrnE-ow (D)(2), (b)(6)
Sent: Saturday, September 16, 200610:04 AM ‘
To: [{((E] - '

o (0)(6)

Subject; Fw: Privacy Act matrix

-Scardaville, Michael

Page 138
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Low {b){2), (b)(6)

From: "Scardaville, Michael ReRRGNEN (b)(6)
PR (0)(6)  Wlow (b)(2), (b)(E)

DeliveredDate: 09/16/2006 04:54:33 PM

(b)(5) - Delib

Mike

Low (0)(2), (b)(6)

aiLow (b)(2), (b))

Sent: Saturday, September 16, 2006 4:46 PM
((Egég)) : Scardaville, Michae!; [(I(3) ;@_
Cc:

Subject: RE! Talkers Best Efforts now "in a manner consistent”

Agree—can [ also take out of matrix?

(b)(6)

Page 13¢
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emails
Director of International Privacy Programs

DHS, Privacy Office
Low (b)(2), (0)(6)

]
el ow (b)(2), (0)(6) 8

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipiant, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. If

you received this in error, please reply immediately to the sender and
delete the message. Thank you.

koW (0)(2), (b)(6)

Sent: Saturday, September 16, 2006 4:43 PM -
TO:W; Sc:ardavi!iei Michael; (QIS)] B(D)6)
Cc:

Subject: RE: Talkers Best Efforts now “in a manner consistent”

5) - Delib, (b)(5) - Atty Client, (b)(6)

(b)(6)

Senior Counsel

Department of Homeland Security
Office of the General Counsel
2R washington, D.C. 20528
Low (b)(2), (b)6)
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Low (b)}(2), (b)(6)

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipient, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. if

you have received this in error, please reply immediately to the sender

and delete the message. Thank you.

FTenBLow (0)(2), (b)(6) :
Sent: Saturday, September 16, 2006 4:37 PM : :

To: Scardaville, Michael; (NG B(b)(6) ;W_
we](0)(6)

Subject: RE: Tatkers Best Efforts now "in a manner consistent”

Mostly fiddles. [l

Senior Counsel
Department of Homeland Security
Office of the General Counsel

ERRIZ Washington, D.C. 20528

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipient, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. if

you have received this in error, please reply immediately to the sender

and delete the message. Thank you.
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SN ow (D){2), (D)(6)
Sent: Saturday, September 16, 2006 4:29 PM

o (0)(6)
Subject: RE: Talkers Best Efforts now "in a manner consistent"

; : ; Scardaville, Michael

I'm still working on mine. Don't worry.

Mike

oW (0)(2), (b)(6)

Sent: Saturday, September 16, 2006 4:28 PM

BeH(D)(6) (b)(©) ; Scardaville, Michael
[@el(0)(6)

Subject: RE: Talkers Best Efforts now "in a manner consistent”

Two more seconds pls?

(b)(6)
Senior Counse!
Department of Homeland Security

Office of the General Counsel

B Washington, D.C. 20528

Page 142
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This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the intended recipient, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited, if

you have received this in error, please reply immediately to the sender

and delete the message. Thank you.

sg-ow (b)(2), (b)(6)
Sent: Saturday, September 16, 2006 4:27 PM

Scardaville, Michael

o (0)(6)
Subject: RE: Talkers Best Efforts now *in a manner consistent”

Mike,

Can you run wit{RI8edits? I'm fine with them.

. Don't feel strongly about this sentence and It can
come out if you want. Turning to version 3 of the matrix. ‘

g (0)(6)

Director of International Privacy Programs

DHS, Privacy Office
Low (b)(2), (b)(6)

I
L ow (D)(2), (b)(6)

This communication, along with any attachments, is covered by federal and
state law governing electronic communications and may contain confidential
and legally privileged information. If the reader of this message is not

the Intended reciplant, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. If

you received this in error, please reply immediately to the sender and
delete the message. Thank you.

Page 143
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0. (0)(2), (0)(6) |

Sent.
: To:ﬂm@-
ar aville, Michael; [(SI()) @_,

Subject: Re: Talkers Best Efforts now “in a manner consistent”

Thanks Q@ here are my comments. [IE)

(b)(6)

Office of Chief Counsel

U.S. Customs and Border Protection
Cow (b)(2), (b)(6)

This document, and any attachment(s) hereto, may contain confidentlal and/o
r sensitive attorney-client privileged, attorney work-product, andfor U.

'S. Government informatlon, and is not for release, review, retransmission,
dissemination or use by anyone other than the intended recipient. Please ¢
onsult with the CBP Office of Chief Counsel before disclosing any informati
on contained in this e-mail,

Low (b)(2), (b)(6) wrote: -~

To: "Scardavilie, Michae!" IEIOIEANGIG)]
Low (0)(2), (D)(6) |Low (0)(2), (b)(6)

oW (B)(2), (0)(6)
Date: 09/16/2006 03:47PM
P ow (D)(2), ()(6)

Subject: Talkers Best Efforts now "in a manner consistent”

Mike, and all

Attached is a first draft of Talkers (muchof it based on the matrix with
legalese removed). It could be more talkerfriendly, but I?ll leave it to
Policy to massage.

Page 144
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emails
On matrix, I will incorporate Mike and@ii@]latest comments and send out
shortly. '

(b)(6)
Director of InternationalPrivacy ProgramsDHS, Privacy Office

)(2), (b)(6)

—
o]
2

_~
o

AL ow (b)(2), (b)(6)

This communication, along with any attachments,is covered by federal and
state law governing electronic communications and maycontain confidential
and legally privileged information. If the reader ofthis message is not

the Intended recipiant, you are hereby notified that anydissemination,
distribution, use or copying of this message is strictlyprohibited. If

you received this in error, please reply immediately tothe sender and
delete the message. Thank you.

From:Scardaville, Michael
Sent: Saturday, September 16, 20062:17 PM
To: [(E)) {b)(6)
(e (D)(6)
Subject: RE: Privacy Act matrix

; Scardaville, Michael

A few more thoughts In the attached.

Also, Stewart just came by my cube andlooked over quickly and has a couple
of requests for this document.

b)(5) - Delib & Attorney client

(b)(5) - Delib '

(b)(5) - Delib

Page 145
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Also, looking forward (but not for thisweekend) we need to consider
b)(5) - Delib

Mike
Low (b)(2), (b))

Low (b)(2), (0)(6)

Sent: Saturday, September 16 200612:48 PM

To: BIG; :Scardaville, Michae!
e (b)(6)

Subject: RE: Privacy Act matrix

Attached is the revised version. Ttincorporates nearly all of OGC/CBP
changes and added one section on retention, Please review and revise as
needed without open ended guestions. Thanks. Also attaching background

SORN and new draft SORN and PIAthat covers PNR. Call with any questions.

Home cell is ROl

b)(6)

Director of InternationalPrivacy Programs

|

DHS, Privacy Office
Low (D)(2), (b)(6)

SuEiALow (b)(2), (b)(6)

This communication, along with any attachments,is covered by federal and
state law governing electronic communications and maycontain confidential
and legally privileged information. If the reader ofthis message is not
the intended recipiant, you are hereby notified that anydissemination,
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To:

BD4/2004 02:10 PM

Subjscl: 3 Monih acosss Teview

(B)(6)

$ modules if the user has not signed into the system
sccess 1o thesystem that has not been logged into by
ie of what Pm raferting

We need to start ferminating rights to all of the AT
within the last 90 days. We only need to terminate
the user. This would be for all ATS systems and for all users, Here is an examp

to.

tast login
ATS-AT 20 day ago
ATS:N 1 day ago
ATS-P g1 days aga

{n this case the P access would be removed.

If you have any quesfions, please call.
(B)(6)

Office of Field Operations
Border Seaurity and Facifitation

Border Tvﬁ. i and Analysis

2'3%




(b)) To.
* "‘osnmm 04:26 PM

<

Sudject Re Air Passenger & ATS-P(3

am not aware of any such memorangum. |t may be that the screen prints is & local policy. 1 will
check with my program people [BG)]
(b)(6)

(b)(6) M Low (b)(2), (b)(6)

05/17/04 07:30 AM o«
Subjoct: Alr Passenger & ATS-R
(b)(6)
Do you know of such 8 menwo?

B ———_ow (D)(2), (b)(6) 2 GEATI2004 €7 30 AN e
"""'."""'W— 1L ow (b)(2), (b)(6)

b/ 4
- -
,@ 05102004 1122 AM o 1 oct. Air Passsnger & ATS-P

-

(b)(6)

Igmyournamfmm 6) e s8ig that you were over the air passenger process. | had a quest
g ei asse. gers & the use of ATS-P. In particular it is reference the 24 hour fist of known
at appears in ATS-P. When MID was in Newark for a mock inspection of that port,

Newark PAU had
stated that there- was a memo issued by OFQ reference this pracedure, but could not locate it, 1s there

such a memo? I there is, could | have a copy for future reference?
Thanks,

1f you have zny questions, | can be reached a Low (b)(2)




(b)(6) LOW (b)(2), (b)(6)

- ) o
|/ ON2I204 080T AM g Re: ATS Access Processing

Any thoughts on tus?

-—Forwurded by IONOI) | o 0S/27/2004 08:07AM -----

Dt 03/26/2004 03:07F}
Subject: Re: ATS Access Processing

Opps forgat to note that also attached e some early discussions with ATS/system security shout the current
Process. -

Also, gt issue poper that § wrote awhile back..

—— Rorwarded Low (B)(2). (B)(6) 05/26/03 03:05 PM -

035726004 .
03.05 PM Rl
Subject: Re: ATS Acoess Processng
H: Guys, .
(b)(6)

sked me w re-raise te issue of ATS acoess  In addition o the guestion of who should review and epprove
WRESs requests, there's atso the question of the user profile. Speaking for mysell, I'n pretty much reviewing the
sume way a5 before the merger, md the user profile has kind of expanded imformally.

1t &

[ tike a g
(b)(5) - Delib

What do yoeu sl think?

P.Wu youe brel sopourn with Ops, | was mude the point of contuct for buoth ATS-N and ATS-AT. You will

receive requests i people are i the habit of sending them to you. but the ATS Helpline 1s only giving out my
T W AEW USETs

Regards,

2734




b)(6)

ALow (b)(2), (0)(6)

~-- Forwarded b Q5726704 02:50 PM »oeee

(0)(6) o 0)(2), (0)(6)
o

NAGE

S
]

_ Subjeet: Re: ATS Acccss Processing
04/27/04
01:30 PM

{b)(6)

1 have 10 adnuit 1o pot readung the (ollowing saswers in greal detal to duse; bul, T thought you would be looking
for the responses soozer thay laer.

Low (b)(2), (b)(6)

Low (b}(2), (0)(6)

SRS L0V (D)(2). (0)(6) § 0472772004 01:29 PM —-
Low (b)(2), (b)(6)

D42 172004 Subject Re: ATS Access Processing

(b)(®)

(b)(©) =M responded 0 most questions. ['ve meluded e answers to guestsons | and 2. Please see belaw.

Thank-vim,

LOW (0)(2). (b)(®) 0412172008 02:57 PM -

1ot




N )6)

ONZOrH04
0813 AM

1 have forwarded two c-mits below, The fiest, fron{{QIC seludes several
detai} information con 5o that they can modify if necessary, () IGYRISEULS
The scomd message, (roef(s)) 3 s furSC et on the answens. In
his response, bie indivated thit the people manaying the help desk would be better prepansd w provide the
anywer(s).

(=2

wtions that OFO is requesting

Could you review e c-mails below and provide feedback <{{QIEIRA me by cob tomorrow (Wednesday). of,
advise as to when you could pravide feedback” Thank you in advance. Please call or stap by if you have any
questions.

Low (b)(2), (b)(6)
Low (b)(2), (0)(6)

oy iy an Low (D)(2), (b)(6) 0 04/20/2004 0B:08 AM ~---

na v e
Y REEENES AR K

At D6 10 Low (b)(2), (b)(B)

Subject: Re: ATS Access Processing
4/19/2004
10:20 AM
To AlL,

First ATS Scormity docs not do the wser frequests soymone. The ATS Helpdesk does this lunction. Histoneally |
can answer some of these questions,

(b)(5) - Delib

Hgih (b)(2), (b)(7)(E)

2736




(b)(5) - Delib

Low (b)(2)

Tusls my 2eents, T you have any additional questivns please bet me know.

(b)(6)

Low (b)(2), (b)(6) |

ATSAAST Security Team
Depanment of Homeland Scourity

SAIC (Sentor IT Secuntv Analvst
Low (b)(2) (b)(6)

) (6) BN 0 (B)(2), (B)(6)
[ 2y

Suhject: ATS Access Processtng
0471972003
09:41 AM

2737




b)(6}

1 am not. sure (Gl siready passod this o or not. Disnegard f this 15 a duplicate.

Low (b)(2), {b)

Low (b)(2), (b)(6)
SN | 0. (b)(2), (b)) /1972004 09:40 AM —oen

s -
1 RESSL EAE

(b)®)

041572004
0228 PM

Subject: ATS Access Processing
(b)(6)

Thank you for meeting Monday about streantinmg e ATS-Access process
I think we ntade pood progess on some of the basic issues.

(0)(5) - Delib
Low (b)(2)

ARswers 1o these questions Will belp me drafl o new process flow fop Later review by the ditferent parues

Regands,
(b)(6)




Issue: Streamiining Automated Targeting System Access Requests

Background:
Automated Targeting System (ATS) acoess
Headquariers (HQ) program staff.
High (b)(2), (b)7)E)

equests are reviewed b

HQ Program staff approve access when the prospective user:

Has a current Background Investigation (Bl).

Has TECS and NCIC certification.

Praovides full name, Social Security Number, and Hash Identification.
Submits a brief justification as to why the access is needed.

¢ & & @

Current Status: -
The current process has the following inefficiencies:

+ Diffuse - Field users must send access requests to multiple HQ points of
contact {(POCs) when access to more than one ATS module is needed.

+ Inconsistent - HQ ATS POCs change frequently, increasing the handling of
messages to reach the curvent FOC.

» -Redundant - ATS Security receives multiple messages from HQ POCs to
approve the same user for multiple modutes.

Recommendation:
The following adjustments to the process are recommended:;

(b)(5) - Delib

order l-argetthg and Analysis

Office: rder Serydty and Facilitation
Contact:
Date:

Swrcamlining ATS Accoss Requests 3-27-04.doc

27359




Low (b)(2), (b)(6)

06/04/2004 01:11 PM had

Subject: Ra: ATSP & Misc ltemsl
{b)(6) anks for the updste.
FYI - go with the Séars Craftsman.

We are gatling people together for the rutes but it foois like the data analysis will be next week and rules
the week of June 14 o Jithe 18 (possibly into June 25).

g oW (P)(2), (b)(6)

Subject; ATSIRE Miss Tshis

Hello Gentlemen of HQYOFC,

N
0]
L
L9




Heads up. Four fems and a Misc Sactien.

(BJ(B), High ()2, BYCE. (b)(5) Delib

US EDIFACT vs UN EDIFACT

Some carriers have begiin veluntarily transmitting APIS onsome fiights using UN EDIFACT. Thereis a
potential high impactio ATS with the use of 3 char.country and airfine carrisr codes and transmitting 2
document fypes and numbers. Our database design is ready to handle UN-EDIFACT, some of our
processing needs to change. During this transition period of 29 months/years, we are making changes in
our APIS processing to handle this (use.of ranslation !ables) This will be coded and imp{emamed soon.

equirements for all ATS users
rATS users butto have d

8 5375) Deiib, Fign (5)(2), (N TAE)LE

nt expiration. dates, fe for ResMon

New Lawn Mower
What kind of lawn rower do you allown? Mine old one scrappad and | need to'buy a new anie, Paopie

here have Craftsman, Toro and Honda.

High (6)(2). (0)(7)(E)

(b)(6), (b)(5) Delib

High (b)(2), (b} 7)}E). (b)(5) Delib a
e are scheduling ancther

requirements mitg inthe: nexttwa weeks
-ls there & Rules Co
We are real close 6. getting.

e High (0)(2), (B)(7)(E) need to.plan for this.
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-1 plan on attending the cocktall party in the Commisit's SIT room and the big TSA shin-dig on Tue 8 June
2004, I'm wedring Keviar baots.

-The big US-VISIT contract was awarded to Accenture just recently. It will track entry/exit of all NIVs
averywhe i contract and soope of work Is: ACE size [QIB]i= in charge of all business requirements.
M atthistima there.are no tangeting reguiteirénts. We nged to-be much mors involved for the
futdre,

Any questions, piease call me, RAACLE)

Thanks,
(bX8)
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 the ahikty of general users High
c Wememb!emofnonous

(2)®)

Office of Fieki Operations
Border Security and Facilitation

e




MEMORANDUM FOR: DIRECTOR, ICE

OFFICEQF INTELLIGENCE
FROM: Esacutive Director

Border Security and Faclitation
SUBJECT: Access to Resmon for ICE Analysts

immediately relnstata access o the i Poghpien ”
wurkmg atﬁxe Natonai Targsmm Center (NTC). _‘l‘i}asa emw&as will | o30le A

between ICE Fiald Intefigence Units and ﬁ'(e tocal Pas&marAaa!ybcal Units, but it
wauld aliow for a centralized cortact: for efl necessary Resman resesrch.

L8

[Figh (B2), (B)(7)(E) LE, (b)(5) Delib
LE

Alf ICE employses that-will be réinstated or granted inftisl aceess will be requiredto
attend @ pnehour tna&n!ng session on the proper wse gad procedures for the disciosure
of PR information prior to the: reinstaterment of their Resmon acoass. Mﬁiﬁomfly.

CBP will provide training on ATSF 2 : seded. AIHICE @

! access to Resmon wil be required to follow: the same rules as CBP employses for use
ard disclosure of any PNR: informiation. The use of PNR information must foliow along
the guidelines listed in' the Undertaidng that have begn negotisted with- the Eurcpean
Commission. Access to PNR information will 2iso be limited fo.anly those fights
amriving and depariing the United

tow {b}{2)

2804




States. Any disciasure of PNR information by an ICE employee fo other than CBP
employees will require the completion ot all disclosurs forms and malntaining a current
file of these completed forms. . All of these requirerrients will: be explained during the
initial training done by CBP.

Pie&se have your s‘{aﬂ'prawde Low (b)(2), (b)(6) ith the -

recommended names of your employees that will be permariently assigned to.and
located at the NTC, so that the necessary vantm ¢an be scheduled and access can be
granted.

Low (b)(2)

2805




m we need 0 Fegroup W imploment soime rules wiated w our discussion on Thursday with [GUCH
—w s 10 whal type of Support you need from OFO. Thanks for al the greal work you guys
PRI G 6)
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(b)(6) Miow (b)(2), (b)6)

T Gh BYE), B)IE), BE) - Delb

(b)(©)

CEI01/04 0427 PR

o
Subjeot:

Aig mmifmxn'iarge&ighradwvd

(OB oe: a minimum taroefng theeshald:
High (h)(2), (0)(7)(E), (b)(5) Delib
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8083

e et e bt

(b)(6) oW (D)(2), (0)(6)

DERRSZ008 0525 PR hed

Subjact: R Intall Diiven Sose Opalgle IR (VAN
L’ X

Once we get sone reles we will apply a naine to the nules for tvacking capabifity.
(b)(6)

(b)) To:

Subject: o ntel) itven Spac Ops EMDINQIAE)
Simply outstanding. Fepehaly we can nrove it s quickly. Gan we giva oparation names io these
thiigs or samshow vifisrvise kiently this as a project? Halps ma keep track,
(b)(6)

Direclor, Office-of intsligence

U8 6 teiion

(0)(6) Tor
CBIL2004 Q110 P =

Sl GBI R B M High (D)(2), (b)(7)(E)

Yasterday{(IC) Hevaloped ideas for new qusries, Among thesa ware:

Pl High (b)(2), (0)(7)(E), (b)(5) Delib :




High (b)(2), (b){7)(E), (b}(5) Delib

¥

High (b){2), (b)(7}(E), (b)(5) Delib

£

L
LE
High (b)(2), (b)(7XE), (b)(5) Delib £

We are beginhiitg B test these queries o deleming I the results ars feasible to work with. Again, wo will
continua ke test thase for the next few days.

(b)6)
Offiea of Field Dperations
Customs and Barder Prolestion

Low (b}2) :

(b)(6)

(b)(6) L1 ow (b)(2), (b)(6)
GBS 0127 P o

Buiest. Re: intall Briven e e SETCEIREER <.

o)X WM&!%W&NE diseuss nies o NSIRAUL o going 1o
have IPNRYreport whitt Sy discussed and when we oould imphement mtes. (QIEH
(e .

(b)(6) ' SO ow (D)(2), (b)(6)

OBHI404 0307 PH o
Sutsiect: Intel Driven Spis Dps ERGICIRGHS

(b)(©) } ko that wee have discusssd this 8 biLin the pastbut { woulkd raslly fike o see us gat
sarmeliing b p!am'fks Hera is how I would mnigéatrbethe ssue

FIGh DI(2). (6)(/)(E) (o)) Deld (b)(6)

High (b)(2), (b)7)(E), (b)(5) Delid

High (b}(2), (bX7)E), (b)(5) Delib LE

~E




X2 High (0)(2), (b)(7)(E), (b)(5) Delib

LE
L é: E) The same mav-also ba the cese with OB QG NEICIsE |
What can wa do?
Can we farge! an ﬂ hat emplasizes the above?
s As aside nole,
LE High (0)(2), (b}7)E), (b){5) Delib

. : High (b)(2), (0)(7)(E), (b)(5) Delib

1 swould Tike o get e lnest same fype cwmvm on this suon. Gan you guys: help e out with this?

Thanks,
{b)(6)

Director, Dffice of RitsiBgace
U.B. Cusloms and Border Protection
Low (b)(2)
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D@ B ow (b)(2), (b)(6)

S OHZRI20CA TEATPM ek Re: Two Threshold issues

MWzmmmﬁwmmm W bk talied abott sending £4 g teme 10 Aave the ports
clean up the futictiof, bul There are soms ssoondary tisues that beve-come up. Wewdhoeed to look back in%o
doing s meme. Thores been problems with the display toddy smd it has created some canfusion e (GIGsys
e bug is fived, but | think e won'L see 20y real changies until tomoenov.

v/ (b)(2), (b)(6) o <eren

gestLow (b)(2), (0)(6)

Diate: 072812004 DR4IPM
Subjeet: Two Threshiold issues

1 'had a comment i‘mm Mevrurk. Ooneof

i L
x50, a problem with s;'.;nngh (b)( ), (b}7HE) (b)(G)H*gh (b)2), (b)7NE)
High (b)(2), (b)(7)(E} P e High (0)(2), (D)(7XE) et sivendy aware of the
fiight's rouling, 50 no harmdone. Informed(YIE s coe, oo, T wilk reach out 1o APIS avoounst mussgens to
hopefully rectify.

&

Theday's quittiog down; bl I'mowailing: Sor the sad-of the-diy burmicme,

(b)(6)
Office of Pield Operations

Cuetoms 4 Barder Protechion
Low (b)(2)

NOTE: New prefix number




28312

3

'
S

281

™

‘.Liﬂ

o

2819

LA

<O

o @

o

a2

o
2
@
a

v
d

19V

nn
Lo

[

28

™
ol
o
o










2840

2841

N
[6.4)
W
g




2843

2844




g

O
o™




2847

o
ol




2849

F N v
o 9.4}
it Lt
™o -

™o
18.0)
(]|
<2




N
o
¢i
@

2839




2260




vt
o
D

2903

D
W
Y

o
0
D

.
&
o2

gp]

%0
1Y

<t
O
GO

€p]
<O
0
™

-
[gw)
0
LAY

(o]
&)
o2

Fe]
¢
o0
o

2887
2588

o
o]
N

2889

g
€y
o

)
e
LAY

)
ol

€4
(a3

2892
2633

o
(4}

534

€

<

2

(2]

2672

g

D
)

-

(¥r]
e
&0
0N

<
m.l -
O
ol

letp]
o
S~

L
T
0
o2

H‘
LA

e
GO
o

0
o2

M/.‘
N

330

o
~

v'
O
o

2880




60863

866

LLBE

w
o

%]
(A







e}
»
ol

<u
>
N




2913

2914

3]
w
i‘ »
w

[ )

O
!n x 3
-J




-

I3V
(&)

X

T3

4]
w

“e.-.«‘ »

R
(&9

faoon







