January 28, 2005

ENF-1-FO-NTS ETS

TO : Directors, Field Operations
Director, Preclearance Operations

FROM : Executive Director, National Targeting and Security /s/ Charles Bartoldus

SUBJECT: Requirements for Access to the Automated Targeting System - Passenger
(ATS-P) '

Passenger Name Record (PNR) data is some of the most sensitive data used by CBP
to identify, target, and intercept persons intent on harming the U.S. Due to the sensitive
nature of this data, and to protect personal privacies, CBP is taking a proactive
approach in limiting access to sensitive passenger data to CBP employees with an
official “need to know.”

Authorized CBP employees can access risk-scored passenger information via CBP’s
computer systems via the Automated Targeting System — Passenger (ATS-P). Access
to risk-scored passenger data is to be used strictly for enforcement purposes, including
use in threat analysis to identify, interdict and exclude potential terrorists and other
serious criminal offenders. Port and Field Office management are required to monitor
access to passenger data to ensure only those CBP employees with a need to know
have this access.

All new requests for access to ATS-P must be approved by the CBP employee’s direct
supervisor, (or other person designated by the employee’s DFO), before being
forwarded to the approving official at Headquarters, Office of Field Operations. The
supervisor is responsible for determining if the requested access is necessary for the
CBP Officer’s performance of their duties. If approved by the supervisor, the request
must be forwardedto T~ ™ Y - . _.J. of National

Targeting and Security for final approval and processihg. Only then can access to ATS-
P be initiated.
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if the CBP Officer no longer requires ATS-P access to perform their duties (e.g., change
of work assignment or separation from CBP), then the supervisor is required to notify
National Targeting and Security of this change. National Targeting and Security staff
will remove access for any personnel who no longer require ATS-P and/or Resmon to
perform their duties. The process for new requests for access to the Reservation
Monitoring System (Resmon) were recently outlined in a memorandum dated December
30, 2004.

" A recent review of officers with access to ATS-P and Resmon was conducted which
identified a significant number of users who have not accessed these systems in the
past 90 days. Due to the sensitive nature of the data and the requirement that only
those personnel with a need to know can access the data, effective immediately,
employees who have failed to log in to either ATS-P or Resmon within a 80-day period
will lose access to that system. If an employee requests to be reinstated, the DFO is
responsible for verifying and notifying National Targeting and Security of the employee’s
need to retain access to ATS-P and/or Resmon.

As a reminder, please ensure that all employees who are authorized access to PNR

information have signed a receipt upon receiving these guidelines per the following

memorandum “Field Guidance Regarding Use and Disclosure of Passenger Name

Record Information (PNR) (ACTION: TCi# BSF 05-0362: Due: Immediately)” dated

December 20, 2004. Additionally, each employee’s supervisor is responsible for

recording their employee’s receipt of the above document in( Yusing the course b2 h 15’7 / oyl
titled, “FIELD GUIDELINES FOR USE OF EU PNR DATA,” course code number

078005.

If you have any questions, please have your staffcontact ( [ ). at
0a. i ) or )



United States and European Union
Passenger Name Record (PNR)
Joint Review

September 20-21, 2005

Good Morning, thank you for being here and
participating in the first Joint Review of the
PNR agreement between the United States and
the European Union. I am Robert Jacksta,
Executive Director, Border Security and
Fagcilitation.

As you may know my agency has been tasked
with the priority mission of securing our
nation’s borders and protecting national security
PNR information is an essential tool in these
efforts.




Presentation Overview

» DHS and CBP Organization

= PNR Overview

» U.S.-EU PNR Negotiations

= Implementation of the Undertakings
= Information Technology Features

= Summary
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Explain how the presentation will be focus on
these main areas.



Department of Homeland Security
Organizational Chart

and

U.S. Customs and Border Protection
Organizational Chart
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The Department of Homeland Security was
accomplished to help increase communication,
coordination, and resources within our emergency and
border agencies. DHS has three primary missions:
prevent terrorist attacks within the U.S., reduce
America’s vulnerability to terrorism; and minimize
the damage from potential attacks and natural
disasters. One of the top priorities was to integrate
specific departmental functions to enhance
efficiencies and create greater accountability in
one seamless border service and-that was
‘accomplished on March 1, 2003.




U:8. CUSTOMS AND BORDER PROTECTION {(CBP).

‘This is the organization chart for the components within U.S. Customs and
Border Protection (CBP). CBP is the unified border agency within the
Department of Homeland Security. CBP combined the inspectional workforces
and broad border authorities of U.S. Customs, U.S. Immigration, Animal and
Plant Health Inspection Service and the entire U.S. Border Patrol.

CBP includes more than 41,000 employees to manage, control, and protect the
Nation’s borders, at and between the official ports of entry. CBP has 317
official ports of entry and 14 preclearance offices in Canada and the Caribbean
that is governed by the Office of Field Operations.




U.S. Customs and Border Protection
Office of Field Operations Organizational Chart

Office of Field Operations, (OFO) is the largest component of CBP. OFO has an
operating budget of $2.2 billion and directs the activities of more than 25,000
employees, including more than 19,000 CBP Officers and Agriculture Specialists,
and oversees the programs and opsrations at 20 Field Operations offices, 317
Ports of Entry and 14 Preclearance Stations in Canada and the Caribbean. OFOis
comprised of the Immigration Policy and Programs that includes all immigration
issues related to the admission and exclusion of aliens as well as the Agricultural
Inspection af all Ports of Entry to protect the health of U.S. plant and animal
resources and the facilitation of their movement in the global market place.

Additionally, OFQ is responsible for Border Security and Facilitation, including
Interdiction and Security, Passenger Operations, Targeting and Analysis and
Canirie Enforcement and for Trade Complianice and Facilitation which includes
Cargo Entry and Release, Summary Operations, Trade Risk Management and
Enforcemient, and Seizures and Penalties as well as expanding Trade operations
to focus.on Anti-Terrorism.



CBP Layered Approach

Meeting Our Twin Goals:
Ant-Terrorism and Facflitating Legitimate Trade.and Travel

»  After September 11, 2001, terrorist attacks, our primary focus became to secure
our nation’s borders against tetrorism and acts of terrorism.

= Enhancing our ability to identify high-risk people and cargo — using advanced
information such as APIS, PNR, AES, AMS, and ACE.

s Pushing our Zone of Security Outward - Partnering with Other Countries
=  Pushing our Zone of Security Outward - Partnering with the Trade

»  Using Technology to Detect Weapans of Mass Destruction/Effect at our Ports of
Entry

Meeting Our Twin Goals: Anti-Terrorism and Facilitating Legitimate Trade
and Travel

+ Explain: CBP’s priority mission is preventing terrorist and terrorist
weapons from enfering the United States, while facilitating the flow of
legitimate trade and travel.

Advanced information enhances our ability to better identify people and/ or
cargo that may pose a risk through these initiatives.

« Advance Passenger Information System (APIS), Passenger Name Record
(PNR), Automated Export System (AES), Automated Manifest System
(AMS), and the Automated Commercial Environment (ACE).

* Pushing our Zone of Security Outward - i’értnering with the Trade —
CTPAT, as well as acquiring PNR data from the airlines.

*  Using Technology to Detect Weapons of Mass Destruction at our Ports of
Entry - large scale Non-Intrusive Inspection equipment — x-ray and gamma
ray machines, radiation portal monitors, and personal radiation detectors.



Advance Passenger Information System

= Advance Passenger Information System (APIS) was developed in
1988,
* Began as a voluntary program, participation steadily increased.

= December 31, 2001, Customs published an Interim Rule,
(Mandated APIS for arriving aircraft) (name, DOB, document
tiumber, document country of issuance, and gender).

» January 3, 2003, INS published the NPRM, (inbound, outbound air
and vessel APIS).

= April 7, 2005, APIS Final Rule Published (70 FR 17820) effective
June 6, 2005.
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Explain; APIS data elements received were:

Name, DOB, Document number, document country of issuance, and
Gender. ~

*Manifests run against law enforcement databases.Manifests queried
against Automated Targeting Systems.

“Expedites processing of passengers through the FIS by reducing time
to query each passenger.

* APIS allows CBP to focus enforcement on a few selected passengers
while others quickly exit.

* APIS Final Rule expanded data elements, they are:
Citizenship, Country of Citizenship, Country of Residence, Status onboard the

Aircraft, Travel document type, Passport expiration date, Alien Registration
Number if applicable, Address while in the U. S., PNR Locator number.



What is Passenger Name Record?

= Pasgenger Name Record (PNR) is defined as information contained in
an air carrier’s reservation system and/or departure control system that
describes the identity and travel plans of each passenger or group of
passengers included under the same reservation record.

* PNRs are airline records, but few airlines own the databases in which
their PNRs are managed. Most aitlines store their PNRs in a virtual
partition in the database of a Computerized Reservation System (CRS)
or Global Distribution System (GDS).

* There are several major CRS/GDSs worldwide: SABRE,
Galileo/Apollo, Amadeus, Worldspan, Shares, Gatriel, SITA.




What is PNR?- (cont’d)

= PNRs contain detailed information that is in addition to and separate
from the information found in APIS records.

» PNRs include the travel itinerary, address, and check-in-
information. This information is generally gathiered by the airlines
in their reservation, check-in and departure control systems.

= Each airline, based on its business needs, requires different amounts
of data elements.

= It is possible for a PNR to have as few as 5'data elements or as
many as 50 data elements.

A PNR may have many fields of information that have distinct
components which may or may not be present in all PNRs.
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History of PNR

= CBP has been using PNR data since 1992.
* The program started as a voluntary program.
= Use of PNR has been automated since 1994,

.= CBP is currently collecting PNR data from over 117 airlines,
which represents more than 95% of the international air
passengers traveling to and from the United States.
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*The program started as a voluntary program. ?Before PNR became regulated,
14 airlines voluntarily electronically connected their reservation/departure
control systems to CBP.

*American Airlines, Avianca, Aviateca, COPA, Continental Airlines, Delta
Airlines, KL.M, Lacsa, Nica, Northwest Airlines, Pakistan, TACA, US Airways,
United Airlinés

*Use of PNR has been automated since 1994. Started at 3 U.S. ports: Miami,
Houston, and Dallas. Then expanded to other portsin 1997.

11



U.S.-EU PNR NEGOTIATIONS

12



Initial Negotiations with the EU
» On-December 11, 2002, the first meeting was held between CBP and the Eurdpean
Commission.

* February 17, 2003, CBP traveled to Europe to further discussions with the EU and a Joint
Statement was issued to facilitate CBP’s interim access to PNR.

s On March 4, 2003, CBP issued a statement regarding the use of sensitive PNR data.
> The sensitive data included: race, ethnic arigin. religious beliefs, political opinions,
trade union membership, health or sex life.

» On March 14, 2003, CBP met with girlines and Data Protection Authorities.

= On March 20, 2003, CBP met with membiers of the European Parliament.

= On April 10, 2003, TSA and DHS join the discussions toward a final arrangement.

sNegotiations between the United States and the European Union
was a lengthy, but productive process.

*Concerns that the European Unions’ (EU) data privacy directive
(Article 25¢6) of Directive 95/46/EC (the Directive) conflicts with
CBP’s Interim Rule were discussed.

13



Interim Arrangement Highlights

After the Interim Arrangement was reached, air carriers were able to provide CBP
with PNR access, while negotiations for a final arrangement were on going.

= CBP only views PNR data with nexus to the United States.
» CBP does not use sensitive PNR data to identify potential subjects.
» CBP would only provide PNR information to other U.S. law enforcement

authorities only for purposes of preventing and combating terrorism and other
serious criminal offenses,

14



Interim Policies

= CBP issued interim policies to reflect the enhanced protections governing the
use and disclosure of PNR information per the interim arrangement.

» CBP added a waming screen within the automated system that viewing of
PNR data without a nexus to the United States is not authorized.
* Advises CBP personnel that use-of sensitive data in a PNR is strictly
prohibited.
» Bstablished a process and procedures for disclosing PNR data.
® Must have a need to know
= Must be in writing
* Must fill out disclosure forms

On July 22, 2003, CBP provided interim policies.

Explain: Advises CBP personnel that use of “sensitive data” in a PNR
is strictly prohibited. The sensitive data elements include, but are not
limited to race, ethnic origin, religious beliefs, political opinions, trade
union membership, health or sex.

Explain: CBP has established policies and penalties (Table of Offenses
and Penalties) in place that prohibits the use of this information in any
of CBP’s official duties.

The interim guidance provide strict guidelines for the process and
procedures for disclosing PNR data.

*Must have a need to know basis
*Must be in writing

“Must hive supervisory approval
«Must fill out disclosurs forms

15



Final Negotiations with the EU
* On May 11, 2004, the Department of Homeland Security
(DHS), CBP issued to the EU a set of “Undertakings.”
= On May 17, 2004, the EC announced an “Adequacy Finding.”
* On May 28; 2004, an International Agreement was signed to

provide legal basis under EU law for air carriers to transfer
PNR data to CBP.

16



IMPLEMENTATION OF THE
“UNDERTAKINGS”

Notice, Access, Redress (#36-44)
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Information te Traveling Public
Regarding the PNR Requirement

= Information is provided on CBP and DHS’ website, which include
the Privacy Statement and Frequently Asked Questions (FAQ):
» hitp./rwww.cbp.gov/xp/egoviiravel/
= http:/iwww.dbs.gov/privacy

» On July 9, 2004, CBP issued a Federal Register Notice regarding
the Undertakings and the U.S.-EU International Agreement.

Undertaking #36

*CBP has added a privacy statement to DHS’ website that can be
linked from the CBP’s website. It also include the Frequently
Asked Questions.

Questions:

36) Please provide copies of passenger information such as travel
pamphlets.

Included in this package is a copy of the notices. These
can also be found on the CBP and DHS websites.

18
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Freedom of Information Act (FOIA)

» Since the Undertakings have been in place, CBP has received no
FOIA requests for PNR deérived from flights between the U.S
and the EU (EU PNR), therefore no FOIA requests for EU PNR
have been denied.

& Undrakin #5739

*Betoro e Undesualiags wire i phace, twai POIA rigatats were reccivod by O Trivcy Ofice.
No PNR data was available foc dars subject.

*DHS Privacy Office hag received two FOIA requests (one data subject from Belgmm, the other
data subject from Spain) secking copies of EU PNR information, both were prior to the issuance
of the Utidertakings.

»CBP'has not denied or postponed disclosures of PNR record to any first party requestor.

Questions:

37) Have any requests | beenmade by data subjects to receive.a'copy of PNR data contained in
CBP databases? If s0, how many requests kave been made by data spbjects, and from which
countries?

Sitice issuance of the Undertakings, CBP has received na FOIA requests
seeking a copy of EU PNR data contained in CBP's databases, as contemplated by this
paragraph of the Undertakings. As noted above, two FOIA requests seeking copies of
passengér information (both prior to. the issuance of the Undertakings) were received by the

Privacy Office; the requesters were a data subject from Belgium, and a subject from Spain
through the Spanish Protection Authority.

38) Have merebeendemedotpostponed disclosures of the PNR record toaﬁrstparty
requester?
No, nione to date:

I£ 50, iow many? In whole orinpanrelatmg to PNR? In which cases have disclosures been
denied:or postponed in ‘whole or in part rélating to PNR? N/4

Have there been any judicial challenges? N/

19



Redress/Rectification

= CBP has several ways to address inquiries from the public.
= Mail
» Internet by E-mail
* Telephone
* In person at Ports of Entry
= CBP tracks and responds to all FOIA requests, complaints, inquiries, and
comments.
= Developed specific interal procedures for PNR requests.
= CBP has added an automated feature to rectify PNR data in addition to
annotating the secondary examination record:
= CBP created an automated disclosure log.

& Undertaking #39-42

@&% ﬂ; speciﬁeally ? pertaining mPNR issues and
i nﬁmmm&wmw

S)Haveanyrequestsbewnmdetorem data?
No, none 1o date. 4

air carriers or data .

Y fany cases &W%%W " Were any Designated Authorities informed of

"(c) fn’how many cases have rectifications been denied and why they have been-denied? N/A

40) See paragraph 39
Have any eonwlaimgr been m&mdwiduals about CBP's handling of their PNR data?

none.
If s0, how many? Wlmmﬁmempecﬁveeomptmmabout?lvu

v41)l{nvetherebmany that were not resolved by CBP?
bmhavebmrwemdtodm

If
@WW In which cases opuld a complaint not be resolved? N4

mmwm&&% %&W&%%@ﬁﬁ%&mﬂw

e 'Nownqzlakuskawbm recelved':oda:a
If so, how ﬂmgg What were the complaints ; abour? N/4
Has the DHS Chicf Privacy Officer mado any npmmwcwxfso,whatdodwysay"hw

20



EU PNR Policies
s CBP feels that Joint Reviews on an annual basis is appropriate
at this time.

» CBP has published the “Undertakings™ in the Federal
Register:

» CBP has issued written policies for the use and disclosure of
EU PNR data.

»Including specific guidance to FOIA personnel,

» CBP has placed policy warnings and reminders on the start-up
screen of the system which maintains PNR data.

& oo Undertaklag #43-44

| M%@ﬁm ariEriled b SR roush exising PR agetures by ey o el
PR R Aephisn s i sl KOS soparpi i that address inivcsand complsins
M%MWW 10 specifically address FIOA requests pertaining to PNR issues and
apraishi el oo daia sabic Mot nfmuation in o PR s determined tnbe inagcurate,

;ﬁgmmm automated: feature that would allow a note of the carrect information fo be linked to the
SRR bk oL o v dissloras
%uudonr

) Have: #ny requests been made to rectify data?
No, naone to date.

Authorities which have

If 50,

P i :Pmmm& ERERETd Sre e, air cariers or data
QAW fectificatiog en? Were any Designated Authorities informed of
cyIn how many cases l!ave rec‘uﬁeanons been denied and why they have been denied? N/4

40) See pamgta

Have any ﬁlm!s been made by individuals about CBP’s handling of their PNR data?

. Nanonctodaxe
so, how many? What was the respective complaint about? N/4

41 Havet!mebeenany aints that were not resolved by CBP?
) Noo;mlnuhavcbmreedved dafy

&I}owmy? In which cases could a complaint not be resolved? N/4:

mwmmmwwr&am%mﬁmmmm

? 2 3 Y FRete A e r 3 P
rodm

Ifso, howrmn What weretlteeomplamts abnut? N4

Has the DHS € ieanvaeyOfﬁcer annyreportstoCongms”lfso,whatdomeysa)ﬂN/A
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IMPLEMENTATION OF THE
“UNDERTAKINGS”

Use of PNR Data (#1-11)
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Legislative Authority

Aviation and Transportation Security Act.(49'U.S.C. 44909)
(November 19, 2001)

= Air carriers are required to make PNR information available
to Customs upon request.

Customs Interim Regulation (19 C.F.R. 122.49b) (June 25,
2002)

Undertaking #1

.w
< W
~

*On November 19, 2001, the President signed into law the Aviation and Transportation Security Act
giving CBP the legislative authority to collect Advance Passenger Information (API) and Passenger
Name Record (PNR) information from air carriers foreign and domestic, operating a. passenger flight
in foreign air transportation to the United States,

*Each air carrier, foreign and domestic operating a passenger flight in foreign air transportation to the
United States must electronically transmit to Customs, in advance of the arrival of the flight, a

related passenger manifest and a crew manifest containing certain required information pertaining to.
the passengers and crew on the flight.

*The purpose of this law is (o support our priority mission of securing our nations borders and
protecting national security.

*On June 26, 2002, CBP published an interim rule regarding CBP access to PNR information. This
interim rule requires airlines to electromcally connect their reservation and departure control systems
to CBP within 30 days of receiving a written request.

23



Compliance with the Aviation and
Transportation Security Act

" CBP works with the airlines to electronically connect to their
PNR systems.

» CBP sends out letters to air carriers.
* On July 10, 2002, the first letters were sent.

= Air carriers contact CBP’s Office of Information and
Technology (OIT).

 OIT tests the connectivity and turns on the flow of data.

& 55 BA A wa g
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+It is CBP’s longstanding responsibility to collect PNR data from all air carriers
flying to and from the U.S.; as provided by this U.S. law.
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How CBP Uses PNR

= Facilitate bona fide travelers.

= PNR data is used by CBP strictly for purposes of preventing and
combating:

1) terrorism and related crimes;

2) other serious crimes, including organized crime, that are
transnational in nature; and

3) flight from warrants or custody for the crimes described
above.

Undertaking #2-3

“Must data elements contained in a PNR can be obtained by CBP upon examining a data
subject’s airline ticket and other travel documents pursuant to our normal border authority.

*The ability to receive PNR data electronically significantly enhances CBPs ability to facilitate
bona fide travel and conduct efficient and effective advance risk assessment of passengers.

Questions:
3) What is the percentage of use of PNR for each of the three purposes mentioned above?

CBP is:unable to.quantify that specifically. Each PNR that is received by CBP
is run through CBP systems to-assess individual risk based on the identified purposes.

‘How does the current system assist in contributing to achieving each of the three purposes?
CBP to identify high-risk-individuals (pérsons who may be involved in
terrorism or related crimes, serious crimes that are transnational in nature, or are flights from
‘warrants or custody related to such crimes) theveby allowing CBP to expedite the remaining
What is tl\e provisional overall assessntent of the use of PNR data re preventing and combating

terrorism an organized crime? Does the system allow for a quitkerclearance of bana fide
travelers and if so, how nmch on average in real time? .

DHS believes PNR is a critical tool in its efforts to identify persons of
concern. Because CBP receives PNRand other  _passenger information in advance of

Slight's arrival, most primary inspections: tast only a winute or so and legitimate travelers are
then allowed to proceed.

25



Access to 34 Data Elements

= Specifically identified in the written policy.
= CBP has implemented a technical feature that will filter and
parse the 34 data elements within ATS-P.
= CBP’s system deletes additional data elements.
= They cannot be reviewed by CBP personnel.

a CBP has also deleted the additional data elements received
from the signing of the agreement to the implementation of
this technical feature.

i O I e 11 RS y » ,
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*CBP has issued written policy in the Field Guidelines, that include a list of the agreed upon.34 data
clements in-which authorized users are to use in their targeting effons.

CBP has.implemented technical featurcs that parses the agreed upon 34 data elements directly from the air
carrier's feservation system into ATS-P.

*Users are unable to view. additional elements other than the 34 that is required, it is deleted i the same
fashion-as the sensitive data.

*In.addition, CBP has deleted the EU PNR data is excess of the 34 data elements which wereenpmred in
CBP’s system prior t6 implementation of the parsing and dslete functions.

4) Which-data are stored?

Before PNR data derived from flights between the U.S. and the EU PNR data are
‘sloredbyCBP all terms exactly matching those in the “sensitive” code and “sensitive® term list-are
removed. Fach PNR record is parsed to identify the 34 permitted; kmown field identifiers. The filtered and
parsedda:aarestoradinlhedala base. Any other EU PNR data recetved from the host systesm is not
stored by CBP.
Which data are transferred to CBP"S own computer systems?

CBP receives raw EU PNR data from the hosting reservition system through a
message queue. The raw data are not stored in any CBP. compuler system (see answer to dala storage
abave).

What is the voliime of use of the 34 duta elements, showing average number typically used, which have
been used most and which were the fevest-used elements?

CBP’s system is designed to utilize all availablé data elements to better evaludte.
passengers, but the system does not track how often each élement is.in fact available in the system.
Has CBP become aware of any additional PNR data eJement that iy be available and is of the view that
the elenient is required for the purposes set out in paragraph 37 No, not at this tive.
Has CBP become aware of any PNR element that is no longer required for the same. purposes and if so,
which eleméi(s)?

No, CBP continues to need all available.elemenis ta better evaluate passengers. CBP

intends to:addvess this issue further diring ou presentation. s



OSI and SSI/SSR Fields

CBP implemented technical features:

» The automated system searches the OSI and SSI/SSR
fields for any required data elements;

» Restricts the data in the fields from authorized users;
»Shows in red as “EU Restricted Data”

= The fields are only available to users with supervisory
authorization by way of an automated feature.

@ %g N :-f};u Undertaking #5

Explain:
*The written policy includes notification that fields will be blocked by CBP's
system to prevent viewing by authorized users.

*In the event that the subject of a PNR is identified as high-risk, an authorized
supervisors can grant authorization to the user to open the fields, by wayof an
automated feature.

Questions:
§) Have any manual reviews of ‘OSI” and ‘SSI/SSR’ fields been made? If so, in
how many cases?

Yes, CBP has manually accessed a small percentage of these

fields and looks forward to addressing this issue in more detail during the joint
review.
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Additional Information Sought as a
Direct Result of PNR Data

= CBP is not an investigative agency. If, based on the information
‘available to officers of CBP, additional information about an
individual must be obtained from sources outside the government,
the officers may contact appropriate law enforcement authorities for
further investigation.
» Those law enforcement authorities can then obtain additional
information through lawful channels.
¥ Officers of CBP are trained on these procedures prior to.gaining access
to PNR.

TAS Csntonng

Undertaking #6

*CBP would obtain additional information as a direct result of'a PNR, but CBP
is not an investigative agency, if further investigation or obtaining additional
information. is required (such as obtaining transaction information from a credit
card listed in 8 PNR) CBP would forward the case to the appropriate law
enforcement authorities, such as DHS ICE for follow-up.

6) Have there been cases where additional personal information was obtained’
from outside? If so, in how many cases? Which type of personal information
'has been obtained, fromt where has it been obtained, and which channels have
been used?

Current law and applicable policies would require CBP and
other U.S. authorities to comply with the substance of this provision. CBP is not
an investigative agency, therefore, generally, when further investigation is
required {which would include the obtaining of additional information), the
case is forwarded to the appropriate law enforcement autharities, such as DHS
Immigration: and.Customs Enforcement (ICE), for follow-up. Further
information will be offered during the joint review.
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Additional PNR Data Elements

» CBP’s system is designed to utilize all available data elements to
better evaluate passengers.

= CBP is not currently seeking access to any additional elements
other than those presently required.

= CBP continues to need all available elements to enhance our
ability to conduct passenger risk assessments.

SR PR RN PRI e Undertaking #7
O ords, Proosiloam e ng

Questions:
7) Consultation with the Commission regarding revision of the required PNR
data elements, prior to effecting any such revision.

CBP has not become aware of any additional PNR data élement
that may be available or required for the purposes set out in paragraph 3.

. CBP continues to need all available elements to better evaluate
passengers. CBP intends to address this issue further during our presentation.

29



Transfer of PNRs on a Bulk Basis to
TSA for CAPPS I

» The CAPPS Il program was not implemented,
therefore, no bulk data was transferred to TSA from
CBP for testing of that program.

X f A eyl gy veis
A R PR %8 piid
E i ¥

NI oy

o Undertaking #8

letion.
8) W data qwearhu’agsferred for testing? If so, was it filtered? Was it used in an

on European flights by US airlines been used for testing?

No: The CAPPS H program was not.implemented, therefore, no
data was:transferredto TSA for testing of said program.

Is PNR data planned ta be transferred to/already being transferred to TSA for
the: pmposes of testing Secure Flight?

No. PNR data was not transferred, and there are no plans:to
transfer PNR data to TSA for purposes of testing Secure Flight.
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“Sensitive” Data

* CBP deletes the agreed upon “sensitive” terms and codes by an
automated feature; once received from the air carriers.
» No users can view “sensitive” terms and codes
= Established pohcy regarding access to the “sensitive” terms'
and codes, prior to the implementation of the automated filters.

= Redaction of the “sensitive” data from disclosures, prior to the
automated filters, was also included in CBP’s policy.

& o Undertaking #9-11

Explgpin;

+On.October 14, 2004, CBPrewvedmmfommlapmovalofﬂw “sensitive” list of terms and codes o be
filtered. 0n0cmber27 2004, CBPbe&nﬁnahung draft copy of the User Requirements to make the
necessary changes within our system. On March 18,2005, CBPwasablewnnplemtﬂ:emsmvedm
fltersanditwasdone with the least possible delay.”

sThe “sensitive” werms and codes are déleted by an automated feature, once received from the
amda:rn uansfamdinmomsmNonse;ymvww“mslﬁve msmmmd

cCBP ¢stablished a-written policy thar lists the upon “sensitive” terms and codes and instruct
%lrgx;rizedum the terms and codes beusedmmmgeﬁ‘mts.pmdmsthemmted

°CBP also issued poltcy regarding the redaction of the “sensitive™ data, prior to the implemenation of the

the redaction of sensitive dats before ﬂmperl disclosing EU PNR data is also
wchsdl meﬁeldguidmoe.CBPoatHkapsaﬁIeOf d 4 ¢

policies (Table of and Standards of Cmduct) that prevent the use of any
mom o (such a8 race, sex, relij etc.) in official duties as well as penalties for such
9) Mainly descriptive; obligations are specified in §§ 10.and 11.
Hag sensitive data svet been used?

, MO €ases sensitive” data, inconsistent with the Undertakings, have been
reported 1o date. CBPhazmduweQ;{mwwwai;iinm%ﬂmprmlwwpdorm
implementation of the filters (see respanse ta para,

Does CBP use sensitive data concerning European flights accessed from US" airlines CRS?
See.above.

10) When has the ﬂlteﬂng system heea implemented?

in-March 2005,

Does it concern PNR data ﬁlﬁerms and filtering of sensitive data including free text or apen ficlds?
Yes.

Dwsitﬁiwoutﬂiglmﬁommeﬁu notdmindto'ha
raammted to only PNR assaciated with
%sbmm the US m«m  the EUwith no U.S: natﬁgrembjm tothea:momated
Doesitemeuntetmblem for example filtering of open fields?
To date, there have been no operational problems involved with sensitive code or term
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IMPLEMENTATION OF THE
“UNDERTAKINGS”

Technical Compliance (#12-27)




Access to PNR Data with U.S. Nexus

= CBP has issued written policy to the field.

= Notice on the start-up screen within ATS-P, which
requires acknowledgement before access to the data.

= Office of Information and Technology (OIT) audits
the system weekly.

*CBP has issued written policies to the field that restricts access to only PNR data with U.S:
nexus.

*There is a notice on the start-up screen in ATS-P, which requires that they click a button that
acknowledges the restrictions before they are able to access the data.

«QIT audits the system weekly and reports any violations to the Executive Director, Border
Security and Facilitation..

*Ta date no violations of EU PNR have been reported.

High (00 /BNE
(b¥5)
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Routine and Non-Routine Access

Routine Access
s The automated system conducts automated “pulls,”
» First pull is at 72 hours, other pulls are conducted at intervals based on
operational need.
Non-Routine Access
s Access outside of the 72 houss
# Subject of PNR has been identified a5 a person of concemn
* Must coordinate with the National Targeting Center
= Supervisor-can grant access by automared feature
= CBP i5 working with some Global Distribution Systems and the airlines as they
move toward a “push” system.
= Currently, two BU carriers are pushing PNR data to CBP.

Undertaking #13-14

Access to.PNR dam is broken into two parts routine and non-routine,

«Routine access is'when the ATS-P system conducts automated “pulls.”
«First pull is at 72 hours, ofliers are based on aperational need.

"I’obeuermgulmmeﬂuwrequmd that are amw;:lcnl’bzsmﬁaedm ling EU PNR
data. The sumsnrmymﬁmzeag‘éstodaa ual lmmn!mmduﬂasbymwgnm

*Non-routine access is when f 2 PNR has boen identificd eom1{
m;:-vbzyappmval‘s wo?ﬁ?wmhdwNTC.CBPmnnmaﬁypullmR deemed

;EBPhasmblzﬂwdmmmedfmmwhtchsupemsorsrmysrmtapprovalbeforeanmua&pun

“CBP itiembers at the NTC maintains a manual log of the “manual™ palls.

CBP is working diligently with some Global Distributing Systems and the airlines as they move toa
umshn s’ﬂs‘em s

Cigrently, two EU-carriers are pushing PNR data to- CBP. (Austrign and AerLingus)-

Qnmﬂm
‘“KtemmxsmmhngmmmbeabmompummﬂumBUwﬁmi

host systems to handle d eapacity of PNR.
ddira has discugsiois with the airlin egarding the
dmgn apnshm-m: andisa?r?'m ng%ammmmé'é’a»?mé rega
m)ll{avﬂhe%?ecnmwhmmndmhavebeenpulledorpuslwdmortonboumbefmedepmuw
If 50, in how many cases?

How rany times particular details ha\'re béen accessed?

, I im Ni 7.
with the _ YWMEP awllm:ﬂ’ Itdmprtarto zhomincbmplim
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Access and Storage of PNR Data

« Limited number of Officers of CBP have access to PNR Data.
 (Less than 10% have access)
= Automated protections built into the Information Technology (IT)
system.

» Accessto PNR is defined and controlled by specific User Roles.
On-line access io PNR after seven days is limited.

'« IT features control the timelines forstmageofdamfmmthetime'
it is received, manually accessed, or if it is linked to an
enforcement record.

@ jgﬁ o E Undertaking #15

Explain;
*A limited number of CBP Officer have access 1o PNR data. Less than 10% have access.

+Tha Field Guidelines advises that PNR data will be limited to certain authorized personnel of the PAUs
and NTC persotinel afier seven days,

«Access to PNR is defined and technically controlled by specific User Roles helps limit access to the PNR

figh YA/ BIE

«There are approximatily 1142 CBP employées with access to PNR data. After the seven days that
mumber is reduced by 467, which equals out to 1.6% of CBP personnel with this access.

+fT feshires alsd:definie and control the timeliniés for storage of data from the time it is received by CBP.

+The IT features also determines which data that has.been manually accessed and applies the appropriate
storage tirne, as well as data that has been linked to an énforcement record.

‘Questions:
15) What measires hiave been taken to restrict access only to authorised CBP usefrs at-each stage?

Through an antomated process, mbmmanmmﬂwdudbasis(dqim user
roles”), depending upon the specific duties of an officer. CBP will provide more specific detalls during
the joint review.
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Access to PNR Data

s Al PNR data is stored in a “read only” mode.
» No functionality exists in CBP’s system to actually change PNR

data.
» No other foreign, federal, state or local agency has direct electronic
access through CBP systems to PNR.
& e Undertaking #16-17

Explain;
*As demonstrated-at the site visit, all. PNR date is stored as “read only” mode.

*All users identified by their user roles with access to PNR data have the need to know” and support the
rission of safeguarding, our borders.

*No functionality exists in CBP systems to actually change PNR data, but there are mechanisms in place to
note any necessary corrections to the data:as demonstrated at your site visit.

Questions:

16) Visit of the operations taking place at-a'terminal at an airport and at CBP’s premises-ra security measures.

How many staff has ‘read only’ access?

What are their job roles? How is access rastricted in case of ‘read anly'?

All'PNR data is stored in “Read Only”mode. No functionality exists in CBP systems to actually change PNR
data, but there gre mechanisms In place to note any riecessary corrections to the data. CBP.will eddiess
issues related to the roles of officers. who have access to PNR in its system during the joint review:.

17) No ather.agency has direct access o PNR that CBP obtains pursuant to 49 U.S.C. 44909 and stores in its
systems consistent with the UnWﬂakmgs
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Security Policy

Outside Audits
» Inspector General/General Accounting Office
Internal Audits
= OIT does weekly audits
s Management Inspections Division
CBP personnel are required to pass the data privacy and security test biennially.

Officers of CBP undergo extensive, pre-employment background investigations and
are subject to re-investigation every five years.

» Access is restricted to Officers of CBP with a need to know.
AnOfficer of CBP must have password-protected aceount iiy the CBP system.
- CBP has policies in place for disciplinary actions.

Undertaking #18-23

*Outside Audits — lnspector Gencral/Genersl Accounting Office

siternal Audits
* Details regarding access to information in CBP databases are automatically recorded by OIT.
*OiT-also does audit weekly for unputhorized access to PNR dats withouta U.S. nexus.

*Management [nspections Division 10 audits of
M t ons & Assurance Internal Affairs) will perform rouitine audits of the
ent Inspostions & . Integrity (formerly ) will perf

“No- repmsofmaulhonmd use of EUJ PNR data has been reported.

«CBPpersonnel gre required 1o pass the data privacy and security wat bienial to mabimin access to CBP s systems.
-Thiswmsmmw.nfﬂn test is not taken or passed the a6c¢ss to thie system will be lost automatically.

| CBP Officers with a aced tty to the members
Wsmﬁﬁdysﬂu&mmm "nt know ritr)ng ﬂnaecmisgm the. of

sAgain gpproximately pevsomne! Ias secess to PNR date.

«CBP js unable to provide coples of audits, but Is able express with fortinude that CBP has been using PNR
damim“ 1002 hhout sy Drabime. s but s able express with forinudz that CEP has been using

+To date, there has been o reparts of unauthorized access or unamborized disclosures of EU PNR data.

18) Any aviilable copies of records and audits.
How many audits have been undertaken?
. CBP lpoks forwvaid 1o addressing this issue during the joins review.
lﬂisee msmph 16.
A P nnel have received
llCBmesa badgmuudtnmﬁsadans consistent with applicable federal
ln addition htfcnmﬁon on numbers ofomcers, employees and contnictony concemed,
ed above all of CBP
ing mivre d Mdsm bove ¢ ‘%mew kave received background investigations. CBP anticipates

20) Anymlableeapiesotmmmisenmlinfmmﬁmmﬁxemmtymﬂda\apnmymining.
g and di Is the
andona %rexm I SYStem security latix privacy raqulmibeforemmw system is
. Humhmsmmgmmmmmw
¥es, same as above.
If 0, how many CBP personnel took part in this training?
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IMPLEMENTATION OF THE
“UNDERTAKINGS”

Transfers of PNR (#28-35)
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Transfer of PNR Data
» CBP has issued written policy and has established specific
procedures regarding the transfer of EU PNR data.
s Documentation — all requests for disclosures must be in writing.

* Specific guidance that applies to the transfer of data to third parties,
including other components within DHS.

= All disclosures are controlled, monitored, and tracked by CBP
Headquarters.

» CBP has policiés that address disciplinary actions and criminal
jpenalties for unauthorized disclosure of information.

3 TP AT ey A",T,"f;'- .
& Lo Undertaking #28-35

s CBP has issued palicy in the Field Guidelines regarding proper disclosure procedures to other U.S or fomgn govemment agericies.

«  Final requests are to be in writing from eli Ieamhoﬁtlesconsmt ith the purposes identified and ific forms:to. be filled
out before or immediately aﬁwgdxsclomrgb takes place b ' pes

. TheGmdelmespm\ndemfommicnmgardmod\erDHSeomponentsaretobeMedasa“ﬂmdpanyawcm
+  Italsoentails that PNR can only be provided to other U.S. or foreign government authorities with counter-terrorism or law
enforcement functions and on a case-by-case

*  The Guidglines dlso mmamdmzeﬂpe:wnneltoredaman “sensitive” data us reference in the agreed upon “sensitive™ terms
and codes before implementing the automated filters. v
. CBP Hvamm\dkeepsaﬁleofalldtsclomm Currently, approximately ?? disclosures have been made since November

. Dwelosuresofvmous PNRdatahavebeenmde other government authorities such as ICE , TSA and FBL. Some instances
only ‘passenger. lists hiave been given, i vxdualPNRs,oroonﬁmnonthatmmnensmaﬂ:ghtorarrivlngonammindm
. CBPhasnmdweloudanyinfmmmmmyforeimwﬂmm

* CBP has P actions and criminal penalties for unalithorized disclosure of information. To no
: gV ie'ﬁcmzed disclosures % dote,

Quéstions:
28) See paragraph 29.
CBP looks forward 1o addressing this issué during the joint. review.

29) In how many cases PNR data Hiave been transferred to other government authorities? To which authorities have the tive PNR
ot A e WhnchPNRdamhavebeentransﬁ:rgrgd o o eepe

CBP i: in wmgllance with the Undurtakings and looks forward ta praviding more specific detatls during the
,"0‘ m.sfer PNR dara. Howaver, CBP does share the results of specific case amlysis PNR da:a
recard) wi Law. t Agencies:
30) Copies of some cases, xf‘any

What procedures are in place todetermine whether the disclosure fits within the agreed purposes?

CBPkaslssuedpolldex. h reflect dtcmpmsemauomafthal/udmatings Caples g; orméﬂanrclatd fo any disclosures
outiniely sent lo CBP headguarters cwrpllance th licies ma&% centralized records. "CBP will
% " information regarding !ﬁse processes during esepo presentations. rece
Sl)TowhatmemCBPmmﬁedwnhﬂmwaytheohﬁmoumoutinﬁ31mszm«hmmwdbymmm
C’BPhasI the which it discloses to other thoritl
e e e e e e o B PR e e b e e mment ot s satified that
Havemmmmmmenasqwm Ofﬁcu?lfso,hnm action been taken and of which natire? No eases
mgavmmmwzawumfamngwm“%mmmdmm’havebmrepomd:odm o casesof
32) See paragraph 31.
Soe response to paragroph 31.

33) (a) Have there been cases of unauthorised disclosure of PNR data by persons enployed in other government authoriti¢s?
No cases have been reporied to date.
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Training
= Officers of CBP undergo 72 days of formal training at the CBP
Academy when hired.

= Officers of CBP must undergo on-the-job training, consistent with each
field location.

» Written field guidance provides instructions regarding the use and
disclosure of EU PNR.

» Two week training for Officers assigned to CBP’s Analytical Uniis.

* All Officers of CBP receive data privacy and security training

AT TP SRS - .
@ ?;’1;3-‘.‘:'; " s T’,‘: EERPE R Unde' (&klllg #20

The written field guidance provide significant training regarding the use and disclosure of all

aspects of EU PNR. Employees must sign off and input receiptinto 1 1o track and confirm
eccipt (D BTYE)

*When assigned to field Analytical units, employees atiend two week analytical training that
highliglt the use of CBP*s various databases and how to conduct effective targeting.

*Training of EU PNR has also been added to that formal training, regarding the restrictions of
the use of that data, as well as the disclosure procedures.

«Again, all CBP employees must receive data privacy and security training that is taken biennial for
continued access to. CBP’s systems.
Undertaking #20°

CBP Officers, employees and contractors are required to complete security and data privacy training,
including passage of a test, on a biennial basis.



Written Policies

» CBP published the Undertakings in the Federal Register.
= Written policies include information regarding:

> Access to Only thie Agreed Upon 34 Data Elemients

» Restricted Access to the OSI and SSI/SSR Fields

> Prohibited use of “Sensitive” Data

> Routine Access and Non-Routine Access

» Automated Feature for the Retention of EU PNR Data

> Transfers of EU PNR Data

> Process for Redress or Rectification

» Specific guidance to FOIA personnel

. SRR RN NN SIS
& RSN Undertaking # 44

Explain;

*As previously mentloned CBP published the Undertakings in the Federal
Register.

*CBP issued written policy on December 20, 2004, to address the access, use,
and disclosure of PNR information to the field.

«This written policy includes the following information:
+This policy superceded the “interim guidance to the field” issued in July 2003,

Questions:
43-44) What regulations, directives or other policy documents have been
adopted? See paragraphs 21-32.

CBP has issued a policy regarding the use and disclosure of EU
PNR, and has published the Undertakings in the Federal Register. CBP will
provide more specific information regarding this issue during the joint review.
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Information Technology Features

The next part of the presentation will illustrate the
information and technology features that CBP added to
implement the “Undertakings.”

[introduction]

I am going to'tell you about the IT organization who implemented the
undertakings, the procedures we followed, and then explain how the automated
features work.
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CBP National Data Center

T2 Companiog T2 Bara A% Tois bota ot |

il
i
i
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Largest DHS Diata Center, snd 254 Largest Federal Civilisn Data Center _
Technalogy, size, and complexity similar o a Forume 100 company ~ e.8., UPS, PedEx.

Interfaces with:
Over 2000 financial institutions
Over 2000 Trade Partners
Qver 90 airlines

Most major Government departments and many agencies and
bureaus



CBP National Data Center cont’d

» In a typical day, CBP systems process:
» Qver 22,000 Inbound Ses Containers
= Qver 1 million inbound passengers.
» 350,000+ passenger vehicles
s 60,000+ trucks — land border
s 2,500+ aircraft
s 550+ vessels:
» Collect roughly $20 billion annually

= CBP has vast experience processing sensitive data
(e.g. Confidential Commercial, Personal, Law Enforcement)

; LS Lot Dy
VREY oroey Proviotaos

Trade Secret:
Trading partnerships (manufacturers, brokers, shippers)
Import contents and values
Persons: Employee info, frequent traveler, frequent land border crossers

Law Enforcement — known/suspected parties of interest




Data Center Security

» NDC protected 24x7 by armed guards

» Computer room restricted to only authorized personnel

= All NDC visitors are prescreened

= CBP conducts anniual penetration and physical security reviews

« CBP is audited every year by an independent accounting firm
= Each financial audit reviews IT security, physical security, and internal controls
= CBP has received an unqualified audit opinion - highest possible rating

: [ BT SRS SR S 1
e s ier By : t

The data is maintained in an extremely secure facility

The Federal Information Security Management Act
(FISMA) and the Computer Security Act require that
every government organization provide computer
security awareness training to all of its employees.
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Data Center Security cont’d

* Network encryption and user authentication are used to protect
all CBP data, including PNR data,

= Access to systems and data is limited to personnel who have the
requisite security clearance and required access, based on need-
to-know.

* The CBP intranet, standard desktop workstations and all IT
systems require password protected login IDs

= CBP systems are account based with defined user roles and
passwords

= Systems have audit trail and logging functionality

N CTES (L aslo i o §
N oo Tyt




Data Center Security cont’d

OIT has a Information Systems. Security organization that provides:
s Validation that the handling of personal information is consistent with
Computer Information Security Handbook
(CIS HB 1400-05A )
» Auditing services to ensure security standards and policies are followed.

s Assistance to external organizations in auditing and assessing OIT adherence
to and strength of adopted security policies, processes, and standards,

= Security-rélated corrective action tracking sevvices,

= Asgurance that security risk managenient

, S L s an o
e Srdey Pronecthon
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Automated Targeting System
= Automation requirements of the Unidertakings were implemented as
an ephancementto CBP’s Automated Targeting System (ATS)

» Implementation project followed CBP’s SDLC
* SDLC policy ensures system development and enhancement projects are

managed properly
» Camegie-Melion University Software Engineering Institute Capability
Maturity Model (SEL.CMMi)
* Project Ménagement Insiitute Professional Project Management
Certification
» Independent system design and code reviews were conducted by the
DHS Privacy Office

CBP provides Project Management training in preparation for
professional certification by PMI



Automated Targeting System cont’d

= ATS is a web-based decision support tool

» ATS helps Officers of CBP focus on inbound and outbound
cargo shipments and passengers that most warrant their
attention

= ATS-Passenger module is used-at all U.S. airports receiving
international flights to evaluate passengers prior to arrival

® ATS-Passenger analyzes data from the Advance Passenger
Information System (APIS) and PNR data

ATS is an established program that started in the legacy Customs Service.in
1992. the first Passenger processing module began in 1996

ATS-P analyzes data using algorithms to determine risk relative to other
passengers to help officers: focus their inspection efforts

Will see more about how data in ATS-P is used tornorrow at either the-N'f,C, or
at the PAU
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Automated Targeting System cont’d

= ATS was certified and accredited on August 30, 2002
® In accordance with the Federal Information Security
‘Management Act (FISMA) and the CBP Systems
Development Lifecycle (SDLC).
* The certification and accreditation process is compliant with.
FIPS and NIST Standards.
= Federal Information Processing Standards (FIPS). 102,
= The foundation of the CBP Certification & Accreditation
process is based on and consistent with NIST Special
Publication 800-37.

S I AT IS S SUPTRE TS
g R T
R Beersfos Formled: o

The certification and accreditation process is compliant with NIST Federal
Information Processing Standards (FIPS) 102, which includes a complete
assessment of all documentation and system independent validation and
verification (IV&V) to ensure that the system has appropriate security controls.
The foundation of the CBP Certification & Accreditation process is based on
and consistent with NIST Special Publication 800-37.
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A Valid user id and password are required for ATS

Employees are reminded of the' penalties for unauthorized disclosure of
information every time they log in
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Before requesting download of a PNR record, users must consent to using the
data properly

52



Ve ammedin cmn s Nme bmsaive weeiwryaien

ATS Data Processing Changes

‘= Before EU PNR data is stored in the ATS Data Base:

= Filtering: All terms matching those in the sensitive terms
and codes list are removed.

* Parsing: Each PNR record is electronically read to identify
the 34 permitted, known field identifiers.

s The filtered and parsed data is stored in the database.
= Any other EU PNR data received is not stored by CBP.

Once the sensitive word list was agreed upon, the filtering code was
straightforward and implemented early

Implementation of the parsing was the most time-consuming
change to implement. The changes were complex
because each airline creates PNR data slightly
diﬁ‘erently (no agreed-upon standard exists for PNR data, unlike cargo
manifests and other widely-shared information)-

Known fields that cannot be stored per the undertakings are discarded (i.e.
not written to the data base)

Unknown field identifiers are discarded, too.
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ATS System Changes
s ATS User roles were added to permit viewing of EU PNR

* This was a major change to ATS because all users had same
privileges prior to implementation of the Undertakings.

restricted fields by only those with highest level of privileges.

Adding user roles was a major change in design
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This is test data
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Summary

CBP is a professional law enforcement entity.

CBP has a long and established protocol for privacy and data
protection.

CBP employees are well trained and have extensive experience
in handling sensitive information and tasks.

PNR information is-of extreme importance to CBP and all levels
of DHS in order to further our anti-terrorism and border security

Thank you for this opportunity to discuss CBP
efforts to address our commitments to the PNR
agreement.
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Summary cont’d

CBP has invested significant resources and established strict
policy on the use; protection, and disclosure of PNR
information.

CBP has also invested significant resources in automated
‘systems and proféssional personnel to develop an IT
infrastructure that is secure and provides extensive data
protection.
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¢ 11/2/20065 CBP published the System of Records Notice
 ingtheederal Register, v R

« WPMedia’ Attention:

t

—_g 11/3/2006: TheWashington Post published an article saying CBP plans %),
;_Cross—hecktrvelers{persqna\ data with watchlists g o

* 3 11/30/2006: Associated Press published an article saying CBP was assigni i
 risk-scores to travelers, travelers are not allowed to see or challenge theseg
 scores, and the*government would retain these scores and the s

taccompanying BNR data for 40 years .

Congressional Attention: |G o
o 10USE and Senate interests have called for hearings

L JSenator, Joseph
yvoiced concern. i
















PNRs: Part 4 - Accessing PNR Data Through ResMon — Instructor Guide

=1

Display the
Visual

Performing Flight Analysis Using
PNR Data

Part 4:
Accessing PNR Data
Through ResMon

E Instructor Notes

Lesson Purpose: The purpose of this lesson is to present a brief introduction to the use of
ResMon to display PNR data. The objectives for this lesson are shown on the next visual.

Time: 1 hour

Content Outline: This presentation includes the following contents:
» Obijectives
* Introduction to ResMon
« Overview
* Accessing ResMon
* ResMon Tabs
* ResMon Menu
Displaying Flight information
Displaying Passenger Lists Data
Displaying PNR Data from the Passenger List
Displaying PNR Details
Other ResMon Features
» Reservation System Commands
» Displaying All Tabs in One Window
» Encode/Decode
» Printing
* Logging Out
* Exercise
* Lesson Summary

Materials:
* PowerPoint Visuals (1 through 48)
* ResMon Worksheet




PNRs: Part 4 - Accessing PNR Data Through ResMon_— Instructor Guide

=1

Display the
Visual

Objectives

After completing this lesson, you should
be able to:

» Use ResMon to access flight reservation
information from PNRs for () (){e(M(=)
passengers.

n Instructor Notes

Review the lesson objectives as listed.

PAU Targeting - March 2006
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PNRs: Part 4 - Accessing PNR Data Through ResMon — Instructor Guide

=1

Display the
Visual

Introduction to the
Reservations Monitoring System
(ResMon)

E Instructor Notes

PAU Tarcatinn - Marnh 2022



PNRs: Part4 - Accessing PNR Data Through ResMon — Instructor Guide

Q Overview

Display the | ResMon:
Visual -~

ch gk
briE

13-4
E Instructor Notes
Briefly describe what ResMon is and does, as shown on the visual.
Key points:
» Supervisor and NTC approval is required for accessing European
Union flights.

High (b JGY(® @IED
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g | ResMon Data

Display the Possible source of selected data about passengers,
Visual such as:

W (5D W71

n Instructor Notes

Briefly discuss the types of information a targeter might seek in ResMon in
certain situations.
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=

Display the
Visual

Accessing ResMon from within ATS-P

Hg- (NeYEHE

m Instructor Notes

Yook (\7\(1\ [)EED
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g Data Is Law Enforcement Sensitive

Display the
Visual

Uil (0X(5(T7)EY

E Instructor Notes

Review the warning statement shown on the visual.

Emphasize the Law Enforcement Sensitive nature of ResMon information.

High (LM2AGAEY
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=1

Display the

Visual H?OL\ @) (’Z V(ﬁ) (7)((5)

E Instructor Notes

Explain the following points:

H;OL ﬂ,)@/@)@l@
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=1

Display the
Visual

High (b)) L7

\E Instructor Notes

Point out that:

Higly ()2 Y/R)EIEY

» System connection information is shown on the screen. [f you have
trouble and need technical help, it's good to have this information.
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=1

Display the
Visual

Hish (6100

3310

E Instructor Notes

Briefly describe the five ResMon tabs.

Explain that the use of each of these tabs will be discussed in detail in this

lesson.
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=1

Display the
Visual

Mgk YD /6X7 JED

311

E Instructor Notes

Describe the use of the ResMon menu as shown on the visual.

sl (b)) f0) 26
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=3

Display the
Visual

Displaying Flight Information

3312

n Instructor Notes
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=1

Display the

Visual 0 s @ Xz)/@)@ﬂ;)

w Instructor Notes

Walk through the steps for pulling up the flight schedule for the selected
airline. Have the class perform the steps with vou.

3 Hish  G)) (N Je)




PNRs: Part4 - Accessing PNR Data Through ResMon. — Instructor Guide

(=Y,

Display the
Visual

Hign (0 /6)1E)

a3-14

B Instructor Notes

The Schedule Information box opens.

SN VYR
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=

Display the
Visual

Hish (1)E))R)E)

3315

E Instructor Notes

The flight schedule is displayed for all flights meeting the search criteria.

Point out the:

Hisk (L‘)(L)/(LS G¥)
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=

Display the
Visual

J

ol () )®) GIE)

3316

E Instructor Notes

Demonstrate how to display data for a specific flight:

ion H)Q / (HAE
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=3

Display the

Vieus hi (L)Y GYHE

3317

E Instructor Notes

Point out the types of detailed information that are displayed for the flight.

i 0)E) LaE
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=

Display the
Visual

Phoh () RJBEIED

3318

E Instructor Notes

Mol GO
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=

Display the
Visual

Bo\ L))/ B7)E)

3319

Instructor Notes

Hiolw 6D /(LX7LED

Describe the information displayed on this screen.
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=1,

Display the
Visual

Displaying Passenger Lists Data

E Instructor Notes
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=

Display the
Visual

Migh @[L b)éYE)

33-21

E Instructor Notes

Hish (1Y@ /(X716
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=1

Display the
Visual

High (b) CZ)[( (7LE)
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=1

Display the
Visual

Wish (b)&) Ol
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Viewat
AR WNOE
(b LTI

E Instructor Notes
Y (B (2) (O(PE)
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=1

Display the
Visual

\\'«3\/\ QJYZ) / (\717 YE)
(BEY/ @\

E Instructor Notes

W BV /YT (8
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=1,

Display the
Visual

Displaying PNR Data
from the Passenger List

E Instructor Notes
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=

Display the

Visual \’\ (\o 17&5\
) b&%i (XD
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=

Display the
Visual

( )
- BBAGE

n Instructor Notes

This is the window with all PNRs displayed.

Hisn G ¢ GE)

PAU Targeting - March 2008 Page 33-28



PNRs: Part 4 - Accessing PNR Data Through ResMon — Instructor Guide

=3,

Dispilay the
Visual

High (la)('l)(b \7E)

E Instructor Notes

Point out the tools for scrolling, as shown.
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=

Display the
Visual

o\ V) (W HE)
I'Tp\ %ﬁ?) ((1,) (7)(6\

m Instructor Notes
Hah (0 ) (b))
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=1

Display the
Visual

Wish (b)2) (60

33-31
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=,

Display the
Visual

High (b)(z)/(b o)

33-32

E Instructor Notes

Briefly review the data that is displayed.




PNRs: Part4 - Accessing PNR Data Through ResMon — Instructor Guide

=1

Display the
Visual

Displaying PNR Details

E Instructor Notes
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=

Display the
Visual

on (B NE)

E Instructor Notes

Demanstrate how to view PNR details:

M (O (’L)/(L)GYE)
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Display the |
Visual

g (MY (A8

E Instructor Notes

Demonstrate how to view the history:

Wi (0 @)/
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Display the

b () @)/6)7E)

m Instructor Notes

The PNR history is displayed. Point out that the Detail Info tab is active.

Review the contents of the PNR history displayed on the visual.
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=1

Display the
Visual

Other ResMon Features

. 337

n Instructor Notes
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=1

Display the
Visual

Hon (6106
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=1,

Display the
Visual

ol (X2

33-39

E Instructor Notes

b (4 B/ (WT)E)
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D% the Wi QXY) / QO%IE >

Visual
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D%; the High Oo\@,} /@, X’?XE)

Visual

3341

E Instructor Notes

This screen shows all tabs displayed on the screen.

B (b))
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=

Display the
Visual

o (02 6

L‘a Instructor Notes

Wah  CR)(GTIE)

Demonstrate how to use this function:

Mo QRV/WEE)
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=1

Display the
Visual

i (EYRYLE)

E Instructor Notes

g BYRVGYE)

Review the displayed information.
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D%; the Hi g Q,\@/(\%@KE\

Visual

E Instructor Notes

High BV B

Review the displayed information.
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=

Display the
Visual

gk ()13 ( (DEIE)
(DG [ (HDL)

E Instructor Notes
W (0 0/ 0171
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D%; the th i (Q(ﬁ G?) (7 XE)

n Instructor Notes
ki (b)) k)
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=3.

Display the
Visual

VAN (Bl

347

\m Instructor Notes

Complete the exercise as follows:

1. Ask the participants to record their answers on Worksheet 45, ResMon
Worksheet.

2. Review the exercise instructions, as shown.

3. Give them 15 minutes to conduct their research. Then ask volunteers to
share what they found.
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@ Lesson Summary

Display the

Visua i (0] W71 €)

= You should now be able to use ResMon to access
flight reservation information from PNRs for
passengers.

E Instructor Notes

Summarize the lesson, as shown.
Ask if there are any questions about the content of this lesson.

Tell the class that the next lesson will cover creating ad hoc queries in ATS-
P to access PNRs.
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