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Berhanu;, Tsedey _ o

From:
Sent: -
.. To:
. Cc:
Subject:
Attachments:

" Rice, K (lntelligence)E 3@SSCI.senate.go® Lé

Thursday, January 31, 2008 7:17 PM . . A

Ben waell; Hopkins, Heather A.; Demers, John .

Livingston, J (Intelligence); Eisenberg, John;[ J LL A
FISA amendments :

HEN08141_xml.pdf; H_EN081.42'__xml.pdf; HENO08143_xml.pdf; HEN08144__xm'l.pdf; 4
HEN08147_xml-complete substitute.pdf; HEN08148_xml—~managers'armendment.pdf;
HENO08149_xml.pdf; HEN08146_xml.pdf :

Attached are the final versions of the six proposed amendments-—Feingold FISC orders is 81//. If these are .
.acceptable to Dol, the DNI, and the White House, please send us-an email to that effect. Otherwise, let us know

of any problems.

(tam also attaching the latest complete substitute and managers’ amendment—neither of these includes the
revised Feingold FISC orders amendment.) Exclusive means is still unresolved.

Thanks. Kathleen

5/15/2008
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~ AMENDMENT NO.  Calendar No.

- Purpose: To clarify that the authority ﬁnder title VII of
the Foreign Intelligence Surveillance Act of 1978 does
not extend to purely domestic communiéations.

IN THE SENATE OF THE UNITED STATES—110th Cong., 1st Sess.

S.2248

To. amend the, Foreign Intelligence Surveillance Act of 1978,
- to modérnize and streamline the provisions of that Act,
' and for other purposes. :

Rcferred to the Committee on | - and
ordered to be prmted

Ordered to lie on the table and to be printed

,AMENDMENT intended to be proposed by Mr. ROCKEFELLER -
: ‘ (for hlmself and Mr. BOND)

. Viz:

1 On page 6, hne 13, stnke “and” and all that follows
| _2 through page 10 line 5, and msert the followmg

3 © “(4) shall not mtentlonally acquire any commu-

4 nicatlon as to which the sender and all mtended re-
5 | 01p1ents are known at the tlme of the acqmsltlon to
6

be located m the Umted States; and
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“‘(5) shall be conducted in a manner consistent
with the fourth amendment to the Constitution of
the United States.

“(c) CONDUCT OF ACQUISITION —An acqulsmon au- k

thorlzed under subsectlon (a) may be conducted only n

accordance with—

“(1) a certification made by the Att‘ofnéy Gen-
eral and the Director of National Intelligence pursu-
ant to subsection (f); and '

“(2) the .tangeting éhd ininimization procedures

required pursuant to subsections (d) and (e)

“(d) TARGETING PEOCE_DURES.—--
“(1) REQUIREMENT TO ADOPT.—The Attorney
Géneral, in consultation Wiﬂl the Director of Na-

tional Inteﬂ1gence shall adopt targeting procedures' n

‘that are reasonably demgned to ensure that any ac-

- quisition authorized’ under subsectlon (a) is hmlted-' '

to targetmg persons - reasonably beheved to be lo-

cated outside the United States and does not result

‘i the intentional acquisition of any communication

“as to which the sender and all intended recipients

are known at the time of the acquisition to be lo-

cated in the United States.
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“(2) JUDICIAL REVIEW.—The procedures re-

ferred to in paragraph (1) shall be subject to judicial

review pursuant to subsection (h).

“(e) MINIMIZATION PROCEDURES.—
| “(1) REQUIREMENT TO ADOPT.—The Attorney
General, in consultation with the Director of Na-
.t.ional Inteliigence shall adopt, consisteﬁt with the
reqmrements of section 101(h) or seetlon 301(4)'
niinimization procedures for acqulsltlons authorlzed
under subsection (a)
“(2) JUDICIAL REVIEW —The minimization

procedures requlred by this subsection shall be sub-

ject to Jud1c1al review pursuant to subsection (h).

. “(f) CERTIFICATION.—

“(1) IN GENERAL.—

“(A) REQUIREMENT. —SubJect to subpara—
| vgraph (B), prior to the initiation of an acqulsl-
‘ tlon_‘autho_mzed under subsection (a), the Attor-
-ﬁey General and the Director of National Intel-
ligenee shall provide, .under oath, a WIitteﬁ- cer-

tification, as deseribed in this subsection.
o “(B) EXCEPTION.—-—If _' the Attorney' Gen-
, eral- and the Director of N étional Intelligence
| determine that immediate action by the Goverri-

ment is required and time does not permit the -
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I preparation of a certification ﬁnder this sub-
2 section prior to the initiation of an acquisition,
3 the ‘Attor'ney‘ General and the Director of Na-,

4 tional Intelhgence shall prepare such certlﬁ-
5 | cation, mcludmg such determination, as soon. as

' 6' possible but in no event more than 168 hours

7 : ‘after such deternﬁnation is made. |
'-8: “‘(2) REQUIREMENTS -—A certification made

9 under this subsection shall—

10 - “(A) attest that_—

11 “(1) thefe are reasonable procedures

12 in place for determining that the acquisi-

13 tion authorized under subsection (a) is tar-

14 geted at persons.reasonably believed to :be

15 located outside the United States and that .

16 such procedures have been approved by, or
Wlll be submitted in not more than 5. days

18 | for approval by, the Forefgn Iritelligenee

19 Surveillance Court pursuant to subsection

20 (h); '_

“(11) there are reasonable procedures

22 In place for determining that the acqm31-
23 | . tion authorlzed under subsection (a) does
not result in’ the mtentlonal acqul81t10n of‘

24

25

any commumeatlon as to which the sender
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and all _ihtended recipients are known at

- the time of the acquisiﬁon to be located in

the United States, and that such proce-

dures have been approved ‘by,. or will be .

_submitted in not more than 5 days for ap-

proval by, the Foreign Intelligence Surveil-
lance Court pursuant to subsection (h);

“(iii) the pi'ocedures referred to in |

" clauses (i) and (i) are consistent with the

requirements of the fourth amendment to

the Constitution of ’the' United- States -and .

do not permit the intentional targeting of

any person who is known at the time of ac-

~ quisition to be located in the United States

or the intentional acquisition of any com-

munication as to which the sender and all

intei}ded reeipiehts are known at the time-

- of acquisition to be located in the United

' Stateé;

“(iv) a significant purpose of the ac-

quisition is to. obtaih foréign intelligence

- information;

“(v) the minimization procedures to

be used with respect to such acquisition—
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“(I) meet the definition of mini-
mization procedures under section

101(h) or section .301(4'); and

B “(II) have been approved by, or

will be sﬁblhitted» in not more than 5

days for approval by, the Foreign In-

télligence Surveillance Court pursuant

to subsection (h);

“(vi) the écquisition involves obtaining
| thé foreigh"mtéﬂigence information from or
'x';vi_th the assistance 6.f an electronic com-
munication service provider; and

“(vii) the acoiuisition does not con-

- stitute electronic surveillance, as limited by

section 701; and

On page 17, line 2, strike “States.” and insert

“States and does not result in the intentional acquisition i

of any communication as to which the sender and .all'fm-
tended »recipient's are lmow_ri at the time of the acquisition

to be located in the United States.”. .
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AMENDMENT NO. Calendar No._
Purpose: To strike the time limitation for certain appeals.
IN THE SENATE OF THE UNITED STATES—110th Cong., 1st Sess.

S. 2248

To amend the Foreign Intelligence Surveillance Act of 1978,

to modernize and streamline the prowsmns of that Act
- .and for other purposes.

Referred to the Committee on . and
ordered to be printed °

Ordered to lie on the table and to be printed .

. AMENDMENT iritended to be proposed by Mr. ROCKEFELLER
‘ (for h1mself and Mr. BoND)

Viz:

1 - On page 15, begmmng on line 10 strxke not later

2 than 7 days after the issuance of such decision”.
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AMENDMENT NO. " Calendar No.

- Purpose: To provide for implementation of an order pending
appeal. ~

IN THE SENATE OF THE UNITED STATES—110th Cong., 1st Sess.

S.2248

To amend the Foreign Intelﬁgenee Surveillance Act of 197 8,
to modernize_and streamline the- provisions of that Aet,
and for other purposes.

e s T Lo e e

Referred to the Committee on 2 and
ordered to be printed

"Ordered to lie on the table én_d' to be printed

AMENDMENT intended to be proposed by Mr. ROCKEFELLER
(for himself and Mr. BOND)

Viz:
1 On page 19, strike lines 10 through 12 and insert .
2" the following: ‘. |

“(ii) if the Government appeals an -
~order under this section, until the Court of

Review . enters an order under subpara-
graph (C).

“(C) IMPLEMENTATION PENDING AP-

PEAL—Not later than 60. days after the filing .

(RN RN B RS I

of an a'ppeal of an :order under paragraph
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1 ~ (5)(B) directing the correction of a deficiency,
2 the Court of Review shall-determine, and enter
3 a 'corresponding order r«egafding, whether aﬂ or
4. any part of the correction order, as issued or
5 | ‘modified, ‘shall be implemented during the pend-
6 éhcy of the appeél. , ‘ :

7 Onpage 19, line 13, strike “(C)” and insert “(D)".
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AMENDMENTNO. . - ~ Calendar No.

Purpose: To include prohibitions on the international pro-
liferation of weapons of mass destruction in the Foreign
Intelligence Surveillance Act of 1978.

IN THE SENATE OF THE UNITED STATES—110th Cong., Ist Sess.

- S.2248

- T'o amend the Foreign'Intelligence Surveillance Act of '.197 8, ¢

to modernize and streamline the provisions of that Act,
and for other purposes. -

Referred to the Committee on | , and
: ' " ordered to be printed

: Orde_fed to lie on tﬁe table and' to be printed

- AMENDMENT intended to be proposed by Mr..ROCKEFELLER
' (for himself and Mr. BOND) '

Viz:

1 On page 70, strike line 1 and insert the following: "
SEC. 110. WEAPONS OF MASS DESTRUCTION.
(a) DEFINTTIONS.—

(1) FOREIGN POWER.—Subsection (2)(4) of sec-

o 1978 (50 US.C. 1801(a)(4)) is amended by in-.

2
3
4
5 tion 101 of ,the Foreign Inte;lligence Sﬁi'veillance Act
) A
7

serting “, the international proliferation of Weapons
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of mass destruction,” after “international ter-.
rorism’’.

(2) AGENT OF A FOREIGN POWER.—Subsection

~ (b)(1) of such section 101 is amended—

(A) in subparagraph (B), by striking }“or.”
éﬁ the end '
- (B)in subpafagraph (C), by striking “or”
at the end; and ' "
" (C) by adding at the end the following new
* subparagraphs: -
“(D) engages in the international prolifera-
tion of weapons of mass destruction, or aétivi—
ties in prepa;ation therefor; or
| “(E) engages in the international proliferéf
tion of weapons-of mass destruction, (')I'- activi-
ties in preparation therefor, for or on behalf of
a fbreign power; or’’. |
(3) F'OEEIGN INTELLIGENCE INFORMATiON.—
Subsection (e)(1)(B) of ,.such seqtio_h 101 is ameﬁdéd '
by striking ‘“sabotage or intérnational terrorism’’
and inserting “sabotage, ‘international terrorisr_n, or

the international proliferation of weapons of mass

. destruction”.
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(4) WEAPON OF MASS DESTRUCTION.—Such’

section 101 is amended by inserting after subsection

_(b) the following:

" “(p) “‘Weapon of mass destruction’ means—;

4T any'destructiv_e device described in sectibn
921(a)(4)(A) of title 18, United States Code, that is
intended or has the capability to cause death or seri-
ous bodily injury to a sigrﬁﬁéant number of people;
“(2) any Weabon'that' is designed or intended to

cause death or serious bodily injury through the re-

lease, dissemination, or impact of toxic or poisonous

chemicals or their precursors;-

“(3) any weapon involving & biological agent,
toxin, or vector (as such terms are defined in section
178 of title 18, United States Code); or

“(4) any Weapdn that is deSighed to release ra-

~ diation or radioactivity at-a level dangefous to

‘human life.”.

(b) USE OF INFORMATION.— | |
~ (1).IN GENERAL—Section 106(k)(1)(B) of the

- Foreign Intelligence Surveillance Act of 1978 (50

U.S.C. 1806(k)(1)(B)) is amended by striking “sab-

~ otage or international terrorism” and inserting “sab-

otage, international terrorism, or the international

proliferation of weapons of mass destruction’..
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- (2)°  PHYSICAL ' .ASEARCHES.—'—.—‘Sectilon
- 305(k)(1)(B) of such Act (50 U.S.C. 1825(k)(1)(B))

is- amended by striking “sabotage or international -

terrorism” and inserting “sabotage, intefnat‘ional
terrorism, br the international proliferation of weap-
ons of mass destruction.

(¢) TECHNICAL AND CONFORMING AMENDMENT——

Section 301(1) of the Foreign Intelligeﬁce Surveillance

-Act pf 1978 (50 U.S.C. 1821(1)) is amended by inserting

. b A

“‘weapon of mass destruction’,”” after *“ “person’,’”.

'SEC. 111. TECHNICAL AND CONFORMING AMENDMENTS.

On page 84, line 12, strike “and 109” and insert
“109, and 110”’; ' o

 On page 87, line 12, strike “and 109” and insert
“109, and 1107, o

~ On page 87, line 21, strike “and 109” and insert

“109, and 110”. -

On page 88, line 10, strike. “and 109” and. insert

“109, and 110”7,
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AMENDMENTNO.___ " Calendar No.

Purpose: To provide a complete substitute.
IN THE SENATE OF THE UNITED STATES—110th Cong., 2d Sess.

S.2248

To amend the Foreign Intelligence Surveillance Act of 1978,
- to modernize and streamline the prowsmns of that Act,
.and for other purposes. :

?

Referred to the Commlttee on y | and
ordered to be printed

Ordered to lie on the table and to be printed

AMENDMENT intended to be proposed by Mr. ROCKEFELLER
(for himself and Mr. BOND)

Viz:

—

" Strike all after the enacting elause and insert the fol-
lowing: _
SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

' (a) SHORT TrrLE.—This Act may be cited as the

ments Act of 2008” or the “FISA Amendments Act of
2008, |

(b) TABLE OF CONTENTS.—The table of contents for

W 60 ~ & th A W N

-this Act is as follows:

Sec. 1. Short title; table of contents.

"‘Fbreign Intelligence Surveillance Act of 1978 Amend-
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TITLE I—»FOREIGN INTELLIGENCE SURVEILLANCE

-Sec. 101. Additional pxocedures regarding certain persons outside the United’ )

States.
Sec. 102. Statement of exclusive means by which electronic. survexllance and
. interception of domestic communications may be conducted.
See. 103. Submittal to Congress of certain court orders under the Foreign In-
telligence Surveillance Act of 1978.
Sec. 104. Applications for court orders.
See. 105. Issuance of an order.
Sec. 106. Use of information.
Sec. 107. Amendments for physical searches.
Sec. 108. Amendments for emergency pen registers and trap and trace devices.
Sec. 109. Foreign Intelligence Surveillance Court.
See. 110. Weapons of mass destruction.

 See. 111. Technical and conforming amendments.

* TITLE I—PROTECTIONS FOR _ELECTRONIC COMMUNICATION
"SERVICE PROVIDERS

See. 201. Definitions. : »
Sec. 202. Limitations on civil actions for electronic communication service pro-
viders.

- See. 203 -Procedures for implementing statuboxy defenses under the Foreign

Intelhgenoe Surveillance Act of 1978.

" Sec. -204. Preemption of State investigations.

Sec. 205. Technical amendments.
TITLE II—OTHER PROVISIONS

Sec. 301. Severability.
Sec. 302. Effective date; repeal; transmon procedures

TITLE I—FOREIGN
INTELLIGEN CE SURVEILLANCE
SEC.' 101. @DHIONM PROCEDURES REGARDING CER'I"A]N
| PERSONS QU'I‘smE THE UNITED S’fATES.

'(a) IN GENERAL—The Foreign Intélligence Survei}f |
lance Act of 1978 (50 U.S.C. 1801 et seq.) is amended—
. (1) by striking title VII;. and |
(2) by.adding after title VI the following new
title:. | | |
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“TITLE VII—ADDITIONAL PROCE-
DURES REGARDING CERTAIN
PERSONS - OUTSIDE THE
UNITED STATES |

“SEC. 701. LIMITATION ON DEFINITION OF ELECTRONIC
SURVEILLANCE..
“Nothing in the definition -of electronic surveillance

under section 101(f) shall be construed to encompass sur-

-veillance‘ that is targefed in accordance with this title at

a person reasonably believed to be located outside the
United States
“SEC. 702. DEF]NITIONS

“(a) In GENER.AL —The terms ‘agent of a foreign
power’, ‘Attorney General’, ‘conterits’, ‘electronic surveil-
lahée’; ‘foreign intelligence infdrmationf , ‘foreign power’,

‘minimization . procedures’, ‘person’, ‘United States’, and

. “United States pé_rsoh’ shall have the meanings given such

terms in section 101, except as specifically provided in this
title. ‘ | |
“(b) ADDITIONAL DEFINITIONS.—
“(1) CONGRESSIONAL ' INTELLIGENCE COMMIT-
TEES.#-;Phe terin_ ‘ebngressional intelligence commit-
“tees’ means— | B '
“(A) the ‘Sel.ect Committee on Intelligence
of the S'enafe; .am-i ‘ | |




O\HEN\HEN08147 il ' A ‘ _ SLC.

fon—y

V=N TR . N S N S O

N e
19,

N
LA

“(B) the Permanent Select anunittee on
Intelligence of the House of Re'présentatives. |
“¢2) FOREIGN INTELLIGENCE SURVEILLANCE

COURT; COURT.—The terms ‘Foreign Infelligence
Surveillance Court’ and ‘Court’ mean the court es-
tablished by section 103(a).

“(3) ForEIGN INTELLIGENCE SURVEILLANCE

COURT OF REVIEW; COURT OF REVIEW.—The terms ~

‘Foreign Intelhgence Survelllance Court of Review’
and ‘Court-of Review’ mean the eourt estabhshed by
section 103(b).

“(4) ELECTRONIC COMMUNICATION SERVICE

. PROVIDER.—The term ‘electronic communication

service provider’ means—

“(A) a telecommunications carrier, as‘ thét

term is defined in section 3 of the. Commu_nicé—
 tions Act of 1934 (47 US.C. 153);

“(B) a prowder of electromc communica-
tion: service, as that term is defmed n- sectmn.
2510 of title 18, United States Code; |

“(C) a promder of a remote computing
service, as that term is deﬁned in sectlon 2711
of title 18, United States Code; -

“(D) ény other communication‘ service pro- .

vider who ‘has access to wire or electronic com- -




OAHEN\HENO08147.xml - - L SLC.

fa—ry

R T R - YUY, B N VCR N

W N = O Y 0 3N AWV N O

5
~ munications eithér as such communications are
transmitted or as -such communications are
stored; or |
' “'(E) an officer, employee, or agent of an’
entity described in subparagraph (A), (B), (0), :

or (D).

“(5) ELEMENT OF THE INTELLIGENCE COMMU-
NITY.—The ‘term ‘e.leme'nt' of the intelligence com-
mur'ﬁfy’ means an element of the ~intelligénce com-
munity.speciﬁed n or“designated under'se"ction 3(4)

_of the National Security Act of 1947 (50 U S.C.
401a(4)). |
“SEC. 703. PROCEDURES FOR TARGETING CERTAIN PER-
SONS OUTSIDE THE UNITED STATES OTHER
THAN UNITED STATES PERSONS.

“(a) AUTHORIZATION.—NOt“ﬁthsﬁandmg any other
Iaw,rthe Attorney General and the Director of National .
Int'elligenée may authorize jointly, for periods of up to 1
year, the targeting of persons reasonably believed to be
located outs1de the United. States to aequlre foreign 1ntel-

- ligence mformatlon

“(b) LIMITATIONS —An acqu1s1t10n authorlzed under

subsection (a)—
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“(1) may not intentionally target any person
known at the time of acquisition to be located in the
United States;
| “(2) may not intentionally target a person rea-
sonably believed to be located outside the United
States if the purpose of s_.uc'h acquisition is to target

a particular, known person reasona,bly believed to be -

" in the United States, except in _Vagcordance with title

- Tor title OI;

“(3) may not intentionally target a United

States person reasonably believed to be located out-

" side the United States, except in accordance ‘with -

sections 704, 705, or 706;
“(4) shall not intentionally acquire any commu-

nication aé to which the sender and all intended re-

cipients are known at the time of the acquisition to

be located in'the.Uriited States; and
. “(5) shall be conducted in a manner consistent

with the fourth amendment to the Constitution of

 the United States.

. “(e) CONDUCT OF ACQUISITION.—An acquisition au-

22 thoriied under subsection (a) may be eonducted only in

23 accordance with—

¥
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“(1) a certification made by the Attorney Gen-
eral and thé Direqtor of National Intelligence pursu-
ant to subséction (f); and | "
4(2) the targeting and minimization procedures
required pursuant to subseétions. \(zd),and A(e). '
(d) TARGETING PROCEDURES — |

“1) REQUIEEMENT TO'ADOPT.—The Attorney |

General, in consultation with the Director of Na-

tional Intelligence, shall adopt targeting procedures' '

" that are reasonably designed to ensure that. any ac-

~_quisition authorized under subs_ection (a) is limited-

to targeting persons reasonably believed to be lo-
cated outside the United States and does not result
in tﬂe intentional acquisition of any communication
as to which the sender and all in_ter;ded reci:pients :
are known at the time of the acquisition to be; lo'-' '
eated in the United States.

| (2) JUDICIAL REVIEW.—The procedures re-
ferred to in-paragraph (1) shall be subject to judicial
revi'ewlpursildnt‘to subsection (h). | |
“(e) MIN]MIZATION PROCEDU,RES.—

~ “(1) REQUIREMENT TO ADOPT—The Attorney

1Genéi~al,, in consultation with the Director -of Na-

© tional Intelligence, éhall 'addpt, consistent with the
jrequireme,nts of section 101(h).or section 301(4),
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- minimization procedures for acquisitions authorized

under subsection (a).

“(2) JUDICIAL R;EViEW.———The minimization
procedures required by this ‘subsection shall be sub-
ject to jﬁdicial: review p.ursuént to subsection (h).

“(f) CERTIFICATION.—
| “1) In GEN’ERAL———

“(A) REQUIREMENT —SubJect to subpara—
graph (B), _prior to the initiation of an acquisi--
tion authorized under subsection (a), the Attor-

" ney General and the Director of Nétior'lallIntel-' A
ligenice shall provide, under. oath, a -writfen cgr-.
tification, as described in this subséctioh.

“(B) EXCEPTION.—If the Attorney Gen-
eral and the Director of National Intelligence
determine that immediate action by the Govérn~
‘ment is required and time does not permit the “
preparation of a -certification under this sub-
sectlon prior to the initiation of an acqmsmon
the Attorney General and the Director of Na- .
tional " Intelligence shall prepare ‘such  certifi- -
eatmn including such deterrmnaizlon as soon as
possible but in no event more than 168 hours

after such determination is made.
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“(2) REQUIREMENTS—A certification made

under this subsection shall—

“(A) attest that—
| “(i) there are reasonable procedures
in place for determining that the aequisi—
tion authorized undér subsection (a) is tar-
‘geted at persons reasonably believed to be
Iocated outside the United States and that

“such procedures have been approved by, or

will be submitted in not more than 5 days

for approval by, the Foreign Intelligence
Surveillance Court pursﬁant to subséction_
(h);

~ “(ii) there are reasonable pro_cedurés
in place for determining that -the acquisi-
tion authorized under subsection (a) does

not result in the intentional acquisition of

~ any communication as to which the sender

_ and all intended recipients - dre 'k.nown' at

“the time of the acquisition to be located in

‘the. United States, and that such proce-

- ~dures have been approved by, or will be |

. submitted in not more than 5 days for ap-

proval by, the Foreign ~Inte11igen¢e Surveil-

-lance Court pursuant to subsection (h);
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“(iii) ‘the procedurés referred to in
clauses (i) and (ii) are ‘leonsistent with the
requirements of the fourth amendment to

the Constitution of the United States and

" do not permit the intentibna_l targetihg of

any person who is known at the time of ae-
quisition to be located in the United States

or the intentional acquisition of any com- |
munication as to which the sender and all

intended i'ecipiénts are known at the time

 of acquisition to be locéted in the United

States; .
“(iv) a significant purpose of the ac-

quisition is to obtain foreign intelligence

" information;

“(v) the minimization procedures to

' be used with -respe,c_t' to such acquisitioh——' '

““(I) meet the definition of mini-
miéafion procedures tunder section.
101(h) or section 301(4); and |

' “(H) have Been approved by, or.
‘will_ be submitted in not more than 5

days for approval by, the Fdreign In-
B .ﬁell.igeﬁce'Surveiﬂance Court pursuant

to subsection (h);
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1 “(vi) the acquisition involves obtaining
2 the foreign intelligence information from or
3 with the assistance of an electronic com-
L4 munication service provider; and
5 “(vii) the acquisition does not con-
6 stitute electronic surveillance, as limited by
7 section: 701; and.
8 “(B) be supported, as appropriate, by. the.
9 affidavit of any appropriate official in the ‘area -
10 of national security who is—
11 | “(i) appointed by the President, by____w___
12 and with the consent of the Senate; or A ‘
13 “(i1) the head of | any -element of theA
14 intelligence community. -
15 "‘(3j LDOTATION.—A certiﬁcation made under
16 this subsection is not required to identify the specific -
17 facilities, ‘places, premises, or property at which ‘the
18 aequié’itioﬂ authorized under .subsection (a) will be
19 - directed or conducted.
20 “(4). SUBMISSION TO THE COURT.—The Attor-
21 . I}ey 'G‘qer'leral shall tr@nsmit a copy-Ao.f a certification
22 " made under this sﬁbsection, and: any supportihg'afﬁ'- ‘
23 .~ davit, under seal to the Foreign Inteﬂigenée Surveil- -
24 | lance Court as soon as possible, but in no event
- 25 more than 5 days after such_éertiﬁcation is made.
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Such certification shall -be maintained under éecurity

‘measures adoptéd by the Chief Justice of the United

States and the Attorney General, in consultation

- with the Director of National Intelligence.

“(5) REVIEW.——The certification r.equifed- by

- this subsection shall be subject to judicial review

pursuant to subséctio_n (h)..

“(g) DIRECTIVES AND JUDICIAL REVIEW OF DIREC-

TIVES.— -

“(1) AUTHORITY.—With respect to an acquisi-
tion authorized under subsection (), the Attorney
Géneral and the Director of ' Na‘ti_oxial' Intelligence
may direct, in writing, an electronic communication
service provider t(r;— |

' ‘;(A) immediately prdvide the Government
with all informatibn, facilities, or assistance
' necessary to accomplish the acquisifion in a
manner that will protect the secrecy, of the ac-
quisition and “produce ‘2 minimum of inter-
~ ference with ‘the services that such electronic
communication. service pfoﬁde‘r is providihg,to '

' the -tafget; and
“(B) maintain under secilrity prbcedu_fes
approved by the Attorxiey General and ‘the. Di-

rector of National Intelﬁgénce any records con-
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cerning the acquisition or the aid furnished that '

~such .electroriic communication service provider
wishes to maintain.

“2) COMPENSATION.—The Governmeﬁt shall

compensate, at the prevailing rate; an electronic

communication service provider for providing infor-

- mation, facilities, or assistance pursuant to para-

graph (1).
“(3) RELEASE FROM -LIABH;ITY.}—NotwrithQ

standing any'ot.her law, no cause of action shall lie

_In any court -against any electronic communication

sei-v_ice provide’f for providing any information, fgcili- .
ties, or assistance in accordance with a directive
issued pursuant to ﬁaragraph ). - _

“(4) CHALLENGING OF DIRECTIVES.—

“(A) ;AUTHORITYA TO CHALLENGE.—An
electronic - corpmunicati()n service provider re- ;
;céiving" a directive issued pursuant to f)aragfaph
( 1) may challenge 'ﬁhe direc’tive by filing a peti-
tion With,théiForéign Intelligence Sﬁweﬂaﬁce
Court, which shall have jur.isd-ict_ion to review

" “such a petition. | ‘ |
(B) 'ASSIGNMENT.-;The presiding judge
of the Court shall »assig'n- the petition.filed
.und_er subparagraph (A) to 1.of the judges serv-
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© ing in the pool established by section 103(e)(1)
- not later than 24 hours after the filing of the

petition. ‘

| “(C) STANDARDS FOR REVIEW.—A judge
considering a petition to modify or set as1de a
directive may grant such petition only if the
judge finds that the directive doeé not meet the
requirements of this section, or is otheljinrisé un-
lawful. |

“(D) PROCEDURES® FOR INITIAL RE- -

.V_IE'W.-—~A judge shall eonduct an initial review -
" not later than 5 days after being aésigned a pe-
~ -tition described in subparagraph (C). If the -

~ judge determines’ that the petition consists of

claims, defenses, or other legal eontentions that

are not warranted by existing law or by a non-

frivolous argument for extending, modifying, or

- reversing existing law or for establishing new

law, the judgé_shall immedjately' deny the peti-
tion and affirm the directive or any part of the

directive that is the subject of the petition and

| order the recipient to comply with the directive -

or any part of it. Upon making such a deter-
mination or promptly'thereaftexj, the judge shall

_ '~proﬁde a written statement for the record of
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the reasons for a determination under this sub-

. paragraph.

“(E) PROCEDURES FOR PLENARY RE-.

- VIEW.—If a judge determines that a petition’

described in subparagraph (C) requires plenary
review, the judge shall affirm, modify, or set

aside the directive that is the subject of that pe-

| tition not later than 30 days after being as-
. signed the ‘petition, unless the judge, by order

for reasons stated, extends that time as nec-

essary to comport with the due process clause -

of the fifth amendment to the Constitution of

.the. United States. Unless the judge sets aside -

the directive, the judge shall immediately affirm

or affirm with modifications the directive, and

order the recipient to comply with the directive

in its entirety or as modified. The judge shall

. provide a written statement for the records of

the reasons for a determination under this sub-

| paragraph.

"“(F") CONTINUED  EFFECT.—Any directive

'not explicitly modified or set aside under this
. .paragraph shall remain in full é_ffect. | '

“(G) CONTEMPT OF COURT.—Failure to

- obey an order of the Court issued under this :
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paragraph may be punished by the Court as

“contempt of eourt:

“(5) _ENFORdEMENT OF DIRECTIVES.—

"‘(A) ORDER TO COMPEL.—Ih the case of
a failure to comply with a directive issued pﬁr—
suant to paragraph (1), the Attorney General
may file a petition for an order to éo.rf;pel com-
pliance with the directive with the Foreign In-
telligence _Surveillan_ge Courﬁ, Whiéh shall have

~ jurisdiction to review such a petition.

- ¥(B) .ASSIGNMEN;I‘.wThe presiding judge

of the Coﬁrt.shall‘,as'sign a petition filed under
, subpafagraph (A) to 1 of the judges serving in

the pool established by section 103(e)(1) not
later than 24 hours after the filing of the peti-

. tion.

“(C) STANDARDS FOR REVIEW.—A judge
considering a petition filed under subparagraph
(A) shall issue an order requiring the electronic

communication seérvice provider to comply with

the directive or any part of it, as issued or as

modified, if the judge finds that the directive

meets the 'requirerﬁents of this -sectiori, and is .

. otherwise lawful.
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‘(D) PROCEDURES FOR REVIEW.—The
judge shall render a determinaﬁion not later

than 30 days after being assigned a petition

filed under subparagraph (A), unless the judge,
by order for reasons stated, extends that time

~1f necessary to comport with the due process

clause of the fifth amendment to the Constita-
tion of the United States. The judge shall pro-

_vide a written statement for the record of the .

reasons .for a determination under this para-

graph. e
o “(E) CONTEMPT OF 'CoﬁRT,——Failufe to
obey an order of the Court issued under this
par,agr_aph may be puniSfmd by the Court as
contemi)t of court. - |
“(F) PROCESS.———Aﬁy process under this
paragraph may bé'served' in any judicial district
in which the electronic coﬁlmunication service
provider may be found. |
“(6) APPEAL.—

“(A) APPEAL TO THE -COURT OF RE-

- viEW.—The Government or an electronic com-

munication service provider receiving a directive

- is:.sued‘ pursuant',_ito paragraph (1) may file a pe--

tition with the Foreign Intelligence Surveillance
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Court of Review for review of the Adeci’sion}

issued pursuant to paragraph (4) or (5). The
Court of Review shall have jurisdiction‘ to con-

sider such a petition and shall provide a written

statement for the record of the reasons for a

. decision under this paragraph.

“(B) CERTIORARI TO THE . SUPREME

COURT.—The Government or an electronic com-

. munication service provider receiving a directive -

issued pursuant to paragraph (1) nia;y.'ﬁle a pe-'

tition for a writ of certiorari for review of the

' décisioh of the Court of Review issued under

' subparé.graph (A)._ The record for such review

shall be transmitted under seal to the Supfeme

Clourt of the United States, which shall have ju-

rigdiction to review such decision.

“(h) JUDICIAL REVIEW OF CERTIFICATIONS AND

18’,”PR60EDU1}ES.—_—

19
20

21

© 22
-23
24

(1) IN GENERAL.—

“(A) REVIEW BY THE .FOREIGN INTEL-

LIGENCE SURVEILLANCE COURT.—The Foreign

Int'elligénce Surveillance Court’ shall have juris-

diction . to review any certification required by

subsegtio_ri (e) and the ‘targetirlg"and_' Ininimiza-
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tion procedures adopted pursuant to subsections
'(d) and (e).
“(B) SUBMISSION TO THE COURT.—-Thé
* Attorney General shall submit to the Court a,ny:-
such cefﬁfiéation or proce'dure, or améndment
thereto, not later than 5 days after making or
amending the certification or adopting or
"amen_ding the procedures. .
“(2) CERTIFICATIONS.—The Court shall review

a 'cértiﬁcation provided linder subseetion (f) to deter-

mine whether the certification contains all the re-

quired elements.

“(3) TARGETING PROCEDURES.—The Court

shall review the targeting procedures required by .

~ subsection (d) to assés_swhether the proeedurés are

reasonably designed to ensure that the aecquisition

authorized under subsection (a) is limited to the tar-

" geting of persons reasonably believed to be located -

outside the United States and does not result in the

intentional - acquisition of any commminication as to

which the sénder and all intended recipients are

known at the time of the ‘aequisition to be located
in the United States. |
- “(4) MINDBZATION PROCEDURES.—The Court

‘shall review the minimization procedures requix‘éd by
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subsection (e) to assess whether such procedures
meet the definition of minimization procedures

under section 101(h) or section 301(4). .

“(5) ORDERS.— _ .

_ “(A) APPROVAL.—fIf the Court ﬁndé that
a certiﬁ_catidn required -by sﬁbsection ®) c_oh—
tains all of the required eléfnents and that the

targeting and minimization procedures required

‘by subsections (d) and (e) arécons';st:ent With: '
the reﬁuirements of t'hose.mbsect.ions and.with. |
the fourth amendment to the Constitution of
" the United States, the Court shall enter an

ordér approving the continued use of the"proce-
dures for the acqﬁisitipn aufhofized under sub-
section (a). _ '
“(B) CORRECTION OF DEFICIENCIES.—'If '
the Court fmdsi that a certification required by
subsection (f) does not éon_t_ain' all of the re-

qm'r:'ed elements, or that the’ procedﬁres re-

‘quired by subsections (d) and (e) are not con-

. sistent. with the requirements of those sub-

sections or the fourth amendment to the »Con- o

- stitution of the United States; the Court shall

issue an order .dirécting the Government to, at




OAHENHEN08147 xm! . o ' SLC.

ik -

- I T - NV T T

N R WD - S v ® Qe RrRB RS

21

the Government’s eleétion. and to the extent re-

- quired by the Court’s order—

- “(i) correct any deficiency identified
by the Court’s order not later than 30 days
after the date th_e Court issues the ordef;
or. |

“(ii) cease the acquisition . authorized
under subsection (a). ' |
" “(C) REQUIREMENT FOR WRITTEN STATE-

MENT.—In support of its orders under this sub-

_' section, the Court, shall provide, simultaneou'slyv

with the orders, for the record a Written sta.te—
ment of its reasons.
“(6) APPEAL—

‘ “(A) APPEAL, TO THE COURT OF RE-

VIEW.—The Government may appeal any order

“under Ath.is section to the 'Foreign Intelligence

Surveﬂianée Court of Review, which shall have -

jurisdiction to review such order. For any deci-

‘sion affirming, reversing, or modifying an order

of fhe Foreign Intélligencef Surveillance .'Cburt,,
the Court of Review shall provide for the record

.-a written statement of its reasons.

“(B)- CONTINUATION . OF ACQUISITION °

PENDING"‘REHEARJNG OR APPEAL.—Any aecqui-
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~sitions affected by an order under paragraph |

(5)(B) may continue—
“(i) during the pendency of any re-
o hearing of the order by the Court en bane;

and

“(1) if the Government appeals an .
order under this section, until the Court of

Review enters an order under subpara- -

graph (C).
“(C) IMPLEMENTATION PENDING AP-

PEAL.—Not later than 60 days after the filing

of an appeal of an order under .paragraph

(5)(B). directing the correction of a deficiency,

the Court of Review shall determine, and enter

~..a corresponding order regarding, whether all or
any pé,rt of the correction order, as issued or

" modified, shall be implemented during the pend-

ency of the appeal.

“(D) CERTIORARI TO THE SUPREME

COURT—The Government may file a petition .

for a writ of certiorari for review of a decision

pf the Court of Review issued under subpara-

graph (A). The record for such-review shall be
transmjtted under seal to.the Supreme Court of
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the United States, which shall have jurisdiction
to review such decision.

“(i) EXPEDITED JUDICIAL PROCEEDINGS.—dJudicial

proceedings under this section shall be conducted as expe-

ditiously as possible.

“(j) MAINTENANCE AND SECURITY OF RECORDS AND

PROCEEDINGS —

“(1) STANDARDS —A record of a proceeding

under this section, including petitions filed, orders

~granted, and statements of reasons ‘for decision,

shall be maintained under security measures. ad-'opted
by the Chief Justice of the United States, in con-
sultation with the Attorney General'and the Director

of National Intelligence.

“(2) FILING .AND REVIEW.—AIl pétitions under
this section shall be filed undér seal. In any pro-'.'
ceedings under this section, the court shall, upon‘ re-
quest of the Government, review ex péi-te and in

camera any Government submlssmn or portlons of

' a submlssmn which may mclude classified. informa-

tion.
“(3) RETENTION OF RECORDS —A directive
made or an order granted under thls section shall be

retamed for'a perlod of not less than 10 years from
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the date on which such directive or such order is

‘made.

“(k) ASSESSMENTS AND REVIEWS. —

“(1) SEMANNﬁAL ASSESSMENT.—Not less fre- -
quently .than once every 6 months, the Attorney
General and Directo'r of National Intelligence shall
assess cémpliance with the tafgeting and minimiza-
fion procedures fequired by subsections (e) and (f)
and shall subﬁit each such. assessment to—

'.“(A) the Foreigi; Iﬁtellige_nce Surveillance
“(B) the congressional 4in£el]ig‘en'ce commit-
tees. |
| “(2) AGENCY ASSESSMElNT.—The Inspectors
General of the Department of Justice and of any
élement_, of the intelligence community authorized to
acquire foreign inté]ligeﬁce information under sﬁbi
section (a) with i‘esiaect to. their department, agency,
or element— | o
. “(A) are authorized tb' review. the compli-
:ance with the targeting and minimization proce-
- dures required by su’i)sections (d) and (é);'
/“(B) with respect to acquisitions anthor-
ized under subsection (a)",_ shall réview the num-

‘ber of diss_eminated' intelligence' reports con-
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taining a reference to a United States person |
2 identity and the number of United States per-
3 son identities subsequently disseminated By the

4 - element concerned in response to requests for

5 identiﬁes that were not’ referfed to by néme or
6 title in the original'reportiﬁg;

‘7 “(C) with respect to acQuisitibns .author- '

8 | ized under subsection; (a), shall review the num-

9 - ber of targets that were later determmed to be
10 | -, located in the United States and to the extent
11 possible, whether their commumcatlons werere-
12 viewed; and
13 “(D) shall provide each such review to—

:14 “(1) the Attorney General; |

15 “(ii)- the Dlrector of ‘National Intel- -

16 hgence and '

17 | “(111) thev congressional | 'intelligence

18 committees. .

19 “(3) ANNUAL REVIEW.—

20 B “(A) REQUIREMENT TO CONDUCT.—The

21 - head of an element of the 1ntelhgence commu-

22 - nity conductmg an -aequisition- authorlzed under

23 - subsection (a) shall direct the element to con-
duct an annual review to determine - whether’

25 : there: is reason - to believe that foreign intel-
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ligence information has been or will be obtained
from the acquisition. The annual review shall
provide, with respeet to such acQuisitions: au-

‘thorized under subsection (a)—

“1) an accounting of the number of

disseminated intelligence reports -con-

. taining a reference to a United States per-

son identity;

“(ii) an accounting of the number of
United States person identities subse-
quently disseminated by that, clement in re-
sponse to requests for identities that were
not vréfen'"ed to by name or title in the
original reporting;

“(iil) the number of targets that were

later determined to be located in the

.- United States and, to the exl:ént possible, .

‘whether their communications were re-

viewed; and
“v) a descfiption of any procedures

deyeléped by the head of an element of the -

" intelligence community and approved by

the Director of National Intelligence to as-

. Sess,-in a manner consistent with national

security, operational requirements and the ._
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27 |
privacy interests of United States pérsOns, :
the extent to which the acquisitions au-

' tho,rized_hnder subsection (a) acquire the
cémmunications of United States persons,
as well as the results of any suéh assess-

' ment. | - |

“(B) USE OF REVIEW.—The head of each

element of the intelligence' community that con-

ducts an annual review under subp;aragraph (A)' ‘

shall use each such review to evaluate the ade-

~ quacy of the minimization procedures utilized

by such element or the application of the mini-
mizatidn procedures to a pari':icular‘ acquisition
authorized under subsectiori (a).

- “(C) PROVISION OF REVIEW.—The head of

each element of the intelligence community that

‘conducts an annual revievs) under subparagraph

* (A) shall provide such review to— .

“(i) the Foreign Intelligence Surveil-
. lance Court; ‘ ‘
“(i1) the Attorney Geheral;
“_(i_ii) the Director of National Intel-
- ligence; and o
“(iv) the .pongressi'onal intellig_enée.

committees,
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“SEC. 704. CERTAIN 'ACQUISITIONS INSIDE THE UNITED

STATES OF. UNITED STATES PERSONS OUT-
SIDE THE UNITED STATES.

"‘(a) JURISDICTION OF THE FOREIGN INTELLIGENCE

SURVEILLANCE COURT.—

(1) IN GENERAL—The Foreign Intelligence
Survei]lance Court shall have jurisdiction to enter an
order approving the >ta'r_:geting of a United States

person reasonably believed to.b_e located outside the .

| United States to acquire foreign intelligenée infor- -

matlon if such acquisition constltutes electronic sur-

veillance (as defined in section 101(f) regardless of.
the limitation of seetlon 701) or the acqmsmon of
stored electronic communications or stored electronic
data that reciﬁires an order trnder this Act,-and such
acquisition is eonducted within the United States. |
“(2) LivrraTioN.—In the event that a United

States person targeted under this subsection is rea- °

 sonably believed to be located in the United- States

during the pendency of an order issued pursuant to

 subsection (e), such.‘acquisition shall ceasé until au-.

thority, other than under this section, is obtained

. pursuant to this Act or the targeted United States
© person is again reasonably believed to be located out-

" side the United States during the pendency of an

order 1ssued pursuant to subsectlon (e).
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“(b) APPLICATION.— -

“(1) IN GENERAL. —-Each apphcatlon for an

, order under this section shall be made by a Federal

officer in wrltmg upon oath or affirmation to a -

. judge having jurisdiction under subsection (a)(1).

Each application shall require the. approval of the
Attorney General baséd upon the Attorney General’s
finding that it satisfies the criteria and requirements

of such appﬁcatioﬁ, as set forth in th.'is' section, and

" shall include—

“(A) the identity of the Federal officer
making the application; .

“(B) the identity, if kno&n, or.a descrip;
tion of the United States person who is the tar-
get of the.acquisition; |

“(C) a statement of the facts and cir-

'cumstances relied upon to Justlfy the apph- |
 cant’s belief that the United States person who
is the target of the acquisition is—
“@) a pérson reaéoﬁably believed to be
located outside the United States; and
“(il) a foreign power, an agent of a l'
foreign power, or an'ofﬁqer or employee of-

a foreign power;
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30 | |

“(D) a statement of the proposed' mini-
mization procedures consistent with the requu'e-

ments of section 101(h) or section 301(4)
| “(E) a descrxptlon of the nature of the in- _
formatioﬁ sought_and the type of.communica- |
tions or activities to be subjected to acqﬁiSitibn;
' “.(F)' a certification made by the Attorney

General or an official -specified in section

-104(3)(6) that——

“(i) the certifying official deems the
information sought to be foreign ihtei—
~ ligence informati(')n; ' .

“(ii) a significant purpose of the ac-
- quisition is .to obtain foreign intelligence, N
informatiori-

“(iii) such 1nformat10n eannot reason-
'ably be obtained by normal mvestlgatwe
techmques, . . _

“(iv) designates the type of foreign in- "
telligence informaﬁon being sought accord-
ing to the categories -described in séction_

'101(e); and

“(v) includes a statement of the basis . -

for the certification that—
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“(I). the information sought is
the type of foreign intelligence infor-
" mation desi‘gna’ced; and
“II) Suéh information cannot
reasonably be obtained by normal in-
" vestigative technhjues'; ‘ |
“3) a summary statement ‘of the means
bjr ‘which the acquisition will be co.nductéd and
whether physical‘_ entry is required to effect the

acquisition; -

“(H) the identity of any electronic commu-

nication service provider necessary to effect the

‘acqﬁiéitioh, provided, hoWever, that the applica- .

tion is not required to identify the specific fa-
cihtieé, places, premises, or .properlty. at which
the acquisition authorized under this seqtion
will be directed or conducted;

.“(I) a statement of the facts concerning
any previous applications that have been. made

to any judge of the Foreign Intelligence Surveil-

lance Court involving the United States person .

specified in the application and the action taken '
on each previous application; and

»“(J_)" a statement of the period of time for -

which the acquisition is requifed to be main-
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tained, provided that such period of time shall
not exceed 90 days-pef appﬁcation. : | »
“(2) OTHER REQUIREMENTS' OF THE ATTOR- |

NEY GENERAL.—The Attorney General may require

" any other affidavit or certification from any other

officer in connection with the application.

. “(3) OTHER REQUIREMENTS OF THE JUbGE.,-—
The judge may require the applicant to fux;nish_sueh.
other information as may be necessary fo make the
findings required by subseetion (¢)(1). |

“(c) ORDER.—

“(1) FInDINGS.—Upon an - application made

pursuant to subsection (b), the Foreign Intelligence

Sutveillance Court shall enter an ex parte order as

requésted or as modified ép’proving the acquisition if

. the C_our_t finds that—

“(A) the application has been made by a

Federal officer and approved by the Attofn‘ey - |

General; ‘ |
“(B) on the basis of the facts submitted by.
the '_étpplicant, for the United Statgs person vc;ho _
- is. the target of the acquisition, there 1s prob-
able cause to béiieve that the target is—
“() a‘pefson reasonably beh'éved'- td be

- located outside the United States; and
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33 ‘
- “(ii) a foreign power, an agent of a
foreign power,' or an officer -or employee of
“a foreign pbwer.; '
“(C) the proposed minimization procedures
- meet the definition of minimiz,étion procédures
under sectioﬁ 101(h) or section 301(4); and
- “(D) the application which has beén filed
contains all statements . and cértiﬁcaﬁons re-
quired by subsection (b) aﬁd the certiﬁcaﬁon or
certifications afe not clearly erroneous on the
basis of the stétement made under subsection
(®)(1)(E)(¥) ‘and. any other information fur-
nis_hed under subsection (b)(3).
“(2) PROBABLE CAUSE.—In _detérmiﬁing

Whej;her or not probable cause exists for purposes of

. an order under paragraph (1), a judge having juris--

diction under subsection (a)(1l) may. considér pasf

activities of the target, as well as facts and cir-

‘ cu’mstarices relating to current or future aectivities of

the target. However, no United States peréon may
be considered a foreign power, agent of a foreign
power, ‘or officer or employee of a_ foreign péwer

solely upon the basis of activities protected.by the,"

- first amendment to the Constitution of the United .

States.
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“(3) ReEVvIEW.— '
“(A) LIMITATION ON REVIEW. —Rev1ew by

a Judge having Jurisdiction under subseetlon

(a)(l) shall be limited to that required to make

the findings described in paragraph (1).

“(B) REVIEW OF PROBABLE CAUSE.—If

the judge determines that the- facts submitted .

under subsection (b)-are insufficient .to estab-
lish probable cause to issue an order under

paragraph (1), the judge shall enter an order so

- stating and provide a written statement for the

record of the reasons for such determination.
The Government may appeal an order under
this clause pursuant to subsection (f). o
G REVIEW OF MINIMIZATIONA.PROCE-
DURES.—If the judge 'deterﬁxines that the pro-

posed minimization procedures required under

" .-para,g'raph (1)(C) do not meet the definition of

minimization procedures under section 101(h)
or section 301(4), the judge shall enter &Ill'
6rder. $0- stéting and provide a written state-
ment for. the record of the reasons for such de-. :
termmatlon The Government may appeal an

order under this clause pursuant to subsectlon

().
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“(D) REVIEW OF CERTIFICATION.—If the

‘Jjudge determines that an application required

by subsection (2) does not contain all of the re-

quired elements, or that the certification or cer-

tifications are clearly erroneous on the basis of

the statement made under subseetion

(b)(1)(F)(v) and any other information fur-

nished under subsection (b)(3), the judge shall

enter an order so stating and provide. a written

"statement for the record of the reasons for such

determination. The _G_bvérnment ‘may appeal an
order under this clause pursuant to subéection
).

“(4) SPECIFICATIONS.—An order approving an

acquisition under this sabsection shall specify—

“(A) the identity, if known, or a descrip-
tion of fhé United States -’pei-s‘on who is the tar-
get of the acquisition identified or described in
the application plirsﬁant t<.).‘ subsection
(b)(1(B); S

“B) if prpﬁdéd in the applica,.tion . pﬁrsu- |
ant to sﬁbs'ection (b)(1)(H), thé -hafure and lo-

" cation of each of the facilities or places at

which the acquisition will be directed;
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36 S
“(C) the nature of the information sought
to be 'acqﬁired and the type of communications
or activities to be 4subjected to aequisition; |

“(D) the méans by which the acquisitidn

will be conducted and whether phyéical' entry is
' required to effect the acquisition; and |
“(E) the period of time during which the _
‘acquisition is dpproved.
: “(5) DIRECTIONS.—An order ‘approving acquisi-
tions under this subsection shall dilrect—

“(A) that the minimization procedures be

followed;

“(B) an electronic’ communication service -

provider to provide to the'Government forthwith
all information, facilities, .or ‘assistance nec-

essary to accomplish the acquisition authorized

" under this subsection in a manner that will pro-

tect the se‘crecy of the acquisition and produce

a minimum of  interference with the services
that such electronic communication service pro-
vider 1s providing to the target;

- “(C) -an’ electronic communication service

provider to ﬁiaintain under security procédures ) '
approved by the Attorney General any records

~ concerning the acquisition or the -aid furnished

O S UV ————
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that such electronic communication service pro-
vider wishes to maintain; and |
“(D) that the Goverhment compensate, at
. the prevailihg rate, such electronic communica-
tion- service providef for providing such infor-
mation, facilities, or assistance. o

“(6) DURATION.—An order approved under this

. paragraph shall be effective for a period not to ex-

ceed 90 days and such order may be renewed fdr ad-
ditional 90-day periods upon submission of renewal
applications meeting the requirements of subsection
(b). |

“(7) COMPLIANCE.—A% or pﬁor to the end of

.

the period of time for which an acquisition is ap-

proved by an order or. extension under this section,

_ the judge may assess compliance with the miniriza-

- tion procedures by reviewing the -circumstances

under which information concerning United States..

- persons was acquired, retained, or disseminated.

““(d) EMERGENCY AUTHORIZATION.—

“(1) AUTHORITY FOR EMERGENCY AUTHORIZA-
TION.—NotWithétanding ;'my- _other provigioﬁ of this'
Act, 1f t‘hq Attorney Genéral reasonably determines |
that— | o
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“(A) an emérgency situation exists with re-
spect to the aequisition of foreign intelligence
information for which an order may be obtained
under subsection (cj befdre an order- author-
izing such aéquisition can with due diligénce be
obtained; and |

“(B) the factual basis for issuance of an
-or&er under this subsection to approve such ac-.
quisition exists, |

the Attorney General may authorize the emergency

_ aequisition if a judge haﬁng jurisdiction under sub-

section (a)(1) is informed by the Attorney General,

. or a designee of ﬁhe'Attorney General, at the time

~ of such. authorization that the decision has been =

made to conduct such acquisition and if an applica-

- tion in accordance with this subsection is made to-a

judge of the Foreign Intelligence Surveillance Court

. as soon as practicable, but not more than 168 hours -

~after the Attorney General authorizes .such’ acquisi-

tion. _ o ' _
“(2) MINIMIZATION PROCEDURES.—If the At-

torney Greneral authorizes such emergency acquisi-

" tion, the Attorney General shall require that the

minimization procedures required by this subsection

 for the issuance of a judicial order be followed.
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“(3) TERMINATION OF EMERGENCY AUTHOR-
IZATION.—In the absence of a jﬁdiciai order approv-
ing such acquisition, .the acquisition shall terminate
when the informaﬁon sought is obtained when the
apphcatlon for the order is denied, or after the expi-

ration of 168 hours from the time of authorlzatlon _

by the Attorney General, whichever is earliest.

“(4) USE OF INFORMATION.—In the event that
such épplication for approval is derﬁed,- or in any
other’ case where “the acqujéition 1S -ternriinated and
no order is issued approving the a_équisition, n(.).'in-
formation obtained or evidence derived from such ac-
quisition, except under ciréumétances in which the

target of the acquisition is determined not to be a

. United' States person during the pendency of the

168-hour emérgency aequisition period, shall be re-
ceived in evidence or otherwise disclosed in any trial, ‘
hearing, or other proéeeding in or before any court,.
grand jur&, department, office, agency, regulatory
body, legislative committee, or other authority of the
United States, a State, or political subdivision there-
of, and no information concerning any United Stat_es‘

person acquired from such acquisition shall subse-

- quently be used or disclosed in any other manner by

'Federal officers or employees without the consent of
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such person, except with} the approval of the Att'oiu |
ney General if the inforrhation indicates a threat of
death or serious bodily harm to any person.
“(e) RELEASE FrROM LIABILITY.-—NOfWi"chstanding
any other law, no cause of action shall lie in any court

against any electronic communication service provider for

"providing any information, facilities, or assistance in ac-

cordance with an order or request for erﬁérgehcy assist-
ance issued pursuant to subsections (c¢) or (d).
“(f) APPEAL— | |
“(15 APPEAL TO THE FOR.EIGNINTELLIGENCE
SURVEILLANCE COURT OF REVIEW.;—The Govern-
~ ment méy file an appeal with the Foréign Intel-
ligence Surveillance Court of Review for review 6f an
~order issued pursuant to subséction (c). The -Court
of Review shall have jurisdiction to consider such ap-
peal -and s-héll providg a written statement for the
" record of the reasons for a decision under this para-
- graph. | |
“(2) CERTIORARI TO THE SUPREME COURT.—
The Government may file a petition for a writ ‘of
certiofafi for review of the decision of the Court of-
| Réview _issued under para.gr:':xph.(l). The' record for

such review shall be transmitted under .seal to the
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Supxjeme Court. of the United States, which shall

‘have jurisdiction to review such decision.

“SEC. 705. OTHER ACQUISITIONS TARGETING UNITED

STATES PERSONS OUTSIDE THE UNITED
STATES. '
“(a) JURISDICTION AND SCOPE.—

“1) J URISDI'CTION.@The: Foreign Intelligence

‘Surveillance Court shiall have jurisdiction to enter an A

order pursuant to subsection (c).

“(2),' ‘SCOPE.——-‘-N-O elemer_lt. of the inte_;llig_e‘née
community may intentionally target, for the purpose
of acquiring foreign intelﬁgeﬁce information, a

United States pefson reasonably believed to- be lo-

cated outside the United States under circumstances

in which the targeted United States persbn ‘has a

‘reasonable expectation of privacy and a warrant

would be required if the 'acquiéition were conducted

inside the United States for law enforcement _pur-

“poses, unless a judge of the ‘Foreign .Int_el_ligence

Surveillaﬁce Court "has entered an order or the At-

~ torney General has authorized an emergency acquisi- = -

, tion pursuant to .-subseetions (e) or (d) or any other

provision of this Act.

“(3) LIMITATIONS.—-# '
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“(A) MOVING . OR. MISIDENTIFIED TAR-
GETS—In the event that the targeted United
Stétes person is reé,édnably believed to be in' the |
United Stafes during the pendency _of an order
‘issued pursuant té subsection (c), such acqﬁisi;
tion shall cease until aiuthority.is obtained pur- -
| suant to this Act or the targeted United States
person 'is_ égain reasonably believéd to be lo-

- cated outside the ﬂrﬁtgd States duriﬁg' the

. pendency of an order issued pursuanf to sub-
section (¢). ©

- “(B) APPLICA;BII;ITY;—%If the acquisiﬁon is |

to be conducted inside the United States and

could be aﬁthorized under section 704, the pﬁo‘-

~ cedures of section 704 shall apply, unless an

order or emergency aecquisition authority has

- been. obtained under a provision of- this Aet

 Gther than under this séction. 4

.-“(b)' APPLICATION.—Each a,p'plic'a'tidn for an order

) under this section shall be made by a Federal officer in

- writing ﬁpon oath or affirmation to a judge having juris--

diction under sﬁbse'ction (a)(1). Each application shall re-

quir.é the approval of the Attorney General based upon the ‘

Attorney General’s finding that it satisfies the criteria and -
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1 requirements of such- applicati_on as set forth in this see-

" 2 tion and shall include—

3
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“(1) the identity, if known,. or a description of

‘the specific United States person who is the target

of the éequisitio,n;

“(2) a statement of the facts 'and circumstances
relied wpon to justify the applicant’s belief that the
United States person Who is the target. of the acqui-

sition is—

~ “(A) a person reasonably believed to be ,10;

* cated outside the United States; and

“(B) a foreign power, an agent of a foreig'n
power, or an officer or employee of a foreign

“power; | | '

-¢(3) a, statement of the proposed miriinﬁ,zation_
procedures consistent with the requirements of sec-
tion 101(h) or section 301(4); |

' “(4) a certification méde by the'.Attorney Gen-

eral, an official specified in section 104(a)(6), or the

~head of an element of the intelligence community

“(A) the certifying official deems the 'ui_for—
mation sought to be foreign intél]igence infor-

mation; and
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“(B) a significant purpose of the 'acquiSi-
tion is to obtain foreign intelligence informa-.
tion; | | |
“(5) a statement of .t.he_ faqu' concerning any
previous applications that have been made to any

Judge of the Foreign Intelligence Surveillance Court

" involving the United States person specified. in the

| application” and the action taken on each' previous

application; and
“(6) a statement of the period of time for which
the agqﬁ_igi_.pi_gg_ is required to be maintained,. pro-
vided. that such period of time shall ﬁot excéed'90
days per application.
“(c) ORDER.— A
| “(1) FINDINGS.—-If-, upon an application made

pﬁrsudnt to subsection (b) a judge héving- jurisdie-

. tion under subsectlon (a) ﬁnds that—

“(A) on the basis of the facts submitted by
the appllcant? for the United States person whq
is the target of the acquisition; there is prob-.
able cause to believe that thg target is—

“@i) a person'reasonabl'y believed to be

-l_'ocated,oufsidé the United States; and |
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(i) a .foreignb power, an agent of 4
foreign_power, or an officer or employee of .
a foreigri powér;
© “(B) -the proposed minimization proece-
dures, Wifh 'respect‘to their. dissemination provi-
sions, meet the definition of minimization pro-
¢edures under section 101(h) ér section 301(4);
and o
. . “(C) the application which has been filed
confains all statements and certiﬁeétibﬁs_ re-
quired by subsection _(b) and the certification
provided under subsection: (b)(4) 1s not. clearly
erroneous on the basis of the information fur-
nished under subsection (b),
the Court shall issue an ex parte order so stating:

 “(2) PROBABLE CAUSE.—In  determining

~ whether or not probable cause exists for purposes of .

an order under paragraph (1)(A), a judge having ju-
risdiction under subseétion (a)(1) fnay cqﬁsider past
activities of -the target, as well as facts: and ecir-
cumtances relating to current or future activities of

the target. However, no United States person may

be considered a foreign power, agent of a foreign .

power, or officer or' employee of a foreign power

solely upon the basis of activities protected by the
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first amendment to the Cdnstitution of the United
States.

“(3) REVIEW.—
“(A) LIMITATIONS ON REVIEW———ReVleW '
by a judge having: Jurlsdlctlon under subsectlon

(a)(1) shall be limited- to that requlred ~tQ make

| A the findings - described in paragraph (1). The

_Judge shall not have jurisdiction to review the

meaﬁs by ‘which aﬁ,a‘cquisi,tioh under this see-
tion may be conducted o

“(B) REVIEW OF PROBABLE CAUSE. —If
the judge determmes that the facts submitted
under subsectlon (b) are insufficient to estab-
lish probabie éausé_ to issue an order under this
subsectioﬁ, the judge shall enter an order so
sfating and provide a written stateme’nt‘fbr the
reéord of the reasons for vsuch' determination.
The Govemment may appeal an order under
this clause .pursuant‘ tb subsection (e).

“(C) REVIEW OF NUNMZAleN PROCE-

DURES.—If the judge determines that the mini-

" mization procedures applicable to dissemination
- of infprmatidn obtained through an acquisition

under this sﬁbsectiqn do not meet the definition

of minimization procedures under section
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47 o
101(h) or section 301(4), the judge shall enter
an order so stating and proﬁde a written state-
-ment for the record of the reasons for such de-
termination. The Government may appeal an
. order under this clauSe' pursuant to subsection
(e).. |
“(D) SCOPE OF REVIEW OF CERTIFL-
CATION.—If the jﬁd_ge detenhines that the cer-
tification provided tnder subsection (b)(4) is
ciearly erroneous on the basis _of the informa-
 tion furnished under subsection (b), the judge
shall enter an order so stating and provide a
written statement for the record of the reasons
for such determination.. The Government may
appeal an order under this _clauée pursuant to
_subéection (e).

“(4) DURATION.—An order under thls para-

o graph shall be effectlve for a pemod not to exeeed 90

days and such order may be renewed for additional .
90-day periods upon ‘submission of renewal .applica-
tions meeting the requirements of subsection (b).

“(9) COMPLIANCE.—A't'Qr prior. to the end of

‘the period of time for which an order or' extension

is granted under this section, the judge méy' assess

-compliance with the minimization procedures by re-
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viewing the circumstances under which information
concerning United States persons was disseminated,
provided that the judge may n’bt inquire into the»cir;
cumstances relating to the conduet of the acquisi-
tion. | | |
“(d) EMERGENCY AUTHORIZATION —

| “(1) AUTHORITY FOR EMERGENCY AUTHORIZA .

TION. —Not\mthstandmg any other promsmn in this

'subsectlon if the Attorney General reasonably deter-

V mines that——

“(A) ‘an emergency sﬂ:uatlon exnsts VVlth re-

spect to the acquisition of foreign intelligence

information for which an order may be obtained
. _ﬁnder subsection (c) Ab'efore aﬁ order unaer that
'subseetion may, with due dﬂi_genc‘e,‘ be obtained;
cand
“(B) thé ‘factual_ basis fof issuance of -an
order under this section exisi:s, |
the Attorney General may authorize the emergency

acquisition if a judge having jurisdiction under sub-

- section (a)(1) is informed by the Attorney General

or a designe'e of the Attoi'ney Geﬁeral at the time of

such authonzatlon that the de(:lslon has been made

“to conduct’ such aCQIIISIthIl and 1f an apphcatmn in

. accordance with this subsectlon_ 18 made'to a Judge
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of the Foreign Intelligence Surveillance Court as
soon as practicable, but n(_)i; more than 168 hours .

after the Attorney General authorizes such acquisi-

- “(2) MINIMIZATION ,PRQCEDURES:—If the At-

- torniey General authorizes such emergency - acquisi-

tion, the Attorney General shall require that the.
minimization» procedures required by thfs subsection
be followed. |

“(3) TERMINATION OF EMERGENCY AUTHOR-

IZATION.—In the absence of an order under sub- -

section- (c), ‘the acquisition shall terminate when the
' information sought is obtained, if the application for

. the order is denied, or after the expiration of 168

hours from the time of authomzatlon by the Attor-
ney General whichever is earhest

“(4) USE OF INFORMATION —1In the event that-

_such application is denied, -or in ‘any other case

‘where the acquisition is ‘terminated and no order is

issued approving the acquisition, no information ob-

tained or evidence derived from such acquisition, ex-

_ cept under circumstances in which the target of the 4

acquisition is determined not to be a United States

persoh during the pendency of_t-he 168-hour emer-

- gency acquisition period, shall be received in evi-
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dence or otherwise disclosed in any trial, hearing, or

other proceeding in or before any court, grand jury,
department, office, agenéy, regulétory body, 'legvisla-'
tive committee, or other authority of the United
States, a State, or politiéal su«bdiﬁsion‘ thereof, and
no information concerning any United States person’ -

acquired from such aequisition shall subsequentl& be -

used or disclosed_ih any other manner by Federal of-

ficers or employees without the consent of suc_h per-
. son, except with the épproval*of the Attorney Gen-

- eral if the information indicates a threat of death or -

serious bodily harm to any persoﬁ.

“(e) APPEAL—

“(1) APPEAL TO THE COURT OF REVIEW.—The

. Government ma,y file an appeal with the Foreign In-

telhgence Surveillance Court of Review for review of -
an order 1ssued pursuant to subsection (c). The

Court of Review shall have jurisdiction to cons1der

such appeal and shall provide .a written statement
‘for the record of the reasons for a decision under

‘this paragraph.

“(2) CERTIORARI TO THE SUPREME COURT.—

: The Government may file a petition. for a writ of -

certiorari for review of the decision of the Court of-

"Reviei;v issued under paragraph ‘(1)_. The record. for
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such review shall be'. transmitted under seal to the
Supreme Court of the United Stateé, which shall

have jurisdiction to review such decision. -

. “SEC. 706. JOINT APPLICATIONS AND CONCURRENT" AU-

THORIZATIONS.
“(a) JOINT AmedATIQNs AND ORDERS.—If an ac- -
quisition targetiﬁg a United ‘States person under. section
704 or section 705 is-proposed to be conducted both ir;side
and outside the United States, a judge having jurisdiction -

under section 704(a)(1) or section 705(a)(1) may issue si-

multaneously, upon the request of the Government in &

joinf appiicatiqn complying with the 'requireménts of sec-
‘t'ion".Y 04(b) or section 705(b), orders under section 704(b)
or section 705(b), as applicable. g
A“(‘b). CchURRENT AUTHORIZATION.—If an ‘order
aut}horiziﬁg electronic surveillance or physical search Has

been obtainéd under section 105 or section 304 and that

-order is'still in effect, the Attorney General may authorize,

~ without an order under section 704 or section 705, an ac-

quisition of foreign intelligence information targeting that

United States person while such person is reasonably be-

. lieved to be located outside thé United States.
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- “SEC. 707. USE OF INFORMATION ACQUIRED UNDER TITLE

VIL |
“(a) INFORMATION ACQUIRED UNDER SECTION

703.—Information acquired from an aequisition con-

:dUCted ﬁnder section 703 shall be deemed to be informa-

tion aequired from an electronic surveillance pursuant to

title I for purposes of section 106, exeept for the purposes ‘

:of subsection (j) of such section.

“(b) INFORMATION ACQUIRED UNDER SECTIdN ,
704.—Information acquired &ofn a-n. acquisitior; con-
ducted und‘c_zr sect10n704 shall be;dee'med to be_infqrma—
tion acqu_jréd from an electronic sufveﬂlancé pursuént to
title I for purposes 6f_ section 106. |
“SEC. 708. CONGRESSIONALI O‘VERSIGHT..

| “(a). ‘SEMIANN’UAL REPORT —Not less frequexitly.
than once every 6 months, the Attorney General sha.ll fully

mform in a manner cons1stent with national securlty, the '

-cong_ressmnal intelligence committees, the Committee on

the Judiciary .of the Senate, and’ the Committee on the

Judiciary of the House of .Representatives, concerning the

implementation of this title. .

“(b) ~_COI-ITEN'1!.—.-Each‘ report made under subpara-

* graph (a) shall include— :

“(1) with respect to section.703—
“(A) any éertiﬁeatipns made under sub-

section 703(f) during th,é‘reporting period;
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“(B) any direétives issued under sub-
section 703(g) during the reporting period;

“(C) a description of 'the judicial reviéw ,
during’l the reporting period of any such cértifi- |
cations and targeting and minimization proce-
dures utilized with respect to such acquisition,
inéluding a .copy _of any order or pleading in
c()nnectioﬁ ﬁth such review that contains a sig—i

nificant legal intéfpr‘etation of the pr_ovisions' of

this section;

_“(D) any actions taken to challenge or en-

force a directive under paragraphs (4) or (5) of

- seetion 703(g);.

_ "‘V(E) any compﬁance reviews conducted by
the Department of Justice or the Office of the
Director pf NaéiOnal Intelligence of acquisitions
aﬁthériz,ed under subseetibn 703(a) ;-

) a deséription of any ineidents of non-
complian'ce with a-directive issued by the Attor-
ney General and the Director of N afiohal Intel-
ligence under subsection 703(g), including—

.-‘-‘,(i) iﬁcidénts of-ﬁopcoippliance by a.n :
éleinent of the inteﬂigence cormnumty with
pfo'vcédu.resz _adopted pursuant to sub-

sections (d) and (e) of section 703; and
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“(i1) incidents- of noncompliance by a
specified person to whom the Attorney
-General -and. Di‘réctpf of National Intel-
ligence issued a directive under subéection
. 703(g); and | |

“(G@) any _p’roc‘edures- implementing this

~ section;

“(2) with respect to seqtioﬁ 704— -

. “(A) thé total number of applic;ationé made
for orders under sectiqﬁ 7 04(5); '
“(B) the total number of such orders ci-
ther'grantéd, modified, or denied; and
“(C) the total number of emergency acqui-

sitions authorized by the Attorney General

under section 704(d) and the total number of

subsequent orders approving or denying such .

- acquisitions; and ~

“(3) with respect to section 705— -

- “(A) the total number of applications made

for orders under 705(b);

| 4“(B)' the total number of such ordefs- ei-
ther gx;a,rited,' modified, or denied; and

- “(C) the ﬁotal, ﬁumber- of emergéncy acqui-
éiéidns authorized by | thé 'A!:torne'y General
under sﬁbﬁecﬁbp 7 0-5((1) and the total number -
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of subsequent orders approving or denying such |

applications.”.

(b) TABLE OF CONTENTS.—The table of contents in

‘the first section of the Foreign Intelligence Surveillance

Act of 1978 (50 U.S.C. 1801 et. seq.) is amended—

- (1) by striking the item relating to title VIL;

‘and

(2) by striking the item relating to section 701;

(3) by adding at the end the following:

“TITLE VII—ADDITIONAL PROCEDURES REGARDING CERTAIN

:.“ Sec.
T “See.

“Sec-
- “Bec.

“SCC.

“_Sec._
: ‘lSec.

u'sec

14 .

15

16
17

18

19

701.
702.
703.

704.
705.
706.

707
708.

PERSONS OUTSIDE THE UNITED STATES

Limitation on definition of electronic surveillance.

Definitions.

Procedures for targeting certain persons outside the Umbed States
- other. than United States persons.

Certain acquisitions inside the United States of United States per-

. sons outside the United States.

Other acquisitions targeting United - States persons outside the
United States.

Joint applications and coneurrent authorizations.

Use of information acquired under title VII.

Congressmnal overslght ”

-(e) TECHNICAL AND CONFORMING AMENDMENTS —

(1) TITLE 18, UNITED STATES CODE.—
- (A) SECTIQN ‘ 2232.;Section 2232(e) of

title 1'8, United States Code, is amended by in; |

seftihg “(asl deﬁried in. section 101(f) of the |

| Foreign Int'elligence‘ Surveillance Act of 1978,

"reg'ardl'ess of the- limitation of section 701 of

that Act)” after “electronic survelllance

- (B) SECTION 2511 ——Sectlon_

_ '2511(2)(a)(11)(A) of -title 18 United States




O\HEN\HEN08147.0ml ° , S.L.C.
56

Code, is‘ainended by inserting “or a court order

Ll

pursuant to section 705 of the Foreign Intel-
- ligence Surveillance Act of 1978 after “assist-
| ance’’: |
(2) FOREIGN INTELLIGENCE 'SURVEILLANCE
ACT OF 1978.—

_' (A) SECTION 109.—Section 109 of-the For-

eign Intelligence Surveillance Act of 1978 (50
U.S.C. 1809) is amended by addiﬁg at the end

I R Y. N VO N

i
o

the following:
11 “(e) DEFINITION.—For the purpose of this section, |
12 the term ‘electronic surveillance’ means electronic surveil-
13 lance as defined in section 101(f) (A)fA this Act r'egardles',s'
14 of the limitation of'seetion 701 of this Act.”.

‘15 - - (B) SECTION 110.—Section 110 of the For-
16  eign Intelligence Surveillance Act of 1978 (50
17 - U.S.C. 1810) is amended by— o
18 | : (1) adding .an “(a)” before “Cﬁm Ac-
19 - TION', '
'2'0 | - o (i) rédesignating subsections  (a)
21 ‘A throqgh (c) as paragfaphs (1) through (3),
22. - respéctively; and :
23 - (ili) adding at the end the following:
24 - “(b) DEFINITION.—For the purpose of this sgctio’n,

25 the term ‘electronic surveillanee’ means eljeetronic. surveil-
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| 1 lance as defined in sectidn 101(f) of this Act regé.rdless

2 of the limitation of section 701 of this Act.””.

3
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10

12
13

14

15
16
17

18

19
20
21

2
3
24

25

(C) SmoTiON 601.—Section 601(a)(1) of
- the Forgign Intelligence Surveillance Act of
11978 (50 U.S.C. 1871(a)(1)) is amended by
striking subpax;agraphs (C) and (D) and insert- "
ing the foﬂdwhg; | | |
. “(C) pen registers under section 402;
“(D) access to records under section 50i§
' “(E) acquisitions uﬁder section 704; and
- “(F) acquisitions under section 705;”.
(d) TERMINATION OF AUTHORITY.—

(1) iN GENEBAAL.f.—Except.,a§ provided in para-
graph (2), the amendments made by -subsécﬁions
(a)(2), (b)., aﬁd (e). shall'cease to have effect on De-
cember 31, 2013. .

(2) CoNTINUING .APPLICABMTY.L—Section

703(g)(3) of the Foreign Intelligence Surveillance
‘Act of 1978 (as -émended bysubsection (a)) shall re-
main in effect with respect to any -directive iss,ued‘

.pursuant to section . 703(g) of _thai_:_ Act (as so

amended) durin;g the period such directive was in ef- -

 fect. Séction 704(e) of the Foreign Intelljgenée Sur-

veillance Act of 1978 (as amended by éubsection:(a)) ,

shall remain in effect with respect to an order or re-
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58 |
quest for emergency assistance under that section.
The ﬁsé of information acquired by an acquisition
'.conducted under section 703 of that Act (as so
“amended) shall continue to be governed by the provi-

sions of section 707 of that Act (as so amended).

- SEC. 102, STATEMENT OF EXCLUSIVE MEANS BY WHICH

'ELECTRONIC SURVEILLANCE AND INTERCEP-
TION OF DOMESTIC COMMUNICATIONS MAY -
BE CONDUCTED.

(a) STATEMENT OF EXCLUSIVE Mizans.—Title I of

~ the. Fofeign Intelligerice SurVeillanée Act of 197 8 (50

U.S.C. 1801 et seq.) is amended by addmg at the end

the followmg new section:

STATEMENT OoF EXCLUSIVE MEANS BY WHICH ELEC-
TRONIC SURVEILLANCE AND INTERCEPTION OF DO-
MESTIC CON[MUNICATIONS MAY BE CONDUCTED
- “SEC. 112. The procedures of chapters 119, 121, and

206 of title 18, United States Code, and this Act shall

"be the exclusive means by which electronic survei]lance (as

deﬁned in section lOl(f) regardless of the lmutatmn of

.sectlon 701) and the mterceptlon of domestlc wire, oral,

or electromc.commumeations may be conducted.”.

. _(b)_'TABpE OF ‘CONTENTS.—The table of contents in .

the first section of the Foreign Intelligence Sur'lveillaneé.v
' Act of 1978 (50 U.S.C. 1801 et. seq.) is amended by add-

'. ing after the item relating to section 111, the following:
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“Sec. 112. Statement of exclusive means by which electronic surveillance and
- interception of domestic communications may be conducted.”.

(¢) CONFORMING AMENDMENTS.—Section 2511(2)

of title 18, United States Code, is amended in parégraph :

'(f), by strikiﬁg “, as defined in section 101 of such Aect,”
‘and inserting “(as defined in section 101(f) of such Act

regardless of the limitation of section: 701 of such Aect)”.
SEC. 103. SUBMITTAL TO CONGRESS OF cERTAm COURT
ORDERS' UNDER THE FOREIGN INTEL-

LIGENCE SURVEILLANCE ACT OF 1978.
(a)_INCLUS’ION OF CERTAIN ORDERS IN SEMIANNUAL
REPORTS OF ATTORNEY- GENER-A«-IQ-.-—-—-Subsectién (a)(5) of

section 601 of the Foreign Intelligence Surveillance Act |

‘of 1978 (50 U.S.C. 1871) is amended by striking “(not

including orders)” and inserting ¢, orders,”. ]
| (b) REPQRTS BY ATTORNﬁY GENERAL ON CERTAIN
OTHER ORDERS.—Such section 601, as amended by sub-
section (a), is further émended by adding at the end the
following: - o ] |
“(e) The Attbrney- General shall submit to the com-
mittees of Congress rgfe'r.red to in subsection (a) 'a copy |
of -any decision, 6rder, or opiﬁion issued by the'Forei;g'n
Intelligence _Suweﬁlancé Court or the Foreign Inte]ligencé '
Surveillance Co,ur't of Review that includes significant éon—

_struétion or ir_ltefpretation of any _provision of this Aet not -
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1 later than 45 days. after such decision,. order, or opinion -

2 is 1ssued 7,

3 (e) DEFINITIONS —Such sectlon 601, as amended by

4 subsectlons (a) and (b), 18 further amended by adding at -

5 the end the following: "

6 “(d) DEFINITIONS.—In this section:

7 | “(1) FOREIGN INTELLIGENCE SURVEHLANCE

8‘ | COURT; COIIRT.j—The' term “‘Foreigh Ih’telligence _
9  Surveillance Court’” means the court established by

10 © section 103(a).

11 “(2) FORBIGN INTELLIGENE SURVEILLANCE
12 COURT OF REVIEW; COURT. OF REVIEW.—The term
13 | ‘Foreign Intelligence Surreillance Court of .Revi-eW’

14 "means the eoﬁrt established by section ‘1\03(.b).”.‘

15 SEC. 104. APPLICATIONS FOR COURT ORDERS,
16 Section 104 of the Foreign Intelligence Sﬁrve_i]lance
17 Act of 1978 (50 U.8.C..1804) i is amended——

18' : (1) in subsectlon (a)— .
o 1I9 , o (A) by strlkmg paragraphs (2) and (11)

20 ' o (B) by redesignating paragraphs @3)
21 - through (10) as paragraphs (2) through (9), re-
22 spectively; | ' .. _ '
23 | - (C) in paragraph (5), as redeslgnated by
24. | subparagraph (B) of this paragraph by strlkmg

25 ' “Jetailed”’;
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.. (D) in paragraph (6), as redesignated by
subparagraph (B) of this paragraph, in the
matter preceding subparagraph, (A)— |
(i) by striking “Affairs or’’ and inseft~
ing “Affairs,”’; and _ |
(u) by strikiﬁg “Senate—"" and insert-
ing “Sénate, or the Deputy Difeefoi* of the'
Federal Bureau of Ihvestigétion, if des- .
ignated by the President as a certifying of-
ﬁcial—;”;' . | ‘ '
(E) in paragraph (7), as redesignated by
" subparagraph (B) of this paragréph, by'stril.{ing
“statement of’ and inserting ‘‘summary state-
ment of’’; |
~ (F) in paragrgph (8), as redesignated by
‘subparagraph (B) of thi'sv para,gréph, by adding
“and” at the end; and .
(@) in ‘paragraph (9), as redesig_riated by
. subparagraph (B) of this paragraph, by striking
“; and” and inserting a period,; -
(2) by striking subsection (b);
(3) by redesignating sﬁbsecﬁons (.c) through (e)

_ as subsections (-b) through (d), respectively; and

(4) in paragraph (1)(A) of subsection (d), as re-
designated by paragraph-(3) of thls subsection, by
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striking “or the Director of National Intelligence”

- and inserting “the Director of National Intelﬁgenee, :

or the Director of the Central Intelligence Agency”. .

'SEC. 105. ISSUANCE OF AN ORDER. - . '
" Section 105 of the Foreign Intelligence Surveillance
Act of 1978 (50 U.S.C. 1805) is amended———-

(1)1 m subsectlon (a)—
(A) by strlkmg paragraph (1);and
(B) by redesignating paragraphs (2)
through (5) as paragraphs (1) through’ ('4)l, re-
‘spectively;
- (2)in subsectlon (b), by strlkmg “(a)(3)” and
insertmg “(a)(2);
(3) in subsection (e)(1)—
(A) in subparagraph (D), by adding “and”
at the end; |
(B) in subparagraph (E), by stnkmg
| an and msertmg a period; and .
(C) by~stnk1ng»subpara,graph (F);
(4) by strkag subsection (d);
(5) by redemgnatmg subsections (e) through (1
as subsections (d) through (h), respectlvely, |
- (6) by amendmg subsectlon (e) as redes1gnatedi.

: by paragraph (5) of this sectlon to read as follows:




O\HEN\HEN08147.xm] - - o T " SL.C.

Pt

2
3
4
5
6
7
8
9

10

11
12
13

14

15
16
17
18

190

21
22
23

63 .
“(e)(1) Notwithstanding any other proviéion. of this

: title, the Attorney General may authorize the emergency
employment of electronic sﬁrveiﬂance if the Attorney Gen-'

eral reasonably—

“(A) determines that an emergency situation.

- exists with respect to fhe .' employment of electronic

. surveillance to obtain 'foreign intelligence informa-

tion before an order é.‘u’thorizing such surveillance
can with due diligence be obtained;
“(B) determines that the factual basis for

issuance of an order under ‘this title to approve such

_ electronie surveillance exists;

“(Q) infprrhs,- either personally or through -a
_designée, .a. Jjudge ‘having jurisdiction under. section
103 at the time of such authorization that the deci-
sion has been made to e;ﬁploy emergency electronic
survéillance;’ and ‘

- (D) makes an application in accordance with

- this title to a judge having jurisdiction under section

103 as soon as prééticable, but not later than 168

hours after the Attorney General authorizes such

- surveillance.

“(2) If the Attorney Generdl authorizes the emer-

24 gency employmé_m; of eleetronic surveillance under para-

25 graph (1), the Attomejr General shall require that the
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64 .
miniﬁlization procedures required by this title 'for the
issuance of a jlidioial order be followed.

“(3) In the absence of a judicial order approving such
electronic surveﬂla’nee, fhe surveillaﬁce shall terminate
when the information sough"‘cois obtained, when the appli- -
cation for the ‘order is denied, or after the expiraﬁon of
168 hours from the time of authorization by the At’éorney
General, whichever is earliest.

‘“(4) A denial of the e,pplic'ation made under this sub-

section may be reviewed as provided in section 103.

“(5) Iﬁ the event that such application for approval
is denied; or in ‘aﬂy other case where the electronic surveil-
lance is temxinated and no order is issued approving the
surveillance, no infofmation obtained or evidence derived.

from such surveillance shall be received in evidence or oth-

‘erwise diselosed in any trial, hearing, or other proceeding
-in or before any court, grand jury,’ department, office,

_agency, ,regulatory body, legislative coininittee, or other

authority of the United States, a State, or political sub-
division thereof, and no information concerning any
United States person- aeqwred from such surveillance shall

subsequently be used or dlsclosed in any other mariner by

' Federal ofﬁcers or employees without the consent of such

person except w1th the approval of the Attorney General
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if the information indicates a threat of 'death or serious

bodily harm to any person.
“(6) The. Attomey General shall assess compliance
with the requirements of paragraph (5).”’; and .
(7) by-aading at the end the following:
- 4) In any case in which the Government makes an
application to a judge under this title to conduct electronié

surveillance involving communications and the judge

.grants such application, upon the request of the a'ppliean't,

the judge shall also authorize the installation -and use of ..

pén"regist'erfs a_hd trap and trace devices, and direct the

“disclosure of the information set forth in section

402(d)(2).”.
SEC. 106. USE OF INFORMATION. A

Subsectié)n (i) of section 106 of the Foreign Intel-
ligence 'Sﬁﬁeiﬂance Act of 1978‘ (8 USC 1'806) 18
amended by striking “radio communication” and ipserting
“corhmm]ication”. | |
SEC. 107. AMENDMENTS FOR PHYSICAL SEARCHES. -

(2) APPLICATIONS.—Section 303 of the Foreign In-
telligence Surveillance Act of 1978 (50 U.S.C. 1823) is .
amended— ‘ | | :
(1) in’ subsection (a)—

(A) by striking paragraph (2); -
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(B) by redesignating paragraphs (3)
through (‘9) és paragraphs (2) through (8), re- .
spectively; -

(C) in .par;agraph (2), as redesignated by

- subparagraph (B) of this pardgraph, by striking |

“detailed”’;

- (D) in paragraph (3)(C), as redesignated

by subpdragraph" (B) of this paragraph, .by in-

serting “‘or is about to be’’ before “owned”’; and

(E) in paragraph (6), as redesignatéd by
subparagraph (B) of this paragraph, in the

-matter pfeceding subparagraph (A)—

(i) by striking “Affairs or” and insert-
ing “Affairs,”; and | '
| (i) by sti‘ikiﬁ.g “Senaté——-’f and insert-
‘ingl “Senate, or the Deputy Director of the
Federal. Bureau of Inﬁéstigatidn, if des-
ignated by the President as a certifying of-
ficial—"’;.and - |

(2) in subsection (d)(1)(A), by striking “or the

‘Director of National Intelligence” and insérting “the
Director of National Intelligence, or- the Director of

. the Central Intéﬂigeﬁée Agency’’.-
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‘(b) ORDERS. —-—Seetlon 304 of the Foreign Intel—

hgence Surveillance Act of 1978 (50 U.S.C. 1824) is

amended—

(1) in subs_ec-tion {a)—
" (A) by striking paragraph (1); and
(B) by redesignating paragraphs  (2)
through..(5) as pai'agra_phs (1) through (4), re-
spectively; and | |
(2) by amending subsection (e) to read as fol-

lows:-

- “(e)(1) Notwithstanding any other provision of this
title, the Attorney General may anthorize the emergency
: employrhent of a physieal search if the Attorney General

reasonably—

“(A) detérmines that an emergency situation

- exists with' respect to the employment of a physical

' search to obtam foreign intelligence information be-

fore an order authorizing such physmal ‘search can

' ~with due diligence be obtained;

“(B) determines that the factual basis for
issuance of an order under this title to approve sueh
. ¢

physwal search exists;

“(C) informs, either personally or through a -

'.designee, a judge of the Foreign Intelligence Surveil- .

~ lance ‘Court at the time of such authorization that



OAHEN\HEN08147.xml . _ S.LC.

ot

O 60 N0 N s W N

68

~ the decision has 'béeh made to employ an emergency

physical search; and
“(D) makes an aﬁplication in accordance with
this title to a jﬁdge of the Foreign Inteliigence Sur-
veillance Court as soon .as practicable, but not more
| than 168 hours after the Attorney vGeneral author- -
-~ izes such physical search, |

“(2) If the 'Attomey General authorizes the emer-

.gency employment of a physical search under paragraph

(1), the Attorney General shall require that the minimiza-
tion procedures required by this title for the issuance of
a judicial order be followed.

“(3) In the absence of a judicial order approving such

physical search, the physical search shall terminate when

the information sought is obtained, when the application

for the order is denied,' or after the expiration of 168

hours from the time of aufho_ﬁzation by the Attorney Gen-

eral, whichever is earliest.

“(4) A denial of the application made under this sub-
section 'm.ay be _feﬁeﬁed as provided in secf;ion' 103..

“(5)(A)." In thé event thét such application for ap-' |
proval is denied, or i any other case where the physical
search is terminated and no order is issued approving the

physical search, no information obtained" or evidence de-

rived from such physical search shall be received in evi-
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dence or otherwise disclosed in any trial, héaring, or other

proceeding in or before any court, grand jury, department,

ofﬁce agency, regulatory body, leglslatlve committee, or-
other authority of the United States a State, or pohtlcal '
subdivision thereof, and no information concerning any
United States person acquiréd from such physical search .
shall subsequently be used or disclosed in any other man-

ner by Federal officers or employees without the consent

of such person, e:icept with the .app'r.oval of the Attorney
G're'neral if the information indicates a threat of death or

serious bodlly harm to any person.

“(B) The Attorney General shall assess compliance

with the requlrements of subparagraph ( ) ”,

(¢) CONFORMING AMENDMEN'I.‘S -——The FOI'elg'n Intel-
hgence Survelllance Act of 1978 (50 U S. C. 1801 et seq)
is amended—— - :

(1) in section  304(a)(4), as redesignated by
subéection (b) of this. "section by Striking
“303(&)(7)(E)” and 1nsert1ng “303(a)(6)(E)”; a

(2) in sectlon 305(k)(2) by  striking

“303(a)(7)” and inserting “303(a)(6)". :

SEC. 108. AMENDMENTS Emt EM:RGE&CY PEN REGISTERS :
AND TRAP AND TRA;CE ﬁEViCES | |

Seetlon 403 of the Forelgn Intelhgence Surveﬂlance

Act of 1978 (50 US. C 1843) is amended—
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(1) in subséctibn. (a)(2), by striking “48 'hours”
and inserting 168 hours”; and |
.~ (2) in subsection .(c)(l)(C), by striking ‘48
hours” and inserting “168 hours”.:
SEC. 109. FOREIGN INTELLIGENCE SURVEILLANCE COURT.

(a) DESIGNATION OF J_-UDGES._—'Subsection (a) of

,Asection 103 of the Foreign Intelligence Surveillance Act

of 1978 (50 U.S.C. 1803) is amended by inserting “at
least” before “seven of the United States judicial eir-
cuits”. . |
(b) EN BANG AUTHORITY.—
(1) In éﬁﬁEﬁAL.;Suﬁsection (a) of section
103 of the Foreigﬁ ’Intelligence Surveillance Act of
- 1978, as amended by éﬁbsection (a) of this section,
is further amended— o
| - (A) by inserting “(1)” after “(a)”; and
(B) by adding at the end the following néw
paragraph: ' '
'A ‘-‘(‘2)(A).T_he court éstablished under this subsec':tion

'inay, on its own initiative, or lipon the request of the Gov-

ernment in any proceeding-or a party under _secti(')n 501(f)

.or paragraph (4) or (5) .of section 703(h),'_ hold a hearing

or rehearing, en bane, when drdexjed by a majority of the

A judges that constitute such couit upon a determination
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“(i) en banc consideration is necessary to -se-
cure or' mainﬁain uniformity of the court’s decisions;
or | | |
“(11) the proceedmg mvolves a question of ex-
‘ceptxonal 1mportance
“(B) Any authority granted by this Act to a judge
of the court established under this subéeétion may be exer-
cised by the court en bane. When exercising such author-
ity; the court en banc shall éomply with any requiréments
of this Act on the exercise of such authority. |
“(C) F.or plirpdses of this paragraph, the'court en
banc shall consist of all judges who constitute the court
established under this subsection.” |
~ (2) CONFORMING AMENDMENTS.—The Fofeign | |
Intelhgence Surveillance Act of 1978 is further
amended— _
(A) in subsection (a) qf section 103;" as
~ amended by this subsection, by inserting “(ex- .
cept when sitting. en banc under 'baragraph' '
(2))" after “no judge designated,under this
subsection and |
(B) in seetion 302(c) (50 U S.C. 1822((3)) .
.by msertmg “(except when s1tt1ng en . bane)”
after “exeept that no judge”.
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(¢) STAY OR MODI'F'ICATION-. DURING AN APPEAL.—
Section 103 of the Foréig_n Intelligence Surveillance Aet

of 1978 (50 U.S.C. 1803) is amended—
(1) by redesignating subscction (f) as sub-
sectlon (g); and '

( ) by inserting after subsection (e) the fol-

- lowing new subsection:.

““(£)(1) A judge. of the court established'under sub- .

‘section (a), the court established under subsection (b) or

a judge of that court, or the Supreme Court of the Uhited-

States or a Justlce of that court may, in accordance with

‘ the rules of their respective courts, enter a stay of an order

“or-an ordér modifying an order cf, the court established

under subsection (a) or the coﬁrt ‘established under sub-

section (b) entered under any title of this 'AAct, while the

" court established under su.bse_ction (a) conducts a rehear- '

ing, while an- appeal is pending to the '.court .est'cblished

under subsection (b), or while a petition of certiorari is

pending in the Supreme Court of the United _Stétes, or

‘during the -peﬁdency of any review by that court.

“(2) The d’uthority-described in pa'rag;raph (1) shall
apply to an order entered under any pfoviéicn. of t_,hié .
Aet?. | '.
SEC. 110 WEAPONS OF MASS DESTRUCTION. | :

(a) DEFINITIONS.— .
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" (1) FOREIGN POWER.—Subsection (a)(4) of sec- -

tion 101 of the Foreign Intelligence Surveillance Act

of 1978 (50 U.S.C. 1801(a)(4)) is amended by in-

serting “, the international proliferation of 'weapons

of mass destruction,” after “international ter-

rorism”.

(2) AGENT OF A FOREIGN POWER.—Subsection

(b)(1) of such section 101 is amended—

. (A) in subparagraph (B), by striking “or” .
at the end _

(B)‘ in subparagraph (C), by striking “or”
at the end; and | _

 (C) by adding at the end the f'ollowing new
subparagraphs:

“(D) engages 'in the interhational prolifera-
tion of weapons of mass destruction, or activi-
ties _in'prepartation therefor; or |

‘é(E) engagés in the internationél prolifera-
tion of Weapons of mass destruction, or activi- .
ties in preparation therefor, for or on behalf Of
a foreign power; or”. '

(3) FoREIGN .INTE.LLIGENCE INFORMATION.—
Subsection (e)(1)(B). of such section 101 is amended
by- striking “sabotage or international 'térrorism”

and inserting “‘sabotage, international terrorism, or |
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the international proliferatibn of weapons of mass
destruction”. o
(4) WEAPON OF MASS DESTRUCIION —Such -
section 101 is amended by inserting after subsection
(0) the following: | |
“(p) ‘-Weapon of mass destruction’ means— |
(1) any destructive device described in section -

921(a)(4)(A) of title 18, United States Code, that is

- intended or has the capability to cause death or seri-

ous .bbdily injury to a significant number of peoplé;

“(2) any weapon that is designed or intended to.
cause death or serious bodily injury through the re-
lease, dissémination, or impact of toxic or poisonous
chemicals or their precursors; '

- (3) ahy ‘weapon- involving a biological agent, .
toxin, or vector (as such terms are defined in section
178 of title 18, United States Code); or

_ "‘-(4-) any weapon that is designed to r.el.éése ra-
diation or radioaetivity at a level dangerous to
human l,ifé.”i : ‘_

(b) USE OF INFORMATION.—
(1) IN GENERAL—Section 106(k)(1)(B) of the
Foreign Intelligence - Surveillance Act of 1978 (50

US.C. 1806()(1)(B)) is amended by striking “sab- |

otage -or international terrorism’ and inserting “‘sab-
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otage, international terrorism, or the iﬁternational
proliferation of Wéapons of mass destruction”.
2) - PHYSICA:L SEARCHES.—Section
© 305()(1)(B) of such'Act (50 U.S.C. 1825(k)(1)(B))
4 1s amended:by‘-stri'king “sabotage or international
terrorism” and inserting “sabotage, international
terrorism; or the intei‘nationél proliferation of weap-
ons of mass destructidn_”. |
(c) TECHNICAL AND CONFORMING AMENDMENT. —
Section 301(1) of the Foreign Intelligence Surveillance
Act of 1978 (50 U.S.C. 1821(1)) is amended by inserting
« ‘weapon of mass destruction’,” after ““ ‘person’,”’.
SEC. 111. TECHNICAL AND CONFORMING AMENDMENTS.
Section 103(e) of the Foreign Intelligerice Surveil-
lance Act of 1978 (50 U.8.C. 1803(e)) is amended— |
(1) in paragraph (1), by striking “105B(h) or
501(f)(1)” and'i'nserting “501(f).(.1) or 703”; and
| (2) in paragraph (2), by sﬁriking “105B(h) or
B 501(f)(i)” and inserting “501(f)(1) or 703”..
TITLE II—PROTECTIONS FOR
ELECTRONIC -~ COMMUNICA-
TION SERVICE PROVIDERS
SEC. 201, DEFINTTIONS. o -

In this title:
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(1) ASSISTANCE.—The term  “‘assistance”
medns the provision of, or the provision of access to,

information (including - communication ‘contents,

" communications records, or other information relat-

ing to a customer or communication), facilities, or

another form of assistance.

(2) CONTENTS.—The term “‘contents” has the

'meaning given that term in section 101(n) of the

Foreign Intelligence Surveillance Act of 1978 (50 |

U.S.C. 1801(n)).

(3) COVERED CIVIL ACTION.—The term “cov-

ered -civil action” means a civil action filed in a Fed-
eral or State court that— - A '
(A) alleges that an_electfonic communica-
tion service provider furhiézhed a.ssistahcé to an
. element of the intelligence 'comrﬁunity; and

- (B) seeks monetary or other relief from the

electronic communication service provider re- -

lated to thé provision of such assistance.
(4) ELECTRONIC COMMUNICATION SERVICE
- PROVIDER.—The term “electronic communication

service provider’’ means—

(A) a telecommunications carrier, as that -

term is defined in.sectioril 3 of the Communiea-

tions Act of 1934 (47 U.S.C. 153);
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71 |
~ (B) a provider of ém electfoni’c com'muriica'-
tion service, as that term is defined in section
2510 of title 18, -United States Code;
(C) a provider of a feméte computing serv-
ice, as that term is defined in section 2711 of
title 18, United States Code; |
(D) any other commuhieatior‘; service pro-
vider who has "access to wire 6r electronic com-
munications either as such communications are |
transmitted or -as such communications are
stored; e
(E) a parent, subsidiary, affiliate, suc-
cessor, or assignee of an entity described in
subparagraph (A), (B), (C), or (D); or
(F‘) ‘an officer, employee, or agent of an en-
tity-described ih subparagraph (A), (B}, (C),
(D), or (B). . o :
(5) ELEMENT OF THE INTELLIGENCE COMMU-

NITY.—The term “elernent of the 'intélligence com-

‘munity” means an element of the intelligence com-

munity specified in or designated undex} section 3(4) -

of the National Security Act of 1947 (50 U.S.C..
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SEC. 202. LIMITATIONS ON CIVIL ACTIONS FOR ELEC--

TRONIC COMMUNICATION SERVICE PRO- |
VIDERS. | | |
(a) LIMITATIONS —

(1)- IN GENERAL. ——Notmthstandmg any other
provision of 1aw, a cove;ed civil action shall not he'
- or be maintained in a Federal or State ceﬁrt and

" shall be promptly dismissed, if the Attorney General
certu’ies to the court that—. .
(A) the _assistance alleged to have been

provxded by the electromc communication serv-

4 1ce_prov1der was—

(1) in _coﬁnection, with an intelligenee
actiyity involving cort;munieations that
- B

M aithorized by the President
'during the period beginning on Sep-
tember 11 2001 and endmg on J an-
' _'ua,ry 17, 2007 and
(II) demgned to detect or prevent
a terrorist attack, or activities in |
o .preparatlon for a terromst attack R
agamst the Umted States; and -
| (n) described in a Wntten request or-
dlrectlve from the Attorney General or the -

head of an ‘element of the intelligence com— .
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munity (or the 'deputy of such‘ person) to
the electronic commﬁnication service pro- E
vider indicating that the activity was—
(I) authorized by the President;
and |

(1) deterrmned to be lawful or-
(B) the electromc communication service
provider did not provide‘t;he“ alleged assistance.
(2) REVIEW.—A certiﬁea—tioﬁz made pursuant to

paragraph (1) shall be subject to review by a court

for abuse of diseretion.

(b) REVIEW OF CERTIFICATIONS.—If the Attorney

General files a déclaration under seetion 1746 of title 28,

14 United States Code, that disclosure of a certlﬁcatmn made

s
16
17

18

19
20
21
22

23

24

pursuant to subsection (a) would harm the natlona.l secu-

rity of the United States, the court shall—

(1) review such certification in camera and ex

| parte; and

(2) limit any public disclosure ‘concerlr_lin,g' silch

certification, including any public order following

such an ex pari;e review, to a statement that the con-

-, ditions of subsection (a) have been met, without dis-

dosirig the subparagraph of subsection (a)(l) that is-

- the basis for the cértiﬁcation._ '
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(e) NONDELEGATION.—f—The authority and duties’ of
the Attorney General under this seétion shall be performed
by the Attorney General (or Acting Attorney General) or
a designee in é position not lower than the Deputy Attor-
ney General. ‘ : '

(d) CrviL ACTIONS IN STATE COURT.—-A' covered -

-civil action that is brought in a State court shall be

deemed to al_'ise under the Constitution and laws of the

United States and shall be rerﬁov'able u.nd'er' section 1441

'of title 28, United States Code

(e) RULE oF CONSTRUCTION -—Nothmg mn_this see-
tion may be construed to limit any otherwise available im-
munity, privilege, or defensé under any other prdﬁsion of
law. A |

.(f)' EFFECTIVE DATE AND AfPIJICATION.——T}ﬁs sec-

tion shall apply to any covered civil action that is pending

- on or filed after the date of enactment of this Act.

SEC. 203. PROCEDURES FOR IJ\/IPLEIVIENTING STATUTORY
DEFENSES UNDER THE FOREIGN INTEL-
LIGENCE SURVEILLANCE ACT OF 1978.
The Foreign Intelligence Surveillance Act of 1978
(50 U.S.C. 1801 et seq.), as amended by section 101, is
further amended by adding after title VIT the following

new title:
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1 “ITTLE  VIII—PROTECTION ~OF

W

2  PERSONS ASSISTING THE
3 GOVERNMENT
4 “SEC. 801, DEFINITIO'.NS‘.. ‘
) “In fhis title: |
.-..6 (1)  ASSISTANCE.—The térm. ‘aséistan‘ce’
-7 rﬁeans thé provision of, or the provision of access to,
8 informatiqn (including, communication contents,' o
9 communications rééofds, or other information relat-
l‘O “ing to a customer or communication), facilities, or
11 - -another.form of assistance.
12 - “(2)' ATTORNEY | GENERAL.;—The term ‘Attor-
13 ney General’ has the meaning give that term in’ sec-
14 -tion 101(g). | |
15 “(3) CONTENTS.—The term ‘contents’ has tﬁe i
16 meaning given that term in section 10l(n). -
17 “(4) -ELECTRONIC COMMUNICATION SERVICE.
18 PROVIDER.—The .term | ‘eléctronic ‘ cdmmunieation
19 service provider’ means— -
20 - “(A). a teleconﬁnunications carrier, as that
21 term is defme(i in section 3 of the Comrﬁunica—
22 * tions Act of 1934 (47 U.S.C. 153);
| “(B) a provider of electronic communica-
24 ' tion service, as that term is defined in section.
25 2510 of title 18, United States Code; -
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“C) a 'pr(')videt.' of ‘a remote .computing.A
service, as that term is defined 1n section 2711
of title 18, United States Code; o

“(D) any other communication service pro-

- vider who has access to wire or electronic com-

munications either as such communicatioﬁs. are -
transmitted or as' such communiéationé are
stored; |
“(E) a parent, subsidAiarjr,‘. affiliate, suc-
cessdr,- or assignee ‘of an‘ entity described in

subparagraph (4), (B), (C), or (D);or .

- “(F) an officer, employee, or ageht of an
entity described in 'sub.paragraph (4), (B), (C), .
(D), or (E). | |

“(5) ELEMENT OF THE mTELLIGENCE COMMU-

- NITY.—The term ‘element of the intel]igénce com-
munity’ meéns an element Aof. the intelligence com-
munity as specified or designated under section 3(4) |
of the National Security Act of 1947 (50 U.S.C.
401a(4)). |

“(6) PERSON.—The term ‘person’ means—
: p
“(A) an electronic communication service

provider; or .
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“(B) a landlord, custodian; or other'person
who may be authorized or required to furnish
assistance pu‘rsuaﬁt to— |
V ‘;(i.) an order of the coﬁr_t establis}}ed
" under seetiop 103(a)- _directing such a;s'sist-.'
" ance; |
(i) a certification in writing urider
secfion 2511(2)(a)(1i)(B) or 2709(b) of
title 18, United States Cb'de; or o
“(ii) . .a directive under section
102(2)(4), 105B(e), a5 n effect on the day
before the | date of the eEactment o_f the
" FISA Amendments Act of 2008 or 703(h).
o “(7) STATE—The term ‘State’ means any .
S’téte, poli'tical_.subéivjéiori of a .State, the Common-
" wealth of Puerto Rico, the District of Cohimbia, and
any territory or possession of the United Statés,.and‘ :
includes any officer, public utility- cqmr.niési;)n, or
other body authorized to regulate an electronic eom- -
munication service: provider.
“SEC. 802. PROCEDURES FOR IMPLEMENTING STATUTORY
. DEFENSES. | -
“(a) REQUIREMENT FOR CERTIFICATION —
“1) In GENERALT—Nohvithstanaing é,ny‘ other"

provision- of law, no civil action may lie or be main-
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tained in a Federal or State court against any per-

. son for providing assistance to an element of the in-

telligence community, and shall be promptly dis-.

missed, if the Attofney General ée;_‘tiﬁes to ihe court
that— | |

“(A) any assistance by that person was

~ provided pursuant to an order of the court es-

" tablished- under section 103(5) directing such

assistance; ‘ |
B) any assistance b&- that person was

___provided pursuant to a certiﬁcation -in writing

£ VW N = S © ® UV L R LR

under section 2511(2)(&)(11)(B) or 2709(b) of .
title 18, United. States Code; |
| “(0) any ass1stance by that person wds
~ provided pursuant to a dlrectlve‘ under sections
102(a)(4), 105B(e), a_s. in effect on the day be- .
fore” the date. of the 'enactméht of the FISA _
-Amendments Act of 2008, or 7 O3(h) dlrectmg
A such ass1stance or

| “(D).the person did not provide the alleged

E assustance '
Q) .REVIEW.—.—A certification made pursuant '
to paragraph (1)'- shall be subjéct to review by a

court for abiise (?)f'discr'etidn.
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“(b) LIMITATIONS ON DISCLOSURE.—If the Attorhey
General files a declaration under section 17 46 of title 28,
United States Code, that djselosure of _a'certiﬁ'cation madé
pursuant to subsection (a) would _harin the national secu-

rity of the United States, the court shall—
“(1) review such certification in camera and ex

v ‘parte; and | |

. “(2) limit any public djs_elosure -eoneerﬁing such
cerﬁﬁcation, incIuding any public order fblldvving

" such an ex parte review, to a statement that the con-

ditions of subsection (a) have been met, Wlthout"dls- o

closing the subparagfaph 'ef subsection (a)(1) that is
the basis for the certification. '
“(e) REMOVAL.—A civil action against a person for

providing assistance to an element of the intelligence com-

‘munity that is breught in a State court shall be deemed

to arise under the Constitution and laws of the United
States and shall be rémovable under section 1441 of_ title
28, United States Code. o | '

- “@) RELATIONSHIP T0 OTHER Laws.—Nothing ih
this'seeﬁon may be construed to limit any othérwise avail- -
able immunity, privilege, or defense under any other provi';

sion of law.
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“(¢) APPLICABILITY.—This section shall apply to a
civil action pending oﬁ or filed after the date of enactment
of the FISA Amendments Act of 2008.”.
SEC. 204. PREEMPTION OF STATE INVESTIGATIONS.
. Title VHI of the Foreign Intelligence Surveillance
Act (56 U.S.C. 1801 et seq.), as added by section 203
of this Aect, is amended by adding at the end the following

new section:

“SEC. 803. PREEMPTION
“(a) IN GENERAL —No State sha]l have authorlty‘
to— . )
(1) conduct an investigation into an electronic
communication service provider’s alleged. assisténce
" to an element of theintelliger_ice community; |
“(2) ’reciuire through regulation - or aﬁy “other
‘means the disclosure of informa,tioﬁ about én. elec-
tronic communication service provider’s alleged as- -
sistance to an element of the intélﬁgence community;l
“(3) unpose any administrative sanction on an
electromc conmlumcatlon service provider for assist-'
ance to an elemeént of the mtelhgence community; or
“(4) -ecommence or maintain a civil aptidn ‘or
other proceeding to enfprcg a 'fequiremeﬁt that .an_

.electronic communication service provider diseclose
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information concerning alleged assistance to an ele-
ment of the intelligence community. -

“(b) SUITS BY THE UNI'I‘ED STATES.—The United

'States may brmg sult to enforee the provisions of this sec-

tion.
“(e¢) JURISDICTION.—The district courts of the
United States shall have jurisdiction over any civil detion

brought by the United States to enforce the provisions of

" this section.
10
me

“(d) APPLICATION.—This seetion shall apply to any

investigation, action, or proceeding that is pending on or

filed after the date of enactment of the FISA Amendments -

Act of 2008.”.
SEC. 205. TECHNICAL AMENDMENTS.

The- table of contents in the first section of the For-

-eign Intelligence Surveillance Act of 1978 (560 U.L.C

1801 et seq.), as amended by section 101(b), is further

amended by adding at the end the following:

“TITLE VII—PROTECTION OF PERSONS ASSISTING THE
. GOVERNMENT

“Sec. 801. Definitions. - :
“Sec. 802.. Procedures for 1mplementmg statutory defenses
“Sée. 803. Preemption.”.

'TITLE III—OTHER PROVISIONS

SEC. 301. SEVERABILITY.

If any provision of this Aeﬁ, any aine'nd_ment made

by this Aet, or the application theréof to any person or




O\HEN\HEN08147.xml ‘ . " SLC.

O 0 N A U D W N e

- 88 o
ciljcuxnstancés is held invalid, the validity of the remainder
of theA Act, any such amendments, and of .thé application
of such .provisions to other persons -and circumstances
shall not be affected thereby. ‘
SEC. 302. EFFECTIVE DATE; REPEAL; TRANSITION PROCE-
DURES.

. (a) IN GENERAL.—Except as p"rovided in subsection

“(c), the amendments made by this Act shall vtake effect
‘on the date o-f the enactment of this Act.

(b) REPEAL.—

(1) IN GENERAL—Except -as provided in sﬁb-

section . (¢), sections 105A, 105B, and 105C of the
Foreign Intéﬂigence Surveillance Act of 1978 (50
U.8.C. 180_5&, 18051), and 1805é)fare4repealed. o
(@) TABLE OF CONTENTS—The table of con-
‘tents in the first section of the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1801 et seq.) .
is aﬁended by striking the items reléting to seetions
1054, 105B, and 105C. |
(c) TR.ANSITIONS PR{)CED'URES.-’-
(1) PROTECTION FROM LIAEmITY.-—Notwith-
_ standing subsecﬁqn (b)(1), subéection- () of section '
. 105B of the Foreign Intelligence Sux;veillance Aet of
1978 shall remain in effe'cti with respect to any di- ‘ '.

rectives issued pursuant.to such section 105B for in-
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1 A formation,~ facilities, or assistance. provided during
2 | the ﬁeriod such directive was or is in effect. |
3 (2) ORDERS IN EFFECT.—
4 (A) ORDERS IN EFFECT Oﬁ DATE OF EN-
5 ACTMENT.—Notwithstanding any -other provi-
6 sion of' this Ac_t. or of .the Fo’reign Intelligence.
7  Survsillance Act of 1978— -
8 ' (i) any order in effect on the date of
9 : enactment of this Act issued pursuant to
10 th'g, Foreign 'Intelligence ,S’urveillance‘Act of -
1L . 1978 or section 6(b) of the Protect Amer-
1 iea. Act of 2007 (Public Law 110-55; 121
13 - Stat. 556) shall remain in effect until the
14 date of expiration of such order; and
15 A (i) at the request of the applicant,
16 | the éourt_ established under section 103(a)
17 . | " of thé quéigh Intelligence Surx%ei.ﬂance,Act :
18 | of 1978 (50 U.S.C. 1803(a)) shall reau-
9 ~ thorize such order if the facts and cu‘-
20 | éuir_lstances continue _to' justify isshance of
B U §ﬁch order under fhé provisions of such.
2 ' Aét, as in effect on the day before the date .
23 ' " of the .enactment. of the Protect America

24 . Act of 2007, except as amend.ed‘ by sec-
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tions 102, 103, 104, 105, 106, 107, 108,
109, and 110 of this Act.

(B) ORDERS IN EFFECT ON DECEMBER 31,

-+ 2013.—Any order issued under title VII of the

Foreign Intelligence Surveillance Act of 1978,
as amended by section 101 of this Act, in effect.
on December 31, 2013, shall continue in effect

until the date of the explratlon of such order.

. Any such order shall be governed by the apph-

oable provisions ‘of the Foreign Intelligence Sur-
veillance Act of 1978, as so amended. -

(3) AUTHORIZATIONS AND DIRECTIVES IN EF-

FECT.—

~ (A) AUTHORIZATIONS AND DIRECTIVES IN

EFFECT ON. DATE OF ENACTMENT —-—NOthth-'

Astandmg any other- provision of this Act or of

the Forergn Intelligence Surveillance Act of :

1978, any authorization or directive in effect on
the date of the enactment of this Act issued
pursuant to the Protect America Aect of 2007,

" or any amendment made by that Act, shall re-

main in effect until. the date of expiration of .

such’ authorization or directive. Any such au-

thorlzatlon or dlreetlve shall be governed by the

. .apphcable prov1s1ons of the Protect Amemca Act :
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of 2007 (121 Stat. 552), and the amendment
made by that Act, and, except as provided in

- paragraph (4) of this subsection, any a,cquisi—

tion pursuant to such authqriz_ation or directive
shall be deemed not to constitute electronic sur-
veillance (as that term is defined in section :
101(f) of the Foreign Intelligence Shrveiﬂanee
Act of 1978 (50 U.S.C. 1801(f)), as construed
in accordance with section 1054 of the Foreign |
Intelligence Surveillance Act of 1978 (50
U.S.C. 1805a)). "

(B) AUTHORIZATIONS AND DIRECTIVES IN

'EFFECT ON DECEMBER 31, 2013.—Any author-

ization or’ directive issued under title VII of Ithe '
Foreign Intelligence -Survéillanée ‘Act of 1978,
as amended by section: 101 of this Act; in effect
Oh Décemb.er"3'1’; 2013, shall continue '.in effect
until the date of the éxpiratibn‘ of such aﬁthor-'

ization or directive.” Any such authorlzatlon or

dlrectlve shall be governed by. the applicable

. prov1s1ons of the F_orelgn Intelligence Surveil-

lance Act of 1978, as so émended,— and, except
as provided in section 707 of the-Foreign' Tntel-
ligence Survelllance Act of 1978 as. so amend-

ed, any a,eqmsmon pursuant to such authorlza-
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tion or directive shall be deemed not to con-
stitute eleetronle surveillance (as that term is
. defined in seetion 101(f) Qf the Foreign Intel-
ligence Surveillance Act of 1978, to the extent
that such section 101(f) is limited by section
701 of the Foreign Iﬁtelligence Surveillance Act

of 1978,' as so ar'nended).'
(4) USE OF INFORMATION ACQUIRED UNDER
PROTECT AMERICA AC'I".———'Information acquired from

an acquisition conducted under the Protect America

Act of 2007, and the amendments made by that Act,

“shall be deemed to be information acquired from an

electronic surveillance pursuant to title I of the For- A

eign Intelligence Surveillance Act of 1978 (50

- U.S.C. 1801 et ééq.) for purposes of section 106 of
| that Act (50 U.S. C. '1806), except for purposes of

subsectlon g) of such section.

(5) NEW ORDERS ~——N0tw1thstand1ng any other
promsmn of thlS Act or of the Foreign Intelhgence
Surveillance Act of 1978—

(A) the government may file an application
for an order under the Foreign Intelligence

Surveillance Act of | 1978, as in effect on the |

day before the date of the enéctmerit of the

| ‘AProtec.t, Americ;é; Act of 2007 , except as amend-
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ed by sections 102, 103, 104, 105, 106, 107,
1108, 109, and 110 of this Act; and
(B)' the court established under section
103(a) of the Foreign Intelligence Surveillance
Act of 1978 shall enter an order granting such
an application if the application. meets the re-
quifement‘s of such Ac_f, as in effeét on the day
- before the date of the enactment of the Protect .
" America Act of ‘2007, except as amended by
sections 102, 103, 104, 105, 106, 107, 108,
109, and 110 of this Act.

(6) EXTANT AUTHORIZATIONS.—At the request

© of the applicant, the court established under section

103(a) of the Foreign Inte'lligencé. Surveillance Act

. of 1978 shall extirigtliéh any extant -authorization to

conduet electronic surveillance or phys1cal search en-
tered pursuant to such Act. '
(7) APPLICABLE P-R}QVISIONS.,——-Any surveillance

conducted puréuant to an order entered pursuant to

. this subsection shall be subject to the provisions of

' the Foreign Intelligence Surveﬂlance Act of 1978, as
: m.e_ffect on the day before the date of -the enactment,

- of 'tﬁe Protect America Act of 2007, except as

| amended by sectlons 102, 103, 104 105, 106 107

' 108,109, and 110 of this Act.
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_ (8) TRANSITION PROCEDURES chCERNING
THE TARGETING OF UNITED STATES PERSONS OVER-
SEAS——Any aufhoriéation in effect on the date of
enactment of this Act under section 2.5 of Executive
Order 12333 to intentionally target a United States
person reasonably believed to .b_e’located outside the
United States shall remain in effect, and shall con--
stitute a sufficient basis for eondﬁc’ting such an ac:

quisition targeting a United States person located

~ outside the United Sfates until the earlier of—

(A) the date that authorization expires; or
(B) the date that is 90 days after the date

of the enactment of this Act.




