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Office of Legislative Affairs

Office of the Assistant Attorney General Washington, D.C. 20530

November 20, 2007

The Honorable Patrick J. Leahy
Chairman
Committee on the Judiciary
United States Senate

- Washington, D.C. 20510

Dear Mr, Chairman:

Enclosed please find the corrected transcript of the testimony of Mr, Kenneth
Wainstein, Assistant Attorney General, National Security Division, for the hearing held
before the Committee on October 31, 2007, entitled, “FISA Amendments: How to Protect
Americans’ Security and Privacy and Preserve the Rule of Law and Government
Accountability.”

If we may be of further assistance, please feel free to contact this office.

Sincerely,
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P Brian A. Benczkowski
Principal Deputy Assistant Attorney General
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October 9, 2007 .

Honorable Ken Wainstein

Assistant Attorney General for National Security
U.S. Department of Justice

950 Pennsylvania Avenue, NW

‘Washington, DC 20530

Dear Mr. Wainstein:

Thank you for your recent appearance before the House Committee on the Iudiciary.‘
Your testimony on FISA and the Protect America Act was insightful and will assist the
Committee in its consideration of this issue as we seek to fashion enhanced legislation.

Enclosed you will find additiona) questions from members of the Committee ta
supplement the information already provided at the September 18, 2007, hearing, As you will
discover in the questions, there are some sets of questions that are specifically addressed to either
you or Director Michael McConnell, while other questions request answers from both you and
Director McConnell, You may choose whether to provide joint or separate answers to these
latter questions. In addition, to the extent some questions (such as those initially contained in the
September 11* letter to White House Counsel Fred Fielding) call for classified information, we
are willing to make arrangements to receive the information in-a manner that will protect its
confidentiality.

Please deliver your written responses to the attention of Renata Strause of the House
Committee on the Judiciary, 2138 Rayburn House Office Building, Washinglon, DC, 20515 no
later than October 19, 2007. We would be pleased to accept answers on a “rolling’ basis in order

to expedite the process. If you have any further questions or concerns, please contact Ms, Strause
at (202) 225-3951. |

Sincerely,

John Conye
Chairman

¢¢.  Hon Lamar S. Smith
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QUESTIONS FOR KEN WAINSTEIN AND MICHAEL McCONNELL
APPEARANCE BEFORE THE HOUSE JUDICIARY COMMITTEE

September 18, 2007
2141 Rayburn House Office Building
11:00 a.m.

uestions temb 2007 Letter fo Whlte House Counsel Fred Fleldin

(Wainstein and McConnell)-

1.

The Committee sent a September 11, 2007 letter to White House Counsel Fred Fielding
containing a list of questions conceming Administration foreign intelligence surveillance
activities, which can be found on pages 4-5 of the attached letter. To date, we hLave yet to
receive answers to these questions, which the White House has indicated should come
from the relevant agencies. Please respond to those questions as soon as possible.

The Role of the FISA Court (FISC) (Wainstein and McConnell)

2.

Under the PAA, the FISA Court only has the ability to determine whether the government
is following its own procedures, and can stop the procedures only if they are “clearly
erroneous.” How can meaningful oversight occur if the court can only review procedures
that it did not even initially approve under a “clearly erroncous" standard, rather than the
underlying legality of the govemment's surveillance operations? Please explain,

The Fourth Amendment requires that the government get a warrant before invading a
person’s privacy. Explain how the PAA’s procedures can be constitutional without any
court review whatsoever, other than minimization? '

Minimization (Wainstein and McConnell)

4.

I3 it correct that the “minimization” procedures that are to apply to surveillance under
PAA are those specified under 50 U.S.C. sec. 1801(B)(1){3)? Ifnot, which procedures
apply?

There is much more strict minimization under section 4 of section 1801 (h). That section
applies to pre-PAA FISA surveillance that is undertaken without a warrant and without
judicial pre-approval. Under those circumstances, minimization is very strict: no contents
of an innocent American’s communication can be disclosed, disseminated, used, or even
kept for longer than 72 hours without a FISA court determination or an AG determination
that the information indicates a threat of death or serious bodily harm. If there is to be
any warrantless surveillance spying on Americans’ conversations, wouldn't it be more
prudent to subject it to the strict minimization procedures of 1801 (h)(4), which already




1.

apply to other surveillance without a court order, and not the more lax minimization that
has previously applied only when a court did provide a court order before Americans
were spied on? If not, why not.

Minimization procedures have been keep secret for the last 30 years. There are serious
concemns as 1o how we can be assured that minimization procedures are effective for

* protecting Americans’ privacy if we cannot see them. Would you support making

minimization procedures public?
a) I[fnot, why not?
b) Would you suppott producing a redacted copy?

c) Minimization procedures only tell you what to do with US information
afler it is collected, therefore not revealing sources or methods, Thus, if -
do not support publicizing the procedures, on what do you base your

~ objection?

Would you support legislation that would sequester commudications to which an
American is a party (and captured under this new program) that can only be used after an
application to the FISA court? If not, why not?

Scope of PAA Section 105(B) (W ainstcin and McConnell)

8.

10.

11,

Does Section 105(B) permit the President to compe) communications carriers to conduct
domestic wiretaps so long as “‘a significant purpose"” is to obtain foreign intelligence
information concerning persons outside the United States?

If an individual in the United Statea is suspected of working in collusion with persons
outside the United States ~ such that an investigation of one is in effect the investigation
of the other — under what circumistances, generally, would you use criminal or other

FISA wiretaps, and under what circumstances would you use 105(B) authority? Please
explain.

Assuming for a moment that a member of Congress is going (o meet with a high-ranking
official from Syria, does Section 105(B) permit the wiretapping of that Member's office
phone on the grounds that it would produce “foreign intelligence information ...

_concerning persons reasonably believed to be outside the United States?” Please explain,

Does Scction 105(B) permit searching stored emails of a Member of Congress who is
planning to meet with Iraqi officials? Please explain.
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13.

14,

15.

Assuming for a moment that an official at a West Coast computer company is negotiating
with China to sell certain computer technology ~ that may or may not be sensitive, the
facts are simply not certain -~ does Section 105(B) permit the searching of the executive’s
emails on the grounds that all information associated with this transaction is “foreign
intelligence information ... conceming persons reasonably believed to be outside the
United States”? Please explain.

Under Section 105(B) does the term “‘acquire” include “intercept™? Can the
Admiinistration “acquire” foreign relations information concerning persous overseas by
“intercepting” phone conversations in the United States? Please explain,

Under Section 105(B) does the term *‘custodian” refer to anyone other than “custedians”
of communications carriers?

a) Can the President direct a “custodian® of a medical office to turn over
medical records, if a “primary purpose” of the investigation is 1o obtain
foreign infelligence information concerning someone who is overseas?
Please explain.

b) Can the President direct a “custodian” of a business, bank, or credit agency
to turn over financial records to the Government, so long as a “significant
purpose” of the request is to obtain foreign intelligence information?
Please explain. '

Suppose an American critic of the Iraq War travels overseas, and is thus no longer in the
Uhited States, Under Section 105(B), can the President direct “custodians” of records
concerning this individual, including stored electronic communications, to produce such
records to the Government with no other showing of cause that is subject to judicial
review? Please explain,

Tel unications Carriers Irpmu estions (Wainstein and McConnell)

16.

18 U.S.C. § 2511(2)(a)(ii) currently provides for telecommunications carrier immunity if
one of two conditions is satisfied: a) the carricr has a court order signed by an authorizing
Judge; or b) the carrier has a certification from the Attomey General or another statutorily
authorized official that no warrant or court order is required by law, that all statutory
requirentents have been met, and that the specified assistance is required, setting forth the
period of time during which the provisions of the information, facilities, or technical
assistance is authorized and specifying the information, facilities, or technical assistance
required. Doesn't this current statutory scheme offer the necessary protection for the
telecormnqnic_ations industry, advance national security interests, and provide essential
oversight? If not, why not? :




17.

18,

19.

20.

21,

22.

Section 2511(2)(a)(ii) certification has defined preconditions that must be satisfied,
including: all statutory requirements have been met, and that the specified assistance is
required, setting forth the period of time during which the provisions of the information,
facilities, or technical assistance is authorized and specifying the information, facilities,
or technical assistance required. Blanket immunity would not have the same

~ preconditions. Given that distinction, how can we ensure that critical checks and

balances exist in the surveillance framework if blanket immunity is provided?

If we were to give the telecommunications carriers complete, blanket immunity, how
would we guard against a total disregard of the law by companies who believe that the
government simply will bail them out if they overstep legal boundaries in intercepting
communications?

. If the so-called Terrorist Surveillance Program (TSP) was perfectly legal as has been

claimed, why would companies who cooperated in it need immunity?

The pending cases against telecommunication companies are years away from final
judgment. In light of that, would it be appropriate to have the discussion of retroactive
immunity wait until we determine what actions actually occurred? If not, why not?

Would you support something more specific than the complete amnesty you propose in
your draft legislation, like simply putting a damages cap on the claims? If not, why not?

In discussing the controversy over the PAA with the Bl Paso Times, DNI McConnell said
“reverse targeting” was illegal, a violation of the Fourth Amendment, and that someonc
engaging in such offenges “could go to jail for that sort of thing.” But wouldn’t the
immunity provisions recommended by the administration ensure that no one would go to
jail for violations of the laws goveming electronic surveillance for intelligence purposes?

Scope of Authorjty undey the PAA (Wainstein and McConneil)

23,

24.

25,

Section 105(A) exempts surveillance “directed at” people overseas from the definition of
electronic surveillance, and therefore traditional FISA court review. Because surveillance
only need be “directed” at people overseas, can the government under the PAA pick up
all international communications into or out of the U.S., as long as one party to the callis
overseas?

FISA has always placed the telecommunication carriers between the government and
American’s private communications and records. The carriers can only turn over
information in response to a specific requast, Now that the govemment has direct access
to all communication streanis, how can we protect against potential abuses?

The Administration claims that it needs heightened access to communications because it




cannot instantaneously determine the location of each party.

a) Phone companies are capable of determining international calls versus
domestic calls, and charge more for the international calls. Would it be
possible for the NSA to use similar technology? If not, why not?

b) If it cannot be determined where either end of a call is, how can purely
domestic to domestic communications be isolated?

c) Is it possible to institute a program by which there is initial collection of
calls, none of the content is accessed until the locations of the parties are
determined, and then it can be retained and only the foreign to foreign calls
used?

Metadata Collection (Wainstein and McConnelt)

26.

On May 11, 2006, USA Today reported that “[t]he NSA has been secretly collecting the
phone call records of tens of millions of Americans” and that “{i}t’s the largest database
ever assembled in the world.” (Ses Leslic Cauley, NS4 Has Massive Database of
Americans’ Phone Calls, USA Today, May 11, 2006). At any time from September 11,
2001 to the present, has the Administration, pursuant to foreign intelligence purposes,
obtained call or e~mail record information or other external data on phone calls or e-mails

" made iri the United States, through the gathering of “metadata” or otherwise, regardless of

the specific title of the intelligence program or the agencies that conducted the program?
Please explain.

FISA Exclusivity (Wainstein only)

27.

28.

29,

Does the United States, through its Justice Department, agree that FISA is the law of the
land, and that foreign intelligence surveillance must occur within that law? If not, why
not?

Is the President free to disregard any provisions of FISA with which he disagrees? If so,
please explain.

To your knowledge, since January of 2007, when the Attorney General stated that the
TSP was brought within FISA, has all foreign intefligence electronic surveillance
occurred consistent with FISA —both prior to and subsequent to the August amendments?
Since that time have any electronic surveillance programs been conducted outside the

authority of the Foréign Intelligence Surveillance Act as amended by the Protect America
Act? ' '




30. .Does the Department of Juslice still take the position that the Authorization for Use of
Military Force (AUMF) related to the invasion of Iraq presently constitutes a basis for the
President to disregard FISA? If so, please explain.

31.  OnDecember 22, 2005, the Department of Justice, in a letter to Congress, set forth the
position that the President’s inherent Article Il powers permitted it to conduct certain -
terrorist surveillance outside of FISA. I this sti}] the Department of Justice's position?

The Federal Bureau of Investigation (Wainstein only)

32,  DNIMcConnell said the intelligence community is not doing massive data mining, But
the FBI retains information from NSLs even where the information demonstrates the
subject of the NSL was innocent. Why is this data being retained if not for data mining?

33.  The Department of Justice Inspector General recently released an audit report regarding
the Terrorist Screening Center, which revealed the Terrorist Screening Center watchlist
had grown to over 724,000 records by April of 2007, and was increasing at a rate of

20,000 records per month. The IG found several known or suspected terrorists that were
not watchlisted correctly, and a sample of records subjected to post-encounter quality
assurance reviews showed 38 percent contained etrors or inconsistencies, How can the
intelligence community properly identify and target terrorists for electronic surveillance
with such an incomplete terrorist watchlist?

Mismanagement in the Intelligence Community - - National Securjty Agency (McConnell

only)

34.  Asthe FISA Modemization Bill and the PAA were being debated in Congress, DNI
McConneli and others in the administration suggested that advances in technology had
created an “intelligence gap’ which was making it more difficult for the intelligence
community to keep America safe from terrorists. But according to a May 6, 2007 atticle
in the Baltimore Sun, an intemal NSA task force cited management problems as-the cause
of program upgrade delays, technalogy breakdowns and cost overruns, and called for a
“fundamental change” in the way the NSA was managed. The report said NSA
leadership “lacks vision and is unable to set objectives and meet them,” and that NSA
employees “do not trust our peers to deliver,” These conclusions “are strikingly similar”
to the conclusions of NSA management studies performed in 1999, yet even after 9/11 the
fundamental changes recommended have not been made. Portians of this NSA task
force report are not classified. Will you agree to release the unclassified portions of this
report publicly and to the Committee? -

35. 'Ensuring the proper management of intelligence would seem to be in many respects as
important as increasing the authority to collect intelligence because, as the Joint
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Intelligence Committes investigation into the 9/11 terrorist attacks showed, the NSA had
intercepted communications linking the hijackers to terrorism long before 9/11 but that
those intercepts, along with other critical pieces intelligence; were lost among the “vast
streamns” of data being collected. If we can assume that the NSA is collecting even more
intelligence now than before 9/11, how can we be assured that the management problems
at NSA are not hampering the intelligence comumnunity’s ability to identify and understand
which bits of intelligence are important and which are not? Please explain.

36.  The September 14" Baltimore Sup report regarding a fire at an NSA “operations
building” raises even more fundamental concerns about the NSA's ability to properly
manage its operations, On August 6, 2007, right after the PAA was enacted, MSNBC and
Newsweek reported that, *“The National Security Agency is falling so far behind in
upgrading its infrastructure to cope with the digital age that the agency has had problems
with its electricity supply, forcing some offices to temporarily shut down.” Please -
explain what steps are being taken in response to the reported fire and shutdown and
other infrastructure and management problems.

Geyman plot (McConnell only)

37.  OnSeptember 10, you testified publicly before the Senate Homeland Security Coymittee

that the temporary FISA changes due to the Protect America Act helped lead to the recent
 arrests of three Islamic militants accused of planning bomb attacks in Germany. But twe

days later, on September 12, you issued a contradictory statement, saying that
“information contributing to the recent arrests was not collected under atthorities
provided by the Protect America Act.” It has been publicly suggested that it was the pre-
PAA FISA law, which you have criticized, that was used to help capture the terrorist
plotters in Germany, and pot the temporary Protect America Act. '

a) Was your statement on September 10, ciaiming that the temporary Protect
America Act helped lead to the German arrests, actually false?

b) Can you explain to us how it was that you came to give false information
to the Senato Committee concerning the alleged contribution of the
temporary Protect America Act to the German arrests?

¢) Is it true that it was the pre-PAA FISA law that was used to help capture

the terrorist plotters in Germany, and not the temporary Protect America
Act?

US persons “targsted” for surveillance (McConnell only)

38.  In your recent interview with the El Paso Times, responding to a concern about “‘reverse




targeting,” you stated that there are “*100 or less” instances where a U.S. person has been
targeted for surveillance.

a) Please explain haw, when, why, and by whom it was decided to de-
classify that information and reveal it publicly,

b) Over how long a period of time does that “100 or less" figure apply? For
example, was it one year, five years, or since 9/117 :

Declassification of Information (McConnell only)

39,

At the hearing, you told Representative Scott that there is a process to declassify
information and that ultimately it is the responsibility for the President to decide. Later in
the hearing, you told Representative Sutton that when you did an interview you could
declassify information because “it was a judgment call on your part.” Could you please
expiain the discrepancy between your two responses to similar questions?

Coucerns About the House Bilf (McConnell anly)

40.

Previ

(McConnel} only)

41,

During the hearing, in response to my question regarding the alleged 180 degree reversal
of your position on the House bill regarding FISA this summer, you claimed that you had
not changed your position but that once you-had actually “reviewed the words" of the
House bil}, you could not accept it. Ploasc cxplain specifically what problems you had
with the “words” of the House bill,

s Problems Concerning Warra s Surveillance and Minimization

In August 2005, the New York Times reported that John Bolfon, then an official at the ]
State Department, reccived summaries of intercepts that included conversations of “U.S. :
persons™ and requested that the National Security Agency inform him who those persons

were. Newsweek thereafter reported that from January 2004 40 May 2005, the NSA had .
supplied the names of some 10,000 American citizens in this informal fashion to policy |
makers at many departments and law enforcement agencies. The former General Counsel

at the NSA, Stewart Baker, was quoted as stating that the NSA would “typically ask why"

disclosure was necessary, but “wouldn’t try to second guess” the rationale,

a) What procedures are in place by entities such as the NSA that obtain
summaries of conversations intercepted without a warrant to review the
requests by other agencies, such as law enforcement agencies, to disclose




42,

b)

c)

d)

the identity of *U.S. persons” whose conversations are so intercepted
without a warrant?

1) What showing, if any, is the requesting individual/agency
required to make in order to obtain the identity of the U.S.
person whose conversation was intercepted?

2) Are a.n)"such requests denied, and, if so, in the past five
years, state how many such requests have been denied?

In the past five years, how many times have the summaries of such
intercepted conversations been requested by and provided to the Office of
the Vice President? To the Office of the President?

In the past five years, how many times have phone conversations of
federally elected officials or their staff been intercepted under any
surveillance program without a warrant? Do copies of those conversations
still exist?

In the past five years, how many times have phone conversations of known
mermnbers of the U.S. news media been intercepted without a warrant? Do
copies of those conversations still exist?

In the past five years; how many times have phone conversations of
attorneys in the United States been intercepted without a warrant? Do
copies of those conversations still exist?

In 2006, Newsweek reported that the “NSA received—and fulfilled~ between 3000 and
3,500 requests from other agencies to supply the names of U.S. citizens and officials ...
that initially were deleted from raw intercept reports. . . . Abont one third of such
disclosures were made 10 officials at the policymaking level.” (Sec Mark Hosenball,
“Spying, Giving Out U.S. Names,” Newsweek, May 2, 2006),

3)

b)

During the operation of the “terrorist surveillance program,” prior to its
disclosure in the New York Times in December 2005, how many “U.S.
names” that were masked from transcripts of intercepts were disclosed
(unmasked) to govemment entities that requested the identities?

What justification was required by a requestor to obtain the identity of the
U.S. person on a minimized conversation?

What criterin, if any, were used to determine whether a request for the
identity of a U.S. person on a minimized interception was appropriate or




43.

44,

" 45;

46.

47.

48.

whether the identity of the U.S, person was necessary for a legitimate
intelligence or law enforcement purpose?

d) If no justifications for identity information were required, and no criteria
for review to determine the appropriateness of the request were in
existence, then what purpose is served by the minimization procedures that
mask a U.8. person’s identity as a speaker on an intercepted phone call?

£) By name or position, which “policy makers” requested and received
identity information of ].S. persons whose communications were
intercepted?

The TSP was described in a Department of Justice (DOJ) “white paper” as “targeting the
international communications into and out of the United States of persons reasonably
believed to be linked to al Qaeda ....”” From the date of the inception of any warrantless
interception program (approximately October 2001) through the 2007 decision to bring
any such program under scrutiny of FISA, was the program ever broader to encompass
any other intemnational communications in addition to those reasonably believed to be
linked to &l Qaeda?

How many U.S. persons have been arrested or detained as a result of warrantless
interceptions under the surveillance programs established by the President?

What is the date of the first document that purports to justify the warrantless surveillance
program on the AUMF? How would you respond to claims that the AUMF rationale was
a creation of Administration lawyers after the December 2005 New York Times article?

At any time from September 11, 2001 through December 2005, did the NSA obtain “trap
and trace” or “pen register” information on the phones or telecommunications equipment
of U.S. persons without court orders?

a) If so, how many times?
b) If so, on what legal anthority?

Since September 11, 2001, has law enforcement or the intelligence community conducted
physical searches of the homes or businesses of U.S. citizens without warrants based on
authorizations or approvals by the President or pursuant to a Presidentially authorized
program?

Under the non-FISA warrantless interception programs, has law enforcement or the
intelligence community deliberately caused the interception of purely domostic to
domestic phone conversations without a FISA warrant? If 50, what has been done with
information so obtained?

10




49.

Questions have been raised as to whether Christine Amanpour of CNN has ever had her
telephone conversations intercepted by Administration surveillance programs. (Seg
David Ensor, NSA: Amanpour, Other CNN Reporters Not Targeted for Surveillance,
CNN, January 6, 2006). Has Ms. Amanpour ever been the target of warrantless
surveiilance — whether or not she was in.the United States? Have any telephone

- conversations-of Christine Amanpour been intercepted pursuant to any warrantiess

surveillance program?
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Questions for Director McConnell
Submitted by Congressman Bob Goodlatte (VA-06)
Hearing on “Warrantless Surveillance and the Foreign Intelligence

Surveillance Act: The Role of Checks and Balances in Protecting Americans’ .

Privacy Rights (Part IT)”
September 18, 2007

In arguing for greater tools to combat terrorists, you have made statements
recently in public concerning some of the significant threats the U.S. faces from
foreign powers and terrorists. Specifically, in August, you stated that a significant
number of Iraqis have been smuggled across the Southwest border.

1) What further information can you tell us today about those crossings? Are you
aware of individuals from other state sponsors of terror that have illegally crossed
the Southwest border? :

2) Is securing our Southwest border a matter of national security? Do you believe
that the Southwest border is sufficiently secure at this point?

12




v February 5, 2008

The Honorable Harry Reid-
Majority Leader
"United States Senate
528 Hart Senate Office Building
Washington, D.C, 20510

Dear Sénator Reid:

Thxs letter presents the views of the Administration on various amendments to the
Foreign Intelligence Surveillance Act of 1978 (FISA) Amendments Act of 2008 (8S. 2248) a bill
“to amend the Foreign Intelligence Surveillance Act of 1978, to modernize and streamline the
provisions of that act, and for other purposes.” The letter also addresses why it is critical that the
authorjties contained in the Protect America:Act not be allowed to expire. We have appreciated

_ the willingness of Congress to address the need to modernize FISA and to work with the
Administration to allow the intelligence community to collect the foreign intelligence _
information necessary to protect the Nation while protecting the civil liberties of Americans. We
commend Congress for the comprehensive approach that it has taken in considering these

" authorities and are grateful for the opportunity to engage thh Congress as it conducts an in--
dcpth malysxs of the relevant issues. : :

‘In August, Congress took an 1mportant step toward modermzmg FISA by enacting the

- Protect America Act of 2007, That Act has allowed us temporarily to close intelligence gaps by
enabling our intelligence professionals to collect, without a court order, foreign intelligence °
information from targets overseas. The intelligence community has implemented the Protect
America Act in 4 responsible way, subject to extensive executive branch, congressional, and
judicial oversight, to meet the country’s foreign intelligence needs while protecting civil
liberties. Indeed, the Foreign Intelligerice Surveillance Court (FISA Court) recently approved
the procedures used by the Government under the Protect Amenca Actto detemune that targets -
are located overseas, not in the United States.

o The Protect Amcnca Act was scheduled to explre on February 1, 2008, but Congress has

“extended that. Act for fifteen days, through February 16, 2008. In the face of the continued

. threats to our Natian from terrorists and other foreign mtclhgencc ta.rgcts, it is vital that Congress *
niot allow the core authorities of the Protect America Act to expire, but instead pass long-term
FISA modernization legislation that both includes the collection authority conferred by the
Protect America Act and provides protection from private lawsuits against companies that are.
believed to have assistéd the Government in the aftermath of the September 11th terrorist attacks
on America. Liability protection is the just result for companies who answered their

- Government’s call for assistance. Further, it will ensure that the Government can continue to

rely upon the assistance of the private sector that is so necessary to protect the Nauon and

enforce its la,ws

OLR- 28




The Honorable Harry Reid

S. 2248, reported by the Senate Select Committee on Intelligence, would satisfy both of

these imperatives. That bill was reported out of committee on a nearly unanimous 13-2 vote,
'Although it is not perfect, it contains many important provisions, and was developed through a
thoughtful process that resulted in a bill that helps ensure that both the lives and the civil liberties
of Americans will be safeguarded. First, it would establish a firm, long-term foundation for our
intelligence community’s efforts to track terrorists and other foreign intelligence targets located
overseas. Second, S. 2248 would afford retroactive liability protection to communication service
- providers that are believed to have assisted the Government with intelligence activities in the
aftermath of September 11th. In its report on S. 2248, the Intelligence Committee recognized
that “without retroactive immunity, the private sector might be unwilling to cooperate with
fawful Government requests in the future without unnecessary court involvement and protracted
litigation. The possible reduction in intelligence that might result from this delay is simply
unacceptable for the safety of our Nation.” The committee’s measured judgment reflects the
principle that private citizens who respond in good faith to a request for assistarice by public
officials should not be held liable for their actions. Thus, with the inclusion of the proposed
manager’s amendrent, which would make necessary technical changes to the bill, we strongly
support passage of S. 2248, '

For reasoris elaborated below, the Administration also strongly favors two other proposed
amendments to the Intelligence Committee’s bill. One would strengthen S, 2248 by expanding
FISA to permit court-authorized surveillance of international proliferators of weapons of mass
destruction. The other would ensure the timely resolution of any challenges to government
directives issued in support of foreign intelligence collection efforts.

Certain other amendments have been offered to S. 2248, howevér, that would undermine

- significantly the core authorities and immunity provisions of that bill. Afier careful study, we -
have determined that those amendments would result in a final bill that would not provide the
intelligence community with the tools it needs to collect effectively foreign intelligence
information vital for the security of the Nation. If the President is sent a bill that does not

" provide the U.S, intelligence agencies the tools they need to protect the nation, the President will

veto the bill, . :
- I, Limitations on the Collection of Foreign Inte,l_ligexice

: Several proposed amendments to S, 2248 would have a direct, adverse impact on our

ability to collect effectively the foreign intelligence information necessary to protect the Nation.
We note that three of these amendments were part of the Senate Judiciary. Committee substitute,
which has already been rejected by the Seriate on a 60-34 vote.” We explained why those three
amendments were unacceptable in our November 14, 2007, letter to Senator Leahy regarding the
Senate Judiciary Committee substitute, and the Administration reiterated these concerns in &
Statement of Administration Policy (SAP) issued on December 17, 2007. A copy of that letter
and the SAP are attached for your reference. 4 '

Prohibition on Collecting Vital Foreign Intélligénce Information (No amendment number

available). This amendment provides that “no communication shall be acquired under [Title VII
of 8. 2248] if the Government knows before or at the time of acquisition that the communication
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is to or from a person reasonably believed to be located in the United States,” except as
authorized under Title I of FISA or certain other exceptions: The amendment would require the
Government to “segregate or specifically designate” any such communication and the
Government could access such communications only under the authorities in Title I 6f FISA or
under certain exceptions. Even for communications falling under one of the limited exceptions
or an emergency exception, the Government still would be required to submit a request to the
FISA Court relating to such communications. The procedural mechanisms it would establish
would diminish our ability swiftly to monitor a communication from a terrorist overseas fo a
person in the United States—precisely the communication that the intelligence community may
have-to act on immediately. Finally, the amendment would draw unnecessary and harmful
distinctions between types of foreign intelligence information, allowing the Gavernment to
collect communications under Title VII from or to the United States that contain information
relating to terrorism but not other types of foreign intelligence information, such-as that relating
to the national defense of the United States or attacks, hostile actions, and clandestine :
intelligence activities of a foreign power.

This amendment would eviscerate critical core authorities of the Protect America Act and
S. 2248. Our prior letter and the Statement of Administration Policy explained how this type of
amendment increases the danger to the Nation and returns the intelligence community to a pre-
September 11th posture that was heavily criticized in congtessional reviews. It wonld have a
devastating impact on foreign intelligence surveillance operations; it is unsound as a matter of
policy; its provisions would be inordinately difficult to implement; and thus it is unacceptable.
The incidental collection of U.S, person communications is not a new issue for the intelligence =
community. For decades, the intelligence community has utilized minimization procedures to
ensure that U.S. person information is properly handled and “minimized.” It has never been the
case that the mere fact that a person overseas happens to communicate with an American triggers
a need for court approval. Indeed, if court approval were mandated in such circumstances, there
would be grave operational conscquences for the intelligence community’s efforts to collect

forcign intelligence. Accordingly, i{'this amendment s part of the bill that is presented to the -
- President, we,-as well as the President’s other senior-advisors, will recommend that he veto the -

bill,

-impogftion of a “Significant Purpose” Test {No. 3913). This amendment, which was part of the

‘Judiciary Committee substitute, would require an order from the Foreign Intelligence
Surveillance Court (FISA Court) if a “significant purpose” of an acquisition targeting a person
abroad is to acquire the communications of a specific person reasonably believed to be in the
United States. If the concern driving this proposal is so-called “reverse targeting”— ‘
circumstances in which the Government would conduct surveillance of a person overseas when

- the Goveérnment’s actual target is a person in the United States with whom the person overseas is
communicating—that situation is already addressed in FISA today. If the person in the United
States is the actual target, an order from the FISA Court is required. Indeed, 8. 2248 codifies this
longstanding Executive Branch interpretation of FISA.

T_hc amepc.iment W_ould place an unnecessary and debilitating burden on our intelligence
_ comrr}umty’s abl{lty to conduct surveillance without enhancing the protection of the privacy of
Americans. The introduction of this ambiguous “significant purpose” standard would raise
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unacceptable operational uncertainties and problems, making it more difficult to collect
intelligence when a foreign terrorist overseas is calling into the United States—which is
precisely the communication we generally care most about. Part of the value of the Protect
America Act, and any subsequent legislation, is to enable the intelligence community to collect
expeditiously the communications of terrorists in foreign countries who may contact an associate
in the United States. The intelligence comimunity was heavily criticized by numerous reviews
after September 11, including by the Congressional Joint Inquiry into September 11, regarding
its insufficient attention to detecting communications indicating homeland attack plotting. To

quote the Congressional Joint Inquiry: -

The Joint Inquiry has learned that one of the future hijackers communicated with

a known terrorist facility in the Middle East while he was living in the United
States. The Intelligence Community did not identify the domestic origin of those
communications prior to September 11, 2001 so that additional FBI investigative
efforts could be coordinated. Despite this country’s substantial advantages, there
was insufficient focus on what many would have thought was among the most
critically important kinds of terrorist-related communications, at least in terms of
protecting the Homeland. o

In addition, the proposed amendment would create uncertainty by focusing on whether the
“significant purpose ... is to acquire the communication” of a person in the United States, not
just to target the person here. To be clear, a “significant purpose” of intelligence community
activities that target individuals outside the United States is to detect communications that may
provide warning of homeland attacks, including communications between a terrorist overseas
and associates in the United States. A provision that bars the intelligence community from

collecting these communications is unacceptable. If this amen t i f the bill that is

resented to the Presidem well as sident’s other senior advi will mmen
that he veto the bill. . :
sition of a “Specific Individual et” Test (No, 3912). This amendment, which was part

of the Judiciary Committee substitute, would require the Attorney General and the Director of
National Intelligence to certify that any acquisition “is limited to communications to which any
party is a specific individual target (which shall not be limited to known or named individuals)
who is reasonably believed to be located outside the United States.” This provision could
hamper United States intelligence operations that currently are authorized to be conducted
overseas and that could be conducted more effectively from the United States without harming
the privacy interests of United States persons. For éxample, the intelligence community may
wish to target all communications in a particular neighborhood abroad before our armed forces
conduet an offensive. This amendment could prevent the intelligence community from targeting
a particular group of buildings or a geographic area abroad to coliect foreign intelligence prior to
-such military operations. This restriction could have serious consequences on our ability to
collect necessary foreign intelligence information, including information vital to conducting
military operations abroad and protecting the lives of our service members, and it is
unacceptable. Imposing such additional requitements to the carefully crafted framework
provided by S. 2248 would harm important intelligence operations without appreciably

enhancing the privacy interests of Americans. If this amendment is part of the bill that is
: _ 4
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presegtegi to the President, we, as well as the President’s other senior advisors, w;ll recommend

that he Veto the bill.

Limits Dissemination of Foreign Intelligence Information (No, 3915). This amendment
originally was offered in the Senate Intelligénce Committee, where it was rejected on a 10-5
vote. The full Senate then rejected the amendment as part of its consideration of the Judiciary
Committee amendment. The proposed amendment would impose significant new restrictions on -
‘the use of foreign intelligence information, including information not concerning United States
persons, obtained or derived from acquisitions using targeting procedures that the FISA Court
later found to be unsatisfactory for any reason. By requiring analysts to go back to the relevant
databases and extract certain information, as well as to determine what other information is
derived from that information, this requirement would place a difficult, and perhaps
insurmountable, operational burden on the intelligence community in implementing authorities
that target terrorists and other foreign intelligence targets located overseas. The effect of this
burden would be to divert analysts and other resources: from their core mission—protecting the
Nation—to search for information, including information that does not concern United States
-persons. This requirement also stands at odds with the mandate of the Scptember 11th
Commission that the intelligence community should find and link disparate pieces of foreign
intelligence information. Finally, the requlrement would actually degrade—-rather than
enhance—privacy protections by requiting analysts to locate and examine United States person

information that would otherwise not be reviewed, Accordingly, if this amendment is part.of the -

bill that is presented to the President, we, as well as the President’s other senior advisors, will

recommend that he veto the bill. .
IL. Liabiﬁty Protection for Telecommunications Coni:panies

" Several amendments to S. 2248 would alter the carefully crafted provisions in that bill
that afford liability protection to those companies believed to have assisted the Governiment in

the aftermath of the September 11th attacks. Extending liability protection to such companies is -

imperative; failure to do so could limit future cooperation by such companies and put critical
intelligence operations at risk. Moreover, litigation against companies believed to have assisted
. the Government risks the disclosure of highly classified mformatlon regardmg extremely . -
sensitive intelligence sources and methods. of th f the bill that s

presented to the President, we, as wcl the President’s other senior adV1sors, w;ll recornmend
that he veto the bill. _

Striking the Immum;y Ezovxslons (No. 3907). This amendment would strike Title ILof S. 2248,

- which affords liability protection to telecommumcauons companies believed to have assisted the
Government following the September 11th attacks. This amendment also would strike the
important provisions in the bill that would establish procedures for implementing existing
statutory defenses in the future and that would preempt state investigations of assistance
provided by any electronic communication seivice provnder to an element of the mtelhgcncc
community. Those provisions are important to ensuring that electronic communication service
providers can take full advantage of existing immunity provisions and to protectmg h1gh1y '
class1ﬁcd information. :
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Affording liability protection to those companies believed to have assisted the
Government with communications intelligence activities in the aftermath of September 11this a
just result and is essential to ensuring that our intelligence community is able to carry out its
mission. After reviewing the relevant documents, the Intelligence Committee determined that
providers had acted in response to wriften requests or directives stating that the activities had
been authorized by the President and had been determined to be lawful. In its Conference
Report, the Committee “concluded that the providers . . . had a good faith basis” for responding
to the requests for assistance they received. The Senate Intelligence Committee ultimately
agreed to necessary immunity protections on a nearly-unanimous, bipartisan, 13-2 vote. Twelve .
Members of the Committee subsequently rejected a motion to strike this provision.

: "The immunity offered in S. 2248 applies only in a narrow set of circumstances. An
action may be dismissed only if the Attorney General certifies to the court that either: (i) the
electronic communieations service provider did not provide the assistance; or (ii) the assistance
was provided in the wake of the September 11th attacks, and was described in a written request
indicating that the activity was authorized by the President and determined to be lawful.- A.court
must review this certification before an action may be dismissed. This 1mmumty provision does
ot extend to the Government or Government officials, and it does not immunize any criminal

conduct.

Provxdmg th1s liability protection is critical to the national security. As the Intellxgence
Committee recognized, “the mtelhgence community cannot obtain the intelligence it needs
-without assistance from these companies.” That committee also recognized that companies in
_ the future may be less willing to assist the Government if they face the threat of private lawsuits
each time they are alleged to have provided assistance. The committee concluded that: “The
‘possible reduction in intelligence that might result from this delay is simply unacceptable for the
safety of our Nation.” Allowing continued litigation also rigks the disclosure of highly classified
information regarding intelligence sources and methods. In addition to providing an advantage
. to our adversaries, the potential disclosure of classified information puts the facilities and
personnel of electronic communication service providers at risk. -

0 e reasons. 11 as the ide s other senior advisors, wil end
t he veto ¢ i tdoes ot affor liability protection tp these ies. -
‘Substi t ng the Government as endant in Liti étlon 0,392 Thls amendnient would .-

" substitute the United States as the party defendant for any covered cml action against a
telecommunications provider if certain conditions are met. The Government would be
substituted if the FISA Court determined that the company received a written request that .
complied with 18 U.S.C. § 251 1(2)(a)(ii)(B), an existing statutory protection; the company acted
in “good faith.. . . pursuant to an objectively reasonable belief” that compliance with the wntten
request was perrmtted by law; or that the company did not participate.

Substitution is not an acceptable alternative to immunity. Substituting the Government
would simply continue the litigation at the expense of the American taxpayer. Substitution does
nothing to reduce the risk of the further disclosure of highly classified information. The very
point of these lawsuits is to prove plamtlffs claims by disclosing classxﬁcd information
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regarding the activities alleged in the complaints, and this amendment would permit. plaintiffs to
participate in proceedings before the FISA Court regarding the conduct at issue. A :|1_1_dgment
finding that a particular company is a Government partner also could result in the disclosure of -
highly classified information regarding intelligence sources and methods and hurt the corflpany’s
reputation overseas. In addition, the companies would still face many of the burdens of litigation
— including attorneys’ fees-and disruption to their businesses from discovery — because their
conduct will be the key question in the litigation. Such litigation could deter private sector
entities from providing assistance to the intelligence community in the future. Finally, the
lawsuits could result in the expenditure of taxpayer resources, as the U.S. Treasury would be
responsible for the payment of an adverse judgment. If this amendment is part of the bill that is .
presented to the President, we, as well as the President’s other senior advisors, will recommend
that he veto the bill. - : , :

FISA Court Involvement in Determining Immuni 0.3919). This amendment would require
all judges of the FISA Court to determine whether the written requests or directives from the

- Government complied with 18 U.S.C. § 2511(2)(a)(ii), an existing statutory protection; whether
companies acted in “good faith reliance of the electronic communication sérvice provider on the
written request or directive under paragraph (1)(A)(ii), such that the electronic communication
service provider had an objectively reasonable belief under the circumstances that the written
request or directive was lawful”; or whether the companies did not participate in the alleg
intelligence activities. ' '

This amendment is not acceptable. It is for Congress, not the courts, to make the public
policy decision whether to grant liability protection to telecommunications companies who are
being sued simply because they aré alleged to have assisted the Government in the aftermath of
the September 11th attacks. The Senate Intelligence Committee has reviewed the relevant .
‘documents and concluded that those who assisted the Government acted in good faith and
received written assurances that the activities were lawful and being conducted pursuant to u
Presidential authorization, This amendment effectively sends a message of no-confidence to.the
companies who helped our Nation prevent terrorist attacks in the aftermath of the deadliest
foreign attacks on U.S. soil, Transferring a policy decision critical to our national security to the
FISA Court, which would be limited in its consideration to the particular matter before them -
(without any consideration of the impact of immunity on our national security), is unacceptable.

- Incontrast to §. 2248, this amendment would not allow for the expeditious dismissal of
the rélevant litigation. Rather, this amendment would do little more than transfer the existing
litigation to the full FISA Court and would likely result in protracted litigation, The standards in-
the amendment also are ambiguous and would likely require fact-finding on the issue of good
faith and whether the companies “had an objectively reasonable belief” that assisting the
Government was lawful—even though the Senate Intelligence Committee has already studied
this issue and concluded such companies did act in good faith. The companies being sued would
continue to be subjected to the burdens of the litigation, and the continued litigation would

increase the risk of the disclosure of highly classified information. -

- The procedures set forth under the amendment also present insurmountable problems.
First, the amendment would permit plaintiffs to participate in the litigation before the FISA
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Court. This poses a very serious risk of disclosure to plaintiffs of classified facts over which the -

Government has asserted the state secrets privilege and of disclosure of these secrets to the
public. The FISA Court safeguards national security secrets precisely because the proceedings
are generally ex parte—only the Government appears. The involvement of plaintiffs also is
likely to prolong the litigation. Second, assembling the FISA Court for en banc hearings on
these cases could cause delays in the disposition of the cases. Third, the amendment would
purport to abrogate the state secrets privilege with respect to proceedings in the FISA, Court.
This would pose a serious risk of harm to the national security by possibly allowing plaintiffs
access to highly classified information about sensitive intelligence activities, sources, and
methods. The conclusion of the FISA Court also may reveal sensitive information to the public
and our adversaries. Beyond these serious policy considerations, it also would raise very serious
constitutional questions about the authority of Congress to abrogate the constitutionally-based
privilege over national security information within the Executive’s contral. . This is unnecessary,
because classified information may be shared with a court in camera and ex parte even when the
state secrets privilege is asserted. Fourth, the amendment does not explicitly provide for appeal
of determinations by the FISA Court. Finally, imposing a standard involving an “objectively
reasonable belief” is likely to cause companies in the future to feel compelled to make an
~ independent finding prior to complying with a {awful Government request for assistance. Those
" companies do not have sccess to information necessary to make this judgment, Imposition of
* such a standard could cause dangerous delays in critical intelligence operations and put our
national security at risk. As the Intelligence Committeé recognized in its report on S. 2248, “the
intelligence community cannot obtain the intelligence it needs without assistance from these
companies.” For these reasons, existing law rightly places no such obligation on
telecommunications companies,

: If this amendment is part of the bill that is presented to the President, we, as well as the
President’s other senior advisors, will recomimend that he veto the biil. '

1. Other Amendments

Imposing a Short Sunset on the Legislation (No, 3930). This amendment would shorten the
existing sunset provision in 8. 2248 from six years to four years. 'We strongly oppose it. S. 2248
should not have an expiration date at all. The threats we face do not come with an expiration
date, and our authorities to counter those threats should be placed on a permanent foundation.
They should not be in a continual state of doubt. Any sunset provision withholds from our
intelligence professionals and our private partners the certainty and permanence they need to
protect Americans from terrorism and other threats to the national security, The intelligence
-community operates much more effectively when the rules governing our intelligence-
professionals’ ability to track our adversaries are established and.are not changing from year to
year. Stability of law also allows the intelligence community and our private partners to invest
resources appropriately. Nor is there any need for a suniset. There has been extensive public.
discussion, debate, and consideration of FISA modemization and there is now a lengthy factual
record on the need for this legislation. Indeed, Administration officials have been working with
Congress since at least the summer of 2006 on legislation to modernize FISA. There also has
been extensive congressional oversight and reporting regarding the Government’s use of the
authorities undér the Protect America Act. In addition, S. 2248 includes substantial
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congressional oversight of the Government’s use of the authorities provided in the bill. This
oversight includes provision of various written reports to the congressional intelligence
committees, including semiannual assessments by the Attorney General and the Director of
National Intelligence, assessments by each relevant agency’s Inspector General, and annual
reviews by the head of any agency conducting operations under Title VII. Congress can, of
course, revisit these issues and amend a statute at whatever time it chooses. We therefore urge
Congress to provide a long-term solution to an out-dated FISA and to resist attempts to impose a
short expiration date on this legislation. Although we believe that any sunset is unwise and
unnecessary, we support 8. 2248 despite its six-year sunset because it meets our operational
needs to keep the country safe by providing needed authorities and liability protection. '

Imposes Court Review of Coinpliance with Minimization Procedures (ﬂo. 3920). This

amendment, which was part of the Judiciary Committee substitute, would allow the FISA Court
to review compliance with minimization procedures that are used on a programmatic basis for
the acquisition of foreign intelligerice information by targeting individuals reasonably believed to
be outside the United States. We strongly oppose this amendnient. It could place the FISA
Court'in a pasition where it would conduct individualized review of the iritelligence

- community’s foreign communications intelligence activities. While conferring such authority on
the court is understandable in the context of traditional FISA collection, it is anomalous in this
context, where the court’s role is in approving generally applicable procedures for collection

targeting individuals outside the United States.

Congress is aware of the substantial oversight of the use of the authorities. contained in
. the Protect America Act. As noted above, 8. 2248 significantly inereases such oversight by
mandating semiannual assessments by the Attorney General and the Director of National

Intelligence, assessments by each relevant agency’s Inspector General, and annual reviews by the
head of any agency conducting operations under Title VII, as well as extensive reporting to -

- Congtess and to the FISA Court. The repeated layering of overlapping oversight requirements
on one aspect of intelligence community operations is both unnecessary and not the best use of
limited resources and expertise. ' '

xpedited FISA Court Review of Challen d Petitions t; Conipliance (No .
This amendment would require the FISA Court to make an initial ruling on the frivolousness of a
challenge to a directive issued under the bill within five days, and to review any challenge that
requires plenary review within 30 days. The amendment also provides that if the Constitution
requires it, the court can take longer to decide the issues before it. The amendment sets forth
similar procedures for the enforcement of directives (1.e., when the Government seeks to compel
an electronic communication service provider to furnish assistance or information). This .
amiendment would ensure that challenges to directives and petitions to compel compliance with
directives are-adjudicated in a manner that avoids undue delays in critical intelligence collection.
This amendment would improve the existing provisions in S. 2248 pertaining to challenges to
* directives and petitions to compel cooperation by electronic communication service providers,

and we strongly support it. B ‘

' Prolifere}' ion of Weapons of Mass Destruc ibn_. . 3938). This amendxhent, which would apply
to surveillance pursuant to traditional FISA Court orders, would expand the definition of '
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“foreign power” to include groups engaged in the international proliferation of weapons of mass
destruction. This amendment reflects the threat posed by these catastrophic weapons and extends
FISA to apply to individuals and groups engaged in the international proliferation of such
weapons. To the extent that they are not also engaged in international terrorism, FISA currently
does not cover those engaged in the international proliferation of weapons of mass destruction.
The amendment would expand the definition of “agent of a foreign power” to include non-U.S.
persons engaged in such activities, even if they cannot be connected to a foreign power before
the surveillance is initiated. The amendment would close an existing gap in FISA’s coverage
with respect to surveillance conducted pursuant to traditional FISA Court orders, gnd we strongly

support it.

Exclusive Means (No. 3910). We understand that the amendment relating to the exclusive
means provision in S, 2248 is undergoing additional revision. As a result, we are withholding
comment on this amendment and its text at this time. We note, however, that we support the
provision currently contained in 8. 2248 and to support its modification, we would have to
conclude that the amendment provides for sufficient flexibility to permit the President to protect
the Nation adequately in times of national emergency. '

IV. Expiration

While it is essential that any FISA miodernization presented to the President provide the
intelligence community with the tools it needs while safeguarding the civil liberties of
Americans, it is also vital that Congress not permit the authorities of the Protect America Aet not
be allowed simply to expire. As you are aware, the Protect America Act, which allowed us
temporarily to close gaps in our intelligence collection, was to sunset'on February 1, 2008.
‘Because Congress indicated that it was “a legislative impossibility” to meet this deadline, it
passed and the President signed a fifteen-day extension. Failure to pass long-term legislation
during this period would degrade our ability to obtain vital foreign intelligence information,
including the location, intentions, and capabilities of terrorists and other foreign intelligence
targets abroad.

First, the expiration of the authorities in the Protect America Act would plunge critical
intelligence programs into a state of yncertainty which could cause us to delay the gathering of,
or simply miss, critical foreign intelligence information. Bxpiration would result in a
degradation of critical tools necessary to carry out our national security mission. Without these
authorities, there is significant doubt surrounding the future of aspects of our operations. For
instance, expiration would create uncertainty concerning;

o The ability to modify @rtiﬁcag' ons and procedures issued under the Protect America Act

to reflect operational needs and the implementation of procedures to ensure that agencies
are fully integrated protecting the Nation; . ,

* The continuing validity of liability protection for those who assist us according to-the
procedures under the Protect America Act;

* The continuing validity of the judicial mechanism for compelling the assistance needed to
protect our national security; : .
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o The ability to cover intelligence gaps created by new communication paths or
technologies. If the intelligence community uncovers such new methods, it will need to

act to cover these intelligence. gaps.

All of these aspects of our operations are subject to great uncertainty and delay if the
authorities of the Protect America Act expire. Indeed, some critical operationis will likely not be
possible without the tools provided by the Protect America Act. ‘We will be forced to pursue
intelligence collection under FISA’s outdated legal framework—a framework that we already
know leads to intelligence gaps.. This degradation of our intelligence capability will occur
despite the fact that, as the Department of Justice has notified Congress, the FISA Court has
approved our targetmg procedures pursuant to the Protect America Act.

Sccond explratlon or contmucd short-term extensions of the Protect Amenca Act means -
 that an issue of paramount importance will not be addressed. This is the issue of providing
liability protection for those who provided vital assistance to the Nation after September 11,
2001. Senior leaders of the intelligence comimunity have consistently emphasized the critical
need to address this issue since 2006. See, “FISA for the 21*' Century” hearing before the Senate
Judiciary Committee with Director of the Central Intelligence Agency and Director of the
National Security Agency; 2007 Annual Threat Assessment Hearing before the Senate Select
Committee on Intelligence with Director of National Intelligence. Ever since the first -
Administration proposal to modernize FISA in April 2007, the Administration had noted that
meeting the intelligence commumty s operational needs had two critical components—
modernizing FISA’s authorities and providing liability protection. The Protect America Act
updated FISA’s legal framework, but it did not address the need for habxhty protection.

" As we havc discussed above, and the Senate Intclllgcnce Committee recognized,

“without retroactive unmumty, ‘the private sector might be unwilling to cooperate with lawful
Government réquests in the future without unnecessary court involvement and protracted .
litigation.” Asiit concluded, “[t]he possible reduction in intelligence that might result from this
delay is simply unacceptable for the safety of our Nation.” Inshort, if the absence of retroactive
liability protection leads to private partners not caoperating with foreign mte}hgencc activities,
we can expect more intelligence gaps. - _

. Questions surrounding the legahty of the Government’s request for assistance followmg
September 11th should not be resolved in the context of suits agamst private parties. -By granting .
responsible liability protection, S. 2248 “simply recognizes that, in the specific historical
circumstances here, if the private sector relied on written representations that high-level :
Government officials had assessed the [the President’s] program to be legal, they acted in good
faith and should be entitled to protéction from civil suit.” Likewise, we do not believe that it is
constructive—indeed, it is destructive—to degrade the ability of the intelligence commumty to
protect the country by punishing our private partners who are not part of the ongoing dcbatc
between the branchcs over thexr respective powers. '

ok ok ok Kk
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Thie Protect America Act’s authorities expire in less than two weeks. The Administration
remains prepared to work with Congress towards the passage of a FISA modernization bill that
would strengthen the Nation's intelligence capabilities while respecting and protecting the
constitutional rights of Americans, so that the President can sign such a bill into law. Passage of

_ S. 2248 and rejection of those amendments that would undermine it would be a critical step in
this direction. We look forward to continuing to work: with you and the Members of the Senate

on these 1mponant issues.

Thank you for the opportunity to present our views. The Office of Management and
Budget has advised us that from the perspective of the Administration’s program, there is no
objection to the submission of this letter.

Sincerely,

Michael B. Mukasey. ' J.M. McCornell
Attorney General : . ' Director of National Intelligence

- cer The Honorable Mitch McConnell
Minority Leader
‘The Honorable Patrick Lcahy :
Chairman, Committee on the Judiciary
The Honorable Arlen Specter - :
Ranking Minority Member, Commtttee on the Judiciary
The Honorable John D. Rockefeller
- Chairman, Select Committee on Intelligence -
The Honorable Christopher S. Bond :
Vice Chairman, Select Committee on Intelligence

Attachments
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From: . Tracci, Robert N
Sent: Friday, February 08, 2008 11:21 AM
To: Cabral, Catalina

Statement of Attorney General Michael B. Mukasey
Before the House Committee on the Judiciary

February 7, 2008

Chairman Conyers, Ranking Members Smith, and Members of the Committes.
Thank you for the opportunity to testify about the important work being carried out by
the men and women of the Department of Justice and for permitting me to highlight

key challenges that lie ahead.

in the short time that | have been at the Department, | have confirmed what | had
hoped and expected to find: men and women who are talented, committed, and
 dedicated to fulfilling its histqric mission. That mission is to advance justice by
defending the interests of the United States according to the law; to protect Americans
against foreign and domestic threats; to seek just punishment for those who violate our
laws; to assist our State and local partners in combating violent crime and other
challenges; and to ensure the fair and impartial administration of justice by protecting

the civil rights and liberties that are the birthright of all Americans.
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These values are not only central to the mission of the Department, but defining

features of our democracy, and | thank the Committee for its efforts to help realize

them.

During my tenure, | have sought opportunities to work with 'Congress to ensure
that the Department is provided the statutory tools ne'cessary to fulfill the Department's
crucial mandate. | have also sought to keep Congress apprised of the Departmént’s
activities and policy positions where possible, and to respond to the Committee's
oversight requests in a spirit of inter-branch comity that respects the institutional
interests of the Department and Congress. | pledge to maintain this commitment

throughout my tenure as Attorney General of the United States.

| would like to focus on two crucial legislative issues p.ending before the

. Congress: the impending expiration of the Protect America Act, and the impending
effective date of the United States Sentencing Commission’s decision to make a wide
range of violent drug 6ffenders eligible for a retroactive reduction in their sentence. |

h_ope to work with Members of this Committee to address each of these problems.

As this Committee is aware, the Protect America Act will soon sunset, but
threats to our national security will not expife with it. | urge Congress to pass
long-term legislation to update the Foreign Intelligence Surveillance Act (FISA) to
ensure that this statute addresses present and emerging threats to our national

security.




The Protect America Act is set to expire in just days, and it is vital that Congress
enact long-term FISA modernization legislation, with retroactive immunity, befofe that
Act expires. S. 2248, which is a strong bipartisan bill reported out of the Senate Select
Committee on Intelligence by a 13-2 margin, is a balanced bill that includes many
sound provisions that would allow our Intelligence Community to co_ntinue obtaining
the information it needs to protect the security of America, while. protecting the civil
liberties of Americans.

| The Department respects the oversight authority of Congress, but sunset
provisions create uncertainty in the Intelligence Community and stifle the development
of stable partnerships necessary to detect, deter, and disrupt threats to our national

security.

| would now like to focus on an issue that will have an impact on community
safety nationwide: the Sentencing Commission's decision to apply retroactively,
. effective March 3, »2008. a new -- and lower -- guideline sentencing range for crack

cocaine trafficking offenses.

Unless Congress acts by the March 3 deadline, nearly 1,600 convicted crack
dealers, many of them violent gang members, will be eligible for immediate release

into communities nationwide.




Retroactive épplication of these new lower guidelines will pose significant public
safety risks. Many of these offenders are among-the most serious and violent
'offenders in the federal system and their early release, without the benefit of
appropriate re-entry programs, at a time when violent crime has increased in some
communities will produce tragic, but predictable results. Moreover, retroactive
application of these penalties will be difficult for the legal system to administer given
the large number of cases eligible for resentencing, now estimated at upwards of

20,000, and uncertainties as to.certain key legal issues remain unresolved.

Let me conclude with the following observation. While differences between this
Committee and the Department are inevitable and are consistent with the institutional
tension embedded our Founding Document, it is worthwhile to remember what unites

us.

We each swear an oath to defend the Constitution of the United States and to
uphold the high ideals of public service to which we are entrusted. We must not lose
sight of the common goals and common purpose that unify the Department of Justice

and Members of the Committee who support its historic and ongoing mission.
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NOT RESPONSIVE

From: Paris, Jeremy (Judiciary-Dem) [mailto:Jeremy_Paris@Judiciary-dem.senate.gov]
Sent: Tuesday, January 29, 2008 2:08 PM

To: Scott-Finan, Nancy; Bookbinder, Noah (Judiciary-Dem)

Subject: RE: Oversight Hearing on January 30th,

The Chairman talked to the AG this morning and they discussed possible questions including torture, DNA grants, OLC opinions,

and FOIA reform. [ would expect CIA tapes certainly and possibly FISA from some senators.
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Bryan A. Benczkowski :
Principle Deputy Assistant Atterney General
Office of Legislative Affairs

U.S. Department of Justice

950 Pennsylvania Avenue, N.W,

Room 1601

Washington, DC 20530 -

Dear Mr. Benczkowskr ‘

Thank you for facilitating the testimony of Assmtant Attomey General Kenneth L. Wainstein at
the United States Senate Judiciary Committes hearing regarding “FISA Amendments: How to
Protect Americans’ Security and Privacy and Prcserve the Rule of Law and Govemment"

Accountability” on October 31, 2007.

Enclosed are written questions from Committee members In arder to ccmpicte the hearing
record, please send Mr. Wainstein’s written responses ag soon as possible and in no event later

than Tuesday, November 27, 2007 to my office, attention Jennifer Price, Hearing Clérk, Senate

Judiciary Committee, 224 Dirksen Senate Office Building, Waslungton, D.C., 20510. Please :

also send an electronic version of your respanses to Jennifer Pnce@}udimary-dem senate.gov.

Again, thank you for your partlmpatmn If you have any quesnens, please contact Jemufer Pnce;

of my staff at (202) 224-7703.

ated X

PA’I‘RICK LEAHY
Chairman
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~Questions of SenatbrfPa,trick J. Leahy -
To Kenneth L. Wainstein

Definition of “Electromc Survexllance”

1. Both the Protect America Act and the Senate Intelhgence Commxttee bill

would change the definition in FISA of “electronic surveillance” to say
that it does not include surveillance of aftarget overseas, even if that

target is communicating with someone in the United States.

First, this is nonsensical — this clearly 18 clcctromc survclllance and to -
have a statute say that b!ack is whlte isa bad practice. This change
would also have consequences for othcr parts of the statute that use that :
definition, For example, there is a quesnon about whether it rcnders ‘
mapphcab]e the civil and criminal hablhty provmwns contained in FISA :
because those. promsmns are tnggered by unauthorizcd “electronic -

surveillance.”

Most importantly — it seems eritirely unnecessary. The next part of the
legislation would set up a new procedure for conducting the surveillance

the government wants. There is no need to except it from the definition,

Q: Do you agree that if the statute sets up an,alfemativeprdcédqré |
to conduct the surveillénce in the legislation, there is nothing in
changing the definition tha‘t would add to the gbvernment’ r
authority? If not, please explain in as much detail as pos51ble what

the definitional change accomphshes




Immunity — Takings Issue 4
2. Retroactive inumunity would strip away lhie rights of D laintiffs in those

lawsuits to pursue on~g01ng ]1t1gat10n that aileges v1olatlons of

consntunonal r1ghts

Q: Are there constitutional problems Wlth domg thls‘? Is 1t 2

“Taking” that violates the 5% amendment?

If there are no constitutional problems, can you point us to precedent

‘where Congress has stepped in to quash ufii*gqing‘ constitutional

litigation?

If there are constitutional problems, do the retroactive immunity

provisions contained in the Senate Intelligence bill address them?

Role of the FISA Court

The Sénate Intelligence Committee bill would require the‘:chemmentftd
submiit targeting and nﬁninﬁzationprocédu;és to thet FISA Court for the
court’s review, but it would not require an up-front order from the FISA
Court. The companies aS’sisting‘ with the surveillance would get their |

direction from the Attorney General and the DNI, not the Court,

Q: With the Senate Intelligence C(:mmi‘ttée bill, please describe your
understanding of what power the FISA Court would have to stop the



Government from acquiring communications if it determines that

the targeting or minimization procedures are flawed?

Immunity — Approval by Counsel to the President

4. - The Report accompanying the ‘Scﬁﬁte Iptell}ifgencé Com:ﬁitteef(s

legislation notes with respect to the “Terrorist Surveillance Program’” that

the Executive Branch provided the service providers with letters at regular

intervals stating that the activities they were being asked fo agsist the -

government with had been deemed lawful by the Attorney General. The

Report says this is true for all the letters except one. One letter stated that
* the Counsel to the President, not the Attomey General had deemed the

activities to be lawful.

Q: Even if you argue that the companies actéd»le@ﬂy in compliance ‘

with FISA through most of this time, you cannot make that
argument with respeet to the permd of time when Mr, Gonzalee =

then White House Counsel - approved the letters, can you?

Q: Given that the service pravidérs provided 'assiisffaince without
regard for the statutory requirements for I‘cen‘tiﬁcﬁt;ion laid outin
FISA and Title I, if we give them‘immunity now, ho‘ﬁ? can we

assure ourselves that they will follow thé statutory requirements of

FISA in the future and not ]ust accept any written certification that

the Admlmstratmn glves them" :




5. You stated more than oﬁce} in your testimony that«:if any 1iti~gation
should accur, it should be direoted against the g&vefmfneﬁt,' not the: -
COﬁmmnications carriers who aséjiéfe‘d the gfbvﬁrﬁm;ent. However, when I
asked you how this would be done in light of the government’s blanket
assertions of state secrets, yOu;respanded; “thx;m are many investigations

going on right now about the propriety of what was done or not done under

the Terrorist Survelllance Program. So in terms; of accountablhty if there is

wrongdoing, that mongdomg is bemg ferreted out in ways very tradltlenal

ways, other than litigation.”

Q:  Please specify what partxcular avenues, other than litigation, you -

are suggesting we use to hold any wmngdoers mvolved in this matter
accountable" - :




Senate J udmlary Committee Hearmg on "FISA Amendmants- How to Protect
Americans’ Security and Privacy and Preserve the Rule of Law and Government
Accountability" :
Wednesday, October 31, 2007

Questmns Submitted by U.S. Senator Russell D. Femgold to Kenneth L. Wamstem ,
Assistant Attorney General e

The Senate Intelhgence Committee bill prowdes new authorzty for targeting
individuals ‘reasonably’ believed to be located overseas. That determination of
the target’s physical location prevents watrantless wiretapping of Americans
inside the United States, so it is critical that the government establish cffectwe
procedures to make sure it only uses this authority to target people overseas.
Under the bill, the government starts using its targeting procedures before
submitting them to the court for approval. If the court ultimately rejects those
procedures, and determines that they are not reasonably designed to ensure that
only overseas targets are wiretapped using these new authorities, what does the
bill say would happen to all the communications mvolvmg 11,8, persons that were
acquired using the unlawfiil procedures before the court rejected them?

2. Does the Justice Departmcnt‘beileve that private sector ’habﬂlty for untawftil'
surveillance plays any role in the enforcement of U.S. privacy laws and m
providing disincentives to engage in unlawful behavmr‘?

3. The Intelligence Comnuttee Report on the FISA bill declassiﬁed for the first time
the fact that after September 11,2001, the administration provided letters to
communications service providers scckmg their assistance with communications
intelligence activities authorized by the President. What is the Justice
Department’s posnmn as to whether those letters comply with the statutory
immunity provision in exxstmg law, which is in Secﬁon 251 1(2)(a) of Titie 187

4. Five weeks ago, [ asked DNI McConnell whether the adrmmstratlon could provrde L

this Committee with information about how much U.S. person information is :
looked at and how much is disseminated, under the new authorities provided in the
Protect America Act. He told me that the information was already being compiled
and should be ready in a matter of weeks. As far as 1 am aware, that information
has not yet been provided. When will the .Tud101ary Commlttee get that
information? ‘

The Senate Intelhgence Commlttee hﬂl like the Protect: Amcnca Act amends
FISA’s definition of “electronic surveillance.” The consequences of fhat change
are unclear. Does the Administration believe that it is necessary to amend that key
definition? Would the legisiation have the same effect if it added new authorltleq




10.

but allowed the new deﬁnmon of eiectromc surve:llance n the Protect Amenca

- Act to expire?

The Intelligence Committee bill permits the executive branch to begin surveillance

based on its own procedures, and requires that they be submitted to the court only
after the fact. What would be the harm in having the court review and approve the

_procedures pnor to using them, with a prowslon for going forward wﬁhout prior
: Judlmal review in an cmergency" .

Do you agree that there is a greater potential for intfﬁéioris on Americans” privacy

rights, mistaken or otherwise, if the government is intercepting international
communications in the United States, as opposed to when the mterceptlon occurs
overseas? - : ‘ : :

Do the new authorities provided in the Intelligence Committes-passed FISA bill
authorize the acquisition, from inside the United States, of any foreign-to-foreign
communications in which a target is not a communicant? Do they authorize such

acquisition of any foreign-to-domestic communications in which a target is nota

communicant? Do they authorize such acquisition of any domest1c~to»domestlc
communications in which a target is not a commumcant‘?

As defined in Section 2510(15) of Title 18, the term “e]ectromc communication 4

‘service” is quite broad, and covers “any service which prowdes to users thereof
 the ability to send or receive wire or electronic communications.” Does the

Department of Justice believe that Title I of the FISA bill reported by the Senate
Select Committee on Intelligence, S. 2248, which applies to providers of
electronic communication services as defined in Section 2510 of Title 18, covers -

 libraries that provide Internet access to their patrons or places of busmess that

prowde their staff with Internet access‘?

The Protect Ametica Act contains a provision that pcmuts communications
service providers directed to conduct surveillance under that law to file a petltlon
with the FISA Court challenging the legality of the directive. : :

a. Will you commit to notifying the Judiciary a’;hd‘InteII‘igence Committess if

any such petitions are filed with the FISA Court challenging the Protect
America Act, and will you share with those committees any court action, as -
well as the pleadings in those proceedings, redacted as necessary?

b, Will you commit to announcmg, pubhcly, the fact that such a petition has
been filed?




Senator Edward M., Kennedy
Questions for the Record :
Senate Judiciary Committee hearing on “FISA Amendments: How to Protect Americans’
Security and Privacy and Preserve the Rule of Law and Government Accountability”
Held on October 31,2007

 To Kenneth L. Wainstein, Acting Attomey General National Security Dzwszon, U.S.
Deparrment of Justice ‘ :

1. Thank you, Mr Wairistein, for sharmg your views on. l«LSA W1th the members of thls ‘
Committee. I regret that I was unable to attend the hearing in person. As the history of our
surveillance laws teaches us, it’s essential that we have a very careful and—to the fullest extent
possible—public consideration of FISA leglslatxon o :

I was present at the creation of the FISA Iaw and Iworked closcly with a Republican

: Attomey General to draft its provisions. Together, we found a way to provide our intelligence
agencies with the authority they needed, and also build it checks and balances to prevent abuse
of that authority. FISA proved that we do not have to choose between civil liberties and natzonal

- security.

Unfortunately, the Protect America Act was enacted this summer in & much less
thoughtful process, It was negotiated in secret and at the Jast mimite. The Administration issued
dire threats that failure to enact the law before the August recess could lead to disaster. We need
to correct that failure by e engagmg in‘a thorough, dehheratwe process before we enact more
. legistation,

It is encouraging that the Administration has finally agreed to share documents with
members of this Committee and the Senate Intelligence Comumittee on its warrantless
surveillance program. We had requested these documents for many months, because they are
clearly relevant to the Adm1mstratmn s argmnents on FISA. : .

But the Administration has not yet shared any documents with members of the House
Judiciary or Intelligence Committees, whose new FISA bill it has criticized, This selective
information-sharing is troubling because it suggests that the Admlmstratlon will only work thh
those lawmakers who already agree with it.

Questions:

1. Why won’t the Administration share the documents on its Warrantless surveﬂlaﬁce;;
program with the House Intelligence and Judiciary Committees? Aren'’t these
committees equally 1mportant players in this Iegxslauve debate’?

2. White House press secretary Dana Perino was recently asked why the Adrmmstratmn was
willing to share documents with the Senate Intelligence Committee but not with any
others. She said it was because the Intelligence Committee's leaders “showed a
willingness” to grant amnesty to the telecommunications companies. ‘“‘Because they were
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willing to do that,” Ms. Perino sald ‘we wete willing to show them some of the
documents that they asked to see.” Asked to clarify these disturbing comments sevcral
days later, a White House spokesman said that what the Admmlstranon did was “not =

exactly” a qmd pro quo.
a, Do you stand by these descriptions of the Administration’s behavior?
b. - These documents contain mfennatlon that is clearly relevant to our

responsibilities as lawinakers. How can you defend a policy of sharing
with the committees that agree thh the White House's preferences?

them only

2. This Administration has asserted a view of executive power that is breathtaking in its
“scope. It has claimed the authority to wiretap Americans without warrants, despite the clear
statement in FISA that it provides the “exclusive” means for conducting foreign intelligence
surveillance. As we know from Justice Jackson’s opinion in the Steel Seizure Cases, the
President’s authority is-at its weakest when he acts contrary to a congressmnai enactment Yet

here, the President defied clear statutory language

[ Zuestlons:

1. If Congress enacts a FISA bill, will the President accept that he is bound by it? In
: pmmular if we pass a bill that gives the President less power to conduct surveﬂlance

than he is now exercising, will he comply with it?

2. If we do not-extend the Protect America Act and do not pass any other new laws, Wlﬂ the

- Administration comply with FISA?

3. Are any electronic surveillance programs cmrently being conducted outsuic the authonty j

of FISA as amended by the Protect America Act?

4. Do you agree that new legxslatlon should reaffirm that FISA is thc sole nieans by whxch

: thc Executlve bra,nch can conduct elcctromc survezllance eut51de of the criminal eontext? o

3. As you know, the Administration is askmg Congress to grant broad 1mmumty for any
past violations of the law by telecommunications companies that provided surveillance

information, The Senate Intelligence Committee’s bill grants this amnesty, the House
Intelligence and Judiciary Committees’ bill does not.

I'have yet to hear a smgle good argument in favor of amnesty for the: telecoms,
are many reasons to be against it. Under FISA, communications carriers already have

but there
immunity

from liability if they act pursuant to a court warrant or a certification from the Attomey General.
In this way, FISA protects carriers who follow the law, while enlisting their fielp in protecting

Americans’ rights and the integrity of our electronic surveillance laws.
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The Admmlstratmn § proposal for immunity will heip shleld 11]egal activities from public

: scmtmy, but it will do nothing to protect our security or liberty. Instead, it will deprive plaintiffs
of their rightful day in court, send the message that violations of FISA can be 1gnored and
nndermine an important structural safeguard of our survexllance laws.

It’s especially disturbing that the Administration apparently encouraged commu’nicétions‘

companies to break the law, and that those companies apparently went along. It’s wrong to
allow the Bxecutive Branch to pick and choese whxch laws it obeys and to ask others to help it

break the law.

Questions:

L.

Isn’t it true that under FISA, companies that acted pursuant toa ceurt order or an -
Attorney General certification already have immunity from 11ab1hty?

& Is it fair to say, then, that none of the telecoms belng sued had one of these two =

documents because if they did, they would already be off the hook" e

In your testimony, you suggested that it would ba “Unfair’ to the telecommumcatidﬁs

- companies to let the lawsuits proceed. I found this argument most unconvincing.

Telecommunications companies have clear duties under. FISA, and they have highly :
sophisticated lawyers who deal with these issues all the time. Tt is precisely becauge

fairness and justice are so important to the American system of government that we ask

an independent branch—the judiciary—to resolve such legal disputes. There is nothing
fair about Congress stepping into ongoing lawsuits to deCree Victory'for one side.

a. Ifacompany wolated its clcar dutu:s and conducted ﬁlegal spying, doesn’t
fairness demand that it face the consequences?

. If Congress bails out any companies that may have broken the law won't that set a bad

precedent? What incentive will companies have in the future to follow the law and
protect Americans’ sensitive mfonnatmn?

If your concern is that carriers not be bankmpted would you suppbrt somethmg morc
specxfic than complete amnesty—for example a cap on damagcs?

a. Ifnot, why not? Are you worried that courts will rule that the Pres1dent’
Waxrantless sxmrclllance programs were illegal?

As you know, the President has said he will Veto any FISA bﬂl that does not grant
retroactive immunity. - At the same time, he and the Director of National Intelligence -
have said that if Congress does not make major changes to FISA, American lives will be
sacrificed. If we take him at his word, then, the President is w1111ng to let Americans die
on behalf of the phone companies e
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a. That’s hard to believe. So why does the President insist on amnesty for thr: phorxc
compames as 4 precondition for any F ISA reform?

’ As you know, the Sermate Seilect, Committee on Intelligence recently reported a FISA bi.li;

the “FISA Amendments Act of 2007,” which has now come to this Committee on sequential
referral. This bill would make major revisions to our &uﬁve‘i{»IanceiIaws in a va’riaty of areas,

Although I apprecaatc the work of my colleagues on the Intelhgence Commlttec in

drafting this Ieglslatmn I havc some concerns about their bill. For example:

As I have said the bill prov1des amnesty to telecommumcatzons companies that méy bai?e
broken the law in cooperating with the Administration on illegal surveillance, even
though they already have broad immunity under current FISA law. ~ :

The Intellipence Committee’s bill redefines “electronic surveﬂlanc inawaythatis
unnecessary and may have unintended consequenoces. oo S

The bill does not fully close the loophole left open by the Protect America Act, allowing
warranﬂess interception of purely domestic communications. :

The bill does not require an independent revxew and report on the Adrmmstratmn 8
warrantless eavesdropping.

The bill purports to eliminate the “reverse targetmg” of Amencans, but does not actually
contain language to do so. There is nothing analogous to the House bill on reverse
targeting, which prohibits such surveillance if “a 31gn1ﬁcant purpose” is targetmg
someone in the United States, : :

Court review occurs oniy after-the-fact, w1th no consequences if the court rejects the
government's targetmg or mmlnﬁzanon procedures o

These are just a few of my concerns. But if1 undcrstand you correctly, you are generally

supportive of the Intelligence Committee bill. Certainly, you seem to like it a lot more than the
bill being considered by the House, which contams mgmﬁcanﬂy greater protccnons for civil
liberties. :

Questions:

1.

My understanding is that you are in favor of the way the Intelhgence Committes bill
redefines “electronic surveillance.” In his written testimony, Mort Halperin described

this change as “Alice in Wonderland”; “It says that the language in FISA, which defines

- ‘electronic surveﬂlance means not what 1t clearly says, but what the ourrent bill says it

says 34
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a. Why should we change the definition of “electronic surveillance”? It’s a central
term in FISA, and I see no good reason to replace it and open the door ta many
unintended consequences :

b, Mort Halperin has;‘recommended that we strike out the part of the Intelligence
Comumittee bill that redefines “electronic surveillance,” and then change the
requirements for the certification to be given to the FISA court to read “the
surveillance is targeted at persons reasonably believed to be located outside the
United States.” How would this change affcct your understandmg of the
Icgtslatmn‘?

2. Unlike the House bill, the Intelhgence Cormmttes bill does not requn‘a prior judmnal -
authorization before surveillance begins. Thisis a major departure from how FISA has

always worked. It raises serious civil-liberties concerns, and makes it very difficult for
~ courts to cut off surveillance that is illegal under the law. As Mort Halperin has stated:
“By definition, if there is no emergency, there is time to go to the court and there is no
reason fo allow the executive branch to begin a surveillance without first having courf
approval. Requiring as a matter of routine that court approval must come first will assure
" that the executive branch gives the matter the fll consideration that it deserves before
starting a surveillance which will lead to the acquisition of many communications of
persons in the United States and Americans abroad, .. . I cannot imagine any public
pohc.y argument to the contrary once one concedes that the court needs to play a role and
~ there is an exception for emergencies with ample time li mlts

4. How do you respond to Mr. Halperin’s arguments?

b. Doesn’t the abandonment of before-the-fact court review go against the basic
promise of FISA that Americans will not have their communications agquired
withont a judge conﬁrmmg that there is a Ieglt:mate reason to do so?-

. If you agree that purely domesnc-tondomestw communications should never be acqinred
without a court order, would you support changes to the bill that would make this point
100% clear? As Iread the bill, this is not as clearly pl‘ohlblted as it could be.

If you agree that warrantless “reverse targeting” of Americans should never be alldwéd,
would you support language in the bill to prohibit its use if “a significant purpose” is
targeting someone in the United States?

a. Ifnot, whynot? The House bxll contains this: provmmn, and it's a sensible way to
address the very serious “reverse targeting” concerns that will make Americans
afraid for their rights.
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U.S. SENATE COMMITTEE ON THE JUDICIARY

FISA HEARING -— OCTOBER 31,2007

QUESTIONS FOR THE RECORD FOR MR, WAINSTEIN
SUBMITTED BY SENATOR KYL :

An amendment that was added to this bill in the Intelligence Committee by Senator Wyden adds
a section to FISA that requires U.S. agents to obtain a warrant to conduct overseas surveillance
of national-security threats if that surveillance targets a U.S. person. - :

1. Some advocates of this provision have described it as protecting the rights of U.S. citizens.
The bill text, however, appears to cover “U.S. persons” — a category that FISA defines to even
include U.S. green card holders. As I'read the Wyden amendment if'a Pakistani national came
to the United States as an adult for 4 few years, acquired a green card, and then returned to
Pakistan and joined up with Al Qaeda, then under the Wyden amendment, this Pakistani national
would be granted privacy rights under FISA that would bar the United States from monitoring his
communications with the rest of Al Qaeda without first obtaining a warrant. Is that description -
accurate? .

2. Would Middle Eastern governments be barred from monitoring the communications of this
Pakistani green-card holder by any U.S. law if he were inside one of those Middle Eastern
countries? In otherwords, under the Wyden amendment, would it be the case that the law would
permit every government in the world ~ other than our own — to monitor the commiunications of -
this Pakistani Al Qaeda member when he is in the Mtddlc Bast? :

3A. Again, considering the hypothetical example ofa Paklstam national who resides in Pakistan
but has acquired a green card: under the Wyden amendment, the United States would be

required to get court pre-approval and 4 warrant if it wanted to monitor this Pakistani in Pakistan

in the course of a foreign intelligence investigation. Now- suppose that the U.S. thought that this
Pakistani green card holder were participating in drug smugghng in Pakistan and the FBI opened
a criminal investigation. Would the U.S, be required to obtdin a warrant in order to monitor his

activities in Pakistan in the course of a drug-smuggling criminal investigation? g

B, ‘What if this Pakistani natmnal were believed to be involved in bnbsry of a public ofﬁcla!
while residing in Pakistan and-the U.S. opened a criminal mvesngatlon of his activities. Would
the 1J.S. be required to obtain a warrant to monitor such act:vmes in Pakistan?

C. What if the U.S. thought that this green card holder were fencmg stolen goods in Paklstan?
Would the U.S. be required to obtain a warrant in order to-monitor his activities in Pakistan?

4. As I understand it, the Wyden amendment would apply not just when Paklstan-to-Afghamstan ;

communications are routed through the U.S. Rather, it would apply whenevet the activities of a
U.S. green card holder are monitored overseas as part of a terrorism investigation. Asa result,
even if the U.S. were participating with the Pakistani government in an investigation inside
Pakistan that targeted a Pakistani national who was a U.S, green~card holdet, the U.S. would be
required to report the Investigation to the FISA court and seek a warrant :




I also understand that while many Middle Eastern governments cooperate with the United States
in the war with Al Qaeda, many of these governments do not want other cmmtnes or radicalized
elements of their own populations to know that they are helping the United Stats. As a result,

many of these governments require that the fact of their cooperation with. the United States or the

details of joint counterterrorism operations not be dlscloscd outside of the U.S, mtelhgence
community, :

A. Would the Wyden amendment's requirenent that the existence of intelligence investigations

condueted entirely inside a foreign country be disclosed in U.S. court proceedings vmlate anyof

our information-sharing agreements with foreign mtelh gence services?

B. Should we expect that foreign intelligence services will refuse to share information or

otherwise cooperate with the United States in the future if the Wyden amendment requires U.S.

intelligence agencies to disseminate mtelhgence 1nfonnatmn outs1da of the mtelhgence
communﬁty’? : : : :




“U.8. Department of Justice

Office of Legislative Affairs

Office of the Assistani Atiorney General o quhmg‘mﬁ D.C, 20530

October 12, 2007

The Honorable Silvestre Reyes -
Chairman :
Permanent Select Committee on Intelligence
U.S. House of Representatives

Washington, D.C. 20515

Dear Mr. Chairman:
Enclosed please find the corrected transcript of the testimony of Mr, Kenneth
Wainstein, Assistant Attorney General, National Security Division, for the hearing held before
the Camumittee on September 20, 2007, concerning the Foreign Intelligence Surveillance Act.

If we may be of further assistance, please feel free to contact this office.
Sincerely,

A 2ungd
- Brian A, Benczkowski .
Principal Deputy Assistant Attorney General
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U.S. SENATE COMMITTEE ON THE JUDICIARY

FISA HEARING — OCTOBER 31, 2007

QUESTIONS FOR THE RECORD FOR MR. WAINSTEIN
SUBMITTED BY SENATOR KYL

An amendment that was added to this bill in the Intelligence Committee by Senator Wyden adds
a section to FISA that requires U.S. agents to obtain a warrant to conduct overseas surveillance
of national-security threats if that surveillance targets a U.S. person.

1. Some advocates of this provision have described it as protecting the rights of U.S. citizens.
The bill text, however, appears to cover “U.S. persons” — a category that FISA defines to even
include U.S. green card holders. As Iread the Wyden amendment, if a Pakistani national came
to the United States as an adult for a few years, acquired a green card, and then returned to
Pakistan and joined up with Al Qaeda, then under the Wyden amendment, this Pakistani national

would be granted privacy rights under FISA that would bar the United States from monitoring his

communications with the rest of Al Qaeda without first obtaining a warrant. Is that description
accurate?

2. Would Middle Eastern governments be barred from monitoring the communications of this
Pakistani green-card holder by any U.S. law if he were inside one of those Middle Eastern
countries? In other words, under the Wyden amendment, would it be the case that the law would
permit every government in the world — other than our own — to monitor the communications of
this Pakistani Al Qaeda member when he is in the Middle East?

3A. Again, consideting the hypothetical example of a Pakistani national who resides in Pakistan
but has acquired a green card: under the Wyden amendment, the United States would be
required to get court pre-approval and a warrant if it wanted to monitor this Pakistani in Pakistan
in the course of a foreign intelligence investigation. Now suppose that the U.S. thought that this
Pakistani green card holder were participating in drug smuggling in Pakistan and the FBI opened
a criminal investigation. Would the U.S. be required to obtain a warrant in order to monitor his

- activities in Pakistan in the course of a drug-smuggling criminal investigation?

B. What if this Pakistani national were believed to be involved in bribery of a public official
while residing in Pakistan and the U.S. opened a criminal investigation of his activities. Would 7
the U.S. be required to obtain a warrant to monitor such activities in Pakistan?

C. What if the U.S. thought that this green card holder were fencing stolen goods in Pakistan?
Would the U.S. be required to obtain a warrant in order to monitor his activities in Pakistan?

4. AsTunderstand it, the Wyden amendment would apply not just when Pakistan-to-Afghanistan
communications are routed through the U.S. Rather, it would apply whenever the activities of a
U.S. green card holder are monitored overseas as part of a terrorism investigation. As a result,

- even if the U.S. were participating with the Pakistani government in an investigation inside

- Pakistan that targeted a Pakistani national who was a U.S. green-card holder, the U.S. would be
required to report the investigation to the FISA court and seek a warrant, '
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I also understand that while many Middle Eastern governments cooperate with the United States
in the war with Al Qaeda, many of these governments do not want other countries or radicalized
elements of their own populations to know that they are helping the United Stats. As a result,
many of these governments require that the fact of their cooperation with the United States or the
details of joint counterterrorism operations not be disclosed outside of the U.S. intelligence
community. : '

A. Would the Wyden amendment’s requirement that the existence of intelligence investigations
conducted entirely inside a foreign country be disclosed in U.S. court proceedings violate any of
our information-sharing agreements with foreign intelligence services?

B. Should we expect that foreign intelligence services will refuse to share information or
otherwise cooperate with the United States in the future if the Wyden amendment requires U.S.
intelligence agencies to disseminate intelligence information outside of the intelligence
community?
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Good Morning -
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