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ADDITIONAL STATEMENT OF JURISDICTION

This Court hasjurisdiction under 28 U.S.C. § 1291 because an application for
a court order under 18 U.S.C. § 2703(d) (a “2703(d) order”) is filed in an
“independent plenary proceeding” pursuant to statute, and the district court’ sorder in
this case “was dispositive thereof and had the requisite finality to make it appealable
under section 1291.” Application of the United Sates, 563 F.2d 637, 641 (4th Cir.
1977) (finding jurisdiction under 8§ 1291 over an appea of the denial of a wiretap
application); seealso Brief for the United States (“ Initial Brief”) at 2n.1. The Amicus
Curiae Brief of Professor Orin S. Kerr (“Kerr Brief”) argues that this Court lacks
jurisdiction to hear this appeal under § 1291, but it presents no persuasive reason to
depart from the decisions of the Third, Fourth, and Ninth Circuits exercising
jurisdiction over appeals from the denials of ex parte applications in criminal
investigations. See Application of the United Sates, 563 F.2d at 641 (appeal of denial
of wiretap application); Application of the United States, 427 F.2d 639, 642 (9th Cir.
1970) (same); In re Application of the United Sates, 620 F.3d 304 (3d Cir. 2010)
(appeal of denial of application for 2703(d) order).

Although the Kerr Brief attempts to distinguish the Fourth and Ninth Circuit
wiretap appeals by arguing that “[t]he Wiretap Act expressly contemplates appeals

from denials of applications,” Kerr Brief at 23, neither the Fourth nor the Ninth
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Circuitsrelied on 18 U.S.C. § 2518(10)(b), the Wiretap Act’ s provision for appellate
jurisdiction, in exercising jurisdiction over the government’ sappeal. See Application
of the United States, 427 F.2d at 641 (stating that the Wiretap Act “ does not expressly
authorize an appeal from such a district court order”); Application of the United
Sates, 563 F.2d at 640 (“the Government does not advance 18 U.S.C. § 2518(10)(b)
as a basis for appeal”). Instead, the Fourth and Ninth Circuits concluded that an
appeal was permissible under § 1291, and their reasoning regarding 8 1291 applies
equally to an appeal from adenial of an application for a 2703(d) order.

Theonly casecited by theKerr Brief against appealsunder 8 1291 from denias
of ex parteapplicationsdoesnot eveninvolvean attempt to appeal by thegovernment.
In United Satesv. Savides, 658 F. Supp. 1399, 1404 (N.D. IlI. 1987), aff’ d sub nom.
United States v. Pace, 898 F.2d 1218 (7th Cir. 1990), the court rejected the
defendant’ sargument that a magistrate judge’ sdenial of asearch warrant application
should have had preclusive effect; the court stated that “the government has no right
to appedl if it believes the magistrate erred in denying the warrant.” One leading
treatisedisagrees: “ Denia of agovernment application for asearch warrant concludes
the only matter in thedistrict court. . . . Appeal isavailable asfrom afinal decision.”

Wright, Miller & Cooper, 15B Federal Practice and Procedure § 3919.9 (2d ed.
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2011).1

This Court should hold that it hasjurisdiction over this appeal under 28 U.S.C.
8§ 1291. In the aternative, the United States agrees with the Kerr Brief that if this
Court otherwise lacks jurisdiction over this appeal, this Court should exercise
mandamus jurisdiction. See Kerr Brief at 24-25.

ARGUMENT

l. THE FOURTH AMENDMENT ALLOWS THE UNITED STATES TO
OBTAIN A 2703(d) ORDER TO COMPEL A CELL PHONE COMPANY TO
DISCLOSE HISTORICAL CELL-SITE RECORDS.

A. A cdl phone customer has no Fourth Amendment interest in
historical cell-siterecordsbecausethey arebusinessrecor dscreated
and held by a cell phone provider.

Historical cell-site records are business records generated and stored by cell
phone companies, without governmental compulsion, when customers make or
receive telephone calls. Requiring the companies to disclose historical cell-site
records does not violate the Fourth Amendment under the well-established principle
that “the Fourth Amendment does not prohibit the obtaining of information revealed

to athird party and conveyed by him to Government authorities.” United States v.

Miller, 425 U.S. 435, 443 (1976); Smith v. Maryland, 442 U.S. 735, 744 (1979)

The United States agrees with the Kerr Brief that 18 U.S.C. § 3731 does not provide
jurisdiction here. Section 3731 appliesto an appeal “[i]n acriminal case,” and an ex parte
application in acriminal investigation is not acriminal case. SeeInre Application of the United
Sates, 563 F.2d at 640.
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(quoting Miller). Amici strain to distinguish the many Supreme Court and appellate
court cases upholding this broad principle, but their efforts are unavailing. See Brief
of Amicus Curiae ACLU et al. (“ACLU Brief”) at 33-45; Brief of Amicus Curiae
Susan Freiwald (“Freiwald Brief”) at 18-21; Brief of Amicus Curiae Electronic
Privacy Information Center (“EPIC Brief”) at 18-31.

1. A customer hasno reasonable expectation of privacy in businessrecords

made and stored at a business' s discretion, and the United States has not
mandated that providers generate and store historical cell-site records.

As shown by United Satesv. Miller, 425 U.S. 435 (1976), customers have no
protected privacy interest in historical cell-siterecords. InMiller, the Supreme Court
rgjected a Fourth Amendment challenge to a third-party subpoena for bank records

and explained that the bank’ s records “are not respondent’ s * private papers ” but are
“the businessrecordsof thebanks’ inwhich acustomer “can assert neither ownership
nor possession.” Miller, 425 U.S. at 440. This reasoning applies equally to the
historical cell-siterecords at issuein thiscase. The ACLU objectsthat in Miller, the
Supreme Court also “proceeded to consider whether Miller nevertheless could
maintain a reasonable expectation of privacy in the bank’srecords.” ACLU Brief at
34. But the ACLU ignoresthe basis for this further analysis: the Supreme Court in

Miller explained that thisfurther analysiswas necessary dueto the Bank Secrecy Act,

afederal law requiring the bank to keep the targeted records. Miller, 425 U.S. at 441
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(“we must address the question whether the compulsion embodied in the Bank
Secrecy Act as exercised in this case creates a Fourth Amendment interest in the
depositor where none existed before”).? Thereis no data-retention law in this case;
as discussed below, EPIC iswrong to argue otherwise.

Donaldson v. United Sates, 400 U.S. 517 (1971), confirmsthat where no law
imposes a data-retention requirement on a business, athird party cannot object to the
compelled production of businessrecords. In Donaldson, the Supreme Court held that
ataxpayer could not intervene in the enforcement of IRS summonses to his former
employer for hisemployment records. The Court found* no constitutional issue” with
compelling the disclosure of the employment records and explained “that question
appears to have been settled long ago when the Court upheld, against Fourth
Amendment challenge, an internal revenue summons issued under the Revenue Act
of 1921 and directed to a third-party bank.” Donaldson, 400 U.S. at 522.
Significantly, the Court did not engage in the expectation-of-privacy analysis urged
by amici here. Instead, the Court explained that the material sought “consists only of

[the employer’ 5] routine business records in which [Donaldson] has no proprietary

?In addition, there is no suggestion in Miller that a warrant might have been necessary to
obtain bank recordsif the account owner retained an expectation of privacy in the records.
Instead, the account owner in Miller sought to challenge alleged defects in the subpoena used to
compel disclosure of therecords. Seeid. at 438-39. The Supreme Court held that account owner
could not do so because the allegedly defective subpoena did not implicate his Fourth
Amendment interests. Seeid. at 444.
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interest of any kind . ... Donadson’sonly interest —and of courseit loomslargein
hiseyes—liesin the fact that those records presumably contain details of [employer-
to-employee] payments possessing significancefor federal incometax purposes.” Id.
at 530-31.

Freiwald and EPIC both mistakenly claim that data collection and retention by
the providers is mandated in this case. First, EPIC incorrectly asserts that “the
government itself first mandated the collection of thisdata.” EPIC Brief at 24. EPIC's
assertionisapparently based onthe Communications Assistancefor Law Enforcement
Act, Pub. L. No. 103-414, 108 Stat. 4279 (1994) (“CALEA"), see EPIC Brief at 20-
23, but CALEA merely requires providers to be capable of implementing specific
court orders; nothing in CALEA requires providers to collect and store cell-site
records absent a specific court order pertaining to a specified phone. See 47 U.S.C.
§1002(a). CALEA no more requires providers to store and maintain historical cell-
site records than it requires them to store and maintain recordings of all telephone
conversations carried on their networks. See United Satesv. Graham, __ F. Supp.
2d  ,2012WL 691531 at*12 (D. Md. Mar. 1, 2012) (stating that “ Federal law does

not mandate that cellular providers create or maintain” historical cell-site records).?

3EPIC is also completely mistaken regarding governmental policies and practices when it
states that “[t]he Government requires that service providers gather thislocation data
automatically in case it gets a warrant, then applies for an order under the minimal pen register
standard after that datais stored.” EPIC Brief at 23-24.

6
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Second, the Freiwald Brief incorrectly asserts that the government is seeking
anorder “compelling M etroPCSto createrecordson acontinuousbasis,” and thusthat
the government may obtain information beyond the records stored by MetroPCS in
the ordinary course of providing cell phone service. Freiwald Brief at 6-7. But that
is not what the United Statesis seeking in this appeal. Although the applications of
the United States in this case included requests for prospective information, the
government through this appeal seeks only historical cell-site records for a 60-day
period prior to the issuance of the court’s order. No law required the providers to
create and store those records in the first place.

2. Historical cell-siterecordshavebeen voluntarily conveyed to theservice
provider.

In the initial Brief for the United States (“Initial Brief”), the United States
explained that under both thetermsof service of MetroPCSand T-Mobileand also the
reasoning of Smith v. Maryland, customers voluntarily convey information to their
providers. Seelnitial Brief at 19-23. EPIC acknowledgesthat providershave privacy
policiesthat “ discussthelocation dataautomatically stored by their networks.” EPIC
Brief at 27. It nevertheless argues that these policies do not demonstrate that
consumers voluntarily convey their location information to phone companies. See
EPIC Brief at 27-31. EPIC’'s argument is contrary to the reasoning of Smith v.

Maryland. In Smith, the Supreme Court relied on the fact that “[m]ost phone books

7
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tell subscribers, on a page entitled ‘ Consumer Information,” that the company ‘can
frequently help in identifying to the authorities the origin of unwelcome and
troublesome calls’” Smith v. Maryland, 442 U.S. at 742-43. It used this fact to
support its conclusion that users “typically know that they must convey numerical
information to the phone company,” and it did so without addressing the extent to
which consumers actually read introductory pages in their phone books. Id. at 743;
see also In re Application of the United Sates,  F. Supp. 2d __, 2011 WL
5508991, at *19 (E.D. Va. Nov. 10, 2011) (rgecting argument that court should
disregard privacy policies).

The ACLU and Freiwald rely heavily on Inre Application of the United States,
620 F.3d 304, 317 (3d Cir. 2010), in which the court stated that a customer did not
voluntarily discloselocationinformationto hiscell phone provider,* but that decision
Is contrary to the reasoning of Smith v. Maryland. The Third Circuit stated that a
customer did not voluntarily disclose cell-siteinformation because“it isunlikely that

cell phone customers are aware that their cell phone providers collect and store

“The Third Circuit did not hold that using a 2703(d) order to compe! a provider to
disclose historical cell-site records would violate the Fourth Amendment. It stated that such
records were “ obtainable under a 8 2703(d) order and that such an order does not require the
traditional probable cause determination.” Inre Application of the United States, 620 F.3d at
313. However, it also held that § 2703(d) “ gives the MJ the option to require a warrant showing
probable cause.” 1d. at 319. Asexplained in Section |11 below, thisinterpretation of § 2703(d) is
incorrect.
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historical location information.” In re Application of the United Sates, 620 F.3d at
317. The Supreme Court rejected thisargument in Smith v. Maryland, whereit held
that “[t]he fortuity of whether or not the phone company in fact elects to make a
guasi-permanent record of a particular number dialed does not in our view, make any
congtitutional difference.” Smith, 442 U.S. a 745. The Court explained that
“[r]egardless of the phone company’s election, petitioner voluntarily conveyed to it
information that it had facilities for recording and that it was freeto record.” 1d. In
addition, the Third Circuit decision failed to address providers' privacy policies,
which inform customers that providers collect and store their location information.
Seelnitial Brief at 19-21.

Amici asoignorealengthy and well-reasoned recent district court caseholding
that adefendant had no reasonabl e expectation of privacy in historical cell-siterecords
and denying the defendant’ s motion to suppress such records. See United States v.
Graham,  F. Supp.2d __ , 2012 WL 691531 (D. Md. Mar. 1, 2012). Graham
held “the third-party doctrine applicableto historical cell sitelocation information.”
Id. at *14. The Court noted that some courts had “concluded that acellular customer
doesnot ‘voluntarily’ convey thisinformationto hiscellular provider,” butit held that
thereasoning of Smithv. Maryland “ cautions agai nst any assumption of ignorance on

the part of cellular customers.” Id. The court further held that “any assumption of



Case: 11-20884 Document: 00511807365 Page: 16 Date Filed: 03/30/2012

ignorance is belied by Sprint/Nextel, Inc.’s privacy policy, which informs its
customersthat it collectslocation data.” Id. Thisreasoningisfully applicabletothis
case.

3. Obtaining historical cell-site recordsis not invasive, and the third-party
doctrine is not limited to information that is only minimally revealing.

Amici argue that a warrant should be required for compelled disclosure of
historical cell-site records because obtaining cell-siterecordsisinvasive or intrusive,
see ACLU Brief at 35-36; Freiwald Brief at 13-17, but this argument is doubly
mistaken. First, as discussed in the United States' s Initial Brief, obtaining historical
cell-site information is not invasive or intrusive. See Initial Brief at 35-36. It can
disclose only past information about the general location of acell phone when a call
ismade, (A. 110-112), and it cannot reveal whether acell phone waswithin a private
space, such asahome. Historical cell-site information provides less information to
law enforcement than a traditional pen register on a home phone, which can enable
law enforcement on an ongoing basis to conclude that a person is located in a
particular private space (the home) at a particular time (when acall is made).

Second, the Supreme Court has never limited the third-party doctrine — the
principle that information revealed to athird party may subsequently be conveyed to
the government — to information that is unrevealing or of limited use to law

enforcement. Indeed, United Statesv. Miller citesthree casesfor the proposition that

10
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“the Fourth Amendment does not prohibit the obtaining of information revealed to a
third party and conveyed by him to Government authorities,” and all three of these
cases involve the content of communications, rather than the kind of non-content
business records that are at issue here. See Miller, 425 U.S. at 443 (citing United
Satesv. White, 401 U.S. 745 (1971) (content of conversation with informant), Hoffa
v. United Sates, 385 U.S. 293 (1966) (content of conversations with or in presence
of informant), and Lopez v. United Sates, 373 U.S. 427 (1963) (content of
conversation with government agent)). Thus, because historical cell-siterecords are
the provider’ s businessrecords and obtaining them is substantially lessintrusive than
obtaining the content of communications, the United States may compel the provider
to disclose them using a 2703(d) order.

Amici cite United States v. Warshak, 631 F.3d 266 (6th Cir. 2010), in support
of their argumentsagainst thethird-party doctrine, see ACLU Brief at 37-38; Freiwald
Brief at 20-21, but Warshak does not limit the compelled disclosure of cell-site
records. In Warshak, the Sixth Circuit held that the government “may not compel a
commercial ISP to turn over the contents of a subscriber’s emails without first
obtaining awarrant based on probable cause.” Warshak, 631 F.3d at 288. Warshak
expressly distinguished the content of email from provider businessrecords: it stated

that Miller “involved simplebusinessrecords, as opposed to the potential ly unlimited

11
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variety of ‘confidential communications' at issue here.” 1d. Cell-site records, of
course, are business records rather than confidential communications. Second,
War shak concluded that the provider wasmerely an“intermediary” withrespecttothe
content of customer communications. Id. In contrast, historical cell-site records are
the phone company’ s own records, that it chooses to retain of its own accord, of the
service it offers to its customers. Because historical cell-site records are business
records of the provider, the provider may be compelled to disclose them by means of
a2703(d) order.

Significantly, noneof the Supreme Court casescited by amici, including Miller,
Smithv. Maryland, and SECv. Jerry T. O’ Brien, reject the use of subpoenasor require
awarrant for business records. These cases cannot be distinguished. The Supreme
Court’ s compulsory process jurisprudence is grounded in principles fully applicable
to the compelled disclosure of historical cell-site records using a2703(d) order: the
government’ sauthority to compel disclosure of every person’sevidence, the absence
of aprobable cause requirement for subpoenas and other compul sory process, and the
rule that when a person communicates information to another, that person’s Fourth
Amendment rights are not violated when the third party conveys the information to
the government. Amici even come close to inviting this Court to ignore Supreme

Court precedent. Citing Justice Sotomayor’s solo concurrence in United Sates v.

12
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Jones, 132 S. Ct. 945 (2012), the ACL U declares that “the idea that people have no
reasonable expectation of privacy in information they divulge to third parties is
obsolete.” ACLU Brief at 37. Similarly, the Freiwald Brief asserts that Miller and
Smith do not govern location data“in light of Justice Sotomayor’ sdiscussion of those
casesin Jones.” Freiwald Brief at 18. Comments made in asolo concurrence do not
reflect the judgment of the Supreme Court. The Supreme Court has not overruled
Smith and Miller, and this Court remains bound by those precedents.

B. Compulsory Processis Subject to a Reasonableness Requirement,
Not a Warrant Requirement.

InitsInitial Brief, the United States explained that no warrant or showing of
probable cause is required to use a 2703(d) order to compel disclosure of historical
cell-site records because a 2703(d) order functions as a subpoena, and because no
warrant isrequired to use asubpoenato compel disclosureof non-privileged evidence
relevant toacriminal investigation. Seelnitial Brief at 30-34. The ACLU assertsthat
this principle does not apply where “the government secretly seeks to compel the
disclosure of information through a third party, and the target possesses a Fourth
Amendment-protected reasonable expectation of privacy.” ACLU Brief at 46.
Similarly, the Freiwald Brief asserts that “[w]hen the records at issue implicate a
reasonable expectation of privacy, as location data does, the compelled disclosure

argument fallsaway.” Freiwald Brief at 26.

13
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To beclear, thegovernment’ sability to compel third-party disclosureislimited
by the extent of the third party’ s right to access or control. For example, alandlord
has authority to access atenant’ s apartment in certain limited circumstances, but the
government may not subpoena the landlord to produce the tenant’ s personal papers
from her apartment. The government, however, may compel an entity to produce
items or information over which the entity has joint access or control for most
purposes. Thisruleisconsistent with thecommon authority doctrine of United States
v. Matlock, 415 U.S. 164, 172 n.7 (1974), and also with the third-party doctrine of
Miller and Smith v. Maryland. Thisruleturns on the authority of the recipient of the
subpoena or other compulsory process over the items or information sought, not the
privacy interestsof another. Cf. United Statesv. Palmer, 536 F.2d 1278, 1281-82 (9th
Cir. 1976) (rgjecting defendant’ s challenge to subpoena directed to third party and
stating “[w]edo not exploretheissue of areasonabl e expectation of privacy, however,
because the use of a properly limited subpoena does not constitute an unreasonable
search and seizure under the fourth amendment.”). In this case, there is no dispute
that the historical cell-siterecordssought by thegovernment arethe serviceproviders
own business records. Thus, the government may compel their disclosure with a
2703(d) order.

Amici’ sclaimed limitationsareinconsi stent with thefundamental principlesof

14
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compulsory process. Amici argue that aperson may not be compelled to disclose her
own documents or information when some other person expects her not to disclose
them. Thisis contrary to “the longstanding principle that ‘the public . . . hasaright
to every man’s evidence,” except for those persons protected by a constitutional,
common-law, or statutory privilege.” Branzburgv. Hayes, 408 U.S. 665, 688 (1972).

In addition, in SEC v. Jerry T. O’'Brien, Inc., 467 U.S. 735, 743 (1984), the
Supreme Court squarely rejected the argument that the target of an investigation must
receive notice of asubpoenadirected to athird party. Inreaching thisconclusion, the
Court did not addresswhether thetargetsretained areasonabl e expectation of privacy
in the information they had conveyed to others. Seeid. The Court held that Miller
and Donaldson * disabl e respondents from arguing that notice of subpoenasissued to
third parties is necessary to alow a target to prevent an unconstitutional search or
seizure of his papers.” 1d. Under Jerry T. O'Brien, the target of an investigation is
not entitled to prior notice of a2703(d) order for historical cell-site records.

C. United Statesv. Jonesdoes not requireawarrant for the compelled
disclosure of historical cell-siterecords.

Amici arguethat the Supreme Court’ srecent decisionin United Statesv. Jones,
132 S. Ct. 945 (2012), requires the government to obtain a warrant to compel
disclosure of historical cell-site records, but that decision does no such thing.

Significantly, the ACLU explicitly concedes that the opinion of the Court in Jones,
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which held that a physical trespass for the purpose of obtaining information is a
search, “is of limited relevance here” and that “the magjority left cell phone tracking
for another day.” ACLU Brief at 23-24. Neither the EPIC Brief nor the Freiwald brief
contend otherwise. Instead, amici cite the concurrences in Jones, which they argue
establish areasonabl e expectation of privacy inlocation information. See EPIC Brief
at 7-8; ACLU Brief at 22-26; Freiwald Brief at 9-12. But the Jones concurrences do
not state the holding of the Supreme Court: Justice Sotomayor’s concurrence was
joined by no other Justice, and Justice Alito’ s concurrence was joined by only three
other Justices.® Indeed, thefive-Justice opinion of the Court in Jones made clear that
the Court was not reaching non-trespassory searches. It stated that “[w]e may have
to grapple with these ‘vexing problems in some future case where a classic
trespassory search is not involved and resort must be had to Katz analysis, but there
is no reason for rushing forward to resolve them here.” Jones, 132 S. Ct. at 954.
Two district courts — one of them in the context of cell-site records — have
already regected arguments that Justice Alito’s concurrence creates a broad right to

location privacy. InUnited Statesv. Graham,  F. Supp.2d __ , 2012 WL 691531

*The Freiwald Brief mistakenly characterizes Justice Alito’ s concurrence as “joined by
Justice Sotomayor,” and the EPIC brief mistakenly describes Justice Alito as “joined by four
members of the court.” Freiwald brief at 10; EPIC brief at 7. Although her concurrence agrees
with certain aspects of Justice Alito’s concurrence, Justice Sotomayor joined the explicitly
narrow opinion of the Court and did not join Justice Alito’s concurrence in whole or in part.
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(D. Md. Mar. 1, 2012), the court rejected a defendant’ s motion to suppress historical
cell-site records. The court noted that it was “cognizant” of Justice Alito's
concurrence but concluded that “thelaw asit now standssimply doesnot contemplate
a situation whereby traditional surveillance becomes a Fourth Amendment ‘ search’
only after some specified period of time—discrete acts of law enforcement are either
constitutional or they are not.” 1d. at *15. The court found that “[t]he mgority
opinion in Jones did not endorse the D.C. Circuit’s mosaic theory.” 1d. In United
Satesv. Ander son-Bagshaw, 2012 WL 774964 (N.D. Ohio Mar. 8, 2012), thedistrict
court rejected the defendant’ schallengeto video from apol e camerainstalled adjacent
to her property. The court noted the defendant’s argument “that the continuous
duration of surveillanceimplicatesconcernsexpressedin Justice Alito’ sconcurrence,”
but it concluded that “ Jones does not so hold” and that “no such [mosaic] theory was
adopted.” Id. at *2-*3.

In addition to overstating the authority of the Justice Alito concurrence in
Jones, amici overstate its contents. Amici argue that “users have an objectively
reasonabl e expectation of privacy intheir location data,” Freiwald Brief at 12, and that
Justice Alito’s concurrence “did not depend on the particular type of tracking
technology at issuein Jones.” ACLU Brief at 24. But Justice Alito’s concurrenceis

specific and narrow: he statesthat “longer term GPS monitoring in investigations of
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most offenses impinges on expectations of privacy.” Jones, 132 S. Ct. at 963. As
explainedintheUnited States sinitial Brief, thisstatement islimited to“ monitoring,”
as opposed to obtaining information from witnesses or other historical records, and
itislimited to precise GPSinformation, as opposed to other |essaccurateinformation,
such as historical cell-site records. See Initial Brief at 39-40.

Moreover, there is no precedent in Fourth Amendment jurisprudence for
declaring acategory of information to be protected regardless of how itisacquired by
the government. The government may even obtain the contents of communications
without a warrant when the communications are conveyed to another, who then
revealsthem to the government. See, e.g., Hoffa, 385 U.S. at 302. Y et under amici’s
interpretation of Jones, a warrant would be required for investigators to obtain
employment attendance records, credit card transaction information, or conduct
witnessinterviews, asthesecanreveal “locationinformation” over an extended period
of time. The district court in Graham described some of the difficultiesinherent in
the amici’s proposed mosaic approach:

After interviewing witnesses, conducting surveillance (perhapsenhanced

by discrete requests for historical cell site location records under the

Stored Communications Act), and reviewing pen registers and bank

records, police may be ableto paint an “intimate picture,” of apersonn’s

life. Under the mosai c theory, at some point thiscollection of datawould

become a Fourth Amendment search at some undefined point.

Graham, 2012 WL 691531 at * 15 (citation omitted). Incriminal investigations, law
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enforcement needsinvestigatory toolsto build the probable cause which serves asthe
basis for warrants. If a warrant were required whenever law enforcement obtained
location information, many of these tools would be eliminated, and many
investigations would be thwarted.°
Il.  THEJUDICIALLY NOTICED FINDINGSOFFACT MUST BEREJECTED.
In its Initial Brief, the United States argued that this Court must reject the
“findings of fact” of Inre Application of the United Sates for Historical Cell Ste
Data, 747 F. Supp. 2d 827 (S.D. Tex. 2010) (hereinafter, Magistrate Judge Opinion),
which included assertions regarding the structure of phone companies’ networks, the
location information generated and stored by phone companies, and the accuracy of
that location information. See Initial Brief at 41-46. Significantly, although the
magistratejudge adopted thesefindingsbased on judicial notice, see Magistrate Judge
Opinion, 747 F. Supp. 2d at 831, amici make no attempt to defend this use of judicial
notice. Such adefenseisforeclosed by this Court’srulethat “judicial notice applies

to self-evident truthsthat no reasonabl e person could question, truismsthat approach

®*The Freiwald Brief also argues that a warrant must be required to compel disclosure of
historical cell-site records because “the government must not policeitself.” Freiwald Brief at
26-27. Thisargument isout of place here, as 2703(d) orders are issued by courts. In Graham,
the court noted this important distinction between using a 2703(d) order to obtain cell-site
records and the warrantless GPS monitoring in Jones. “[i]n this case, however, the Stored
Communications Act, with its attendant * specific and articulable facts' standard, provides the
necessary judicial backstop against which executive overreaching is measured.” Graham, 2012
WL 691531 at *17.
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platitudes or banalities.” Hardy v. Johns-Manville Sales Corp., 681 F.2d 334, 347
(5th Cir. 1982).

The ACLU states that the Magistrate Judge Opinion’s findings of fact “are
nowhere cited, let alone relied upon, by the district court,” and it asserts that the
findings are not before this Court. See ACLU Brief at 48-49. The United States
agrees with the ACLU that if the district court did not adopt the Magistrate Judge
Opinion’s findings of fact, those findings are not before this Court. (The United
States previously noted that it is “unclear whether the district court adopted” the
Magistrate Judge Opinion’s findings of fact. See Initial Brief at 41-42.) But if the
district court did not adopt the Magistrate Judge Opinion’s findings of fact, those
findings cannot be used to support the district court’s decision or any ruling by this
Court on historical cell-siterecords. The United States believesthat this Court must
disregard the Magistrate Judge Opinion’s findings of fact for either of two reasons:
either because they were not adopted by the district court, or because they were not
properly subject to judicial notice. Either approach yields the same result: this Court

must reject the Magistrate Judge Opinion’s findings of fact.”

"The ACLU also seeks to minimize the findings of fact themselves. The Magistrate
Judge Opinion purports to set forth a detailed description of carrier practices and records, but the
ACLU claims that the findings merely “amounted to a conclusion that the precision of cell site
towersisimproving, getting more accurate and leading to a greater ability of law enforcement to
identify an individual’ s location over an extending period of time.” ACLU Brief at 55. Such a
vague conclusion, unrelated to the specific applications in this case, would provide an
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The ACLU assertsthat thedistrict court relied” on certainfacts, specifically that
the records at issue ‘would show the date, time, number called, and location of the
telephonewhen thecall wasmade.”” ACLU Brief at 49 (citing (R. 43)). Tothe extent
the district court intended this statement to be a finding of fact, the United States
objects only to the assertion that the records sought reflect the location of the
telephone when the call was made. All evidence in the record demonstrates that the
records at issue would show the location of the cell tower through which a cal is
made, not the location of the phone. (A. 57, 79, 110-12).

This Court should rgject the ACLU’ s alternative argument that the magistrate
judge’ sfindings of fact do not merit reversal if the district court adopted them. See
ACLU Brief at 50-56. First, the ACLU arguesthat the Federal Rules of Evidence do
not apply to applications for 2703(d) orders, and thus that it does not matter whether
the judicially-noticed findings of fact are subject to reasonable dispute. See ACLU
Brief at 50-52. However, as the United States explained in its Initial Brief, the
doctrine of judicial notice setsthe appropriate limits on a court’ s ability to find facts
beyond the scope of the record even in a proceeding not strictly governed by the
Federal Rulesof Evidence. Seelnitial Brief at 41 n.11. Under the ACLU’ sapproach,

acourt could apparently find as fact anything beyond the scope of the record before

insufficient basis to deny the government’ s applications for 2703(d) orders.
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the court, perhaps limited only by its ability to find some supporting source on the
Internet. The ACLU citesno case authorizing this sort of unconstrained fact finding.

This Court has reviewed district courts' use of judicia notice for abuse of
discretion, see, e.qg., Taylor v. Charter Med. Corp., 162 F.3d 827, 829 (5th Cir. 1998),
but the ACL U arguesthat the Magistrate Judge Opinion’ sjudicially-noticed findings
of fact should be reviewed for clear error. See ACLU Brief at 53. Such deference
makes little sense: deference to another court’ s findings of fact is appropriate when
the other court has heard testimony, observed witnesses, and evaluated credibility.
For example, clear error review is appropriate for appellate review of a suppression
decision “because the judge had the opportunity to observe the demeanor of the
witnesses.” United Satesv. Santiago, 410 F.3d 193, 197 (5th Cir. 2005). Here, the
magi strate judge’ sfindings are based on extra-record research rather than courtroom
testimony, so there is no reasoned basis for such deference.

In any case, the Magistrate Judge Opinion’s findings of fact are clearly
erroneous. A finding of fact “isclearly erroneous when although thereis evidenceto
support it, the reviewing court on the entire evidence isleft with the definite and firm
conviction that a mistake has been committed.” United States v. Howard, 106 F.3d
70, 73 (5th Cir. 1997) (internal quotation marks omitted). Here, the findings of fact

are not supported by any evidenceintherecord: they are supported only by the extra-
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record research of the magistrate judge. Moreover, the conclusion that the findings

of fact are clearly erroneousis bolstered by the conflicts between the findings of fact

and both the MetroPCS affidavit and the sample T-Mobile cell-site records. See

Initial Brief at 44-45; (A. 79). For these reasons, the Magistrate Judge Opinion’s

findings of fact are clearly erroneous.

.  THIS COURT SHOULD REJECT THE ACLU'S ALTERNATIVE
INTERPRETATION OF § 2703(d), UNDER WHICH A COURT MAY
REJECT AN APPLICATION THAT MEETS THE “SPECIFIC AND
ARTICULABLE FACTS’ STANDARD.

ThisCourt should rgject the ACLU’ sargument for an alternativeinterpretation
of § 2703(d), under which magistrates would have arbitrary discretion to deny
applications that meet the § 2703(d) “ specific and articulable facts’ standard. See
ACLU Brief at 8-9 (citing Inre Application of the United States, 620 F.3d at 315-17).
Thisargument is doubly mistaken. First, neither the district court nor the magistrate
judge adopted or relied upon a claim that courts have discretion to deny 2703(d)
orders that satisfy the Fourth Amendment. Instead, the district court and magistrate
judge held that the Fourth Amendment prohibited compelled disclosure of historical
cell-siterecords. (R. 43); Magistrate Judge Opinion, 747 F. Supp. 2d at 846. Neither
the district court nor the magistrate judge suggested that they would refuse to issue

2703(d) ordersthat were consistent with the Fourth Amendment. Becausethedistrict

court and magistrate judge’ s denials of the government’ s applications were based on
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the Fourth Amendment, rather than a claim that they had general discretion to regject
applications for 2703(d) orders, the ACLU’s aternative interpretation of 2703(d)
cannot be used to defend the order of the district court.

Second, the ACLU’ s alternative interpretation of § 2703(d) is contrary to the
SCA'’slanguage and structure. Section 2703(d) specifies that a 2703(d) order “may
beissued by any court that is a court of competent jurisdiction and shall issue only if
the governmental entity offers specific and articulable facts showing that there are
reasonable groundsto believe that the. . . records or other information sought . . . are
relevant and material to an ongoing criminal investigation.” In Inre Application of
theUnited Sates,  F. Supp.2d _ , 2011 WL 5508991 at *29-31 (E.D. Va. Nov.
10, 2011) (*E.D.V.A. Opinion”), the court correctly explained why under this
language, a court must issue a 2703(d) order when the government satisfies the
statute’s “specific and articulable facts’ standard. The court noted that “[t]he
provision that the order ‘may be issued’ is enabling language that allows the
government to seek an order in any court of competent jurisdiction.” Id. at *30. It
explained that the interpretation endorsed here by the ACLU “incorrectly treats the
phrase‘may beissued’ asif it governstherest of thefirst sentence of § 2703(d), when
in fact it governsonly the first independent clause of thefirst sentence.” Id. Instead,

the court held that “it is clear that the genera rule is that the judicial officer ‘shall
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issue’ an order that meets the factual burden.” 1d.

The court further explained that the phrase “only if” in 8§ 2703(d) does not give
courts discretion to deny applications for 2703(d) orders, notwithstanding the Third
Circuit’ s contrary decision:

The Third Circuit relied on aprior case holding that the phrase“ only if”

established a necessary but not sufficient condition. Third Circuit

Opinion, 620 F.3d at 316. The Court agrees that “only if” serves that

function here. The fact that “only if” creates a necessary but not

sufficient condition, however, does not automatically create agap in the
statute that should befilled with judicial discretion. The Court considers

it more likely that the “only if” language in § 2703(d) clarifies that any

conditions established by [§ 2703(b)] and [§ 2703(c)] are cumulative

with respect to the standard set forth in paragraph (d). The default rule

remains that the judicial officer “shall issue” an order when the

government meets its burden.
Id. at 31. In other words, to obtain a2703(d) order, the government must satisfy the
criteria of 18 U.S.C. 8§ 2703(b) and § 2703(c), as well as meeting the evidentiary
threshold of § 2703(d). That court’sinterpretation of 8 2703 is persuasive, and this
Court should adopt it.

Inaddition, § 2703(c) veststhe government with discretion regarding themeans
used to compel disclosure of non-content information. Section 2703(c) specifiesthat
a“governmental entity may require aprovider” to produce non-content information

when the governmental entity obtains a warrant or 2703(d) order. 18 U.S.C. §

2703(c)(1); seealso 18 U.S.C. § 2711(4) (defining “governmental entity” to mean“a
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department or agency of the United States or any State or political subdivision
thereof”). Thus, “it is the ‘governmental entity’ that may require disclosure of
information, and it isthe burden of the‘ governmental entity’ to show facts supporting
the application.” E.D.V.A. Opinion, 2011 WL 5508991 at * 29.

The ACLU’s dternative interpretation of 8 2703(d) should also be rejected
becauseit rendersthe phrase” and shall issue” in § 2703(d) superfluous. TheACLU’s
“necessary but not sufficient” interpretation of 8§ 2703(d) isequivalent tothefollowing
formulation, which omits the critical “and shall issue” language of § 2703(d): a
2703(d) order “may be issued by any court that is a court of competent jurisdiction
only if the governmental entity offers specific and articulable facts . . . .” This
interpretation therefore violates the “ cardinal principle of statutory construction that
a statute ought, upon the whole, to be so construed that, if it can be prevented, no
clause, sentence, or word shall be superfluous, void, or insignificant.” Kaltenbachv.
Richards, 464 F.3d 524, 528 (5th Cir. 2006) (quoting TRW Inc. v. Andrews, 534 U.S.
19, 21 (2001) (internal quotation marksomitted)). Furthermore, theword “shall” has
critical importance in astatute: as the Supreme Court has stated, “[t]he word ‘ shall’
Isordinarily ‘the language of command.’” Alabama v. Bozeman, 533 U.S. 146, 153
(2001). Becausethe ACLU’sinterpretation of § 2703(d) improperly renders“shall”

superfluous, it should bergected. Seealso Inre Application of the United States, 620
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F.3d at 320 (Tashima, J., concurring) (stating that the interpretation of 2703(d) urged
by the ACLU “is contrary to the spirit of the statute” and “ provides no standards for
the approval or disapproval of an application”).

Finally, the ACLU is mistaken in asserting that the doctrine of constitutional
avoidance requires this Court to adopt its interpretation of § 2703(d). In In re
Application of the United Sates, 632 F. Supp. 2d 202, 209 (E.D.N.Y. 2008)
(“E.D.N.Y. Opinion”), the district court rejected the application of the constitutional
avoidance doctrine in the context of an order for prospective cell-site information.
The court explained that “applications under the Pen Register Statute and the SCA,
which directly implicate Fourth Amendment concerns, are uniquely suited to
case-by-case decision.” 1d. Under the reasoning of the E.D.N.Y. Opinion, if a
particular application of the United States for a 2703(d) order did violate the
Constitution, it would be appropriate for a court to deny it. This approach is
consistent with the Supreme Court’s general case-by-case approach to Fourth
Amendment claims. See, e.g., Sbronv. New York, 392 U.S. 40, 59 (1968) (rejecting
facial Fourth Amendment challengeto statute and stating “[t]he constitutional validity
of a warrantless search is pre-eminently the sort of question which can only be
decided in the concrete factual context of the individual case.”); see also E.D.V.A.

Opinion, 2011 WL 5508991 at * 31 (holding that because 2703(d) order did not pose
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congtitutional problems, and because magistrate did not have discretion to refuse
issuanceof a2703(d) order, “the Court need not addressthe propriety of constitutional
avoidance”).

CONCLUSION

For the foregoing reasons, this Court should reverse the district court’s order
and remand withinstructionsto grant thegovernment’ sapplicationsfor historical cell-
siterecords. Inthealternative, if thisCourt findsit necessary to apply tracking-device
standardsto cell-siterecords, seelnitial Brief at 35-41, it should vacatethe Magistrate
Judge Opinion’s findings of fact and remand to the district court for further

proceedings regarding the accuracy of historical cell-site records.
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