
IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC FRONTIER FOUNDATION )
)

Plaintiff, )
)        

v. )           Civil Action No. 06-1988 (ESH)
)

DEPARTMENT OF HOMELAND )
SECURITY )

)
Defendant. )

__________________________________________)

DEFENDANT’S MOTION TO AMEND THE COURT’S APRIL 27, 2007
SCHEDULING ORDER AND FOR A STAY OF PROCEEDINGS 

Defendant Department of Homeland Security respectfully moves this Court, pursuant to

this Court’s inherent authority and Section 552(a)(6)(C)(i) of the FOIA, 5 U.S.C.

§ 552(a)(6)(C)(i), to amend the Scheduling Order of April 27, 2007, which set the production

and briefing schedule for this Freedom of Information Act (“FOIA”) action, and for a stay of

proceedings.  As set forth in detail in the attached memorandum, due to unanticipated

circumstances that have arisen subsequent to the Court’s entry of the Scheduling Order,

including the possible classification of a substantial portion of the records responsive to

plaintiff’s request, defendant is unable to complete production of all non-exempt, responsive

records by November 1, 2007, the date set by the Scheduling Order.  Accordingly, defendant

seeks an extension of the November 1, 2007 deadline until April 30, 2008, for all records that are

not subject to possible classification.  Defendant will continue to produce responsive, non-

exempt records not subject to possible classification on a bi-weekly basis until the production of

these records is complete.  In addition, because the decision whether to classify a substantial

portion of potentially responsive records has not yet been made, defendant is not yet able to
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determine when it will be able to produce those records.  Accordingly, defendant asks this Court

to stay production of those records pending a decision on possible classification, at which point

defendant will inform the Court and the plaintiff of the decision regarding these documents. 

Finally, because the dates for submission of a Vaughn index and motions for summary judgment

are premised upon the production of all non-exempt, responsive records by November 1, 2007,

defendant likewise asks that the submission of a Vaughn index and cross-motions for summary

judgment be stayed until processing of plaintiff’s request is complete.  A proposed order is

submitted herewith.

Pursuant to Local Rule 7(m), defendant’s counsel telephoned plaintiff’s counsel on

Wednesday, October 17, 2007, to discuss defendant’s motion.  Plaintiff’s counsel indicated that

plaintiff would oppose this motion.

Respectfully Submitted,

Dated: October 18, 2007 PETER D. KEISLER
Assistant Attorney General

JEFFREY A. TAYLOR
United States Attorney

ARTHUR R. GOLDBERG
(D.C. Bar 180661)
Assistant Branch Director
U.S. Department of Justice
Civil Division, Federal Programs Branch

   /s/ John R. Coleman                         
JOHN R. COLEMAN
Trial Attorney
U.S. Department of Justice
Civil Division, Federal Programs Branch
Mailing Address
P.O. Box 883
Washington, D.C., 20044
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Delivery Address
20 Massachusetts Avenue, NW, Room 6118
Washington, D.C. 20530

 Telephone: (202) 514-4505
Facsimile: (202) 616-8187
john.coleman3@usdoj.gov

Counsel for Defendant
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC FRONTIER FOUNDATION )
)

Plaintiff, )  
)        

v. )           Civil Action No. 06-1988 (ESH)
)

DEPARTMENT OF HOMELAND )  
SECURITY )

)
Defendant. )

__________________________________________)

DEFENDANT’S MEMORANDUM IN SUPPORT OF ITS MOTION TO AMEND THE
COURT’S APRIL 27, 2007 SCHEDULING ORDER AND FOR A STAY OF

PROCEEDINGS

INTRODUCTION

This case involves plaintiff’s Freedom of Information Act (“FOIA”) request for

Department of Homeland Security (“DHS”) records created after May 30, 2006, concerning the

negotiation and implementation of agreements between the United States and the European

Union (“EU”) on the sharing of Passenger Name Record (“PNR”) data for passengers traveling

between the United States and the member countries of the EU.  Following the denial of

plaintiff’s motion for partial summary judgment regarding its entitlement to expedited processing

of its request, the Court ordered the parties to appear at a status conference on April 27, 2007. 

At the status conference, defendant proposed that it begin producing non-exempt, responsive

records by June 1, 2007, and produce documents every two weeks thereafter on a rolling base

until November 1, 2007, when defendant expected it would complete processing of plaintiff’s

FOIA request.  By Minute Order entered the same day, the Court adopted this production
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schedule as well as a schedule for the submission of a Vaughn index and the parties’ cross-

motions for summary judgment (“Scheduling Order”).

The production schedule proposed by defendant and subsequently ordered by the Court

was based on defendant’s belief that the processing of plaintiff’s FOIA request would proceed

from that point onward in a more or less routine fashion.  Subsequent to the entry of the

Scheduling Order, however, defendant has encountered unanticipated delays in the processing of

plaintiff’s request, including delays in retrieving and processing potentially responsive records,

and delays caused by the possibility that a large portion of the responsive records will be

classified pursuant to Section 1.7(d) of Exec. Order 12,958, as amended, and therefore withheld

from release pursuant to Exemption 1 of the FOIA, 5 U.S.C. § 552(b)(1).  The proposal to

classify a large portion of the responsive records was formally submitted to the Secretary of DHS

on October 12, 2007, and is currently awaiting his decision.  Accordingly, defendant asks this

Court to extend the deadline for production of records that are not subject to possible

classification until April 30, 2008, and to stay production of those records that may be classified

until their classification status is resolved, at which point defendant will be better able to predict

how long processing of these records will take.

BACKGROUND

A. The Processing of FOIA Requests and the Department of Homeland Security

The Declaration of Vania T. Lockett describes the procedures adopted by DHS for the

orderly and efficient processing of FOIA requests.  See Declaration of Vania T. Lockett, attached

hereto as Exhibit A (“Lockett Decl.”); see also 6 C.F.R. §§ 5.1-5.12.  Ms. Lockett is the

Associate Director, Disclosure and Freedom of Information Act (FOIA) Operations within the
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Departmental Disclosure Office of DHS.  Lockett Decl. ¶ 1.

DHS is comprised of the Office of the Secretary and 28 separate components dispersed in

80 buildings in over 50 locations throughout the Washington, D.C. metropolitan area.  Id. at ¶¶ 4,

21.  FOIA requesters are instructed to direct requests for documents to the component that

maintains the records being requested.  Id. at ¶ 6.  If the requester is unsure which components

maintain the requested records, the request should be sent to the Departmental Disclosure Office,

which will forward the FOIA request to the components it believes are most likely to have

responsive records.  Id.  The Departmental Disclosure Office handles FOIA requests received by

the Office of the Secretary and the following DHS Components: the Executive Secretariat, the

Office of the Undersecretary for Management, the Office of Policy, the Office of Legislative and

Intergovernmental Affairs, the Office of Public Affairs, the Office of Counternarcotics

Enforcement, the Ombudsman for Citizenship & Immigration Services, the Office of the Chief

Privacy Officer, the Domestic Nuclear Detection Office, and the Federal Coordinator for

Recovery and Rebuilding of the Gulf Coast Region.  Id. at ¶ 4.  Other Components of DHS, such

as the Transportation and Security Administration (“TSA”), U.S. Customs and Border Protection

(“CBP”), and United States Immigration and Customs Enforcement (“ICE”), have independent

responsibility for processing FOIA requests for records they maintain.  Id.  If a FOIA request is

unusually large, complex or important, the Departmental Disclosure Office may coordinate an

agency-wide response to ensure uniform judgments regarding the scope of the request and

appropriate exemptions.  Id. at ¶ 6.

In general, DHS processes FOIA requests in the order they are received.  See Lockett

Decl. ¶ 5; 6 C.F.R. § 5.5.  In addition, DHS employs two tracks for processing FOIA requests, a
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simple track for easily handled FOIA requests, and a complex track for large, time-consuming

FOIA requests.  Lockett Decl. ¶ 5.  A complex case handled by the Departmental Disclosure

Office may require consultation with the staff of the originating components, which given the

multitude of different office locations, may delay processing.  Id. at ¶ 8, 21.  In addition,  if the

request is the subject of litigation, the Departmental Disclosure Office will also coordinate with

the Office of the General Counsel before releasing responsive, non-exempt records.  Id. at ¶ 8. 

When a FOIA request is received by the Department Disclosure Office, it first determines

which components are likely to have responsive documents. Id. at ¶ 6.  If a FOIA request seeks

records from components with independent FOIA processing staff, the FOIA request is referred

to those components for processing, and the the Departmental Disclosure Office has no further

responsibility with respect to that FOIA request.  Id.  If a FOIA request is received for records

possessed by components the Department Disclosure Office services, the Departmental

Disclosure Office will retain ultimate responsibility for processing responsive records and

responding to the FOIA requester.  Id. Even in these situations, however, the Departmental

Disclosure Office depends on the staff of individual components to search their files for

potentially responsive documents and to provide their views on potential exemptions.  Id. at ¶ 7;

see also Referral Memos (Att. B, C to Lockett Decl.).  Likewise, even when the Departmental

Disclosure Office has decided to coordinate the overall response to the request, it still depends

on the staff of the various components to search their files for responsive records and to assist

the Departmental Disclosure Office in identifying potential exemptions.  Id. at ¶ 7.  In some

cases, staff of the various components are unable to promptly comply with requests to search for

responsive records because of the demands of core agency business.  Id.  For example, the staff
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of the Federal Emergency Management Agency (FEMA) was unable to respond to FOIA

requests in the aftermath of Hurricane Katrina.  Id.

B. The Processing of Plaintiff’s FOIA Request Prior to the April 27, 2007 Status
Conference

Plaintiff’s FOIA request concerns records relating to the negotiation and implementation

of a number of agreements between the United States and the EU concerning the transfer of

certain PNR data to DHS from air carrier reservation systems located within the EU.1  Plaintiff’s

FOIA request was received on October 20, 2006 and sought the following agency records

created after May 30, 2006:

1. emails, letters, reports, or other correspondence from DHS officials to European
Union officials concerning the transfer and use of passenger data from air carriers
to the U.S. for prescreening purposes;

2. emails, letters, statements, memoranda, or other correspondence from DHS
officials to U.S. government officials or employees interpreting or providing
guidance on how to interpret the Undertakings;

3. records describing how passenger data transferred to the U.S. under the temporary
agreement is to be retained, secured, used, disclosed to other entities, or combined
with information from other sources; and

4. complaints received from EU citizens or official entities concerning DHS
acquisitions, maintenance and use of passenger data of EU citizens.

See Lockett Decl. ¶ 9, Att. A.  Plaintiff also requested expedited treatment of its request, as well
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treatment as a member of the news media for fee purposes.  Id.  DHS denied plaintiff’s request

for expedited treatment, Lockett Decl. ¶ 11, 14, a decision upheld by this Court in its April 1,

2007 Memorandum Opinion.  EFF’s request for treatment as a member of the news media for fee

purposes was ultimately granted.  Id. at ¶ 14.

After receiving plaintiff’s FOIA request, the DHS Departmental Disclosure Office

referred it to several DHS components likely to have responsive records.  Id. at ¶ 10.  Those

components with independent FOIA staff, specifically CBP, the Office of the General Counsel,

and TSA, were asked to respond directly to plaintiff.  Id. at ¶ 10, Att. B, C.  Those components

serviced by the Departmental Disclosure Office, including the Office of the Executive

Secretariat, the Office of Policy, and the Office of the Chief Privacy Officer, were asked to

search for responsive records and provide the records and any withholding recommendations to

the Departmental Disclosure Office.  Id.  In late November 2006, in response to this lawsuit and

the size and complexity of plaintiff’s FOIA request, the Departmental Disclosure Office decided

to assume responsibility for coordinating an agency-wide response.  Id. at ¶ 13.  Thereafter, the

Departmental Disclosure Office referred plaintiff’s FOIA request to four additional components:

the Office of Inspector General, the Office of Operations Coordination, the Office of Intelligence

and Analysis, and ICE, seeking any responsive records as well as the components’ views with

respect to any withholdings.  Id. at ¶ 10, Att. D.

Initial responses from the components identified approximately 3,100 potentially

responsive document pages contained in the files of the Office of the Chief Privacy Officer, the
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Executive Secretariat, TSA2 and CBP.  Id. at ¶ 15.  The Departmental Disclosure Office was

aware, however, that this figure did not account for a large number of potentially responsive

records, which were within the files of those individuals within the Office of Policy who had

been primarily responsible for the negotiation of the Interim Agreement.  Id.  By April 2007, the

Departmental Disclosure Office believed it had identified all, or nearly all, of the potentially

responsive pages within DHS.  Id. at ¶ 17.  In addition, to those documents initially identified,

the Departmental Disclosure Office was aware that a large number of documents were within the

files of five individuals who had been heavily involved in the negotiation of the Interim

Agreement: the Assistant Secretary for Policy, the Counselor to the Assistant Secretary for

Policy, the Deputy Director for European & Multilateral Affairs within the Office of Policy, an

individual attorney in CBP, and an individual attorney in the Office of the General Counsel.  Id. 

Although these individuals were aware of plaintiff’s FOIA request, because they were

heavily involved with the negotiation of the Final Agreement, they were unable to devote their

immediate attention to retrieving responsive records from their files.  Id.  To assist some of these

individuals in their search for responsive records, the Associate General Counsel for General

Law sought assistance from the Office of Chief Counsel at TSA, which TSA agreed to provide. 

Id. at ¶ 18.  With this assistance, the search for responsive records within the Office of Policy

was expected to take approximately two weeks.  Id.  Based on these developments, the

Departmental Disclosure Office informed the Court, through counsel, that it believed it could

begin producing responsive, non-exempt records on June 1, 2007, continue producing such
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records on a bi-weekly basis, and complete production of all responsive, non-exempt records by

November 1, 2007.  Id. at ¶ 19.  The Court’s Scheduling Order adopted this production schedule

and set a corresponding schedule for defendant’s submission of a Vaughn index and the parties’

submission of summary judgment motions.

C. Subsequent Events Necessitating Additional Processing Time

Due to several unanticipated events that have occurred subsequent to the Court’s entry of

the Scheduling Order on April 27, 2007, defendant will not be able to complete processing of

plaintiff’s FOIA request by November 1, 2007.  Lockett Decl. ¶ 26. 

1. The Pending Decision Regarding Classification of Responsive Documents

The most significant development since entry of the Scheduling Order is the

determination by those officials within the Office of Policy primarily responsible for negotiating

the Interim and Final Agreements that a great portion of the potentially responsive records

should be classified and withheld from release in the interest of national security.  See Lockett

Decl. ¶ 25; Rosenzweig Decl. ¶¶ 6, 7, 12.  Officials within the Office of Policy did not raise the

possibility that they would seek classification of a great number of documents relating to the

negotiation of the Interim and Final Agreements until the latter part of May, 2007, a month after

defendant had proposed the November 1, 2007 deadline.  See Lockett Decl. ¶ 25; Rosenzweig

Decl. ¶ 9.  Prior to May, these officials believed that records relating to their negotiations would

be exempt from disclosure solely on the basis of the negotiating parties’ mutual understanding

that their negotiations would be conducted confidentially, and did not realize that these

documents would have to be classified in order to be withheld. Rosenzweig Decl. ¶ 9.    

By the time officials within the Office of Policy learned of the need to classify the
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documents in order to give effect to the parties’ mutual understanding, they were in the midst of

detailed and sometimes contentious negotiations over the Final Agreement.  Id. at ¶ 10. 

Although defendant realized that it would have to formalize the mutual understanding regarding

the confidentiality of the negotiations before it could formally classify the documents relating to

the parties’ negotiations, defendant did not wish to jeopardize or complicate the negotiations by

introducing this ancillary issue.  Id. at ¶¶ 9, 10.  As soon as the negotiations were complete, and

the Final Agreement concluded, however, Deputy Assistant Secretary Rosenzweig sent a letter to

the EU seeking to formally confirm the negotiating parties’ mutual understanding regarding the

confidentiality of records relating to the negotiations.  Id. at ¶ 10, Att. A.  Because confirmation

of this understanding required formal approval by the European Council, which was in recess

during all of August and part of September, the EU did not formally confirm the understanding

regarding the confidentiality of the negotiating documents until October 2, 2007.  See Id. at ¶ 11,

Att. B, Att. C.

Once the EU had notified defendant that “[t]he European Union shares your

understanding regarding the confidentiality of the negotiation process,” Id. at ¶ 11, Att. C,

Deputy Assistant Secretary Rosenzweig formally recommended to the Secretary of the

Department of Homeland Security, Michael Chertoff, that he direct classification of documents

concerning the negotiations.  Id. at ¶ 12.  This request was made on Friday, October 12, 2007,

and is currently pending in the Secretary’s office.  Id.  The basis of this request is that the

negotiating documents contain both “foreign government information,” which in this case would

be the information shared by the negotiating parties with the expectation that it would remain

confidential, and information relating to the “foreign relations or foreign activities of the United
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States,” which in this case would include “[m]aterial which discusses specific negotiating

strategies, tactics or options, including information concerning the individuals engaged in the

negotiations for the EU.”  Id. (citing Executive Order 12,958, as amended).

Due to the uncertainty over whether records responsive to plaintiff’s request would be

classified, and therefore exempt from release pursuant to Exemption 1 of the FOIA, defendant

has been unable to process a significant portion of the responsive records.  Lockett Decl. ¶ 25. 

Defendant will not be able to process these documents until the Secretary or Deputy Secretary of

DHS decides whether to direct classification of these documents, and, if the direction to classify

is issued, the documents are actually classified.  Id. at ¶ 25, 32.  Therefore, defendant will not be

able to process potentially classified records responsive to plaintiff’s FOIA request by November

1, 2007.  Id. at ¶ 26, 34.  Defendant anticipates that there will ultimately be over 2,000 pages of

documents that will need to be reviewed for classification and, therefore, does not believe it will

complete processing of these records until the latter part of 2008.  Id. at ¶ 34.

2. Other Unanticipated Delays in the Processing of Plaintiff’s Request

In addition to delays occasioned by the potential classification of responsive records,

unexpected delays in receiving potentially responsive records from the Office of Policy has

slowed processing of plaintiff’s FOIA request.  Lockett Decl. ¶ 20.  Contrary to expectations, the

Departmental Disclosure Office did not receive a set of responsive records from the Office of

Policy to review for potential exemptions within weeks of the status conference because those

officials whose files contained responsive records were unable to search their files due to the

demands of negotiating the Final Agreement.  Id.; Rosenzweig Decl. ¶ 8.  The Office of Policy

recognized the need for a FOIA processor of its own and attempted to hire one in June, but the
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first candidate withdrew and the eventual selectee did not arrive until October 15, 2007. 

Rosenzweig Decl. ¶ 5.  Because it lacked the resources to search its own files for responsive

records, the Office of Policy decided to download the entire contents of these individuals’ hard

drives onto compact discs and asked members of the Office of the General Counsel, the

Departmental Disclosure Office, and the Office of the Chief Counsel of TSA to search the

contents for responsive records.  Lockett Decl. ¶ 20.   

The search for responsive records from among the files of the primary negotiators

required a tremendous effort on the part of officials within the Departmental Disclosure Office,

the Office of the General Counsel, and the Office of the Chief Counsel at TSA tasked with

processing plaintiff’s FOIA request, and diverted this staff from the processing of other

identified responsive records.  Lockett Decl. ¶ 21.  For example, the Departmental Disclosure

Office has reviewed 7,400 pages of documents, most of which originated in the Office of Policy,

in order to identify 700 responsive pages.  Id.  This unanticipated search for responsive records

by FOIA processing staff, usually the job of individual staff members, has significantly slowed

the speed at which responsive documents can be processed.  Id. at ¶¶ 7, 21.

Processing of responsive records has also been delayed by a number of other issues.  For

example, the Office of Chief Counsel at TSA encountered unanticipated technical difficulties in

retrieving two months of potentially responsive documents from the copy of Deputy Assistant

Secretary Rosenzweig’s hard drive.  Id. at ¶ 23.  These records had been deleted due to a

computer crash and had to be retrieved from back-up tapes, delaying the processing of those

records.  Id.  Similarly, a week of missing emails from Assistant Secretary Baker’s account had

to be retrieved by information technology technicians, also contributing to the delay.  Id. at ¶ 28. 
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Likewise, the need to coordinate processing of documents between officials in various offices in

different locations often consumes time that would otherwise be spent reviewing documents for

exemptions.  Id. at ¶ 21.  Finally, processing of plaintiff’s FOIA request has been slowed by the

need to process plaintiff’s other FOIA request for records relating to the Automated Targeting

System (ATS).  Id. at ¶ 22.  This request, which is the subject of a case briefly consolidated with

this case, involves many of the same personnel, who are forced to divide their efforts in an

attempt to comply with deadlines in both cases.  Id. 

D. The Need For Additional Time

For the reasons outlined above, defendant no longer believes it will be able to meet the

November 1, 2007 deadline for the production of all responsive, non-exempt records.  Id. at ¶ 26. 

With the lone exception of the Office of Operations Coordination,3 defendant has received

responses to its requests to search for responsive records from every component within DHS

believed to have responsive records.  Id. at ¶ 27.  Although defendant has processed over 700

document pages to date, it believes it has at least another 4,629 document pages left to review for

responsiveness and possible classification, not including classified documents contained within

the Office of Policy or the recently recovered week of emails from the account of the Assistant

Secretary for Policy.  Id. at ¶¶ 27, 28.  In addition to these documents, defendant has already

identified approximately 1,764 responsive document pages (some of which may be duplicates)
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that would likely be classified pursuant to the recommendation of the Office of Policy currently

pending before the Secretary.  Id. at ¶ 29.  Defendant anticipates that it will ultimately identify

over 2,000 pages that would be subject to classification.  Id. at ¶ 34.

Currently, six individuals, drawn from the Departmental Disclosure Office, CBP, and the

Office of the General Counsel, are assisting in the processing of plaintiff’s FOIA request.  Id. at

¶ 30.  This figure does not include those officials within the Secretary’s Office, the Office of the

General Counsel, and the Office of Security involved in the decision of whether to direct

classification of a portion of the responsive records.  Id. at ¶¶ 30, 32  Defendant’s plan for

processing plaintiff’s request begins with completing its segregation of those documents that

may be classified from those that will not be classified.  Id. at ¶ 30.  Defendant believes it can

complete this task by January 11, 2008.  Id.  In the meantime, defendant will continue to review

and release those non-exempt records which clearly would not be classified at the Secretary’s or

Deputy Secretary’s direction.  Id.  Given the time that must be diverted from processing records

to reviewing for potential classification, the disruption to normal work that may result if

classification is directed, the fact that the Departmental Disclosure Office may have to assume

the FOIA work of the Office of Operations Coordination, and the likely loss of a FOIA processor

from the Departmental Disclosure Office, defendant does not believe it can complete processing

of those records that are not potentially subject to classification until April 30, 2008.  Id. at ¶¶

30, 34.

If the Secretary or Deputy Secretary directs the classification of records as requested by

the Office of Policy, those records will have to be marked and treated appropriately. Id. at ¶ 32. 

Because the documents are located in several different places, and because the classification will
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require the participation of the DHS Chief of Security, the time it will take to complete

classification cannot yet be determined with certainty.  Id. at ¶ 34.  In addition, many of the

documents identified as subject to possible classification likely contain sensitive law

enforcement information or homeland security information, and will therefore have to be

referred to CBP for a determination whether this information should be withheld pursuant to 5

U.S.C. § 552(b)(7)(e) or (b)(2).  Id. at ¶ 33.  Accordingly, defendant cannot predict when the

processing of these records will be complete, but expects that it will be sometime in 2008.  Id. at

¶ 34.

DISCUSSION

A. Legal Standards

It is settled law that a federal “district court has the inherent power to reconsider and

modify its interlocutory orders prior to the entry of judgment.”  United States v. LoRusso, 695

F.2d 45, 53 (2d Cir. 1982); see also Smith v. Massachusetts, 543 U.S. 462, 475 (2005)

(Ginsburg, J., dissenting) (quoting LoRusso).  In this respect, a significant change in the factual

circumstances upon which an interlocutory order is based is a valid ground for revisiting that

order.  Cf. Nat’l Ctr for Mfg. Sci. v. Dep’t of Def., 199 F.3d 507, 511 (D.C.Cir. 2000) (describing

basis for granting a motion for reconsideration).  Further, although the Scheduling Order at issue

in this motion was not entered pursuant to Fed. R. Civ. P. 16(b),4 this rule provides a useful

standard for when a motion to amend a scheduling order should be granted: the movant’s

“showing of good cause.”  Fed. R. Civ. P. 16(b).  In this respect, “good cause” to amend a
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scheduling order exists if the deadlines therein “cannot reasonably be met despite the diligence

of the party seeking the extension.”  Fed. R. Civ. P. 16 Advisory Committee Notes (1983

Amendment).

Defendant’s request for additional time to complete processing of plaintiff’s request is

also consistent with the FOIA, which allows a district court to “retain jurisdiction and allow the

agency additional time to complete its review of the records” when “the Government can show

exceptional circumstances exist and that the agency is exercising due diligence in responding to

the request.”  5 U.S.C. § 552(a)(6)(C)(i).  Although motions for additional processing time

pursuant to this provision most often arise “when an agency . . . is deluged with a volume of

requests for information vastly in excess of that anticipated by Congress, [and the agency’s]

existing resources are inadequate to deal with the volume of such requests within the [applicable]

time limits . . . .” Open America v. Watergate Special Prosecution Force, 547 F.2d 605, 616

(D.C.Cir. 1976), the statute “clearly contemplates that other circumstances . . . are relevant to the

courts’ determination as to whether exceptional circumstances exist.” Elec. Frontier Found. v.

Dept. of Justice, Case No. 06-cv-1708, 2007 WL 1334973, at *4 (D.D.C. May 7, 2007) (citing

H.R.Rep. No. 104-795, at 24-25, 1996 U.S.C.C.A.N. 3448, 3468 (1996)).  

The other circumstances that would justify granting an agency additional time to process

a FOIA request include “an agency’s efforts to reduce the number of pending requests, the

amount of classified material, [and] the size and complexity of other requests processed by the

agency.”  Id.  In addition, the Court may consider a plaintiff’s refusal to reduce the scope of a

FOIA request as a factor in its determination.  5 U.S.C. § 552(a)(6)(C)(iii).  In short,

“‘exceptional circumstances’ include ‘any delays encountered in responding to a request as long
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as the agencies are making good-faith efforts and exercising due diligence. . . .”  Leadership

Conference on Civil Rights v. Gonzales, 404 F. Supp. 2d 246, 259 (D.D.C. 2005) (quoting

Appleton v. Food & Drug Admin., 254 F. Supp. 2d 6, 9 (D.D.C. 2003)); see also Oglesby v.

Dep’t of the Army, 920 F.2d 57, 64 (D.C. Cir. 1990) (“Frequently, if the agency is working

diligently, but exceptional circumstances have prevented it from responding on time, the court

will refrain from ruling on the request itself and allow the agency to complete its

determination.”).

B. Due to Exceptional Circumstances, DHS Cannot Produce All Responsive,
Non-Exempt Records to Plaintiff by November 1, 2007

The events subsequent to the April 27, 2007 status conference giving rise to this motion

constitute both “good cause” for an amendment of the Scheduling Order as well as “exceptional

circumstances” permitting extension of the production deadline for documents not subject to

possible classification and a stay of the production deadline for those that documents that are

subject to possible classification.  As described in the declarations of Vania Lockett, Associate

Director, Disclosure and FOIA Operations for DHS, and Paul Rosenzweig, Deputy Assistant

Secretary for Policy,5 these “exceptional circumstances” include: a request from officials of the

Office of Policy to classify large portion of the records responsive to plaintiff’s FOIA request,

unanticipated difficulties in retrieving potentially responsive documents from the Office of

Policy, and the sheer complexity of processing a large FOIA request that implicates several

different components of a dispersed agency.
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1. The Possibility that Certain Responsive Records Will Be Classified Is An
Exceptional Circumstance Necessitating Additional Time for Processing

The FOIA requires agencies to comply with “any request for records,” 5 U.S.C.

§ 552(a)(3), unless one of nine specific exemptions apply, 5 U.S.C. § 552(b).  The first

exemption – for information relating to the national security – is the result of Congress’

recognition “that the disclosure of some information could be contrary to important national

security interests.”  Goldberg v. State, 818 F.2d 71, 76 (D.C. Cir. 1987).  It permits an agency to

withhold information “specifically authorized under criteria established by an Executive order to

be kept in secret in the interest of national defense or foreign policy” that is “in fact properly

classified pursuant to such Executive order.”  5 U.S.C. § 552(b)(1).  

The current Executive Order setting forth the criteria for classification of national

security information, referenced by Exemption 1, is Executive Order 12,958, “Classified

National Security Information,” as amended by Executive Order 13,292.  See Classified National

Security Information, Exec. Order 13,292, 68 Fed. Reg. 15,315 (Mar. 25, 2003) (hereinafter

“Classification Order”).  The Classification Order “explicitly allows agencies to make

classification and reclassification decisions in light of, and at the time of, FOIA requests.” 

Goldberg, 818 F.2d at 77.  It provides that:

[i]nformation that has not previously been disclosed to the public under proper
authority may be classified or reclassified after an agency has received a request
for it under [the FOIA] only if such classification meets the requirements of this
order and is accomplished on a document-by-document basis with the personal
participation or under the direction of the agency head, the deputy agency head,
or the senior agency official designated under section 5.4 of this order.

Classification Order § 1.7(d).  Likewise, DHS regulations implementing the Classification Order

provide that such information may be “classified or reclassified only at the direction of the
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Secretary or Deputy Secretary of Homeland Security.”  See 6 C.F.R. § 7.21(e).  Exemptions

based on the classification of information after a FOIA request has been submitted for that

information have been upheld on numerous occasions.  See, e.g., Goldberg, 818 F.2d 80-1

(upholding exemption based on classification of documents, some of which had been marked

“unclassified” prior to FOIA request); Public Citizen v. Dep’t of State, 100 F. Supp. 2d 10, 23-25

(D.D.C. 2000) (Huvelle, J.) (upholding the withholding of responsive documents pursuant to

Exemption 1 that were classified after FOIA request was received), aff’d in pertinent part, 276

F.3d 634, 644-45 (D.C. Cir. 2002); British Airports Auth. v. United States Dep’t of State, 530

F.Supp. 46, 48 (D.D.C.1981) (“While the documents were originally designated ‘Limited

Official Use’ and were only classified following plaintiff's FOIA requests, in view of changed

circumstances this delayed classification does not defeat the Department's (b)(1) claims.”).

On Friday, October 12, 2007, officials within the Office of Policy formally recommended

that Secretary Chertoff direct classification of a significant portion of the records responsive to

plaintiff’s FOIA request pursuant to section 1.7(d) of the Classification Order.  Rosenzweig

Decl. ¶ 12.  Specifically, these officials proposed classifying two categories of information: (1)

“foreign government information” consisting of correspondence relating to the negotiation of the

PNR agreements that was relayed with the expectation that it would be held in confidence,6 and

internal deliberations or observations relating to the negotiations with the EU, the release of

which would adversely affect the “foreign relations or foreign activities of the United States.”7 

Id.  If this information relating to the negotiation of the PNR agreements is ultimately classified,
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it may be withheld pursuant to Exemption 1 of the FOIA.  See, e.g., Ctr. for Int’l Env’t Law v.

Office of the U.S. Trade Representative, 237 F. Supp. 2d 17, 31-33 (D.D.C. 2002) (materials that

would undermine U.S. negotiating position with foreign governments properly classified); U.S.

Comm. on Refugees v. Dep’t of State, Case No. 91-cv-3303, 1993 WL 364674, at *2 (D.D.C.

Aug. 30, 1993) (holding that disclosure of “documents contain[ing] candid comments and frank

assessments about the Haitian government and the roles of third countries in the Haitian refugee

situation . . . reasonably could be expected to cause damage to the national security by

jeopardizing the success of negotiations with Haiti on the migrant issue, and by damaging

relations between the United States and other countries discussed in the documents.”);

Fulbright & Jaworski v. Department of Treasury, 545 F. Supp. 615, 619 (D.D.C.1982) (materials

containing tax treaty “goals, rationales, and past experiences” properly classified because

disclosure would undermine the United States’ negotiating position); British Airports Auth. v.

United States Dep’t of State, 530 F. Supp. 46, 48 (D.D.C.1981) (materials containing “comments

and strategy with respect to ongoing informal discussions with British officials” properly

classified because disclosure would be likely to “impair the negotiating effectiveness of the

United States and their relations with foreign officials”).

Given the possibility that this information will be classified, defendant has neither

processed nor released responsive records containing this information, nor can it do so until this

decision is made.  Lockett Decl. ¶ 25.  Once this decision is made, defendant will be in a better

position to estimate the time required to complete processing of plaintiff’s request.  Until then,

the possibility that records responsive to plaintiff’s FOIA request contain classified information

is one of the “exceptional circumstances” explicitly contemplated by Congress when it amended
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this provision with the Electronic FOIA amendments to allow agencies additional time for

processing.  See H.R.Rep. No. 104-795, at 24-25, 1996 U.S.C.C.A.N. 3448, 3468 (1996)

(“Agencies may also make a showing of exceptional circumstances based on the amount of

material classified . . . .”); cf. The Nat’l Sec. Archive Fund, Inc. v. U.S. Dep’t of Air Force, Case

No. 05-571, 2006 WL 1030152, at *5 (D.D.C. April 19, 2006) (recognizing that responsive

documents must be reviewed to determine classification status before release of classified

documents can be ordered).  Accordingly, defendant asks this Court for additional time to

determine whether to classify this information, and to process plaintiff’s request in accord with

the FOIA once this determination has been made.

2. Other Circumstances Warrant an Extension of Time for the Processing of
Records That Will Not Be Classified

In addition to the disruptions to the normal processing of plaintiff’s FOIA request caused

by the uncertainty over whether a large number of documents might be classified, defendant has

encountered a number of other unanticipated problems that warrant extension of the November

1, 2007 deadline.  Defendant did not anticipate that the officials within the Office of Policy

likely to possess responsive records in their files would be unable to assist in the search for those

files due to the demands of their positions, including the need to negotiate the Final Agreement

on the sharing of PNR data.  Lockett Decl. ¶¶ 20, 21; Rosenzweig Decl. ¶ 8.  Defendant’s FOIA

processors have spent considerable time reviewing the entire content of these officials’ hard

drives to find responsive records, a task normally performed by the staff members within the

components.  Lockett Decl. ¶¶ 7, 21.  Defendant has accomplished this task, finding 700

responsive document pages from among the 7,400 reviewed, but doing so diverted defendant’s

FOIA processing staff from their ordinary tasks of reviewing documents for exemptions.  Id. at
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¶ 21.  Likewise, the loss of data from Deputy Assistant Secretary Rosenzweig’s hard drive for a

critical two month period and a week’s worth of missing emails from the account of Assistant

Secretary Baker required defendant to obtain the potentially responsive records from back-up

tapes, which also contributed to delays in processing plaintiff’s FOIA request.  Id. at ¶¶ 23, 28. 

Finally, defendant has had to contend with the practical difficulties that accompany the need to

coordinate processing of plaintiff’s request among several different components located in

various offices.  Id. at ¶ 21.

It is also worth noting that defendant’s resources for processing plaintiff’s FOIA request

for records relating to the PNR agreements have been diverted by the need to process plaintiff’s

related FOIA request for records relating to the Automated Targeting System (ATS).  Lockett

Decl. ¶ 22.  Defendant is trying to process both these requests expeditiously, but because they

involve many of the same personnel, the practical reality is that processing both of these

complex requests at the same time takes longer than processing either one alone.  Id.  The

processing of multiple complex FOIA requests is another factor in favor of a finding of

exceptional circumstances.  See H.R.Rep. No. 104-795, at 24, 1996 U.S.C.C.A.N. 3448, 3468

(1996) (“Agencies may also make a showing of exceptional circumstances based on . . . the size

and complexity of other requests processed by the agency. . . .”).  Finally, plaintiff’s refusal to

limit the scope of its request in response to defendant’s proposal to exclude drafts from among

those records that must be produced is another factor that must “be considered as a factor in

determining whether exceptional circumstances exist.”  5 U.S.C. § 552(a)(6)(C)(iii); see

Declaration of John R. Coleman, attached as Exhibit C.  In short, the unanticipated complexities

and difficulties defendant has encountered in the processing of plaintiff’s FOIA request
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constitute “exceptional circumstances,” that warrant additional time. 

C. The Department of Homeland Security Is Exercising Diligence in the
Processing of Plaintiff’s FOIA Request

Defendant has demonstrated that it is diligently processing plaintiff’s request.  The Office

of Policy has moved as quickly as reasonably possible in seeking classification of a portion of

the requested records.  Officials from within the Office of Policy sought to confirm with the EU

the confidential nature of the negotiations that are the subject of plaintiff’s FOIA request as early

as the nature of the negotiations permitted.  Rosenzweig Decl. ¶ 10.  Due to the European

Council’s summer recess, the EU was unable to respond until early October, but defendant

moved expeditiously thereafter to present its recommendation for classification to the Secretary. 

Id. at ¶¶ 11, 12.  As a result, plaintiff’s FOIA request is currently the subject of considerable

attention at the very highest levels of DHS.  Id. at ¶ 12.  If the Secretary or Deputy Secretary

determines to direct classification, the Office of Policy, alongside the DHS Office of Security

and the Departmental Disclosure Office, has pledged to work expeditiously to classify these

records, review them for other exemptions and produce non-exempt records to plaintiff.  Id. at ¶

13. 

Defendant has also demonstrated its commitment to the expeditious processing of

plaintiff’s request by adjusting its normal FOIA processing procedure and staffing to keep

processing moving.  For example, when it became clear that the Office of Policy needed

assistance in processing plaintiff’s FOIA request, the Associate General Counsel for General

Law within the Office of the General Counsel, asked and received assistance from the Office of

the Chief Counsel of TSA, a wholly separate component of DHS.  Lockett Decl. ¶ 18.  These

TSA officials were still assisting the Departmental Disclosure Office in the processing of
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plaintiff’s request until very recently.  Id. at ¶ 28.  Likewise, when officials within the Office of

Policy were unable to search their own files for responsive records, Rosenzweig Decl. ¶ 8,

officials within the Departmental Disclosure Office, the Office of the General Counsel, and the

Office of the Chief Counsel of TSA stepped in to search through the Office of Policy’s files for

responsive records, Lockett Decl. ¶ 21, notwithstanding the fact that it is not normally their job

to do so.  Id. at ¶ 7.  Further, the Office of Policy has addressed its inability to respond to FOIA

requests by recently hiring its first FOIA processor.  Rosenzweig Decl. ¶ 5.  In addition to

overcoming these staffing problems, defendant has overcome several technical obstacles to the

retrieval of potentially responsive records, further demonstrating its diligence in responding to

plaintiff’s request.  See Lockett Decl. ¶¶ 23, 28.

Defendant is committed to continuing to process plaintiff’s FOIA request with diligence. 

There are six individuals currently working on processing plaintiff’s request, not including those

addressing the classification issue, or the recently departed staff of TSA’s Office of the Chief

Counsel.  Lockett Decl. ¶ 30.  With the assistance of these individuals, defendant currently

believes that it can identify any records that may be subject to classification by January 30, 2008,

continue producing records not subject to classification on a bi-weekly basis, and complete

production of unclassified records by April 30, 2008.  Id.  If the Secretary or Deputy Secretary

decides to follow the Office of Policy’s recommendation to classify responsive documents,

officials within the Office of Security and the Office of Policy will work expeditiously to

complete the classification so that the Departmental Disclosure Office and the individuals

currently assisting the Departmental Disclosure Office can complete processing of plaintiff’s

request.  Rosenzweig Decl. ¶ 13.  Defendant will promptly notify the Court and plaintiff of that
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decision, and will propose a plan for processing classified records as soon as practicable

thereafter.

CONCLUSION

For all of the foregoing reasons, defendant respectfully requests that the Court grant its

motion to amend the Scheduling Order and for a stay of proceedings. 

Dated: October 18, 2007 PETER D. KEISLER
Assistant Attorney General

JEFFREY A. TAYLOR
United States Attorney

ARTHUR R. GOLDBERG
(D.C. Bar 180661)
Assistant Branch Director
U.S. Department of Justice
Civil Division, Federal Programs Branch

   /s/ John R. Coleman                         
JOHN R. COLEMAN
Trial Attorney
U.S. Department of Justice
Civil Division, Federal Programs Branch
Mailing Address
P.O. Box 883
Washington, D.C., 20044
Delivery Address
20 Massachusetts Avenue, NW, Room 6118
Washington, D.C. 20530

 Telephone: (202) 514-4505
Facsimile: (202) 616-8187
john.coleman3

Counsel for Defendant
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I875 Connecticut Averrue, N.W. 
Suite 650 

Washington,.DC 20009 
+I 202.797 9009'(te1). 
+t 202 787 9066 (tax) 

FAX COVER SHEET 

E C E U V E  
OCT 2 3 2035 

,PWACv~.OFFICE 
FRoM: WYZ-QR k e - ~ u ~ ,  E, FF . . 

RE: Fapr e c q ~ c s ~ .  * P E ~ & F  F- E x i ~ ~ l ~ E ~  FV-SSIAK+ 
Pages rent: l ' i n c ~ u d i n ~  &ver page 

COMMENTS: 

NOTICE This fax is intended for the use of the individual at entity to which it is addressed and may contain 
information that is privileged, confidentia1,'and exempt from disclosure. If you are not the intended recipient 
or his or her agent, you are hereby notified that any dissemination, distribution or copying of this 

, communication is strictly prohibited and asked to please not i i  us immediately by telephone. Thank you. 

PLEASE CALL IF THERE IS A PROBLEM 
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Eledranic Frontier Foundation 
Y e s t r n g  9gm and mnio(lsp Cndulu wn ll~r e l ~ b n l s  mntta 

EFF DC 

October 20,2006 

BY FACSIMILE - (571) 227-1125 

Department of Homeland Security Chief FOIA Oficer 
Hugo Teufel 
Chief FOIA Officer 
The Privacy Office 
Department of Homeland Security ! .  

Arlington, VA 22202 

RE: Freedom of T,n&mation Act Reauest and 
Reauest for Expedited Processing 

Dear Mr. Teufel: 

'This letter oonstitutes an expedited request under the Freedom of Infomtion Act ("FOIA"), 5 
U.S.C. 5 552, and is submitted to the Department of Homeland Security ("DHS") on behalf of 
the Electronic Frontier Foundation ("EFF"). We make this request as part of EFF's FOIA 
Litigation for Accountable Government ("'FLAG") Project, wKch works to obtain government 
documents and make them widely available to the public. 

In 2004, the United States ("'U.S.") and European Union ("EU") m h e d  an agreement on the 
processing and bransfex of Passenger Name Record data to DHS concqnhg flights between the 
US and w.' Shortly thereafter, DHS issued the "Undertalcingq" a set of representations 
reflecting how DHS (specifically, Customs and Border Protection) would handle the data2 The 
European Court of Justice ruled the EU-U.S. agreement illegal under EU law in May 2006, 
ordering that it would become void on September 30.' In light of the decision, the U.S. and EU 
worked to renegotiaie the t m s  of the agreement. 

Earlier this month, the U.S. and EU reached a temporary agreement on the processing and 
transfer of passenger data from airlines to DHS to replace the 2004 agreement! At the same 
h e ,  DHS m t  a letter to EU officials stating that it will interpret the 2004 undertakings more 
b a d l y  to permit, among other things, more substantial disclosure of passenger data to other . 
U.S. agencies with counterte~forism f~nctions.~ Even with the new agreement in place, Reuters 
reported, "[tlhe United States Wl push for more flexible arrangements with Europe on how U.S. 
agencies can use the personal records of air passengers to combat tmrism." Mark John, US. to 

' This agrccmcnt is available at http://www.eur-lex.e~10pae~xUriSew/sitdcnlojI2~].83/ , 

L18320040520en~OS55pdf. 
The Undertakings are available at h~://www.dhs.govlinterweb/assetlib/- 

W.pdf. 
The court's dedskn is  available at http:llcuriaeuropaeu/j~risp/~gi-bidge~~tp1?~here=&1m~n&num= 

79939469C190a03 17&d0~rT&ouve~T&seancdRRET. 
4 The new agreement is available at http://www.s~tewatch.orglnewd2006/0~tleu-u~a-pnr-coun-new-a~eement~paf. 

The letter is available at htcp:llwww.s~kwa~h.0r9/ne~SnO06/oct/e~-~w-pnr-1etter-13738.pdf. 

1875 Connecticut Ave., NW . Suite 650 * Washington, DC 20009 
d 202 797 9009 @ 202 797 9066 @ www.eff.org 0 inforrnation@eff.org 
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Seek More Leeway on Air Parsenger Records, Reuters, Oct. 17,2006. In the absence of furth& 
govemment action, the interim agreement will expire on July 3 1,2007. . 

We are seeking the following agency & d s  fiom May 30,2006 to the present (including, but 
not limited to, electronic records): 

1. emails, letters, reports, or other correspondence fiom DHS officials to European 
Union officials concerning the transfer and use ,of passenger data from air camiers to 
the US for prescreening purposes; 

2. mails, letters, statements, rqemomda, or other correspondence from DHS officials 
to U.S. govemment oEoials or employees interpreting or providing guidance on how 
to interpret the Undertakings; 

3. records desciibing how passenger data transferred to the U.S. under the temporary 
agreement i s  to be retained, secured, used, disclosed to other entities, or combined 
with information from other sources; and 

4. complaints received fiom EU citizens or official, entities concerning DHS acGsition, 
maintenance and use of passenger data of EIJ citikns. 

Request for ~ x ~ e d i t e d  ~loeessinb 

Thib request warrants expedited pro&ssing because it pertains to a matter about which thnc b an 
"urgency to inform the public about an adual or alleged federal govemment a~tivity," and the 
request i s  made by,"a person p%na.rily engaged in disseminating information." 6 CFR 9 
5,5(d)(l)(ii). 

The tmpw w m e n t  on transfer of passenger data expires on July 3 1,2007, and will. need 
to be renegotiated prior to t o t  date. 'The g o v m m t  activity at issue hexe - DHS's 
reinterpretation of privacy commitments to the EU - raises serious quesdons about how DHS 
will implement privacy safeguards and address the privacy c~~lcexxls that caused c m t r o m y  ' 
even hder  the more protective 2004 agreement. Thus, there is a particular urgency for the public 
to obtain information about DHS's construction of the Undertakings under the new agreement, as 
well as the effectiveness of  the measures in place to secure passengers' data privacy.. Accordtng , 

to the Associated Press, the "arduous" negotiations to reach the interim agreement "xeflectecl 
deep divisions between the United States and the European Union over anti-terror measures and 
.to what lcngth governments should go in curb~'persona1 freedomu' to prevent attacks." 
Associated Press, Deal Reached on Passenger Data, Oct. 6,2006. As Reutm notcd: 

EU lawmakers raised worries that Washugton was riding roughshod over data 
protection concerns in its quest after the September 1 1, 2001 attacks to further a 
''war on tenorism" who& tactics many Europeans question. One Greek left-wing 
deputy accused the EU of hav& '%totally caved in" to U.S. pxeswe. 

Reutms, US., E v e  Reach Deal on Air Passenger Data, Oct. 6,2006. These issues have 
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, attracted substantid media interest in recent days. In fact, Google News search for "privacy and 
'passenger data"' returns about 621 results from news outlets throughout the world (see first 

. page of Google News search d t s  attached). 
" Indeed, the Department itself has recognized both the ,newsworthiness of this inattcr and the 

importance of informing the public of developmerrtc, in its negotiations with the EU. On 
September 30,2006, the Department issued a press release containing a statement hm 
Chertoff conkring the negotiations6 

The purpose of this request is to obtain iafonnativn diictly relevant to DHS's guidelines on the 
handling of EU-US passenger data before July 3 1,2007, when the lemlporary agreement is set to 
expire. The records requested involve the manner in which DHS is comtmhg its policies on this 
matter, and clearly meet the standard for expedited processing. There i s  clearly "an urgency to 
inform the public" about the Department's policies with respect to this issue in order to facilitate 
a full and informed public debate on the U.S. position .in the upcoming bi-lateral negotiations. 

Further, as 1 1p1ain below in support of our request for "nnvs media" treatnient, EFT is 
"primarily engaged in disseminating information." 

. Request for News Media Fee Status 

EFF asks that it not be charged search or review fees for this request because EFF qualifies as a 
representative of the news media pummt ,to the FOIA and 6 C.F.R $5.1 1 @)(6). 

Em i s  a non-profit public interest organization that works '.'to protect and enhance our core civil 
liberties in the digital age." One of EFF's primary objectives is "to educate the press, 
policymakers and the general public about online civil liberties.* To accomplish this goal, EIFIF. 
routinely and systematically disseminates information in several ways. 

First, EkT maintains a fmque~tly visited web site, http:llnww.efT.org, which received 
40,681,430 hits in September 2006 - an average of 56,501. per hour. The web site reports the 
latest developments and contains in-depth information about a variety of civil liberties and 
intellectual property issues. 

, . JFF has regularly published an online newsletter, the EFFector, since 1990. The EFFector 
currently has more than 77,000 subscribers. A complete archive of pab ERectors i s  available at 
http://w ww.eff.org/efiectvr/. 

Furthermore, WF publishes a blog that highlights the latest,news from around the lntimet 
Deep1 inks (http:l/ww~.eff.org/d&~1inks/) ~eportsand analyzes newsworthy developments in 

6 This press release is available at http://m.dhs.gov/mewdreledprprl 1 5989398631 lshtm. 
7 Guidestar Basic Report, E l e c W c  Frontier Founda~vn, hitp://www.gutde~tar~org!~ShowGsRe~rt.do?npoId= 
561625 (last visited Oct. 16,2006). = Id. 
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technology. It also provides minilinks, which direct readers to other news articles and 
commentary on these issues. DeepLinks had 538,297 hits in September 2006.' 

In addition to reprting hi-tech developments, EFF staff members have presented research and 
in-depth analysis on technology issuea in no fewor than eighteen white papers published since 
2002. These papers, available at http://www.eff.org/wpl, provide information and commentary 
on such diverse issues as electronic voting, free speech, privacy and intellectual property. 

E W  has alal.so published several books to educate the public about technology and civil liberties 
issues. Everybody's Guide to.the Internet (MITT Press 1994), first published electronically as The . 
Big Dummy's Guide to the Internet in 1993, was translated into several languages, and is still. 
sold by Powell's Books (http://www. powells.com). EFF also produced Protecting Yourself 
Online: The Definitive Resource on Safety, Freedom & Privacy in Cyberspace (HarperEdge 
1998), a "comprehensive guide to self-protection in the electronic frontier," which can be 
purchased via Amazon.com (http://www.amazon.wm). Finally, Cracking DES; Secrets of 
Encryption Research, Wiretap Politics & Chip Design (O'Reilly 1998) revealed technical details 
on encryption security to the public. The book i s  available online at http:l/cryptome.orgl 
cracking-dts.htm and for sale at Arniulun.com. 

Most recently, EFF has begun broadca&ng podcash of interviews with EFF staff a d  outside 
experts. Line Noise i s  a five-minute audio broadcast on Ems c k n t  work, pending legislation, 
and technology-related issues. A listing of Line Noise podcasts is available at 
feed:l/www.eff.org/~~dlinenoisemp3.xml Ad feed://www.eff.orglrssl~inenoiseogg.xml.. These 
podcasts were downloaded more than 1,300 times from EFFs web site last month, 

Request for a Pubfic htcmst Fcc Waivcr 

EFF is entitled to a waiver of duplication fees because disclosure of the requested i n f d o n  is 
in the public interest witkin the meaning of 5 U.S.C.. 5 552(a)(4)(a)(iii) and 6 C.F.R. .§ S.l.l(k). 
To determine whether a quest meets this standard, Department of Homeland Security 
components determine whether "[d]isclosure of the requested infomation is likely to contribute 
significantly to public wderstauding of the operations or activities of the government," and 
whether such disclosure "is not prhndy in the commercial interest of the requester." 6 C.F.R 
54 5.1 l(k)(i), (ii). This request clearly satisfies these criteria. 

First, DHS's handling of passenger data fim EU-U.S. flights concern "the operations or 
activities of the government." 6 C.F.R $5.1 1(k)(2)(i). DHS is a government agency, and its use 
of passenger data to make determinations about travelers unquestionably constitutes government 

' operations or activities. 

Second, disclosure of thc reqkted information will "contribute to an understanding of 
government operations or activities;" 6 C.F.R. $5.1 1(k)(2)(ii) (internal, quotation marks , 

omitted). E W  has requested information that will shed light on the mmer  in which DHS uses 
passenger data to screen travelers entering the United States, as well as the subsequent retention, 

' These figures include hits from RSS feeds through which subscribers can easily track updates to DccpLinks and 
minilinks. 
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uses, and disclosures of that data. 

Third, the quested matexlid will "contribute to public understanding" of DHS's handling of 
EU-U.S. passenger dilta. 6 C.F.R. $ 5.1 l(k)(2)(iii) (hterntll quotation marks omitted). This 
infomation will contribute not only to EFF's undmstauding of DHS's passenger data policies, 
but to thc understanding of a reasonably broad audience of persons interested in the subject EFT 
will make the infinmation it obtains under the FOIA available to the public and the media 
through. its web site and newsletter, which highlight developments concerning privacy and civil. 
liberties issues, andlor other channels discussed more fully above. 

Fourth, the disclosure will "con~bute significantly" to b e  publids howledge and 
undtrst~x).dhg of how DHS handles EU-U.S. passenger data. 6 C.F.R. 9 5.1 1 Q(2)(iv) (htcrrnal 
quotation marks omitted). Disclosure ofthe requested information will help idorm the public 
about the contours of the new agreement and DHS's inmetation of the Undertakings;as well 
as contribute to the public debate about the adequacy of these polides under EU law. . . 

Furthermore, a fee waiver is appropriate here because EFF has no commercial interest in the 
discIosure of the requested records. 6 C.F.R. 5.11(k)(3). EFF is a 501(c)(3) mnprofil 
organimtion, and will derivc'no commercial benefit from the information at isaie here. 

Thank you for your consideration of this request. If you have any questions or concerns, please 
do not hesitate to contact me at (202) 797-9009 x. 12. As the FOIA provides, I will anticipate a 
determination on our request for expedited processing within ten (10) calendar days. 

Under @ty of pe rjuy, I hereby a f f i  that the .€&going is true and w m t  to the best of my 
knowledge. 

. Sincerely, 

. 
Marcia Hofhann . 
Staff Attorney 
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U.S. Department of Homeland Security 
Arlington, Virginia 22202 

Privacy mice DHS-D3 

November 1,2006 

MEMORANDUM FOR: Richard Chovanec, Acting FOIA Officer, CBP 

FROM: Catherine M. Papoi 
Acting Director, Departmental Disclosure & FOIA 

SUBJECT: DHSIOSIPRIV 07-901 Hofmann request 

Attached is a FOIA request received at the DHS FOIAPA office. The requester is seeking the 
following DHS records from May 30,2006 to the present: 

1. All correspondence from DHS oMicials to European Union officials concerning the transfer 
and use of passenger data from air carriers to the US for prescreening purposes. 

2. All correspondence from DHS officials to U.S. government officials or employees 
interpreting or providing guidance on how to interpret the undertakings 

3. Records describing how passenger data transferred to the U.S. under the temporary 
agreement is to be retained, secured, used disclosed to other entities, or combined with 
information from other sources. 

4. Complaints received from EU citizens or official entities concerning DHS acquisition, 
maintenance and use of passenger data from EU citizens. 

Upon review of the subject matter, I have determined some of this information would be under 
your purview. Please also note that the requester has requested a fee waiver as well as expedited 
processing. We have notified the requester that your office will make a determination on these 
requests upon receipt of the FOIA request. Please respond directly to the requester. 

The requester has been notified of this transfer. A copy of the transmittal letter is attached. 
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U.S. Department of Homeland Security 
Arlington, Virginia 22202 

Homeland \&@& \ . Security 
d , ,  5 4  

Privacy Wce DHS-D3 

November 1,2006 

MEMORANDUM FOR: Janet Winslow, Office of the Executive Secretariat 
Nicolle Sciara, Office of the Under Secretary for Policy 

FROM: Catherine M. Papoi 
Acting Director, Departmental Disclosure & FOIA 

SUBJECT: DHSIOSIPRIV 07-90lHofmann 

Attached is a FOIA request received at the DHS FOIAPA office. The requester is seeking the 
following DHS records from May 30,2006 to the present: 

1. All correspondence from DHS officials to European Union officials concerning the 
transfer and use of passenger data from air carriers to the US for prescreening purposes. 

2. All correspondence from DHS officials to U.S. government officials or employees 
interpreting or providing guidance on how to interpret the undertakings 

3. Records describing how passenger data transferred to the U.S. under the temporary 
agreement is to be retained, secured, used disclosed to other entities, or combined with 
information from other sources. 

4. Complaints received from EU citizens or official entities concerning DHS acquisition, 
maintenance and use of passenger data from EU citizens. 

Please search for responsive records within your office. If you locate responsive records within 
your office, please review them in accordance with the FOIA for the purpose of any release 
recommendations. We will need two sets of the responsive records sent to our office. One set 
needs to be clean and unedited without any notations. The other set can have notations and 
highlighted sections on it with any withholding recommendations. In addition, please advise if 
no responsive records are found. 

You are welcome to provide an accompanying memo indicating what information you wish for 
us to consider for withholding, and why. We will then review the documents and share with 
you our release determinations before making a release to the requester. 

Please return the complete FOIA package to me at the above address for processing and 
response to the requester. Due to the statutory time constraint, please return to my office by 
COB November 15,2006. Please give us a call with any questions. 

Attachment: Request 
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U.S. Department of Homeland Security 
Arlington, Virginia 22202 

dSii"6 Homeland . ~ e s d ) ~  0 \-2 - \ I ,  ,$ s ecurity 
Privacy wee DHS-D3 

November 22,2006 

MEMORANDUM FOR: Erica Perel, FOIA Officer, OGC 
Catrina Pavlik, FOIA Officer, TSA 

FROM: Catherine M. Papoi, J .D., Deputy Chief FOIA Officer 
Director, Disclosure & FOIA 

SUBJECT: DHS/OS/PRIV 07-901 Hofmann request 

Attached is a FOIA request received at the DHS FOIA/PA office. The requester is seeking the 
following DHS records from May 30,2006 to the present: 

1. All correspondence from DHS officials to European Union officials concerning the transfer 
and use of passenger data from air carriers to the US for prescreening purposes. 

2. All correspondence from DHS officials to U.S. government officials or employees 
interpreting or providing guidance on how to interpret the undertakings 

3. Records describing how passenger data transferred to the U.S. under the temporary 
agreement is to be retained, secured, used disclosed to other entities, or combined with 
information from other sources. 

4. Complaints received from EU citizens or official entities concerning DHS acquisition, 
maintenance and use of passenger data from EU citizens. 

Upon review of the subject matter, I have determined some of this information would be under 
your purview. Please also note that the requester has requested a fee waiver as well as expedited 
processing. Please respond directly to the requester. 
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U.S. Department of Homeland Security 
Arlington, Virginia 22202 

Homeland 
3 L ~ k  ,> , L L ~  s curity 

Privacy Wce DHS-D3 

November 27,2006 

MEMORANDUM FOR: Toby Levin, Senior Advisor, Privacy Office 
John Kropf, Director of International Privacy Programs 

FROM: Catherine M. Papoi, J.D. 
Deputy Chief FOIA Officer; Director, Disclosure & FOIA 

SUBJECT: DHS/OS/PRIV 07-90fHofmann 

Attached is a FOIA request received at the DHS F 0 I A . A  office. The requester is seeking the following 
DHS records from May 30,2006 to the present: 

1. All correspondence from DHS officials to European Union officials concerning the transfer and 
use of passenger data from air carriers to the US for prescreening purposes. 

2. All correspondence from DHS officials to U.S. government officials or employees interpreting or 
providing guidance on how to interpret the undertakings. 

3. Records describing how passenger data transferred to the U.S. under the temporary agreement is 
to be retained, secured, used, disclosed to other entities, or combined with information from other 
sources. 

4. Complaints received from EU citizens or official entities concerning DHS acquisition, 
maintenance and use of passenger data from EU citizens. 

Please search for responsive records within your office. If you locate responsive records within your 
office, please review them in accordance with the FOIA for the purpose of any release concerns. We will 
need two sets of the responsive records sent to our office. One set needs to be clean and unedited without 
any notations. The other set can have notations and highlighted sections on it with any withholding 
concerns. In addition, please advise if no responsive records are found. 

You are welcome to provide an accompanying memo indicating what information you wish for us to 
consider for withholding, and why. We will then review the documents and share with you our release 
determinations before making a release to the requester. 

Please return the complete FOIA package to me at the above address for processing and response to the 
requester. Due to the statutory time constraint, please return to my office by COB December 1,2006. 
Please give us a call with any questions. 

Attachment: Request 
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Coleman, John (CIV) 

From: Adams, Frances G [Frances.G.Adams@dhs.gov]
Sent: Wednesday, October 10, 2007 12:39 PM
To: Coleman, John (CIV)
Subject: FW: EFF 07-90 PNR Request
Attachments: 07-90 Request.pdf

10/12/2007

 
  
Frances G. Adams, II 
Attorney Advisor 
Office of the General Counsel 
Department of Homeland Security 
Telephone:  (202) 447-3523 
Cell Phone:  (202) 360-5607 
Fax:  (202) 447-3111 
  
This communication, along with any attachments, is covered by federal and state law governing electronic communications and may contain confidential and 
legally privileged information.  If the reader of this message is not the intended recipient, you are hereby notified that any dissemination, distribution, use or 
copying of this message is strictly prohibited.  If you received this message in error, please reply immediately to the sender and delete this message.  Thank You. 

From: Gramian, Nikki [mailto:nikki.gramian@dhs.gov]  
Sent: Tuesday, October 09, 2007 1:38 PM 
To: Adams, Frances G 
Cc: Gallo, Katherine 
Subject: FW: EFF 07-90 PNR Request 
Importance: High 
  

In response to your previous email asking how I got the FOIA request for PNR records from EFF, below is the email 
from Vania Lockett enclosing the FOIA request.  I then forwarded the request to all of our Offices to search and 
specifically directed them to look for records from May 30, 2006 to the date of the search.  I remember specifically 
discussing the request because EFF indicated "all agency records from May 30, 2006 to present".  So, I wanted the 
search to be limited to that time frame only.    
 
-----Original Message----- 
From: Gramian, Nikki 
Sent: Monday, January 29, 2007 12:07 PM 
To: Deffer, Frank; Okonski, Alan; Stulginsky, Edward; Ellice, Douglas; 
Adler, Michelle; Segner, Mona; Johnson, Denise 
Cc: Gallo, Katherine; Reback, Richard 
Subject: FW: EFF 07-90 PNR Request 
Importance: High 
 
 
Dear FOIA Contacts: 
 
Attached is another FOIA request that I received from the Dept. 
 
This request is also in litigation. The request concerns information we may have on the "Passenger Name Record".  Kindly search for any 
responsive records for the enumerated items on page 2 of the attached PDF request. 
 
   
 
-----Original Message----- 
From: Lockett, Vania [mailto:Vania.Lockett@dhs.gov] 
Sent: Friday, January 26, 2007 8:17 AM 
To: Gramian, Nikki 
Cc: Clark-moe, Loren <CTR>; Papoi, Catherine 
Subject: EFF 07-90 PNR Request 
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Nikki, 
 
I was told that you needed a copy of the EFF 07-90 request for Passenger 
Name Record documents.  The request is attached.  Let me know if you 
have any questions.  Thanks. 
 
Vania 

10/12/2007
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U.S. Department of  Homeland Security 
Arlington, Virginia 22202 

&#P$ Homeland 
C %(@! .,, ,4 s ecurity 

March 26,2007 

MEMORANDUM FOR: Reginald Hudson, FOIA Officer, OPS and I&A 

FROM: Vania T. Lockett & 
Associate Director, Disclosure & FOIA Operations 

SUBJECT: DHSIOSIPRIV 07-90lHofmann request 

Attached is a FOIA request received at the DHS FOIAIPA office. The requester is seeking the 
following DHS records from May 30,2006 to the present: 

1. All correspondence from DHS officials to European Union officials concerning the transfer 
and use of passenger data from air carriers to the US for prescreening purposes. 

2. All correspondence from DHS officials to U.S. government officials or employees 
interpreting or providing guidance on how to interpret the undertakings 

3. Records describing how passenger data transferred to the U.S. under the temporary 
agreement is to be retained, secured, used disclosed to other entities, or combined with 
information from other sources. 

4. Complaints received from EU citizens or official entities concerning DHS acquisition, 
maintenance and use of passenger data from EU citizens. 

During the course of processing this request, it has come to our attention that some of this 
information would be under your purview. Please search for responsive records within your 
office. If you locate responsive records within your office, please review them in accordance with 
the FOIA for the purpose of any release concerns. 

As this request is currently in litigation, all responses must be reviewed by the DHS Office of the 
General Counsel prior to submission. Accordingly, our office will coordinate all responses to the 
FOIA request. Therefore, we are asking that you forward any responsive documents to our office 
for review. We will need two sets of the responsive records: one set should be unedited, and one 
set should contain I&A's recommended redactions. 

Please do not correspond directly with the requester concerning this case. If you have any 
questions, you may contact me at 571 -227-4146. 
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U.S. Department of Homeland Security 
Washington, DC 20528 

 
 

Homeland      
Security 
      
Privacy Office  

 
                                                 July 23, 2007 
 
MEMORANDUM FOR:  Catrina Pavlik-Keenan 
   FOIA Officer, U.S. Immigration and Customs Enforcement (ICE) 
  
FROM:                              Vania T. Lockett 
                               Associate Director, Disclosure & FOIA Operations 
 
SUBJECT:                        DHS/OS/PRIV 07-90/Hofmann request 
 
Attached is a FOIA request received at the DHS FOIA/PA office. The requester is seeking the 
following DHS records from May 30, 2006 to the present (October 31, 2006): 
 

1. All correspondence from DHS officials to European Union officials concerning the transfer 
and use of passenger data from air carriers to the US for prescreening purposes. 

2. All correspondence from DHS officials to U.S. government officials or employees 
interpreting or providing guidance on how to interpret the undertakings 

3. Records describing how passenger data transferred to the U.S. under the temporary 
agreement is to be retained, secured, used disclosed to other entities, or combined with 
information from other sources. 

4. Complaints received from EU citizens or official entities concerning DHS acquisition, 
maintenance and use of passenger data from EU citizens. 

 
During the course of processing this request, it has come to our attention that some of this 
information would be under your purview.  Please search for responsive records within your 
office.  If you locate responsive records within your office, please review them in accordance with 
the FOIA for the purpose of any release concerns.   
 
As this request is currently in litigation, all responses must be reviewed by the DHS Office of the 
General Counsel prior to submission.  Accordingly, our office will coordinate all responses to the 
FOIA request.  Therefore, we are asking that you forward any responsive documents to our office 
for review.  We will need two sets of the responsive records:  one set should be unedited, and one 
set should contain ICE’s recommended redactions.  In order to meet production deadlines imposed 
by the court, we must receive your response by August 6, 2007. 
 
Please do not correspond directly with the requester concerning this case.  If you have any 
questions, you may contact me at 703-235-0790. 
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U.S. Department of Homeland Security 
,Arlington, Virginia 22202 

November 1,2006 

Ms. Marcia Hofmann 
Electronic Frontier Foundation 
1875 Connecticut Avenue, N.W. 
Suite 650 
Washington, DC 20009 

Re: DHS/OS/PRIV 07-901Hofmann request 

Dear Ms. Hofmann: 

This acknowledges receipt of your Freedom of Information Act (FOIA) request to the Department of 
Homeland Security (DHS), dated October 20,2006, seeking the following DHS records from May 30, 
2006 to the present: 

1. All correspondence from DHS officials to European Union officials concerning the transfer and 
use of passenger data from air carriers to the US for prescreening purposes. 

2. All correspondence from DHS officials to U.S. government officials or employees interpreting or 
providing guidance on how to interpret the undertakings. 

3. Records describing how passenger data transferred to the U.S. under the temporary agreement is 
to be retained, secured, used disclosed to other entities, or combined with information from other 
sources. 

4. Complaints received from EU citizens or official entities concerning DHS acquisition, 
maintenance and use of passenger data from EU citizens. 

We are holding your fee waiver request in abeyance pending the quantification of responsive records. In 
the event that your fee waiver request is denied, we shall charge you for records in accordance with the 
DHS Interim FOIA regulations as they apply to non-commercial requestors. As a non-commercial 
requestor you will be charged 10-cents a page for duplication, although the first 100 pages are free, as are 
the first two hours of search time, after which you will pay the per quarter-hour rate of the searcher. We 
will construe the submission of your request as an agreement to pay up to $25.00. You will be contacted 
before any further fees are accrued. 

As it relates to your request for expedited treatment, your request is denied. Pursuant to 5 U.S.C. $8552 
(a)(G)(E)(i), each agency shall promulgate regulations providing for expedited processing of records. 
Accordingly, $5.5(d) of the DHS Interim FOIA and Privacy Act regulations, 6 C.F.R. Part 5, addresses 
the Department's criteria for granting expedited treatment. You do not qualify for either category. 
Clearly, the lack of expedited treatment in this case will not pose an imminent threat to the life or physical 
safety of an individual. In addition, you are not primarily engaged in the disseminating of information to 
the public, nor have you detailed with specificity why you feel there is an urgency to inform the public 
about this topic. This urgency would need to exceed the public's right to know about government activity 
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generally. Finally, you did not offer any supporting evidence of public interest that is any greater than the 
public's general interest in the transfer and use of passenger name data. 

If you deem the decision to deny expedited treatment of your request an adverse determination, you may 
exercise your appeal rights. Should you wish to do so, you must send your appeal within 60 days of 
receipt of this letter to the following address: Office of General Counsel, Department of Homeland 
Security, Washington, D.C. 20528, following the procedures outlined in Subpart A, Section 5.9, of the 
DHS Regulations. Your envelope and letter should be marked "Freedom of Information Act Appeal." 
Copies of the DHS regulations are available at: 
h~://www.dhs.nov/dhspublic/interap~/editorial/editorial 03 18.xrnl. 

In addition, we are referring your request to the Acting FOIA Officer for U.S. Customs and Border 
Protection (CBP), Richard Chovanec, (Mint Annex-5th Floor) 1300 Pennsylvania Avenue, N.W., 
Washington, D.C. 20229, who will forward your request on for processing to the appropriate office within 
CBP. Please note that our decision regarding your request for a fee waiver and expedited processing 
applies to this office only, and CBP will issue a separate determination upon receipt of your request. 

As it relates to this office, your request has been assigned reference number DHS/OS/PRIV 07- 
90lHofmann request. Please refer to this identifier in any future correspondence. We have queried the 
appropriate component of DHS for responsive records. If any responsive records are located, they will be 
reviewed for determination of releasability. 

Per §5.5(a) of the DHS FOIA regulations, 6 C.F.R. Part 5, the Department processes FOIA requests 
according to their order of receipt. We will make every effort to comply with your request in a timely 
manner; however, there are currently 6 1 open requests ahead of yours. Nevertheless, please be assured 
that one of the processors in our office will respond to your request as expeditiously as possible. 

Disclosure FOIA 
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U.S. Department of Homeland Security 
Arlington, Virginia 22202 

Privacy Oflee DHS-D3 

December 15,2006 

Ms. Marcia Hofmann 
Electronic Frontier Foundation 
1875 Connecticut Avenue, N.W. 
Suite 650 
Washington, DC 20009 

Re: DHS/OS/PRIV 07-90lHofmann request 

Dear Ms. Hofmann: 

This is in further response to your Freedom of Information Act (FOIA) request to the 
Department of Homeland Security (DHS), dated October 20,2006, seeking the following DHS 
records from May 30,2006 to the present: 

1. Emails, letters, reports or other correspondence from DHS officials to European Union 
officials concerning the transfer and use of passenger data from air carriers to the US for 
prescreening purposes; 

2. Emails, letters, statements, memoranda or other correspondence from DHS officials to 
U.S. government officials or employees interpreting or providing guidance on how to 
interpret the undertakings; 

3. Records describing how passenger data transferred to the U.S. under the temporary 
agreement is to be retained, secured, used disclosed to other entities, or combined with 
information from other sources; and 

4. Complaints received from EU citizens or official entities concerning DHS acquisition, 
maintenance and use of passenger data from EU citizens. 

Regarding your request No. 1, for "emails, letters, reports, or other correspondenke from DHS 
officials to European Union officials concerning the transfer and use of passenger data from air 
carriers to the US for prescreening purposes," we have interpreted that request in light of 
Requests 2 ,3  and 4 as referring to Passenger Name Record (PNR) data. 

We have queried the DHS Office of the Executive Secretariat, the DHS Office of Policy, and the 
DHS Privacy Office for records responsive to your request. In addition, we have referred your 
request to U.S. Customs and Border Protection, the DHS Office of the General Counsel, and the 
Transportation Security Administration for direct response. If there are any additional 
components that you would like us to search, please advise this office. A list of DHS 
components may be found at http://www.dhs.gov/xabout/structure/index.shtm. " 
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In our November 1,2006 acknowledgement letter, we indicated that we were holding your 
public interest fee waiver request in abeyance pending the quantification of responsive records. 
Subsequently, our office located numerous records necessitating a determination on your fee 
waiver request. I have reviewed your October 20,2006 letter thoroughly and your arguments that 
EFF is entitled to a blanket waiver of all fees associated with this FOIA request. I have 
determined that you have not presented a convincing argument that EFF is entitled to a waiver of 
fees. Other than broad generalizations, you have not demonstrated with the requisite specificity 
that public interest on this issue exceeds a general level of interest in the operations and activities 
of a government entity or how disclosure will enlighten the public on data usage and contribute 
to an understanding of government operations or activities. Additionally, you have not 
sufficiently revealed how the requested information will be widely distributed, other than the 
nebulous, "EFF will make the information it obtains under the FOIA available to the public and 
the media through its website and newsletter.. ." nor have you presented evidence of a unique 
capability to educate the public beyond EFF's constituency and similar groups which have the 
same concerns. Because of these reasons, I have determined that to furnish the information to 
EFF at no cost does not outweigh the burden that will be placed on our components in supplying 
the records. Therefore, I am denying the request for a waiver of fees. 

Provisions of the Act allow us to recover part of the cost of complying with your request. We 
shall charge you for records in accordance with the DHS Interim FOIA regulations as they apply 
to media requestors. As a media requestor you will be charged 10-cents a page for duplication, 
although the first 100 pages are free. As the duplication fees are likely to exceed the $25.00 
minimum, we need a fee payment commitment by December 29Ih. We initially indicated that 
each DHS component would make independent determinations on your various treatment 
requests. Please be advised that our office is making the overall determinations on these issues. 

You have the right to appeal the determination to deny you a fee waiver. Should you wish to do so, 
you must send your appeal within 60 days of receipt of this letter by writing to the following 
address: Office of the General Counsel, Department of Homeland Security, Washington, D.C. 
20528. Your envelope and letter should be marked "Freedom of Information Act Appeal." The 
implementing Department Regulations establish the criteria under which the FOIA is administered. 
Copies of the FOIA and Regulations are available at www.dhs.gov. 

Please refer to the above mentioned identifier in any future correspondence. 

~i iector ,  Disclosure & FOIA 
I -.- 

Cc: Rebecca Hollaway, CBP 
Michael Russell, OGC 
Howard Plofker, TSA 
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Attachment A
to the Declaration of Paul Rosenzweig
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U.S. Department of Homeland Security 
Washington, DC 20528 

- d Homeland 
Security 

Ambassador Jo2o Vallera 
Ambassador of Portugal 
2012 Massachusetts Avenue N W 
Washington, DC 20036 

Dear Ambassador Vallera, 

We are writing to set out our understanding of how documents and information relating 
to the passenger name record agreement (PNR) negotiations have been handled since 
those negotiations began. We have both proceeded on the understanding that 
negotiations are conducted in confidence; and, thus. the record should also be maintained 
in confidence. For purposes of clarity, we request confirmation of the following 
procedures: 

The negotiations and negotiating documents are to be held in confidence. 
Negotiating documents include both those documents passed between the 
European Union (andlor its individual members) and the United States, and those 
documents which are internal to either party but discuss the negotiations, such as 
notes of meetings or strategies. The documents and negotiations are to be 
provided only to (1) government officials or (2) persons outside government who 
participate in the party's internal consultation process and who have a need to 
review or be advised of the information in these documents. In the EU, this is 
without prejudice to mandatory disclosure of such documents in the course of 
judicial proceedings. 

Anyone given access to such documents will be alerted that they cannot share the 
documents with people not authorized to see them. These documents will be held 
in confidence for at least ten years after entry into force of the agreements. 

While the negotiating documents are held in confidence, both sides may mail, e- 
mail, fax, or discuss these documents over unsecured lines with the people 
mentioned above. Both sides must take reasonable steps to ensure that the 
documents are held in confidence. 

The United States intends to mark such documents as "Foreign Government 
Information - Modified Handling Authorized," and include a brief instruction 
following the marking on how the documents will be handled. 
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The policy underlying this approach is to protect the sensitive internal nature and 
confidentiality of documents, while at the same time allowing the two parties to develop 
their negotiating positions and communicate internally and with each other. We look 
forward to your confirmation of our understanding. 

Acting Assistant Secretary, Office of Policy 

Cc: 
Ambassador John Bruton 
European Union - Delegation of the European Commission to the United States of 
America 
2300 M Street, NW 
Washington, DC 20037 

Acknowledged: 

FOR THE EUROPEAN UNION 

Name: Jo5o Vallera 
Title: Ambassador of Portugal 
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Attachment B
to the Declaration of Paul Rosenzweig
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to the Declaration of Paul Rosenzweig
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC FRONTIER FOUNDATION )
)

Plaintiff, )
)        

v. )           Civil Action No. 06-1988 (ESH)
)

DEPARTMENT OF HOMELAND )
SECURITY )

)
Defendant. )

__________________________________________)

PROPOSED ORDER

It is hereby ORDERED that defendant shall identify those records not subject to possible

classification pursuant to Section 1.7(d) of Exec. Order 12,958, as amended, and continue

producing such records or portions of such records not determined to merit withholding under

applicable law, including 5 U.S.C. § 552(b), on a bi-weekly basis.

It is further ORDERED that defendant shall complete production of those records not

subject to possible classification pursuant to Section 1.7(d) of Exec. Order 12,958, as amended,

by April 30, 2008.

It is further ORDERED that defendant’s obligation to produce those records that may be

classified pursuant to Section 1.7(d) of Exec. Order 12,958, as amended, is stayed.

It is further ORDERED that defendant promptly notify this Court and plaintiff of its

determination as to whether to classify responsive records. 

________________________________
UNITED STATES DISTRICT JUDGE
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