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From: Rosenzweig, Paul 

Sent: Monday, June 26, 2006 10:13 AM 

To: Baker, Stewart 

Subject: RE: PNR memo 

Attachments: NSC PNR Memo Ver sab (PSR).doc ' t 

Z7 
ÇsV ki 

p 

• J \ Back to soaking up water... 

F r o m : Baker, Stewart 
Sent: Mon 6/26/2006 5:33 AM 
T o : Rosenzweig, Paul; Scqrdaville, Michael 
Subject: RE: PNR memo -. 'J ' 

I apologies. I use an open source word processor. See if this works for you. 

From: Rosenzweig, Paul 
Sent: Mon 6/26/2006 12:20 AM 
To: Baker, Stewart; Scardatile, Michael 
Subject: RE: PNR memo '). J , 

j . Stewart 

J J I can't open this in Word. What format did you save it in? 

P 

From: Baker, Stewart 
Sent: Sun 6/25/2006 10:19 PM 
To: Rosenzweig, Paul; Sqardaville, Michael 
Subject: PNR memo ( \ J \ 

t 
H«arp'R mv edit Please read carefullv for thinas vou think are wrong .1 

u 3 

0 0 0 3 1 9 ï/X.VJtù ' 

6/12/2007 - 4 i 1 e .1« 



^ s c a r a a v i l l e , Michae l ^J 

From: Baker, Stewart 

Sent: Sunday, July 30, 2006 3:00 PM 

To: Roserzweig, Paul:^Scardavi!le. Michael; ^ 

Subject: NSC memo, etc. 

f l / J Finally, to be ready for this meeting, I'd like a (ew things: 

(cY 

i -j 
-x^h-^Rie C 3 list that Paul prepared 

4 . r 

Thanks. 

Stewart 

a 

1 

M>J\ '(¿fi/ 7 j / 

7/.lj/2(X)6 

7 U ^ 

0 A / V / ' ^ 
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L 

From: 
Sent: 
To: 
Cc: 

K t 

Baker, Stewart £ b > 3 

Thursday, September 14, 2006 6:48 AM 

I i-v'-c 3 Baker, Stewart;«^ 

Teufel, Hugo; Rosenzweig, Paul; f b ^ ") 

SE; 
) Scardaville, Michael 

Subject: RE: EU Commission Vice President Franco Frattini updates European Parliament on talks with USA 

0 

Original Message 
From:£ ^ ^ ^[maÜlQ:L h ^ u o ^ f c ^ , J ] 
Sent: Thursday, September 14,2006 12:04 AM 
To: £ b v, Baker, Stewart: [_ 3 
Scardaville. Michael 
Cc: Teufel, Hugo: Rosenzweig, Paul; 3 
Subject: Re: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 

si 

0 

Original Message 
From: r L ^ i w u » * W t> JJ 
To: Baker, Stewart C. fe> z / o _ 3 C 
C fcÄCioui > -4 W L- J ; Scardaville. 
Michael C. b 2. Cc - 3 
Cc: Teufel, C. 1o i £ /»- t f b C - J Rosenzweig, 
PaulC bi J ¿{¿.Als*,.-- M bt 
Sent: Wed Sep 13 2l:00:5S 2006 
Subject: Re: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 

O e ^ ' J ' / J « * *» Mfii 

Ped^j ) 

0 

IS 
1/17/2007 4 J" 
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Original Message 
From: "Baker, Stewart" b 2. ( /* ->) 
Sent: 09/13/2006 06:26 PM 
To: ( b <P \o Xi io-j) / 
t - io.^ iawj-k b e 1 "Scardaville. Michael" • o b ^ ^ 

Cc: "Teufel. Hugo" C b X ^ 
i hXQaHj) t b b ) 'Rosenzweig, Paul" i 
Subject: RE: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 

J> 

£ b l 

Original Message 
From- f b b / 
Sent: Wednesday. September 13.2006 6:19 PM 
T o : j s i j ) Scardaville, Michael; Baker, Stewart 
Cc: Teufel, Hugo; <C b 6 ) \ Rosenzweig. Paul 
Subject: Re: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 

io I 

Original Message 
From: (' ¡¿.(^ ) 
To: Scardaville, Michael; Baker, Stewart 
Cc: Teufel,Hugo; C tob ) Rosenzweig, Paul 
Sent: Wed Sep 13 18:11:34 2006 
Subject: Re: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 

? \ ) 

Ü 

Sent from my BlackBerry Wireless Handheld 

O ^ l S l V o 
1/17/2007 
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Original Message 
From: Scardaviile, Michael 
To: C ipG ) Baker, Stewart 
CC: Teufel, Hugo; C w '<•• } : Rosenzweig, Paul 
Sent: Wed Sep 13 17:59:03 2006 
Subject: RH: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 

( k-c- '."> 

C O b 
Mike 
C, b>£ C. ijfjj)) 

Original Message 
From: L b> ) 
Sent: Wednesday. September 13, 2006 5:56 PM 
To: Baker, Stewart; Scardaviile, Michael 
Cc: Teufel, Hugo; ( b ( s ) : Rosenzweig, Paul 
Subject: Re: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 

^ M 
Of} VI 
Ct) 

' Sent from my BlackBeny Wireless Handheld 

Original Message — 
From: Baker, Stewart 
To: Scardaviile, Michael 
Cc: Teufel, Hugo; \ iß ; 
Rosenzweig, Paul 
Senf Wed Sep 13 17:51:33 2006 
Subject: RE: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 

• 0 b 

. . - t 
Original Message 

From: Scardaviile, Michael 
Sent: Wednesday, September 13, 2006 4:58 PM 
To: Baker. Stewart 

1/17/2007 o o i S i T -
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Cc: C to* J 
Frenkel, Jonathan; jovr _ > lacksta. 
Bob M; ( b t 
C .b ^ iMortensen, 

Kenneth; I y b >: Rosenzweig, Paul; 
C lr>« > Scardaville. Michael; t Teufel, Hugo; 
L v.A ') 
Subject: FW: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 
Importance: Low 

Stewart, 

C'l b 

"Most MEPs agreed that a bad agreement is better than no agreement at 
f \ ~\ all. If no deal is reached this month, airlines will continue to send 

v1) 
data requested by the United States but without the safeguards provided 
by the deal, stressed Mr Frattini." 

Mike 
( t a c im) ) 

Original Message 
From: TelmoJBaltazar (_ bä.1 i j ) 
Sent: Wednesday, September 13, 2006 9:30 AM 
To: Scardaville, Michael; Rosenzweig, Paul; (. J 
( Va^-U äiXi -t j 

( -v > 
Subject: PNR: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 
Importance: Low 

Dear Colleagues, 

I 

Best regards, 

Telmo Baltazar 

C A 

http://www.europarl.europa.eu/news/expert/infopress page/019-10525-254-0 
9-37-902-20060908IPR10489-11 -09-2006-2006-false/default_en.htm 

Justice and home affairs -13-09-2006 - 09:13 
PNR: Frattini updates MEPs on talks with USA 

The US administration is ready to accept the EU's request for a 
two-stage procedure in the talks on the transfer of passenger name 

. records (PNR)? Commission vice-president Franco Frattini told members of 
i s J the Civil Liberties Committee on Tuesday. MEPs agreed with the timetable 

' put forward by Council and Commission representatives but were keen that 
the substance of the agreement be improved and they voiced concern about 
the unclear ratification process. 
The idea proposed by the Council to US officials during their first 
negotiating meeting last Friday is for the two sides to sign an initial 

1/17/2007 OoiS iS 
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b v 3 I 

ry 

From: £1 i ^ . t , "¿. I o_> .'.a, 

Sent : Thursday, September 14, 2006 6:59 AM 

To: Baker, Stewart; £_ b v Scardaville, Michael 

Cc: Teufel, Hugo; Rosenzwetg, Paul: C ^ 

Subject : Re: EU Commission Vice President Franco Frattini updates European Parliament on talks with USA 

SB, 

' L ' f o ' 

Sent from my BlackBerry Wireless Handheld 

Original Message 
From: Baker, Stewart ¿1 b 2_ /<=*-> 
To: L i b Z /a .— TS Baker, Stewart t -
<C i o ^ Scardaville, Michael t b i - /«.-> 

Cc: Teufel, Hugo CT b 2 ~J> Rosenzweig. Paul * C t o i . 
C b V Voi a 

Sent: Thu Sep 14 06:48:10 2UU0 
Subject: RE: EU Commission Vice President Franco Frattini updates Furopean Parliament on talks with USA 

b ¿ ¿ C fe <*. ^ 

v 

Onginal Message 
From: CL \d-f b z . / c o ^ 
Sent: Thursday, September 14, 2006 12:04 AM 
To: C low 3 Baker, Stewart; L t> t ^ 
Scardaville, Michael 
Cc: Teufel, Hugo; Rosenzweig, Paul; CL b 
Subject: Re: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 

b 

» ^rinuul Message 
I r< >m: C b if b ' i U—s 
! >. Baker. Me\'.arr £ b I, 

3 ; 
" 2 D 0 7 I 7 

t - b b > 

v u £\a 



KJti: fcU commission Vice President Franco Frattini updates European Parliament on ta lk . . . Page 2 of 6 

CI b ic b z. i - a Scardaville. 
Michael C - \ jZ- / 
C c: Teufel. Hugo tl Loz, ' c . - i CI. h <*• ü . Roseiuweig, 
Paul CT b i i b e b z i o u a 
Sent: Wed Sep 13 21:00:55 2006 
Subject: Re: EU Commission Vice President Franco Fratlini updates 
huropean Parliament on talks with USA 

Original Message 
From: "Baker, Stewart" d b 2- I <a 
Sent 09/13/2006 06:26 PM 
To: C b t b i ^ 
C bCp »o O "Scardaville, Michael" C . b x I o<o ^ 

Cc: "Teufel, Hugo" CW> 2. i ecu £ fc, ^ 
CbC(= ¿ i <=.<_. _i"Rosenzweig, Paul" C b ^ I - o 3 

Subject: RE: EU Commission Vice President Franco Frattim updates 
European Parliament on talks with USA 

Original Message 
From C, ScJ 3 
Sent: Wednesday. September 13, 2006 6:19 PM 
To: C b lp 3 Scardaville, Michael; Baker, Stewan 
C'c; Teufel, Hugo: C *=><*=> ^ Rosenzwcig. Paul 
Subject: Re: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 

/ 
ID \ 

' )nginal Message 
From: £ (¡3 —^ 
To Scardaville. Michael; Baker. Stewart 

1 17 2 0 0 7 ^ O l S X ) 



KJti: fcU commission Vice President Franco Frattini updates European Parliament on ta lk . . . Page 3 of 6 

Cc: Teufel, Hugo; Roserizweig, Paul 
Sent: Wed Sep 13 18:11:34 2006 
Subject: Re: EL' Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 

Sent from my BlackBerry Wireless Handheld 

Original Message 
From: Scardavilk, Michael 
T o : d b u ^ Baker, Stewart 
Cc: Teufel, Hugo; ¡ ^ Vte Rosenzweig, Paul 
Sent: Wed Sep 13 17:59:03 2006 
Subject: RE: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 

" O 

v 

fl 
\ 

^ Mike 
Cb2. 3 

Original Message 
From: C - t 
Sent: Wednesday, September 13,2006 5:56 PM 
To: Baker, Stewart; Scardaville, Michael 
Cc: TeufeL Hugo; C I Rosenzweig, Paul 
Subject: Re: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 

[O 

e h 

Sent from my BlackBerry Wireless Handheld 

— Original Message — 
rom: Baker, Stewart 

l o: Scardaville. Michael 

1 17.2007 bO{S c l 



Re: EU Commission Vice President Franco Frattini updates European Parliament on talks... Page 4 of 6 

C'c: Teufel. Hugo; b V-
Rosenzweig, Paul 
Sent: Wed Sep 13 17:51:33 2006 
Subject: RE: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 

i 

Original Message 
From: Scardaville, Michael 
Sent: Wednesday, September 13, 2006 4:58 PM 
To: Baker. Stewart 
Cc: CL ( 3 
Frenke!, Jonathan; C_ b V- Jacksta, 
BobM: tL b if 3 
t^ la <e> ^ Mortensen, 

Kenneth; C_ b V ^ /; Rosenzweig, Paul; 
C b e ? 3 ; Scardaville, Michael; C W»«.-- Teufel, Hugo; 

Subject: FW: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 
Importance: Low 

Stewart, 

t ( 
"Most MEPs agreed that a bad agreement is better than no agreement at 

- all. If no deal is reached this month, airlines will continue to send 
k l 1 0 , 3 1 8 r e 1 u e s t c d by t h e United States but without the safeguards provided 

J by the deal, stressed Mr Frattini." 

Mike 
C b 2- lo<~> 

Original Message 
From: Telmo.Baltazar C— b i la 
Sent Wednesday, September 13, 2006 9:30 AM 
To: Scardaville. Michael; Rosenzweig, Paul: L b ^ 

b V b 2 - l o w 
3 

Subject: PNR: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 
Importance: Low 

- ^ 
Dear Colleagues, •' 

/ i" 

"J b 
/ 

t 

Best renards. 

00 

zoo? 
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Telmo Baltazar 

http://www.eyroparLeuropa.eu/newa/expert/infopre3S paae/019-10523 254-0 
9-37-902-20060908IPR10489-11-09-2006-2006-false/default_en.htm 

Justice and home affairs -13-09-2006 - 09:13 
PNR: Frattini updates MEPs on talks with USA 

The US administration is ready to accept the EU*s request for a 
two-stage procedure in the talks on the transfer of passenger name 
records (PNR), Commission vice-president Franco Frattini told members of 
the Civil Liberties Committee on Tuesday. MEPs agreed with the timetable 
pot forward by Council and Commission representatives but were keen that 
the substance of the agreement be improved and they voiced concern about 
the unclear ratification process. 
The idea proposed by the Council to US officials during their first 
negotiating meeting last Friday is for the two sides to sign an initial 
interim agreement to run until November 2007 - in which the conditions 
on data protection and transfer of PNR would remain unchanged - and 
start immediate negotiations for a further definitive agreement to ran 
from 2008, on which the content can be renegotiated. "The US said it was 
prepared to enter into negotiations of substance" on this second 
agreement, said Mr Frattini. A Commission representative was present on 
Friday to assist Council during die negotiations. 

Asked by rapporteur Sophie In't Veld (ALDE, NL) whether die US was 
willing to make its commitments on the protection and use of data 
legally binding, Mr Frattini admitted that this would not be easy for 
the first short term agreement, since it would require the US Congress 
to ratify these conditions (known as the 'undertakings', which are now 
in an annex and not part of the legal text). Stavros Lambrinidis (PES, 
EL) responded: "You have told us enough... the US is seeking to turn the 
issue of making the undertakings legally binding into a problem (...) We 
agreed to sign die short term agreement while keeping the content 
unchanged but now the US is not so interested in signing and is dragging 
its feet". He claimed the American position was a form of "blackmail". 

Ratification procedure 

Under die treaties, Mr Frattini explained, an interim international 
agreement signed by die EU with a third country can come into force 
immediately, without waiting for die ratification process to be 
concluded: "The need to be ratified does not prevent it from taking 
effect immediately", he said. Ewa Klamt (EPP-ED, DE) was surprised that 
no ratification by national parliaments would be required on such a 
sensitive topic and Ignasi Guardans (ALDE, ES) added: "only ratification 
can give legitimacy to your work, Mr Frattini. You need the parliaments' 
blessing (...) so they take responsibility for it". 

Time pressure 

Commissioner Frattini warned of the risks of not reaching a PNR deal 
with US to replace the pact annulled by the EU Court of Justice, which 
is due to. expire on September 30. He explained that there is not enough 
time for negotiations at present and that he had urged US officials to 
accept merely a change in how the deal is framed legally. Most MEPs 
agreed that a bad agreement is better than no agreement at all. If no 
deal is reached this month, airlines will continue to send data 
requested by die United States but without the safeguards provided by 
the deal, stressed Mr Frattini. "I am aware that it is in our interest 

1/17/2007 

» r- 1 ryf-» 
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Kii: liU Commission Vice President Franco Frattini updates European Parliament on talk. . . Page 6 of 6 

to avoid bilateral agreements", said Maitine Roure (PES, FR), "but it is 
our responsibility to ensure that EU citizens can enjoy at least the 
same level of data protection as US citizens". 

Lastly, Mr Frattini said that positive or voluntary profiling should be 
seen as a benefit, as "it can mean you spend less time at borders". The 
Commission will therefore consider submitting a draft directive on this 
direction. "We will present a feasibility study next spring", he said 
Lastly, he argued that giving people the chance to register their 
personal data in a database voluntarily would allow them to cut down the 
number of controls and even diminish the risk that they would suffer 
ethnic profiling. 

11/09/2006 
Committee on Civil Liberties, Justice and Home Affaira 
In the Chair: Jean-Marie CAVADA (ALDE, FR) 

1/17/2007 
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C. U> 7 \ 

From: L loCs ."5 
3»nt: Friday. September 15, 2006 7:04 PM 

To: Teufel, Hugo 

Subject: Fw: URGENT PCC Tasking 

Meant to copy you on this. I'm handling but just so you're aware on the state of play. Will be going to DVC with EL" 
^ •* monday morning at the NAC. 

Sent from my Blackfieny Wireless Handheld 

Original Message 
Pram: Roaenzweig, Paul 
To:Scardaville,Michael; b£- / o ^ rJ 
Cc: 'Scardaville, Michael' C ^ JackrtuBobM 
Sent Fri Sep 15 18:31:07 2006 
Subject R£ . URGENT: PCC Tasking 

Let me jump in and offer kudos to the core PNR team. We are doing great work t C S" 3 Keep 
J swinging. 

Paul Roaenzweig 

Original Message 
From: Scardaville, Michael 
Sent Friday, September 15,2006 6:36 PM 
To: C , fc> b b X 
Cc: Scardaville, Michael; Jacksta, Bob M; Rosenzweig, Paul 
Subject URGENT: PCC Tasking 
Importance: High 

All, 

¿ T ] Vou missed one of the more fun-filled PNR meetings yet but before 1 go into details, let me get right to the taskings DHS 
left with two taskings: 

f f \ is minor 
f ( / J and make it 

and I'll take care of it and send a copy once Stewartjs happy with it. On #1, we need to finalize L b i I document 
a little more readable for non-Iawvers. L- -to JT 

3 

Tteirutd : Schiuder / 002948 

( w 



1-w: UKUfc.N I: PCC f asking Page 2 o f l ( 

The target due date for both documents is Noon Tomorrow (yes Saturday \ Sorry- but that's unavoidable - personally I'm 
v hoping for rain tomorrow / 

C*^") To recap generally and provide food for thought 

ei 

c o 

o i 

CO 

o \ 

& 

o-) 

e 

No options are off the table, but if (he description of what is covered C l o S 3 fa good enough we will present the Joint 
Statement as an alternative to the ELTs proposal by Monday. 

Please send me an email confirming that you received this and give me a ring if you'd like to discuss. £_ ts ^ Z3 if you 
can give me an idea of when you can provide you additions it would be very useful so I know when to get in tomorrow I'll 
be here for a while yet ami will likely be in most of the day tomorrow 

Mike 
C k 002949 

Original Message / 
From: b Le 3 / 
Sent: Thursday, September 14, 2006 4:27 PM 
To: Scardaville, Michael; (o <e> ^ ^ ^ 
Subject: RE EU Commission Vice President Franco Frattini updates European Parliament on talks with USA 

1/17/2007 



r . uCiN 1 : f v v. : :sSK!ng 3age 3 of 

Importance. High / > { 
Attached is a draft exolicatina what is meant C~ 

For Mike, 
f i s ) I've addressed to you to make sure this is in the ball park for what POLICY envisions 

L " " t s " ^ 

Thanks. 

Director of International Privacy Programs 
DHS, Privacy Office 
T e L f ^ Z I c ^ 3 
Faj L. —' 
Email: C U 

This communication, along with any attachments, is covered by federal and state law governing electronic communications 
and may contain confidential and legally privileged information. If the read« of this message is not the intended recipient, 
you are hereby notified that any dissemination, distribution, use or copying of this message is strictly prohibited. If you 
received this in error, please reply immediately to the sender and delete the message. Thank you. 

Original Message 
From: Scardaville, Michael 
Sent: Thursday, September 14, 20Ô6 8:52 AM 
To: C_ Ipt^ b 2 A 
Subject: RE: EU Commission Vice President Franco Frattini updates European Parliament on talks with USA 

I can do a call before 9:00 or after 9:45. 

Cv) L b s ^ 

Mike 

Original Message / 
From. C_ <o A / r 

Sent: Thursday, September 14, 2006 7:17 AM / 
To: b 2 _ I c i o 3 Scardaville, Michael / 
Subject: Re: EU Commission Vicc President Franco Frattini updates F-uropcan Parliament on talks with USA 

002950 
1 / 1 7 / 2 0 0 7 
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v 

Sent from my BlackBerry Wireless Haodheld 

Original Message 
From: CL b b Z • 3 
To: U- b /<* —'• 
Sent: Thu Sep 14 07:03:55 2006 
Subject: Re: £ U Commission Vice President Franco Frattini updates European Parliament on talks with USA 

C ^ > 

Original Message 
From ' d . b C b - 2 - I 
To: £ b ^ b ' i . Baker, Stewart b l 3 3 
C 4 ( p b i . /<_>̂ "> Scardaville,Michael C b 2. i o t o 3 

Cc Teufel,Hugo C U 3 Rosenzweig, Paul L b 3 
t _ b i . 3 

Sent: Thu Sep 14 06:50:44 2006 
Subject: Re: EU Commission Vice President Franco Frattisi updates European Parliament on talks with USA 

C 3 
, . Understand your views but unless I'm misunderstanding, £_ b 5" 
* J 3 Mike wanted something sotm so + HI try to circulate something by cob or eialy tomorrow far you 

to ioca tÄ 0 

biT 

Sent from my BlackBerry Wireless Handheld 

Original Message 
From: C , b 3 
To: t l b^e 3 Baker, Stewart C . b 2- / © ^ 3 L . b C= k, 
L b l e b "2, : Scardaville, Michael n b 2. / c ^ 

Cc: Tpufel. Hugo C . 3 Rosenzweig, Paul • C . b Z / O L 3 t><i= 3 
C ¿ ^ b Z / o i - i 

Sent: Thu Sep 14 00:03:58 2006 
Subject: Re: EU Commission Vice President Franco Frattini updates European Parliament on talks with US/\ 

002951 
1 . - 1 7 ' 2 0 0 7 
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/ 

Original Message 
From: C b <£ 3 
To: Baker, Stewart £ 1 b> 2- 3 f . b b b ^ 

t l b U b ' L / c s - O Scardaville, Michael C b £ 3 

Cc: Teufel, Hugo C- /«¡¿^ ^ -3. Rosenzweig, Paul t i b i C b b 
C l b ( e b Z / o O 

Sent: Wed Sep 13 21:00:55 2006 
Subject Re: EU Commission Vice President Franco Frattini updates European Parliament on talks with USA 

Original Message 
From: "Baker, Stewart" C b"2- l ® 0 ^ 3 
Sent: 09/13/2006 06:26 PM 
To: C b (p b ^ / 3 "Scardaville, Michael" 

C_ <0 2, l o o "3 

Cc: "Teufel, Hugo" C b 2. 3 C_ b b b i / o ^ ^ 'Rosenzweig, Paul" 
C b Z /oco, XS 

Subject: RE: EU Commission Vice President Franco Frattini updates European Parliament cm talks with USA 

V 
002352 

Original Message—» w v w u u f c 
From: n . 
Sent: Wednesday, September 13, 2006 6:19 PM / 
To. C b^t? 3 Scardaville, Michael; Baker. Stewart j 
Cc Teufel, Hugo; C. b> J3, Rosenzweig, Paul 
Subject: Re: EL" Commission Vice Piesident Franco Fratrini updates 

I 7/2007 



Fw: URGENT: PCC Tasking Page 6 of 10 

European Parliament on talks with USA 

Original Message 
From C . (¿> Lf> 3 
To: Scardaville, Michael; Baker, Stewart 
Cc: Teufel, Hugo; C <o 
Sent: Wed Sep 13 18:11:34 2006 
Subject: Re: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 

3 Rosenzweig, Paul 

(G) V 

Sent from my BlackBeny Wireless Handheld 

Original Message 
From: Scardaville, Michael 
To: C b U> ^ Jaker, Stewart 
Cc: Teufel, Hugo; I C_ ^ 
Sent Wed Sep 13 17:59:03 2006 
Subject RE: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 

Rosenzweig, Paul 

0 
002953 
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Original Message 
From: t ^ ^ fe 3 . 
Sent: Wednesday, September 13, 2006 5.56 PM 
To: Baker, Stewart; Scardaville, Michael 
Cc: Teufel, Hugo; EL (o & Rosenzweig, Paul 
Subject: Re: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 

(5) 

Sent from my BlackBerry Wireless Handheld 

Original Message 
From: Bsker, Stewart 
To: Scardaville, Michael 
Cc: Teufel, Hugo; C ^ b ^ 3> 
Rosenzweig, Paul 
Sent} Wed Sep 13 17:51:33 2006 
Subject: RE: EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 

Original Message 
From: Scardaville, Michael 
Sent: Wednesday, September 13, 2006 4:58 PM 
To: Baker, Stewart 
Cc : C - b <f 
Frenkel, Jonathan; C. 
Bob M; C_ b<«= 

Kenneth; t — b ^ -
<C b C Scardaville, Michael; t l (= W 

e b u 3 
Subject: FW: EL" Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 
Importance: Low 

; Jacksta, 
3 

^ Mortensen, 
Rosenzweig, Paul; 
3 Teufel, Hugo. 

Stewart. 

002954 
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hi 
"Most MEPs agreed that a bad agreement is better than no agreement at 

all. If no deal is reached this month, airlines will continue to send 
data requested by the United States but without the safeguards provided 
by the deal, stressed Mr Frattini." 

Mike 
C b 2 / 

Original Message 
From: Telmo.Baltazar t . b 2 . / o w 
Sait: Wednesday, September 13,2006 9:30 AM 
To: Scardaville, Michael; Rosenzweig, Paul; C , b b 3 

£_ IaQs b 2 / m s ^ 
C (©Q> l o i - I olJ> 

Subject: PNR. EU Commission Vice President Franco Frattini updates 
European Parliament on talks with USA 
Importance: Low 

Dear Colleagues, 

Best regards, 

TetecrBaltazir 

http://www.europarl.europa.eu/news/e^)ert infopress page/019-10525-254-0 
9-37-902-20060908IPR10489-11-09-2006-2006-&lse/default_en.htm 

y - Justice and home affairs - 13-09-2006 - 09:13 
J PNR: Frattini updates MEPs on talks with USA 

The US administration is ready to accept the EU's request for a 
two-stage procedure in the talks on the transfer of passenger name 
records (PNR), Commission vice-president Franco Frattini told members of 
the Civil Liberties Committee on Tuesday. MEPs agreed with the timetable 
put forward by Council and Commission representatives but were keen that 
the substance of the agreement be improved and they voiced concern about 
the unclear ratification process. 
The idea proposed by the Council to US officials during their first 
negotiating meeting last Friday is for the two sides to sign an initial 
interim agreement to run until November 2007 - in which the conditions 
on data protection and transfer of PNR would remain unchanged - and 
start immediate negotiations for a further definitive agreement to run 

1 / 1 7 / 2 0 0 7 

http://www.europarl.europa.eu/news/e%5e)ert
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from 2008, on which the content can be renegotiated. "The US said it was 
prepared to enter into negotiations of substance" on this second 
agreement, said Mr Frattini. A Commission representative was present on 
Friday to assist Council during the negotiations. 

Asked by rapporteur Sophie In't Veid (ALDE, NL) whether the US was 
willing to make its commitments on the protection and use of data 
legally binding, Mr Fiattini admitted that this would not be easy for 
die first short term agreement, since it would require the US Congress 
to ratify these conditions (known as the 'undertakings', which are now 
in an annex and not part of the legal text). Stavros Lambrinidis (PES, 
EL) responded: "You have told us enough... the US is seeking to tun the 
issue of making die undertakings legally binding into a problem (...) We 
agreed to sign the short term agreement while keeping die content 
unchanged but now die US is not so interested in signing and is dragging 
its feet". He claimed the American position waa a fbnn of "blackmail". 

Under die treaties, Mr Frattmi explained, an interim international 
agreement signed by the EU with a third country can come into force 
immediately, without waiting for the ratification process to be 
concluded: "The need to be ratified does not prevent it from 
effect immediately", he said. Ewa Kiamt (EPP-ED, DE) was surprised that 
no ratification by national parliaments would be required on such a 
sensitive topic and Ignasi Guardans (ALDE, ES) added: "only ratification 
xan-give legitimacy to your worte, Mi Piattinr You need the parliaments' 
blessing (...) so they take responsibility far it". 

Commiasioner Frattini warned of die risks of not reaching a PNR deal 
with US to replace the pact annulled by the EU Court of Justice, which 
is due to expire an September 30. He explained that there is not enough 
time for negotiations at present and that be had urged US officials to 
accept merely a change in how the deal is framed legally. Most MEPs 
agreed that a bad agreement is better than no agreement at alL [f 110 
deal is reached this month, airlines will continue to send data 
requested by the United States but without die safeguards provided by 
the deal, stressed Mr Frattini. "I am aware that it is in our interest 
to avoid bilateral agreements", said Martine Roure (PES, FR), "but it is 
our responsibility to ensure that EU citizens can enjoy at least die 
same level of data protection as US citizens". 

Lastly, Mr Frattini said that positive or voluntary profiling should be 
seen as a benefit, as "it can mean you spend less time at borders". The 
Commission will therefore consider submitting a draft directive on this 
direction. "We will present a feasibility study next spring", he said. 
Lastly, he argued that giving people die chance to register their 
personal data in a database voluntarily would allow them to cut down the 
number of controls and even diminish the risk that they would suffer 

1/17/2007 
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ethnic profiling. 

11/09/2006 
Committee on Civil Liberties, Justice and Home Affairs 
In the Chair: Jean-Marie CAVADA (ALDE, FR) 

00*957 

1/17/2007 



C l e t 

From: 
Sent: 
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Cc: 
Subject: 
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From: 
Sent: 
To: 
Cc: 

Subject: 

r Sales, N a t h a n j 
..Wednesday Seotember 27. 2006 11.04 AM 

b v Baker. S;evvart 
' Coldebella Gus. ò 
rMichaei. C. b v 

RE: PNR snaring unc!er202 

Scardavllle _1 

C b L 3 

_Bes;. 
NAS 

^Nathan A. Sales^ 
Deputy Assistant Secretary for Policy Development 
CJepartment of Homeland Security 

~ L b Z / c ^ ¿5. 

From: C_ to 
Seat: Wednesday, September 27, 2006 10:33 AM 
Tor Sales, Natharn Baker, Stewart ¡»(^ 
Cc:'Coldebella, ¿ u s ; ' C b C -
Subject: RE: PNR sharing under 202 

r, Natnan. j 

0 

Scardaville, Michael; C - i 

b ^ 

C l o ^ 
Associare General Coun.se! (l&A) 
Department of Homeland Security 

I 
u 

mobile 
pager vj 
fax . 
t b l o c a 
. n : ; :: 

fi . . / •s ¡J* 

;râ. ÌT.Z 

ir-¿-b'. 

•ici. v 

r » o j s v r / ü u i t ! 

(, - < 

/ U W / 
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From: 
Sent: 
To: 
Cc: 
Subject: 

Wo 

;aies. Na^ar. 
H'urtr«,^ September 21, 2006 S'56 AM 

C^ [¡J (s 3 jBaKfi'. Sie.-.cC 
r'ccldebella, Cms' 

RE: PNR sra-ins .ncer ,!U2 
V- Scardaviüe, Michae!;C_ b v _ 

f t 
Best. 

" N A S 
p 

Nathan A. Saies 
Deputy Assistant Secretary for Policy Development 

piDepartment of Homeland Security 
• I" L-.1 2. /a'^i' 

From: ¿ 1 b <«> _ ^ 
S e n t : Tuesday, September 26, 2006 5:50 PM 
To: Baker, Stewart. 
Cc:rSales, Nathan; Coldebella, Gus; L b y ;> Scardaville, Michael; C b C - 3 ' 
C b C - 3 

S u b j e c t : PNR sharing under 202 

Stewart. r ^ 

\c 

r a b v - ^ 
A s s o c i a t e G e n e r a l C o u n s e l ( l & A ) 
I X - p a r t m e n t of H o m e l a n d Secur i ty 

I m o b i l e 
/ p a g e r 

L-Jxv v__ . 

. „ r ^ '1 Ti 
= ri cy- x^çfckb 1 • j-b.LiU -5' 
Ld.::nc iail : Lég»^1yf- v : 

3vir.g c : t h i s x e s s a ç e ¿3 s-: : v. r i, 
.It; ~ — i -

2 
001523 
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Frorr' C U <-' ^ 
Sent: Sunday. Octobe* 01 2006 4 i 1 PM 
To: Teufel, Huge 

vj"\ Subject: Re PNR imolementation plar 

I:ern 2 may ssp need conpiiar.ce zo work on the r.ew sorn. I • ve aier-ed ( V> 13 

Ser.: from my BlackEerry Wireless Handheld 

- Original Message -•-•• 
Fr:m: Baker. Stewart 
To: Sales, Nathan; Ahem,. Javscn P; Myers, Julie L; 3asham, Wralph; b ^ 
Cc: Scero, Deborah J; C. b<«> Ti Rosenzweig, Paul; C_ to C^ 'A, 
'Perry, Phil' C b 2- ' o 0 3 Teufei, Hugo 

^ Sent : Sun Oct 01 13:53:26 2006 
/J) Subject: RE: PNR implementation plan 

This is good. Two issues ]ump out: 

1. Our proposal to the EU includes a promise that additional agencies will msec z'r.s 
sta-.dards imposed by the Undertakings on CBP. We need to operat iona 1 i ze those 
requirements and determine whether they require any changes in the activities cf the 
receiving agencies or any special handling of PNR. We may need a memo setting forth the 
steos receiving agencies will take to meet the requirements. 

3 T: 
will require the participation of CBP, the receiving agency. ana someone wno was at the 
negotiations - probably £_ ^ <*>• - 3 from 00 C and/or £[_ ly G ^ from Privacy. 

.7:. The SORK iooks like a gating factor to me. Getting it drafted ar.d into the Fr. in 14 
-r. Ha-/-« wi • 1 !-»!<•<» a 1 nr. of work, and we don't have a P0C for that item. C~ 

b ^ Cat 
we identify a P0C Monday? 

T ' ve-talked to the Secretary _about chls,—and he—wants it to move forward as qulck~rr~s~g 
^ poss.ble . In. the meantime, (. 

Stewart 

Original Message 
From: Sales, Nathan 
Sent Sun 10/1/2006 1:16 ?M 
To: faker, Stewart; A h e m , Javson ?; Mvers, Julie !..; Basham, Wraiph; L. b ^ 

. Zc : £oero, Deborah J; /"" (* 3 Rosensweia. Paul .i . - . . 

•̂ As premised, here's the draft implementation plan. The working group hopes to have thi: 
.¿final.zed tomorrow, which would enable us to "throw tne switch" in pretty short order. 

4 T. e e r : , 

S schar. A . Saj.es 
Dedu ; v A; 
C b - /. 

lûeDu:y Assistant Secretary for Policy Development Department of Homeland 

j e n - O ^ c V r ^ ^ytetAïU Î 
riginal Message — r 

From: Sa l e s Wathan " • /' - • tjß^ÄM^O »irV. J . G C t -

/ V ) 
1 

b 
O ô 



WL-Slpr.; C b I' -Ji 

• - -T.c-ie-T.eritat ion working group has put together a draft plan co -a.-.t 
to ocner 3HS entities. Further ref inemer.t :>£ the casks will be needed 
nave a 16-step plan that will cake aporcxitnace ly three v.eeKs to execuc 
the current draft to this group v.-her. I' r. out of church. 

Sent from ~y 3LackBerry Wireless Handheld 

- • -• Original Message - .. -
From: Sa^er, Stewarc 
To-. Anerr.. Jayson P; Myers, Jul ie 
Cc: Spero, Deborah J"; jT̂  b t~-
Sent: Sun Oct 01 10 :41:34 2006 
Subject: PNR implementation plan 

Nathan Sales, DAS Cor Policy Development, has been leading the planning process for 
opening PNR data to other agencies. The Secretary has expressed determination to 
imp Tement qtrrck 1 y tire -cliaiivjes- Thar ~we'-ve been rregotiaxiTig so hard for. >;e r.eed to report 
to him by COB Thursday on a detailed implementation plan for access t-/ iCS ana TSA, 
includinq any issues that need to be resolved. 

Can you attend or make someone available from your agencies for a Monday meeting to force 
the pace on planning? Nathan can provide details on what's already been done and by whom. 
I will attend the meeting to provide more details about the kinds of 
restrictions/procedures we will need to implement to live up to the spirit of the 
negot i at ions. 

Stewart 

October 01, 

:ebor;.~. J ; b i , 
PNR i m p l a m e n t a t . 

Mvers, J u l -
Rosenzv.v 

Bas: 
Pau : 

o i an 

3asham. Wralch; Sales 
Ros-nzweii Paul 

2 

0 o I co( 
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From: 
Sent: 
To: 
Cc: 

-j) Subject: 

Baker, S iewan 
Sunday, October C", 2006 5 11 Pf/ 
Sales. Natnan: Ahem Javson P. Mvers u lie Bssharr., Wraipfv C fc-C 
Spero, Deborah j i l Rosenzweic Pgj ' , £ 
C'test. Teufel, Hugo 

RE: PNR implementation plan 

- O r i g i n a l Message--- -
From: Sales, Nathan 
Sent: Sup. 10/1/2006 2:38 PI/ 
To: Baser, Stewart; Ahem. Javscr. ?.- Mvers, 
Cc: SDero, Deborah J; d" ^C*- ^ R~si 

b l ^ Teufel, Hugo 
Subject: Re.- PNR implementat ioc plan 

¿O b l 

r-1 i s i.; Bashar 
:zwe : g , Pau 1 ,-

W i a i p r.: C 

U ) Or. (2), we'll work tc identify a POC tomorrow. 

Thanks, 
NAS 

S l f l k p l .-! Sent from my BlackBerry Wireless Hani 

Original Message -----
From: Baker, Stewart 
To: sales. Nathan; Ahem. Javson P: Myers, Julie L; Basham, Wralph; b*-«: 
Cc- Spiexo. Deborah J; t- 3 Rooenzweig, Paul; 
•Perry. Phi:-- tl k> Tct^ ^ Teufel/ Huge — -
Sent: Sun Oct 01 13:53:26 2006 

j y Subject: RE: PNR implementation plan 

l J ^ , T h ; s i s good. Two i s s u e s jump o u t : 

1. Our pi-oposal to the EU includes a promise that additional agencies will meet the 
standards imposed by the Undertakings on CBP. We need to operationalize those 
requirements and determine whether they require any changes in the activities of the 
leceivinc agencies or any special handling of PNR. We may need a memo settinq forth rrr-
tteoB receivinq aqencies will take tc meet the reouirements. L-

fo S" -J . ; -
w . l i ¡ r e q u i r e t h e pa rt i c i pa t i o n o f CBP, t h e r e c e i v i n g a g e n c y , and scraecne -»ho was a t t h e 
. ~ e g o t u t i o n s -- probabJ •/ C b ^ f rem OGC a n d / o r £ ^ <._. ^ f r o m P r i v a c y 

1?. The SjP.n* looks i i tee a gating factor to me. Gett; ng it draftee and into tne ??. j n 1 -5 
i ivs v. "J I. csiie a lot of work, ana we dor.' r ha''e a POC -'or that item. ¿ZL. 

3 Car. 
d;-rc: :'•, a POC Monday'. 

. /e talned to the Secretary about this, and he war.es .t to .r.c---e forward as a t . ck»- , as 
V\ .c-scibla-. In the meantime. b A 

1 3 

A -trev.aj c X i C d i ' —i, 

/ a-w ,L - ' O c A , 

v 
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Original Message 
From: Sales, Nathan 
sent: SUIl 10/1/2006 1:18 PM 
To: Baker, Stewart; Ahern. Javson P; Myers, Julie L; Basham, Wralph; bC- ^ 
Cc: Spero, Deborah J; t lo^ ^ Rosenzweig, Paul 
Subject: RE: PNR implementation plan 

As promised, here's the draft implementation plan. The working group hopes to have this 
finalized tomorrow, which would enable us to "throw the switch" in pretty short order. 

Cheers, 
NAS 

Nathan A. Sales 
Deputy Assistant Secretary for Policy Development Department of Homeland Security 

C b t ^ " 3 

(P 
'yy 

Original Message 
From: Sales, Nathan 
Sent: Sunday, October 01, 2006 10:5B AM 
To: Baker, Stewart; Ahern. Jayson P; Myers, Julie L; Basham, Wralph; t — ^ 
Cc: Spero, Deborah J; ^ Rosenzweig, Paul 
Subject: Re: PNR implementation plan 

Stewart et al., 

Our implementation working group has put together a draft plan to make PNR data available 
to other DHS entities. Further refinement of the tasks will be needed, but right now we 
have a 16-step plan that will take approximately three weeks to execute. I will circulate 
the current draft to this group when I'm out of church. 

Sent from my BlackBerry Wireless Handheld 

Original Message 
From: Baker, Stewart 
To: Ahern, Jayson P; Mvers. Julie L; Basham, Wralph; Sales, Nathan; C b C? 3 
Cc: Spero, Deborah J; ¿11 ta C Rosenzweig, Paul 
Sent: Sun Oct 01 10:41:34 2006 
Subject: PNR implementation plan 

a 

a 

$ 

% 

Nathan Sales, DAS for Policy Development, has been leading the planning process for 
opening PNR data to other agencies. The Secretary has expressed determination to 
implement quickly the changes that we've beer, negotiating so hard for. We need to report 
to him by COB Thursday on a detailed implementation plan for access by ICE and TSA, 
including any issues that need to be resolved. 

Can you attend or make someone available from your agencies for a Monday meeting to force 
the pace on planning? Nathan can provide details on what's already been done and by whom. 
I will attend the meeting to provide more details about the kinds of 
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Ori.ainal Messaae 
From: C~ b v ^ cTSA OCC> 
Sent: Monday, October 02, 2006 9:55 AM 
To: Kerner, Francins,* List-CO'jns6l-Deputiesi' L.. î v- ^ 
Ch<- -i, <TSA OCC> 
Subject: Re: PNR implementation plan 

trA' ^i: Pis call me if you need my help today. (New cell 
C /o.-o b e if the office tomorrow, c. -

<TSA 0CC>; C Ji 

b ^ 

3 C U -

Original Message 
From: Kerner, Francine 
To: List-Counsel-Deputies; C h, C-
L. b w O TSA 0CC> 
Sent: Sun Oct 01 15:18:16 2006 
Subject: Fw: PNR implementation plan 

11 <TSA 0CC>; c U <*• <TSA OCC>; 

FYI. Close Hold please. C 

(/) ^ 
Monday and Tuesday. Keep me advised via email. 

Sent from my BiackBerry Wireless Handheld 

p l e a s e c o n t a c t Cfe><»_i-n Mondav. 

I will be out 

Original Message 
From: Kip Hawley 
To: Kerner, Francine; CL 
CC: r b t> H 
Sent: Sun Oct 01 13:56:18 2006 
Subject: Fw: PNR implementation plan 

l/J Francine,-part of a longer thread on pnr. C V - ^ a s the lead...k 0 0 2 9 ^ 4 

Original Message 
From: Baker, Stewart 
To: Sales, Nathan; Ahem, Jayson P; Myers, Julie L; Basham, Wralph; C^b4- —• 
C>> v to / c c ^ 
Cc: Spero, Deborah J; la Rosenzwsig, Paul: f«-" 
Perry, Phil; Teufel, Hugo 
Sent: Sun Oct 01 13:53:26 2006 
Subject: RE: PNR implementation plan 

U,} This is good. Two issues jump out: ^ 

Cr\t\ r / r \ r /vftfVi 
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1. Our proposal to the EU includes a promise that additional agencies will meet the 
standards imposed by the Undertakings on CBP. We need to operationalize those 
requirements and determine whether they require ar.y changes in the activities of the 
receiving agencies or any special handling of PNR. We may need a memo settinq forth the 
steDs receiving agencies will take to meet the requirements. 

b i ' -"3 i t 
will require the participation ot CBP, the receiving agency, and someone who was at the 
negotiations -- probably hi? 3 from OGC and/or C b C 0 from Privacy. 

2. The SORN looks like a gating factor to me. Getting it drafted and into the FR in 14 
davs will take a lot of work, and we don't have s POC for that iterr. C -

we identify a POC Monday? 

I've talked to the Secretary about this, and he wants it to move forward as quickly as 
possible. In the meantime, iojS" 

Stewart 

Original Message 
From: Sales, Nathan 
Sent: Sun 10/1/2006 1:18 PM 
To: Baker, Stewart; Ahern, Javson ?: Myers, Julie L; Basham, Wralph; C k> ^ 
Cc: Spero, Deborah J; C. ioV^ ^ Rosenzweig, Paul 
Subject: RE: PNR implementation plan 

As promised, here's the draft implementation plan. The working group hopes to have this 
finalized tomorrow, which would enable us to "throw the switch" in pretty short order. 

Cheers, 
NAS 

Nathan A. Sales 
Deputy Assistant Secretary for Policy Development Department of Homeland Security 

£. b 2 / a O 

Original Message - — -
From: Sales, Nathan 
Sent: Sunday, October 01, 2006 10:58 AM 
To: Baker, Stewart; Ahern, Javson P: Mvers, Julie L; Basham, Wralph; C -i 
Cct Spero, Deborah J; C. b'c O Roser.zweig, Paul 
Subject: Re: PNR implementation plan 

Stewart et al., 

j Our implementation working group has put together a draft plan to make PNR data available 
-1 to other DHS entities. Further refinement of the tasks will be needed, but right now we 
have a 16-step plan that will take approximately three weeks to execute. I will circulate 
the current draft to this group when I'm out of church. 

Sent from my BlackBerry Wireless Handheld 

Original Message 
From: Baker, Stewart 
To: Ahern, Jayson P; Myers, Julie L; Basham, Wralph; Sales, Nathan; 
Cc: Spero, Deborah J; t H Rosenzweig, Paul 
Sent: Sun Oct 01 10:41:34 2006 
Subject: PNR implementation plan 

3 » l o t 
002965 
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Nathan Sales, DAS for Policy Development, has been leading the planning process for 
opening PNR data to other agencies. The Secretary has expressed determination to 
implement quickly the changes that we've been negotiating so hard for. We need to report 
to him by C03 Thursday or. a detailed implementation plan for access by ICE and TSA, 
including any issues that need to be resolved. 

Can you attend or make someone available from your agencies for a Monday meeting to force 
the pace on planning? Nathan can provide details or. what's already been done and by whom. 
I will attend the meeting to provide more details about the kinds of 
restrictions/procedures we will need to implement to live up to the spirit of the 
negotiations. 

Stewart 

002966 
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From: C- b ^ 3 
S a m : Monday, October 02, 2006 12:53 PM 
TO' L= 

,/ .-. C c : C . v 3 'Mortensen. Kennetn' 
U j Subject: RE: PNR impiementation plan 

^ Some additional context for this. If in fact CBP and PRIV can work out a PIA and SORN for 
J ) ATS by this Friday, then it will be approved next Friday (Oct. 13) ana then wili go to 0MB 

for 10 days. So the very earliest the SQRH could oe in the ??. is Oct 2: 

^ We «ill certainly work toward that goal and I have spoken with C b ^ 3 about this, 
j ] but you may want to make sure that CBP is fully on board and placing correct pressure to 

get it done. There is substantial work that has to be completed. 

L b < - a 

Original Message 
From: b Le 
Sent: Sunday, October 01, 2006 4:09 PM 
To ; u. k ^ A 

V Cc : I io<~f -n, 
Subject: Fw: PNR implementation plan 

- C b C -'3 
J j See email beiow. Item two may esp need compliance work on a sorn. 

Sent from my Blackflerry Wireless Handheld 

• Original Message 
From • Baker, Stewart 
To: Sales, Sachan,- Ahern, Jayson ?; Myers, Ju 1 i e U~: Basham, Wralph; L- 6 ^ 
Cc : Spero, Decoran J; \ll <*> 3 Rosenzweig, Paul; r ^ 
'Perry, Phil' C_ b ' «=><*-< ^ Teufel, Hugo 

^ Sent: Sun Oct ui 13:53:26 2006 
^)jSubject: RE: PNR implementation plan 

JjThi3 is gooc. Two issues }uinp out: 

:. Our proposal to the EU includes a promise that additional agencies will meet the 
standards imposed by the Undertakings on CBP. We need to operationalize those 
requirements and determine whether they require any changes in the activities of the 
receiving agencies or an y special handling of PNR. We may negd a memo settina forth the 
steps receiving agencies will take to meet the recruirements. C— 

k>L> It 
will require the participation of CBP, the receiving agency, and someone who was at the 
negotiations -- probably ¿> (¿¿ from OGC and/or t_lo¿= from Privacy-

2. The SCRN looks likt a gating factor to me. jetting it drafted and into the FR m 14 
v\davs will cake a lot of work, and we don't have a POC for that item, ci-

to i" "b Can 
we identify a POC Monday? 

ve talked to the Secretary about this, and ha wants it to move forward as cruickiv as 
impossible In the meantime, C, biT 

^ -K hf Cf 
M S t e w a r t „ / . 

tnr. (/r\: ^ v '' 
J . ! 



LuNHOpiilAL 
Original Message 

From: Sales, Nathan 
Sent: Sun 10/1/2006 1:18 PM 
To: Baker, Stewart; Ahejrn, Jayson P; Myers, Julie L; Basham, Wralph; C o t c A 
Cc: Spero, Deborah J; L_ Rosenzweig, Paul 
Subject: RE: PNR implementation plan 

T\ As promised, here's the draft implementation plan. The working group hopes to have this 
J finalized tomorrow, which would enable us to "throw the switch" in pretty short order. 

i\ Cheers, 
NAS 

Nathan A. Sales ©Deputy Assistant Secretary for Policy Development Department of Homeland Security 
C . b 2 ) o o 3 

Original Message 
From: Sales, Nathan 
Sent: Sunday, October 01, 2006 10:58 AM 
To: Baker, Stewart; A h e m , Jayson P; Myers, Julie L; Basham, Wralph; £_ (̂ CP 
Cc: Spero, Deborah J; C_ t> C- 3 Rosenzweig, Paul 

^ Subject: Re: PNR implementation plan 

Stewart et al., 

.Our implementation working group has put together a draft plan to make PNR data available 
to other DHS entities. Further refinement of the taBks will be needed, but right now we 
have a 16-step plan that will take approximately three weeks to execute. I will circulate 
the current draft to this group when I'm out of church. 

Sent from my BlackBerry wireless Handheld 

Original Message 
From: Baker, Stewart 
To: A h e m . Jayson P; Mvers. Julie L.- Basham, Wralph; Sales, Nathan; C b ¿¿> 3 
Cc: Spero, Deborah J; C2 k> 3 Rosenzweig, Paul 
Sent: Sun Oct 01 10:41:34 2006 
Subject: PNR implementation plan 

3 

I) 
Nathan Sales, DAS for Policy Development, has been leading the planning process for 
opening PNR data to other agencies. The Secretary has expressed determination to 
implement quickly the changes that we've been negotiating so hard for. We need to report 
to him by COB Thursday on a detailed implementation plan for access by ICE and TSA, 
including any issues that need to be resolved. 

"V\Can you attend or make someone available from your agencies for a Monday meeting to force 
^\)the pace on planning? Nathan can provide details on what's already been done and by whom. 

CONRD^ithi oqwi 



Pi 1 v/i-- the meeting to provide more details about the kinds of 
^ ^ restricticas/procedures we will need to implement to live up co the spirit of the 
^ n ego: s . 

; S t s w a r : 

/ ; ; : • i :• 

Go 



b <* 

r r o m : 
Sent: 
To: 

•,J I Subjec t : 

3 

C- bo» ^ 
Mondav. October 02, 2006 V45 PM 

RE: PNR implementation plan 

A® 

>'\ a • ^ i 

! < ^ 
( 'oL1 Subj 

Mew timeline. I am currently w o r k i n g to have everything ready for sigra: 
which means that t'r.ey would publisn on Oct. 16-'":"? 

• • • Or- c i ' - a * Ves = 5q«=• 

Ssr.t : Monday, October 03. 2006 1:4; ?M 
eufei, Hugo; lo 

ect: Re: PNR implementation plan 

KT, 
I'm copying ¿-¿(¿i who I believe is already working this with cbp C fe> 

Sent from my 31ackBerry Wireless Handheld 

----- Original Message -----
From: Teufel, Hugo 
To: Baker, Stewart; Sales, Nathan.; Ahern, Jayson P.; Myers, Julie L; Basham, Wralph;C_ ioCa 
Cc: Spero, Deborah J; t) <«? RoBenzweig. Paul; k> ̂  ^ 
•Perry, Phil' fc, ^ / o w 3 . 
Sent: Hon Oct 02 ±3:26:31 2006 
Sub"ect: RE: PNR implementation plan 

^ SORN and are working on it now. C- fo i>** 

Hugo Teufel XII 
ivary Officer 

U.S. Department of Homeland Security 
Washino ton, DC 2 0 528 

This c o m m u n i c a t i o n a l o n g with any attachments, is covered by federal and state law 
governing electronic communications and may contain confidential and legally privileged 

r\ information. If the reader of this message is not the intended recipient, you are hereby 
J_j notified that any dissemination, distribution, use or copying or this message is strictly 

prohibited. If you have received this in error, please reply immediately to the sender 
and delete this message. Thank you. 

- -Original Message — -
From: Baker, Stewart 
5,ent: Sunday, October 01, 3006 "1:53 ?M . 
To.- Sales. :iarh=n; Ahern Jayson P,- Myers. Julie i.; Bafhan, Wx a Iph; C L ^ o ^ 

Spero, Oeocrah J; Err era, 4Y ̂  ir.sensweig PH.:! • L BV> 3 . 
' per r /, Phi. 1 ' , teufel , Hugo 

iipubjecc : RE: PNR implementation pl&r. 

ĵSr. is is good. Two issues jump out: ^ 

1. Our proposal to the SU includes a promise that additional agencies will meet tile 
»standards imposed by the Undertakings on CBP. we need to operationa1ize those 
Requirements and determine 'whether they require any changes in the activities of the 
receiving agencies or any special handling of PNR. we may need a memo serine forth the^ 

¿r 1 ) 



}D 

à 

ouwiujzfillAL 
steps receiving agencies will take to meet the requirements. cl. 

i 
will require the participation of CBP, the receiving^aoency, and someone who was a ? t h e " 
negotiations -- probably from OGC and/or C ù> 3 from Privacy. 

2. The SORN looks like a gating factor to me. Getting it drafted and into the PR in 14 
RIFLVB will cake a lot of work, and we don't have a POC for that item. 

k - 5 " C a n we identify a POC Monday? 

.m*\ talked to the Secretary about this, and he wants it to move forward as quickly as 
/ r L ) possible. In the meantime, y 

0 Stewart 

Original Message 
From: Sales, Nathan 
Sent: Sun 10/1/2006 1:18 PM 
To: Baker, Stewart; A h e m . Jayson p; Myers, Julie L; Basham, Wralph; O 
Cc: Spero, Deborah J; £L b^c 3 RoBenzweig, Paul 
Subject: RE: PNR implementation plan 

As promised, here's the draft implementation plan. The working group hopes to have this 
finalized tomorrow, which would enable us to "throw the switch" in pretty short order. 

Cheers, 
NAS 

Nathan A. Sales 
Deputy Assistant Secretary for Policy Development 
Department of Homeland Security 

£ 1 3 

Original Message 
From: Sales, Nathan 
Sent: Sunday, October 01, 2006 10:58 AM 
To: Baker, Stewart; Ahem, Javson P.- Mvers, Julie h; Basham, Wralph; b Cs 3 

-——6er-Spero,—Deborah J; ̂ —ky~b> —Rosenzweig,—Paul 
.T\ Subject: Re: PNR implementation plan 

Stewart et al.. 

Our implementation working group has put together a draft plan to make PNR data available 
to other DHS entities. Further refinement of the tasks will be needed, but right now we 
have a 16-step plan that will take approximately three weeks to execute. I will circulate 
che current draft to this group when I'm out of church. 

Sent from my BlackBerry Wireless Handheld 

Original Message 
From: Baker, Stewart 
To: Ahern, Jayson P; Myers, Julie L; Basham, Wralph; Sales, Nathan; C, 
Cc: Spero, Deborah J; ¿^ ¡¿) 13 Rosenzweig, Paul 
Sent: Sun Oct 01 10:41:34 2006 
Subject: PNR implementation plan 

Go&Vft 

CONFIDENTIAL 



>b 

X. "athan Sales, DAS for Policy Development, has been leading the planning process for 
< Qf\ opening data to other agencies. The Secretary has expressed determination to 
' / ' J implement quickly the changes that we've been negotiating so hard fcr. We need to recort 

to m m by CCS Thursday on a detailed implementation plan for access by ICE and TSA, 
including any issues that need to be resolved. 

/ \ Car. you attend or make someone ava liable from your agencies for a Monday meeting to force 
CJj tne pace or: planning? Nathan can provide details on what' s already been cone and by when». 

I .11 attend the meeting to provide more details about the Kinds of 
restrictions/procedures we will need to implement to live up to the spirit of the 
negot iat ions. 

//•f) 
t// Stewart 



¿A 

rrorrr 
Sent: 
To: 
Subject: 

mmm»r. mem » » ! • m u » « I M M > ^ I . . L W 

C^hL, ^ 
Monday. October 02 2006 152 ?!-. 
Teufel, Hucc 
Re PNR implementation plan 

X t o a d e l e g a t i o n d i n n e r but the p r i v a c y o f f i c e never s l e e t s bu t ce t a 

ir.t from TtV SlackBerrv Wireless Handheld 

Original Message 
Prom: Teufel, Hugo 
To : / * ^ (¿5 ' O 
Sent: Hon Oct 02 13:43:04 2006 
Subject: RE: PNR implementation plan 

, —\ She was in the office when I sent the e-mail! \ • i 

Hugo T e u f e l X I I 
Chief Privacy Officer 
U.S. Department of Homeland Security 
Washinaton, DC 20528 
C b 1 

This communication, along wj th any attachments, ;s covered by federal ar.d state .aw 
governing electronic communications and may contain confidential and legally p r i v i l e g e d 
information. If the reader of this message is not the intended recipient you are here:jv 
notified that any dissemination, distribution, use or copying of chis message :s s t r i c t . •/ 
prohibited. If you have received this in error, please reply immediately to the sender 
and delete this message. Thank you. 

\ 

Original Message^ 
Fro-: C. b 
Sent: Monday, October 02., 2006 1:42 PM 
To; Teufel, Hugo; to 4= 
Subject: Re: PNR implementation plan 

iN) I'm copy j ngC^^CsIlJ 1 believe is already working this with cbp £ C= - \ 

Ser.t from my BlackBerry Wireless Handheld 

- - - - Crigina: Message -----
from: Teufel, Hugo 
T o : Ba*er, Stewart; Sales, Nathan; A h e m , Jayson P; Myers. -Julie 1,,- Basnam, Wralori; 
•7c : Sne-c . Deborah J; C b V Posenzweig, Paul 3. 

P e r r y . P h i i ' C b ' - / & 
l e n t : Men Oct 02 1 3 : 2 6 : 3 1 2006 

J^ jSub?ec t : RE: PNR i m p l e m e n t a t i o n p l a n 

b'S - 3 SORM and are working on it now. 

f 
r • • < ' / . • • \ 

. . • • - - j - • - - I - . - ' / : • • • \ , /i¡J. -
bCr.is: P r i v a c y O f f i c e r ' \\ C'V -J a/' V W • cJUoL-

, Hugo 

O o t o i ^ i 



(V) 

U.S. Department of Homeland Security 
Washington, DC 20528 
C- Id 2. 

This communication, along with any attachments, is covered by federal and state law 
governing electronic communications and may contain confidential and legally privileged 
information. If the reader of this message is not the intended recipient, you are hereby 
notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. If you have received this in error, please reply immediately to the sender 
and delete this message. Thank you. 

t® 

(«û 

Original Message 
From: Baker, Stewart 
Sent: Sunday, October 01, 2006 1:53 PM 
To: Sales, Nathan; Ahern, Jayson P; Myers, Julie L; Basham, Wralph; C,• b <-' 
Cc: Spero, Deborah J; C. b t Rosenzweig, Paul; CL 
'Perry, Phil'; Teufel, Hugo* 
Subject: RE: PNR implementation plan 

This is good. Two issues jump out: 

1. Our proposal to the EU includes a promise that additional agencies will meet the 
Btandards imposed by the Undertakings on CBP. We need to operationalize those 
requirements and determine whether they require any changes in the activities of the 
receiving agencies or any special handling of PNR. We may need a memo setting forth the 
steps receiving agencies will take to meet the requirements. C_ 

3 it 
will require the participation of CBP, the receiving agency, and someone who was at the 
negotiations -- probably C__ b (& 3 from OGC and/or ^ 3 from Privacy. 

2 . The SORN looks like a gating factor to me. Getting it drafted and into the PR in 14 
days will take a lot of work, and we don't have a POC for that item. 

-hi is" can 
we identify a POC Monday? 

»«v I've talked to the Secretary about this, and he wants it to move forward as quickly as 
A,» Dossible. In the meantime, 
n io -n 

Stewart 

Original Message 
From: SaleB, Nathan 
Sent: Sun 10/1/2006 1:18 PM 
To: Baker, Stewart; Ahern, Jayson P; Myers, Julie L; Basham, Wralph; CL b ^ 

jvCc: Spero, Deborah J; C_ fc> V= Rosenzweig, Paul 
U)subject: RE: PNR implementation plan 

As promised, here's the draft implementation plan. The working group hopes to have this 
finalized tomorrow, which would enable us to "throw the switch" in pretty short order. 

Cheers, 
NAS t 
Nathan A. Sales 
Deputy Assistant Secretary for Policy Development 
Department of Homeland Security 
C b-z-

Original Message 
From: Sales, Nathan 
Sent-. Sunday, October 01, 2006 10:58 AM 
To: Baker, Stewart; Ahern, Jayson P; Myers, Julie L; Basham, Wralph; <C b (e .3 

CONFIDENTIAL - O O I D 7 . 0 



Cc: Spero, Deborah J; ¿> (¿> iose: xv.eit, • Paxil' 
(JN Subject: Re: PNR i m p l e m e n t a t i o n p l a n 

^ ;mpler'i.sr:t.itior. orkinq ::-.jp .".as tut :;ge:.-.er a csrair. plsn co make s - a i . a 
'A.' tc ot r.ir 3KS entit.es. F..r:ns: ref ir.er.enc c t c he tasks w; l b e needed. fc _t r.~nt - • .,• 
V ' ':*.£'•"•?• 1 £ step plan that v; 11 take approximate;-/ three weeks to execute. 1 .-.ill 

t he current draft to this arouo vnen I'm out si rr.urch. 

Ser.r from ry BlackBerry Wireless Handheld 

----- Original Message 
From: Baker, Stewart 
To: Ahern, -Jayson P; Myers, uulie Basham, Wralph; Sales, Nathan,- Cl ¿> Q> ^ 
Cc: Spero, Deborah J; ¿_ b I? Rcsenzwexg. P a u l 

l . Sent: Sun Oct 01 10:41:34 2005 
.' ij ) Subject: PN'R implementation plan 

\ 
\ f 

Nathan Sales, DAS for Policy Development, has been leading the planning process for 
Vt ^opening PNR data to other agencies. The Secretary has expressed determination co 
VO^yimplement quickly the changes that we've been negotiating so hard for. We need to report 
v tc .him...by COB-Xhursday OR..a- decailed-.Mnplamentat.IOA- •pi-an-.f-er-aeees« by -i€S a-nd -TSA-, — 

including any issues that need to be resolved. 

Can you attend or make someone available from your agencies for a Monday meetir.g to force 
'»4*Vthe pace on planning? Nathan can provide details on what' s already been done and by whom 
^Jjl will attend the meeting to provide more details about the kinds of 

restrictions/procedures we will need to implement to live up to the spirit of the 
negotlations. 

Stewart 

- r 



C. b v- - J * 

M 
iy 

I.-

Oriqinal Messaae ,=. 
From: b C " <TSA OCC> 
Sent: Monday, October 02, 2006 1:53 PM 
To: Kerner, Francine -, 
Ce: C _ b <*> <TSA 0CC>; k> A <T5A OCC>; ¿T ¿o<«= 

<TSA 0CC> 
Subject: RE: PNR implementation plan 

Please find attached a copy of the CBP-EU Undertakings document governing access to PNR 
data. A/S Stewart Baker's email below indicates that agency heads will need to prepare a 
ŒfîniQ- setting forth the steps receiving agencies will need to follow co comply with the 
requirements outlined in the Undertakings document. These requirements encompass the use 
of data, storage, treatment and protection, data elements, and redress, etc. C 

toï" 
The existing PNR agreement expired 

yesterday and the US jias sti.11 not. liree^itJh the EL on an inrerim a^rannompnr nh'ç has 
proposed that the US would maintain the statjs quo, with the exception that DHS agencies 
will be able to access PNRs under the framework of the existing Undertakings. 

L.(o<e ^ 

C- 3 
Assistant Chief Counsel for International Law Transportation Security Administration 
Department of Homeland Security ph. Cib 2. / o ^ - c e l l fax f^'i. J o ^ 

ATTORNEY-CLIENT PRIVILEGED/ATTORNEY WORK PRODUCT THIS COMMUNICATION MIGHT CONTAIN 
COMMUNICATIONS BETWEEN ATTORNEY AND CLIENT, COMMUNICATIONS THAT ARE PART OF THE AGENCY 
DELIBERATIVE PROCESS, OR ATTORNEY-WORK PRODUCT, ALL OF WHICH ARE PRIVILEGED AND NOT 
SUBJECT TO DISCLOSURE OUTSIDE THE AGENCY OR ?0 THE PUBLIC. PLEASE CONSULT WITH THE OFFICE 
OF CHIEF COUNSEL BEFORE DISCLOSING ANY INFORMATION CONTAINED IN THIS E-MAIL. 

Original Message 
From: Kerner, Francine 
Sent: Sunday, October 01. 2006 3:24 PM 
To: Kip Hawley; C bC- lo'Z 
Cc: c b<r b ^ /o<~ 
Subject: Re: PNR implementation pian 

002967 



wp'11 contact on Mondav, makina this a top priority.CJ 

h> ± freom OCC will be taking the lead, working with C h ^ 
Fj k 

Sent from my BlackBerry Wireless Handheld 

Original Message 
From: Kip Hawley 
To: Kerner, Francine; [_' J^te L. z, 
CC: £_ b 2 /«to 
Sent: Sun Oct 01 13:56:18 ¿uub 
Subject: Fw: PNR implementation plan 

L/J Francine,~part of a longer thread on pnr. CU*Ohas the lead...k 

Original Message 
From: Baker, Stewart 
Tn: Sales, Nathan; Ahern, Jayson P; Myers, Julie L; Basham, Wralph; 3 
C b Cr \o 2. 3 
Cc: Spero, Deborah J; ¿_ fc - i Rosenzweig, Paul; b ^ ^ 
Perry, Phil; Teufel, Hugo 
Sent: Sun Oct 01 13:53:26 2006 
Subject: RE: PNR implementation plan 

\ 0 

This is good. Two issues jump out: 

1. Our proposal to the EU includes a promise that additional aosncies will meet the 
standards imposed by the Undertakings on CBP. We need tc operationali2e those 
requirements and determine whether they require any changes in the activities of the 
receiving agencies or any -special handling of PNR. We may need a memo setting forth the 
steps receiving agencies will take to meet the requirements. 

to-iT - 3 I t 
will require the participation of CBP, the receiving aqencv, and someone who was at the 
negotiations -- probably C_ b s? from OGC and/or ^ from Privacy. 

v 2. The SORN looks like a gating factor to me. Getting it drafted anqj into the FR in I.4.— 
days will take a lot of work, and we don't have a POC for that item, i— 

s io -A ti Can 
we identify a POC Monday? 

\ I' ve talked to the Secretary about this, and he^wants it to move forward as quickly as 
possible. In the meantime,'^— b S" 

\ n 

Stewart 

Original Message 002968 
From: Sales, Nathan 
Sent: Sun 10/1/2006 1:18 PM 
To: Baker, Stewart; Ahern, Jayson P; Myers, Julie L; Basham, Wralph; C t o ^ ^ 
Cc: Spero, Deborah J; <L b <*•• — 3 Rosenzweig, Paul 
Subject: RE: PNR implementation plan 

\J^As promised, here's the draft implementation plan. The working group hopes to have this 
-finalized tomorrow, which would enable us to "throw the switch" in pretty short order. 

Cheers, 
NAS 

Nathan A. Sales 
rtenutv Assistant Secretary for Policy Development Department of Homeland Security 
C b l / o u - _ J 



Original Message 
From: Sales, Nathan 
Sent: Sunday, October 01, 2006 10:58 AM 
To: Baker, Stewart; A h e m , Jayson P; Myers, Julie L; Basham, Wralph; 
Cc: Spero, Deborah J; h<s jv. Rosenzweig, Paul 
Subject: Re: PNR implementation plan 

Stewart et al., 

Our implementation working group has put together a draft plan to make PNR data available 
to other DHS entities. Further refinement of the tasks will be needed, but right now we 
have a 16-step plan that will take approximately three weeks to execute. 1 will circulate 
the current draft to this group when I'm out of church. 

Sent from my BlackBerry Wireless Handheld 

Original Message 
From: Baker, Stewart . , 
To: Ahern, Jayson P; Mvers, Julie L:_Rasham, Wralph; Sales, Nathan; bv- —i 
Cc: Spero, Deborah J; / & (e 3 Rosenzweig, Paul 
Sent: Sun Oct 01 10:41:34 2006 
Subject: PNR implementation plan 

Nathan Sales, DAS for Policy Development, has been leading the planning process for 
opening PNR data to other agencies. The Secretary has expressed determination to 
implement quickly the changés that we've been negotiating so hard for. We need to report 
to him by COB Thursday on a detailed implementation plan for access by ICE and TSA, 
including any issues that need to be resolved. 

Can you attend or make someone available from your agencies for a Monday meeting to force 
the pace or. planning? Nathan can provide details on what's already been done and by whom. 
I will attend the meeting to provide more details about the kinds of 
restrictions/procedures we will need to implement to live up to the spirit of the 
negotiations. 

Stewart 

002969 
. 7 



3 _ J _ 

From: ^ ^ 
Sent: Monday, Octo&er 02. 2006 3:45 AM 
To: L— k? to 
Cc: / - "A 
Subject: Re: PNR implementation plan 'A.' 

\ 

yflreat--i have a f e e l i n g there will be a lot o f interest in this. AssumeC fecO. will 
'coordinate with 

Sent from my BLackSerry Wireless Handheld 

Original Message -----
From: fo L? ii 
TO'- C i o C -
Cc: t_. U., U fc, 2- / Cs O 
C k> (s lo ¿- I e —" 3 
Sent: Sun Oct 01 21:54:57 2006 , 
Subject: Re: PNR implementation planV\" / 

have the PTA and C~ (j^l i£3 currently wnr-kino or. the 30RN for ATS (I assume) . I will look 
'at PZA tomorrow and will follow up wi th (pl^O on SORN to see whether it can happen. 

Sent using BlackBerry 

Original Mesaaae - - - - -
From: C_ lo C--
To : C b C* — 
Cc: C iaU Ö /o — 
C b t £ / o - o . 
Sent; Sun Oct 01 16:09:19 2006 
Subject: FV: PNR implementation plan-''. 

t b <* ^ 
See email below, Item two may esp need compliance work on a sorn.Vu; 

Sent from my BlackBerry Wireless Handheld 

----- Original Message 
From: Baker, Stewart 
To: Sales, Nathan; Ahem, Javson P; Myers, Julie 1,,-
Cc: Spero, Deborah J,- F . bif .3 .o;;enzweig, 
'Perry, Ph i t ' C k> / <s ¿O Teufel, Hugo 
Sent: Sun Oct 0 1 1 3 : 5 3 : 2 6 2C06 . •, 
Subject: RK: PNR implementation pl<tiv_- ; 

This is good. Two issues jump out: 

Cur proposa i r.o the 2U include- a promt se that ddc;iior;al agencies w i l l meet cne 
staiidat.ds 'rapoaed by the Undertakings cn CBP. We need to operat ional i ze those 
requirements and decermi ne whether they require any changes in the activities oi the 
receiving agencies or any special handling of PNR. We may need a memo settina forth the 
SCUDS receiving agencies wilt take to meet the requIrerenta. t — 

<r-
will require the participation of CBP, the receiving agency, and someone who was at the 
negotiations -- probably «C from OGC and/or l0 C.- from Privacy. 
2. The S0S:J looks like a gating factor, to np. Getting it drafted and into the FR m : -3 

Sanham, Wraloh 
Paul; C -



davs will cake a lot of work, and we don't- have a POC for chat item d 
b £ Li Car we identify a POC Monday? 

'I've talked to the Secretarv about this, and he wants it to move forward as quickly aa 
possible. In the meantime, £._ u <-" 

—li 

Stewart 

Original Message 
From: Sales, Nathan 
Sent: Sun 10/1/20C5 1:18 PM 
To: Baker, Stewart; Ahem, Javaon P: Myers, Julie L; Baeham, Wralph; C b w _3> 
Cc: Spero. Deborah J; Cl b V osenzweig, Paul 
Subject: SE: PNR implementation plan^i j 

•As promised, here's the draft implementation plan. The working group hopes to have this 
'finalized tomorrow, which would enable us to "throw the switch" in pretty short order. 

Cheers, 
HAS 

N"a than A . Sal es 
Deputy Assistant Secretary for Policy Development Department of Homeland Security 
C. b 2 . (O ¿O. 

-----Original Message 
From: Sales, Nathan 
Sent: Sunday, October 01, 2006 10:53 AM 
To: Baker, Scewart; Ahe.rn, Jayson P: Myers, Julie L; Basham, Wralph; ^. 
Cc-. Soero, Deborah J,- £ G> ; posenzweig, Paul 
Subject: Re: PNR implementation plan '-.1;' 

Stewart et al., 

Our implementation working group has put: together A.iita£c_. plgh SO .fliake.JgiiE£. daJLa.. available 
to other DHS entities. Further refinement of the tasks will be needed, but right now we 
have a IS-step plan chat will take approximately three weeks to execute. I will circulate, 
the current draft to this group when I'm out of church. 

Sent from my BlackBerry Wireless Handheld 

-- Original Message -----
From: Baker, Stewart 
To: Ahern, Jayson P; Mvers, Julie L; Basham, Wralph; Sales, Nathan; ^ _1> 
Cc: Spero, Deborah J; ¿~ <? ,3 Rosenzweig. Paul 
Sent: Sun Oct 01 10:411^4 2006 
Subject: PNR implementation plan^ 

/ 
/ 



\y) Nathan Sales, DAS for Policy Development, has been leading the planning process for 
/ opening PNR data to other agencies. The Secretary has expressed determination to 
implement quickly the changes that we've been negotiating so hard for. We need to report 
to him by COB Thursday on a detailed implementation plan for access by ICE and TSA, 
including any issues that need to be resolved. 

A) ICan you attend or make someone available from your agencies for a Monday meeting to force 
/the pace on planning? Nathan can provide details on what's already been done and by whom. 
I will attend the meeting to provide more details about the kinds of 
restrictions/procedures we will need to implement to live up to the spirit of the 
negotiations. 

Stewart 

T'pnr 'nr.j 
/-• ll/ii 0^334 



From: <—- tp ^ 
Sent : Wednesday, Qctober 04, 2006 6:40 PM 
To: c~ V J i C b '2-
Subject : Fw: PNR implementation plan 

Don't know if vou saw this email chain. C. 

Sent from my BlackBerry Wireless Handheld 

Original Message 
From: Baker, Stewart 
To: Teufel, Hugo; Sales, Nathan; Ahem, Jayeon P; Myers, Julie L; Basham, Wralph; C ¡¿>0 3 
Cc: Spero, Deborah J; c_ fe v li. Rosenzweig, Paul; £ 
'Perry, Phil' C - b 
Sent: Mon Oct 02 15:32:02 2006 
Subject: RE: PNR implementation plan 

L/) I leave the lead to the two offices concerned; whoever can move most quickly should step 
out. 

C*\ b 
4 ) - - -

(0 

Original Message 
From: Teufel, Hugo 
Sent: Monday, October 02, 2006 1:27 PM 
To: Baker, Stewart; Sales. Nathan; Ahern, Jayson P; Myers, Julie L; Basham, Wralph; C ^ 
Cc: Spero, Deborah J; £_ b 4 ^ Rosenzweig, Paul; <__ fey -i 
'Perry, Phil' J 

Subject: RE: PNR implementation plan 

> SORN and are working on it now. 

Hugo Teufel III 
Chief Privacy Officer _ n _ « Q 
U.S. Department of Homeland Security 
Washington, DC 20528 V V * » 
t - fo^ /c^i 

This communication, along with any attachments, is covered by federal and state law 
governing electronic communications and may contain confidential and legally privileged 
information. If the reader of this message is not the intended recipient, you are hereby 
notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. If you have received this in error, please reply immediately to the sender 
and delete this message. Thank you. . . ^ „ 



7) 

i/) 

Original Message 
From: Baker, Stewart 
Sent: Sunday, October 01, 2006 1:53 PM 
To: Sales, Nathan; A h e m , Jayson P; Myers, Julie L; Basham, Wralph; C- k> — ^ 
Cc: Spero, Deborah J; C.. £> Rosenzweig, Paul; 
'Perry, Phil1; Teufel, Hugo 
Subject: RE: PNR implementation plan 

This is good. Two issues jump out: 

1. Our proposal to the EU includes a promise that additional agencies will meet the 
standards imposed by the Undertakings on CBP. We need to operationalize those 
requirements and determine whether they require any changes in the activities of the 
receiving agencies or any special handling of PNR, We may need a memo setting forth the 
steDB receivinq agencies will take to meet the requirements. CL. 

— i t 
will require the participation of CBP, the receiving aaencv, and someone who was at the 
negotiations -- probably hie 3 from OGC and/or ^ from Privacy. 
2. The SORN looks like a gating factor to me. Getting it drafted and into the FR in 14 
davB will take a lot of work, and we don't have a POC for that item. ¿~ 

¡¿SL b . j 3 Can 
we identify a POC Monday? 

I've talked to the Secretary about this, and he wants it to move forward as quickly as 
oosBible. In the meantime, £L U £ 

Stewart 

Original Message 
From: Sales, Nathan 
Sent: Sun 10/1/2006 1:18 PM 
To: Baker, Stewart; A h e m . Javson P: Mvers, Julie L; Basham, Wralph; £_ b 3 
Cc: Spero, Deborah J; h 3 Rosenzweig, Paul 
Subjects-RE: PNR implemenLaLiunplaTr 

v"\As promised, here's the draft implementation plan. The working group hopes to have this 
/ finalized tomorrow, which would enable us to "throw the switch" in pretty short order. 

Cheers, 
NAS 

Nathan A. Sales 
Deputy Assistant Secretary for Policy Development Department of Homeland Security 
cS t=> 2 - 7 o 

Original Message-----
From: Sales, Nathan 
Sent: Sunday, October 01, 2006 10:58 AM 
To: Baker, Stewart; Ahern, Jayson P; Myers, Julie L; Basham, Wralph; ¿, ̂  
Cc: Spero, Deborah J; C <*•• 3 Rosenzweig, Paul 
Subject: Re: PNR implementation plan 

Stewart et al., 

Our implementation working group has put together a draft plan to make PNR data available 
, to other DHS entities. Further refinement of the tasks will be needed, but right now we 

have a 16-step plan that will take approximately three weeks to execute. I will circulate 
the current draft to this group when I'm out of church. 

3 
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Sent from my BlackBerry Wireless Handheld ' 

Original Message — - -
From: Baker, Stewart 
To: Ahern, Jayson P; Myers, Julie L; Basham, Wralph; Sales, Nathan; 
Cc: Spero, Deborah J; C- h Cs O Rosenzweig, Paul 
Sent: Sun Oct 01 10:41:34 2006 
Subject: PNR implementation plan 

& 1 

f£> I! 
Nathan Sales, DAS for Policy Development, has been leading the planning process for 
opening PNR data to other agencies. The Secretary has expressed determination to 

( V W implement quickly the changes that we've been negotiating so hard for. We need to report 
(JL to him by COB Thursday on a detailed implementation plan for access by ICE and TSA, 

including any issues that need to be resolved. 

Can you attend or make someone available from your agencies for a Monday meeting to force 
the pace on planning? Nathan can provide details on what's already been done and by whom. 

U&i' I will attend the meeting to provide more details about the kinds of 
~r. v restrictions/procedures we will need to implement to live up to the spirit of the 

negotiations. 

Stewart 

002944 
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/ 

b > 
From: ¿Z b L? b 2- / ô ^ 
Sen:: Tuesday, October 10, 2006 1 1.13 AM 

^ To: C bCr > 
J_) Subject: RE: FW: PNK implementation plan 

C« b 

c. & ^ 
O f f i c e c f Ch ie f Counsel 
J.£. ;us:ors and Border Protect ion 

hj\ Fax": 1 6 / ¿ ' ¿ / ^ 
arr.a i j 

Thiî document, ar.d any attachment ! 3 : hereto, may contain confidential and/or sensitive 
attorney-client; privileged, attorney work-product, ar.d/or O.S. Government information, and 
is not for release, review, retransmission, dissemination or use by anyone other than the 
intended recipient. Please consult with the CEP Office of Chief Counsel before disclosing 
any information contained in this e-mail. 

Ly J - 3 
C L . 

10/10/2006 11:OS /i Subject: RE: FWx PNR implementation 3lan 
AK < J ' 

A. 

I , .•% Senior Counsel 
i y_J Department of Homeland Security 
^ Offic« of the General Counsel 

NA Cj Washmctcn, D.C. 20528 

3 
This communication, along with any attachments, is covered by federal and 3 t a t e law 

ji governing electronic conmunicacior.s and :nav contain confidential and legally privileged 
i?.: 3 m a t ior.. If the reader of this message is nor. the intended recipient, you are hereby 

^ notified that any dissemination, distribution, use or copying of this message is strictlv 
prohibited. if you have received this in error, please reply immediately to the sender 
.¡no delete the message. Thank you. 

Original Kesaaae- • - - -
From: C . b A- /Ci-i "i 
Ser.r Tuesdav. October 10, 2006 11:04 AH _ ^ ^ ^ _ 

/ TO: c ^ - 3 Q^Q^O 
(Jj Subject: Re: FW: PNR implementa t a or. plan 

• Sr ¡>n 
Q^cU^^. iq 



guidance 
ve j.o ; ; ccac.-c. 

:a red f o : 
What de 
the f e ic 

nesi 
C - h 

•i. read y reviewing 

c — 
Office of chief Counsel 
•J. S . Customs and Border 

L / i>' -' 
Smaii •• e> Lp /<-. -

This JOCUT.S.I: , and any a t cach.-r.ent' s ' hereto, may contain con: icer.eial and/or sensitive 
attorney-client privileged, attorney work-product, and/or U.S. Government information, and 
is net for release, review, retransnission, dissemination or use by anyone ether than the 
intended recipient. Please ccr.sulc with the CEP Office of Chief Counsel before disclosing 
any : rif or-.ation contained ir. t h i s e-nj.il. 

Protection 
a 

bC- b-z / 
To : 

Ú¿ - Ô 

imoiemencacicn olan 
10/10/2006 10-.S2 / Sub-ec FW : ?N~R 

AM 

Have you gotten this? I just got from Mike on Friday, and I see CBP OCC m a number of 
places - £.¿>4, 

C b 

Senior Counsel 

Department of Homeland Security 

Office of the General Counsel 

This communication, along with any attachment3. is covered by federal and acate law 
governing e.ectronic communications and may contain confidential and l e c a l i v privileged 
information. If the reader of this message is not the intended recipient, you* are*" hereby 
r.octried that any dissemination, distribution, use or copying ct this message io strictly 
prohibited. ;£ you have received thio m error, please -¿pi/ jmmediate ly cc the sender 

? 

/ 
/ Qoo^ 



a.-.d delete the message. Thank vc 

rcn : Scardavi l i e , Michael ;maii:o-. C, b <• ) o .-o 
Sent- Fr iday , October OS, 2006 i :2C- ?M 

S u f e c t : r-v- ?MR inmlerr.ericacior. olar. 

Mil 

C io 2 . / o ^ o ^ 

?rcrn; S a l e s , i-iathan 
Sent: Friday, October 06, 2006 11:11 AM 
To: Jacksta, Bob M; Kramnger, Kathleen,-

J o U 

/ Cc : Baker, Stewart; Earth, Richard,- Rosenzweig, Paul; Scardaville, Michael 
i Subject: ?NR implementation plan 

As I'm sure many of you have heard by raw, last night DHS reached an agreement with the EU 
/, on PNR information. In light of this development, we have been given the go-ahead to 
l y J begin preparations for the sharing of PNR data within DHS. Attached please find the final 

version of the PNR implementation plan. 

V> 
As we've discussed, this plan sets a three-week horizon for PN'R ; n forma t icr. - sharing. The 
following are the tasks that are scheduled to be completed within seven days - i.e., by 
Friday, October 13- , 

y^) * Components will determine which personnel require immediate 
access co PNR data. Components will report the names and total number to CBP. 
» Each component will designate a data-access point ci 
contact 
ar.d 
provide to C3P. CBP will provide the nane of ita POC to other components. 

•̂"N * An IT group, comprising representatives from CBP and other 

Ì 
•JJ 

to 

components, will be convened to resolve ail technical issues surrounding access to PNR 
data. The IT group wtil have an initial organizational meeting. 
* CSP OCC will draft a request letter template for use by 
other 
components seeking access to PNR/AT5-P. The letter will include, among other things, a 
description of -he purpose for which the request is being made (by office or individual as 
appropriate), the number ar.d names of individuals to receive access, a PCC for managing 
the component's access including enforcing accountability for use, and training 
requirements. C3P will share the craft with the components. 
« CBP OCC will draft a request approval letter detailing the 
obligations the agency and its officers accept by accessing the system, POCs for 
scheduling training, etc. CBP will share the draft with the components. 

3 
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- tnm.< if 3 inporta." _ to keep as -.-lose to t.ia schedile as possible, so please let r.e kr.ov 
about any ti-i.ng probj ems as socn ss thev develcc. 

/ V J\ , H O p c h e r e won't be any:) Thanks again for all your helo in making PNR information-
j —J sharing a reality. 

3est, 

>> 

; \ 
Nathan A. Sales 

Deputy Assistant Secretary for Poiicv Development. 

Tep-rtment or Homeland Secuiitv 

(See attached file: PNR implementation chart (10 . 06.2006) .doc) 

1 



C hi. 

From: 
Sent: 
To: 
Subject 

¿1 b G 
Offics cf Chief Counsel 
U.S. Customs and Border Piocection 

F a x " 5 [^ JoZ /O^ - O 
En-.aiZ: £ £ £ ¿, /cS— - 3 

This document, and any at tachmer.t ( s) hereto, may contain confidential and/or sensitive 
attorney-client privileged, attorney work-product, and/or U.S. Government information, and 
12 not for release, review, retransmission, dissemination or use by anyone other than the 
intended recipient. Please consult with the CBP Office of Chief Counsel before disclosing 
any information contained in this e-mail. 

/ 
/ 

3 -

L- b(c b'2- 1 ^ 
Thursday. October 26. 2006 3:39 PM 

C ¿>4 3 
Re' Fw: PNR Access Requests and CBP F^eld Guidance 

Ì T c / bU h'zU^ 
u - t -J i ^ . 

C C : 
10, 26/2CC6 Oi 35 Subject -. Re: Fw-. PNR ncc»Ds Seouesrs ana 

• :.eld 
PM G-i-.dar.ce 

c*) 
^ 

S^-C-b ¿ . J 

O r i c i n a l M e s s a o e - - - - -
From: C _ <>W b /C'-3 
T o ' LZ b^ bz- ^ 
Sent: rnu Oct 26 15:32:36 2006 
Subject : Re: Fw: PN?. Access Requests and CEP Field Guidance 

\ "-et ' s take a fresh Iqoh m the morning --r.y mind is too cloudy at the moment. 
; A ' ¡A £> > 

C. b c- ^ 
Office of Chief Counsel 
l.S. Customs and Border Protect 
Phone. 
Fi 
E v a i l : Cbc.- hi • 
i .1 -

0 0 2 9 7 3 
Fr.cne . f , 
Fax : L *•> / C " 

occu-en:, and any ~:tachment .s hereto, may contain confidential and,-or sensitive 
attorney-client privileged, attorney work product, and/oi U S. Government inferruatior.. ana 

1 , ; OecJ xUcck 

- • '--'j- ' : '•• l / i c W . ^ - - U ZOU 



-a no: for release, review, vetr ar.srris sion. aisser:na::cr. or use by anyone ether 
.r.tsrdeti recipient. Please consult with 
ar.v inforrr.ation contained in this e-mail 

nded recipient. Please consult with the CBP Office of Chief Counsel before disclosing 

10/26/2CC6 J3 : 23 Subject: F.e : fv: ?NP. Access 
;.::us?ts and C3P Field 

PM Guidance 

A , u^ 

• r r- a nal Messace - - - - -
From; ¿1. b & b ¿- /<-> 
•r= C U t ) i /«.*-• -K, 
Ser.t: Thu Oct 26 15:25:4b 2CÜ6 
Susiect: He: Fw: PNR Access Retruests and C3P Field Guidance 

ioi 
C b k 3 

O f f i c e : of C.-.;.ef Counsel 
S . Customs and Borcer Protection 

F ^ 
Emai l . £ 6 ÍP / 0 1 - j O 

This aocuT.er.t, and any attachment's) hereto, may cent air. confidential and; or sensitive 
attorney-client privileged, attorney work - product , and/or U.S. Government information, and 
it not for release, review, retransmission, dissemination or use by anyone other -ha- "he 
intended recipient. Please consult with the CBP Office of Chief Counsel before disclosing 
any information contained in this e-mail. 

r 
/ b U > \ 

ic- ' 2 6 . ' 2 w € CI: 1'. 
- = s t s and C3? F i e l d 

rw: r.-.K A c c e s s 
0 0 2 9 7 4 

i. 
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c My brains hurt 

' Original Message 
From: Scardaville, Michael £L -Jo ¿— [ o ^ 
TO: ¿=> ¿> A "2- /o—> 3 Scardaville, Michael h / o 
Sales, Nathar C b z 
Cc: iiU^ —i 
sent: Thu Oct 26 14:59:28 2006 

Subject: RE: PNR Access Requests and CBP Field Guidance 

G>\\ T h a t w a s a b i g p a r t o f t h e P u r P ° s e o f t h e conversation. My logic is outlined below: 

^ vO 1 hang out with lawyers too much. 

Mike _ 

Original Message-----
Prom: ¿Z. Lo(c O Z- t C - O 
Sent: rnursday, October 26, 2006 2:33 PM 
To: Scardaville, Michael; Sales, Nathan 
Cc: •b J 
Subject: RE: PNR Access Requests and CBP Field Guidance 

c L 

C b C: 3 
Senior Counsel 
Department of Homeland Security 002975 

3 



rtr>, » 

Off: -•» of the General Counsel 
NAG-/' ^ashincjton, D.C. 20S2B 

Fax: 

This communication, along with any attachments, is covered by federal and state law 
governing electronic communications and may contain confidential and legally privileged 
information. If the reader of this message is not the intended recipient, you are hereby 
notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited, if you have received this in error, please reply immediately to the sender 
and delete the message. Thank you. 

Original Messaga 
From: Scardaville, Michael [mailto /¿> 3 
Sent: Thursday, October 26, 2006 11:55 AM 
To: Sales, Nathan 
Ce: C . h V ^ 
Subject: RE: PNR Access Requests and CBP Field Guidance 

A couple of edits responding to {^(¿¿Q: ̂  comments in the track changes version. 

Mike 
C io 2- ^ 

Original Message 
From : Sales, Na than 
Sent: Thursday, October 26, 2006 9:01 AM 
To: Scardaville, Michael 
Subject: FW: PNR Access Requests and CBP Field Guidance 

( '"i11 you please look at this and let me know if it's ready to go to the components? 
'I'd like to circulate it by noon. Thanks. 

Nathan A. Sales 
Deputy Assistant Secretary for Policy Development Department of Homeland Security 

/ a i — H i 

Oi-icrinal Message—--
From : C. b y 
Sent: Wednesday, Octooer 25, 2006 10:34 PM 
To: Sales, Nathan 
Subject: RE; PNR ftrrpssi Bfqueafes—and-CBg—Field Guidance ~~ ~~ 

Apologies for the delay - didn't get the last changes until late today. 
Attaching a clean and redlined version as reviewed by Mike, Privacy, and CBP (0F0 and 
Chief Counsel) . Please let me know if you think other revisions are necessary. Thx, 

£ b G 3 
Senior Counsel 
Department of Homeland Security 
Office of the General Counsel 
NA^T- Washington, D.C. 20528 

t) I _ _ J 

This communication, along with any attachments, is covered by federal and state law 
governing electronic communications and may contain confidential and legally privileged 
information. If the reader of this message is not the intended recipient, you are hereby 
notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited, if you have received this in error, please reply immediately to the sender 
and delete the message. Thank you. 

Original Message 
From: Sales, Nathan 
Sent: Wednesday, October 25, 2006 9:24 AM 
To: £ feC, 
Subject: RE: PNR Access Requests and CBP Field Guidance 

« 
002976 
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CONFfei,; 

v ) 
Great. Thanks for the update. I'd like to get this to the components early today, so I 
appreciate the quick turnaround. 

Best, 
NAS 

Nathan A. Sales 
Deputy Assistant Secretary for Policy Development Department of Homeland Security 
C b /o!~> J3 

Original.Message 
Prom : CI -=> 
Sent: Wednesday, Octooer 25, 2006 9:23 AM 
To: Sales, Nathan 
Subject: Re: PNR Access Requests and CBP Field Guidance 

( y V Have most comments on the summary and am waiting for one last review of the revision 

Original Message 
From: Sales, Nathan . 
To: Scardaville, Michael; C L 
£ - "y 
Sent: wed Oct 25 09:21:14 2006 
Subject: RE: PNR Access Requests and CBP Field Guidance 

( Morning, all. Are we in a position to circulate the revised versions of the documents we 
'discussed at Monday's meeting? Please let me know where things stand with the request 
letters and the thumbnail summary. 
Thanks much. 

Best, 
NAS 

Nathan A. Sales 
Deputy Assistant Secretary for Policy Development Department of Homeland Security 

Original Appointment 
From: ¿L Sr> "" R"ha1 f nf Sfl'?", "'rhan 
Sent: Wednesday, October 18, 2096 1:34 PM 
To: Scardaville, Michael; Conference room (Large); b io 11 

suoject: upuatea.-fmt Access Requests and CBP Field Guidance 
When: Mrtnriav. October 23, 2006 9:30 AM-11:00 AM (GMT-05:00) Eastern Time (US & Canada). 
Where: ̂ ¿>2/<Ai^:onf erence room 
<<Draft PNR request from components (10.17.2006) . doc>> ««Draft PNR approval from CBP 
(10. IV .2006) .doc» 
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From: 
Sent: 
To: 
Cc: 
Subject: 

Scardaville, Michael ¿C. k> '2- Jc, — -
Thursday, .^ciober 26. 2006 6:30 PM 
I— k j » -icardaviile, Michael; Saies. Nathan 
L hi, 3 
RE. PNR Access Kequests and CBP Field Guidance 

U 

C.b'Z / c cw 
-----Or i pinal Message -. 
Froir:: C , G- t> / 0 6 0 
Sen; : Thursday, October 26, 2G06 6:29 PM 
To: Scardaville. Michapl • sal»«, Nathan,- J 

Subject : He: PNR Access Requests and C9? Field Guidance 

c z L S 

Original Message - - - -, 
Fvor : Scardaville, Michael ¿- t 2- / o ^ - S i 
Is.: Sales, Nathan ¿X. b'Z- / o o 3 Scardaville, Michael C... «y . 

U Q, ^ /«»w> 
C=: C <b " 
Set:c : Thu Cc , ¿o 18:26:53 2006 
£ufa;ect: RH: PNR Access Requests and CBP Field Guidance 

I ir. f r.e with that. 
v ^ > ,=, 
Zi £ -¿. / d o 

Original Message 
Frcn: Sales, Nathan (mailto-fT 
S s c x . 4 - - O c t o b e r 2C, 200C C.20 P M 
Tv. fs'Hjvi ile. Michael; ¿1 U 
ce CI b v- 1 
Subject : RS: PNR Access Requests and C3P Field Guidance 

I'm assuming that the paragraph would end after chat sentence. If that's right, this 
looks okay to me . ¿J, ̂  „ 3 

Nathan A. Sales 
Deputy Assistant Secretary for Policy Development Department of Homeland Security 

]_. to 1 

• ".: ." iy 1 r.a . Me.'isage - - -
Pi ex: ilcdrid'/iile, Michael (mai Ite \C- b '•L- / 
5er:t . 'Thursday, October 26, uOOS '3:12 PM 
TO: Ma than ; ^ ^ Scardaville, Michael 
c e C b ( < 

ect : SE: PNR ACtnao Xequesr3 a.-.c -BP Fie :d Guidance 

Hew ahcut substituting: 
0 0 2 9 8 5 

/ 



r , r . k I r ! tf 

1 

/ 

- i 

CL2- to ^ J } 

-•- - - Origmai Message--
From: Sales, Nathan iraailto. D "2- /<->'-> -3 
Sent : Thursday. October 26, 2006 S:".9 ?M 
" c- O io W Sea rdavi II e, Michael 
C=: a T b ^ 
Surnect: RE: PNR Access Reques t s and C8P F.eld Guidance 

One other thought: 
/ 

Best, 
NAS 

Nathan A. Sales 
Deputy Assistant Secretary for Policy Development Department of Homeland Security 

¿> / o ^ ^ 

Orit.-ir.al Message 
Krorr.: Sales. Nathan 
£ T.t • ""•>»• - cda v . October 26, 2 0C5 6:03 PM 

¿L (o G- - i S c a r d a v i i l e . Michael 
L. b ^ 

Subject-. RE: PNH Access Keque3ts ana CBP Field Guidance 

liets not bother Stewart about this,- we car, handle at the staff level. 

Nachan A. Sales Deputy Assistant Secretary for Policy Developr.ent Department of Homeland Security C h2 J& z 

- - - - C r i a i n a l Messacre — 
From: C b t b < : / C — J ) 
Sent: Thursday, October 26, 2006 6:01 PM 
Tc: Scardaviile, Michael; t i, J" Sales, Nathan 
Cc ^ hip ^ 
iurr':cz: ¡tp : PNR Access Requests ar.t CBP i-ielc Guidance 

'tfa / ^ / 
! 

C b ( 0 0 2 9 8 6 

£- b u / o - i •'3. rdavi l i e . Michael 

¡a; Message 
J - r - ' g M * ~ Q icy Urn. /Vll ^ ' 

C b 2 
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Siles, Nathan C- /ttO i> 
: • :• C to , \ 
•S-r:-.z . T:v„ y e t -4 : SS . i s -»Cc-. 
i insert: ?.£: ?N?. Access Requests ar.d CB? Guidance 

T;wi.as & b: p»rt of ¡'he purpose cf ::r.ts conversation. My log.c 

•f.ir..-. 

.a outlined oelov 

r 

i- n 

I hang out vitii lawyers too much. 

Mike 
io i c-^ —^ 

rri nal MpfiRaoe--
From: fesi^ /yUi 
Sent. Thursday^ 
To : " Scardav'ilie", Michael r Sales, Nathan 

¿^ lob ¿•.;fc:ect: RE: ?*< ?NR Access Requests and CB? field Guidance 

) c L' 

Seni or Counsel 
Department of Homeland Security 
Oii.re of the General Counsel 
-••'AJ.-J Wash m o ton, u.C. 2 0 Sue 

• cor-un i ra t : on. along k i i i: any sttacmcnts, is t.swcred by tcdoiai and state law 
governing electronic communications and may contain confident!«, and legally privileged 
irfcrrracion If the reader of this message is not the intended recipient, you are here 
nctiiiea that any dissemination, distribution, use or copying or this message is strict 
pror.ihit.ed. if you have received this : r. error, please reply i mre'di s t'effy to 'the "'-denier 

, u - t h e meooage. Thank you , i : / 1 v- ; 

0 0 2 9 8 7 



- • - • -Or icir.al Message 
fr-Ti: S--arcavilie, Michael {mail to : "Z fo>-i 
•i-tr.--. 'Thursday, October 26. 20C€ 11.55 AM 
?t •. Sales. MaChan 
-- • lZ- in St 

i-UjOCC : F.Z: PNR Access Requests and CBP Field Cuidar.ce 

i cr.upl e of edits responding to E- k>(# H cc-sn-.ents ir. the trac< changer, version 

-Original Message 
Pre:-.: 1 es . hath.ar. 
Sent: Thursday, October 26, 200C 3:01 AM 
ID.- Sea rclav 111 S, Michael 
iubject: FK: ?NR Access Requests ana CBP Fit» Id Guidance 

.'•'.ike, W L I I you please look at this and let me knew if it's ready to go to the components? 
; I a ..ike to circulate it by noon. Thanks. 

Nathan A. Sales 
Deputv Assistant Secretary for Policy Develocmient Deoartment of Homeland Security 
C /u-V-J 

-----Original Message 
Fron : {© l*J 3 
Sent: Weor.ssaay, utmaer 2S, 2006 10:34 PM 
To: Sales. Nathan 
Subject: RE: PNR Access Requests and C3P Field Guidance 

-v Apologies for the delay - didn't get the last changes ur.til late today. 
Attaching a clear, anc redlined vero.cn as reviewed by Mike, Privacy, and C3? :CFC ar.ri 

/ Chief Counsel: . Please let me know if you think other revisions are necessary. Thu-:. d ^ O — J 

3 

/ 

Se-.:.cr Counsel 
Department of Homeland Security 
Office of the Seneral Counsel 
KAO^' Washington, D.C. 2C52B 

This communication, along with any attachments, is covered by federal and state law 
governing electronic communications and :nay contain confidential ar.d legally privileged 
information. If the reader of this message is not the intended recipient, you are hereby 
notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. if you have received this in error, please reply immediately to the sender 
and delete the message. Thank you. 

Original Message 
Kron: Sales, Nathan 
Si?r.r Wednesday, October 25, 2C06 9 • 24 AM 
Tc b C a 
Subject: 3E: P>/R Access Requests and CEP Field Guidance 

Gre« t • T.ia:"./:s for the update. I d like to get this to the components early today, su 1 
appreciate the quick l-rnaiound 

. . . . , - • • r / 
Nathan A. Sales ' ' ' " / " ' 
.jiici.t.' Ai;^ is tar. t Secretary tor Pu.iuy Oeveloprr.ar.t Depaitrr.ent o: Herns land SeiUriiv 
L^ Jo~Z /¿n-^3 71) 
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Sene : Wednesday. October 25. 2 305 rj •. 23 AK 
75: Sales. Nathan 
= : ; PNR Accesa Rvquertu and CB'<? Field Guiciri 

j : Hì ve roost regents on the aumma ry ar.d am wait ina for 
¡re review of the. revision {3 C Ì 

— - - Origins 1 Messaqe - • • 

Tt: 3 . ; a r d a v i i * e , Michael , i-, ~A 
fete - 3 

Sent Wed Oct 25 09:21:14 2006 
Sub; act : HE: PNR Access Requests ar.c CBP Field Guidance 

Morning, all. Are ve m a position to circulate the revised versions of the documents we 
\ ciscussed at Monday r, meeting? Please let me know where things 3tand with the request 
: letters and the thumbnail sunraary. 
j Thanks much. 

l-'athan A. S a l e s 
deputy Assistant Secretary for Policy Development Department cf Homeland Security 
C j j l / ¿ - " - O 

Original 
From: C^ t» v -"3 <CTR> On Behalf Of Sales, Nathan 
Sent. Wednesday, October 18, 2006 1:34 PM 
To: Scardav i lie, Michael; ¿>(«2 H Cfo^ /cnuC3conf erer.ee room ¡Large); ¡b ^ 

fcC- ' 3 Subject: Updated:PNR Access Requests ana uot- neia buiaance 
When: Monday October 23, 2006 9:30 AM-11:00 AM (C-MT-05:00t Eastern Time (US & Canada). 
Where iCfc^/ooVonf erer.ee room 

«Draft PNR request from components (10.17.2006) .doc>> «Draft PNR approval from CEP 
.: 10 . 17 . 2006) . doc>> 

b 

0 0 2 9 8 9 
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r 
From: Baker Stewart 

Sent: Monday November 20. 2006 4 59 PM 

Subject: RE Filtering Sensitive PNR data 

Sent: Monday, November 20, 2006 4:44 PM 
To: Baker, Stewart; (Scardaville, Michael J} 
Cc: Rosenzweig, Paul 
Subject; RE: Filtering Sensitive PNR data 

Senior Counsel 
Office of General Counsel 
Department of Homeland Security 
Phone; T Li 7 
Fax: L ^ / o v J j 

From: Baker, Stewart 
Sent: Monday, November 20, 2006 4:14 PM 
To: Scardaville, Michael 
Cc: Rosenzweig, Paul; l * I D 
Subject: RE: Filtering Sensitive PNR data 

From: Scardaville, Michael 
Sent: Monday, November 20, 2006 4:07 PM 
To: Baker, Stewart 
Cc: Rosenzweig, Paul: Q ( , J 
Subject: Filtering Sensitive PNR data 

F r o m £ - l?(t ] 

Stewart, rnrfNTlM. 
ï 1.525 

CIL'ÌSRF w 
y. 19 2007 

sV 
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} Is our memory consistent with yours'' 

Thanks 

CONFIDENTIAL 
Aiwfuwl VJ / XU i l k / 
¿peaaf.\ssuumiïnlerruitioiuf -AUicv. iM isor 
ity/iiv 0/Poficy OiHciopmcnt 
L S. Department •Jf'Jt'omcLiihlSecnnty 
OJ'th-e: U bt-
ii.-ifuf.ir [ !<?</> "3 

CONFIDENTIAL 

9 19 /2007 
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/ 

t-rom: 
} b i * h i J onbenalfof 

Sent: Tnursaay. January ifi. 2007 i 30 PM 
r ° : C l o v ¿ ^ t<s~~, 
Subject: Re: Fw; PNf? inp:ementatior p'ar 

Attachments: PNR imp:e.T:en!=:,op chart (09.29.2006).doc 

?MR Tipiemenis'-cn 
mart ros.2... 

¿ _ J > < * /<JL! 

To 
10/02/2006 07:57 " C b z . 3 
AM cc 

¿_ 6 ¿- b A 1 " ^ 
Subject 

Fw-: PN-R-imptementation" plan 

Your name is in this plan (attached), so I assume you've been 
involved. Please call me this morning to discuss. 

C f c O 
Forwarded by y ^ 4> a - 1 o n 10/02 2006 0 7 :56 AM 

"SPERO, D E B O R A H 

f L Z. /<•"-

- 7 
¿Jl'O UI . Ì J CC 

A M 

FW: ? \ 'R ;n 
Sufcie"* 

••entation piar 

/ 

{(ti / ¡¿> / 

•y<r. 
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For our meeting this morning. 

Original Message 
From: Sales, Nathan [mailto'c^ b z. 
Sent: Sunday, October 01, 2006 1:19 PM 
To: Baker, Stewart; AHERN, JAYSON P; Myers, Julie L; SASHAM W RALPH" 
C_ (:> C- ^ 
Cc: SPERO, DEBORAH J; C io 6 Rosenzweig, Paul 
Subject: RE: PNR implementation plan 

\ \ As promised, here's the draft implementation plan. The working group 
" ) hopes to have this finalized tomorrow, which would enable us to "throw 

the switch" in pretty short order. 

_Cheers, ._. 
" "MAS 

Nathan A. Sales 
Deputy Assistant Secretary for Policy Development 
Department of Homeland Security 
t ^ / a u O » 

Original Message 
From: Sales, Nathan 
Sent: Sunday, October 01, 2006 10:58 AM 
To: Baker, Stewart; Ahem, Jayson P; Myers, Julie L; Basham, Wralph; 
C. b L ^ 
Cc: Spero, Deborah J; C b v ^ Rosenzweig, Paul 
Subject: Re: PNR implementation plan 

0 J Stewart et al., 

\ Our implementation working group has p j t togetner a craft plan to make 
" J PNR data available to other DHS entities. Further refinement 0? the 

tasks will be needed, but right now we have a 16-step p:an that will 
take aooroximate'y three weeks to exec-le wi:l crculate the current 
dran to this group when I'm out of church 

Sent from my 3lack3err/ Wireless Handheld 

Original Message 
From: Baker. Stewart 
To: Arern, Jayson P; Myers, Julie L Basham, Wralph: Sa'es Natham, 



C - ^ i e " 
Cc: Sperc, Deborah J; Q ^ Rosenzweig Paul / 
Sent: Sun Oct 01 10:41:34 2006 
Subject: PNR implementation plan 

, . Nathan Sales, DAS for Policy Development, has been leading the planning 
' process for opening PNR data to other agencies. The Secretary has 
expressed determination to implement quickly the changes that we've been 
negotiating so hard for.' . W e need to report to him by COB Thursday on a 
detailed implementation plan for access by iCE arid TSA, including any 
issues that need to be resolved. 

^ Can you attend or make someone available from your agencies for a Monday 
meeting to force the pace on planning? Nathan can provide details on 
what's. alxea-dy h e e r u d o n e a n d by vv^emr-Tv/itf-attend theTneetingTo 
provide more details about the kinds of restrictions/procedures we will 
need to implement to live up to the spirit of the negotiations. 

Stewart 

(See attachec file: PNR implementation chart (09.25.2006).doc) 

/ 


