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RE: ) Passenger Name Records and Law Enforcement Information Sharing - Negotiations
With The European Union

; To provide you with background information on the Passenger Name Record (PNR} issue and
J related developments concerning law enforcement information sharing with the European Union
(EU) in preparation for a mid-July “un-DC.”

Summary

Before September 11, the government knew very little about the people getting on planes bound for
the United States. After the attacks, airlines were required to provide information about their U.S.-

é/\\) bound passengers. This information - name, contact information, and the like - was drawn from
information supplied 10 the airline as part of the reservation process. DHS uses the information to
screen for no-fly violators and terrorist suspects before the plane takes off. protecting against
midflight hijackings and bombings.

| For flights between Europe and the U.S.. the data must be made available from Europebythe . - {Detetes ( bp5” 33—
airline - 57 has long proh;bncd the export of personal data to countries whose legal protections T
are not “‘adequate™ in the view of European data protection authorities. While the U.S. has many

@ ) privacy laws, it does not have an overarching data protection regime that maiches every aspect of

European law. It has therefore been condemned as inadequate by European standards, and
commercial data transfers to the U.S. have long been restricted. European airlines feared (with
reason) that European data protection agencies would view the PNR wransfers in the same light and
would impose fines and other penalties on airlines that provided the PNR data to the U.S.

Government.
To ease these fears, in May 2004, the United States entered into an agreement with the EU regarding . -{ Deleteq : —
' the transmission of PNR data from European air carriers to the USG. L ) ’}
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The PNR Agreement was challenged by the European Parliament, which couteuded, that the /De'l.e‘ted:. "
Agreement was , insufficiently protective of EU privacy rights, On May 30 the European Court of Oeleted: L <
Justice (ECI) struck down the Agreement, not on substantive grounds but on procedural ones. ; Delated:

Under EU law, commercial issues are within the competence of the EU and fall under the “First

) Pillar™ authority ~ the autharity that the EU had relied on in entering the Agreement. The EC/ held
that the US wanted PNR data for law enforcement and public security reasons. Law enforcement
and public security are not completely outside the EU’s autharity, but they fall within the “Third
Pillar,” where the authority of EU central institutions (the Commission, Parliament and Court of
Justice) is more limited and more authority is left to the Member States.

(/’/7 |

M

] Background

Two converging events in Europe — the recent European Court of Justice decision on the legality of
U] the EC-US PNR Agreement and a drafit EU Framework Decision on Exchange of Criminal Data --
have major implications for US law enforcement and security.

G b

' UBP cap share PNR dats winh other law enforcement agencies, on g case-by-case basis and only for the purpose of
combating t¢rronisn and serivuy Wranspations) crimes.
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i PNR can also be used and transferred to address significant health risks under Paragraph 34. As
74 ) noted below, despite this authorization the EU’s Article 29 Working Party has concluded that CDC’s plans to
retain PNR data for healih-related purposes violates EU law.

¢ This concern is consistent with Executive Order 13388 and the President’s Memorandum issued on

Vi December 16, 2006 to Heads of Executive Departments and Agencies on “Guidelines and Requirements in
Support of Information Sharing Environment.”
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viewed as an attack on personal privacy and its own authority, the European Parliament (EP) filed

(W The ECJ PNR Case. The Agreement was no less conroversial in Brussels. Disturbed over what it
two suits in the European Court of Justice (ECJ) challenging the information sharing arrangement.

@ D |

That is what the EU proposes to do. It is seeking authority to erect substantially the same agreement

on a new foundation. In order 10 meet the European Court of Justice deadline. the Commission will
& seek to codify its position over the next couple of weeks and then will call for agreement on the new

arrangement by September 30.
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EU Proposals on Sharing Law Enforcement Information. If that were all that is at stake, this
would be an interesting diplomatic and legal problem for DHS. But it is not. The PNR negotiations

will be closely intertwined with a broader effort J_ 4, 5~
2 Last October the EU put forward %< _draft documents that

concern data sharing and protection in the law enforcement context, They consist of a draft directive
of the European Parliament and Council on the retention of data_und a proposed Council decision on
the protection of personal data in criminal matters, I, & S

) asit would regulate the exchange of law enforcement data between member states and third

parties.
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? For example, the Draft Decision contains provisions on time limits for retention of shared data,

ensuring the accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the

dala to the original purpose for which it was first transmitted. In effect, it borrows heavily from the PNR

4237

Agreement and the Undertakings.
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Communicable Diseases.

L5 > : European
reaction to another US initiative relating to avian flu. If air passengers are expased 10 a pandemic
strain of avian flu, the government will need to locate all of the passengers and crew. quickly, So the
Centers for Disease Control has proposed a rule requiring airlines to retain PNR for up to 60 days for
that purpose. The top data protection authorities of Europe, known as the “Anticle 29 Working
Party.” have now decided that this sort of data retention violaies EU privacy directives, If given.
effect, the Working Party’s opinion would place air carriers at legal jeopardy because of inconsistent
legal régimes. [t reflects a widespread EU view that privacy trumps even the critical public health
interests of the United States. !

Analvsis & Recommendation
States are likely to extend these requirements to pure bilateral exchanges to avoid the perception that such
exchanges are subject 10 a lower level of protection.

! The adequacy finding granted {o the U.S. was specific to the transfer of PNR data and only exiended
10 its transmission to CBP. The May 30® decision of the ECJ aiso annuls this decision by the Commission on
the grounds that the Commission did not have the legal authority to grant it

g If adopted, the Draft Decision could conflict with a number of binding and non-binding information
sharing arrangements that the United States has signed. For cxample, we have signed a 2003 Mutual Legal
Assistance Agreement (MLAT) with the European Union and a 2001 information sharing agreement with
Europol (the EU-leve! police agency); with respect to member states, we signed a 2003 MLAT with
Germany, which builds on numerous other MLATS already in force with other EU member states. The United
States also has many executive agreements and memoranda of understanding with member states under which

- 1 Deisted:

p— —— . i e - i

critica! information i

agreements and member states must conform their existing agreements with the directive.

*' Conversely, Paragraph 34 of the Undertakings allows for the exchange of PNR for public health purposes and neither
the Commission or the Article 29 Committee have challenged the DHS-HHS MOU.
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u Unlike in 2003, this risk is present now because the Court has conclusively ruled that the transfer of
PNR daia is a lJaw enforcement matter. While European integrati i i

ommon Market. law enforcement and public security is a relatively new area of activity at the
community level and many respousibilities still fall to the EU Member States. The ECJ firmly placed PNR in
the area of law enforcement and public security, and as result, any actions taken in this area arc likely to set
precedents for further community involvement in other law enforcemen matters.
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Conclusion

The USG has a paramount interest in ensuring that law enforcement and border control information
continues to flow to the United States. In creating the Information Sharing Environment we are
working to break down walls that restrict the sharing of information between Federal agencies.
The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style artificial
\/\ limitation. We entered into the PNR Agreement based upon the EU's argument that the export of
commercial information was subject fo special restrictions under EU law. The European Court of
Justice has now held that the information is law enforcement information, not commercial
informarion. so that the rationale for the agreement has now dissolved.
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To provide you with background mfornmanton on the Passenger Name Record (PNR ) issue und
related developments concerning law entorcement mformation sharing with the Eurppean Umon
(EL }an preparanon for a mid-July “un-DC”
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The PNR Agreement was alsa conmoversial in Burope. [t was challenged uy the European
Parliament as msufficientdy protective of EU privacy nglits. On May 36 the European Count of
Justice (ECT) struck down the Agreemenr. Bur it chose o ground that was highly procedural - the

equn aient ander 1S law of the Supreme Court ducking @ Fourth Amendment challenge by finding a

law invalid because it exceeded Congress’s Commerce Clause power. Under EU faw, commercial

1ssues fall within the jurisdiction of the EL 4s part of 1ts “First Pillar™ authonty. This 1s the authority
that the EU relied on n entering the Agreement. The ECJ, however, held that the US wanted PNR
dats for law entorcement and public secunity reasons, Law enforcement and public secunity are
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* This concern 15 consistent with Execurive Order 12238 and the President’s Memorandum issued on
Decemnber 16, 2006 to Heads of Executive Depantments and Agencies on “Guidelines and Requirements m
Support of Informauon Sharing Environmicnt.”
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Phat is what the EU proposes to do. 1t has o uned suthority , o crec
substannally the same agreement on a new foundation. In order 1o meet the European Court of
Justice deadhine, the Commission will seek to codify its position over the next couple of weeks and
then wiil calf Tor agreement on the new armangement by September 30,

ELU Propusals on Sharing Law Enforcenient Information. It that were all that is at siake, this
would be en interesting diplomatic and legal prablem for DHS. Butitis not. The PNR negetiations
will he clasely intertwined with a broader effon (U b3

3 Last October the FU put torward two draft
focuments that concerm daty shanng and protection mothe faw enfurcement context. They consist af
2 draft Framework Directive of the Furopean Parliament and Council on the retention of data and 4
sroposed Cou decision on the protection of personal daa v enmmal matiers, Thns later proposal
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* For exaimple, the Draft Decision contains provisions an ime Ymits for retention of shared data, ensunng the
aceurscy of shared data, logging and audit wrails, as well as restnetions limiting further use of the data to the
W

ortg:nal purpose for which it was first transmitted. [n ¢ffect. it barrows heavily from the PNR Agreement and
the Undertakimgs.
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Communicable Diseases,

)

3 o Luropean
reaction (0 anather US immiiativ € telanng 1o evian i, 11 air passengers are expased 1o a pandenuc
stram of avian 1y, the govermment will need 1o locuie all of the passengers and crew, quickly, So the
Centers for Disease Controt has proposed a rule requimng airlines 1o retam PNR for up to 60 days for
that purpose. The top data protection authorities of Europe, known as the “Article 29 Working
Party,” have now decided that this sort of datu retenuon violates EU privacy directives. If given
eftect, the Working Party’s opiion would place air carmers legal jeopardy because of inconsistent
legal regimes, frreflects a widespread EL vien that privacy munps even the entical pubic health
snferests of the U nited States.

vaalvsis & Recommendation

The advquacy finding granted to the U.S. was specific to the trunsfer of PNE dute 2nd only exiended 1o its
rmanstmission to CBP. The May 30 decision of the ECJ siso annuls this decision by the Commission on the
grounds that the Commission did not have the legal authonty to grant it

H adopied L bs | e Draft Decision could confiict with @ number of binding 2nd
nop-bindmny information sharing arrangements that the United Stutes has signed. For example. we have
signed a 2003 Mutual Legal Assistance Agreement (MEAT) with the European Union and 2 2001 informatiorn
shanng agreement with Europol (the Eli-level police agency y; with respect to member states, we signed a
2003 MLAT with Germany, which builds on numerous other MILATs already in foree with other EU member
staies. The Lmited States also has many exceutive agreements and memoranda of understanding with member

ST W T eTiNCa T TTermanon s currenty being snared, Under EU law. directives supersede bilatera
trauties and greements and member stutes must conform thetr ousting ayreenients with the direcnve

. Paragraph 34 of the Undera s alipws for the exchange of PNR for pobiic health purposes
Cammission or the Article 29 Commtiee have challenged the DIHS-HHS MOLU

s Convers
and neither
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a1 continues (o ow to the United Swtes. In creatmy the Information Sharing Environment we are

working i break down walls that restnet the shaning of intormaton between federal sgenaies,

Fhe PSR Agresmentihat the US signed vuh the EL i 2004018 an exarmpie ot the old-sivle artificial
miation. We entered into the PNR Agreement based upon the ELUs argument that the export of
commeraial nformation was subject to speaial restnclions wader BU favw. The European Court of
Justice has now held that the informauon 15 faw enforcement information, not commercial
information. so that the ratronale for the agreement has now dissobed.
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Purpose

To provide you with background informanon on the Passenger Name Record (PNR ) issue and
related developments concerming law enforcement information shanng with the European Union
(EL) i preparation for & mid-July “un-DC "

Summary

Hefore Seprember 11, the government knew very fittle about the people getting on planes bound !'or
he United States. After the anacks, arhines were required w provide misrmanon abaut ther 1.
bewund passengers:[ , § = informuuon - rame, contactintormaton, and the hke - was . ir.m n
'”n)m mformation supplied 1o the airline as part of the reservation process, Dt IS uses the nfarmatior

sm:en for no-fly vioiators and terrorist suspects &£ lo 5 A\ before the plane takes
mr. protecting against mid-flight hijackings ~md bombings

For Tights between Europe and the U.S., the data must be made avarlable from European
EE Jaw has long prohibited the commercial export ot personal data 1o counmes whose legal
protecuons have not been deemed “adequate” i the view of European data protection authorities,
While the U.S. has many privacy laws, 1t does not have an overarching data protection regime that
carresponds to every aspect of European law. [t has therefore been viewed as “inadequate” by
Furepean standards, and commercial data mansfers to the ULS. have long been restricted &
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e European arbines feared twith reason s hat Fug txpta'v dita pToechion agensies would view i
the PNR marsfers g e o et A R ST SRR T LT ~and would impose oetetes. £ b S 3
fires ard sther peralnes on anhines: :rp'o ded the PNR date o the U S Government [To ease Dereted:
thhese fears, :n May 2004, the Unnted §:¢ ¢s enered Inw an agreerment with the EU regarding the Detated: ¢
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ransmussion of PNR data from Furopean aw carrers 0 the USGL The Agreement s accompanted
2 determination thar bs J udegquate” by European stundards as long as the 1S
> ; t B
adheras 10 numerous detmled prescnphons worked out with EU negonators (but umilzterally ~

implemented by DHSY T °¢""'¢ ' :
LS L bs ]

3 ] Do!cted i

“Le PNR Agrccmcm was aiso ccm(ro\ev“szal i Furope it was ch&ilengcd by thc Eumm‘:an
Jusncc (ECJ) struck down the Agreemem, But it chose a ground xhat was highly pmceduml -~ the
equivalent under US law of the Supreme Court ducking a Founth Amendment challenge by finding a
law invahd because it exceeded Congress's Commerce Clause power. Under EU law, commercial
1ssues fall within the jurisdiction of the EU as pant of its “First Pillar™ authority. This is the authority
that the EU relied on in entering the Agreement, The ECJ, however, held that the US wanted PNR
data for law enforcement and public security reasons. Law enforcement and public secunty are
evernpt form the EU's commeratul dawg protecnor faws and are only partly within the EU's
authorty, ngteud, they fall under the “Third Piltar,” where the authonty of EU central instimnons
(the Commssion, Parliament and Court of Justice) is more limited and more authority 1s left 1o the
Member States. (4 /Ob/

D

Because the egreement was entered under the wrong authonity, the Court ruled 1t imvehd but delayed
the effective date of its decision unti] September 30 in the hope that the yunsdictional problem could
e quickly solved. To cure the problem, the EU ;135 obtaned authonty from the Member States 1o - Dol s oo seek
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Background

Two converging events in Eurape - the recent European Court of Justice decision on the legality of
U) ging ¥

! the ELL-US PNR Agreement and a draft EU Framework Decision on Exchange of Cnimimal Data
have major implications for US law enforcement and security,
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agreement authorizes Canada to share PNR data received from the EU with the US. Even though the ECJ has
- ontends that its similar agreement with Canada remains in effect.
Some Canadian government sources are concerned, however, that the absence of an “adequacy” finding

viewed as an attack on personal privacy and its own authority, the European Parliament (EP) filed
two suits in the European Court of Justice (ECJ) challenging the information sharing arrangement.

|

¢ This concern is consistent with Executive Order 13388 and the President’s Memorandum issued on
December 16, 2006 to Heads of Executive Departments and Agencies on “Guidelines and Requirements in
Support of Information Sharing Environment.”

* Acting under the First Pillar, the EU has also entered into a PNR sharing agreement with Canada. [n light of
the EU’s determination that the US Undertakings provided “adequate” privacy protections, the EU-Canada

(which is a First Pillar concept) may now have the effect of prohibiting US-Canada information sharing
derived from EL-oniginated flights.
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EU Proposals on Sharing Law Enforcement Information. 1f that were all that 15 a1 stake, this
would be annteresung diptomutic and jegai prodblem tor DHS. But s ro1. The PAR negotiations

/ . i will be closely tertwined with a broader effort 1 LS
! \\ X ast October the EU put rforward mwo draft
LN documents that concern data sharing and protection in the law entorcement context. They consist of

4 draft Framework Direcnive of the European Parliament and Councl on the metention of date and 4
vroposed Council decision on the protection of personal data in criminal matters. €
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o For example the Draft Decision contams provisions-er-pme s forretermmorr ot hared dara, ersumng the

J A\ accuraey of shared data, logging and audit tradds, as weil as restnictions himiting further use of the data 10 the
original purpose for which it was Arst transmitted. I effect. 1t borrows heawily trom the PNR Agreement and
the Underiakings
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" The adequacy finding granted to the U.S. was specific to the mansfer of PNR data and only extended to its
rransmission 1o CBP. The May 30° decision of the EC'J also annuls this decision by the Commassion on the
grounds that the Commission did not have the legal authority to grant it

“ifadoped L B § = the Draft Decision could conflict with a number of binding and
non-binding information sharing arrangements thay the United States has signed. For sxample, we have
signed a 2003 Mutual Legal Assistance Agreement (MLAT) with the European Union and a 2001 information
sharing agreernent with Europol (the EU-level police agency), with respect to member states, wz signed a

2603 MLAT wqith-Germany-whichburlds o mumerous other MLATS already m force with other EL' member
states. The Lnized States also has many executive agreements and memoranda of understanding with member
states under which ¢nitical information is currently being shared. Under EL Taw. directives supersede bilaters)
rresties and Jgresinents and membor states mrest Sonferm e oxsting agreements with the direstive.
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Conclusion

The USG has a paramount interest in ensuring that law enforcement and border control information
continues 1o flow to the United States. In creating the Information Sharing Environment we are
working to break down walls that restrict the sharing of information between Federal agencies,

The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style artificial

limitation. We entered into the PNR A greement based upon rt-of

1

N

commercial information was subject to special restrictions under EU law. The European Coun of
Justice has now held that the information is law enforcement information, not commercial
information, so that the rationale for the agreement has now dissolved.
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Tveo converging events in Europe - the recent European Courtof Jusiice decision on the legality of
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Conclusion

The USG has a paramount interest in ensuring that law enforcement and border control information
continues to flow io the United States. In creating the Information Sharing Environment we are
working to break down walls that restrict the sharing of information between Federal agencies.

The PNR Agreement thal the US signed with the EU in 2004 is an example of the old-style artificial
limitation. We entered into the PNR Agreemen based upon the EU’s argument that the expon of

commercial information as subject to special restrictions under EU Jaw.-The-Eurepean-Conrtof
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Justice has now held that the information is law enfarcement information. not commertial
information. so that the rationale for the agreement has now dissolved,
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Before September 11, the government knew very little about the people getting on planes
bound for the United States. After the antacks, airlines were required to provide
information about their U.S.-bound passengers. This information - name. contact
information, and the like — was drawn from information supplied to the airline as part of
the reservation process. DHS uses the information to screen for no-fly viclators and
terrorist suspects before the plane 1akes off, protecting against midflight hijackings and
bombings. : '

For flights between Europe and the U.S., the data must be

Page 2: (2] Deleted sb 6/26/2006 10:48:00 AM

made available from Europe [~ b & A has long prohibited the export of
personal data to countries whose legal protections are not “adequate” in the view of

(D
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(v
(0

(L

O

European data protection authorities. While the U.S. has many privacy laws. it does not
have an overarching data protection regime that matches every aspect of European law.
It has therefore been condemned as inadequate by European standards, and commercial
data transfers to the U.S. have long been restricted. European airlines feared (with
reason) that European data protection agencies would view the PNR transfers in the same
light and would impose fines and other penalties on airlines that provided the PNR data

to the U.S. Government,

T by >
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May 2004, the United States entered into an agreement with the EU regarding the
transmission of PNR data from European air carriers to the USG,
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' CBP can share PNR data with other law enforcement agencies. on a case-by-case basis and only for the
purpose of combating terrorism and serious mansnational crimes.
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Memorandum
TO: J.D. Crouch, Assistant to the President and Deputy National Security Advisor
FROM: Michael Jackson, Deputy Secretary

RE: p Passenger Name Records and Law Enforcement Information Sharing — Negotiations
) With The Buropean Union

Purpose

To provide you with background information on the Passenger Name Record (PNR) issue and
@ related developments concerning law enforcement information sharing with the European Union
(EU) in preparation for a mid-July “un-DC.”

Summary

Before September 11, the government knew very little about the people getting on planes bound for
the United States. After the attacks, airlines were required to provide information about their U.S.-

@ bound passengers. This information — name, contact information, and the like — was drawn from
information supplied to the airline as part of the reservation process. DHS uses the information to
screen for no-fly violators and terrorist suspects before the plane takes off, protecting against mid-
flight hijackings and bombings.

For flights between Europe and the U.S., the data must be made available from Europe. EUlawhas——
_ long ptoh:bued theeemmercxai export of personal data to countnes whosc legal protecnons ;

ES not¥ : data protect:on regxme that corresponds to every aspect of
European law It has therefore been viewed as “inadequate” by European standards, and commercial

data transfers to the U.S. have long been restricted. European airlines feared (with reason) that

European data protection agencies would view the PNR transfers in the same light and would S
T impose fines and other penalties on airlines that provided the PNR data to the U.S. Government.

To ease these fears, in May 2004, the United States entered into an agreement with the EU regarding
the transmission of PNR data from European air carriers to the USG. The Agreement is
(\ accompanied by a determination that CBP’s use of PNR is “adequate” by European standards as
Ui

long as the US adheres to numerous detailed prescriptions worked out with EU negotiators (but -
unilaterally implemented by DHS). b3
>
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The PNR Agreement was also controversial in Europe. It was challenged by the European
Parliament as insufficiently protective of EU privacy rights. On May 30 the European Court of
Justxce (ECJ) stmck down the Agreement. But it chose a ground that was highly procedural - the

law mvahd because it exceeded Congress’s Commerce Clause power Under EU law, commercial

(/\ ) - issues fall within the jurisdiction of the EU as part of its “First Pillar’ authority. This is the authority
that the EU relied on in entering the Agreement. The ECJ, however, held that the US wanted PNR
data for law enforcement and public security reasons. Law enforcement and public security are only
partly within the EU's authority; they fall under the “Third Pillar,” where the authority of EU central
institutions (the Commission, Parliament and Court of Justice) is more limited and more authority is
left to the Member States. Because the agreement was entered under the wrong authority, the Court
ruled it invalid but delayed the effective date of its decision until September 30 in the hope that the
jurisdictional problem could be quickly solved. To cure the problem, the EU plans to seek authority
from the Member States to renegotiate the PNR Agreement under the Third Pillar. The Commission
has portrayed this as a technical change that would put the same agreement back in place, albeit

under a different legal authority.

)
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@‘ ) ! CBP can share PNR data with other law enforcement agencies, on a case-by-case basis and only for the

purpose of combating terrorism and serious transnational crimes.
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[/\ ) Background

Two converging events in Europe - the recent European Court of Jusnce decision on the legalxty of
/ theEC-QSPNRA it and a drafl ramework-1e 0 O 3 Ats

have major implications for US law enforcemem and secunty

(J) The most significant of these limitations, from our perspective are the following: -
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? PNR can also be used and transferred to address significant health risks under Paragraph 34. As noted
below, despite this authorization the EU’s Article 29 Working Party has concluded that CDC’s plans to retain
PNR data for health-related purposes violates EU law,

* This concern is consistent with Executive Order 13388 and the President’s Memorandum issued on
December 16, 2006 to Heads of Executive Departments and Agencies on “Guidelines and Requirements in
Support of Information Sharing Environment.” /
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The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over what it
viewed as an attack on personal privacy and its own authority, the European Parliament (EP) filed
two suits in the European Court of Justice (ECJ) challenging the information sharing arrangement.

|

That is what the EU proposes to do. It is seeking authority to erect substantially the same agreement
on a new foundation. In order to meet the European Court of Justice deadline, the Commission will

seek to codify its position over the next couple of weeks and then will call for agreement on the new
arrangement by September 30.
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¢ Acting under the First Pillar, the EU has also entered into a PNR sharing agreement with Canada. In light of
the EU’s determination that the US Undertakings provided “adequate” privacy protections, the EU-Canada
agreement authorizes Canada to share PNR data received from the EU with the US. Even though the ECJ has
struck down the EU-US agreement, the EU contends that its similar agreement with Canada remains in effect.
Some Canadian government sources are concerned, however, that the absence of an “adequacy” finding
(which is a First Pillar concept) may now have the effect of prohibiting US-Canada information sharing
derived from EU-originated flights. /

-
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7 For example, the Draft Decision contains provisions on time limits for retention of shared da
accuracy of shared data, logging and audit trails,

original purpose for which it was first transmitted. In effect, it borrows heavily from the PNR

the Undertakings.
/
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Communicable Diseases. o <

A European reaction to another US initiative relating to avian flu. If air passengers are exposed
to a pandemic strain of avian flu, the government will need to locate all of the passengers and crew,
quickly. So the Centers for Disease Control has proposed a rule requiring airlines to retain PNR for
up to 60 days for that purpose. The top data protection authorities of Europe, known as the “Article
29 Working Party,” have now decided that this sort of data retention violates EU privacy directives.
If given effect, the Working Party’s opinion would place air carriers legal jeopardy because of

|

' 002569

® The adequacy finding granted to the U,S. was specific to the transfer of PNR data and only extended to.its— -

transmission to CBP. The May 30" decision of the ECJ also annuls this decision by the Commission on the
grounds that the Commission did not have the legal authority to grant it

'* If adopted, the Draft Decision could conflict with a number of binding and non-binding information sharing
arrangements that the United States has signed. For example, we have signed a 2003 Mutuai Legal
Assistance Agreement (MLAT) with the European Union and a 2001 information sharing agreement with
Europol (the EU-level police agency); with respect to member states, we signed a 2003 MLAT with
Germany, which builds on numerous other MLATS already in force with other EU member states. The United
States also has many executive agreements and memoranda of understanding with member states under which
critical information is currently being shared. Under EU law, directives supersede bilateral treaties and
agreements and member states must conform their existing agreements with the directive.



e

inconsistent legal régimes. It reflects a widespread EU view that privacy trumps even the critical
public health interests of the United States. '’

Analysis & Recommendation

- 002570

@) "' Conversely, Paragraph 34 of the Undertakings allows for the exchange of PNR for public health purposes
and neither the Commission or the Article 29 Committee have challenged the DHS-HHS MOU.

_ 12 Unlike in 2003, this risk is present now because the Court has conclusively ruled that the transfer of PNR
[\ data is a law enforcement matter. While European integration has been the greatest in areas associated with
v

the Common Market, law enforcement and public security is a relatively new area of activity at the
community level and many responsibilities still fall to the EU Member States. The ECJ firmly placed PNR in
the area of law enforcement and public security, and as result, any actions taken in this arca are Jikely to set
precedents for further community involvement in other law enforcement matters.

n



Conclusion

The USG has a paramount mterest in ensuring that law enforcement and border control information
eating the Information Sharing Environment we are
working to break down walls that restnct the sharing of information between Federal agencies.

e imnitation.~We emtered into the PNR Agreement based upon the EU’s argument that thc export of
U) commercial information was subject to special restrictions under EU law. The European Court of
Justice has now held that the information is law enforcement information, not commercial

information, so that the rationale for the agreement has now dissolved.
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Conclusion

niwrest i ensuring that faw enforcement and border cantol informaiion
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The PNR Agreement that the US signed with the EU in 2004 isan example of the old-siyle artificial
Lmitation, Ve entercd inte the PNR Agrsement based upon the EU's argument that the expon of
commercial information was subject to special restrictions uader EU taw. The European Cournt of
Justice nas now held that the information is law enforcement information. not commercial
information, so that the rationale for the agreement has now dissolved.
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J The PNR Agreement was also controversial in Europe. It was challenged by the European

( ) Parliament as insufficiently protective of EU privacy rights. On May 30 the European Court of
Justice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural - the
equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by finding a
law invalid because it exceeded Congress’s Commerce Clause power. Under EU law. commercial
issues fall wnhm the Junsdlcuon of the EU as part of its “First Pllla:” authomy ThlS is the authonty

data for law enforcement and pubhc secunty reasons. Law enforcemem and public secumy are only
~partty within the Et's authority; they fatt-underthe “Third Pillar,™ where the authority of EU central =~
institutions (the Commission, Parliament and Court of Justice) is more limited and more authority is

left to the Member States. Because the agreement was entered under the wrong authority, the Court

ruled it invalid but delayed the effective date of its decision until September 30 in the hope that the
jurisdictional problem could be quickly solved. To cure the problem, the EU plans to seek authority

from the Member States to renegotiate the PNR Agreement under the Third Pillar. The Commission

has portrayed this as a technical change that would put the same agreement back in place, albeit

under a different legal authority.

v 3 ' CBP can share PNR data with other law enforcement agencies, on a case-by-case basis and only for the
purpose-of combating terrorism and serious transnational crimes.
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Background

( d) Two converging events in Europe - the recent European Court of Justi
the EC-US PNR Agreement and a draft EU Framework Decision on E

ce decision on the legality of
have major implications for US Jaw enforcement and security.

xchange of Criminal Datg --

( d) The most significant of these limitations, from our perspective are the following:

(¢}
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u > PNR can also be used and transferred to address significant health risks under Paragraph 34. As noted
) below, despite this authorization the EU’s Article 29 Working Party has concluded that CDC's plans to retain

PNR data for health-related purposes violates EU law.

* This concern is consistent with Executive Order 13388 and the President’s Memorandum issued on
L\) )December 16, 2006 to Heads of Executive Departments and Agencies on “Guidelines and Requirements in

Support of Information Sharing Environment.”

IC ~ 002626


file:///December

;1 ) The ECJ PNR Case. The Agreement 7was no less controversiaj in Brussels. Disturbeq over what it
( J )viewed as an attack on persona] privacy and jts Own authority, the European Parliament (EP) filed

G bl

the EU’s determination that the US Undenakings Provided “adequate privacy protections, the EU-Canady

struck down the EU-US agreement. the EU contends that its similar agreement with Canada remains in effecy.

( V) )Some Canadian governmen Sources are concerned, however. that the absence of an “adequacy” finding
(which is a Firs; Pillar concept) may now have the cffect of prohibiting (. S-Canada information sharing

derived from E U-originated flights,



" For example. the Drafi Decisi
(V)

original purpose for which it was first transmitted, In eff;
the Undertakings.
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Communicable Diseases, L
bS _
"1 European reaction to another US initiative relating to avian flu. If air passengers are exposed

( U) to a pandemic strain of avian flu, the government will need to locate all of the passengers and crew,

quickly. So the Centers for Disease Control has proposed a rule requiring airlines to retain PNR for
up to 60 days for that purpose. The top data protection authorities of Europe, known as the “Article
29 Working Party,” have now decided that this sort of data retention violates EU privacy directives.
If given effect. the Working Party’s opinion would place air carriers legal jeopardy because of

Sl b

(

® The adequacy finding granted to the U.S. was specific to the transfer of PNR data and only extended to its
transmission to CBP. The May 30" decision of the ECJ also annuls this decision by the Commission on the

\/3 grounds that the Commission did not have the legal authority to grant it

' If adopted. the Draft Decision could conflict with a number of binding and non-binding information sharing
arrangements that the United States has signed. For example, we have signed a 2003 Mumnal Legal
Assistance Agreement (MLAT) with the European Union and a 2001 information sharing agreement with

\j Europol (the EU-level police agency); with respect to member states. we signed a 2003 MLAT with
Germany. which builds on numerous other MLATSs already in force with other EU member states. The United
States also has many executive agreements and memoranda of understanding with member states under which
critical information is currently being shared. Under EU law. directives supersede bilateral treaties and
agreements and member states must conform their existing agreements with the directive.

’ ~ 002629



Y

inconsistent legal régimes. It reflects a widespread EU view that privacy trumps even the critical
public health interests of the United States, "'

Analysis & Recommendation

"' Conversely. Paragraph 34 of the Undertakings allows for the exchange of PNR for public health purposes
(U)and neither the Commission or the Article 29 Committee have challenged the DHS-HHS MOU.

' Unlike in 2003. this risk is present now because the Court has conclusively ruled that the transfer of PNR
data is a law enforcement matter. While European integration has been the greatest in areas associated with
U) the Common Market, law.enforcement and public security is a relatively new area of activity at the
( community level and many responsibilities still fall to the EJ Member States. The ECJ firmly placed PNR in
the area of law enforcement and public security. and as result, any actions taken in this area are likely to set
precedents for further community involvement in other law enforcement matters.

; : 002630



Conclusion
J The USG has a paramount interest in ensuring hat law enforcement and border control information
( > continues to flow to the United States, In c:eat‘m-. the Xn*ormatmn Sharing Envircnment we are

{

~
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N To provide vou with background information on the Passenger Name Record (PNR) issue and
( : reiated developments concerning law enforcement information sharing «vith the European Union

(ELY in preparation for a mid-July “up-DC.”
Sumimary
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mY oS | D In May 2004, the
N United States entered into an agreement with the EU, regarding the transmission of PNR data from
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Support of the Information Sharing Favironment.
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<

melony dcir .
BNR daia for health-related purposes vielates EU
pury

{his concern s consistert with Excoutive Order 13388 and the

16, 2006 o i e

site tus autherizauon the ELUs Articic 2

A s noted

As
vhas concluded that CDC s plans o reiuin

29 Working For
i..

Plaw

sident’s Semorandum sseed on

aeitty aid Apgeadies en CGuidelines and Reguirements in

).
3 I')i




-

J Negotiations will, therefore, soon begin in earnest, against a September 30 deadline. There is need,
( ) therefore, for the early finalization of a USG negotiating position.

' Acting under the First Pillar, the EU has also entered into a PNR sharing agreement with Canada. In light
of the EU’s determination that the US Undertakings provide “adequate” privacy protections. the EU-Canada

(l}) agreement authorizes Canada to share PNR data received from the EU with the US. Even though the ECJ has
struck down the EU-US agreement, the EU contends that its similar agreement with Canada remains in effect.
Canada is concerned, however. that any new EU-US agreement will come without an “adequacy™ finding
(since those are a First Pillar concept) and thus that the continued EU-Canada agreement will now have the
effect of prohibiting US-Canada information sharing derived from EU-originated flights.

! i =g . 002636



(

)

ple. the Dratt Decision contains ProvEsIons on time Lt for retention of shared data, ensuring the

a3 wetlas regr

GHE NG Turther uae of th

3
voof eddats foguing and -
ginal purpose tor which it was 198t gun s

 x PN o el M sy
Aats e PNR

ttedd. b efteci it i s, in ITERINN S avs, exisimg use ¢

£ NFATATS

w 002637



[l

> bears briel meniion. The USG. throush the

of the puzzle
ting to the retention ar PN

nal

Communicable Diseases. One final piece
or Disease Control. has published a draft N 1>R W oret
‘m’;*;l use in the conwrol o I coramunicabie diseases. The rc:; sation would authorize
of such dats for up to 60 davs in order 10 enable CDC to contz
subsequently deternined 1w h Ve been exposed to a comm vmcami«. disense suc

ctnternatonal ai

i,

7y
~t

e

[ it s
: Tonls eniends s

(R datn am

e The adequaey finding graceed o the U S wospeafic o the

’ v ) transmmissson w CHP.

Dratt Deaision coudd contlict wath a number of binding and nen-binding infermation

Uimited States has signed. Forexamptle, we have signod a 2063 Mutual Leg
2001 information sharing ugreement with

in Uiman and o 208
2003 MLAT with

mmber siales

i udopuu ihe

IR

miciits that the

i-

urra
) with the

\;mmnuc .\g cement { INT AT
C-level police ageney y; with respecl to member states, we signed o
aree with other l"‘.

. ‘\3 wropod (e L
{ o/ ermanyowhich builds on numerons other "xii Alsalready in
L SiEies 3i80 has many execuiive :grum e and memeranda of understanding s b member st
shared. Under EU aw, direcuves supersede pifatera reaties \mi
' emieints wth the direcine,

MR

sl intormation is curren
{ﬁ_xlffi;'ﬂ}f'iﬂ.‘« fi?‘u.‘. ?'H.f(ﬂ\’!.ff' ST f}‘,t:?F Cf‘\i.\ﬂﬂg 51g¢ <

. 002628

7



Anabsis & Recom mendation

(

A

>

3)

“Dondike in 2003, this risk is presentnosw becaune the Court has con

9]

i

atdis a law entorcement matter. While Eur

vommuniy level ang mans responsitiline, <y

e aren of ]s‘l"v‘*‘ c!’!f&‘!’dt’l‘;k"l{ RS
Prozedents oo urther congy eren

DUAR INLCZration has
i@ Common Marker, Jaw enforcement and nublic sec Iy 15 &

r1y

Fratleo the B

i as eyl

aelaeiv

t

kY

S

a3

OIS aren ar

tthe transier of

SHES N graas

R,

of the

IR

J iy plased PR
- i



. . i) i
{ (; i
-

Conclusion

, -~ The USG has o paramount interest in easuring that lww enforcement and border vontrol iniommatio
(‘“’) continues 10 flow to the United Siates. In creating the Informarion Sharing Environment we are

working o break dowrn walls that restricy the shuring ot iniormation between Federal ugencies.

§

Jhe PNR Agreement that the US signed with the EU in 2004 15 an example of the old-style artificial
J ) dimirtation. We entered into the PNR Agreement based upon the EUs argument that it involved the
~ cxchange of commercial information that requires special protections under EU law. The European
Caourt of Tustice has now held thet the information is faw enforcement information. not commercial
information.
[ —
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RE: Passenger Name Records and Law Enforcement Information Sharing - Negotiations
With The European Union

Purpose

Ta provide you with background information on the Passenger Name Record (PNR) issue and
U related developments concerning law enforcement information sharing with the European Union
{EU) in preparation for a mid-July “un-DC.”

Summary

Before September | 1. the govemment knew very little about the people getting on planes bound for
the United States. After the artacks, airlines were required to provide information about their U.S.-

U bound passengers. This information - name, contact information, and the like - was drawn from
information supplied to the airline as pant of the reservation process. DHS uses the information to
screen for no-fly violators and terrorist suspects before the plane takes off. protecting against
midflight hijackings and bombings.

For flights between Furope and the U.S,, the data mustbe '/ & 5 .
has long prohibited the export of persona! data to countries whose legal protections are not
“adequate” in the view of European data protection authorities. While the U.S. has many privacy
V laws, it does not have an overarching data protection regime that matches every aspect of European
law. it has therefore been condemned as inadequate by European standards. and commercial data
transfers to the U.S. have long been restricted. European airlines feared (with reason) that European
data protection agencies would view the PNR wransfers in the same light and would impose fines and
other penalties on airiines that provided the PNR data to the U.S. Government.
To ease these fears, in May 2004, the Uniled States entered into an agreement with the EU regarding .. --{ nelotag: .
the transmission of PNR data from European air carriers 10 the USG. .The Agrecment L. by L 65
C ) ) ‘adequate” by European standards as long as the US adheres to numerous detailed prescriptions [Detete.
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@ The most significant of these limitations, from our perspective are the following:

©

W

! PNR can al STENITicant ncalth risks under Paragraph 34. As

rewain PNR data for health-related purposes violates EU Jaw.

f

(V ] noted below, despite this authorization the EU’s Anticle 29 Working Party has concluded that CDC’s plans to
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viewed as an antack on personal privacy and its own autharity, the European Parliament (EP) filed
two suits in the European Court of Justice (ECJ) challenging the information sharing arrangement.

@ b

(-) The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over what it
v

‘\ > This concérn is consistent with Executive Order 13388 and the President’s Memorandum issued on
December 16. 2006 to Heads of Executive Departrnents and Agencies on “Guidelines and Requirements in
Support of Information Sharing Environment.”
4 /
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Q) b

That is'what the EU proposes to do. It'is seeking authority to erect substantially the same agreement
on a new foundation. In order to meet the European Court of Justice deadline. the Commission will
seek 10 codify its position over the next couple of weeks and then wil] call for agreement on the new
arrangement by September 30.

\ light of the EU
(\\]\ Canada agrcement authorizes Canada to share PNR data received from the EU with the US. Even though the

ECJ has struck down the EU-US agreement, the EU contends that its similar agreement with Canada remains
in effect. Some Canadian government sources B uacy”
T Nnding (Which is @ First Pillar concept) may now have the effect of prohibiting US-Canada information
sharing derived from EU-originated flights.
5 / )

/
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i For example, the Draft Decision contains provisions on time limits for retention of shared data,

a/h) ensuring the accuracy of shared data, logging and audit trails, as well as restrictions limiting further usc of the

Ap

r~r

dara to the original purpose for which it was first transmitted. In effect, it borrows heavily from the PNR
Agreement and the Undertakings.

9 L

! The adequacy finding granted 1o the U.S. was specificto-the-transfer-of PNR dataamd only extended

bj 10 its transmission to CBP. The May 30" decision of the ECJ also annuls this decision by the Commission on
f the grounds that the Commission did not have the legal authority to grant it

6 /
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Communicable Diseases. /[~ b .
iuropean
reaction to another US initiative relating 1o avian nu. (1 air passengers are exposed to a%mdemic
strain of avian flu, the government will need 1o locate all of the passengers and crew, quickly. So the
Centers for Disease Control has proposed a rule requiring airlines to retain PNR for up to 60 days for
that purpose. The 1op daia protection authorities of Europe. known as the “Article 29 Working
Party,” have now decided that this sort of data retention violates EU privacy directives. If given

effect, xhe Working Party’s opmlon would place air carncrs at legal jeopardy bccause ofi mconmstem
ath

interests of the United States.

Analysis & Recommendation

™y

¢ If adopted. the Draft Decision could conflict with a number of binding and non-binding information
sharing arrangements that the United States has signed. For example, we have signed a 2003 Mutual Legai
Assistance Agreement (MLAT) with the European Union and a 2001 information sharing agreement with
Europol (the EU-level police agency): with respect to member states. we signed a 2003 MLAT with
Germany, which builds on numerous other MLATS already in force with other EU member states. The United
States also has many executive agreements and memoranda of understanding with member states under which
critical information is currently being shared. Under EU law, directives supersede bilateral treaties and
agreements and member states must conform their existing agrecments with the directive.

¢ Unlike in 2003, this risk is present now because thc Coun has concluswely ruled thal thc lransf‘er of

« PNR data is a law enfo

@

with the Common Market, law enforcemcm and pubhc sccunty s a relanvcly new arca of aclw:ty at the
community level and many responsibilities still fall to the EU Member States. The ECJ firmly placed PNR in
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Conclusion

The USG has a paramount interest in ensuring that law enforcement and border control information
(0)@ continues to flow to the United States. In creating the Information Sharing Environment we are

working to break down walls that restrict the sharing of information between Federal agencies,

the area of law enforcement and public security,

and as result, any actions 1aken in this arca are likely to set
precedents for further community involvement i

n other law enforcement matters,

8
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The PNR Agreement that the US signed with the EU in 2004 1s an example of the old-style anificial
limitation. We cntered into the PNR Agreement based upon the EU's argument that the export of

L/) commercial mformation was subject to special resmrictions under EU law. The European Court of
Justice has now held that the information is law enforcement information, not commercial
information, so that the rationale for the agreement has now dissoived.

D
waw -
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1.8, Department of Homclund Security
Washington, DC 20528

g q"\ Homeland
‘.a Security
...Li.lQQJane—?é:%O%
Memorandum
TO: Cbs 2
FROM: /LS “
_RE: ( U) Passenger Name Records and Law Enforcement Information Shering - Negotiations R
‘With The European Union
Purpose

d) To provide you with background information on the Passenger Name Record (PNR) issue and
related developments concerning law enforcement information sharing with the European Union

(EV) in preparation for a mid-July “un-DC.”

Summary

Before September 11, the government knew very little about the people getting on planes bound for
(U 3 the United States. After the attacks, airlines were required to provide information about their U.S.-
bound passengers. This information — name, contact information, and the like — was drawn from
information supplied to the airline as part of the reservation process. DHS uses the information to
screen for no-fly violators and terrorist suspects before the plane takes off, protecting against

midflight hijackings and bombings.

For flights between Europe and the U.S., the data must be made available from Europe. EU law has
( l) ) long prohibited the commercial export of personal data to countries whose legal protections are not
“adequate™ in the view of European data protection authorities. While the U.S. has many privacy

laws, it does not have an overarching data protecuon regnne that corresponds 1o every aspect of

European law. It has therefore been viewed , and commercial

————————dawa transfers to the U.S. have long been restricted. European airlines feared (with reason) that

European data protection agencies would view the PNR transfcrs in the same light and would
impose fines and other penalties on airlines that provided the PNR data to the U.S. Government.

To ease these fears, in May 2004, the United States entered into an agrcement with the EU regarding

( U) the transmission of PNR data from European air carriers to the USG. The Agreement is
accompanied by a determination that L o § — ‘adequate” by European standards as
long as the US adheres to numerous detailed prescriptions worked out with EU negotiators (but

unilaterally implemented by DHS). C ) )
o bs N
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'fhc PrR Agreement was also vontroversial in Burore, ltwas challengzed by the Europsan

Pariizment as insufficiently p rj. crive wl i U privacy rights. On May 30 the Buropean Court o7

Justice (ECT) struck down the czment. But it chose s ground that was highly procedusal ~ the
123

cquivalent under US law of t.*e Supremsz (,ourl ducking Fuu'h Amendment challenge by “L,'.‘b 4

law invalid because it exceeded Congress's Comnerce . ( lause power—Under i ‘mw COTTTIEIEIA!

CTEH far Taw enforcament and pubii

155“05 Tall within whe jurisdiction of the EUJ as part of its ‘*First Pillar” authority. This is the authority
at the EU relied on in entering the Agreemen:, The ECI however, held that the /S wanted PNR ™
e security reasons. Law enforcement and public security are only

partly within the EU's authority; they fall under the “Thicd Pillar,” where the autherity of EU central

institutions (the Commission, Parliament and Court of Juséice) is more limited and more authority i3
left to the Member States. Because the agreement was entered under the wrong authority, the Court
ruled it invalid but delayed the eflzc hve: date of its decision unti} September 30 in the hope that the
ickiy solved. To cure the problem, the EU plans 1o seek authority

o

jurisdictional probiem could be f{ u

from the Member States to renegotiat !‘1@ PNR Agreement under the Third Pillar. The Commission

ape oihets
u‘“ et

has portraved this as a technical dxange that would put the same agresment back in
under a different legal authority.
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That is what the EU Proposes to do. ‘It is seeking authority to erect Substantially the same agreement¢

(0") on a new foundation. In grder to meet the European Coyrt of Justice deadline, the Commissjon will
seek to codify jts Position over the next couple of weeks and then will call for agrecment on the new
arrangement by September 30.

: ]5; N -M,ﬂ_LEmTN_____,-M_‘-,_LA,.WM-M,M, e

x 4

© L)

' Can
(L) )ECI has struck down the EU-US agreement, the EU contends that its simjjay agreement with Canada Temains
in effect. Some Canadian 8overnment sources are concemed, however, that the absence of an - adequacy™
finding (which is a First Pillar concept) may now have the effect of protibiting US-Canada information

sharing derived from EU-originated flights. .
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Conclusion

The USG has a paramount interest in ensuning that law enforcement and border control information

nvironment we are

working to break down walls that restrict the sharing of information between Federal agencies,

- The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style artificial
limitation. We entered into the PNR A greement based upon the EU’s argument that the export of

@) commercial information was subject to special restrictions under EU law. The European Court of
Justice has now held that the information is law enforcement information. not commercial
information. so that the rationale for the agreement has now dissolved.
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Background

Two converging events in Europe - the recent European Court of Justice decision on the legality of
the EC-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal Data --
have major implications for US law enforcement and security.

(G

N

-

(U) The most significant of these limitations, from our perspective are the following;

(~




. r\ \

pelow . despite this authorization

ed purposes vie

CPNR

LA oy b valtla e
PMNR data tor healthero
ST ST IS consnlent with

nber 16, 2006 1w
Support ol Information Sharing 1

<

FEEORL S S 0

Ter

Heuds of Frovouiive |

faa

can aiso be used and transtorrad oo address stanidicon: ke
he LU Arnele 29 Warking Pan

i misks under Pargpranh 34

5ohas concluded that CDU s plans 1o -

Nsoms



file:///ccuU'

5

-

The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over what it
(4 ) viewed as an attack on personal privacy and its own authority, the European Parliament (EP) filed
two suits in the European Court of Justice (ECJ) challenging the information sharing arrangement.

() b

That is what the EU proposes to do. It is seeking authority to erect substantially the same agreement

w on a new foundation. In order to meet the European Court of Justice deadline, the Commission will
seek to codify its position over the next couple of weeks and then will call for agreement on the new
arrangement by September 30.

® Acting under the First Pillar, the EU has also entered into a PNR sharing agreement with Canada. In light of
the EU’s determination that the US Undertakings provided “adequate” privacy protections. the EU-Canada
agreement authorizes Canada to share PNR data received from the EU with the US. Even though the ECJ has
(l/\ ) struck down the EU-US agreement. the EU contends that its similar agreement with Canada remains in effect.
Some Canadian government sources are concerned. however, that the absence of an “adequacy™ finding
{which is a First Pillar concept) may now have the etfect of prohibiting US-Canada information sharing

derived from EU-onginated flights. /
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Communicable Diseases. < —
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= European reaction to another US initiative relating to avian flu. If air passengers are exposed
to a pandemic strain of avian flu, the government will need to locate all of the passengers and crew,
quickly. So the Centers for Disease Control has proposed a rule requiring airlines to retain PNR for
up to 60 days for that purpose. The top data protection authorities of Europe, known as the ~Article
29 Working Party,” have now decided that this sort of data retention violates EU privacy directives.
If given effect, the Working Party's opinion would place air carriers legal jeopardy because of

3,

<

’ The adequa\.y finding granted to the U. S was specific to the transfer of PNR data and only extended 10 its
y 30" decision of the ECJ also annuls this decision by the Commission.on the

grounds that the Commission did not have the legal authority to grant it

' If adopted. the Draft Decision could conflict with a number of binding and non-binding information sharing
arrangements that the United States has signed. For example, we have signed a 2003 Mutual Legal
Assistance Agreement (MLAT) with the European Union and a 200! information sharing agreement with
Europol (the EU-level police agency); with respect to member states. we signed a 2003 MLAT with
Germany, which builds on numerous other MLATS already in force with other EU member states. The United
States also has many executive agreements and memoranda of understanding with member states under which
critical information is currently being shared. Under EU law. directives supersede bilateral reaties and
agreements and member states must conform their existing agreements with the directive.
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inconsistent legal régimes. It reflects a widespread EU view that privacy trumps even the critical
public health interests of the United States. '’

Analvsis & Recommendation

—

p ) "' Conversely. Paragraph 34 of the Undertakings allows for the exchange of PNR for public health purposes
and neither the Commission or the Article 29 Committee have challenged the DHS-HHS MOU.

" Unlike in 2003. this risk is present now because the Court has conclusively ruled that the transfer of PNR
data is a law enforcement matter. While European integration has been the greatest in areas associated with

v ! the Common Market, law enforcement and public security is a relatively new area of activitv at the
community level and many responsibilities still fall to the EU Member States. The ECJ firmly placed PNR in
the area of law enforcement and public security. and as result, any actions taken in this arca are likely to set
precedents for further community involvement in other law enforcement matters.
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Conclusion

The USG has a paramount interest in ensuring that law enforcement and border control information
(U ) continues to flow to the United States. In creating the Information Sharing Environment we are
\ workmng-to-break dowrr walls that restrict the sharing of information between Federal agencies.

The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style artificial
e ( limitation. We entered into the PNR Agreement hased upon the EU’s argument that the exportof

commercial information was subject to special restrictions under EU law. The European Court of
Justice has now held that the information is law enforcement information, not commercial
information, so that the rationale for the agreement has now dissolved.
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The PNR A greement was challenged by the Esropean Parliament. s thut the
Aygreementwes insufficientdy protective ~ EU privacy rights, On \14» 30 the Euu pesn Cournt of
Ju‘,nw (ECI) struck down the Agreement. not on xubsmnmx grounds but on procedural ones.

wder EU Jaw, commercial issues are within the comperence of the EL and &l under the “First
Pz(lar authority — the authority that the EU had relivd on in entering the Agreement. The ECJ held
thar the US wamad PNR dara for law enforcement and public security reasons. Law enforcement
and public security are nor completely autsice the EU7s authority, but they fail within the " Third
Pillar.” where the authority of EU central ingtitstions (the Commission, Purliament und Court of
Justice) s more hmited and morg authority 15 iett 10 the Member Siates.
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Two converging events in Burepe -- the recent Europezan Count of Justice decizion on the legatny of
the EC-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal Data --
nave major implications for US law enforcement and security.
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The ECJ PNR Case. The Agreement was no jess controversial in Brusseils. Disturbed over what t )
iewed as an attack on personal privacy and its own authonty, the European Parliament (EP) filed L7
two suits in the European Court of Justice (ECJ) challenging the informaton sharing arrangement.

That is what the EU propozes to do. [t is seeking authority to erect substantially the same agreement

on a new foundation. In order to meet the European Court of Justice deadline, the Commission will (’ .

seck 10 codify its position over the next coupie of weeks and then wil! call for agreement on the new N A i
/

arrangement by September 30.

- Acting unider e First Pillar, the EU has also 2ntered into a PNR sharing agreement wnh Cannda. In
xght of the EU’s determination thm thc US Undenakmgs pmvxded dequau" prive

do agrccmcn& the EL \,omcndz Lhax s snmuar agreement wnh Canada remains
‘n cffcct Somc L.ana:han government sources are concerned, however, that the absence af an “adequacy™
Trding (which is a First Pillar concept) may now have the sifect of profubising U S-Canada information

5ha.'zng derived from EU-originated flights.
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Conclusion
N The USG has a paramount inferest in ensuring that liw enfercement and border control information
A : . ~ . . . . - .
N continues 1o fow 10 the United Swates. {n creating the Information Sharing Environment we are
N worbing (o preak-dewn-watsthatrestricrthe sitaring T iAfcrmation benween Federal agencies.
7o The PNR Agreement that the US signad with the EL in 2004 is an exsmple of thecidestyteaprificiar — ~— 77777
e (} N T imitation. W 2ntered into the PNR Agresment based upon the EU's argument that the expart of
Ly commercial informenion was subject 1o special restrictions under EU law. The Furopean Cournt of
Justice has now held that the information is law enfpreement informar mercial
information. so that the ratunale for the agreoment has now dissols
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Memorandum

TO: 1.D. Crouch, Assistant to the President and Deputy National Security Advisor
FROM: Michael Jackson. Deputy Secretary

RE: f ) Passenger Name Records and Law Enforcement Information Sharing — Negotiations
With The European Union

Purpose

 Deleted: July 6. 200

)

To provide you with background information on the Passenger Name Record (PNR) issue and
related developments concerning law enforcement information sharing with the European Union

(EU) in preparation for a mid-July “un-DC.”

Summary

Before September 11, the government knew very little about the people getting on planes bound for
the United States. A fter the attacks, airlines were requlred to provide information about their U.S.-
beund passengers. Some of thisinformation - fiame, contact information. and the like — was drawn

from information supplied to the airline as part of the reservanon process. DHS uses the information

to screen for no-fly violators and terrorist suspects b s D before the plane takes
off!, protecting against mid-flight hijackings and bombings.

For flights between Europe and the U.S., the data must be made available from European air carriers.

EU law has long prohibited the commercial export of personal data to countries whose legal
protections have not been deemed “adequate™ in the view of European data protection authorities.
While the U.S. has many privacy laws, it does not have an overarching data protection regime that
corresponds to every aspect of European law. It has therefore been viewed as “inadequate” by
European standards. and commercial data transfers to the U.S. have lone been restricted (2.

-~

b3S
-

' CBP may automatically access PNR data from European carviers up to 72 hours in advance of a flight. During this
predeparture period, information is screencd against CBP automated systems and risk scores begin to be generated, In

same cms&aﬂ:cwmmmmmmweé%mmﬁrmmmrmw Program,

\

coordinated law enforcement action is also planned in advance with local authorities. Analysis continues up to arrival
and is further supported by the collection of manifest information.
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in 2003, European airlines feared (with reason) that European data protection agencies would view
the PNR transfers as being governed by the existing commeicial requirements and would impose
fines and other penalties on airlines that provided the PNR data to the U.S. Government. To ease
these fears, in May 2004, the United States entered into an agreement with the EU regarding the
rransmisston of PNR data from European air carriers to the USG. The Agreement is accompanied
by a determination that C b~ 5 > ‘adequate™ by European standards as long as the US
adheres to numerous detailed prescriptions worked out with EU negotiators (but unilateraily
imolemented by DHS). T

o

b
2

The PNR Agreement was also controversial in Europe. It was

)

Parliament as insufficiently protective of EU privacy rights. On May 30 the European Courn of
Justice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural - the
equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by finding a
law invalid because it exceeded Congress's Commerce Clause power. Under EU law, commercial
issues fall within the jurisdiction of the EU as part of its “First Pillar” authority. This is the authority
that the EU relied on in entering the Agreement. The ECJ, however, held that the US wanted PNR
data for law enforcement and public secunity reasons. Law enforcement and public security are
exempt from the EU’s commercial data protection laws and arz only partly within the EU’s
authority. Instead-they fall under-the “Third-Pillar,” where the authofity 6f EU central institutions
(the Commission. Parliament and Court of Justice) is more limited and more authority is lefl to the

Member States. T
&
.}

b |

? CBP can share PNR data with other law enforcement agencies, but enly on a case-by-case basis and only for
the purpose of combating terrarism and serious transnational crimes. This restriction prevents PNR
information from being shared in bulk with the intelligence and law enforcement community, and it denijes
those agencics direct access 10 the records. Broader access would allow other agencies to look for patterns in

(Mdmmmmm«m connections berween passengers. ICE, for

example, has expressed its frustration over losing access to this information.




Background

the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal Data --

Two converging events in Europe — the recent European Court of Justice decision on the legality of
V)
have major implications for US law enforcement and security.

1
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* This concern is consistent with Executive Order 13388 and the President’s Memorandum issued on
V) December 16, 2006 to Heads of Execy

tive Departments and Agencies on
Suppeort of Information Sharing Environment.”

)

“Guidelines and Requirements in

Me
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The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over what it
viewed as an attack on personal privacy and its own authority, the European Parliament (EP) filed
two suits in the European Court of Justice (ECJ) challenging the information sharing arrangement.

I
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substanually the same agreement on a new foundauon In order to meet the European Court of
Justice deadline, the Commission will seek to codify its position over the next couple of weeks and
then will call for agreement on the new arrangement by September 30,

b

EU Proposals on Sharing Law Enforcement Information. If that were all that is at stake. this
would be an interesting diplomatic and legal problem for DHS. But itis not. The PNR negotiations
will be closely intertwined with a broader effort * o5

2\ Last October the EU put forward two draft
documents that concemn data sharing and protection in the law enforcement context. They consist of
a draft Framework Directive of the European Parliament and Council on the retention of data and a
proposed Council decision on the protection of personai data in criminal matters. This later proposal

7 Acting under the First Pillar. the EU has also entered into a PNR sharing agreement with Canada. In light of
the EU’s determination that the US Undenakings provided “adequate™ privacy protections, the EU-Canada
agreement authorizes Canada to share PNR data received from the EU with the US. Even though the ECJ has
struck down the EU-US agreement, the EU contends that its similar agreement with Canada rcmams m effect.
Some Canadian government sources are concemed, however, that the absence

(which i5 a First Pillar concept) may now have the effect of prohibiting US-Canada information sharing
derived from EU-originated flights.

y
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sharing with other government agencies). This will mean additiona! restictions for US agencies
sharing data with Europe.'

N

—

Communicable Diseases. . b
Europcan

reaction o anoth i rdermc

strain of avian flu, the government will need to locate all of the passengers and crew, quickly. So the
Centers for Disease Control has proposed a rule requiring airlines to retain PNR for up to 60 days for
that purpose. The top data protection authorities of Europe, known as the “Article 29 Working
Party,” have now decided that this sort of data retention violates EU privacy directives. If given
effect, the Working Party's opinion would place air carriers legal jeopardy because of inconsistent
legal régimes. It reflects a wndespread EU view that privacy rrumps even the critical public health
interests of the United States, ?

nglysi €co endation

bl

'* The adequacy finding granted to the U.S. was specific to the ransfer of PNR data and only extended to its
transmission to CBP. The May 30" decision of the ECJ alsa annuls this decision by the Commission on the
grounds that the Commission did not have the legal authority to grant it

"' If adopted LS ") ihe Draft Decision could conflict with a number of binding and
non-binding information sharing arrangemnents that the United States has signed. For example, we have
signed a 2003 Mutual Legal Assistance Agreement (MLAT) with the Europcan Union and a 200! information
sharing agreement with Europol (the EU-lcvel police agency); with respect to member states, we signed a
2003 MLAT with Germany, which builds on numerous other MLATS: already in force with other EU member
states. The United States also has many exccutive agreements and memoranda of undersianding with member
states under which critical inforrnation is currently being shared. Under EU law, directives supersede bilateral
treatics and agreements and member states must conform their existing agreements with the directive.

nd neither the Commission or the Article 29 Committee have chailenged the DHS-HHS MOU.

@/ ) “-Conversely, Paragraph 34 of the Undertakings allows for the exchange of PNR for public health purposes
a

8
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" Unlike in 2003, this risk is present now because the Court has conclusively ruled that the transfer of PNR

data is a law ¢nforcement marter. While Eur

the Common Market, law enforcement and public security is a relatively new arca of activity at th

opean integration has been the greatest in areas associated with

Fesponsibititics stilt fall 1o the EUMember States. The ECJ firmly placed PNR in

the arca of law enforcement and public security, and as result, any actions taken in this area are likely to set

precedents for further community involveme

nt in other law enforcement maticrs.
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Conclusion

The USG has a paramount interest in ensuring that law enforcement and border control information

continues to flow 1o the United States. In creating | ngEnvironmemweare

working 1o break down walls that restict the sharing of information between Federal agencies,

The PNR Agreement that the US signed with the EL in 2004 is an example of the old-styie anificial
limitation. We entered into the PNR Agreement based upon the EU's argument that the export of
commercial information was subject to special restrictions under EU law, The European Court of
Justice has now heid thai the information is law enforcement information, not commercial
information, so that the rationale for the agreement has now dissolved.
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May 14, 2007

Dear Member of the Luropean Parliament:

‘Thank you for the opporinnity to appear today before the Committee on Civil Libertics, Justice,
and lome Affairs to further our important dialogue on matteres critical to the security of the
Huropean Union and the United States.

We face a shared challenge in preventing acts of terrorism against our countries and our citizens.
At the same time, we share a fundamental and unwavering commitment ta protect the civil
liberties and privacy that are the hallmarks of all free and democratic nations,

Recent terrorist attacks in Algeria and Morocco, as well as earlier attacks in Madrid and London,
the foiled plot this past August against transatlantic aircraft bound for the United States, and the
recent convictions of five British terrorists, underscore the serious nature of the threat we face and
the importance of developing common tools and approuches to covnter this global menace.

One of these tools is Passenger Name Record (PNR) data, which iy a limited set of information
provided by air passengets traveling hetween Furope and the United States. PNR data, uscd in
combination with passenger manifest data, allows U.S. officers to check passenger names and
other basic information against lists of known or suspected terrorists and criminals so that we can
enhance screening of dangerous people and prevent them from boarding commercial aircrafl.

Combined with other intelligenco, we use PNR data to check for links that might reveal unknown
terrorist connections, such us 4 traveler who has provided contact information overlapping with a
koown terrorist. It is our ability to identify these hidden links that has made PNR so valuable to
our counterterrorisin cfforts and the reason it is imperative we reach a new understanding
regarding how this information will continue to be shared and protected.

Below arc scveral oxamples of how analyzing PNR dita has prevented dangerous individuals
trom cntering the United States,

—

* In Junc 2003, nsing PNR data and aother analytics, onc of our inspectors at Chicago's O'Hare
airport pulled aside an individual for secondary inspection and questioning. When the secondary
officers weren't satisficd with his answers they took his fingerprints and denied him entry to the
United States. The next time we saw those fingerprints - or at least parts of them - they were on
the steering wheel of a suicide vehicle that blew up and killed 132 people in Jraq.

* InJanuary 2003, Customs and Border Protection (C)3P) officers in Miami used PNR to
disrupt an internal conspiracy within an airline that was smuggling cocaine between Venezuela
and Miami. A carrupt ticket counter agent would identify low risk travelers (typically familics)
and add an additional bag o their rescrvation after they departed the ticket counter. This bag
would be filled with cocaine. Corrupt nirline employces in Miami plotted to remove the added
bugs from circulation prier 1o inspection by CBP in Miami.
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* On Mareh 11, 2005, CHP arrested two individuals for simuggling drugs from London te
Chicago. Their PNR information revealed the usc of a conmumon credit card. This credit card's
reservation history identified a third vaveler who had used the same card and lsied a sccond
credit card. Analysis of this new credit card number identified three additiona! ravelers. Three
of the fuur new travelers were arrcsted during subsequent travel for drag smuggling.

* ln January 2006, CBP officers used PNR data to identify a passenger posing a high risk for
decmuent fraud. The passenger, posing as a cilizen of Singapore, was scheduled to depart Korea
for the United States. ‘The subject’s travel itinerary was targeted by a query using data from
recent cases of document fraud in Sri Lanka. CHP officers conlacted airline representatives in
Korea and requested assistance in verifying ihe traveler's documents,  With airline assistance,
CBP determined the subjeet’s trave! document was a counterfeit Singapore passport. The subjecet
was in possession of his Sri Lankan passport. The subject was also a positive match to the
Transportation Security Administration’s No I'ly List and suspected of being an armed and
dangerous terrorist. The subject was denied boarding for the tlight, He was subsequenly
stopped on another date using the same method of PNR targeting. In the second incident, he
attempted to travel to the U.S, using a counterfeit UK passport.

*  InFebruary 2006, CBP ofTicers used PNR data to identify a passenger with a high-risk for
narcolics possession arriving from the Dominican Republic. The subject, a retuming 1.8, legal
permancnt resident, purchased his ticket using cash and made ceriain changes to his reservation.
Upon airival, the subject was sclected for an enforcement exam. During an examination of the
subject's personal effects, CBP officers discovered (wu packapes containing heroin. The subject
was placced under arrest and turned over to Immigration and Customs Enforecment for
prosccution,

*  AtBoston Logan Airport in April 2006, CBP officers used PNR data to identify two
passengers whase travel patterns exhibited high-risk indicators. During the secondary interview
pracess, one subject stated that he was traveling to the United States on husiness (or 4 group that
is suspected of having financial ties to Al Qacda, The examination of the subject's baggage
revealed images of armied mien, one of which was labeled "Mujahadin.* Both passengrers were

refused admission.

*  In May 2006, PNR analysis identitied a high-risk traveler arriving at Atlanta Hartsfield
airport from Europe. CBP officers determined that the individual's visa was issued one week prior
to September 11, 2001, yet he had never traveled to the United States. The subject's passport
listed hitn as a "flight instructor” and his reasons for traveling to the United States included the
plan to *see a mon in New York for two days."” The individual was ultimately linked to numerous
individuals who V.S, law enforcement regards as sceurity risks and immigration violators. The
passenger was denied admission.

*  [n May 2006, CBP officers used PNR data to target a high-risk pussenper arriving from
Amsterdam, Officers linked the subject to a split PNR: the second traveler was a Palestinian who
previously claimed political asylum. The high-risk passenger was also identificd through a
known telephone number used by terrorist suspects contained within his PNR. Upon arrival the
subject applied for admission as a Jordanian citizen and was referred to sceondary inspection for
further exarination. T'he subject revealed that his purposc of travel was 1o visit a relative (or
thirty days. During the sccondary inspection, the subject revezled that he had been arrested and
convicted on terrorist related charges in a third country. The subject also admitted to being a
former member of an organization that espouscd political views and supported vielent acts that
include sulcide bombings. ‘The Joint Terrorisiy Task Furce and Inunigration and Customs
Enforcement were contacted and responded to interview the subjeet. Upon completion of the
inierview the subject claimed eredible fear of returning to Jordan. e later recanted and was
cxpeditiously remeved fran the United States.

~ | | 600362
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1€ such u sysiem had been Sally develeped before 9/11. we might have been spared that ‘ragddy.
Considar this: twe hijackers, Nawaq Athamzi, appenred ont a watchlist and would have secn
"Magpad” wihen they purchased their tickets. Through analysis of their PNR dati, we could have
learned that three other hijackers - including Mohammed Atd - used the same address as Alhznzi
and Al-Midhar; five other hijackers used the same telephione number as Aua; and sill one other
used the saine frequent-lyer number. The analysis of PNR and other hasic ata that we use today
woitld have flagged all nincteen hijackers as connected (0 Athamzi and Al-Midhar. If we
surrender this tool, we wiil 2bandon the real-tite defenses that can save our citizons' lives.

‘These concrete examples illustrate the necessity of analyzing and sharing PNR data, But it is also
important to note the strong privacy protections in place ta safeguard this information. PNR data
is protecled under the U.S. Privacy Act and the FFrecdom of Information Act, among other laws,
as well as the robust oversight pruvided through the (7.8, Congress, American courts, and internal
controls such as the Department of Homeland Security’s Privacy Office, Inspector General, and
Government Accountability Office. In addition, our policies cnsure that records pertaining to
foreign nationals are properly protected. PNR data is also used in strict aceordance with U.S,
law. Our oflicers make determinations based on relevant criteria developed from investigative
and intelligence work. PNR data daes not alonc tell us who is and who isn't a wrrorist, It simply
helps our officers make a more complete and informed asscssment at the border 1o decide who
warrants further scrutiny prior to entry. And PNR data is not used to create 2 "risk score” that
remains with an individual or automatically adds a person to a wrrorist watch list.

One of the central lessons of the 9711 attacks, and subsequent attacks in Burope and clsewhere, is
that we must break down barriers to inforiuation shaving, That same lesson must extend to our
use of PNR data. We must not take this valuable counter-terrorism tool away from horder law
cntorcement professionals by limiting or restricting the kind of information sharing and analysis

that has already proven ellective,

1 appreciate the time you have given me today to address the Committes, and | look forward to
working with you as we seck new ways to strengthen international cooperation in aur figght
agaiust terrorism while proiceting the fundamental rights and libertics we all cherish.
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