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hunts personal inr'.-r;i;:itinn coHectcd h1- ivirnne.ru! entries :re?n hcing ari.irgj ;ytii \_ 
Lii\ernnicnial ent tic*) ,md LS lau i which rc\|uirec' trie O'hccti •n and_;Jjigejj.UfLJIK'H 

tt 
f ' i 

^ 0 
\ -

l ' ™ 2 ^ .1 
T _ _ _ _ _ _ _ _ _ _ _ _ _ J ^ t t f »0at ^"-01-in.ng , new J g r e c r t 1 c n t b> t h J 5 ^ 

''"•""fitted: 3 

'^matted: 5 v?>s 7-., ,£..'.. ~\ '' 

* r * s t e : i- • r,.. 'Sent <H 

' c l 
44-

^ . a 7 5 ' . , s t a , b ^ ; a T : 

fotmatted: .r.> 

J*:. 
^ os:906 

j,)<n^c' '. ^ ' , l f - ^ f M 
/• c, 

\-c(r^'. •? 
'- C^.v? 

http://ivirnne.ru


FOR <JFF1CI,\L I *»r 0M.> - SOT VCR r>'S FR1 lit HON 

b 

b̂ > 

iieteo- ^ 45- J 
c o m a n e d : i " 

for-ratted: ••• * .ett 

f o r m a t f d : ; ..cts 4no ". . '•..~r •' j 

X 

'.U 

( 0 ' - \ 

': *1 

ro 
\ 

•f 

i> 

toniAttad 

A/ 
DaMtadt lur 

>. L ' 
Formattmd; z.ri N«:'.»|(C 

Formattadi 

rw I iiajttad* 

Forroattadi 

•<c . J 

Starts 

indent 

•*tl Of 

tine Nu 

laft: • S" 

.n« 

formattadi : , - • * ( * • .eft, <;.S" 

f U l l l U t f d ! 5 . f A _.y <1 ')ln-;:-»~?y 

•ormattad: :-

Formatted: * . 

Formatted: ; -

formatted: z . 

•iur- •• •) 

;.:307 



FOR OFFICIAL L'SE ONLY NOT FOR DISTRIBUTION 

C 
FertmttMt :-:ent: (.eft 

loT w n 
/^ 

/ ( ~\ ,' Background H i I.A 1 , > 'I L<>'vs lNJ; 
> 

•• < • i v J ) < i \ L 

U 

« ; 

fwo converging events in IZurope - the recent European Court M Justice tecision en (he legality 
•t'"he EL'-'.S PNR Agreement md a Jrart EL' cramework Decision ."r. Fxchanse cf Criminal 

D.ita--have major implications for L'S law enforcement and security^-

The EL-L S PNR Agreement. As noted, in May -'004. after substann:il Negotiations. :iie 
Department of Homeland Security entered into an agreement relating to trie sharing of PNR 
nformation collected by air carriers flying to the I nited States from Europe. Central to the 

Agreement ^as a set of Undertakings made by Customs and Border Protection (CBP) regarding 
how it would treat the PNR data transmitted to it% Several of the limitations in those 
L ndertakings significantly restrict L'S opportunities to use information for investigative and law 
enforcement purposes. 

The most significant of these limitations, from the DHS perspective, are the following. 

Pomutti 
:•-. e*eJ • 
; ' c ' , -
:" "Jts. 

. • M i l ' ^ * ' • 

3««tad: 

« i 
1 

•d: :-:*-
• . * \ * • ; 

his i".?r-

. .... 
- i l l -•*-• 

«*». 

Oawccdi t 

•••• i t 

* *''i 
.* - I 

•it 1 6 • 
- t a t f ^ j . 

Datatadi 

Datatad: 1.6 s-

' J . J . . 



\T3\XT?™" 

FOR OI-TiglAl. USE O.NLV - NOT FOR DISTRIBUTION 

• (. 

Deleted: k>£ J 

The ECJ PNR Case. The European Parliament (EPj filed two suits in the European Conn of 
Justice (ECJ) challenging the information sharing arrangement. 

On May 30. 2006, the ECJ issued its opinion in the lawsuits The opinion did not address the 
rricnt.s of the El-US PNR Agreement or the role of the Parliament. Rather, the decision turned 
on the lack of competence of the Commission and Council to enter into the Agreement in the 
first instance. The EtJ had based its authority on the so-called "First Pillar." which allows the 
EL' to regulate trade and commercial matters. The ECJ hefd (as the US had argued earlier) rhai 
the requirement that PNR data be sent to the US was a law enforcement and national security 
matter. Such transfers, the court held, were excluded from the data protection directive 
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E l Proposals on Sharing laiw Fnforcemeni Information. The ?NB neitotiarions w.l! be 
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hanng in she area of law enforcement. Fast ' >ctober the FU put fbr« ird .wo draft documents 

•hat .•oncern data sharing andprotection. an.ihejAvv-^fjr-enient . o n w a They cotasrst of a draft 
i ramework Directive of the European Parliament and Council uii rhe retention of data and a 
proposed Council decision r?n the protection .a'per-o.aa! dara m criminal Tuners. C . 

Article 15 of rhe draft Framework Directive, which would have rhe force of law within the 
European Union, lays out procedural rules for information sharing between individual EU 
.iiember states.' 
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-.-'/ Purpose: 
To n. 

fU-parrment of Homeland Security 
'- S Immigration and Customs Enforcement 

Discussion Document 
i-S-EV PNR Dialogue 

To pro\ ide talking points and background information on the Passenger Name Record (PNR) 
issue and related developments concerning law enforcement information sharing 'vith the 
European Union (EU). 
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[y'j, : DHS is committed to working with the Commission and the Finnish Presidency re 
identify a community '.vide arrangement. 
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•AJ: Background (WHAT FOLLOWS IS BACKGROUND ONLY - NOT FOR 
" y DISSEMINATION): 

•J ) Two converging events in Europe - the recent European Court of Justice decision on the legality 
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal 
Data -- have major implications for US law enforcement and security. 

J • The EU-US PNR Agreement. As noted, in May 2004, after substantial negotiations, the 
J" Department of Homeland Security entered into an agreement relating to the sharing of PNR 

information collected by air carriers flying to the United States from Europe. Central to the 
Agreement was a set of Undertakings made by Customs and Border Protection (CBP) regarding 
how it would treat the PNR data transmitted to it. Several of the limitations in those 
Undertakings significantly restrict US opportunities to use information for investigative and law 
enforcement purposes. 

The most significant of these iimiracions, from, rhe DHS perspective, are the following 
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^y } The ECJ PNR Case. The European Parliament (EP) filed two suits in the European Court of 
Justice (ECJ) challenging the information sharing arrangement. 

Q) , On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the 
merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned 
on the lack of competence of the Commission and Council to enter into the Agreement in the 
first instance. The EU had based its authority on the so-called "'First Pillar," which allows the 

_FTT forfcnlntr trnrfi iml i rumiii'iri.il mnttrn I he t < 'I hr\\\ ( , Ihi J^ lmr l irrnrrf "irhrrj rhTTr 
the requirement that PNR data be sent to the US was a law enforcement and national security 
matter. Such transfers, the court held, were excluded from the data protection directive 
governing commercial data expons. If they are to be regulated, the court implied, it would have 
to be done under the "Third Pillar." 

That is what >he EU proposes \o do. It has obtained authority from its Member Stales to erect 
substantially the same agreement on a new foundation. In order to meet the European Court of 
Justice deadline the Commission will seek to codify its position over the next couple of weeks 
and then will call for agreement on the new arrangement bv September 30. 
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"•- J Article 15 of the draft Framework Directive, which would have the force of law within the 

European Union, lays out procedural rules for information sharing between individual EU 
member states.1 

\ 

,:\ 

,C ) 

/ "\ For example, the Draft Decision contains provisions on time limits hr rstentiun of shaied data, ensuring the 
{ V- ) accuracy of shared data, logging and mdit trails, JS '.veil is restrfctfons i miting further use of'.he Jata to the original 
N~" purpose for which it was first transmitted. In effect, it borrows heavily from the P'SR Agreement and the 

Liidertaivin^s. 
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Department of Homeland Security 
US Immigration and Customs Enforcement 

Discussion Document 
US-EU PNR Dialogue 

Purpose: 
To provide talking points and background information on the Passenger Name Record (PNR) 
issue and related developments concerning law enforcement information sharing with the 
European Union (EU). 
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\? 
The Agreement was intended to resolve a perceived conflict between EU law (which 
limits personal information collected by commercial entities from being shared with 
governmental entities) and US law (which required the collection and dissemination 
of PNR data). 

b 
• The PNR Agreement was challenged by the European Parliament as insufficiently protective 

r N ofEU privacy rights, and on May 30,2006. the European Court of Justice (ECJ) struck down 
V ^ M the Agreement. 

The ECJ nullified the agreement on the procedural grounds that it was signed under 
the wrong EU legal authority - the one that deals with commercial issues rather than 
the one that deals with law enforcement and public security. 

^ 

The EU notified the US that it will terminate the current Agreement on 
September 30, 2006 and has set a goal of establishing a new agreement by this date. 
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Background 

iN Two converging events in Europe - the recent European Court of Justice decision on the legality 
>^J o f the EU-US PNR Agreement and a draft EU Framework Decision on Exchange nf Criminal 0 of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal 

Data -- have major implications for US law enforcement and security. 

The EU-US PNR Agreement. As noted, in May 2004, after substantial negotiations, the 
Deportment of Homeland Security entered into an agi cement iclaiiiig lu die sharing of PNR 
information collected by air carriers flying to the United States from Europe. Central to the 
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v̂ Agreement was a set of Undertakings made by Customs and Border Protection (CBP) regarding 
V\A how it would treat the PNR data transmitted to it.1 Several of the limitations in those 

Undertakings significantly restrict US opportunities to use information for investigative and law 
enforcement purposes. 

The most significant of these limitations, from the DHS perspective, are the following: 
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The ECJ PNR Case. The European Parliament (EP) filed two suits in the European Court of 
Justice (ECJ) challenging the information sharing arrangement 

On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the 
merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned 
on the lack of competence of the Commission and Council to enter into the Agreement in the 
first instance. The EU had based its authority on the so-called "First Pillar," which allows the 
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that 
the requirement that PNR data be sent lo the US was a law enforcement and national security 
matter. Such transfers, the court held, were excluded from the data protection directive 
governing commercial data exports. If they are to be regulated, the court implied, it would have 
to be done under the "Third Pillar." 

That is what the EU proposes to do. It has obtained authority from its Member States to erect 
substantially the same agreement on a new foundation. In order to meet the European Court of 
Justice deadline the Commission will seek to codify its position over the next couple of weeks 
and then will call for agreement on the new arrangement by September 30. 

EU Proposals on Sharing Law Enforcement Information. The PNR negotiations will be 
closely intertwined with a broader effort to establish restrictive. EU-wide rules for information 
sharing in the area of law enforcement. Last October the EU put forward two draft documents 
that concern data sharing and protection in the law enforcement context They consist of a draft 
Framework Directive of the European Parliament and Council on the retention of data and a 
proposed Council decision on the protection of personal data in criminal matters. £_ lo S~ - 3 

2 This concern it conswacnl with E««culiv» Order 13388 and die President's Memorandum issued on Dciciiibci 16; 
2006 lo Heads of Executive Departments and Agencies oo "Guidelines and Requirements in Support of Information 
Sharing Environment." 
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Article 15 of the draft Framework Directive, which would have the force of law within the 
European Union, lays out procedural rules for information sharing between individual EU 
member states.3 

c 3 

v 

^ 
' For example, the Draft Decision contains provisions on time limits for retention or shared data, ensuring the 
accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the data to the original 
purpose for which it was first transmitted. In effect, it borrows heavily from the PNR Agreement and the 
Undertakings. 
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Department of Homeland Security 
US Immigration and Customs Enforcement 

Discussion Document 
US-EL PNR Dialogue 

Purpose: 
f , i'\ To provide talking points and background information on the Passenger Name Record (PNR) 
V ^' ' issue and related developments concerning law enforcement information sharing with the 

European Union (EU). 
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The Agreement was intended to resolve a perceived conflict between EU law (which 
limits personal information collected by commercial entities from being shared with 
governmental entities) and US law (which required the collection and dissemmajion 
of PNR daiaj 

b 
The PNR Agreement was challenged bv the European Parliament as insufficiently protective • 
of EU privacy rights, and on May 30. 2006. the European Court of Justice (Ed) struck down 
the Agreement. 

o The ECJ nullified the agreement on the procedural grounds that it was signed under -
the wrong EU legal authority - the one that deals with commercial issues rather than 
the one that deals with law enforcement and public security. 

• The EU notified the US that it will terminate the current Agreement on 
( OX September 30, 2006 and has set a goal of establishing a new agreement by this date. 
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Two converging events in Europe - the recent European Court of Justice decision on the legality 
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal 
Data - have major implications for US law enforcement and security. 

The EU-US PNR Agreement. As noted, in May 2004, after substantial negotiations, the 
Department of Homeland Security entered into an agreement relating to the sharing of PNR 
information collected by air carriers flying to the United States from Europe. Central to the 
Agreement was a set of Undertakings made by Customs and Border Protection (CBP) regarding 
how it would treat the PNR data transmitted to it.1 Several of the limitations in those 
Undertakings significantly restrict US opportunities to use information for investigative and law 
enforcement purpose*. — — — " 

: * » > 1 

The most significant of these (imitations, from the DHS perspective, are the following (WHAT 
FOLLOWS IS BACKGROUND ONLY - NOT FOR DISSEMINATION): 
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( \W T h c E C J P N R C M e - The European Parliament (EP) Tiled two suits in the European Court of 
v - Justice (ECJ) challenging the information sharing arrangement. 

(jD 

On May 30, 2006, thc ECJ issued its opinion in the lawsuits. The opinion did not address the 
merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned 
on the lack of competence of the Commission and Council to enter into the Agreement in the 
first instance. The EU had based its authority on the so-called "First Pillar," which allows the 
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that 
the requirement that PNR data be sent to the US was a law enforcement and national security 
matter. Such transfers, the court held, were excluded from the data protection directive 

J*5 
1 Tnis concern is consistent with Executive Order 13388 and the President's Memorandum issued on December 16, 
2006 to Heads of Executive Departments and Agencies on "Guidelines and Requirements in Supporl of Information 
Sharing Environment." 
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That is what the EU proposes to do. It has obtained authority from its Member States to erect 
substantially the same agreement on a new foundation. In order to meet the European Court of 
Justice deadline the Commission will seek to codify its position over the next couple of weeks 
and then will call for agreement on the new arrangement by September 30. 

/ —. EU Proposals on Sharing Law Enforcement Information. The PNR negotiations will be 
\vK) closely intertwined with a broader effort to establish restrictive, EU-wide rules for information 
^ sharing in the area of law enforcement Last October the EU put forward two draft documents 

that concern data sharing and protection in the law enforcement context. They consist of a draft 
Framework Directive of the European Parliament and Council on the retention of data and a 
proposed Council decision on the protection of personal data in criminal matters. <C 

. —£3= 

0 UJ 
Article 15 of the draft Framework Directive, which would have the force of law within the 
European Union, lays out procedural rules for information sharing between individual EU 
member states.3 

C 0 

V 

[ ^ For example, the Draft Decision contains provisions on time limits for retention of shared data, ensuring the 
accuracy of shared data, logging and audit trails, as well as restrictions limiting farther use of the data to die original 
purpose for which it was first transmitted. In effect, it borrows heavily from the PNR Agreement and (he 
Undertakings. 
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Department of Homeland Security 
I'S Immigration and Customs Enforcement 

Discussion Document 
US-EL: PNR Dialogue 

Purpose: 
To pro\ ide talking points and background information on the Passenger Name Record (PNR) 
issue and related developments concerning law enforcement information sharing with the 
European Union (EU). 

^ \ h 

voC o The Agreement was intended to resolve a perceived conflict between EU law (which 
^ » r \ limits personal information collected by commercial entities from being shared with 

\ ^ ^ governmental entities) and US law (which required the collection and dissemination 
X of PNR data). 

*> 

• The PNR Agreement was challenged by the European Parliament as insufficiently protective 
, _ of EU privacy rights, and on May 30, 2006. the European Coun of Justice (ECJ) struck down 
I V^ J the Agreement. 

o The ECJ nullified the agreement on the procedural grounds that it was signed under 
the wrong EU legal authority - the one that deals with commercial issues rather than 
the one that deals with law enforcement and public security. (jfc 

r • The EU notified the US that it will terminate the current Agreement on 
I v^\ September 30. 2006 and has set a goal of establishing a new agreement by this date. 
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Background 

( iCi ^ w o c o n v e rSmS events in Europe - the recent European Court of Justice decision on the legality 
\ J * * of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal 

Data -- have major implications for US law enforcement and security. 

r ^ \ The EU-US PNR Agreement As noted, in May 2004, after substantial negotiations, the 
V Department of Homeland Security entered into an agreement relating to the sharing of PNR 

information collected by air carriers flying to the United States from Europe. Central to the 
Agreement was a set of Undertakings made by Customs and Border Protection (CBP) regarding 
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( 0^ T h e m o s t s i 8 n i f i c a m or these limitations, from the DHS perspective, are the following: 
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tft" The ECJ PNR Case. The European Parliament (EP) filed two suits in the European Court of 
Justice (ECJ) challenging the information sharing arrangement. 

^ 

_ On May 30,2006. the ECJ issued its opinion in the lawsuits. The opinion did not address the 
. \ A merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned 

on the lack of competence of the Commission and Council to enter into the Agreement in the 
first instance. The EU had based its authority on the so-called ''First Pillar," which allows the 
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that 
the requirement that PNR data be sent to the US was a law enforcement and national security 
matter. Such transfers, the court held, were excluded from the data protection directive 
governing commercinl data exports. If they are to be regulated, the court implied, ii would have 
to be done under the Third Pillnr." 

Cv£> That is what the EU proposes to do. It has obtained authority from its Member States to erect 
substantially the same agreement on a new foundation. In order to meet the European Court of 
Justice deadline ihc Commission will seek to codify its position over the next couple of weeks 
and then will call for agreement on the new arrangement by September 30. 

EU Proposals on Sharing Law Enforcement Information. The PNR negotiations will be 
KX.) closely intertwined with a broader effort to establish restrictive, EU-wide rules for information 

sharing in the area of law enforcement. Last October the EU put forward two draft documents 
that concern data sharing and protection in the law enforcement context. They consist ofa draft 
Framework Directive of the European Parliament and Council on the retention of data and a 
proposed Council decision on the protection of personal data in criminal matters. C_ 
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(u> Article 15 of the draft Framework Directive, which would have the force of law within ihe 
European Union, lays out procedural rules for information sharing between individual EL' 
member states.' 
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Purpose: 
To provide talking points and background information on the Passenger Name Record (PNR) 
issue and related developments concerning law enforcement information sharing with the 
European Union (EU). 

^ 
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* * * * * 
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( ^ 

o The Agreement was intended to resolve a perceived conflict between EU law (which 
limits personal information collected by commercial entities from being shared with 
governmental entities) and US law (which required the collection and dissemination 
of PNR data). 

k>\ 
pn 

^ 

The PNR Agreement was challenged by the European Parliament as insufficiently protective 
•^ of EU privacy rights, and on May 30, 2006, the European Court of Justice (ECJ) struck down 

V^ the Agreement. 

o The ECJ nullified the agreement on the procedural grounds that it was signed under 
"*M the wrong EU legal authority - the one that deals with commercial issues rather than 

the one that deals with law enforcement and public security. C ^ 

The EU notified the US that it will terminate the current Agreement on 
yTN̂  September 30. 2006 and has set a goal of establishing a new agreement by this date. 

o On 7/17 the European Commission provided a proposed replacement text. 
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(\h)o DHS is committed to working with the Commission and the Finnish Presidency to 
identify a community wide arrangement. 
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Background (WHAT FOLLOWS IS BACKGROUND ONLY - NOT FOR 
DISSEMINATION): 

Two converging events in Europe - the recent European Court of Justice decision on the legality 
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal 
Data -- have major implications for US law enforcement and security. 

The EU-US PNR Agreement. As noted, in May 2004. after substantial negotiations, the 
Department of Homeland Security entered into an agreement relating to the sharing of PNR 
information collected by air carriers flying-to the United States from Europe. CentraLto the 
Agreement was a set of Undertakings made by Customs and Border Protection (CBP) regarding 
how it would treat the PNR data transmitted to it. Several of the limitations in those 
Undertakings significantly restrict US opportunities to use information for investigative and law 
enforcement purposes. 

v ^ ' The most significant of these limitations, from the DHS perspective, are the following 

e^ 
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f £\ The ECJ PNR Case. The European Parliament (EP) filed two suits in the European Court of 
\ Justice (ECJ) challenging the information sharing arrangement. 

On May 30. 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the 
merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned 
on the lack of competence of the Commission and Council to enter into the Agreement in the 

, «v first instance. The EU had based its authority on the so-called "First Pillar," which allows the 
y>>) EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that 

the requirement that PNR data be sent to the US was a law enforcement and national security 
matter. Such transfers, the court held, were excluded from the data protection directive 
governing commercial data exports. If they arc to be regulated, the court implied, it would have 

- t o be done-under the—Third PiUajv" 

That is what the EU proposes to do. It has obtained authority from its Member States to erect 
substantially the same agreement on a new foundation. In order to meet the European Court of 
Justice deadline the Commission will seek to codify its position over the next couple of weeks 
and then will call for agreement on the new arrangement by September 30. 
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EU Proposals on Sharing Law Enforcement Information. The PNR negotiations will be 
closely intertwined with a broader effort to establish restrictive, EU-wide rules for information 
sharing in the area of law enforcement. Last October the EU put forward two draft documents 
that concern data sharing and protection in the law enforcement context. They consist of a draft 
Framework Directive of the European Parliament and Council on the retention of data and a 
proposed Council decision on the protection of personal data in criminal matters. C_ 

Article 15 of the draft Framework Directive, which would have the force of law within the 
European Union, lays out procedural rules for information sharing between individual EU 
member states.1 

1 For example, the Draft Decision contains provisions on lime limits for retention of shared data, ensuring the 
accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the data to the original 
purpose for which it was first transmitted. In effect, it borrows heavily from the PNR Agreement and the 
Undertakings. 
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To provide talking points and background information on the Passenger Name Record (PNR) 
issue and related developments concerning law enforcement information sharing with the 
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Tlte Agreement was intended lo resolve a perceivedconllict between FU law (which 
limits personal information collected b\ commercial entities from beinu shared with 
governmental entities) and US law (which required the collection and dissemination 
of PNR data). 
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The PNR Agreement waschallenued bv the European Parliament as insufficiently protective 
of EU privacy righis. and on Mav 30. 2006. the European Court of Justice (ECJ> struck down ( •>( 

' the Agreement. 

N . The EC'J nullified the aureement on the procedural grounds thai it was signed under • 
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Background ' . • ' ^ . . 

J\ Two converging events in Europe - the recent European Court of Justice decision on the legalil) 
^ ' of the EU-US PN'R Agreement and a draft EL Framework Decision on Exchange of Criminal 

Data - have major implications for US law enforcement and security. 

* \ The El ' - l 'S PNR Agreement. As noted, in May 2004, after substantial negotiations, the 
I v ^ ) Department of Homeland Security entered into an agreement relating to the sharing of PNR 
V ^ information collected by air carriers Hying to the United Stales from Europe. Central to the 

Agreement was a set of Undertakings made by Customs and Border Protection (COP) regarding 
| how it would treat the PNR data transmitted to it. Several of Ihe limitations in those 

Undertakings significantly restrict US uppoituuitita to use in formation for Investigative and law 
enforcement purposes. 
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r \ The ECJ PNR Case. The European Parliament (EP) filed two suits in the European Court of 
' Justice (ECJ) challenging the information sharing arrangement. 

0̂  
On May 30, 2006, the LCJ issued its opinion in the lawsuits. The opinion did not address the 
merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned 
on the lack of competence of the Commission and Council to enter into the Agreement in the 
first instance. The EU had based its authority on the so-called "First Pillar," which allows the 
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that 
the requirement that PNR data be sent to the US was a law enforcement and national security 
matter. Such transfers, the court held, were excluded from the data protection directive 
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^ gov eming commercial data exports. If they are to be regulated, the court implied, it would have 
to be done under the "Third Pillar." 

That is what the EU proposes to do. It has obtained authority from its Member States to erect 

e^Vj substantial)} the same agreement on a new foundation. In order to meet the European Court of 
Justice deadline the Commission will seek to codify its position over the next couple of weeks 
and then will call for agreement on the new arrangement by September 30. 

t: 
"*s El Proposals on Sharing Law Enforcement Information. The PNR negotiations will be 
•^ closely intertwined with a broader effort to establish restrictive, EU-wide rules for information 

sharing in the area of law enforcement. Last October the EU put forward two draft documents 
that concern dau sharing and protection in the law enforcement context. They consist of a draft 
Framework Directive of the European Parliament and Council on the retention of data and a 
proposed Council decision on the protection of personal data in criminal matters. CT-

• ̂  Ankle 13 of the Uiaft Fiainewurk Directive, which would have the force of law within the 
European Union, lays out procedural rules for information sharing between individual EU 
member states.' ^ 

^ 
$ 

dieted: 

^ 
For example, the Draft Decision contains provisions on time limits for retention of shared data, ensuring the 

accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the data to the original 
purpose for which it was fust transmitted In effect it borrows heavil) Irom the PNR Agreement and the 
Undertakings ~~ " — — — — — 
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The Agreement was intended to resolve a perceived conflict between EU law (which 
limits personal information collected bv commercial entities from being shared with 
governmental entities) and US law (which required the collection and dissemination 
of PNR data). 
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» The PNR Agreement was challenged bv the European Parliament as insufficiently protective * 
•^ of EU privacy rights, and on May 30. 2006. the European Court of Justice fECJl struck down 

\ the Agreement. !£ 
( d ^ 

The ECJ nullified the agreement on the procedural grounds that it was signed under 
the wrong EU legal authority - the one that deals with commercial issues rather than 
the one thai deals with law enforcement and public security. 

• The EU notified the US that it will terminate the current Agreement on 
( v£^ September 30, 2006 and has set a goal of establishing a new agreement by this date. 
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Backs I'OII nd 

Two converging events in Euiope -- the recent European Court of Justice decision on the legality 
of the HU-US PNR Agreement and a draft EU IYamcwork Decision on Exchange of Criminal 
Data - have major implications for US law enforcement and security. 

The EL'-L'S PNR Agreement. As noted, in May 2004, after substantial negotiations, the . 
Ov} Department of Homeland Security entered into an agreement relating to the sharing of PNR 

information collected by air carriers flying to the United Slates from Europe. Central to die 
Agreement was a set of Undertakings made by Customs and Border Protection (CBP) regarding 
how it would treat the PNR data transmitted to it.' Several of the limitations in those 
Undertakings significantly restrict US opportunities to use information for investigative and law 
enforcement purposes. 
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• * * * * 

The Agreement was intended to resolve a perceived conflict between EU law (which 
limits personal information collected by commercial entities from being shared with 
governmental entities) and US law (which required the collection and dissemination 
of PNR data). 

kl 
• The PNR Agreement was challenged by the European Parliament as insufficiently protective 
^v of EU privacy rights, and on May 30, 2006, the European Court of Justice (ECJ) struck down 

\ ^ ' the Agreement. 

^ 
The ECJ nullified the agreement on the procedural grounds that it was signed under 
the wrong EU legal authority - the one that deals with commercial issues rather than 
jheonethat deals^vithJa^v ejnjor^me 

The EU notified the US that it will terminate the current Agreement on 
September 30, 2006 and has set a goal of establishing a new agreement by this date. 
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Background 

"(vSi Two converging events In Europe - the recent European Court of Justice decision on the legality 
of the EL'-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal 
Data - have major implications for US law enforcement and security. 

[ yi ] The ELr-L'S PNR Agreement. As noted, in May 2004. after substantial negotiations, the 
\ ^ Department of Homeland Security entered into an agreement relating to the sharing of PNR 
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V 
^ information collected by air carriers flying to the United States from Europe. Central to the 

Agreement was a set of Undertakings made by Customs and Border Protection (CBP) regarding 
how it would treat the PNR data transmitted to it.1 Several of the limitations in those 
Undertakings significantly restrict US opportunities to use information for investigative and law 
enforcement purposes. 

he most significant of these limitations, from the DHS perspective, are the following: 
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^T\ The ECJ PNR Case. The European Parliament (EP) filed two suits in the European Court of 
Justice (ECJ) challenging the information sharing arrangement. 

Qft 

On May 30. 2006. the ECJ issued its opinion in the lawsuits. The opinion did not address the 
merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned 
on the lack of competence of the Commission and Council to enter into the Agreement in the 
first instance. The EU had based its authority on the so-called "First Pillar,'- which allows the 
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that 
the requirement that PNR data be sent to the US was a law enforcement and national security 
matter. Such transfers, the court held, were excluded from the data protection directive 
governing commercial data exports. If they are to be regulated, the court implied, it would have 
to be done under the "Third Pillar." 

vĵ ) That is what the EU proposes to do. It has obtained authority from its Member States to erect 
substantially the same agreement on a new foundation. In order to meet the European Court of 
Justice deadline the Commission will seek to codify its position over the next couple of weeks 
and then will call for agreement on the new arrangement by September 30. 

r J^\ EU Proposals on Sharing Law Enforcement Information. The PNR negotiations will be 
\^ closely intertwined with a broader effort to establish restrictive, EU-wide rules for information 

sharing in the area of law enforcement. Last October the EU put forAvardlwG-diafi documents — 
that concern data sharing and protection in the law enforcement context. They consist of a draft 
Framework Directive of the European Parliament and Council on the retention of data and a 
proposed Council decision on the protection of personal data in criminal matters. " f* 1Q 5" ~~\ 

\P\ : This concern is consistent with Executive Order 13388 and the President's Memorandum issued on December 16, 
2006 to Heads of Executive Departments and Agencies on "Guidelines and Requirements in Support of Information 
Sharing Environment." 
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Article 15 of the draft Framework Directive, which would have the force of law within the 

^ J European Union, lays out procedural rules for information sharing between individual EU 
member states.3 
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. r*\ } For example, the Draft Decision contains provisions on time limits for retention of shared data, ensuring the 
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purpose for which it was first transmitted. In effect, it borrows heavily from the PNR Agreement and the 
Undertakings. 
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.Background 
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Data -- have major implications Foi IJS law enforcement and waa io 

"• The KL-IS PNR Agreement. A> noted m MJ> IOUA after 5ul'M.o:!ia; negotiation-, the 
\ VA Department or Homeland Security entered into an agreement relating to the sharing of PNR 
v—' information collected b> air carriers tl> in^ to the United State* front Europe. Contra! io the 

Agreement uaj a set ot'!. ndertakinys made K Uuiiortu and Border Pre:e:>:on (CBPi "ei_d.rdma 
henv it would treat the PNR data transmitted :o it Several of the limitation* in those 
Undertakings significant!', restrict l.'S opportunities to use information for investigative and Inv. 
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e The ECJ PNR Case. The European Parliament (EP) filed two suits in the European Court of 

Justice (ECJ) challenging the information sharing arrangement. 

V* £» 
On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the 
merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned 
on the lack of competence of the Commission and Council to enter into the Agreement in the 
first instance. The EU had based its authority on the so-called "First Pillar," which allows the 
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that 
the requirement that PNR data be sent to the US was a law enforcement and national security 
matter. Such transfers, the court held, were excluded from the data protection directive 

X 
^y\ ' This concern is consistent with Executive Order 13388 and the President's Memorandum issued on December 16, 

2006 to Heads of Executive Departments and Agencies on •'Guidelines and Requiremmtt in Support nf informant 
Sharing Environment." 
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governing commercial data expons. If they are to be regulated, the coun implied, it would have 
to be done under the 'Third Pillar." 

That is what the EU proposes to do. It has obtained authority from its Member States to erect 
substantially the same agreement on a new foundation. In order to meet the European Coun of 
Justice deadline the Commission will seek to codify its position over the next couple of weeks 
and then will call for agreement on the new arrangement by September 30. 

<J 
-. EU Proposals on Sharing Law Enforcement Information. The PNR negotiations will be 
\jO closely intertwined with a broader effort to establish restrictive. EU-wide rules for information 

sharing in the area of law enforcement. Last October the EU put forward two draft documents 
that concern data sharing and protection in the law enforcement context. They consist of a draft 
Framework Directive of the European Parliament and Council on the retention of data and a 
proposed Council decision on the protection of personal data in criminal matters. £ 

I? 

Article 15 of th» draft Framework Directive, wliidi would have the force ot law within the 
European Union, lays out procedural rules for information sharing between individual EU 
member states3 

b 
<r 

• \J ' For example, the Draft Decision contains provisions on time limits for retention of shared data, ensuring the 
V. accuracy of shared data, logging and audit (rails, as well as restrictions limiting further use oflhc data to the original 

$ bl 
purpose for which it was first transmitted. In effect, il borrows heavily from the PNR Agreemcnl and the 
Undertakings 
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Department of Homeland Security 
US Immigration and Customs Enforcement 

Discussion Document 
US-EU PNR Dialogue 

Purpose: 
,j^) To provide talking points and background information on the Passenger Name Record (PNR) 

issue and related developments concerning law enforcement information sharing with the 
European Union (EU). 

4' vfi 

u$-
^x 

J 
* * * * * 

kl 

l*p 

o The Agreement was intended to resolve a perceived conflict between EU law (which 
limits personal information collected by commercial entities from being shared with 
governmental entities) and US law (which required the collection and dissemination 
of PNR data). 

y 
• The PNR Agreement was challenged by the European Parliament as insufficiently protective 

of EU privacy rights, and on May 30, 2006, the European Court of Justice (ECJ) struck down 
the Agreement. 

I: 
o The ECJ nullified the agreement on the procedural grounds that it was signed under 

v^i the wrong EU legal authority - the one that deals with commercial issues rather than 
the one that deals with law enforcement and public security. 

• The EU notified the US that it will terminate the current Agreement on 
( \ p \ September 30, 2006 and has set a goal of establishing a new agreement by this date. 

002726 

,\rj, 
IQ&ZT 



FOR OFFICIALESE ONLY - NOT FOR DISTRIBUTION 

,«© l\ w 
i ^ \ o DHS is committed to working with the Commission and the Finnish Presidency to 
I ' identify a community wide arrangement. 

^ ^v r 
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Background (WHAT FOLLOWS IS BACKGROUND ONLY - NOT FOR 
DISSEMINATION): 

0 ^ Two converging events in Europe - the recent European Court of Justice decision on the legality 
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal 
Data -- have major implications for US law enforcement and security. 

3̂ f^ Tlie EU-US PNR Agreement. As noted, in May 2004, after substantial negotiations, the 
Department of Homeland Security entered into an agreement relating to the sharing of PNR 
information collected by air carriers flying to the United States from Europe. Central to the 
Agreement was a set of Undertakings made by Customs and Border Protection (CBP) regarding 
how it would treat the PNR data transmitted to it. Several of the limitations in those 
Undertakings significantly restrict US opportunities to use information for investigative and law 
enforcement purposes. 

t vî ) The most significant of these limitations, from the DHS perspective, are the following 

( ! 
c) 

u 

c* 

(£> 
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The ECJ PNR Case. The European Parliament (EP) filed two suits in the European Court of 
Justice (ECJ) challenging the information sharing arrangement. 

fO On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the 
. merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned 
\ on the lack of competence of the Commission and Council to enter into the Agreement in the 

first instance. The EU had based its authority on the so-called "First Pillar," which allows the 
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that 

— the requirement that PNR data be sent to the Us was a law enforcement and national security 
matter. Such transfers, the court held, were excluded from the data protection directive 
governing commcrciaJ data exports. If they are to be regulated, the court implied, it would have 
to be done underjhe "Third Pillar." 

( vjO That is what the EU proposes to do. It has obtained authority from its Member States to erect 
X substantially the same agreement on a new foundation. In order to meet the European Court of 

Justice deadline the Commission will seek to codify its position over the next couple of weeks 
and then will call for agreement on the new arrangement by September 30. 
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f i l \ EU Proposals on Sharing Law Enforcement Information. The PNR negotiations will be 
V closely intertwined with a broader effort to establish restrictive, EU-wide rules for information 

sharing in the area of law enforcement. Last October the EU put forward two draft documents 
that concern data sharing and protection in the law enforcement context. They consist of a draft 
Framework Directive of the European Parliament and Council on the retention of data and a 
proposed Council decision on the protection ofpersonal data in criminal matters. O. 

k \\} Article 15 of the draft Framework Directive, which would have the force of law within the 
European Union, lays out procedural rules for information sharing between individual EU 
member states.' 

* & o 

o>" "") ' For example, the Draft Decision contains provisions on time limits for retention of shared data, ensuring the 
accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the data to the original 
purpose for which it was fust transmitted. In effect, it borrows heavily from the PNR Agreement and the 
Undertakings. 
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• The FL' notified the US that it will terminate the current Agreement on 
'..>. j September JO, 2006 and has set a goal of establishing a new agreement by this date. 
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! HO LD,v> cruiiig i-u'iih in furope - the* recent "Kiropran Conn of Justice decision on the lesi.dttv 
~- '. of she K -L S PNk Agreement and a draft fcl fratiicwoik Decision on Exchange of Criminal 

Data •- have major implications lor I S law enforcement ami vecuntv 

~ \ ' l lit- Ft - I S PNR Agreement. As noted, in May 2004, after '.substantial negotiating, the 
_^ 'Department of'Homeland Security entered into an agreement ruaiinc to the sharing off'NR 

int'ormaoon collected by air carriers flying 10 the I ruted State4 frori Europe, ('crural to the 
Agreement was a .set of L ndertaking.5 made by Customs and Border Protection (CHP'i regardir:c 
how it would treat the PMt data transmuted to it Seveial of the Mentations in those 
L ndertakinjts significantly restrict LS opportunities to use information for investigative and law 
enforcement purposes. 
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The most significant of these limitations, from the DHS perspective, are the following 
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vx. 
The ECJ PNR Case, i he European Parliament (Ei'j filed two suits in the European Court of 
Justice (ECJ) challenging the information sharing arrangement. 

V 

On May 30. 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the 
(., -X ' [-;ertts of the Ll'-l.'S PNR Agreement or the roie of the Parliament. Rather, the decision turned 

on the lack of competence of the Commission and Council to enter into the Agreement in the 
first instance. The EL' had based its authority on the so-called 'Tint Pillar," which allows the 
EL to regulate trade and commercial matters "The ECJ held (as the LS had argued earlier) that 
the requirement that PNR data be sent to the LS was a law enforcement and national security 
matter. Such transfers, the court held, were excluded from the data protection directive 

( 0» \ i hi;, concern ;s consistent vwth t;,vccuM<.e Onier I.V*8 .inJ !m Prisutcm's Merr-orafKbrn ^ u c i i on i>ev-.rr/r>cr 16. 
\ Z'lOh 10 Hcaiiii -si i xeciitive Department* and \grficRs ••!-, "('luiiielinc-. and FU-qiiirepisn!- :v Stippurt nl'lrribrmjlioii 

Shjriiig i.-,.T.ironniciii " 
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!.:n\ crniiia .v.n;nierciai data exports It ihev .ire u, be regulated, the court implied, a would have 
(o be clone under I he " Third Pillar." 

I ha! is «hat (he Fit.' proposes to do. Ft ha> obtained jutheritv ("rem it*. Member Stale; u< eiwi 
>tibstaniiaii> the s.ime agreement on a new foundation h order to meet the European Court ol' 
lustier deadline the Commission will -.ee.k to coJii\ its position user trie next couple of weeks 
and then will call for agreement on the neu arrangement hy September 30 

El Proposal.'! on Sharing Law Enforcement Information. The PNK negotiations will be 
closely intertwined with a broader effort r0 r<rab!:sh re<Jtr:cti\e. F! - .wdc .-u!c-> for tntbrntalior: 
sharing m the area of law enforcement. Last Octobei the EC put forward two draft documents 
tlijt concern data sharing and protection in ;he la-.'- enforctineni context i'he> consist of a draft 
framework Directive of the European Parliament und Council on the reteiitior- of d,::a and a 
proposed Council decision on the pioteetion of personal data in criminal matter;.. £— 

r .-x 
\ S-\. -

\ . • 

( S ! V 

Article 15 of ,'he draft.framework Directive, which would have tine fwa<z -of law within the 
European Union, lays out procedural rules for infonnation sharing between individual EL' 
rnember states/' 

V 

0V 
• V JC=J-

^ . . _ 
\ J ^ \ I or example, the Orarl Decision conuuis provisions an tun; limits tor letcnrinn of shared data, ensuring the 
\ accuracy of shared dala, logging and audit (rails, as well a restrictions limiting further ase of the data to 'aV irtginal 

'~--. purpose tor v.ruch it *us first transmuted. In ctTect. it borrows heaslis from the I'NR Agreement and the 
I'ndenakines. 
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.-•• i'namte - Negotiations 

\A 

f ON I 

To provide you with background inlbrmarion on the Passenger Name Record (PMR) issue and 
related developments concerning law enforcement information snaring '••• ••:h the European Union 
(EU) in preparation for s mid-July "un-DC." 

gurrtnaan 

Before September I i. Ihe aovernmciii knew very little about die people getting on planes bound for 
the United States. After the attacks, airlines ^ere required to provide information about their U.S.-
bound passengers This information - mute, cc~tact ';: formation, and the like - was drawn from 
information supplied to the airline as pan of the --eisrvittjort process. BHS uses the iriformation to 
screen for no-fly violators and terrorist SwSperts befar: the plane takes off. protecting against 
mid flight hijackings ;uid bornbiittts. 

For flights between Europe and the U.S , the dam must bt £^_ la "5~ -"i 
has long prohibited the export of personal data to entii'itr-^ -r,..j3C -eg.!, protections are not 
"adequate' in :he view of European cata protection .k.th_,"i:ics '•'• r.-le u-e L.3. has many privacy 
laws, it does roi have ~.r. o>'erardii;:g tiata --erection --eg,-;e tttp.t 'v-arche; every aspect of European 
law. It has trercfore beer, condemned a? n=cequ?.;e bv European siancardi. ana commercial data 
transfers to the U.S. have long been restr.xteo. European airlines feared (v>i'.h reason) that European 
data protection agencies would view the F'NR trans'er,; in ;nc same hghi and would impose fines and 
olher penalties on airlines that provided :!ie PNR data :o the U.S. Govern,neni 

To ease these (ears in May 200-1 the United States enf.-red i,sis an agreement ••.vith the EU regarding 
the transmission of PNR cat; from Euro: ear. air .-irriers to :!ic bSG. ,i he Agreement declares US 
law "adequate " b\ European standards as ions as the US adheres to m-neroes detailed prescriptions 
set by EU negotiators. C 

k» S" '1 
J 
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The PVR Agreement v .is .-hallengc-d ny ;i'.c r._: 

Agreement '.'.as , insisTH•_'t;mI_> protective c l EU 
Justice ( E C * struck .-:c:\..t the Agr tc :n ; " ;. •'?:< 
L'nder EL' lav.. eorr.nie-.la! iSiuei a?; ••<• -;h,"ri sh 
Pil lar" authority - fiin aut.-.onty that tn 
that the US wanted PNR cats for iav, ( 

and public security are i.o' complete!) 
Pillar." whe-e she author:;;-, o f £U K V 
justice) is more limiiec! :;~; more ac;:. 

'.iriiain tr.nl . . » : i \ | i j 
;ahis. Of. Ma) 3 

is' i e ?;r>ijni'h I-. 

.L nsc -eiicC :-.r. 
brcemeru unc p: 
itside tne. Ft' 'T :I 

'nicnJcqihas the 
the European Court of 

J~ rr.'..'Ci !uM ones. 
rce rx* the c.L tins fa.t under she First 
;•: emerrng th<? Agreement, '"he ECJ held 
iilic security reasons. Law enforcement 
jthority. but ih t ) fall Within the 'Th i rd 
.: Conir..!SiiDi., Parli jment and Court o f 
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_ The EU now plans to scrrk authority (Ycir. ihe S'. 
i \ under the Third Pillar. Tne Commission has po 
^J tamp »<rrr?rr.rr,t h.lrt. in plari-^ alhr>it n i f i " n Hi 

ember Stmes so renegotiate the PNR Agreement 
rtrr.yed this as a technical change thm would put the 
rp--trf irgai aj lhori lv. 

b 

Background 

Two converging events in Europe - the recent European Court o f Justice decision on the legality o r 
the EC-US PNR Agreement and a draft EV Framework Decision on Exchange o f Cr iminal Data •-
have major implications for US law enforcement and security. 

a ID 
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4 I i \ , ^ wJ . , UiCd 3"° t ra i i s fOTca i" ^ d « s s signifies heaiih risk* und," PsnEraoh 34 A* 
\J noted fctow, dcagiie this amhnriHiion Hit EU's.Article ?S W ^ K ™ Pam la* CAM. v , n i , t r i v - V — -
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/ , " T X The ECJ PNR Case. TV.e .Jgresrr.e!,: was --r. •«:.• romruvers ai ir. Brussels. Disturbed over whal i l 
^J ' J viewed as ar stack on personal privacy jr\o .;[J ; : ^ T .-.ui'ionty 'he c^oprar , Parliament (EP) filed 

V . two suits in the European Coun of Justice (^C;) challenging tnc information snaring arrangement. 

? I I 

{ 
This concern is consist-it! ui th E\cc'j!;<c Order i 33SS analiie P,-i.-5;d.:n:'i Memorandum issued ui; 

i-4—j—Dgcgrnhef 16. 2006 iti ! k-jj.; of KAttimive EAipiUii'^iU .-nj 4^c;tci» o" • ' j j 'd; i ,ncs and Requirements in 
J Suppori of information M-.anng Environment." 
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_i That is whs: :f-r EU p r e s s e s (c do. ;i :s itrek:"^ iairi;.~::x :c erect s 

/ f f ' jN on a new foundation, ir, orcer 10 met! ine Eu-ipcm Court of icsiice deacisnc. the Commission will 
/ * ^ y ' seek lo codify lis position over the next couple of weeks .i;id then will cal 

arrangement by September }0 

nc.aii; me same agreement 
ne. me Commission will 
or aureemem on the new 

V 
o V 

or ^f) 

r f* \ 

EU Proposals o.i Sharing Lav. Enforcement Informs lion. If that '.vere all 'hat is 21 stake, this 
would be an interesting diplomatic and tegai problem for Cr;S. Bui a is not. The PNR negotiations 
will be closet- intertwined »\;rft a broader arson £ . hS 

J Lis: October the EU pu( fonvard three draft documents ihnl 
concern data sharing and protection in the law enforcement context, fhey consist of a draft directive 
of the European Parliament arid Council on the retention of'-ata a proposed Cerjnesi decision on the 
protection of personal data ir, criminal natters, and ~ £_ t> <-f 3 - a proposed 
Council decision on the excnangc of law enforcement data between member states nnd third parties. 

b 

f<£ 
' Acting under ihe First Pillar tin: ciJ has atirr entered into ,. PNR sharing agreement with Canada, in 
light of the EU's determination thai the US Undep-akjngs provided 'adequate" prrvacy protections, the EU-
Canada agreement authorizes Canada t<> share PN'R :Ui:i rece-* cd nor:; the fit with the US even though the 
£CJ has strucn swr, the EO-Ui .igrecinc:u, i 
in effect. Sonic Canadian government :«>utec 
tlndinp fuhich 

El •r.jntends mat nssimilar agreemen: "ith Canada remains 
re ..w:r.emed. however, that the absence of an "adequacy" 

i rt first I'ii 
sharing derived 70; 

a.vepu iint 
EU-criivnated fliali::. 
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- ^ t or cample, ui: ur.in Decision corMsrsv provision uc i.nt limits (c tetemiO'i ill'shared data, 
[ I ) ) ensuring the accuracy of slured -Jala logging ii-.d audi; traits, as well as restrictions limiting further use of the 
\^T ) data to the on?!ruJ purpose fur »vnicti ii •.••M ijrst :rirjrrJni:i. in ; fleet, it bsrrev. < heavily from tiic PNR 
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n The adequacy finding granted ICJ the U.S -Aas specific ;o the transfer of PNR data and only extended 
10 its transmission ic CBf. The May Jli* decision .-f the Kft ,;tvi arun-k th-t v, :.-'nn h. <h,. r Mlull.\^iyMi K. • 
the grounds trut trie Comn::K.;ir. JiJ r.ut nave the .egsi .uihorih ;o gr;. 
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reaction 10 ano'tier Uii .-•::J:;vc :ck,:.ng ic> a1, ur. *:•„• I fair passengers -re c-xposed lo a pandemic 
strain of avian flu the povemMicni will neiC to ioc-jte ail of the passengers unci crew, quickly. So the 

r ( ^ - \ Centers for Disease Comrci has proposed a rvle requiring airlines io retain PNR ibr up to 60 days for 
* >.»'> - thai purpose. T'ne top aa!2 protection .mthorities ; : r ' :urapc known a.", the "A/i iae 29 Working 

Party." have ncrw de_ :P:: ;ha; ir.-r. son. cf da;3 reiento:; .•;istes EL' pm ^;v di.-i-irivej. if given 
effect, the Working Parry's opinion would place .iir carriers 21 iegei jc-cr.tirdv because of inconsistent 
icgal regimes ii relVrts a wicifsnnviri r i . vif-y thm at.w.it'v irumpt tnai .h-i writitmJ public health interests of the United States. 

Analysis it Recommendation 

.to 

(O 

|U 

* if adopted, the Drift Decision couid con flic; ••••hh a number of binding and non-binding it-iformation 
sharing arrangements that the United States has signea '"or example, ••'.e ht:-.c signed a 20(13 Mutual Legal 
Assistance Agreement (MLATj with the European Unson and a 2001 information sharing agreement with 
Guropol (the EU-levcl police agency); with respect to member states, we signed a 2O03 MLAT with 
Germany, w-hich builds on numerous other MLATs already 'n force with other EU member States. The United 
Stales also his many executive agreements and memoranda jf understanding with member states under which 
critical information is currently being shared Under EU isw. directives supersede bilateral treaties and 
agreements and member siEtes must conform their existing agreements with the directive. 

" Unlike in 2003, this risk is present now because the Court has conclusively ruled that the transfer of 
PNR data is a law enforcement mailer While European integration lias been the greatest in areas associated 
with the Common Market. law enforcement and public security is a relatively new area of activity at (he 
communis) icve: .i.'id nuny respoi'Sil.'iliiics s;.:i ui . :o ihr c'L Member Ststes The EC J firmly placed PNK in 
JiC area Of law cnkiLenicr i ?.r,c p.:'.'lie Ad.r ;> , a"C :i£ '-Suit .ur. actiorti ta>:e.-. if, .r.is area are lifceiy 10 set 
precedents for funner conirnjnit" .n-.vwcnicn.. in 0<ht- in* enlo.'ccmrnt matters 
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Conclusion 

» =C\, The USC has a pararnouni Interest in ensuring tirat saw enforcement and border control infonnaiion 
I \ J J continues to flow to the United States, In creating the information Sharing Environment we arc 
V - — S working 10 break down walls thai restrict she sharing of infonnaiion between Federal agencies. 

The PNR Agreement that ;he LS signed w:ih the "U i- "HO-i it »n ,-vr>mp'l> nfih* nirt-uyi* ;n-;;fir'n| 
limitalion. We entered into the PNR Agreement based upon the EU's argument that the export of 
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* Homeland 
'* Security 

TO: 

FROM: 

RE: 

Purpose 

C b .—1 

Memorandum 

3 

"~3 

Passenger Name Records and Law Enforcement Information Sharing - Negotiations 
With The European Union 

& 

C ^ 

e 

To provide you with background information on the Passenger Name Record (PNR) issue and 
related developments concerning law enforcement information sharing with the European Union 
(EU) in preparation for a mid-July "un-DC." 

Summary 

Before September 11, the government knew very little about the people getting on planes bound for 
the United States. After the attacks, airlines were required to provide information about their VS.-
bound passengers. This information - name, contact information, and the like - was drawn from 
information supplied to the airline as part of the reservation process. DHS uses the information to 
screen for no-fly violators and terrorist suspects before the plane takes off, protecting against 
midflight hijackings and bombings. 

For flights between Europe and the U.S., the data must be made available from Europe. EU law has 
long prohibited the commercial export of personal data to countries whose legal protections are not 
"adequate" in the view of European data protection authorities. While the U.S. has many privacy 
laws, it does not have an overarching data protection regime that corresponds to every aspect of 
European law. It has therefore been viewed as "inadequate" by European standards, and commercial 
data transfers to the U.S. have long been restricted. European airlines feared (with reason) that 
European data protection agencies would view the PNR transfers in the same light and would 
impose fines and other penalties on airlines that provided the PNR data to the U.S. Government.' 

To ease these fears, in May 2004, the United States entered into an agreement with the EU regarding 
the transmission of PNR data from European air carriers to the USG. The Agreement is 
accompanied by a determination that £_ $•> 3 l i adequate" by European standards as 
long as the US adheres to numerous detailed prescriptions worked out with EU negotiators (but 
unilaterally implemented by DHS). £ , ^ 

— — >JS _3 

( Delated: June 26,2006 
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The PNR Agreement was also controversial in Europe. It was challenged by the European 
Parliament as insufficiently protective of EU privacy lights. On May 30 the European Court of 
Justice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural —the 
equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by finding a 
law invalid because it exceeded Congress's Commerce Clause power. Under EU law. commercial 
issues fall within the jurisdiction of the EU as part of its "First Pillar" authority. This is the authority 
that the EU relied on in entering the Agreement. The ECJ, however, held that the US wanted PNR 
data for law enforcement and public security reasons. Law enforcement and public security are only 
partly within the EU's authority: they fall under the "Third Pillar,*' where the authority of EU central 
institutions (the Commission, Parliament and Court ufJusrice) is more limited and more authority is 
left to the Member States. Because the agreement was entered under the wrong authority, the Court 
ruled it invalid but delayed the effective date of its decision until September 30 in the hope that the 
jurisdictional problem could be quickly solved. To cure the problem, the EU plans to seek authority 
from the Member States to renegotiate the PNR Agreement under the Third Pillar. The Commission 
has portrayed this as a technical change that would put the same agreement back in place, albeit 
under a different legal authority. 

y 

0 u 
\ ' CBP can share PNR data with other law enforcement agencies, on a case-by-case basis and only for the purpose of 

combating terrorism and serious transnational crimes. 



V. 
i>1 

liaEMiiiiiiiii 

r "\ the EC-I.'S CSS A green*-' -ini a Jr.it •' -'-' •.,"' ' 7'< v ' '"'' ""'"'' • JC ' ,-von o n ! n e legality o 
{ ^ I have major -r^L,-. ," , < ^ " ' ; , ' , ';*-.* j l , ^ "'"> ^ ' ^ ^ 0 l ' f n m , n a l D a l a -

C 
- ^ 

/ U \ Themcc 

< ) 

b ' 

c 

17\ in 

002343 

http://Jr.it


o) 

CO 

cc) 

01 

0) 
01 

1 PNR can also be used and transferred to address significant health risks under Paragraph 34. As 
noted below, despite this authorization the EU's Article 29 Working Party has concluded that CDC's plans to 
retain PNR data for health-related purposes ""laics pU l a w — _ _ _ — — —— 

CM 
' This concern is consistent with Executive Order 13388 and the President's Memorandum issued on 
December 16, 2006 to Heads of Executive Departments and Agencies on "Guidelines and Requirements in 
Support of Information Sharing Environment." 
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That is what the !.-.!..) propose?* to do. It • < ss.-el:[;s:: authority ic erect substantially the same agreement 
on a new foundation, in order to meet trie European Court of Justice deadline, the Commission will 
seek to codify its position over the next couple of weeks and then will call for agreement on the new 
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EU Proposals on Sharing Law Enfortemeut Information, iniiat were all that is at stake, this 
would be an interesting diplomatic and legal problem for DHS. But it is not. The PNR negotiations 
will be closely intertwined with a broader effort f__ H> J 

3 Last October the EU put forward two draft documents that 
concern data sharing and protection in the law enforcement context. They consist of a draft 
Framework Directive of the European Parliament and Council on the retention of data and a 
DroDosed Council decision on the protection of personal data in criminal matters. £_ 

t> £ —3 . would regulate the exchange of law enforcement data 
between Member States and third countries like the US. 

o 

pv 
For example , fh<* r *"^ r W i s i n n r-nnninr, prnvin inm nn timi- liiiiilv. Tlir rwpnl inn nt' shari-H Hala, 

ensuring the accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the 
data to the original purpose for which it was first transmitted. In effect, it borrows heavily from the PNR 
Agreement and the Undertakings. 

6 
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up to 60 days for that purpose. The top data protection authorities of Europe, known as the "Article 
29 Working Party." have now decided that this sort of data retention violates EU privacy directives. 
If given effect, the Working Party's opinion would place air carriers legal jeopardy because of 
inconsistent legal regimes. It reflects a widespread EU view that privacy trumps even the critical 
public health interests of the United States.' 

Analysis & Recommendation 
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Conversely, Paragraph 34 of the Undertakings allows for (he exchange of PNR for public health purposes and neither 
the Commission or the Article 29 Committee have challenged the DHS HHS MOU. 
" Unlike in 2003, this risk is present now because the Court has conclusively ruled that the transfer of 
PNR data is a law enforcement matter. While FuropTiTt in'fgratirtn hni hrrn llir girmr'il In itrhis iissrwinfpti 

C-) 
"with the Common Market, law enforcement and public security is a relatively new area of activity at the 
community level and many responsibilities still fall to the EU Member States. The ECJ firmly placed PNR in 
the area of law enforcement and public security, and as result, any actions taken in this area are likely to set 
precedents for further community involvement in other law enforcement matters. 
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Conclusion 

The USG has a paramount interest in ensuring that law enforcement and border control information 
continues to flow to the United States. In creating the Information Sharing Environment we are 
working to break down walls that restrict the sharing of information between Federal agencies. 

0 
The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style artificial 

\ limitation. We entered into the PNR Agreement based upon the EU's argument that the export of 
\ A } commercial information was subject to special restrictions under EU law. The European Court of 

Justice has now held that the information is law enforcement information, not commercial 
information, so that the rationale for the agreement has now dissolved. 
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' • Sharing 'Vgotiattons 

the Passenger Name Record fPNRi issue and 
••; -n formation st'.anns: with the European Union 

Purpose 

To provide you with background information ' 
related developments concerning latv enforce 
(EU) in preparation tor a mid-July "un-t'X'." 

Summary 

Before September 11. the government £. j eii_ii im llmqrcitanliMg passenger travel to and 
from the United Suites, and such inK.-n _̂ _ . J I >^...x°Ml;i!XiJ!iSs After the attacks, 
airlines were required by law to providt mioim-uoii about their passengers on HiehJs to and frorti 
the U.S. £ —, 

r 
L 

bf 

For flights between Europe and the L:..S., the data must oe made available from huropc. EU law has 
long prohibited the commercial export of personal data to countries whose legal protections are not 
"adequate" m the >. iew of European data protection authorities. While the U.S. has many privacy 

\ laws, it does not have an overarching data protection regime that corresponds to every aspect of 
{J^ \ European law It has therefore been \ tewej a? "inadequate" by European standards, and commercial 

data transfers to the (J..S nave long been restr-ctcd European airline? feared iwtth reason) that 
European data protection agencies would view the PNK transfers in the same light and would 
impose fines and other penalties on airlines that provided the ?NR data to the U.S. Government. 
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| To ease these tears and provide a le.ital basis under i'-uropcan law for -iuch tiansfers. in May 2004, 
| the United States entered into an agreement with tne I : ^ " : J « '•.. 'i'i'-. :..i.i': til'.- regarding the 

transmission of PNR data from t-.uropean air car-ier-; to the i '*>(T fbr •\_g-.-.-ml»nt >c ^-^^^1^4 
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by a determination that CBP's protect 10:1 jfPNR is "adequate" by European standards as long as the 
US adheres to numerous detailed prescriptions Unc LmJcrut- :nj 
(but unilaterally implemented by DHS). ^ 
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.Oworked out with EC negotiators 
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,n was also controversial in Europe. It was challenged by the European 
Parliament as insufficiently protective of EU privacy rights. On May 30 the European Court of 
Justice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural —. •* ax 
tgjhc ' .'.S. Supreme Court ducking a Fourth Amendment challenge by finding a liny ;n«aiiH h ^ ^ a * 
it exceeded Congress's Commerce Clause power. Under EU law, commercial issues fall within the 
jurisdiction of the EU as part of its "First Pillar" authority. This is the authority that the EU relied on 

) in entering ito_the Agreement. The ECJ. however, held that the US wanted PNR data for law 
enforcement and public security reasons. Law enforcement and public security are only partly 
within the EU's authority: they fall under the "Third Pillar," where the authority of EU central 
institutions (the Commission, Parliament and Court of Justice) is more limited and more authority is 
left to the Member States. Because the agreement was entered under the wrong authority, the Court 
ruled it invalid but delayed the effective date of its decision until September 30 in the hope that the 
problem could be quickly solved. To cure the problem, the EU plans to seek authority from the 
Member States to renegotiate the PNR pi an^enient under the Third Pillar. The Commission has 
portrayed this as a technical change that would put the same umuigemem back in place, albeit under 
a different legal authority. 
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1 CBP can share PNR data with other law enforcement agencies, on a case-by-case basis and only for, purpose; relating 
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C^T Two converging events in Europe - the recent European Court of Justice decision on the legality of 
| the EC-US PNR Arrangement and a draft EU Framework Decision on Exchange of Criminal Data — 

have major implications for US law enforcement and security. 
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c* The most significant of these limitations, from our perspective are the following: 
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PNR can also be used and transferred to address significant health risks under Paragraph 34. but 
transfers are restricted bv the terms of paragraph 31 and 32. As noted below, despite this authorization the 

s Article 29 Working Party has concluded that CDC's plans to rttain^asscngc.- data for health-related 
purposes violates EU law. —-—— ——— — 

(*.) 
* This concern is consistent with Executive Order 1338S and the President's Memorandum issued on 
December 16. 2006 to Heads of Executive Departments and Agencies on "Guidelines and Requirements in 
Support ofJnformBtion Sharing Environment." 
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| The ECJ PNR Case. The AjTarigcment was no less controversial in Brussels. Disturbed over what 
cwed as an attack on personal privacy and its own authority, the European Parliament (EP) filed 
suits in the European Court of Justice (ECJ) challenging the f£ .•* .arrangement. 
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" The adequacy finding granted to the U.S. was specific to the transfer of PNR data and only extended 
to its transmission to CBP. The May 30* decision of the ECJ also annuls this decision by the Commission on 

the grounds that the Commission did no' >"""• '*"• ' T f 1 •""hrmn/ tn [rr.nl it 

" I f adopted, the Draft Decision could conflict with a number of binding and non-binding information 
sharing arrangements that the United States has signed. For example, we have signed a 2003 Mutual Legal 

| Assistance Agreement ( M L A T ) with the European Union and a 200,2 information sharing agreement with 
Europol (the EU-lcvel police agency): with respect to member states, we signed a 2003 M L A T with 
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Communicable Diseases. Are European institutions really willing to limit information sharing 
with the US in the face of continuing terrorist threats? One clue to the current climate can be found 
in the European reaction to another US initiative relating to avian flu. If air passengers are exposed 
to a pandemic strain of avian flu, the government will need to locate all of the passengers and crew, 
quickly. So the Centers for Disease Control has proposed a rule requiring airlines to retain.ee •"• "_ 

^ j i 'ki •* .for up to 60 days for that purpose. The top data protection authorities of 
Europe, known as the "Article 29 Working Party." have now decided that this sort of data retention 

ates EU privacy directives. If given effect, the Working Party's opinion would place air carriers 
egal jeopardy because of inconsistent legal regimes. It reflects a widespread EU view that 

privacy trumps evenjpritical public health .interests,IJ 
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Germany, The United States also has many other ML A i^executive agreements and memoranda of 
understanding with member states under which critical information is currently being shared. Under EU law, 
directives supersede bilateral treaties and agreements and member states must conform their existing 
agreements with the directive. 
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Unlike in 2003, this risk is present now because the Court has conclusively ruled that the transfer of 
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with the Common Market, law enforcement and public security is a relatively new area of activity at the 
community level and many responsibilities still fall to the EU Member States. The ECJ firmly placed PNR in 
the area of law enforcement and public security, and as result, any actions taken in this area are likely to set 
precedents for further community involvement in other law enforcement matters. 
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The USO has a paramount interest in ensuring that law enforcement and border control information 
continues to flow to the United States. In creating the Information Sharing Environment we are 
working to break down walls that restrict the sharing of information between Federal agencies. 

The PNR old-style artificial limitation . We entered 
into the PNR based upon the E 's argument that the export of commercial information 
was subject to special restrictions under EU law. The European Court of Justice has now held that 
the information is law enforcement information, not commercial information, so that the rationale 
for the a. has now dissolved. 

Deleted: -

Deleted: . j 

I 
Deleted: ,j 

Deleted: V 

Deleted: \" 

y-

v 



imp!-! ;X-20S:s 

M 
Homeland 
Security 

M.emotanduin 

TO: C b<5 -1 

FROM: L. foS 

RE: Passenger Nuine Records and Law Rnforcemeni Information Sharing Negotiations 
With T h e Fi,i".-,ri,'..;.in ! i 

European union 

PuitHliL' 

0~) 
To provide you with background information on the Passenger Name Record (P'N'R) issue and 
related developments concerning law enforcemctt; information sharing with the European Union 
(EU) in preparation for a mid-July "un-DC " 

Summary 

Before September i 1, the government knew very intie about the people getting on planes bound for 
the United States. After the attacks, airlines wete required to !>r.>v>de information about their U.S.-

r \ bound passengers. This information name, contact information, and the like was drawn from 
( H. ) information supplied to the airline as pan of the reservation process. DISS uses the information to 
V •' screen for no-fly violators and terrorist suspects nefore the plane takes off. protecting against 

midnight hijacking> and bombings. 

For flights between F.urope and the U.S., the data muss be made available from Furrope. El' law has 
long prohibited the cornmeraul export uf perso:,.;! Jam ;<•• rouittne1; >.>.bo,r iega! protections are not 
"adequate" in the view of European data proic-cnou authentic.-'. While the U.S. has many privacy 
laws, it does not have an ovei arching data protection reghne thai corresponds to every aspect of 
European law. It has therefore been viewed as "inadequate" by European standards, and commercial 
data transfers to rhe U.S. have long been restricted. Huropean airlines feared (with reason) that 
European data protection agencies would view the PNR transfers in the same light and would 
impose fines and other penalties on airlines that provided the I'NR data to the U.S. Government. 

To ease these fears, in May 2004, the United States entered into an agreement with the EU regai'ding 
the transmission of PNR data from European air earners to the USG. The Agreement is 

\ accompanied bv a determination that IT fc> 5" ^ "adequate" bv European standards as 
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left to the Member Stales. Because the agreement was entered under the wrong authority, the Court 
ruled it mvalid but delayed the effective date of its aeeision until September 30 in the hope that the 
jurisdictional problem could be quickly solved To cure the problem, the EU plans to seek authority 
from the Member States to renegotiate the PNR Agreement undsr the Third Pillar. The Commission 
has portrayed this as a technical change that would put the same agreement back in place, albeit 
under a different legal authonty. 
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Two converging events in Europe the recent European Court of Justice decision on the legality of 

{^ \ the EC-US PNR Agreement and a draft EL' Framework Decision on Exchange of Criminal Data -
have major implications for I S law enforcement and security. 
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{i\ The most significant of these limitations, from our perspective are the following: 
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' PNR can also be used and transferred to address significant health risks under Paragrapli 34. As 
noted below, despite this authorization the EU's Anicic 2(> W'urkmg P r̂ty has cnnrhid'-d that '"DC'i plum fn 
leuiu PNR data for neauh-relaied purposes violates EI'TAV 

* This concern is consistent with f'\tx'uti\« Order I -3SS and ths President's Memorandum issued on 
December 16. 2006 to Heads of Executive Departments .smi Agencies on ''Guidelines and Requirements in 

lA. \ Support of Information Sharing Environment." 
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The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over what it 
viewed as an attack on personal privacy and its own authority, the European Parliament (P.P) filfiH 

( / 

CO 

cffd-

two suits in the European Court of Justice (ECJ) challenging the information sharing arrangement 

bl 

That is what the EU proposes to do. It is seeking authority to erect substantially the same agreement 
on a new foundation. In order to meet the European Court of Justice deadline, the Commission will 
seek to codify its position over the next couple of weeks and then will call for agreement on the new 
arrangement by September 30. 
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EL' Proposals on Sharing Law Enforcement information. If that were ;;l! that is at stake, this 
would be an interesting diplomatic and let::ii problem for DHS. But A is no; The PNR negotiations 
will be closely intertwined A itb a broader effort l~ y?!S - — . 

3 Las! October the EU put forward two draft documents that 
concern data sharing and protection in the lav. enforcement context. They consist of a draft 
Framework Directive of the European Parliament and Council on the retention of data and a 
proposed Council decision on the protection of personal dau MI criminal matters, t— 

bS Z3 i! would regulate the exchange of law enforcement data 
between Member States and third countries like the US. 

/ c 

0 
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— Fur extillipli. the Draft fiecijion contains previous GR unit limits for retention of shared data. 
ensuring the accuracy of shared data, logging and audi: :1.111s. us >. ell as restrict! on •• limiting further use of the 

1/ 1 data to the onginai purpose for uhich it was firsi transmitted. In effect, it borrow-, heavily from die PNR 
Agreement aiiii the '• 'nderiakiiigs 
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Communicable Diseases. £_ 

^5 European reaction to another US ini'sa-n •„> iviiU-ni: so .ivian flu if air passengers are exposed 
to apandemic strain of avian flu. the government v.iii need tu locate ill of the passengers and crew, 
quickly. So the Centers for Disease Control has psopnsed a rule requiring airlines to retain PNR for 
up to 60 days for thai purpose The top data protection authorities of Europe, known as the "Article 
29 Working Party," have now decided that this son of dntn ;-ereii!ioii violate: El pnvacy directives. 
If given effect, the Working Party";; opinion mmld piuce air coiTiers legal ieopardy because of 

"Ft 

bi 
* The adequacy finding granted to (he U.S. was specific to the transfer of PNR data and only extended 
to Us transmission to CUP. The May 30* decision of the EC/ also annuls this decision by the Commission on 
the grounds that the Commission did not have the legal authority to giant it 

'* If adopted, the Draft Decision could conflict with a number of binding and non-bmdmg information 
sharing arrangements that the United States has signed. For example, we have signed a 2003 Mutual Legal 
Assistance Agreement (MLAT) with the furopean Union and a 2001 information sharing agreement with 
Eiimpol (the EU-l»vi:i police aaencyj iviiii l c p u i M number -.uics. We signed a J W J Ml.A I with 
Germany, which builds on numerous ouur Ml.AT? .tife::x in tore.: with other EL member states. The United 
States also has many esecutive agreement;, and memoranda -J! u;iders;audme. with rv.smber states under which 
critical information is currently being shared. Uudei Hi. law. directives supersede bilateral treaties and 
agreements and member states must conform iheir existing agreements wiih die directive 
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~ \ inconsistent legal regimes Jt reflects a widespread f l < view thai nnvacv trumps even the critical 

L1' 
j f O public health interests of the United Suites. , ! 

Analysis & Recommendation 
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(A ^o adversely. Paragraph 34 of the Undertakings allows for the cvtiiimgo of PNR for public- health purpose!, and neither 
ommission or the Artiele 29 Committee have challenged the UHS-HHS MOD 

Unlike in 2003, this risk is present now because the Court has conclusively ruled that the transfer of 
PNR data is a law enforcement m i ! ' " Whit'- Fmrnrimn im.'iiiunim II.H. t w n i)><- ..r,.ji,»y Ifi arr.L- .--«;r»^qtH 

\ with the Common Market, law enforcement and public- security is a relatively new area of activity at the 
\ . ] coniraunity level and many responsibilities soil fill to the EL Member States. The ECJ firmly placed PMR in 

/ the area of law enforcement and public security, and as result, any actions taken in this area are likely to set 
precedents for further community involvement in other Jaw enforcement matters 
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The USG has a paramount interest in ensuring thai law enforcement and border control information 
continues to flow to the United States. In creating the Information Sharing Environment we are 
working to break down wails that restrict the sharing of information between Federal agencies. 

The PNR Agreement that the US signed with the EU m 2004 <s an example of the old-style artificial 
limitation. We entered into the PNR Agreement based upon the Eli's argument that the export of 
commercial information was subject to special restrictions under BU law. lite European Court of 
Justice has now held that the information is law enforcement information, not commercial 
information, so that the rationale for the agreement has now dissolved. 
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TO-

FROM: 

C h^ 

RE. / 1 S Passenger N.!T;e lie^-rdi . 
(_ ̂  / W.th The Furopenn I mr : 

reamer:; ir.;'.M-;-J~ ;•:• Snanns - Negotiations 

Purpost-

To provide vou with background imbrmanon on aie Passenger Name Record (PN'R) issue and 
related development concerning iav. eniorcdmersi •intiirmaiion sharing v*Hh the European Union 
(EI.J) in preparation for a rnid-Juh "''.ir-LX'V' 

Summary 

Oclcttd: iuat 34 3X1* 
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U) - . 'hirst Pillar" authority the authority 
that the El relied on in entering the Agreemeni, The ECJ . . he-id that the US wanted PNR " 
data tor iau enforcement and public secunry reasons. Law enforeeinrn: and public secuntv are 

. .. ihe EU's authority they fail the "Third Pillar." where the authority of EV central 
insiiiuiiuns I the CommissiOi'.. Parliament ana Court or Justice) is more limned and more authority is 
left to the Member States. .: _,. ^ j - •.-<;. £ _. . . . . , _ - . i " i 

he El plans to seek authority 
from the Member Statei to renegotiate tiie P'\R Agreement under the Third Pillar. The Commission 
has portrayed this as a icchnteal change thai uould put the same agreement hack in place, albeit 
under a different legal authority. 

£ 

( U ) C B ' * c a n shart> P N K d a , a w l , h 0 I h t f l a w enforcement agencies, on a ease-by-ease basts and only for the purpose of 
' combating terrorism and «-I:.JU* irjnsi;a!:>i'ijl crines 
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Background 

Two converging event* in Europe—ihc recent f.muugan C 
oun of Justice decision on the legality of . . . r . „ . , vuu, i 111 ; H M : « : ciccisiun on tftc* legality o 

the EC-US ? \R Agreement and a draft EL framework Decision en Exchange of Criminal Data --
nave major implications for L'S law enforcement and serunrv. 

'O D 

I \ ) I The most significant of these lirrmntions. fror i our perspective are the foilov 
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f l^ J no,c<:i below, despite tins authorization the Pi."« >rii.:ic i'» Working I'am has .xmchidcd that CDC's plans to 
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The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over what it 
viewed as an attack on personal pmac\ 2nd us own auihontv. the European Parliament (EP) filed 
two suits in the Rurop.»:m Train nf.lnsrke i PC I; rht'llcnping ihr int'nnriiinnn sharing arrangement.— 

4QJ 
& , 

b 
Deleted: 

t -,-v That is what the RU proposes m do It is seekirn: atuhi.iritx to ere-- sLhstantiaily the same agreement 
" ' on a neu foundation, in order to meet the F -nwun Court of j-;sti:e deadhne, the Commission will 

seek to codify its position over the nexi couple of weeks and then wili eafi for agreement on the new 
arrangement by September 30. 
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Acting under the First Pillar, the EL has also entered into a PNR sharing agreement with Canada. In 
tight of the EU's determination that the US t.'ndenakinus provided "adequate'" prt\ac\ protections, the EU-

4 - *\ Canada agreement authorizes Canada to share PNR data received from the El- v. uh the US. Even though the 
\J j ECJ has Struck down the F> ' - 1 ' ^ agMymfpf t in PI. • mmlpnil. 1I1 ,1 l- -niidn merit -.nth Canada rcmatns 

in effect. Some Canadian govemmem sources are concerned. ho-v.55.er. that the ahsence of an "adequacy" 
finding (uhich is a First pillar concept) ma> nuu nave the effect of prohibitum l.'S-Canada information 
sharing derived from EU-ong;nated (lights 
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KU Proposals on Sharing Law Enforcement information, ii that 'Acre all that is at stake, this 
would be an interesting diplomatic arid legal problem fur DHS. But it is not. The PNR negotiations 
will be closely intertwined with a broader effort C__ h '5 

3 Last October the El.' put forward jwc^draft documents that. 
concern data sharing and protection m the law enforcement context. They consist of a draft directive 
of the European Parliament and Council on the retention of data.i!iid^ proposed Council decision on 
the Drotecrion of persona! data in criminal matters. £ fc> 5~ 

13 :i wr.u:d regulate ihe exchange of law enforcement data between member states 3nd third 
parties. 
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00 ensuring the aecunicy of shared dura, logging and audit trails. ,is well as restneuons Imntine further use of the 
data to the onj-: 
Agreement and ; 

purpose tor ••' 
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in eKcei. i t ! hcav ih from the PNR 
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reaction to another I S initiative relating to av;:;rt flu. 
strain of avian flu, the go%emmoni will need to locate 

:ir passengers arv exposed to a pandemic 
of the passengers and crew, quickly. So the 
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The adequacy finding gumed ;•,. the »...'.$. was specific ;o the transfer of MNR data and only extended 
to its transmission to CB?. The Si as ,V.r'' division of the ECJ also annuls this decision by the Commission cm 
the grounds that the Commission did not have the ictiu! authority 10 grant il 

' ' if adopted, i he Drat! Decision cuuid confTet with a number of binding and non-binding information 
sharing arrangements that the United States has signed For example, we have signed a 2003 Mutual Legal 
Assistance Agreement (MLAT) with the European Union and a 2001 information sharing agreement with 
Europol ("the EL-level police a;:e.ic\!; with 'csce;: to -"ember -.tales, wv signed .-. 2w3 Ml.AT with 
Germany, which bunds on nunuvous oilit'i MLAT; .M^auy in Mice v. itn Mi'-ier hi member states. The United 
States also ha=> many executive agreements and memoranda of 'understanding with member states under which 
critical information is curreniK bcina shared Lndcr f-l. law. J ircetno -;Li,;ers>..:.:- bilateral treaties and 
agreements and member =;a;e> must conform their > rv.'tivc 
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Centers for Disease Con::,., has pr ipescJ a r..'c "e:.h,;r.:\j.: ..uni.cs ,, reia:-. ! ;-\R for up to 60 days for 
ihat purpose. The top daia protection auiivrincs .>f Europe, snown as ire "Article 29 Working 
Par ty ." have now decided that this son of data retention \ iolatesli ' . Pnvac\ direxnv e s . If given 
effect, the Working Pam s opinion v* ouid place air carriers at legal jeopardy because of inconsistent 
legal regimes. It reflects a widespread L'L' view that privacy trumps even the critical public health 
interests of the Lniied States, " 
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'• Conversely, Paragraph 34 of tht Undertakings allows for the exchange of PNR for public health purposes and neither 
tht Commission or the Article ."".' Committee have chjiieigui the DHS-MHS M0C 

Unlike m 2003, this nsk is present now because the Court has conclusively ruled that the transfer of 
PNR data is a law enforcement matter While European integration has been iW. m/.-«m j n yti: .iMociatcd 
with ihe CumfflOr, Market. I'au jniweement ana uubnc -ecurrr- is a rdalivcK-f.f area of activity at the 

.''a!! ic. the E; Membci Slates. The EC i firmly placed PNR in 
and as res alt, any action:-, laken 'r, this area are likclv to set 

jntcireement ur 
community level and mam -esrjonsibiiiiies stii 
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Conclusion 

The USG has a paramount interest in ensuring that iaw enforcement and border control information 
continues to ilov. to the L'naed State;;, in creating the Information Sharing Environment we are 
working to break down wails that restrict the sharing ot" information hf-w^n F?'t?ri'l i'jjfmr'fi 

' ! / \ ^"°e ^ ^ • J , 'g r c t r u ' n l !^a1 m c ^ signi-ci with the Ft. in 200-i >s: an c : am pic of the old-style aniftCiai 
I [/) limitation. W'e entered inn? ihe HNR -'.trri-cmen: r..ise<j upon the E l " s argurr-em that the export of 
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i VA Justice has now held thai the information is Liu .niortement information, rr.it commercial 
V^ information, so that the rationale for the i:;areensent has now dissolv ed. 
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Before September 1 I, the government knew ven hale about the people getting on planes 
bound for the L'nited States . viler the attacks. airlines were required to provide 
information about their U.S.-bouiia passengers. This information - name, contact 
information, and the like - u as drawn from infermaucn supplied to the airline as part of 
the reservation process. DHS uses the information to screen for no-fly violators and 
terror!st suspects before the plane takes off, protecting against midflight hijackings and 
bombmus. 
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For flights between Europe and the U.S.. the data must be 
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£ _ k> 'j> j has long prohibited the export of 
personal dam to countries whoso iegai protections arc not "adequate" in the view of 
European data protection authorities. Wh:le the U.S. has many privacy laws, it does not 
have an overarching data protection regime that matches every aspect of European law. 
It has therefore been condemned as inadequate by European standards, and commercial 
data transfers to the U.S. nave long been restricted. European airlines feared (with 
reason) that European data protection agencies would view the PNR transfers in the same 
light and would impose tines and other penalties on airlines that provided the PNR data 
to the U.S. Government. 
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I "N May 2004. the United States entered into an agreement with the EU regarding the 
transmission of PNR data iron". European air earners to the USG. 

Paae 2: f51 Deleted 

Page 2: [6] Deleted 

h( 

page / : i / j Deleted 

u 

sb 

ch 

sb 

6/26/2006 10:50:00 AM 

R'5R/70(W 10:50:00 AH 

6/26/2006 10:50:00 AM 

(0 Page 2: [8] Deleted 

Page 2: [9j Deieted 

w 
sb 

sb 

6/26/2006 10:50:00 AM 

6/26/2006 10:50:00 AM 

CBP can share PNR Jain with other lav. enforcement agencies, on a case-bv-case basis and only for the 
'terrorism ami serious transnational crimes. I v J purpose at" combating ier 
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Washmiiion. DC 30528 

*$P& Homeland 
«sSr Security 

C hX 
Memorandum 

TO: 

FROM: 

RE: 

-3 

. 3 

Passenger Name Records and Law Enforcement Information Sharing - Negotiations 
With The European Union 

Purpose-

(_«?) 

To provide you with background information on the Passenger Name Record (PNR) issue and 
related developments concerning law enforcement information sharing with the European Union 
(EU) in preparation for a mid-July "un-DC." 

Summary 

r *>? j 
(_ j>.. May 2004, the United States entered into an agreement with the EU, 

regarding the transmission of PNR data from European air carriers to the USG. *— —\ 
r" i 

[ u* \ 
L_ —J 

L -* 
2 On May 30 the European Coun of Justice (ECJ) struck dowTi the Agreement, not on 

substantive grounds but on procedural ones. Under EU law, commercial issues are within the 
competence of the EU and fall under the 'First Pillar" authority - the authority that the EV had 
relied on in enterine the Aereement. Ĉ  

I bS~ 
-^ • the authority of l-.L, ceni-al institutions (the Con nissi. ^ 

| Parliament and Co'in of Justice) is more nmited xZ. >,<" 
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t \ The EU now £,, b ^ T ^ seek authority from thr VlpmhPr Sfit»T m r-nrg.-.h^ m r p\jp, Agreement 
(A J under the Third Pillar. t,bs2have portrayed this as a technical change that would put the same 
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agreement back in place, albeit under a different legal authority. 
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Background 

\_ t-~ Two converging events in frunipe the recent European 
Court of Justice decision on the legality of the Y-i -I rs HNR Agreemcni and a draft EU Framework 
Decision on Exchange n:'( ntninal Da:a -• h;^c minor implications C fc?S~ 
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c (,1 •' The most significant of these limitations, from o-.r perspective ire the fesiov 
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EU Proposals on Sharing Law Enforcement Information. C 

~2i i-ast October the EU put forward three draft documents that concern data sharing and 
protection in the law enforcement context. They consist of a draft directive of the European 
Parliament and Council on the retention of data, a proposed Council decision on the protection of 
personal data In crlttvinal maters, and - c , k>-2» 1 3 a proposed Council decision on 
the exchange of law enforcement data between member states and tturd r ••'_• . 
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For example, the Draft Decision contains piuvisiuns on lime limits for reiennon ot shared data, ensuring the 

accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the data to the 
original purpose for which it was first transmitted. In effect it mirrors, in many ways, existing use and sharing 
limitations in the PNR Agreement and the Undertakings. 
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Conclusion 

Ihe I'SG has y paramount interest in eri>vr.r,'i 
r fj ) continues to flow lo the l. rmeu Slates In crcs. 

working to break down u jils that res int.-! the 

J. 

tiat :aw cnturcerrer;! ;.;~j -^Jicv conirci information 
iig the- In format 
,s-i?!2 of v\fornii-

•v Sl'ir.ng Hnv.tronir.ent we are 
it'-'"- ^ct'-ctfr, Federal agencies. 

The PNR Agreement ih:<: ib*: t S vgi>ej v. 'it' '-: £ f ' <n 2n<"<-i ;s .\r .:•.,/-;:•> :Tthe oki-s;\!c artificial 
limitation. We entered ;n;i.> 'hi' P\;R i f i c n : i i b.'s^;:' jiv.-in the L1 \ >•-,; •men; that it involved C_ 

fc?'^ . 3 comnu.Tci.ii information £„ k ' 3 ~ i ...-r-ier HI Saw. The European 
Court of Justice ha.s nnw held that me inrormu'.ion is lau enforcement :-.-ormr::ion, not commercial 
information. 
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