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P'wa converging events in Europe ~ the recent Eurcpean Count of Tustice ecision on the legalin
1 -he EU-U.S PNR Agreerment and a drast EU Frumen ok Decision »n fuchange of riminal
Data -« have major implications for US law enforcement and secunty._. o

The EL-US PNR Agreement. As noted. (0 May 2004, afler substant;af negotiations, the
Department of Homeland Security entered into an agreement refating 1o the sharing of PNR
mformation catlected by sir zarriers 1y ing o the United States trom Eurcpe. Central 2 the
Agreement was a set of Undertakings made by Customs and Border Pretection (CBP) regarding
how it would treat the PNR Jata transmitted to it, Severat of the limitations in those
Undernakings significantly restrict US opportunities to use information for investigative and law

nforcement purposes,

The most significant of these limitations, from the DHS perspective, are the following,
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The ECJ PNR Case. The Furopean Parliament (EP) filed two suits in the European Court of
Justice (ECJ) chalicnging the information sharing arrangement.

On May 30. 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the
mietits of the ELU-LIS PNR Agrcement ar the role of the Parliament. Rather, the decision wrned
¢n the tack of compelence ol the Commission and Council 10 enter into the Agreement in the
first instance. The EU had based its authority on the so-called “First Pillar,” which allows the
EU 1o regulate trade and commercial manters. The £CJ held tzs the US had argued earliers that
ihe requirement that PNR data be sent 1o the LS was a law enforcement and national security
matter. Such transfers, the court held. were excluded from the data protection directive
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Department of Home!and‘Security
US Invinigration and Customs Enforcement
Discussion Document
US-EU PNR Dialogue

(} Purpose:
To previde talking points and background information on the Passenyger Nare Record {PNR)
issue and related developments coneerning law enforcement information sharing with the
European Union (EU). ' ' '
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gy <o 2 The Agreement was niended o resojve 3 percetved conflict between EU law (which
‘ iimits personat information collected by commiereial enritias from being shared with
governmental entities) and US law (which required the collection and dissemnination
of PNR data),
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N ¢ The ECJ nullified the agraemeny on the procedural grounds that it was signed under
T the wrong E1! legal authority - the one tha deals with commercial issues rather than
‘he vne that deals with law coforcement and public security.
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7 DISSEMINATION):

" \} Two converging events in Europe — the recent European Court of Justice decision on the legality

of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal

| R W

Data -- have major implications for US law ¢nforcement and security.

The EU-US PNR Agreement. As noted, in May 2004, after substantial negotiations, the
Department of Homeland Security entered into an agreement relating to the sharing of PNR
information collected by air carriers {lying to the United States from Europe. Central to the
Agreement was a set of Undertakings made by Customs and Border Protection (CBP) regarding
how 1t would treat the PNR data transmitted to it. Several of the limitations in those
Undertakings significantly restrict US opportunities to use information for investigative and law
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; The ECJ PNR Case. The European Parliament (EP) filed two suits in the Furcpean Court of
Justice (ECJ) challenging the information sharing arrangement,

On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the
merits of the EU-US PNR Agreement or the role of the Parliamemt. Rather, the decision urned
on the lack of competence of the Commission aad Council to enter into the Agreement in the
{irst instance. The EU had based its authority on the so-called “First Pillar,” which allows ihe

ElLto regulate trade-and-cormmercialmaners— Hhe ECT heldtas the US had argued zarlier) that

the requirement that PNR data be sent to the US was a law enforcement and national security
matter. Such transfers, the court held, were excluded frem the data protection directive
governing commercial data exporis. [f they are to be regulated, the court implied. it would have
10 be done under the ~“Third Pillar.”

That is what the EU proposes o do. it has obtained authority from its Member States o erect

substantiolly the same agreement on 2 new foundation. In order to meet the Furepean Court of
Justice deadline the Commission will seek to cadity its positton over the next couple of weeks
and then will call for agreement on the new arrargement by Seprember 20,
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M Arnicle 15 of the drafl Framework Directive, which weuld have the force of law within the
European Union. lays out procedural rules for information sharing between individual FU
member states.'
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Department of Homeland Security
US Immigration and Customs Enforcement
Discussion Document
US-EU PNR Dialogue

Purpose:
U‘) To provide talking points and background information on the Passenger Name Record (PNR)

issuc and related developments concerning law enforcement information sharing with the
European Union (EU).
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ATV o
\ \ o The Agreement was intended to resolve a perceived conflict between EU law (which
Q\\

limits personal information collected by commercial entities from being shared with
governmental entities) and US law (which required the collection and dissemination
of PNR data).

K§§§§ bl

» The PNR Agreement was challenged by the European Parliament as insufficiently protective
\ of EU privacy rights, and on May 30, 2006. the European Court of Justice (ECJ) struck down
&\2‘ the Agreement.

© The ECJ nullified the agreement on the procedural grounds that it was signed under
Q the wrong EU legal authority — the one that deals with commercial issues rather than
the one that deals with law enforcement and public security.

¢ The EU notified the US that it will terminate the current Agreement on
K\b September 30, 2006 and has set a goal of establishing a new agreement by this date.
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Background

of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal

\b Two converging events in Europe ~ the recent European Court of Justice decision on the legality
& Data -- have major implications for US law enforcement and security.

The EU-US PNR Agreement. As noted, in May 2004. after substantial negotiations. the

information collected by air carricrs flying 1o the United States from Europe, Central 1o the
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Agreement was a set of Undertakings made by Customs and Border Protection (CBP) regarding
\b how it would treat the PNR data transmitted to it.' Several of the limitations in those
Undentakings significantly restrict US opportunities to use information for investigative and law
enforcement purposes.

Q\\ The most significant of these limitations. from the DHS perspective, are the following:

©
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\m The ECJ PNR Case. The Europcan Parliament (EP) filed two suits in the European Court of
Justice (ECJ) challenging the information sharing arrangement.

On May 30, 2006, the EC]J issued its opinion in the lawsuits. The opinion did not address the

( . merits of the EU-US PNR Agreement or the role of the Parliament. Rather. the decision turned
on the lack of competence of the Commission and Council to enter into the Agreement in the
first instance. The EU had based its authority on the so-called “First Pillar,” which allows the

KU;\ EU to regulate trade and commercial matters, The ECJ held (as the US had argued earlier) that

the requirement that PNR data be sent to the US was a law enforcement and national security
matter. Such transfers, the court held. were excluded from the data protection directive
govemning commercial data exports. If they are to be regulated. the court implicd. it would have
to be done under the *Third Pillar.”

K‘\ That is what the EU proposes to do. It has obtained authority from its Member States to erect

YN substantially the same agreement on a new foundation. [n order to meet the European Court of

Justice deadline the Commission will seek to codify its position over the next couple of weeks
and then will call for agreement on the new arrangement by September 30.

closely intertwined with a broader effort to establish restrictive. EU-wide rules for information
sharing in the arca of law enforcement. Last October the EU put forward two draft documents
that concern data sharing and protection in the law enforcement context. They consist of a drufi
Framework Directive of the European Parliament and Council on the retention of data and a
proposed Council decision on the protection of personal data in criminal matters. £~ b S~ 3

&\Q EU Proposals on Sharing Law Enforcement Information. The PNR negotiations will be

? Thi on paith-Exec -Ord 288-and-the-Prestdent> morandunt-issucd-onPa ber-Ho;
2006 to Heads of Executive Departments and Agencies on “Guidelines and Requirements in Support of Information
Sharing Environment.”
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N Article 15 of the draft Framework Directive. which would have the force of law within the
Q European Union. fays out procedural rules for information sharing between individual EU
member states.

Q‘D
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\m a:c‘:: '::nm?le. the gzafl IDe(:l.sum conlains provisions on time lufnqs for Tetention of shared data, ensuring the
y of shared data, logging and audit trails, as well as restrictions limiting further use of the data to the original

purpose for which it was first ransmined. In effect. it borrows heavily fro
Undenakings. y from the PNR Agreement and the
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Departiment of Homeland Security
US Immigration and Customs Enforcement

Discussion Document
US-EL PNR Dialogue

Purpose:
- J:\\ Ta provide talking points and background information on the Passenger Name Record (PNR)
(W issue and related developments concerning law enforcement information sharing with the

European Union (EU).
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V“ o _The Agreement was intended fo resolve a perceived conflict between EU law (which « {
\Q limits personal information collected by commercial entities from being shared with . L
\ - govemmental entities} and L'S law {which required the collection and dissemination '

1 of PNR data).

bl

» The PNR Agreement was challenged by the European Partiament as insufficiently protective « . Y
) of EU privacy rights, and on May 30. 2006, the European Court of Justic ) struck down Lo T - N
\ Q the Agreement. : '
N , g
o The ECJ nullified the agreement on the procedural grounds that it was signed under <« -
’3 the wrong E£U legal authority — the one that deals with commercial issues rather than | tn k) S i~
Q\ the one that deals with taw enforcement and public security. L Kf
2 U e eeiciaea . . R t e
s The EU notified the US that it will terminate the current Agreement on { ‘ :
k\)&) September 30, 2006 and has set a goal of establishing a new agreernent by this date. ~ T e
; ¢ Qn 7717 the European Commuission provided a proposed replacement text.
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) Two converging events in Europe - the recent European Court of Justice decision on the legality I
W the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal
Dala — have major implications for US law enforcement and security.

[-.“ ‘

Department of Homeland Security entered into an agreement relating to the sharing of PNR
information collected by air carriers (lying to the United States from Europe. Central to the
Agreement was a set of Undertakings made by Customs and Border Protection (CBP) regarding
how it would treat the PNR data transmitied 1o it.' Several of the limitations in those
Undertakings significantly restrict US opportunities to use information for investigative and law

k The EU-US PNR Agreement. As noted, in May 2004, after substantial negotiations, the

FOLLOWS IS BACKGROUND ONLY - NOT FOR DISSEMINATION):

( J *

&&' 'The most significant of these limitations, from the DHS perspective, are the following (WHAT
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The ECJ PNR Case, The European Parliament (EP) filed two suits in the European Court of
Justice (ECJ) challenging the information sharing arrangement,

On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the
merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned
on the lack of competence of the Commission and Council to enter into the Agreement in the
first instance. The EU had based its authority on the so-called "'First Pillar,” which allows the
EU to regulate trade and commercial matters. The ECJ held (as the US had argued carlier) that
the requirement that PNR data be sent to the US was a law enforcement and national security
matter. Such transfers, the court held, were excluded from the data protection directive

*This concem s consistent with Executive Order 13388 and the President’s Memonndum issued on December 16,
2006 10 Heads of Executive Departments and Agencies on “Guidelines and Requirements in Support of information

Sharing Environment.” .
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substantially the same agrcement on a new foundation. In order to meet the European Court of
Justice deadline the Commission will seek 1o codify its position over the next couple of weeks
and then will call for agreement on the new arrangement by September 30.

@That is what the EU proposes to do. 1t has obtained authority from its Member States to erect

EU Proposals on Sharing Law Enforcement Informatien. The PNR ncgotiations wiil be

@ closely intertwined with a broader effort to establish restrictive, EU-wide rules for infarmation
sharing in the area of lJaw enforcement. Last October the EU put forward two draft documents
that concern data sharing and protection in the law enforcement context. They consist of a draft
Framework Directive of the European Parliament and Council on the retention of dawa and a
propased Council decision on the protection of personal data in ctiminal matters, <

ES
3

~  Atticle 1S of the draft Framework Directive, which would have the force of law within the
/) Eurcpean Union, lays out procedural rules for information sharing between individual EU
member states.’

(3'3

(&)

accuracy of shared data, logging and sudit trails, as well as restrictions limiting further use of thc dsta o the original
{)Jurpose for which it was first transmitted. In effect, it borrows heavily from the PNR Agreement and the
ndertakings.

\l‘;;\

@ ? For example, the Druft Decision contains provisions on time imits for retention of shared dats, ensuring the
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Department of Homeland Security
U'S Immigration and Customs Enforcement
Discussion Document
US-EU PNR Dialogue

Purpose:
K \ To proy ndc talking points and background information on the Passenger Name Record (PNR)

issue and related developments concerning law enforcement information sharing with the
European Union (EU),

()

k/’\

TR Es s s

&)
Uoh o The Agreement was intended to resolve a perceived conflict between EU law (which

\D limits personal information collected by commercial entities from being shared with
& governmental entities) and US law (which required the collection and dissemination

of PNR data).

G-

The PNR Agreement was challenged by the European Parliament as insufficiently protective
of EU privacy rights, and on May 30, 2006. the European Court of Justice (ECJ) struck down

&\)3 the Agreement.

o The ECJ nullified the agreement on the procedural grounds that it was signed under
the wrong EU legal authority — the one that deals with commercial issues rather than

L\h the one that deals with taw enforcement and public security.

s The EU notified the US that it will terminate the current Agreement on
(\)"\ September 30. 2006 and has se1 a goal of establishing a new agreement by this date.
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Background

L\D Two converging events in Europe — the recent Euro

pean Court of Justice decision on the legality

of the EU-US PNR Agreement and a draft EU' Framework Decision on Exchange of Criminal
Data -- have major implications for US law enforcement and security.

\)m The EU-US PNR Agreement. As noted, in May 2

004, after substantial negotiations, the

Departiment of Homeland Security entered into an agreement relating to the sharing of PNR
information collected by air carriers Nying to the United States from Europe. Central 10 the
Agreement was a sct of Undertakings made by Customs and Border Protection (CBP) regarding

\
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( 0\\ ‘The most significant of these limitations, from the DHS perspective, are the following:
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The ECJ PNR Case. The European Parliament (EP) filed two suits in the European Count of

\_ Justice (ECJ) challenging the information sharing arrangement.

On May 30, 2006. the ECJ issued its opinion in the lawsuits. The opinion did not address the
\D merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned

& on the lack of competence of the Commission and Council to enter into the Agreement in the
first instance. The EU had based its authority on the so-called “First Pillar,” which allows the
EU 10 regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that
the requirement that PNR data be sent to the US was a law enforcement and national security
matter. Such transfers, the count held, were excluded from the data protection directive
governing commercial data exports. If they are 10 be regulated, the court implied, it would have
10 be done under the “Third Pillar.”

substantially the same agreement on a new foundation. In order to meet the European Court of
Justice deadline the Commission will seek to codify its position over the next couple of weeks
and then will call for agreement on the ncw arrangement by September 30,

QQ‘ That is what the EU proposes to do. It has obtained authority from its Member States to erect

closely intertwined with a broader effort to establish restrictive, EU-wide rules for information
sharing in the area of law enforcement. Last October the EU put forward two draft documents
that concern data sharing and protection in the law enforcement context. They consist of a drafi
Framework Directive of the European Parliament and Council on the retention of data and a
proposed Council decision on the protection of personal data in criminal matiers. C-

LS 5

L\b EU Proposals on Sharing Law Enforcement Information. The PNR negotiations will be
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Article 15 of the drafi Framework Directive. which would have the force of law within the
European Union, lays out procedural rules for information sharing between individual EU
member states.’
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? For example, the Drafl Decision contains provisions on tme himits for retention of shared data, ensuring the
\)\ accuracy of sharcd data, logging and auds! trails, as well as restrictions limiting further use of the data to the orignal
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Department of Homeland Security
US Immigration and Customs Enforcement
Discussion Document
US-EU PNR Dialogue

Purpose;
U\) To provide talking points and background information on the Passenger Name Record (PNR)

issue and related developments concerning law enforcement information sharing with the
European Union (EU).

* &k & k¥

o The Agreement was intended to resolve a perceived conflict between EU law (which

’\ limits personal information collected by commercial entities from being shared with

& governmental entities) and US law (which required the collection and dissemination
of PNR data).

S0 b
Q/@ pre
e The PNR Agreement was challenged by the European Parliament as insufficiently protective

NS of EU privacy rights, and on May 30, 2006, the European Court of Justice (ECJ) struck down
\W the Agreement.

\Q\@ bl

o The ECJ nullified the agreement on the procedural grounds that it was signed under
Q\X the wrong EU legal authority — the one that deals with commercial issues rather than
the one that deals with law enforcement and public security e

o The EU notified the US that it will terminate the current Agreement on
K\ September 30. 2006 and has set a goal of eslablishing a new agreement by this date.

© On 7/17 the European Commission provided a proposed replacement text.
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U) o DHS is committed to working with the Commission and the Finnish Presidency to
identify a community wide arrangement.
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Background (WHAT FOLLOWS IS BACKGROUND ONLY - NOT FOR
DISSEMINATION):

Two converging events in Europe - the recent European Court of Justice decision on the legality
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal
Data -- have major implications for US law enforcement and security.

The EU-US PNR Agreement. As noted. in May 2004, after substantial negotiations. the

Department of Homeland Security entered into an agreement relating to the sharing of PNR
information collected by air carriers flying to the United States from Europe.-Central to the
Agreement was a set of Undertakings made by Customs and Border Protection (CBP) regarding
how it would treat the PNR data transmitted to it. Several of the limitations in those
Undertakings significantly restrict US opportunities to use information for investigative and law
enforcement purposes.

&U}The most significant of these limitations. from the DHS perspective, are the following

()
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The ECJ PNR Case. The European Parliament (EP) filed two suits in the European Court of
Justice (ECJ) challenging the information sharing arrangement.

On May 30. 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the
merits of the EU-US PNR Agrcement or the role of the Parliament. Rather, the decision turned
on the lack of competence of the Commission and Council to enter into the Agreement in the
first instance. The EU had based its authority on the so-called “First Pillar,” which allows the
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that

@

the requirecment that PNR data be sent to the US was a law enforcement and national security
mattcr. Such transfers. the court held, were excluded from the data protection directive

governing commercial data exports. If they arc to be regulated. the court 1mphed it would have
1o be done under the “ThidPillar.”™ - .

That is what the EU proposes to do. It has obtained authority {rom its Member States to erect
substantially the same agreement on a new foundation. In order to meet the European Court of
Justice deadline the Commission will seck to codify its position over the next couple of weeks
and then will call for agreement on the new arrangement by September 30.

4 002702
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closely intertwined with a broader effort to establish restrictive, EU-wide rules for information
sharing in the area of law enforcement. Last October the EU put forward two draft documents
that concern data sharing and protection in the law enforcement context. They consist of a draft
Framework Dircctive of the European Parliament and Council on the retention of data and a
proposed Council decision on the protection of personal data in criminal matters.

LS

Q}\ FEU Proposals on Sharing Law Enforcement Information. The PNR negotiations will be

>

European Union. lays out procedural rules for information sharing between individual EU

@ Article 135 of the draft Framework Directive, which would have the force of law within the
member states.'

' For example. the Draft Decision contains provisions on time limits for retention of shared data, ensuring the

\h accuracy of shared data, logging and audit trails, as well as restrictions limiting further usc of the data to the original
purpose for which it was first transmitted. In effect, it borrows heavily from the PNR Agreement and the

Undenakings.
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Department of Homeland Security
LS Immigration and Customs Enforcement
Discussion Document
US-EU PNR Dialogue

Purpese:
@ To provide talking points and background information on the Passenger Name Record (PNR)

issue and related developments concerning law enforcement information sharing with the

European Union (EU). —_—
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\ T'wo converging events in Europe - the recent European Court of Justice decision on the leyality
W or the EU-US PNR Agreement and a draft EL Framework Decision on Exchange of Criminal
Data -- have major implications for 1S Jaw enforcement and security.

The EL-U'S PNR Agreement. As noted, in May 2004, after substantial negotiations, the
X ) Department of Homeland Security entered into an agreement relating 10 the sharing of PNR
information collected by air carriers tlying 1o the United States from Europe. Ceniral 10 the
Agreement was a sct of Undertakings made by Customs and Border Protection (CBP) regarding
| how it would treat the PNR data transmitted to it. Several of the limitations in those
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QURI The most significant of these limitations, from the DHS perspective, are the following,
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The ECJ PNR Case. The European Parliament (EP) filed two suits in the European Court of

K\x Justice (ECJ) challenging the information sharing arrangemen.
On May 30, 2006, the ECJ issued its opinion in the lawsuits, The opinion did not address the
merits of the EU-US PNR Agreement or the role of the Parliament. Rather. the decision tumed

L on the lack of competence of the Commission and Council to enter into the Agreement in the
first instance. The EU had based its authority on the so-called “First Pillar,” which allows the
EU 10 regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that
the requircment that PNR data be sent to the US was a law enforcement and national security
matter. Such transfers, the court held, were excluded from the daia protection directive
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\D governing commercial data exports. 1f they are 10 be regulated, the court implied. it would have
K to be done under the “Third Pillar.”

That is what the EU proposes to do. It has obtained authority from its Member States 10 erect
a substantially the same agreement on a new foundation. In order to meet the European Court of
L Justice deadline the Commission will seek to codify its position over the next couple of weeks
and then will call for agreement on the new arrangement by September 30.

\ EU Proposals on Sharing Lan Enforcement Information. The PNR negotiations will be
&‘)‘ closely intertwined with a broader effort to establish restrictive, EU-wide rules for information
sharing in the area of law enforcement. Last October the EU put forward two drafi documents
that concem data sharing and protection in the law enforcement context. They consist of a draft
Framework Directive of the European Parliament and Council on the retention of data and a
proposed Council decision on the protection of personal data in criminal matters, ¢_

bS =

. reeof tawwithinthe
s out procedural rules for information sharing between individual EU

European Unio?, lay
member states.”

Q ! seteted: °

? For example, the Draft Decision contains provisions on time limits for retention of shared data, ensuring the
\}\\ accuracy of shared data, logging and audit rails, as well as restrichions limiing further use of the data 1o the original
purpose for which it was fiest transmitted  In effect. it borrows heavily from the PNR Agreement and the

—tnderakings
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US Imumigration and Customs Fnforcement
Discussion Document
US-EU PNR Dialogue

Pumose:
\h To provide talking points and background information on the Passenger Name Record (PNR)
issue and related developments conceming law enforcement information xharing with the
European Union (EU).
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o DHS is copmitted to working with the Commission and the Finnish Presideney to
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Background

“\ Twa converging events in Europe - the recent European Court of Justice decision on the legalily
( of the FU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal
Data -- have major implications for US law enforcement and security.

The EU-US PNR Agreement, As noted. in May 2004, after substantial negotiations, the .

&\)\ Department of Homeland Security entered into an agrecment relating to the sharing of PNR
information collected by air carriers Oying to the United States from Europe. Central to the
Agreement was a set of Undertakings made by Customs and Border Protection (CBP) regarding
how it would treat the PNR data transmitted to it.! Several of the limitations in those
Undertakings significantly restrict US opportunities to use information for investigative and law
enforcement purposes.

, 2| The most significant of these limitations, from the DHS perspective, are the following (WHAT
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Department of Homeland Security
US Immigration and Customs Enforcement
Discussion Document
US-EU PNR Dialogue

Purpose:
(\b To provide talking points and background information on the Passenger Name Record (PNR)

issue and related developiments concerning law enforcement information sharing with the
European Union (EU).

S N

b |

o The Agreement was intended 1o resolve a perceived contlict between EU law (which

h limits personal information collected by commercial entities from being shared with
governmental entities) and US law (which required the collection and dissemination
of PNR data).

G

» The PNR Agreement was challenged by the European Parliament as insufficiently protective
of EU privacy rights, and on May 30, 2006, the European Court of Justice (ECJ) struck down

Q‘(\ the Agreement.

“QO The ECJ nullified the agreement on the procedural grounds that it was signed under
k the wrong EU legal authority — the one that deals with commercial issues rather than

the one that decals with law enforcement and public security. e

e The EU notified the US that it will terminate the current Agreement on
&\} Scptember 30. 2006 and has set a goal of establishing a ncw agreement by this date.
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Background

’\ “Two converging cvents in Europe ~ the recent European Court of Justice decision on n the leqalny
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal
Data -- have major implications for US law enforcement and security.

\ﬂ The EU-US PNR Agreement. As noted, in May 2004. afier substantial negotiations. the
Dcpartment of Homeland Sccurity entered into an agrecment relating to the sharing of PNR
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U\\ information collected by air carriers flying to the United States from Europe. Central 1o the
\ Agrecment was a set of Undertakings made by Customs and Border Protection (CBP) regarding
how it would treat the PNR data transmitted to it." Several of the limitations in those
Undertakings significantly restrict US opportunities to use information for investigative and law
enforcement purposes.

&\b The most significant of these limitations, from the DHS perspective, are the following:

(<)

L)

002716
SsfesT



- St e
FOR OFF% USE ONLY - NOT FOR DISTRIBUTION

(c)

(O

G'\J

The ECJ PNR Case. The European Parliament (EP) filed two suits in the European Court of
L Justice (ECJ) challenging the information sharing arrangement.

On May 30. 2006. the ECJ issued its opinion in the lawsuits. The opinion did not address the
mcrits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned
on the lack of competence of the Commission and Council to enter into the Agreement in the

\m first instance. The EU had based its authority on the so-called “First Pillar,” which allows the

Q EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that

the requirement that PNR data be sent to the US was a law enforcement and national security
matter. Such transfers, the court held, were excluded from the data protection directive
governing commercial data exports. If they are to be regulated, the court implied, it would have
to be done under the “Third Pillar.”

@ That is what the EU proposes to do. It has obtained authority from its Member States to erect

substantially the same agreement on a new foundation. In order to meet the European Court of
Justice deadline the Commission will seek to codify its position over the next couple of weeks
and then will call for agreement on the new arrangement by September 30.

closely intertwined with a broader cffort to establish restrictive, EU-wide rules for information
sharing in the arca of law enforcement. Last October the EU put forward two draft documents. .

&Q EU Proposals on Sharing Law Enforcement Information. The PNR negotiations will be

that concern data sharing and protection in the law enforcement context. They consist of a draft

Framework Directive of the European Parliament and Council on the retention of data and a

proposed Council decision on the protection of personal data in criminal matters. "1 (o S
=

2006 to Heads of Executive Departments and Agencies on “Guidelines and Requirements in Support of Information

Q‘) * This concern is consistent with Executive Order 13388 and the President’s Memorandum issued on December 16,
Sharing Environment.”
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v\ Article 15 of the draft Framework Directive, which would have the force of law within the
Q\ European Union, lays out procedural rules for information sharing betwecn individual EU
member states.’

&

il e\(’\b

N of

e

\\\ * For example, the Draft Decision contains provisions on time limits for retention of shared data, ensuring the

__accuracy of shared data. logging and audit trails, as well as restrictions limiting further usc-of the data to the original - — —-

purpose for which it was first transmitted. In effect, it borrows heavily from the PNR Agreement and the
Undenakings.
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o DHS is committed to working with the Commission_and the Finnish Presidency_to
@ identifv n community wide arrancement.
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@ The ECJ PNR Case. The European Parliament (EP) filed two suits in the European Court of
&, Justice (ECJ) challenging the information sharing arrangement.

On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the
Q merits of the EU-US PNR Agreement or the role of the Pariiament. Rather, the decision turned
\ on the lack of competence of the Commission and Council to enter into the Agreement in the
first instance. The EU had based its authority on the so-calied “First Pillar,” which allows the
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that
the requirement that PNR data be sent to the US was a law enforcement and national security
matter. Such transfers, the court held, were excluded from the data protection directive

0’\ 7 This concem is consistent with Executive Order 13388 and the President’s Memorandum issued on December 16,

\7 " 2006 to Heads of Executive Departments and Agencies on "Guidelines and Requirements in S of infarmation

Sharing Environment.”
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governing commercial data exponts. If they are to be regulated, the court implied, it would have
1o be done under the “Third Piliar.”

\ That is what the EU proposes to do. It has obtained authority from its Member Siates to erect
substantially the same agreement on a new foundation, In order to meet the European Court of
Justice deadline the Commission will seek to codify its position over the next couple of weeks
and then will call for agreement on the new arrangement by September 30.

EU Proposals on Sharing Law Enforcement Information. The PNR negotiations will be
® closely intertwined with a broader effort to establish restrictive. EU-wide rules for information
k sharing in the area of law enforcement. Last October the EU put forward two draft documents
that concern data sharing and protection in the law enforcement context. They consist of a draft
Framework Directive of the European Parliament and Council on the retention of data and a

proposed Council decision on the protection of personal data in crimina) matters. £
v o

b)Y s

SEW\.“ .

i irecti i rce of law within the
European Union, lays out procedural rules for information sharmg between individual EU

member states.’

@

* For example, the Drafl Decision contains provisions on time limits for refention of shared data, ensuring the
accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the data 10 the original
purpose for which it was first transmitted. {n effect, it borrows heavily fom the PNR Agreement and the
Undenakings.
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Department of Homeland Security
US Immigration and Customs Enforcement
Discussion Document
US-EU PNR Dialogue

UmOSC

Lb To provide talking points and background information on the Passenger Name Record (PNR)
& issue and related developments concemning law enforcement information sharing with the
European Union (EU).

LR R

&r@ bi

o The Agreement was intended to resolve a perceived conflict between EU law (which
k)\\ limits personal information collected by commercial entities from being shared with
governmental entities) and US law (which required the collection and dissemination

of PNR data).

‘( %
o b

o The PNR Agreement was challenged by the European Parliament as insufficiently protective
of EU privacy rights, and on May 30, 2006, the European Court of Justice (ECJ) struck down

Q\ the Agreement.

o The ECJ nullified the agreement on the procedural grounds that it was signed under
&\,\ the wrong EU legal authority - the one that deals with commercial issues rather than
the one that deals with law enforcement and public security.

e The EU notified the US that it will terminate the current Agreement on
\ \}\ September 30, 2006 and has set a goal of establishing a new agrecment by this date.
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\D o DHS is committed to working with the Commission and the Finnish Presidency to
k identify a community wide arrangement.
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Background (WHAT FOLLOWS IS BACKGROUND ONLY - NOT FOR
DISSEMINATION):

6@ Two converging events in Europe ~ the recent European Court of Justice decision on the legality
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal
Data -- have major implications for US law enforcement and security.

Department of Homeland Security entered into an agreement relating to the sharing of PNR
information collected by air carriers flying to the United States from Europe. Central to the
Agreement was a set of Undertakings made by Customs and Border Protection (CBP) regarding
how it would treat the PNR data transmitted to it. Several of the limitations in those
Undertakings significantly restrict US opportunities to use information for investigative and law
enforcement purposes.

&0’:\ ~“The EU-US PNR Agreement. As noled, in May 2004, afier substantial negotiations, the

&Q The most significant of these limitations, from the DHS perspective, are the following

O
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\\,Q The ECJ PNR Case. The European Parliament (EP) filed two suits in the European Court of
Justice (ECJ) challenging the information sharing arrangement.

merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned
on the lack of competence of the Commission and Council to enter into the Agreemcm in the
first instance. The EU had based its authority on the so-called “First Pillar,”” which allows the
EU to regulate trade and commercial matters. The ECJ held (as the US had argued carlier) that

L \L) On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the

———————thetequirement-that PNR databe sem 1o the US was a Taw enforcement and national security
matter. Such transfers, the court held, were excluded from the data protection directive

governing commecrcial data expons If they are to be regulated, the court implied. it would have
to be done under the “Third Pillar.”

UD That is what the EU proposes to do. It has obtained authority from its Member States to erect
substantially the same agreement on a new foundation. In order to meet the European Court of
Justice deadline the Commission will seek to codify its position over the next couple of weeks
and then will call for agreement on the new arrangement by September 30.

002729
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R \k3 EU Proposals on Sharing Law Enforcement Information. The PNR negotiations will be
closely intertwined with a broader effort to establish restrictive, EU-wide rules for information
sharing in the area of law enforcement. Last October the EU put forward two draft documents
that concern data sharing and protection in the law enforcement context. They consist of a draft
Framework Directive of the European Parliament and Council on the retention of data and a
proposed Council decision on the protection of personal data in criminal matters. [

LS -

&\)D Anticle 15 of the draft Framework Directive, which would have the force of law within the
European Union, lays out procedural rules for information sharing between individual EU

member states.'

accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the data to the original
purpose for which it was furst trzansmitted. In effect, it borrows heavily from the PNR Agreement and the

Undertakings.

Q U‘? ' For example, the Draft Decision contains provisions on time limits for retention of shared data, ensuring the

: 002730
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* The ECJ PNR Case. The European Parlianent (EP) filed mwo swits i the European Court of
Justice (ECJH challenging the intormiation sharing arrangement.

On May 30, 2006, the BEC) 1ssued its opinion in fhe lasosuits, The opinton did not address the
smertts of the EU-US PNR Agreement or the role of the Parlament. Rather. the decision wirned
on the lack of competence of the Commission and Council to enter into the Agrecment in the
first instance. The EU had based its authority on the so-called “First Pillar,” which allows the
EL to regulate trade and commercial maiters. The ECJ held (as the US had argued earlier) that
the requirement that PNR Jata be sent to the US was a law enforcement and natonal security

matter. Such transfers, the count held, were excluded from the data protection direciive

}
i

Phis concern s conssstent with Frecstive Order
2006 1o Heads of Precutnve Diepartments and Agenows
Sharing cnoronment

TINE and the President’s Memorandum ssued on Diecomber 16,
fetine and Reguirement o

v G Sapport of ninrmation


file:///grficRs

FOR ()H-‘lc}é_uf: ONLY = NOT FOR DIS TRIBU TGN /

(G woverning commercial data exponts o they are fo be rewslated, the court implied, 2 would hase
Yo Yt be aone under the T Thind Pillar”
¢ oY bhatiswhatthe EU proposes todo. [t has ovtained autheris from e Member Staies o erect
“\ substaniatly the same agreement on a new foandeton e order o mevt the European Court of
. Tustee dine the Commussion will scek 1o cadily its position cyver e nest couple ol weceks
and then willcall for agrevment on the new arrengement by Sceptember 20
£ . - . . . :
t . FU Proposals on Shariog Law Eoforcement lnformation. The PNR negotiations will be

I

\ “closelv internwined with a broader offart io gl restrictive, FLU carde sules for iformation
T shanng i the area of law enforcement. Last Gowober the EU put forvward two draft documents
that convern data shanng and protection o the s entorcoment content Phey consist ot a draft
Framuework Directive of the European Porlioment snd Counerl o the retestion of dus and @
proposed Council decision on the proteciion of personal data in erimunal matters, -

LS —

>

f - , X L o . . -

B u\,\, Armicle 15 of the draft Framewaork Directive, which swould have the force of faw within the

.. Furopean Union, lays out procedural rules for information sharing betw cen individual EU
member stes.”

2. TN\

(<

-

[N . . . .- . . .
§ N Tur example, the Draft Decision contams provisions on time hmits for etention of shared data, ensuring the

i |

\ \

AN accuracy of shared daia, logging and audit wails. as well as restnevions imiting funher ase of the data 10 the sriginal
e purpose for whichiatwas fiestsransmatted. {neffoon iOborrows beavily from the PAR Sgreemoent and the

Lnderakings

002755



16 C\@

-

(&)

FOR OFFiCl:\.,XSL' UNLY - NOT FOR DISTRIBUTION

|




Page 2: [1}] Deleteq

©

michael.scardavme

b
e

/

7/27/2006 6:19:00 pym

QORTLT



| Osieted: June 26. 2006

TG SR )

FROM L B3 I

RE- SarLenen L g ~ Negotiations
Purnase

TN
NV

snger Name Kecord (PNR) issue and

To provide you with bachground intorman
2ih the Evropean Union

related deveiopments concerning law enforcement ilomsion sharing
(EU) in preparatian for 2 mid-July "un-GC7

§umma |}

Before September 1. the government knew very littde abaut e people geiing on plances bound for
the United States. After the attacks, airlines were re: ;urc 10 orovide information about their U.S.-
bound passengers  This information - name. contact niormation, and the Hike - was drawn from
information ‘,.,:m fed ta the sirling 23 cOvAiON ProTess. ;PS uses the information to
screen for ng-fiy viclato d terrorist suspects Befars the plane takes oil, proecting against
midflight h;)«.m.mgs und pombings.

afthe rn

U Ang

nomust be [ Y o
arYtecUons are not

DHE many privacy
of European
¢ m'"cmi data
feared (with :“ason, ihat European
Gy e same hght and would imnose fines and

For flights between Europe and
has long prohibited the ex;
“adequate’ inheview o E
laws, it does ot have 3
taw, 1l has tnerotore beer condenr
transfers 1o the U.S, have jong been
daa protection agencies would wiew
other penalties on airlines thai provided ih

SOUEH T s s

~

i iih the CU regarding " Detoted:
| 2 he LSE he Agreement declares US [ 7>
law “adequaiz : 15 adheres 10 numersus 2etailed prescriptions Oeierec L~ "

\\)‘> set by EU ncgommu. i; i "7

[ S J

i

;

S

nN2332
/

/ /l Y L

~  epm: Sme lt{‘f /M

OB Ueii»

: tedms . o :um 20




| The PNR agreement was “hallenged by ici that the Deicted: - ]
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~ Pillar™ authoriy - the autnorty that | rerzment. The EC held

/ U > that the US wanied PNR ozta for taw entors iane public securny reas Law enforcement
- and public security are i completeis cutside e FL™ authority ., but they Tall sothin the “Third
Pitlar” whese the aut! of EU oo i ‘ o, Partizment wnd Count of

justice) 53 more

\ The EU now pians w0 sech suthority fiom emuer Siais 0 renegoiiaie the FNK Agreement
(c ’\" under the Third Pitias. Toe Commission has portrayed this as a technical change that would put the

4 _same agreement back o slace albeiv gader o different egal aothiori,.

3y
D

Background

4 Twoconverging events in Europe - the reeens European Coun of Justice decision on the legality of
/ the EC-US PNR Agreenient and a drafi EU Framework Decision an Exchange of Criminat Data --
have major implications for US law enforcemens and security.
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| interests of the United States.

Anslysis & Recommendation

-

if adopied, the Dr 12 nwnbes of binding and nea-binding information
sharing armungements that e Urn amipls, we he gned a 2003 Mutual Legul
Assistance Agrecment (MLAT) with the European L}n")n and 4 2001 information snasing agreement with
Europol {the EU-leve) police agency); with respect to member states. we signed a 2003 MLAT with
Germany, which buiids on numerous other MLATs alrcady 'n foree with other £U member states. The United
States also has muny excowt-o agreements and mer m":‘.nc:;;; ;:f underslanding with member stales under which
critical informaiian is currently being shared  Under EU taw, dijectives supersede biiaternl ireaties and
agreements and member stzies must confarm thel d‘{isfmg greements with the directive.

’ Unlike in 2003, this risk is present new peczuse the Culrt has conclusively ruied that the transfer of
PNR data is 3 law enfmcement mangr While Eummm mntegration has been the greaiest in areas associsicd

! \\} with the Common Market law enforw ity 15 a relatively new .~¢n uf activity al the
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Canclusion

The USG has 2 paramount interest in ensuring iaaf law enforcement und border contro! information
continues 10 Now 10 the United Siates. In creating the Information Sharing Environment we are
waorking to break down walls that resirict the sharing of information between Federal agencies.

The PNR Agreement thaizne L5 signed wiih the T in 7004 s an examp’e 07 the ald-styie antificial

«Q
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limitation. We eniered into the PNR Agreemer: based upon the ELCs wrgument that the expon of

(02339



The European Court of

Aoy peinl
I roimersial

under L an

commercial informaton .«
Justice has now
information, s

Y

\

002340
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Washington, DC 20528

g Homeland
¢ Security
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k i 2. B ) . | Deleted: Juse 26, 2006 __
Memorandum
TO: 2ok —3
FROM: A A
RE: Passenger Name Records and Law Enforcement Information Sharing - Negotiations

With The European Union

_Purpose

To provide you with background information on the Passenger Name Record (PNR) issue and
related developments concerning law enforcement information sharing with the European Union
(EU) in preparation for a mid-July “un-DC."

Summary

Before September | 1, the government knew very little about the people getting on planes bound for
the United States. After the attacks, airlines were required to provide information about their U.S.-
bound passengers. This information — name, contact information, and the like — was drawn from
information supplied to the airline as part of the reservation process. DHS uses the information to
screen for no-fly violators and terrorist suspects before the plane takes off, protecting against
midflight hijackings and bombings.

For flights between Europe and the U.S., the data must be made available from Europe. EU law has
long prohibited the commercial export of personal data to countries whose legal protections are not
“adequate” in the view of Eurapean data protection autharities. While the U.S. has many privacy
laws. it does not have an overarching data protection regime that corresponds to every aspect of
European law. It has therefore been viewed as “inadequate” by European standards. and commercial
data transfers to the U.S. have long been restricted. European airlines feared (with reason) that
European data protection agencies would view the PNR transfers in the same light and would
impose fines and other penalties on airlines that provided the PNR data to the U.S. Govermnment.'

To ease these fears, in May 2004, the United States entered into an agreement with the EU regarding
the transmission of PNR data from European air carriers to the USG. The Agreement is
accompanied by a determination that L. ¢35 57 -3 ‘adequate™ by European standards as
long as the US adheres to numerous detailed prescriptions worked out with EU negotiators (but
unilaterally implemented by DHS). {.

B3 . 3
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The PNR Agreement was also contraversial in Europe. it was challenged by the European
Parliament as insufficiently protective of EU privacy rights. On May 30 the European Court of
Justice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural - the
equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by finding a
(\i} law invalid because it exceeded Congress’s Commerce Clause power. Under EU law. commercial
issues fall within the jurisdiction of the EU as part of its “First Pillar" authority. This is the authority
that the EU relied on in entering the Agreement. The ECJ, however, held that the US wanted PNR
data for law enforcement and public security reasons. Law enforcement and public security are only
partly wlthm the EU's authonty they fall under the “*Third Pillar,” where the authority of EU central

—if Hamemt-and-Courtof fusticey ismore fimited and more authonty is

left to the Member States. Because the agreement was entered under the wrong authority, the Court
ruled it invalid but delayed the effective date of its decision until September 30 in the hope that the
jurisdictional problem could be quickly solved. To cure the problem, the EU plans to seek authority
frorn the Member States to renegotiate the PNR Agreement under the Third Pillar. The Commission
has portrayed this as a technical change that would put the same agreement back in place, albeit
under a different legal authority.

. /

(¢)
5)

' CBP can sharc PNR data with other law enforcement agencies, on a case-by-case basis and onty for the purpose of
u, combating terrorism and serious transnational crimes.
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! PNR can also be used and transferred to address significant health risks under Paragraph 34. As
( LA,) noted below, despite this authorization the EU’s Article 29 Working Party has conciuded that CDC's plans to

retain PNR data for heaith-related purposes violates EU law.

¢ This concern is consistent with Executive Order 13388 and the President’s Memorandum issued on

u December 16, 2006 to Heads of Executive Departments and Agencies on “Guidelines and Requirements in
Support of Information Sharing Environment.”
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. were all that is at stake. this
would be an interesting diplomatic and legal problem for DHS. Butitis not, The PNR negotiations
will be closely intertwined with a broader effort {__ "3

1 Last October the EU put forward two draft documents that
concern data sharing and protection in the law enforcement context. They consist of a draft
Framework Directive of the European Parliament and Council on the retention of data and a
oroposed Council decision on the protection of personal data in criminal matters.

63 _.> . would regulate the exchange of law enforcement data
between Member States and third countries like the US.

! For example, the Drafi Decision contains-provisiens-on-time-tinits for retention of shared daia,

(4

ensuring the accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the
data to the original purpose for which it was first transmitted. In effect, it borrows heavily from the PNR
Agreement and the Undertakings.
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up to 60 days for that purpose. The top data protection authorities of Europe, known as the “Article
29 Working Party.” have now decided that this sort of data retention violates EU privacy directives.
If given effect, the Working Party's opinion would place air carriers legal jeopardy because of
inconsistent legal régimes. [t reflects a mdespread EU view that privacy trumps even the critical
public heaith interests of the United States.'

Analysis & Recommendangn

&

( U‘v) Conversely, Paragraph 34 of the Undertakings allows for the exchange of PNR for public health purposes and neither
the Commission or the Article 29 Committee have challenged the DHS-HHS MOU.
Unlike in 2003, this risk is present now because the Court has conclusively ruled that the transfer of

PNR dara is a law enforcement matter. While European integration-has-been-the greatest i areas associaied

community ievel and many responsibilities still fall to the EU Member States. The ECJ firmly placed PNR in
the area of law enforcement and public security, and as result, any actions 1aken in this area are likely to set

with the Common Market, law enforcement and public security is a retatively new area of activity at the
(\/A )
precedents for further community involvement in other law enforcement matters.

- e e . 8 - T [
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Conclusion

The USG has a paramount interest in ensuring that law enforcement and border contro! information
continues to flow to the United States. in creating the informanion Sharing Environment we are
working to break down walls that restrict the sharing of information between Federal agencies.

The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style artificial
limitation. We entered into the PNR Agreement based upon the EU's argument that the export of
commercial information was subject to special restrictions under EU jaw. The European Court of
Justice has now held that the information is law enforcement information, not commercial
information, so that the rationale for the agreement has now dissolved.
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long prohibited the commercial export of personal datu to countries whose legal protections are not ' Comment :')
“adequate” in the view of Eurcpean data prote authorities. While the .S, has many privacy < b) e
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by a determination that CBP's vrotectign of PNR is “adequate” by European standards as long as the
US adheres to numerous detailed prescriptions {ipe L nderiab :nys ™ worked out with EC, negotiators

{but unilaterally implemented by DHS).” & ~
I T s /
! ,r o0 |
L ot

| The PNRgr :-w.0n was also controversial in Evrope. It was challenged by the European

Parliament as insufficiently protective of EU privacy rights. On May 30 the European Court of
Justice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural — » ar
o ghe ' LS. Supreme Court ducking a Fourth Amendment challen i i i

it exceeded Congress's Commerce Clause power. Under EU law, commercial issues fall within the
jurisdiction of the EU as part of its “First Pillar” authority. This is the authority that the EU relied on
| in entering ito the Agreement. The ECJ, however, held that the US wanted PNR data for law
enforcement and public security reasons. Law enforcement and public security are only partly
within the EU's authority: they fal} under the “Third Pillar,” where the authority of EU central
institutions (the Commission, Parliament and Court of Justice) is more limited and more authority is
lefi to the Member States. Because the agreement was entered under the wrong authority, the Court
ruled it invalid but delayed the effective date of its decision until September 30 in the hope that the

Member States to renegotiate the PNR ar_anger:ent under the Third Pillar. The Commission has
portrayed this as a technical change that would put the same crangement back in place, albeit under
a different legal authority.

l problem could be quickly solved. To cure the problem, the EU plans to seek authority from the

Deleteds [y 5 -
Deleted:

o e v =
Deleted: U
t -
Odetad [ ».i7 A

Ca

(V\. 9 sombating terrorism and serious wansnational crimes,

\

[ The agrvement, and the adequgcy finding and unilaierl Undentzkings thaiundermin it together Make uy the PNR
C T,
3} CBP can share PNR data with other law enforcement agencies, on a case-by-case basis and only for, purposes_relating

B Y —

- - L: b-j, 3 —
Deleted; [~ PR
M eierma L‘a = /\ :
Deletad: J
T \ -
(Detetac: =
e

Deietad: J
e TR DR S
—

Dalotad: ne )
Y

002352



k@

(5

Background

B

) Two converging events in Europe — the recent European Court of Justice decision on the legality of
b\ | the EC-US PNR Agrangcment and a draft EU Framework Decision on Exchange of Criminal Data --
have major implications for US law enforcement and security,

i
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s PNR can also be used and transferred to address significant health risks under Paragraph 34, but

terms 32. As noted below, despite this authorization the S
W EU's Article 29 Working Party has concluded that CDC's pians to retain passcnger data for health-related 'Deeted L >3
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| The ECJ PNR Case. The Ajrangcment was no less controversial in Brussels. Disturbed over what (Deleted: . P )
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EU Proposals on Sharing Law Enforcement laformation. 1{that were ail that is at stake. this
would be an mteresting diplomatic and legal problem for DHS, But it s not. The PNR negotiations
will be closely intertwined with a broader efiort '+ T o
—>  Lasi Oaober the BL put forward two drait documents that
( w\ concern daia sharing and protection in the s enforcoment context. Vhaes consist of a araf
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I proposed Council decision on the prox . Eua m OnImnR inaters,
: hange of faw enforcement

aata between Member Steies ang

? For example. the Drft Denision contains pravisions o time litguis for ratention-ofshared-deta:
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The adequacy finding granied to the U.S. was specific to the transfer of PNR data and only extended
to its transmission to CBP. The May 30" decision of the ECJ also annuls this decision by the Commission on

3
(, the grounds that the Commission did not have the legal auhosisyte-grant-it—

" If adopied, the Draft Decision could conflict with a number of binding and non-binding information
sharing arrangements that the United States has signed. For example, we have signed a 2003 Mutual Legal

(\,‘,\ | Assistance Agreement (MLAT) with the European Union and a 2092 information sharing agreement with
Europol (the EU-level police agency): with respect to member states, we signed a 2003 MLAT with

7
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Communicable Diseases. Are European institutions really willing to limit information sharing
with the US in the face of continuing terrorist threats? One clue to the current climate can be found
in the European reaction to another US initiative relating to avian flu. 1f air passengers are exposed
10 a pandemic strain of avian flu, the government will need to locate all of the passengers and crew,
quickly. So the Centers for Discase Control has proposed a rule requiring airlines to retain . = n_

o 2 .. _forup to 60 days for that purpose The top data protection authorities ¢ of
Europe, known as the “Article 29 Workmg Party.” have naw decided that this sort of data retention
violates EU privacy directives. [f given effect, the Working Party's opinion would place air carriers
in legal jeopardy because of inconsistent legal régimes. 1t reflects a widespread EU view that
privacy trumps even gritical public health jnterests, '*
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Germany, The United States also has many other ML A7s_executive agreemenis and memoranda of
understanding with member states under which critical information is currently being shared. Under EU law,
directives supersede bilateral treaties and agreements and member siates must conform their existing
agrecments with the directive,

.'.’ bl

- Unlike in 2003, this risk is prcsem now bccausc the Court has conclusnvely ruled that the transfer of
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with the Common Market, Iaw cnforcemcnt and pubhc secunty isa rclauvcly new area of aclmty at the
community level and many responsibilities still fall to the EU Member States. The ECJ firmly placed PNR in
the area of law enforcement and public security. and as result, any actions taken in this area are likely 1o set
precedents for further community involvement in other law enforcement matters.
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The USG has a paramount interest in ensuring that law enforcement and barder control information
continucs to flow to the United States. In creating the Information Sharing Environment we are
working to break down walls that restrict the sharing of information between Federal agencics.

The PNR old-style artificial limitation . We entered
into the PNR based upon the E s argument that the export of commercial information
was subject to special restrictions under EU law. The European Court of Justice has now held that
the information is law enforcement information, not commercial information, so that the rationale
for the a has now dissolved.
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—Purpose

TO: C. b3 in

FROM: owe ™
RE: Pagsenger Name Records and Law Enforcement Information Sharing - Negotiations

With The Ewropean Uiion

To provide you with background information on the Passenger Name Record (PNR) issue and
related developments concerming law enforcement mformation sharng «1ith the Furopean Union
(EU) in preparation for a mid-July “un-DC 7

Summary

Before September 11, the govermment ke very hiile aboud the people getung on planes bound for
the United States. After the anacks, airlines weie vequived to provide mformation about thetr U.S.-
bound passengers. This mtormation - name, contact informanon, and the like - was drawn from
mformation supplied to the zirline as part of the reservaton process. DHS uses the information to
screen for no-fly violators and tervorist suspects betore the plane takes oif. protecung aganst
midfhight hyackings and bombing

For flights betwzen Rurope xnd the LN
long prohibited ihe commeriil export uf pe
“adequate” in the view of European dna protes .
laws, it does noat have an overarching dete protecuon regrne Ui currespands 1o every aspect of
European Jaw. [t has therefors been viewed as Vinadeguue™ by Buropean stzndards, and commercial
data transfers 1o the U8, have long been restricied. buropean airhnes feared (with reason) that
European data protection agencies would view the PR msiors wmothe same light and would
impose fines and other penalties on airlines that provided the MR data to the LS. Government

the dats mwst by made avardabic from Furope. EU law has
Ve e countnes whioss legal protections are not
~.5. has marny privacy

To ease these fears, in May 2004, the United Stases entered into an agreement with the EU regarding
the ransmission of PNR data from European air carriers to the USCG. The Agreement is

accompanied by 2 determinanon that [ b 5 ™ “adequate” by European standards as
( M} long as the US adheres to numerous delailed prescriptions worked vut with EU negotiators (but
wl 11 N I Jote e 77)
mHatcratyImph e oy RS TT O -
~ ) TR o J
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bin T-umm It was challenged by thc European

VRV prvac moahes O Muy 30 iae Luropesn Court of

\ Justice (E( Y) slmLk dmn the Agreemuent B i, e i Emuud that wus highly procedural — the
equivelent under US fav. of the Supreme LK , chm vnge by finding a

Fourh Amend

et faw invalid because it exceeded (Congres ommeree avse power. Under BU faw, commercial
: issues fall within the junsdiction of the EU as par. o "F-.r:;a Pitlar” auu;om_\«. Ting is the authority
that the EU relicd on in enterng the Agreement. The ECI however, held that the US wanted PNR
data for law enforcemont nd public secunty reascos, Law enforecnment and public secunty are only
» partly within the EU's authority: they tall under the " Third Pillar,” where the authority of EU central

mstitutions {(the Commission, Pathament-and-Conrof-istieormmuoreHrtedardore mitonty 15

~  left to the Member States. Because the agreement was entered under the wrong authority, the Court
ruled it invalid but defayed the efiective date of its aecision until September 30 in the hope that the
jurisdictional problem could be quickly solved. To cure the problem, the EU plans to seek authority
from the Member States to renegatiate the PNR Agreement under the Third Pillar. The Commission
has portraved this as z techmeal change that would put the same agreement back in place, albeit

under a different legal authonty.

on i case-by-case basis und only for ihe purpose of

combating terronstn snd senous tragsnabional orimes

(‘ ) Y CBP cun share PNR datg with other law enforcement agentivs,
VS
-
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decision on the [egality of

Two converging events in Europe - the recent European Court of Justie
(A} the EC-US PNR Apreement and 5 draft EU Framework Decision on Exchange of Crimmal Data —
have major implicavions for US faw enforcemeni and secunity.

. ;1

(¢)

< (A) The most significant of these limitations, from our perspecnve are the following:




*
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.
! PNR can also be used and transterred to address significant health risks under Paragraph 34, As
AL | noted below, despite this authorization the EU’s Anicle 29 Working Party has conciuded that CDCs-plans-to—
? tor nealthrelaied purposes violates EU Lav
¢ This concern is consisten? with Ervecutive Order | 2388 und the President's Memorandum issued on

sencies on “Grwdehines and Requirements in

: Decemnber 16. 2006 w Heads of Executive Dieparmments aml 4
QV\ Support of Information Sharing Environmient.”
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The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over what it

viewed as an attack on personal privacy and its own authority, the European Parliament (EP) filed

two suits in the European Court of Justice (ECJ) challenging the information sharing arrangement.

b |

That is what the EU proposes to do. [t is seeking authority to erect substantially the same agreement
on a new foundation. In order to meet the European Court of Justice deadline, the Commission will

seek to codify its position over the next couple of weeks and then will call for agreement on the new
arrangement by September 30.
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EU Proposals on Sharing Law Enforcement boformation. [f that were 211 that is at stake, this
would be an mteresung & v for DHS, Buttis not The PNR negotiations
will be closcly intertwined o b u broader offort Lo o)

omane and legai

A Last Gewoher the EU pan forward sao drafi documents that
concern data sharing and prowecnon wy the Lo enforcement context. They consist of 4 draft
Framework Directive of the Buropean Parhament and Council on the rewention of data and a
proposed Council decision o the protection of personal data m crimmal matiers.

by 33 atwould regulate the exchange of faw enforcement data
between Member States and third counmes fike the US.

()

= Forooamplz e DTEIUTISTE00 Contuits proviaons an uime limits for raontion of shared data,
inng further use of the

ensuring the accuracy of shared duig. Jogging and audn uads gs o ol as resiricy
dat to the original purpose for which 1t was first wansinted. In effect. it borrows heavily from the PNR

Agreement and the Undenakuigs
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Communicable Disesses. L.

=3 European reaciion o an O S IRETT S VI
10 8 pandemic stram of wvian flw the govenyment will n :
quickly. So the Centers fur Disease Control has proposed # rule regquiring arlines to retain PNR for
up to 60 days for thai purpese. The top dia protection authorities of Barope. known as the “Article
29 Working Party.” have now decided that thas sor of dats retentinn violutes B privacy directives.
If given effect. the Working Paiy”

T passengers are exposed
cd o losate all of the passengers and crew,

s opnion would puce ar camiers jegal reopurdy beeause of

>

The adequacy finding granted to the U.S. was speaific to the transfer of PNR data und only extended
10 s transmission w CRBP. The May 30" decision of the BCS also annuls this decision by the Commission on
the grounds that the Commission did not have the legal authority to grant i€

i If adopted. the Draft Decision could conflict with 1 number of bindiag and non-bmding informarion
shuring arrangements that the United States has signed. For example, we have signed @ 2003 Mutual Legal
Assistance Agreement (MLAT) with the Luropean Laion and 4 2001 infurmaton sharing agreement with

F\lﬂ‘{?ﬂ‘ Ahe Bl -dened P Hreesn FrEw v e T TICTIET SISTES, WE SIENEd o TRXIMLAT with
Germany, which builds en numerous other MLATS sirena iy force with ather EU viember states. The United
States also has many enceulive sgeements ahd menas ith wosmber states under which
critical informaton s currently bemng shaved, Undes i dhirectives supersede brlateral reaties and
agreements and menber states must conforn thew exsang agreements with the directne

PR
E)
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public health interests of the Uniled Suites,

S inconsistent legal régimes. Tt reflects o w mL pr i 11 view that privacy tnumps even the entical

Analvsis & Recommendation

* Conversely, Paragraph 34 of the Undenakings affows for the eaetiange of PNR for public health purposes and neither
the Commission or the Article 29 Committee huve challenged the DHS-HHS MOLU
¥ Unlike in 2003, this nsk is prcsuu fow bccauae the € ourt fias conclusively ruled that the transfer of

PNR data is a law enforceme brem T TTeaiest in areas associated

with the Common Market, law enforcement and pubi‘: SEu unh is & relatively new area of activity at the
community level and many responsibibinies sull {2l w the EU Member States. The ECJ firmly placed PNR in
the ares of Jaw enforcement angd pubhic sceunity, and as result. any actions taken in ths arca are likely to set
precedents for further commurity mvolvement in othier Jaw enforcement maters.

§
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Conclusion

The USG has a paramount interest in cusuring tha faw entorcement and border control information
continues to flow o the United States. In ereating the Information Sharing Environment we are
waorking 1o break down walls that reswict the sharnng of miormation betwesn Federal agencies.

The PNR Agreement that the US signed with the EU in 2004 1 an example of the old-style artificial
limitation. We entered into the PNR Agreement based upon the EUs argument that the export of

(‘.&7 commercial information was subject to special restnctions under EU faw. The European Court of
Justice has now held that the information is law enforcement information, not commercial
infarmation, so that the rationale for the agreement has now dissolved.
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The ECJ PNR Case. The Agreement was no fvss vontroversial i Brussels, Diswrbed over what it
viewed 28 an attack on personai privacy and its pwn authonts, the Eurovean Parliament (EP) filed

twa suits in the Buropean Court of Justice (FC; cheliengmg e miormaion shanng srrangement:
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That is what the EU proposes w do
on a new foundation. In vrder to meet the £
seek to codify its position over the nexi cou
arrangement by September 20
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’ Acting under the First Pitlar, the EU has afso entered into a PNR sharing agreement with Canada. In
light of the EUs determination that the US Underarings provided “adequate” przcy protections, the EU-

Canada agreement authorizes Canada 10 share PNR duta received from the EU wath the US. Even though the
ECJ has struck down the Bt LS LT A B the B comtendstinrt—tssmiar

™
N

gTtement with Cansda remains
ibsence of an “adeguacy”
finding (which is a First Piliar concepty may aow have the eitect of produbiting US-Canada mformation
sharing derived from EU-onznated fhghts

in effect. Some Canadian gosemmunt sources are convemad, howaer, that
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EU Proposals on Sharing Law Enforcement Information, [{ that sscre all that is at stake, this ,
would be an iteresting diplomatic and legal problem fur DHS. Butws not. The PNK negotiations

will be closely intertwined with a broader efforr b5

concern data sharing and protection in the law enlrcement context. They consist of a draft directive
. i of the European Parliament and Couneil on the retention of data and a proposed Council decisionon ..

the protection of personal data tn criminal matters. T
A vcud reguiate the exchange of law enforcement data berween member states and third

parties.
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ery e about the people getting on planes

; were required to provide
information aboutr their U.S -bound passengers. This information - name, contact

information. and the like - was dravn from mfermaeucn supplied to the airline as part of
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bound for the United States

\)B the reservation process. DHS uses the information w screen for no-fly violators and
terrerist suspects before the plane takes off, protecung against midilight hijackings and
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European data protection authorities. Whle the .S, has many privacy laws, it does not
\_)> have an overarching daia pretection regime that matches every aspect of European law.

It has therefore been condemned as inadecuate by Luropean siandards, and commercial
data transfers 1o the U.S. bave fong been restricted. European airlines feared (with
reason) that European data protection agencies would view the PNR transfers in the same
ight and would impose fnies and other penalves on airlines that provided the PNR data
to the U.S. Government.
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Washmgion, DC 20528

. FHomeland
¢ Security

-

TO: eSS 3
FROM: SEEN S
RE: Passenger Name Records and Law Enforcement Information Sharing — Negotiations

With The European Union

—— —— ——— — -

@w: June 23, 2006

- — e —

ll;"l po3t

To provide you with background information on the Passenger Name Record (PNR) issue and
related developmenis concerming law enforcement information sharing with the European Union
{EU) in preparation for a mid-July “un-DC.”

Summary

-

L - . May 2004, the United States cntered into an agreement with the EU,
Te

) b3

garding the transmission of PNR data from European air carriers 1o the USG, <
|

!

Lo

o
LS

L

r L5 g
! -
- > On May 30 the European Court of Justice (ECJ) struck down the Agreement, not on

substantive grounds but on procedural ones. Under EU law, commercial issues are within the
competence of the EU and fall under the “First Pillar™ authority — the authority that the EU had
relied on in entering the Agreement. .

LS

2>, the authonty of EL cesial institutrons (the Con mssic i,

Parh:ament apd Conn of Jusuce) is more himted LY
> .
The EUnow [ 57 seek authority from the Member States-to-rencgotiate-the PNR Agreement
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under the Third Pillar. [ b:5 1 have portrayed this as a technical change that would put the same
agreement back in place. albeit under a different legal authonty.
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Background
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( ‘ (S Two convergimg events in Barope  the recent European
Court of Justice decision on the legality of the U -t PNR agreement and a draft EU Framework

—

Decision on Exchange of ¢ nunral Dai - ose mmermphaanons T b
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CUL! The most significant of these Hmtations. om v perspecn e are the foliow
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* PNR can also be used and transferred to address significant health risks under Paragraph 34, As noted
WL ] below, despite this autharization the EU's Article 29 Working Party has concluded that CDC's plans to retain
PNR data for health-reiated purposes violates EU law.,
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The ECJ PNR Case. ¢
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EU Proposals on Sharing Law Enforcement Information. C.
&5
> cast October the EU put forward three draft documents that concern data sharing and
protection in the law enforcement context. They consist of adraft directive of the European
(\L Parliament and Council on the retention of data, a proposed Council decision on the protection of

——————personal dam im crminal maters, and - oS - aproposed Council decision on

l the exchange of law enforcernent data between member states and turd r ..

v

i15 for refention of shared daia, ensuring the
accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the data to the
™ original purpose for which it was first transmitted. In effect it mirrors, in many ways. existing use and sharing
limitations in the PNR Agreement and the Undenakings.
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Conclusion
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