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DISCUSSION DOCUMENT
Analysis of United States Interests in the U.S.-EU PNR dialogue
Department of Homeland Security

July 20, 2006

Purpose

To provide you with background information on the Passenger Name Record (PNR) issue and
related developments concerning law enforcement information sharing with the European Union
(EU) in preparation for a mid-July "un-DC.”

Summary

Before September 11, the government knew very little about the people getting on planes bound for

! the United States. Afler the attacks, airlines were required to provide information about their U.S.-

bound passengers. Some of this information - name, contact information, and the like — was drawn
from information supplied to the airline as part of the reservation process. DHS uses the information
to sereen for no-1ly violators and terrorist suspects prior to arrival, and even before the plane takes
off’. protecting against mid-flight hijackings and bombings.

For flights between Europe and the U.S., the data must be made available from European air carriers.
t:UJ law has long prohibited the commercial export of personal data to countries whose legal
protections have not been deemed “adequate” m the view of European data protection authorities.
While the U.S. has many privacy laws, it does not have an overarching data protection regime that
corresponds to every aspect of European law. [t has therefore been viewed as “inadequate™ by
FEuropean standards, and commercial data transfers to the U.S. have long been restricted by the lack
of a broad adequacy finding. While the EU lacks similar requirements for the transfer of law
cnforcement information between the EU and third parties, a Framework Decision is currently being
considered that would mirror the requirements applied inthe commercial realm. 2,
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" CBP may automatically access PNR data trom European carriers up to 72 hours in advance of a flight. During <his
predeparture period, information is screened against CBP automated svsteins and risk scores begin to be generated. In
some cases, particularly sirports where CBP maintains 2 presence through the immigration Advisory Program.
caerdinated law enforcement action is also planned in advance wih local authorities. Analysis continues up  arm al
and s further supported by the collection of manifest information. ‘e
af

/’\ L
R \
,"/v_ ’ - . ‘
( ‘f‘}// For Uft%su Only 5 &)') ’ ;1&3’ \C_‘
'l\é L2 Tovg ol

\;\‘\,g .

™



(
\

-\

.,

. The PNR Agreement was also controversial in Europe. [t was challenged by the European

Parliament as isufficiently protective of EU privacy rights. On May 30 the European Court of
Justice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural - the
cquivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by finding a
law invalid because it exceeded Congress's Commerce Clause power. Under EU law, commercial
issues fall within the jurisdiction of the EU as part of its “First Pillar” authority. This is the authority
that the EU relied on in entering the Agreement. The ECJ, however, held that the US wanted PNR
data for law enforcement and public sccurity reasons. Law enforcement and public security are
exempt from the EU’s commercial data protection laws and are only partly within the EU's
authority. Instead, they fall under the “Third Pillar,” where the authority of EU central institutions
{the Commission, Parliament and Court of Justice) is more limited and more authority is lefl to the
Member States.  This finding by the Court also eliminates the uncertainty that led to the signing of
the agreement in the first place, specifically the fear that some Member States might bring action
against air carriers under the commercial legal framework.

Because the agreement was entered under the wrong authority, the Court ruled it invahd but delayed

“the effective date of its decision until September 30 in the hope that the junisdictional problem could

be quickly solved. To cure the problem, the EU has obtained authority from the Member States 1o
renegotiate the PNR Agreement under the Third Pillar. As required by the Agreement, the EU also
notified the United States that it will terminate the current Agreement on September 30, 2006 and
has set a goal of establishing a new agreement by this date. The USG received a proposed
replacement text from the Finnish Presidency on July 19th, although Commission officials have
indicated that this draft may not be final.” Commission represcntatives have portrayed their proposal
as a technical change that would put the same agreement back in place, albeit under a different lcgal

authority.

-~ CBP can share PNR dJata with other law cnforcement agencies. but only on a case-by-case basis and only for
the purpose of combating terrorism and scrious transnational crimes. This resiniction prevents PNR
information from being shared in bulk with the mtelligence and law enforcement community, and it denics
those agencies direct access to the records  Broader access would allow other agencies to look for patterns in
the travel of individuals not deemed to be high risk ang 10 assess connections hetween passengers. [CE, lor
example, has expressed its frustranon over lusing access to this information.

* Both the Depurtments of State and Homeland Security have a number of questions regarding the legal impact of'a

variety of wording chotces. mncluding references 1o e Luropean Convention on Humun Rights. Addiuonal policy
analysis s underway and will be further driven by the decisions of the Deputies.
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o The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over what it

viewed as an attack on personal privacy and its own authority, the European Parliament (EP) filed
two suits in the European Court of Justice (ECJ) challenging the information sharing arrangement.

On Mayv 30, 2006, the ECJ issucd its opinion in the lawsuits. The opinion did not address the merits
of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned on the lack
of competence of the Comrmission and Council (0 enter into the Agreement in the first instance. The
EU had based its authority on the so-called “First Pillar,” which allows the EU to regulate trade and
commercial matters. The ECJ held (as the US hac argued earlier) that the requirement that PNR data
be sent to the US was a law cnforcement and national security matter. Such transfers, the court held,
were excluded from the data protection directive governing commercial data exports. If they areto - -

be regulatedtheeourt-imphedtwoudddraveto be dong under the ~Third Pallar.

“ This concern is consistent with Executive Order 13388 and the President’s Memorandum issued on
December 16, 2006 to Heads of Executive Departments and Agencies on “Guidelines and Requirements in
support of Information Sharing Environment.”
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* Acung under the First Pilar, the U has aiso emered into a PNR sharing agreement with Canada. In light of
the BU s determination that the US Pndertakings provided “adequate’ privacy protections, the EU-Carada
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That is what the EU proposes to do. It has obtained authority from its Member States to erect
substantially the same agreement on a new foundation. In order to meet the European Court of
Justice deadline, the Commission will seek to codify its position over the next couple of weeks and
then will call for agreement on the new arrangement-by September 30-

EU Proposals on Sharing Law Enforcement Information. If that were all that is at stake, this
would be an interesting diplomatic and legal problem for DHS. But it is not. The PNR negotiations
will be closely intertwined with a broader effort to establish restrictive, EU-wide rules for
information sharing in the area of law enforcement. Last October the EU put forward two draft
documents that concern data sharing and protection in the law enforcement context. They consist of
a draft Framework Directive of the European Parliament and Council on the retention of data and a
proposed Council decision on the protectig of personal data in criminal matters. £_
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agreement authorizes Canada to share PNR data received from the EU with the US. Even though the ECJ has
struck down the EU-US agreement, the EU contends that its similar agreement with Canada remains in effect.
Some Canadian government sources are concermed, however, that the absence of an “adequacy” finding
(which is a First Pillar concept) may now have the effect of prohibiting US-Canada information sharing
derived from EU-originated flights.

® For example, the Draft Decision contains provisions on time limits for retention of shared data, ensuring the
accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the data to the
original purpose for which it was first transmitted. In effect, it borrows heavily from the PNR Agreement and
the Undertakings.
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Communicable Diseases. One indicator of the extent to which EU data protection authorities
prioritize the expansion of such roles over public safety concerns can be found in the European
reaction to another US initiative relating to avian flu. If air passengers are exposed to a pandemic
strain of avian flu, the government will need to locate all of the passengers and crew, quickly. So the

10
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"' The adequacy finding granted to the U.S. was specific to the transfer of PNR data and only extended to its
transmission to CBP. The May 30” decision of the ECJ also annuls this decision by the Commission on the
grounds that the Commission did not have the legal authority to grant it

2 If adopted without the offered exemptions. the Draft Decision could conflict with a number of binding and
non-binding information sharing arrangements that the United States has signed. For example, we have
signed a 2003 Mutual Legal Assistance Agreement (MLAT) with the European Union and a 2001 information
sharing agreement with Europol (the EU-level police agency): with respect to member states, we signed a
2003 MLAT with Germany, which builds on numerous other MLATS aircady in force with other EU member
states. The United States also has many executive agreements and memoranda of understanding with member
states under which critical information is currently being shared. Under EU law, directives supersede bilateral
treaties and agreements and member states must conform their existing agreements with the directive.
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strain of avian {lu, the government will need 1o locate all of the passengers and crew, quickly. So the
Centers for Disease Control has proposed a rule requiring airlines to retain PNR for up to 60 days for
that purpose. The top data protection authorities of Europe, known as the “Article 29 Working
Party,” have now decided that this sort of data retention violates EU privacy directives. 1f given
effect, the Working Party’s opinion would place air carriers legal jeopardy because of inconsistent
legal régimes. It retlects a widespread EU view that privacy trumps even the critical public heaith
interests of the United States.

Analvsis & Recommendation

“* Conversely. Paragraph 34 of the Underakings allows for the exchange of PNR for public health purposes
and neither the Comnussion or the Article 29 Comumnittee have challenged the DHS-HHS MOLL

“ Uniike 1n 2003, this risk is present now because the Court has conclusively ruled that the transter of PNR
data is a law cnforcement matter. While European integration has been the greatest in areas associated with
the Common Market. law enforcement and public sccurity is a relatively new area of actuvity at the
community level and many responsibilities still fall w the kU Member States. The ECT firmly placed PNR in
the arca of law enforcement and public sceurity, and as result, any actions taken in this area are likely 1o set
precedents for further commumity mvolvemant tn other law enforcement matters.
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Conclusion
A . . ‘ : : :
/ '\ % The USG has a paramount interest m ensuring that law enforcement and border control information
\ continues to flow to the United States. In creating the Information Sharing Environment we are
worikimg-to-breakdownwalts tharrestricr thie sharing of information beiween federal agencies. - -

“. o\ The PNR Agreement that the US signad with the EU in 2004 is an example of the old-style artificial
limitation. We entered into the PNR Agreement based upon the EU’s argument that the export of

\ A
commercial information was subject to special restrictions under EU law. The European Court of

Justice has now held that the information is law enforcement information. not commercial
information. so that the rationale for the agreement has now dissolved.
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Attachment: Excerpts from the EU data protection Directive and proposed Framework Decision.

1. DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 24
October 1995

Article 3

Scope

1. This Directive shall apply to the processing of personal data wholly or partly by automatic
means, and to the processing otherwise than by automatic means of personal data which form
part of a filing system or are intended to form part of a filing system.

2. This Directive shall not apply to the processing of personal data:

- in the course of an activity which falls outside the scope of Community law, such as those
provided for by Titles V and VI of the Treaty on European Union and in any case o processing
operations concerning public security, defence, State security (including the economic well-
being of the State when the processing operation relates to State security matters) and the
activities of the State in areas of criminal law,

Article 26
Derogations

1. By way of derogation from Article 25 and save where otherwise provided by domestic law
governing particular cases, Member States shall provide that a transfer or a set of transfers of
personal data to a third country which does not ensure an adequate level of protection within the
meaning of Article 25 (2) may take place on condition that:

(a) the data subject has given his consent unambiguously to the proposed transfer; or

(b) the transfer is necessary for the performance of a contract between the data subject and the
controller or the implementation of precontractual measures taken in response to the data

subject's request; or

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the
interest of the data subject between the controller and a third party; or

(d)th i i i tpublic iftcrest grounds, or for the -

A S M

establishment, exercise or defence of legal claims; or
(e) the transfer is necessary in order to protect the vital interests of the data subject; or

(f) the transfer is made from a register which according to laws or regulations is intended to
provide information to the public and which is open to consultation either by the public in
general or by any person who can demonstrate legitimate interest, to the extent that the
conditions laid down in law for consultation are fulfilled in the particular case.

2. Without prejudice to paragraph 1, a Member State may authorize a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2), where the controller adduces adequate
safeguards with respect to the protection of the privacy and fundamental rights and freedoms of

noo 001741
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individuals and as regards the exercise of the corresponding rights; such safeguards may in
particular result from appropriate contractual clauses.

3. The Member State shall inform the Commission and ”the other Member States of the
authorizations it grants pursuant to paragraph 2.

If a Member State or the Commission objects on justified grounds involving the protection of
the privacy and fundamental rights and freedoms of individuals, the Commission shall take
— " —— ~appropriate-measures in accordance with the procedure Taid down imAnicte 3t 2y — —— ———— -

Member States shall take the necessary measures to comply with the Commission's decision.

4. Where the Commission decides, in accordance with the procedure referred to in Article 31
(2), that certain standard contractual clauses offer sufficient safeguards as required by paragraph
2, Member States shall take the necessary measures to comply with the Commission's decision.

CHAPTER IV TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES
Article 25
Principles

1. The Member States shall provide that the transfer to a third country of personal data which
are undergoing processing or are intended for processing after transfer may take place only if,
without prejudice to compliance with the national provisions adopted pursuant to the other
provisions of this Directive, the third country in question ensures an adequate level of
protection.

2. The adequacy of the level of protection afforded by a third country shall be assessed in the
light of all the circumstances surrounding a data transfer operation or set of data transfer
operations; particular consideration shall be given to the nature of the data, the purpose and
duration of the proposed processing operation or operations, the country of origin and country
of final destination, the rules of law. both general and sectoral, in force in the third country in
question and the professional rules and security measures which are complied with in that
country.

3. The Member States and the Commission shall inform each other of cases where they consider
that a third country does not ensure an adequate level of protection within the meaning of
paragraph 2.

4. Where the Commission finds, under the procedure provided for in Article 31 (2), that a third
country does not ensure an adequate level of protection within the meaning of paragraph 2 of
this Article, Member States shall take the measures necessary to prevent any transfer of data of
the same type to the third country in question.

5. At the appropriate time, the Commission shall enter into negotiations with a view to
remedying the situation resulting from the finding made pursuant to paragraph 4.

6. The Commission may find, in accordance with the procedure referred to in Article 31 (2),
that a third country ensures an adequate level of protection within the meaning of paragraph 2 of
this Article, by reason of its domestic law or of the international commitments it has entered

12 | ao1742
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into, particularly upon conclusion of the negotiations referred to in paragraph 5, for the
protection of the private lives and basic freedoms and rights of individuals.

Member States shall take the measures necessary to comply with the Commission's decision.

2. Proposal for a COUNCIL FRAMEWORK DECISION on the protection of personal data
~ . — - ———processed-in the framework of police and judicial cooperation-in criminal matters

Article 15
Transfer to competent authorities in third countries or to international bodies

1. Member States shall provide that personal data received from or made available by the
competent authority of another Member State are not further transferred to competent authorities
of third countries or to international bodies except if such transfer is in compliance with this
Framework Decision and, in particular, all the following requirements are met.

(a) The transfer is provided for by law clearly obliging or authorising it.

(b) The transfer is necessary for the purpose the data concerned were transmitted or made available
for or for the purpose of the prevention, investigation, detection or prosecution of criminal
offences or for the purpose of the prevention of threats to public security or to a person, except
where such considerations are overridden by the need to protect the interests or fundamental rights
of the data subject.

(c) The competent authority of another Member State that has transmitted or made available the
data concerned to the competent authority that intends to further transfer them has given its prior
consent to their further transfer.

(d) An adequate level of data protection is ensured in the third country or by the international body
to which the data concerned shall be transferred.

2. Member States shall ensure that the adequacy of the level of protection afforded by a third
country or international body shall be assessed in the light of all the circumstances for each
transfer or category of transfers. In particular, the assessment shall result from an examination of
the following elements: the type of data, the purposes and duration of processing for which the

data are transferred the country of ongm and the coumry of final destlnauon. the general and

secunty rules Wthh are apphcable there, as well as the existence of sufﬁcrem safeguards put in
place by the recipient of the transfer.

3. The Member States and the Commission shall inform each other of cases where they consider
that a third country or an international body does not ensure an adcquate level of protection within
the meaning of paragraph 2.

4. Where, under the procedure provided for in Article 16. it is established that a third country or
international body does not ensure an adequate level of protection within the meaning of paragraph
2, Member States shall take the measures necessary to prevent any transfer of personal data to the
third country or international body in question.

061743
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5. In accordance with the procedure referred to in Article 16, it may be established that a third
country or international body ensures an adequate level of protection within the meaning of
paragraph 2, by reason of its domestic law or of the international commitments it has entered into,
for the protection of the private lives and basic freedoms and rights of individuals.

6. Exceptionally, personal data received from the competent authority of another

Member State may be further transferred to competent authorities of third countries or to
intérational bodiés i of by which an adequate level of dafa protéction i3 1ot ensuréd if absolutély
necessary in order to safeguard the essential interests of a Member State or for the prevention of
imminent serious danger threatening public security or a specific person or persons.

N01744

14
ONCLASD



Adtucment A

A SCTNN{CN Do DMENT
Analysis of ©rated siates laterests 1 the LS -EL PNR dualogue

Cenartrent of Homeled Secunn

Paly 13 200

Purpose

(( 1\ [o provide vou with background information on the Passenger Name Record (PNRY issu@ and
~ related developments concerning law entorcement aifurmation shanng with the Earopean Union
(EU} in preparation for a mid-fuly “un-DC."

Summary

( \A) Before September 11, the government knew very little anul the pcople getting on plancs bound
for the United States. Afler the attacks, airlines were required to provide information shout their
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{1 For tlights hetween Europe and the 1..S., the data must be made av ailable from European air

“.  camters. EU law has long prohibited the commercial export of personal data to countries « tiose
legal protections have not been deemcd “adequate™ in the view of European data protection
authorities. While the U.S. has many privacy laws, it does not have an overarching duta
protection regime that corresponds 1o every aspect of Furopean law. [t has therefore been
viewed as “inadequate” by European standards, and commercial Jata transters 1o the U3, have
'ony been restricted by the lack of 4 broad adequacy finding. While the EU lacks similar
requirements for the transfer of law e¢nforcement information between the EU and third panties, a
Framework Decision is currently being considered that would mirror the requirements applied in
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3 The PNR Agreement was also controversial in Europe It was challenged by the European

L Parliament as insufficiently protective of EU privacy rights. On May 30 the European Court of
Justice(EC)} struck down the Agreement. “Bat itchose & gronsd thatw
the equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by
finding a law invalid because it exceeded Congress’s Commerce Clause power. Under EU law,
commercial issues fall within the jurisdiction of the EU as part of its “First Pillar” authority.

This is the authority that the EU relied on in entering the Agreement. The ECJ, however, held
that the US wanted PNR data for law enforcement and public security reasons. Law enforcement
and public security are exempt from the EU’s commercial data protection laws and are only
partly within the EU’s authority. Instead, they fall under the “Third Pillar,” where the authority
of EU central institutions (the Commission, Parliament and Court of Justice) is more limited and
more authority is left to the Member States. This finding by the Court also eliminates the
uncertainty that led to the signing of the agreement in the first place, specifically the fear that
some Member States might bring action against air carriers under the commercial legal

framework.

\&\ Because the agreement was entered under the wrong authority, the Court ruled it invalid but

& delayed the effective date of its decision until September 30 in the hope that the jurisdictional
problem could be quickly solved. To cure the problem, the EU has obtained authority from the
Member States to renegotiate the PNR Agreement under the Third Pillar. As required by the
Agreement, the EU also notified the United States that it will terminate the current Agreement on
September 30, 2006 and has set a goal of establishing a new agreement by this date. The USG
received a proposed replacement text from the Finnish Presidency on July 19th, although
Commission officials have indicated that this draft may not be final.> Commission

representatives have portrayed their proposal as a technical change that would put the same

—agreement-back-inplace, atbeit under a different Iegal authority.

© B b

* CBP can share PNR data with other law enforcement agencies, but only on a case-by-case basis and only for the

K\\\ purpose of combating terrorism and serious transnational crimes. This restriction prevents PNR information from
being shared in bulk with the intelligence and law enforcement community, and it denies those agencies direct
access to the records. Broader access would allow other agencies to look for pattemns in the travel of individuals not
deemed to be high risk and to assess connections between passengers. ICE, for example, has expressed its
frustration over losing access ta this information.- e - -

Q\ ? Both the Departments of State and Homeland Security have a number of questions regarding the legal impact of a

variety of wording choices, including references to the European Convention on Human Rights. Additional policy
analysis is underway and our response will be driven by the degisions of the Deputies.
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Background

@ Two converging events in Europe ~ the recent European Court of Justice decision on the legality
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal
Data -- have major implications for US law enforcement and security.

Tbe EU-US PJ!R_AgLeemenL—Amted—m—Mey—Zem—aimubiﬁﬁﬁal neggummnSAhL

information collected by air carriers flymg to the Umted States from Europe The Agreemcnt
was intended to resolve a perceived conflict between EU law (which limits the sharing of
personal information collected by commercial entities with governmental entities) and US law
(which required the collection and dissemination of PNR data). Central to the Agreement was a
set of Undertakings made by Customs and Border Protection (CBP) regarding how it would
treat the PNR data transmitted to it.’ Several of the limitations in those Undertakings

3 2
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significantly restrict US opportunities to use information for

investigative and law enforcement
purposes.

&03 The most significant of these limitations, from our perspettive are the folfowing:

GHL762
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@ ‘I'he ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over

what it viewed as an attack on personal privacy and its own authority, the European Parliament ———————
’LEP)"' WO-Suits i Europeéan Lourt o gti N ch enging the-informatio Aring

Q On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the
L merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned

@ * This concemn is consistent with Executive Order 13388 and the President’s Memorandum issued on December 16,
2006 to Heads of Executive Deparuments and Agencies on "Guidelines and Requirements in Support of Information
Sharing Environment.”
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ELU Proposals on Sharing l.aw Enforcement Informatioa. If that were all that is at stake, "his
would be an interesting diplomatic and legal problem for DHS. But it is not. The PNR
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rules for informanon sharing in the arca of law enforcement. T.ast October the EU put forward
wo draft dJocuments that concern data shanng and protection in the law enforcement context.
[ hey consist of a draft Framework Directive of the European Parliament and Council on the
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purpose for which it was first transmitted. In effect, it borrows heavily from the PNR Agreemeat-and the-
~Umdertakings. —

’\ "' The adequacy finding granted to the U.S. was specific to the transfer of PNR data and only extended to its
Q transmission to CBP. The May 30® decision of the ECJ also annuls this decision by the Commission on the grounds
that the Commission did not have the legal authority to grant it

”? 1f adopted without the offered exemptions, the Draft Decision could conflict with a—number of bindiné and non-

A binding information sharing arrangements that the United States has signed. For example. we have signed a 2003
Mutual Legal Assistance Agreement (MLAT) with the European Union and a 2001 information sharing agreement
with Europol (the EU-level police agency); with respect to member states, we signed a 2003 MLAT with Germany,
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Communicable Diseases. One indicator of the extent to which EU data protection authorities
prioritize the expansion of such roles over public safety concerns can be found in the European
reaction to another US initiative relating to.avian flu. If air-passengers-are-exposed to @
pandemic strain of avian flu, the government will need to locate all of the passengers and crew,
quickly. So the Centers for Disease Control has proposed a rule rgguiring airlines to retain PNR
for up to 60 days for that purpose. The top data protection authorities of Eug:pg, known as the
“Astiele 29 Working Party,” have now décidéd that this sort of data retention violates EU privacy
directives. If given effect, the Working Party's opinion would place air carriers legal jeopardy
because of inconsistent legal régimes. [t reflects a widespread EU view that privacy trumps even

the-eritieat public heaith-interests-of the-United States. - —-————— = — —=————

Analysi commendati

which builds on numerous other MLATS already in force with other EU member states. The United States aiso has
many executive agreements and memoranda of understanding with member states under which critical information
is currently being shared. Under EU law, directives supersede bilateral treaties and agreements and member states
must conform their existing agreements to the directive.

** Conversely, Paragraph 34 of the Undenakings allows for the exchange of PNR for public health purposes and
neither the Commission nor the Article 29 Committee have challenged the DHS-HHS MOU.

" Unlike in 2003, this risk is present now because the Court has conclusively ruled that the transfer of PNR data is a
law enforcement matter. While European integration has been the greatest in areas associated with the Common
Market, law enforcement and public security is aTelatiVely néw area of activily ai the community level and many
responsibilities still fall to the EU Member States. The ECJ firmly placed PNR in the area of law enforcement and
public security, and as result, any actions taken in this area are likely to set precedents for further community
invelvemnent in other law enforcement matters.
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Conclusion

2

(W

-

The USG has a paramount interest in ensuring that law enforcement and border control
information continues to flow to the United States. [n creating the Information Sharing
Environment we are working to break down walls that restrict the sharing of information
between Federal agencies.

"* Excluding Canada and Mexico, flights originating in these five countries comprise nearly a quarter of all
international flights arriving in the United States. In terms of global traffic, flights arriving from the UK rank third
(after Canada and Mexico). Germany is 6*; France 9™ the Nethertands 10% and faly 17th.
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L\ﬂ The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style
artificial limitation. We entered into the PNR Agreement based upon the EU’s argument that the
export of commercial information was subject to special restrictions-under EU law. The
European Court of Justice has now held that the information is law enforcement information, not
commercial information, so that the rationale for the agreement has now dissolved.

& X

[}

A, Excerpt from EU Data Protection Directive 95/46/EC (24 October 1995) (u\)
B

Excerpt from Draft Council Framework Decision on the protection of personal
data processed in the framework of police and judicial cooperation in criminal

matter (October 2005) (")
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A. DIRECTIVE 95:46/EC OF THE ELROPEAN PARLIAMENT AND OF THE COUNCIL
of 24 October 1995

Article 3

Scope

1. This Directive shall apply to the processmg of personal data wholly or partly by

automatic means, and to the processing otherwise than by automatic means of personal data
which form part of a filing system or are intended to form part of a filing system.

2. This Divcétive shall not apply te-theprocessing of personat data— - -
- in the course of an activity which falls outside the scope of Community law, such as those
provided for by Titles V and VI of the Treaty on European Union and in any case to
processing operations concemning public security, defence, State security (including the
economic well-being of the State when the processing operation relates to State security
matters) and the activities of the State in areas of criminal law,

Article 26

Derogations

1. By way of derogation from Article 25 and save where otherwise provided by domestic
law governing particular cases, Member States shall provide that a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2) may take place on condition that:

(a) the data subject has given his consent unambiguously to the proposed transfer; or

(b) the transfer is necessary for the performance of a contract between the data subject and
the controller or the implementation of precontractual measures taken in response to the data
subject's request; or

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the
interest of the data subject between the controller and a third party; or

(d) the transfer is necessary or legally required on important public interest grounds, or for
the establishment, exercise or defence of legal claims; or

Attachments:

te) iS necessary in order o protect the vital interests-of the data subject;or—

(f) the transfer is made from a register which according to laws or regulations is intended to
provide information to the public and which is open to consultation either by the public in
general or by any person who can demonstrate legitimate interest. to the extent that the
conditions laid down in law for consultation are fulfilled in the particular case.

2. Without prejudice to paragraph |, a Member State may authorize a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2), where the controller adduces adequate
safeguards with respect to the protection of the privacy and fundamental rights and
freedoms of individuals and as regards the exercise of the corresponding rights; such
safegudrds May in particular result from appropriate contractual clauses.

3. The Member State shall inform the Commission and the other Member States of the
authorizations it grants pursuant to paragraph 2.
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If a Member State or the Commission objects on justified grounds involving the protection
of the privacy and fundamental rights and freedoms of individuals, the Commission shall
take appropriate measures in accordance with the procedure laid down in Article 31 (2).

Member States shall take the necessary measures to comply with the Commission's

decision.

4. Where the Commission decides, in accaordance with the procedure referred to in Article
31 (2), that certain standard contractual clauses offer sufficient safeguards as réquired by
paragraph 2, Member States shall take the necessary measures to comply with the

Commission's decision.

_CHAPTER IV TRANSEER OF PERSONAL DATAFO-FHIRD COUNTREES —————

Article 25

Principles

1. The Member States shall provide that the transfer to a third country of personal data
which are undergoing processing or are intended for processing after transfer may take place
only if, without prejudice to compliance with the national provisions adopted pursuant to the
other provisions of this Directive, the third country in question ensures an adequate level of
protection.

2. The adequacy of the level of protection afforded by a third country shall be assessed in
the light of all the circumstances surrounding a data transfer operation or set of data transfer
operations; particular consideration shall be given to the nature of the data, the purpose and
duration of the proposed processing operation or operations, the country of origin and
country of final destination, the rules of law, both general and sectoral, in force in the third
country in question and the professional rules and security measures which are complied
with in that country.

3. The Member States and the Commission shall inform each other of cases where they
consider that a third country dees not ensure an adequate level of protection within the
meaning of paragraph 2.

4. Where the Commission finds, under the procedure provided for in Article 31 (2), that a
third country does not ensure an adequate level of protection within the meaning of
paragraph 2 of this Article, Member States shall take the measures necessary to prevent any

transfer of data of the same type to the-third-ecountry-inquestion.”

Y i ] §S9i i Tati itha view fo

remedying the situation resulting from the finding made pursuant to paragraph 4.

6. The Commission may find, in accordance with the procedure referred to in Article 31 (2),
that a third country ensures an adequate level of protection within the meaning of paragraph
2 of this Article, by reason of its domestic law or of the intemational commitments it has
entered into. particularly upon conclusion of the negotiations referred to in paragraph 5. for
the protection of the private lives and basic freedoms and rights of individuals.

Member States shall take the measures necessary to comply with the Commission's
decision.
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B. Proposal for a COUNCIL FRAMEWORK DECISION on the protection of personal data
processed in the framework of police and judicial cooperation in criminal matters

Article 1§

Transfer to competent authorities in third countries or to inrenmtional bodies

t. Member Staté's‘ shall provide that personal data received from or made avallable by the
competent authority of another Member State are not further transferred to competent
authorities of third countries or to international bodies except if such transfer is in compliance
—with this-Framework-Deeision-and, in particular, ait the fottowing requireiments are met-———
“(a) The transfer is provided for by law clearly obliging or authorising it.
(b) The transfer is necessary for the purpose the data concerned were transmitted or made
available for or for the purpose of the prevention, investigation, detection or prosecution of
criminal offences or for the purpose of the prevention of threats to public security orto a
person, except where such considerations are overridden by the need to protect the interests or
fundamental rights of the data subject.
(c) The competent authority of another Member State that has transmitted or made available
the data concerned to the competent authority that intends to further transfer them has given its
prior consent to their further transfer.
(d) An adequate level of data protection is ensured in the third country or by the international
body to which the data concerned shall be transferred.

2. Member States shall ensure that the adequacy of the level of protection afforded by a third
country or international body shall be assessed in the light of all the circumstances for each
transfer or category of transfers. In particular, the assessment shall result from an examination
of the following elements: the type of data, the purposes and duration of processing for which
the data are transferred, the country of origin and the country of final destination, the general
and sectoral rules of law applicable in the third country or body in question, the professional
and security rules which are applicable there, as well as the existence of sufficient safeguards
put in place by the recipient of the transfer.

3. Ih;Mcmber-States—and—theGemmssmshzﬂTnfarm—acn other of case y

protection wnthm the meaning of paragraph 2

4. Where, under the procedure provided for in Article 16. it is established that a third country
or international body does not ensure an adequate level of protection within the meaning of
paragraph 2, Member States shall take the measures necessary (o prevent any transfer of
personal data to the third country or international body in question.

5. In accordance with the procedure referred to in Article 16, it may be established that a third
country or international body ensures an adequate level of protection within the meaning of
paragraph 2, by reason of its domestic law or of the international commitments it has entered
into, for the protection of the private lives and basic freedoms and rights of individuals.
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6. Exceptionally, personal data received from the competent authority of another

Member State may be further transferred to competent authorities of third countries or to
international bodies in or by which an adequate level of data protection is not ensured if
absolutely necessary in-order-to safeguard the essential interests of a Member State or for the
prevention of imminent serious danger threatening public security or a specific person or
persons.
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Department of Howieland Security

fuly 1302006

Purpose

To provide you with background information on the Passenger Name Record (PNR) issue and
related developments concerning law enforcement information sharing with the European Unjon
(EU) in preparation for a mid-July ~.un-DC ™

Summary

Before September 11, the government knew very little about the people getting on planes bound
for the United States. After the anacks, airlines were required to provide information about their
U].S.-bound passengers. Some of this information ~ name, contact information, and the like -

was drawn from information supplied to the airline as part of the reservation process. DHS uses
‘he information to screen mr no-tly vivlators and terrerist suspects prior to arrival, and 2ven
before the plane takes oft?, . protecting againstrid-tlight hijackings and bombings.

For tlights between Europe und the 7.5, the data inust be mmade available from Eurcpean arr
carriers. EU law has long prohibited the commercial export of personal data 10 countries whose
legal protections have not been deemed “udequate” in the view of Furopean Jata protection
authorities. ‘While the U.S. has many privacy laws, it does not have an overarching Jdata
protection regime that corresponds to cvery aspect of European law. It has therefore been
viewed as “inadequate” by European srandards, and commercial data ransfers to the U.S. have
long been restricted by the lack of 1 broad adequacy finding. While the EU lacks similar
requirements for the transfer of law ¢nforcement information between the EU and third parties, a
Framework Decision is currently heing considered that would mirror the requirements applied in
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The PNR Agreement was also controversial in Europe. It was challenged by the European
Parliament as insufficiently protective of EU privacy rights. On May 30 the European Court of
Justice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural -
the equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by
finding a law invalid because it exceeded Congress’s Commerce Clause power. Under EU law,
commercial issues fall within the jurisdiction of the EU as part of its “First Pillar” authority.
This is the authority that the EU relied on in entering the Agreement. The ECJ, however, held
that the US wanted PNR data for law enforcement and public security reasons. Law enforcement
and public security are exempt from the EU’s commercial data protection laws and are only
partly within the EU’s authority. Instead, they fall under the “Third Pillar,” where the authority
of EU central institutions (the Commission, Parliament and Court of Justice) is more limited and
more authority is left to the Member States. This finding by the Court also eliminates the
uncertainty that led to the signing of the agreement in the first place, specifically the fear that
some Member States might bring action against air carriers under the commercial legal
framework.

Because the agreement was entered under the wrong authority, the Court ruled it invalid but
delayed the effective date of its decision until September 30 in the hope that the jurisdictional
problem could be quickly solved. To cure the problem, the EU has obtained authority from the
Member States to renegotiate the PNR Agreement under the Third Pillar. As required by the
Agreement, the EU also notified the United States that it will terminate the current Agreement on
September 30, 2006 and has set a goal of establishing a new agreement by this date. The USG
received a proposed replacement text from the Finnish Presidency on July 19th, although
Commission officials have indicated that this draft may not be final.> Commission
representatlves have portrayed thenr proposal asa techmcal change that would put the same

2 CBP can share PNR data with other law enforcement agencies, but only on a case-by-case basis and only for the
purpose of combating terrorism and serious transnational crimes. This restriction prevents PNR information from
being shared in bulk with the intelligence and law enforcement community, and it denies those agencies direct
access to the records. Broader access would allow other agencies to look for patterns in the travel of individuals not
deemed to be high risk and to assess connections between passengers. ICE, for example, has expressed its
frustration over losing access to this information.

* Both the Departments of State and Homeland Security have a number of questions regarding the legal impact of a
variety of wording choices, including references 10 the European Convention on Human Rights. Additional policy
analysis is underway and our response will be driven by the decisions of the Deputies.
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Background

K\ Two converging events in Europe — the recent European Court of Justice decision on the legality
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal
Data -- have major implications for US law enforcement and security.

() The EU-US PNR A g!eement. As noted in Mmmmmnuam

mlbrmatlon collected by air carriers ﬂymg to ﬂfe Unifed States fﬁ)m Europe The Agreement
was intended to resolve a perceived conflict between EU law (which limits the sharing of
personal information collected by commercial entities with governmental entities) and US law
(which required the collection and dissemination of PNR data). Central to the Agreement was a
set of Undertakings made by Customs and Border Protection (CBP) regarding how it would
treat the PNR data transmitted to it.* Several of the limitations in those Undertakings
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significantly restrict US opportunities to use information for investigative and law enforcement
purposes.

&u\ The most significant of these limitations, from our perspcct{ve are the following:

1.

Q\

"
.
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(EP) filed two suits in the European C of Justice (EC)) challenging the information sharing
arrangement.

@ ¢ This concern is consistent with Executive Order 13388 and the President’s Memorandum issued on December 16,
2006 to Heads of Executive Departments and Agencies on “Guidelines and Requirements in Support of Information
Sharing Environment.”
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U to regulate trade and commercial matters. The ECJ held (as the US had argued eariier) 1hat
he requirement that PMR data be sent o the US was a law znforcement and nutional securiny
natter. Such wansrers. the court held, wvere excluded from the Jata protection Jivective
soverning commercial data exports. [1they are 0 be regulated, the court implied, it wouid bave
‘o be done under the “Third Pillar”*

[hat is what the EU proposes 1o Jo. it has obtaired authority from its Member States to crect
substanually the same agreement on a new foundation. i urder to meet the European Court of
Justice deadline the Commission will seck to codify its position over the next couple of weeks
1nd then will call for agreement on the new arangement by September 30.

EU Proposals on Sharing Law Enforcement Information. If that were all that is at stake. ihis
would be an interesting diplomatic and legal problem for DHS. Butitisnot. The PNR
negotiations will be closely intertwined with a broader citort to establish restrictive, EU-wide
rules for information sharing in the area of law enforcement. Last October the EU put forward
two drait documents that concern Jata sharing and protection in ihe law 2nforcement context.
[hey consist of a draft Framework Directive of the European Parliament and Council on the
retention of data and a proposed C ou}cil decision on the protection of personal data in criminal
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purpose for which it was t transmitted. In efi‘ect, it borrows heavily from the PNR Agreement and the

Undertakings.

'° b

]

}

"' The adequacy finding granted to the U.S. was specific to the transfer of PNR data and only extended to its
transmission to CBP. The May 30® decision of the EC/ also annuls this decision by the Commission on the grounds
that the Commission did not have the legal authority to grant it
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Communicable Diseases. One indicator of the extent to which EU data protection authorities

QL) prioritize the expansion of such rotes over public safety concerns can be found it the European
reaction to another US initiative relating to avian flu. If air passengers are exposed to a
pandemic strain of avian flu, the government will need to locate all of the passengers and crew,
quickly: So the Centers for Disease Control has proposed a rule requiring airlines to retain PNR
for up to 60 days for that purpose. The top data protection authorities of Europe, known as the
“Article 29 Working Party,” have now decided that this sort of data retention violates EU privacy
directives. If given effect, the Working Party’s opinion would place air carriers legal jeopardy
because of inconsistent legal régimes. It reflects a widespread EU view that privacy trumps even
the critical public health interests of the United States. "

Analysis & Recommendation

@

2 If adopted without the offered exemptions, the Draft Decision could conflict with a number of binding and non-
———@—bmdgmfurmtmrﬁmnmmwm‘mrmes has sngned Fo, lmnk,umm 22003

N~

with Europol (the EU—Ievel pollce agency) wnth rcspect to member states. we SIgned a 2003 MLAT wnh Gemxany,
which builds on numerous other MLAT: already in force with other EU member states. The United States also has

many executive agrecments and memoranda of understanding with member states under which critical information
is currently being shared. Under EU law, directives supersede bilateral treaties and agreements and member states

must conform their existing agreements to the directive.

@ " Conversely, Paragraph 34 of the Undertakings allows for the exchange of PNR for public health purposes and
neither the Commission nor the Article 29 Committee have challenged the DHS-HHS MOU.

' Unlike in 2003; this risk is present now because the Court has conclusively ruled that the transfer of PNR data is a

@ law enforcement matter. While European integration has been the greatest in areas associated with the Common
Market, law enforcement and public security is a relatively new area of activity at the community level and many
responsibilities still fall to the EU Member States. The ECJ firmly placed PNR in the area of law enforcement and
public security, and as result, any actions taken in this area are likely to set precedents for further community
involvement in other law enforcement matters.
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Conclusion

@

@

international flights arriving in the United States. In terms of global traffic, flights arriving from the UK rank third

Q}“ ¥ Excluding Canada and Mexico, flights originating in these five countries comprise nearly a quarter of all
(after Canada and Mexico). Germany is 6™; France 9™; the Netherlands 10™; and Italy 17th.
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information continues to flow to the United States. In creating the Information Sharing
Environment we are working to break down walls that restrict the sharing of information

between Federal agencies.

QD\ The USG has a paramount interest in ensuring that law enforcement and border control

Q The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style
_\.. artificial limitation. We entered into the PNR Agreement based upon the EU’s argument that the

export of commercial information was subject to special restrictions under EU law. The
European Court of Justice has now held that the information is law enforcement information, not
commercial information, so that the rationale for the agreement has now dissolved.
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Attachments

A. Excerpt from EU Data Protection Directive 95/46/EC (24 October 1995) ("‘\

B. Excerpt from Draft Council Framework Decision on the protection of personal
data processed in the framework of police and judicial cooperation in criminal

matter (October 2005) ((‘q
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A. DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 24 October 1995

Article 3

Scope

1. This Directive shall apply to the processing of personal data wholly or partly by

automatic means, and to the processing otherwise than by automatic means of personal data
which form part of a filing system or are intended to form part of a filing system.

2. This Directive shall not apply to the processing of personal data:

- in the course of an activity which falls outside the scope of Community law, such as those
provided for by Titles V and VI of the Treaty on European Union and in any case to
processing operations concerning public security, defence, State security (including the
economic well-being of the State when the processing operation relates to State security
matters) and the activities of the State in areas of criminal law,

Article 26

Derogations

1. By way of derogation from Article 25 and save where otherwise provided by domestic
law governing particular cases, Member States shall provide that a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2) may take place on condition that:

(a) the data subject has given his consent unambiguously to the proposed transfer; or

(b) the transfer is necessary for the performance of a contract between the data subject and
the controller or the implementation of precontractual measures taken in response to the data
subject's request; or

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the
interest of the data subject between the controller and a third party; or

(d) the transfer is necessary or legally required on important public interest grounds, or for
the establishment, exercise or defence of legal claims; or

(e) the transfer is necessary in order to protect the vital interests of the data subject;-or—

5 or regulations is intended to

provide information 1o the public and which is open to consultation either by the public in
general or by any person who can demonstrate legitimate interest, to the extent that the
conditions laid down in law for consultation are fulfilled in the particular case.

2. Without prejudice to paragraph 1, a Member State may authorize a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2), where the controller adduces adequate
safeguards with respect to the protection of the privacy and fundamental rights and
freedoms of individuals and as regards the exercise of the corresponding rights; such
safeguards may in particular result from appropriate contractual clauses.

3. The Member State shall inform the Commission and the other Member States of the
authorizations it grants pursuant to paragraph 2.
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If a Member State or the Commission objects on justified grounds involving the protection
of the privacy and fundamental rights and freedoms of individuals, the Commission shall
take appropriate measures in accordance with the procedure laid down in Article 31 (2).

Member States shall take the necessary measures to comply with the Commission's
decision.

4. Where the Commission decides, in accordance with the procedure referred to in Article
- 31 (2), that certain standard contractual clauses offer sufficient safeguards as required by
paragraph 2, Mémiber Statés shall také theé nécessary mieasures to comply with the
Commission's decision.

CHAPTER [V TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES

Article 25

Principles
1. The Member States shall provide that the transfer to a third country of personal data
which are undergoing processing or are intended for processing after transfer may take place
only if, without prejudice to compliance with the national provisions adopted pursuant to the
other provisions of this Directive, the third country in question ensures an adequate level of
protection.

2. The adequacy of the level of protection afforded by a third country shall be assessed in
the light of all the circumstances surrounding a data transfer operation or set of data transfer
operations; particular consideration shall be given to the nature of the data, the purpose and
duration of the proposed processing operation or operations, the country of origin and
country of final destination, the rules of law, both general and sectoral, in force in the third
country in question and the professional rules and security measures which are complied
with in that country.

3. The Member States and the Commission shall inform each other of cases where they
consider that a third country does not ensure an adequate level of protection within the
meaning of paragraph 2.

4. Where the Commission finds, under the procedure provided for in Article 31 (2), that a
third country does not ensure an adequate level of protection within the meaning of
paragraph 2 of this Article, Member States shall take the measures nccessary to prevent any
transfer of data of the same type to the thxrd country in question.

| (]

remedying the situation resulting from the finding made pursuant to paragraph 4.

6. The Commission may find, in accordance with the procedure referred to in Article 31 (2),
that a third country ensures an adequate level of protection within the meaning of paragraph
2 of this Article, by reason of its domestic law or of the international commitments it has
entered into, particularly upon conclusion of the negotiations referred to in paragraph 5, for
the protection of the private lives and basic freedoms and rights of individuals.

Member States shall take the measures necessary to comply with the Commission's
decision.
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B. Proposal for a COUNCIL FRAMEWORK DECISION on the protection of personal data
processed in the framework of police and judicial cooperation in criminal matters

Article 15

Transfer to competent authorities in third countries or to international bodies

1. Member States shall provide that personal data received from or made available by the
competent authority of another Member State are not further transferred to competent
authorities of third countries or to intemational bodies except if such transfer is in compliance
with this Framework Decision and, in particular, all the following requirements are met.

(a) The transfer is provided for by law clearly obliging or authorising it.

(b) The transfer is necessary for the purpose the data concerned were transmitted or made
available for or for the purpose of the prevention, investigation, detection or prosecution of
criminal offences or for the purpose of the prevention of threats to public security or to a
person, except where such considerations are overridden by the need to protect the interests or
fundamental rights of the data subject.

(c) The competent authority of another Member State that has transmitted or made available
the data concerned to the competent authority that intends to further transfer them has given its
prior consent to their further transfer.

(d) An adequate level of data protection is ensured in the third country or by the international
body to which the data concemed shall be transferred.

2. Member States shall ensure that the adequacy of the level of protection afforded by a third
country or international body shall be assessed in the light of all the circumstances for each
transfer or category of transfers. In particular, the assessment shall result from an examination
of the following elements: the type of data, the purposes and duration of processing for which
the data are transferred, the country of origin and the country of final destination, the general
and sectoral rules of law applicable in the third country or body in question, the professional
and security rules which are applicable there, as well as the existence of sufficient safeguards
put in place by the recipient of the transfer.

3. The Member States and the Commission shall inform each other of cases where they

4. Where, under the procedure provided for in Article 16, it is established that a third country
or international body does not ensure an adequate level of protection within the meaning of
paragraph 2, Member States shall take the measures necessary to prevent any transfer of
personal data to the third country or international body in question.

5. In accordance with the procedure referred to in Article 16, it may be established that a third
country or international body ensures an adequate level of protection within the meaning of

paragraph 2, by reason of its domestic law or of the international commitments it has entered
into, for the protection of the private lives and basic freedoms and rights of individuals.
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6. Exceptionally, personal data received from the competent authority of another

Member State may be further transferred to competent authorities of third countries or to
international bodies in or by which an adequate level of data protection is not ensured if
absolutely necessary in order to safeguard the essential interests of a Member State or for the
prevention of imminent serious danger threafening public security or a specific person or

persons.
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&&\ Before September 11, the government knew ey lHale ibout the pecple zetting on planes bound
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wthorities. While the US, has many privacs aws, ot Joes qothave an sverarching Jara
Jrotection regime that corresponds 10 every upect of European law. It has -herefore heen
crewed as ~inadequate” by European standards, and tominercal data transiers 1o the U3 nave
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N ihe PNR Agreement was 1l controversal o Europe. [was chiatlenzed 'y the furnpean

0 Parliament s insufficiently protective of EU privacy rights, On May 20 the Furopean Coart of
Justice JEC)) siruck down the Agieement. Hut £ chase a ground that « as highly procedural -
the equivalent under US law of the Supreme <ourt ducking a Fourth A n2ndment chailenge by
finding a :aw s alid because it exveeded Congress’s Commerce ¢ lause pover. Under EL law,

commercial issues fall within the jurisdiction of the U as part of its *Furst Piltar™ withority. ommant [
11its 18 the authority that the CU relied on in 2nterimy the Agreement. 1he ECJ however. held
that the L'S wanted PNR Jata for law enforcement and public security reasons. Law eniorcement
and public security are exanpt from the EU's comMnercial data protection faws and are only
purtly within the EU’s authority. Instead, they tall under the “Third Prllar,” where the authority
»f EU central institutions the Commission, Parliament and Court of Justice) is more !imited and
mmore authority is left to the Member States.  This finding by the Cuourt also eliminates the
ancentainty that led to the signing of the agreement in the first place. specifically the fzar that
some Member States might bring action against air zarriers under the commercial legal
‘ramewaork.

{ )\\ decause the agreement was ‘cmercd. u.ndr:r the wrong Juthm’iry, the Court ruled it invalid but
lelayed the erfective date of 115 Jecision antid September M) in the hope that the jurisdicional

- prublem could be quickly seived. To cure the problem, the EU has obtained authority from the
Llember States to renegotiate the PNR Agreement ander the Thied Pillar A5 required by e
Ayreement, the EU also notified the United States that :0will ierminate she current Agreement on
September 30, 2006 and has et a goal of vstablishing a new agreement 5y this Jate, The {'5G
eeeived a propesed replacement text from the Finninh Presidency on July (Gth, aitheugh
Commission officials have indicated that this 4rat may not be final.” Commission
scpresentatives have portray ed their proposal as 4 technical change that would put the same
agreement back in place, albeit under a different tegal authority.

~ 23
‘ \\ TOBP can cnare PAR fata with othier aw enforeement sgensies. oul only on a caie-by-vase masts and enly S the
W puspuse of combating terrorism and serious transnational crimes  This restricion prevents PR information from

K‘ Leing shared i buik with the intelligence and law enforeement commurty, and «f Jenies those agencies auradt
access to the records  Broader aceess woeuld allow other sgencies tu lovk for patterns :n the travet of individuasls not

Trened to be Figh rivk and to assess connections hetween rassengers 'CE. for sxample sas oxpressed s
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Background

( \)-\Two converging events in Europe — the recent European Court of Justice decision on the legality
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal
Data - have major implications for US law enforcement and security.

\ The EU-US PNR Agreement. As nioted, in May 2004, after substantial negotiations, the

@ Department of Homeland Security entered into an agreement refating to the sharing of PNR
information collected by air carriers flying to the United States from Europe. The Agreement
was intended to resolve a perceived conflict between EU law (which limits the sharing of
personal information collected by commercial entities with govemnmental entities) and US law
(which required the collection and dissemination of PNR data). Central to the Agreement was a
set of Undertakings made by Customs and Border Protection (CBP) regarding how it would
treat the PNR data transmitted to it.* Several of the limitations in those Undertakings

o~ 4

&> b
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significantly restrict US opportunities to use information for investigative and law enforcement
purposes.

(‘W The most significant of these limitations, from our perspective are the following:
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what it viewed as an attack on personal privacy and its own authority, the European Parliament
(EP) filed two suits in the European Court of Justice (ECJ) challenging the information sharing
arrangement.

( N The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over

\ On May 30, 2006, the ECT issued its apinion in the lawsuits. The opinion did not address the
(_o‘ merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned

¢ This concem is consistent with Executive Order 13388 and the President’s Memorandum issued on December 16,
2006 to Heads of Executive Departments and Agencies an “Guidelines and Requirements in Support of Information
« ___Sharing Environment™

7
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on the lack of competence of the Commission and Council to enter into the Agreement in the
first instance. The EU had based its authority on the so-called “First Pillar,” which allows the
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier).that
the requirement that PNR data be sent to the US was a law enforcement and national security
matter. Such transfers, the court held, were excluded from the data protection directive

) governing commercial data exports If they are to be regulated, the court implied, it would have

to-be-done under the “Third-Piltar:"

L\;\w That is what the EU proposes to do. [t has obtained authority from its Member States to erect
substantially the same agreement on a new foundation. In order to meet the European Court of

Justice deadline the Commission will seek to codify its position over the next couple of weeks
and then will call for agreement on the new arrangement by September 30.

b

would be an interesting diplomatic and legal problem for DHS. But it is not. The PNR
negotiations will be closely intertwined with a broader effort to establish restrictive, EU-wide
rules for information sharing in the area of law enforcement. Last October the EU put forward
two draft documents that concern data sharing and protection in the law enforcement context.
They consist of a draft Framework Directive of the European Parliament and Council on the
retention of data and a proposed Cauncil decision on the protecuon of persanal data in criminal

matters, <~ b .l>

oy N

¥ Acting under the First Pillar, the EU has also entered into a PNR shm.weememwnﬂlClnm In light of the

&D EU's determination that the US Undertakings provided “adequate™ privacy protections, the EU-Canada
nnhanmCundﬂo slwcPNRdlllreutved ﬂ'orn lheEUwuhthe US Even llwuﬂnheECJ hlssuuctdown!hc

@ EU Proposals on Sharing Law Enforcement Information. If that were all that is at stake, this

flights.
\)\ ? For example, the Draft Decision contains provisions on time limits for retsntion of shared data, ensuring the
sccuracy of shared data, logging and sudit rails, as well as restrictions limiting further use of the data to the original
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pwpose for which it was first transmitied. In effect, it borrows heavily from the PNR Agreement and the
Undertakings.

g b

"T\nnuquu:y ﬁudmgmmdtolheus was spec:ﬁcxothenmst‘uofPNR data and only extended to its
; o of tiv rmuty this decision by the Commission on the grounds

'TIf adopted without the offered exemptions, the Draft Decision could conflict with a number of binding and non-

\ binding information sharing arrangements that the United States has signed. For example, we have signed a 2003
Q" Mutual Legal Assistance Agreement (MLAT) with the European Union and a 2001 information sharing agreement
with Europol (the EU-level police agency); with respect to member states, we signed a 2003 MLAT with Germany,
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Communicable Diseases. One indicator of the extent to which EU data protection authorities

K}X prioritize the expansion of such roles over public safety concerns can be found in the European
reaction to another US initiative relating to avian flu. If air passengers are exposed to a
pandemic strain of avian flu, the government will need to locate all of the passengers and crew,
quickly. So the Centers for Disease Control has proposed a rule requiring airlines to retain PNR
‘for up to 60 ddys for that purg purpose. “The top data protection authiorities of Eurdpe, known a5 the

“Article 29 Working Party,” have now declded that this sort of data retention violates EU privacy

directives. If given effect, the Working Party's opinion would place air carriers legal jeopardy
because of inconsistent legal régimes. It reflects a wndespread EU view that privacy trumps even
the eritieal public health interests of the United States. '

Analysis & Recommendation

which builds on numerous other MLAT's already in force with other EU member states. The United States also has
many executive agreeraents and memoranda of understanding with member states under which critical information
is currently being shared. Under EU law, directives supersede bilateral tresties and agreements and member states
must conform their existing agreemenis to the directive.
- D ¥ Couversely, Paragraph 34 of the Undertakings allows for the exchange of PNR for public health purposes and
k neither the Comrmsion nor the Article 29 Committee have ch-llcnaed the DHS-HHS MOU.

T ot and pub
rsponnbllma still ftll to me EU Member States. The ECJ ﬁmly placed PNR in the wea of law mfowement and
public security, and as result, any actions taken in this area are likely to set precedents for further community

involvement in other law enforcement matters.
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information continues to flow to the United States. In creating the information Sharing

@ The USG has a paramount interest in ensuring that law enforcement and border control
Environment we are working to break down walls that restrict the sharing of information

————tetween Federal agencies.

N\ ' Excluding Canada and Mexico, flights originating in these five countries comprise nearly a quarter of all
K international flights arriving in the United States. In terms of global traffic, flights arriving from the UK rank third
(after Canada and Mexico). Germany is 6*; France 9; the Netherlands 10*; and ltaly 1 7th.
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\Q The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style

k artificial limitation. We entered into the PNR Agreement based upon the EU's argument that the
export of commercial information was subject to special restrictions under EU law. The
European Court of Justice has now held that the information is law enforcement information, not
commercial information, so that the rationale for the agreement has now dissolved.

—- b

A. Excerpt from EU Data Protection Directive 95/46/EC (24 October 1995) ( ‘13

B. Excerpt from Draft Council Framework Decision on the protection of personal
data processed in the framework of police and judicial cooperation in criminal
matter (October 2005) C*\
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Attachments:

A. DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 24 October 1995
Atticle 3

Scope

1. This Directive shall apply to the processing of personal data wholly or partly by
automatic means, and to the processing otherwise than by automatic means of personal data
which form part of a filing system or are intended to form part of a filing system.

2. This Directiveé shall not apply o the processing of pérsonal data:

- in the course of an activity which falls outside the scope of Community law, such as those
provided for by Titles V and VI of the Treaty on European Union and in any case to
processing operations concerning public security, defence, State security (including the
economic well-being of the State when the processing operation relates to State security
matters) and the activities of the State in areas of criminal law,

Article 26

Derogations

1. By way of derogation from Article 25 and save where otherwise provided by domestic
law governing particular cases, Member States shall provide that a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2) may take place on condition that:

(a) the data subject has given his consent unambiguously to the proposed transfer; or

(b) the transfer is necessary for the performance of a contract between the data subject and
the controller or the implementation of precontractual measures taken in response to the data
subject's request; or

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the
interest of the data subject between the controller and a third party; or

(d) the transfer is necessary or legally required on important public interest grounds, or for
the establishment, exercise or defence of legal claims; or

(e) the transfer is necessary in order to protect the vital interests of the data subject; or

(f) the transfer is made from a register which according to laws or regulations is intended to
provide information to the public and which is open to consultation either by the public in
general or by any person who can demonstrate legitimate interest, to the extent that the
conditions laid down in law for consultation are fuifilled in the particular case.

2. Without prejudice to paragraph 1, a Member State may authorize a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate leve! of
protection within the meaning of Article 25 (2), where the controller adduces adequate

[y a S

ESQU

yiausa 3 . [ S ( 1 1 R
safeguards may in particular result from appropriate contractual clauses.
3. The Member State shall inform the Commission and the other Member States of the
authorizations it grants pursuant to paragraph 2.
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[f a Member State or the Commission objects on justified grounds involving the protection
of the privacy and fundamental rights and freedoms of individuals, the Commission shal!
take appropriate measures in accordance with the procedure laid down in Article 31 (2).
Member States shall take the necessary measures to comply with the Commission's
decision. -

4. Where the Commission decides, in accordance with the procedure referred to in Article
31 (2), that certain standard contractual clauses offer sufficient safeguards as required by
paragraph 2, Member States shall take the necessary measures to comply with the
Commission's decision,

CHAPTER [V TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES

Article 25

Principles

1. The Member States shall provide that the transfer to a third country of personal data
which are undergoing processing or are intended for processing after transfer may take place
only if, without prejudice to compliance with the national provisions adopted pursuant to the
other provisions of this Directive, the third country in question ensures an adequate level of
protection.

2. The adequacy of the level of protection afforded by a third country shall be assessed in
the light of all the circumstances surrounding a data transfer operation or set of data transfer
operations; particular consideration shall be given to the nature of the data, the purpose and
duration of the proposed processing operation or operations, the country of origin and
country of final destination, the rules of law, both general and sectoral, in force in the third
country in question and the professional rules and security measures which are complied
with in that country.

3. The Member States and the Commission shall inform each other of cases where they
consider that a third country does not ensure an adequate level of protection within the
meaning of paragraph 2.

4, Where the Commission finds, under the procedure provided for in Article 31 (2), that a
third country does not ensure an adequate level of protection within the meaning of
paragraph 2 of this Article, Member States shall take the measures necessary to prevent any
transfer of data of the same type to the third country in question.

5. At the appropriate time, the Commission shall enter into negotiations with a view to
remedying the situation resulting from the finding made pursuant to paragraph 4.

6. The Commission may find, in accordance with the procedure referred to in Article 31 (2),
that a third country ensures an adequate level of pratection within the meaning of paragraph
2 of this Article, by reason of its domestic law ar of the international commitments it has
entered into, particularly upon conclusion of the negotiations referred to in paragraph §. for
the protection of the private lives and basic freedoms and rights of individuals.

Member States shall take the measures necessary to comply with the Commission's

decision.
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B. Proposal for a COUNCIL FRAMEWORK DECISION on the protection of personal data
processed in the framework of police and judicial cooperation in criminal matters

Article 15
Transfer to competent authorities in third countries or to international bodies

1. Member States shall provide that personal data received from or made available by the
competent authority of another Member State are not further transferred to competent
authorities of third countries or to international badies except if such transfer is in comphance
"with this Framework Decision and, in particular, all the following requirements are met.

(a) The transfer is provided for by law clearly obliging or zuthorising it.

(b) The transfer is necessary for the purpose the data concerned were transmitted or made
available for or for the purpose of the prevention, investigation, detection or prosecution of
criminal offences or for the purpose of the prevention of threats to public security or to a
person, except where such considerations are overridden by the need to protect the interests or
fundamental rights of the data subject.

(c) The competent authority of another Member State that has transmitted or made available
the data concerned to the competent authority that intends to further transfer them has given its
prior consent to their further transfer.

(d) An adequate level of data protection is ensured in the third country or by the international
body to which the data concerned shall be ransferred.

2. Member States shall ensure that the adequacy of the level of protection afforded by a third
country or international body shall be assessed in the light of ali the circumstances for each
transfer or category of transfers. In particular, the assessment shall result from an examination
of the following elements: the type of data, the purposes and duration of processing for which
the data are transferred, the country of origin and the country of final destination, the general
and sectoral rules of law applicable in the third country or body in question, the professional
and security rules which are applicable there, as well as the =xistence of sufficient safeguards
put in place by the recipient of the transfer.

3. The Member States and the Commission shall inform cach other of cases where they
consider that a third country or an international body does not ensure an adequate level of
protection within the meanring of paragraph 2.

4. Where, under the procedure provided for in Article 16, it is established that a third country
or international body does not ensure an adequate level of protection within the meaning of

aph 2, Member States shall take the measures necessary to prevent any transfer of
personal data to the third country or international body in question.

5. ln aecordance w“h the procedure refened to in Amcle I6 it may be mblmhﬂﬁmﬂL

into, for the protecuon of the prlvale llves and basic freedoms and rights of mdmduals
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6. Exceptionally, personal data received from the competent authority of another

Member State may be further transferred to competent authorities of third countries or to
international bodies in or by which an adequate leve! of data protection is not ensured if
absolutely necessary in order to safeguard the essential interests of a Member State or for the
prevention of imminent serious danger threatening public security or a specific person or

persons.
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To provide you w:th background nformation on  he Passenyer Name Record (PNR) 1ssue and
rciated developments concerming law enlorcement iatvnmation sharing with the European Union

(EU) in preparation tor a mud-July “un-DC."

Summary

Before September |1, the zovernment knew very [ittle sbout the people getting on plines hound for
After the attacks, atrlmes were required w provide (nformation thout thayr LS -
nound passengers. Some of this rnlormation  name, contact information, and the ke wus vlr.mn
from information supplicd o the wirline as part ot the resen stion process. DHS uses the mipma ton |/
1o screen or no-ly violators and terronst suspects prior o armval, and ¢ von betore the plane tukus ;
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‘he United States.

For flights between Europe and the US| the data must be made available from European air carriers.
£LU law has long prohibited the commercial export of perseaal data to countries whose legal
protections have not been deemed “adequate” inthe view of European data protection authorities.
While the U'S. has many pnvacy faws it Joes net have an overarching data protection regime that
corresponds to every aspect of European law. [Uhas theretore been viewed as “inadequate” by
European standards, ind commercial data transfers to the LS. have lony been restricted by the lack
of a broad adequacy 1inding. While the EU luacks similar requirements for the transfer of law
enforcement information between the EU and third parties, a Framework Decision is currently being

considered that would mirror the requirements applied in the commercial realm, =
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\)3 The PNR Agreement was also controversial in Europe. [t was challenged by the European

Parliament as insufficiently protective of EU privacy rights. On May 30 the European Court of
Justice (ECJ) struck dawn the Agreement. But it chose a ground that was highly procedural - the
cquivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by finding a
law invalid because it excceded Congress's Commerce Clause power. Under EU law, commercial
issues fall within the jurisdiction of the EU as part of its “First Pillar” authority. This is the authority
that the EU relied on in entering the Agreement. The ECJ, however, held that the US wanted PNR
data for law enforcement and public security rcasons. Law enforcement and public security are
exempt from the EU’s commercial data protection laws and are only partly within the EU's
authority. Instead, they fall under the “Third Pillar,” where the authority of EU central institutions
(the Commission, Parliameat and Court of Justice) is more limited and mare authority is left to the
Member States. This finding by the Court also eliminates the uncertainty that led to the signing of
the agreement in the first place, specifically the fear that some Member States might bring action

against air carriers under the commercial legal framework.

Because the agreement was entered under the wrong authority, the Court ruled it invalid but defayed
the effective date of its decision until September 30 in the hope that the jurisdictional problem could
be quickly solved. To cure the problem, the EU has obtained authority from the Member States to
rencgotiate the PNR Agreement under the Third Pillar. As required by the Agreement, the EU also
notified the United States that it will terminate the current Agreement on September 30, 2006 and
has set a goal of establishing a new agreement by this date. The USG received a proposed
replacement text from the Finnish Presidency on July [9th, although Commission officials have
indicated that this draft may not be final.” Commission representatives have portrayed their proposal
as a technical change that would put the same agreement back in place, albeit under a different legal

authority.
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* ('BP can share PNR data with other law enforcement agencies, but oaly on 2 casc-by-case basis aad only for the !
ose of combating terrorism and serious transnational cnimes. This restriction prevents PNR information froni being [
shared in bulk with the intelligence and law enforcement community. and 1t dentes those agencies direct access o the |
records. Broader accesy would allow ather agencies 10 lovk for patterns in the travel ol individuais not deemed 10 be

high risk 1ad ta assess conncctions becween passengers. ICE, (or example, has expressed its frustration aver losing J

cess to this information.
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QA) The most significant of these limitations, from Our perspective are the follow iny

®

i

Cer\éfﬁmnc
' 4

Gi:L803



ONR dislizue

Smysiy oLt Ll g

PR EN

2urpnse

(AN Toprovide you with background taionmation on the Paszenuer Name Record (PNR) soae wod
mation sharing with the Eurcpean Unon

~ rel: uuj dev clopnums CODCeINing (W 2atoreeiment infa
(EL) in preparation tor a nud-July "un-DC.7

Sununary ‘

( ,\Q Before September 11, the government knew very little uhout the people getting on planes hound for
) the United States. Aiter the attacks, arlines were required to provide Information about their U S .-

hound passengers. Seme of his fuformation - name, coctact inforrarion, and “he Hike - vas Jrawn
‘rom information supplied to the wrline as part of the roservation process. DH%‘ uses the aformation
t0 serzen for no-ily vinlators ind rerrerist suspects prier o wrhval, aad sven betora the ¢

[
clane taxes

St pretecting against oid-thight aijackings and bombings.

.

FU Doy Bas Jong prohihited the commeraial wport of persenal data o countries whose legal
protections have not been deemed “idequate” in the view of European dita protection authurities,
“While the [J.S. has many privacy Laws, it does not have 1n overarching Jdata prorection cegime that
ur*cspond% 1o every aspect l)fEL‘zi‘W}C.l?] waw. [thas theretors been viewed as “inadequate” by
Juropean standards, wnd commersial Lan tansters to the S0 have fong heen restricned by e Tack
A7 a broad adequacy finding. \Wiile the EU lacks similar requirements for the ransfer of luw
snforcement information between e bl and third partics, a2 Framewoerk Deciston s currently being
considerad that would mirror the requirements apphied in the commercial realm. <o

LS

1 U\\" For ilights between Europe and thie L5 the Juta must be made available from furepean air camiers.
] '

=
~ o
S
N
/ - m}’
i Al %
Y
‘ N
\ \
L el
o )Ol
S\‘:“‘ 8‘ 5
PR A
A . — e
Y VLAl Al T e PRI ae e S R Tl s
Tl . LML GS i sl B3 aatomaiet et SRS S LS N
k i FAENTR b T Lo NS v LD
HUE T S SO o e T I S U ST SRS S .
= - € )
Rt AP S,
) P . L <
e . BN - - ’
T ) . j ro-
7 [ 2 ;o
. i i
; \’/ SOONGY Y \ N



For %ax U[Only

\X\ The PNR Agreement was also controversial in Eufopé. It was challenged by the European

& Parliament as insufficiently protective of EU privacy rights. On May 30 the European Court of
Justice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural - the
equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by finding a
law invalid because it exceeded Congress’s Commerce Clause power. Under EU law, commercial
issues fall within the jurisdiction of the EU as part of its “First Pillar’’ authority. This is the authority
that the EU relied on in entering the Agreement. The ECJ, however, held that the US wanted PNR
data for law enforcement and public security reasons. Law enforcement and public security are
exempt from the EU’s commercial data protection laws and are only partly within the EU’s
authority. Instead, they fall under the *“Third Pillar,” where the authority of EU central institutions
(the Commiission, Parliament and Court of Justice) is more limited and more authority is left to the
Member States. This finding by the Court also eliminates the uncertainty that led to the signing of
the agreement in the first place, specifically the fear that some Member States might bring action

against air carriers under the commercial legal framework.

Because the agreement was entered under the wrong authority, the Court ruled it invalid but delayed
&L\ the effective date of its decision until September 30 in the hope that the jurisdictional problem could
be quickly solved. To cure the problem, the EU has obtained authority from the Member States to
renegotiate the PNR Agreement under the Third Pillar. As required by the Agreement, the EU also
notified the United States that it will terminate the current Agreement on September 30, 2006 and
has set a goal of establishing a new agreement by this date. The USG received a proposed
replacement text from the Finnish Presidency on July 19th, although Commission officials have
indicated that this draft may not be final.’ Commission representatives have portrayed their proposal
as a technical change that would put the same agreement back in place, albeit under a different legal

authority.

)

2
N
]

\Q 2 CBP can share PNR data with other law enforcement agencies, but only on a case-by-case basis and only for the
purpose of combating terrorism and serious transnational crimes. This restriction prevents PNR information from being

shared in bulk with the intelligence and law enforcement community, and it denies those agencies direct access to the
records. Broader access would allow other agencies to look for patterns in the travel of individuals not deemed to be
high risk and to assess connections between passengers. ICE, for example, has expressed its frustration over losing

access to this information.
Q } Both the Departments of State and Homeland Security have a number of questions regarding the legal impact of a
& variety of wording choices, including references to the European Convention on Human Rights. Additional policy

analysis is underway and our response will be driven by the decisions of the Deputies.
01810
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Background [
Two converging events in Europe — the recent European Court of Justice decision on the legality of

\A -
&) the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal Data --
have major implications for US law enforcement and security.

@ The EU-US PNR Agreement. As noted, in May 2004, after substantial negotiations, the
Department of Homeland Security entered into an agreement relating to the sharing of PNR
information collected by air carriers flying to the United States ﬁ'om Europe The Agreement was

intended to resolve a perceived conflict between EU |

——————information-collected by commercial entities with governmental entities) MW

required the collection and dissemination of PNR data). Central to the Agreement was a set of
Undertakings made bI Customs and Border Protection (CBP) regarding how it would treat the PNR
data transmitted to it.” Several of the limitations in those Undertakings significantly restrict US
opportunities to use information for investigative and law enforcement purposes.

(© b

- 0061817




For b(fﬁcial \,he/Only

@ The most significant of these limitations, from our perspective are the following:

®;
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&0\ The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over what it
viewed as an attack on personal privacy and its own authority, the Buropean Parliament (EP) filed
two suits in the European Court of Justice (ECJ) challenging the information sharing arrangement.

3 On May 30, 2006, the EC]J issued its opinion in the lawsuits. The opinion did not address the merits

ko‘ of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision tumed on the lack
of competence of the Commission and Council to enter into the Agreement in the first instance. The
EU had based its authority on the so-called “First Pillar,” which allows the EU to regulate trade and
commercial matters. The ECJ held (as the US had argued earlier) that the requirement that PNR data

be sent to the US was a law enfommwmme court held,

———————were excluded from the data protection directive
be regulated, the court implied, it would have to be done’ under the “Third Pillar.”*

“3 ® This concern is consistent with Executive Order 13388 and the President’s Memorandum issued on December 16, 2006
K to Heads of Executive Departments and Agencies on “Guidelines and Requirements in Support of Information Sharing

Eal bl

¥ Acting under the First Pillar, the EU has aliso entered into a PNR sharing agreement with Canada. In light of the EU’s

® determination that the US Undertakings provided “‘adequate” privacy protections, the EU-Canada agreement authorizes
Canada to share PNR data received from the EU with the US. Even though the ECJ has struck down the EU-US
agreement, the EU contends that its similar agreement with Canada remains in effect. Some Canadian government
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Communicable Diseases. One indicator of the extent to which EU data protection authorities

Q prioritize the expansion of such roles over public safety concerns can be found in the European
reaction to another US initiative relating to avian flu. If air passengers are exposed to a pandemic
strain of avian flu, the government will need to locate all of the passengers and crew, quickly. So the
Centers for Disease Control has proposed a rule requiring airlines to retain PNR for up to 60 days for
that purpose. The top data protection authorities of Europe, known as the “Article 29 Working
Party,” have now decided that this sort of data retention violates EU privacy directives. If given
effect, the Working Party’s opinion would place air carriers legal jeopardy because of inconsistent

o =4

!! The adequacy finding granted to the U.S. was specific ta the transfer of PNR data and only extended to its

\\b transmission to CBP. The May 30" decision of the ECJ also annuls this decision by the Commission on the grounds that
the Commission did not have the legal authority to grant it
12 I adopted without the offered exemptions, the Draft Decision could conflict with a number of binding and non-
binding information sharing arrangements that the United States has signed. For example, we have signed a 2003
Mutual Legal Assistance Agreement (MLAT) with the European Union and a 2001 information sharing agreement with
Europol (the EU-level police agency); with respect to member states, we signed a 2003 MLAT with Germany, which
builds on numerous other MLATS already in force with other EU member states. The United States also has many
executive agreements and memoranda of understanding with member states under which critical information is currently
being shared. Under EU law, directives supersede bilateral treaties and agreements and member states must conform

their existing agreements to the directive.

NNE v -
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legal régimes. It reflects a w1despread EU view that privacy trumps even the critical public health
interests of the United States. '

Analysig & Recommendation

&)

Q

13 Conversely, Paragraph 34 of the Undertakings ailows for the exchange of PNR for public health purposes and neither
the Commission nor the Article 29 Committee have challenged the DHS-HHS MOU.

' Unlike in 2003, this risk is present now because the Court has conclusively ruled that the transfer of PNR data is a law
enforcement matter. While European integration has been the greatest in areas associated with the Common Market, law
enforcement and public security is a relatively new area of activity at the community level and many responsibilities still
fall to the EU Member States. The ECJ firmly placed PNR in the ares of law enforcement and public security, and as
result, any actions taken in this area are likely to set precedents for further community involvement in other law

enforcement matters.
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Conclusion /

‘@" }

&

@ The USG has a paramount interest in ensuring that law enforcement and border control information
continues to flow to the United States. In creating the Information Sharing Environment we are
working to break down walls that restrict the sharing of information between Federal agencies.

\ The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style artificial

K\)‘ limitation. We entered into the PNR Agreement based upon the EU’s argument that the export of
commercial information was subject to special restrictions under EU law. The European Court of
Justice has now held that the information is law enforcement mformatxon not commercial

information, so that the rationale for the agreement-has-now dissotved

@r
b

13 Excludmg Canada and Mexico, flights originating in these five countries comprise nearly a quarter of all international
K flights ammiving in the Umted States In terms of global traff c, flights arriving from the UK rank third (after Canada and
Mexico). Germany is 6*; France 9™ the Netherlands 10™; and Italy 17th.
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Attachmenty

A.

Excerpt from EU Data Protection Directive 95/46/EC (24 October 1995) ( d-)
B.

Excerpt from Draft Council Framework Decision on the

processed in the framework of police and judicial coope
(October 2005) (q\

protection of personal data
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A. DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of
24 Octaber 1995

Attachments:

Article 3

Scope _ : o

1. This Directive shall apply to the processing of personal data wholly or partly by automatic
means, and to the processing otherwise than by automatic means of personal data which form
part of a filing system or are intended to form part of a filing system.

2. This Directive shall not apply to the processing of personal data:

- in the course of an activity which falls outside the scope of Community law, such as those
provided for by Titles V and VI of the Treaty on European Union and in any case to processing
operations concerning public security, defence, State security (including the economic well-
being of the State when the processing operation relates to State security matters) and the

activities of the State in areas of criminal law,

Article 26

Dérogations
1. By way of derogation from Article 25 and save where otherwise provided by domestic law

governing particular-cases, Member States shall provide that a transfer or a set of transfers of
personal data to a third country which does not ensure an adequate level of protection within the

meaning of Article 25 (2) may take place on condition that:
(a) the data subject has given his consent unambiguously to the proposed transfer; or

(b) the transfer is necessary for the performance of a contract between the data subject and the
controller or the implementation of precontractual measures taken in response to the data

subject's request; or
(c) the transfer is necessary for the conclusion or performance of a contract concluded in the
interest of the data subject between the controller and a third party; or

establishment, exercise or defcnce of legal clalms or

(e) the transfer is necessary in order to protect the vital interests of the data subject; or

(f) the transfer is made from a register which according to laws or regulations is intended to
provide information to the public and which is open to consultation either by the public in
general or by any person who can demonstrate legitimate intcrest, to the extent that the
conditions laid down in law for consultation are fulfilled in the particular case.

2. Without prejudice to paragraph 1, a Member State may authorize a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2), where the controller adduces adequate
safeguards with respect to the protection of the privacy and fundamental rights and freedoms of

0562 820
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individuals and as regards the exercise of the corresponding rights; such safeguards may in
particular result from appropriate contractual clauses.

3. The Member State shall inform the Commission and the other Member States of the
authorizations it grants pursuant-to paragraph 2.

If a Member State or the Commission objects on justified grounds involving the protection of
the privacy and fundamental rights and freedoms of individuals, the Commission shall take
T~~~ appropriate measures inaccordarnice with theprocedure taid down i Article 3H-2)— -

Member States shall take the necessary measures to comply with the Commission's decision.

4. Where the Commission decides, in accordance with the procedure referred to in Article 31
(2), that certain standard contractual clauses offer sufficient safeguards as required by paragraph
2, Member States shall take the necessary measures to comply with the Commission's decision.

CHAPTER IV TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES
Article 25

Principles

1. The Member States shall provide that the transfer to a third country of personal data which
are undergoing processing or are intended for processing after transfer may take place only if]
without prejudice to compliance with the national provisions adopted pursuant to the other
provisions of this Directive, the third country in question ensures an adequate level of

protection.

2. The adequacy of the level of protection afforded by a third country shall be assessed i in the
light of all the circumstances surrounding a data transfer operation or set of data transfer
operations; particular consideration shall be given to the nature of the data, the purpose and
duration of the proposed processing operation or operations, the country of origin and country
of final destination, the rules of law, both general and sectoral, in force in the third country in
question and the professional rules and security measures which are complied with i in that

country.
3. The Member States and the Commission shall inform each other of cases where they consider

) that a third country does not ensure an adequate level of protection withia-the meaningof ——
—————————paragraph 2
4, Where the Commission finds, under the pracedure provided for in Article 31 (), that a third -

country does not ensure an adequate level of protection within the meaning of paragraph 2 of
this Article, Member States shall take the measures necessary to prevent any transfer of data of

the same type to the third country in question.

5. At the appropriate time, the Commission shall enter into negotiations with a view to
remedying the situation resulting from the finding made pursuant to paragraph 4.

6. The Commission may find, in accordance with the procedure referred to in Article 31 (2),
that a third country ensures an adequate level of protection within the meaning of paragraph 2 of
this Article, by reason of its domestic law or of the international commitments it has entered

" 651HL6
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into, particularly upon conclusion of the negotiations referred to in paragraph §, for the
protection of the private lives and basic freedoms and rights of individuals.

Member States shall take the measures necessary to comply with the Commission's decision.

~————- B: Proposat-for o« COUNCIL-FRAMEWORK-DECISION on the protectionof personal data =

processed in the framework of police and judicial cooperation in criminal matters

Article 15

Transfer to competent authorities in third countries or to international bodies

1. Member States shall provide that personal data received from or made available by the
competent authority of another Member State are not further transferred to competent authorities
of third countries or to intemational bodies except if such transfer is in compliance with this
Framework Decision and, in particular, all the following requirements are met.

(a) The transfer is provided for by law clearly obliging or authorising it.

(b) The transfer is necessary for the purpose the data concermed were transmitted or made available
for or for the purpose of the prevention, investigation, detection or prosecution of criminal
offences or for the purpose of the prevention of threats to public security or to a person, except
where such considerations are overridden by the need to protect the interests or fundamental rights
of the data subject. ,

(c) The competent authority of another Member State that has transmitted or made available the
data concerned to the competent authority that intends to further transfer them has given its prior
consent to their further transfer.

(d) An adequate level of data protection is ensured in the third country or by the international body

to which the data concerned shall be transferred.

2. Member States shall ensure that the adequacy of the level of protection afforded by a third
country or international body shall be assessed in the light of all the circumstances for each
transfer or category of transfers. In particular, the assessment shall result from an examination of

the following elements: the type o ng for which the

sectoral rules of law applicable in the third country or body in question, the professional and
security rules which are applicable there, as well as the existence of sufficient safeguards put in

place by the recipient of the transfer.

3. The Member States and the Commission shall inform each other of cases where they consider
that a third country or an international body does not ensure an adequate level of protection within

the meaning of paragraph 2.

4. Where, under the procedure provided for in Article 16, it is established that a third country or
international bady does not ensure an adequate level of protection within the meaning of paragraph

0ee82?
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2, Member States shall take the measures necessary to prevent any transfer of personal data to the
third country or international body in question.

5. In accordance with the procedure referred to in Article 16, it may be established that a third
country or international body ensures an adequate level of protection within the meaning of
paragraph 2, by reason of its domestic law or of the international commitments it has entered into,
for the protection of the private lives and basic freedoms and rights of individuals.

6. Exceptionally, personal data received from the competent authority of another

Member State may be further transferred to competent authorities of third countries or to
international bodies in or by which an adequate level of data protection is not ensured if absolutely
necessary in order to safeguard the essential interests of a Member State or for the prevention of
imminent serious danger threatening public security or a specific person or persons.

y 001828
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DISCUSSION DOCUMENT
Analysis of United States Interests in the U.S.-EU PNR dialogue
Department of Homeland Security

July 13, 2006

Purpose

To provide you with background information on the Passenger Name Record (PNR) issue and
related developments concerning law enforcement information sharing with the European Union

(EU) in preparation for a mid-July "“un-DC.”

Before September 11, the government knew very little about the people getting on planes bound for
the United States. Afier the attacks, airlines were required to provide information about their U.S.-
bound passengers. Some of this information — name, contact information, and the like — was drawn
from information supplied to the airline as part of the reservation process. DHS uses the inforruation
to screen for no-fly violators and terrorist suspects prior to arrival, and even before the plane takes

off', protecting against mid-flight hijackings and bombings.

For flights between Europe and the U.S., the data must be made available from European air carriers,
EU law has long prohibited the commercial export of personal data to countries whose legal
protections have not been deemed “adequate” in the view of European data protection authorities.
While the U.S. has many privacy laws, it does not have an overarching data protection regime that
corresponds to every aspect of European law, It has therefore been viewed as “inadequate™ by
European standards, and commercial data transfers to the U.S. have long been restricted by the lack
of a broad adequacy finding. While the EU lacks similar requirements for the transfer of law
enforcement information between the EU and third parties, a Framework Decision is currently being
considered that would mirror the requirements applied in the commercial realm.

O
( g
A
C/ \ té) \
\)\\ ' CBP may automatically access PNR data from European carviers up to 72 hours in advance of a flight. During this

L pre-departure period, information is screened against CBP automated systems and risk scores begin to be generated. In

some cascs, particularly airports where CBP maintains a presence through the Immigration Advisory Program,

coordinated law enforcement action is also planned in advance with local authorities. Analysis continues up to amival

and is further supporied by the collection of manifest information. .
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Q\A) The PNR Agreement was also controversial in Europe. It was challenged by the European
Parliament as insufFiciently protective of EU privacy rights. On May 30 the European Court of
Justice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural - the
, equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by finding a
law invalid because it exceeded Congress's Commerce Clause power. Under EU law, commercial
issues fall within the jurisdiction of the EU as part of its “‘First Pillar” authority. This is the authority
that the EU relied on in entering the Agreement. The ECJ, however, held that the US wanted PNR
o oo o~ data for-iaw enforcement and public security reasons. -Law enforcement and-pubtic secwrity-are —— -
exempt from the EU’s commercial data protection laws and are only partly within the EU’s
authority. Instead, they fall under the “Third Pillar,” where the authority of EU central institutions
(the Commission, Parliament and Court of Justice) is more limited and more authority is left to the
Member States, This finding by the Court also eliminates the uncertainty that led to the signing of
the agreement in the first place, specifically the fear that some Member States might bring action
against air carriers under the commercial legal framework.

the effective date of its decision until September 30 in the hope that the jurisdictional problem could
be quickly solved. To cure the problem, the EU has obtained authority from the Member States to
renegotiate the PNR Agreement under the Third Pillar. As required by the Agreement, the EU also
notified the United States that it will terrninate the current Agreement on September 30, 2006 and
has set a goal of establishing a new agreement by this date. The USG received a proposed
replacement text from the Finnish Presidency on July 19th, although Commission officials have
indicated that this draft may not be final.> Commission representatives have portrayed their proposal
as a technical change that would put the same agreement back in place, albeit under a different legal

authority.

) bl

@\ Because the agreement was entered under the wrong authority, the Court ruled it invalid but delayed

Kub ? CBP can share PNR data with other law enforcement agencies, but only on a case-by-case basis and only for the
purpose of combating lerrorism and serious transnational crimes. This restriction prevents PNR information from being

shared in bulk with the intelligence and law enforcement comynunity, and it denics those agencies direct access to the
records. Broader access would allow other agencies o look for patterns in the travel of individuals nor deemed 10 be
high risk and 10 assess connections between passengers. ICE, for example, has expressed its frustration over losing
access to this information.
&Q * Both the Departments of State and Homeland Security have a number of questions regarding the legal impact of a
~  vanety of wording choices, including references to the European Convention oo Human Rights. Additional policy
analysis is underway and our response will be driven by the decisions of the Deputies.

2
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Background

(_(Q Two converging events in Europe — the recent European Court of Justice decision on the legality of
the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal Data --
have major implications for US law enforcement and security.

(‘)\\ The EU-US PNR Agreement. As noted, in May 2004, after substantial negotiations, the
Department of Homeland Security entered into an agreement relating to the sharing of PNR
information collected by air carriers flying to the United States from Europe. The Agreement was
intended to resolve a perceived conflict between EU law (which limits the sharing of personal

information collected by commercial entities with governmental entities)-and USlaw{which

onang g INAatio O

Undertakings made y Customs and Border Protection (CBP) regardin how it would treat the PNR
data transmitted to it.” Several of the limitations in those Undertakings significantly restrict US
opportunities to use information for investigative and law enforcement purposes.

g b
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QJD The most significant of these limitations, from our perspective are the following;:

Q
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The ECJ PNR Case, The Agreement was no less controversial in Brussels. Disturbed over what it
viewed as an attack on personal privacy and its own authority, the European Parliament (EP) filed
two suits in the European Court of Justice (ECJ) challenging the information sharing arrangement.

On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the merits
of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned on the lack
of competence of the Commission and Council to enter into the Agreement in the first instance. The
EU had based its authority on the so-called “First Pillar,” which allows the EU to regulate trade and
commercial matters. The ECJ held (as the US had argued carlier) that the requirement that PNR data
be sent to the US was a law cnforccment and natlonal secunty matter Such transfels the court held

were excluded from the data prote

wmgmmmmmﬁlﬁdfrwrnave to-be donie under the nurd Pmar s

@
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¢ This concern is consistent with Executive Order 13388 aad the President's Memorandum issued on December 16, 2006
10 Heads of Executive Departments and Agencies on “Guidelines and Requirements in Support of Information Sharing

Environment.”

! Acting under the Firsi Pillar, the EU has also entered into a PNR sharing agreement with Canada. In light of the EU’s
determination that the US Undenakings provided “‘adequate™ privacy protections, the EU-Canada agreement authorizes
Canada to share PNR data received from the EU with the US. Eveon though the ECJ has struck down the EU-US
agreement, the EU contends that its similar agreement with Canada remains in effect. Some Canadian government
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\D That is what the EU proposes to do. It has obtained authority from its Member States to erect
substantially the same-agreement-on-a-new: foundation. -In-order to-meet the European-Court-of
Justice deadline the Commission will seek to codify its position over the next couple of weeks and
then will call for agreement on the new arrangement by September 30.

3
b

(\1’) EU Proposals on Sharing Law Enforcement Information. If that were al] that is at stake, this
would be an interesting diplomatic and legal problem for DHS. But it is not. The PNR negotiations
will be closely intertwined with a broader effort to establish restrictive, EU-wide rules for
information sharing in the area of law enforcement. Last October the EU put forward two draft
documents that concern data sharing and protection in the law enforcement context. They consist of
a draft Framework Directive of the European Parliament and Council on the retention of data and a
proposed Council decision on the protection of personal data in criminal matters. &~

bS o

sources are concerned, however, that the absence of an "adequacy” finding (which is a First Pillar concept) may now
have the effect of prohibiting US-Canada information sharing derived from EU-originated flights.

® For example, the Draft Decision contains provisions on time limits for retention of shared data, ensuring the accuracy
@ of shared data, logging and audit trails, as well as restrictions limiting further use of the data to the original purpose for
which it was first rtansmitied. In effect, it borrows heavily from the PNR Agreemcnt and the Undertakings.
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Communicable Diseases. One indicator of the extent to which EU data protection authorities
prioritize the expansion of such roles over public safety concemns can be found in the European
reaction to another US initiative relating to avian flu. If air passengers are exposed to a pandemic
strain of avian flu, the government will need to locate all of the passengers and crew, quickly. So the
Centers for Disease Control has proposed a rule requiring airlines to retain PNR for up to 60 days for
that purpose. The top data protection authorities of Europe, known as the “Article 29 Working
Party,” have now decided that this sort of data retention violates EU privacy directives. If given
effect, the Working Party’s opinion would place air carriers legal jeopardy because of inconsistent

| b\

f.n - m——

** The adequacy finding granted to the U.S. was specific to the transfer of PNR data and only extended 1o its
transmission to CBP. The May 30™ decision of the ECJ also aanuls this decision by the Commission on the grounds that

the Commission did not have the legal authority to grant it

' If adopted without the offered exemptions, the Draft Decision could conflict with a number of binding and non-
binding information sharing arrangements that the United States has signed. For example, we have signed a 2003
Muna! Legal Assistance Agreement (MLAT) with the European Union and a 2001 information sharing agreement with
Europol (the EU-level police agency); with respect o member states, we signed a 2003 MLAT with Germany, which
builds on numerous other MLATs already in force with other EU member states. The United States also has many
exccutive agreements and memoranda of understanding with member states under which critical information is currently
being shared. Under EU law, directives supersede bilateral treaties and agreements and member states must conform
their existing agrcements o the directive.
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legal régimes. It reflects a widespread EU view that privacy trumps even the critical public health
interests of the United States.

Analysis & Recommendation

o ! S

<

©

(%)

&\\\ 1 Conversely, Paragraph 34 of the Undertakings allows for the exchange of PNR for public bealth pusposes and neither
the Coramission nor the Article 29 Committee have challenged the DHS-HHS MOU.
' Unlike in 2003, this risk is prescnt now because the Court bas conclusively ruled that the transfer of PNR data is a law

Q)\\ enforccment matter. While European integration has been the greatest in areas associated with the Common Market, law
enforcement and public security is a relatively new area of activity at the conununity level and many responsibilities still

fall to the EU Member States. The ECJ firmly placed PNR in the area of law enforcement and public security, and as
result, any actions taken in this area are likely to set precedents for further community involvement in other law

enforcement matters,
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Conclusion

Q)

0‘3 The USG has a paramount interest in ensuring that law enforcement and border control information
continues to flow to the United States. In creating the Information Sharing Environment we are
working to break down walls that restrict the sharing of information between Federal agencies,

QQ The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style artificial

limitation. We entered into the PNR Agreement based upon the EU's argument that the export of
commercial information was subject to special restrictions under EU law. The European Court of
Justice has now held that the information is law enforcement information, not commercial
information, so that the rationale for the agreement has now dissolved.

7=\

%))

b

Q\;‘) 1 Excluding Canada and Mexico, flights ariginating in these five countries comprise nearty a quarter of all intemational
flights arriving in the United States. In terms of global traffic, flights amiving from the UK rank third (afer Canada and
Mexico). Germany is 6%; France 9; the Netherlands 10%; and Italy 17th.
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Excerpt from EU Data Protection Directive 95/46/EC (24 October 1995) [u /

Excerpt from Draft Counci] Framework Decision on the protection of personal data
processed in the framework of police and judicial cooperation in criminal matter

(October 2005) (.\A\
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. A. DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of
24 October 1995

Attachments:

Article 3 e .

1. This Directive shall apply to the processing of personal data wholly or partly by automatic
means, and to the processing otherwise than by automatic means of personal data which form

part of a filing system or are intended to form part of a filing system.

2. This Directive shall not apply to the processing of personal data:

- in the course of an activity which falls outside the scope of Community law, such as those
- -- == —provided for by Fittes-V and-¥i-of the TreatyonEuropearr Urdon and i any taseto processing — " ~——
operations concerning public security, defence, State security (including the economic well-
being of the State when the processing operation relates to State security matters) and the
activities of the State in areas of criminal law,

Article 26

Derogations

1. By way of derogation from Article 25 and save where otherwise provided by domestic law
govemning particular cases, Member States shall provide that a transfer or a set of transfers of
personal data to a third country which does not ensurc an adequate level of protection within the
meaning of Article 25 (2) may take place on condition that:

(a) the data subject has given his consent unambiguously to the proposed transfer; or

{b) the transfer is necessary for the performance of a contract between the data subject and the
controller or the implementation of precontractual measures taken in response to the data

subject’s request; or

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the
interest of the data subject between the controller and a third party: or

{(d) the transfer is necessary or legally requir: i ic-interest-grounds:orfor the

establishment, exerciseordefence of tegatclaims;or

(¢) the transfer is necessary in order to protect the vital interests of the data subject; or

(f) the transfer is made from a register which according to laws or regulations is intended to
provide information to the public and which is open to consultation either by the public in
general or by any person who can demonstrate legitimate interest, to the extent that the
conditions laid down in law for consultation are fulfilled in the particular case.

2. Without prejudice to paragraph 1. a Member State may authorize a transfer or a sct of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2), where the controller adduces adequatc
safeguards with respect to the protection of the privacy and fundamental rights and freedoms of

I 002079
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individuals and as regards the exercise of the corresponding rights; such safeguards may in
particular result from appropriate contractual clauses.

3. The Member State shall inform the Comxﬁission and the other Member States of the
authorizations it grants pursuant to paragraph 2.

If 2 Member State or the Commission abjects on justified grounds involving the protection of

the privacy and fundamental rights and freedoms of individuals, the Commission shall take
appropriate measures in accordance with the procedure laid down in Article 31 (2).

Member States shall take the necessary measures to comply with the Commission's decision.

4. Where the Commission decides, in accordance with the procedure referred to in Article 31
(2). that certain standard contractual clauses offer sufficient safeguards as required by paragraph
2, Member States shall take the necessary measures to cornply with the Commission's decision.

e woe .- —CHAPTER.JV. TRANSEER OF PERSONAL DATA TO THIRD.COUNTRIES —_ c———— e

Article 25

Principles

1. The Member States shall provide that the transfer to a third country of personal data which
are undergoing processing or are intended for processing after transfer may take place only if,
without prejudice to compliance with the national provisions adopted pursuant to the other
provisions of this Directive, the third country in question ensures an adequate level of
protection.

2. The adequacy of the level of protection afforded by a third country shall be assessed in the
light of all the circumstances surrounding a data transfer operation or set of data transfer
operations; particular consideration shall be given to the nature of the data, the purpose and
duration of the proposed processing operation or operations, the country of origin and country
of final destination, the rules of law, both general and sectoral, in force in the third country in
question and the professional rules and security measures which are complied with in that

country.
3. The Member States and the Commission shall inform each other of cases where they consider
that a third country does not ensure an adequate level of protection within the meaning of

paragraph 2,

4 Where the Commission finds, under the procedure provided for in Article 31 (2), that a third
country does not ensure an adequate level of protection within the meaning of paragraph 2 of
this Article, Member States shall take the measures necessary to prevent any transfer of data of
the same type to the third country in question.

5. At the appropriate time, the Commission shall enter into negotiations with a view to
remedying the situation resulting from the finding made pursuant to paragraph 4.

6. The Commission may find, in accordance with the procedure referred to in Article 31 (2),
that a third country ensures an adequate level of protection within the meaning of paragraph 2 of
this Article, by reason of its domestic law or of the international commitments it has entered
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into, particularly upon conclusion of the negotiations referred to in paragraph 5, for the
protection of the pnvatc lives and basxc frcedoms and ng.hts ofmdmduals

Member States shall take the measures neccssary to comply with [hc Commxssnon s decision,

B. Proposal for a COUNCIL FRAMEWORK DECISION on the protection of personal data
processed in the framework of police and judicial cooperation in criminal matters

Article 15
Transfer to competent authorities in third countries or to international bodies

- ==--}-Member States shatt provide that-personal data-received from or made available by the —-——
competent authority of another Member State are not further transferred to competent authorities
of third countries or to international bodies except if such transfer is in compliance with this
Framework Decision and, in particular, all the following requirements are met.

(a) The transfer is provided for by law clearly obliging or authorising it.

(b) The transfer is necessary for the purpose the data concemed were transmitted or made available
for or for the purpose of the prevention, investigation, detection or prosecution of criminal
offences or for the purpose of the prevention of threats to public security or to a person, except
where such considerations are overridden by the need to protect the interests or fundamental rights
of the data subject.

(c) The competent authority of another Member State that has transmitted or made available the
data concerned to the competent authority that intends to further transfer them has given its prior
consent to their further transfer.

(d) An adequate level of data protection is ensured in the third country or by the international body
to which the data concemed shall be transferred.

2. Member States shall ensure that the adequacy of the level of protection afforded by a third
country or international body shall be assessed in the light of all the circumstances for cach
transfer or category of transfers. In particular, the assessment shall result from an examination of
the following clements: the type of data, the purposcs and duration of processmg for which the

data are transferred, the country of origin-and-the-eeuntry-of finat destination, the gencral and —

sectoral rules of Taw applicable in the third country or body in question, the professional and
security rules which are applicable there, as well as the existence of sufficient safeguards put in
place by the recipient of the transfer.

3. The Member States and the Commission shall inform each other of cascs where they consider
that a third country or an international body does not ensure an adequate level of protection within
the meaning of paragraph 2.

4. Where, under the procedure provided for in Article 16. it is established that a third country or
international body does not ensure an adequate level of protection within the meaning of paragraph
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2, Member States shall take the measures necessary to prevent any trans{er of personal data to the
third country or international body in question. '

5. In accordance with the procedure referred to in Anticle 16, it may be established that a third
country or international body ensures an adequate level of protection within the meaning of
paragraph 2, by reason of its domestic law or of the international commitments it has entered into,

for the protection of the private lives and basic freedoms and rights of individuals.

6. Exceptionally, personal dala received from the competent authority of another

Member State may be further transferred to competent authorities of third countries or to
international bodies in or by which an adequate level of data protection is not ensured if absolutely
necessary in order to safeguard the essential interests of a Member State or for the prevention of
imminent serious danger threatening public security or a specific person or persons.

e e Ml e e e e+ o+ e o  —— T —————e e o\ ey = et —— b
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DISCUSSION DOCUMENT
Analysis of United States Interests in the U.5.-EU PNR dialogue
epartinent of [Homelund Security

Tuly 13, 2006

furpose

To provide you with Backgtound infofmatioh on thé Pissenger Name Record (PNR) issue and
related developments concerning law enforcement information sharing with the European Union
{EU) in prepuration for a mid-July “un-DC.”

Sumnmary

Before September 11, the government knew very litle about the people getting on planes bound ,
for the United States. After the aitacks, airlines were required to provide information about their

{1.5.-bound passengers. Soime of this information — naine, contact information, and the like ~

was drawn from mformation supplied to the airline as part of the reservation process. DHS uses

the information to screen for no-fly violators and terrorist suspects prior 1o arrival, and even

hefore the plane takes off', protecting against mid-flight hijackings and bombings.

For flights between Europe and the U.S., the data must be made available from European air
carmiers. EU law has long prohibited the commercial export of personal data to countries whose
.egal protections have not been deemed “adequate” in the view of European data protection
authorities. While the U S. has many privacy laws, it does not have an overarching data
protection regime that carresponds to every aspect of European law. It has therefore been
viewed as “inadequate” by European standards, and commercial data iransfers to the U.S. have
long been restricied by the lack of a broad adequacy finding., While the EU lacks similar
requirements for the anster of Taw enforcement information between the EU and third parties, a
Framework Decision is curtently being considered that would mirror the requirements applied in
die commercial realm. LS -

A

£

5

bl

' (’BP may autormatically access PNR data from European carriers up to 72 hours in advance of a-Sight—During-this— N

et 0] § 5 surepned ags : ed systems-and-risk-seores-beginta-be generated:

In some cases, pardcularly sirporis where CBP maimains 2 presence through the Imnigration Advisory Program,
coordineted law enforcement action s also planned in advance with local authorities. analysis continues up to
arrival and is funther supporied by the colleetion of manifest informadon.
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\D The PNR Agreement was also controversial in Europe. It was challenged by the European

: E Parliament as insufficiently protective of EU privacy rights. On May 30 the Earopean Court of
Justice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural -
the equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by
finding a law invalid because it exceeded Congress’s Commerce Clause power, Under EU law,
commercial issues fall within the jurisdiction of the EU as part of its “First Pillar” authority.
This is the authority that the EU relied on in entering the Agreement. The ECJ, however, held
that the US wanted PNR data for law enforcement and public security reasons. Law enforcement
and public security are exempt from the EU’s commercial data protection laws and are only
partly within the EU’s authority. [ustead, they fall under the “Third Pillar,” where the authority
of EU central institutions (the Commission, Parliament and Court of Justice) is more limited and
more authority is left to the Member States. This finding by the Court also eliminates the
uncertainty that led to the signing of the agreement in the first place, specifically the fear that
some Member States might bring action against air carriers under the commercial legal
framework.

® Because the agreement was entered under the wrong authority, the Court ruled it invalid but

delayed the effective date of its decision until September 30 in the hope that the jurisdictional

problem could be quickly solved. To cure the problem, the EU has obtained authority from the
Member States to renegotiate the PNR Agreement under the Third Pillar. As required by the
Agreement, the EU also notified the United States that it will terminate the current Agreement on
September 30, 2006 and has set a goal of establishing a new agreement by this date. The USG
received a proposed replacement text from the Finnish Presidency on July 19th, although
Commission officials have indicated that this draft may not be final.’ Commission
representatives have portrayed their proposal as a technical change that would put the same
agreement back in place, albeit under a different legal authority.

) bl

2 CBP can share PNR dsta with other law enforcement sgencies, but only on a case-by-case basis and only for the
&\’)3 purpose of combating terrorism and serious transnational crimes. This restriction prevents PNR information from

being shared in bulk with the intelligence and law enforcement community, and it denies those agencies direct

access to the records. Broader access would allow other agencies 1o look for patterns in the travel of individuals not

deemed to be high risk and to assess connections between passengers. ICE, for cxample, bas expressed its

\ ? Both the Departments of State and Homeland Sccurity have a number of questions regarding the legal impact of 8
@ variety of wording choices, including references to the European Convention on Human Rights. Additional policy
analysis is underway and our response will be driven by the decisions of the Deputies.

FOR OFFIC ONLY
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Background

@ Two converging events in Europe — the recent European Court of Justice decision on the legality
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal
Data - have major implications for US law enforcement and security.

QQ The EU-US PNR Agreement. As noted. in May 2004, after substantial negotiations, the
Department of Homeland Security entered into an agreement relating to the sharing of PNR

information collected by air carriers flying to the United States from Europe. The Agreement
was intended to resalve a perceived conflict between EU law (which limits the sharing of
personal information collected by commercial entities with govemmental entities) and US law
(which required the collection and dissemination of PNR data). Central to the Agreement was a
set of Undertakings made by Customs and Border Protection (CBP) regarding how it would
treat the PNR data transmitted to it* Several of the limitations in thase Undertakings

N\ 4

(¢)
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significantly restrict US opportunities to use information for investigative and law enforcement
purposes.

(-\ﬂ The most significant of these limitations, from our perspective are the following:

_______ | Formattad: Font: Times New
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@ The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over

what it viewed as an attack on personal privacy and its own authority, the European Parliament
(EP) filed two suits in the European Court of Justice (ECJ) challenging the information sharing
arrangement.

'\ ¢ This concern is consistent with Executive Order 13388 and the President's Memorandum issued on December 16,
2006 10 Heads of Executive Departments and Ageacies on “Guidelines and Requirements in Suppon of Information
Sharing Environment.”

\y‘
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j On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the

& merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned
on the lack of competence of the Commission and Council to enter into the Agreement in the
first instance. The EU had based its authority on the so-called “First Pillar,” which allows the
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that
the requirement that PNR data be sent to the US was a law_enforcement and. national security
matter. Such transfers, the court held, were excluded from the data protection directive
governing commercial data expon.s If they are to be regulated, the court implied, it would have

to be done under the “Third Pillar.”®

\D' That is what the EU proposes to do. It has obtained authority from its Member States to erect

& substantially the same agreement on a new foundation. In order 1o meet the European Court of
Justice deadline the Commission will seek to codify its position over the next couple of weeks
and then will call for agreement on the new arrangement by September 30,

@
b

N EU Proposals on Sharing Law Enforcement Information. If that were all that is at stake. this

& would be an interesting diplomatic and legal problem for DHS. But it is not. The PNR
negotiations will be closely intertwined with a broader effort to establish restrictive, EU-wide
rules for information sharing in the area of law enforcement. Last October the EU put forward
two draft documents that concern data sharing and protection in the law enforcement context.
They consist of a draft Framework Directive of the European Parliament and Council on the
retention of data and a proposed Council decision on the protection of personal data in criminal

matters. C_ bS

& b

¥ Acting under the First Pillar, the EU has also entered into a PNR sharing agreement with Canada. In light of the

® EU's determination l.hat the US Undaukmgs pmv:ded “ndequate” pnvncy protections, the EU-Canada agreement
iz, . - e 8- v though the ECT has struck down the

EU-US agreement, the EU conluﬂs d’m( its snmﬂu apeemcnt mmmxt Some Canadian
government sources are concemed, however, that the absence of an “adequacy” finding (which is a First Pillar
concept) may now have the cffect of prohibiting US-Canada information sharing derived from EU-originated

flights.
FOR ox-‘n%g. USE ONLY
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accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the data to the original
purpose for which it was first transmitted. In effect, it borrows heavily from the PNR Agreement and the
Undertakings.

D
(' '

@ ? For example, the Drafi Decision contains provisions on time limits for retention of shared data, ensuring the

** The adequacy finding granted to the U.S. was specific to the transfer of PNR data and only extended to its
Q transmission to CBP. The May 30® decision of the ECJ also annuls this decision by the Commission on the grounds
that the Commission did not have the legal authority to grant it

FOR om% USE ONLY
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Communicable Diseases. One indicator of the extent to which EU data protection authorities
K} prioritize the expansion of such roles over public safety concerns can be found in the European
Teaction to another [IS initiative relating to avian flu. If air passengers-are-exposed-to-a-
pandemic strain of avian flu, the government will need to locate all of the passengers and crew,
quickly. So the Centers for Disease Control has proposed a rule requiring airlines to retain PNR
for up to 60 days for that purpose. The top data protection authorities of Europe, known as the
“Article 29 Workin Party,” have now decided that thl§ sort of data retention viglates EU privacy _ _. ____ ____
" directives. I[f given effect, the Working Party’s opinion would place air carriers legal jeopardy
because of inconsistent legal régimes. It reflects a wrdespread EU view that privacy trumps even
the critical public health interests of the United States. '

Analysis & Recommendation

binding information sharing arrangements that the United States has signed. For example, we have signed a 2003
Mutual Legal Assistance Agreement (MLAT) with the European Union and a 2001 information sharing agreement
with Europol (the EU-level police agency); with respect to member siates, we signed a 2003 MLAT with Germany,
which builds on numerous other MLATSs already in force with other BU member states. The United States slso has
many executive agreements and memoranda of understanding with member states under which critical information
is currently being shared. Under EU law, directives suparsede bilatera! treatics and sgreerucnts and member states
must conform their existing agreements to the directive.

K“\ Y Conversely, Paragraph 34 of the Undertakings allows for the exchange of PNR for public health purposes snd
neither the Commission nor the Article 29 Committee bave challenged the DHS-HHS MOU.

1 Unlike in 2003, this risk is present now because the Court has conclusively ruled that the transfer of PNR data is 8

@ 2 If adopted without the offered exemptions, the Draft Decision could conflict with & number of binding and non-

(=& & European nnmuon Bas Geen the greatest in areas associated with the Common

\ } Market, law enforcement and public security is & relatively new area of activily at the community level and many
responsibilities still fail 1o the EU Member States. The ECJ firmly placed PNR in the area of law enforcement and
public security, and as result, any actions taken in this arca are likely to set precedents for further community
involvement in other law enforcement matters.
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Conclusion

O}

Q,

\ ' Excluding Canada and Mexico, flights originating in these five countries comprise neartly a quarter of all
A international flights arriving in the United States. In texms of global traffic, flights arriving from the UK rank third
(after Canada and Mexico). Germany is 6%; France 9*; the Netherlands 10*: and faly 17th.
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L The USG has a parumount interest in ensuring that law enforcement and border control
information continues to flow to the United States. In creating the Information Sharing
Environment we are working to break down walls that restrict the sharing of information

between Federal agencies.

&{D The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style
artificial limitation. We entered into the PNR Agreement based upon the EU’s argument that the
export of commercial information was subject to special restrictions under EU law, The
-European Court of Justice has now held that the information is law enforcement information, not

commercial information, so that the rationale for the agreement has now dissolved.

ol

Q©

Attachments

A. Excerpt from EU Data Protection Directive 95/46/EC (24 October 1995) (‘*)

B. Excerpt from Draft Council Framework Decision on the protection of personal
data processed in the framework of police and judicial cooperation in criminal

matter (October 2005) ( \L\
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A. DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 24 October 1995 -

Article 3

Scope

1. This Directive shall apply to the processing of personal data wholly or partly by
automatic means, and to the processing otherwise than by automatic means of personal data

Attachments:

2. This Directive shall not apply to the processing of personal data:

- in the course of an activity which falls outside the scope of Community law, such as those
provided for by Titles V and VI of the Treaty on European Union and in any case to
processing operations conceming public security. defence. State security (including the
economic well-being of the State when the processing operation relates to State security
matters) and the activities of the State in areas of criminal law,

Article 26

Derogations

1. By way of derogation from Article 25 and save where otherwise provided by domestic
law governing particular cases, Member States shall provide that a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2) may take place on condition that;

(a) the data subject has given his consent unambiguously to the proposed transfer; or

(b) the transfer is necessary for the performnance of a contract between the data subject and
the controller or the implementation of precontractual measures taken in responsc to the data
subject's request; or

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the
interest of the data subject between the controller and a third party: or

{(d) the transfer is necessary or legaily required on important public interest grounds. or for
the establishment, exercise or defence of legal claims: or

(e) the transfer is necessary in order 1o protect the vital interests of the data subject: or

(f) the transfer is made from a register which according to laws or regulations is intended to
provide information to the public and which is open to consultation either by the public in
general or by any person who can demonstrate legitimate interest, to the extent that the
conditions laid down in law for consultation are fulfilled in the particular case.

2. Without prejudice to paragraph 1. a Member State may authorize a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2), where the controller adduces adequate
safeguards with respect to the protection of the privacy and fundamental rights and

uwurmsvf-mdrvmumﬁtraﬂéyrds the exercise of the corresponding rights: such

safeguards may in particular result from appropriate contractual clauses.

3. The Member State shall inform the Commission and the other Member States of the
authorizations it grants pursuant to paragraph 2.

FOR OFF USE ONLY
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If a Member State or the Commission objects on justified grounds involving the protection
of the privacy and fundamental rights and freedoms of individuals, the Commission shall
take appropriate measures in accordance with the procedure laid down in Article 31 (2).

Member States shall take the necessary measures to comply with the Commission's

decision.

4. Where the Commission decides, in accordance with the procedure referred to in Article

31 (2), that certain standard contractua! clauses offer sufficient safeguards as required by

paragraph 2, Member States shall take the necessary measures to comply with the

Commission's decision. - : o

CHAPTER IV TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES

Atrticle 25

Principles

1. The Member States shall provide that the transfer to a third country of personal data
which are undergoing processing or are intended for processing after transfer may take place
only if, without prejudice to compliance with the national provisions adopted pursuant to the
other provisions of this Directive, the third country in question ensures an adequate level of
protection.

2. The adequacy of the level of protection afforded by a third country shall be assessed in
the light of all the circumstances surrounding a data transfer operation or set of data transfer
operations; particular consideration shall be given to the nature of the data, the purpose and
duration of the proposed processing operation or operations. the country of origin and
country of final destination, the rules of law. both general and sectoral. in force in the third
country in question and the professional rules and security measures which are complied
with in that country.

3. The Member States and the Commission shall inform each other of cases where they
consider that a third country does not ensure an adequate level of protection within the
meaning of paragraph 2.

4. Where the Commission finds, under the procedure provided for in Article 31 (2), thata
third country does not ensure an adequate level of protection within the meaning of
paragraph 2 of this Article, Member States shall take the measures necessary to prevent any
transfer of data of the same type to the third country in question.

5. At the appropriate time, the Comnmission shall enter into negotiations with a view to
remedying the situation resulting from the finding made pursuant to paragraph 4.

6. The Commission may find, in accordance with the procedure referred to in Article 31 (2),
that a third country ensures an adequate level of protection within the meaning of paragraph
2 of this Article, by reason of its domestic law or of the international commitments it has
entered into, particularly upon conclusion of the negotiations referred to in paragraph 5, for
the protection of the private lives and basic freedoms and rights of individuals.

Member States shall take the measures necessary to comply with the Commission's

decision:
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B. Proposal for a COUNCIL FRAMEWORK DECISION on the protection of personal data
processed in the framework of police and judicial cooperation in criminal matters

Article 15
Transfer to.competent authorities_in third countries or to international bodies

1. Member States shall provide that personal data received from or made available by the
competent authority of another Member State are not further transferred te competent
authorities of third countries or fo interational bodies except if such transfer is in compliance .
with this Framework Decision and, in particular. all the following requirements are met.

(a) The transfer is provided for by law clearly obliging or authorising it.

(b) The transfer is necessary for the purpose the data concemed were transmitted or made
available for or for the purpose of the prevention, investigation, detection or prosecution of
criminal offences or for the purpose of the prevention of threats (o public security orto a
person. except where such considerations are overridden by the need to protect the interests or
fundamental rights of the data subject.

(c) The competent authority of another Member State that has (ransmitted or made available
the data concemned to the competent authority that intends to further transfer them has given its
prior consent to their further transfer.

{d) An adequate level of data protection is ensured in the third country or by the international
body to which the data concerned shall be transferred. ,

2. Member States shall ensure that the adequacy of the level of protection afforded by a third
country or international body shall be assessed in the light of all the circumstances for each
transfer or category of transfers. In particular, the assessment shall result from an examination
of the following elements: the type of data, the purposes and duration of processing for which
the data are transferred, the country of origin and the country of final destination, the general
and sectoral rules of law applicable in the third country or body in question, the professional
and security rules which are applicable there, as well as the existence of sufficient safeguards
put in place by the recipient of the transfer.

3. The Member States and the Commission shall inform each other of cases where they
consider that a third country or an international body does not ensure an adequate level of

protection within the meaning of paragraph 2.

4. Where, under the procedure provided for in Article 16, it is established that a third country
or intemational body does not ensure an adequate level of protection within the meaning of
paragraph 2. Member States shall take the measures necessary to prevent any transfer of
personal data to the third country or intemational baody in question,

5. In accordance with the procedure referred to in Article 16, it may be established that a third

country orimtermational body ensures an adequate [evel of protection within the meaning of

paragraph 2, by reason of its domestic law or of the international commitments it has entered
into, for the protection of the private lives and basic freedoms and rights of individuals.
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6. Exceptionally. persona) data received from the competent authority of another

Member State may be further transferred to competent authorities of third countries or to
international bodies in or by which an adequate level of data protection is not ensured if
absolutely necessary in order to safeguard the essential interests of a Member State or for the
prevention of imminent serious danger threatening public security or a specific person or

persons.
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Background
, o~
L S Two converging events in Europe - the recent European Court of Justics decision on the legality of
~ e EU-US PNR Agreemeni and a draft BU Framework Decision on Exchange of Crivnnal Data -
save major implicabons for U3 law enforcemant and secunty.
. ;\, The £U-US PXR Agrecarcat. As noted, in May 2004, after substantial negonatons, the
T Depariment of Homelnd Sceurity entered im0 an agreement relanng 1o the sharing of PNR
- niarmaton coliected by air carrers tlying to the United States from Europe. The Agreement wus
:ntended to resolve a perceiyed conflict between EL law (which limits the sharing of personal
information collected by commuercial entities with governmentel entities) and US law {which
required the collection and dissemimation of PNR data). Central to the Agreement was a set off
ndertakings made by Customs and Border Protection (CBP) regarding how it would weat the PNR
Jata transmitted to .Y Several of the imitations in those Undertakings significantly restrict US
Jpportunities to use mformation for mvestigative and law enforcement purposes.
~
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{ \\ The ECJ PNR Case. The Agreement was ne less eanwroversial in Brussels. Disturbed over what it

oM viewed as an aitack on personad privacy and 115 own authority, the Eropean Parliament (EP) filed
~ o suits m the European Court of Justice (ECT, shallenging the informuuon shanng arrangement.

~, O ay 30, 2006, the BECT issued jts opinion m e fwwsuits. The opmien did not address the meruts

W of the BEU-US PNR Agreement or the role of the Periament. Rather. the decision tumed on the lack
1 competence of the Commmission and Council o witer into the Agreement in the tirst instance. The
“L had based 115 autbority on the so-called “Fust Piltar,” which allows the €1 o regulare wade and
commercial marters. The ECT held (as the US had wrgued sarlier) that the reguirement that PNR data
pe sert o the U8 was a law enforcement and natonal securily matter. Such transters, the court held,
were exeluded fom the data protection directive govermng commercial data exports, If they are to
ov reguinted. the court implied, it would have 1 be done under the “Third Dijtar, ™

; concern 18 consistent with Sxecunve Crder (3258 aud the President s Mamorandum issued on
k December 16, 2006 to Feads ot Exccutive Departments and Agencies on “Guidelines wnd Requirements in

support of information Sharing Environment.™

", .. N . " - = "
— “errrpaTcer e FTST P e UGS alSe cwored (niv o PR Shefing agreemend sl Canada. In light of
e RU7s determinanon that the Uy Undertakings svovided “adequute” privacy proections, the EU-Canada
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N ne, the Commission will seeitin e i w1 couple of weeks and
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L EU Proposals on Sharing Law Enforcement [nformation, [f that were afl that is at suke, this

) would be an interesting diplomatic und legal problem for DHS. Butitis not. The PNR negotiations
wili be closely intertwined with a broader effort to establish restrictive, EU-wade rules for
miormation sharing in the area of law enforcement. Lust October the EU put forward two draft
Joecuments that concem data sharing and protection in the law enforcement context. They consist of
3 draft Framework Directive of the European Parfiament and Council on the reention of data and a
sroposed Council decision on the protection of versenal duta in enimiing! maners. &
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sereeent authonizes Cunada to share PNR data receved from the EU with the US Even though the ECT has
cruck down the FU-US agreement, the BU contends that vs sumilar agreement with Clanada remams m oifect.
wame Canadian goverrunent sources arc concerned, however. that the absence of an “adequacy” finding
wineh is a First Pillar concept: may now have the effect of profibining US-Canada informanon sharing
Jerived from EL-onginated (lights.

For example, the Draft Decision conains provisions on time Himnits for retention of shared data, ensuring the

. accuracy of shared data, logging and sudit trails, as well as restnetions limiting funher use of the duta to the
\ " orginal purpose for which it was first transinitted. [ effect, i borrows heasaly o the PNR-Agreesient-and
e - pdertakings-
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Communicable Diseases. One indicator of the extent 1o which EU duia protection authorities

~rioritize the expansion of such roles over aublic su

fety concerns can be [ound in the Ecropean
i, 15ar passengers are exposed to a pandemic

bl

saction woanether US infiuive reluting wo a

nission i CHP. The May 307 decision of te BECT 2
srounds that the Commission Jid aot have the fegal aw

annuls this decinion by the Comumission on the
SO e gran it

i adopred without the offered exemptions, the Draft Decision could contdict wiih a number of binding and
nan-binding information sharing arrangements that the United States has signed. For example, we have
Vo Y signed a 2003 Mutual Legal Assistance Agreament tMLAT) with the European Union and 1 2001 information
\\w sharing agreement with Europol ithe EU-level police ageneyy; wirh respect to member states, we signed a
2O MLAT with Germany, hich builds on nuwmerous other MLAT: already i force with other EU member
e, The United States also has many exceutive sgreentents and mermnoranda <f understanding with member

rtesumderwhrohrorea o mEtan 1§ cutrentls _ceing shared. Lnder LU Taw, directives supersede bilacral

creaties and agreements and member states must cenform their existing agreements with the directive.
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i :rsei‘. Paragraph 34 of the Usdertakings allows fur the axchange of PNR for public health sumpases
¢ Comnussion or the Arcle 29 Comm

e have challerged the DHS-ITHS MOU,

[ nhike 1n 2003, this risk Is present now beceuse the Count has conelusively ruled that the transier of PNR
v dand s a law enforcernent matter. While Europesn integration has been the greatest in areas assoctsted with
Uie Common Market, luw enforcement and public securiiy is a relatively new area of activity at the
community level and many responsibilinies sull fall o ¢
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Conclusion

, .,
\ ‘?\\ The USG has 3 parymount interest in ensunng tha storeement und bovder controt 1on

< wtinues 1o flow w the United States. in creaus Aranaient

vorking to break down walls that restrict the sha n Federal agencies.
¢ ;\A\ The PNR Agreament that the U8 signed with the £17 i 2004 {5 o exampie of the aud-stvie wrnficial
A somtation. We entered into the PINR Agreement based upon the ZU s argument that the expornt of
. commercial information was subject to special resinctions under BU law, The European Court of

Justice has now held that the information i law enforcement miormation, not commercial
irformation. so that the rationale for the agreement has now dissolved.
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Options for PNR Negotiatlons with the EU
7/28/06

Background: r~ &

2 an intemational agreement was struck between DHS and the EU in 2004 governing CBP’s
access to PNR from the EU. The agreement was quickly challenged in court by the European
@\ Parliarnent. On 5/30/05 the European Court of Justice ruled that the EU inappropriately entered into this
| agreernent on the grounds that the 1995 Directive did not apply €
b

- —
On 7/3/06. the Finnish Presidency and the Commission terminated the agreement effective 9/30/06. The
Finnish Presidency also received a mandate from the European Council to negotiate a replacement
agreement by 9/30. The Commission presented the USG with a proposed text on 7/16.
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