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* The Article 29 Warking Pasty L 6 S 3 wied, * The Working Party considers that information
should be provided to passengers o later than the moment when (he passenger gives their agreement ta buy the ticket. . .
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- Liven if the transfer of PNR data has become in praciice 4 condition fro traveling to the US, passengers are only aware
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2 an international agreement was struck between DHS and the EU in 2004 governing CBP’s

access to PNR from the EU. The agreement was quickly challenged in court by the European
( l/) Parliament. On 5/30/05 the European Court of Justice ruled that the EU inappropriately entered into this

agreement on the grounds that the 1995 Directive did not apply £ bs
2 On 7/3/06, the Finnish Presidency and the

Commission terminated the agreement effective 9/30/06. The Finnish Presidency also received a
mandate from the European Council to negotiate a replacement agreement by 9/30. The Commission
presented the USG with a proposed text on 7/16.
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The Working Party underlines the necessity te have commitments from the

1S side that are officially published at least at the lev el of the Federal Register
[ V ) and fully binding on the US side. /n particular, there should he no ambiyuity
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[ v Toprovide you with background informarion on the Passenger Name Recerd (PNR) issue and
C NV tisied developments conceming law enforcement information sharing with the European Union -~
11510y in preparation for 2 mid-July “un-DC.” b A
SUNLTALY
/ [ N Before September L1, the government knew very little about the people getting on planes bound for -
| J\ § e United Stetes. Afler the attacks, airlines were required 1o provide information about their U.S.-
L " bound passengers. Some of this information — name, contact information, and the like — was drawn Formstted: Lencered
{rom information supplied to the airline as part of the reservation process. DHS uses the information pam,m;""". Fon: ‘;;m’”{;d',','c '
m s creen for no-fly violators and terrorist suspects prior to arrival, and even before the plane takes Detated: § "

*, protecting against mid-flight hijackings and bombings.

4 N ™, For (hghts bevween Europe and the U.S., the data must be made available from European i carriers.
{ U P U Jaw has long prohibited the commercial export of personal data to counwries whose legal
i grotections have nat been deemed “adequate” in the view of European data protection authorities.
s hile the U.S. has many privacy laws, it does not have an overarching data protection regime that
swresponds to every aspect of Euwropean law, [t has therefore been viewed as “inadequate™ by

‘uropean standards. and cam_rm'rcial data transiers 1o the U.S. have long been resiricted by the lack

2 broad adequacy finding, While the EU lacks sicular requirements for the wansfer of law
saforeement information be*xx cen the EU and third parues, a Framework Decision is currently being
considered that would mirror the requirements applied in the commercial realm. € i
e S A
f b
e
Al

e L\

Q Q i BP may awomatically access PNR data fram European carriers up to 72 hows in advance o a flight. During this
1

predeparture period, information is screened ag,uinst CBP automated yystems and risk scores begin to be genersied. In o
SOMIC Cases, pdmcuiarly itirports where CBP maintaing a presence through the Immigration Advisory Program,

~- conred-lancenforcement-aetion-isise-phmncdirsdvance with Tz IOTHES. ATAlveis cantmues up (0 armval
T At TUTher supporied by ihe collection of manifest infarmation, Farmintted: Centarad
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The PNR Agreement was also controversial in Europe. Tt was challenged by the European
Parliament as insufficemily proteciive of BEU privacy rights. On May 30 the European Court of
Justice (ECJ} struck down the Agreement. But it chose a grownd that was highly procedural - the
2quivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by finding a
faw invajid because it exceeded Congress’s Commerce Clause power. Under £U law, commercial
issues fall within the jurisdiction of the EU as part of its “Frrst Pillar™ authority. This is the authority
ihat the EU relied on in entering the Agreement. The ECJ, however, held that the (IS wanted PNR
Jata for law enforcement and public security reasons. Law enforcement and public security sre
exempt from the EU's commercial data protection laws and are only partly withim the EU's
authorty. Instead, they [all under the “Third Piltar,” where the authority of EU central institutions
(ihe Conmumassion, Parlinment and Court of Justice) 1s niore Himited and more authority is lef} to the
Member Staies.  This finding by the Court ziso ¢liminates the uncertainty that led to the signing of
the agreement in the first place, specifically the fear that some Member States might bring action
against air carriers under the commercial legal framework.

Because the agreement was entered under the wrong authority, the Court ruled it invalid but delayed
the effective date of its decision until September 30 in the hope that the jurisdictional problem could
be quickly solved. To cure the problem, the EU has obtained authority from the Member States to
renegotiate the PNR Agreement under the Third Pillar. As required by the Agreement, the EU also
ncu‘xcd the United States that it will ferminate the current A greement on September 30, 2006 and

has set a goal of establishing a new ngeemem by this d:xte 4 proposed
mpmcnmem text “rom ! i

R ~ .4}, Camumission reprc:u_matwcs have portrayed their pmposai
hriical change that » ouwl put the same agreement back in place. albeit under a different legal

I\

* CBP can share PNR data with other Jaw enforcement agencies. but only on 3 case-by-case basis and only for
iz purpose of combating terrorism «nd serious transnetional crunes. This restriction prevents PNR
information from being shared in bulk with the imelligence and law enforceiment community, and it denies
those agencies direct access to the records. Broader access would allow other agencies to look for parterns in
ihe travel of individuals not deemed to be lugh risk and 1o assess connections between passengers. ICE, for
example. has expressed its frustration over losing access to this information.
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Background

I'wo converging events in Europe - the recent Suropean Court of Justice decision on the legality of
rhe EU-US PNR Agreement and a draft EU Framework Decision on Lxchange of Crimiinal Data --
have major implications for US faw enforcement and security,

Y TI'he EL-US PNR Agreement. As noted, in May 2004, after substantial negotiations, the

' Department of Homeland Security entered into an agreement relating to the sharing of PNR
unformation collected by air camiers flying to the United States from Europe. The Agreement was
.ntended to resolve a perceived conflict between EU law {which limits the sharing of personal
-nformation collected by commercial entities with govemmenial entities) and US law (which
required the collection and dissemination of PNR data). Central to the Agreement was a set of
Undertakings made by Customs and Border Protection (CBP) regarding how it would treat the PNR
Jata transmitted to it Several of the Himitations in those Undertakings significantly resmrict US

.pprortunities o use nformation for investigative and faw enforcement purposes.
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{ ; \\ The ECJ PNR Case, The Agreement was no less controversial in Brussels. Disturbed over what it
\ - wiewed as an attack on personal privacy and its own authority, the European Parliament (EP) filed
N nwo suits in the European Court of Justice (ECJ) vhallenging the information sharing arrangement.

+ N\ On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the merits

i “\ | of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned on the lack

N of competence of the Commission und Council to enter into the Agreement in the first instance. The

" EU had based i1s authority on the so-called “First Pillar,” which allows the EU to regulate trade and

comrercial matiers. The ECJ held (as the US had srgued sarlier) that the requirement that PNR data
be sent to the US was a law enforcement and nztional security matter. Such transfers, the court held,
were excluded from the data protection directive governing commercial data exports, If they are to
e regulated, the court implied, it would have to be done under the *Third Pillar.”™

* This concern is cansistent with Executive Order 13388 and he President’s Memorandum issued on
December 16, 2006 to Heuds of Excoutive Departments and Agencics on " Guidelines and Requircments in
~ Support of Information Sharing Environment.”
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=g Aoy order e st Pillar, the £U has 8180 cntered into a PNR sharing agreement with Canada. In light of
(DN ihe EU’s determination that the US Underiakings provided “adeguate” privacy protections, the EL-Canada
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(’ ,}\ Thai is what the EU proposes to do. Itbas obtained suth cri*y from Tts Member Siates to erect
substantially the same agreement on a new foundation. In order 1o meet the European Coun of
™ lustice deadline, the Commission will seek o codify its position over the next couple of weeks and
ihien will call for agreement on the new ammangement by September 30,

9

\‘ b

{ v\ EU Proposals on Sharing Law Enforcement Information, If that were «ll that is at stake, this
7 would be an interesting diplomatic and legal probiem for DHS. But it is not. The PNR negotiations
S~ il be clasely intertwined with a broader effort wo establish restrictive, EU-wide rules for
information sharing in the area of law enforcement. Last Octaber the EU put forward two draft
Jocuments that concern data sharng and protection in the law enforcement context. They consist of
4 draft Framework Dirvective of the European Parhament and Council on the retention of data and a

proposed Council decision on the protection of personal data in criminal matters, £.
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sgreement authorizes Canada to share PINR data received from the EU with the US. Even though the ECJ has b
struck down the EU-US agreement, the EU contends ihat its simifar agreement svith Cunada remains in effect.

Seme Canadian government sources are concerned, however, that the absence of an “adequacy™ finding

(which is a First Pillar concept) may now have the effect of prokibiting US-Canada information sharing

derived from EU-originated flights.

' For cxample, the Druft Decision contains provisions on time limits for vetention of shared data, ensurmg the

accuracy of shared data, logging and audit u-ax?s. as w s,ll as reamcnons lnnmng runhﬂr use of the data to the .
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Communicable Diseases. One indicator of the extent 10 whick EU data protection authorities
srioritize the expansion of such roles aver public safety concerns can be found in the European
rzacnion to another US initiative relating to avian Hu. If air passengers are exposed to a pandemic
strain of avian tlu, the government will need to locate all of the passengers and crew, quickly. So the

bl

** {he adequacy hinding granted (o the U.S. was specitic (o i€ transier of PINK data 4ng only extended (o (s
wansmission 1o CBP. The May 30 decision of the FCJ aiso annuls this decision by the Commission on the
zrounds that the Commission did not have the legal suthority to grunt it

i adopted withowt the offered excmptions, the Draft Decision could conflict with a number of binding and
~on-binding mformation sharing arrangements that the United States has signed. For example, we have
signed a 2003 Mutual Legal Assistance Agreement {(MLAT) with the European Union and a 2001 information
sharing agreement with Europol (the EU-level police agency); with respect te member states, we signed a
2003 MLAT with Germany, which builds on numerous other MLATS already in force with other EU member

e

m:c,s The United States also has many executive sgreements and memoranda of understanding with member

 araies-under wiich criical informations cuirently bang shared. Under EU lawe directives supersede bilateral

sreabies and agreements and member states must confarm thewr existing agreemenis with the dlrecmc.
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Sanalvsls & Recommendation

t Y | 7 Conversely, Paragraph 34 of the Undertakings allows for the exchange of PNR for public heslth purposes
\ ' and neither the Commission or the Anticle 29 Commiitee have challenged the DHS-HHS MOU.

* Unlike in 2003, this nisk i1s present now because the Court has conclusively ruled that the wunsfer of PNR

Jaia 1s 4 law enforcement matter. VWhile European integration has been the grestest in areas associzted with

( \]“ the Common Market, law cnforcement and public security is a relatively new area of activity at the

\ commumity level and many responsibilities still fall to the EU Member States. ThLEC_Lnnnl;Lplnmd_ENR.m

enwrm

ST ol AW eniorcament 2od public security, and as result, any actions-aken-inthis

area hikeby ta-sot
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precedents for further community mvolvement in other law enforcement maters.
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Conclusion
{ ‘Q\\ The USG has a paramount interest in ensuring that law enforcement and border control information
\_ 7 conunues to flow to the United States. In creating the information Sharing Environment we are
N working to break down walls that restrict the sharing of information between Federal agencies.
7 v . . . g
{ \\\ The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style artificial
! limitation. We cotered into the PNR Agreement based upon the EU’s argument that the export of
cormmercial mformation was subject to special restrictions under EU law. The European Court of
Justice has now held that the information is law enforcement information, not commercial
information, so that the rationale for the sgreement has now dissolved.
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Puirpose

LISCYSSION DOCUMENT

~ Homeland

¢ Security
i

Analysis of Unitad States Interests in the US.-EU PNR dialogue

Deparbment of Homeland Security

auly 20, 2006

To provide you with background information on the Passenger Name Record (PNR) issue and
related developments concerning law enforcement information sharing with the European Union
(EU) in preparation for a mid-July “un-DC.”

Summary

Before Sepicmber 11, the govemment knew very little about the people getting on planes bound for
the United States. Afier the attacks, airlines were required to provide information about their U.S.-
bound passengers. Soime of this information - rame, contact information, and the like -- was drawn
from information supplied to the airline as part of the reservation process. DHS uses the information

to screen for no-fly vielators and terrorist suspects prior to arrival, and even before the plane takes

s S LA odad daiiayekes R s
o protecHng ggamstmrd-thght-mackmgsang ponomses:
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For flights between Europe and the U.S., the data must be made avatlable from European zir carriers.

U law has long prohibited the commercial export of personal data o countries whose legal

protections have not been deemed “adequate™ in the view of European data protection authorities.
‘While the U.S. has many privacy laws. it Joes not have an overarching data protection regime that
corresponds (o cvery aspect of European law. It has therefore been viewed as “'inadequate” by

"CBP may automatically access PNR data from Furapean carriers up to 72 hours i advance of g tlight. During this
predeparture period, information is screened against CBP automated systems and risk scores begin to be generated. In
some cases. particularly airports whers CBP maintains a presence through the Immigration Advisory Program,
soordinated low enforcament action is 2lso nlanued i advance “vith Jocal suthorizies. Analysis continues up 1o arrival
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supported by the collection of manifest information.
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Buropcan standards, and comimercial data tr :msfers to the U.S. have 'ong been restricted by the lack
of a broud adequacy finding. “Vhile the EU lacks similar requirements for the transfer of luw
enforcement information between the EU and third parties, a Framework Decision is currently being
considered that would mirror the requireinents applied in the commercxal realm. =

LS

—

I\ |

i

The PNR Agreement was also controversial in Europe. It was challenged by the European
Parliament as insufficiently protective of EU privacy rights. On May 30 the European Court of
Tustice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural - the
equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by finding a
law invalid because it exceeded Congress’s Commerce Clause power. Under EU law, commercial
issues fall within the jurisdiction of the EU as part of its “First Pillar” authority. This is the authority
that the EU relied on in entering the Agreement. The ECJ, however, held that the US wanted PNR
data for law enforcement and public security reasons. Law enforcement and public security are
exempt from the EU’s commercial data protection laws and are only partly within the EU's

zuthority. Instead. they fall under the “Third Pillar,” where the authority of EU central instituiions
{the Commission, Parliament and Court of Justice) is more limited and more authority is left to the
Member States. This finding by the Court also eliminates the uncertainty that led to the signing of
the agreement in the first place, specifically the fear that some Member States might bring action
against air carriers under the commercial legal framework.

' the effective date of its decmon until Septcmber ?0 in the hopc that the Junsdlcuonal pxoblem could
be quickly solved. To cure the problem, the EU has obtained authority from the Member States to
renegotiate the PNR Agreement under the Third Pillar. As required by the Agreement, the EU also
notificd the United States that it will terminate the current Agreement on September 30, 2006 and

- CBP can share PNR daia with other law enforcement agencies, but only on a case-by-case basis and only for
ihe purpose of combating ierrorism and serous wansnational crimes. This restriction prevents PR
information from being shared in bulk with the intelligence and taw enforcement communiry, and it denies
those agencies direct access to the records. Broader aceess would allow other agencies to look for patterns in
the travel of individuals not deemed 1o be high risk and to assess comnections between passengers. ICE, for
example. has expressed its frustration over josing access to this information.
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have indicaied that this d M 1oy net b»z {inal,’ Commission
re p}t.SCxlldUV(,.b have portrayed thcn pr oposal as a technical change dmt would put the same

agreement back in place, albeit under a different legal authority.
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Background

Er=—
\

\ T'wo converging events in Europe - the recent European Court of Justice decision on the legality of
~ ihe EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal Data --
have major implicaticns for US law enforcement and security.

{ @\ The EU-US PNR Agreement. As noted, in May 2004, after substantial negotiations, the
o Department of Homeland Security entered into an agreement relating to the sharing of PNR
information collected by air carriers flying to the United States from Europe. The Agreement was
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mitended to resclve a perceived contlict between EU law (which limits the sharing of personal
information caollected by commercial entities with governumential entities) and US law {which
required the collection and dissemination of PNR data). Central to the Agreement was a set of
Undertakings made by Custorns and Border Protection (CBP) regarding how it would treat the PNR
data transmitted to it." Several of the limitations in those Undertakings significantly restrict US
opportunities to usc information for investigative and law enforcement purposes.

The most significant of these limitations, from our perspective are the {ollowing:
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\\ . i This concem is consistent with Executive Order 13388 and the President’s Memorandum issued on
N~ December 16, 2006 to [leads of Executive Departments and Agencies on “Guidelines and Requirements in
Support of” Information Sharing Environment.”
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\\ The T PNW Tase, The Agreemert was no less coniroversizl in Erussels. Disturbed over what it
L \M Y vewed as on aitack on nersenal privacy and its own authority, the Eurcpean Parliznent (EP) filed

two sults in the Eurcpean Couit of Justice (ECY) challenging the information sharing arrangement.

On May 30, 20006, the ECJ issued its opinion in the lawsuits. The opinion did not address the merits
of the EU-US PNR Agreeinzpt or the rolz ot the Parliament. Rather, the decision tumed on the lack
of competence of the Commission and Council to enter im:o the Agreement in the first instance. The
£U had based its authonty on the so-called "First Pillar,” which allows the EU to regulate rade and
commercial matters. The ECT held {as the US had argued earlicr) that the requirement that PNR data
be sent lo the US was a law enforcement and natienal security matter. Such transfers, the court held,
were excluded from the data protection directive governing commercial data exports. If they are to
he regulated, the court implied, il would have to be done under the “Third Pillar."3

That is what the EU proposes to do. It has obtained authority from its Member States to erect
substantially the same agreement on a new foundation. In order to meet the European Court of
Justice deadline, the Commission will seek to codify its position over the next couple of weeks and
then will call for agreement on the new arrangement by September 20.

U Proposals on Shaving f.aw Enforcement fnformation. 1{ that were all that 1s at stake, this

would be an literesting diplomatic and legal problem for DIIS. Butitis not. The PNR negotiztions

will be closely intertwined with a broader effort to establish restrictive, EU-wide rules for
mformation sharing in the area of law enforcement. Last October the EU put forward two draft
documents that concern data sharing and protection in the law enforcement context. They consist of
a draft Framework Directive of the European Parliament and Council on the retention of data and a
proposed Council decision on the protection of personal data in criminal matters.

55 3

* Acting under the First Pillar, the EU has zlso 2ntered into a PNR sharing agreement with Canada. In light of
the EUs determination that the US Undertakings provided “adequarte” privacy protections, the EU-Canada

apreement anthonzes Canada to share PNR data received from the EU with the US. fven though the ECJ has
ck down the EU-US agreement. the EU contends that 1ts similar agreement with Canada remains in erfect.

svhichss a Pirst Pillar concept) may oow have the effect of profidbiting US-Cenada infonmation sharing

derived from EU-originated flights.
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FFor example, the Draft Decision contains provisions on time limits for rctemion of shared data, casuring the
accuracy of shared dala lnggmﬂ and audit h'nlt. as well ag restrictions-limiting
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was specific to the transfer of PNR data and only extended to its
(v wunsmission o CBP. The May 30% Jecision of the
\\ A rsunds that the Commission did not have the legal authority o grant it
~—

o
ECY also wnnuls this decision by the Commission on the

-2
.,



Comnundeable Disesves, One indicaior of the extent to which EU data protection authoritics
. pricrinze the expansicn of such roles over public safety conserns can be found in the European

N\~ rcaction to another US initiative relating to avian flu. If uir passengers are exposed 10 a pandemic
strain of avian flu, the government wili need to locate all of the passengers and crew, quickly. So the
Ceniers for Disease Control has proposed a rule requiring airlines to retain PNR for up to 60 days for
that purpose.  The top data protection authorities of Rurope. known as the “*Article 29 Working
Party,” have now decided that this sort of data retention violates EU privacy directives. If given
cffect, the Working Party’s opinion would place air carriers legal jeopardy because of inconsistent
legal regimes. It reflects a widespread EU view that privacy trumps even the critical public health

interests of the United States.

Analysis & Recommendation

| '+ If adopted without the offered exempticns, the Draft Decision could conflict with a number of binding and
non-binding information sharing arrangements that the United States has signed. For example, we have
‘\\l\ J signed a 2003 Mutual Legal Assistance Agrcement (MLAT) with the European Union and a 2001 information

PR

N\ sharing agreement with Europal (the Ell-level police agency);with respect-to-memberstates,wesigned 2

AR Y% Wy Y [54 Y. wilic i L H S . el K a
states. The United States also has many <xeculive agreements und memoranda of understanding with member
srates under which critical information is currently being shared. Under EU law, directives supersede bilateral
reaties and agreements and member states must conform their existing agreements with the directive.,

( . C‘; | Conversely, Paragraph 34 of the Undertakings allows for the exchange of PNR for public health purposes
~ and neither the Commission or the Article 29 Committee have challenged the DHS-{IHS MOU.

i Unlike in 2003, this risk is present now because the Court has conclusively ruled that the ransfer of PNR
data is a law enforcement matter. While European integration has been the greatest in areas associated with
; “he Common Market. law enforcement und public security is a relatively new area of activity at the
‘ community level and many responsibibities still fall to the EU Member States. The YCT firmly placed PivR in
e area of law enforcement and public secunty, and asyesult, any actions taken in this urea are likely 1o set
arecedents for further community invelvenient m other law enforcerment matters.
Va
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< \\\, The USG has a paramount interest in 2asuiing that law enforcement and border contro! information
< continues to flow to the United Stares. [n creating the Information Sharing Environment we are
- working to break down walls that restrict the sharing of intormation between Federal agencies.

7.y The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style artificial
’\ ") limitation. We enterced into the PNR Agreement based upon the EU’s argument that the export of

T cominercial information was subject to special restrictions under EU law. The European Court of
Justice has now held that the information is law enforcement information, not commercial
information, so that the rationale for the agreement has now dissolved.
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Attachment: Excerpts from the EU data protection Directive and proposed Framework Decision,

1. DIRECTIVE 95/46/EC OF THE EUROPEAN PARIIAMENT AND OF THE COUNCIL of 24
Qctober 1995

Article 3

Scope _
1. This Directive shall apply fo the processing of personal data wholly or partly by automatic

means, and to the processing otherwise than by antomatic means of personal data which form

part of a filing system or are intended to form part of a filing system.

2. This Directive shall not apply to the processing of personal data:

- in the course of an activity which falls outside the scope of Community law, such as those

provided for by Titles V and VI of the Treaty on European Union and in any case to processing
operations concerning public security, defence, State security (including the economic well-

being of the State when the processing operation relates to State security matters) and the

activities of the State in areas of crimipal law
Article 26

Derogations
1. By way of derogation from Article 25 and save where otherwise provided by domestic law

governing particular cases, Member States shall provide that a transfer or a set of transfers of

personal data to a third country which does not ensure an adequate level of protection within the
meaning of Article 25 (2) may take place on condition that:

(a) the data subject has given his consent unambiguously to the proposed transfer; or

(b) the transfer is necessary for the performance of a contract between the data subject and the
controller or the implementation of precontractual measures taken in response to the data
subject's request; or

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the
interest of the data subject between the controller and a third party; or

(d) the transfer is necessary or legally required on important public interest grounds, or for the -

w ()

estaoSIeEnt EXErCise or 4CiCnce

(e) the transfer is necessary in order to protect the vital interests of the data subject; or

(f) the transfer is made from a register which according to laws or regulations is intended to

provide information to the public and which is open to consultation either by the public in
general or by any person who can demonstrate legitimate interest, to the extent that the

conditions laid down in law for consultation are fulfilled in the particular case.

2. Without prejudice to paragraph 1, a Member State may authorize a transfer or a set of

transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2), where the controller adduces adequate

safeguards with respect to the protection of the privacy and fundamental rights and freedoms of

| 1 - 001700
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individuals and as regards the exercise of the corresponding rights; such safeguards may in
particular result from appropriate contractual clauses.

3. The Member State shall inform the Commission and the other Member States of the

authorizations it grants pursuant to paragraph 2.
If a Member State or the Commission objects on justified grounds involving the protection of
the privacy and fundamental rights and freedoms of individuals, the Commission shall take

appropriate measures in accordance with the procedure laid down in Article 31 (2).

Member States shall take the necessary measures to comply with the Commission's decision.

4. Where the Commission decides, in accordance with the procedure referred to in Article 31
2), that certain standard contractual clauses offer sufficient safeguards as required b aph

2, Member States shall take the necessary measures to comply with the Commission's decision.
CHAPTER IV TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES

Article 25
Principles

1. The Member States shall provide that the transfer to a third country of personal data which
are undergoing processing or are intended for processing after transfer may take place only if,
without prejudice to compliance with the national provisions adopted pursuant to the other

provisions of this Directive, the third country in question ensures an adequate level of

protection.

2. The adequacy of the level of protection afforded by a third country shall be assessed in the
light of all the circumstances surrounding a data transfer operation or set of data transfer
operations; particular consideration shall be given to the nature of the data, the purpose and
duration of the proposed processing operation or operations, the country of origin and country

of final destination, the rules of law, both general and sectoral, in force in the third country in

guestion and the professional rules and security measures which are complied with in that

coun

3. The Member States and the Commission shall inform each other of cases where they consider

that a third country does not ensure an adequate level of protection within the meaning of
paragraph 2,

rmT he € ission find fer 1t ! ided for im Article 3t (2); .

country does not ensure an adequate level of protection within the meaning of paragraph 2 of
this Article, Member States shall take the measures necessary to prevent any transfer of data of
the same type to the third country in question.

5. At the appropriate time, the Commission shall enter into negotiations with a view to
remedying the situation resulting from the finding made pursuant to paragraph 4.

6. The Commission may find, in accordance with the procedure referred to in Article 31 (2

that a third country ensures an adequate level of protection within the meaning of paragraph 2 of

this Article, by reason of its domestic law or of the international commitments it has entered

¢o1701
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into, particularly upon conclusion of the negotiations referred to in paragraph 3, for the
protection of the private lives and basic freedoms and rights of individuals,

Member States shall take the measures necessary to comply with the Commission's decision.

2. Proposal for a COUNCIL FRAMEWORK DECISION on_the protection of personal data

processed in the framework of police and judicial cooperation in criminal matters

Article 15

Transfer to competent authorities in third countries or to international bodies

1. Member States shall provide that personal data received from or made available by the
competent authority of another Member State are not further transferred to competent authorities
of third countries or to intemational bodies except if such transfer is-in-compliance with this
Framework Decision and, in particular, all the following requirements are met.

(a) The transfer is provided for by law clearly obliging or authorising it.

{b) The transfer is necessary for the purpose the data concerned were transmitted or made available
for or for the purpose of the prevention, investigation, detection or prosecution of criminal
offences or for the purpose of the prevention of threats to public security or to a person, except
where such considerations are overridden by the need to protect the interests or fundamental rights

of the data subject.
{c) The competent authority of another Member State that has transmitted or made available the

data concerned to the competent authority that intends to further transfer them has given its prior

consent to their further transfer,
d) An adequate level of da otection is ensured in the third country or by the inteipational bod

to which the data concerned shall be transferred.
2. Member States shall ensure that the adequacy of the level of protection afforded by a third

country or intemational body shall be assessed in the light of all the circumstances for each
transfer or category of transfers. In particular, the assessment shall result from an examination of
the following elements: the type of data, the purposes and duration of processing for which the
data are transferred, the country of origin and the country of final destination, the general and

ectoral rulcs of law apphcable in the third country or body in question, the professional and

—~ o~

e.as well a5 the existence of sufficient safeguards put in

place bv the recmxem of the transfer

3. The Member States and the Commission shall inform each other of cases where they consider

that a third country or an international body does not ensure an adequate level of protection wi

the meaning of paragraph 2.

4. Where, under the procedure provided for in Article 16, it is established that a third country or
international body does not ensure an adequate level of protection within the meaning of paragraph

2, Member States shall take the measures necessary to prevent any transfer of personal data to the

third country or international body in question,

13
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5. In accordance with the procedure referred to in Article 16, it may be established that a third
country or international body ensures an adequate level rotection within the meaning o
aragraph 2. by reason of its domestic law or of the international commitments it has entered into

for the protection of the private lives and basic freedoms and rights of individuals,

6. Exceptionally, personal data received from the competent authority of another

Member State may be further transferred to competent authorities of third countries or to
international bodies in or by which an adequate level of data protection is not ensured if absolutel

necessary in order to safeguard the essential interests of a Member State or for the prevention of
imminent serious danger threatening public security or a specific person or persons.

14 | 0617903
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Attachment B

DISCUSSION DOCUMENT
Analysis of United States Interests in the U.S.-EU PNR dialogue

Department of Homeland Security

July 13. 2006

Purpose
QD Toprovide you with background information on the Passenges Naine Récord (PNRY issue and-

related developments concerning law enforcement information sharing with the European Union
(EU) in preparation for a mid-July “un-DC.”

Summary

CUD Before September 11, the govemment knew very little about the people getting on planes bound
for the United States. After the attacks, airlines were required to provide information about their
U.S.-bound passengers. Some of this information ~ name, contact information, and the like -
was drawn from information supplied to the airline as part of the reservation process. DHS uses
the information to screen for no-fly violators and terrorist suspects prior to arrival, and even
before the plane takes off'. protecting against mid-flight hijackings and bombings.

carriers. EU law has long prohibited the commercial export of personal data to countries whose
legal protections have not been deemed “‘adequate™ in the view of European data protection
authorities. While the U.S. has many privacy laws, it does not have an overarching data
protection regime that corresponds to every aspect of European law. It has therefore been
viewed as "inadequate” by European standards, and commercial data transfers to the U.S. have
long been restricted by the lack of a broad adequacy finding. While the EU lacks similar
requirements for the transfer of law enforcement information between the EU and third parties, a
Framework Decision is currently being considered that would mirror the requirements applied in
the commercial realm. -~~~ T __
_ ) ' o b/

(u'\ For flights between Europe and the U.S., the data must be made available from European air

-y

(™ N

(\A\ ' CBP may automatically access PNR data from European carriers up to 72 hours in advance of a flight. During this
pre-departire Period, information is screéned against CBP automated systems and risk scores begin o be generated.
In some cases, particularly airports where CBP maintains a presence through the Immigration Advisory Program,
coordinated law enforcement action is also planned in advance with local authorities. Analysis continues up to

i is furt rtcd by the collecti f ifest inft tion, .
arrival and is further supported by the collection of manifest information. e‘:“d' S(}\l\uclﬂf Hp('
\ ; -
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The PNR Agreement was also controversial in Europe. [t was chatlenged by the European
Parliament as in=ut’f’ciently prou,ctivc, of F'L" privau riuhts On \Iav 3() lhc European (‘ourt of

lhc equu ak,nt unda LS law ot the bupreme Court duckmg a Fourth Amendmcnt Lhallengo. by
linding a law invalid because it exceeded Congress’s Commerce Clause power. Under EU law,
commercial issues fall within the junisdiction of the EU as part of its “First Pillar™ authority.
This is the authority that the EU relicd on in entering the Agreement. The ECJ, however, held
that the US wanted PNR data for law enforcement and public security reasons. Law enforcement
and public security are exempt from the EU’s commercial data protection laws and are only
partly within the EU’s authority. Instead, they fall under the “Third Pillar,” where the authority
of EU central insututions (the Commussion, Parliament and Court of Justice) is more limited and
more authority is left to the Member States,  This finding by the Court also eliminates the
uncentainty that led to the signing of the agreement in the 1irst place, specifically the fear that
some Member States might bring action against air carriers under the commercial legal
framework.

Because the agreement was entered under the wrong authority, the Court ruled it invalid but

" delayed the effective date of its decision until September 30 in the hope that the jurisdictional

problem could be quickly solved. To cure the problem, the EU has obtained authority from the
Member States to renegotiate the PNR Agreement under the Third Pillar. As required by the
Agreement, the EU also notified the United States that it will terminate the current Agreement on
Scptumber 30, 2006 and has set a goal of establishing a new agreement by this date. The USG
received a proposed replacement text from the Finnish Presidency on July 19th, although
Commission officials have indicated that this draft may not be final.” Commission

representatives have portrayed their proposal as a techrnical change that would put the same .
agreement back in place, albeit under a different legal authority

N

[
A s

b |

( < \ - CBP can share PNR data with other law enforcement agencics, but only on a case-hy-case basis and only for the

A

' purpose of combating icrrorism and serious transnational coimes.  This restriction prevents PNR information from
P g

beng shared in bulk with the intelligence and law enforcement community, and it denies those agencies direct
access 1o the records. Brouder access would allow other agencies to look for patterns in the wravel of individuals not
Jdeemed to be high risk and 1o assess connections betwevn passengers. [CE. for example, has expressed i1s
ustralion over Josing access to this informabiom :

Both the Departments of State and Homeland Scourity have a number of gquestions regarding the legal vmpaciof a
variety ot wording chowees, mcluding references o the European Convention on Human Rights. Additional policy
analvsis is underway and our response will be driven by the dc:C/ic';ms of the Deputies.
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Background

/Jl Two converging events in Europe — the recent European Court of Justice decision on the legality
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal
Data -- have major implications for US law enforcement and security.

() The EU-US PNR Agreement, As noted, in May 2004, after substantial negotiations; the —

Q" Department of Homeland Security entered into an agreement relating to the sharing of PNK
information collected by air carmiers flying to the United States from Europe. The Agreement
was intended to resolve a perceived conflict between EU law (which limits the sharing of
personal information collected by commercial entities with governmental cntities) and US law
(which required the collection and dissemination of PNR data). Central to the Agreement was a
set of Undertakings made by Customs and Border Protection (CBP) regarding how it would
treat the PNR data transmitted to it.* Several of the limitations in those Undertakings

0617905




(@
N

\

/

FOR OFFICAA USE ONLY

significantly restrict US opportunities 1o use information for investigative and law enforcement
purposes.

The most significant of these Limitations, from our perspective are the following:
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{ v\ The ECJ PNR Case. The Agrcement was no less controversial in Brussels. Disturbed over

—~A~—Wﬂmmeewmmwmmmhmﬂw%ﬂpm

(EP) tiled two sutts in the European Court of Justice (ECT) challenging the information sharing
arrangement.

7 N\ This corcern 1s consistent with Exccutive Order 3388 and the President’s Memorandun: issued on December |6,
Ut 1006 1o Heads of Executive Departmients and Agencies on "Guidehines and Requirements in Support of Intormation
- Sharing Environment.”
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On May 30, 2000, the ECJ issued its opinion in the lawsuits. The opinion did not address the
merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision tumed
on the lack of competence of the Commission and Counctl to enter into the Agreement in the
first instance. The EL' had based its authority on the so-called “First Pillar.” which allows the
EL 1o regulate trade and commercial matters. The ECJ held (as the US had argued carlier) that
the requirement that PNR data be sent to the US was 4 law enforcement and national sccunity
matter. Such transfers, the court held. were excluded from the data protection directive
govermng commercial data exports. [f they are to be regulated, the court implied, it would have
to be done under the "Third Pillar.”™

Thatis what the EU proposes to do: tt has obtained surhority fromrits Membet Sttes 0 2rect | -
substantially the same agreement on a new foundation. In order to meet the European Court of
Justice deadline the Commission will seek to codify its position over the next couple of weeks
and then will call for agreement on the new arrangement by September 30.

EU Proposals on Sharing Law Fanforcement Information. If that were all that is at stake, this
would be an interesting diplomatic and legal problem for DHS. Butitis not. The PNR
negotiations will be closely intertwined with a broader effort to establish restrictive, EU-wide
rules for information sharing in the arca of law enforcement. Last October the EU put forward
two draft documents that concern data sharing and protection in the law enforcement context.
They consist of a draft Framework Directive of the European Parliament and Council on the
retention of data and a proposed Council decision on the protection of personal data in criminal
matters. [T ]

b |

" Acung under the First Pillar, the EU has alsg entered inta a PNR sharning agreement with Canada. In light ot the
:07s determination that the US Undentakings provided “adequate” privacy protections. the EU-Canada agreement
suthorizes Carada to share PNR data recened tromthe EU with the S, Even though the ECJ has struck down the
FU-US agreement. the EU contends that its similar agreement with Canada remains in offect. Some Capadian
sohernment sources are convemed. huwever, that the absence of an “adequacy” finding {which is a First Pillar
concept) may now have tie offect of profibinng Us-Canada mformauon shanng derived from EU-onginated
thghts.
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accuracy of shared data, logging and audit trails. as well as restrictions limiting further use of the data to the original
purpose for which it was first transmitted. In effect, it borrows heavily from the PNR Agreement and the
Undertakings.

"' The adequacy finding granted to the U.S. was specific to the transfer of PNR data and only extended to its

transmission to CBP. The May 30" decision of the ECJ also annuls this decision by the Commission on the grounds
that the Commission did not have the icgai authority to grant it
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Communicable Diseases. One indicator of the extent to which EU data protection authorities
prioritize the expunsion of such reles over public safety coneerns can be found in the European
reaction to another US initiative relating to avian flu. If air passengers are cxposed to a
pandemic strain of avian flu, the govemmenl will need to locate all of the passengers and crew,
quickly. So the Centers for Discasce Control has proposed 4 rule requiring airlines 1o retain PNR
rl)r up to 60 days for that purpose. The top data protection authorities of Europe. known as the

“Article 29 W orkmg Party,” have now decided that this sort of data retention violates EU privacy
dircctives 4f givenreffect; the Wirking Party s opififon wotld pme”?.ifx c,am;:‘sleg’a?l)«:opﬁdy
hecause of inconsistent legal régimes. It retlects a w xdc.»predd EU view that privacy trumps even
the critical public health interests of the United States. '

Analvsis & Recommendation

? If adopted without the offered exemptions. the Draft Decision could contlict with a number of binding and non-

hinding mfnrmanun shannz arrangements that the United Stutes has signed. For cxample we have signed a 2003

% ith Eurupnl uhe EL‘-Sc»eI policc agencyy: with respect o member states. we signed a 2003 MLAT with Germany.
which builds on numerous other MLATs already 1n force with other EU member states. The United States also has

many executive agreermnents und memoranda of understanding with member states under which critical information
is currently bewng shared. Under EU law, directiv os supersede bilateral reaties and agreements and member stares

st conform their exisling agreements 10 the directive,

"¢ omversely, Paragraph 34 of the Underakings aliows for the exchange of PNR for public heaith purposes and
neither the Comumission nor the Article 29 Commitiee have challenged the DHS-HHS MOUL

* Unlike 1n 2003, this risk is present now because the Court has conclusively ruled that the transfer of PNR data s a
faw enforcement matter. W hile Luropean miegranon has been the greatest in areas associated with the Common
Market, law enforcement and public security 15 a relatively new area of acuv ity ai the community level and many
~rsponsthititres soil fall o the EL Member States. The £CJ firmiy placed PNR in the area of law caforcement and
pubthe secunty, and as result. any actions aken in thus area are likely o set precedents for further communmry
mrolvernent in other law enforcement matters. f
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Conclusion

Q s Excluding Canada and Mexico, flights originating in these five countries comprise nearly a quarter of al]
international flights arriving in the Uni . i

(after Canada and Mexico). German
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W V' The USG has a paramount interest in ensuring that law enforcement and border control
intormation continues to flow to the United States. [n creating the Information Sharing
Environment we are working to break down walls.that restrict the sharing of information

N .
L ‘

between Federal agencies.

~ \ The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style
(U artificial limitation. \We entered into the PNR Agreement based upon the EUs argument that the
) cxport of commercial information was subject to special restrictions under EU law. The
Furopean Court of Justice has now held that the information is law enforcement information. not

commerciabinformation, so that the rationale for the L gTevmenl His qow dissolved. =

Attachments

Excerpt from EU Data Protection Directive 95/46/EC (24 October 1995) (ag )
B. Excerpt from Draft Council Framework Decision on the protection of personal
data processed in the framework of police and judicial cooperation in criminal
matter (October 2003) CWB
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A. DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 24 October 1995

Anticle 3

Attachments:

Scope o o el o

1. This Directive shall apply to the processing of personal data wholly or partly by
automatic means. and to the processing otherwise than by automatic means of personal data
which form part of a filing system or arc intended to form part of a filing system.

“3: This Directive shat! not appty to-the processing of personal data:
- in the course of an activity which falls outside the scope of Community law, such as those
provided for by Titles V and VI of the Treaty on European Union and in any case to
processing operations concerning public security. defence, State security (including the
economic well-being of the State when the processing operation relates to State security
matters) and the activities of the State in areas of criminal law,

Article 26

Derogations

1. By way of derogation from Article 25 and save where otherwisc provided by domestic
law governing particular cases. Member States shall provide that a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate lcvel of
protection within the meaning of Article 25 (2) may take place on condition that;

(a) the data subject has given his consent unambiguously to the proposed transfer; or

~ (b) the transfer is hecessary for the performance of a contract between the data subject and
the controller or the implementation of precontractual measurcs taken in response to the data
subject's request; or
(c) the transfer is necessary for the conclusion or performance of a contract concluded in the
interest of the data subject between the controller and a third party; or
(d) the transfer is necessary or legally required on important public interest grounds, or for
the establishment, exercise or defence of legal claims; or

(e) the transfer is necessary in order to protect the vital interests of the data subject: or

{Ty the transfer is madc Trom a register which according 10 faws of regulations is intended 10
provide information to the public and which is open to consultation either by the public in
general or by any person who can demonstrate legitimate interest. to the extent that the
conditions laid down in law for consultation are fulfilled in the particular case.

2. Without prejudice to paragraph 1, a Member State may authorize a transfer or a set of
transfers of personal data to a third country which docs not ensure an adequate level of
protection within the meaning of Article 25 (2), where the controller adduces adequate
safeguards with respect to the protection of the privacy and fundamental rights and
freedoms of individuals and as regards the exercise of the corresponding rights; such
safeguards may in particular result from appropriate contractual clauses.

3. The Member State shall inform the Commission and the other Member States of the

authorizations it grants pursuant to paragraph 2.
001714
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[fa Member State or the Commission objccts on justificd grounds involving the protection
of the privacy and fundamental rights and freedoms of individuals, the Commission shall
take appropriate measures in accordance with the procedure laid down in Article 31 (2).

Member States shall take the necessary mcasures to comply with the Commission's
decision.
4. Where the Commission decides. in accordance with the procedure referred to in Article
~~~~~~ —31 (2):that certain-standard confractual tlases 6{fer sufficiént safeguards as required by
paragraph 2. Member States shall take the necessary measures to comply with the
Commission's decision.
CHAPTERIV TRANSFER-OF PERSONAL-DATATO- THIRD-COUNTRIES — — ———
Article 25
Pninciples
1. The Member States shall provide that the transfer to a third country of personal data
which are undergoing processing or are intended for processing after transfer may take place
only if, without prejudice to compliance with the national provisions adopted pursuant to the
other provisions of this Directive. the third country in question ensures an adequate level of
protection.
2. The adequacy of the level of protection afforded by a third country shall be assessed in
the light of all the circumstances surrounding a data transfer opcration or set of data transfer
operations; particular consideration shall be given to the nature of the data, the purpose and
duration of the proposed processing operation or operations, the country of origin and
country of final destination, the rules of law, both gencral and sectoral, in force in the third
country in question and the professional rules and security measures which are complied
with in that country.
3. The Member States and the Commission shall inform each other of cases where they
consider that a third country does not ensure an adequate level of protection within the
meaning of paragraph 2.
4. Where the Commission finds, under the procedure provided for in Article 31 (2), thata
third country does not ensure an adequate level of protection within the meaning of
paragraph 2 of this Article, Member States shall take the measures necessary to prevent any
transfer of data of the same type to the third country in question.

5 Arthe appropnate {ime, the Commission shall enter into negotiations with a view to

remedying the situation resulting from the finding made pursuant to paragraph 4.

6. The Commission may find, in accordancc with the procedure referred to in Article 31 (2).
that a third country ensures an adequate level of protection within the meaning of paragraph
2 of this Article. by reason of its domestic law or of the international commitments it has
entered into, particularly upon conclusion of the negotiations referred to in paragraph 5. for
the protection of the private lives and basic freedoms and rights of individuals.

Member States shall take the measures neccssary to comply with the Commission's
decision.
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B. Proposal for a COUNCIL FRAMEWORK DECISION on the protection of personal data
processed in the framework of police and judicial cooperation in criminal matters

AArticte 13

Transfer to competent uuthorities in third countries or 1o international hodies

" 1. Mcmber States shall provide that pcrsonal data rcceiv ed from or made av allable b) the
competent authority of another Member State are not further transferred to competent
duthon'ties of third coumries orto intcmational bodies except if such tnnsﬁ.r isin compliancc

(a) ) The transfer is provnded for by by law clearly obhgmg or authonsmg it.

(b) The transfer is necessary for the purpose the data concerned were transmitted or made
available for or for the purpose of the prevention, investigation. detection or prosecution of
criminal offences or for the purpose of the prevention of threats to public security or to a
person, except where such considerations are overridden by the necd to protect the interests or
fundamental rights of the data subject.

(c) The competent authority of another Mcmber State that has transmitted or made available
the data concerned to the competent authority that intends to further transfer them has given its
prior consent to their further transfer.

(d) An adequate level of data protection is ensured in the third country or by the international
body to which the data concerned shall be transferred.

2. Member States shall ensure that the adequacy of the level of protection afforded by a third
country or international body shall be assessed in the light of all the circumstances for each
transfer or category of transfers. In particular, the assessment shall result from an examination
of the following elements: the type of data, the purposes and duration of processing for which
the data are transferred, the country of origin and the country of final destination. the general
and sectoral rules of law applicable in the third country or body in question, the professional
and security rules which are applicable there, as well as the existence of sufficient safeguards
put in place by the recipient of the transfer.

3. The Member States and the Commission shall inform each other of cases where they

mewmmww level of

protection within the mcaning of paragraph 2.

4. Where. under the procedure provided for in Article 16. it is established that a third country
or intcrnational body does not ensure an adcquate level of protection within the meaning of
paragraph 2, Member States shall take the measurcs necessary 1o prevent any transfer of
personal data to the third country or international body in question.

5. In accordance with the procedure referred to in Article 16, it may be established that a third
country or international body ensures an adequate level of protection within the meaning of
paragraph 2. by reason of its domestic law or of the international commitments it has entered
into. for the protection of the private lives and basic frcedoms and rights of individuals.
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6. Exceptionally, personal data received from the competent authority of another

Member State may be turther transferred to competent authorities of third countries or to
international bodies in or by which an adequate level of data protection is not ensured if
absolutely necessary in order to safeguard the essential interests of a Member State or for the
prevention of imminent serious danger threatening public security or a specific person or
persons.
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Attachment O

DISCUSSION DOCUMENT
Analysis of United States Interests in the U.S.-EU PNR dialogue
Department of Homeland Security

July 13, 2006

Purpose

To provide vou with background information on the Passenger Name Record (PNR) issue and
rclated developmeents concerning law enforcement information sharing with the European Union

v

(EU) in preparation for a mid-July “un-DC.

summary

Before September 11, the government knew very little about the people getting on planes bound
tor the United States. After the attacks. airlines were required to provide information about their
L.S.-bound passengers. Some of this information - name, contact information, and the like -
was drawn from information supplied to the airline as part of the reservation process. DHS uses
the information to screen for no-fly violators and terrorist suspects prior to arrival, and even
hetore the plane takes off' . protecting against mid-flight hijackings and bombings.

" For flights between Europe and the U.S., the data must be made available from European air

carriers. EU law has long prohibited the commercial export of personal data to countries whose
legal protections have not been deemed “adequate™ in the view of European data protection
authorities. While the U.S. has many privacy laws, it does not have an overarching data
protection regime that corresponds to every aspect of European law. It has therefore been
viewed as “inadequate” by European standards, and commercial data transfers to the (J.S. have
tong been restricted by the lack of a broad adequacy finding. While the EU lacks similar
requirements for the transfer of law enforcement information between the EU and third parties, a
Framework Decision is currently being considered that *would mirror the requirements applied in
ihe commercial realm. ¢ o b{ '

\
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CHP may automatically access PNK data from huropean carriers up to 72 hours in advance of a flight. During this
pre-departure pertod, information is screened against CBP automuted systems and nisk scores begin to be penerated.
i some fases, pardcudarly airports where CBP malnwsins a presence through the Imunigration Advisory Program
coordinated law cnforcement action 15 also puinned in advance witly local suthorities. Analysis comtinues up o

arrival and 13 further supported by the coliecnnn of manifest inforfiation. — ol Civre ik
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. The PNR Agreement was also controversial in Europe. It was challenged by the European

" Parliament as insufficiently protective of EU privacy rights. On May 30 the Furopean Court of
Justice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural -
ihe equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by
finding a law invahd because it exceeded Congress’s Commerce Clause power. Under EU law,
commercial issues fall within the junsdiction of the EU as part of its “First Pillar” authority.
This is the authority that the EU relied on in entering the Agreement. The ECJ, however, held
that the US wanted PNR data for [aw enforcement and public security reasons. Law enforcement
and public security are exempt from the EU’s commeercial data protection laws and are only
partly within the EU’s authority. Instead, they fall under the “Third Pillar,” where the authority
of EU central institutions (the Commuission, Parliament and Court of Justice) is more limited and
more authority is left to the Member States.  This finding by the Court also eliminates the
uncertainty that led to the signing of the agreement in the first place, specifically the fear that
some Member States might bring action against air carriers under the commercial legal
framework.

Because the agreement was entered under the wrong authority, the Court ruled it invalid but
delayed the effective date of its decision until September 30 in the hope that the jurisdictional
nroblem could be quickly solved. To cure the problem, the EU has obtained authority from the
Member States to rencgotiate the PNR Agreement under the Third Pillar. As required by the
Agreement, the EU also notified the United States that it will terminate the current Agreement on
Scptember 30, 2006 and has set a goal of cstablishing a new agreement by this date. The USG
received a proposed replacement text from the Finnish Presidency on July 19th, although
Commission officials have indicated that this draft may not be final.> Commission
representatives have portrayed their proposal as a technical change that would put the same
agreement back in place, albeit under a different legal authonty

22

" CBP can share PNR datz with other law entoreement agencies, but only on a case-by-case basis and only for the
purpose of combating terrorsm and serious wunsnational crimes. This resiriction prevents PNR information from
heing shared in bulk with the intefligence and faw cnforcement convnunity, and it denies those agencies direct
access o the records. Broader access would allow other agencies 10 look for patterns i the wravel of individuals not
deemed ro be high risk and to assess connections between passengers. 1CE, for example, has expressed its
frustration over losing access fo this informanon.

" Both the Departments of State and Homeland Security have a number of questions regarding the legal impact of a
vaviety of wording chowes. including references 1o the European Convention on Haman Righis. Additional palicy
malysis  underway and our response i be dnven by th/eﬁe«:x:smns a1 ihe Depuues.
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Background

\QTwo converging events in Europe — the recent European Court of Justice decision on the legality
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal
Data -- have major implications for US law enforcement and security.

( \k\ The EU-US PNR Agreement. As noted, in May 2004, after substantial negotiations, the

\ Department-of Hometand-Sccurity emtered into an agreement relating to the sharing of PNR -

\_ information collected by air carriers flying to the United States from Europe. The Agreement
was intended to resolve a perceived conflict between EU law (which limits the sharing of
personal information collected by commercial entities with governmental entities) and US law
(which required the collection and dissemination of PNR data). Central to the Agreement was a
set of Undertakings made by Customs and Border Protection (CBP) regarding how it would
treat the PNR data transmitted to it.* Several of the limitations in those Undertakings

)
( ' b oo1720
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significantly restrict US opportunities to

use information
purposes,

for investigative and law enforcement

The most significant of these limitations, from our perspective are the.following:

I

(O

.

t\ ™y

PN

bl

e

.. AN
P

/ AT G

FE— ’, N - ' . . ‘?;A L)‘ﬁ‘ 5 ':’”.:'h
FOR OFFI&@&L USE ONLY S



FOR OFFICIANUSE ONLY

L]
p
/ /:‘\
.
R - A A A b b es AW l/lVAtl\a.
\\\,,
L
N
s ~\\
<0
“
/ ™ p— . . . .
{ W} The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over
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(EP) filed two suits in the European Couirt of Justice (ECJ) challenging the information sharing

arrangement.
oo
/ Y . . . . . L. . . - - y . o .
L O\ Y " This concern is consistent with Executive Order 13388 and the President’s Memorandum issued on December 16,
e 2006 o Heads of P\cum\ ¢ Deparuments and Agencies on "Guidelines and Requirements in Support of Informauen
sharing Emvironment.”
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Qn May 30, 2006, the F.CJ issued its opinion in the lawsuits. The opinion did not address the
merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned
on the lack of competence of the Commission and Council to enter into the Agreement in the
first mstance. The EU had based 1ts authority on the so-called “First Pillar,” which allows the
EL to regulate trade and commercial matters. The ECJ held (as the US had argued carlier) that
the requirement that PNR data be sent to the US was a law enforcement and national security
matier. Such transfers, the court held, were excluded from the data protection directive
governing commercial data exports. If they are to be regulated, the court implied, it would have

to be done under the “Third Pillar.™

That i1s what the EU proposes to do. It has obtained authority from its Member States to erect
substantially the same agreement on a new foundation. In order to meet the European Court of
Tustice deadline the Commission will seek to codify its position over the next couple of weeks
and then will call for agreement on the new arrangement by September 30.

EU Proposals on Sharing Law Enforcement Information. If that were all that is at stake, this
would be an interesting diplomatic and legal problem for DHS. Butitisnot. The PNR
negotiations will be closely intertwined with a broader effort 10 cstablish restrictive, EU-wide
rules for information sharing in the area of law enforcement. Last October the EU put forward
rwo draft documents that concern data sharing and protection in the law enforcement context.
They consist of a draft Framework Directive of the European Parliament and Council on the
retention of data and a proposed Council decision on the protection of personal data in criminal

matters. o< .

bl :

" Acting under the First Pillar, the EU has also entered into a PNR sharing agreement with Canada. In light of the
U3 determination that the US Undertakings provided “adequate” privacy protections, the EU-Canada agreement
suthorizes Canada to share PNR data recenved from the EU with the US. Even though the ECJ Bagstruck down the
S-S agreement, the LU contends that its similar agreement with Canada remains in effect. Some Canadian
LOVEIIMeNt sources are concemed, however. that the ubsence ot an “adequacy” finding (which is a First Pillar
concept) may uew Have the otfect of profibirmg US-Canada informaidon sharig derived from EU-originated

Hights.
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* For example. the Draft Decislon coBlaing prosisions—o
i

oo B
i

purpose for which it was first ransmined. [ etfect. it borrows heavity from the PNR Agreement and the
I'ndertakings.

me-hitstor-retenttorrof shared-daraTnsuring the
reeuracy of shared data, lopging and audit trails, as well as reatncuons nuting funther use of the data 10 the onginal

D R A
e

adequacy {inding granted 1o the ULS. wvas specific w the transtezr of PR data and only extended 10 11s
runsmission to CBP. The May 30" decision of the ECJ also annuls this decision by the Commission on the grounds
that the Comnussion did not have the {egal authoruy to gram ot
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Communicable Diseases. One indicator of the extent to which EU data protection authorities
prioritize the expansion of such roles over public salety concerns can be found in the European
reaction t another US initiative relating to avian flu. 1{ air passengers are exposed to a
pandemic strain of avian flu. the government will nced to locate all of the passengers and crew,
cuickly. So the Ceniers for Disease Control has proposed a rule requiring airlines to retain PNR
for up to 60 days for that purpose. The top data protection authorities of Europe, known as the
“Article 29 Working Party,” have now decided that this sort of data retention violates EU privacy
directives. If given effect, the Working Party’s opinion would place air carriers legal jeopardy
hecause of inconsistent legal régimes. 1t reflects a widespread EU view that privacy trumps even
the critical public health intcrests of the United States. '’

Analysis & Recommendation

> If adopted without the ottered exemptions, the Dratt Decision could conflict with a number of binding and non-
binding information sharing arrangements that the United States has signed. For example, we have signed a 2003

SutuaegalAssistomeeArreemem UM AT sl the Luropean Cruon and a 2001 mformation sharing agreement

with Europol {the EU-level police agency); with respect to member states, we signed 2 2003 MLAT with Germany,
which builds on numerons other ML ATSs already in force with other U member staies. The United States also has

miny executive agreements and memoranda of understanding with member states vader which critical information
15 currently being shared. Under EL! law, directives supersede bilateral aeaties and agreements and member states

must conform their existing agreements to the directive,

" Conversely. Paragraph 34 of the Undertakings allows for the exchange of PNR for public health purposes and
pether the Commission nor the Article 2% Committee have challenged the DHS-HHS MOUL

Y Unlike i 2003, this risk s present now because the Court has conclusively ruled that the ransfer of PNR data is a
isw enlorcement marter. While European integration has been the greatest in areas assoctated with the Common
Market, law enforcement and public security 13 a relatively new area of activity at the community level and many
responstbilities stll fall o the EU Member Staies. The ECT firmiy placed PNR inthe area of law enforcement and
public secunity, und as vesult, sny sctions wken m tus arca ave Lkely ta set precedents for further community
valvement in other Taw enturcement maners.
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Conclusion

>

00172

international flights arriving in the United States. In terms of global traffic, flights arriving from the UK rank third

\)\\ '* Excluding Canada and Mexico, flights originating in these five countries comprise nearly a quarter of all
(after Canada and Mexico). Germany is 6®; France 9®; the Netherlands 10™; and Italy 17th.
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The USG has a paramount interest in ensuring that law enforcement and border control
information continues (o flow to the United States. In creating the Information Sharing
Environment we are working to breik down walls that restrict the sharing of information
between Federal agencies.

N
N
\

-

{ '\" The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style
" artificial limitation. We entered into the PNR Agreement based upon the EU’s argument that the
cxport of commercial information was subject to special restrictions under EU law. The
European Court of Justice has now held that the information 1s law enforcement information, not
commerctal information, so that the rationale for the agreement has now dissolved.

L

Aftachments

A. Excerpt from EU Data Protection Diréctive 9546/EC (24 October 1995) C , LJ
B. Excerpt from Draft Council Framework Decision on the protection of personal
data processed in the framework of police and judicial cooperation in criminal

matter (October 2005} {1\

)
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Attachments:

A. DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 24 October 1995

Article 3
Scope

- 1-This Directive shalt apply to the processing of personal data wholly or partly by ~
automatic means, and to the processing otherwise than by automatic means of personal data
which form part of a filing system or are intended to form part of a filing system.
2. This Directive shall not apply to the processing of personal data:

- in the course of an activity which falls outside the scope of Community law, such as those
provided for by Titles V and VI of the Treaty on European Union and in any case to
processing operations concerning public security, defence, State security (including the
economic well-being of the State when the processing operation relates to State security
matters) and the activities of the State in areas of criminal law,

Article 26
Derogations

1. By way of derogation from Article 25 and save where otherwise provided by domestic
law governing particular cases, Member States shall provide that a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2) may take place on condition that:

(a) the data subject has given his consent unambiguously to the proposed transfer; or

(b) the transfer is necessary for the performance of a contract between the data subject and
the controller or the implementation of precontractual measures taken in response to the data
subject's request; or

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the
interest of the data subject between the controller and a third party: or

(d) the transfer is necessary or legally required on important public interest grounds, or for
the establishment, exercise or defence of legal claims; or

(e) the transfer is necessary in order to protect the vital interests of the data subject; or

tf) the-transfer is ade from a register which according to laws or regulations is intended to

provide information to the public and which is open to consultation either by the public in
general or by any person who can demonstrate legitimate interest, to the extent that the
conditions laid down in law for consultation are fulfilled in the particular case.

2. Without prejudice to paragraph 1, a Member State may authorize a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2), where the controller adduces adequate
safeguards with respect to the protection of the privacy and fundamental rights and
freedoms of individuals and as regards the exercise of the corresponding rights; such
safeguards may in particular result from appropriate contractual clauses.

3. The Member State shall inform the Commission and the other Member States of the
authorizations it grants pursuant to paragraph 2.

.
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If a Member State or the Commission objects on justified grounds involving the protection
of the privacy and fundamental rights and freedoms of individuals, the Commission shall
take appropriate measures in accordance with the proceédure laid down in Article 31 (2).

Member States shall take the necessary measures to comply with the Commission's

decision.

4. Where the Commission decides, in accordance with the procedure referred to in Article

31 (2), that certain standard contractual clauses offer sufficient safeguards as required by = __ __

paragraph 2, Member States shall take the necessary measures to comply with the
Commission's decision.

CHAPTER IV TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES

Article 25

Principles

1. The Member States shall provide that the transfer to a third country of personal data
which are undergoing processing or are intended for processing afier transfer may take place
only if, without prejudice to compliance with the national provisions adopted pursuant to the
other provisions of this Directive, the third country in question ensures an adequate level of
protection.

2. The adequacy of the level of protection afforded by a third country shall be assessed in
the light of all the circumstances surrounding a data transfer operation or set of data transfer
operations; particular consideration shall be given to the nature of the data, the purpose and
duration of the proposed processing operation or operations, the country of origin and
country of final destination, the rules of law, both general and sectoral, in force in the third
country in question and the professional rules and security measures which are complied
with in that country.

3. The Member States and the Commission shall inform each other of cases where they
consider that a third country does not ensure an adequate level of protection within the
meaning of paragraph 2.

4. Where the Commission finds, under the procedure provided for in Article 31 (2), that a
third country does not ensure an adequate level of protection within the meaning of
paragraph 2 of this Article, Member States shall take the measures necessary to prevent any
transfer of data of the same type to the third country in question.

S. At the appropriate time, the Commission shall enter-into-negetiations-with-aviewto —

remedying the situation resulting from the finding made pursuant to paragraph 4.

6. The Commission may find, in accordance with the procedure referred to in Article 31 (2).
that a third country ensures an adequate level of protection within the meaning of paragraph
2 of this Article, by reason of its domestic law or of the international commitments it has
entered into, particularly upon conclusion of the negotiations referred to in paragraph 5, for
the protection of the private lives and basic freedoms and rights of individuals.

Member States shall take the measures necessary to comply with the Commission's
decision.

GOL 7RI
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B. Proposal for a COUNCIL FRAMEWORK DECISION on the protection of personal data
processed in the framework of police and judicial cooperation in criminal matters

Article 15
Transfer to competent authorities in third countries or to international bodies

- 1: Member States shall provide-that personal data received-from or made available by the -~ - ———-
competent authority of another Member State are not further transferred to competent
authorities of third countries or to international bodies except if such transfer is in compliance
with this Framework Decision and, in particular, all the following requirements are met.

(a) The transfer is provided for by law clearly obliging or authorising it. '

(b) The transfer is necessary for the purpose the data concerned were transmitted or made
available for or for the purpose of the prevention, investigation, detection or prosecution of
criminal offences or for the purpose of the prevention of threats to public security or to a
person, except where such considerations are overridden by the need to protect the interests or
fundamental rights of the data subject.

(c) The competent authority of another Member State that has transmitted or made available
the data concerned to the competent authority that intends to further transfer them has given its
prior consent to their further transfer.

(d) An adequate level of data protection is ensured in the third country or by the international
body to which the data concerned shall be transferred.

2. Member States shall ensure that the adequacy of the level of protection afforded by a third
country or international body shall be assessed in the light of all the circumstances for each
transfer or category of transfers. In particular, the assessment shall result from an examination
of the following elements: the type of data, the purposes and duration of processing for which
the data are transferred, the country of origin and the country of final destination, the general
and sectoral rules of law applicable in the third country or body in question, the professional
and security rules which are applicable there, as well as the existence of sufficient safeguards
put in place by the recipient of the transfer.

3. The Member States and the Commission shall inform each other of cases where they

consider that a third country or an international body does-not-ensure-an-adequate-tevetof

protection within The meaning of paragraph 2.

4. Where, under the procedure provided for in Article 16, it is established that a third country
or international body does not ensure an adequate level of protection within the meaning of
paragraph 2, Member States shall take the measures necessary to prevent any transfer of
personal data to the third country or international body in question.

5. In accordance with the procedure referred to in Article 16, it may be established that a third

country or international body ensures an adequate level of protection within the meaning of

paragraph 2, by reason of its domestic law or of the international commitments it has entered
_into, for the protection of the private lives and basic freedoms and rights of individuals.
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6. Exceptionally, personal data received from the competent authority of another

Member State may be further transferred to competent authorities of third countries or to
international bodies in or by which an adequate level of data protection is not ensured if
absolutely necessary in order to safeguard the essential interests of a Member State or for the
prevention of imminent serious danger threatening public security or a specific person or

persons.
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