U.S. Department of Homeland Security
Washington, D.C. 20528

@ Homeland
X! Security

Privacy Office, Mail Stop 0550
March 19, 2008

Ms. Marcia Hofmann
Electronic Frontier Foundation
454 Shotwell Street

San Francisco, CA 94110

Re: DHS/OS/PRIV 07-90/Hofmann request
Dear Ms. Hofmann:

This is our twenty-third partial release to your Freedom of Information Act (FOIA) request to the
Department of Homeland Security (DHS), dated October 20, 2006, for DHS records concerning
Passenger Name Records (PNR) from May 30, 2006 to the present including:

1. Emails, letters, reports or other correspondence from DHS officials to European Union
officials concerning the transfer and use of passenger data from air carriers to the US for
prescreening purposes;

2. Emails, letters, statements, memoranda or other correspondence from DHS officials to
U.S. government officials or employees interpreting or providing guidance on how to
interpret the undertakings;

3. Records describing how passenger data transferred to the U.S. under the temporary
agreement is to be retained, secured, used, disclosed to other entities, or combined with
information from other sources; and

4. Complaints received from EU citizens or official entities concerning DHS acquisition,
maintenance and use of passenger data from EU citizens.

In telephonic calls with counsel representing the Department of Homeland Security in December
2007, you agreed to narrow the scope of your request. The Government proposed that plaintiff
eliminate non-responsive material within email chains from the scope of the request. Plaintiff
agreed that emails within an email chain containing no responsive material may be removed
from the scope of the request, and further suggested that defendant may eliminate duplicative
copies of emails that contain responsive material from the scope of the request.

As we advised you in our December 7™ partial release letter, we have completed our search for
responsive documents, and all responsive documents have been processed except for the
documents being held at DHS for classification review and the classified documents that were
referred outside the agency for releasability review.



We completed our review of 208 responsive documents, consisting of 1059 pages, which were
being held for possible classification. I have determined that 1 document, consisting of 3 pages,
is releasable in its entirety, 198 documents, consisting of 1008 pages, are releasable in part, and 9
documents, consisting of 48 pages, are withholdable in their entirety. The releasable information
is enclosed. The withheld information, which will be noted on the Vaughn index when
completed, consists of properly classified information, names, telephone numbers, email
addresses, deliberative material, legal opinions, law enforcement information, and homeland
security information. I am withholding this information pursuant to Exemptions 1, 2, 5, 6, and
7(E) of the FOIA, 5 U.S.C. §§ 552 (b)(1), (b)(2), (b)(5), (b)(6), and (b)(7)(E).

We also completed our review of 2 responsive documents, consisting of 6 pages, that were
referred to the Department of State (DOS) for releasability review. I have determined that those
documents are witholdable in their entirety. The withheld information, which will be noted on
the Vaughn index when completed, consists of predecisional and deliberative material. 1 am
withholding this information pursuant to Exemption 5 of the FOIA, 5 U.S.C. § 552 (b)(5).

FOIA Exemption 1 provides that an agency may exempt from disclosure matters that are (A)
specifically authorized under criteria established by an Executive Order to be kept secret in the
interest of national defense or foreign policy and (B) are in fact properly classified pursuant to
such Executive Order. Portions of the withheld documents concern foreign government
information relating to the national security and United States government programs and are
classified under §§ 1.4(b), 1.4(c), 1.4(d), and 1.4(g) of Executive Order 12958, as amended.

FOIA Exemption 2(low) exempts from disclosure records that are related to internal matters of a
relatively trivial nature, such as internal administrative tracking. FOIA Exemption 2(high)
protects information the disclosure of which would risk the circumvention of a statute or agency
regulation. Included within such information may be operating rules, guidelines, manuals of
procedures for examiners or adjudicators, and homeland security information.

FOIA Exemption 5 protects from disclosure those inter- or intra-agency documents that are
normally privileged in the civil discovery context. The deliberative process privilege protects the
integrity of the deliberative or decision-making processes within the agency by exempting from
mandatory disclosure opinions, conclusions, and recommendations included within inter-agency
or intra-agency memoranda or letters. The release of this internal information would discourage
the expression of candid opinions and inhibit the free and frank exchange of information among
agency personnel. The attorney-client privilege protects confidential communications between
an attorney and his client relating to a legal matter for which the client has sought professional
advice. It applies to facts divulged by a client to his attorney, and encompasses any opinions
given by an attorney to his client based upon, and thus reflecting, those facts, as well as
communications between attorneys that reflect client-supplied information.

FOIA Exemption 6 exempts from disclosure records the release of which would cause a clearly
unwarranted invasion of personal privacy. Weighed against the privacy interest of the individuals
is the lack of public interest in the release of their personal information and the fact that the release
adds no information about agency activities, which is the core purpose of the FOIA.



Finally, FOIA Exemption 7(E) protects records compiled for law enforcement purposes, the
release of which would disclose techniques and/or procedures for law enforcement investigations
or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions
if such disclosure could reasonably be expected to risk circumvention of the law.

Our office continues to process your request insofar as it relates to the remaining classified
documents referred outside the agency and the remaining documents being held for DHS
classification review. If you have any questions regarding this matter, please refer to
DHS/OS/PRIV 07-90/Hofmann request. The DHS Privacy Office can be reached at 703-235-
0790 or 1-866-431-0486.

Thank you for your patience as we proceed with your request.

ssociate Director, Disclosure & FOIA Operations

Enclosures: As stated, 1,011 pages /
/
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May 14,2007

Dear Member of the European Parliament:

Thank you for the opportunity to appear today before the Committee on Civil Liberties.
Justice, and Home Affairs to further our important dialogue on matters critical to the
security of the European Union and the United States,

We face a shared challenge in preventing acts of terrorism against our countries and our
citizens. At the same time. we share a fundamental and unwavering commitment to
protect the civil liberties and privacy that are the hallmarks of all free and democratic

nations,

Recent terrorist attacks in Algeria and Moracco. as well as earlier attacks in Madrid and
London, the foiled plot this past August against transatlantic aircraft bound for the United
States. and the recent convictions of five British tervorists. underscore the serious nature
of the threat we face and the importance of developing common tools and approaches to
counter this global menace.

One of these tools is Passenger Name Record (PNR) data. which is a limited set of
information £~ L § -y s traveling between Europe and the United States.
PNR data, used in combination with passenger manifest data, allows U.S, officers to
check passenger names and other basic information against lists of known or suspected
terrorists and criminals by

2

Combined with other intelligence, we [t3)usc PNR data to check for links that might
reveal unknown terrorist connections, -such as a traveler who has provided contact
information overlapping with a known terrorist. It is our ability to identify these hidden
links that has made PNR so valuable to our counterterrorism efforts and the reason it is

imperative [ L% e )

Below are several examples of how analyzing PNR data has prevented dangerous
individuals from entering the United States.

¢ In June 2003, using PNR data and other L%3 ) one of our inspectors at
Chicago’s O’Hare airport pulled aside an individual for secondary inspection and
questioning. When the secondary officers weren't satisfied with his answers they
took his fingerprints and denied him entry to the United States, The next time we

saw those fingerprints - or at least parts of them - they were on the steering wheel
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o In January 2003, Customs and Border Protection (CBP) officers in Miami used
PNR 1o disrupt an internal conspiracy within an airline that was smuggling
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cocaine between Venezuela and Miami. A corrupt ticket counter agent would
identify low risk travelers (typically families) and add an additional bag to their
reservation after they departed the ticket counter. This bag would be filled with
cocaine. Corrupt airline employees in Miami plotted to remove the added bags
from circulation prior to inspection by CBP in Miami. T 3
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On March 11. 2005, CBP arrested two individuals for smuggling drugs from
London to Chicago. Their PNR information revealed the use of a common credit
card. This credit card’s reservation history identified a third traveler who had
used the same card and listed a second credit card. Analysis of this new credit
card number identified three additional wravelers. Three of the four new travelers
were arrested during subsequent travel for drug smuggling.

¢ In January 2006, CBP Officers J Deleted: b < j
! E bs CBP E" '
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Officers contacted airline representatives in Korea and requested assistance in
verifying the traveler's documents. With airline assistance, CBP determined the
subject’s travel document was a counterfeit Singapore passport. The subject was
in possession of his Sri Lankan passport. The subject was also a positive match to
the Transportation Security Administration’s No Fly List and suspected of being
an armed and dangerous terrorist. The subject was denied boarding for the flight.
He was subsequently stopped on another date using the same method of PNR
targeting. In the second incident, he attempted to ravel to the U.S. using a
counterfeit UK passport.

In February 2006, CBP Officers used PNR data to identify a passenger with a
high-risk for narcotics possession arriving from the Dominican Republic. The
subject, a retumning U.S. legal permanent resident, purchased his ticket using cash

c bS  balgh)  &72¢€

“Upon arrival. the subject was selected for an

enforcement exam. During an examination of the subject's personal cffects, CBP
Officers discovered two packages containing heroin. The subject was placed
under arrest and turned over to Immigration and Customs Enforcement for
prosecution.

At Boston Logan Airport in April 2006. CBP Officers used PNR data to identify
two passengers whose travel pattems £ bs

— O During the secondary interview
proccss one subject stated that he was traveling to the United States on business
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fora group trar s suspected of having financial tes 1 Al Qaeda. The

examination of the subject's baggage revealed images of armed men. one of which
was labeled “Mujahadin.” Both passengers were refused admission.
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+ In May 2006, PNR analysis identified a high-risk traveler arriving at Atlanta
Hartsfield airport from Europe. CBP Officers determined that the individual's visa
was issued one week prior to September 11, 2001, yet he had never traveled to the
United States. The subject's passport listed him as a “flight instructor” and his
reasons for traveling to the United States included the plan to “see a man in New
York for two days.” The individual was ultimately linked to numerous individuals
who U.S. law enforcement regards as security risks and immigration violators.
The passenger was denied admission. -

¢ In May 2006, CBP Officers used PNR data <<

Delsted: ¢ |

D The subject admitted to being a former member of an organization
which espoused political views and violent acts that include suicide bombings.
The Joint Terrorism Task Force and Immigration and Customs Enforcement were

| contacted & b3S * Deleted:
P Deleted;
These concrete examples illustrate the necessity of analyzing and sharing PNR data. Bul e——

it is also important 1o note the strong privacy protections in place to safeguard this
information. PNR data is protected under the U.S. Privacy Act and the Freedom of
Information Act, among other laws, as well as the robust oversight provided through the
U.S. Congress, American courts. and internal controls such as the Department of
Homeland Security’s privacy office. Inspector General, and Government Accountability
Office. In addition. our policies ensure that records pertaining to foreign nationals are

properly protected <
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Une of the central lessons of the 9/11 attacks, and subsequent attacks in Europe and

elsewhere, is that we must break down barriers to information sharing. That same lesson

must extend to our use of PNR data. We must not take this valuable counter-terrorism
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| toolaway from L & s 2 by limiting or restricting the kind of . E‘E_“‘;Z bs 3

information sharing and analysis that has already proven effective.

[ appreciate the time you have given me today to address the Comminee, and 1 look
forward to working with you as we seek new ways to strengthen international
cooperation in our fight against terrorism while protecting the fundamental rights and

liberties we all cherish.
Sincerely,
Michael Chertof¥

Secretary
U.S. Department of Homeland Security
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May 14. 2007

Dear Member of the European Parliament:

Thank you for the opportunity to appear today before the Commirtee on Civil Liberties,
Justice. and Home Affairs to further our important dialogue on matters critical to the
security of the European Union and the United States.

We face a shared challenge in preventing acts of terrorism against our countries and our
citizens. At the same time. we share a fundamental and unwavering commitment to
protect the civil liberties and privacy that are the hallmarks of all free and democratic

nations.

Recent terrorist attacks in Algena and Morocco. as well as earlier antacks in Madrid and
London, the foiled plot this past August against transatlantic aircraft bound for the United
States, and the recent convictions of five British terrorists, underscore the serious nature
of the threat we face and the imponance of developing common tools and approaches to
counter this global menace.

One of these tools is Passenger Name Record (PNR) data, which is a limited set of
information ¢
data. used in combination with passenger manifest data, allows U.S, officers to check
passenger names and other basic informag‘on against lists of known or suspected
terrorists and criminals ¢ ' ©5

D

Combined with other intelligence, we also use PNR data to check for links that might
reveal unknown terrorist connections, such as a traveler who has provided contact
information overlapping with a known terrorist. It is our ability to identify these hidden
links that has made PNR so valuable to our counterterrorism efforts &
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Below are several examples of how analyzing PNR data has prevented dangerous
individuals from entering the United States. “9{

¢ In June 2003, using PNR data and other (&S J one of our inspectors at WE@% 4

Chicago's O’Hare airport pulled aside ap individual for secondary inspection and

questioning. When the secondary officers weren’t satisfied with his answers they
took his fingerprints and denied him entry to the United States. The next time we
saw those fingerprints - or at |east parts of themn - they were on the steering wheel
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o In January 2003, Customs and Border Protection (CBP) oifficers in Miami used
PNR to disrupt an internal conspiracy within an airline that was smuggling
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cocaine between Venezuela and Miami. A comupt ticket counter agent would
identify low risk travelers (typically families) and add an additional bag to their
reservation afer they departed the ticket counter. This bag would be filled with
cocaine. Corrupt airline employees in Miami plotted to remove the added bags
from circulation prior to inspection by CBP in Miami. &
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On March 11, 2005. CBP arrested two individuals for smuggling drugs from
London to Chicago. Their PNR information revealed the use of a common credit
card. This credit card’s reservation history identified a third traveler who had
used the same card and listed a second credit card. Analysis of this new credit
card number identified three additional travelers. Three of the four new travelers
were arrested during subsequent travel for drug smuggling.

1o January 2006. CBP Officers -
b ¥

= CBP
Officers contacted airline representatives in Korea and requested assistance in
verifying the traveler's documents. With airline assistance, CBP determined the
subject's travel document was a counterfeit Singapore passport. The subject was
in possession of his Sri Lankan passport. C by

T The subject was a positive match to the Transportation Security

Administration’s No Fly List and suspected of being an armed and dangerous
terrorist, The subject was denied boarding for the flight. He was subsequently
stopped on another date using the same method of PNR targeting. In the second
incident. he attempted to travel to the U.S. using a counterfeit UK passport.

In February 2006. CBP Officers used PNR data to identify a passenger with a
high-risk for narcotics possession arriving from the Dominican Republic. The
subject, a returning U.S. legal permanent resident, purchased his ticket using cash
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> |Upon arrival. the subject was selected for an

enforcement exam. During an examination of the subject’s personal effects, CBP
Officers discovered two packages containing heroin. The subject was placed
under arrest and turned over to Immigration and Customs Enforcement for

prosecution.

At Boston Logan Airport in April 2006, CBP Officers used PNR data to identify
two passengers whose travel patterns L=

bs . _ During the secondary interview
process, one subject stated that he was traveling to the United States on husiness
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for a group that is suspected of having financial ties to Al Qaeda. The
examination of the subject's baggage revealed images of armed men, one of which
was labeled “Mujahadin.” Both passengers were refused admission,
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» InMay 2006. PNR analysis identified a high-risk traveler arriving at Atlanta
Hartsfield airport from Europe. CBP Officers detenmined that the individual's visa
was issued one week prior to September 11. 2001, yet he had never traveled to the
United States. The subject's passport listed him as a “flightinstructor™ and his
reasons for traveling to the United States included the plan to “*see a man in New
York for two days.” The individual was Jinked to numerous individuals who U.S.
law enforcement regards as security risks and immigration violators. The
passenger was denied admission.

information sharing and analysis that has already proven effective.
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1 appreciate the time you have given me today to address the Commiuee, and I look
forward to working with you as we seek new ways 1o strengthen international
cooperation in our fight against terrorism while protecting the fundamental rights and

liberties we all cherish.
Sincerely.

Michael ChertofT

Secretary
U.S. Deparment of Homeland Security
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Country

Responaible ICE
Attaché Office

Fadaral Counterpart(a}

United Kingdom

London

Strategic Organized Crime Agency (SOCA)

Her Majesties Custorms and Revenue (Customs)
London Metropolitan Police

UK Immigration Services

Gemmnany

Frankfurt

Gearman Customs (ZKA)

Garman Nationai Police (BKA)

Gemman Immigration Border Authority (BP)
Geman State Criminal Authority (LIKA)

France

Paris

French Customs
French Judicial Police
French National Polics

Netheriands

Hague

Border Police (Marchuesse)
Outch Customs
Dutch |

Italy

Rome

Guardia di Finanza (Customs and Intsrnal Revenue agency)
Carabinleri (narcotics, tarrorism, cultural property cases)

Polizia Ji Stato (Primary law enforcemant in 'taly, including immigration)

i Spain

Madrid

Spanish National Police (SNP)

Guardia Civil (another federal agency conducling criminal investigations)

Spanish Customs

Feigium

Hague

Beigian National Police
Belglan Immigration
Seigian Customs

i Denmaik

Copanhagen

Danish Nationat Police
Canish tax authority

; Luxembourg

Hague

Luxemborg National Police
Luxemborg immigration
Luxemborg Customs

Poland

Frankfurt

Polish National Police
Polish Border Guards
Polish Customs

Portugal

Madrid

Portugese Immigration
Portugese National Police

Austria

Vienna

Austrian National Poiice (BKA)

AUSHan Intemal Security - flegal expors (BVT)

Greece

Athens

Hellenic Customs
ellenic National Poilice

Czech Republic

Vienna

Faderal Police
Czech Customs

Fintand

Copenhagen

Finnish National Police
Finnish Border Guards
Sinnigsh Customs

Hungary

Vignna

H{ungarian Finance and Bordsr Suard
Hungarian National Pclice

Latvia

Frankfurt

Latvian Cusioms

Slovakia

Vienna

Slovakian National Pclice
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Attachment A

DISCUSSION DOCUMENT
Analysis of United States Interests in the U.S.-EU PNR dialogue
Department of Homeland Security (u\\

July 13, 2006

Purpose (‘-4.\

o provide you with background information un the Passenger Name Record (PNR) issue and
related developments concerning law enforcement information sharing with the European Union
(EU) in preparation for a mid-July “un-DC."”

Summary (“\

Before September 11, the government knew very little about the people getting on planes bound
for the United States. After the attacks, airlincs were required to provide information about their
U.S.-bound passengers. Some of this information -~ name, contact information. and the like —
was drawn from information supplied to the airline as part of the reservation process. DHS uses
the information to screen for no-fly violators and terrorist suspects prior to arrival, and even
before the plane takes off', protecting against mid-flight hijackings and bombings.

For flights between Europe and the U.S., the data must be made available from European air
carricrs. EU law has long prohibited the commercial export of personal data to countries whose
legal protections have not been deemed “‘adequate” in the view of European data protection
authorities. While the U.S. has many privacy laws, it does not have an overarching data
protection regime that corresponds to every aspect of European law. It has therefore been
viewed as “inadequate™ by European standards, and commercial data transfers to the U.S. have
long been restricted by the lack of a broad adequacy finding. While the EU lacks similar
requirements for the transfer of law enforcement information between the EU and third parties, a
Framework Decision is currently being considered that would mirror the requirements applied in

the commercial realm. T
LS 4
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' CBP may automatically access PNR data from European carriers up to 72 hours in advance of a flight. During this
pre-departure period. information is screened against CBP automated systems and risk scores begin 10 be generated.
In some cases. particularly airports where CBP maintains a presence through the immigration Advisory Program,
coordinated law enforcement action is also planned in advance with local authorities. Analysis continues up to

arrival and is further supported by the collection of manifest information.
Dectd’. Scrsidal”
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The PNR Agreement was also controversial in Europe. It was challenged by the European
Parliament as insufficiently protective of EU privacy rights. On May 30 the European Court of
Justice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural -
the equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by
finding a law invalid becausc it exceeded Congress's Commecrce Clause power. Under EU law,
commercial issues fall within the jurisdiction of the EU as part of its “*First Pillar™ authority.
This is the authority that the EU relied on in entering the Agreement. The ECJ. however, held
that the US wanted PNR data for law enforcement and public security reasons. Law enforcement
and public security are exempt from the EU’s commercial data protection laws and are only
partly within the EU’s authority. Instead, they fall under the “Third Pillar,” where the authority
of EU central institutions (the Commission, Parliament and Court of Justice) is more limited and
more authority is left to the Member States. This finding by the Court also eliminates the
uncertainty that led to the signing of the agreement in the first place, specifically the fear that
some Member States might bring action against air carriers under the commercial legal
framework.

Because the agreement was entered under the wrong authority, the Court ruled it invalid but
delayed the effective date of its decision until September 30 in the hope that the jurisdictional
problem could be quickly solved. To cure the problem, the EU has obtained authority from the
Member States to renegotiate the PNR Agreement under the Third Pillar. As required by the
Agreement, the EU also notified the United States that it will terminate the current Agreement on
September 30, 2006 and has set a goal of establishing a new agreement by this date. The USG
received a proposed replacement text from the Finnish Presidency on July 19th, although
Commission officials have indicated that this draft may not be final.> Commission
representatives have portrayed their proposal as a technical change that would put the same
agreement back in place, albeit under a different |cgal authority.

)
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* CBP can share PNR data with other law enforcement agencies. but only on a case-by-case basis and only for the
purpose of combating terrorism and serious transnational crimes. This restriction prevents PNR information from
being shared in bulk with the intelligence and law enforcemient community, and it denies those agencies direct
access to the records. Broader access would allow other agencies to look for patterns in the travel of individuals not
deemed to be high risk and to assess connections between passengers. [CE, for example, has expressed its
frustration over losing access to this information.

* Both the Departments of State and Homeland Security have a number of questions regarding the legal impact of a
variety of wording choices, including references to the European Convention on Human Rights. Additional policy
analysis is underway and our response will be driven by the decisions of the Deputies.

605860
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Background (,“()

( ) Two converging events in Europe — the recent European Court of Justice decision on the legality
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal
Data -- have major implications for US law enforcement and security.

(\0 The EU-US PNR Agreement. As noted. in May 2004, after substantial negotiations. the

Depmm@mﬂmmmwwmgmhuhmng of PNR

Mgl cemernt

was mtended to rcsolve a percexvcd conﬂlct belwwn EU law ( wlnch hmnts the sharing of
personal information collccted by commercial entities with governmental entities) and US law
(which required the collection and dissemination of PNR data). Central to the Agreement was a
set of Undertakings made by Cusloms and Border Protection (CBP) regarding how it would
treat the PNR data transmitted to it.* Several of the limitations in those Undertakings
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significantly restrict US opportunities to use information for investigative and law enforcement
purposes.

((;Q'[‘he most significant of these limitations. from our perspective are the following:

(cjl. '

et =t w4

060353

FOR OFFlpb({‘ USE ONLY



svcy{T

FOR OFFICI SE ONLY

(& )O \

\MThe ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over
what it viewed as an attack on personal privacy and its own authority, the European Parliament
(EP) filed two suits in the European Court of Justice (ECJ) challenging the information sharing

arrangement

u) On May 30. 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the
merits of the EU-US PNR Agrcement or the role of the Parliament. Rather, the decision turned

\A) ® This concern is consistent with Executive Order 13388 and the President’s Memorandum issued on December 16,
2006 to Heads of Executive Departments and Agencies on “Guidelines and Requirements in Support of Information
P q
Sharing Environment.”
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on the lack of competence of the Commission and Council to enter into the Agreement in the
first instance. The EU had based its authority on the so-catled “First Pillar.” which allows the
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that
the requirement that PNR data be sent to the US was a law enforcement and national security
matter. Such transfers, the court held. were excluded from the data protection directive
governing commercial data exports. [f they are to be regulated, the court implied. it would have
to be done under the “Third Pillar.®

That is what the EU proposes to do. [t has obtained authority from its Member States to erect
substantially the same agrecement on a new foundation. In order to mect the European Court of
Justice deadline the Commission will seek to codify its position over the next couple of weeks
and then will call for agreement on the new arrangement by September 30.

(&)

K\.\

\o\

EU Proposals on Sharing Law Enforcement Information. If that were all that is at stake, this
would be an interesting diplomatic and legal problem for DHS. But it is not. The PNR
negotiations will be closely intertwined with a broader effort to cstablish restrictive, EU-wide
rules for information sharing in the area of law enforcement. Last October the EU put forward
two draft documents that concern data sharing and protection in the law enforcement context.
They consist of a draft Framework Directive of the European Parliament and Council on the
retention of data and a proposed Council decision on the protection of personal data in criminal

e
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* Acting under the First Pillar. the EU has also entered into a PNR sharing agreement with Canada. In light of the
EU’s determination that the US Undertakings provided “adequate™ privacy protections, the EL-Canada agreement
authorizes Canada to share PNR data received from the EU with the US. Even though the ECJ has struck down the
EU-US agreement. the EU contends that its similar agreement with Canada remains in effect. Some Canadian
government sources are concerned, however, that the absence of an “adequacy” finding (which is a First Pillar
concept) may now have the effect of prohibiting US-Canada information sharing derived from EU-originated
flights.

For example, the Draft Decision contains provisions on time limits for retention of shared data. ensuring the
accuracy of shared data. logging and audit trails. as well as restrictions limiting further use of the data to the original
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purposc for which it was first transmitted. In effect, it borrows heavily from the PNR Agrcement and the
Undertakings.

N\ 1 }

) bl

transmission to CBP, The May 30" decision of the ECJ also annuls this decision by the Commission on the grounds

@ ' The adequacy finding granted to the U.S. was specific to the transfer of PNR data and only extended to its
that the Commission did not have the legal authorily to grant it

12 If adopted without the offered exemptions, the Draft Decision could conflict with a number of binding and non-

(LO binding information sharing arrangements that the United States has signed. For example. we have signed a 2003
Murual Legal Assistance Agreement (MLAT) with the European Union and a 2001 information sharing agreement
with Europol (the EU-level police agency): with respect to member states, we signed a 2003 MLAT with Germany,
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Communicable Diseases. One indicator of the extent to which EU data protection authorities

Q prioritize the cxpansion of such roles over public safety concerns can be found in the European
reaction to another US initiative relating to avian flu. If air passengers are exposed to a
pandemic strain of avian flu, the government will need to locate all of the passengers and crew,
quickly. So the Centers for Discase Control has proposed a rule requiring airlines to retain PNR
for up to 60 days for that purpose. The top data protection authorities of Europe, known as the
“Article 29 Working Party,” have now decided that this sort of data retention violates EU privacy
dircctives. If given effect. the Working Party’s opinion would place air carriers legal jeopardy
because of inconsistent legal régimes. [t reflects a widespread EU view that privacy trumps even
the critical public health interests of the United States. '

Analvsis & Recommendation (ULW

o b\

@ '

u) which builds on numerous other MLATS already in force with other EU member states. The United States also has

( many executive agreements and memoranda of understanding with member states under which critical information
is currently being shared. Under EU law, directives supersede bilateral treaties and agreements and member states
must conform their existing agreements to the directive.

( ‘A) "’ Conversely. Paragraph 34 of the Undcrtakings allows for the exchange of PNR for public health purposes and
neither the Commission nor the Article 29 Committee have challenged the DHS-HHS MOU.,

< U\,) " Unlike in 2003. this risk is present now because the Court has conclusively ruled that the wransfer of PNR data is a
law enforcement marter. While European integration has been the greatest in areas associated with the Common
Market. law enforcement and public security is a relatively new area of activity at the community level and many

responsibilities still fall to the EU Member States. The ECJ firmly placed PNR in the area of law enforcement and
public security, and as result. any actions taken in this area are likely to set precedents for further community
involvement in other law enforcement matters.

' nQr9
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(Uo The USG has a paramount interest in ensuring that law enforcement and border control
information continues to flow to the United States. In creating the Information Sharing
Environment we arc working to break down walls that restrict the sharing of information
between Federal agencies.

)

05 * Excluding Canada and Mexico, flights originating in these five countries comprise nearly a quarter of all
international flights arriving in the United States. In terms of global waffic. flights arriving from the UK rank third
(after Canada and Mexico). Germany is 6™: France 9" the Netherlands 10™: and ltaly 17th.
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U\\ The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style

( artificial limitation. We entered into the PNR Agreement based upon the EU's argument that the
export of commercial information was subject to special restrictions under EU law. The
European Court of Justice has now held that the information is law enforcement information, not
commercial information, so that the rationale for the agreement has now dissolved.

) |
& L
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Attachments

Excerpt from EU Data Protection Directive 95/46/EC (24 October 1995) (43

Excerpt from Draft Council Framework Decision on the protection of personal
data processed in the framework of police and judicial cooperation in criminal

matter (October 2005) Q4\

A,
B.

)X 000874
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Attachments:

A. DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 24 October 1995
Article 3
Scope
1. This Directive shall apply to the processing of personal data wholly or partly by
automatic means, and to the processing otherwise than by automatic means of personal data
which form part of a filing system or are intended to form part of a filing system.
2. This Directive shall not apply to the processing of personal data:

- in the course of an activity which falls outside the scope of Community law. such as those
provided for by Titles V and V1 of the Treaty on European Union and in any case to
processing operations concerning public security, defence. State security (including the
economic well-being of the State when the processing operation relates to State security
matters) and the activities of the State in areas of criminal law,

Article 26

Derogations

1. By way of derogation from Article 25 and save where otherwise provided by domestic
law governing particular cases. Member States shall provide that a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2) may take place on condition that:

(a) the data subject has given his consent unambiguously to the proposed transfer; or

(b) the transfer is necessary for the performance of a contract between the data subject and
the controller or the implementation of precontractual measures taken in response to the data
subject's request; or

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the
interest of the data subject between the controller and a third party; or

(d) the transfer is necessary or legally required on important public interest grounds, or for
the establishment, exercise or defence of legal claims; or

(e) the transfer is necessary in order to protect the vital interests of the data subject; or

( he-transfer-is-made O3 -Fes o hich-aecordine-te-laws-or-recsulations-is dedto

\¥

provide information to thc public and which i§ opén fo consultafion either by the public in
general or by any person who can demonstrate legitimate interest, to the extent that the
conditions laid down in law for consultation are fulfilled in the particular case.

2. Without prejudice to paragraph 1. a Member State may authorize a transfer or a set of
transfers of personal data to a third country which docs not ensure an adequate level of
protection within the meaning of Article 25 (2), where the controller adduces adequate
safeguards with respect to the protection of the privacy and fundamental rights and
freedoms of individuals and as regards the exercise of the corresponding rights: such
safeguards may in particular result from appropriatc contractual clauses.

3. The Mcmber State shall inform the Commission and the other Member States of the
authorizations it grants pursuant to paragraph 2.
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If a Member State or the Commission objects on justified grounds involving the protection
of the privacy and fundamental rights and freedoms of individuals. the Commission shall
take appropriate measures in accordance with the procedure laid down in Article 31 (2).

Member States shall take the necessary measures to comply with the Commission's
decision.

4. Where the Commission decides. in accordance with the procedure referred to in Article
31 (2), that certain standard contractual clauses offer sufficient safeguards as required by
paragraph 2, Member States shall take the necessary measures to comply with the
Commission's decision.

CHAPTER IV TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES

Article 25

Principles

1. The Member States shall provide that the transfer to a third country of personal data
which arc undergoing processing or are intended for processing after transfer may take place
only if, without prejudice to compliance with the national provisions adopted pursuant to the
other provisions of this Directive, the third country in question ensures an adequate level of
protection.

2. The adequacy of the level of protection afforded by a third country shall be assessed in
the light of all the circumstances surrounding a data transfer operation or set of data transfer
operations; particular consideration shall be given to the nature of the data, the purpose and
duration of the proposed processing operation or operations, the country of origin and
country of final destination, the rules of law, both general and sectoral, in force in the third
country in question and the professional rules and security measures which are complied
with in that country.

3. The Member States and the Commission shall inform each other of cases where they
consider that a third country does not ensure an adequate level of protection within the
meaning of paragraph 2.

4. Where the Commission finds, under the procedure provided for in Article 31 (2), that a
third country does not ensure an adequate level of protection within the meaning of
paragraph 2 of this Article, Member States shall take the measures necessary to prevent any
transfer of data of the same type to the third country in question.

5. At the appropriate time, the Commission shall enter into negotiations with a view to
e situation-resulting from-the-findine made pursuant-to-paragrs 4

remeg\Vine o "

L U1 B apiT™=.

6. The Commission may find. in accordancc with the procedure referred to in Article 31 (2),
that a third country ensures an adequate level of protection within the meaning of paragraph
2 of this Article, by reason of its domestic law or of the international commitments it has
entered into, particularly upon conclusion of the negotiations referred to in paragraph 5. for
the protection of the private lives and basic freedoms and rights of individuals.

Member States shall take the measures necessary to comply with the Commission's
decision.

000875
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B. Proposal for a COUNCIL FRAMEWORK DECISION on the protection of personal data
processed in the framework of police and judicial cooperation in criminal matters

Article 15
Transfer to competent authorities in third countries or to international bodies

1. Member States shall provide that personal data received from or made available by the
competent authority of another Mcmber State are not further transferred to competent
authorities of third countries or to international bodies except if such transfer is in compliance
with this Framework Decision and, in particular, all the following requirements are met.

(a) The transfer is provided for by law clearly obliging or authorising it.

(b) The transfer is necessary for the purposc the data concerned were transmitted or made
available for or for the purpose of the prevention, investigation, detection or prosecution of
criminal offences or for the purpose of the prevention of threats to public security or to a
person, except where such considerations are overridden by the need to protect the interests or
fundamental rights of the data subject.

(c) The competent authority of another Member State that has transmitted or made available
the data concerned to the competent authority that intends to further transfer them has given its
prior consent to their further transfer.

(d) An adequate level of data protection is ensured in the third country or by the international
body to which the data concerned shall be transferred.

2. Member States shall ensure that the adequacy of the level of protection afforded by a third
country or intemational body shall be assessed in the light of all the circumstances for each
transfer or category of transfers. In particular, the assessment shall result from an examination
of the following elements: the type of data, the purposes and duration of processing for which
the data are transferred, the country of origin and the country of final destination, the general
and sectoral rules of law applicable in the third country or body in question, the professional
and security rules which are applicable there, as well as the existence of sufficient safcguards
put in place by the recipient of the transfer.

3. The Member States and the Commission shall inform each other of cascs where they
consider that a third country or an international body does not ensure an adequate level of

protection within the meaning of paragraph 2

4. Where, under the procedure provided for in Article 16. it is cstablished that a third country
or intermational body does not ensure an adequate level of protection within the meaning of
paragraph 2, Member States shall take the measures necessary to prevent any transfer of
personal data to the third country or international body in question.

5. In accordance with the procedure referred to in Article 16, it may be established that a third
country or international body ensures an adequatc level of protection within the meaning of

paragraph 2, by rcason of its domestic law or of the international commitments it has entered
into, for the protection of the private lives and basic freedoms and rights of individuals.
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6. Exceptionally. personal data received from the competent authority of another

Member State may be further transferred to competent authorities of third countries or to
international bodies in or by which an adequate level of data protection is not ensured if
absolutely necessary in order to safeguard the essential interests of a Member State or for the
prevention of imminent serious danger threatening public security or a specific person or
persons.
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Altachment 4

USCLSSION DOCUMENT
Analysis of United States Interests i the U.S.-EU PNR dialcgue
Department of Hemeland Security

uby 13,2006

Purpose

To provide you with background information on the Passenger Name Record (PNR) issue and
related developments concerning law enforcement information sharing with the European Union
(EU) in preparation for a mid-July “un-DC."

Summary

Before September {1, the government knew very tittle about the people getting on planes bound
for the United States. Afier the attacks, airlines were required to provide information about their
{1.5.-bound passengers. Some of this information - name, contact information, and the like -
was drawn from information supplied to the airline as part of the reservation process. DHS uses
the information (0 screen for no-fly violators and terrorist suspects prior w arrival, and even
hefore the plane takes offt, protecting against mid-ilight hijackings and hombings.

For flights between Europe and the U.S., the data must be made available from European air
carriers, EU law has long prohibited the commercial export of personal data to countries whose
legral protections have not been deemed “adequate” in the view of European data protection
authorities. While the U.S. has many privacy faws, it does not have an overarching data
protection ragime that corresponds to every aspect of BEuropean law. [t has therefore been
iewed as “inadequate” by European standards, and commercial data transfers o the U.S. have
fong been restricted by the lack of a broad adequacy finding. While the EU lacks similar
requirements for the transfer of law enforcement information between the EU and third parties, a
Framework Decision is currently being cansidered that would mirror the requirements applied in

the commercial realm, £ S—

r
[

bl

P CHP may automatically access PNR data from European carniers up to 72 hours 1 advance of a flight. During this

N

pre-depanture peniod, inloration 15 screcned agatnst CBP awoamaied systems and nisk scores begin to be yenerated.
tion Advisory Program,

T come cases. particeiarly sirports where CBP maintaing & presence iirough the Tmmiy
- erstuated 12w entorcement action s also planned 1 advance with docal awthorines V315 Ornlinues up o
semin al and is further supported by the callection of manifest aifomation
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;o N fhe PNR Agreement was also controversial in Fuop; {t was challenged by the European
. "M Parijament as insufficiently protective of EU privacy rights. On May 20 the European Court of
'.\\ Tustice (ECJj struck down the Agreement. Bt it chose 1 ground that was highly procedural -

“he equivalent under US law of the Supreme Count dud\mg Fourth Aniendment challenge by
tfinding a law invalid because it exceeded Congress's Commaerce Clause power. Under EU law,
commercial issues fall within the jurisdiction of the EU as part of its “'First Pillar” authority.
This is the authority that the EUJ relied on in entering the Agreement. The ECJ, however, held
that the US wanted PNR data for lJaw enforcement and public security ressons. Law enforcement
and public security are exempt from the EU’s commercial data protection laws and are only
nartly within the EU's authority. Instead, they fall under the “Third Pillar,” where the authority
of EU cenmral institutions (the Commission. Parliament and Court of Justice) is more limited and
more authority is lefl to the Member States.  This {inding by the Court also eliminates the
uncertainty that led to the signing of the agreement in the first place, specifically the fear that
some Member States might bring action against air carriers under the commercial legal
framework.

™\ Because the agreement was entered under the wrong authority, the Court ruled it invalid but
VO delaved the effective date of its decision untl September 30 in the hope that the jurisdictional

nroblem could be quickly solved. To cure the problem. the EU hus obtemed authority from the
- “fember States 10 renegotiate the PNR Agreement under the Third Pillar. Ay requirad by the
Agreement, the EU also notitied the United States that it will terminate the current Agreement on
September 30, 2006 and has sct a goal of establishing a new agreement by this dafe. The USG
received a proposed replacement text from the Finnish Presidency on huly 19th, although
Commission officials have indicated that this draft may not be final.* Commission
representatives have portrayed thejr proposal as a technical change that would put the same
agreement back in place, albeit under a different tegal authority.

<& bl

( U\\. ‘ CHP can share PNR data with other law enforcement agences, but only on a case-by-case basis and only for the

' purpose of combating terrorism and serious transnational cnimes. This restriction prexents PNR information fram
~ nemg shared in bulk with the intelligence and law enforcemient community, and it denies those agencies direct
access to the records. Broader access would allow oiber agenaies o look for patierns m the travel of individuals not
Jeemed (o be high risk and 1o assess connections berween passengers  ICE. Tor example, has expressed iis
frustration over losing access to this :nformation,

+ota

. N .
(LI mcly of wording chmu.s muuung references 1o h: Iun pean Convention on hum w3 R's.rf 5. Addinonal poltey
. analysis is underway and our response will be driven by tie decisions of the Deputies,
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Background

Two converging events in Europe — the recent European Court of Justice decision on the legality
of the EU-US PNR Agreement and a drait U Framewoark Decision on Exchange of Criminal
Data -- have major implications for US law enforcement and security.

The EU-US PNR Agreement. As noted, in May 2004, after substaniial negotiations, the
Deparment of Homeland Security entered into an agreement relating 1o the sharing of PNR
information collected by air carriers flying to the United States from Europe. The Agreement
was intended to resolve a perceived conflict between EU law (which limits the sharing of
personal information collected by commercial entities with governmental entities) and US law
(which required the collection and dissemnination of PNR data). Central to the Agreement was a
set of Undentakings made by Custorns and Border Protection (CBP) regarding how it would
rreat the PNR data transmitted to it.' Several of the limitations in those Undertakings

1
\5)
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signiticantly restrict US opportunities o use formanon for investgative and law enitreemem

PUrposes.

Thie most significant of Uiese limitations, from our perspective are the following:
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The ECJ PNR Cuse. The Agreement was no less controversial in Brussels. Disturbed over
what it viewed as an attack on personal privacy and its own authority, the European Parliament
(EP) filed twa suits in the European Court of Justice (ECJ) challenging the information sharing

arrangement.

¢ This concern is consistent with Exccutive Order 13388 and the President’s Memurandum 1ssued on December [6,
2006 io Heads of Executive Departments and Agencies on “Guidelines and Requirements in Support of Information

Sharing Environment.”
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On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinien did not address the
merits of the EU-US PNR Agreement or the role ol the Parliament. Ruther, the decision wrned
or: the lack of competence of the Commission and Council to enter inte the Agreement in the
Arst instance. The EU had based its authority on the so~called “First Pillar,” which aliows the
SU 1o regulate trade and commercial matters. The ECT held vas the US had argued carlier) that
the requirement that PNR data be sent 10 the US was a law enforcement and national security
inarter. Such transfers, the court held, were excluded from the data protection dircctive
soverning commercial data exports. If they are 10 be repulated, the court implied, it would have

1o be done under the “Third Pillar. ™

That is what the EU proposes to do. [t has obtained authority from its Member States 1o erect
substantially the same agreement on a new foundation. 1n order to meet the European Court of
Justice deadline the Commission will seek 1o codify its position over the next couple of weeks
and then will call for agreement on the new arrangement by September 30.

EU Proposals on Sharing Law Enforcement Information. [ :hat were all that is at stake, this
would be an interesting diplomatic and legal problem for DHS. But it is not. The PNR
negotiations will be closely interowined with a broader eifort to establish restrictive, EU-wide
rules for information sharing in the area of law enforcement. Last QOctober the EU put forward
wwo draft documents that concern data sharing and protection in the law enforcement context.
They consist of a draft Framework Directive of the European Parlinment and Council on the
retention of data and a propased Council decision on the protection of personal data in criminal

marters. @ <£> { ‘3
|/
L
! Acting under the First Pillar, the EU has also cntered o s PNR shanng agreement with Canada. 1n light of the
FLs deternunsuon that the US Undertakings provided “adeguate” privacy protections. the EU-Canada agreement

/
/

/

da to share PMNR data received from the EU with the US. Even thongh the ECJ has struck down the

authorizes Cana;
SIS T (3 Rd $£-Lol ¢ Lanadian

FOVETAMEn! SOurces are concemed. Rowever, hat (he absence ~f an "adequacy” finding (winch 18 a First Pillar
concept) may now have the effect of prohibiing US-Canada mformation sharing Jderived from EU-onginated

Srghts.
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" For example, the Draft Decision contans provisions on time linuts for retention of shared data, ensuring the
sccuracy of shared data, logging and audit trails, as well a3 resirictions lmuting fugther use of the daa to the original
purpose for which « was {ivst ransmuted. 0 effect, 1t borrowes heavily Gom the PR Agreement and the
Lindertakings

o

The 3dequacy BRI granfeI 0 T Ty wai scea i o e ansTer CcTFNR a3

Inn exdended oy
thiat the Commussion did not have the legal suthonty o grant

mussion to CBP. The May 30% dectsion of the ECJ 250 annuls dus Jdedsion by the Camaiaston on the grounds
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Communicuble Diseases. One indicator afthe extent 1o which EU data protection authorities
prioritize the expansion of such roles over public safety concerns can be fpund in the Furopean
reaction to another US initiative relating 10 avian flu. If air passengers are exposed to a
pandemic strain of avian flu, the government will need to locate all of the passengers and crew,
quickly. So the Centers for Disease Control has proposed a rule requiring airlines to retain PNR
{or up to 60 days for that purpose. The top data protection authorities of Europe, known as the
“Article 29 Working Party,” have now decided that this sort of data retention violates EU privacy
‘;rectwc If given effect, the Working Party’s opinion would place air carriers legal jeopardy

cause of inconsistent legal régimes. It refacts aw deaprea:i EU view that privacy trumps even
critical public heaith interests of the United States. '

t

Analvsis & Recommendation

% 1f adopted without the offered exemptions, the Draft Decision could corflict with a number of binding and non-
binding information sharing arrangements that the Untted States has signed. For example, we have signed a 2003
“futual Legal Assistance Agreement (MLAT) with the European Union and a 2001 information sharing agreement
with Europol (the EU-level police agency); with respect to member states, we signed a 2003 MLAT with Germany,
winch barlds on numerous other ML ATs already i foree with other EU member stares. The United States also has
many executive agreements and memoranda of undersianding with member states under which critical mfarmation
's currently being shared. Under EU baw, direcuves supersede bilateral treaties and agreements und member siates
st conforrm dhair cxasting agreements to the directive.

7 Converselv, Paragraph 34 of the Undertakings allows for the exchange of PNR for pubhic health purposes and
~either the Commission nor the Article 29 Commttee bave challenged the DHS-HHS MOU

* Unlike n 2003, tus nsk 15 present now because the Court s conclusivaly ruted that the transfer of PNR dutais a
.aw coforcement matter. While I-zwpvm integrauoa has been the greaxcsx in areas associated with the Common

oy

o IR

fry et PMRthe e ot trw-enforcemmentand
23 are ukd“ o set precedenis [or further community

h\. securnty, :md as result, any J&(lunh ukcn wy this

1y ofvement i other law unfoumu.m matters
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Q\X\ The USG has a paramount interest in ensuring that law enforcement and border control /
information continues to flow to the United States. In creating the {nformation Sharing

Environment we are working to break down walls that restrict the sharing of infonmation
between Federal agencies,

(/ \D The PNR Agreement that the US signed with the EU in 2004 is an example of the old-styie
 artificial limitation. We entered into the PNR Agreement based upon the EU s argument that the
«xport of commercial information was subject to special restrictions under EU law. The
furopean Court of Justice has now held that the infermation is law enforcement infarmation, not
commercial information, so that the rationale for the agreciment has now Jissolved.

Attachments

A

A. Excerpt from EU Data Protection Directive 95/46/5C (24 Ociober 1995) (\
B. Excerpt from Draft Council Framework Decision on the protection of personal
data processed in the framework of police and udicial cooperation in criminal

matter (October 2003) (L
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Attachments:

A. DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 24 October 1995
Article 3
Scope
1. This Directive shall apply to the processing of personal data wholly or partly by
automatic means. and to the processing otherwise than by automatic means of personal data
which form part of a filing system or are intended to form part of a filing system.

2. This Directive shall not apply to the processing of personal data:

- in the course of an activity which falls outside the scope of Community law, such as those
provided for by Titles V and VI of the Treaty on European Union and in any case to
processing operations concerning public security, defence, State security (including the
economic well-being of the State when the processing operation relates to State security
matters) and the activities of the State in areas of criminal law,

Article 26

Derogations

1. By way of derogation from Article 25 and save where otherwise provided by domestic
law governing particular cases, Member States shall provide that a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Anticle 25 (2) may take place on condition that:

(a) the data subject has given his consent unambiguously to the proposed transfer: or

(b) the transfer is necessary for the performance of a contract between the data subject and
the controller or the implementation of precontractual measures taken in response to the data
subject's request; or

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the
interest of the data subject between the controller and a third party: or

(d) the transfer is necessary or legally required on important public interest grounds, or for
the establishment, exercise or defence of legal claims: or

(€) the transfer is necessary in order to protect the vital interests of the data subject; or

(f) the transfer is made from a register which according to laws or regulations is intended to
provide information to the public and which is open to consultation either by the public in
general or by any person who can demonstrate legitimate interest, to the extent that the
conditions laid down in law for consultation are fulfilled in the particular case.

2. Without prejudice to paragraph 1, a Member State may authorize a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2), where the controller adduces adequate
safeguards with respect to the protection of the privacy and fundamental rights and

freedoms of individuals and as regards the exercise of the cowesponding rights; such

3. The Member State shall inform the Commission and the other Member States of the
authorizations it grants pursuant to paragraph 2.
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If a Member State or the Commission objects on justified grounds involving the protection
of the privacy and fundamental rights and freedoms of individuals, the Commission shall
take appropriate measures in accordance with the procedure laid down in Article 31 (2).

Member States shall take the necessary measures 1o comply with the Commission's
decision. -

4. Where the Commission decides. in accordance with the procedure referred to in Article
31 (2), that certain standard contractual clauses offer sufficient safeguards as required by
paragraph 2, Member States shall take the necessary measures to comply with the
Commission's decision.

CHAPTER IV TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES

Article 25

Principles

1. The Member States shall provide that the transfer to a third country of personal data
which are undergoing processing or are intended for processing afier transfer may take place
only if, without prejudice to compliance with the national provisions adopted pursuant to the
other provisions of this Directive, the third country in question ensures an adequate level of
protection. .

2. The adequacy of the level of protection afforded by a third country shall be assessed in
the light of all the circumstances surrounding a data transfer operation or set of data transfer
operations; particular consideration shall be given to the nature of the data, the purpose and
duration of the proposed processing operation or operations, the country of origin and
country of final destination, the rules of law, both general and sectoral, in force in the third
country in question and the professional rules and security measures which are complied
with in that country.

3. The Member States and the Commission shall inform each other of cases where they
consider that a third country does not ensure an adequate level of protection within the
meaning of paragraph 2.

4. Where the Commission finds, under the procedure provided for in Article 31 (2). thata
third country does not ensure an adequate level of protection within the meaning of
paragraph 2 of this Article, Member States shall take the measures necessary to prevent any
transfer of data of the same type to the third country in question.

5. At the appropriate time, the Commission shall enter into negotiations with a view to
remedying the situation resulting from the finding made pursuant to paragraph 4.

6. The Commission may find, in accordance with the procedure referred to in Article 31 (2),
that a third country ensures an adequate level of protection within the meaning of paragraph
2 of this Anticle, by reason of its domestic faw or of the international commitments it has
entered into, particularly upon conclusion of the negotiations referred to in paragraph 3, for
the protection of the private lives and basic freedoms and rights of individuals.

Member States shall take the measures necessary to comply with the Commission’s
decision.
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B. Proposal for a COUNCIL FRAMEWORK DECISION on the protection of personal data
processed in the framework of police and judicial cooperation in criminal matters

Article 15
Transfer to competent authorities in third countries or to imternational bodies

1. Member States shall provide that personal data received from or made available by the
competent authority of another Member State are not further transferred to competent
authorities of third countries or to international bodies except if such transfer is in compliance
with this Framework Decision and, in particular, all the following requirements are met.

(a) The transfer is provided for by law clearly obliging or authorising it.

(b) The transfer is necessary for the purpose the data concerned were transmitted or made
available for or for the purpose of the prevention, investigation, detection or prosecution of
criminal offences or for the purpose of the prevention of threats to public security or to a
person, except where such considerations are overridden by the need to protect the interests or
fundamental rights of the data subject.

(c) The competent authority of another Member State that has transmitted or made available
the data concerned to the competent authority that intends to further transfer them has given its
prior consent to their further transfer.

(d) An adequate level of data protection is ensured in the third country or by the international
body to which the data concerned shall be transferred.

2. Member States shall ensure that the adequacy of the level of protection afforded by a third
country or international body shall be assessed in the light of all the circumstances for each
transfer or category of transfers. In particular, the assessment shall result from an examination
of the following elements: the type of data. the purposes and duration of processing for which
the data are transferred, the country of origin and the country of final destination, the general
and sectoral rules of law applicable in the third country or body in question, the professional
and security rules which are applicable there, as well as the existence of sufficient safeguards
put in place by the recipient of the transfer.

3. The Member States and the Commission shall inform each other of cases where they
consider that a third country or an international body does not ensure an adequate level of

protection within the meaning of paragraph 2.

4. Where, under the procedure provided for in Article 16. it is established that a third country
or intemnational body does not ensure an adequate level of protection within the meaning of
paragraph 2, Member States shall take the measures necessary to prevent any transfer of
personal data to the third country or international body in question.

5. In accordance with the procedure referred to in Article 16. it may be established that a third
country or international body ensures an adequate level of protection within the meaning of

il dw Or o i ional commitments it has entereg —

p
into, for the protectlon of the private lives and basic freedoms and rights of individuals.

FOR OFFIC USE ONLY

0602851
O CLASS



FOR OFFICIAL USE ONLY

6. Exceptionally, personal data received from the competent authority of another

Member State may be further transferred to competent authorities of third countries or to
international bodies in or by which an adequate level of data protection is not ensured if
absolutely necessary in order to safeguard the essential interests of a Member State or for the
prevention of imminent serious danger threatening public security or a specific person or

persons.
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LU Views gn Consent
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History of DHS Discussions with the EU on Consent and PNR
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DISCUSSION DOCUMENT
Analysis of United States Interests in the U,S.-EU PNR dialogue
Department of Homeland Security

July 27. 2006

Purpose

&\b To provide background information on the Passenger Name Record (PNR) issue and related
developments concerning law enforcement information sharing with the European Union (EU).

LS

Summary

QA\ Before September 11, the government knew very little about the people getting on planes bound
for the United States. After the attacks. airlines were required to provide information about their
U.S.-bound passengers. Some of this information — name, contact information, and the like -

was drawn from information supplied to the airline as part of the reservation process. DHS uses
the information to screen for no-fly violators and terrorist suspects prior to arrival, and even
before the plane takes off’, protecting against mid-flight hijackings and bombings.

Q\ For flights between Europe and the U.S., the data must be made available from European air
carriers. EU law has long prohibited the commercial export of personal data to countries whose
legal protections have not been deemed “adequate” in the view of European data protection
authorities. While the U.S. has many privacy laws, it does not have an overarching data
protection regime that corresponds to every aspect of European law. It has therefore been
viewed as “inadequate” by European standards, and commercial data transfers to the U.S. have
long been restricted by the lack of a broad adequacy finding. While the EU lacks similar
rcqulrements for thc transfer of law enforcemem mforrnanon between the EU and thlrd pames

the commercnal realm. C b < j

c\%x o KO . 00087y

pre-departure period, information is screened against CBP automated systems and risk scores begin to be generated.
In some cases, particularly airports where CBP maintains a presence through the Immigration Advisory Program,
coordinated law enforcement action is also planned in advance with local authorities. Analysis continues up to

arrival and is further supported by the collection of manifest information. r—)( JCJ S Chﬂ&«kf MCe
) 3 202 |

@ ' CBP may automatically access PNR data from European carriers up to 72 hours in advance of a flight. During this
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The PNR Agreement was challenged by the European Parliament as insufficiently protective of
EU privacy rights. On May 30 the European Court of Justice (ECJ) struck down the Agreement.
But it chose a ground that was procedural, not substantive: Under EU law, commercial issues fall
within the jurisdiction of the EU as part of its “First Pillar” authority. This is the authority that
the EU relied on in entering the Agreement. The ECJ, however, held that the US wanted PNR
data for law enforcement and public security reasons. Law enforcement and public security are
exempt from the EU’s commercial data protection laws and are only partly within the EU’s
authority. Instead, they fall under the “Third Pillar.” where the authority of EU central
institutions (the Commission, Parliament and Court of Justice) is more limited and more
authority is left to the Member States. This finding by the Court also eliminates the uncertainty
that led to the signing of the agreement in the first place, specifically the fear that some Member
States might bring action against air carriers under the commercial legal framework.

Because the agreement was entered under the wrong authority, the Court ruled it invalid but
delayed the effective date of its decision until September 30 in the hope that the jurisdictional
problem could be quickly solved. To cure the problem, the EU has obtained authority from the
Member States to renegotiate the PNR Agreement under the Third Pillar. As required by the
Agreement, the EU also notified the United States that it will terminate the current Agreement on
September 30, 2006 and has set a goal of establishing a new agreement by this date. The USG
received a proposed replacement text from the Finnish Presidency on July 19th. Commission
representatives have portrayed their proposal as a technical change that would put the same
agreement back in place, albeit under a different legal authority.

bl

O00F00

2 CBP can share PNR data with other law enforcement agencies, but only on a case-by-case basis and only for the

' purpose of combating terrorism and serious transnational crimes. This restriction prevents PNR information from

being shared in bulk with the intelligence and law enforcement community, and it denies those agencies direct
access to the records. Broader access would allow other agencies to look for patterns in the travel of individuals not
deemed to be high risk and to assess connections between passengers. ICE, for example, has expressed its
frustration over losing access to this information.
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Background

of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal

\ Two converging events in Europe - the recent European Court of Justice decision on the legality
& Data -- have major implications for US law enforcement and security.

(\\\ The EU-US PNR Agreement. As noted, in May 2004, after substantial negotiations, the

XTL WMMWMMWMWSW%GQNR——*———
information collected by air carriers flying to the United States from Europe. The Agreement -

was intended to resolve a perceived conflict between EU law (which limits the sharing of

personal information collected by commercial entities with governmental entities) and US law

(which required the collection and dissemination of PNR data). Central to the Agreement was a

set of Undertakings made by Customs and Border Protection (CBP) regarding how it would treat

the PNR data transmitted to it.> Several of the limitations in those Undertakings significantly

restrict US opportunities to use information for investigative and law enforcement purposes.

@? bl
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(}\x\ The most significant of these limitations, from our perspective are the following:
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The ECJ PNR Case. Disturbed over what it viewed as an attack on personal privacy and its
own authority, the European Parliament (EP) filed two suits in the European Court of Justice
(ECJ) challenging the information sharing arrangement.

On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the
merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned
on the lack of competence of the Commission and Council to enter into the Agreement in the
first instance. The EU had based its authority on the so-called “First Pillar,” which allows the
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that
the requirement that PNR data be sent to the US was a law enforcement and national security
matter. Such transfers, the court held, were excluded from the data protection directive
governing commercial data exports. If they are to be regulated, the court implied, it would have
to be done under the *“Third Pillar.”

That is what the EU proposes to do. It has obtained authority from its Member States to erect
substantially the same agreement on a new foundation. In order to meet the European Court of
Justice deadline the Commission will seek to codify its position over the next couple of weeks
and then will call for agreement on the new arrangement by September 30.

EU Proposals on Sharing Law Enforcement Inlormation. T'he PNR negotiations will be
closely intertwined with a broader effort to establish restrictive, EU-wide rules for information
sharing in the area of law enforcement. Last October the EU put forward two draft documents
that concern data sharing and protection in the law enforcement context. They consist of a draft
Framework Directive of the European Parliament and Council on the retention of data and a
proposed Council decision on the protection of personal data in criminal matters. & ~

C b$

5 This concern is consistent with Executive Order 13388 and the President’s Memorandum issued on December 16,
2006 to Heads of Executive Departments and Agencies on "Guidelines and Requirements in Support of Information
Sharing Environmenl,”

000F03
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\)\\ ¢ For example, the Draft Decision contains provisions on time limits for retention of shared data, ensuring the
accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the data to the original
purpose for which it was first transmitted. In effect, it borrows heavily from the PNR Agreement and the
Undertakings.
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Attachment A

DISCUSSION DOCUMENT
Analysis of United States Interests in the U.S.-EU PNR dialogue&%)
Department of Homeland Security

July 13, 2006

Purpose QV\)

(U\\ To provide you with background information on the Passenger Name Record (PNR) issue and

(0)

related developments concerning law enforcement information sharing with the European Union
(EU) in preparation for a mid-July “un-DC.”

Summary

Before September 1 1. the government knew very little about the people getting on planes bound
for the United States. A fier the attacks. airlines were required to provide information about their
U.S.-bound passengers. Some of this information — name, contact information, and the like -
was drawn from information supplied to the airline as part of the reservation process. DHS uses
the information to screen for no-fly violators and terrorist suspects prior to arrival, and even
before the plane takes off', pratecting against mid-flight hijackings and bombings.

For flights between Europe and the U.S.. the data must be made available from European air
carriers. EU law has long prohibited the commercial export of personal data to countries whose
legal protections have not been deemed “adequate” in the view of European data protection
authorities. While the U.S. has many privacy laws, it does not have an overarching data
protection regime that corresponds to every aspect of European law. Tt has therefore been
viewed as “inadequate” by European standards. and commercial data transfers to the U.S. have
long been restricted by the lack of a broad adequacy finding. While the EU lacks similar
requirements for the transfer of law enforcement information between the EU and third parties. a
Framework Decision is currently being considered that would mirror the requirements applicd in

the commercial realm, & :
| LS ]
[

\|

pre=departure perivd; fomr Ted:
In some cases, particularly airports where CBP maintains a presence through the Immigration Advisory Program,
coordinated law enforcement action is also planned in advance with local authorities. Analysis continues up to
arrival and is further supported by the collection of manifest information.
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Parliament as insufticiently protective of EU privacy rights. On May 30 the European Court of
Justice (ECJ) struck down the Agreement, But it chose a ground that was highly procedural -
the equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by
finding a law invalid because it excecded Congress's Commerce Clause power, Under EU law.
commercial issues fall within the jurisdiction of the EU as part of its “First Pillar” authority.
This is the authority that the EU relied on in entering the Agreement. The ECJ. however. held
that the US wanted PNR data for law enforcement and public security reasons. Law enforcement
and public security arc exempt from the EU's commercial data protection laws and are only
partly within the EU’s authority, Instead, they fall under the “Third Pillar,” where the authority
of EU central institutions (the Commission, Parliament and Court of Justice) is more limited and
more authority is left to the Member States. This finding by the Court also eliminates the
uncertainty that led to the signing of the agreement in the first place, specifically the fear that
some Member States might bring action against air carriers under the commercial legal
framework.

Q)\ The PNR Agreement was also controversial in Europe. {t was challenged by the European

delayed the effective date of its decision until September 30 in the hope that the jurisdictional
problem could be quickly solved. To cure the problem, the EU has obtained authority from the
Member States to rencgotiate the PNR Agreement under the Third Pillar, As required by the
Agreement, the EU also notified the United States that it will tcrminate the current Agreement on
September 30. 2006 and has set a goal of establishing a new agreement by this date, The USG
received a proposed replacement text from the Finnish Presidency on July 191h, although
Commission officials have indicated that this draft may not be tinal.> Commission
representatives have portrayed their proposal as a technical change that would put the same
agreement back in place. albeit under a different legal authority.

(Y bl

Q\k\ CBP can share PNR data with other law enforcement agencla, but only on a casc-by-case basis and only for the

purpose of combating terrorism and serious transnationsl crimes. This restriction prevents PNR information from

being shared in bulk with the intelligence and Jaw enforccment community, and it denies those agencies direct
access 10 the recotds Broader access would allow other agcncxcs to louk for panems in the tmwl of mdwuluals not

&\K Because the agreement was cntercd under the wrong authority, the Court ruled it invalid but

variety of wording choices, including references to the European Convention on Human Rights. Additional policy
analysis is underway and our response will be driven by the decisions of the Deputies.
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QA \’ Both the Departments of State and Homeland Security have a number of uestions regarding the legal impact of a
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\:0 Two converging events in Europe - the recent European Court of Justice decision on the legality
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal
Data -- have major implications for US law enforcement and security.

Department of Homeland Security entered into an agreement relating to the sharing of PNR
information collected by air carriers flying to the United States from Europe. The Agreement
was intended 1o resolve a perceived conflict between EU law (which limits the sharing of
personal information collected by commercial entities with governmental entities) and US law
(which required the collection and dissemination of PNR data). Central to the Agreement was a
set of Undertakings made by Customs and Border Protection (CBP) regarding how it would
treat the PNR data transmitted to it.* Several of the limitations in those Undentakings

(W) The EU-US PNR Agreement, As noted, in May 2004, after substantial negotiations. the
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significantly restrict US opportunities to use information for investigative and law enforcement
purposes.

(Q) The most significant of these limitations. from our perspective are the following:

1.

Q b

& b)
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&\A\ The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over
what it viewed as an attack on personal privacy and its own authority. the European Parliament
(EP) filed two suits in the European Court of Justice (ECJ) challenging the information sharing
arrangement.

&\A} ¢ ‘Ihis concern is consistent with Executive Order 13388 and the President’s Memorandum issued on December 16,
2006 o Heads of Exccutive Departments and Agencies on “Guidelines and Requirements in Suppon of Information
Sharing Environment.”
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On May 30, 2006. the ECJ issued its opinion in the lawsuits, The opinion did not address the
merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision tumed
on the lack of competence of the Commission and Council to enter into the Agreement in the
tirst instance. The EU had based its authority on the so-called “First Pillar,” which allows the
EU to regulate trade and commercial matters. The ECJ held (as the US had urgued earlier) that
the requirement that PNR data be sent to the US was a taw enforcement and national security
matter. Such transfers, the court held, were excluded from the daa protection directive
governing commercial data exports. If they are to be regulated, the court implied, it would have
to be done under the *Third Pillar."?

That is what the EU proposes to do. It has obtained authority from its Member States to erect
substantially the same agreement on a new foundation. In order to meet the European Court of
Justice deadline the Commission will seek to codify its position over the next couple of weeks
and then will call for agreement on the new arrangement by September 30.

; bl

EU Proposais on Sharing Law Enforcement Information. [f that were all that is at stake, this
would be an interesting diplomatic and legal problem for DHS. But it is not. The PNR
negotiations will be closely intertwined with a broader effort to establish restrictive, EU-wide
rules for information sharing in the area of law enforcement. Last October the EU put forward
two draft documents that concern data sharing and protection in the law enforcement context.
They consist of a draft Framework Directive of the European Parliament and Council on the
retention of data and a proposed Council decision on the protection of persenal data in criminal

matters, C "b g‘ 3
bl

¥ Acting under the First Pillar, the EU has also entered into a PNR sharing agreement with Canada. In light of the

EU’s determination that the US Undertakings provided “adequate™ privacy protections, the EU-Canada agreement

3,
PN

EU-L dw

government sources are concerned, however, that the absence of an "adequacy” finding (which is a First Pillar
concept) may now have the etfect of prohibiting US-Canada information sharing derived from EU-originated

flights.
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accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the data to the original
purpose for which it was first transmitted. In cffect, it borrows heavily from the PNR Agreement and the
Undertakings.

&) b\

(Q ? For example, the Draft Decision contains provisions on time limits for retention of shared data, ensuring the

transmission 1o CBP. The May 30" decision of the ECJ also annuls this decision by thc Commission on the grounds

» \)\\ ' ‘The adequacy finding granted to the U.S. was specific to the transfer of PNR data and only extended 1o its
“  that the Commission did not have the legal authority to grant it
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({\A) Communicable Diseases, One indicator of the extent to which EU data protection authorities

prioritize the expansion of such roles over public safety concems can be found in the European

reaction to another US initiative relating 1o avian flu. If air pussengers are exposed to a
pandemic strain of avian flu. the government will need to locate all of the passengers and crew,
quickly. So the Centers for Disease Control has proposed a rule requiring airlines to retain PNR
for up to 60 days for that purpose. The top data protection authoritics of Europe. known as the
“Article 29 Working Party,” huve now decided that this sort of data retention violates EU privacy
directives. If given effect, the Working Party's opinion would place air carriers legal jeopardy
because of inconsistent legal régimes. It reflects a widespread EL view that privacy trumps even
the critical public health interests of the United States. "

Analysis & Recommendation (,l)\3

) b\

binding information sharing arrangements that the United States has signed. For example, we have signed a 2003
Mutual Legal Assistance Agreement (MLAT) with the European Union and a 2001 information sharing agreement
with Europol (the EU-level police agency): with respect to member states, we signed a 2003 MLAT with Germany,
which builds on numerous other MLATS already in force with other EU member siates. The United States also has
many exccutive agreements and memoranda of understanding with member states under which critical information
is currently being shared. Under EU law, directives supersede bilateral treaties and agreements and member states
must conform their exisling agreements 10 the directive.

u\b Y Conversely, Paragraph 34 of the Undertakings allows for the exchange of PNR for public health purposes and
acither the Commission nor the Article 29 Committee have challenged the DHS-HHS MOU.

" Unlike in 2003, this risk is present now because the Court has conclusively ruled that the transfer of PNR data is a

L) " £ adopted without the offered exemptions, the Draft Decision could conflict with a number of binding and non-

CAS ASSY iv

angapub CY
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responsibilities still fall o0 the EU Mcmber Siates. The ECJ firmly placed PNR in the area of law enforcement and
public security, and as result, any actions taken in this area are likely to set precedents for further community
involvement in other law enforcement matters.

FOR OFFISJAL USE ONLY

0N5GSA3


http://cnfun.cim.nl

FOR OFFICIAXUSE ONLY

Conclusion ('\-&\

bl

®

'3 Excluding Canada and Mexico, flights originating in these five countries comprise nearly a quarter of all
intcrmational flights arriving in the United Siates. In terms of global wraflic, Nights arriving from the UK rank third
(after Canada and Mexico). Germany is 6*; France 9™; the Netherlands 10%; and lualy 171h,
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'LA) The USG has a paramount interest in ensuring that law enforcement and border control
information continues to flow to the United States. In creating the Information Sharing
Environment we are working to break down walls that restrict the sharing of information

between Federal agencies.

artificial limitation. We entered into the PNR Agreement based upon the EU’s argument that the
export of commercial information was subject to special restrictions under EU law. The
European Court of Justice has now held that the information is law enforcement information, not
commercial information. so that the rationale tor the agreement has now dissolved.

)

Attachments

(_@ The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style

A. Excerpt from EU Data Protection Directive 95/46/EC (24 October 1995) ("LB

B. Excerpt from Draft Council Framework Decision on the protection of personal
data processed in the framework of police and judicial cooperation in criminal

tter (October 2005
matter (October ) (V\\
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Attachments:

A. DIRECTIVE 95/46:EC OF THE ELUROPEAN PARLIAMENT AND OF THE COUNCIL
of 24 October 1995

Article 3
Scope
1. This Directive shall apply to the processing of personal data wholly or partly by

automatic means, and to the processing otherwise than by automatic means of personal data
which form part of a filing system or are intended to form part of a filing system.

2. This Directive shall not apply to the processing of personal data:

- in the course of an activity which fails outside the scope of Community law. such as those
provided for by Titles V and V1 of the Treaty on European Union and in any case to
processing operations concerning public security, defence, State security (including the
economic well-being of the State when the processing operation relates 10 State security
matters) and the activities of the State in areas of criminal law,

Article 26

Derogations

). By way of derogation from Article 25 and save where otherwise provided by domestic
law governing particular cascs, Member States shall provide that a (ransfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2) may take place on condition that:

(a) the data subject has given his consent unambiguously to the proposed transfer; or

{b) the transfer is necessary for the performance of a contract between the data subject and
the controller or the implementation of precontractual measures taken in response to the data
subject’s request; or

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the
interest of the data subject betwecen the controller and a third party; or

(d) the transfer is necessary or legally required on important public interest grounds, or for
the establishment. excrcise or defence of legal claims: or

(e) the transfer is necessary in order 1o protect the vital interests of the data subject: or

() the transfer is made from a register which according to laws or regulations is intended to
provide information to the public and which is open to consultation either by the public in
general or by any person who can demonstrate legitimate interest, to the extent that the
conditions laid down in law for consultation are fulfilled in the particular case.

2. Without prejudice to paragraph 1, a Member State may authorize a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2), where the controller adduces adcquate

freedoms of individuals- ;

safeguards may in particular result from appropriate contractual clauses.

3. The Member Siate shall inform the Commission and the other Member States of the
authorizations it grants pursuant to paragraph 2.
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1f a Member State or the Commission objects on justitied grounds involving the protection
ot the privacy and fundamental rights and freedoms of individuals. the Commission shall
take appropriate measures in accordance with the procedure laid down in Article 31 (2).

Member States shall take the necessary measures to comply with the Commission’s
decision.

4. Where the Commission decides, in accordance with the procedure reterred to in Article
31 (2). that certain standard contractual clauses ofYer sufficient safeguards as required by
paragraph 2. Member States shall take the necessary measures to comply with the
Commission's decision. :

CHAPTER IV TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES

Article 25

Principles

1. The Member States shail provide that the transfer to a third country of personal dara
which are undergoing processing or are intended for processing after transfer may take place
only if. without prejudice to compliance with the national provisions adopted pursuant to the
other provisions of this Directive. the third country in question ensures an adequate level of
protection.

2. The adequacy of the level of protection afforded by a third country shall be assessed in
the light of all the circumstances surrounding a data transfer operation or set of data transfer
operations; particular consideration shall be given to the nature of the data, the purpose and
duration of the proposed processing operation or operations, the country of origin and
country of final destination, the rules of law. both general and sectoral, in force in the third
country in question and the professional rules and security measures which are complied
with in that country,

3. The Member States and the Commission shall inform each other of cases where they
consider that a third country does not ensure an adequatc level of protection within the
meaning of paragraph 2.

4. Where the Commission finds. under the procedure provided for in Anticle 31 (2). that a
third country does not ensurc an adequate level of protection within the meaning of
paragraph 2 of this Article, Member States shall take the measures necessary to prevent any
transfer of data of the same type (o the third country in question.

5. At the appropriate time. the Commission shall enter into negotiations with a view to
remedying the situation resulting from the finding made pursuant to paragraph 4.

6. The Commission may find, in accordance with the procedure referred to in Article 31 (2).
that a third country ensures an adequate level of protection within the meaning of paragraph
2 of this Article, by reason of its domestic law or of the international commitments it has
entered into. particularly upon conclusion of the negotiations referred to in paragraph 5. for
the protection of the private lives and basic freedoms and rights of individuals.

Member States shall take the measures necessary to comply with the Commission’s

decision
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B. Proposal for a COUNCIL FRAMEWORK DECISION on the protection of personal data
processed in the framework of police and judicial cooperation in criminal matiers

Article 15
Transfer to competent authorities in third countries or (o international bodies

1. Member States shall provide that personal data received from or made available by the
competent authority of another Member State are not further transferred 10 competent
authorities of third countries or to intemnational bodies except if such transfer is in compliance
with this Framework Decision and, in particular. all the following requirements are met.

(a) The transfer is provided for by law clearly obliging or awthorising it.

{b) The transfer is necessary for the purpose the data concerned were transmitied or made
available for or for the purpose of the prevention, investigation. detection or prosecution of
criminal offences or for the purpose of the prevention of threats to public security or to a
person, except where such considerations are overridden by the need to protect the interests or
fundamental rights of the data subject.

(c) The competent authority of another Member State that has transmitted or made available
the data concerned to the competent authority that intends to further transfer them has given its
prior consent to their further transfer.

{d) An adequate level of data protection is ensured in the third country or by the intemnational
body to which the data concemed shall be transferred.

2. Member States shall ensurc that the adequacy of the level of protection afforded by a third
country or intemational body shal) be assessed in the light of ail the circumstances for each
transfer or category of transfers. In particular. the assessment shall result from an examination
of the following elements: the type of dala. the purposes and duration of processing for which
the data are transferred. the country of origin and the country of final destination. the general
and sectoral rules of law applicable in the third country or body in question, the professional
and security rules which are applicable there. as well as the existence of sufficient safeguards
put in place by the recipient of the transfer.

3. The Member States and the Commission shall inform cach other of cases where they
consider that a third country or an intermational body does not ensure an adequate level of
protection within the meaning of paragraph 2.

4. Where, under the procedure provided for in Article 16, itis established that a third country
or international body does not ensure an adequate level of protection within the meaning of
paragraph 2, Member States shall take the measures necessary to prevent any transfer of
personal data to the third country or international body in question,

. . . . . o el

3. In accardance with the procedure referred to in Anrticle 16 it-may-be-established-that a-third

~————————————couniry orinternationatl- o

paragraph 2. by reason of its domestic law or of the intemational commitments it has entered
into, for the protection of the private lives and basic freedoms and rights of individuals.
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6. Exceptionally, personal data received from the competent authority of another

Member State may be further transferred to competent authorities of third countries or 1o
internatiunal bodies in or by which an adequate level of data protection is not ensured it
absolutely necessary in order to safeguard the essential interests of a Member State or for the
prevention of imminent serious danger threatening public security or a specitic person or

persons.
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DISCUSSION DOCUMENT
Analysis of United States Interests in the U.S.-EU PNR dialogue
Department of Homeland Security

July 27. 2006

Purpose

\ To provide background information on the Passenger Name Record (PNR) issue and related
developments concerning law enforcement information sharing with the European Union (EU).

oa E S

umma

Before September 11, the government knew very little about the people getting on planes bound

‘(_tL\ for the United States. After the attacks, airlines were required to provide information about their
U.S.-bound passengers. Some of this information — name, contact information, and the like —
was drawn from information supplied to the airline as part of the reservation process. DHS uses
the information to screen for no-fly violators and terrorist suspects prior to arrival, and even
before the plane takes off', protecting against mid-flight hijackings and bombings.

For-flights between Europe and the U.S., the data must be made available from European air
carriers: EU law has long prohibited the commercial export of personal data to countries whose

\)\ legal protections have not been deemed “adequate” in the view of European data protection
authorities. While the U.S. has many privacy laws, it does not have an overarching data
protection regime that corresponds to every aspect of European law. It has therefore been
viewed as “inadequate” by European standards, and commercial data transfers to the U.S. have
long been restricted by the lack of a broad adequacy finding. While the EU lacks similar

requirements for the transfer of law enforcemem mf‘ormat:on between the EU and thjrd pames a
Framework Decision . haing ad-that wauld rsri

the commerClal realm. (_

§ \Q o 5\ _ 000 928

! CBP may automatically access PNR data from European carriers up to 72 hours in advance of a flight. During this
U\ pre-departure period, information is screened against CBP automated systems and risk scores begin to be generated.

In some cases, particularly airports where CBP maintains a presence through the Immigration Advisory Program,

coordinated law enforcement action is also planned in advance with local authorities. Analysis continues up to

arrival and is further supported by the collection of manifest information. ‘ f'fC&
el evecds
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The PNR Agreement was challenged by the European Parliament as insufticiently protective of
EU privacy rights. On May 30 the European Court of Justice (ECJ) struck down the Agreement.
But it chose a ground that was procedural, not substantive: Under EU law, commercial issues fall
within the jurisdiction of the EU as part of its “First Pillar” authority. This is the authority that
the EU relied on in entering the Agreement. The ECJ, however, held that the US wanted PNR
data for law enforcement and public security reasons. Law enforcement and public security are
exempt from the EU’s commercial data protection laws and are only partly within the EU’s
authority. Instead, they fall under the “Third Pillar,” where the authority of EU central
institutions (the Commission, Parliament and Court of Justice) is more limited and more
authority is left to the Member States. This finding by the Court also eliminates the uncertainty
that led to the signing of the agreement in the first place, specifically the fear that some Member
States might bring action against air carriers under the commercial legal framework.

Because the agreement was entered under the wrong authority, the Court ruled it invalid but
delayed the effective date of its decision until September 30 in the hope that the jurisdictional
problem could be quickly solved. To cure the problem, the EU has obtained authority from the
Member States to renegotiate the PNR Agreement under the Third Pillar. As required by the
Agreement, the EU also notified the United States that it will terminate the current Agreement on
September 30, 2006 and has set a goal of establishing a new agreement by this date. The USG
received a proposed replacement text from the Finnish Presidency on July 19th. Commission
representatives have portrayed their proposal as a technical change that would put the same
agreement back in place, albeit under a different legal authority.

b

* CBP can share PNR data with other law enforcement agencies, but only on a case-by-case basis and only for the
purpose of combating terrorism and serious transnational crimes. This restriction prevents PNR information from
being shared in bulk with the intelligence and law enforcement community, and it denies those agencies direct
access to the records. Broader access would allow other agencies to look for patterns in the trave! of individuals not
deemed to be high risk and 1o assess connections between passengers. ICE, for example, has expressed its

frustration over losing access 10 this information.
poo 726
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Background

Two converging events in Europe — the recent European Court of Justice decision on the legality
&\}\\ of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal
Data -- have major implications for US law enforcement and security.

The EU- US PNR Agreement. As noted m May 2004, after substantxal negonauons, the

Q:\ information co]lecteiby air carriers tTymg to the United States Tom Europe The Agreement

> was intended to resolve a perceived conflict between EU law (which limits the sharing of
personal information collected by commercial entities with governmental entities) and US law
(which required the collection and dissemination of PNR data). Central to the Agreement was a
set of Undertakings made by C ustoms and Border Protection (CBP) regarding how it would treat
the PNR data transmitted to it.> Several of the limitations in those Undertakings significantly
restrict US opportunities to use information for investigative and law enforcement purposes.

©) ol
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C\;\')The most significant of these limitations, from oyr Perspective are the following:
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The ECJ PNR Case. Disturbed over what it viewed as an attack on personal privacy and its
own authority, the European Parliament (EP) filed two suits in the European Court of Justice
(ECJ) challenging the information sharing arrangement.

On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the
merits of the EU-US PNR Agreement or the role of the Parliament. Rather. the decision turned
on the lack of competence of the Commission and Council to enter into the Agreement in the
first instance. The EU had based its authority on the so-called “First Pillar,” which allows the
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that
the requirement that PNR data be sent to the US was a law enforcement and national security
matter. Such transfers, the court held, were excluded from the data protection directive
governing commercial data exports. If they are to be regulated, the court implied, it would have

to be done under the “Third Pillar.”

That is what the EU proposes to do. [t has obtained authority from its Member States to erect
substantially the same agreement on a new foundation. In order to meet the European Court of
Justice deadline the Commission will seek to codify its position over the next couple of weeks
and then will call for agreement on the new arrangement by September 30.

Y

&\

©

Prop 3 A p p 9 3 3
closely intertwined with a broader effort to establish restrictive, EU wide rules for mfon'natlon
sharing in the area of law enforcement. Last October the EU put forward two draft documents
that concern data sharing and protection in the law enforcement context. They consist of a draft
Framework Directive of the European Parliament and Council on the retention of dataand a

proposed Council decision on the protecti ion of personal data in criminal matters. © ]

b

* This concern is consistent with Executive Order 13388 and the President’s Memorandum issued on December 16,
2006 10 Heads of Executive Departments and Agencics on “Guidelines and Requirements in Support of Information

Sharing Environment.”
©0co729
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accuracy of shared data, logging and audit trails. as well as restrictions limiting further use of the data to the original
purpose for which it was first transmitted. In effect, it borrows heavily from the PNR Agreement and the
Underakings.

e b

\ ¢ For example, the Draft Decision contains provisions on time limits for retention of shared data, ensuring the

(_\')
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Attachment C

DISCUSSION DOCUMENT
Analysis of United States Intcrests in the U.S.-EU PNR dialogue
Department of Homeland Securit
P unity ( v)

July 13, 2006

Purpose (sk\

u) To provide you with background information on the Passenger Name Record (PNR) issue and
related developments concemning law enforcement information sharing with the European Union
(EU) in preparation for a mid-July “un-DC.”

M‘.’L‘!ﬂ/d)

for the United States. After the attacks. airlines were required to provide information about their
U.S.-bound passengers. Some of this information — name, contact information, and the like -
was drawn from information supplied to the airline as part of the reservation process. DHS uses
the information to screen for no-fly violators and terrorist suspects prior to arrival. and even
before the plane takes off', protecting against mid-flight hijackings and bombings.

Q’xw Before September 11, the government knew very little about the people getting on planes bound

()U)For flights between Europe and the U.S., the data must be made available from European air
carriers. EU law has long prohibited the commercial export of personal data to countries whose
legal protections have not been deemed “adequate™ in the view of European data protection

authorities. While the U.S. has many privacy laws, it does not have an overarching data
protection regime that corresponds to every aspect of European law. It has therefore been
viewed as “inadequate” by European standards, and commercial data transfers to the U.S. have
long been restricted by the lack of a broad adequacy finding. While the EU lacks similar
requirements for the transfer of law enforcement information between the EU and third partics, a
Framework Decision is currently being considered that would mirror the requirements applied in

N the commercial realm. & b { _3
C

(g
i) bl

C i access PNR data from Eusopean carriers up to 72 hours in advance of a (light During this
( tI 5 pre-departure period, information is screened against CBP automated systems and risk scores begin to be generated.

In some cases, particularly airports where CBP maintains a presence through the Immigration Advisory Program,

coordinated law enforcement action is aiso planned in advance with local authorities. Analysis continues up to

arrival and is further supported by the collection of manifest information.
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The PNR Agreement was also controversial in Europe. It was challenged by the European
Parliament as insufficiently protective of EU privacy rights. On May 30 the European Court of
Justice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural -
the equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by
finding a law invalid because it exceeded Congress’s Commerce Clause power. Under EU law,
commercial issues fall within the jurisdiction of the EU as part of its “First Pillur™ authority.
This is the authority that the EU relied on in cntering the Agreement. The ECJ, huwever, held
that the US wanted PNR data for law enforcement and public security reasons. Law enforcement
and public security are exemp! from the EU"s commercial data protection laws and are only
partly within the EU's authority. Instead, they fall under the ““Third Pillar,” where the authority
of EU central institutions (the Commission, Parliament and Court of Justice) is more limited and
more authority is left to the Member States. This finding by the Court also eliminates the
uncertainty that led to the signing of the agreement in the first place, specifically the fear that
some Member States might bring action against air carriers under the commercial legal
framework.

Because the agreement was entercd under the wrong authority, the Court ruled it invalid but
delayed the effective date of its decision until September 30 in the hope that the jurisdictional
problem could be quickly solved. To cure the problem, the EU has obtained authority from the
Member States to renegotiate the PNR Agreement under the Third Pillar. As required by the
Agreement, the EU also notificd the United States that it will terminate the current Agreement on
September 30, 2006 and has sct a goal of establishing a ncw agreement by this date. The USG
received a proposed replacement text from the Finnish Presidency on July 19th, although
Commission officials have indicated that this draft may not be final.> Commission
representatives have portrayed their proposal as a technical change that would put the same
agreement back in place, albeit under a different legal authority.

b

2 CBP can share PNR data with other law enforcement agencies, but only on u case-by-case basis and only for the
purposc of combating terrorism and serious wansnational crimes. This restriction prevents PNR information from
being shared in bulk with the intelligence and law enforcement community, and it denies those agencies direct
access to the records. Broader access would allow other agencies to laok for patterns in the travel of individuals not

—deemed To be high Tisk and 10 assess conncciions between passengers. ICE, for example, has expressed its

C

frustration over losing access to this information.

’ Both the Departments of Suate and Homeland Security have a number of questions regarding the legal impact of a
variety of wording chuices, including references 1o the Europcan Convention on Human Rights. Additional policy
analysis is underway and our response will be driven by the decisians of the Deputies.
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Background ( \A\

@ Two converging events in Europe — the recent European Court of Justice decision on the legality
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal
Data -- have major implications for US law enforcement and security.

Department of Homeland Security entered into an agreement relating to the sharing of PNR
information collected by air carriers flying to the United States from Europe. The Agreement
was intended to resolve a perceived conflict between EU law (which limits the sharing of
personal information collected by commercial entities with governmental entities) and US law
(which required the collection and dissemination of PNR data). Central to the Agreement was a
set of Undertakings made by Customs and Border Protection (CBP) regarding how it would
wreat the PNR data transmitted to it.* Several of the limitations in those Undertakings

QJ\‘) The EU-US PNR Agreement. As noted, in May 2004, after substantial negotiations, the

& b
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( ) significantly restrict US opportunities to use information for investigative and law enforcement
purposcs.

( u) The most significant of these limitations, from our perspeciive are the following:

© b\
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The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over
what it viewed as an attack on personal privacy and its own authority, the European Parliament
(EP) filed two suits in the European Court of Justice (ECJ) challenging the information sharing
arrangement,

® This concern is consistent with Executive Order 13388 and the President’'s Memorandum issued on December 16,
2006 to Heads of E xecutive Departments and Agencies on “Guidelines and Requirements in Support of Information
Sharing Environment.”
k4
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merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision tumed
on the lack of competence of the Commission and Council to enter into the Agicement in the
first instance. The EU had based its authority on the so-called “First Pillar,” which allows the
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that
the requirement that PNR data be sent to the US was a law enforcement and national security
matter. Such transfers. the count held. were excluded from the data protection directive
governing commercial data exports. If they are to be regulated. the court implicd. it would have
to be done under the *“Third Pillar.™

u) On May 30, 2006, the ECJ issued its opinion in the lawsuits. 'The opinion did not address the

substantially the same agreement on a new foundation, In order to meet the European Court of
Justice deadline the Commission will seek to codify its position over the next couple of weeks
and then will call for agreement on the new arrangement by September 30.

(9
b

( u That is what the EU proposes to do. [t has obtained authority from its Member States to erect

EU Propaosals on Sharing Law Enforcement Information, T that were all that is at stake, this

( would be an interesting diplomaiic and legal problem for DIS. But it is not. The PNR
ncgotiations will be closely intertwined with a broader effort to establish restrictive. EU-wide
rules for information sharing in the arca of law enforcement. [.ast October the iU put forward
two draft documents that concern data sharing and protection in the law enforcement context.
They consist of a draft Framework Directive of the European Parliament and Council on the
retention of data and a proposed Council decision on the protection of personal data in criminal

T “ bs >
%) b

. Acting under the First Pillar, the EU has also enteved into a PNR sharing agreement with Canada. In light of the

( \)) EU’s determination that the US Underuakings provided “adequate” privacy protections, the EU-Canada agrecment
- o ¥ 3 Wi ¢ US. Even though the EC) has struck down the

EU-US agreement, the EU contends that ils similar agreement with Canoda remains in effect. Some Canadian
gOvernment sources are concermed, however, that the absence of an “adequacy” finding (which is a First Pillar
concept) may now have the effect of prohibiting US-Canada information sharing derived from EU-originated

flights.
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® For example, the Draft Decision contins provisions on time limits for retention of shared data, ensuring the
accuracy of shared duia, logging and audit trails, as well as restrictions limiting further use of the data 1o the original
purpose for which it was first ransmitted. In effect, it borrows heavily from the PNR Agreement and the

Undertakings.

" The adequacy finding granted 1o the U.S. was specific to the transfer of PNR dat and only extended 10 its
transmission 1o CBP. The May 30" decision of the ECJ also annuls this decision by the Commission on the grounds
thut the Commission did not have the lega) authority 1o grant it
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Communicable Diseases. One indicator of the exient to which EU data protection authorities

\}\\ prioritize the expansion of such roles over public safety concerns can be found in the European
reaction to another US initiative relating to avian flu. [f air passengers are exposed to a
pandemic strain of avian flu, the govemment will need to locate all of the passengers and crew,
quickly. So the Centers for Disease Control has proposed a rule requiring airlines to retain PNR
for up to 60 days for that purposc. The top data protection authorities of Europe. known as the
“Article 29 Working Party.” have now decided that this sort of data retention violates EU privacy
directives. If given effect. the Workmg Party's opinion would place air carriers legal jeopardy
because of inconsistent legal régimes. It reflects a wnchprcad EU view that privacy trumps even
the critical public health interests of the United States.

Analysis & Recommendation (U\w

(©)

' {f adopted without the offered exemptions, the Draft Decision could conflict with a number of binding and non-
\l\ binding information sharing arrangements that the United States has signed. For example, we have signed a 2003

Mutual Legal Assistance Agreement (MLAT) with the European Union and a 2001 information sharing agreement
with Europel (the EU-level police agency): with respect to member states, we signed a 2003 MLAT with Germany,
which builds on numerous other MLATs already in force with other EU member states. The United States also has
many executive agreements and memoranda of understanding with member states under which critical information
is currently being shared. Under EU law, directives supersede bilateral treatics and agreements and member states
must conform their existing agreements to the directive.

. '\ " Conversely, Paragraph 34 of the Undertakings allows for the exchange of PNR for public health purposes and
K\)\ neither the Commission nor the Article 29 Committee bave challenged the DHS-HHS MOU.

" Unlike in 2003, lhls risk is prescnt now becausc lhc ‘oun ha o i ? isa

\ Market, law mfotccmcnl nnd pubhc socunty isa rehuvely new area of acnvuy at lhe commumty lcvcl and many

)| responsibilities still fall to the EU Member States. The ECJ firmly placed PNR in the srea of Jaw enforcement and
public security, and as result, any actions taken in this area are likely to set precedents for further community
involvement in other law enforcement matters.
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Conclusion L_A
Q

()

international flights arriving in the United Suates. In terms of global traiTic, flights ariving from the UK rank third

& ® " Excluding Canada and Mexico, tlights originating in these five countries comprise nearly a quarter of all
(after Canada and Mexica). Germany is 6'; France 9"; the Netherlands 10™; und haly 17th.
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Q The USG has a paramount interest in ensuring that law enforcement and border control
information continues to flow to the United States. In creating the Information Sharing
Environment we arc working to break down walls that restrict the sharing of information

between Federul agencies.

U) The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style
L artificial limitation. We entered into the PNR Agreement based upon the EU’s argument that the
export of commercial information was subject to special restrictions under EU law. The

t2uropean Court of Justice has now held that the information is law enforcement information, not
commercial information, so that the rationale for the agreement has now dissotved.
Q

b)

Attachments

A Excerpt from EU Data Protection Directive 95/46/EC (24 October 1995) (\—\)

B. Excerpt from Draft Council Framework Decision on the protection of personal
data processed in the framework of police and judicial cooperation in criminal

matter (October 2005) ( u\
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Attachments:

A. DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

of 24 October 1995
Article 3
Scope
1. This Directive shall apply to the processing of personal data whelly or partly by
automatic means. and to the processing otherwise than by automatic means of personal data
which form pant of a filing system or are intended to form part of a filing system.
2. This Directive shall not apply to the processing of personal data:
- in the course of an activity which falls outside the scope of Community law, such as thosc
provided for by Titles V and VI of the Treaty on European Union and in any case to
processing operations concerning public security, defence. State security (including the
economic well-being of the State when the processing operation relates 1o State security
matters) and the activities of the State in areas of criminal law,
Article 26
Derogations
1. By way of derogation from Article 25 and save where otherwise provided by domestic
law governing particular cases, Member States shall provide that a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2) may take place on condition that:
(a) the data subject has given his consent unambiguously to the proposed transfer; or
(b) the transfer is necessary for the performance of a contract between the data subject and
the controller or the implementation of precontractual measures taken in response 1o the data
subject's request; or
{c) the transfer is necessary for the conclusion or performance of a contract concluded in the
interest of the data subject between the controller and a third party; or
(d) the transfer is necessary or legally required on important public interest grounds, or for
the establishment, exercise or defence of legal claims; or
() the transfer is necessary in order to protect the vital interests of the data subject; or
(f) the mansfer is made from a register which according to laws or regulations is intended to
provide information to the public and which is open to consultation either by the public in
general or by any person who can demonstrate legitimate interest, to the extent that the
conditions laid down in law for consultation are fulfilled in the particular case.
2. Without prejudice to paragraph 1, a Member State may authorize a transfer or a set of

transfers of personal data to a third country which does not ensurc an adequate level of
protection within the meaning of Article 25 (2). where the controller adduces adequate

safeguards with respect 1o the protection of the privacy and fundamental rights and

safeguards may in particular result from appropriate contractual clauses.

3. The Member State shall inform the Commission and the other Member States of the
authorizations it grants pursuant to paragraph 2.
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1f a Member State or the Commission objects on justified grounds involving the protection
of the privacy and fundamental rights and freedoms of individuals, the Commission shall
take appropriate measures in accordance with the procedure laid down in Article 31 (2).

Member States shall 1ake the necessary measures to comply with the Commission's
decision.

4. Where the Commission decides, in accordance with the procedure referred to in Article
31 (2), that certain standard contractual clauses ofter sufficient safeguards as required by
paragraph 2, Member States shall take the necessary measures to comply with the
Commission's decision.

CHAPTER IV TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES

Article 25

Principles

1. The Member States shall provide that the transfer to a third country of personal data
which are undergoing processing or are intended for processing after transfer may take place
only if, without prejudice to compliance with the national provisions adopted pursuant to the
other provisions of this Directive. the third country in question ensures an adequate level of
protection. .

2. The adequacy of the level of protection afforded by a third country shall be assessed in
the light of all the circumstances surrounding a data transfer operation or set of data transfer
operations; particular consideration shall be given to the nature of the data, the purpose and
duration of the proposed processing operation or operations, the country of origin and
country of final destination, the rules of law, both general and sectoral, in force in the third
country in question and the professional rules and sccurity measures which are complied
with in that country.

3. The Member States and the Commission shall inform each other of cases where they
consider that a third country does not ensure an adequate level of protection within the
meaning of paragraph 2.

4, Where the Commission finds, under the procedure provided for in Article 31 (2), thata
third country does not ensure an adequate level of protection within the meaning of
paragraph 2 of this Article, Member States shall take the measures necessary o prevent any
transfer of data of the same type to the third country in question.

5. At the appropriate time, the Commission shall enter into negotiations with a view to
remedying the situation resulting from the finding made pursuant to paragraph 4.

6. The Commission may find, in accordance with the procedure referred to in Anticle 31 (2).
that a third country ensures an adequate level of protection within the meaning of paragraph
2 of this Article. by reason of its domestic law or of the intemational commitments it has
entered into, particularly upon conclusion of the negotiations referred to in paragraph 5, for
the protection of the private lives and basic freedoms and rights of individuals.

Member States shall take the mcasures necessary to comply with the Commission's

decision.
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B. Proposal for a COUNCIL FRAMEWORK DECISION on the protection of personal data
processed in the framework of police and judicial cooperation in criminal matters

Article 15
Transfer 1o competent authoriiies in third countries or to international bodics

1. Member States shall provide that personal data received from or made available by the
competent authority of another Member State are not further transferred to competent
authorities of third countries or to international bodies except if such transfer is in compliance
with this Framework Decision and. in particular, all the lollowing requirements are met.

(1) The transfer is provided for by law clearly obliging or autharising it.

{b) The transfer is necessary for the purpose the data concerned were transmitted or made
available for or for the purpose of the prevention. investigation. detection or prosecution of
criminal offences or for the purpose of the prevention of threats to public security or to a
person, except where such considerations are overridden by the need to protect the interests or
fundamental rights of the data subject.

(c) The competent authority of another Member State that has transmitted or made available
the data concerned 1o the competent authority that intends to further transfer them has given its
prior consent to their further trunsfer.

(d) An adequate level of data protection is ensured in the third country or by the international
body to which the data concerned shall be transferred.

2. Member States shall ensure that the adequacy of the lcvel of protection atforded by a third
country or international body shall be assessed in the light of all the circumstances for cach
transfer or category of transfers. In particular, the assessment shall result from an examination
of the following elements: the type of data, the purposes and duration of processing for which
the data are transferrcd, the country of origin and the country of final destination, the general
and sectoral rules of law applicable in the third country or body in question. the professional
and security rules which are applicable there. as well as the existence of sufficient safeguards
put in place by the recipient of the transfer.

3. The Member States and the Commission shall inform each other of cases where they
consider that a third country or an international body does not ensure an adequate level of

protection within the meaning of paragraph 2.

4. Where. under the procedure provided for in Article 16, it is established that a third country
or intemational body does not ensure an adequate level of protection within the meaning of
paragraph 2, Member States shall take the measures necessary to prevent any transfer of
personal data to the third country or intemational body in question.

5.In accordance wnh the procedure referred to in Amclc 16, it may be cs!abllshed lhdl a third

caunitvy ¢

paragraph 2, by reason of its domestic law or ol the international commitments it has enféred
into, for the protection of the private lives and basic frecdoms and nghts of individuals.
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6. Exceptionally, personal data received from the competent authority of another

Member State may be further transferred to competent authorities of third countries or to
intemnational bodies in or by which an adequate level of data protection is not ensured if
absolutely necessary in order to safeguard the cssential interests of a Member State or for the
prevention of imminent serious danger threatening public security or a specific person or
persons.
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V\l Lo W’\'ZD U.S. Departiient of Homelund Security

Waslnnuten, DC Jus28

]

. ~ by N \
Via Electronic Delivery (‘& /

IMr. fonathan Fauil [ Mr. Markus [ aurent
Director General Deputy Director General
Luropean Commission Ministry of Foreign Attairs
Brussels, Belgium] [elsinki. Finland)

[ Dear Jonathan and Markus:]

T'his letter is intended to set forth vur understandings with regard to the interpretation of a number of
provisions of the Passenger Name Record (PNR) Undertakings issued on May 11, 2004 by the
Department of Homeland Securitv (DHS)Y. &

bS~

2w ook tonvard to turther reviewing these and other issues in
the context of future discussions toward a comprehensive, reciprocal agreement based on common
principles.

Sharing and Disclosure of PNR K‘?\\:

I'he Intelligence Retorm and Terrorism Prevention Act ot 2004 required the President to establish an
Information Sharing Environment “that tacilitates the sharing of terrorism information.” Following
this enactment, on October 25, 2003 the President issued Executive Order 13388, directing that DHS
and other agencies “promptly give access to . . . terrorism information to the head of each other
agency that has counterterrorism functions™ and establishing a mechanism for implementing the

trformmation Sharmg Environmment,

Pursuant to Paragraph 335 of the Underrakings (which wiates that “No statement in ihese

U ndertakings shall impede the use or disclosure of PNR data in any criminal judicial proceedings or
as otherwise required by law™ and allows DHS to “advise the European Commission regarding the
passage of any U.S. legislation which materially affects the <tatements made in these
Undertakings™), the U8, has now advised the EU that the nuplementation of the Intormation
“haring Environment required by the \ctand the Exceunite Order described above may he imneded
by certain provisions of the Undertahings that restrict informution sharing among LS. sgencies,
particularly all or portions of paragraphs 17, 28. 29, 30, 1. .nd 32.

fn fight of these developments and i accordance with what tollows the Undertikings should be
mterpreted and applicd so as o aot epede the sharing - PNR data by DHS with other suthorities of
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the U.S. government responsible for preventing or combating of terrorism and other crimes as set
forth in Paragraph 3 of the Undertakings.

(“) DHS will therefore facilitate the disclosure (without providing unconditional electronic access) of
PNR data to U.S. government authorities exercising a counter-terrorism function that need PNR for

the purpose of preventing or combating terrorism and crimes in cases (including threats, flights,
individuals, and routes of concern) that they are examining or investigating. DHS will ensure that
such authorities respect comparable standards of data protection to that applicable to DHS, in
particular in relation to purpose limitation, data retention, further disclosure, awareness and training,
security standards and sanctions for abuse, and procedures for information, complaints and
rectification. Prior to commencing facilitated disclosure, each receiving authority will confirm in
writing to DHS that it respects those standards. DHS will inform the EU in writing of the
implementation of such facilitated disclosure and respect for the applicable standards before the
expiry of the Agreement.

Eatly Access Period for PNR (4 )

({ While Paragraph 14 limits the number of times PNR can be pulled, the provision puts no such

( ) restriction on the “pushing” of data to DHS. The push system is considered by the EU to be less
intrusive from a data privacy perspective. The push system does not confer on airlines any
discretion to decide when, how or what data to push, however. That decision is conferred on DHS
by U.S. law. Therefore, it is understood that DHS will utilize a method of pushing the necessary
PNR data that meets the agency's needs for effective risk assessment, taking into account the
economic impact upon air carriers.

In determining when the initial push of data is ta occur, DHS has discretion to obtain PNR more than
( ‘Q 72 hours prior to the departure of a flight so long as action is essential to combat an offense
enumerated in Paragraph 3. Additionally, while there are instances in which the U.S. government
may have specific information regarding a particular threat, in most instances the available
intelligence is less definitive and may require the casting of a broader net to try and uncover both the
nature of the threat and the persons involved. Paragraph 14 is therefore understood to permit access
to PNR outside of the 72 hour mark when there is an indication that early access is likely to assist in
responding to a specific threat to a flight, set of flights, route, or other circumstances associated with

offenses described in Paragraph 3 of the Undertakings. In exercising this discretion, DHS-willaet————

—judiciously and with proportionality.-

PDHS will move as soon as practicable to a push system for the transfer of PNR data in accordance
with these Undertakings and will carry out no later than the end of 2006 the necessary tests for at
least one system currently in development if DHS’s technical requirements are satisfied by the
design to be tested. Without derogating from these Undertakings and in order to avoid prejudging
the possible future needs of the system any filters employed in a push system, and the design of the
system itself, must permit any PNR data in the airline reservation or departure control systems to be
pushed to DHS, in exceptional circumstances where augmented disclosure is strictly necessary to
address a threat to the vital interests of the data subject or other persons.

(N C\o\Si\ D 601023
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~  Several important uses for PNR data help to identity potential terrorists: even data that is more than

' 7% 3.5 years old can be crucial in identitving links among terrorism suspects.
7
- ] Ay ) ; {I
The Joint Review \‘\.\\
, u\”‘\ Given the extensive joint analysis of the Undertakings conducted in September 2006 and the

‘. 7~ expiration of the agreement prior to the next Joint Review, the question of how and whether to

conduct a joint review in 2007 will be addressed during the discussions regarding a future
agreement.

Data Elements ('\LW

( \0 The frequent flyer tield may ot’fcr.addresses, telephone numberg. email addresses; all of these, as
well as the frequent flyer number itself. may provide crucial evidence of links to terrorism,
Similarly, information about the number of bags carried by a passenger may have value in a
counterterrorism context. The 1 'ndertakings authorize DHS to add data elements 1o the 34
previously set forth in Attachiment A of the Undertakings, if such duta is necessary to {uifill the
purposes set forth in paragraph 3.

¢, With this letter the U.S. has consulted under Paragraph 7 with the EUi in connection with item [ 1 of
= - Attachment A regarding DHS's need o obtain the frequent flier number and any Jata element listed
in Attachment A to the Undertakings wherever that element may be tound.

Vital Interests of the Data Subject or Others (q\)

k 4} Recognizing the potential importance of PNR data in the context of infectious Jdiscase and other risks
to passengers, DHS reconfirms that access to such information is authorized by paragraph 34. which
provides that the Undertakings must not impede the use of PNR for the protection of the vital
interests of the data subject or of other persons or inhibit the direct availability of PNR to relevant

quthorities Tor the purposcs set forth in Paragraph 3 of the Undertakings “Vital interests”

encompasses circumstances i winchthe tives of e data subject or ol others could be af stake and
mcludes access to information necessary to ensure that those who may carry or may have been
expused 10 a dangerous communicable disease can be readily idenuricd. located. und intormed
without delay. Such data will be protected in a manner commensurate with its nature and used
strictly tor the purposes for which it was accessed.

Sincerely sours,

Stevart Biher
Assistant Seeretary for Policy

4
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Options for PNR Negotiations with the EU
: 7/28/06

Background: C. ) S
2 an international agreement was struck between DHS and the EU in 2004 governing CBP's

access to PNR from the EU. The agreement was quickly challenged in court by the European
m Parliament. On 5/30/05 the European Court of Justice ruled that the EU inappropriately entered into this

agreement on the grounds that the 1995 Directive did not apply £ bs
2 On 7/3/06, the Finnish Presidency and the

Commission terminated the agreement effective 9/30/06. The Finnish Presidency also received a
mandate from the European Council to negotiate a replacement agreement by 9/30. The Commission
presented the USG with a proposed text on 7/16.
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Options for PNR Negotiations with the EU
7/28/06 /

Background: bS
D an international agreement was struck between DHS and the EU in 2004 goveming CBP’s

access to PNR from the EU. The agreement was quickly challenged in court by the European
(‘ ) Parliament. On 5/30/05 the European Court of Justice ruled that the EU inappropriately entered into this
v agreemnent on the grounds that the 1995 Directive did not apply
Y- 3
On 7/3/06, the Finnish Presidency and the Commission terminated the agreement effective 9/30/06. The
Finnish Presidency also received a mandate from the European Council to negotiate a replacement
agreement by 9/30. The Commission presented the USG with a proposed text on 7/16.
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Options for PNR Negotiations with the EU
7/28/06

Background: bS
D an intemational agreement was suuck between DHS and the EU in 2004 governing CBP's
access 1o PNR from the EU. The agreement was quickly challenged in court by the European
Parliament. On 5/30/0S the European Court of Justice ruled that the EU inappropriately entered into this
C U) agreement on the grounds that the 1995 Directive did not apply £
. ] bS o >
On 7/3/06. the Finnish Presidency and the Commission terminated the agreement effective 9/30/06. The

Finnish Presidency also received a mandate from the European Council to negotiate a replacement:

agreement by 9/30. The Commission presented the USG with a proposed text on 7/16.
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7/28/06

Background: bs
> an international agreement was struck between DHS and the EU in 2004 goveming CBP’s

access to PNR from the EU. The agreement was quickly challenged in court by the European
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Commission terminated the agreement effective 9/30/06. The Finnish Presidency also received a
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presented the USG with a proposed text on 7/16.
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2 an intemational agreement was struck between DHS and the EU in 2004 governing CBP’s

access to PNR from the EU. The agreement was quickly challenged in court by the European
Parliament. On 5/30/05 the European Court of Justice ruled that the EU inappropriately entered into this

‘/ | agreement on the grounds that the 1995 Directive did not apply [~
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