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Washington, D.C. 20528 
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Privacy Office, Mail Stop 0550 

March 19, 2008 

Ms. Marcia Hofmann 
Electronic Frontier Foundation 
454 Shotwell Street 
San Francisco, CA 94110 

Re: DHS/OS/PRIV 07-90/Hofmann request 

Dear Ms. Hofmann: 

This is our twenty-third partial release to your Freedom of Information Act (FOIA) request to the 
Department of Homeland Security (DHS), dated October 20, 2006, for DHS records concerning 
Passenger Name Records (PNR) from May 30, 2006 to the present including: 

1. Emails, letters, reports or other correspondence from DHS officials to European Union 
officials concerning the transfer and use of passenger data from air carriers to the US for 
prescreening purposes; 

2. Emails, letters, statements, memoranda or other correspondence from DHS officials to 
U.S. government officials or employees interpreting or providing guidance on how to 
interpret the undertakings; 

3. Records describing how passenger data transferred to the U.S. under the temporary 
agreement is to be retained, secured, used, disclosed to other entities, or combined with 
information from other sources; and 

4. Complaints received from EU citizens or official entities concerning DHS acquisition, 
maintenance and use of passenger data from EU citizens. 

In telephonic calls with counsel representing the Department of Homeland Security in December 
2007, you agreed to narrow the scope of your request. The Government proposed that plaintiff 
eliminate non-responsive material within email chains from the scope of the request. Plaintiff 
agreed that emails within an email chain containing no responsive material may be removed 
from the scope of the request, and further suggested that defendant may eliminate duplicative 
copies of emails that contain responsive material from the scope of the request. 

As we advised you in our December 7th partial release letter, we have completed our search for 
responsive documents, and all responsive documents have been processed except for the 
documents being held at DHS for classification review and the classified documents that were 
referred outside the agency for releasability review. 



We completed our review of 208 responsive documents, consisting of 1059 pages, which were 
being held for possible classification. I have determined that 1 document, consisting of 3 pages, 
is releasable in its entirety, 198 documents, consisting of 1008 pages, are releasable in part, and 9 
documents, consisting of 48 pages, are withholdable in their entirety. The releasable information 
is enclosed. The withheld information, which will be noted on the Vaughn index when 
completed, consists of properly classified information, names, telephone numbers, email 
addresses, deliberative material, legal opinions, law enforcement information, and homeland 
security information. I am withholding this information pursuant to Exemptions 1, 2, 5, 6, and 
7(E) of the FOIA, 5 U.S.C. §§ 552 (b)(1), (b)(2), (b)(5), (b)(6), and (b)(7)(E). 

We also completed our review of 2 responsive documents, consisting of 6 pages, that were 
referred to the Department of State (DOS) for releasability review. I have determined that those 
documents are witholdable in their entirety. The withheld information, which will be noted on 
the Vaughn index when completed, consists of predecisional and deliberative material. I am 
withholding this information pursuant to Exemption 5 of the FOIA, 5 U.S.C. § 552 (b)(5). 

FOIA Exemption 1 provides that an agency may exempt from disclosure matters that are (A) 
specifically authorized under criteria established by an Executive Order to be kept secret in the 
interest of national defense or foreign policy and (B) are in fact properly classified pursuant to 
such Executive Order. Portions of the withheld documents concern foreign government 
information relating to the national security and United States government programs and are 
classified under §§ 1.4(b), 1.4(c), 1.4(d), and 1.4(g) of Executive Order 12958, as amended. 

FOIA Exemption 2(low) exempts from disclosure records that are related to internal matters of a 
relatively trivial nature, such as internal administrative tracking. FOIA Exemption 2(high) 
protects information the disclosure of which would risk the circumvention of a statute or agency 
regulation. Included within such information may be operating rules, guidelines, manuals of 
procedures for examiners or adjudicators, and homeland security information. 

FOIA Exemption 5 protects from disclosure those inter- or intra-agency documents that are 
normally privileged in the civil discovery context. The deliberative process privilege protects the 
integrity of the deliberative or decision-making processes within the agency by exempting from 
mandatory disclosure opinions, conclusions, and recommendations included within inter-agency 
or intra-agency memoranda or letters. The release of this internal information would discourage 
the expression of candid opinions and inhibit the free and frank exchange of information among 
agency personnel. The attorney-client privilege protects confidential communications between 
an attorney and his client relating to a legal matter for which the client has sought professional 
advice. It applies to facts divulged by a client to his attorney, and encompasses any opinions 
given by an attorney to his client based upon, and thus reflecting, those facts, as well as 
communications between attorneys that reflect client-supplied information. 

FOIA Exemption 6 exempts from disclosure records the release of which would cause a clearly 
unwarranted invasion of personal privacy. Weighed against the privacy interest of the individuals 
is the lack of public interest in the release of their personal information and the fact that the release 
adds no information about agency activities, which is the core purpose of the FOIA. 



Finally, FOIA Exemption 7(E) protects records compiled for law enforcement purposes, the 
release of which would disclose techniques and/or procedures for law enforcement investigations 
or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions 
if such disclosure could reasonably be expected to risk circumvention of the law. 

Our office continues to process your request insofar as it relates to the remaining classified 
documents referred outside the agency and the remaining documents being held for DHS 
classification review. If you have any questions regarding this matter, please refer to 
DHS/OS/PRIV 07-90/Hofmann request. The DHS Privacy Office can be reached at 703-235-
0790 or 1-866-431-0486. 

Thank you for your patience as we proceed with your request. 

Sincerely j ' / / 

/"V/ania Tr'Lockett ^ 
/ Associate Director, Disclosure & FOIA Operations 

Enclosures: As stated, 1,011 pages / 
/ 
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May 14. 2007 

Dear Member of the European Parliament: 

Thank you for the opportunity to appear today before the Committee on Civil Liberties. 
Justice, and Home Affairs to further our important dialogue on matters critical to the 
security of the European Union and the United States. 

We face a shared challenge in preventing acts of terrorism against our countries and our 
citizens. At the same time, we share a fundamental and unwavering commitment to 
protect the civil liberties and privacy that are the hallmarks of all free and democratic 
nations. 

Recent terrorist attacks in Algeria and Morocco, as well as earlier attacks in Madrid and 
London, the foiled plot this past August against transatlantic aircraft bound for the United 
States, and the recent convictions of five British terrorists, underscore the serious nature 
of the threat we face and the importance of developing common tools and approaches to 
counter this global menace. 

One of these tools is Passenger Name Record (PNR) data, which is a limited set of 
information £* {, jf -^y s traveling between Europe and the United States. 
PNR data, used in combination witn passenger manifest data, allows U.S. officers to 
check passenger names and other basic information against lists of known or suspected 
terrorists and criminals C bS~ 

Combined with other intelligence, we /fcj^use PNR data to check for links that might 
reveal unknown terrorist connections, such as a traveler who has provided contact 
information overlapping with a known terrorist. It is our ability to identify these hidden 
links that has made PNR so valuable to our counterterrorism efforts and the reason it is 
imperative C. fc>S" "3 

Below are several examples of how analyzing PNR data has prevented dangerous 
individuals from entering the United States. 

• In June 2003, using PNR data and other one of our inspectors at 
Chicago's O'Hare airport pulled aside an individual for secondary inspection and 
questioning. When the secondary officers weren't satisfied with his answers they 
took his fingerprints and denied him entry to the United States. The next time we 
saw those fingerprints - or at least parts of them - they were on me steering wheel 
of a suicide vehicle that blew up and killed 132 people in Iraq. 

Deleted: , ^~ *"! 

Deleted- £jo 5" J } 

In January 2003, Customs and Border Protection (CBP) officers in Miami used 
PNR to disrupt an internal conspiracy within an airline that was smuggling 

000364 

/ 

Oi\CU^S}Kit> 
iX* 



cocaine between Venezuela and Miami. A corrupt ticket counter agent would 
identify low risk travelers (typically families) and add an additional bag to their 
reservation after they departed the ticket counter. This bag would be filled with 
cocaine. Corrupt airline employees in Miami plotted to remove the added bags 
from circulation prior to inspection by CBP in Miami. C -y 

I bS lozfafD 6 7 ^ _J 

On March 11. 2005, CBP arrested two individuals for smuggling drugs from 
London to Chicago. Their PNR information revealed the use of a common credit 
card. This credit card's reservation history identified a third traveler who had 
used the same card and listed a second credit card. Analysis of this new credit 
card number identified three additional travelers. Three of the four new travelers 
were arrested during subsequent travel for drug smuggling. 

J • In January 2006, CBP Officers 

L ^ CBP 
Officers contacted airline representatives in Korea and requested assistance in 
verifying the travelers documents. With airline assistance. CBP determined the 
subject's travel document was a counterfeit Singapore passport The subject was 
in possession of his Sri Lankan passport. The subject was also a positive match to 
the Transportation Security Administration's No Fly List and suspected of being 
an armed and dangerous terrorist. The subject was denied boarding for the flight. 
He was subsequently stopped on another date using the same method of PNR 
targeting. In the second incident, he attempted to travel to the U.S. using a 
counterfeit UK passport. 

• In February 2006, CBP Officers used PNR data to identify a passenger with a 
high-risk for narcotics possession arriving from the Dominican Republic. The 
subject, a returning U.S. legal permanent resident, purchased his ticket usinu cash 

^ 3 Upon arrival, the subject was selected for an 
enforcement exam. During an examination of the subject" s personal effects, CBP 
Officers discovered two packages containing heroin. The subject was placed 
under arrest and turned over to Immigration and Customs Enforcement for 
prosecution. 
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At Boston Logan Airport in April 2006. CBP Officers used PNR data to identify 
two oassengers whose travel patterns C ^ j - y -
— 3 During the secondary interview 
process, one subject stated that he was traveling to the United States on business 
foi a group that is suspected of having financial ties to Al Qaeda. The 
examination of the subject's baggage revealed images of armed men. one of which 
was labeled "Mujahadin." Both passengers were refused admission. 
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• In May 2006, PNR analysis identified a high-risk traveler arriving at Atlanta 
Hartsfield airport from Europe. CBP Officers determined that the individual's visa 
was issued one week prior to September 11, 2001, yet he had never traveled to the 
United States. The subject's passport listed him as a "flight instructor" and his 
reasons for traveling to the United States included the plan to "see a man in New 
York for two days." The individual was ultimately linked to numerous individuals 
who U.S. law enforcement regards as security risks and immigration violators. 
The passenger was denied admission. • 

In May 2006. CBP Officers used PNR data <L Deleted: 

t»r 
-̂ > .Upon arrival the subject 

applied for admission as a Jordanian citizen and was referred to secondary 
inspection for further examination. C 

<oS 
-> The subject admitted to being a former member of an organization 

which espoused political views and violent acts that include suicide bombings. 
The Joint Terrorism Task Force and Immigration and Customs Enforcement were 
contacted A b 5"* 

These concrete examples illustrate the necessity of analyzing and sharing PNR data. But 
it is also important to note the strong privacy protections in place to safeguard mis 
informatioa PNR data is protected under the U.S. Privacy Act and the Freedom of 
Information Act, among other laws, as well as the robust oversight provided through the 
U.S. Congress, American courts, and internal controls such as the Department of 
Homeland Security's privacy office. Inspector General, and Government Accountability 
Office. In addition, our policies ensure that records pertaining to foreign nationals are 
properly protected C 
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One of the central lessons of the 9/11 attacks, and subsequent attacks in Europe and 
elsewhere, is that we must break down barriers to information sharing. That same lesson 
must extend to our use of PNR data. We must not take this valuable counter-terrorism 
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tool away from £^ h $~ l i by limiting or restricting the kind of oetetid:ZL- hS~ 
information sharing and analysis that has already proven effective. 

I appreciate the time you have given me today to address the Committee, and 1 look 
forward to working with you as we seek new ways to strengthen international 
cooperation in our fight against terrorism while protecting the fundamental rights and 
liberties we all cherish. 

Sincerely, 

Michael Chcrtoff 
Secretary 
U.S. Department of Homeland Security 
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May 14. 2007 

Dear Member of the European Parliament: 

Thank you for the opportunity to appear today before the Committee on Civil Liberties, 
Justice, and Home Affairs to further our important dialogue on matters critical to the 
security of the European Union and the United States. 

We face a shared challenge in preventing acts of terrorism against our countries and our 
citizens. At the same time, we share a fundamental and unwavering commitment to 
protect the civil liberties and privacy that are the hallmarks of all free and democratic 
nations. 

Recent terrorist attacks in Algeria and Morocco, as well as earlier attacks in Madrid and 
London, the foiled plot this past August against transatlantic aircraft bound for the United 
States, and the recent convictions of five British terrorists, underscore the serious nature 
of the threat we face and the importance of developing common tools and approaches to 
counter this global menace. 

One of these tools is Passenger Name Record (PNR) data, which is a limited set of 
| information £_ fo S' -3 PNR D e t e!«* £1 •» S" 2k 

data, used in combination with passenger manifest data, allows U.S. officers to check 
passenger names and other basic information against lists of known or suspected 
terrorists and criminals • 5T ^ -* 

D 

Combined with other intelligence, we also use PNR data to check for links that might 
reveal unknown terrorist connections, such as a traveler who has provided contact 
information overlapping with a known terrorist. It is our ability to identify these hidden 
links that has made PNR so valuable to our counterterrorism efforts t— 

Below are several examples of how analyzing PNR data has prevented dangerous 
individuals from entering the United States. 

| • In June 2003. using PNR data and other C t S 3 one of our inspectors at 
Chicago's O'Hare airport pulled aside an individual for secondary inspection and 
questioning. When the secondary officers weren't satisfied with his answers they 
took bis fingerprints and denied him entry to the United States. The next time we 
saw those fingerprints - or at least parts of them - they were on the steering wheel 
ufa suicide vehicle dial blew up and killed 132 people in Iraq. 

• In January 2003, Customs and Border Protection (CBP) officers in Miami used 
PNR to disrupt an internal conspiracy within an airline that was smuggling 
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cocaine between Venezuela and Miami. A corrupt ticket counter agent would 
identify low risk travelers (typically families) and add an additional bag to their 
reservation after they departed the ticket counter. This bag would be filled with 
cocaine. Corrupt airline employees in Miami plotted to remove the added bags 
from circulation prior to inspection by CBP in Miami. ^ 

Cm March 11, 2005. CBP arrested two individuals for smuggling drugs from 
London to Chicago. Their PNR information revealed the use of a common credit 
card. This credit card's reservation history identified a third traveler who had 
used the same card and listed a second credit card. Analysis of this new credit 
card number identified three additional travelers. Three of the four new travelers 
were arrested during subsequent travel for drug smuggling. 

• In January 2006. CBP Officers c-

=2 CBP 
Officers contacted airline representatives in Korea and requested assistance in 
verifying the traveler's documents. With airline assistance, CBP determined the 
subject's travel document was a counterfeit Singapore passport. The subject was 
in possession of his Sri Lankan passport, d b S " 

.2 The subject was £ positive match to the Transportation Security 
Administration's No Fly List and suspected of being an armed and dangerous 
terrorist. The subject was denied boarding for the flight. He was subsequently 
stopped on another date using the same method of PNR targeting. In the second 
incident, he attempted to travel to the U.S. using a counterfeit UK passport. 

• In February 2006. CBP Officers used PNR data to identify a passenger with a 
high-risk for narcotics possession arriving from the Dominican Republic. The 
subject, a returning U.S. legal pennanent resident, purchased his ticket using cash 

j3 ! Upon arrival, the subject was selected for an 
enforcement exam. During an examination of the subject's personal effects, CBP 
Officers discovered two packages containing heroin. The subject was placed 
under arrest and turned over to Immigration and Customs Enforcement for 
prosecution. 

• At Boston Logan Airport in April 2006. CBP Officers used PNR data to identify 
two passengers whose travel patterns £L 

k>S -> . iDuring the secondary interview 
process, one subject stated that he was traveling to the United States on business 
for a group that is suspected of having financial ties to Al Qaeda. The 
examination of the subject's baggage revealed images of armed men, one of which 
was labeled "Mujahadin." Both passengers were refused admission. 
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In May 2006. PNR analysis identified a high-risk traveler arriving at Atlanta 
Hartsfield airport from Europe. CBP Officers determined that the individual's visa 
was issued one week prior to September 11. 2001, yet he had never traveled to the 
United States. The subject's passport listed him as a "flightinstructor" and his 
reasons for traveling to the United States included the plan to "see a man in New 
York for two days." The individual was Jinked to numerous individuals who U.S. 
law enforcement regards as security risks and immigration violators. The 
passenger was denied admission. 

In May 2006. CBP Officers used PNR rlara £L 

O ^Pon 

arrival the subject applied for admission as a Jordanian citizen and was referred to 
secondary inspection for farther examination. &* 
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3 The subject admitted to being a former member of an 
organization which espoused political views and violent acts that include suicide 
bombings. The Joint Terrorism Task Force and Immigration and Customs 
Enforcement were contacted C- fc3* 
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These concrete examples illustrate the necessity of analyzing and sharing PNR data. But 
it is also important to note the strong privacy protections in place to safeguard this 
information. PNR data is protected under the U.S. Privacy Act and the Freedom of 
Information Act, C loS" 3 .among other laws, as well as the robust oversight 
orovided through the U.S. Congress. American courts, £-

3 In addition, our policies ensure that records pertaining to 
foreign nationals are Drotected ^-
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One of the central lessons of the 9/11 attacks, and subsequent attacks in Europe and 
elsewhere, is that we must break down earners to tntbrmation sharing. That same lesson 
must extend to our use of PNR data. We must not take this valuable counter-terrorism 
tool away from £ lo if 3 by limiting or restricting the kind of 
information sharing and analysis that has already proven effective. 
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1 appreciate the time you have given me today to address the Comminee, and I look 
forward to working with you as we seek new ways to strengthen international 
cooperation in our fight against terrorism while protecting the fundamental rights and 
liberties we all cherish. 

Sincerely. 

Michael ChertolT 
Secretary 
U.S. Department of Homeland Security 
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£U Faderal Law Enforcement Counterpart* 

Country 
United Kingdom 

Germany 

France 

Netherlands 

Italy 

Spain 

Belgium 

Denmark 

Luxembourg 

Poland 

Portugal 

Austria 

Greece 

Czech Republic 

Finland 

Hungary 

Latvia 
Slovakia 

Responsible ICE 
Attache Office 

London 

Frankfurt 

Paris 

Hague 

Rome 

Madrid 

Hague 

Copenhagen 

Hague 

Frankfurt 

Madrid 

Vienna 

Athens 

Vienna 

Copenhagen 

Vienna 

Frankfurt 
Vienna 

Federal Counterparty) 
Strategic Organized Crime Agency (SOCA) 
Her Majesties Customs and Revenue (Customs) 
London Metropolitan Police 
UK Immigration Services 
German Customs (ZKA) 
German National Police (BKA) 
German Immigration Border Authority (BP) 
German State Criminal Authority (LKA) 
French Customs 
French Judicial Police 
French National Police 
Border Police (Marchuesse) 
Outch Customs 
Dutch Immigration 
Guardia di Flnanza (Customs and Internal Revenue agency) 
Carabinleri (narcotics, terrorism, cultural property cases) 
Potizia di Stato (Primary iaw enforcement in Italy, including immigration) 
Spanish National Police <SNP) 
Guardia Civa (another federal agency conducting criminal investigations) 
Spanish Customs 
Belgian National Police 
Belgian Immigration 
Belgian Customs 
Danish National Police "" 
Danish tax authority 
Luxemborg National Police 
luxemborg immigration 
Luxemborg Customs 
Polish National Police 
Polish Border Guards 
Polish Customs 
Portugese Immigration 
Portugese National Police 
Austrian National Police (BKA) 

Ausuian iniemai security - iieyai exports lov i ) 
Hellenic Customs 
Hellenic National Police 
Federal Police 
Czech Customs 
Finnish National Police 
Finnish Border Guards 
"innisb Customs 
Hungarian Finance and Border Guard 
Hungarian National Police 
Latvian Customs 
Slovakian National Police 
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Attachment A 

DrSCUSSION DOCUMENT 
Analysis of United States Interests in the U.S.-EU PNR dialogue 

Department of Homeland Security ( y A 

July 13, 2006 

Purpose 

( 0\STo provide you with background information on the Passenger Name Record (PNR) issue and 
^ related developments concerning law enforcement information sharing with the European Union 

(EU) in preparation for a mid-July "un-DC." 

Summary l^ 

oo 

w 

Before September 11, the government knew very little about the people getting on planes bound 
for the United States. After the attacks, airlines were required to provide information about their 
U.S.-bound passengers. Some of this information - name, contact information, and the like -
was drawn from information supplied to the airline as part of the reservation process. DHS uses 
the information to screen for no-fly violators and terrorist suspects prior to arrival, and even 
before the plane takes off*, protecting against mid-flight hijackings and bombings. 

For flights between Europe and the U.S., the data must be made available from European air 
carriers. EU law has long prohibited the commercial export of personal data to countries whose 
legal protections have not been deemed "adequate" in the view of European data protection 
authorities. While the U.S. has many privacy laws, it does not have an overarching data 
protection regime that corresponds to every aspect of European law. It has therefore been 
viewed as "inadequate" by European standards, and commercial data transfers to the U.S. have 
long been restricted by the lack of a broad adequacy finding. While the EU lacks similar 
requirements for the transfer of law enforcement information between the EU and third parties, a 
Framework Decision is currently being considered that would mirror the requirements applied in 
the commercial realm. C • i <f ~~| 

L 

cVf bl 
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( ^ 
1 CBP may automatically access PNR data from European carriers up to 72 hours in advance of a flight. During this 
pre-departure period, information is screened against CBP automated systems and risk scores begin to be generated. 
In some cases, particularly airports where CBP maintains a presence through the Immigration Advisory Program, 
coordinated law enforcement action is also planned in advance with local authorities. Analysis continues up to 
arrival and is further supported by the collection of manifest information. 
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The PNR Agreement was also controversial in Europe. It was challenged by the European 
Parliament as insufficiently protective of EU privacy rights. On May 30 the European Court of 
Justice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural -
the equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by 
finding a law invalid because it exceeded Congress's Commerce Clause power. Under EU law. 
commercial issues fall within the jurisdiction of the EU as part of its "First Pillar'" authority. 
This is the authority that the EU relied on in entering the Agreement. The ECJ. however, held 
that the US wanted PNR data for law enforcement and public security reasons. Law enforcement 
and public security are exempt from the EU's commercial data protection laws and are only 
partly within the EU's authority. Instead, they fall under the "Third Pillar," where the authority 
of EU central institutions (the Commission, Parliament and Court of Justice) is more limited and 
more authority is left to the Member States. This finding by the Court also eliminates the 
uncertainty that led to the signing of the agreement in the first place, specifically the fear that 
some Member States might bring action against air carriers under the commercial legal 
framework. 

Because the agreement was entered under the wrong authority, the Court ruled it invalid but 
delayed the effective date of its decision until September 30 in the hope that the jurisdictional 
problem could be quickly solved. To cure the problem, the EU has obtained authority from the 
Member States to renegotiate the PNR Agreement under the Third Pillar. As required by the 
Agreement, the EU also notified the United States that it will terminate the current Agreement on 
September 30, 2006 and has set a goal of establishing a new agreement by this date. The USG 
received a proposed replacement text from the Finnish Presidency on July 19th, although 
Commission officials have indicated that this draft may not be final.3 Commission 
representatives have portrayed their proposal as a technical change that would put the same 
agreement back in place, albeit under a different legal authority. 

(A 

H 
2 CBP can share PNR data with other law enforcement agencies, but only on a case-by-case basis and only for the 
purpose of combating terrorism and serious transnational crimes. This restriction prevents PNR information from 
being shared in bulk with the intelligence and law enforcement community, and it denies those agencies direct 
access to the records. Broader access would allow other agencies to look for patterns in the travel of individuals not 
deemed to be high risk and to assess connections between passengers. ICE, for example, has expressed its 
frustration over losing access to this information. 

" Both the Departments of State and Homeland Security have a number of questions regarding the legal impact of a 
variety of wording choices, including references to the European Convention on Human Rights. Additional policy 
analysis is underway and our response will be driven by the decisions of the Deputies. 
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Two converging events in Europe - the recent European Court of Justice decision on the legality 
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal 
Data - have major implications for US law enforcement and security. 

The EU-US PNR Agreement. As noted, in May 2004, after substantial negotiations, the 
Department of Homeland Security entered into an agreement relating to the sharing of PNR 
information collected by air carriers flying to the United States from Europe. The Agreement— 
was intended to resolve a perceived conflict between EU law (which limits the sharing of 
personal information collected by commercial entities with governmental entities) and US law 
(which required the collection and dissemination of PNR data). Central to the Agreement was a 
set of Undertakings made by Customs and Border Protection (CBP) regarding how it would 
treat the PNR data transmitted to it.4 Several of the limitations in those Undertakings 
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.gnificantly restrict US opportunities to use information for investigative and ,aw enforcement 

(tK)Tt* most significant of these limitations, from our perspective are the following-
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(0) The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over 
what it viewed as an attack on personal privacy and its own authority, the European Parliament 
(EP) filed two suits in the European Court of Justice (ECJ) challenging the information sharing 
arrangement. ——— 

( u ) On May 30. 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the 
^ merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned 

(J) 
Sharing Environment." 

V > 1 

6 This concern is consistent with Kxecutive Order 13388 and the President's Memorandum issued on December 16, 
2006 to Heads of Bxeciilive Departments and Agencies on "Guidelines and Requirements in Support of Information 
Sharing Environment." 
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on the lack of competence of the Commission and Council to enter into the Agreement in the 
first instance. The EU had based its authority on the so-called 'First Pillar." which allows the 
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that 
the requirement that PNR data be sent to the US was a law enforcement and national security 
matter. Such transfers, the court held, were excluded from the data protection directive 
governing commercial data exports. If they are to be regulated, the court implied, it would have 
to be done under the •Third Pillar."8 

That is what the EU proposes to do. It has obtained authority from its Member States to erect 
substantially the same agreement on a new foundation. In order to meet the European Court of 
Justice deadline the Commission will seek to codify its position over the next couple of weeks 
and then will call for agreement on the new arrangement by September 30. 

0# 
\D 

\ 

EU Proposals on Sharing Law Enforcement Information. If that were all that is at stake, this 
would be an interesting diplomatic and legal problem for DHS. But it is not. The PNR 
negotiations will be closely intertwined with a broader effort to establish restrictive, EU-wide 
rules for information sharing in the area of law enforcement. Last October the EU put forward 
two draft documents that concern data sharing and protection in the law enforcement context. 
They consist of a draft Framework Directive of the European Parliament and Council on the 
retention of data and a proposed Council decision on the protection of personal data in criminal 
matters. D ,^> "̂ -i 

vr 

^ 

* Acting under the First Pillar, the EU has also entered into a PNR sharing agreement with Canada. In light of die 
EU's determination that the US Undertakings provided "adequate" privacy protections, the EU-Canada agreement 
authorizes Canada to share PNR data received from the EU with the US. Even though the ECJ has struck down the 
EU-US agreement, the EU contends that its similar agreement with Canada remains in effect. Some Canadian 
government sources are concerned, however, that the absence of an "adequacy" finding (which is a hirst Pillar 
concept) may now have die effect of prohibiting US-Canada information sharing derived from EU-originatcd 
flights. 

\ £ ) * For example, the Draft Decision contains provisions on time limits for retention of shared data, ensuring the 
accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the data to the original Q5? 
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purpose for which it was first transmitted In effect, it borrows heavily from the PNR Agreement and the 
Undertakings. 

h 

" The adequacy finding granted to the U.S. was specific to the transfer of PNR data and only extended to its 
transmission to CBP. The May 30,h decision of the ECJ also annuls this decision by the Commission on the grounds 
that the Commission did not have the legal authority to grant it 
12 If adopted without the offered exemptions, the Draft Decision could conflict with a number of binding and non-
binding information sharing arrangements mat the United States has signed. For example, we have signed a 2003 
Murual Legal Assistance Agreement (MLAT) with the European Union and a 2001 information sharing agreement 
with Europol (the EU-level police agency): with respect to member states, we signed a 2003 MLAT with Germany, 
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f f} Communicable Diseases. One indicator of the extent to which EU data protection authorities 
prioritize the expansion of such roles over public safety concerns can be found in the European 
reaction to another US initiative relating to avian flu. If air passengers are exposed to a 
pandemic strain of avian flu. the government will need to locate all of the passengers and crew, 
quickly. So the Centers for Disease Control has proposed a rule requiring airlines to retain PNR 
for up to 60 days for that purpose. The top data protection authorities of Europe, know n as the 
"Article 29 Working Party," have now decided that this sort of data retention violates EU privacy 
directives. If given effect, the Working Party's opinion would place air carriers legal jeopardy 
because of inconsistent legal regimes. It reflects a widespread EU view that privacy trumps even 
the critical public health interests of the United States.I3 

Analysis & Recommendation CJO 

I? 

<? ^ 

which builds on numerous other MLATs already in force with otheT EU member states. The United States also has 
many executive agreements and memoranda of understanding with member states under which critical information 
is currently being shared. Under EU law, directives supersede bilateral treaties and agreements and member states 
must conform their existing agreements to the directive. 
13 Conversely. Paragraph 34 of the Undertakings allows for the exchange of PNR for public health purposes and 
neither the Commission nor the Article 29 Committee have challenged the DHS-HHS MOU. 

( / . | '* Unlike in 2003. this risk is present now because (he Court has conclusively ruled that the transfer of PNR data is a 
' law enforcement matter. While European integration has been the greatest in areas associated with the Common 

Market, law enforcement and public security is a relatively new area of activity at the community level and many 
responsibilities still fall to the EU Member States. The ECJ firmly placed PNR in the area of law enforcement and 
public security, and as result, any actions taken in this area are likely to set precedents for further community 
involvement in other law enforcement matters. 

FOR OFFICIAL USE ONLY ?ICML USE ONLY 00«S i * 



FOR OFFICIAL USE ONLY 

( . « 

b» 

Conclusion O") 
(A 

(s) b 

(J) The USG has a paramount interest in ensuring that law enforcement and border control 
information continues to flow to the United States. In creating the Information Sharing 
Environment we arc working to break down walls that restrict the sharing of information 
between Federal agencies. 

Qd (A " Excluding Canada and Mexico, flights originating in these five countries comprise nearly a quarter of all 
international flights arriving in the United States. In terms of global traffic, flights arriving from the UK rank third 
(after Canada and Mexico). Germany is 6"1; France 9,h; the Netherlands 10,h: and Italy I7lh. 
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f jA The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style 
V ' artificial limitation. We entered into the PNR Agreement based upon the EU's argument that the 

export of commercial information was subject to special restrictions under EU law. The 
European Court of Justice has now held that the information is law enforcement information, not 
commercial information, so that the rationale for the agreement has now dissolved. 

0 
I D ' 

& 

Attachments 

A. Excerpt from EU Data Protection Directive 95/46/EC (24 October 1995) (ji*) 
B. Excerpt from Draft Council Framework Decision on the protection of personal 

data processed in the framework of police and judicial cooperation in criminal 
matter (October 2005) ^ A 
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Attachments: 

A. DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL 
of 24 October 1995 

Article 3 

Scope 

1. This Directive shall apply to the processing of personal data wholly or partly by 
automatic means, and to the processing otherwise than by automatic means of personal data 
which form part of a filing system or are intended to form part of a filing system. 

2. This Directive shall not apply to the processing of personal data: 

- in the course of an activity which falls outside the scope of Community law. such as those 
provided for by Titles V and VI of the Treaty on European Union and in any case to 
processing operations concerning public security, defence. State security (including the 
economic well-being of the State when the processing operation relates to State security 
matters) and the activities of the State in areas of criminal law, 

Article 26 

Derogations 

1. By way of derogation from Article 25 and save where otherwise provided by domestic 
law governing particular cases. Member States shall provide that a transfer or a set of 
transfers of personal data to a third country which does not ensure an adequate level of 
protection within the meaning of Article 25 (2) may take place on condition that: 

(a) the data subject has given his consent unambiguously to the proposed transfer; or 

(b) the transfer is necessary for the performance of a contract between the data subject and 
the controller or the implementation of precontractual measures taken in response to the data 
subject's request; or 

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the 
interest of the data subject between the controller and a third party; or 

(d) the transfer is necessary or legally required on important public interest grounds, or for 
the establishment, exercise or defence of legal claims; or 

(e) the transfer is necessary in order to protect the vital interests of the data subject; or 

—(0 the transfer is made from a register which according to laws or regulations is intended to 
provide information to the public and which is open to consultation either by the public in 
general or by any person who can demonstrate legitimate interest, to the extent that the 
conditions laid down in law for consultation are fulfilled in the particular case. 

2. Without prejudice to paragraph 1. a Member State may authorize a transfer or a set of 
transfers of personal data to a third country which docs not ensure an adequate level of 
protection within the meaning of Article 25 (2), where the controller adduces adequate 
safeguards with respect to the protection of the privacy and fundamental rights and 
freedoms of individuals and as regards the exercise of the corresponding rights: such 
safeguards may in particular result from appropriate contractual clauses. 

3. The Member State shall inform the Commission and the other Member States of the 
authorizations it grants pursuant to paragraph 2. 

FipjtfLI 
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If a Member State or the Commission objects on justified grounds involving the protection 
of the privacy and fundamental rights and freedoms of individuals, the Commission shall 
take appropriate measures in accordance with the procedure laid down in Article 31 (2). 

Member States shall take the necessary measures to comply with the Commission's 
decision. 
4. Where the Commission decides, in accordance with the procedure referred to in Article 
31 (2), that certain standard contractual clauses offer sufficient safeguards as required by 
paragraph 2, Member States shall take the necessary measures to comply with the 
Commission's decision. 

CHAPTER IV TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES 

Article 25 
Principles 
1. The Member States shall provide that the transfer to a third country of personal data 
which are undergoing processing or are intended for processing after transfer may take place 
only if, without prejudice to compliance with the national provisions adopted pursuant to the 
other provisions of this Directive, the third country in question ensures an adequate level of 
protection. 
2. The adequacy of the level of protection afforded by a third country shall be assessed in 
the light of all the circumstances surrounding a data transfer operation or set of data transfer 
operations; particular consideration shall be given to the nature of the data, the purpose and 
duration of the proposed processing operation or operations, the country of origin and 
country of final destination, the rules of law, both general and sectoral, in force in the third 
country in question and the professional rules and security measures which are complied 
with in that country. 

3. The Member States and the Commission shall inform each other of cases where they 
consider that a third country does not ensure an adequate level of protection within the 
meaning of paragraph 2. 
4. Where the Commission finds, under the procedure provided for in Article 31 (2), that a 
third country does not ensure an adequate level of protection within the meaning of 
paragraph 2 of this Article, Member States shall take the measures necessary to prevent any 
transfer of data of the same type to the third country in question. 
5. At the appropriate time, the Commission shall enter into negotiations with a vipw to 
remedying the situation resulting from the finding made pursuant to paragraph 4:— 
6. The Commission may find, in accordance with the procedure referred to in Article 31 (2), 
that a third country ensures an adequate level of protection within the meaning of paragraph 
2 of this Article, by reason of its domestic law or of the international commitments it has 
entered into, particularly upon conclusion of the negotiations referred to in paragraph 5. for 
the protection of the private lives and basic freedoms and rights of individuals. 

Member States shall take the measures necessary to comply with the Commission's 
decision. 
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B. Proposal for a COUNCIL FRAMEWORK DECISION on the protection of personal data 
processed in the framework of police and judicial cooperation in criminal matters 

Article 15 

Transfer to competent authorities in third countries or to international bodies 

1. Member States shall provide that personal data received from or made available by the 
competent authority of another Member State are not further transferred to competent 
authorities of third countries or to international bodies except if such transfer is in compliance 
with this Framework Decision and, in particular, all the following requirements are met. 
(a) The transfer is provided for by law clearly obliging or authorising it. 
(b) The transfer is necessary for the purpose the data concerned were transmitted or made 
available for or for the purpose of the prevention, investigation, detection or prosecution of 
criminal offences or for the purpose of the prevention of threats to public security or to a 
person, except where such considerations are overridden by the need to protect the interests or 
fundamental rights of the data subject. 
(c) The competent authority of another Member State that has transmitted or made available 
the data concerned to the competent authority that intends to further transfer them has given its 
prior consent to their further transfer. 
(d) An adequate level of data protection is ensured in the third country or by the international 
body to which the data concerned shall be transferred. 

2. Member States shall ensure that the adequacy of the level of protection afforded by a third 
country or international body shall be assessed in the light of all the circumstances for each 
transfer or category of transfers. In particular, the assessment shall result from an examination 
of the following elements: the type of data, the purposes and duration of processing for which 
the data are transferred, the country of origin and the country of final destination, the general 
and sectoral rules of law applicable in the third country or body in question, the professional 
and security rules which are applicable there, as well as the existence of sufficient safeguards 
put in place by the recipient of the transfer. 

3. The Member States and the Commission shall inform each other of cases where they 
consider that a third country or an international body does not ensure an adequate level of 
protection within the meaning of paragraph 2— 

4. Where, under the procedure provided for in Article 16. it is established that a third country 
or international body does not ensure an adequate level of protection within the meaning of 
paragraph 2, Member States shall take the measures necessary to prevent any transfer of 
personal data to the third country or international body in question. 

5. In accordance with the procedure referred to in Article 16, it may be established that a third 
country or international body ensures an adequate level of protection within the meaning of 
paragraph 2, by reason of its domestic law or of the international commitments it has entered 
into, for the protection of the private lives and basic freedoms and rights of individuals. 
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6. Exceptionally, personal data received from the competent authority of another 
Member State may be further transferred to competent authorities of third countries or to 
international bodies in or by which an adequate level of data protection is not ensured if 
absolutely necessary in order to safeguard the essential interests of a Member State or for the 
prevention of imminent serious danger threatening public security or a specific person or 
persons. 
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Attachment A " •" ' 

DISCUSSION DOCUMENT 
Analysis of United States Interests in the U.S.-EU PNR dialogue 

Dcpartinent of Homeland Security 

July 13. 2006 

Purpose 

To provide you with background information on the Passenger Name Record (PNR) issue and 
related developments concerning law enforcement information sharing with the European Union 
! EU) in preparation for a mid-July "un-DC." 

Summary 

,. \ Betore September 11, the government knew very little about the people getting on planes hound 
•^ 1 for the United States. After the attacks, airlines were required to provide information about their 
x U.S.-bound passengers. Some of this information - name, contact information, and the like -

was drawn from information supplied to the airline as part of the reservation process. DHS uses 
the information to screen for no-fly violators and terrorist suspects prior to arrival, and even 
before the plane takes off1, protecting against mid-flight hijackings and bombings. 

( \l\ '"or flisnts between Europe and the U.S., the data must be made available from European air 
carriers. EU law has long prohibited the commercial export of personal data to countries whose 
legal protections have not been deemed "adequate" in the view of European data protection 
authorities. While the U.S. has many privacy laws, it Joes not have an overarching data 
protection regime that corresponds to every aspect of European law. It has therefore been 
. iewed as "'inadequate" by European standards, and commercial data transfers to the U.S. have 
long been restricted by the lack of a broad adequacy finding. While the EU lacks similar 
requirements for the transfer of law enforcement information between the EU and third parties, a 
Framework Decision is currently being considered that would mirror the requirements applied in 
she commercial realm. C ,— <̂ i 

r b r J 

lol 

1 CBP may automatically access PNR data from European carriers up m 72 hours in advance of a flight. During this y -^ 
\ ' fre-departure period, information is screened against C 6¥ amamated 'systems anil risk scores begin to he generated. 

ill same cases, particularly airports where CBP maintains a presence through the Immigration Advisory Program, 
. 'rrduiated law enforcement action is also planned in advance wish local author it is* --r.aK sis continues up :o 
JJTH al and is flinhcr supported by the collection of manifest information 
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1'he PNR Agreement was also controversial in Europe, it was challenged by the European 
Parliament as insufficiently protective of EL" privacy rights. On Ma\ 30 the European Court of 
Justice (ECJ) struck down the Agreement. But it chose a ground that ;\<'.s highly procedural -
'he equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by 
finding a law invalid because it exceeded Congress's Commerce Clause power. Under El! law, 
commercial issues fall within the jurisdiction of the EU as part of its "First Pillar" authority. 
This is the authority that the EU relied on in entering the Agreement. The ECJ, however, held 
that the US wanted PNR data for law enforcement and public security reasons. Law enforcement 
and public security are exempt from the EU's commercial data protection laws and are only 
partly within the EU's authority. Instead, they fall under the 'Third Pillar," where the authority 
of EU central institutions (the Commission. Parliament and Court of Justice) is more limited and 
more authority is left to the Member States. This finding by the Coun also eliminates the 
uncertainty that led to the signing of the agreement in the first place, specifically the fear that 
some Member States might bring action against air carriers under the commercial legal 
ir tune work. 

~\ Because the agreement vvas entered under the wrong authority, the Coun ruled it invalid but 
* ' delayed the effective date of its decision until September 30 in the hope, that the jurisdictional 

problem could be quickly solved. To cure the problem, the E'J has obtained authority from the 
Member States to renegotiate the PNR Agreement under the Third Pillar. As required by the 
Agreement, the EU also notified the United States that it will terminate the current Agreement on 
September 30, 2006 and has set a goal of establishing a new agreement by this date. The USG 
received a proposed replacement text from file Finnish Presidency on July 19th, although 
Commission officials have indicated that this draft may not be final/ Commission 
representatives have portrayed their proposal as a technical change that would put the same 
agreement back in place, albeit under a different legal authority. 

\c • V » l 
yv | ' CUP can share PNR data with oilier law enforcement agencies, but only an a case-by-case basis and only for the 

,:urpose of combating terrorism and serious transnational crimes. Tins restriction prevents PNR information from 
being shared in bulk with the intelligence and law enforcement community, and it denies those agencies direct 
..ccess to the records. Broader access would allow other agencies to look for panaris m the travel of individuals not 
.kerned to be high risk and to assess connections between passengers ICE. for example, has expressed its 
frustration o'er losing access to this information, 

* -^ -So'.li the DepartmenU ol'Stalc and Homeland Security have- a number of questions regarding, the legal impact of n 
\ vA ' variety of wording choices, including references to the European Convention on Human Rights. Additional policy 
V. analysis is underway and our response will be driven by the decisions of die Deputies, 
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Background 

fa .^ 

, j Two converging events in Europe - the recent European Court of Justice decision on the legality 
^ - of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal 

Data — have major implications for US lav/ enforcement and security. 

The EU-US PNR Agreement. As noted, in May 2004, after substantial negotiations, the 
Department of Homeland Security entered into an agreement relating to the sharing of PNR 
information collected by air carriers flying to the United States from Europe. The Agreement 
was intended to resolve a perceived conflict between £U law (which limits the sharing of 
personal mformation collected by commercial entities with governmental entities) and US law 
(which required the collection and dissemination of PNR data). Central to the Agreement was a 
set of Undertakings made by Customs and Border Prelection (CBP) regarding how it would 
treat the PNR data transmitted to it.4 Several of the limitations in those Undertakings 

^ V 
_zi_j_ 

^ 
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significantly restrict US opportunities io use information for investigative and law enforcement 
purposes. 

r \ 
[ vji,' The most significant of these limitations, from our perspective are the following: 

fry 
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The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over 
what it viewed as an attack on personal privacy and its own authority, the European Parliament 
(EP) filed two suits in the European Court of Justice (ECJ) challenging the information sharing 
arrangement. 

, \ I * This concern is consistent with Executive Order 13388 and the President's Memorandum issued on December 16. 
^ ^ 2006 io Heads of Executive Departments and Agencies on "Guidelines and Requirements in Support of [nformation 

Sharing Environment." 

r. / \ c^n & Wf 
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On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the 
merits of the EU-US PNR Agreement or the role of the Parliament, Rather, the decision turned 

\ ^ _ on the Sack of competence of the Commission and Council to enter into the Agreement In the 
first instance. The EU had based its authority on the so-called " r im Pillar," which allows the 
v.U to regulate trade and commercial matters. The ECJ hold las the US had argued earlier) that 
the requirement that PNR data be sent to die US was a law enforcement and national security 
matter. Such transfers, the court held, were excluded from the data protection directive 
governing commercial data exports. If they are to be regulated, the court implied, it would have 
to be done under the "Third Pillar."8 

^ 
C '̂ That is what the EU proposes to do. It has obtained authority from its Member States to erect 

substantially the same agreement on a new foundation. In order to meet the European Court of 
Justice deadline the Commission will seek to codify its position over the next couple of ueeks 
and then will call for agreement on the new arrangement by September 30. 

M 
f , . •. EU Proposals on Sharing Law Enforcement Information. If that were ail that is at stake, this \x would be an interesting diplomatic and legal problem for DH3. 3ui it is not. The PNR 

negotiations will be closely intertwined with a broader effort to establish restrictive, EU-wide 
rules for information sharing in the area of law enforcement. Last October the EU put forward 
two draft documents that concern data sharing and protection in the law enforcement context. 
They consist of a draft Framework Directive of the European Parliament and Council on the 
retention of data and a proposed Council decision on the protection of personal data in criminal 
matters. C i / ~"\ 

b\ 
' Acting under die First Pillar, the EU has also entered into a PNR sharing agreement with Canada. In light of the 
FU's determination that the US Undertakings provided "adequate" privacy protections, ihe cU-Canada agreement 
authorizes Canada to share PNR data received from the EU with the US, Even though the ECJ has struck down the 

.1 •' ~1 i-i IS agreement, the £U contends thnt its similar agreement with (.'.uunU lenmsis in effect. Sortie Canadian 
"f'wcmrncnt sources are concerned, however, that the absence ol an "adequacy-" finding (which is a First Pillar 
concept) may now have the effect of prohibiting US-Canada information sharing derived from EU-originatcd 
fnuhls. 
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/ \ ' Kor example, die Draft Decision contains provisions on time limils tor retention ol" shared data, ensuring the 
^ accuracy of shared data, logging and audit irails, as well as restrictions limiting further use of the data to the original 

•-- purpose for winch it was first transmitted. In effect, it borrows heavily from the PNR Agreement and the 
Undertakings 

bl 
"~=^ i he adequacy nnang gianleJ to trie ' ..•> HSS specific to the trance: it KNK J.'it.i i:M only e\icmlc3"w its 
„V. ! 'ransmission to CBP The May 30'* decision of tSe ECJ iiso aniiub :hu> Jeciiioii b\ the C J mm: a si on on the liiuimds 

that the Commission did not have the legal .mihonn in gran: it 
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Communicable Diseases. One indicator of the extent to which EU data protection authorities 
prioritize the expansion of such roles over public safety concerns can be found in the European 
reaction to another US initiative relating to avian flu. If air passengers are exposed to a 
pandemic strain of avian flu, the government will need to locate all of the passengers and crew, 
quickly. So the Centers for Disease Control has proposed a rule requiring airlines to retain PNR 
for up to 60 days for that purpose. The top data protection authorities of Europe, known as the 
"Article 29 Working Part)',"" have now decided that this sort of data retention violates EU privacy 
directives, if given effect, the Working Party's opinion would place air carriers legal jeopardy 
because of inconsistent legal regimes, it reflects a widespread EU view that privacy trumps even 
the critical public health interests of the United States. '" 

Analysis <& Recommendation 

( ?• 

~\ 

IP 
N, 15 If adopted without the offered exemptions, the Draft Decision could conflict with a number of binding and non-

binding information sharing arrangements that the United States has signed. For example, we have signed a 21)03 
Mutual Legal Assistance Agreement (Ml.A'1") with the European Union and a 2001 information sharing agreement 
with Europol (the EU-level police agency); with respect to member states, we signed a 2003 MLAT with Germany, 
•-•. inch builds on numerous other Kil.ATs already m force with other EU member states. The tinned States also has 
many executive agreements ;md memoranda of understanding with member states under which critical information 
is currently being shared. Under EU law, directives supersede bilateral treaties and agreements arid member states 
nv.tst conform then existing agreements to the directive. 

; Conversely. Paragraph 34 of the Undertakings allows for the exchange of PNR for public health purposes and 
neither the Commission nor the Article 29 Committee have challenged the DHS-HHS MOU. 

' Unlike tn 2003. iliis risk is present now because the Court has conclusively ruled that die transfer of PNR data is a 
law enforcement matter. While European integration has been the greatest m areas associated with the Common 
Market, law ciifoicctiem mid public •ecmiiy is a lelauwiy item mea of activity at ths community level and marry 

""responsibilities still fall to the EU Member States The EC! firmly placed PNR in the area of law enitjriciiieiit Jtid 
subtle security, and as result, any actions laken in this area jre likely to set precedents for further community 

ilvement in other law enforcement matters 
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Conclusion 
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~^-r-v-A ^rcltniing Canarfei and Mexico, flights nnainatmg m these the cciontnc; ccmpn.se ncaih a quarter of .til 
international flights arriving in the United States. !n terras oi global traffic, flights arriving from the UK rant thiril 
i after Canada and Mexico). Germany is 61''. France •**; the Netherlands 10lk. and Italy 1 ~th. 
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I \\ } The USG has a paramount interest in ensuring that law enforcement and border control ; 

V. information continues to flow to the United States. In creating the information Sharing 
Environment we are working to break down wails that restrict the sharing of information 
between Federal agencies, 

I UO ^ i e ^ ^ Agreement that the US signed with the £U in 2004 is an example of the old-style 
^ artificial limitation. We entered into the PNR Agreement based upon the EU's argument that the 

export of commercial information was subject to special restrictions under EU law. The 
European Court of Justice has now held that the information is law enforcement information, not 
commercial information, so that the rationale for the agreement has now dissolved. 

< 

b\ 
V 

Attachments 

A. Excerpt from EU Data Protection Directive 95/46/EC (.24 October 1995) W ' 
B. Excerpt from Draft Council Framework Decision on the protection of personal 

data processed in the framework of police and ̂ udicial cooperation in criminal 
matter (October 2005) f - \ 
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Attachments: 

A. DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL 
of 24 October 1995 

Article 3 

Scope 

1. This Directive shall apply to the processing of personal data wholly or partly by 
automatic means, and to the processing otherwise than by automatic means of personal data 
which form part of a filing system or are intended to form part of a filing system. 

2. This Directive shall not apply to the processing of personal data: 

- in the course of an activity which falls outside the scope of Community law, such as those 
provided for by Titles V and VI of the Treaty on European Union and in any case to 
processing operations concerning public security, defence, State security (including the 
economic well-being of the State when the processing operation relates to State security 
matters) and the activities of the State in areas of criminal law, 

Article 26 

Derogations 

I. By way of derogation from Article 25 and save where otherwise provided by domestic 
law governing particular cases. Member States shall provide that a transfer or a set of 
transfers of personal data to a third country which does not ensure an adequate level of 
protection within the meaning of Article 23 (2) may take place on condition that: 

(a) the data subject has given his consent unambiguously to the proposed transfer: or 

(b) the transfer is necessary for the performance of a contract between the data subject and 
the controller or the implementation of precontractual measures taken in response to the data 
subject's request; or 
(c) the transfer is necessary for the conclusion or performance of a contract concluded in the 
interest of the data subject between the controller and a third party: or 

(d) the transfer is necessary or legally required on important public interest grounds, or for 
the establishment, exercise or defence of legal claims: or 

(e) the transfer is necessary in order to protect the vital interests of the data subject; or 

(0 the transfer is made from a register which according to laws or regulations is intended to 
provide information to the public and which is open to consultation either by the public in 
general or by any person who can demonstrate legitimate interest, to the extent that the 
conditions laid down in law for consultation are fulfilled in the particular case. 

2. Without prejudice to paragraph 1. a Member State may authorize a transfer or a set of 
transfers of personal data to a third country which does not ensure an adequate level of 
protection within the meaning of Article 25 (2), where the controller adduces adequate 
safeguards with respect to the protection of the privacy and fundamental rights and 
freedoms of individuals and as regards the exercise of the corresponding rights; such 
safeguaids may in paitiuulai lesult from apprupi iale conn actual clauses. 

3. The Member State shall inform the Commission and the other Member States of the 
authorizations it grants pursuant to paragraph 2. 
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If a Member State or the Commission objects on justified grounds involving the protection 
of the privacy and fundamental rights and freedoms of individuals, the Commission shall 
take appropriate measures in accordance with the procedure laid down in Article 31 (2). 
Member States shall take the necessary measures to comply with the Commission's 
decision. 

4. Where the Commission decides, in accordance with the procedure referred to in Article 
31 (2), that certain standard contractual clauses offer sufficient safeguards as required by 
paragraph 2, Member States shall take the necessary measures to comply with the 
Commission's decision. 

CHAPTER IV TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES 

Article 25 

Principles 

1. The Member States shall provide that the transfer to a third country of personal data 
which are undergoing processing or are intended for processing after transfer may take place 
only if, without prejudice to compliance with the national provisions adopted pursuant to the 
other provisions of this Directive, the third country in question ensures an adequate level of 
protection. 

2. The adequacy of the level of protection afforded by a third country shall be assessed in 
the light of all the circumstances surrounding a data transfer operation or set of data transfer 
operations; particular consideration shall be given to the nature of the data, the purpose and 
duration of the proposed processing operation or operations, the country of origin and 
country of final destination, the rules of law, both general and sectoral, in force in the third 
country in question and the professional rules and security measures which are complied 
with in that country. 

3. The Member States and the Commission shall inform each other of cases where they 
consider that a third country does not ensure an adequate level of protection within the 
meaning of paragraph 2. 

4. Where the Commission finds, under the procedure provided for in Article 31 (2), that a 
third country does not ensure an adequate level of protection within the meaning of 
paragraph 2 of this Article, Member States shall take the measures necessary to prevent any 
transfer of data of the same type to the third country in question. 

5. At the appropriate time, the Commission shall enter into negotiations with a view to 
remedying the situation resulting from the finding made pursuant lo paragraph 4. 

6. The Commission may find, in accordance with the procedure referred to in Article 31 (2), 
that a third country ensures an adequate level of protection within the meaning of paragraph 
2 of this Article, by reason of its domestic law or of the international commitments it has 
entered into, particularly upon conclusion of the negotiations referred to in paragraph 5, for 
the protection of the private lives and basic freedoms and rights of individuals. 

Member States shall take the measures necessary to comply with the Commission's 
decision. 
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B. Proposal for a COUNCIL FRAMEWORK DECISION on the protection of personal data 
processed in the framework of police and judicial cooperation in criminal matters 

Article 15 

Transfer to competent authorities in third countries or to international bodies 

1. Member States shall provide that personal data received from or made available by the 
competent authority of another Member State are not further transferred to competent 
authorities of third countries or to international bodies except if such transfer is in compliance 
with this Framework Decision and, in particular, all the following requirements are met. 
(a) The transfer is provided for by law clearly obliging or authorising it 
(b) The transfer is necessary for the purpose the data concerned were transmitted or made 
available for or for the purpose of the prevention, investigation, detection or prosecution of 
criminal offences or for the purpose of the prevention of threats to public security or to a 
person, except where such considerations are overridden by the need to protect the interests or 
fundamental rights of the data subject. 
(c) The competent authority of another Member State that has transmitted or made available 
the data concerned to the competent authority that intends to further transfer them has given its 
prior consent to their further transfer. 
(d) An adequate level of data protection is ensured in the third country or by the international 
body to which the data concerned shall be transferred. 

2. Member States shall ensure that the adequacy of the level of protection afforded by a third 
country or international body shall be assessed in the light of all the circumstances for each 
transfer or category of transfers. In particular, the assessment shall result from an examination 
of the following elements: the type of data, the purposes and duration of processing for which 
the data are transferred, the country of origin and die country of final destination, the general 
and sectoral rules of law applicable in the third country or body in question, the professional 
and security rules which are applicable there, as well as the existence of sufficient safeguards 
put in place by the recipient of the transfer. 

3. The Member States and the Commission shall inform each other of cases where they 
consider that a third country or an international body does not ensure an adequate level of 
protection within the meaning of paragraph 2. 

4. Where, under the procedure provided for in Article 16. it is established that a third country 
or international body does not ensure an adequate level of protection within the meaning of 
paragraph 2, Member States shall take the measures necessary to prevent any transfer of 
personal data to the third country or international body in question. 

5. In accordance with the procedure referred to in Article 16. it may be established that a third 
country or international body ensures an adequate level of protection within the meaning of 
paragraph 2, by reason of its domestic law or of the international commitments it has entered 
into, for the protection of the private lives and basic freedoms and rights of individuals. 

CVL us FOR OFFICII USE ONLY 

00G8S1 

^ c u s s 



FOR OFFICIALISE ONLY 

6. Exceptionally, personal data received from the competent authority of another 
Member State may be further transferred to competent authorities of third countries or to 
international bodies in or by which an adequate level of data protection is not ensured if 
absolutely necessary in order to safeguard the essential interests of a Member State or for the 
prevention of imminent serious danger threatening public security or a specific person or 
persons. 
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DISCUSSION DOCUMENT 
Analysis of United States Interests in the U.S.-EU PNR dialogue 

Department of Homeland Security 

July 27. 2006 

Purpose 

To provide background information on the Passenger Name Record (PNR) issue and related 
developments concerning law enforcement information sharing with the European Union (EU). 

r~ 
2,5" 

Summary 

Before September 11, the government knew very little about the people getting on planes bound 
for the United States. After the attacks, airlines were required to provide information about their 
U.S.-bound passengers. Some of this information - name, contact information, and the like -
was drawn from information supplied to the airline as part of the reservation process. DHS uses 
the information to screen for no-fly violators and terrorist suspects prior to arrival, and even 
before the plane takes off1, protecting against mid-flight hijackings and bombings. 

For flights between Europe and the U.S., the data must be made available from European air 
carriers. EU law has long prohibited the commercial export of personal data to countries whose 
legal protections have not been deemed "adequate" in the view of European data protection 
authorities. While the U.S. has many privacy laws, it does not have an overarching data 
protection regime that corresponds to every aspect of European law. It has therefore been 
viewed as "inadequate" by European standards, and commercial data transfers to the U.S. have 
long been restricted by the lack of a broad adequacy finding. While the EU lacks similar 
requirements for the transfer of law enforcement information between the EU and third parties, a 
Framework Decision is currentty being considered that would mirror the requirements applied in 
the commercial realm. C-

L 
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1 CBP may automatically access PNR data from European carriers up to 72 hours in advance of a flight. During this 
pre-deparrure period, information is screened against CBP automated systems and risk scores begin to be generated. 
In some cases, particularly airports where CBP maintains a presence through the Immigration Advisory Program, 
coordinated law enforcement action is also planned in advance with local authorities. Analysis continues up to 
arrival and is further supported by the collection of manifest information. f—T\, " tfJ ' ^CuflC*^ rfG£. 
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The PNR Agreement was challenged by the European Parliament as insufficiently protective of 
EU privacy rights. On May 30 the European Court of Justice (ECJ) struck down the Agreement. 
But it chose a ground that was procedural, not substantive: Under EU law, commercial issues fall 
within the jurisdiction of the EU as part of its "First Pillar" authority. This is the authority that 
the EU relied on in entering the Agreement. The ECJ, however, held that the US wanted PNR 
data for law enforcement and public security reasons. Law enforcement and public security are 
exempt from the EU's commercial data protection laws and are only partly within me EU's 
authority. Instead, they fall under the "Third Pillar," where the authority of EU central 
institutions (the Commission, Parliament and Court of Justice) is more limited and more 
authority is left to the Member States. This finding by the Court also eliminates the uncertainty 
that led to the signing of the agreement in the first place, specifically the fear that some Member 
States might bring action against air carriers under the commercial legal framework. 

Because the agreement was entered under the wrong authority, the Court ruled it invalid but 
delayed the effective date of its decision until September 30 in the hope that the jurisdictional 
problem could be quickly solved. To cure the problem, the EU has obtained authority from the 
Member States to renegotiate the PNR Agreement under the Third Pillar. As required by the 
Agreement, the EU also notified the United States that it will terminate the current Agreement on 
September 30, 2006 and has set a goal of establishing a new agreement by this date. The USG 
received a proposed replacement text from the Finnish Presidency on July 19th. Commission 
representatives have portrayed their proposal as a technical change that would put the same 
agreement back in place, albeit under a different legal authority. 

W U 
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\j\ 2 CBP can share PNR data with other law enforcement agencies, but only on a case-by-case basis and only for the 
. purpose of combating terrorism and serious transnational crimes. This restriction prevents PNR information from 

being shared in bulk with the intelligence and law enforcement community, and it denies those agencies direct 
access to the records. Broader access would allow other agencies to look for patterns in the travel of individuals not 
deemed to be high risk and to assess connections between passengers. ICE, for example, has expressed its 
frustration over losing access to this information. 
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Background 

Two converging events in Europe - the recent European Court of Justice decision on the legality 
, of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal 

\ Data - have major implications for US law enforcement and security. 
r * 
a The EU-US PNR Agreement. As noted, in May 2004, after substantial negotiations, the 

Department of Homeland Security entered into an agreement relating t» the sharing of PNR 
information collected by air carriers flying to the United States from Europe. The Agreement 
was intended to resolve a perceived conflict between EU law (which limits the sharing of 
personal information collected by commercial entities with governmental entities) and US law 
(which required the collection and dissemination of PNR data). Central to the Agreement was a 
set of Undertakings made by Customs and Border Protection (CBP) regarding how it would treat 
the PNR data transmitted to it.3 Several of the limitations in those Undertakings significantly 
restrict US opportunities to use information for investigative and law enforcement purposes. 
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I ^ J The most significant of these limitations, from our perspective are the following: 
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The ECJ PNR Case. Disturbed over what it viewed as an attack on personal privacy and its 
own authority, the European Parliament (EP) filed two suits in the European Court of Justice 
(ECJ) challenging the information sharing arrangement. 

On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the 
merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned 
on the lack of competence of the Commission and Council to enter into the Agreement in the 
first instance. The EU had based its authority on the so-called "First Pillar," which allows the 
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that 
the requirement that PNR data be sent to the US was a law enforcement and national security 
matter. Such transfers, the court held, were excluded from the data protection directive 
governing commercial data exports. If they are to be regulated, the court implied, it would have 
to be done under the "Third Pillar." 

That is what the EU proposes to do. It has obtained authority from its Member States to erect 
substantially the same agreement on a new foundation. In order to meet the European Court of 
Justice deadline the Commission will seek to codify its position over the next couple of weeks 
and then will call for agreement on the new arrangement by September 30. 

EU Proposals on Sharing Law Enforcement Information. The PNR negotiations will be 
closely intertwined with a broader effort to establish restrictive, EU-wide rules for information 
sharing in the area of law enforcement. Last October the EU put forward two draft documents 
that concern data sharing and protection in the law enforcement context. They consist of a draft 
Framework Directive of the European Parliament and Council on the retention of data and a 
proposed Council decision on the protection of personal data in criminal matters. £. "7 

f xy\ 5 This concern is consistent with Executive Order 13388 and the President's Memorandum issued on December 16, 
\ 2006 to Heads of Executive Departments and Agencies on "Guidelines and Requirements in Support of Information 

Sharing Environment." 
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{^) For example, the Draft Decision contains provisions on time limits for retention of shared data, ensuring the 
accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the data to the original 
purpose for which it was first transmitted. In effect, it borrows heavily from the PNR Agreement and the 
Undertakings. 
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Analysis of United States Interests in the U.S.-EU PNR dialogue( * A J 

Attachment A 

DISCUSSION DOCUMENT 
•d States Interests in the U.S.-I 

Department of Homeland Security 

July 13.2006 

Purpose 

To provide you with background information on the Passenger Name Record (PNR) issue and 
related developments concerning law enforcement information sharing with the European Union 
(EU) in preparation for a mid-July "tin-DC." 

Summary 

Before September 11. the government knew very little about the people getting on planes bound 
for the United States. After the attacks, airlines were required to provide infonnation about their 
U.S.-bound passengers. Some of this information - name, contact information, and the like -
was drawn from information supplied to the airline as part of the reservation process. DHS uses 
the information to screen for no-fly violators and terrorist suspects prior to arrival, and even 
before the plane takes off1, protecting against mid-flight hijackings and bombings. 

For flights between Europe and the U.S.. the data must be made available from European air 
carriers. EU law has long prohibited the commercial export of personal data to countries whose 
legal protections have not been deemed "adequate" in the view of European data protection 
authorities. While the U.S. has many privacy laws, it does not have an overarching data 
protection regime that corresponds to every aspect of European law. It has therefore been 
viewed as "inadequate" by European standards, and commercial data transfers to the U.S. have 
long been restricted by the lack of a broad adequacy finding. While the EU lacks similar 
requirements for the transfer of law enforcement infonnation between the EU and third parties, a 
Framework Decision is cunently being considered that would mirror the requirements applied in 
the commercial realm. £ #• <"" "I 
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CDP may automatically access PNR dam fium Euiupcan earners up lo 72 hours In advance ofa flight. During this 
pie-depauuic period, iiifuiutaiiuii is sciecncd against CBP amuniaietl systems and iisk scores begin IU ue gciieuied. 
n some cases, particularly uirporls where CBP maintains a presence through the Immigration Advisory Program, 

coordinated law enforcement action is also planned in advance with local authorities. Analysis continues up to 
arrival and is further supported by the collection of manifest information. 
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( I 1?\ ^ e ^ ^ Agreement was also controversial in Europe. It was challenged by the European 
y ^A Parliament as insufficiently protective of EU privacy rights. On May 30 the European Court of 
^ - Justice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural -

the equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by 
finding a law invalid because it exceeded Congress's Commerce Clause power. Under EU law. 
commercial issues fall within the jurisdiction of the EU as part of its "First Pillar" authority. 
This is the authority that the EU relied on in entering the Agreement. The ECJ. however, held 
that the US wanted PNR data for law enforcement and public security reasons. Law enforcement 
and public security are exempt from the EU's commercial data protection laws and are only 
partly within the EU's authority. Instead, they fall under the "Third Pillar," where the authority 
of EU central institutions (the Commission, Parliament and Court of Justice) is more limited and 
more authority is left to the Member States. This finding by the Court also eliminates the 
uncertainty that led to the signing of the agreement in the first place, specifically the fear that 
some Member States might bring action against air carriers under the commercial legal 
framework. 

tf, 
Because the agreement was entered under the wrong authority, the Court ruled it invalid but 
delayed the effective date of its decision until September 30 in the hope that the jurisdictional 
problem could be quickly solved. To cure the problem, the EU has obtained authority from the 
Member States to renegotiate the PNR Agreement under the Third Pillar. As required by the 
Agreement, the EU also notified the United States that it will terminate the current Agreement on 
September 30. 2006 and has set a goal of establishing a new agreement by this date. The USG 
received a proposed replacement text from the Finnish Presidency on July 19th, although 
Commission officials have indicated that this draft may not be final.1 Commission 
representatives have portrayed their proposal as a technical change that would put the same 
agreement back in place, albeit under a different legal authority. 

2 CBP can share PNR data with other law enforcement agencies, but only on a casc-by-case basis and only for the 
purpose of combating terrorism and serious transnational crimes. This restriction prevents PNR information from 
being shared m bulk with the intelligence and law enforcement community, and it denies those agencies direct 
access to the records. Broader access would allow other agencies to look for patterns in the travel of individuals not 
deemed In he high rislt unit in . « * « rnnnMlinm hetwggn pawngfr* IfF, for r narnplf, hat i-tpirecfH il» 

frustration over losing access to this information. 

(t \K\ 
1 Both the Departments of Slate and Homeland Security have a number of questions regarding the legal impact of a 
variety of wording choices, including references lo the European Convention on Human Kights. Additional policy 
analysis is underway and our response will be driven by the decisions of the Deputies. 
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Two converging events in Europe - the recent European Court of Justice decision on the legality 
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal 
Data - have major implications for US law enforcement and security. 

ik I The EU-US PNR Agreement. As noted, in May 2004T after substantial negotiations, the 
Department of Homeland Security entered into an agreement relating to the sharing of PNR 
information collected by air carriers flying to the United States from Europe. The Agreement 
was intended to resolve a perceived conflict between EU law (which limits the sharing of 
personal information collected by commercial entities with governmental entities) and US law 
(which required the collection and dissemination of PNR data). Central to the Agreement was a 
set of Undertakings made by Customs and Border Protection (CBP) regarding how it would 
treat the PNR data transmitted to it.4 Several of the limitations in those Undertakings 
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significantly restrict US opportunilies to use intbmiation for investigative and law enforcement 
purposes. 

( (l J The most significant of these limitations, from our perspective are the following: 

1. 
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The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over 
what it viewed as an attack on personal privacy and its own authority, the European Parliament 
(EP) filed two suits in the European Court of Justice (ECJ) challenging the information sharing 
arrangement. 

* This concern is consistent with Executive Order 13388 and the President's Memorandum issued on December 16. 
2006 to Heads of Executive Departments and Agencies on "Guidelines and Requirements in Suppon of Information 
Sharing Environment." 
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On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the 
merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned 
on the lack of competence of the Commission and Council to enter into the Agreement in the 
tirst instance. The EU had based its authority on the so-called "First Pillar," which allows the 
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that 
the requirement that PNR data be sent to the US was a law enforcement and national security 
matter. Such transfers, the court held, were excluded from the data protection directive 
governing commercial data exports. If they are to be regulated, the coun implied, it would have 
to be done under the "Third Pillar."* 

That is what the EU proposes to do. It has obtained authority from its Member States to erect 
substantially the same agreement on a new foundation. In order to meet the European Court of 
Justice deadline the Commission will seek to codify its position over the next couple of weeks 
and then will call for agreement on the new arrangement by September 30. 

W 

EU Proposals on Sharing Law Enforcement Information. If that were all that is at stake, this 
would be an interesting diplomatic and legal problem for DHS. But it is not. The PNR 
negotiations will be closely intertwined with a broader effort to establish restrictive, EU-wide 
rules for information sharing in the area of law enforcement. Last October the EU put forward 
two draft documents that concern data sharing and protection in the law enforcement context. 
They consist of a draft Framework Directive of the European Parliament and Council on the 
retention of data and a proposed Council decision on the protection of personal data in criminal 
matters, t^ i ^- -~\ 

f <£> ;> —* 

k>\ 
' Acting under the First Pillar, the EU has also entered into a PNR sharing agreement with Canada. In light of the 
EU's determination that the US Undertakings provided "adequate" privacy protections, the EU-Canada agreement 
niihnrirrs Canada in share PNR data received from the EU with the US. Even though the ECJ has struck down the 

government sources are concerned, however, (hat the absence of an "adequacy" finding (which is a First Pillar 
concept) may now have the effect of prohibiting US-Canada information sharing derived from EU-originated 
flights. 
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' For example, the Draft Decision contains provisions on time limits for rctcnlion of shared data, ensuring Ihc 
accuracy of shared data, logging and audit trails, as well as restrictions limiting (urthcr use of the data 10 the original 
purpose for which it was first transmitted. In effect, it borrows heavily from the PNR Agreement and the 
Undertakings. 

b\ 

T^) The adequacy finding granted to the U.S. was specific to the transfer of PNR data and only extended to its 
transmission to CBP. The May 30" decision of the ECJ also annuls this decision by ihc Commission on the grounds 
thai the Commission did not have the legal authority to grant it 
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Communicable Diseases. One indicator of the extent to which EU data protection authorities 
prioritize the expansion of such roles over public safety concerns can be found in the European 
reaction to another US initiative relating to avian flu. If air passengers are exposed to a 
pandemic strain of avian flu. the government will need to locate all of the passengers and crew, 
quickly. So the Centers for Disease Control has proposed a rule requiring airlines to retain PNR 
for up to 60 days for that purpose. The top data protection authorities of Europe, known as the 
"Article 29 Working Party," have now decided that this sort of data retention violates EU privacy 
directives. If given effect, the Working Party's opinion would place air carriers legal jeopardy 
because of inconsistent legal regimes. It reflects a widespread EL view that privacy trumps even 
the critical public health interests of the United States. '3 

Analysis & Recommendation I*) 
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" If adopted without the offered exemptions, the Draft Decision could conflict with a number of binding and non-
binding information sharing arrangements that the United States has signed. For example, we have signed a 2003 
Mutual Legal Assistance Agreement (MLAT) with the European Union and a 2001 information sharing agreement 
with Europol (the EU-level police agency); with respect to member states, we signed a 2003 MI-AT with Germany, 
which builds on numerous other MLATs already in force with other EU member slates. The United States also has 
many executive agreements and memoranda of understanding with member suites under which critical information 
is currently being shared. Under EU law, directives supersede bilateral treaties and agreements and member suites 
must conform their existing agreements lo the directive. 

i y \ " Conversely, Paragraph 34 ofthc Undertakings allows for the exchange of PNR for public health purposes and 
' neither the Commission nor the Article 29 Committee have challenged the DHS-HHS MOU. 

" Unlike in 2003, this risk is present now because the Court has conclusively ruled that the transfer of PNR data is a 
law cnfun.cim.nl matter. While European inltgiiliun has been the greatest in areas associated with the Common 

$ 
Maikeulaw enfuicenieiil and public sccuiity is a lelalively new area of activity at the community level and many 
responsibilities still fall lo the EU Member Suites. The ECJ firmly placed PNR in die area of law enforcement and 
public security, and as result, any actions taken in this area are likely to set precedents for further community 
involvement in other law en forcement matters. 
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(?) 19 Excluding Canada and Mexico, flights originating in these five countries comprise nearly a quarter orall 
inicmaiional flights arriving in I he United States. In terms of global traffic. Mights arriving from the UK rank third 
(aAcr Canada and Mexico). Germany is 6*; France 9U; the Netherlands 10*; and Italy 17th. 
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Lj . \ The USG has a paramount interest in ensuring that law enforcement and border control 
information continues to flow to the United States. In creating the Information Sharing 
Environment we are working to break down walls that restrict the sharing of information 
between Federal agencies. 

$ 
The PNR Agreement that the US signed with the EU in 2004 is an example ofthc old-style 
artificial limitation. We entered into the PNR Agreement based upon the EU's argument that the 
export of commercial information was subject to special restrictions under EU law. The 
European Court of Justice has now held that the information is law enforcement information, not 
commercial information, so that the rationale for the agreement has now dissolved. 

lo\ 

CO 
Attachments 

A. Excerpt from EU Data Protection Directive 95/46/EC (24 October 1995) I "*" ) 
B. Excerpt from Draft Council Framework Decision on the protection of personal 

data processed in the framework of police and judicial cooperation in criminal 
matter (October 2005) f -\ 

\ ^ ) 
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Attachments: 

A. DIRECTIVE 95/46 EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL 
of 24 October 1995 

Article 3 

Scope 

1. This Directive shall apply to ihe processing of personal data wholly or partly by 
automatic means, and to the processing otherwise than by automatic means of personal data 
which form part of a filing system or are intended to fomi part of a filing system. 

2. This Directive shall not apply to the processing of personal data: 

- in the course of an activity which falls outside the scope of Community law. such as those 
provided for by Titles V and VI of the Treaty on European Union and in any case to 
processing operations concerning public security, defence. State security (including the 
economic well-being of the State when the processing operation relates to Slate security 
matters) and the activities of the State in areas of criminal law. 

Article 26 

Derogations 

1. By way of derogation from Article 25 and save where otherwise provided by domestic 
law governing particular cases, Member States shall provide that a transfer or a set of 
transfers of personal data to a third country which does not ensure an adequate level of 
protection within the meaning of Article 25 (2) may take place on condition that: 

(a) the data subject has given his consent unambiguously to the proposed transfer; or 

(b) the transfer is necessary for the performance of a contract between the data subject and 
Ihe controller or the implementation of precontructual measures taken in response to the data 
subject's request; or 

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the 
interest of the data subject between the controller and a third party; or 

(d) the transfer is necessary or legally required on important public interest grounds, or for 
the establishment, exercise or defence of legal claims: or 

(e) the transfer is necessary in order to protect the vital interests of the data subject: or 

(0 the transfer is made from a register which according to laws or regulations is intended to 
provide information to the public and which is open to consultation either by the public in 
general or by any person who can demonstrate legitimate interest, to the extent (hat the 
conditions laid down in law for consultation are fulfilled in the particular case. 

2. Without prejudice to paragraph 1, a Member State may authorize a transfer or a set of 
transfers of personal data to a third country which does not ensure an adequate level of 
protection within the meaning of Article 25 (2), where the controller adduces adequate 
safeguards with respect to the protection of the privacy and fundamental rights and 
freedoms of individuals and as regard* the exercise of the corresponding rights: such— 
safeguards may in particular result from appropriate contractual clauses. 

3. The Member State shall inform the Commission and ihe other Member States of ihe 
authorizations it grants pursuant to paragraph 2. 
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If a Member State or the Commission objects on justified grounds involving the protection 
of the privacy and fundamental rights and freedoms of individuals, the Commission shall 
take appropriate measures in accordance with the procedure laid down in Article 31 (2). 

Member States shall take the necessary measures to comply with (he Commission's 
decision. 

4. Where the Commission decides, in accordance with the procedure referred to in Article 
31 (2). that certain standard contractual clauses offer sufficient safeguards as required by 
paragraph 2. Member States shall take the necessary measures to comply with the 
Commission's decision. 

CHAPTER IV TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES 

Article 25 

Principles 

1. The Member States shall provide that the transfer to a third country of personal data 
which are undergoing processing or are intended for processing after transfer may take place 
only if, without prejudice to compliance with the national provisions adopted pursuant to the 
other provisions of this Directive, the third country in question ensures an adequate level of 
protection. 

2. The adequacy of the level of protection afforded by a third country shall be assessed in 
the light of all the circumstances surrounding a data transfer operation or set of data transfer 
operations; particular consideration shall be given to the nature of the data, the purpose and 
duration of the proposed processing operation or operations, the country of origin and 
country of final destination, the rules of law. both general and sectoral, in force in the third 
country in question and the professional rules and security measures which are complied 
with in that country. 

3. The Member States and the Commission shall inform each other of cases where they 
consider that a third country does not ensure an adequate level of protection within the 
meaning of paragraph 2. 

4. Where the Commission finds, under the procedure provided for in Article 31 (2). that a 
third country does not ensure an adequate level of protection within the meaning of 
paragraph 2 of this Article, Member States shall take the measures necessary to prevent any 
transfer of data of the same type to the third country in question. 

5. At the appropriate time, the Commission shall enter into negotiations with a view to 
remedying the situation resulting from the finding made pursuant to paragraph 4. 

6. The Commission may find, in accordance with the procedure referred to in Article 31 (2), 
that a third country ensures an adequate level of protection within the meaning of paragraph 
2 of this Article, by reason of its domestic law or of the international commitments it has 
entered into, particularly upon conclusion of the negotiations referred to in paragraph 5. for 
the protection of the private lives and basic freedoms and rights of individuals. 

Member States shall take the measures necessary to comply with the Commission's 
decision. 
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B. Proposal for a COUNCIL FRAMEWORK DECISION on ihe protection of personal data 
processed in the framework of police and judicial cooperation in criminal matters 

Article 15 

Transfer to competent authorities in third countries or to international bodies 

I. Member States shall provide that personal data received from or made available by the 
competent authority of another Member State are not further transferred to competent 
authorities of third countries or to international bodies except if such transfer is in compliance 
with this Framework Decision and, in particular, all the following requirements are met. 
(a) The transfer is provided for by law clearly obliging or authorising it. 
(b) The transfer is necessary for the purpose the data concerned were transmitted or made 
available for or for Ihe purpose of the prevention, investigation, detection or prosecution of 
criminal offences or for the purpose of the prevention of threats to public security or to a 
person, except where such considerations are overridden by the need to protect the interests or 
fundamental rights of the data subject. 
(c) The competent authority of another Member State that has transmitted or made available 
the data concerned to the competent authority that intends to further transfer them has given its 
prior consent to their further transfer. 
(d) An adequate level of data protection is ensured in the third country or by the international 
body to which the data concerned shall be transferred. 

2. Member States shall ensure that Ihe adequacy of the level of protection afforded by a third 
country or international body shall be assessed in the light of all the circumstances for each 
transfer or category of transfers. In particular, the assessment shall result from an examination 
of the following elements: the type of data, the purposes and duration of processing for which 
the data are transferred, the country of origin and the country of final destination, the general 
and sectoral rules of law applicable in the third country or body in question, the professional 
and security rules which are applicable there, as well as the existence of sufficient safeguards 
put in place by the recipient of the transfer. 

3. The Member States and the Commission shall inform each other of cases where they 
consider that a third country or an international body does not ensure an adequate level of 
protection within the meaning of paragraph 2. 

4. Where, under the procedure provided for in Article 16, it is established that a third country 
or international body does not ensure an adequate level of protection within the meaning of 
paragraph 2. Member States shall take the measures necessary to prevent any transfer of 
personal data to the third country or international body in question. 

v In arrm-Hanrg Willi the prnrerlnrp rpfprrrrl tn in A rlirlp I n it may he «liihlinhikt Ihnt n thirri 

country or international body ensures an adequate level of protection within the meaning of 
paragraph 2. by reason of its domestic law or of the international commitments it has entered 
into, for the protection of the private lives and basic freedoms and rights of individuals. 
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6. Exceptionally, personal data received from the competent authority of another 
Member Slate may be further transferred to competent authorities of third countries or to 
international bodies in or by which an adequate level of data protection is not ensured if 
absolutely necessary in order to safeguard the essential interests of a Member State or for the 
prevention of imminent serious danger threatening public security or a specific person or 
persons. 
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DISCUSSION DOCUMENT 
Analysis of United States Interests in the U.S.-EU PNR dialogue 

Department of Homeland Security 

July 27. 2006 

Purpose 

To provide background information on the Passenger Name Record (PNR) issue and related 
developments concerning law enforcement information sharing with the European Union (EU). 

{* 

{£ 

^ \>£ 
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Summary 

Before September 11, the government knew very little about the people getting on planes bound 
for the United States. After the attacks, airlines were required to provide information about their 
U.S.-bound passengers. Some of this information - name, contact information, and the like -
was drawn from information supplied to the airline as part of the reservation process. DHS uses 
the information to screen for no-fly violators and terrorist suspects prior to arrival, and even 
before the plane takes off1, protecting against mid-flight hijackings and bombings. 

For flights between Europe and the U.S., the data must be made available from European air 
carriers: EU law has long prohibited the commercial export of personal data to countries whose 
legal protections have not been deemed "adequate" in the view of European data protection 
authorities. While the U.S. has many privacy laws, it does not have an overarching data 
protection regime that corresponds to every aspect of European law. It has therefore been 
viewed as "inadequate" by European standards, and commercial data transfers to the U.S. have 
long been restricted by the lack of a broad adequacy finding. While the EU lacks similar 
requirements for the transfer of law enforcement information between the EU and third parties, a 
Framework Decision is currently being considered that would mirror the requirements applied in 
the commercial realm. £L 

C bf 

r U 

J3 

OOOfiS' 

Q£> 
1 CBP may automatically access PNR data from European carriers up to 72 hours in advance of a flight. During this 
pre-departure period, information is screened against CBP automated systems and risk scores begin to be generated. 
In some cases, particularly airports where CBP maintains a presence through the Immigration Advisory Program, 
coordinated law enforcement action is also planned in advance with local authorities. Analysis continues up to 
arrival and is further supported by the collection of manifest information. 
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The PNR Agreement was challenged by the European Parliament as insufficiently protective of 
EU privacy rights. On May 30 the European Court of Justice (ECJ) struck down the Agreement. 
But it chose a ground that was procedural, not substantive: Under EU law, commercial issues fall 
within the jurisdiction of the EU as part of its "First Pillar" authority. This is the authority that 
the EU relied on in entering the Agreement. The ECJ, however, held that the US wanted PNR 

-v data for law enforcement and public security reasons. Law enforcement and public security are 
ijl ' exempt from the EU's commercial data protection laws and are only partly within the EU's 

authority. Instead, they fall under the "Third Pillar," where the authority of EU central 
institutions (the Commission, Parliament and Court of Justice) is more limited and more 
authority is left to the Member States. This finding by the Court also eliminates the uncertainty 
that led to the signing of the agreement in the first place, specifically the fear that some Member 
States might bring action against air carriers under the commercial legal framework. 

^ 

Because the agreement was entered under the wrong authority, the Court ruled it invalid but 
delayed the effective date of its decision until September 30 in the hope that the jurisdictional* 
problem could be quickly solved. To cure the problem, the EU has obtained authority from the 
Member States to renegotiate the PNR Agreement under the Third Pillar. As required by the 
Agreement, the EU also notified the United States that it will terminate the current Agreement on 
September 30, 2006 and has set a goal of establishing a new agreement by this date. The USG 
received a proposed replacement text from the Finnish Presidency on July 19th. Commission 
representatives have portrayed their proposal as a technical change that would put the same 
agreement back in place, albeit under a different legal authority. 

(5 ^ b! 

^ 

: CBP can share PNR data with other law enforcement agencies, but only on a case-by-case basis and only for the 
purpose of combating terrorism and serious transnational crimes. This restriction prevents PNR information from 
being shared in bulk with the intelligence and law enforcement community, and it denies those agencies direct 
access to the records. Broader access would allow other agencies to look for patterns in the travel of individuals not 
deemed to be high risk and to assess connections between passengers. ICE, for example, has expressed its 
frustration over losing access to this information. 
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Background 

v Two converging events in Europe - the recent European Court of Justice decision on the legality 
( V>>̂  of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal 
^ Data - have major implications for US law enforcement and security. 

The EU-US PNR Agreement. As noted, in May 2004, after substantial negotiations, the 
Department o f Homeland Sprnrity f»nft»iv»H intn •an qgronmnnt p la t ing U> l ] r s h y i n g nf PNR 

information collectecTby air carriers flying to~thlTUnIFecl States from Europe. The Agreement 
was intended to resolve a perceived conflict between EU law (which limits the sharing of 
personal information collected by commercial entities with governmental entities) and US law 
(which required the collection and dissemination of PNR data). Central to the Agreement was a 
set of Undertakings made by Customs and Border Protection (CBP) regarding how it would treat 
the PNR data transmitted to it.3 Several of the limitations in those Undertakings significantly 
restrict US opportunities to use information for investigative and law enforcement purposes. 
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The ECJ PNR Case. Disturbed over what it viewed as an attack on personal privacy and its 
own authority, the European Parliament (EP) filed two suits in the European Court of Justice 
(ECJ) challenging the information sharing arrangement. 

Cm May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the 
merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned 
on the lack of competence of the Commission and Council to enter into the Agreement in the 
first instance. The EU had based its authority on the so-called "'First Pillar," which allows the 
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that 
the requirement that PNR data be sent to the US was a law enforcement and national security 
matter. Such transfers, the court held, were excluded from the data protection directive 
governing commercial data exports. If they are to be regulated, the court implied, it would have 
to be done under the "Third Pillar." 

That is what the EU proposes to do. It has obtained authority from its Member States to erect 
substantially the same agreement on a new foundation. In order to meet the European Court of 
Justice deadline the Commission will seek to codify its position over the next couple of weeks 
and then will call for agreement on the new arrangement by September 30. 

F.IJ Proposals on Sharing Law Enforcement Information. The PNR negotiations will he 
closely intertwined with a broader effort to establish restrictive, EU-wide rules for information 
sharing in the area of law enforcement. Last October the EU put forward two draft documents 
that concern data sharing and protection in the law enforcement context. They consist of a draft 
Framework Directive of the European Parliament and Council on the retention of data and a 
proposed Council decision on the protection of personal data in criminal matters C ~"i 

t- k> J 
^ 

r ~\ i This concern is consistent with Executive Order 13388 and the President's Memorandum issued on December 16, 
f \J" 2006 to Heads of Executive Departments and Agencies on "Guidelines and Requirements in Support of Information 
\ ^ „ Sharing Environment."' — 
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6 For example, the Draft Decision contains provisions on time limits for retention of shared data, ensuring the 
accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the data to the original 
purpose for which it was first transmitted. In effect, it borrows heavily from the PNR Agreement and the 
Undertakings. 
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Attachment C 

DISCUSSION DOCUMENT 
Analysis of United States Interests in the U.S.-EU PNR dialogue 

Department of Homeland Security f v 

July 13,2006 

Purpose 

y) To provide you with background information on the Passenger Name Record (PNR) issue and 
related developments concerning law enforcement information sharing with the European Union 
(EU) in preparation for a mid-July "un-DC." 

Summary M 
Before September 11, the government knew very little about the people getting on planes bound 
for the United States. After the attacks, airlines were required to provide information about their 
U.S. bound passengers. Some of this information - name, contact information, and the like -
was drawn from information supplied to the airline as part of the reservation process. DHS uses 
the information to screen for no-fly violators and terrorist suspects prior to arrival, and even 
before the plane takes off1, protecting against mid-flight hijackings and bombings. 

G MFor flights between Europe and the U.S., the data must be made available from European air 
'carriers. EU law has long prohibited the commercial export of personal data to countries whose 

legal protections have not been deemed "adequate" in the view of European data protection 
authorities. While the U.S. has many privacy laws, it does not have an overarching data 
protection regime that corresponds to every aspect of European law. It has therefore been 
viewed as "inadequate" by European standards, and commercial data transfers to the U.S. have 
long been restricted by the lack of a broad adequacy finding. While the EU lacks similar 
requirements for the transfer of law enforcement information between the EU and third parties, a 
Framework Decision is currently being considered that would mirror the requirements applied in 
the commercial realm. 4 . t >^ r~» 

bl 
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' CBP may automatically access PNR tlalu from European camera up lu 72 hours in advance of a IlighL During this 
pre-departure period, information is screened against CBP automated systems and risk scores begin to be generated. 
In some cases, particularly airports where C'HP maintains a presence through the Immigration Advisory Program, 
coordinated law enforcement action is also planned in advance wild local lulhorilies. Analysis continues up to 
arrival and is further supported by die collection of manifest information. 
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The PNR Agreement was also controversial in Europe. It was challenged by the European 
Parliament as insufficiently protective of EU privacy rights. On May 30 the European Court of 
Justice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural -
the equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by 
Tinding a law invalid because it exceeded Congress's Commerce Clause power. Under EU law, 
commercial issues fall within the jurisdiction of the EU as part of its "First Pillar" authority. 
This is the authority that the EU relied on in entering the Agreement. The ECJ, however, held 
that the US wanted PNR data for law enforcement and public security reasons. Law enforcement 
and public security are exempt from the EU's commercial data protection laws and are only 
partly within the EU's authority. Instead, they fall under the Third Pillar," where the authority 
of EU central institutions (the Commission, Parliament and Court of Justice) is more limited and 
more authority is left to the Member States. This finding by the Court also eliminates the 
uncertainty that led to the signing of the agreement in the first place, specifically the fear that 
some Member States might bring action against air carriers under the commercial legal 
framework. 

Because the agreement was entered under the wrong authority, the Court ruled it invalid but 
delayed the effective date of its decision until September 30 in the hope that the jurisdictional 
problem could be quickly solved. To cure the problem, the EU has obtained authority from the 
Member States to renegotiate the PNR Agreement under the Third Pillar. As required by the 
Agreement, the EU also notified the United States that it will terminate the current Agreement on 
September 30, 2006 and has set a goal of establishing a new agreement by this dale. The USG 
received a proposed replacement text from the Finnish Presidency on July 19th, although 
Commission officials have indicated that this draft may not be final.1 Commission 
representatives have portrayed their proposal as a technical change that would put the same 
agreement back in place, albeit under a different legal authority. 

)o[ 
1CBP can share PNK data with other law enforcement agencies, but only on u case-by-case basis and only for the 
purpose of combating terrorism and serious transnational crimes. This restriction prevents PNR information from 
being shared in bulk with the intelligence and law enforcement community, and it denies those agencies direct 
access to the records. Broader access would allow other agencies to look for patterns in the travel of individuals not 
deemed to be high risk and to assess connections netween passengers, l ib , lor example, has expressed its 
frustration over losing access to ihisTnForniatkjnT 

e \ i \ ' Both the Departments of State and Homeland Security have a number of questions regarding the legal impact of a 
' variety of wording choices, including references lo the Europcun Convention on Human Rights. Additional policy 

analysis is underway and our response will be driven by the decisions of the Deputies. 
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Background 
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Two converging events in Europe - the recent European Court of Justice decision on the legality 
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal 
Data - have major implications for US law enforcement and security. 

The EU-US PNR Agreement. As noted, in May 2004, after substantial negotiations, the 
Department of Homeland Security entered into an agreement relating to the sharing of PNR 
information collected by air carriers flying to the United States from Europe. The Agreement 
was intended to resolve a perceived conflict between EU law (which limits the sharing of 
personal information collected by commercial entities with governmental entities) and US law 
(which required the collection and dissemination of PNR data). Central to the Agreement was a 
set of Undertakings made by Customs and Border Protection (CBP) regarding how it would 
treat the PNR data transmitted to it.4 Several of the limitations in those Undertakings 

(f> b 
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' significantly restrict US opportunities to use information for investigative and law enforcement 

purposes. 

f \ The most significant of these limitations, from our perspeciive are the following: 

h 
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(jifc The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over 
what it viewed as an attack on personal privacy and its own authority, the European Parliament 
(EP) filed two suits in the European Court of Justice (ECJ) challenging the information sharing 
arrangement. 

^ 
* This concern is consistent with Executive Order 13388 and the President's Memorandum issued on December 16, 
2006 to Heads of Executive Departments and Agencies on "Guidelines and Requirements in Support of Information 
Sharing Environment." 
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On May 30, 2006. the ECJ issued its opinion in the lawsuits. The opinion did not address the 
merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned 
on the lack of competence of the Commission and Council to enter into the Agreement in the 
first instance. The EU had based its authority on the so-called "First Pillar." which allows the 
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that 
the requirement that PNR data be sent to the US was a law enforcement and national security 
matter. Such transfers, the court held, were excluded from the data protection directive 
governing commercial data exports. If they arc to be regulated, the court implied, it would have 
to be done under the "Third Pillar."8 

( I l l T n a t 1S w , , a l lne ^ proposes to do. It has obtained authority from its Member States to erect 
[ U y substantially the same agreement on a new foundation. In order to meet the European Court of 
V Justice deadline the Commission will seek to codify its position over the next couple of weeks 

and then will call for agreement on the new arrangement by September 30 . 

(9 
b 

c , / \ EL! Proposa ls on Shar ing L a w Enforcement Information. If that were all that is at stake, this 
would be an interesting diplomatic and legal problem for DIIS. But it is not. The PNR 
negotiations will be closely intertwined with a broader effort to establish restrictive. EU-wide 
rules for information sharing in the area o f law enforcement. Last October the liU put forward 
two draft documents that concern data sharing and protection in the law enforcement context. 
They consist of a draft Framework Directive of the European Parliament and Council on the 
retention o f data and a proposed Council decision on the protection o f personal data in criminal 
matters. C , ^^ —•> 

C 

b\ 
' Acting under the First Pillar, the EU has also entered into a PNR sharing agreement with Canada. In light of the 
EU's determination that the US Undertakings provided "adequate" privacy protections, the EU-Canada agreement 
authorize* Canada lu shuie PNR Uali received from the EU with the us . hven though the ECJ lias struck down the" 

~FU-US agreement, the EU contends that its similar agreement with Canada remains in effect. Some Canadian 
government sources are concerned, however, that the absence of an "adequacy" finding (which is a First Pillar 
concept) may now have Ihe effect oi prohibiting US-Canada information sharing derived from bU-originated 
flights. 
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V$ * For example, the Draft Decision contains provisions on lime limits for retention of shared data, nisuring the 
accuracy of shared data, logging and audit trails, as well as restrictions limiting fiinhcr use of the data to the original 
purpose for which it was first transmitted. In effect, it borrows heavily from the PNR Agreement and the 
Undertakings. 

b\ 

{*) 
The adequacy finding granted to die U.S. was specific to the transfer of PNR data and only extended to its 

transmission to CBP. The May 30* decision of the ECJ also annuls this decision by the Commission on the grounds 
that the Commission did not have die legal authority to grant it 
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Communicable Diseases. One indicator of the extent to which EL data protection authorities 
prioritize the expansion of such roles over public safety concerns can be found in the European 
reaction to another US initiative relating to a\ian flu. If air passengers are exposed to a 
pandemic strain of avian flu, the government will need to locate all of the passengers and crew, 
quickly. So the Centers for Disease Control has proposed a rule requiring airlines to retain PNR 
for up to 60 days for that purpose. The top data protection authorities of Europe, known as the 
"Article 29 Working Party," have now decided that this sort of data retention violates EU privacy 
directives. If given effect the Working Party s opinion would place air carriers legal jeopardy 
because of inconsistent legal regimes. It reflects a widespread EU view that privacy trumps even 
the critical public health interests of the United States. n 

Analysis & Recommendation / ^ ) 
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11 If adopted without the offered exemptions, the Draft Decision could conflict with a number of binding and non-
binding information sharing arrangements that the United States has signed. For example, we have signed a 200] 
Mutual Legal Assistance Agreement (MLAT) with the European Union and a 2001 information sharing agreement 
with Europol (the EU-tevel police agency): with respect to member slates, we signed a 2003 MLAT with Germany, 
which builds on numerous other MLATs already in force with other EU member states. The United Slates also has 
many executive agreements and memoranda of understanding with member slates under which critical information 
is currently being shared. Under EU law, directives supersede bilateral treaties and agreements and member stales 
must conform their existing agreements to the directive. 

" Conversely, Paragraph 34 of the Undertakings allows for the exchange of PNR for public health purposes and 
neither the Commission nor the Article 29 Committee have challenged the OIIS-HHS MOU. 
H Unlike in 2003, this risk is present now because the Court has conclusively mini itmt ihy ir»nctw r,r p^ip H . ^ ;« , 
laV fflfoirrmiT' •—*»- \MtiU-Pnmpfn inu-prntinn h*€ t w n it*- ypan-M in nfmmft-MK.1 wilh i h f r n m M n 

LJ "\ Market, law enforcement and public security is a relatively new area of activity at the community level and many 
k i n csponsibilines still fail to ihc EU Member Stales. The ECJ firmly placed PNR in the area of law cnfnrccmeni and 

public security, and as result, any actions taken in this area are likely to set precedents for further community 
involvement in other law enforcement mailers. 
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Excluding Canada and Mexico, flights originating in these five countries comprise nearly a quarter of all 
international flights arriving in the United .States. In terms of global traffic, flights arriving from the UK rank third 

fter Canada and Mexico). Gennany is 6'*; Prance 9lh; the Netherlands 10*; and Italy 17th. 
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The USG has a paramount interest in ensuring that law enforcement and border control 
information continues to flow to the United States. In creating the Information Sharing 
Environment we arc working to break down walls that restrict the sharing of information 
between Federal agencies. 

The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style 
artificial limitation. We entered into the PNR Agreement based upon the EU's argument that the 
export of commercial information was subject to special restrictions under EU law. The 
European Court of Justice has now held that the information is law enforcement information, not 
commercial information, so that the rationale for (he agreement has nuw dissolved. 

W 

Attachments 

A. Excerpt from EU Data Protection Directive 95/46/EC (24 October 1995) (.M. ) 
B. Excerpt from Draft Council Framework Decision on the protection of personal 

data processed in the framework of police and judicial cooperation in criminal 
matter (October 2005) r \ 
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Attachments: 

A. DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL 
of 24 October 1995 

Article 3 

Scope 

1. This Directive shall apply to the processing of personal data wholly or partly by 
automatic means, and to the processing otherwise than by automatic means of personal data 
which form part of a filing system or are intended to form part of a filing system. 

2. This Directive shall not apply to the processing of personal data: 

- in the course of an activity which falls outside the scope of Community law, such as those 
provided for by Titles V and VI of the Treaty on European Union and in any case to 
processing operations concerning public security, defence. State security (including the 
economic well-being of the State when the processing operation relates to State security 
matters) and the activities of the State in areas of criminal law. 

Article 26 

Derogations 

1. By way of derogation from Article 25 and save where otherwise provided by domestic 
law governing particular cases, Member States shall provide that a transfer or a set of 
transfers of personal data to a third country which does not ensure an adequate level of 
protection within the meaning of Article 25 (2) may take place on condition that: 

(a) the data subject has given his consent unambiguously to the proposed transfer; or 

(b) the transfer is necessary for the performance of a contract between the data subject and 
the controller or the impleinentaiion of precontractual measures taken in response to the data 
subject's request; or 

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the 
interest of the data subject between the controller and a third party; or 

(d) the transfer is necessary or legally required on important public interest grounds, or for 
the establishment, exercise or defence of legal claims; or 

(e) the transfer is necessary in order to protect the vital interests of the data subject; or 

( 0 the transfer is made from a register which according to laws or regulations is intended to 
provide information to the public and which is open to consultation either by the public in 
general or by any person who can demonstrate legitimate interest, to the extent that the 
conditions laid down in law for consultation are fulfilled in the particular case. 

2. Without prejudice to paragraph I, a Member State may authorize a transfer or a set of 
transfers of personal data to a third country which does not ensure an adequate level of 
protection within the meaning of Article 25 (2). where the controller adduces adequate 
safeguards with respect to the protection of the privacy and fundamental rights and 
freedoms of individuals and as regards the exercise of the corresponding rights, such 
safeguards may in particular result from appropriate contractual clauses. 

3. The Member State shall inform the Commission and the other Member States of the 
authorizations it grants pursuant to paragraph 2. 
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If a Member State or the Commission objects on justified grounds involving the protection 
of the privacy and fundamental rights and freedoms of individuals, the Commission shall 
take appropriate measures in accordance with the procedure laid down in Article 31 (2). 
Member States shall take the necessary measures to comply with the Commission's 
decision. 
4. Where the Commission decides, in accordance with the procedure referred to in Article 
31 (2), that certain standard contractual clauses offer sufficient safeguards as required by 
paragraph 2, Member States shall take the necessary measures to comply with the 
Commission's decision. 

CHAPTER IV TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES 
Article 25 

Principles 
1. The Member States shall provide that the transfer to a third country of personal data 
which are undergoing processing or are intended for processing after transfer may take place 
only if, without prejudice to compliance with the national provisions adopted pursuant to the 
other provisions of this Directive, the third country in question ensures an adequate level of 
protection. 
2. The adequacy of the level of protection afforded by a third country shall be assessed in 
the light of all the circumstances surrounding a data transfer operation or set of data transfer 
operations; particular consideration shall be given to the nature of the data, the purpose and 
duration of the proposed processing operation or operations, the country of origin and 
country of final destination, the rules of law. both general and sectoral, in force in the third 
country in question and the professional rules and security measures which are complied 
with in that country. 
3. The Member States and the Commission shall inform each other of cases where they 
consider that a third country does not ensure an adequate level of protection within the 
meaning of paragraph 2. 
4. Where the Commission finds, under the procedure provided for in Article 31 (2), that a 
third country does not ensure an adequate level of protection within the meaning of 
paragraph 2 of this Article, Member States shall take the measures necessary to prevent any 
transfer of data of the same type to the third country in question. 
5. At the appropriate time, the Commission shall enter into negotiations with a view to 
remedying the situation resulting from the finding made pursuant to paragraph 4. 
6. The Commission may find, in accordance with the procedure referred to in Article 31 (2). 
that a third country ensures an adequate level of protection within the meaning of paragraph 
2 of this Article, by reason of its domestic law or of the international commitments it has 
entered into, particularly upon conclusion of the negotiations referred to in paragraph 5. for 
the protection of the private lives and basic freedoms and rights of individuals. 
Member States shall take the measures necessary to comply with the Commission's 
decision. 
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B. Proposal for a COUNCIL FRAMEWORK DECISION on the protection of personal data 
processed in the framework of police and judicial cooperation in criminal matters 

Article 15 

Transfer to competent authorities in third countries or to international bodies 

I. Member States shall provide that personal data received from or made available by the 
competent authority of another Member State are not further transferred to competent 
authorities of third countries or to international bodies except if such transfer is in compliance 
with this Framework Decision and. in particular, all the following requirements are met. 
(a) The transfer is provided for by law clearly obliging or authorising it. 
(b) The transfer is necessary for the purpose the data concerned were transmitted or made 
available for or for the purpose of the prevention, investigation, detection or prosecution of 
criminal offences or for the purpose of the prevention of threats to public security or to a 
person, except where such considerations are overridden by the need to protect the interests or 
fundamental rights of the data subject 
(c) The competent authority of another Member Slate that has transmitted or made available 
the data concerned to the competent authority that intends to further transfer them has given its 
prior consent to their further transfer. 
(d) An adequate level of data protection is ensured in the third country or by the international 
body to which the data concerned shall be transferred. 

2. Member States shall ensure that the adequacy of the level of protection afforded by a third 
country or international body shall be assessed in the light of all the circumstances for each 
transfer or category of transfers. In particular, the assessment shall result from an examination 
of the following elements: the type of data, the purposes and duration of processing for which 
the data are transferred, the country of origin and the country of final destination, the general 
and sectoral rules of law applicable in the third country or body in question, the professional 
and security rules which are applicable there, as well as the existence of sufficient safeguards 
put in place by the recipient of the transfer. 

3. The Member States and the Commission shall inform each other of cases where they 
consider that a third country or an international body does not ensure an adequate level of 
protection within the meaning of paragraph 2. 

4. Where, under the procedure provided for in Article 16, it is established that a third country 
or international body does not ensure an adequate level of protection within the meaning of 
paragraph 2, Member States shall take the measures necessary to prevent any transfer of 
personal data to the third country or international body in question. 

5. In accordance with the procedure referred to in Article 16, it may be established that a third 
rnnnfry nT infpmalinnal hmiy piinirpg i n nileqiialg levfl o f pmlpplinn within tin- memiin^ nf 

paragl^pTrX~byT«asoh^rris"doinestic law or^f the international commitments it has enteral 
into, for the protection of the private lives and basic freedoms and rights of individuals. 
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6. Exceptionally, personal data received from the competent authority of another 
Member State may be further transferred to competent authorities of third countries or to 
international bodies in or by which an adequate level of data protection is not ensured if 
absolutely necessary in order to safeguard the essential interests of a Member State or for the 
prevention of imminent serious danger threatening public security or a specific person or 
persons. 
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-\ni.'-H^i{-\25> l .S . Dcpurtiiitriit of Honifluml Scturitv 
'A.i-.liiiiiiirn. OC IV? Z$ 

Homeland 
Security 

Via Electronic Delivery [-A, ) 

i.Mr. Jonathan Faul! (Mr. Markus Laurent 
1 director General Deputy Director (icneral 
European Commission Ministry of Foreign Affairs 
Brussels, Belgium] Helsinki. Finland) 

•jp | Dear Jonathan and Markus:] 

This letter is intended to set forth our understandings with regard to the interpretation of a number of 
provisions of the Passenger Name Record (PNR) Undertakings issued on May 11. 2004 by the 

\ Department of Homeland Security (DHS). C 
K i 

3 v\ e IOOK ionvaru to further reviewing these and other issues in 
the context of future discussions toward a comprehensive, reciprocal agreement based on common 
principles. 

Sharing and Disclosure of PNR ( v-4 

i he Intelligence Reform and Terrorism Prevention Act of 2004 required the President to establish an 
-v 1 Information Sharing Environment "that facilitates the sharing of terrorism information." Following 

this enactment, on October 25, 2005 the President issued Fxecutive Order 13388, directing that DHS 
and other agencies "promptly give access to . . , terrorism information to the head of each other 
agency that has counter-terrorism functions" and establishing a mechanism for implementing the 
h'fuuiidtioii Sliatiiig Environment. 

Pursuant to Paragraph 55 of the Undertakings (which -tales that "No statement in these 
I ndertakings shall impede the use <>r disclosure of PNR data in any criminal judicial proceednigs or 
as otherwise required by law" and allows DHS to "ad\ ise the European Commission regarding the 
passage of any U.S. legislation which materially affects the statements made in these 
I 'ndertakings"), the I S . has now ad\ i-ed the EU that the implementation of the Information 
Sharing Environment required by the \c! and the Executive < >rder described above ma\ be impeded 
b\ certain provisions of the Undertakings that restrict information sharing among L S. agencies. 
particularly all or portions of paragraph.-. 1 7. 28. 29. .30. 5 1. and 32. 

s 
III light of these developments and in accordance with what follows the Undertakings should lie 
interpreted and applied so as to not impede the sharing .-f PNR data by Dl IS with other authorities of 

.v ' I f l i O 
oVijiW 
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the U.S. government responsible for preventing or combating of terrorism and other crimes as set 
forth in Paragraph 3 of the Undertakings. 

DHS will therefore facilitate the disclosure (without providing unconditional electronic access) of 
PNR data to U.S. government authorities exercising a counter-terrorism function that need PNR for 
the purpose of preventing or combating terrorism and crimes in cases (including threats, flights, 
individuals, and routes of concern) that they are examining or investigating. DHS will ensure that 
such authorities respect comparable standards of data protection to mat applicable to DHS, in 
particular in relation to purpose limitation, data retention, further disclosure, awareness and training, 
security standards and sanctions for abuse, and procedures for information, complaints and 
rectification. Prior to commencing facilitated disclosure, each receiving authority will confirm in 
writing to DHS that it respects those standards. DHS will inform the EU in writing of the 
implementation of such facilitated disclosure and respect for the applicable standards before the 
expiry of the Agreement. 

Earlv Access Period for PNR to 
While Paragraph 14 limits the number of times PNR can be pulled, the provision puts no such 
restriction on the "pushing" of data to DHS. The push system is considered by die EU to be less 
intrusive from a data privacy perspective. The push system does not confer on airlines any 
discretion to decide when, how or what data to push, however. That decision is conferred on DHS 
by U.S. law. Therefore, it is understood that DHS will utilize a method of pushing the necessary 
PNR data that meets the agency's needs for effective risk assessment, taking into account the 
economic impact upon air carriers. 

In determining when die initial push of data is to occur, DHS has discretion to obtain PNR more than 
72 hours prior to the departure of a flight so long as action is essential to combat an offense 
enumerated in Paragraph 3. Additionally, while there are instances in which the U.S. government 
may have specific information regarding a particular threat, in most instances the available 
intelligence is less definitive and may require the casting of a broader net to try and uncover both the 
nature of the threat and the persons involved. Paragraph 14 is therefore understood to permit access 
to PNR outside of the 72 hour mark when there is an indication that early access is likely to assist in 
responding to a specific threat to a flight, set of flights, route, or other circumstances associated with 
offenses described in Paragraph 3 of the Undertakings. In excw'ging th'g diyntini^ nwi "'ill «rf 
judiciously and with proportionality 

( ^ 
DHS will move as soon as practicable to a push system for the transfer of PNR data in accordance 
with these Undertakings and will carry out no later than the end of 2006 the necessary tests for at 
least one system currently in development if DHS* s technical requirements are satisfied by the 
design to be tested. Without derogating from these Undertakings and in order to avoid prejudging 
the possible future needs of the system any filters employed in a push system, and the design of the 
system itself, must permit any PNR data in the airline reservation or departure control systems to be 
pushed to DHS, in exceptional circumstances where augmented disclosure is strictly necessary to 
address a threat to the vital interests of the data subject or other persons. 
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on L ̂  -Data Retenti 

Several important uses for PNR data help to identify potential terrorists; even data that is more than 
3.5 years old can be crucial in identifying links among terrorism suspects. C. 

kr 

he Joint Review ^ ) 

, .A Given the extensive joint analysis of the Undertakings conducted in September 2006 and the 
V. -' expiration of the agreement prior to the next Joint Review, the question of how and whether to 

conduct a joint review in 2007 will be addressed during the discussions regarding a future 
agreement. 

Data Elements (̂ %x ) 

( (A The frequent flyer field may offer addresses, telephone numbers, email addresses; all of these, as 
well as the frequent flyer number itself, may provide crucial evidence of links to terrorism. 
Similarly, infonnation about the number of bags carried by a passenger may have value in a 
counterterrorism context. The I ndertakings authorize Dl IS to add data elements to the 34 
previously set forth in Attachment "A" of the Undertakings, if such data is necessary to fulfill the 
purposes set forth in paragraph 3. 

N With this letter the U.S. has consulted under Paragraph 7 with the El J in connection with item 11 of 
Attachment A regarding PHS's need to obtain the frequent flier number and any data element listed 
in Attachment A to the Undertakings wherever that element may be found. 

Vital Interests of the Data Subject or Others (*-<.) 

Recognizing the potential importance of PNR data in the context of infectious disease and other risks 
to passengers, DHS reconfirms that access to such infonnation is authorized by paragraph 34. which 
provides that the Undertakings must not impede the use of PNR for the protection of the vital 
interests of the data subject or of other persons or inhibit the direct availability of PNR to relevant 
authorities for the purposes set iortn in Paragraph 3 of the UndminkintJg "Vital mwr^t^ 

i - 4 ) 

encompasses ciicunisiances in which the lives of the data subject or ot others could be at stake and 
includes access to information neces-ary to ensure that those who may cam or may have been 
exposed to a dangerous communicable disease can be readily identified, located, and informed 
without delay. Such data will be protected in a manner commensurate with its nature and used 
strictly for the purposes for which it A as accessed. 

Sinccrelv \.uu*s. 

Stewart Biker 
Assistant Secretary for Policy 



Options for PNR Negotiations with the EU 
7/28/06 

Background: d b 5" 
3 an international agreement was struck between DHS and the EU in 2004 governing CBP's 

access to PNR from the EU. The agreement was quickly challenged in court by the European 
Parliament. On 5/30/05 the European Court of Justice ruled that the EU inappropriately entered into this 
agreement on the grounds that the 1995 Directive did not apply f_ fa 5" 

J l On 7/3/06, the Finnish Presidency and the 
Commission terminated the agreement effective 9/30/06. The Finnish Presidency also received a 
mandate from the European Council to negotiate a replacement agreement by 9/30. The Commission 
presented the USG with a proposed text on 7/16. 
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Options for PNR Negotiations with the EU 
7/28/06 

Background: C ts 5" 
> an international agreement was struck between DHS and the EU in 2004 governing CBP's 

access to PNR from the EU. The agreement was quickly challenged in court by the European 
Parliament. On 5/30/05 the European Court of Justice ruled that the EU inappropriately entered into this 
agreement on the grounds that the 1995 Directive did not apply (^ 

On 7/3/06, the Finnish Presidency and the Commission terminated the agreement effective 9/30/06. The 
Finnish Presidency also received a mandate from the European Council to negotiate a replacement 
agreement by 9/30. The Commission presented the USG with a proposed text on 7/16. 
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Options for PNR Negotiations with the EU 
7/28/06 

Background: cL bS" 
T> an international agreement was stnick between DHS and the EU in 2004 governing CBP's 

access to PNR from the EU. The agreement was quickly challenged in court by the European 
Parliament. On 5/30/05 the European Court of Justice ruled that the EU inappropriately entered into this 
agreement on the grounds that the 1995 Directive did not apply £ 

loS >̂ 
On 7/3/06. the Finnish Presidency and the Commission terminated the agreement effective 9/30/06. The 
Finnish Presidency also received a mandate from the European Council to negotiate a replacement-
agreement by 9/30. The Commission presented the USG with a proposed text on 7/16. 
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7/28/06 

Background: C ]Q 5* 

access t o ^ T r n t e ^ T T e ' a ^ e e r ^ w a T " ° " S f" * • E U '» 2™ ^ov^ing CBP-S 

£ / ^ Parliament. On 5/30/05 the Europelr , (SSX^nff iS £ ^ T d '" ^ b y ,h< E u r o P « " 
i agreement on the grounds that the 1995 Directive did M a p p f y c ' " a p p r o p n a l c l>' m K ^ into this 

On 7/3/06, the Finnish Presidency and the Commission terminated the agreement effective 9/30/06. The 
Finnish Presidency also received a mandate from the European Council to negotiate a replacement 
agreement by 9/30. The Commission presented the USG with a proposed text on 7/16. 
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Background: £ loS 
3 an international agreement was struck between DHS and the EU in 2004 governing CBP's 

access to PNR from the EU. The agreement was quickly challenged in court by the European 
Parliament. On 5/30/05 the European Court of Justice ruled that the EU inappropriately entered into this 
agreement on the grounds that the 1995 Directive did not apply C 

\o£ ^3 On 7/3/06, the Finnish Presidency and the 
Commission terminated the agreement effective 9/30/06. The Finnish Presidency also received a 
mandate from the European Council to negotiate a replacement agreement by 9/30. The Commission 
presented the USG with a proposed text on 7/16. 
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Background: £U fog / 
3 an international agreement was struck between DHS and the EU in 2004 governing CBP's 

access to PNR from the EU. The agreement was quickly challenged in court by the European 
' / ^ Parliament. On 5/30/05 the European Court of Justice ruled that the EU inappropriately entered into this e I agreement on the grounds that the 1995 Directive did not apply £ 

On 7/3/06, the Finnish Presidency and the Commission terminated Ihe agreement effective 9/30/06. The £_± —• 
Finnish Presidency also received a mandate from the European Council to negotiate a replacement 
agreement by 9/30. The Commission presented the USG with a proposed text on 7/16. 
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