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From: Rosenzweig, Paul
Sent; Monday, June 26, 2006 10:13 AM
To: Baker, Stewart

Subject: RE: PNR memo
Attachments: NSC PNR Memo Ver sab (PSR).doc * i

e 65 |
((:S "} p b I
P

N \ Back to soaking up water ...

From: Baker, Stewart

Sent: Mon 6/26/2006 5:33 AM

Ta: Rosenzweig, Paul; Scardaville, Michael
Subject: RE: PNR memo = tJ |

v ;apo!ogies. | use an open source word processor. See if this works for you.

From: Rosenzweig, Paul

Sent: Mon 6/26/2006 12:20 AM

To: Baker, Stewart; Scardaville, Michael
Subject: RE: PNR memo ™.} ,

_' .J: Stewart

i */ 11 can't open this in Word. What format did you save it in?

P

From: Baker, Stewart
Sent: Sun 6/25/2006 10:19 PM
To: Rosenzweig, Paul; Scerdaville, Michael
Subject: PNR memo (V)
!

L\J :mm'g mv edit Please read carefullv for things you think are wrong.

< ]
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Lacardaville, Michael J

From: Baker, Stewar
Sent:  Sunday, July 30, 2006 3:00 PM
To: Roserzweig, Paul:\Scardavilie,

Subject: NSC memo, elc.

(/) Finally, to be ready for this meeting, I'd lika
Cv)\hilihe Cés

@+
A
%

5,
Thanks.

Stewan
Jeror! s
s G 7/

J(‘ Vet /"I

7:31/2006
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RE: EU Commission Vice President Franco Frattin; updates European Parliament on talk... Page 1 of 6

( ot 2
From: Baker, Stewart |~ b2 (/e.> o SEMéT

Sent:  Thursday, September 14, 2006 6:48 AM
To: { e J Baker, Stewart;( - { ) Scardaville, Michael

L
-y

Cc: Teufel, Hugo; Rosenzweig, Paul;{ 1, g
-Subject: RE: EU Commission Vice President Franco Frattini updates European Parliament on talks with USA -

© b |

—---Original Message-----

From:{ v  Jmailte:{ puiivwbt A

Sent: Thursday, September 14, 2006 12:04 AM

To:L. b \: Baker, Stewart; | Ly 3
Scardaville, Michael

Cc: Teufel, Hugo: Rosenzweig, Paul; " i B

Subject: Re: EU Commission Vice President Franco Frattini updates
European Parliament on talks with USA

!

)|

—--- Original Message —---

From: [~ a2 dimin e ke s _J

To: Baker, Stewart £ o 2 /o D U =

C bBrlisw, 4 b G 2 : Scardaville,
Michael  lo2 (/e =

Ce: Teufel, L 1o 2 ( ie) A bl ] Rosenzweig,
Paul £ ba Ciow) DG)Q( lous Y4 B, : -3
Sent: Wed Sep 13 21:00:55 2006

Subject: Re: EU Commission Vice President Franco Frattini updates
European Parliament on talks with USA

! Dersid . Sohneds mp,
| \ yeclsy 5//:!1/)/
2 SEQRET

@
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1/17/2007
41



KE: EU Commission Vice President Franco Frattini updates European Parliament on talk...

----- Original Message ----- .
From: "Baker, Stewart" & |, o (fo-) -

Sent: 09/13/2006 06:26 PM a ]

To: { b b ol /

L be3ciswys e 1 "Scardaville, Michael"- . 1y o A
Ce: "Teufel. Hugo" [ 2 oo D L bl o

( batay) vblb "Rosenzwerg, Paul" ( by (g, . B
Subject: RE: EU Commission Vice President Franco Frattini updates

European Parliament on talks with USA

1

bl

-----Original Message-----
From- b /
Sent: Wednesday. September 13, 2006 6:19 PM

To:( |5(» ) Scardaville, Michael; Baker, Stewart

Ce: Teufel, Hugo: { iy _); Rosenzweig. Paul

Subject: Re: EU Commission Vice President Franco Frattini updates
European Parliament on talks with USA

b

----- Original Message -----
From: (s

To: Scardaville, Michael; Baker, Stewart

Cc: Teufel, Hugo; ¢ T ) ) Roscnzweig, Paul
Sent: Wed Sep 13 18:11:34 2006

Subject: Re: EU Commission Vice President Franco Frattini updates

European Parliament on talks with USA

cr T
Sent from my BlackBerry Wireless Handheld - /

1/17/2007

Page 2 of 6

OoiSlv



()

RE: EU Commission Vice President Franco Frattini updates European Parliament on talk... Page 3 of 6

----- Original Message -----

From: Scardaville, Michael errpcy
To: L - ) Baker. Stewart -
Cc: Teufel, Hugo; ¢ (3= 2 : Rosenzweig, Paul

Sent: Wed Sep 13 17:59:03 2006
Subject: RE: EU Commission Vice President Franco Frattini updates
European Parliament on talks with USA

( ko 2

2

Mike
Cbatwy)

-----Original Message-—--

From: (L b b )

Sent: Wednesday. September 13, 2006 5:56 PM

To: Baker, Stewart; Scardaville, Michael

Cc: Teufel, Hugo; ( bk . : Rosenzweig, Paul
Subject: Re: EU Commission Vice President Franco Frattini updates
European Parliament on talks with USA

b)

Sent from my BlackBerry Wireless Handheld

----- Original Message -----

From: Baker, Stewart

To: Scardaville, Michael

Ce: Teufel, Hugo; { L )
Rosenzweig, Paul

Sent: Wed Sep 13 17:51:33 2006

Subject: RE: EU Commission Vice President Franco Frattini updates
European Parliament on talks with USA

From: Scardaville. Michael
Sent: Wednesday, September 13, 2006 4:58 PM
To: Baker, Stewart

1/17/2007




KE: EU Commussion Vice President Franco Frattini updates European Parliament on talk... Page 4 of 6

Cc: € e J
Frenkel, Jonathan; { b _ 7 Jacksta,
Bob M; ol b

{ o ks >Mortensen,
Kenneth; { > > Rosenzweig, Paul;

{ 12® > Scardaville. Michael; ¢ 15k ) Teufel, Hugo;

’/

’G;/I“‘I'

£v)

14 [ G )

Subject: FW: EU Commission Vice President Franco Frattini updates
European Parliament on talks with USA

Importance: Low

Stewart,

bl

"Most MEPs agreed that a bad agreement is better than no agreement at
all. If no deal is reached this month, airlines will continue to send

data requested by the United States but without the safeguards provided
by the deal, stressed Mr Frattini."

Mike

CeCiowy)

-----Original Message-----

From: Telmo Baltazar { balizne) h)

Sent: Wednesday, September 13, 2006 9:30 AM

To: Scardaville, Michael; Rosenzweig, Paul; ( s )
{ vRlioud % T - j

(WAl d s ble D)
Subject: PNR: EU Commission Vice President Franco Frattini updates

European Parliament on talks with USA
Importance: Low

Dear Colleagues,

bl

Best regards,
Telmo Baltazar

/i www.eur X W, i s _page/019-10525-234-0
9-37-902-20060908IPR 10489-11 -09-2006—2006~false/dcfault_en.htm

Justice and home affairs - 13-09-2006 - 09:13
PNR: Frattini updates MEPs on talks with USA

The US administration is ready to accept the EU's request for a

two-stage pracedure in the talks on the transfer of passenger name

records (PNR). Commission vice-president Franco Frattini told members of
the Civil Liberties Committee on Tuesday. MEPs agreed with the timetable
put forward by Council and Commission representatives but were keen that
the substance of the agreement be improved and they voiced concern about
the unclear ratification process.

The idea proposed by the Council to US officials during their first
negotiating meeting last Friday is for the two sides to sign an initial

1/17/2007
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Rer LU Commmission Vice President I rnea Frauini updates Faropean Parlizment on tks.. Page | ol

-8 ‘-

C ) e d_> - \_ a1 ' — 1
From: oo by [ Y

Sent: Thursday, September 14, 2006 6:59 AM

To: Baker, Stewart, [ (5. 2 Scardaville, Michae}
Ce: Teufel, Hugo: Rosenzweig, Paul: & L. 2

Subject: Re: EU Commission Vice President Franco Frattini Jpdates European Parliament on talks with USA

SB,
2
-3

Sent from my BlackBerry Wireless Handheld

----- Original Message -----
From: Baker, Stewart £ b2 /oo A
To: 2 b b2 lfacs -3 Baker.Stewart € b2 Jav 1 b 3
Lot bz /<3 Scardaville, Michael & 2 Je—s D : ‘
Ce: Teufel, Hugo & 5 /oo "> Rosenzweig, Paul < & o oo A el o

X

C be be tao Y
Sent: Thu Sep 14 06:48:10 2006
Subject: RE: EU Commission Vice President Franco Framini updates Furopean Parliament on talks with {'SA

@ b

----- Onginal Message—---

From: = Yl bz (cu paY

Sent: Thursday, September 14, 2006 12:04 AM

To: C by 3 Baker, Stewart; L (> ¢ 2
Scardaville, Michael

Ce: Teufel, Hugo; Rosenzweig, Paul; C b A
Subject: Re: EU Commission Vice President Franco Frattini updates
Furopean Parliament on talks with USA

/o
I
----- Onginal Message .- )
frome b bz lew > C { o Sl
Lo Baker. Stewarr Ebe teon A Ll O . L. .
p B 2

. '\\\X
172007 *3/ ~ aa



Re: EU Commission Vice President Franco Frattini updates European Parliament on talks...

Z b bz [eo ‘2 Scardaville,
Michael- . ly2 .. >

Ce: Teufel, Hugo & (2 low 'S oG A Rosenzweig,

Paul £ b2 lew DL bl b2 lew 3

Sent: Wed Sep 13 21:00:55 200 -
Subject: Re: EU Commission Vice President Franco F rattini updates :
Luropean Parliament on talks with USA

b

----- Original Message —---

From: "Baker, Stewart" L2 e 2

Sent: 09/13/2006 06:26 PM .

To: T bLb¢e b2 (et RN

C bt b2 (e D Scardaville, Michael” . by | o 2

Ce: "Teufel, Hugo" € w2 leia 3 L 4 « -

Cbe bz Jeo ~3"Rosenzweig, Paul" [ bz e Y
Subject: RE: EU Commission Vice President Franco Frattini updates
European Parliament on talks with USA

bl

----- Original Message-----

From  § A

Sent: Wednesday. September 13, 2006 6:19 PM

To: C b 2D Scardaville, Michael; Baker, Stewart
Cc: Teufel, Hugo: U b A Rosenzweig. Paul

Subject: Re: EU Commission Vice President Franco Frattini updates

European Parliament on talks with USA

1

1 bl

----- Onginal Message -----
From: 7 & o -

lo. Scardaville. Michael; Baker, Stewart

L17:2007

Page 2 0f 6
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Re: EL Commission Vice President Franco Frattini updates European P

C¢: Teufel, Hugoe; C be -:\. Rosenzweig, Paul
Sent: Wed Sep 13 18:11:34 2006

Subject: Re: EL' Commission Vice President Franco Frattini updates
Furopean Parliament on talks with USA

N
- k/

N
D

Sent from my BlackBerry Wireless Handheld

——- Original Message -----

From: Scardaville, Michael

To:. b & O Baker, Stewart

Ce: Teufel, Hugo; I e N Rosenzweig, Paul
Sent: Wed Sep 13 17:59:03 2006

Subject: RE: EU Commission Vice President F ranco Frattini updates
European Parliament on talks with USA

Lo\

SN

)
Mike
Cbz lew >

-—~—Original Message—---

From: " b ¢

Sent: Wednesday, September 13, 2006 5:56 PM

To: Baker, Stewart; Scardaville, Michael

Cc: Teufel, Hugo, . ‘oé " Rosenzweig, Paul
Subject: Re: EU Commission Vice President Franco Franini updates
European Parliament on talks with USA

! @ \QQ

bl

----- Original Message -----
From: Baker, Stewart
Yo: Scardaville, Michael

1172007

arliament on talks... Page 3 of 6
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Re: EU Commission Vice President Franco Frattini updates European Parliwment on talks.. Page 4 of 6

Cc: Teufel. Hugo; (. b ¢ 3

Rosenzweig, Paul

Sent: Wed Sep 13 17:51:33 2006 o
Subject: RE: EU Commission Vice President Franco Frattini updates /

European Parliament on talks with USA

Ol

----- Original Message-----

From: Scardaville, Michael

Sent: Wednesday, September 13, 2006 4:58 PM
To: Baker, Stewart

Ce: U bie 2
Frenkel, Jonathan; . b = Jacksta,
BobM: b A

& be 3 Mortensen,
Kenneth; [ bé =1 j; Rosenzweig, Paul;

U be 3 Scardaville, Michael; W« -J Teufel, Hugo;

T we 2
Subject: FW: EU Commisston Vice President Franco Frattini updates
European Parliament on talks with USA
Importance: Low

Q) o b

"Most MEPs agreed that a bad agreement is better than no agreement at
all. If no deal is reached this month, airlines will continue to send
/L data requested by the United States but without the safeguards provided
- by the deal, stressed Mr Frattini."

Mike
L b2z fows

—---Original Message-—--
From: Telmo.Baltazar & bl Jlows 3
Sent: Wednesday, September 13, 2006 9:30 AM

To: Scardaville, Michael: Rosenzweig, Paul; [ b & o
i bl b2 locw

A
Subject: PNR: EU Commission Vice President Franco Fraitini updates
European Parliament on 1alks with USA
Imponance: Low

Dear Colleagues,

'ﬁI"“/l l/)} /

Best regards,

00 (150L

117 2007



Re: EU Commission Vice President Franco Frattini updates European Parliament on talks... Page 5 of 6

Telmo Baltazar .‘"T'\/P/:T
A

Justice and home affairs - 13-09-2006 - 09:13
PNR: Frattini updates MEPs on talks with USA

The US administration is ready to accept the EU's request fora

two-stage procedure in the talks on the transfer of passenger name

records (PNR), Commission vice-president Franco Frattini told members of
the Civil Liberties Committee on Tuesday. MEPs agreed with the timetable
put forward by Council and Commission representatives but were keen that
the substance of the agreement be improved and they voiced concern about
the unclear ratification process.

The idea proposed by the Council to US officials during their first
negotiating meeting last Friday is for the two sides to sign an initial
interim agreement to run until November 2007 - in which the conditions
ondaupmwctionmdmferofl’NRwouldwm:inunchanged- and

start immediate negotiations for a further definitive agreement to run

from 2008, on which the content can be renegotiated. "The US said it was
prepared to enter into negotiations of substance” on this second

agreement, said Mr Frattini. A Commission representative was present on
Friday to assist Council during the negotiations.

Asked by rapporteur Sophic In 't Veld (ALDE, NL) whether the US was
willing to make its commitments on the protection and use of data
legally binding, Mr Frattini admitted that this would not be easy for

the first short term agreement, since it would require the US Congress

to ratify these conditions (known as the 'undertakings’, which are now

in an annex and not part of the legal text). Stavros Lambrinidis (PES,
EL) responded: "You have told us enough... the US is seeking to turn the
issue of making the undertakings legally binding into a problem (...) We
agreed to sign the short term agreement while keeping the content
unchanged but now the US is not so interested in signing and is dragging
its feet". He claimed the American position was a form of "blackmail”,

Ratification procedure

Under the treaties, Mr Prattini explained, an interim international
agreement signed by theEUwithathirdcomuy can come info force
immediately, without waiting for the ratification process to be

concluded: “The need to be ratified does not prevent it from taki

effect immediately", he said. Ewa Klamt (EPP-ED, DE) was surprised that
no ratification by national parliaments would be required on such a
sensitive topic and Ignasi Guardans (ALDE, ES) added: "only ratification
can give legitimacy to your work, Mr Frattini, You need the parfiaments’
blessing (...) so they take responsibility for it".

Time pressure

with US to replace the pact annulled by the EU Court of Justice, which
is due to expire on September 30, He explained that there is not enough
time for negotiations at present and that he had urged US officials to
accept merely a change in how the deal is framed legally. Most MEPs
agreed that a bad agreement is better than no agreement at all. If no
deal is reached this month, airlines will continue to send data
requested by the United States but without the safeguards provided by
the deal, stressed Mr Frattini. "I am aware that it is in our interest

001503

1/17/2007




Ke: pU Lommission Vice President Franco Frattini updates European Parliament on talks... Page 6 of 6

to avoid bilateral agreements", said Martine Roure (PES, FR), "but it is

our responsibility to ensure that EU citizens can enjoy at least the
same level of data protection as US citizens". '

Lastly, Mr Frattini said that positive or voluntary profiling should be
seen as a benefit, as "it can mean you spend less time at borders". The
Commission will therefore consider submitting a draft directive on this
direction. "We will present a feasibility study next spring”, he said.
Lastly, he argued that giving people the chance to register their

personal data in a database voluntarily would allow them to cut down the
number of controls and even diminish the risk that they would suffer
ethnic profiling.

11/09/2006
Committee on Civil Liberties, Justice and Home Affairs
In the Chair : Jean-Marie CAVADA (ALDE, FR)

oolsef

1/17/2007




Fw: CRGENT: PCC Tasking Piuge i of 10

Lot BN

From: ( bt )

Sent: Friday, September 15, 2006 7:04 PM
To: Teufel, Hugo

Subject: Fw: URGENT. PCC Tasking

‘/) Meant to copy you on this. I'm handling but just so you're aware on the state of Play. Will be going to DVC with EU
monday morning at the NAC.

Sent from my BlackBerry Wireless Handheld

- Original Message -
Fran:kmmweig,l‘nﬂ

To: Scardaville, Michael;, . bt bz [ow 3
Ce: 'Scardaville, Michael’ £ b2 lew 2 Jacksta, Bob M

Sent: Fri Sep 15 18:51:07 2006

Subject: RE: URGENT: PCC Tasking

‘/) meej\unpinmdoﬂ'erh:doatothecomPNRtem Wcaredoinggmatwork( b s 2. Keep
swinging.

P

Paul Rosenzweig
[bzles Y

—~~Original Message——--

From: Scardaville, Michael

Seat: Friday, September 15, 2006 6:36 PM

Too I bbb bz fso A

Ce: Scardaville, Michael; Jacksta, Bob M; Rosenzweig, Paul
Subject: URGENT: PCC Tasking

Importance: High

All,

) You missed one of the more fun-filled PNR meetings yet, but before 1 go into details, let me get right to the taskings. DHS
left with two taskings:

@

»:) #2 is minor and I'll rake care of 1t and sead a copy onge Stewart is happy with 1t. On #1, we need to finalize [ . ' document
(/ and make it a httle more readable for non-lawvers. T_ o &

Derwed Sohcder MFE y 002948
Declass . jr5 Sept 20| ’

1172007
(1)



Fwi URGEN T PCC fasking Page 2 6f 10

‘/) The target due date for both documents is Noon Tomorrow (yes Saturday) Sorry but that's unav ofdable - personaily I'm
\ hoping for rain tomorrow. . o

(U) To recap generally and provide food for thought.

@3

( No options are off the table, but if the description of what is coveredvc; bs O is good enough we will present the Joint
' ) Statement as an altemative to the EU's proposal by Monday.

Please send me an cmail confirming that you received this and give me a ring if you'd like to discuss. [ {, « 33 ifyou
@ can give me an idea of when you can provide you additions it would be very useful so I know when to get in tomorrow. [I'l}
be here for a while yet and will likely be in most of the day tomorrow

CThzlw > 002949

-----Original Message----- /

From: T b > /

Sent: Thursday, September 14, 2006 4:27 PM 7

To: Scardaville, Michael, T bl b2 Jow A ’

Subject: RE- EU Commission Vice President Franco Fratting updates European Parliament on talks with USA

1'17/2007



Dw o oragpRN LD poC DUshing page 3010

Importance: High / ' ij
Tbt 2 o e

Attached is 2 draft explicating what is meant ¢~
@ ) LS
=

For Mike,

UJ I've addressed to you to make sure this is in the ball park for what POLICY envisions. £. B
’ ST e bS Y
Thanks.
Lbe D
Director of International Privacy Programs
DHS, Privacy Office

Tel. . :
Fay [52 low 3
Bmail: I b vy leis ™

This comnmnication, along with any attachments, is covered by federal and state law goveming electronic communications
and may contain confidential and legally privileged information. If the reader of this megsage is not the intended recipiant,
you are hereby notified that any dissemination, distribution, use or copying of this message is strictly prohibited. If you
received this in error, please reply immediately to the sender and delete the message. Thank you.

——Original Message-----

From: Scardaville, Michael

Sent: Thursday, September 14, 2006 8:52 AM A

To:' [ b b2 e A

Subject: RE: EU Commission Vice President Franco Frattini updates European Parliament on talks with USA

() eandoa call before 9:00 or after 9:45.

) L LS A

- \
a b\

Mike

Cb2 (e A

-----Onginal Message-----

From: 66 0 c
Sent: Thursday, September 14, 2006 7:17 AM :
To: bk bz lew D Scardaville, Michael

Subject: Re: EU Comimission Vice President Franco Frattini updates European Parliament on talks with USA

002950 -

1/17:2007
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b\

Sent from my BlackBerry Wireless Handheld

----- Orniginal Message -----
From: T bée b2 [s 3
To: [ b&¢ bz [ec A

Sent: Thu Sep 14 07:03:55 2006
Subject: Re: EU Comumission Vice President Franco Frattini updates European Parliament on talks with USA

L v _ a2 Lben
-—-Origimluuuge-o--
Te: & ble b2 /a.) Baker;u:mm Ebz Joew DLt =

C L6 bz (o> Scardaville, Michael (_ bz low

Cc: TeufelL, Hugo C b2 Joww 73 Rosenzweig, Paul [ bz/ee Mbée o}
tb‘-’ b2 e 3

Sent: Thu Sep 14 06:50:44 2006
Subject: Re: EU Commission Vice President Franco Frattini updates European Parliament on talks with USA

Cbe D

Understand your views but unless I'm misunderstanding, . bs
2 Mﬂ:ewmtedsomethmgsoonso+l’llu-ytocxrculahesometbmgbyooborcm1ytmmrowforyou

w look at
Yl LS
>

Sent from my BlackBerry Wireless Handheld

----- Onginal Message —---

From: T b‘p b& [aia 2

To: I b 7 Baker, Stewart- b 2 locs L b b 2 /oo L
L. b Y2 les>; Scardaville, Michael T° b 2 /o 23 ;

Ce: Teufel. Hugo &_ b2~ Jows .23 Rosenzweig, Paul- T b2 /o> A L we 3
Ube bz Jau 3

Sent: Thu Sep 14 00:03:58 2006
Subject: Re: EU Commission Vice President Franco Frattini updates European Parliament on talks y Usa,

-

002951

1:17/2007
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SWIUUENT D PUL L asKing Page Sof 10

Y
Vd
----- Original Message -----
From I be bz loe )
To: Baker, Stewant [~ b2 /oo N Lo k2 (o A

T b6 balow Scardaville, Michael © b 2 foc. 3

Cc: Teufel, Hugo I b2 [ed> 2 [ b é A Rosenzweig, Paul { bz Jao: TN Tb& 1\

bz Joco

Sent: Wed Sep 13 21:00:55 2006
Subject: Re: EU Commission Vice President Franco Frattini updates European Parliament on talks with USA

Ll

----- Original Message -----
From: "Baker, Stewart” {_ |z, Jocs D

Sent: 09/13/2006 06:26 PM
To: T b é bz /ow 3 "Scardaville, Michael”

Eoz Jow 3

Ce: "Teufel, Hugo" C b2 low D T b bz (oo 2\ 'Rosenzweig, Paul"
C b2 /oo pa

Subject: RE: EU Commission Vice President Franco Frattini updates European Parliament on talks with USA

b
002952

-----Onginal Message-----

From: U b e BN

Sent: Wednesday, September 13, 2006 6:19 PM /
To: T bl O Scardaville, Michael; Baker. Stewan /
Cc: Teufel, Hugo, T o & X Rosenzweig, Paul

Subject: Re: EU Commission Vice President Franco Frattini updates

1/17/2007




Fw: URGENT: PCC Tasking Page 6 of |0

European Parliament on 1alks with USA

@ o |

—~--- Original Message -----

Fom C_ b D
To: Scardaville, Michael; Baker, Stewart
Cc: Teufel, Hugo; C~ b6e Y Rosenzweig, Paul

Sent: Wed Sep 13 18:11:34 2006
Subject: Re: EU Commission Vice President Franco Frattini updates

European Parliament on talks with USA

@
#

Sent from my BlackBerry Wireless Handheld

- Original Message —---

From: Scardaville, Michael

To: Clole 2\ 3aker, Stewart

Cc: Teufel, Hugo; | L b )\ Rosenzweig, Paul
Sent: Wed Sep 13 17:59:03 2006

Subject: RE: EU Commission Vice President Franco Frattini updates
European Parliament on talks with USA

E bl D

(

=
@ /

Mike
Tb2 5D

002953

s

1/17:2007




EWIUKUGEN D PO JasKing

—---Onginal Message-----

From: I_{, ¢ a

Sent. Wednesday, September 13, 2006 5.56 PM
To: Baker, Stewart; Scardaville, Michael

Cc: Teufel, Hugo; I L & L Rosenzweig, Paul
Subject: Re: EU Commission Vice President Franco Frattini updates /

European Parliament on talks with USA

b

Sent from my BlackBerry Wireless Handheld

—— Original Message —-

From: Baker, Stewart

To: Scardaville, Michael

Ce: Teufel, Hugo; & b (o B
Rosenzweig, Paul

Sent: Wed Sep 13 17:51:33 2006

Subject: RE: EU Commission Vice President Franco Frattini updates
European Parliament on talks with USA

b

—-—Original Message---—

From: Scardaville, Michael

Sent: Wednesday, September 13, 2006 4:58 PM

To: Baker, Stewart

Ce:' T b =
Frenkel, Jonathan; . boie A Jacksta,
BobM; T bé 3

lal b 3 Mortensen,
Kemneth; & b6 3 Rosenzweig, Paul;

< b ¢ D Scardaville, Michael: £ & & 2 Teufel, Hugo,

C be -2
Subject: FW: EU Commission Vice President Franco Frattini updates /
European Parliament on talks with USA

Importance: Low ;

Stewart,

002954
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6.

1/7 all. If no deal is reached this month, airlines will continue to send

WU CLN P LASEINY
"Most MEPs agreed that a bad agrecrent is better than no agreernent at

data requested by the United States but without the safeguards provided
by the deal, stressed Mr Frattini.”

Mike _
Cb2 Jo

—~---Original Message-----

From: TelmoBalazar = b 2 /o ) =
Sent: Wednesday, September 13, 2006 9:30 AM

To: Scardaville, Michael; Rosenzweig, Paul; C_ ble Y
'l ke b2 lewe A

L bk b Jow 3

Subject: PNR: EU Commission Vice President Franco Frattini updates
European Parliament on talks with USA

Importance: Low

Dear Colleagues,

L o

&

<)
—

Best regards,

Telﬁo—B‘al U

a4

¢ SUTODS YT eX] ,_ DIesS age
9-37-902-20060908IPR 10489-1 1-09 2006-2006-fnlse/deﬁult_en.hnn

Justice and home affairs - 13-09-2006 - 09:13
PNR: Frattini updates MEPs on talks with UsaA

The US administration is ready to accept the EU's request for a

two-stage procedure in the talks on the transfer of passenger name

records (PNR), Commission vice-president Franco Frattini told members of

the Civil Liberties Committee on Tuesday. MEPs agreed with the timetable

put forward by Council and Commission representatives but were keen that

the substance of the agreement be improved and they voiced concem about

the unclear ratification process.

The idea proposed by the Council to US officials during their first

negotiating meeting last Friday is for the two sides to sign an initial

interim agreement to run until November 2007 - in which the conditions /
on data protection and transfer of PNR would remain unchanged - and /
start immediate negotiations for a further definitive agreement to run '

1/17°2007

v
(7
@
[os]
Q
A
(-

/
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from 2008, on which the content can be renegotiated. "The US said it was
prepared to enter into negotiations of substance* on this second

agreemecnt, ssid Mr Frattini. A Commission representative was present on
Friday to assist Council during the negotiations.

willing to make its commitments on the protection and use of data
legally binding, Mr Frattini admitted that this would not be easy for

the first short term agreement, since it would require the US Congress

to ratify these conditions (known as the ‘undertakings', which are now

in an annex and not part of the legal text). Stavros Lambrinidis (PES,
EL) responded: "You have told us enough... the US is seeking to tum the
issue of making the undertakings legally binding into a problem (...) We
agreed to sign the short term agreement while keeping the coatent
unchmgedbutmwtheUSisnotsoh:tuubdinsigningmdisdnuing
its feet”. He claimed the American position was & form of "biackmail”,

@ Asked by rapporteur Sophie In 't Veld (ALDE, NL) whether the US was

Ratification procedure [U)

Under the treaties, Mr Frattini explained, an interim international
lmsinedbytheBUwithnhirdcmmuycmcomeimofome
immedistely, without waiting for the ratification Pprocess to be

- concluded: "The need to be ratified does not prevent it from taking

1/) effoct immediately", he said. Ewa Klamt (EPP-ED, DE) was surprised that
no natification by national parliaments would be required on such a
sensitive topic and Ignasi Guardans (ALDE, ES) added: "only ratification

— -cangive legitimacy to your work, Mr Prattini: ¥ou need the partiaments’

blessing (...) so they take responsibility for it",

T presee /)

Commissioner Frattini warned of the risks of not reaching a PNR deal
withStoxepheethepwtmnulledbytheEUCounoﬂulﬁce,which
iadueme:q:immSepmbaw.HeexphiudMMilmtmgh
&) ﬁmfornegoﬁnﬁouumcmmddmhehdmgodUSoﬁchhm
aceeptmelynchmgeinbnwﬂnededishmedkgaﬂy.l\(mtms
~ amed&nabadwhbeﬂcrhmmmmauﬂ.lfm
deal is reached this month, airlines will continue to send data
requested by the United States but without the safeguards provided by
the deal, stressed Mr Frattini, "I am aware that it is in our interest
to avoid bilateral agreements”, said Martine Roure (PES, FR), "but it is
our responsibility to ensure that EU citizens can enjoy at least the
same level of data protection as US citizens".

Lastly, Mr Frattini said that positive or voluntary profiling should be

seen as a benefit, as "it can mean you spend less time at borders”. The
U_) Commission will therefore consider submitting a draft directive on this

direction. "We will present a feasibility study next spring”, he said.

Lastly, he argued that giving people the chance to register their

personal data in a database voluntarily would allow them to cut down the

number of controls and even diminish the risk that they would suffer

002956
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ethnic profiling.

11/09/2006
Committee on Civil Liberties, Justice and Home Affairs
In the Chair : Jean-Marie CAVADA (ALDE, FR)

1/17/2007
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From: Scardaviie arae; o b e /o s J

Sent: “ULasgny X 7% Z005 505 Rl

g

To: frannas Kziezen Soare. dig fag-asd
: L L«) & 3 - LS el ::..“!"
Cc: b ___]

Subject: SE Push g

“ﬁ
O
“\
L

T
\r.

Oy
s

T ON
\

.
_J_/_{Dg,.,._ have .oy ducLmentation L by - - in3E | can reaqs o

rMike
Cb2 Jow )

——
----- 2riginal Messago----- —
From: \Kraninger, Kac,_car sl L b2 {ow A

Sent: Tuesczv, Sfptemne: i, It oo -
'



i _@\._ 3
From: rSales, Nathan_y
Sent: . . Wednesdav Sectember 27,2006 11.04 AM
To: - ko e > Baker. Siewart b
Ce: I"Coldebelta Gus, 7. b 3 Scardavi!le._! .
Michael. € e, =

Subject: RE! PNR snaring unger 202

tChe 3 ‘

\_ N

t__Bes:,

N;\S‘_

{\Nathan A. Sales_ .
Deputy Assistant Secretary for Policy Development
\__Dgpartment of Homeland Security

2 fexo 3

—

From: L o & a

Se?t: Wednesday, September 27, 2006 10:33 AM
To:' Sales, Nathan Baker, Stewart {p

Cc: Coldebella, &Us: '/ b

Subject: RE: PNR sharing under 202

rNathan,_-‘ B e
\

3 Scardaville, Michael; (b A

r VS
4 -

e

Associate General Counse! (1&A)
Department of Homeland Security
;rmobﬂc ..
{ pager v &
L ofax
Cbé bz lows __3,,




.
From: Saies, Nathar,

Sent: tednecray Seatemiber 27, 2006 §:56 AM
To: L. L? 3 Baker. Siower
Cc: T Colaebelia, Gus: £ o
Subject: RE: PNR srzning _ncer 702

—~ alo

)
P

blo V)
/i) - -
~ Bes!
FNAS

r‘Naihan A Saies,
Deputy Assistant Secretary for Policy Developmeant
r_Departmem of Homeland Security

b2 Jaww D

—

o

<

From: ~ &G 3
Sent: Tuesday, September 26, 2006 5:50 PM
To: Baker, Stewart.

Cc:'Sales, Nathan; Coldebella, Gus; € lo &
C b

Subject: PNR sharing under 202

Stewart, -

A v r

r~ -
Z bt >
Associate General Counsel (1&4)
Department of Homeland Security

mobile : -
/ pager

[ _fax - —_—

A Scardaville, Michae!<__ b« _ Ty

> Scardaville, Michael; £ (- j '




L b s
i
From' (,Lk-r = /
Sent: Sunday. Octobe~ 01 2008 4 11 PN !
To: Teufel, Huge
J N Subject: Re PNR implementation plar
-
N
7 ') item 2 need compliance to work on the new sorn Itie
. ~
~
Senc Irom my BlackBerry Wireless Handheld
- --- QOrigiaal Message --- -
From: Baker, Stewar:
To: S:eles, Nathan; dhern, Javsen P; Myers, Julie L; Basham, wralph; &~ bt A
Cc: Stero, Deborah J; C bt A Rosenzwelg, Paul; L o & A
“pPerry, Phil' [ & 2 fowo 3 Teufel, Hugo
Sent: Sun Cct 21 13:53:26 2005
_D Suriecrc: RE: PNR implementation plan
N - ; 3 .
N This :s good Two 1ssues jump out:
1. Our propesal to the EU includes a promise that additional agencies wili meer -te
standards impocsed by the Undertaki"zgs on CBP. We need to operationalize ~hose
recr‘ir-mer.t., and determine whether they require any changes in the activities of the
recsiving agencies or any special handling of PNR. We may need a memo setting forth the
stess recelving agencies will take to meet the requirements. s
__ s 5 _3 Tz
wil: reguire the participation of CBP, thre recegiving agency. and SOmeons Who wWas at
negotiations -- probably [ L ) from OGC and/cr CQ_} ¢ ) from Privacy.
I The SCRN looks lake a gating facior to me. Getting Lt drafted and into the F2 in 14
Da; ¢ wrl ~ake a Inr of work, and we don‘t have a POC for thar irem. C.
=
= s . ; bs A Can
we tientify a BPOC Monday?
e -t o P Fud . Yo Pogy S 1 . . o = =1 . by
; ~.\v TCTCATKeT ot e a::\..u.:;axy SSPUU LU SN e wants rotomoveforwardoas quicx /7 &8
\L woses.ble. In the meantime, (. e .
2D
DStewart
------ Jdriginal Message-----
From: Sales, Nathan
Sent: Sun 10/1/2006 1:16 PM ]
To: Eaker, Stewart; Ahern, Jayson P; Mvers, Julie l.; Basham, wWrelph; L‘O“‘- 3
~ “¢: Epers, Deborah J; [0 Q;(, A Rosenzweig. Paul
J g2ib-ett: RE: PNB implemertation plan
-\\As promised, here’'s the drafc impiementation plan. The «“Orking group hopes to have ~hisg
Jfiinal . zed tomorrow hich would enable us tc “"throw che switceh" in pretty short zrder
]hhecrm
A4S
Nathar A. 3alies
\;Deou:‘f Aisgistant Sscretary for Pol:cy Develwpment De eparcment cf Szoorit,
L2 [ew BN (‘
>, . £ p . . ;T o
. uem\}f’g{ *‘(’(’\‘\, f D\/ffw&\’ { L{/k‘
- -Original Message- - - - - . —
Ty - - -~ 4 ’ 1 A~ d, - -~
From ‘z le Nathan T :
on Les. wath ;o ol 2o O C RS
1 7
o

OO0 /QOU



Do funday, Octozer N1, 1378 L7053 Al
Baker, Stewart; Ahern. aves- o i N
~ - - C — - ! — W
s U Epers, Zeberan J; L b
sZubTezt: Pe impl tat.zon pl
N -Joae €. PNR implementat.zn olan
"\T\ Sle.arT T oal.,
o
~
“.r .mplementation working grcunr has puft tcgether a drafe pPian to mare
/(lb o ciner CHS entities. Further refinsment of rhe I&3Ks will be reeded
" nave a 1é6-step plan that will rake APPTEXIMATE LY Three WeeKS [0 execurs.
chae current draft to this groug when I'w sus of church.

-+ -- Triginal Message - - -

From: Barner, Stewarc

TG: o Anerwn, Jayson P; Myers, Juiie L; Basham. Wraloh. Sales, Nathan: [/ B A
Cc: ¢pero, Deboran J; L b« <> Ros=nzwe:g, Paul - .
Sent: Sun OJct 01 10:41:34 2006

Subject: PNR implementation plan

O

or

Nathan Sales, DAS for Policy Development, has been leading the planning processs #
opening PNR data to cther agencies. The Secretacy has expressed decerminaction =c

implement quitkly the changes that we've been negotiating so hard for.  we nasd rg tepor:
ang TEL,

to him by COB Thursday on a detailasd implemencation plan for access oy
including ary i{ssues that nsed tc be resolved.

d or make someone available from your agencies for a Monday Tmeeting to force

Can you atc
the pace on planning? Nathan can provide derails on what's already been done and by whom.

I will attend the meeting to provide more details about the kinds of
restricticns/procedures we will reed to implement to live Up to the spiric of the
negctiations.

Stewarc

Go1col
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From: Eaker, Siewzn
Sent; Sunday, Cciober C*. 2006511 P+
To: Sales. Nathan: Ahen Javson P Mvers Uilie L Basharm Wraph C ol D
Cc: Spero. Deborah J ¢ ¢ —= Rosenzweig Fay C Lo Y
N g - w2 fen: T Teufel, Hugo
JJ  Subject: RE: PNR implementation plan
! N Yes 004 .
5
----- ©1ginal Message- -- .
From: Sa‘es, MNathan
Sear: 3un 10/1/2008 2:38 B
To: Barer, Stewarr: Ahern. .J‘a':s‘:t‘. Zr o Muers, welis Bashar, Wraipn; C_b(a 3
C¢: Spero, Deborah J; S S A Rosenzwe:g, Fauj; ya Lo PN
/o~ L. bz loar 2 Teufel. Huge
;\v) Subject: Pe. pNR implementatijion plan
) 2
-\\
U) Cn (2}, we'll work to identify a poc tomorrow.
~ Thnanksg,
VA NAS
Sent from mv BlackBerry Wirelesg Handreld
————— Origiral Messags - .- ..
From: Baker, Stewars _ 3
To: Saies. Nathan; Anern. Javson P: Mvers, Julie L, Basham, wralph:-r bl =S
Cc: Spero, Deborah J: O b NG § Rosenzweig, Pzyl, T b Y
‘Perty T PhIT T X Teufel Hugo———— - T T T

= Sent: Sun Oct 01 13:53:26 2006
/) Subject: RE. PNR implementation plan

[
U‘)Th;s <8 good. Two issues jump out:

1. Our proposal to the EU includes a promisge that additional agencies will meet the

’ standards imposed by the Undertakings on CBP. We need to opeérationalize those

}\ Iequirements and determine whether they require any changes in the activities of the
Ieceiving agencies or any sgpecial handling of pyg. 7ne may need a memc getring forch rre
®LEDE receiving agencies will take rn meet the reguirements. [

-

(SN I i
will require the participation cf ~<BE, the Tecelving agency, and Somecne who was a: (he
EGUT la T ions - - probaply [ LG I\ frem oge and/or L Qfrom Frivacy
P The ORI D coks like 2a gatine factor ro me. Gettinz it drafrec and .nro Lhe TR oin G4

- bovs wi il tare a lot ©T wark, ang we App'r have a pPRC fop Chat irem. =
H S Y Caz

der il s 200 Monda Yy

e
’

- 7% talved to the Secrerary abour this, 2nd he warrs -5 Eo mote forwarg as e N
oy . . “ o
Q Sl -t the meant ime, [ LS

FAS

/;/ @}Cf/l/}"é@" r'«.l/'/Y .
/ ) \)\.1

. ewarg ~ . ~ . ” e
/) J e w&)\(‘: n&/i’)( dgee (N




----- Original Message----- 4 'l!fiL
From: Sales, Nathan
Sent: Sun 10/1/2006 1:18 PM
To: Baker, Stewart; Ahern. Javson P; Myers, Julie L: Basham, Wralph; T b o\
Cc: Spero, Deborah J; £ b ¢« ) Rosenzweig, Paul
(Fj) Subject: RE: PNR implementation plan

As promised, here's the draft implementation plan. The working group hopes to have this
(j{:) finalized tomorrow, which would enable us to “throw the switch" in pretty short order.

Cheers,
L\)} NAS

Nathan A. Sales
Qf) Deputy Assistant Secretary for Policy Development Department of Homeland Security
Tb+ lews Y

----- Original Message-----
From: Sales, Nathan
Sent: Sunday, October 01, 2006 10:58 AM )
To: Baker, Stewart; Ahern. Jayson P; Myers, Julie L; Basham, Wralph; bk AN
Cc: Spero, Deborah J; U b A Rosenzweig, Paul
(\E) Subject: Re: PNR implementation plan

! Stewart et al.,

\w
Our implementation working group has put together a draft plan to make PNR data available

&sag; to other DHS entities. Further refinement of the tasks will be needed, but right now we
have a 16-step plan that will take approximately three weeks to execute. I will circulate
the current draft to this group when I'm out of church.

Sent from my BlackBerry Wireless Handheld

-~--- Original Message -----
From: Baker, Stewart )
To: Ahern, Jayson P; Mvers. Julie L: Basham, Wralph; Sales, Nathan; C b & D
Cc: Spero, Deborah J; . b ¢ “3) Rosenzweig, Paul
Sent: Sun Oct 01 10:41:34 2006
) \D Subject: PNR implememntation plan -

S

Nathan Sales, DAS for Policy Development, has been leading the planning process for

!5 opening PNR data to other agencies. The Secretary has expressed determination to
implement quickly the changes that we've beer negotiating so hard for. We need to report
to him by COB Thursday on a detailed implementation plan for access by ICE and TSA,
including any issues that need to be resolved,

Can you attend or make someone available from your agencies for a Monday meeting to force
; the pace on planning? Nathan can provide details on what's already been done and by whom.
* I will attend the meeting to provide more details about the kinds of

.am.emDENTlAL 0 \Q0S
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:rescrictions/procedures we will need to implement ¢ AL
@negotiations.

© live up to the SPirit of the
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----- Oriairal Messaqe-~---

From: . be "\ :TSA 0OCC»>

Sent: Monday, October 02, 2006 9:55 AM

To: Kerner, Francine: List-Counsel-Deputies; i . by a <T
Tee 5 <TSA OcC>

Subject: Re: PNR implementation plan

Pl Ty & X Pls call me if you need my help today. (New ce
- C o< /oo 3I'11 be in the office tomorrow. c..
- b D
Tt )

----- Original Message -----

From: Kerner, Francine

To: List-Counsel-Deputies; [~ 1, (- 4 <TSA 0CC>: ¢ ¢ «
T b 23 T8A oce>

Sent: Sun Oct 01 15:18:16 2006

Subject: Fw: PNR implementation plan

FYI. Close Hold please. (_ éﬂ; ) pleasghggnggggtgﬁtém

SA OCC>; U7 &, A

11

A <TSA OCC>;

Moqﬁav.

-

(/) &

Monday and Tuesday. Keep me advised via emall.

Sent from my BlackBerry Wireless Handheld

----- Original Message-----

From: Kip Hawley

To: Kerner, Francine: I G L2 o
CC: [ bl bz(lew) 3

Sent: Sun Oct 01 13:56:18 2006

Subject: Fw: PNR implementation plan

VD Francine, ~part of a longer thread on pnr.(@Llhas the lead...k

----- Original Message -----

From: Baker, Stewart

To: Sales, Nathan; Ahern, Jayson P; Myers, Julie L; Basham, Wra
Ui e b loe by

Cc: Spero, Deborah J: & 5 (. 2\ Rosenzweig, Paul; (.
Perry, Phil; Teufel, Hugo

Sent: Sun Oct 01 13:53:26 2006

Subject: RE: PNR implementation plan

LA’This is good. Two issues jump out:
1

0 (nn r%r ATV

-2 I will be out

002964
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1. Our proposal to the EU includes & promise that zdditional agencies will meet the
standards imposed by the Urdertakings on CBP. We need to operationalize those
requiremerts and determine whether they require ary changes in the activities of the
receiving agencies or any special handling of PNR. We may need a memo setting forth the
steps receiving agencies will take to meet the requirements, {_.

e
. 22 -3 Tt
will require the participation ot CBP, the rece.ving agency, and scmeone who was at the
negotiations -- probably \_ 5&, 3 from OGC and/or . ¢ ‘) from Privacy.

2. The SORN looks like a gating factor to me. Getting it drafted and into the FR in 14
days will take s lot of work, and we don't rave & POC for that item., .

Ls™ ~—  Can
we identify & POC Monday?

I've talked to the Secretary about this, and he wants it to move forward as gquickly as

possible. In the meantime, ¢~ ks

—

.Y

Stewart

————— Original Message-~----

From: Sales, Nathan

Sent: Sun 10/1/2006 1:18 PM

To: Baker, Stewart:; Ahern, Javson P: Myers, Julie L; Basham, wralph:; L LG O
Cc: Spero, Deborah J; C.Q)b aa § Rosenzweig, Paul

Subject: RE: PNR implementation plan

As promised, here's the draft implementation plan. The working group hopes to have this
finalized tomorrow, which would enable us to "throw the switch” in pretty short order.

Cheers,
NAS

Nathan A. Sales
Deputy Assistant Secretary for Policy Development Department of Homeland Security
L b2 low 3

""’%i‘@’i‘ﬁ&‘l*ﬁ%‘&&@ﬁ‘““' O [ —
From: Sales, Nathan

Sent: Sunday, October 01, 2006 10:58 AM )

To: Baker, Stewart; Rhern. Javscn P: Mvers, Julie L; Basham, Wralph: ~ bt 2\

Cc: Spero, Deborah J; U b O Roserzweig, Paul

Subject: Re: PNR implementation plzn

Stewart et al.,

Our implementation working group has put together a draft plan to make PNR data available
to other DHS entities. Further refinement of the tasks will be needed, but right now we
have & 16-step plan that will take approximately three weeks to execute. I will circulate
the current draft to this group when T'm out of church.

Sent from my SlackBerry Wireless Handheld

————— Original Message -----

From: Baker, Stewart S ,
To: Ahern, Jayson P: Myers, Julie L: Bastam, Aralph: Sales, Nathan; < b -3
Cc: Spero, Deborzh J: L ke ' Rosenzweig, Paul

Sent: Sun Oct Ol 10:41:34 2006

Subject: PNR implementation plan

L | 002965
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Nathan Sales, DAS for Policy Development, has been leading the planning process for
opening PNR data to other agencies. The Secretary has expresssd determination to
implement quickly the changes :that we've been negotiating so hard for. Ve reed to report
to him by CO3 Thursday or a detailed implementation plan for access by ICE and TSA,
including any issues that need to be resolved.

Can you attend or make someone available from your agencies for a Monday meeting to force
the pece on rlanning? Nathan can provide details or what's already been done and by whom.

I will attend the meeting to provide more details about the kinds of

restrictions/procedures we will need to implement to live up to the spirit of the
negotiations.

Stewart

002966
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Sent: Sunday, Octgber 01, 2006 4:09 pPM
To : —_ b e S
~ Co: g bt L2 jaes A
JJ Subject: Fw: PNR implementation plan
- Cbe 2
J See email below. [tem two may esp n22d compliance worx on a sov

C oo 3

get it dore.
Lbe 3

- Original Message-~----
From: (O bie )

Sent Irom my

Or.ginal Message
Baker, Stewart

but you may want to make sure that CBP is fully on
There is substantial work that has to

BiackBerry Wireless Handheld

e

From: L b =
Sent: Monday, October 02, 2006 12:53 Piv
To: L * S e ¢ -
- Cua L. e L loo - ‘Mortensen. Kennetn'
} Subject: RE: PNR impiementation plan
Lbs D
Some additional context for this. If in fact CRD and PRIV can work ou:z a and SORN for
ATS by this Friday, then it will be apgproved next Friday (Oct. 13} and cthen will 9o Co OMRB
for 10 days. So the very carlies: che SORN could be 1n the FX is Ocz 232
We «ill certainly work toward thar goal and I have spoken wizh ( b & 3  about this,

board and placing correct pressure to
be completed.

3
j}Subjec::

Cc: Sperc, Deboran J; U ks G
‘Perry, Phil' (L b2 low
ernt: Sun OCt ul 13:53:26 2006

RE:

This is good.

~0: Sales, Nathan; Ahern, Jayson »;

2
-\

Two issues jump our:

-. Our proposal to the EU includes

Myers,
Rosenzweliy,
Teufel,

BNR implementation plan

a
standards impesed by the Undertakings on CEP.
requirements and determine whether cthey require any cha
receiving agencies or any special handling of PNR.

promise that additional agencies will meet
We need to operationalize thcse

nges {n the acrivities of
We may n%f? a memo settina forth the

Julie L;
Paul; all
Hugo i

steps receiving agenciss will take to meet the reguirements.

will require the participacion of CBP,

the receiving agency,

5

negotiacions -- probably (C L { T3 from 0GC and/or el 3

2. The SCRN lcoks like

a gati

Yndavs will take a lot of work,
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N

we ldentify a POC Monday?
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r~ -
yros8 1ble . In the meantime,
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----- Original Message-----
From: Sales, Nathan
Sent: Sun 10/1/2006 1:18 PM
To: Baker, Stewart; Ahern, Jayson P; Myers, Julie L; Basham, Wralph; QD(c- A
Cc: Spero, Deborah J; T b a Rosenzweig, Paul
\DSubject: RE: PNR implementation pian

\Z) As promised, here's the draft implementation plan. The working group hopes to have this
finalized tomorrow, which would enable us to "throw the switch" in pretty short order.

Cheers,
NAS

Nathan A. Sales \
I) Deputy Assistant Secretary for Policy Development Department of Homeland Security
Cb2 lews 3

----- Original Message-----
From: Sales, Nathan
Sent: Sunday, October 01, 2006 10:58 AM
‘"To: Baker, Stewart; Ahern, Jayson P; Myers, Julie L; Basham, Wralph:;/ b O
Cc: Spero, Deborah J; [ b é 2 Rosenzweig, Paul
UD Subject: Re: PNR implementation plan

La Stewart et al.,

Our implementation working group has put together a draft pPlan to make PNR data available

to other DHS entities. Purther refinement of the tasks will be needed, but right now we

have a 16-step plan that will take approximately three weeks to execute. I will circulate
*° the current draft to this group when I'm out of church.

Sent from my BlackBerry Wireless Handheld

----- Original Message -----
From: Baker, Stewart ]
——To: Ahern, Jayson P: Mvers. Julie L: Basham, Wralph; Sales, Nathan; C b ( o
Cc: Spero, Deborah J; I o & 7\ Rosenzweig, Paul
- . Sent: Sun Oct 01 10:41:34 2006
kj)Subject: PNR implementation plan

~

Wy
S’

A

Nathan Sales, DAS for Policy Development, has been leading the planning process for
opening PNR data to other agencies. The Secretary has expressed determination teo -
implement quickly the changes that we've been negotiating so hard for. We need to report
to him by COB Thursday on a detailed implementation plan for access by ICE and TSA,
including any issues that need to be resolved.

Can you attend or make someone available from your agencies for a Monday meeting to force
the pace on planning? Nathan can provide details on what's already been done and by whom.

| - CONRNRATIA Ooi013



more details about the kinds of
to implement to live up co the gp_rit of the

(RN restriccions/procedures we will need
\@negm iic:ons.
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From: Cobe P
Sent: Mondav. October 02, 2006 1:45 P14
To: Lo D
Subject: RE: PNR implementation plan
dew timeline. T am currently working to nave T osigraiurs oo Sr:daw
which means that thes wouid pubiisn on Oct.
L >

Or-coiral Message -

The D

Monday. October
c: Teufel, Hugo, /s
ubject: Re: PNR 1mpl ementacion pian

Uy sty ryy

HT,
I'm copying Cb‘e:l who I believe is already working this with cbp (- b 3

Sent from my BlackBerry Wireless Handheld

----- Original Message -----

From: Teufel, Hugo
To: Baker, Stewart; Sales, Nathan; Ahern, Jayson P; Myvers, Julie L; Basham, Wralph;chﬂb A
Cc: Spero, Deborah J; (_&)Q; —\ Rosenzweio. Paul; {_ e A

'Perry, Phil: C bZ YE-T7¢)

Senz: Mon Oct U2 13:26:31 2006

3ubject: XE: PNR implementation zlan

s LD ff > SORN and are working on it now. (o LS

=

Hugo Teufel III

.

Ch.:ef Privacy Officer
U.S. Department of Homeland Secur.:ty
Wash_ngton, DC 20528

Chbijoss D

This communication, along with any actachments, is covered by federal and state iaw
governing electronic communicaticns and may contaln confidential and legally privileged
information. If the reader of this message is not the intended recipient, you are hereby
notified that any dissemination, discribution, use or copying of this message is strictly
prohibited. If you have received this in error, please reply immediately to the sender

and delete this message. Thank vyou.

i sage - - -
a art
U ober 01, 2006 1:52 oM
€3 ; ABhern Jayson P; Mrers, Julie i
v Lo Errera, [ G Dy icsenzweic -y
> ufel, Hugo
implemenctation plar

SnIs 15 good.  TwO ISBUES jump out:

Our propesa: to the EU includes a promise that addizional agencies
dards imposed by the Undertakings on CBP. We need to operationalize

san
.ecux-emehtb and determine whether they regquire any cnanges in the acrivities of che
recelving agencies or any speciai handling of PuHR. e mays need a memo se'*;ng faron The
< ,
1 A//.. o . r./{ WJ(»*(I& “« \dﬂj‘ﬁ G- {ﬂT
S . N RN =~

’
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bJ steps receiving agencies will take to meet the requirements. LN
_ , _ , b3 '
will require the participation of CBP, the receiving agency, and someone who was aESthe
negotiations -- probably /_ b« 2\ from 0GC and/or L bée D from Privacy.

It

) 2. The SORN looks like a gating factor to me. Getting it drafted and into the FR in 14
LJ dava will take a lot of work, and we don't have a POC for that item. (--
\..) bs
we identify a POC Monday? - Can

I've talked to the Secretary about this, and he wants it to move forward as quickly as

(@ possible. In the meantime, C b >
) -
(/) Stewart

----- Original Message-----
From: Sales, Nathan
Sent: Sun 10/1/2006 1:18 PM
To: Baker, Stewart; Ahern. Javson P; Myers, Julie L; Basham, Wralph; L é>¢v D!
) Cc: Spero, Deborah J; [ b é 2 Rosenzweig, Paul
52:) Subject: RE: PNR implementation plan
-

'\) As promised, here's the draft implementation plan. The working group hopes to have this
finalized tomorrow, which would enable us to "throw the switch" in pretty short order.

Cheers,
9D Rt

Nathan A. Sales
Deputy Agsistant Secretary for Policy Development
§2> Department of Homeland Security

L b2 fows Y

----- Original Message-----
From: Sales, Nathan

Sent: Sunday, October 01, 2006 10:58 AM

To: Baker, Stewart; Ahern, Javson P: Mvers, Julie L; Basham, Wralph; (. H G D

-Se - 7 7 " g, Paul
Subject: Re: PNR implementation plan

Stewart et al.,

Our implementation working group has put together a draft plan to make PNR data available
to other DHS entities. Purther refinement of the tasks will be needed, but right now we
have a 16-step plan that will take approximately three weeks to execute. I will circulate

the current draft to thisg group when I‘m out of church.

Sent from my BlackBerry Wireless Handheld

----- Original Message -----
From: Baker, Stewart ,
To: Ahern, Jayson P; Myers, Julie L: Basham, Wralph; sales, Nathan; CL49Q= -3
Cc: Spero, Deborah J; / & ¢ A Rosenzweig, Paul
Sent: Sun Oct 01 10:41:34 2006

DSubject: PNR implementation plan

S

) b

Ay .

CONFIRENTIA |
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nan Saies, DAS for Policy Develcpment, has de |
Oﬁenlna PNE data to other agencies The Secrezary, nhas eupzexseo deter
Implement u_Lc:(l\/ the changes that we've been negotiating so hard ‘fov
e CCB Thursday on & detailed 1mplementat:zcn plan ®cr access oy
including any 18sues rhat need to se resclved.
lan tle from vour agencies for a Menday meeting o force
tne ide deta:ls con what s already beer done and by whom
I ter te pr d more details about the xinds of
rescricrrons/procedures we will need ro implement to live o the spirict of the
qegccia:icns.
//ﬂ
L/J Stewzaret
CQ%Q? 0\
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from- b ™D

Sent: Monday. October 02 2008 152 2t
To: Teufe!, Huge

Subject: Re PNR impiementation plan

a delegaticn dinner but the privacy office never slas-s

nt Irom my BlackBerry Wireless Handheld

----- Original Messazge - - --

From: Teufel, Hugo

Ta: [/ b 2
Sent: Mon Oct 02 13:43:04 2006
Subject: RE: PNR implementaticn plan

She was in the office when I sent che e-maijl!

Hugo Teufel [IT
Chief Privacy Cfficer
U.S. Department of Homeland Securicy
Washington, DC 20528

ion, along with any a:-cachmenrs, :s covered Dy frxdex'al
enic communications and may contain confidencial
the reader cof this message 1s nat the intended reci

any dissemination, d’iSCIlV‘ULIOI‘A, use or copying of ChlS m
if you have received this in error, plzase reply immediate
this message. Thank vou.

92

()
Al

e
]
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m

&

-----Cr:iginal Message-----

o b e

nt: Monday, October 02, 2006 1:42 PM
©: Teufel, Hugo; C_,lo e PN
Subject: Re: PNR implementation plan

-
=
s

Lo I"2]

Sent Irom my BrackBerry Wireless Handheld

--- Crigina: Message -- - --
From: Teufel, Hugo
To: Bakar, Scewart; Sales, Nathan: Zhern, Jayson P; Julie L; Bashiam
o Epers. Deborah J; s — osenzwalyg, L be
Perry, Phil' & Iy 2 fa . D
Sent: Men Oct 02 13:26:31 2006

™~ - . .
;S‘ije’::: RE: PNR implementation plan

L b’) 3 SORN and are workiag on it sow. o Ls™

I'm ouyxnng(c_j who I believe is already working this with =bp C &G

A

-

SOheedie
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V) Washington, bC 20528
() (- bz foco "I

This communication, along with any attachments, is covered by federal and state law
governing electronic communications and may contain confidential and legally privileged

(S{) information. If the reader of this message is not the intended recipient, you are hereby
notified that any dissemination, distribution, use or copying of this message is strictly
prohibited. 1If you have received this in error, please reply immediately to the sender
and delete this message. Thank you.

----- Original Message-----
From: Baker, Stewart
Sent: Sunday, October 01, 2006 1:53 PM
To: Sales, Nathan; Ahern, Jayson P; Myers, Julie L; Basham, Wralph; < & & =
Cc: Spero, Deborah J; L b G - Rosenzweig, Paul; I b Y
‘Perry, Phil'; Teufel, Hugo

(U) Subject: RE: PNR implementation plan

(u} This is good. Two issues jump out:

1. Our proposal to the EU inciudes a promise that additional agencies will meet the
standards imposed by the Undertakings on CBP. We need to operationalize those
requirements and determine whether they require any changes in the activities of the

Q receiving agencies or any special handling of PNR. We may need a memo setting forth the
steps receiving agencies will take to meet the requirements. {

’ b5 3 It

will require the participation of CBP, the receiving agency, and someone who was at the
negotiations -- probably L & ( \ from OGC and/or C &6 3 from Privacy.

2. The SORN looks like a gating factor to me. Getting it drafted and into the FR in 14
U\ days will take a lot of work, and we don't have a POC for that item.
: IS X can
we identify a POC Monday?

I've talked to the Secretary about this, and he wants it to move forward as quickly as
D possible. In the meantime,
PR

-
e > 13

Stewvart

----- Original Message-----
From: Sales, Nathan
Sent: Sun 10/1/2006 1:18 PM )
To: Baker, Stewart; Ahern, Jayson P; ggers, Julie L; Basham, Wralph; & é;(c A
Cc: Spero, Deborah J;{_ & { Rosenzweig, Paul

%ubject: RE: PNR implementation plan

As promised, here's the draft implementation plan. The working group hopes to have this
8fina1ized tomorrow, which would enable us to "throw the switch" in pretty short order.

y)cheers .
NAS

Nathan A. Sales
WDeputy Assistant Secretary for Policy Development
Department of Homeland Security

L bz /e IA

~----0Original Message----- '

From: Sales, Nathan

Sent : Sunday, October 01, 2006 10:58 AM

To: Baker, Stewart; Ahern, Jayson P: Myers, Jylie L'Ali.asham, Wralph; C L G

CONFJBENT!

300\07/0
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Sent from my BlackBerry Wiveless Handheld

[

---- Jriginal Message - ----
Frcm: Baker, Stewart
Tc: ahern, Jayson P; Myers, Julie L; Basham, Wraliph; Sales, Mathan; é)é S
Cc: Spero, Peborah J: . b -~ RCsenzwe.g. Paul
N Sent: Sun Jct 01 10:4%1:34 Z00&
f ) ) Subject: PNR implementation plan
~
f/\;
W \_/'
A\
AN
k J
N/
Natnan Sales, DAS for Policy Developmenz, has been ieading the planning process for
7p1 “opening PNR data to other agencies. The Secretary nas expressed determination to

-

av
Eg)che pace or planning? Nathan can

implement quickly the changes thar we've been negotiating so hard for. We need ro report
te him by CO3 . Thursday on.a.detailed implementation plan- for-aceess by -1€E and TSE,— - - -
including zny issues that need to be resolved.

=3

Can vyou attend or make someone aple from your agencies for a Monday meeting to force
v a

i1
provide details on what's alrveady been done and by whom.

g to provide more dertails about the k:nds of

JI will atrend the meetin
live up to the spirit of the

Y . .
restrictions/procedures we will need to implement to
negotiations.

Stewart

- ; Oo\o7 |
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————— Original Message----z
From: (_ b D <rsa oces
Sent: Monday, October 02, 2006 1:53 PM
To: Kerner. Francine ~ , -~ _
Cc: L. bt  NTSAOCC>; b & - <TSA OCC>: <& lod PN
. He ~y <TSA occ>

Subject: RE: PNR implementation plar

Please find attached a copy of the CBP-EU Undertakings document govern:ng access Lo PNR
data. A/S Stewart Baker's email beiow indicates that agency heads will need to prepare a
meme setting forth the steps receiving agencies will need to follow to comply with the
requirements outlined in the Urdertakings document. These requirements encompass the use
of data, storage, treatment and protectlon, data elements, and redress, etc. &
s

D The existing PNR agreement expired
yesterday and the US has still not agreed with the EU on an ipterim arrangement.. DHS has .= . _.
proposed that the US would maintain the status quo, with the exceptior that DHS agencies
will be able to access PNRs under the framewsrk of the existing Undertekings.

Lbe 3
L bé 23

Assistant Chief Counsei for International Law Transpertation Security Administration -
Department of Homeland Security ph. b 2 Joes ) cell bz low D fax Lw Jow 3

ATTORNEY-CLIENT PRIVILEGED/ATTORNEY WORK PRODUCT THIS COMMUNICATION MIGHT CONTAIN
COMMUNICATIONS BETWEEN ATTORNEY AND CLIENT, COMMUNICATIONS THAT ARE PART OF THE AGENCY
DELIBERATIVE PROCESS, OR ATTORNEY-WHORK PRODUCT, ALL OF WHICH ARE PR:VILEGED AND NOT
SUBJECT TO DISCLOSURE OUTSIDE THE AGENCY OR 7O THE PUBLIC. PLEASE CONSULT WITH THE OFFICE
OF CHIEF COUNSEL BEFORE DISCLOSING ANY INFORMATION CONTAINED IN THIS Z-MATL.

----- Originzl Message-----

From: Kerner, Francine 2496
Sent: Sunday, October 01, 2006 3:24 ©M Gozsbv
To: Kip Hawley: L (. bz /o e

Cc: I bl b2 /s o

Subject: Re: PNR implementation piaun

Dﬂ"d . Xdﬁ l’\@i&l M

17’ (c# o5 ath Drelay TR 2 ¢
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Thanlt uan Kin We'l} contactﬁkﬁﬂ on Mondav, makinag this a top Drioritv.c:
6) ‘%Jcs/ ~._,,'j§
) L- K "\ freom OCC will be taking the lead, working with [, ( =\
Fik )

Sent from my BlackBerry Wireless Handheld

----- Original Message-----

From: Kip Hawley

To: Kerner, Francine: - bl b Joeod =3
CC: L b b2 /e "y - /

Sent: Sun Oct 01 13:56:18 2UUb
Subject: Fw: PNR implementation plan

(f:} Francine, ~part of a lenger thread on pnr. {hi)has the lead...k

————— Original Message ---~--

From: Baker, Stewart S .

Ta: Sales, Nathan: Ahern, Jayson P; Myers, Julie L: Basham, Wralph: (be 3
Lbe bz /ow 3

Cc: Spero, Deborah J: { s & -X Rosenzweig, Paul; Z b -
Perry, Phil:; Teufel, Hugo

Sert: Sun Oct 01 13:53:26 2006

Subject: RE: PNR implementation plan

This is good. Two issues jump out:

- ) 1. Our proposal to the EU includes a promiss that additional agencies will meet the

\X standards imposed by the Undertakings on CBF. We need to operationalize those

. requirements and determine whether they require any changes in the activities of the
reeeiving agencies or any special handling of PNR. We may need a memo seiting forth the
steps receiving agencies will take to meet the requirements. S

s o it
will require the partxcxpa;ion{of CBP, the receiving aqency, and someone who was at the

negotiations -- probably C;éoxé -2 from OGC and/or U_{ ¢« ‘A from Privacy.

The SORN looks like a gating factor to me. Getting it drafied and into the FR in 14..

2,
\&\ days will take a lot of work, and we don't have a POC for that item.
N o3 T\ Can

we identify a POC Monday?

I've talked to the Secretary azbout this, and he wants it to move forward as quickly as
Mi\possible. In the meantime, <~ o 5
\ 2

Stewart

----- Original Message----- 002968

From: Sales, Nathan

Sent: Sun 10/1/2006 1:18 PM ]
To: Baker, Stewart; Ahern, Jayson P:; Myers, Julie L; Basham, Wralph; Tbé 2
Cc: Spero, Deborah J: { & ¢ - Rosenzweig, Paul

Subject: RE: PNR implementation plan

\K}As promised, here's the draft implementation plan. The working grour hopes to have this
« ~finalized tomorrow, which would enable us to "throw the switch" in pretty short order.

Cheers,
NAS

Nathan A. Sales
Necutv Assistant Secretary for Policy Development Department of Homeland Securirty

Chz Jew

2
CQ(\H%W%
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----- Original Message-----

From: Sales, Nathan

Sent: Sunday, October 01, 2006 10:58 AM L
To: Baker, Stewart: Ahern, Jayson P: Myers, Julie L; Basham, Wralph; L b ¢ 1)
Cc: Spero, Deborah J; [ b "\ Rosenzweig, Paul
Subject: Re: PNR implementation plan

Stewart et al.,

\XT)Our implementation working group has put together a draft plan to make PNR data available
to other DHS entities. Further refinement of the tasks will be needed, but right now we
\\ have a 16-step plan that will take approximately three weeks to execute. I will circulate
the current draft to this group when I'm out of church.

Sent from my BlackBerry Wireless Handheld

————— Original Message -----

From: Baker, Stewart . .
To: Arern, Jayson P; Mvers, Julie L: Rasham, Wralph: Sales, Nathan; L. b A
Cc: Spero, Deborah J;: « 3 Rosenzweig, Paul

Sent: Sun Oct 01 10:41:34 2006

Subject: PNR implementation plan

0

(LK Nathan Sales, DAS for Policy Development, has been leading the planning process for

\~ ropening PNR data to other agencies. The Secretary ras expresssd determination to
implement quickly the changes that we've been negotiating so hard for. We need to report
to him by COB Thursday on a detailed implementation plan for access by ICE and TSA,
including any issues that need to be resolved.

Qﬁﬁ\Can you attend or make someone available from your agencies for a Monday meeting to force
Jthe pace on planring? Nathan can provide details on what's already been done and by whom.
I will attend the meeting to provide more details about the kinds of
restrictions/procedures we will need to implement to live up to the spirit of the
negotiations.

Stewart

002969

3
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4 b6 3 /
From: "—’ = 2
Sent: Monday Octover 02, 2006 3:45 AM
To: [_, o e - ]
Cc: - e 2o AN
Subject: Re PNR'ir tmplemanla!ion plan '+
r AN
V. Qreat--i have a feeling there will be a lo. of interes: in rhis assume be) will
“coordinate with Ll .
S5ent from my BlackBerry Wireless Handheld
------ Original Message -----
From: e BN
To: (7 by (e Y
Co: Lo b, Lo &2 /ORY ™y
C bl batew 3
Sent: Sun Oct 01 21:54:57 2006 0
. Subject: Re: PNR implementation plan\i /
3&f}: have the PTA andl:éﬂ“llu currently workina on the SORN for ATS (I assume). T will iook
“at PIA tomorrow and will follow up wit hLipui}on SORN to see whether It can happen.
Sernt using BlackBerry
- Qriainal HMessage - -- - -
“rom: T l('JL' ‘-A
To:r T ot G —
ce: & kil b /lo-s 3
L be é)< /i
Sent: Sun Oct 01 16:09:19 2006 oo
Sub)ecb: ?w: BNR implementation planw: '
Eb e = .
- See email nelow, iten two may e€sp need compliance work cn a sorn.{#;
Sent from my BlackBerry Wireless Handheld
===== Original Message ---
From: Baker, Stewart -
To: Sales, Nathan; Ahern, Jayson P; Myers, Julie L; Basham, wWralph: & b - _
Cc: Spero, Deborah J; [T b D osenzwesig, Paul; C;_ lo L
"Perry, Phil' b 2. Jjaoo 2 Teufel, Hugo
Sent: Sun Oct Gl 13:33:26 2006 -
Subject: RE: PNR impiementation plan .
53§ This is gocd. Two i1ssues jump aus
R . Cur H:rtr_al Lo - 2y incl;dpz & promrzg that add:itiona
' standards ‘mposed hy - ngg cn CBP.  Ye need to op
TEQUITEMENT: a: 1d detﬂrm ne whether they require any Changes 1
receiving agencies or any special ha ndling of PNR. de may need

ersg recelving agencies will rake to ﬁcer the requirerents
=
will require the participation of CBP™ the receiving agency, ard someons who was at -he
negeriations -- probably X b T\ from 0GC and/or U & & 2 from Privacy.
2. The SCRN looks like a gating facrtor.to me. Getting it drafred and intoc the FR in .4
/ i . - i
z P <1
- ’
o K '\Saj z /
- D BV 2- - o~ RO



days will take a letf of work, and we don't have a POC for that item.
S o
we identify a POC ¥onday?
VY .. . . - R . .
< 'Trwe talkxed to the Secretarv abouc this. &nd he wants it tc move forward as gquicily as
possible. In the meantime, & e
v —
=3

----- Original Message-----

From: Sales, Nathan

Sent: Sun 10/1/2006 1:18 PM

To: Baker, Stewart; Ahern. Javson P: Mvers, Julie L; Basham, Wralph; C b A
Cc: Spero, Deborah J; [ ¢ ¢ — osenzweig, paul

Subjectc: RE: PNR implementation planiy) !

\

-
\t 'As promised, here's the draft implementation plan. The working group nopes to have thisg
"finalized tomorrow, which would enable us to "throw the switch® in pretty short order.

Cheers,

Natparn 2. Sales
Depury Assistant Secretary for Policy Development Cepartment of Homeland Sacurity

C. 2 fois I

----- Original Message-----
From: Sales, Nathan
Sent: Sunday, October 01, 20086 10:58 A _ B
To: Baker, Stewart; Ahern, Javson P: Myers, Julie L; Basham, Wralpth;e>V; -
Cc: Spero, Deborah J; 2& & G - ; Posenzueig, Paul

. Subject: Rs: PNR implementation plan M

Y Stewart et al.,

U Niour implementation working group hes put together a drafr plan o make PNR data availahle .

~ to other DHS entities. Further refinement of the tasks will be needed, but righZ now we
have a 18-step plan that will take approximaztely three weeks to execure. 1 will clirculate.
the current draft to chis group whén ['m out of church.

Sent from wmy BlackBerry Wireless Handheld

------ Original Message -----
g

Frcm: Baker, Stewart

To: &hern, .Jayson P; Mvers, Julie L: Basham, Wralph; Sales, Nathan;c;&; [
Cc: Srero, Deborah J; L ¢ N\ Rosenezweig, Paul

Sent: Sun Ccc 01 10:41:34 2008

Sublect: PNR implementation plan.

o "33



v/ Nathan Sales, DAS for Policy Development, has been leading the planning process for
opening PNR data to other agencies. The Secretary has expressed determination to
implement quickly the changes that we've been negotiating so hard for. We need to report
to him by COB Thursday on a detailed implementation plan for access by ICE and TSA,
including any issues that need to be resolved.

(ég Can you attend or make someone available from your agencies for a Monday meeting to force
the pace on planning? Nathan can provide detalls on what's already been done and by whom.
I will attend the meeting to provide more details about the kinds of
resptrictions/procedures we will need to implement to live up to the spirit of the

negotiations.

Stewart

600334
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From: O b« A

Sent: Wednesday, Qctober 04, 2006 6:40 PM

To: L b« AL b2 jow =

Subject: Fw: PNR implementation plan

Don't know if vou saw this email chain. W

Sent from my BlackBerry Wireless Handheld

----- Original Message -----

From: Baker, Stewart

To: Teufel, Hugo; Sales, Nathan; Ahern, Jayson P; Myers, Julie L; Basham, Wralph; ¢ L 1
Cc: Spero, Deborah J;C_ ¢, « - Rosenzweig, Paul; C I )

'Perry, Phil' (. L2 /ccw N '

Sent: Mon Oct 02 15:32:02 2006
Subject: RE: PNR implementation plan

out.

@ |
C(z). 10 )

(?;) I leave the lead to the two offices concerned; whoever can move most quickly should step

‘&

----- Original Message-----

From: Teufel, Hugo

Sent: Monday, October 02, 2006 1:27 PM

To: Baker, Stewart: Sales. Nathan: Ahern, Jayson P; Myers, Julie L: Basham, Wralph; C 5% 1
Cc: Spero, Deborah J; (. 5L A Rosenzweig, Paul; o bée I

'Perry, Phil’

Subject: RE: PNR implementation plan

L/) P Y 3 SORN and are working on it now. (- &5
RS
Hugo Teufel III
Chief Privacy Officer
U.S. Department of Homeland Security 002942
Washington, DC 20528
b Jow n

This communication, along with any attachments, is covered by federal and state law
governing electronic communications and may contain confidential and legally privileged
information. If the reader of this message is not the jintended recipient, you are hereby
notified that any diesemination, distribution, uge or copying of this message is strictly

prohibited. If you have received this in error, please reply immediately to the sender

and delete this message. Thank you. )
1 TRived Schrader 772
= W1 T 7ol
Pontkine | GRS D Y
“;<fi

L
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:'/ - -
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----- Original Message-----

From: Baker, Stewart

Sent: Sunday, October 01, 2006 1:53 pM ‘ )

To: Sales, Nathan; Ahern, Jayson P; Myers, Julie L; Basham, wralph; C b« -2

Cc: Spero, Deborah J; (. &L ¢ - Rosenzweig, Paul; L o\
'Perry, Phil'; Teufel, Hugo

Subject: RE: PNR implementation plan

This is good. Two issues jump out:

1. Our proposal to the EU includes a promise that additional agencies will meet the
standards imposed by the Undertakings on CBP. we need to operationalize those
requirements and determine whether they require any changes in the activities of the
receiving agencies or any special handling of PNR. We Mmay need a memo setting forth the
steps receiving agencies will take to meet the requirements. . —_
- It
will require the participation of cBpP, theé¥2ceiving agency, and someone who was at the

negotiations -- probably L ) from ogc and/or C_ (¢ 3 from Privacy.

2. The SORN looks like a gating factor to me. Getting it drafted and into the FR in 14
davs will take a lot of work, and we don't have a POC for that item.

& o3 2 Can
we identify a PoC Monday?

I've talked to the Secretary about this, and he wants it to move forward as quickly as
possible. In the meantime, (= W<
A

Stewart

————— Original Message-----

From: Sales, Nathan

Sent: Sun 10/1/2006 1:18 pM .
To: Baker, Stewart; Ahern. Javson P: Mvers, Julie L; Basham, Wralph:/ b 3

Cc: Spero, Deborah J; ;- 4 ¢ 3 Rosenzweig, Paul
*,‘_._._.__Snbj.ect-fﬂz%mm}ementhrrm
v;)Aa promised, here's the draft implementation plan. The working group hopes to have this
finalized tomorrow, which would enable us to "throw the switch” in pretty short order.
Cheers,
NAS

Nathan A. Sales

----- Original Message-----

From: Sales, Nathan

Sent: Sunday, October 01, 2006 10:58 AaM

To: Baker, Stewart; Ahern, Jayson P; Myers, Julie L: Basham, wralph; € L(
Cc: Spero, Deborah J; ¢ & (- ) Rosenzweig, Paul

Subject: Re: PNR implementation Plan 002943

Stewart et al.,

~ Our implementation working group has put together a draft Plan to make PNR data available

/)

to other DHS entities. Further refinement of the tasks will be needed, but right now we
have a 16-step plan that will take approximately three weeksg to execute. I will circulate
the current draft to this group when I'm out of church.

2
 Inaclbessrty/ (},\(;%m,ﬂ,,




Cofe QL nnAL

Sent from my BlackBerry Wireless Handheld

----- Original Message -----

From: Baker, Stewart

To: Ahern, Jayson P; Myers, Julie L; Basham, Wralph; Sales, Nathan: [~/ e -1
Cc: Spero, Deborah J; (. b & ) Rosenzweig, Paul

Sent: Sun Oct 01 10:41:34 2006

Subject: PNR implementation plan

@ A

©

Nathan sales, DAS for Policy Development, has been leading the planning process for
opening PNR data to other agencies. The Secretary has expressed determination to

é&;p implement quickly the changes that we've been negotiating so hard for. We need to report
to him by COB Thursday on a detailed implementation plan for access by ICE and TSA,
including any issues that need to be resolved.

— Can you attend or make someone available from your agenciee for a Monday meeting to force
the pace on planning? Nathan can provide details on what's already been done and by whom.
I will attend the meeting to provide more details about the kinde of
restrictions/procedures we will need to implement to live up to the spirit of the

(}k) negotiations.

Stewart

002914
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From: b 5 Z Joces 3
Sen:: Tuesday, October 10, 2006 11:13 AM
Ta: Lbe >
Subject: RE: FW: PNR implementation plan

Lo be A
2: Office c¢f Chief Counsal
§é§é; J.S. Custorms and Border Procect.on

Prcne- »
/k;) ay: [:_ b2 lee ;l .

marl: 7 Ly &p 2/ )

“ocument, and any attachment(s: hereto, Mmay contain confidential and/or sensitive
/( attorney-client privileged, attorney work-product, ara/or U.S. Government information, and
\2) s not fo* ralease, review, retransmiseion, dissemination ar ¥se by anyone other than the

nterded recipient. Please consult with the CBP Office of Chi ef Counsel before discl oging

any information contained in this e-mail.

i L« b"’ ./‘-3“’
= T .
/[ © J_ bt bzls 7
ce.
10/10/2008 11:Gs /\;ﬂ Subject: RE: Fw: PNR implementation plian
Am :

|
e 28

Cbé BN

f ™ Senior Counsel

\&L) Department of Eomeland Security
Office of the General Counsel
N2C K Wash:naton, D.C. 20528

Loy b2 fom T

This communication, aleng with any a: tachments, is covered by federal and state law
},?\ ¢overning electronic CCWNuA;CaL-OFb and may coatain co Iicdantial ang legally priv: leged
/Lﬁﬂ tnizrration. If the reader of this message 13 not the intended *ec*olent you are nnreby
- notified that any dissemlnaLlonl distribution, use or COpy - ng of this message is strict:

Fprotinited.  :f you have Teceived this in error, pleasze reply mmediately o the sender

“nc delete rhe message. Thank vou.

----- Original Mésaaae—---— »

From: O b hz2 /¢ A )

Serr - Tuesdav. October 10, 2006 11:04 am
L o i be R 0030
Lf} Gubjeci: Ra: FW: PNR implementation plan

T kb Db i

L (u,f/ﬁ@/ ,oric 10 Qf)f-gb&i
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PR -
) Cffice of Chief Counsel
/\<z> - (JSLOu- and Border Protecrion
\ Phon i
Fax: [: bz /“y’” ‘“é‘
Emaxl: Lo S fuwe N

REreto, may Contiin con
a

rewview, SS}.OT\,
Please wizh
rtained in this e-ma-?l.

s To: /
/ be bR Jeco /
/ ///
/ !
L — e SCE
-3/10/2005 10:82 A Sub FW. BNR
mplementacicna plarn \}/)
AM
4 f\ Have you gotten this? I just got from Mike on Friday., and I see CBpP OCC in a aumber of

L glaces - i Y

L Ubt -

- Senior Counsel

Departmenc of Homeland Security

Office of the General Counsel

20528

.ectronic ”CMﬂdﬂlCdLlO1S and may contain co

If the rezader of th:g MeS58age 18 not ke

Rat any cw:semlﬂac10d Gistribuc:ion, use o

: if you have received thig in error. ple
?

1nzended recipient, ¥ou
opyYInyg cf th:s message

~tation, aleng with “ny &-tachments, 15 covered by federal and state law
ntidential and legaliy Privileged

arsa Hcreb-,

io gtrictly

se reply immediately te the Sender

LUODA B!
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Mike

Chz jeiu 2

From: Saies. Nathan

Sent: Friday, October 6, 2006 11:1. AM

tc: Jacksta. Bob M; Kraninger, Kathlszen; [T
e

pa}

Ce: Baker, SEewart; Earth, Richard; Rosenzwelq, Paul; Scardaville, Michael

Subject: PMR implementation plan

As I'm sure many of you have heard by now. last night
on PNE information. 1In light of this development, we
begin preparacions for the sharing cf PNE data wichin
version of the PNR implementation plan.

LHS.

DHS reached an agreement with the EU
tave been given the gc-ahesad to
Attached please find che final

rcing accountabili and training

wim R

v for use,

the componernt’'s access including enfos

regui : C3P will share the draf- the cecmpeornents.

¢ CBP OCC will draft a request approval letter detailing the
: its officers auvcept by accessing the system,

obligat:ons the agency and
scrheduling training, etc. CBP will share the draft with the componsants.

POC

(U]
n
O
"

As we've discussed, thie plan sezs 2 cthree-week horizos for PNR :nlormaticr-sharing. ~he

following are the tasks chat are scheduled tc be compleced within seven days - i.e., by

Friday, Octoker 13- — -

* Components will determire which personnel require immediate

access to PNR data. Components will report the names and total number to CBP.

»* Zach component will designate a data-access point cf

contace

and

provide to CBP. CBP will provide the name of its POC to cther components.

* An IT group, Comprising representatives from CBP and cther

components, will be convened to resolve all technical issues surrounding access tc BNR

data., The IT Sroup wilil have an inic:ial organizational meeting,

* CBP OCC will draft a reguest lettar template for use ov

cther

components seeking access to PNR/ATS-2.  The lerter ~#1l1l :nclude, ameng cther things, a

description of the purpose for which the request is being made (by office or individual as

appropriate), the number and names of individuals to recesive access, a PCC for managing
it

o NNtV



ned:ie as pessible, so please ler rme Know

Beob

J LT
m o O«

In waking PNR 1nformation-

" -

Hathan k. Szles
Deputy Assistant Secretary for Policw Duvelopment

-€partment oI Homeland Security

L bz Jo Y

!See atctached file: PNR implementation chart {10.06.2096) .doc)

- / e SV
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From: I é)é: b2 | esl 3
Sent: Thursday, October 26, 2006 3:39 PM
To: C b 3
Subject: Re Fw. PNR Access Requests and CBP Field Guidance
U ] ’ — A
l!é§/ H S ‘
A

I {zief Counsel
toms and Border Procection

bz fow 2D
(bb bz fo 3

documen 1T, and any attachment(s) hereto, may contain confidential and/or senszitive
dey-cllient privileged, attorney wCrk-product, and/or U. S Government :nformat:on, and
i for release, review, retransmiss:ion, dissemination cr use by anyone other than the
ded recipient. Please consul:z kltn the CBP Office of Chief Counsel before disclosing
any i.“formnczon contained in this e-mail

o, ~.-
fe
“ ; / 3
b 7/00] “} bie bzl
v < ;
1CS26,/2006 3128 Ljecl:  Pe: Fw: PNR Accenss Regquests and
CsF Fireld
PM Gt dance
o —

(&) AT b6
~~~~~ Original Message -----
From: £ bbb be /e 2
To (T be bz fome 2
Sent: Thu Oct 26 15:32:36 2006
Subiect: Re: Fw: PNR Access Requests and CBP Field Guidance

. S take a fresh lopk 1n the morniag--my mind is tco cloudy at the moment . {__
{U\ ) k)'b

Z b B\

Cifice of Chie® Counsel 002973
L.2. Customs and Border Protectior

Phone 3
Fax: L e Se -
Email: ¢~ bl e Jens S

LEYRLO, may TonTawLn

- <
croeY work producc, and/o!

Bt




reiease, review, UELIansTissicn, dis

M SSerinallol or use LY anyone cin
. jed recipient. Please consuL:t witl: the CBE Cifice of Chigf Counsel zefor
any information contained in this e-mail.
r/:
/ ' Y 4 - =
/ A \ 2 /
; JU(“ S A .y /bL_
- ) /e e
' < .
| S —
8
/26/2CC8 3131:25 Subject Fe: Fw: PNR Access

c -
~ f:u

D2lue D

----- frra:nal Messace - ----
¥ .Z:ﬂ G b Qe A
56 by [femo
t 26 13:25:4% 2008
#e: Fw: PNR Access Requests and CBP Field Suidance

“Ilce of Crief Toun
S. ?:sro~ and Border Protec:

o s
L5 6 B2 Jo D

5 °n ’\I [
DJ

=
fu
i

This cocument, and any aszachmentis) S, mav oon :fidenzial arnd,or sarsi-
attorney-client pravileged, attcorrney work-precduce, Jer U.S. Government infcrmac.

it not feor relesse, review, retrarsmission, dlssewlhat on or use by anyone other _nan."he
1ntenaed recipient. Please consult w1th the CBP 0ffice of Chief Ceunsel before qzsclo;iﬁq
any 1nformacion contained in this e-ma:

974
“U726/20%8 2L Subjecc T AcCess ()()53
ReTugsTs and CBP Field
P soldange e
2



My brains hurt.{_bw 3
cu)

----- Original Message -----
From: Scardaville, Michael I 4 2- &
To: ¢ b ¢ A2 oo ' Sc
Sales, Nathar L_ L7 /iy A
Cc: 7 (e A
Sent: Thu Oct 26 14:59:28 2006
Subject: RE: PNR Access Requests and CBP Field Guidance

-
ardaville, Michael £ hi /o2

B

G.\\ That was a big part of the purpose of the conversation. My logic is outlined below:

o | LS f‘
} ()J ’
|
i
{

N -

;?)\:

B -

(M) I hang out with lawyers too much.

Mike
C bz Jees D

AR Original Message-----
From: f) 2 (e /b

Sent: Thursaay, October 26, 2006 2:33 PM

To: Scardaville, Michael; sales, Nathan,

Ce: l:\, £ .

Subject: RE: PNR Access Requests and CBP Field Guidance

(«A\C‘g.s’ 3

e b BN

g:;i::m23:n2§1 Homeland security 0029 75




moy

Off: = of the General Counsel
NAC- lashinaton, D.C. 20528

Pax: | & 2Z /oo N

This communication, along with any attachments, is covered by federal and state law
governing electronic communications and may contain confidential and legally privileged
information. If the reader of this message is not the intended recipient, you are hereby
notified that any dissemination, distribution, use or copying of this message is strictly
prohibited. if you have received this in error, please reply immediately to the sender
and delete the message. Thank you.
----- Original Message-----

From: Scardaville, Michael [mailto bz /fow a
Sent: Thursday, October 26, 2006 11:55 AM

To: Sales, Nathan

Cc: L b )

Subject: RE: PNR Access Requests and CBP Field Guidance

(U)A couple of edits responding to C(,/—{,; ) comments in the track changes version.

‘Mike

[:'Z,Z./bsu D

----- Original Message-----

From: Sales, Nathan

Sent: Thursday, October 26, 2006 9:01 AM

To: Scardaville, Michael

Subject: FW: PNR Access Requests and CBP Field Guidance

U?’Mike, will you please look at this and let me know if it's ready to go to the components?
I'd like to circulate it by noon. Thanks.

Nathan A. Sales
Deputy Assistant Secretary for Policy Development Department of Homeland Security

Lbz lowe T

----- Oriaginal Message-----
From: I_ b ¢ A

Sent: Wednesday, Octoper 25, 2006 10:34 PM

SbjonisSiathan —

I subJqui_REJ_m-AmsS-ReWﬂﬂd-eﬁf—m 4 Guidance

bi) Apologies for the delay - didn't get the last changes until late today.
Q_ Attaching a clean and redlined version as reviewed by Mike, Privacy, and CBP (OFO and
Chief Counsel). Please let me know if you think other revisions are necessary. Thx,cépg:l

Cohbe S

Senior Counsel

Department of Homeland Security
Office of the General Counsel
N§9f‘ Washington, D.C. 20528

b,
F;:\ & & [0

This communication, along with any attachments. is covered by federal and state law
governing electronic communications and may contain confidential and legally privileged
information. If the reader of this message is not the intended recipient, You are hereby

and delete the message. Thank you.

----- Original Message-----

From: Sales, Nathan

Sent: Wednesday, October 25, 2006 9:24 AM

To: (. b{ A

Subject: RE: PNR Access Requests and CBP Field Guidance
4




CONFIBEN 1AL

Great. Thanks for the update. 1I'd like to get this to the components early today, so 1
)appreciate the quick turnaround.

Best,
NAS

Nathan A. Sales i
Deputy Assistant Secretary for Policy Development Department of Homeland Security
2 Jorke

----- Original Message-----

Prom: T L 1

Sent: Wednesday, October 25, 2006 9:23 AM

To: Sales, Nathan

Subject: Re: PNR Access Requests and CBF Field Guidance

(}L> dave most comments on the summary and am waiting for one last review of the revision (&, {7}

----- Original Message -----

From: Sales, Nathan .

ES: Scardaville, Michael; _ S -
b '

y
Sent: Wed Oct 25 09:21:14 2006
Subject: RE: PNR Access Requests and CBP Field Guidance

discussed at Monday's meeting? Please let me know where things stand with the request
letters and the thumbnail summary.
Thanks much.

(:f' Morning, all. Are we in a position to circulate the revised versions of the documents we

Best,
NAS

Nathan A. Sales
Deputy Assistant Secretary for Policy Development Department of Homeland Security

L b2 /ow e

----- Original Appointment-----

From: & b (& )sCTR> On Behalf Of Sales, Nathan e e et e
Sent: Wednesday, October 18, 2006 1:34 PM )

To: Scardaville, Michael; & 45 T\ Clhz/aul) Conference room (Large); T b o N

o A

(-
sSupjecc: upuafeu:ywn Access Requests and CBP Field Guldance

When: Mnndav. October 23, 2006 9:30 AM-11:00 AM (GMT-05:00) Eastern Time (US & Canada) .
Where: (b2 /~ Fonference room

<<Draft PNR request from components (10.17.2006).docs>> <<Draft PNR approval from CBP
(10.17.2006) .doc>>

002977




From: Scardaville, Michael £ 62  Jo o N
Sent: Thu'sdfv October 26, 2006 6:30 PM

To: icardavile, Michasl; Saies. Nathan
Cc: [ l’)Q .

Subject: RE. PNR Access Requests and CBP Fieid Guidance
WIIKS ECr e

C\ZJZ /C) Cant —A—)

----- Oriminal Message---- -

From [ ¢ b l- /O(,.,) A

Sert: Thursday, October 26, 2006 £.29 BM

“e: Scardaville. Michae!: @alaa, Nathan; j= ( A
Ce EC LQQ: SN (“‘ b -~ i
Sublezt: Re: PNR Access Reguests and CB? Field Guidance

R L5~ SR

Criginal Message --- . -

r © Scardaville, Michae <& b2 /c; D i .
T .;; ~es, Nathan £ b'Z- Y. D> Scardavilie, Michael oz /e PN
L. ¢ ‘_ > fere) =

10 &
o 18:26:52 2006
PNR Access Requests and CBP Field Quidance

t. 2 Jew A

----- Origina! Message-----

Sales, Nathan [mailto-{_ b [0 im 2

Thursday,; October—26—2686—6-25bM
avdavitle. Michael: . L »~l
. . 1

PNR Access Requests and C3P Field Guidance

s '\) I'm assuming that the baragraph wouid énd after that sentence. If that's right, cthis
i louks ckay to me. ¢ b(’) D

MNMatnan A. Sales
Ceputy Assistant Seg\retary for Policy Development Department of Homeland Secur:ity
[

b = e

Messzage )
s1ile, Michzel [mazltc: 4 e A




L&z low ]
----- Srig:inal Message- - -- X
From: Sales, Nathan [mailto. . bz /wo i)
ent: Thursday. October 26, 2036 &€:.9 2M
C e ) crardaville, Michael
PNR Access Requests and CBP F.oeld Su.dance

ine ocher thought: &

Message- - - -~
Nathan
mredav, Ocotoher 216, 22Cc8
- scardavilie

ENR Access reguests and CBP Field Guidance

not bocher Stewart about this; we carn handie at the srafif level.

Nathan A. Sale
Deputy Assiscant Secretary for Policy Developrent Department of Howeland Securicy

S
C_bZ Jo o 3

---- Criginal Message- ---- —
From: C, b & bz /G'—- \)

Sert: Thursday, October 28, 2006 €:C1 PM

Tc: Scardavii.e, Michiéi;[:. & L _Tsales, Nathan

PNR Access Peguests CeP Fileld fuldance

o

SR TTUATT U A
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fine
.- i . R
.~ -1 I hang out wich lawyers too much.
J
b'¢/u_J [y
..... Gricrimal Masgaga--- - - .
L G L2 fais D
Thursday, October 26, 2006 2:33 pM
T Scardaville, Michael: Sales, Nathan
Sub et EEZ. DNR Access Requests and CTB? riejd Guidance
7
AR s
T =
v
Homeland Securiny
Seneral Counsel
L., 2asus
™
4
y ~
&8.Cng with any attaantents, 1s versd by federal and sLa-e Ldw
Smmunicaticns and may conta:n cont:identia. and le iy priviieged
the rsader of thwg messaze is not the intsnded - i . YCu are here
sty dissemination, distribution, usz oy coTving of Sage is str:ig
1% g
Lronicited 1f vou have raceived this - error. pleass raply imre ¢ ~he “dender
Sl delete The megoage., Thank you. . [

3
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Message- -~ - <
reaville, Michael [mayi :
nursday, (ctoder 26, 20C0€ i1.35 P
Nathan A

CLIFMenTS 1n The trac« changes version

ent: Thursday, October 26, 20CC 3:01 AM
2: Scardaville, Michael

Sibject s FW: PNR Access Reguests ana CBP Fielid Gu:dance

Mine, wi.l vou please _ook at this arnd et me kaow 1f :1='s ready to Jo to the somponents?
I d .ike to circulate it by noon. Thanks.

Nathanln A. Sales
Dgputy Assistant Secretary for Policy Development Department of Homeland Securicy
bz Jas -

----- Or:.giral Mesgage- ----

Frem: L b !

Sent Weanesaay, ucrooer 2%, 20086 10:314 54

To: Zales, Nathan

Subjzect: RE: PNR Access Requests and CTBP F:eld Guidance

ogres for the delay - didn't getv cthe last changes until late today.
zring a c¢lean and rediined vers.cn as reviswed Dy Mike, Privacy. and I3F ‘CFD an
£ sel:. Please et me knocw 1f yvou think other revisions are necessary. Thu, Cbt .

fenicr Cournsel

Degartment of Homeland Security
Office of che General Counsel
NG~  Washington, D.C. 20528

b2 Jo

Fax:

This communication, along with any attachments, is covered by federal and state law
governing elec:ironic communications and may contain confidearial and legally privileged
information. If the reader of this message is not the intended recipient, you are hereby
notified cthat any dissemination, diszribution, use or copying of this message is strictly

Frocribiced. :1f you have received this in error, please reply immediately to the sender
and delete the message. Thank you.
----- Original Message- --- -

¥rom: Sales, Nathan
terr . Wednesday, Octoher 25, 2526 9-2&¢ aM
= L bG QA

Subject: RE: PNR Access Requests and CEP Field Guidan-e

Sreat. Tnanlxs for the update. I d like zZo jet th:is to -ne compenents eariy taday, so L
dpprueciate the guick torna:ound

T /

of Hemeland Seiiriiy

002988



waiting for ome jant review of rhe revisicn <:£9L~j

A -
fent: Wed Oct 2% 09:21:14 200¢
Skt ect: RE: PNR Access Regquests and CTBP Fiels ~dance

! ArYe we 1n a peg.tion o circulats the revised versions of the documents we
N\ Zdiscussed Monday s meeiing? Pleass let me know where things stand wit: rhe requess
: let:ers d:d the thurmbrail sunmmary.
<  Thanks ch.

than A. Sale
lgputy Assistant Secre etary fer Policy Development Departmant cf Homeland Securicy
L— 2 /{_,ﬂ_,_}~
----- Original Annoirtmang..__.

From: O b <3 <CTR> On Behalf Of Sales, Nathan

Sen:. Wednesday, October 18, 2006 1:34 M

B: Scarc('ljvn‘e, Michael; C_ b QAlbe tasDconference room f(Large); [ j (o \
D0

Subject: Updated:PNR Access Requests ana usy rleltd yuldance

When: Moncay October 23, 2006 9:30 AM-11:00 AM (GMT-05:00) Eastern Time (US & Canada) .

where :konference room

D

<

&f quest from comporents {10.17.2006) .dccos <«Draft PNR approval from CBP
7

X T P} re
17,2206 .doecss

()f\
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From: Baker Stewar
Sent: Monday November 20 2C06 4 59 PMm

To: fC p% 1. Scardavile Michael J

Cc: Rosenzweig Paul
Subject: RE Futerng Sensitive PNR data

4l

FromL _ 466 ]

Sent: Monday, November 20, 2006 4:44 PMm
To: Baker, Stewan;gcnardaville, MichaelJ
Cc: Rosenzweig, Paul

Subject: RE:; Filtering Sensitive PNR data

o b
Senior Counsel
Office of General Counsel
Department of Homeland Security
Phone: 1 (T
Fax: ( 1owd y

From: Baker, Stewart
Sent: Monday, November 20, 2006 4:14 PM
To: Scardaville, Michael

Cc: Rosenzweig, Paul; L & 3
Subject: RE; Filtering Sensitive PNR data

() 4f

From: Scardaville, Michael

Sent: Monday, November 20, 2006 4:07 pPM
To: Baker, Stewart

Cc: Rosenzweig, Paul: C 62 3
Subject: Filtering Sensitive PNR data

PONFHIENTIAL

A 1525

Lol E A
Rl es ’f SR ~ Ao //?/7/4’1
O “na- . | rz
9.19 200); oy ‘ [: / A (s
i
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I's our memory consistent with yours?
Thanks
Mike

“u‘ftll.[ yuoIJ:l( l”c

Spectal Assistand. Inum.umn.zflulm Litsor
Mhice of Poﬁw Dcuhp ment

. Dupanm; nt of Hometand Securnry
Ohe: L b2 p)

(etlular: [ low 2

9'19:2007

Page 2 o1'2

CUN/HDENT!AL
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L be -
From: v, PR O 1 on senalf of
L LAV ’ ~J
Sent: Thursaay, January 18, 2007 130 PM
To: L bl L2 ie. ey
Subject: Re: Fw: PNR MmEementanor p'ar
Attachments: PNR imgiemantanon chart (09.29.20061.coc
NR mziementatcn
nant 1262,
I~ . o
L o6 b2 /o -\
To
10/02/2006 07:57 - C L ¢ b2 "), A
AM cc
Lbe Gz fo N
ubject

Fw: PNR-imptementation plan

”15 L&6T Your name is in this plan (attached), so | assume you've been
— / involved. Please call me this morning to discuss.

Coe
..... Forwarded by & iso o 2 { @, <3 on 10/02 2006 0756 AM --ee
"SPERQO. DEBORAH
g
7 L2 lo= - To
e e N
L b b2 [0 7
1002 2306 0715 ce -
AN po1543
Subiez
FVPNR iz 2mzntation pian
F n L p T A
/ cerivd oo s Schyeider pr
AR \:"u(a%'{g’ lan. 8 w22
— s .
:" 4/0//



\

For our meeting this morning.

----- Original Message----- _
From: Sales, Nathan [maillo' = b 2. /o A
Sent: Sunday, October 01, 2006 1:15 PA

To: Baker, Stewart; AHERN, JAYSON P: Niyers, Julie L) BASHAM, W RALPH:

C b A
Cc: SPERQO,DEBORAHJ; T & & 7\ Rosenzweig, Paul
Subject: RE: PNR implementation plan

As promised, here's the draft implementation plan. The working group
hopes to have this finalized tomorrow, which would enable us to "throw

the switch" in pretty short order.

_Cheers, - —

~ NAS

Nathan A. Sales

Deputy Assistant Secretary for Policy Development
.Department of Homeland Security

I: Lz /oo )

----- Origina!l Message--—-—

From: Sales_Nathan _—
Sent: Sunday, October 01, 2006 10:58 AM

To: Baker, Stewart; Ahern, Jayson P; Myers, Julie L, Basham, Wralph;
b A

Cc: Spero, Deborah J; L ¢ 2 Rosenzweig, Paul

Subject: Re: PNR implementation plan

U) Stewart et al.,

v Ourimplementation working group =as nut together a draft piar fo maks

) PNR data avaiiable to other DHS enrtities. Furthar rafinement of the
tasks will be neeced, but righ! now we nave a "€-step o'an that will
take aporoximately three weeks to execite  wil creulate the surren:
draft tc this group when I'm out of church

Sent from my BlackBerry Wireless Hanareid

----- Criginal Message -----
From: Saker. Stewart
Tor Arern Jayson P Myers. Julie L Basiam, Wraloh: Sa‘es M

.
atham




.+, Nathan Sales, DAS for Policy Development, has been leading the planning

gt
- e

Che 3
/

Cc: Sperc, Deborah J: { &t~ Rosenzweig Pau
Sent: Sur Oct 01 10:41:34 2006
Subject: PNR implementation plan

process for opening PNR data to other agencies. The Secretary has

expressed determinatiqn to implement quickly tre changes that we've been
negotiating so hard for. We need to report to him by COB Thursday on a

detailed impiementation plan for access by iCE and TSA, including any
issues that need to be resolved.

Can you attend or make someone available from your agencies for a Monday

Q} meeting to force the pace on planning? Nathan can provide details on

what's aiready been done and by-whem—twitt-attend the meeting o

provide more details about the kinds of restrictions/procedures we will
need to implement to live up to the spirit of the negotiations.

Stewart

(See attachac file: PNR 'm lementa:icn cran 09.29.2008).¢oc)
( {
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