U.S. Department of Homeland Security
Washington, D.C. 20528

Homeland
Security

Privacy Office, Mail Stop 0550

February 7, 2008

Ms. Marcia Hofmann
Electronic Frontier Foundation
454 Shotwell Street

San Francisco, CA 94110

Re: DHS/OS/PRIV 07-90/Hofmann request
Dear Ms. Hofmann:

This is our twentieth partial release to your Freedom of Information Act (FOIA) request to the
Department of Homeland Security (DHS), dated October 20, 2006, for DHS records concerning
Passenger Name Records (PNR) from May 30, 2006, to the present including:

1. Emails, letters, reports or other correspondence from DHS officials to European Union officials
concerning the transfer and use of passenger data from air carriers to the US for prescreening
purposes;

2. Emails, letters, statements, memoranda or other correspondence from DHS officials to U.S.
government officials or employees interpreting or providing guidance on how to interpret the
undertakings;

3. Records describing how passenger data transferred to the U.S. under the temporary agreement is
to be retained, secured, used, disclosed to other entities, or combined with information from other
sources; and

4. Complaints received from EU citizens or official entities concerning DHS acquisition,
maintenance and use of passenger data from EU citizens,

In telephonic calls with counsel representing the Department of Homeland Security in December 2007,
you agreed to narrow the scope of your request. The Government proposed that plaintiff eliminate non-
responsive material within email chains from the scope of the request. Plaintiff agreed that emails within
an ematl chain containing no responsive material may be removed from the scope of the request, and
further suggested that defendant may eliminate duplicative copies of emails that contain responsive
material from the scope of the request.

As we advised you in our December 7" partial release letter, we have completed our search for responsive
documents, and all responsive documents have been processed except for the documents being held at
DHS for classification review and the classified documents that were referred outside the agency for
releasability review.

We completed our review of 11 responsive documents, consisting of 61 pages, which were being held for
possible classification. | have determined all of those documents are releasable in part. The releasable
information is enclosed. The withheld information, which will be noted on the Vaughn index when



completed, consists of properly classified information and deliberative materials. I am withholding this
information pursuant to Exemptions 1, and 5 of the FOIA, 5 U.S.C. §§ 552 (b)(1), and (b)(5).

FOIA Exemption 1 provides that an agency may exempt from disclosure matters that are (A) specifically
authorized under criteria established by an Executive Order to be kept secret in the interest of national
defense or foreign policy and (B) are in fact properly classified pursuant to such Executive Order.
Portions of the withheld documents concern foreign government information relating to the national
security and United States government programs and are classified under §§ 1.4(b), 1.4(c), 1.4(d), and
1.4(g) of Executive Order 12958, as amended.

FOIA Exemption 5 protects from disclosure those inter- or intra-agency documents that are normally
privileged in the civil discovery context. The deliberative process privilege protects the integrity of the
deliberative or decision-making processes within the agency by exempting from mandatory disclosure
opinions, conclusions, and recommendations included within inter-agency or intra-agency memoranda or
letters. The release of this internal information would discourage the expression of candid opinions and
inhibit the free and frank exchange of information among agency personnel. The attorney-client
privilege protects confidential communications between an attorney and his client relating to a legal
matter for which the client has sought professional advice. It applies to facts divulged by a client to his
attorney, and encompasses any opinions given by an attorney to his client based upon, and thus reflecting,
those facts, as well as communications between attorneys that reflect client-supplied information.

Our office continues to process your request insofar as it relates to the classified documents referred
outside the agency and the remaining documents being held for DHS classification review. If you have
any questions regarding this matter, please refer to DHS/OS/PRIV 07-90/Hofmann request. The DHS
Privacy Office can be reached at 703-235-0790 or 1-866-431-0486.

Thank you for your patience as we proceed with your request.

Vafjfa T. LocKett
Asgociate Director, Disclosure & FOIA Operations

Enclosures: As stated, 61 pages



Prioritized lssues:

1.

b(1)

Operationally, CBP has provided carriers 3 options for making PNR data
available: 1.) Pull; 2.) Real-time push (data is transmitted upon creation or at 72
hours before the flight and any changes must be sent at the time they are made, or;
3.) A scheduled method under which carriers transmit PNR per a set schedule.
Under this third option the carrier must provide CBP with a functional, automated
means of obtaining PNR data outside of the scheduled pushes. Merely having a
POC to call and request an independent push is insufficient.
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Jmzkground

[wo converying events iy Burope - the vecent Europenan Court of ustce decision on the legality
of the BL-US PNR Agreement and a dratt FU Fromework Deasion on Exchange of Criminal
Data -~ have major implications for US kv enforcement and secunty,

Tne TLLUS PNR Agreement. As noted, (1 May 2004, ufler substantial negotiations, the
Department ol Homeland Security entercd into an agreement refating to the sharing of PNR
information cotlected by air curmiers flying o the § ntied Stes rom Gurope. Central to the
Agreemient was a set of Uindertakings made by Customs and Border Protection (CIIPY reparding
how it would treat the PR data transmitted to it Several of the limiranons in those
Unudertakings significandy cestrict US oppartunities to use infbrmation for investigative and law
ENTOrCeMEnt purposes.

The most significant of these lomitunans, from the NDHS perspective. are the following e Al
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T (1)

The ECJ PNR Case. The European Parliament (EP) filed two suits in the European Court of
lustice (ECJ) challenging the information sharing arrangement.

On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the
merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned
on the lack of competence of the Commission and Council to enter into the Agreement in the
first instance. The EU had based its authority on the so-called *First Pillar,” which allows the
EU to regulate trade and commercial matters. The ECJ heid (as the US had argued ecarlier) that
the requirement that PNR data be sent to the US was a faw enforcement and national security
matter. Such transfers, the court held, were excluded from the data protection directive

2 This coancern is cansistent with Executive Order 13388 and the President’s Memorandum issued on December 16,
2006 to Heads of Executive Departments and Agencies on “Guidelines and Requirements in Support of information
Sharing Environment.”




woverning commercial data expens, 11 they are 1o be regulated. the court implied, 1t would have

1o be done under the Thivd Pillar”

‘that is what the EU proposes o do. I has chianed aithority fromits Vicimber Siates to erect
substuntially the same agreement o d new onrdanian. In order 1o mest the Buropean Cowrt of
Justice dendling the Commission will seek o codify 118 position over the next couple of weeks

and then will eall for agrevment un the new prangement by September 30,

LU Progosals on Sharing Law Enfercemen: Information. The PNR negotiations will be
clasely intertwined with a broader offon w establish restiicnve, EU-aade rules for information
sharing in the area of law enforcement. Last Quiober the EU put torward two draft documents
that concern data sharing and protection w the law euforcement condext. They consist of a drafl
Framework Directive of the European Parliament and Ceuncil on the rerention of data and a
sroposed Council decision on the proiection of personal data in criminal matters.

b(5)

Article 13 of the draft Framework Dircotive, which would have the furce of law within the
European Union, lays out procedural rules {or infonmation sharing between individual EU
member states,’

b(1)

b(1)

" For example, the Drafl Decision cantains proviacns on hme Hmits for retennon of «bared data, ensuring the
aveuracy of shared daty, lopging und audit wails, as well ax restrictions Hmiting further use ot the data to the uriginal
purpose for which it was 1irst transmitted. {n offeon i borvows heavily from the PNR Agreement and the
tonderakings.
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U.S. Department of Homeland Security
Washington, DC 20328

June 8, 2006June-7;-2006

ACTION

MEMORANDUM FOR: Stewart Baker, Assistant Secretary for Policy CO\
Paul Rosenzweig, Acting Assistant Secretary for Policy Development

THROUGH: ,
and Counselor to the Assistant Secretary for Policy

FROM: Michael Sca.rdavgl Special Assistant and International Policy
Advisor, PDEV UF)

SUBJECT: Assessment of the Commission’ % sed resolution of the PNR situation and
recommended short term actionz, ;

Purpose (_0)

b(1)

Background: The Commission’s Proposal U)

(_U) As previously reported, over the course of the next couple of weeks the Commission will seek a
decision from the European Council granting the Council Presidency (currently the Government of
Austria but this position transfers to the Government of Finland on July 1), in close consultation with
the Commission, authority to negotiate a new instrument with the United States on behalf of the
European Union under Articles 24 and 38 of the Treaty on European Union. These same provisions
were used in recent DOJ agreements with the EU on mutual legal assistance and cooperation with
Europol and, as a result, their use has precedent in the area of law enforcement and security
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Around the same time that the Council Decision is being finalized, but definitely by June 30, 2006,
the Commission intends to notify DHS of its intent to terminate the agreement under the provisions
of Article 7 of the Agreement, This is necessary to comply with the Court’s decision to preserve the
effect of the Commission’s adequacy finding until September 30, 2006.
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MEMORANDUM FOR: Stewart Baker, Assistant Secretary for Palicy

THROUGH: Paul Rosenzweig, Acting Assistant Secretary for Policy Development
and Counselor to the Assistant Secretary for Policy

FROM: Michael Scardaville, Special Assistant and Intemational Policy
Advisor, PDEV

SUBJECT:  Assessment of the Commission’s proposed resolution of the PNR situation and
recommended short term actions

Purpose
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Background: The Commission’s Proposal
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Discussion
The Commission’s Goal:
b(1)
DHS Interests:
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! This concem is consistent with Executive Order 13388 and the President's Memorandum issued on December 16, 2006
to Heads of Executive Departments and Agencies on "Guidelines and Requirements in Support of the Information

Sharing Environment” (1SA)
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Passenzer Name Records and Law Enforcement Information Sharing - Negotiations
With The European Union

RE:

Purpose

To provide you with background informatian on the Passenger Name Record (PNRY issue and
related developments concerning law enforcement informution sharing voth the European Union
(EL) in preparation for a mid-July “un-DC.”

Symmary

Before September 11, the government knew very Hutle nbout the people getting on planes bound for
the United States. After the autacks, airlines wore required W provide information about their 12,S.-
bound passengers, This information - name, conmet information. and the like - was drawn from
wformation supplivd (o the arrfine as part o he reservation pracess. DHS uses the information
sereen for no-fly violators and terrorist suspecty before the plane tkes offl protucting agamst

mudflight hijuckings and bombings.
For tlights berween Europe and the U
as tong prohibired the export of poersonas da
“adequate” in the view of Eurepean data prote tion authorites. While the US. has many privicy
faws, it does not have an overarching data protection regime that matches every aspect of Huropean
taw. It has therefore been condemuned as inzdequate by Europzan sandards. and commercial data
rransfers 10 the U.S. have iong been restricted. Furopean virdines fearcd (with reason) that Furopean
Jata protection agencies would view the FNR ers i the same Hght and would impose nes and
other penaitics on airlines that provided the PMR data 1o the US. Government.
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i The PNR Agreement was challenged by the Eurcpean Parliament, » ceteadind that the “Deleted:

; Agreement was insufficiently protective of EU privacy rights, On May 30 the European Court of Deieted: NI b(5)"
Justice (ECJ) struck down the Agreement, not on subsiantive grounds but on procedural ones. Deleted: SRS :
Under EU law, commercial issues are within the competence of the EU and fall under the “First '
Pillar” authority ~ the authority that the EL had retied on in entering the Agreement. The ECJ held
- that the 1S wanted PNR data for law enforcement and public security reasons. Law enforcement

and public security are not completely outside the ELU's authority, but they fall within the »Third
Pillar,” where the authority of EU central instituticns (the Cammission, Parliament and Court of
Justice) is more limited and more authority is lefl 1o the Member States.

The EU now plans ta seek authority from the Member States w cenegotiate the PNR Agreement
- under the Third Pillar. The Commission has porrayed this as a technical change that would put the
same agreement back in place, albeit under a different legal authority.

b(1)

Backpround

Two converging events in Europe ~ the recent Luropean Count of Justice decision on the legality of
the EC-US PNR Agreement and a drafi EU Framework Decision on Exchange of Criminal Data --
have major implications far US law enforcement and security.
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The most significant of these limitations. from our perspective are the following: (“\
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PNR can also be used and transferred to address significant health risks under Paragraph 34, As

/ nated below, despite this authorization the EU's Article 29 Warking Party has concluded that CDC's plans (o
\U ) retain PNR data for health-related purposes violates EU law,

3

RET



)
a’]&?\\

b(1)

The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over what it
viewed as an attack on personal privacy and its own authority, the European Parliament (EP) filed
two suits in the European Court of Justice (EC!) challenging the information sharing arrangement,

b(1)

? This concem is consistent with Executive Order 13388 and the President’s Memorandum issued on
December 16, 2006 to Heads of Executive Departments and Agencies on “Guidelines and Requirements in
Support of Information Sharing Environment.”
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st For example, the Draft Decision contains provisions on time limits for retention of shared data,
ensuring the accuracy of shared data, logging and audit trails, as well as restrictions limiting further use of the a_)
data 1o the original purpose for which it was firsi transmitted. In effect, it borrows heavily from the PNR

Agreement and the Undenakings.
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to its transmission W CBP. The May 30® decision of the ECI also annuls this decisian by the Commission on

! The adequacy finding granted to the U.S. was specific to the transfer of PNR data and only extended (
the grounds that the Commission did not have the legal authority 1o grant it aJ\)
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Communicable Diseases,

European
reaction t0 another US inniutive refanung 0 svian (e [ ar passengars e exposed o a pandemic
stratn of avian Iy, the goverament will need w Lacate all of the passenpers and crew, quickly. So the
Centers for Disease Contrel has proposed a rule requiring airlines 1o retam PNR for up 1o 60 day s for
that purpase. The top data protection authorities of Lurope, kacwn as the “Addicle 29 Waorking
Party,” have now decided that this sort of data retention violates EU privacy directives. If given
eftect, the Working Party 's opinion would phice air carriers at legal jeopardy because of inconsistent
jegat regimes. Ioreflects o widespread EU view that privagy tramps cven the critical public health
saterests of the United States.

Analvsis & Recommendation

b(1)
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furopod e EU-leved pohes agency )y with respedt 1o mamber states, we sipned o 2003 MLAT with
fiermany, which builds on numerous other MLAT s alrcady i force with ather £17 member stawes, he United
States also kas many executive agreements and swmosinda of understanding woh member states under which
Jritical information is currontly being shared. Under B4 s, directives <upersede hilaterad treaties and
aereements and member states must conform their oxi-uny sgrecments with the Jduedtive.
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Conclusion

“~
"¢ The USG has a paramount interest in ensuring that law enforcement and border control information
( \ -ontinues to flow to the United States. In creating the Information Sharing Environment we are
'\ working to break down walls that restrict the sharing of information between Federal agencies.

The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style artificial
limitation. We entered into the PNR Agreement based upon the EU’s argument that the export of
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DHS Priorities for Negotiation yith the EU Q))

NTIAL

@ 2008 20:17/S7. 20:08/NO. 81680478345 p

4712

@) With the expiration of the 2004 Agreement, there are several terms agreed to under the 2004
Agreement that DHS would like to revisit. Below are the specific changes DHS would like to

pursue in 8 ncw agreement on the transfer of PNR data, in order of priority.
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ELEMENTS OF A COOPERATIVE SYSTEM FOR COLLECTING AND USING PNR

DATA ( U )

Collection and Use of Passenger Name Record (PNR)

The Participants may collect PNR from air carriers’ reservation and departure
control systems located within the territory of another Participant for the purposes
of preventing and combating terrorism and other crimes, as well as protecting the
safety, health and security of airline passengers.

Upon acquiring such data, the collecting agency or agencies of the Participants
may share or otherwise provide access to other relevant authorities to accomplish
the above purposes or as otherwise required by law.

PNR data may be collected in a timeframe and a manner necessary for the
purposes in paragraph | and may be retained as long as necessary for any
purposes consistent with paragraph 1.

Protection of PNR Data

(W)

4.

Each Participant collecting, using and processing PNR should provide notice to
airline passengers, directly or through air carriers. The notice should explain the
nature of the information collected and the uses to which it is put without
disclosing information that would ¢onipromise legitimate security interests.

A Participant receiving PNR data should use its best efforts to maintain all such
personal data in 2 manner that provides security and protections comparable to the
security and protections provided to such information concerning its own

citizens.

Each Participant should promptly respond to questions from members of the
public, regardless of nationality, regarding data protection or the accuracy of PNR
data collected by that Participant.

PNR data revealing race, political opinions, or religious or other beliefs, or
concerning health and sexual life, should be used only upon a determination by a
Participant that such data is particularly relevant to a purpase set forth in

paragraph 1.

The Participants should take appropriate action under their administrative, civil,
or criminal laws in the event of misuse, alteration, or deletion of. or unauthorized
access to, the data by their employees, agents or third parties.

International Cooperation

U CLASS(ReD



10.

1.

UNC (A FLe D

No Participant should interfere with another Participant’s access to PNR collected
by a third state and shared pursuant to mutual arrangement consistent with the

purposes detailed in paragraph 1.

No Participant should interfere with an air carrier’s ability to comply with rules,
regulations or other orders governing access to PNR data that are issued by

another Participant

In the event that a Participant does not believe that another Participant is abiding
by these Elements, the Participant should inform the other Participant of its intent
to seek consultations. Restrictions on the collection, use and processing of data
necessary for any of the purposes set forth in paragraph | should not be imposed
in response to a perceived breach of these Elements if there is any significant
possibility that the restrictions would increase the risk of a successful terrorist

attack

. Participants should provide advance notice to each other of any action by a citizen

or other entity (governmental or otherwise) that may challenge application of
these Elements and should take all action to defend these Elements against

challenge.
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Attachment 1: Detailed Assessment of Critical Issues @ )
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@) The USG is in the process of formulating its formal response to the EU proposal.
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Passenger N.une Records and Law FEnforcement Informaton Sharing - Negotiations

With The Furopean Union
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Background

e . Twoconverging events in E urope — the recent European Court of Justice decision on the legality of
{ (/ ’ the EC-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal Data --
: have major implications for US law enforcement and security.
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-} The ECJ PNR Case. The Agrcement was no less controversial in Brussels, Disturbed over what it
}  viewed as an attack on personal privacy and its own authority, the European Parliament (EP) filed
two suits in the European Court of Justice (ECJ) challenging the information sharing arrangement.
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12 Conversely. Paragraph 34 of the Undertakings allows for the exchange of PNR for public health purposes and neither
the Commission or the Asticle 29 Committee have challenged the DIS-HHS MOU,

" Unlike in 2003, this risk is present now because the Court has conclusively ruled that the transfer of
PNR data is a law enforcement matter. While European integration has been the greatest in areas associated
with the Common Market, law enforcement and public security is 1 relatively new area of activity at the
community level and many responsibilities still fall to the EU Member States. The ECJ firmly placed PNR in
the area of law enforcement and public security, and as result, any actions taken in this arca are likely to set
precedents for further community involvement in other law enforcement matters.
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Conclusion

CC\ ) The USG has a paramouat interest in ensuring that law enforcement and border control information
.continues to flow to the United States. [n creating the Information Sharing Environment we are
working to break down walls rhat restrict the sharing of information between Federal agencies.

(- The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style artificial
9 limitation. We entered into the PNR Agreement based upon the EU's argument that the export of
commercial information was subject to special restrictions under EU law. The European Court of
Justice has now held that the information is law enforcement information, not commercial
information, so that the rationale for the agreement has now dissolved.
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DISCUSSION SOCUMENT
£rnlysis of Umied States Interests in the U.S.-EU PNR diaiogue
epartinent of Homeland Security
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To provide you with background information on the Passenger Name Record (PNR) issue and
related developments concerning law enforcement information sharing with the European Union

{BU) 'n preparation for a mid-July “un-DC.”

Semmary

Before September 11, the government knew very little about the people getting on planes bound for
zne United States. Afler *%'m attacks, sirlines were required o provide information about their U.S.-
hound passengers. Scme of this information - name, contact mfcfmaum, and Lhe like ~ was drawn
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For flights betwesn Hurope and the 1.8, the daia must be made available from European 2ir carriers.
ZU law has long prohibi fe:i ihe commercial export of i sersonal data (o couniries whose legal
orotections izavc not been deemed “adequate” in the view of BEuropean data protection authorities,
While the U.S. has many privacy iaws, it does not have an overarching data protection regime that
corresponds {o every aspect of Zuropean law. It has therefore been viewed as “inedequate”™ by
Huropean standards, and commercial data transfers to the U.S. have long been restricted by the lack
of 2 broad adequacy {inding. ‘While the EU lacks similar requirerments {or the transfer of Jaw

=3, 2 Framework Decision is currently being

snforcement information between the EU and third parties,
considered that would mirror the requiresments applied ‘n the commercial reaim
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Tl PNR Agreemient wis also cotitioversial in Burope. It'was challenged by the European
Parliament as insufficiently protective of EU privacy rights. On May 30 the European Court of
Justice (ECJ) struck down the Agreement. But it chose a ground that was highly procedural — the
equivalent under US law of the Supreme Court ducking a Fourth Amendment challenge by finding a

;7 lww invalid because it exceeded Congress’s Commerce Clause power. Under EU law, commercial

(/ /  igsues fall within the jurisdiction of the EU as part of its “First Pillar” authority. This is the authority
that the EU relied on in entering the Agreement. The ECJ, however, held that the US wanted PNR
data for law enforcement and public security reasons. Law enforcement and public security are
exempt from the EU’s conimercial data protection laws and are only partly within the EU’s
authority. Instead, they fall under the “Third Pillar,” where the authority of EU central institutions
(the Commission, Parliament and Court of Justice) is more limited and more authority is left to the
Member States. This finding by the Court also eliminates the uncertainty that led to the signing of
the agreement in the first place, specifically the fear that some Member States might bring action
againgt air carriers under the commercial legal framework.

Because the agreement was entered under the wrong authority, the Court ruled it invalid but delayed
the effective date of its decision until September 30 in the hope that the juriedictional problem could
be quickly solved. To cure the problem, the EU has obtained authority from the Member States to
/ renegotiate the PNR Agreement under the Third Pillar, As required by the Agreement, the EU also
A ) tified the United States that it will terminate the current Agreement on September 30, 2006 and
set a goal of establishing a new agreement by this date. The USG received a proposed
replacement text from the Finnish Presidency on July 19th, aithough Commission officials have
indicated that this draft may not be final.’ Commission representatives have portrayed their proposal
as a technical chenge that would put the same agreement back in place, albeit under a different legal
authority.
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shered in bulk with the intslligence and law enforcement community, snd it denies those agencies direct access to the

records. Broader access would allow other agencies to look for patterns in the trevel of individuals not deemed to be

high risk snd to assess connections between passengers. ICE, for exsmple, has expressed its frustration over losing

access to this information,

? Both the Departments of Stato and Homeland Security have 2 number of questions regarding the legal impact of a
\J.\)vuietyofwdingchoica, inchuding references to the Europsan Convention on Human Rights. Additional policy

snalysis is underway and our response will be driven by the decisions of the Deputies.
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Background (V )

Two converging events in Europe — the recent European Court of Justice decision on the legality of
the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal Data --
have major implications for US law enforcement and security.

The EU-US PNR Agreement, As noted, in May 2004, after substantial negotiations, the
Department of Homeland Security entered into an agreement relating to the sharing of PNR
information collected by air carriers flying to the United States from Europe. The Agreement was
intended to resolve a perceived conflict between EU law (which limits the sharing of personal
information collected by commercial entities with governmental entities) and US law (which
required the collection and dissemination of PNR data). Central to the Agreement was a set of
Undertakings made bk' Customs and Border Protection (CBP) regarding how it would treat the PNR
data transmitted to it." Several of the limitations in those Undertakings significantly restrict US
opportunities to use information for investigative and law enforcement purposes.
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The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over what it
viewed as an attack on personal privacy and its own authority, the European Parliament (EP) filed
two suits in the European Court of Justice (ECJ) challenging the information sharing arrangement.

On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the merits
of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned on the lack
of competence of the Commission and Council to enter into the Agreement in the first instance. The
EU had based its authority on the so-called “First Pillar,” which allows the EU to regulate trade and
commercial matters. The ECJ held (as the US had argued earlier) that the requirement that PNR data
be sent to the US was a law enforcement and national security matter. Such transfers, the court heid,
were excluded from the data protection directive governing commercial data exports If they are to
be regulated, the court implied, it would have to be done under the “Third Pillar.”®

6 This concern is consistent with Executive Order 13388 and the President’s Memorandum issued on December 16, 2006

) to Heads of Executive Departments and Agencies on “Guidelines and Requirements in Support of Information Sharing

Environment.”
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* Acting under the First Pillar, the EU has also entered into a PNR sharing agreement with Canada. In light of the EU's
determination that the US Undertakings provided “adequate” privacy protections, the EU-Canada agreement authorizes
Canada to share PNR data received from the EU with the US. Even though the ECJ has struck down the EU-US
agreement, the EU contends that its similar agreement with Canada remains in effect. Some Canadian government
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substantially the same agreemeni on 2 new £ in order to meet the European Court of
Tustice deadline the Commmission v/i11 ys<k tu codify its position over the next couple of weeks and
then will cail for agreement on the new arrangement by September 30.
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1] Proposzis on Shaving Law Tafsvcemment [nformaation. 1f that were ail that is at stake, this
would be an interesting diplomatic and lzgal problem for DHS. Butit is not. The PNR negotiations
will be closely intertwined with 2 broader effort 1o establish restrictive, EU-wide rules for
sformation shering in ibe area of law snforesment. Last October the EU put forward twe diaft

Jocuments st concamn date sharing and nroisciion i

- drafl SFramework Directive of the Buropean Paviiament and Council on the retention of data and a
nroposed Council decision on the protection of personal data in criminal matters,

the law enforcemment context. They consist of
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iourees rre concemmed, however, that the sesercs of 2a “adequacy” finding (which i3 a First Piller concept) rony now
F)

save the effect of prodibiting US-Ceaada informeation shering devived from EU-originated flights,

* Far example, the Drait Decision containg provisions on time limits {or cetention of shared data, ensuring the accuracy
of ghared data, logging and audit wails, as well o5 reswrictions mitdng firther use of the data 1o the original purpose for
which it weg fivst tronamitted. In effacy, it borcows eavily from the PHR Agreement ond the Underakings,
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Communicable Diseases. One indicator of the extent to which EU data protection authorities
prioritize the expansion of such roles over public safety concemns can be found in the European
reaction to another US initiative relating to avian flu, If air passengers are exposed to a pandemic
strain of avian flu, the government will need to locate all of the passengers and crew, quickly. So the
Centers for Disease Control has proposed a rule requiring airlines to retain PNR for up to 60 days for
that purpose. The top data protection authorities of Europe, known as the “Article 29 Working
Party,” have now decided that this sort of data retention violates EU privacy directives. If given
effect, the Working Party’s opinion would place air carriers legal jeopardy because of inconsistent

b(1)

'! ‘The adequacy finding granted to the U.S. was specific to the transfer of PNR data and only extended to its
transmission to CBP. The May 30* decision of the ECJ also annuls this decision by the Commission on the grounds that
the Commission did not have the legal authority to grant it

2 1f adopted without the offered exemptions, the Draft Decision could conflict with a number of binding and noa-
binding information sharing arrangements that the United States has signed. For example, we have signed a 2003
Mutual Legal Asgistance Agreement (MLAT) with the European Union and 4 2001 information sharing agreement with
Europol (the EU-level police agency); with respect to member states, we signed a 2003 MLAT with Germany, which
builds on numerous other MLATS already in force with other EU member states, The United States also has many
executive agreements and memoranda of understanding with member states under which critical information is currently
being shared. Under EU law, directives supersede bilateral treaties and agreements and member states must conform

their existing agreements to the directive.
Yl
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legal régimes. It reflects a widespread EU view that privacy trumps even the critical public health
interests of the United States. '

Analvsis & Recommendation ( (3
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the Commission nor the Article 29 Committee have challenged the DHS-HHS MOU.

" Ualike in 2003, this risk is present now because the Court has conclusively ruled that the transfer of PNR dats is a law
Qk) enforcemnent matter. While European integration has been the greatest in areas associated with the Common Market, law

CU\\ '3 Conversely, Paragraph 34 of the Undertakings allows for the exchange of PNR for public heilth purposes and neither

enforcement and public security is a relatively new area of activity at the community level and many responsibilities still
fall to the EU Member States. The ECJ firmly placed PNR in the area of law enforcement and public security, and as
result, any actions taken in this area are likely to set precedents for further community involvement in other law

enforcement matters, S ;?/ET
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Conclusion (UL )
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The USG has a paramount interest in ensuring that law enforcement and border control information
vV continues to flow to the United States. In creating the Information Sharing Environment we are
working to break down walls that restrict the sharing of information between Federal agencies.
. The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style artificial
limitation. We entered into the PNR Agreernent based upon the BU’s argument that the export of
U) commercial information was subject to special restrictions under EU law. The European Court of
Justice has now held that the information is law enforcement information, not commercial
information, so that the rationale for the agreement has now dissolved.

@) b(1)

/‘ ' Excluding Canada and Mexico, flights originating in these five countries comprise nearly a quarter of all international
l/. flights arriving in the United States, In terns of global traffic, flights arriving from the UK rank third (after Canada and
L Mexico). Germany is 6”; France 9; the Netherlands 10 and Italy 17th.
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@ J A,  Bxcerpt from EU Data Protection Directive 95/46/EC (24 October 1995)

() B.  Excerpt from Draft Council Framework Decision on the protection of personal data
processed in the framework of police and judicial cooperation in criminal matter

(Octaber 2005)




