
1 Q T D ) ( C 0 N ) 

From: 
Sent: 
To: 
Subject: 

S E C f o g C 
RECORD 268-HQ 

l ( O G C ) (FBI) 
]SZë35ëâ3âOIecem ber 20,2006 10:24 AM 

rOGCÌ (FBI) 

h 2 
h 6 
hlC 
b7E 

Assistant general Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
FpHpral Ruroaii nf ln»Pstigatinn 
Ph 
Cel I 
Ph (Secure) F 
Fax I 

-Original Message— 
From: I IOGC) (FBI) 
Sent: -nuircriav npTpmhw 29, 2005 1:29 PM 
To: ,1 , |OGP (FBI) 
Subject: | [Position on IPAV 

S E D R g f 
RECORD 268-HQ b 6 

blc 
b2 

Assistant ueneral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau Pf Investigation 
PhooeJ J 
Fax 

-Original Message— 
From: | H(OGC)(FBI) 

Jrioer 20, Sent: S û ë s H â Œ 
To; 

2005 10:50 AM 
(OGC) (FBI) 

disk Subject: FW: Printout/ 

RECORD 268-HQ b 6 

b7C 

Per your request attached below is the draft memo that was forwarded to NSLB for review. I haven't seen any edits yet-

-Origlnal Message-

DECLASSIFIED BY 60322UC/LP/STP/gjg 
ON 10-23-2008 



From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 
Monday. December 19. 2005 5:05 PM 

FW: Printout / disk 
lOGC) (FBI) 

SEfcRgf^ 
RÈCORD 268-HQ 

fyi 
b 6 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC b7C 
APPROVAL b2 

Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Quant ico , VA 2213g 
Tel. 
Fax 

—Original Messi 
From: 
Sent: 
To: 
Cc: 
Subject: 

T (OGC) (FBI) 
Monday. December 19. 2005 5:04 PM 

l-W: Printout j disk 

RECORD 268-HQ 

FYI. We think this is the best argument we can make 
with the sequestered data required tomorrow. 

hat this argument should be provided together b2 
b6 
blC 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC *>7E 
APPROVAL 

Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Quantico, VA 22135 
Te l i 
Fax 

SECRET 

ssan —Original Mpssyw»— 
From: 
Sent: 
To: 
Subject: 

j(OGC) (FBI) 
Monday, December 19. 2005 2:24 PM 

| tOGC) (FBI) 
FW: Printout / disk 

RECORD 268-HQ 

be 
hie 

2 



This has been reviewed by SPTU for accuracy of the technical description function and use. I expect that it should be 
classified-but don't have the proper markings on it. 
-—Original Messaafi= 

From: | (CTD) (FBI) 
Sent: TUnrsday. Dprpmhpr i-j. 3005 9:30 AM 
To: 
Cc: 
Subject: PW: Printout / disk 

SESRET 
RECORD 268-HQ 

I am RDO tomorrow so if you can get tc 
SS/ f 
ITOS 1 /CONUS 2/TEAM 7 

we would all appreciate. Thank^ 

b2 
b6 
b7C 

—Original Message 
From: | |OGC) (FBI) 
Sent: " Thnrolav nprpmhpr i q, 2005 9:24 AM 
To: | tCTD) (FBI) 
Subject: Kt: printout / aisK 

S E g R E d 
RECORD 268-HQ b6 

b7C 

10-4. We need to get this tc "l?y Monday, though, in order to be able to get the| [renewal by 
Wednesday. If you have no response Iron today, we will have to move forward with what we have. 

Can you send me the memo before you send it forward? We may need to make sure it is proper. 

—Original Messaoe= 
From: | l(CTD) (FBI) 
Sent: Thursday. December 15, 2005 8:38 AM 
To: | COGC) (FBI) 
Subject: RE: Printout / disk 

b6 
RECORD 268-HQ b7C 

Negative, yesterdayj [said she had more adjustments to make. 

SSi 



ITOS 1/CONUS 2/TEAM 7 

b2 
b6 
b7C 

Original Message 
From: | 
Sent: Wednesday. December 14. 2005 7:33 PM 
To: | pTD) (FBI) 
Subject: Kt: nnntout / qisk 

TDGC) (FBI) 
Fiber 

SEfcRËT 
RÈCORD 268-HQ b6 

b7C 

Do you have a draft of this, meaning your action memo awaiting the legal mumbo jumbo? I can make 
an insertion that we can send to Jfor approval, 

](CTD) (FBI) 
—Original Message-

From: | 
Sent: Friday. December 09. 2005 5:30 PM 
To: 
Cc: 
Subject: 

SE^Rgf^ 
RECORD1268-HQ 

RE: Printout / disk 

Sorry was on AL Mon and| frest of the week. 
|once you draft I can run with thanksl 

S S / [ 
LX1/CONUS 2/TEAM 7 

b6 
b7C 
b2 

—Original Message— 
From: | |(ITD) (FBI) 
Sent: Tnnrerlav nprpmhpr m 7nns 
To: 
Cc: 

ns PM 

Subject: Printout / disk 

RECORD 268-HQ 

b6 
b7C 

4 



I'll be up at I I on Monday for the OTD open house. I've been asked by my unit 
chief to pass you the material at that time, so I'll look you up while I'm there 
Monday, or if you want you can stop by our table and we can show you a couple of 
demos. 

I've 
as a 

learned that both you and 
memo with these materials? 

are writing up some information to pass 
-- - I don't know if there are going to be two memos, or 
if yoij were going to consolidate your memos, but I wanted to put you two in 
touch so this might be worked out. I have seen a draft o f l m e m o and it seems 
to cover the issues. 

b2 

b 6 
b7C 

^Regards, 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1^7. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. date^ 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide\G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-^, dfoed 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-ft. dfoed 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide/G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification G»/ide G-3. dated 1/^7, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI ClassificationGuide G-3, dated 1/97. foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 

5 



( 0 T D H C 0 N ) 

From: 
Sent: 
To: 
Cc: 
Subject: 

]OGC) (FBI) 
Thursday. December 14. 2006 6:12 PM 

OIPR/NSLB Meeting with DES/DITU 

SECRET, 
RECORI 

m 

3 

n p r n M MDFfip 

t 
Î S ) 

Attar.hPfl.is a draft of the body of an EC memorializing our meeting with NSLd knd 01 PR attorney^"" 
j I attempted to capture what was in my notes and in my memory. Please review and revise as necessary. Once 

we agree on the language, do we have a secretary that put it in the EC format? 

No pride in authorship, so hack away. 

b l 
b 2 
b 6 
b7C 
b7E 

Draft EC_Meeting 
Notes_.OIPR.NS... 

assistant ueneral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-

Ph /Secure) \ 
F a x J ~ _ _ _ 

Original Message 
From: | jjOTD) (FBI) 
Sent: Thursday. IWrnhpr 14, 2006 12:58 PM 
To: I IfOGCl (FBI) 
Subject: RE: Search Return and Collection 

g F C R F T / Z O R C O N N O F O R N 
RECORT 

b l 

( S ) ^ 
Gentlemen, b 7 c 

. b7E 

As promised, the following is a list of active CEAU operations and inquiries since 1 August. Inquiries are included in this 
communication because a tremendous amount of resouces (time, funding, etc) are expended for each inquiry until such 
time as it is determined that it should either be deployed or such deployment is unfeasible for either technical, tactical, or 
lega, reasons. ^ ^ 

DATE: 10-23-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 [C) 
DECLASSIFY OH: 10-23-2033 

1 ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOTOI OTHERWISE 



bl 
to 2 
b7E 

—Original Message— 
From: | 
Sent: 
To: 
Cc: 
Subject: 

]OTD) (FBI) 
Wednesday. Deremher 13. 2006 7:08 PM 

DICLEMENTE, ANTHONY P. (OTD) (FBI) 
ID 

RE: Search Return and Collection 

SECRET/^nffPOM NflFOPM 



"SESRZT 

b l 
b2 
b 6 
b7C 
b7E 

( S ) 

« File: Pittsburgh case.doc » 

Original Message-jngi 

•A ]OTD)(FBI) From 
Sent: Wednesday, December 13, 2006 5:08 PM 
To: DICLEMENTE. ANTHONY P. (OTP) (FBI) 
Ce: I I 
Subject: RE: Search Return and Collection 

SECRET/ '^*""^" 
RECORI 

( S ) 

Tony, 

Did you get the timeline yet? 

— I 

ss|g —Original Message 
From: 
Sent: 
To: I 
Cc:| 
Subject 
Importance: 

U(OTD) (FBI) 
Wednesday. December 13, 2006 3:30 PM 

\ 

FBI);! 
hW: béàrch Return and Collection 
High 

b 6 
b7C 



SECRET / / N P R N M MHFNPM 
RECOR|_ 

FYI r 
m . 

Anthony P. DiClemente 
Chief, Digital Evidence Section 
Operational Technology Division 

( S ) 

b l 
h 2 
b6 
b7C 
b7E-

<SJ-

( S ) 

—Original Message 
From: 

t 

](OGC) (FBI) 
Monday. December 11. 7006 3:59 PM 

TO! 
Cc; DICLEMENTE. ANTHONY P. (OTOÌ (FBIvT 

Subject: 
Importance: 

FW: Search Return and Collection 
High 

SECRET//ORCON.NOFOR 
RECORj 3 

( S ) 
b l 
b2 
b6 
b7C 
b7E 

m 

Assistant General Counsel 
Science and Technology Law Unit 
Rnsrtal Terhnplngifis and Applications Office 

—Original Message— 
From: 
Sent: Moqdav. December 11 
To: I 
Subject: 
Importance: 

J(OGC) (FBI) 

3 c y D ) (FBI) 
72006 3:34 PM 

FW: Search Return and Collection 
High 

SECRET,»nffrnN NflFflPM 
RECORI 

FYI 
Î S ) 

b l 
b6 
b7C 

—Original Message 
From: I 
Sent! 
Toi r 
Cc: DICLEMENTE. ANTHONY P. (OTDHFBÏÏ1 

iaMlI«tn'J»»Ii«=Jiil 
J(CTD) (FBI) 
ipr 11. 7006 17:37 PM 

4 



Subject: 
Importance: 

Search Return and Collection 
High 

SECRET//™3™" MrtcnPM 
RECORD 

<S) 
All, 

L ( S ) 

CTD nee ds [ as soon 
as pass ive, IT m iaaay. z i z z z z 
CEAU- CTD briefed the FISA Review Board that| [was the projected collection date. Legally, we 
need collection even sooner, if possible, for presentation to the FISC. Upon collection, please. 
provide PG with the specifics|~ | 
OGC- Legally, are we on poini nerev 
PG- Any operational highlights? 

b l 
h 2 
b6 
b7C 
b7E 

Not intending to add to the administrative requirements, please copy myself ancj Ion all 
communications, e-mail and telephone calls, to ensure proper coordination of efforts. CTD is required to 
coordinate the efforts of FBIHQ/CTD, FBI PG, CEAU/OTD, OST/SPU, OGC/NSLB, and OIPR, and answer to 
the FISC. 

Thanks 

SS/[ 
FBIHQ/CTD/LX1 
ITns 1/P.ONllfi 1 

DERiVED FROMrG-3-EBLClassification Guide G-3. datgdJ/97. Eoreiqn^otintgFfiTtetnqence 
Investigations 
DECLASSIP¥-eHr«>3Trm 
SECRET//ORCON.NOFORN 

DERiVEDTROCTrQ^-FBUllassification Guide G-3. dated 1/97. EowQf^€tnjmérTnSìTÌqence 
Investigations 
D E C L A S S t F ^ e N r 2 0 3 T m i 
SECRET//ORCON.NOFORN 

DERIVED PPnM- fi-3 FBI Classjfjcation Guide G-3. dated 1/97. Foreiaq Cniinfnrlnl.elliumice' 
Investigations ~~ 
DECfcASStPrON: 203 Î Î2 ÎT 
SECRET//ORCON.NOFORN 



1(0GC) (FBQ 

From: 
Sent: 
To: 
Cc: 

Subject: 

Importance: 

Follow Up Flag: 
Flag Status: 

L L O T D ) (FBI) 
Tuesday. November 28. 2006 5:14 PM 

(FBI) 

FW: CIPAV court orders - Re 315Q-SL-191661 (Case Agent 

High 
Follow up 
Flagged 

b6 
b7C 

SENSITIVE BUT ÙWCtA8SlFÌEb 
NON-RECORD 

n z i 

Just to confirm in writing with vou concerning out conversation with respect to the tnnls bftinn denlnvftri f 

will address this with the case agent and send a reminder, 

is the POC and he will coordinate with the field. 

If you have questions please give me a call. 

b l 
b6 
b7C 
b2 
b7E 

Unit Chief, Cryptologie & Electronic Analysis Unit (CEAU) 
Digital Evidence Section 
Operational Technology Division 

ssai 
tOGC) (FBI) 

HiPCflav NnwmhPrM ?nnfi 4^4 PM 

—Original Messpaa 
From: 
Sent: 
To: 
Cc: 
Subject: RE: CIPAV court orders - Re 315Q-SL-191661 (Case Agent 
Importance: High 

SENSITIVE BUT UNdEASSIFfEET 
NON-RECORD DATE: 02-26-2009 

CLASSIFIED BY 60322UC/LP/STP/gjg 
PEASOH: 1.4 (C) 
DECLASSIFY" ON: 02-26-2034 

b l 
b6 
b7C 
b2 

-b7E 

1 ALL INFORMATION CONTAINED 
HEREIH IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-
Cei l l 
Ph (SFICUŒLL 
Fax-

h 6 
b7C 
b2 

—Original Mp<;<anp-
From: | 
Sent: 
To: 
Ce: 
Subject: 

J(OTD)(FBI) 
Tuesday. November 28. 2006 4:41 PM 

RE: CIPÂV court orders - Re 3Î5Q-SL-19I66I (Case Agenti 

SENSITIVE BUT ÙEfCfcASSlFlEb 
NON-RECORD 

Information l echnoiogy specialist 
Operational Technology Division 
Office' 
Mobile 
Pager 

-Original Message— 
](OGC) (FBI) From: _ 

Sent: Tuesday, Novemtar ?S. 2QQ6 4;21 PM 
To: 



(S) 

) 
The remaining four orders are authorize Pen Register Trap and Trace collections. 18 USC 3123f 

All orders were signed on 22 November 2006 bv a US Magistrate Judge fun-readableVÎ 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-I " 
Cell| 
Ph fjferaiml J 
Fax • 

Original Message--—Ongi 
:rom: [ ]SL)(FBI) From: 

Sent: r_iodaiJilOSœmljer 17, 2006 6:54 PM 
To: |(OGC) (FBI) 
Subject: CIPAV court orders 

SENSITIVE BUT UNCtttS&lFTfP 
NON-RECORD 

SENS! CLASSIFIED 

SENSITIVE e T UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BdT UNCLASSIFIED 



From: 
Sent: 
To: 
Cc: 
Subject: 

[ ](OGC) (FBI) 
Frirlau M n v s m h w 94 ?nnfi 9 K Q P M 

FW: Re ¿+5Û-SUÔ1ÔÔ1 (Case Agen 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b6 
b7C 
b7E 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph 
Cel< 
Ph ( f r o m ! -L 
Fax-

J 

Original Message-
From: I 
Sent: 
To: 
Cc: 
Subject: 

](OGC) (FBI) 
Friday. November 24. POOfi 1;Q9 PM 

fee SlSQ-SL-l^iéél (Case Agenf" 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b6 
blC 
hl E 

This documents our discussions with AUSAL ] r e case cited above. 

l 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-24-2008 BY 60322UC/LP/STP/gjg 



ASSISiant Uefteral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph 
Cel 
Ph 
Fax J 

secure) f 

b2 
b6 
b7C 
b7E 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

2 



)0GC) (FBI) 

From: I [SL)(FBQ 
Sent: Tiiflsriav NnvftmhPr71. 200« fi-10 PM 
To: I _ I 
Subject: FW: Final Drafts of Orders/Applications/Affidavits 

SENSITIVE BUT UNCLASSIFIED £ 1 , 
NON-RECORD 

b2 
b7E 
b6 
b7C 

We'll let you know how things go with the judge. 
• 

Original Message 
From: I lOGCI (FBI) 
Sent: Tuesday. Novemher 21. 2006 4:53 PM 
To: | tSL)(FBI) 
Subject: RE: Final Drafts of Orders/Applications/Affidavits 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Thanks. 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph 
Cell 
Ph (Secure) I 
Faxl 

:b2 
b6 
b7C 

—Original Message— 
From: I ~ 
Sent: 
To: 
Cc: 
Subject: 

Tuesday, Novem 
I N ( F B I ) 

xr 21, 2006 5:50 PM 
X3C) (FBI) 
(OTD) (FBI) 

Rnal Drafts of Orders/Applications/Affidavits 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

The paralegal with all of the orders/apps/affidavits etc in softcopy has gone home for the day. So, instead, I am 

l 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-24-2008 BY 60322UC/LP/STP/gjg 



faxing hard copies to you. I will follow-up with soft copies tomorrow - and I'll let you know how things went with the 
judge. b 7 c 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

2 



( O T P ) ( C O N ) 

From: 
Sent: 
To: 
Subject: 

J(OGC) (FBI) 
Tiipsriav Klnv/pmhor 91 2006 3:15 PM rnt 

|(OGC) (FBI) 
RE: CIPAV court orders - As a Mobile Tracking Device 18 USC 3117 

SENSITIVE BUT UNCEASSÌFIED 
NON-RECORD" ^ ^ 

b2 
b6 
blC 
b7E 

—Original Message— 
From: | l(OGC) (FBI) 
Sent: ¿i 2006 2:59 PM 
To: 

ober 21, 
JOGC) (FBI) 

Subject: RE: CIPAV court orders - As a Mobile Tracking Device 18 USC 3117 

SENSITIVE BUT ufrgÉASSIFIED 
NON-RECORD"^ * 

b2 
b6 

As usual, tremendous work. Thanks. b7c 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
FpHpral Rnrggii nf Inypgtirptinn 
Ph 
Celll 
Ph> 

Original Message— 
From n 
Sent: Tuesday, November 21, 2006 10:15 AM 

(OGC) (FBI) 

To: I I (pBI) 
Subject: RE: CIPAV court orders - As a Mobile Tracking Device 18 USC 3117 

SENSITIVE BUT UNCLA&StflED DATE: 02-26-2009 
NON-RECORD ^ C L A S S I F I E D BY 60322UC/LP/STP/gjg 

REASON: 1.4 [C) 
DECLASSIFY OH: 02-26-2034 

1 ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOTOI OTHERWISE 



PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 

Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Quantico. Va. 22135 
Tel:! 
Fax 
Cell 

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL b 6 

hlC 
K o Original Message 

From: | 1 (OGC) (FBI) 
Sent; Monday, November 20, 2006 6:24 PM 
To: I rOGC) (FBI); | 1 
Subject: FW: CJPAV court orders - As a Mobile Tracking Device 18 USC 3117 

2 



—"oCOfWsJ^ 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD" / \ 

— b 2 

Assistant General Counsel b6 
Science and Technology Law Unit b7c 
Office of the General Counsel b7E 
Federal Bureau Of Investigation 
Ph 
Ce l |_ 
Ph (Secure) I 
Fax [_ 

—Original Message— 
From: | ~1(OGC) (FBI) 
Sent: Monday. November 20, 2006 6:21 PM 
To: f 
Cc: 

1 . . . . . . I 1 

RE: CIPAV court orders - As a Mobile Trackin Subject: RE: QPAV court orders - As a Mobile Tracking Device 18 USC 3117 

SENSITIVE BUT UNCLftSSlFJEDr" 
NON-RECORD" \ 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Fed 
Ph-
Cell 

¡rai Bureau of Inv estigation 

Ph (Secure)] 
Fax I ^ 

^DBHHEJ 
3 



DATE: 04-06-2009 
CLASSIFIED BY UC 60322 LP/STP/SZ 
REASON: 1.4 (C) 
DECLASSIFY ON: 04-06-2034 

K O G C ) ( F B I ) 

From: 
Sent: 
To: 

Cc : 

Subject: J\FFIANT|_ 

( S ) 

jCASE AGENT] | 

SECRET 
RECORD 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b l 
b2 
b6 
b7A 
b7C 
b7E 

—Original Message-
From: | 
Sent: 
To: 
Cc: 
Subject: 

SECRET, 
RECORC 

l (FBI) 

FW kFFIANTj [CASE AGENT:| | 

(S) 

handles the CIPAV for CEAU, so he's addressed herein. I note 
that the orders indicatj land that you addressedf jherein. 
Just to make sure the right people get this soonest, I'm also forwarding this to DITU Acting UC | frnd our 
counsel, I | 

( S ) 
Original Message-

From: [_ 
Sent: 
To: 

Cc: 
Subject: 

SECRET 
RECORD 

C r»t h L'JB̂  •I • 
> 0 ) (OGA) 
er ?n ?nnfi in-31 am 

T i l 1AI-F1ANT:[ 

( S ) 

]CASE AGENT bl 
b2 
b6 
b7A 
b7C 
b7E 

( S ) 

—Original Message 
From: (OGQ(FBI) 

1 g E ß R ^ : 



From: 
Sent: 
To: 
Cc: 

Subject: 

~~i(OGC) (FBI) 
Mnnrla» Mn»S=Shor 90 Onnfi 1 0 0 7 P U 

r a T AFFIANl[ 

(SJ 

CASE AGENTI I 

bl 
b6 
b7A 
b7C 

SECRET 
RECORD 

about CIPAV? 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph 
Cell| 
Ph (îppniirp)l 
Fax 

Why the discussion 

DATE: 04-06-2009 
CLASSIFIED BY UC 60322 LP/STP/SZ 
REASON: 1.4 (C) 
DECLASSIFY ON: 04-06-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b2 
b6 
b7C 
b7E 

—Original Message 
From: | 
Sent: 
To: 
Cc: 
Subject: 

SECRET 
RECORD 

](OTD) (FBI) 
Monday. November 20. 2006 11:06 AM 

FV\T JÂFFÎÂNT[ 

( S ) 

J CASE AGENlj^ 

Thanks1 
the orders inaicat^ 
make sure the 

lhandles the CIPAV for CEAU. so he's addrei 
]and that you addressee^ 

mak j sure the ri|ht people get this soonest. I'm also forwarding this to DITU Acting UC[ 

sed herein. I note that 
Dixy, herein. Just to 

and our counsel, 

b l 
b2 
b6 
b7A 
b7C 
b7E 

](HO) (OGA) 
Original Messaqe-

From: l Z 
Sent: Monday. November 20. 2006 10:21 AM 
To: 

Cc: 
Subject: 

SECRET 
RECORD[ 

~|AFFIANT£ 

(S ) 

(SU-

]CASE AGENt£ 

b l 
b2 
h 6 
blA 
b7C 
b7E 

S i n g l y , g g g f C L 

1 



1 Q G C > <FBI> 
From: 
Sent: 
To: 
Cc: 
Subject: 

Tuesday. November t i7 2f)0fi 8:17 AM 
|OTD)(FBI) 

Kb: St Louis CIPAV 

SENSITIVE BUT UN 

Information Technology Specialist 
Operational Technology Division 
Office -
Mobile 
Pager 

—Original Message— 
From: | |(OTD)(FBI) 
Sent: Tuesday. November 07. 2006 7:57 AM 
To: 
Cc: 
Subject: RE: St Louis CIPAV 

SENSITIVE BUT UNCpBSiRED 
RECORDI 

b2 
b6 
b7A 
b7C 
b7E 

information Technology Specialist 
Operati 
Office-
Mobile 
Pager 

—Original Message— 
From: | fcoTP) (FBI) 
Sent: Monday. November 06. 2006 6:29 PM 
To: I |(OTD)(FBI) 
Cc: } |ITD) (FBI) 
Subject: l-w: St L0UI5 UPAV 

SENSITIVE BUT UNC claSSÌEH 

DATE: 12-30-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 12-30-2033 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

b6 
b7C 

IED 



RECORD[~^ 

-Original Message— 
From: | ~ lsL)(FBI) b l 
Sent: Mnnrlaw nrtoboeJU. 2006 5:30 PM h ? 
To: I I (OTD) (FBI) ft 
Subject: FW: St Louis CIPAV 

b7A 
SENSITIVE BUT UNCLASPED B 7 C 

RECORDL I B 7 E 

( S ) , 

Thanks 

m z i 

—Original Message— 
From: | ~tOGC) (FBI) 
Sent: ' Monday. October 30. 2006 3:55 PM 
To: 
Cc: 
Subject: kb: bt Louis UPAV 

SENSITIVE m IT I iMf*P*$ftÎFH=n 
RECORD 

b l 
b2 
b6 
b7A 

Absent the minor recommended additions in yellow in the above attachment, I concur with your drafts. Good job. b7c 
b7E 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph 
Cel 
Ph I 
Fax 

Secure) -1~ 

Original Message— 
From: I t5L)(FBI) 
Sent: Sunday, October 29, 2006 5:52 PM 
ToJ [(OGC) (FBI) 
Cc: SL) (FBI) 

b6 
b7C 



(S) 

Subject: 

j ì E g R c r 

jVI 

i 

St Louis CIPAV 

S F N S I T i y F RI IT t i Kin 
RECORI 

IED 

b l 
b2 
b6 
b7A 
b7C 
b7E 

SL JTTF 

« File-
pen requBsrwpo-

Affidavit.wpd » « File: language on warrant updated.wpd » « File: CIPAV 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVEBUT UNCLASSIFIED 

SENSITIVE BUT 1 UNCLASSIFIED 

SENSITIVE BUT 1 UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT/UNCLASSIFIEIS 

3 



DATE: 04-06-2009 
CLASSIFIED BY UC 60322 LP/STP/SZ 
REASON: 1.4 (CJ 
DECLASSIFY ON: 04-06-2034 

(OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

c 
_ Tuesday October 31, 2006 2:06 PM 
I IfQGC) (FBI) 

](OTD)(CON) 

RE: Web Bug foi 

UNCLASSIFIED 
NON-REC ÔRD 

Here you arc 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b2 
b6 
b7A 
b7C 
b7E 

Let me know if there is anything else I can do!! 

-Original Message-— 
From: | loGC) (FBI) 
Sent: Tuesday. October 31. 2006 12:21 PM 
T o : I • ~ Subject: f-W: Web Bug toij | 

UNC 
NON 

ÙtèSIF 
-REÖO 

SIFIED 
RD b2 

b6 
b7C 

Here is the request I mentioned a few minutes ago.l could you download the EC noted below for me and send it 
tome? Thanks 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
FpHaral Rnrpau nf Invpstigatinn 
Ph M elL Cel| 
Ph (Secure) f 
Fax £ 

Original Message 
From: I 
Sent: 
To: 
Cc: 

Subject: 

UNCLASSIFIED 
NON-RECgRP" 

I (CyD) (FBI) 
Tuesday. October 31. 2006 10:54 AM 

b6 
b2 
b7C 

i 



"Sb b r e î : 

( S ) . 

ssm 
Cyber Action Team Unit 
Computer Intrusion Section 
Cyber Division 
Room 5931 
935 Pennsylvania Avenue 
Washington, D.C. 20535 

The information transmitted is intended only for the person or entity to which it is addressed and may contain 
confidential and/or privileged material. Any review, retransmission, dissemination, or other use of, or taking 
of any action in reliance upon, this information by persons or entities other than the intended recipient is 
prohibited. If you received this in error, please contact the sender and delete the material from any computer. 

•bl 
h 2 
bô 
hi A 
blC 
b7E 

2 



(Rev. 01-31-2003) 

INVEST IGAT ION 
HEREIH IS UNCLASSIFIED 
DATE 12-30-2008 BY 60322UC/LP/STP/gjg 

Precedence : ROUTINE 
To: All Field Offices 

From: Cincinnati 
Squad 13 
Contact: 

Approved By: 
Drafted By: 
Case ID # 
Title; TTTiTfTm frM 

Date: 09/19/2006 
Attn: Computer Intrusions 

Supervisor (2 88A) 

Synopsis: To alert all classification 288A supervisors of 
Cincinnati's investigation. 
Reference: 

Details: This communication sets forth an investigative roadmap 
for 288A supervisors with respect to I I 
Cincinnati is the office of origin in this matter and has opened 
the above captioned file number (UCFN). Receiving offices should 
expect to receive Action leads on this matter within the next two 
weeks. It is requested that all subsequent investigative 
activity associated with .. 
reported to this UCFN. It is important to note that Cincinnati 
additionally encourages the initiation of a UCFN in those 
situations where local prosecution is anticipated. Offices that 
have already begun investigations on this matter should forward 
any collected documentation and/or materials to the Cincinnati 
UCFN. 

b2 
h 6 
hi A 
hlC 
hlE 

7 l'i Fi hr\ fi fi r-i n r i rm-al - i " " " • " t - " 

By way ot 



To: 
Re : 

All Field Of f i nss From: Cincinnati 
, 09/19/2006 

Jaackqround, I I 
Iheadcruartered in Cincinnati . I I 

] 'mis initial meeting was 
reported via FD-71 as referenced Serial 1. 

During the initial meeting. I I officials advised the 
-investigating AaentJ I 

1 Onen source research 

b2 
b6 
b7A 
b7C 
b7E 

2 



To: 
Re: 

All Field Offices From: Cincinnati 
09/19/2006 

b2 
b7A 
b7E 

In referenced Serial 26, Cincinnati requested FBIHQ support 
from Cyber Action Team Unit ("CATU"), Counterterrorism 
Counterintelligence Criminal Intrusion Unit ("C3IU-2")/ and the 
Cyber Initiative & Resource Fusion Unit ("CIRFU"). Assistant 
Director James E. Finch granted this request and has ordered the 
Regional CAT team (RCAT) to deploy to Cincinnati. The team will 
be operational on nq/pn/?nnfi. CAT team deployment was 
nnn-rr)-inai-eH Tiv rsa! ^ | CATU, and the deployment will be 
l e d b y S S A T , L'A'l'U, in Cincinnati. 

Barlv inf.pl 1 iapnrp work by S Si of CÌRFU 
of C3IU-2 have provided some perspective on and IA 

the scheme. CIRFU'"s work has highlighted similarities in the 
1 113111-2 's work has" 

rocused on common tools or resources employed byT I 
b2 
b6 
b7C 
b7E 

aaaieianai mrarmatian. 
See referenced Serials 75 and 96 tor 

5 



To: Ail Field Offices From: Cincinnati 
Re: | | 09/19/2006 

LEAD(s) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

Read and clear. 

2 



(OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

SECRET 
RECORD 315a-sl-191661 

](OTD) (FBI) 
Wednesday. October 04, 2006 4:30 PM 

~1(OGC) (FBI) 
RE: St Louis CIPAV issue - with attachments 

ALL INFORMATION COBTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b 6 
b7C 
b2 
b7E 

—Original Message— 
From: | l(OGC) (FBI) 
Sent: ' Wpdn^riau. ffrtnjw 04, 2006 4:28 PM 
To: I JOTD) (FBI) 
Subject: RE: St Louis UPAV issue - with attachments 

SECRET 
RECORD 315q-sl-191661 

DATE: 01-08-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 01-08-2034 

b 2 
•b6 
b7C 
b7E 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Fpripral Rnrpan nf Invpstinatinn 
Ph-
Cell 
Ph (Secure) f 
Fax [ 

Dripinal Mpssanp-—Oriai 
From: KOTD) (FBI) 
Sent: . UJ^nvcA™ 7M-,PR 04 jnnn TO? PM 
To: 
Cc: 
Subject: Rt: St Louis UPAV issue - with attachments 

SECRET 
RECORD 315a-sl-191661 

b2 
b6 
b7C 
b 7 E 



—Original Message— 
From: I DTD) (FBI) ; b 2 
Sent: Wednesday, October 04, 2006 1:41 PM b 6 
To: I l(OTD) (FBI) b -
Cc: DICLEMENTE, ANTHONY P. (OTD) (FBI) " Z, 
Subject: FW: St Louis CIPAV issue - with attachments D ' h 

SECRET 
RECORD 315q-si-191661 

• 
-Original Message-

From: | |(OGC) (FBI) 
Sent: WednesdavTSctober 04, 2006 1:32 PM 
To: I KOTD) (FBI) 
Cc: DICLEMENTE, ANTHONY P. (OTD) (FBI) 
Subject: RE: St Louis CIPAV issue - with attachments ^ ^ 

SECRET b 2 

RECORD 315a-sl-191661 
hlE 

I've reviewed the facts, the draft warrant and the affidavit. While we recommended use of a search warrant to 
load the CIPANf 

Ultimately, if the court signs the order, I think it is sufficient but issues are being generated unnecessarily. 
This doesn't address the security classification issues raised below. 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph 
Cell 
Ph (Secure) 



Fax 

—Original Mesi 
From: 
Sent: 
To: 
Cc: 
Subject: 

J(OTD) (FBI) 
iöber 04, 2006 11:39 AM 
OGC) (FBI) 

DICLEMENTE, ÄNTHONY P. (OTD) (FBI) 
FW: St Louis CIPAV issue - with attachments 

b 2 
b6 
b7C 
b7E 

SECRET 
RECORD 315q-sl-191661 

—Original Message 
From: I 
Sent: 
To: 

Subject: 

SECRET RECORD 315q-sl-191661 

](OTD) (FBI) 
, Wrtngsfty, 9rt?>?er 04,200611:28 AM 
I KOTD) (FBI) 

FW: St Louis CIPAV issue - with attachments 

b e 
b7C 

Here it is. 

—Original Message 
From: I 
Sent: 
To: 
Cc: 

Subject: 

SECRET RECORD 315q-sl-191661 

1SL)(FBI) 
Tuesday, October 03, 2006 4:29 PM 

(OTD) (FBI} 
:SL) (FBI)£ 

FW: St Louis CIPAV issue - with attachments 
](SL) (FBI) 

| ¡asked me to get in touch with you on the CIPAVs we are wanting to deploy. Just in case you don't 
(C) have them, here is the affidavit and the search warrant language we were planning to use for our CIPAVS. 
' . I see you already have my explanation of the case (in the email string below). Our AUSA has looked at 

the affidavit warrant language and is ready to go on our end to get the search warrant and PR/TT orders. 
~|iscussed the classification issue on the devices, and that seems to be the only 

outstanding nuraie to getting this done. The summary of the case outlined in the email string below should 
help you evaluate the case with respect to that restriction. Can vou take a look at that summary and let us 
know what vou think about whether this restriction annlies? I 



SLJTTF 

« l-ile: language on warrant.wpd » « Fil< 
—Original Message— 

I kSLHFBn From: 
Sent 
To: 
Subject: 

£ffl! 
J (SL)(FBI) 

FW: St Louis CIPAV issue - with attachments 

SECRET 
RECORD 315a-sl-191661 

affidavit.wpd » 

( S ) 

—Original Message— 
From: I l(OTD) (FBI) 
Sent: Tuesday. Seotember-26. 2006 11:22 AM 
To: 1 l(SL) (FBI) , 
Cc: | KOTD) (FBI):I tOTD) (FBI) 
Subject: Rfc: St Louis CIPAV issue - with attachments 

SECRET b6 
RECORD 315a-sl-191661 b 7 c 

Let me take a minute to introduce myself! T 

Please contact me for all future inqueries regarding your case. My contact info is as follows: 

SS/£ 
Supervisory Special Agent 
Operational Technology Division 
Digital Evidence Section 
Cryptologie Electronic Analysis Unit 

'office) 
(cellular) 

—Original Message 
From: I 1(SL) (FBI) 
Sent: Tuesday. September 26, ?nnfi p:?7 AM 
To: 
Cc: 
Subject: RE: St Louis CIPAV issue - with attachments 1 
SECRET 
RECORD 315q-sl-191661 

b2 
b 6 
blC 
b7E 



We'll get to work on this end and keep you guys in the loop as we go. Would you prefer we deal with 
someone else in your unit for the day-to-day aspect of this case? 

oon 

b 6 
b7C 

iesk 
:ell 

Talk to vou s 

St I ""is 

—Original Message— 
From: I tOTDI (FBI) 
Sent: Monday. September 25. 2006 4:44 PM 
To: 
Cc: 
Subject: RE: St Louis CIPAV issue - with attachments 

SECRET 
RECORD 315a-sl-191661 

Thanks for reminding me. With several cases from the same FO, it is difficult to keep them 
straight. 

There were several issues with this particular case, some easily overcome, and one that may be a 
show stopper. They are as follows: 

Those are the issues thus far. I have included the Unit Chief and the Program Manager for these 
ops on this message as well. 

• 
Original Message 

From: I 1 (SL) (FBI) 
Sent: Friday. Sentembar p. . 2006 10:14 AM 
To: I l(OTD) (FBI) 
Subject: St Louis CIPAV issue - with attachments 

SECRET 
RECORD 315q-sl-191661 

b2 
b6 
b7C 
b7E 



J s f e f C C 

I resent you the emaij 
trying to teach him the beauty of brevity. 

Jwrote on the deal - you have to forgive him, we're still 

[ 
^ 1 

desk 
cell 

b6 
b7C 
b2 

—Original Message— 
From: | tSL)(FBI) 
Sent: Friday. September 22. 2006 9:12 AM 
To: | (SL) (FBI) 
Subject: FW: St Louis CIPAV issue - with attachments 

SECRET 
RECORD 315a-sl-191661 

—Original Message-
From: [ 
Sent: 
To: 
Cc: 

Subject: 

|SL)(FBI) 
fhnrolav Spnl-pmhsr 14 AM 

RE: St Louis QPAV issue - with attachments 

SECRET 
RECORD 315q-sl-191661 

And with the attachments... 
« File: language on warrant.wpd » « File 

SECRET 
RECORD 315a-sl-191661 

ffidavit.wpd » 

Í S ) 

bl 
b2 
b6 
b7C 
b7E 

(U) Ref our telcall on Tuesday, as you requested, I have attached the draft 
affidavit/warrant language we are planning to use (if we can clear all the hurdles') 
for installation of the CIPAVd 

y 
r u n 

Also, 
here is a short version ot the case that details what we are trying to do with this 
technique. 

^ T h e primary 315 cases involved are on 



(U) 

Thanks for your help with this 

SLJTTF 
(desk) 
(ce l l ) 

DERIVED FROMUL-3 FBICIassification^Guid»-G^rgated 1/97. Foreign 
Counterintelligence Invest 
DECLASSIFiCATteN-EXEMPTION 1 
SECRET 

DERIVE1 
Counterintelligence Inyestig 
DECLASStfHeATtONlXEMPTION 1 
SECRET 

Classification GuidejG-3. dated-4/97rFóreign 

DERIVEDÌROMtrG:3~FBi-Classifjcation Guid^G-3rdatidi797TForeign 
Counterintelligence Investigata 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM\G-3 FBI Classification Guide G-3. dated 1/97. Foreign 
CounterlntelligencteJnvestigations 
DECLASSIFICATIONHXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification G 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

1/97, Foreign Counterintelligence 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign CoU iterlntelliqence 
investigations 
DECLASSIFICATION EXE 
SECRET 

MOTION 1 



I O T P ) (CON) 

From: 
Sent: 
To: 
Cc: 
Subject: 

SENSITIVE BUT UNCI 
NON-RECORD 

~ 1 0 T D ) (FBI) 
Imïïer 14, 2006 3:13 PM 
lOGC) (FBI) 1 

RE: CIPAV boiler plate/FISA boiler plate 

SSIFIED 

DATE: 04-06-2009 
CLASSIFIED BY UC 60322 LP/STP/SZ 
REASON: 1.4 (C) 
DECLASSIFY ON: 04-06-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHQNN OTHERWISE 

b 2 
b6 
blC 
blE 

• 
Original Message 

From: | ~kOGC) (FBI) 
Sent: Thursday. September 14, 2006 1:43 PM 
To: I If OTP) (FBI) 
Subject: FW: CIPAV boiler plate/FISA boiler plate 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

C L A ^ S 

• 
Relow nlease find mv response td Ireauest for review on 5 Sent ! 

NSLB should be involved early on to resolve concerns about whether this is properly being worked as a FISA matter. 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Fed 
Ph-
Cell 

irai Rnreau nf Investigation 

i 



Ph (Sf icuielU 
Fax I r 

—Original Message— 
From: | ~l(OGC) (FBI) 
Sent: Tuesday. September 05, 2006 1:01 PM 
T o : I KCyD) (FBI) 
Subject: RE: CIPAV boiler ptate/FISA boiler plate 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

cy&i 

b2 
h 6 
blC 
hi E 

Finally, tell SL they must work with the substantive desk at FBIHQ and they must work with NSLB when drafting the 
order. NSLB actually drafts the order. 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph -f 
Cell 
Ph ( 
Fax 

—Original Message— 
From: I |(CyD) (FBI) 
Sent: Tuesday. September 05, 2006 11:35 AM 
To: I rOGC) (FBI) 
Subject: FW: CIPAV boiler plate/FISA boiler plate 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

As we discussed. 
—Original Message— h 6 

From: | "~1 b7C 
Sent: WartntKria» &.iniic»^n ^CTTT^ PM 
To: I ~ I 
Subject: FW: CIPAV boiler plate/FISA boiler plate 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

: LASCIF 

Please provide! kith the help he requests. 



( s j 

—Original Message 
From: I IFSLI (FBI) 
Sent: Wednesday, August 30, 2006 10:35 AM 
T0! L ... 1 

Cc: 1 i ibLiimir^ 
Subject: CIPAV boiler plate/FISA boiler plate 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

ahate to admit this to you, but your presentation was very helpful last week. We talked about the CIPAV 
. vit language your group has - I'd like to get some of that. 

Any help is good help. 

Thanks again 
= 1 

St. Louis 
desk 
cell 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

Ì S E S f t f 
3 



"5Ê8REC 

L(OTD) (CON) 

From: 
Sent: 
To: 
Subject: 

] (OGC) (FBI) 
Thursday Sentemher 14. 2QQS_|2:04 PM 

RE: St Louis CIPAV issue - with attachments 

SECRET 
RECORD 315q-sl-191661 

Will review and get back to you. 

DATE: 01-08-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 01-08-2034 

b6 
b7C 
b2 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-| 

Ph (Secure) \ 
Fax] [ 

Original Message— 
From: | |OTD) (FBI) 
Sent: I hursday, September 14, 2006 11:47 AM 
To: 
Cc: 
Subject: FW: St Louis CIPAV issue - with attachments 

SECRET 
RECORD 315a-sl-191661 

bl 
J Please review and advise. b2 

b6 
I I 

b7E 
—Original Message— 

From: | |(SL)(FBI) 
Sent: TTiursdav. September 14. 2006 11 -31 AM 
To: 
Cc: 

_L 
Subject: RE: St Louis CIPAV issue - with attachments 

SECRET 
RECORD 315a-sl-191661 

And with the attachments... 
« File: language on warrant.wpd » « Fil< 

SECRET 
RECORD 315a-sl-191661 

kffiçĵ yjt.wpd » 

1 ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



(OTP) (CON) 

From: 
Sent: 
To: 
Subject: 

](OGC) (FBI) 
C Mnndav September 11, 2006 12:55 PM 

1(OGC) (FBI) 
Criminal IPAV 

SENSITIVE BUT 
RECORD! 

Assistant General counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph 
Cell 
Ph (Secure) ^ 

SEN IT UNCLASSIFIED 

SENSITIV! UNCLASSIFIED 

SENSITIVE BOT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

DATE: 02-26-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY 0W: 02-26-2034 

ALL INFORMATION CONTAINED 1 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



1 2 2 2 1 m . 
From: | "fc>GC) (FBI) 
Sent: Friday. September 08, 2006 5:09 PM 
To: I |(CvD) (FBI) 
Subject: RE: Model language 

SENSITIVE BUT UftSLAgSIFIED 
NON-RECORD ^ ^ 

I've received both email and the draft language, 
feedback Monday morning. 

Unless this is HOT, I'm checking out now for the weekend. I'll get you 

b2 
b6 
b7C 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Fed 
Ph 
Cel 
Ph . 
Fax 

eral Bureau of Investigation 

Secure) J" 

—-Original Message 
From: | JCyD) (FBI) 
Sent: , Frirtav Spntpmher 08, 2006 5:00 PM 
To: | I (OGC) (FBI) 
Subject: FW: Model language 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
blC 

Here is another one. 
—Original ffeggagg—'-

From: 
Sent: 
To: 
Cc: 
Subject: 

L ](OTD) (FBI) 
Frirlav. Sentemhpr 08, 2006 1:23 PM 

JiÇyD) (FBI) 
OTD)(FBI) 

i-w: wouei lariyuaytf 

SENSITIVE BUT UNgyVSSpED 
NON-RECORD 

SENSITIVE BUT 
NON-RECORD 

UNCFCA§§ÍWED 

DATE: 02-26-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY OH: 02-26-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Guys, 

I received a telephone call from the TTA on this cast 
b2 
b7E 

À 



-Original Message— 
From: I iSLVFBn 
Sent: Wednesday. July 12. 2006 3:05 PM 
To: | |(OTD) (FBI) 
Subject: RE: Model language 

SENSITIVE BUTUNeEXSSKJED 
R E C O R d I fa2 

^ 1 b6 
b7A 

Willdo.l I j 3 ^ 
I Will that work for ya'll? We anticipate actually trying to do this thing in mid to late August. Thanks again. 

1 

—Original Message— 
From: | |(OTD) (FBI) 
Sent: Wednesday. July 12, ^006 2:02 PM 
To: I tSLHFBI) 
Subject: RE: Model language 

SENSITIVE BUT-UNCLAS 
RECORd 

b2 
—Original Message b 6 

From: I l(SLXFBI) b7A 
Sent: Monday, July 10, 2006 6:13 PM b 7 c 
T o : I _ — t o n » (FBI) ;b 7 E 
Subject: RE: Model language 

SENSITIVE BUT UNC 
RECORD 

We 
have drafted an affidavit and the search warrant language for doing this. Does someone at your end need to 
review these to make sure they are correct and are what you need? If so, are you that person? If not, can you 
let me know who I need to send these things to? (or you can just forward them, as I have attached both of 
them) Thanks in advance. 

2 



SLJTTF 

« File rficj|yjt.wpd » « File: language on warrant.wpd » 

—Original Messaqe-
From: I 
Sent: 
To: 
Subject: 

l o T D ) (FBI) 
Monday. May 15. 2006 10:32 AM 

I |(SL)(FBI) 
Model language 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD ^ 

bi 
b2 
h 6 
blC 
b7E 

« File: Mod< tffidavit.wpd » 
( S ) 

SS/s 
Secure leennoiogies txpiuiiatioft 
Cryptologie and Electronic Analysis Unit 
Operational Technology Division 
Engineering Research Facility 

voice 
STU III 
fax (non-secure) 
fax (secure) 

SENSITIVE BUT UNCLASSIFIED 

ENSITIVE BUT/UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BU/f UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

3 



& H 2 I 

(OTP) (CON) 

From: 
Sent: 
To: 
Cc: 
Subject: 

(OGC) (FBI) 
Tuesday, September 05. 2006 4:44 PM 

T 
RE: IPAV and ÖCÖNUS Deployment 

UNCLASSIFIED 
NQ6KftECORP" 

DATE: 04-06-2009 
CLASSIFIED BY UC 60322 LP/STP/SZ 
REASON: 1.4 (c) 
DECLASSIFY ON: 04-06-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

h 2 
b6 
b7C 
b7E 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau Qf Investigation 
Ph 
Cel 
Ph 'SecutéH 
Fax 

J 

—Original Message— 
From: I IfCvD) (FBI) 
Sent: Tuesday. September 05. 2006 2i 
To: I I 
Subject: TW! 
Importances High 

53 PM 

UNCLASSIFIED 
NON^ECORD" 

Gentlemen, 
b2 b6 
b7C 
b7E 

—Original — 
From: I |(EP) (FBI) 
Sent: Tuesday. September 05. 2006 2:17 PM 
To: 
Cc: 
Subject: 
Importance: High 

UNCLASSIFIED T ^ C N T ^ R ^ 
NOK-RECQRD" 



h 2 
Here is the background on the casej 

Background: 

The case was onened haseri on information frnrrf 

]and what we want to try and do. 

"Inafpri -lulv onn.tj fronrf 

A similar occurrence op.rnrrpH less than a month earlier .Inne 7005 where i r f 

There are two common factors in these instanced" 

|The victims all claimed not to have given their information to anyone or 
responding to any requests for the information. 

Recent: 

Current: 

( S ) , 

b2 
b 3 
b6 
blC 
blE 
hi A 

SSA Cyber Squad ' b6 
blC 
h 2 



(Cell) 



(OTP) (CON) 

From: 
Sent: 
To: 
Subject: 

](OGC) (FBI) 
' Tuesday. September 05, 2006 1:01 PM1 

I ~ l (OTD) (FBI) 
RE: ÔIPAV boiler plate/FISA boiler plate 

SENSITIVE BUT UNCLAS 
NON-RECORD 

;J/FIED 

DATE: 04-06-2009 
CLASSIFIED BY UC 60322 LP/STP/SZ 
PEASOH: 1.4 (c) 
DECLASSIFY OH: 04-06-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

b2 
b6 
b7C 
b7E 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph 
Cel 
Ph 
Fax 

T 
ecure) I 

-Original Message— 
From: | ](CyD) (FBI) 

ribe 
.OG 

Subject: FW: CIPAV boifer plate/FISÀ boiler plate 

Sent: Tuesday. September 05, 2006 11:35 AM 
To: | |(OGC) (FBI) 

Tuesday. Seoten 
I K 

FW: CIPAV boife 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

As we discussed. 
Original Message 

From: I 1 b 6 
Sent: WoHnocHa» Ai.nnct-^n 9HHA PM b 7 c 

To: 
Subject: FW! L1PAV bôllér fSISté/hibA bóilèr filâïê 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Please provide) [with the help he requests. 

• S B S R E X 
1 



(S) 

—Original Message-
From: | 
Sent: 
To: 
Cc: 
Subject: 

TSL) (FBI) 
Wednesday. August 30,200610:35 AM 

OTD) (FBI) 
(SL)(FBI) 

aPAV boiler plate/FISA boiler plate 

SENSITIVE BUT UNCI 
NON-RECORD 

SSIFIED 

Any help is good help. 

Thanks again 

- S | 1 

desk 
cell 

SENSITIVE BUT UNClfASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

Î î E S R ç r 



L(OTD) (CON) 

From: 
Sent: 
To: 
Subject: 

,(OGC) (FBI) 
Tuesday. September 05, 2006 12:27 PM 

I |[OTD) (FBI) 
RE: CIPAV boiler plate/FISA boiler plate 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

This looks like a criminal warrant and a FISA warrant...? 

DATE: 04-06-2009 
CLASSIFIED BY UC 60322 LP/STP/S2 
REASON: 1.4 (c) 
DECLASSIFY ON: 04-06-2034 

b2 
b 6 
blC 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph -I 
Cell I 
Ph (Secure) -I 
Fax £ 

—Original Mewanp— 
From: | KCyD) (FBI) 
Sent: "i«(iau ^onfomhar 05, 2006 11:35 AM 
To: I |(OGC) (FBI) 
Subject: FW: CIPAV boiler plate/FISA boiler plate 

SENSITIVE BUT UNCLASSTHED 
NON-RECORD 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

As we discussed. 
—Original Message— 

From: | |(OTD) (FBI) 
Sent: , Wednssdav. AiiaUfit m POOfi PM 
To: I 
Subject: ' l-W! UPAV B6II&1 piaK/HSA Bailor [>iat6 b6 

r UNCLAS^TFIED 
NON-RECORD 

-ASJ t̂FI 

Please provid^ [with the help he requests. 

Original 
From: | |(SL) (FBI) 
Sent: WpHnocria» tMnnc| 30, 2006 10:35 AM 

LOTD) (FBI) To: 
Cc: I jSLXFBI) 

FIS Subject: CIPAV boiler plate/FISA boiler plate 

SENSITIVE BUT UNCLASSAÎRED 
NON-RECORD 

1 



(OGC) (FBI) 

From: 1 liCyD) (FBI) 
Sent: Tuesday. September 05, 2006 11:23 AM 
To: | l(OGC) (FBI) 
Subject: CIPAV Boiler Plate Language 

UNCLASSIFIED 
NON-RECORD 

Thanks, 

Supervisory Special Agent 
Operational Technology Division 
Cn/ptologic Electronic Analysis Unit 

(office) 
(cellular) 

UNCLASSIFIED 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 12-24-2008 BY 60322UC/LP/STP/gjg 

1 



<QTD> <C0N> 
From: 
Sent: 
To: 

Cc: 

Subject: RE: Dallas EC & LHM 

That is my two cents.... 

Original Message— 
From: | |(OTD) (FBI) 
Sent: Wednesday. July 26. 2006 3:07 PM 
To: I 
Subject: FW: Dallas EC & LHM 

SBtÎRI 
RfeCO 

RET 
CORD 288B 

What is this guy talking about? 

n n 

DECLASSIFIED BY UC 60322 LP/STP/SZ 
ON 04-06-2009 

b6 
blC 
b2 

Data Intercept Technology Unit 

—Original Message— 
From: I 1(OGC) (FBI) 
Sent: Monday, July 24. 2006 4:15 PM 
To: 
Cc: 
Subject: FW: Dallas EC & LHM 

SECRET 
RECORD 288B b2 

b6 
b7C 
b7E 

54 



this is for your information. 

Thanks. 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Inyestiaation 
Ph 
Cell 
Ph (pornr0\J 
Fax! 

b 2 
b6 
b7C 
b7E 

—Original Message— 
From: | tDL)(FBI) 
Sent: Monday. July 24. ¿fl06 1:30 PM 
To: I l i p ^ n (FBI) 
Cc: I I d L ) (FBI) 
Subject: FW: Dallas EC & LHM 

>ECÎ(ET SECRET 
RECORD 288B 

It was nice to meet you while you were here in Dallas last week. Here are the EC and LHM[ 
I |as you requested. 

b2 
h 6 
b7C 
b7E 

SA Miguel A. Clarke 
FBI Dallas 

—Original Message— 
From: I tDLVFBH 
Sent: Thursday, February 23. 2006 11:32 AM 

i : 
2 



Cc: I liDLKFBI) 
Subject: FW: Dallas EC & LHM 

SECRCT 
RECORD 288B 

b2 
b6 
blC 
blE 

I am sure that this makes the situation far more complex. But 1 just found out so I thought I would give you all the 
heads up. Please call me if you have any questions.) 

Best regards, 

—Original Message— 
From: | tDL)(FBI) b6 
Sent: Wednesday. February 08,2006 2:32 PM j~,7C 
To: IITD) (FBI) 
Subject: Dallas bC & LHM 

SECRTT 

^RECORD 288B 

JSF Project. 

« File: 010mac01.ec » « File: 009mac01.lhm » 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreman Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification GuideXS-S. dated hi97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide 0^3. datecN/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION ;r 
SECRET / 

3 



"Si8HSt 

l ° G C ) f B > ) 

From: 
Sent: 
To: 
Cc: 
Subject: 

]{OTD)(FBI) 
Tuesday. July 11.2006 9:07 AM 

I . ten (FBI) 
I ^ l?OGC) (FBI) 

FW: Model language 

rivE 
C 

SENSITIVE BUT U 
RECORI 

¡FÌÉD 

Thanksj ~ l 

I will submit this to ourf 

b2 
b 6 
b7C 

Ifor review. He keeps us legally clean and out of jail 

From the cursory review, it looked good, but I am not an attorney.. I will get back with you ASAP on this. 

—Original Message— 
From: I ISLVFBD 
Sent: . Mnnrlav lniv i n ?firus 6:13 PM 
To: I |(OTD) (FBI) 
Subject: RE: Model language 

SENSITIVE R i i T i i K i n 
RECORC 

b l 
Thanks for the pony. We have decided to proceed with using a CIPAV in our case (actually, 4 of them). We have drafted*32 

an affidavit and the search warrant language for doing this. Does someone at your end need to review these to make sureb7E 

they are correct and are what you need? If so, are you that person? If not, can you let me know who I need to send these b 6 

things to? (or you can just forward them, as I have attached both of them) Thanks in advance. b 7 c 

SL JTTF 

language on 
arrant.wpd (5 KB).. 

—Original Message— 
From: I I (OTP) (FBI) 
Sent: Monday. May 15. 2006 10:32 AM 

DATE: 02-26-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-26-2034 

To: 
Subject: Model language 

[SLXFBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

LASSÌFI 

« File: Mod 

Heath, 

affidavit.wpd » 
(S) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

bl 
b 2 
b6 
b7C 
b7E 



I will talk with my team leader this afternoon... not sure if this is what you were looking for or not. Also, NSLB has 
model languages used in the FISA type warrants, but they may include language that may not be used in the criminal 
matters. 

SSAI I 
Secure lèirrtilôèlêS b^liltalion 
Cryptologie and Electronic Analysis Unit 
Operational Technology Division 
Fnninoorinn Poacarrh Facility 

voice 
STU III 
fax (non-secure) 
fax (secure) 

b6 
b7C 
b2 

ITWI SENSITIVE Bin UNCLASSIFIED 

SENSITIVE Bl JNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

2 



J ^ E F C R F 

(OGC) (FBI) 

From: (OTD) (FBI) 
Sent: \ Tuesday. June 27, 2006 7:53 AM 
To: I kOGC) (FBI) 
Subject: RE: Opening of anthrax threat case 

U N & t A S S t P l g D ^ 
M O N ^ E C O R E ^ . 

h 2 
h 6 
hlC 
b7E 

—Original Message— 
From: I "liOGC) (FBI) 
Sent: Mnnrlau lnno 7fi 7nnfi 5:22 PM 
To: I |(OTD) (FBI) 
Subject: FW: Opening of anthrax threat case 

U N c t a s e t E i g D 
NOTJ-RECORET 

Any update available on this case? 

sral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Ir 
P M , . 
Ph (SficuESlJ , I 
F a x l H 

Investigation 
h 2 
b6 
b7C 

-—Original Message 
From: | |OGC) (FBI) 
Sent: Thursday. May 75. 2006 4:41 PM 
To: | J(OGC) (FBI) 
Subject: RE: Opening of anthrax threat case 

U N C L A S S I F t E C ^ 
NON-RECORD 

IZZI 
The I LU POC will be He's out of the office until next week. Let me if you need anything before then. b6 

b7C 

-Original Message 
From: 
Sent: 
To: 
Cc: 
Subject: 

[ tOGC) (FBI) 
Thursday. May 25. 2006 1:37 PM 

top (FBI) 
ZJc OGC) (FBI) 

RE: Opening of anthrax threat case 

UNCtASStiEtED 
NON-RECORD 

• ^ e f t g x . 

DATE: 04-01-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 04-01-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



^ É G f c r 

] 
As this is a criminal investigation, the case agent must work with his CDC on these legal issues. The CDC can 
coordinate with me and together we can coordinate with Investigative Law Unit. 

is is a heads-up. Can you give me a point of contact at ILU. 

Thanks. 
b2 
b 6 
b7C 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
P M , • . 
Ph (Secure) \ , I 
Fax 

lOTD) (FBI) 
—Original Message— 

From: I 
Sent: Thursday, May 25. 2006 8:15 AM 
To: 
Cc: 
Subject: RE: Opening of anthrax threat case 

UNCP^SSteiED 
NON-RECORD 

Original Message-
From: I 
Sent: 

i ° r 

](OGC) (FBI) 

Subject: 

Wednesday, May 24, 2006 5:42 PM 
l(OTD) (FBI) 

RE: Opening of anthrax threat case 

u N c p s s s a ë D 
NOPT-RECORDT 



Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Phi I 
Ph (Secure) Ï 
Fax • 

b2 
b6 
b7C 
b7E 

—Original Message— 
From: I KOTD) (FBI) 
Sent: , TUSStlaY, MSV 23, 2006 4:13 PM 
To: I KOGC1 (FBI) 
Subject: FW: Opening of anthrax threat case 

UNCLASSTFTEOC 
NON-RECORD 

—Original Message— 
From: 
Sent: 
To: 

Cc: 
Subject: 

JmM) (FBI) 
•55 PM b2 

b6 
b7C 
b7E 

Opening of anthrax threat case 

UNCLASSglED 
NQN^RECQRS7 

Here is a copy of the opening EC. 

« File: 142heh02.ec.wpd » 

UNCLASSIFIED 

UNCLASSIFIT 

UNCLASSIFIED 



|(OGC) (FBI) 

From: I kOTD) (FBI) ^ 
Sent: ' Friday .lime 0? ?006 11 43 AM b 7 c 

To: | (OGC) (FBI) 
Subject: RE: Use of CIPÀV - MM 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

—Original Message— 
From: | ~~|;OGC) (FBI) 
Sent: PrMa» Inne AT 7nnfi 11-41 AM 
To: I IfOTD) (FBI) 
Subject: RE: Use of CIPAV - MM 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph- I 
Ph (Secure! I 
F a x ' l I 

h2 
b6 
blC 
blE 

—Original Message— 
From: | tOTD) (FBI) 
Sent: Friday. June 02. 2006 11:39 AM 
To: | KOGC) (FBI) 
Subject: RE: Use of CIPAV - MM 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

blZ 
b7E 

—Original Message— 
From: I ~l(OGC) (FBI) 
Sent; Friday June 02, 2006 11:32 AM 
To: I ITOITO (FBI) 
Subject: RE: Use of CIPAV - MM 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

l 
ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 04-01-2009 BY 60322UC/LP/STP/gjg 



Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Fédérai Bureau of Investigation 
Phj , 1 
Ph (Secure) -I 
Fax I 

h 2 
h 6 
b7C 
b7E 

—Original Message— 
From: I I (OTD) (FBI) 
Sent: , Friflav limpQ?., 2006 8:23 AM 
To: I |(OGC) (FBI) 
Subject: RE: Use of CIPAV - MM 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Thanksj | 

We are on the same page with the field the way I understand things so far. I will forward you what the 
case agent had as a draft in this nase | have provided the case agent with a USA's name in another 
district to provide to| as he had requested previously as well. Below is the attachment of 
the Affidavit for the CIPAV. 

« Message: CIPAV » 
—Original Message— 
From: | |(OGC) (FBI) 
Sent: Thursday. June 01. 2006 3:27 PM 
To: I I 
Subject: Use of CIPAV - MM 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

For your information. 

. j 

Thanks 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-t . I 
Ph (Secure) 
Fax £ I 



e 1'
OGC
» "=

BI
» 

From: 
Sent: 
To: 
Ce: 
Subject: 

]<MM) (FBI) 
Tuesday Mav 30 ?00B 3:34 PM 

CIPAV 

(OTD) (FBI) 
](MM) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD" ~ 

b l 
b 2 
b 6 
b7C 
b7E 

(S) 

SENSITIVE BUT UNÒfe/ÌSSIFIED 

DATE: 02-25-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-25-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

1 



AO 106 (Rev. 7137) Aff idavit fSËfiBfk^nt 

United States District Court 
Southern DISTRICT OF Florida 
In the Matter of the Search of 

( S J 

Special Agent I am a _ 
Official Title 

that • on the person of or 13 on the property or premises known as 

APPLICATION AND AFFIDAVIT 
FOR SEARCH WARRANT 

CASE NUMBER: 

being duly sworn depose and say: 

and have reason to believe 

b l 
b6 
b7C 

<S) 

in thft •SOÌ IRTI ERN District nf Pi n-r-i Ha 
b l 
b2 
"b7E 

(S) 

which is 
evidence of a crime 

18 concerning a violation of Title 
The facts to support a finding of Probable Cause are as follows: 

United States code, Section(s) 2332a 

DATE: 04-06-2009 
CLASSIFIED BY UC 60322 LP/STP/SZ 
REASON: 1.4 (c) 
DECLASSIFY ON: 04-06-2034 

see attached affidavit 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Continued on the attached sheet and made a part hereof: E Yes • No 

Signature of Affiant 

Sworn to before me and subscribed in my presence, 

at 
Date City and State 

Name & Title of Judicial Officer Signature of Judicial Officer 



AO 93 (Rev. 5/851 Search Warrant 

United States District Court 
Southern DISTRICT OF Florida 

• •• <•... . ^ 1-

( S ) SEARCH WARRANT 

CASE NUMBER: 

TO: 
Affidavit(s) having been made before me by 

and any Authorized Officer of the United States 
who has reason to 

AHiârtl 

bl 
b2 
b6 
b7C 
b7E 

holiowo that n nn tho norcnn nf nr nn tho n fomicoc lrnr»».n « 

( S ) 

ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE': 04-06-2009 
CLASSIFIED BY UC 60322 LP/STP/SZ 
REASON: 1.4 (c) 
DECLASSIFY ON: 04-06-2034 

in the Southern District of Florida there is now 

concealed a certain property, namely 

bl 
b2 
b7E 

I am satisfied that the affidavit(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-described and establish grounds for the 
issuance of this warrant. 

YOU ARE HEREBY COMMANDED to search on or before 
Date 

(not to exceed 10 days) the person or place named above for the person or property specified, serving this warrant and 
making the search (in the daytime - 6:00 A.M. to 10:00 P.M.) (at any time in the day or night as I find reasonable cause 
has been established) and if the person or property be found there to seize same, leaving a copy of this warrant and 
receipt for the person or property taken, and prepare a written inventory of the person or property 
seized and promptly return this warrant to 
as required by law. u s- Mag,strateJud9e 

at 
Date and Time Issued City and State 

Name and Title of Judicial Officer Signature of Judicial Officer 



(OGC) (FBI) 

From: I I (OGC) (FBI) 
Sent: Thursday .hinp fil, 2006 4:29 PM 
To: I l(OGC) (FBI) 
Subject: Re Philly Case 

b l 
b2 
b6 
b7C 
b7E 

We think there are two: 

END 

Please review and make changes a necessary. I need to see your changes and send them off to NLSB and 01 PR. 

c 
Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
FpHpral Rnroau nf Inx/PStigatinn 

PM | i , 
Ph (Recurs) I | 
Fax 

b l 
b2 
b 6 
b7C 
b7E 

DATE: 02-25-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-25-2034 

SENSITIVE BUT UNCL, SICLfeSSÎFIED 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

i 



"kOGC) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

[ }OTD)(FBI) 
b6 
b7C 

Thursday. May 25. 2006 12:57 PM 

RE: Opening of anthrax threat case 

UNCLAS^fl^ED 
NON-RECORD^ 

(S) 

bl 
b2 
b7E 

(S It \*/nnlH holn (rpmanHm ICLX/ if IMP KNSW anuthinn ahm it thp hny is coming from. The 

(SJ 
(S Î 

Information Technology Specialist 
Operational Technology Division 
O -I 
M-

—Original Message— 
From: | ~ (OTD) (FBI) 

( S ) b i 
b2 

DATE: 02-25-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1 . 4 tC) 
DECLASSIFY ON: 02-25-2034 

ALL INFOREATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

h 6 
hlC 
b7E 



Sent: Thursday. May 25. 2006 8:15 AM 
To: 
Cc: 
Subject: 

IfOfiCl ÎFRI1 

RE: Opening of anthrax threat case 

UNCPS9S<CIËD 
NON-RECORD 

Hi will work with you closely on this one. I 
bl 
b2 
b6 
b7C 
b7E 

(Si 

I | Heads up... please see if we can net an IPAV I ready I will he r.nnrrlinatinn with Miami on this matter to npt . ( S ) 

the appropriate webpagel 
(S) 

•(SÏ 

Original Message— 
From: | ~l(OGC) (FBI) 
Sent: Wprinpsriav May 74. 7006 5:47 PM 
To: I J(OTD) (FBI) 
Subject: RE: 

UNC 

ining of anthrax threat case 

IED 
NON-RECORD 

We could simplify this if CEAU first chose to use! 

All of this has to be coordinated with ILU, with the CDC of the case agent and possibly with the supported AUSA if 
one has been identified. 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-I , I 
Ph (§fi£UESil 
Fax • 

-—Original Message 
From: I I (OTP) (FBI) 
Senfc Tuesday, May 23, 2006 4:13 PM 
To: | [(OGC) (FBI) 
Subject: FW: Opening of anthrax threat case b 6 

U N C L A S S j P H S t ) ^ b 7 C 

N O N - R E ^ O R D ^ 

2 



b2 
b6 
b7C 
b7E 

—Original Message— 
From: I 
Sent? 

]|(MM) (FBI) 
Monday. May 22, 2006 4:55 PM 

To: 

Cc: 
Subject: Opening of anthrax threat case 

UNCfeflgsiFIED 
NON-RECORD 

b6 
b7C 

Here is a gbpy of the opening EC. 

« File:/I42heh02.ec.wpd » 

UNCLASSIFIED 

3 



"kOGC) (FBI) 

From: 
Sent: 
To: 

Cc: 
Subject: 

SECRET//NOFORN 
RECORD 315 

J O G C ) ( F B I ) 
Wednesday. May 24. 2QQ6 1:57 PM 

RE: PH matter 06-582 - New UoAesm I 

Great work sure lets test meanwhile base don your representation 

•(S) 
Assistant General Counsel 
National Security Law Branch 

Counsel FBI 
Voice 
Pager 
Secure Fax 
Fax 

—Original Message— 
From: I 
Sent: Wednesday, May 24. 2006 12:59 PM 

](OTD)(FBI) 

To: 
Cc: 
Subject: Kt: PM matter uo-saz - New concern 

SECRET//NOFORN 
RECORD 315 

bl 
b2 
b6 
b7C 
b7E 

(S5 

(S) 

bl 
b2 
b6 
b7C 
b7E 

v/r 

inrormation lecnnology Specialist 
Operational Technology Division 
O-l 
M 

—-Original Message-— 
From 
Sent: 
To: 
Cc: 
Subjei : E 

bjectTRET 

(OGQ(FBI) 
WsdnaliiYi M f l v k 200$ 

rraï PH maral1 UB-W - IWW LUI ludm 
DATE: 12-29-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 12-29-2033 

b6 
b7C 

ALL INFOREATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



SECRET//NOFORN 
RECORD 315 

Thanks I think this is an important riistinntinn I 

Assistant uenerai counsel 
National Security Law Branch 
(Wirt, nf Ranarai rnnn ta l FBI 

Voice 

Î S ) ( S ) bl 
b2 
b6 
blC 
b7E 

Pager 
Secure Fax 
Fax 

Original Me: 
From 
Senfc 
T o : f 
Cc:L 

ISŜI oe 
OTP) (FBI) 

Wednesday. May 24. f006 8:49 AM 

Subject: 
I 

FW: PH matter 06-582 - New Concern 

SECRET//NOFORN 
RECORD 315 

bl 
b2 
b6 
b7C 
b7E 

]please correct me if I am wrong on this 

—Original Mei 
From: 
Sent 
T o : C = 
Cc:l 

ssai flfc 
3oGC)(FBI) 

Tuesday, May ¿3.20Q6 5:42 PM 

Subject: 
I 

RE: PH matter 06-582 - New Concern 

SECRET//NOFORN 
RECORD 315 

I have spoken to OIPR and thev have taken this under advisement and will respond. Mv question to you all: 

bl 
b2 
b6 
b7C 
b7E 

Assistant General Counsel 
National Security Law Branch 

Counsel FBI 
Voice 
Pager 
Secure Fax 

72 



Original Message— 
From: |(OTD) (FBI) 

W . K r A.n-, m i Sent: Tuesday. May Yi. Mfl6 4:07 PM 

2 I t 1 

Subject: RE: PH matter 06-582 - New Concern 

SECRET//NOFORN RECORD 315 b l 
b2 
lib 6 
b7C 
b7E 

<s> Other than that, you have the concerns as discussed. 

Thanks, 

SSAj 
Secure I ecnnologies txpioitatior 
Cryptologie and Electronic Analysis Unit 
Operational Technology Division 
Pnninpprinn Hpcoarrh Facility 

/oice 
STU III 
:ax (non-secure) 
fax (secure) 

—Original MPTOHP ( 

From: | |(OGC) (F B I ) 
Sent: ' luesdav. May h . 2006 3:53 PM 
To: 
Cc: 
Subject: ' FW! MH rrtèttéP Ub-S82 - NèW U r i & m 
Importance: High 

r 
SECRET//NOFORN 
RECORD 315 

] please correct anything that I didn't get absolutely correct in this email. 

Thanks 

ineral Counsel 



Science and Technology Law Unit 
Office of the General Counsel 
Fee 
Ph 
Ph 
Fax 

eral Bureau of Investigation 

Sem ire) F ] 

—Original Message 
From: [ 
Sent: 
To: 

Cc: 
Subject: 

KCTD) (FBI) 
Mnnrlav MavTi Pffflfì K M S A, t 
RE: PH matter 06-582 

SECRET//NOFORN 
RECORD 315 

b2 
b6 
blC 

However, any rewording may or may not be accepted by the FISC as OGC has advised. 
Or the presentation of acceptable rewording would take months such as our experience with PG's 
case that is still unresolved. 

S S / f 
FBIHQ/CTD/LX1 
ITOS 1/CONUS 1 
Rm 4W158 
Desk 
Pgr 
Internal Secure 

b2 
be 
b7C 

Original Message-
From: | 
Sent: 
To: 

] 

Cc: 
Subject: 

Monday, May 15. 2006 10:39AM 

RE: PH matter 06-582 

SECRET//NOFORN 
RECORD 315 

That is the best case, with the only other option being a rewording of the order to cover 
our... equities. 

• 
SSA| | 
Assistant Section Chief 
Digital Evidence Section, Operational Technology Division 

Voice 
Fax 
Cell 

b6 
b7C 
b2 

J ^ & K ^ c t : 

Original Message 
From: I 
Sent: 
To: _ L 

|(CTD) (FBI) 
MnnHav M^v 1 C^nnfi 10-T7 

I-W! HH ItiSttêP Ub-b82 



Importance: High 

SECRET//NOFORN 
RECORD 315 

Bottomline time: 

h 2 
S S Ai I b6 
FBIHQ/CTD/LX1 
ITOS 1/CONUS 1 b?E 
Rm 4W158 
Desk 
Pgr 
Internal Secure 

—Original Message— 
From: I lOGQCFBIl 
Sent: Friday, May 12. 2006 5:09 PM 
To: J KQgC) (FBI) 
Cc: I IfCTD) (FBI) 
Subject: RE: PH matter 06-582 

SECRET//NOFORN 
RECORD 315 

h 2 
b6 
07 C 
b7E 

Assistant (jenerai uounsel 
National Security Law Branch 
Office of General Counsel FBI 

Voice 
Pager 
Secure Fax 
Fax 

Original Message— 
From: I ~"kOGC) (FBI) 
Sent: Friday, May 12, 2006 4:29 PM 
To: I "TOGCKFBn 
Subject: FW: PH matter 06-582 
Importance: High 

SECRET//NOFORN 
RECORD 315 

Assistant General Counsel 
Science and Technology Law Unit 

ice of the General Counsel 
jFederal Bureau of Investigation 



Ph i -
Ph (Secure) -I 
Fax -I 

bl 
Original MPS^HP— ( 

From: I I b6 
Sent: FHriau MA» 17 ?nnfi PM . B 7 C 
T«! I I b7E 
Subject: RE: PH matter 06-582 

SECRET//NOFORN 
RECORD 315 

(Sì 

—Original Message— 
From: I KOTD) (FBI) 
Sent: Friday. Mavì?. 7006 3:0? PM 
To: I I 
Subject: RE: PH matter 06-582 

SECRET//NOFORN 
RECORD 315 

bl 
( S ) , b 2 

b6 
b7C 
b7E 

-Original Message 
From: 
Sent: hndav. May U. ¿Utlb ¿A3 PM 
To: 
Subject: 1 hW: PH IIULTSr Ub-bU2 

SECRET//NOFORN 
RECORD 315 

For your information. 

j ^ & R ^ f 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 

b2 
be 
blC 

Ph (Secure) I 
Fax | 

6 



—Original Message— 
From: | |[OGC)(FBI) 
Sent: Friday. May 12. 2006 1:52 PM 
To: 

Subject: PH matter 06-582 

SECRET//NOFORN 
RECORD 315 

After our discussion yesterday I reviewed the orderf" jsent me which is 
superceded hv the more updated orders! ""bent me yesterday. I also spoke 
witH Ithis morning. 

( S ) 

bl 
b2 
b6 
b7C 
b7E 

Assistant General Counsel 
National Security Law Branch 
Office of Rcnaral Counsel FBI 

Voice 
Pager 
Secure Fax 
Fax 

T 

DE-RIVED FROM: G-3 FBI Classification Guida^f-3. dated 1/97. Foreign 
Counterintelligence Investigations 
DECLASSIFY^&ftl: 20310512 
SECRET/ZNOFORh 

DERIVED FROM: G-3 FBI Classified 
Counterintelligence Investigations 

Guide G-3. dated 1/97. Foreign 



From: 
Sent: 
To: 
Cc: 
Subject: 

|(OGC) (FBI) 

}OTD) (FBI) 
Wednesday May 17 7nnfi 437 PM 

FW: Fisa/updates 

SECRET 
RECORD 315n DATE: 04-07-2009 

CLASSIFIED BY UC 60322 LP/STP/SZ 
REASON: 1.4 (c) 
DECLASSIFY OH: 04-07-2034 

b6 
b7C 

—Original Mesi 
From: 
Sent: 
To: 
Subject: 

SECRET 
RECORD 315n 

SijOfi 
J(OTD) (FBI) 

Wednesday, May 17, 2006 4:35 PM 
fr*) (FBI) 

Kt: hisa/upaares 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Please keep your tech agent in the loop as they will need to be an integral part of our activities. 

—Original Message— 
From: I 
Sent: . WpHne-aiav. May 17. 
To: I 
Subject: RE: Fisa/updates 

SECRET 
RECORD 315n 

• ( LA ) (FBI) 
2006 12:28 PM 
](OTD) (FBI) 

C Z ] 

I believe^ Jsent you a copy of our last approved renewal from the court. If you look on Page 43 of the 

b l 
b 2 
b6 
b7C 
b7E 

Declaration it lists the means by which our surveillance will be done. By looking at this do we have the authority 

•m-



—Original Message-
From: L 

To: I 
Subject: RE: Fisa/updates 

SECRET 
RECORD 315n 

JOTD) (FBI) 
2006 5:13 AN 
J(LA) (FBI) 

Give me a call if I can help clear this up or if I have confused matters... I am good at that sometime. 

I 1 

—Original Message— 
From: | 
Seat; 

] (LA) (FBI) 

t = 
biect: 

Iuesdsy, May 16, 2006 7:43 PM 
Tol 
Subject: 

SECRET 
RECORD 315n 

f l(OTD) (FBI) 
RE: Fisa/updates 

h 2 
b6 
b7C 
"*b7E 

—Original Message 
From: I 
Sent: 
To: 
Subject: 

](OTD) (FBI) 
Tuesday. May 16. 2006 4:21 PM 

](LA) (FBI) 
hw: usa/upaates 

SECRET 
RECORD 315n 

I think I answered that, but I wanted to ensure we had no misperceptions on| 

Here are some details and variations on snme of the denlnyment nntinns 

bl 
b2 
b6 
b7C 
b7E 

iS) 



E 

(SJ 

bl 
b2 
b7E 

Delivery Methods 

i S51 

b l 
b2 
b7E 

(S) 

Legal Requirements 

S E A R C H W A R R A N T [ 
this technique is a remote search with a very limited scope as described above. 



RISK 
— : b 2 

b7E 

DERIVED FROM: G-3 FBI Classification Guide G-3/dated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFY ON: 20310515 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-& dated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFY ON: 20310515 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide\^-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFY ON: 20310515 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide £-3. datkd 1/97. Foreign Counterintelligence Investigations 
DECLASSIFY ON: 20310515 
SECRET 

DERIVED FROM: G-3 FBI Classification Guidefe-3. dated 1/97. foreign Counterintelligence Investigations 
DECLASSIFY ON: 20310515 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreran Counterintelligence Investigations 
DECLASSIFY ON: 20310515 
SECRET 

4 



loGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

SECRET 
RECORD 315n 

I I (OTP) (FBI) 
Wednesday. Mav 17, 2006 11:09 AM 

I " |(OGC) (FBI) 
RE: Fisa/updates b6 

b7C 

Riverside is the RA coveringT I The bureau jargon.. 

J 
—Original Message— 

From: I l(OGQ (FBI) 
Sent Wednesday. Mav 17. 2006 11:08AM 
To: | | (OTP) (FBI) 
Subject: RE: Fisa/updates 

SECRET 
RECORD 315n 

bl b2 b6 
b7C 
b7E 

(S) 
Assistant ueneral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
P h J , 
Ph (Secure) i 
Fax \ —r 

Original Message— 
15 I l(OTD) (FBI) 

—Original Message— 
From; 
Sent: Wednesday. May 17. 2006 11:03 AM 
To: , I IrOGC) (FBI) 
Cc: I |(CTD) (FBI) 
Subject: FW: Fisa/updates 

SECRET (S ) 
RECORD 315n bl b2 b6 

b7C 
b7E 

Here is some info on the case and the FIS/ 

(S f z 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

Original Message WHERE SHOOT OTHERWISE 
From: | [(CTD) (FBI) 

1 DATE: 01-07-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 01-07-2034 



« t C 

Sent: Monday, May 15, 2006 11:41 AM 
To: | |(QTD) (FBI) 
Subject: Fisa/updates 

SECRET 
RECORD 315n 

(S) 

] 
Pgr w r W W S e t i o n . here i? the 

WIUI UlUfciS millUlfc! bHdIUI dLLMSb. IHb UU IUI Itil ItiWdl U Iti til IU Ul tl MM IIUI ILI I. I l ie Ld&B dUBIj [5| | 
Jshé will be able to give you any details to this point, LOOK forward to 

hearing from you. Thanks 

ÌS) 

(S) 
bl 
b2 
b6 
b7C 
b7E 

« File )5.11.06.wpd » « File: AAA-7314-FullPackageFinal-v1_0.pdf » « File 

(S) 
ong 

s s £ 
(S) 

CTD/ITOS1 /CON US4/TEAM13 
Deskl | 
Internali | 

»ifiĉ tic DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97/foreign Counterintelligence Investigations 
DECLASSIFY ON: 20310515 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFY ON: 20310515 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide ff-3. datetN/97. Foreign Counterintelligence Investigations 
DECLASSIFY ON: 20310515 
SECRET 

DERIVED FROM: G-3 FBI Classification Gwde G-3. dated 1/97. ForeigrKCounterlntelligence Investigations 
DECLASSIFY ON: 20310515 7 ^ 
SECRET 

JÌESRtC^ 
2 



(OGÇ)(FÉC 

From: 
Sent: 
To: 

Ce: 

Subject: 

; Tüesdav. May 16..2006 9:15 AM 7 ^ 

DICLEMENTÉ. ANTHONY P. (OTP) (FB 

Kt: H M matter Uö-bö2 

SEGRÉT//NOFORN 
RECORD 315 

To an'swer the proposed questions 

2. We have no concerns relative to AV software. 

Feel free to contact me with additional questions if necessary. 

P 
SSA[ 
Assistant Section Chief 
Digital Évidence Section, Operational Technology Division 

/oice 
rax . 
Jell 

—-Original Message 
"From: [ J(CTD) (FBI) 
S e n t : Mnnrlav Mav/j l ! innfi 4:59 Pt^_ 
To: 

Ce: DICLEMENTE, ANTHONY P. (OTD) (FBI);! Subject:' RE: PH matter 06-582 1 

. SECRET//NOFORN 
RECORD 315 

DATE: - 04-02-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 

.. REASON: 1.4 (C) 
• DÈCLASSIFY 0U: 04-02-2034. 

!b2 
b6 
blC 
blE 

Digesting all of the "available legal and technical, information based on OGC's analysis and OTP's input, the best 
proposed scenario i j " 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



Thanks 

SSA[ 
FBIHQ/CTD/LX1 
ITOS 1/CONUS 1 
Rhl 4W158 
Desk 
Pgr 
Internal Secure 

b2 
b6 
b7C 

Original Message-— 
From: I 1 
Sent : Mnnriav M a v i s POhf i in^QAM 
TOi I 
Cc: UKlbMfcNIE, AN IHUNY V. (UIU) (FBI) 
Subject: RE: PH matter 06-582 

SECRET//NOFORN 
RECORD 315 

That is the best case, with the drily other option being a rewording of the order to cover our...equities. 

C = I 

b 6 
b7C 

ss/£ 
Assistant Section Chief 
Digital Evidence Section, Operational Technology Division 

/oice . . 
rax 
Cell 

—-Original Message— ' 
From: I I (CTD) (FBI) 
Sent|_ Monday. May 2006 10:37 AM 
To. £ 
Subject: 
Importance: 

FW: PH matter 06-582 
High . 

SECRET//NOFÓRN 
RECORD 315 

Bottomline time: 

SS/T 
FBIHQ/CTD/LX1 
ÎTOS 1/CÖNUS 1 
Rm 4W158 
Desk 
Pgr 
Internal Secure 

b2 
b6 
b7C 
b7E 

--—Original Messaqe-
From: I 
Sent: 
H 
Cef 

]COGC)(FBI) 
Friday, May 12, 2006 5:09 PM 

l(OGC) (FBI) 
[CTD) (FBI) 

b6 
b7C 



Message Page 1 of .7 

(OGG) (FBI) 

From: I (WF) (FBI) 
Sent: fFriday-May-l3,-2005-12-13-PM—i 

SECRET 
RECORD 64D 

l(OGC) (FBI) 

Cc: ^ 

Subject: RE egal Stuff 

(S ) 

bl .; 
b 2 -,-
b 6 

"b7C 
\b7E 

I understand their position.but am not convinced that it is a compelling legal argument in the context of the 
GWOT especially since they couch their advice only as a.recommendation.-: Also; in an NSD contexts 1 

- —-nriplrial Mpccànp—— 'i:'-' 
From: (OGC) (FBI) 
Sent; Friday. Mav 13. 2005 11:46 AM 
Toj 1(WF) (FBI) I 
Subject: RE 

SECRET 
RECORD 64D 

egal Stuff 

CS) 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OGC APPROVAL ' -

: 5/24/2005.- where.' SHOOT 0 T & O T I S E - - : ; •.: ^ i - ; j . -V .^v;:-^.':- \ • 



' " ' .J.':. .'.-„'T. 

Message Page 2 of 7 

Associate General Counsel - Unit Chief 
Science & Technology Law Unit r 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Quantico, VA 22135 
Tel J 
Fax 

-Onginal Messaqe-
From|_ Jm (FBI) 
Sent: Thursday. Mav 1?. 7005 5:^7 PM 

"bl • 
:b2 -, 
:b6 
'•blC 
:b7E 

To:| 
Subject: RI 

l(OGC) (FBI) 

SECRET 
RECORD 64D 

.egal Stuff 

<5J 

Last opinion was verbal from AUSA 

-...-Original Messaoe-
Froma 

Thiircrlav Max/ 11 7nnç 4-1Ç PM' 
](OGC) (FBI) 

To 
Cc 
(OGC) (FBI) 
Subject: REI "Legal Stuff 

SECRET 
RECORD 64D 

,b2 
; b6 ;; 
b7C 
;b7E 

PRIVILEGED DELIBERATIVE DOCUMENT-NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 

Associate'General Counsel - Unit Chief 
Science & Technology Law Unit : ' 
Engineering Research Facility : 
Bldg 27958A, Room À-207 
Quantico. VA 22135 
Tel. 
Fax ••,;./..>'.:.•• 

Original Message 

5/24/2005 



Message Page 4 of 7 ' 

From 
Sent: 
To: 
Ce: 
L 

Tuesday, , May 16. 2 
OGC) (FBI) : 

2005 12:00 PM 
(FBI) :••• 

Subject: RE 
I 

m 

SECRET 
' RECORD 64D 

pgal Stuff 

(Sì 

J (OGC) (FBI) 

bl 
- b 6 
*b7C 

. a 

tS) 

ts> 

,b2 ^ 
> 6 
•\b7C 
;"b7E 

Assistant cenerai; Counsel : 
Science and Technology Law Unit 
Office df thé General Counsel . 
Federal Bureau of Investigation 
Phnnp -I 
Fax -

5/24/2005'" 



Message Page 4 of 7 ' 

Original Message—-
FromJ _ _ _ J (OGC) (FBI) 

To: 
Cc; 

Subject: RE egal Stuff 

b i 
> 6 ; 
•'b7C 

SECRET 
RECORD 64D 

(Si" 

-:••/ b i 
•'I ; v - b 2 
- ; \ bs : 
v'<:Vb7C 

:'"b7E 

PRIVILEGED DELIBERATIVE DOCUMENT- NOT FOR DISCLOSURE 
OUTSIDE THE FBI WITHOUT PRIOR OGC APPROVAL 

I 
Assistant General'Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27.958A Room A-207B 
Qu 
Tel: 
FaxI 
page{ 

ntico: Va :??13S 

: SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL 
COUNSEL ' 

b e 
b7C 
-b2 i 

Original Message-— 
: Fromj |(WF) (FBI) 
: Sent: Thursday, April 14, 2005 10:13 AM 

5/24/2005'" 



Message Page 4 of 7 ' 

To 
Ce 

L(ITD) (FBI) 

Subject: RE 

SECRET 
RECORD 64D 

Legal Stuff 

(SJ 

(S) 

^---Original Message 
From:| l(ITD) (FBI) 
Sent: Tuesday. Aonl 1?. 2005 2:59 PM 
To{ 
(WF 
Cc[ 

14a-J i 

Subject: RE 

SECRET 
RECORD 64D 

IwF ) (FBI)' 
egal Stuff 

<S) 

CCIPS.= Computer Crime, and Intellectual Property Section within-
DOJ 

Original Message 
From:| |[FBI) (WF). 

t u ! Sent: 'luesdav. April r j . ¿ud5 2 
To: 

:31 PM 
WF)'.(FBI) : 

5/24/2005'" 



Message Page 4 of 7 ' 

c c L 
(ITD) (FBH 
Subject! 

SECRET 
RECORD 64D 

]egal Stuff 

( S ) 

b l 
b6 

-b7C 

( S ) 

• ERF has not seen, or possess;- any written opinions •:•;• 
that support this restriction. They have been advised • •••• 
verbally by FBI OGC 

ERF folks believe the origin of this restriction comes 
•from the DOJ CCIPS group. I don't know what the acronym. 
stands for but it.is some sortof DOd computer related ; ., 
working group 

: ERF.advised that FBI. OGC has been- supportive in.. 
. many issues, but in this instance they- have reluctantly • 
sided with DOJ 

The FBI OGC attorneys that'advise ERF, and 
therefore set ERF policy on these issues are| f 
andl 1 

' .Sorry I don't have specific legal writings or opinions 
to forward to vou] ladvised that in his., 
experience! \ • 

I Isince EKh is 
part of HQ, they must abide by the OGC opinion.; 

. I'm afraid that's all I could find out concerning this 
issue 

Thanks again for the help, 

bl 
b2 

,'b6 -
'b7C 
blE 

DERIVED FROM: G-^FBlJgfassification Guide G-3. 
dated 1/97, ForeigrTcdtfoterlntelligence Investigations, 
DECLASSIFICATiON^EXEMPTION 1 
SECRET 

5/24/2005'" 



Message Page 4 of 7 ' 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. 
Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 / 
SECRET ~ / 

DERIVED FROM:Va-3 FBI Classification Guide G^3.dated 1/97. Foreign 
Counterintelligence Investigations . 
DECLASSIFICATION EXEMPTION 1/ 
SECRET ; 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign 
Counterintelligence Investigations / 
DECLASSIFICATION EXEMPTION 
SECRET 

DERIVED FROM: G-3 FBI Classificayon Guftje G-3. dated 1/97. Foreign 
Counterintelligence Investigations) 
DECLASSIFICATION EXEMPTION 
SECRET 

•DERIVED FROM: G-3 FBI Classifica/ion.Guide G-3. dated\1/97; Foreign Counterintelligence 
Investigations - . 
DECLASSIFICATION EXEMPTION/1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide'G-3. dated 1/97. Foreign^Counterintelligence 
Investigations-
DECLASSIFICATION EXEMPTIONS 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION/! 
SECRET-

5/24/2005'" 



(OGCj (FBI) 

From: 
Sent: 
To: 
Subject: 

SÉCRETZ/NOFORN 
RÈCORD 315 

I Understand. 

loGC) (FBI) 
H S E Ä l O p ^ i W P W 

li6G&)(FBÎf 
RE: RH matter 06-582 

hl 
h2 
h 6 
b7C 
b7E 

( S ) 

Assistant b&neft l Counsel 
•Science and Technology Law Unit 
Office of the General Counsel'. . 
Ffederal Bureau of Investigation 

Ph'secureTl I . 

-'—Original Message—^ 
From: . j 
Sent: " Friday. May 12. 2006 5:09 PM 
to: : I ITOGp fFBit 
Cc: 1 |CTD)(FBI). 

' Subject: RE: PH matter 06-582 • 

j0GC)(FBI) 
200 

SËCRET//NOFORN 
RECORD 315 

Assistant General Counsel 
National Security Law Branch 
Office òf Genera Counsel FBI 

Voice1 

Pager 
Secure Fax 
Fax 

: — --Drinipal Mrê-^np— 
From: 
Sent: 
TÓ: £ 

giß 

nseraiüHwr. 
](OGC) (FBI) 
¡20064:29 PM 
_JOGC)(FBI) 

Subject: FW: PH matter 06-582. 
importance: 

DATE: 04-02-2009 •• 
CLASSIFIED BY 60322tfC/LP/STP/gjg 
REASON:'l,4 (C) ' 
DECLASSIFY ON: 04-02-203.4 . 

1 ALL INFORMATION CONTAINED -
HEREIN IS OTTCliASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE "• 
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(OGC) (FBI) 

[OGC).(FBI) ' From: 
: Sent: ^{Wednesday.,.May_ll, 2005,2:20 PK/Q 
To: I l(OGC) (FBI) 
Cc: I loGC) (FBI); 
Subject: F) 

::b:i • 
b 6 
[blC 

egal Stuff 
iS) 

SECRET 
RECORD 64D 

a 

I'll defer to you on hosting a "training" session with WFO. Not sure where we are on providing written 
guidance on use of this technique—but this seems to:me something that ultimately .requires a case-by.-case 
assesment:. • '."•••••> >•• .-••••,• • •. •- . .••..•.< •. ..' .-.•-. r ••"..:.,:• 

. Here's what we provided at this year's CDC conference on the issue 

Has r r ' i p c ' ieoiioi-i any aHrlitinnal nuiHanro nn »hie 
rwi i iiróH tn i icp the, gimhlj 

(Si 

Ifirst,email mphtinns RRIPS rnnriirrprl ih nn nrrlpc 

b l 
;b2 ; 
•i>6 ... 
;b7C 
•b7E 

m 
(S) 

](WF) (FBI) 
—-Original Messagê -
From:| 
Sent: Wednesday. Mav 11. 2005 1:15 PM 
Tor 
Cc:1 

Subject: RE .egal Stuff 

;'bi 
b 6 
b7C 

SECRET 
RECORD 64D 

( S i CtA3S.IPIE©.Bl?:'60322tTC./l.Py'STi/gijg;-

; J.;:;- * ;.,;./•'••• - • ,; >i f ^ 

I think we should meet some afternoon, to discuss this legal and technical topic'. I don't think that the^USAO, WFO-; 
and. 
nntp 

1 l l \ V V ^ O M U U I U I I O W I i l w C l l l l . 1 I I t l U I I. I W U I O O U O J V I I I J u i i u l l I I I A I I I W ^ I U . . . I U W I 1.1 LI l l l . l l \ - l l I U ^ U I V . . U W I , .W «1 

OGC are on the same page: - probaly due to a lack of knowledge on our part. The issues and limitationsvou. 
V arp.-nrnhlpmatir ih-th* FI-SA" rnntavt-.ftprai'isfll [ 

We would be available to meet at Quantico in the near future to discuss.; This is a cutting edge issue and we 

5/24/2005'" 
%Ef iE I» EXCEPT .̂ 
• WHÉPE :p t iT Î Î :I3THERÖI3E.* '". '..'.'•.. ; 

•b2 .•'• 
ib7E 
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OGC) (FBI) 

From: (OTD) 
Sent: :• .iMonday. May_09-20Q5-2<3-1-P-M—1 
To: : 
Subject: Rh 

SECRET 
RECORD 64D 

(OGC) (FBI); 
|.egal Stuff 

( S ) 

—-—nrminal Ma t tana . 

From! l o G C ) (FBI) 
Sent: Monday. May 09. 2005 12:10 PM 
T o i 
Subject: FVU 

SECRET 
RECORD 64D 

egal Stuff 

is) 

bl ̂  
b2 
b6 
b 7 C 
b7E 

Assistant General Counsel 
Science and Technology Law Unit 

..Office of the General Counsel =••.: 
Federal Bureau of. Investigation 
P h n n p I J 

Fax \ I 

--—Original Message-—-
; From| |(OGC) (FBI) >'-
• Sent: Monday. May 09. 2005 11:17 AM. 
T o i 

£á 

Subject : RE:| |_egal Stuff 

SECRET 
RECORD 64D 

> 

5/24/2005'" 

'/DÄTE':; .'ü2-26 • 2Û¿19. ' . • V' ; ̂ k U - "Í 
• C P S S I F ^ ^ ^ 
' BEAÍ0H¿. 1. 4 .(C),./:' 
DECtASSI-FÍ':C®:;2 034' * V v 

: ÄLV; I H Í a é M T I D B .'^pÎFfAIN^Ö 
! ÎEpEI Î lV ï^ OTCLASlxFIEt) ;EXCÉ?T: 
jiHEPE SHOT, o i ^ m j i s e •• '.•. • ¿ i?; 

•bl 
' b 6 ' 
:,b7C 
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SECRET 
RECORD 64D 

•,'.'. b i 
•".' b 2 ; 

i : 

—-Original Message-
From.'L } W F ) (FBI) 
Sent: Monday. May 09. 2005 11:34 AM; 

To: 
c£ 
[ 
Subject: R! 

SECRET 
RECORD 64P 

egal Stuff 

(S-) 

-—-Original Message-
Fro m {_ L(OGC).(FBI) 

CLASSIFIED BY 60322TIC/LP/3TP./g;jg 

DECLASSIFY;- OU:.. 02-2&-2'03.4 : • ; ••••'•••••'•. 

Sent: Monday, May 09, 2005 11:17 AM 

5/24/2005 

' ALL •, i#i^iua' iùÉ:. 'c.oirrAiì 'ED -v ' r . 
EXCEPT: 

.12EEEE ' ¿ H M ^ . ^
 î;

.: v
::

;
.;., ' 



(OTP) (FBI) 

From: 
: Sent:-
To:-; ^ - v 
Cc: v;-;:;--'-./^ 

Subject: 

SECRET 
RECORD 315 

lOGC) (FBI) ; 
Wednesday. Mav 10. 2'Q06'3T25"PMn 

RE: technique.language-
•b2 -
bó ; 
,b>7C 
"b7E 

. Subject: RE: technique language 
.Importance: High 

SECRET 
RECORD 315 

; -bl r 
:' b2 
:b 6 -
::b7C 
•b7E 

Are these correct interpretations? 

Thanks, 

FBIHQ/CTD/LX1 
ITO" 1/CONUS 1 o 
Rm-4W 1 5 8 ° 

DATE:' 0'4-32-200?'-•• \ '^/N-
- C LASS I-ElÈD ' BY 60322UC/ Li / STP./gj rj, 
REASON:-. 1, 4 -i'C j : ,'";C ;••'''"••, •> 
DECLASSI;iT\: Olì:. :0'4;-02-2Ò34- 'V :•' ̂  ' 

.. . AI L; . ÌNFORJIATJON. cÒirrAiBÈp;. .'• ",:. ̂  
ì j , KEPElk 

.-" 'WÌEKE. ¡̂ HÓOTVO^RIIJÌSE' 

b6 ••'• 
:b7C 



Desk.;-: • ,'•*"*! 
Pgr 

. Internal-Secure 

DERIVED FROM: G-1 FBI Classification Gu ! 
DECLASSIFICATION EXEMPTION 1 
SECRET 

' b2 
. b 6 ; 
b7C 

G-1 . dated 1 /99; Foreign Government Information 

DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-1 FBI Classification 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-1 FBI Classification Gyide G-1; dated 1/99, Foreign Government Information 

ated 1/99, Foreign Government Information 



(OTP) (CON) 

From: 
Sent: 
To: 

Cc: 
Subject: 

•a iL tm 'JWKi i i i t t iwvmt l tJ i« 
fejFBh 

' 8:51 M / j b6 
hlC 
b2 
b7E 

RE: Update regarding DOJ/OIPR issue with computer surveillance techniques showing! 1 

SEeRgC/ORCON.NOFORM 
RECORD fisa 

DECLASSIFIED BY UC 60322 LP/STP/SZ' 
ON 04 -07 -2009 

b2 
b7E 
b6 
b7C 

Original Messane 
From: | |(OGC) (FBI) 
sent: .Thursday. Jarjuapa9,2006 4:34 PM 
To: | tOGC) (FBI) 
Subject: r-hW: Update regarding DOJ/OIPR issue with computer surveillance techniques showing!" 

I5EGRE7KÓRCON.NOFORN 
RECORD fisa 

b6 
b7C 

Could you forward the final electronic copy to all of us?. 

s, 

Original Message 
From: | 
Sent: 
to : 
Cc: 
Subject: 

1 nursaav. JanuaiV IV 
(OGC) (FBI) 
2006 4:14 PM 

] 
I OGC) (FBI); ^ I - " 

RE: Update regarding DOJ/.OIPR issue with computer surveillance techniques showing 

IsgCffES/ORCON.NOFORN 
RECORD fisa 

Sorry for being slow in getting through all my e-mails but 
could forward it electronically to all of us. Thanks. 

-—-Original Message— 
From: I l(OGC) (FBI) 
Sent: „ Tnpcrlaif lannarv 17 2006 5:22 PM 

(OTP) (FBI) To 
Cc: 

had the final copy that.we signed off. Maybe he b6 
b7C 

— I (OGC) (FBI) 
Subject: RE: Update regarding DOJ/OIPR'issue witn computer surveillance techniques showingj_ 

sleRg^fORCON.NOFORN 
RECORD fisa 



The memo on this topic went.over on Dec. 21 signed by botrf land mvself Wehave'heard nothing 
more about it. We will put it on the never ending list of topics to discuss with OIP'R. | _ |c 
have a copy of the memo we sent out to provide to If not, I will forward one oirectiv tcT \ 

ldq you b6 
blC 

T h a n k c 

• —Original Message— 
From: [ 
Senîs 

I t 

](C 
T-7, 

(OTD) (FBI) 
l uesdav. Jariuärv"17. 2006 5:12 PM 

Subject:. 

RECORD 268-HQ 

Update regarding DOJ/OIPR issue with computer surveillance techniques showing[_ 

Thank vou. 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM\Multiple Soi/rces 
DECLASSIFICATION EXEMBtlON 1 
SECRET//ORCONÌ 

DERIVED FROM: Multiple Sources 
DECLASSIFICATION EXEMPTION 1 
SECRET//ORCON.NOFORN 

DERIVED FROM: Multiple Source^ 
DECLASSIFICATION EXEMPTION 
SECRET/ZORCONKNOFORN 

DERIVED FROMylVlultiple Sources 
DECLASSIFICATION EXEMPTION 1 
SECRET//ORCÒN.NOFORN" 


