[0TD) (CON)

From: (OGC) (FBYH .
Sent: ember 20, 2006 10:24 AM
To: QGQC) (FBN

Subject:

SE
RECORD 268-HQ

LA_TTG"JS&S ani General Counsel

Science and Technology Law Unit
Office of the General Counsel

Fe estigation
Ph o
Cel

Ph (Secure) | |
Fax i

b2
b6
b7C
b7E

~---QOriginal Message-----
From: E—Yoc0) e

Sent: ber 29, 2005 1:2% PM
To: 0GC) (FBI)
Subject: Position on IPAV

SECRET
RECORD 268-HQ ~ . be

bi7c
;ss;s ant Generai Counsel

Science and Technology Law Unit
Office of the General Counsel

Federal.Bmean.nUmefﬁgation
Pho
Fax i

-----Qriginal Message—~—-

From: { (QGC) (F8I)

Sent: r 20, 2005 10:50 AM
To: (0GC) (FBI)

Subject: * PAn disk

SECRET_ |
RECORD 268-HQ b6

b7C

Per fo ir request attached below is the draft memo that was forwarded to NSLB for review. | haven't seen any edits yet--

---=-Qriginal Message---—

DECLASSIFIED BY 60322UC/LP/STP/gig
ON 10-23-2008



From: 0GC) (FBI)

Sent: r139, 5:05 PM
To: 0OGC) (FBI)
Subject: FW: Printout / disk
SEM
ECORD 268-HQ
fyi
bo
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE QUTSIDE THE FBI WITHOUT PRIOR OGC b7C
APPROVAL b2
| J
Associate General Counsel - Unit Chief
Science & Technology Law Unit
Engineering Research Facility
Bldg 27958A, Room A-207
Qu
Tel.
Fax
s
RECORD 268-HQ
- FYI. We think this is the best argument we can makd [hat this argument shouid be provided together b2
with the sequestered data required tomorrow. ' ig
b7C
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC b7E
APPROVAL
Associate General Counsel - Unit Chief
Science & Technology Law Unit
Engineering Research Facility
Bldg 27958A, Room A-207
Quantico, VA 22135
Tel
Fa
----- Original M -
From: 0OGC) (FBI) b6
Sent: Monday, December 19, 2005 2:24 PM b7C
Tor I;%:oeo (FBD)
Subject: : Printo IS
SE '

RECORD 268-HQ




@

This has been reviewed by SPTU for accuracy of the technical description function and use. | expect that it should be
classified--but don't have the proper markings on it.

|(CTD) (FBI)
RECORD 268-HQ
. b2
[ be
t am RDO tomorrow so if you can get tc we would all appreciate. Thanks b7cC
ssA ‘

ITOS 1/CONUS 2/TEAM 7

----- QOriginal Message-----

From: . OGC) (FBI)

Sent: 2005 9:24 AM
To: CTD) (FBI)
Subject: T Printo

RECORD 268-HQ v b6

: b7C
10-4. We need to get this tmy Monday, though, ir order to be able to get the| Irenewal by
Wednesday. If you have no response rodaday, we will have to move forward with what we have.
Can you send me the memo before you send it forward? We may need to make sure it is proper.
----- Original M =z
From: l I(CTD) (FBI)

Sent: E) mber 15, 2005 8:38 AM
To: OGC} (FBI)
Subject: . Printout / disl

RECORD 268-HQ b7C

Negative, yesterday Isaid she had more adjustments to make.

ss |




ITOS 1/CONUS 2/TEAM 7

b2
b6
b7C
--—0riginal —
From: C) (FBI)
Sent: ednes ember 14, 2005 7:33 PM
To: ) (FBI)
Subject: TPn [
sEcRet 56
RECORD 268-HQ : b7C
Do you have a draft of this, meaning your action memo awaiting the legal mumbo jumbo? I can make
an insertion that we can send t0|__uror approval.
----- Original Megsage-----
From: [ kcro) (ren
Sent: 09, 2005 5:30 PM
To:
Cc:
Subject: + Printout / disk
sEcRet
RECORD 268-HQ
Sorry was on AL Mon and rest of the week.
I:once you draft | can run with thanks: A
b6
ss/ | e
LX1/CONUS 2/TEAM 7
----- Original Message--——-—-
From: (ITD) (FBI)
Sent: 2068 PM
To:
Cc: .
Subject: Printout / disk b6
b7C
SE

RECORD 268-HQ

I




I'll be up at E::] on Monday for the OTD open house. I've been asked by my unit
chief to pass you the material at that time, so I'll look you up while I'm there
Monday, or if you want you can stop by our table and we can show you a couple of
demos.

I've learned that both you andl Iare writing up some information to pass
as a memo with these materials. I don't know if there are going to be two memos, or
if yo were going to consolidate your memos, but wanted to put you two in
touch so 18 might be worked out. I have seen a draft of emo and it seems
to cover the issues.

Re%ards,

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Clagsification Guide G-3 dated 187, Foreign Counterintelligence !nvesti ations
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classification Guide G
DECLASSIFICATION EXEMPTION 1
SECRET

-3, dated 1/97, Foreign Counterintelligence Investigations

DERIVED FROM: G-3 FB! Classification Guide A 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1 .
SECRET

DERIVED FROM: G-3 FBI Classification Guide G- ted 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classification Guide d 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classification Gyide G-3, dated 1/97, Foreian Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classificationf Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classifica
DECLASSIFICATION EXEMPTION

ion Guide G-3, dated 1/97, Forgign Counterintelligence Investigations

5

b2

b6
b7C




» _Skerel

(OTD) (CON)
From: 1 [0GC) (FBI)
Sent: Thursday, December 14, 2 12 PM
To:
Ce: _ .
Subject: OIPR/NSLB Meeting with DES/DITU

SECRET
RECOR :

8y

is a draft of the body of an EC memorializing our meeting with NSLEl:Lnd OIPR attorney4: bl
| attempted to capture what was in my notes and in my memory. Please review and revise as necessary. Once b2
we agree on the language, do we have a secretary that put it in the EC format? b 6
No pride in authorship, so hack away. E;g
N
Draft EC_Meeting
Notes_OIPR.NS...
ssistant General Counsel
Science and Technology Law Unit
Office of the General Counsel
Fed vestigation
Ph
Cell
Ph (
Fax
----QOriginat M s
From: OTD) (FBI)
Sent: mber 14, 2006 12:58 PM
To: (OGC) (FBI)
Subject: RE: Search Return and Collection
SECRE .
RECOR bl
i b2
(5) . o2
Gentlemen, BbIC
b7E

As promised, the following is a list of active CEAU operations and inquiries since 1 August. Inquiries are included in this
communication because a tremendous amount of resouces (time, funding, etc) are expended for each inguiry until such
time as it is determined that it should either be deployed or such deployment is unfeasible for either technical, tactical, or

legal reasons. m

DATE: 10-23-2008 1 ALL INFORMATICN CUNTAINED
CLASSIFIED BY 60322UC/LP/STP/gig HEREIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (C) WEERE SHOWN OTHERWISE

DECLASSIFY ON: 10-23-2033




bl
b2
b7E

----Original Message-----
From: QTD) (FBI)

Sent: 6 7:08 PM

To: DICLEMENTE, ANTHONY P. (OTD) (FBI)
Ce: BT} .
Subject: E: Search Return and Collection

SECRET, Bl
RECORI(] | b2
. b6

(3}

b7E




. .
L Tr]
e

<< File: Pittsburgh case.doc >>

-----Original Message-----
From: gs%;omxpan
Sent: nesday, December 13, 2006 5:08 PM

Ta: DICLEMENTE, ANTHONY P. {OTD) (FBI)
Cc: |

Subject: RE: Search Return and Collection

4

SECRET [TataYaYalIB Valdalul
RECORL

()

Tony,

Did you get the timeline yet?

~~~~~ Original Message-----

From: J(oTD) (FBI)
Sent: Wednes: ember 13, 2006 3:30 PM
‘To:

Cc: BI);|

Subjects eturn and Collection

Importance: High

bl
b2
bé
b7C
b7E

b6
b7C




%mamu.memm_l

RECO

- “{8) bl
b6

Anthony P. DiClemente (8] piC
Chief, Digital Evidence Section bIE.

Operational Technology Division

----- Original Message--——- -
From: (0GC) (FBI)
Seni: Mondav, December 11, 2006 3:59 PM

To: | 1
Cc: DICLEMENTE, A QNY P, (OTD) (FBI)

Subject: FW: Search Retumn and Collection
Importance; High
bl

SECRET”ORCQN,NOFOBﬂ
RECOR 1

{8} b2
. o

b7C
] ] ] »7E

() 1 — |

Assistant General Counsel
Science and Technology Law Unit

lﬂ:ﬂogiﬁs and Applications Office
----- Original Message--—-
From: I (CyD) (FBI)
Sent; onday, December 11, 2006 3:34 PM

To:| I(OGC) (FBI)

Subject: FW: Search Return and Collection
Importance: High

SECRET, o
RECOR : bl
b6

“{8) b7C
FYI
----- QOriginal Message-----
From: (CTD) (FBI) |
Se 11,2006 12:37 PM
To! ] !

Cc: DICLEMENTE, ANTHONY P, (OTD) (FBI}]

SESRET



(8-

SESRET”

Subject: Search Retum and Callection
Importance: High

SECRET],
RECOR

All,

{8)

CTD needs] ~ |as soon

CEAU- CTD briefed the FISA Review Board thatl was the projected collection date. Legally, we
need collection even sooner, if possible, for presentation to the FISC. Upon collection, please.
provide PG with the specifics |

OGC- Legally, are we on point here ¢

PG-  Any operational highlights?

Not intending to add to the administrative requirements, please copy myseif anm on alt
communications, e-mail and telephone calls, to ensure proper coordination of efforts IS required to

coordinate the efforts of FBIHQ/CTD, FB! PG CEAU/OTD, OST/SPU, OGC/NSLB, and OIPR, and answer to
the FISC.

Thanks

SS.
FBIHQ/CTD/LX1
JTOS {/CONLIS 1

ssification Guide G-3, dated 1/97

Investigations
DEC

SECRET/O RCON,NOFORN

DERIVED ? laggification Guide G-3, dated 1/ § etfintelligence
Investigations
DE 11

SEC RETIIORCON,NOF ORN

M-g EBI Classification Guide G-3, dated 1/97, Foreign Counterlntelligence”

Investigations
DECGLASSIFYON: 20311211

SECRET//ORCON,NOFORN

SpsRET 5

" (8)

bl
b2

b7c
b7E




SESRET

KOGC) (FBY)
From: | KOTD) (FBI)
Sent; Tuesday, November 28 2006 5:14 PM
To:
Cc:

(FBI)

Subject: FW: CIPAV court orders - Re 315Q-SL-191661 (Case AgentE:
importance: High
Follow Up Flag: Follow up
Flag Status: Flagged
SENSITIVE BUT U IED

NON-RECORD

1

1 ()

If you have questions please give me a call.

Digital Evidence Section
Operational Technology Division

----- Original M
Sent: aher 28,2006 4:54 PM

will address this with the case agent and send a reminder.

is the POC and he will coordinate with the field.

Unit Chiet, Cryptologic & Electronic Analysis Unit (CEAU)

To:
Ce:
Subject: RE: CIPAV caurt orders - Re 315Q-51-191661 (Case Agenq I

Importance: High
SENSITIVE BUT UNEL;A%E
NON-RECORD

[ ]

DATE: 02-26-2009

CLASSIFIED BY 60322UC/LP/STP/uig
REASON: 1.4 (C}

DECLASSIFY ON: 02-26-2034

b6
b7C

bl
b6
b7C
b2
bT7E

bl
b6
bicC

b7E

ALL INFOPMATION CONTAINED
HEREIN IS UNCL&SSIFIED EXCEPT
WHERE 35HOWN QTHERWISE



;ss::s;n; ;eneral Counsel

Science and Technology Law Unit
Office of the General Counsel

Fed vestigation

Ph «I ,
Cell b6
Ph( b7C
Fax b2

-----Qriginal oo
From: (OTD)(FBI)
Sent: Tuesday, November 28, 2006 4:41 PM
To:
Cc: .
Subject: RE: CIPAV court orders - Re 315Q-SL-191661 (Case Agent] I
SENSITIVE BUT U_N_QQ&G_@E!ED

NON-RECORD

Thankd___|

“(8)
8!
bl
b2
b6
b7C
b7E
Information 1 echnology specialist
Operatignal Technol jvision
Office
Mobile
Pager
' bl
SENSITIVE BUT UNCMD b2
NON-RECORD : bé
b7C
b7E

1%



==
-(8)

(g

The remaining four orders are authorize Pen Register Trap and Trace collections, 18 USC 3123| ]

bl
b2
[ b6

b7C
b7E

All orders were signed on 22 Novem US Magistr. un-ry )

;s&s;n; ;eneral Counsel

Science and Technology Law Unit
Office of the General Counsel

Federal Bureau of [nvestigation
Ph
Cell

Ph (
Fax

From: | ISL)(FBI)

Sent: i er 17, 2006 6:54 PM

To: !(OGC) (FBI)

Subject: CIPAV court orders

SENSITIVE BUT UNCE@QE!ED b2

NON-RECORD be
b7cC
b7E

SENSITAVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIKIED

SEeRel



lFB1)

From: | |(0GC) (FBI)

Sent: j :

Jo:

Cc:

Subject: FW- Re 315Q-3L-191661 (Case Agen] |

SENSITIVE BUT UNCLASSIFIED
NON-RECORD :

;ss:s;an; ;eneraf Counsel

Science and Technology Law Unit
Office of the General Counsel

Federa| Bureau of Investigation
Ph ’ |

Cel |

Ph (?ﬂe_u I
Fax

----- Original Message-----
From: BIL__I(OGC) (FBI)

Sent: j 24,2006 1:.09 PM
To:
Cc:
Subject: Re 315Q-5L-191661 (Case Ageny |

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

This documents our discussions with AUSA[_____re case cited above.

b2

b6
b7C
b7E

b2
bo
b7C
b7E

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 12-24-2008 BY 60322UC/LP/3TP/Oiy




mm Counset . b2

Science and Technology Law Unit bé
Office of the General Counsel b7C
Federal Bureau of Investigation bTE
Ph

Cel

Ph (Secure

Fax { |

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED




[oce) (FBI)
From: | JsLyFBI) .

Sent:
To: |
Subject: “Final Drafts of Orders/Applications/Afidavits
b6

SENSITIVE BUT UNCLASSIFIED : b7C
NON-RECORD

1

b2
b7E
b6
bicC

We'll let you know how things go with the judge.

—---Original Message----—-
From: OGC) (FBI)

Sent: 21, 2006 4:53 PM
To: SL)(FBI)
Subject: * Final Dralts of Orders/Applications/Affidavits

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b2
Thanks. b6

b7C
;ss:s;an; ;eneral Counsel

Science and Technology Law Unit
Office of the General Counsel ;
Federal Bureau of Investigation , '
Ph
Cel
Ph (Secure)] ]
Fax| |

----- Original Message-----
From: | [SL)(FBI)
Sent: Tuesday, November 21, 2006 5:50 PM
To: DGC) (FBI)
Ce: (OTD) (FBI)
Subject: Final Drafts of Orders/Applications/Affidavits

b6
SENSITIVE BUT UNCLASSIFIED b7C
NON-RECORD._ o

The paralegal with all of the orders/apps/affidavits etc in softcopy has gone home for the day. So, instead, | am

1
ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED
DATE 12-24-2008 BY 60322UC/LP/STP/giy



faxing hard copies to you. 1 will follow-up with soft copies tomorrow - and ['li let you know how things went with the b6
judge. b7C

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED




(OTD) (CON)

From: [ |(OGC) (FBY) .
Sent: { ber 21, 2006 3:15 PM
To: (OGC) (FBI)
Subject: RE: CIPAV court orders - As a Mobile Tracking Device 18 USC 3117
SENSITIVE BUT UNCLASSIFIED b2
NON-RECORD b6
: b7¢
b7E
----- Qriginal Message-----
From: (OGC) (FBI)
Sent: r 21, 2006 2:59 PM
To: QGC) (FBI)
Subject: . court orders - As & Mobile Tracking Device 18 USC 3117
SENSITIVE BUT UMSSIFIED
NON-RECORD
b2
. b6
As usual, tremendous wark, Thanks. b7C
;ssnstant ;enerai Counsel
Science and Technology Law Unit
Office of the General Counsel
Fed vestigation
Ph
Cei
Ph (Secure |
Fax «| |
-----Original Message——
From: I | (OGC) (FBI)
Sent:  Tuesday, November 21, 2006 10:15 AM
To: I(OGC) (FBI)
Subject: RE: CIPAV court orders - As @ Mobite Tracking Device SC 3117
SENSITIVE BUT UNCLA§§EIED DATE: 02-26-2009
NON-RECORD CLASSIFIED BY 60322UC/LP/STP/gig
REASON: 1.4 (C) b2
DECLASSTFY ON: 02-26-2034 b6
b7C
b7E
ALL INFORMATION CONTAINED 1

HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN GTHERWISE



{8
bl
b2
b5
b7E

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR

OGC APPROVAL

Assistant General Counsel

Science & Technology Law Unit

Engineering Research Facility

Bldg. 27958A Raom A-207B

Quantico,Va. 22135

Tel:

Fa

Cel

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL Tgsc

----- Original Message—--- b2

From: {OGC} (FBI)
Sent: Monday, November 20, 2006 6:24 PM
To:| {OGC) (FBIL);

I
Subject: FW: CfPAV court orders - As a Mobile Tracking Device 18 USC 3117

2



_SEeRET.

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

;ss:ls;an; ;e: n]erai Counsel

Science and Technology Law Unit
Office of the General Counsel

Fed vestigation
Ph
Cell

Ph ( N ]
Fax I

~~~~~ Original Message-----
From: EM:N:TOGC) (FBD)
Sent: onday, November 20, 2006 6:21 PM

To:
Cc:

SENSITIVE BUT UNC%%E%
NON-RECORD

Subject: RE: CIPAV court orders - As a Mobile Tracking Device 18 USC 3117

Assistant Generat Counsel
Science and Technology Law Unit
Office of the General Counsel

Fed restigation
Ph
Cell

Ph (Secure) | ]
Fax

b2
b6
b7C
b7E

b2
b6
b7C
b7E



DATE: 04-06-2009%

M CLASSIFIED BY UC 60322 LP/STP/SZ
REASON: 1.4 (C)

DECLASSIFY ON: 04-06-2034

HOGC) (FBI)

From: | [HO) (OGA)

Sent: N

To:

Cc:

Subject: RH BFFIANT] [CASE AGEN

L “{8) A
SECRET ‘ALL INFORMATION CONTAINED bl
RECORD HEREIN IS UNCLASSIFIED EXCEPT :Efs
VHERE SHOWN OTHERWISE

b7A
b7C
b7E

-----Qriginal Message---—-

From:
Sent:
To:

Cc:
Subject:

SECRET

OTD) (FBI)

W WT]__}:ASE AGEN-'I-':| ]
)

RECORQ

l handl the CIPAV for CEAU, so he's addressed herein. | note
_that the orders indicat Iand that you addressed| Jherein.
Just to make sure the right people get this soonest, Tm also forwarding this to DITU Acting UCT [ land our

counsel,
(5)
----- Qriginat )
From: [HO) (OGA)
Sent: L .
To:
Ce: 4
Subject: AFFENT]  JASEAGENT] | bl
b2
SECRET “(8) b6
RECORD b7A
b7C
b7E
“(8)
-----Original Message-----
From: ! I (OGCY(FBI)




SESRET

(OGC) (FBI)
From: | (OGC) (FBI)
Sent: 20 2008 12:23 PM Bl
To: b6
Cc: b7a
b7C
Subject: F!_\] JAFF IAN‘I} [CASE AGENT] |
“18)
SECRET
RECOR[_)I
Why the discussion
about CIPAV?
m' DATE: 04-06-2009
SSistant General Counsel CLASSIFIED BY UC 50322 LP/STP/SZ
Science and Technology Law Unit REASON: 1.4 (?3
Office of the General Counse! DECLASSIFY ON: 04-06-2034 b2
Fed estigation b6
Ph b7C
Cell b7E
ggx(fmm—_' ALL INFORMATION CONTAINED
| HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOUN OTHERWISE
----- Original Messagg-----
From: | 1(oTo) (FB1)
Sent: Monday, November 20, 2006 11:06 AM
To:
Cc:
Subject: &0 | JAFFIANT| JCASE AGENTI |
bl
SECRET “15) b2
RECORD} b6
b7A
: b7C
Thanks.l lh ndles the CIPAV for CEQM.&Q.DQM@.ised herein. | note that L7E
the ordersindica éland that you addresse DITY, herein. Just to
mawht people get this soonest, 'm also forwarding this to DITU Acting UQ Iand our counsel,
AG .

-----Original Messaqe-----
From: Lo oo

Sent: 20, 2006 10:21 AM

To:

Cc:

Subject: »EFFIANT:I [CASE AGENT{ }

SECRET {5} bl

RECORD| b2
be
b7A
b7C
b7E

e




BEGRET

[0GC) (FBI)
From: | (OTD)(FBI)
Sent: .
To:
Cc:
Subject: RE: St Louis CIPAV
SENSITIVE BUT UN D ' .
RECORD b2
—_— b6
b7a
b7¢C
b7E
Intormation Technology Specialist
Operati jvision
Office -
Mobile
Pager
Sui’ject: RE: St Louis CIPAV
SENSITIVE BUT U E
RECORD
b2
bé
b7A
b7C
b7E
| |
Information Technology Specialist
Operati ivision
Office
Mobile
Pager DATE: 12-20-2008
CLASSIFIED BY 60322UC/LP/STP/gig
REASON: 1.4 (C)
DECLASSIFY ON: 12-30-2033
. bé
ALL INFORMATION CONTAINED b7C

HEREIN I¥ UNCLASSIFIED EXCEPT
WHERE SHOUN OTHERWISE




SpsRel

RECORD

----- Original Messaqe-—---

From: SL)(FBI) bl
Sent: , 2006 5:30 PM b2
To: {OTD) (FBI) b6
Subject: FW: St Louis CIPAV 'b7 A
SENSITIV| : b7C
RECORD b7E
(811
Thanks
—--Original Message-----
From: 0GC) (FBI)
Sent ober 30, 2006 3:55 PM
To:
Cc:
Subject: v
SENSITI IED
RECOR
bl
b2
(8] bs
Absent the minor recommended additions in yellow in the above attachment, | concur with your drafts. Good job. b7¢c
b7E
;SSIS;an; ;eneral Counsel
Science and Technology Law Unit
Office of the Generat Counsel
Federal Bureau of investigation
Ph
Cel
Ph (Secure) -1 l
Fax |
-~=--Original M &= :
From: i lSL)(FBI) .
Sent: Sunday, October 29, 2006 5:52 PM b6
To (OGC) (FBI) b7C

Ccd SL) (FBI)

SESRET.



() -

e SUITTE

_SESRET_

Subject: St Louis CIPAV

SENSITI IED
RECOR

<< File: Affidavitwpd >> << File: language on warrant updated.wpd >> << File: CIPAV
pen requrwpu-’-r——‘.

bl
b2
b6
b7A
b7C
b7E



SeeRel

DATE: 04-06-2009

CLASSIFIED BY UC 60322 LP/STP/S2
REASON: 1.4 ()

DECLASSIFY OM: 04-06-2034

(OGC) (FBI)
From: | koTD)(CON)
Sent: r 31, 2006 2:06 PM
To: OGC) (FBI)
Subject: RE: Web Bug fot
‘b2
UNCLASS|FIED b6
NON-RECORD ALL INFORMATION CONTAINED PTA
HEREIN IS UNCLASSIFIED EXCEPT b7C
WHERE SHOUWN OTHERWISE b7E
|
Here you areI Let me know if there is anything else | can dol!
~---QOriginal o
e
Sent: Tuesday, October 31, 2006 12:21 PM |
To:
Subject: - Web Bug To1| |
UNCLASSIFIED
NON-RECORD b2
b6
b7C

L1

Here is the request | mentioned a few minutes ago.
to me? Thanks

;ssistant ;eneral Counsel

Science and Technology Law Unit
Office of the General Counsel

Fe stigation
Ph
Cel

Ph (Secure)] ]

Fax { |

----- Original Message----- X :
From: | (CyD) (FBI)

Sent: 2006 10:54 AM

ol

ould you download the EC noted below for me and send it

To:
Ce:

Subject: Web Bug fo| |

UNCEASSIFIED
NON-RECORD

b6
b2
b7cC




(),

bl
SSA b2
Cyber Action Team Unit ‘ : . BIA
Computer Intrusion Section b7C
Cyber Division b7E

Room 5931
935 Pennsylvania Avenue
Washington, D.C. 20535

DESK
FAX
CELL
PAGER
EMAIL;

The information transmitted is intended only for the person or entity to which it is addressed and may contain
confidential and/or privileged material. Any review, retransmission, dissemination, or other use of, or taking
of any action in reliance upon, this information by persons or entities other than the intended recipient is
prohibited. If you received this in error, please contact the sender and delete the material from any computer.

UNCLASSIFIED

UNCLASSIFIED

UNCLAJSIFIED



(Rev. 01-31.2003)

FEDERAL BYREAU OF INVESTIGATION

HEREIN IS UNCLASSIFIED
DATE 12-30-2008 BY 60322UC/LP/STP/gig

Precedence: ROUTINE Date: 09/139/2006

To: All Field Offices Attn: Computer Intrusions
Supervisor (288A)

From: Cincinnati

Squad 13

Contact: 84
Approved By: I

Drafted By:

Case ID #

Tit1e3 IO ILLo)

Synopsis: To alert all classification 288A supervigors of
Cincinnati's investigation.

Reference:

b2
b6
b7A
b7C
b7E

Details: This communication sets forth an investigative roadmap

for 288A supervigors with respect tol ]

Cincinnatl 1s the office of origin in this matter and has opened
the above captioned file number (UCFN)}. Receiving offices should
expect to receive Action leads on this matter within the next two
weeks. It i1s requested that all subsequent investigative
activity asscociated wit e
reported to this UCFN. Tt 1s important to note that Cincinnati
additionally encourages the initiation of a UCFN in those
situations where local prosecution is anticipated. Offices that
have already begun investigations on this matter should forward
any collected documentation and/or materials to the Cincinnati
UCFN.

Qi 02/25/2008 Chineinnati Acants racmandad to o ranax: Fxam

By way ot




To: _All Field Offices From: Cincinnati
Re: L, 09/19/2006

round,l 1
headquartered in Cincinnati. | |

| Thlis 1nitlal meetling was

reported via FD-71 as referenced Serial 1.

During the initial meeting‘| |officials advised the
investigating Aden ]

| Open source research

b2
b6
b7A
b7C
b7E

QAOOOOOOOOO




To: _All Field Offices From: Cincinnati
Re: 09/19/2006

b2
b7A

b7E

In referenced Serial 26, Cincinnati requested FBIHQ support
from Cyber Action Team Unit ("CATUY), Counterterrorism
Counterintelligence Criminal Intrusion Unit ("C3IU-2"), and the
Cyber Initiative & Resource Fusion Unit ("CIRFU"). Assistant
Director James E. Finch granted this request and has ordered the
Regional CAT team (RCAT) to deploy to Cincinnati. The team will

be operational on AT team deployment was
coordinated_byv SS CATU, and the deployment will be
led by SSA CATU, in Cincinnati.

Barlv iptelligence work by SSA of CIRFU
and IA of C3IU-2 have provided some perspective on
the scheme.  CIRFU's work has highlighted similarities in the

| X |

| f C3IU-27S WOrk has b6
ocused on _common _tools or resources employed byl ] b7C

b7E

| See rererenced Serlals 75 and 96 ILor



To: All Field Offices From: Cincinnati ‘ .
Re: | ] 09/19/2006 b2

LEAD(s) :

Set Lead 1: {Info)

ALL RECEIVING OFFICES

Read and clear.

*



_SESRET

{OGC) (FBI)

From: { loTD) (FBY)

Sent: tober 04, 2006 4:30 PM

To: ‘ (OGC) (FBI) ‘ b6

Subject: : St Louis CIPAV issue - with attachments b7cC
b2
b7E

SECRET g;n ig??ﬂéw CONTAINED

SS=—— LASSIFIED EXCEPT

RECORD 315g-sl-191661 WHERE SHOWN OTHERUTISE

----- Original Message--— i
(OGC) (FBI)

Sent ber 04, 2006 4:28 PM DATE: 01-08-2009
To: (OTD) (FBI) CLASSIFIED BY 60322UC/LP/STP/gig
Subject: V issue - with attachments REASON: 1.4 (O)

DECLASSIFY ON: 01-08-2034
SECRET

RECORD 3159g-si-191661

[ be
be

b7C

b7E

ssistant General Counsel
Science and Technology Law Unit
Office of the General Counse!

Fed igation
Ph
Cell

Ph (Secure)| H
Fax| |

TSSUE - With attachments b2

SECRET oe
RECORD 315q-s1-191661 ii;g




~~~~~ Original Message-----

From: 1 PTD) (FBI) b2
Seni: Wednesday, October 04, 2006 1:41 PM b6
To: (OTD) (FBI) BIC
Cc: DICLEMENTE, ANTHONY P. (OTD) (FBI) . 5
Subject: FW: St Louis CIPAV issue - with attachments °
SECRET )

RECORD 315q-s1-19166

-----QOriginal Message---—-
From moec) (Fa)
Sent: Wednesday, ber 04, 2006 1:32 PM
T kom)(rep
Cc: DICLEMENTE, ANTHONY P. (OTD) (FBI)
Subject: RE: St Louis CIPAV issue - with attachments bl
SECRET : b2
RECORD 315¢-si-191661 ::gc
- b7E

I've reviewed th he draft warrant and the affidavit. Whi recommende f rch warrant t )
load the CIPA

51

Uitimately, if the court signs the order, | think it is sufficient but issues are being generated unnecessarily.
This doesn't address the security classification issues raised below.

;sst:s;an; ;eneral Counsel

Science and Technology Law Unit
Office of the General Counsel

Federal Bureau of Investigation
Ph 1
Cell

Ph (Secure)} |

_SEeRe] ’




Fax

b2
b6
b7C
bTE
Subject: FW: St Louis CIPAV issue - with artachments
SECRET

RECORD 315q-s1-191661

---~-0riginal Message---—-
From: [(OTD) (FBI)
Sent: y, Qctober 04, 2006 11:28 AM
To: | (OTD) (FBI}
Subject: . St Louis CIPAV issue - with attachments
SECRET b6
RECORD 315g-s1-191661 : Eb7c
Here it is.

----- Original Messacxe-----

From: SL)(FBI)

Sent: Tuesday, October 03, 2006 4:29 PM

To: (OTD) (FBL

Cc: [ lsx) (FBD)] ksv) (FBI)
Subject: FW: St Louis CIPAV issue - with attachments
SECRET

RECORD 315qg-s1-191661

asked me to get in touch with you on the CIPAVs we are wanting to deploy. Just in case you don't
have them, here is the affidavit and the search warrant ianguage we were planning to use for cur CIPAVS.
| see you already have my explanation of the case (in the email string below). Our AUSA has looked at
the affidavit warrant language and is ready to go on our end to get the search warrant and PR/TT orders.
iscussed the classification issue on the devices, and that seems to be the only
getting this done. The summary of the case outlined in the email string below should

help you evaluate the case with respect to that restriction. wwmﬂw
| I

bl
b2
b6
b7C
b7E




_SLTTF

<< File. language on warrant.wpd >> << FIIJ

Nfidavitwpd >>

----- Qriginal Message-—--

From: (SL) (FBI)

Sent: nber 27, 2006 11:26 AM
To: |(SL)(FBI)

Subject: FW: St Louis CIPAV issue - with attachments
SECRET

RECORD 3159-s1-191661

From:

koTo) (rany

Sent: Tuesd mber+26, 2006 11:22 AM
To: I i(SU (FBI)

(8

Ce: | (OTD) eey[____ Jomoy(ren
. . ouis

SECRET

issue - with attachments

RECORD 315q-s1-191661

[ 1]

Let me take a minute to introduce myseif]

bl
b2
b6
b7C
bTE

b6
b7C

| | Please contact me for all future inqueries regarding your case. My contact info is as follows:

SSA

Supervisory Special Agent
Operational Technology Division
Digital Evidence Section
Cryptologic E
office)
cellular)

-----Qriginal Message-----
From:

ectronic Analysis Unit

Sent: __Tuesday, September 26, 2006 ?_ZLAM
To:

Cct

Subject: RE: 5t Louis CIPAV issue - with attachments

SECRET
RECORD 315g-sl-191661

b2
bé
b7C
b7E




SESRET

We'll get to work on this end and keep you guys in the loop as we go. Would you prefer we deal with
someone else in your unit for the day-to-day aspect of this case?

_Talk to vou soon

b6

S lons b7C
Hesk
celt

—-Original Message-----

From: | jOTD) (FBI)
Sent: Monday, September 25 2006 4:44 PM
Tos l
“Ce:
Subject: : ouls issue - with attachmenis
SECRET

RECORD 315g-s1-191661

Thanks for reminding me. With several cases from the same FO, it is difficult to keep them
straight.

There were several issues with this particular case, some easily overcome, and one that may be a

show stopper. They are as follows:

| ]

bl
b2
b6
b7C
b7E
b5

Those are the issues thus far. | have included the Unit Chief and the Program Manager for these
ops on this message as wetAI.

—-—0Original Message-----
From: )

Sent: i 2, 2006 10:14 AM
To: OTD) (FBIL)

Subject: St Louis CIPAYV issue - with attachments
SECRET

RECORD 315q-s1-191661

b2
b6
b7C
b7E

SESREL




SPeREL

| resent you the emai::]wrote on the deal - you have to forgive him, we're still
trying to teach him the beauty of brevity.

—]
L1

- b6
| desk b7C
celf b2
-—--Qriginal Message-----
From: | lSi.)(FBI)
Sent: i her 22, 2006 9:12 AM
Subject: . Ouis CIPAV issue - with attachments

SECRET
RECORD 315qg-51-191661

----- Original Message-----
From: SL)(FBI)
Sent: ;
To: :

Cc:

Subject: RE: St Louis CIPAV issue - with attachments

SECRET bl
RECORD 3159-s1-191661 b2
b6
b7C
And with the attachments. .. b7E
<< File: language on warrant.wpd >> << Filg ffidavit. wpd >>
SECRET
RECORD 315g-s1-191661 {3)

(U) Ref our telcall on Tuesday, as you requested, I have attached the draft
affidavit/warrant language we are planning to use (if we can clear all the hurdles
_for installation of the CIPAV

Also,
here 1s a short verslon oI the case that detalls what we are trying fo do with this
technique.

(5 2% The orimary 315 cases involved are on] 1




(U%ﬂWMNMMw

DERIVED FROM: G-3 FBI Classification Guide G
Investigations

DECLASSIFICATION EXEMPTION 1 v

SECRET

DERIVED FROM: G-3 FBI Classification G - 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

b2

b7cC
Thanks for your help with this. b7E

| i
SL JTTF

(desk)
(cell)

DERIVED +.G-3 FBI Classification Gujde-G<3;dated 1/97, Foreign
Counterintelligence Inves
DECLASSIF EMPTION 1

SECRET

DERIVE £ Classification Guide G- oreign
Counterintelligence Investi

DECLA EXEMPTION 1

SECRET

DERIVED FROM: lassification Gyi ated 1/97. Foreign
Counterintelligence Investigati

DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM\G-3 FBI Classification Guide G-3, dated 1/97, Foréign
Counterintelligence.Investigations
DECLASSIFICATION
SECRET

-3, datéd 1/97, Foreign Counterintelligence

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Cowunterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

Seercl




SEsRe]

I oTD) (CON)

From:
Sent:

e —
(OTD) (F8I) )
‘ er 14, 2006 3:13 PM
To: OGC) (FBIH

Ce:

Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

1

RE: CIPAV boiler plate/FISA boiler plate

ALL INFORMATIONM CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERUISE

DATE: 04-06-2009

CLASSIFIED BY UC #0322 LP/3TP/32
REASON: 1.4 {C)

DECLASSIFY ON: 04-05-2034

(-

-----Original Message-—-

From: 0GC) (FBI)

Sent: er 14, 2006 1:43 PM
To: QTD) (FBI)

Subject: FW: CIPAV boiler plate/FISA boiler plate
SENSITIVE BUT UNC SIFIED
NON-RECORD

1]

NSLB should be involved early on to resolve concerns about whether this is properly being worked as a FISA matter.

;s&s;an; ;eneral Counsel

Science and Technology Law Unit
Office of the General Counsel

Fed estigation
Ph
Cell

b2
bé
biC
b7E

b6
b7C
b2
b7E



----- Original Message—

From: I(OGC) (FBI)
Sent: 'Em;gﬁﬁper 05, 2006 1:01 PM
To! KCyD) (FBI)
Subject: RE: CI otler piate/FISA boiler plate
SENSITIVE BUT UNC%SSIFIED
NON-RECORD .

Finally, telt SL they must wark with the substantive desk at FBIHQ and they must work with NSLB when drafting the

order. NSLB actually drafts the order.

;ss.ts;n; ;eneral Counsel

Science and Technology Law Unit
Office of the General Counsel

Fed pvestigation
Ph
Cell

Ph (Secure) d i
Fax

-----QOriginal Message-----
From: ! koyp) (FBI)
Sent: ber 05, 2006 11:35 AM
To: 0GC) (FBI)

Subject; FW: CIPAV hoiler plate/FISA boiler plate

SENSITIVE BUT UNCL ASSIFIED

NON-RECORD

1

As we discussed.
----- Original Message-—--

From:

Sent: :

To:

Subject: FW: CIPAV boiler plate/FISA boiler plate

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Please prdvideljwith the hélp he requests. -

]  SESReL

b2
b6
b7C
b7E

b6
b7C



SESRET

-----Original Message-~—-~
From: [ ](st) (FB)
Sent:  Wednesday, August 30, 2006 10:35 AM
To:
Ce: {SO(FBI)
Subject: CIPAV boiler plate/FISA boiler plate

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

(S) - :
I |t hate to admit this to you, but your presentation was very helpful last week. We talked about the CIPAV
atfidavit language your group has - I'd like to get some of that.

bl
b2
b6
b7C
b7E

Any help is good help.

Thanks again

St Louis

desk
cell

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCEASSIFIED

SENSITIVE BUT UNCLASSIFIED



SESREL_

(OTD) (CON)
From: | [(OGC) (FBI) )
Sent: g 12:04 PM:
To:
Subject: RE: St Louis CIPAV issue - with attachments
SECRET DATE: 01-08-2009
RECORD 315qg-sl-191661 CLASSIFIED BY 60322UC/LP/STP/yiy b6
REASON: 1.4 {C) . b7cC
DECLASSIFY ON: 01-08-2034 b2
Will review and get back to you.
Assistant General Counsel
Science and Technology Law Unit
Office of the General Counsel
Federal Bureau of Investigation
Ph -
Cell |
Ph (Secure) { I
Fax | |
----- Qriginal — ,
From: i iOTD) (FBI)
Sent: ursday, veptember 14, 2006 11:47 AM
To:
Cc:
Subject: FW: St Louis CIPAV issue - with attachments
SECRET
RECORD 315q-sI-191661
bl
|Please review and advise. b2

b6

1] , p7C

b7E
-----Qriginal Message-----
From: SLY(FBI}
Sent: _ r 14 H
To: |

Ce: |
Subject: RE: St Louis CIPAV issue - with attachments

SECRET
RECORD 315qg-si-181661

And with the attachments...
<< File: language on warrant.wpd >> << Fil
SECRET

RECORD 315¢-s1-191661

\fﬁ?@/ﬂt.wpd >>

1 ALL INFCRIMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

%{r\ WHERE SHOWN OTHERWISE




(8)

SESRET

(OTD) (CON)

From: | K

OGC) (FBI)

Sent: (rMn.n.da:Lﬁen.IaTber 11, 2006 12:55 PM
To:

OGC) (FBI)

Subject: Cnminal TPAV -]

SENSITIVE BUT
RECOR

“Assistant General Counsel
Science and Technology Law Unit
Office of the General Counsel
;ﬁderal Bureau of Investigation
Cell
Ph (Secure) { ]

Fax { |

DATE: 02-26-2009

CLASSIFIED BY 60322ZUC/LP/STP/giy
REASON: 1.4 (C}

DECLASSIFY ON: 02-26-2034

SESRET

ALL INFORMATION CONTAIMNED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

bl
b2
b6
b7C
b7E




SESREL

{(OGC) (FBI)
From: l ~ {OGC) (FBI} )
Sent: triday, September 08, 2006 5:09 PM
To: (CyD) (FBI)
Subject: RE: Model language

SENSITIVE BUT U%SIFIED
NON-RECORD

b2
b6
b7C

I've received both email and the draft language. Unless this is HOT, I'm checking out now for the weekend. 'l get you
feedback Monday morning.

Assistant General Counsel
Science and Technology Law Unit
Office of the General Counsel

Federal Bur f Investigation
Ph
Cel

Ph ( ) i ]
Fax |

-----Original Massaga:-----
From: CyD) (FBI)
Sent: i r 08, 2006 5.00 PM
To: (OGC) (FBI)
Subject: FW: Model language

SENSITIVE BUT A D

NON-RECORD
b6
b7C

[

Here is another one.

----- Original eee ’
From: (QTD) (FBI)

Sent: .Em:IaLS.entemmir 08, 2006 1:23 PM

To: (CyD) (FBI)

ce: IOTD)(FBI)

Subject: . DATE: 02-26-2009

CLASSIFIED BY 60322UC/LP/STP/gig

SENSITIVE BUT SSIFIED REASON: 1.4 (C)

NON-RECORD DECLASSIFY ON: 02-26-2034

SENSITIVE BUT U@SﬁE ALL INFORMATION CONTAINED

NON-RECORD HEREIN IS UNCLASSIFIED EXCEPT
: WHERE SHOWN OTHERWISE

Guys,

b2
b7E

| received a telephone call from the TTA on this casd




To: | KOTD) (FBI)
Subject: . Model language

SENSITIV {ED

RECORD

b2
{ b6
I | | b7C
b7E
~----Original Message----
From: | JSLY(FBI)
Sent: _Ju_egm,_my_nhi.oos 3:05 PM
To: | (OTD) (FBI)
Subject: RE: Model language
SENSITIVE BUT D .
RECOR b2
b6
b7A
Willdo.[ |]§7,°
| |W|II that work for ya'll? Ve anticipate actually trying to do this thing in mid to late August. Thanks again. - E
----Original Message-----
From: (OTD) (FBI)
Sent: 006 2:02 PM
To: SL)(FBI)
Subject: RE: Model language
SENSITIVE BUT S
RECORD
b2
-----Qriginal Message----- b6
From: (SLY(FBI) b7Aa
Sent: Monday, July 10, 2006 6:13 PM p7C
b7E

We

have drafted an affidavit and the search warrant language for doing this. Does someone at your end need to
review these to make sure they are correct and are what you need? If so, are you that person? If not, can you
let me know who | need to send these things to? {or you can just forward them, as | have attached both of

them) Thanks in advance.

s




<< File{ [(ic@/it.wpd >> << File: language on warrant.wpd >>
----- Qriginal Message----- ,
From; | YOTD) (FBI) bl
Sent: Monday, May 15, 2006 10:32 AM b2
T — T ¥
Subject: Model tanguage b7C

b7E

SENSITIVE BUT U IED
NON-RECORD
<< File: Mod{ . Sfﬁ?gv:lit.wpd >>

1
SS
Secul

Cryptologic and Electronic Analysis Unit
Operationai Technology Division
i i earch Facility
oice
STU Il
fax (non-secure)
fax (secure)

SENSITIVE BUT UNCLASSIFIED

SeeREL_



SesRe

(OTD) (CON)

From: |©oGc) (FBI)

Sent: Tuesday, September 05, 2006 4:44 PM A

To: -1

Cc: ‘ . i

Subject : an eployment DATE: 04-06-2009
CLASSIFIED BY UC 60322 LP/STP/SZ
REASON: 1.4 (c)

UNCL, {FIED DECLASSIFY ON: 04-06-2034

NOMRECORD

[

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

: ;sss:s;an; ;eneral Counsel

Science and Technology Law Unit
Office of the General Counsel

restigation

1

Fed
Cel
Fax

--~-Original Message-----
From: I::kcw) (FBI)
Sent: T ay, September 05, 2006 2:53 PM
To: | |
Subject:

Importance: H:gh
UNCLeéSIFIED
NON-RECORD_

Gentlemen,

.....

----- Qriginal
From: i I(EP) (FBI)

Sent: Tuesday, September 05, 2006 2:17 PM
To:

Cc:

Subject:

Importance: High

UNCLASSIFIED
NON-RECORD_

b2
b6
b7cC
b7E

b2
bo
b7C
b7E




SEeRET °

b2
Here is the background on the case] fand what we want to try and do.
Background:
i ion from ldated Julv 2005 frond ‘
b2
b3
b6
A similar accurrence occurred less than a month earlier June 2005 whersid b7C
b7E
b7A
1) ; it . [
[The-victims all claimed not to have given their information to anyone or
responding to any requests tor the information.
Recenti:
On 8/30/2006] ]
Current:
bl
b2
{3 ' b6
b7C
b7E
b7A

SSA Cyber Squad be
1$1 .
[ JoRRRREL b2




M | | b2

UNCLASSAIFIED




M DATE: 04-06-2008
CLASSIFIED BY UC 80322 LP/STP/SE
REASON: 1.4 (c)

i I(OTD) (CON) DECLASSIFY ON: 04-06-2034
From: | lloGC) (FBY
Sent: ““Tuesday. September 05, 2006 1:01 PM’
To: (OTD) (FBI)
Subject: : oller plate/FISA boiler plate

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE 3HOUN OTHERWISE

NON-RECORD

b2
b6
b7C
b7E

Assistant General Counsel
Science and Technology Law Unit
Office of the General Counsel
Federal Bureau of investigation
Ph
Cel

Ph( ) | 1
Fax

----- Qriginal Message-----

Fram: (CyD) (FBI}

Sent: mber 05, 2006 11:35 AM
To: (OGC) (FBI)

Subject: oller plate/FISA boiler plate

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

As we discussed.

—---Qriginal M aee

Fram: l | b6
To: i ‘
Subject: H i .

SENSITIVE BUT UNC%SSIFIED

NON-RECQORD

Please providD:vith the help he requests.

] SESRET




SEERET

-----QOriglnal Message-----

From: SL) (FBI)
Sent: 30, 2006 10:35 AM
To: OTD) (FBI)

Ce: 1 l(sL)(FBD)
Subject: ‘boller plate/FISA boiler plate

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

(8]

bl
b2
b6
b7C
b7E

Any help is good help.

ﬂf again
—

desk
ell

SENSITIVE BUT UNGLASSIFIED

SENSITIVE BUT UNCLASSIFIED




| _ |(OTD) (CON)

From: I |(0GC) (FBY)

Sent: 4 er 05, 2006 12:27 PM
To: OTD) (FBI)
Subject: : iler plate/FISA boiler plate DATE: 04-06-2009

CLASSIFIED BY UC 60322 LP/RTRP/IZ

REASON: 1.4 (c) _
SENSITIVE BUT UNCLASSAFIED DECLASSIFY ON: 04-06-2034

NON-RECORD
b2
3b6
This looks like a criminal warrant and a FISA warrant...? b7C

Assistant General Counsel
Science and Technology Law Unit
Office of the General Counse!
Federal Bureau of Investigation
Ph -
Cell

Ph (Secure) I
I ‘

Fax

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

-—--Original
From: CyD) (FBI) WHERE SHOWN OTHERWISE
Sent mber 05, 2006 11:35 AM
To: (OGC) (FBI)

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

As we discussed.
-----Qriginal Message-----

(OTD) (FBI)
30, 2006 2:36 PM

' ‘ b6
SENSITIVE BUT UNCLASSIFIED bicC
NON-RECORD
Please provider:luith the help he requests.

]

-----Qriginal =
From: (SL) (FBI)

Sent: I_Nednsdau_ﬂumst 30, 2006 10:35 AM
To: OTD} (FBI)

Cc: SL)(FBI)

Subject: CIPAV bovler pla@7;§$A boiler plate

SENSITIVE BUT UN
NON-RECORD




kocc) (FBI)

From: l XCyD) (FBI)

Sent: ber 05, 2006 11:23 AM
To: OGC) (FBI)

Subject: IPAV Boiler Plate Language
UNCLASSIFIED

NON-RECORD

[ ns

b7C
b2
b7E
Thanks,
Supervisory Special Agent

Operational Technology Division
Cryptologic Electronic Analysis Unit
(office)

(cellular)

UNCLASSIFIED

ALL INFORMATION CONTAINED
HEREIN I35 UNCLASSIFIED
DATE 12-24-2008 BY 60322UC/LP/STP/giy



(OTD) (CON)

From:

Subject:

—Lhursdav, Julv 27,2

(OTD) (FBI)
06 8.33 AM

Sent:

ET
CORD 288B

RE: Dallas EC & LHM

DECLASSIFIEﬁ BY UC 60322 LP/STP/SZ
ON 04-08-2009

b2
b6
b7C
bTE

Thatis my two cents. ...

---—Qriginal Message---—

From: (OTD) (F8I)
Sent: Wednesday, July 26, 2006 3:07 PM
To: ]

Subject: FW: Dallas £C & LHM
SELRET

CORD 288B
What is this guy talking about?

]
| |

Data Intercept Technoiogy Unit

From: {OGC) (FBI)
Sent: Monday, July 24, 2006 4:15 PM
To:
Cc:
Subject: FW: Dallas EC & LHM
SHCRET

CORD 288B

b6
b7C
b2

b2
b6
b7C
b7E



 this is for your information.

Thanks. 2

| Q o7
. b7C
ssistant General Counsel

Science and Technology Law Unit B7E

Office of the General Counsel

F yestigation

Ph

Cel

Ph ({Sam:au___'_l

Fax

-----Original Message-----

from: | JOL)(FBI)

Sent: onday, Ju , 2006 1:30 PM

To: ] GC) (FBI)

Ce: | L) (FBI)

Subject: FW: Dallas EC & LHM

SEERET

RECORD 288B

It was nice to meet you while you were here in Dallas last week. Here are the EC and LHM| |

as you requested. '

b2
b6
b7C
b7E

SA Miguel A. Clarke
FBI Dallas

-----Original Message-----
From: L IDLY(FBI)

Sent: Thursday, February 23, 2006 11:32 AM ) ’
To: I




Cc: [ (DL)(FBI)
Subject: : Dallas EC & LHM

SECRET
RECORD 288B

b2
b6
b7C
b7E

1 am sure that this makes the situation far more complex. But 1 just found out so | thought 1 would give you all the

heads up. Please call me if you have any questions.i

Best regards,

----- QOrigina) Megsage-----

From DL)(FBI) b6

Sent: ruary 08, 2006 2:32 PM b7C

To: ITD) (FBI)

Subject:

oS
CORD 288B

JSF Project.
<< File: 010mac01.ec >> << File: 009mac01.lhm >>

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreigh Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 497, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classification Guide ‘:@k 197, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classificatién Guide G-3, dated 1/97, Forelgqn Counterintelligence Investigations
DECLASSIFICATION EXEMPTION Z
SECRET
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SESREL

0GC) (FBI)

From: l kOTD) (FBI)..
Sent: lluwums 8:07 AM

To: SL) (FBI)

Cc: | [(OGC) (FBI)
Subject: : Model language

SENSITI ‘ IED : b2
RECOR ) b6

bC
Thank] ]
I will submit this to our| | for review. He keeps us legally clean and out of jail

=)
From the cursory review, it locked good, but | am not an attorney.. | will get back with you ASAP on this.

[ ]

----- Qriginal Message-----
From: SLY(FBI)

Sent: 6:13 PM
To: (OTD) (FBI)
‘Subject: : el language

SENSIT D
RECOR

[ ] o1

Thanks for the pony. We have decided to proceed with using a CIPAV in our case (actually, 4 of them). We have draftedb2
an affidavit and the search warrant language for doing this. Does someone at your end need to review these to make sureb7E
they are correct and are what you need? If so, are you that person? If not, can you let me know who | need to send these®6

things to? (or you can just forward them, as | have attached both of them) Thanks in advance. p7C
[ ]
SL JTTF
: language on
idavit.wpd... arrant.wpd {5 KB).. .o DATE: 02-26-200%
CLASSIFIED BY 60322UC/LP/STP/gjg
RE&50N: 1.4 (C)
----- Original Message— ) DECLASSIFY ON: 02-26-2034
From: [ (OTD) (FBI)
Sent: Monda 6 10:32 AM
To: SL)(FBI)
Subject: Madel language
, bl
SENSITIVE BUT UNCLASSIFIED . ié
NON-RECORD ALL INFORMATION CONTAINED b7C
HEREIN IS UNCLASSIFIED EXCEPT b7E

WHERE SHOWN OTHERWISE

<< File: Med '\fﬁdav:ilt.wpd >>

—SeRet— (5
Heath, »



SESRET

I will talk with my team leader this afternoon... not sure if this is what you were looking for or not. Also, NSLB has
model languages used in the FISA type warrants, but they may include language that may not be used in the criminal
matters. :

S8

Secu Ao
Cryptologic and Electronic Analysis Unit
Operational Technology Division

arch Facility b6
voice bicC
STU Il b2

fax (non-secure)
fax (secure)

SENSITIVE BUT UNCLASSIFIED




SEeReT

1{OGC) (FBI)

From: ) | (OTD) (FBI)
Sent: . luesday, June 27, 2006 7:53 AM
To: | I(OGC) (FBI)

Subject: RE: Opening of anthrax threat case
UN D
RECO
b2
bo
b7C
b7E
-—--0riginal Message-----
From: | koce) (rar)
Sent: 262006 5:22 PM
To: | OTD) (FBI)
Subject: » Opening of anthrax threat case
UNCL D
NON-RECORD
Any update availabie on this case?
mm! Counsel
Science and Technology Law Unit
Office of the General Counsel
Fed vestigation .
Ph : ié
Ph (Secure) 4 ] ;
Fax | b7C
----- Original
From: IOGC) (Fer)
Sent: 5, 2006 4:41 PM
To: (OGC) (FBI)
Subject: RE: Opening of anthrax threat case
UNC

NON-RECORD

1

The ILU POC will be:| He's out of the office until

----- Original —
From: OGC) (FBI)
Sent: ursday, May 25, 2006 1:37 PM
To: ’ 'TD) (FBI)
Cc: ' OGC) (FBI)
Subject: RE: Opening of anthrax threat case
UN
NON-RECORD

next week. Let me if you need anything before then.

DATE: 04-01-200%9

CLASSIFIED BY 60322UC/LP/STP/gig
REASON: 1.4 (C)

DECLASSIFY ON: 04-01-2034

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOUN OTHERWISE

b6
b7C




SE6RET
1

As this is a criminal investigation, the case agent must work with his CDC on these legal issues. The CDC can

coordinate with me and together we can coordinate with Investigative Law Unit.

:is is a heads-up. Can you give me a point of contact at ILU.

b2
Thanks. b6
b7C
Assistant General Counsel
Science and Technology Law Unit
Office of the General Counsel
Federal Bureau of Investigation
Ph ( B | |
Fax |
-—----Qriginal Message-----
From: foTD) (FB)
Sent:  Thursday, May 25, 2006 8:15 AM
To:
Cc:
Subject: RE: Opening of anthrax threat case
UNCLASSEIED
NON-RECORD bl
b2
b6
bic
b7E
(8}
(8}
iE-
«----Original Message-----
From: (OGC) (FBI)
Sent: Wednesday, May 24, 2006 5:42 PM
To (OTD) (FBI)
Subject: . Opening of anthrax threat case
UNCLMED b2
NON-RECORD j’b P
b7C
b7E




}Eénzt

;sss;an; ;enleral Counsel

Science and Technology Law Unit
Office of the General Counsel

FedFrgl Bureay of Investigation
Ph

Ph (Secure} | |
Fax { |

----- Original Message-—---

From: |

OTD) (FBI)

[
Sent: 3, 2006 4:13 PM
To: | (OGC) (FBL)

Subject: FW: Opening of anthrax threat case

UNCLASSIFIED.

NON-RECORD

—1

1

~~~~~ Original Message-—--
From: MM} (FBI)
Sent: v 22, 155 PM

b2
b6
b7C

. b7E

b2

Ta:

Cc:

b6
b7cC
bTE

UNCLA ED
NON-RECOR

Here is a copy of the opening EC.

<< File: 142heh02.ec.wpd >>

UNCLASSIFIED

Subject: Opening of anthrax threat case




(OGC) (FBI)

From: L (OTD) (FBI)
Sent: i 2008 11:43 AM
To: [moem (FBI)
Subject: :Useo V- MM

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

-----Qriginal Message-----

From: 0OGC) (F8I)
Sent: 11:41 AM
To: | OTD) (FBI)

Subject: RE: Use of CIPAV - MM

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

;ssm;an; ;eneral Counsel

Science and Technolegy Law Unit
Office of the General Counsel

Fed vestigation
Ph -
Ph (Secure

Fax -| j

----—-Qriginal Message--—---
From: | Joo) (Fe1)

Sent: _Friday, June 02, 2006 11:39 AM
To: | {OGC) (FBD)
Subject: RE: Use of CIPAV - MM

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Yes.

b6
b7C

b2
bé
b7C
b7E

b2
be

b7C
b7E

1

-----Qriginal Message-—--

From: (QGC) (FBI)
Sent; j June 02, 2006 11:32 AM
To: i foto) (FeY)

Subject: RE: Use of CIPAV - MM

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 04-01-2009 BY 60322UC/LP/STP/gig




b2

Ass

istant General Counsel . b6

Science and Technology Law Unit b7C
Office of the General Counsel bTE

Fed
Ph

eral Bureau of Investigation

Ph (

Fax

-----Qriginal Messaqge--—--
From: (OTD;) (FBI)

Sent: i 2, 2006 8:23 AM
To: (OGC) (FBI)
Subject: RE: Use of CIPAV - MM

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

ThanksE

We are on the same page with the field the way | understand things so far. | will forward you what the
case agent had as se. | have provided the case agent with a USA's name in another
district to provide tows tie had requested previously as well. Below is the attachment of
the Affidavit for the

b6
b7C

<< Message: CIPAV >>

---—-Original Message--—--
Fome L J(o6c) (FaD

Sent: June 01, 2006.3:27 PM
To: ]
Subject: Use of CIPAV - MM

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

For your information.

Thanks

;sss;an; ;eneral Counsel

Science and Technology Law Unit
Office of the General Counsel
Federal Bureau of Investigation
Ph

Ph (Secure) { ]

Fax { |




SESRET_
| l(oGe) (FBI)

1{MM) (FBI)

- 3.34 PM
(OTD) (FBI)

(MM) (FBI)

From: '
Sent:

To:

Cec:

Subject: ‘ CIPAV

SENSITIVE BUT UNC%SSIFIED
NON-RECORD

bl
b2
b6
b7C
bTE

(S)

SENSITIVE BUT UNQ&SSIFIED

DATE: 02-25-2009

CLASSIFIED BY 60322UC/LP/STP/gig
RE&ASON: 1.4 (C)

DECLASSIFY ON: 02-25-2034

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

SESRET



AQ 108 (Rev. ftidavi il

United States District Court

Southern DISTRICT OF Florida

In the Matter of the Search of

APPLICATION AND AFFIDAVIT

1. FOR SEARCH WARRANT b1
18) be
CASE NUMBER: BIC
| | | being duly sworn depose and say:
lama Special Agent and have reason to believe
Officiat Title
that OJ on the person of or & on the property or premises known as
118}
bl
__inthe Southern District of b%
E
)]
which is

evidence of a crime

concerning a violation of Title 18 United States code, Section(s)
The facts to support a finding of Probable Cause are as follows:

see attached affidavit

DATE: 04-06-2009

CLASSIFIED BY UC 60322 LP/STP/SE ALL INFORMATION CONTAINED
REASON: 1.4 (c} HEREIN IS UNCLASSIFIED EXCEPT
DECLASSIFY ON: 04-06-2034 WHERE SHOWN OTHERWISE

Continued on the attached sheet and made a part hereof;

Signature of Affiant

Sworn to before me and subscribed in my presence,

Date at City and State

Name & Title of Judicial Officer

_ZmeRe

Signature of Judicial Officer




SESRET R
United States District Court

Southern DISTRICT OF _ Florida
~13) SEARCH WARRANT
bl
CASE NUMBER: i 1o
b6
TO: and any Authorized Officer of the United States b7C
- - b
Affidavit(s) having been made before me by who has reason to E
YT
S
DATE: 04-06-2009
ALL INFORMATION CONTAINED CLASSIFIED BY UC 60322 LP/STP/SZ
HEREIN IS UNCLASSIFIED EXCEPT REASON: 1.4 (c)
WHERE SHOUN OTHERWISE DECLASSIFY ON: 04-06-2034
bl
. ) b2
in the Southern District of Florida there is now 1,7
concealed a certain property, namely
S

| am satisfied that the affidavit(s) and any recorded testimony establish probable cause to believe that the person or
property so described is now concealed on the person or premises above-described and establish grounds for the
issuance of this warrant. :

YOU ARE HEREBY COMMANDED to search on or before

Date
(not to exceed 10 days) the person or place named above for the person or property specified, serving this warrant and
making the search (in the daytime - 6:00 A.M. to 10:00 P.M.) (at any time in the day or night as | find reasonable cause
has been established) and if the person or property be found there to seize same, leaving a copy of this warrant and
receipt for the person or property taken, and prepare a written inventory of the person or property
seized and promptly return this warrant to
as required by law.

U.S, Magistrate Judge

at
Date and Time Issued City and State

Name and Title of Judicial Officer Signature of Judicial Officer



SEsRET.

(OGC) (FBI)
From: 1 J(oce) (FBI)
Sent: 01, 2006 4:29 PM
To: - ‘ (OGC) (FBI)
Subject: Re Philly Case
SENSITIVE BUT UNG D
NON-RECORD
bl
b2
’ b7C
l | b7E
(S)
We think there are two:
(S)
END bl
Please review and make changes a necessary. | need to see your changes and send them off to NLSB and OIPR. Eé

b7C
ssistant General Counsel

Science and Technology Law Unit
Office of the General Counsel DATE: 02-25-2009

Eﬁi Ivestlgatuon CLASSIFIED BY 60322UC/LP/STP/gig
Ph (Securel | ] REASON: 1.4 {C) ‘
Faxi | DECLASSIFY 0ON: 02-25-2034

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED EXCEPT

- IHERE SHOWN OTHERWISE
SENSITIVE BUT UNCL FIED




_SESRET

(OGC) (FBI)
b6
From: ) | OTD)(FBY) b7cC
Sent: Thursday, May 25, 2006 12:57 PM
To:
Cc:
Subject: RE: Opening of anthrax threat case
UNCLA D
NON-RECORD
{3
b1
b2
b7E
(3 f_tmmmwumwmmmt is coming from. The| _
8}
{8)b1
b2
Information Technology Specialist DATE: 02-25-2009 ' :Eg c
" Operational Technology Division CLASSIFIED BY 60322UC/LP/STP/gig bIE
O REASON: 1.4 (C) ‘
M DECLASSIFY ON: 02-25-2034

ALL INFORMATION CONTAINED . i
HEREIN IS UNCLASSIFIED EXCEPT ’ |

----- Original M el
From: | I(OTD) (FBI) WHERE SHOWN OTHERWISE
1




Sent: Thursday, May 25, 2006 8:15 AM

To: I 1(0GC) (EBD

Ce: L_ |
Subject: RE: Opening of anthrax threat case

UNC| D

NON-RECORD_
: b1
| [l will work with you closely on this one. | | b2
| b6
b7C
l b7E
(3)
Heads up... plea (5}
the appropriate webpage |
18
- o
-----Qriginal Message-----
from: [ ](0GC) (FBI)
Sent: I_MW_'ZOOG 5:42 PM
To: (OTD}) (FBY)
ject: RE: ning of anthrax threat case
|
b2
b6
b7C
b7E
All of this has to be coordinated with {LU, with the CDC of the case agent and possibly with the supported AUSA if
one has been identified.
Assistant General Counsel
Science and Technology Law Unit
Office of the General Counsel
FedF;aLB_uLeau_Qﬂfvestigation
Ph -
Ph ( ) I
Fax
=~-~-Qriginal Message--—
From: {CTD) (FBI)
Sent; Tuesday, May 23, 2006 4:13 PM
To:l (OGC) (FBI)
Subject: FW: Opening of anthrax threat case b6
b7¢C
UNCLASS
NON-RECORD

SESRET



SEeRET

[
[ ]

----Original Messagg-----

From: kM) (FBI)
Sent: Monday, May 22, 2006 4:55 PM
Toi

Cc:l

Subject: Opening of anthrax threat case
UN SIFIED

NON-RECORD_

b2
b6
b71C
b7E

b6
b7C




SeSRET

(OGC) (FBY)
From: L JOGC)(FBI)
Sent: Wednesday, May 24 2006 1.57 PM
To:
Cc: | ]
Subject: RE: PH matter 06-582 - New Concem
bl
SECRET/NOFORN b2
RECORD 315 b6
HIC
b7E
| jle base don your representationi 1
S 18 |
ssistant General Counsel
National Security Law Branch
Counsel FBI
Voice
Pager
Secure Fax
Fax
---—-Original Message--— ‘
From: (OTD)(FBI)
Sent: Wednesday, May 24, 2006 12:55 PM
To: i
Ca |
Subject: T PH matter Uo-582 - New concern
SECRET//NOFORN
RECORD 315
bl
b2
b6
fS) b7C
b7E
vir
Lﬁmﬁﬁllology Specialist
Operati logy Division
0 :
M
--_-.Orj i —_—
From: (OGC)(FBI)
Sent: ¥ Py 24, 2006 10:55 AM
To: | .
Cc: I I :b (5}
SubjectI RE: - =~ T b7C
DATE: 12-29-2008 1 ALL INFORMATION CONTAINED

CLASSIFIED BY ©0322UC/LP/STP/uig
REASON: 1.4 (C)
DECLASSIFY ON: 12-29-2033

HEREIN IS UNCLAISIFIED EXCEPT
WHERE 5HOWN OTHERUISE



SESRET

SECRET//NOFORN
RECORD 315 :

_Thanks | think this is an imnadant distinction |

Il%ﬁmm’ﬂo—ulnsel ( 5 1 131 g%

National Security Law Branch b6
-Qffice af General Counsel FB! b7C
Voice b7E
Pager
Secure Fax
Fax

-----0riginal Me -
Sent; ednesday, May 24, 2006 8:49 AM

To: |

Ce: | .

Subject: FW: PH matter 06-582 - New Cancermn bl
b2

SECRET//NOFORN b6

RECORD 315 bic
b7E

{S .....

[ | 1 |please correct me if 1 am wrong on this.

----- Original Me: e
Fom L Toscyrsn
Sent; X

To:

Cc: |

Subject: RE: PH matter 06-582 - New Concermn bl

SECRET//NOFORN e

RECORD 315 B7C
b7E

(831

Assistant General Counsel
National Security Law Branch
i Counsel FBI

Voice

Pager

Secure Fax
ax




SEERET

-----Original Messagg-----
From: XOTD) (FBI)
Sent: y 23, 2006 4:07 PM
To: |
Cc: | }
Subject: RE: PH matter 06-582 - New Concern
SECRET//NOFORN
RECORD 315 bl
b2
b6
b7C
‘ g 1 2 : b7E
Other than that, you have the concerns as discussed.
Thanks,
SSAI I
Securé 1eChnologies ExXpronation
Cryptologic and Electronic Analysis Unit
Operational Technology Division
i i earch Facility
oice
TU I
ax (non-secure)
ax (secure)
----- Original Messggaezz=
From: 0GC) (FBI)
Sent: 3, 2006 3;53 PM
To:
Cc: [
Subject: H -582 - i)
Importance: High
SECRET//NOFORN
RECORD 315
bl
b2
(3} ‘ b6
4 b7C
§ b7E

{18

[__Jplease correct anything that | didn't get absolutely correct in this email.

Thanks

Feneral Counsel



SEBRET

Science and Technology Law Unit
Office of the General Counsel

Fedlg@jjm_e_agg_l_qvestigation
Ph
- Ph (Secure) i |

-----Original Message----- )
From: [ ¥CTD) (FBD)

Sent: FMMLMEM.AF
To:

Ce: I

Subject: : PH matter 06-282

SECRET//INOFORN
RECORD 315

b2
b6
b7C

However, any rewording may or may not be accepted by the FISC as CGC has advised.
Or the presentation of acceptable rewording would take months such as our experience with PG's
case that is still unresolved.

SSlﬂ |
FB!

ITOS 1/CONUS 1

Rm 4W158

Desk ' b2
Pgr b6
Internal Secure b7C

----- Qriginal Messageg-----
From: ‘
Sent: Monday, May 15, 2 10: M
To:

Ce:
Subject: RE: PH matter 06-582

SECRET//NOFORN
RECORD 315

That is the best case, with the only other option being a rewording of the order to cover
our... equities.

]

SSA
Assistant Section Chief
igi e Section, Operational Technology Division
oice
Fax b6
Cell bIC
b2

---=-0riginal Message--—-
From: (CTD) (FBI)

thect: Lm'-mmamrsw—-—l

4




SEERET

Importance: High

SECRET//NOFORN
RECORD 315

Bottomline time:l |

b2
SSA} | b6
FBIHQ/CTD/LX1 b7C
ITOS 1/CONUS 1 b7E
Rm 4W158
Desk
Par
Internal Secure

----- Originat Message-—---
From: OGC)(FBI)
Sent: Friday, May 121 2006 5:09 PM
To: QGC) (FBI)
Ce: (CTD) (FBI)
Subject: RE: PH matter 06-582

SECRET//NOFORN
RECORD 315

b2

bic
b7E

Assistant General Counsel

National Security Law Branch

Office of General Counsel FBi
Voice
Pager
Secure Fax
Fax

---—-Original Message—--- ' !
From: 0GC) (FBI) !
Sent: Friday, May 12, 2006 4:29 PM ’
To: OGC)(FBI)

Subject: FW: PH matter 06-582
Importance: High

SECRET//NOFORN
RECORD 315

b2

b6 ;
b7C !
b7E

Assistant General Counsel
Science and Technology Law Unit

ice of the General Counsel
S Federal Bureau of Investigation

5



_SEeREL

Ph | I
Ph (Secure

Fax l I

----- Original M =

fFrom:
Sent:
Ta:

1 03 PM

Subject: RE: PH matter 06-582

SECRET/NOFORN
RECORD 315

bl
b2
b6
b7C
b7E

118

{a).

————— Original Message-----

From:
Sent:
1‘\00

XOTD) (F8I)

y 12, 2006 3:02 PM

Subject: RE. PH matter 06-582

SECRET//NOFORN

RECORD 315

bl
b2
b6
b7C
b7E

-----Originat Message-----

From:
Sent:
To:
Subject:

FBI)

Tiga F] 143 PM
ﬁ. UG-582

SECRET//NOFORN
RECORD 315

For your information.

;sss;an; ;e

eral Counsel

Science and Technology Law Unit
Office of the General Counsel

Fed vestigation
Ph

Ph (Secure)| |
Fax |

b2
b6
b7C




----- Original Message-----
From: mi%@(ﬂm
Sent: riday, May 17, 2006 1:52 PM

To:

Subject: * PH matter 06-582

SECRET//NOFORN
RECORD 315

After our discussion yesterday | reviewed the order[ __sent me which is
supgrceded by the mare updated orderd____Jsent me yesterday. | also spoke
wit this morning.

(5)

bl
b2
b6
b7C
bTE

Assistant General Counsel
National Security Law Branch
ounsei FBI

Voice
Pager
Secure Fax
Fax

7



SESRET
| (OGC) (FBI)

From: | OTD) (FBI)
Sent: 106 4:37 PM
To:

Cc: .

Subject: FW: Fisa/updates

SECRET b6
RECORD 315n DATE: 04-07-2009 bIC
CLASSIFIED BY UC 60322 LP/STP/32
REASON: 1.4 {c)
DECLASSIFY ON: 04-D7-2034

----- Original MessTJe-----

From: I(OTD).(FBI) ALL INFORMATION CONTAINED
%‘:ﬂt Wednesday, May 17 200&;‘@531';“4 HEREIN IS UNCLASSIFIED EXCEPT
Subject: RSO WHERE SHOWN OTHERWISE
SECRET

RECORD 315n

[ ]

bl
b2
b6
b7C
b7E
Please keep your tech agent in the loop as they will need to be an integral part of our activities.
----- Original Message-----
From: [ I (PR G:)))
Sent: . 006 12:28 PM
To: (OTD) (FBI)
Subject: RE: Fisa/updates
SECRET
RECORD 315n b1
b2
b6
1 b7
b7E

| believe|:|sent you a copy of our last approved renewal from the court. If you look on Page 43 of the
Declaration it lists the means by which our surveillance will be done. By looking at this do we have the authority

48}

1

SEERET.



(31

SESRET

From: | JOTD) (FBI)
Sent: 06 5:13 AM
To: (LA) (FBI)
Subject: RE: Fisa/updates

SECRET
RECORD 315n

(31}

Give me a cali if | can help clear this up or if | have confused matters... | am good at that sometime.

1

---=-0riginal Message-----
From: (LA} (FBI)

| I
Sern—'l:uadTy, May 16, 2006 7:43 PM
To (CTD) (FBI)

Subject: RE: Fisafupdates

SECRET
RECORD 315n,

bl
b2
b6
b7C
b7E

b2
b6
b7cC

bTE

1

From: (0TD) (FBl)
Sent: T May 1 4:21 PM
To: ﬁﬂ(w (FBI)
Subject: T Fisajupdates

SECRET

RECORD 315n

| think | answered that, but | wanted to ensure we had no misperceptions onl

bl
b2
b6
b7C
b7E




(31,

bl
b2
b7E

Delivery Methods

{81,

bl
b2
b7E

)

Tegal Requirements

SEARCH WARRANT] |
his technique 1s a remote search with a very limited scope as described above.

3

SEBRET



RISK

b2
bTE

DERIVED FROM: G-3 FBI Classification Guide G-3/dated 1/97, Foreign Counterintelligence
Investigations
DECLASSIFY ON: 20310515
SECRET

DERIVED FROM: G-3 FBI Classificati§ 8, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFY ON: 20310515
SECRET
DERIVED FROM: G-3 FBI Classification Guide (-3, dated 1/97, Foreig an Counterlntell igence Investigations

: DECLASSIFY ON: 20310515
SECRET .
DERIVED FROM: G-3 FBI Classification Guide ad 1/97, Foreign Counterintelligence Investigations

DECLASSIFY ON: 20310515 20310515
SECRET
DERIVED FROM: G-3 FBI Classification Guide/ G-3, dated 1/97, Roreign Counterintelligence Investigations

DECLASSIFY ON: 20310515
SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations

DECLASSIFY ON: 20310515
SECRET




QEERET
| lOGC)’ (FBI)

From: | J(OTD) (FBI)
Sent: Wednesday, May 17, 2006 11:08 AM
To: LR_E__F__E:EROGC) (FB)
Subject: : Fisa/updates b6
b7C
SECRET
RECORD 315n
Riverside is the RA coverind | The bureau jargon..
J
----- Original Message-----
From: OGC) (FBI)
Sent: Wednesday, May 17, 2006 11:08 AM
To: (OTD) (FBL)
Subject: RE: Fisa/updates
SECRET
RECORD 315n
- bl
b2
— b
b7C
] b7E
—
Ssistant General Counsel
Science and Technology Law Unit
Office of the General Counsel
FedFrgl Buregy of Investigation
Ph
Ph (Secure) !
Fax
----- Original Message—-
From: i kOTD) (FBI)
Sent: y 17, 2006 11:03 AM
To: GC) (FBI)
Ce: I%«m (FBI)
Subject: FW: Fisa/updates
SECRET (8)
RECORD 315n o
" b6

Here is some info on the case and the FISA

| I

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

-----0riginal Message-----
L — T

1 DATE: 01-07-2009
CLASSIFIED BY 60322UC/LP/STR/gig

REASON: 1.4 (C)
DECLASSIFY ON: 01-07-2034



Sent: _Manday, May 15, 2006 11:41 AM
To: | JcoTo) (FBD)

Subject: Fisa/updates

SECRET
RECORD 315n

(8)

':S} O T SO U S I e O TOT Terewar e eNno o7 NS 1o,
she will be able to give you any details to this poiit. Loo orwé;_rd to

hearing from you. Thanks

bl
B i S ) b2
’ b6
b7cC
b7E
<< File P5.11.06.wpd >> << File: AAA-7314-FullPackageFinal-v1_0.pdf >> << Filg fong
03.22.06=>
_138) 8)
88
CTD/ITOS1/CONUS4/TEAM13
Desk] |
Internal] |

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97 Foreign Counterintelligence Investigations
DECLASSIFY ON: 20310515
SECRET

DERIVED FROM: G-3 FBI Classification Guidg
DECLASSIFY ON: 20310515 v
SECRET

ed 1/97, Foreign Counterintelligence Investigations

DERIVED FROM: G-3 FBI Classification Guide I97 Foreign Counterintelligence Investigations
DECLASSIFY ON: 20310515 '
SECRET

DERIVED FROM: G-3 FBI Classification Gyide G-3. dated 1/97, Foreign\Counterintelligence Investigations
DECLASSIFY ON: 20310515
SECRET




“From: -
. Sent: -

* To:-

: iGe:

"'Subject: TH matter U6-582

" SECRETI/NOFORN
~ RECORD 315

" To ariswer the proposed questions:

bl
b2

b6
b7C
b7E

T KS)

- 2. We have no concemns relative to AV software.

. . Feel free to contact me with additional questions if necessary.

SSA

o /Assistant Section Chief

€ Sectaon Operattonal Technoiogy Division -

Sy e e Ongmai Message——- . . - |
7 From: W(m (rsiy
_ Sent: AV 152006 4:59 PM
To: - 1

. . l I
- Cer ) DICLEMENTE, ANTHONY P, (OTD) (FBI),r l
- Subject:  RE: PH niatter 06-582
- SECRET/NOFORN . © DATE;:- 04-02-2009
- RECORD 315 T A CLASSIFIED BY 60322UC;’LP}"STP,’gjg

. BEASON: 1.4 (C})

DECLASSIFY ON: 04—02 2034,

- Dlgestmg all of the available legal and technical. information based

on OQGC's analysis and OTD's input, the best

' proposed scenario ig

HEREIN IS5 UNCLASSIFIED. EXCEPT
WHERE SHOWN OTHERWISE

b2

b6
b7C
b7E



. .. Internal Secure

Thanks

’ L P . . : b2
‘S8 ] o ; L b6

FBIHQ/CTR/LX1 : : ) - b7C

iTOS 1/CONUS1 s o -

Rim 4W158

Desk

. Pgr

----- Original Message---- '
. From:

Sent: 110:39 AM ‘ i — . :
To: I .
Cc: - VP {OTDT(FED) ‘ ,

‘Subject: RE: PH matter 06-582

SECRET/NOFORN
_ RECORD 315

b6

That is the best case; with the only other option being a rewording of the ‘order to cover our...equities. i

-

SSA e

Assistant Section Chief

- _Digital Evidence Section, Operataonal Technology D|v1s1on
Moice ' , :

Fax .
Cell

-----Original Message----- :
From:. ((.TD) (FBI)
Sent: Monday, May 15, 2006 10:37 AM . -
To: [ 1 ]
Subject: FW: PH matter 06-582 - - '
' Imporlance. Hngh . . .

SECRETIINOFORN
RECORD 315 -

b2

o ) b6

Bottomiine time: b7C
i . ' b7E

ssd____ | R S
FBIHQ/CTDAX1 i . . -
{TOS 1/CONUS 1
Rm 4W158
Desk

Pgr -

intermal Secure

From: . kosc(Fan
Sent: Friday, May 12, 2006 5:09 PM

Tof ](OGC) (FBI) - o : . ’ ) b6

Cci [C‘D) (FBI) , o g ' b7C




| (OGC). FBI)

e o (FBI
{ Friday, May.13,.2005-12:4, 3-PM;L

1 understand thelr posmon, but am nqtconvmced that It is:a compelllng Iegal argument in. the ¢ontext g e
) -GWOT- espec1al|y since they ‘coich their advice only:as a.recommendation.. Also; in an:NSD-context.




. (OGE):
Subject: RE|

{FBI):




eral Counsel
Smence and Technology-Law Umt

Oﬁ" ice of the Gerieral Counsel’ :




(OGC) (FBI)

Sent: Monday, May 09,2005 11:17 AM.

"PRIVILEGED DELIBERATIVE DOCUMENT A,NOT FOR DiSCLOSURE

riginal- Message:-—-- -

(WP (FBI)
T FTA IS 015 A




"CCIPS = Compiiter Crifme and intellectual Property Section within
“DOJ.




hie,FBI OGC attorﬁeys that advise ERF.an

olicy oh thése issuies are:f




‘DERIVED FROM: G-3 FBL.Class | Guide
'Forelgn Counterlntell;gence Investl : ion’s‘-.
ON EXEM -4

Guide G-
tlon .

; DERWED FROM -3 FBI Clas |f|cat' n Guude G-3, dated 1197 Foreig

DERIVEDF Q ' G—3 EBI CIassnflica on Guite G-3,.dated 197 Foreign
:Countermtgl igence Investlgatlons
A E Tl

_SECRET, #

DERIVED FROM G-3 FBI CIassnflca ion. Guide: G-3 date 1/97 oreluniéquhterlntg‘ll|g‘ ence.
- Investigations:”:. - Ry :
DECL SSIFICAT!ON EXEMPT!ON

f’lnvestlgatlons-f-, R Ry i
fDECLASSIFICATION EXEMPTIO 1




.~ From: '

- o Sent:
CTer B

. ~.".Subject S RE PH mattet06-582

‘ECRETIINOFORN o '; - S ST

L b7E
-understand. L

|-18)

: !_}Sc:ence and Technology Law. Unnt
,‘Office of the General Counsel

"'.'.-w®ramounsel R S I

.‘ """O}igin‘a'Mﬁsag&---.. N ..
;. Fromi- OGC)(FBI)

Vi genb . IO MRyTR6S00PM T ot T
R (N QGC)(FBI) - . .- ¢ N

Gl tee ‘Lﬁ_m__mmmm).;t, TR T e
"::-",-.isubject matter 06-582° - - i . L T
V. SECRETINOEORN o ' v D

'~ RECORD'315

fe ww =

b2
b6
‘ » p7C

T Lﬁmcen_erﬂdnsei - N
: National Security Law Branch .~ - *- .
‘QOffice of General Counsel FBI -~ |- i,
Voice' : '
‘Pager
Secure Fax - )
Fax B

006 40 PM - . n.m: 04-02-2009 -, -
oco)FBD) - ... - CLASSIFIED BY 60322UC/Lp;sTp/ng
. - Subject: FW: PH matter 06-582. © .~ . :  REASON: L.4 (€} R
' Enipottaiios: SEERET. . DECLASSIFY ON: 04-02- 2034

RO Y P

.- 4 .+ AL INFORMATION CONTAINED
v .7 . HEREIN I$ UNCLASSIFIED EXCEPT
... VEERE SHOWN OTHERWISE -




,.‘;LA TS
{ Wednesday, May: 11, 2005 2:20 P!

llf defer to you.on hostmg a "tramtng-'. vsessf&n bwnth WFO. th sure wh'ere'we are on prowdmg wntten
* guidance on- use of th:s technlq ue—-but thls seerns to me 'something that u!tlrnately.reqmres a case-by -case
: assesment-"'~ - : !

. H‘ere‘s what we p;‘ v:ded at thls yeafs CDC confe ence on the lssue




: f. RECORD s4n

.. Assistant Genera Counse! :
> Science: and Technology:Law Uni
Ofﬁce of the General Counsel

Federal Bureay of Inv%st:gatlon




[ Jocoiesy

‘Monday, May.09,.2005.12:34.PM_] "

* RECORD 64D




(OTD) (FB!)

10(30) (FBI) :

| Wednesday May 10,2006 325" PN 7 .-

RE: technique language " | "

: 'EZSECRET
“'RECORD 315

*In'fny humble.opinion{

-—-Original Message-:=-- "




DECLASSIFICATION EXEMPT!ON 1
SECRET: -.°




(OTD) (CON)

From:
Sent:
To:

Cc: .’

" Subject:

ETEY TNy 202

'SD) (FBI)

el

WORCON NOFORN

RECORD fi sa

-----Qriginal

- From: (OGC) (FBI)
Sent: 9, 2006 4: 34 PM
) To: - OGC) {FBI)
' Subject:
EEeRsm’ORcou,NOFORN
RECORD fisa

1

‘Could youv fon)vara the final electronic copy to all of us?

Thapks,

-~==-Qriginal Message;-#'

<

¥

3

FR

"~ Update regarding DOJ/OIPR lséue with computer survelllance techmques showmg:

3
1

K

RE: deatewregardmgd DOJ/OIPR issue with computer surveillance techniques showing| |

DECLASSIFIED BY UC 60322 LP/STP/SZ
0N 04-07-2009

From: | l(OGC) (F8I)

Sent: " 19, 2006 4:14 PM
© Yo .

Cc:

s::bject:

“SECRET/ORCON,NOFORN

RECORD fisa

Sorry for belng slow in gettlng through all my e malls but
couId forward it electronical Iy to all of us. Thanks

-----Original Message----- : ’
From: 1:9:koso (Fa)

1

i

H

RE: Update regarding DOJ/OIPR issue W|th computer survelliance technlques showmg['::l

A

:had the final copy that we signed off. Maybe he

SESRETIORCON, N_OFORN

RECORD f‘ isa.

Sent; . 7, 2006 5:22 PM
To: (OTD) (FBI) i
-Cé:

(OGC) (FBI)

il | .
Subject: RE: Update regarding DOJ/OIPR i issUe Wit compu er survellance techmqus showmg::

b6
b7C
b2
bIE

b2
bTE
bé -
b7C .

b6
bic

b6
“b7C



“The memo on this topic went.over on Dec. 21 sugned by botli bnd i -heard nothing
more about it. We will put it on the never ending i ics to discuss with QOIPR. do you )
have a copy of the memo we sent out o provide t If not, | will forward one diTecty b6

biC

* =----Original Message—

(OTD) (FBI)
7, 2006 5:12 PM

ay, January
LOCC LERIY. .

- C "
Subject: - . Update regarding DOJ/OIPR issue with computer surveillance techniques showing 1]
" RECORD 268-HQ
Hf | -
b2
b6
b7C
b7E

Thank fpu,,

DER VED FROM G-3 FBI Classifigation Guide G-3 dated 1197, Foreu qn Countermtelll gence

DECLASSIFICATION EXEMPTI@N 1

‘SECRE

t

DERIVED FROM\ Muiltiple Soufces
DECLASSIFICATIQN EXEMETION 1 o o : o
' SECRET//ORCON.NOFORM : ) ' ‘ T

DERIVED FROM: Multiple Sources
DECLASSIFICATION EXEMPTION 1
SECRET//ORCON,NOFORN

DERIVED FROM: Myitiple Sourcey .
DECLASSIFICATION EXEMPTION
SECRET//ORCON/NOFORN

DERIVED FROM:Aultiple Sources
_ DECLASSIFICATION EXEMPTION 1
SECRET/ORGON,NOFORN



