
ï 
LÌ } .4 

From: 
Sent: 
To: 
Subject: 

; Wednesday. December 2 8 . 20Q5 2:40 PM 

IPAV -I 

b2 
b6 
b7C 
b7E 

RECORPF 
b7A 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Fpripral Rnroan of Inwoctpatinn 

b2 ' 
b6 
b7C 

—Original Message— 
From: | | 
Sent: Frirtfiv. [ftrfimhrr ? m m ; i O B 
To: I 
Cc: 
Subject: RE: Lead 12/55/5005 

s ë § Ç H C ! 
RECORpr b7A 

b6 
b7C 

b2 
b7E 

—Original Message— ' 
From: | | 
Sent: Thursday. December U . b:4tt PM 
To: 
Cc: 
Subject: Rfc: Lead 

SECREC" 
RECORll b7A 

b6 
b7C 

,b2 
b7E 

psrnaps a secure can 
to the CDC is the best place to start. 

Please keed bnd I on the circulation of this issue [ 
Jbut don't hold it up for either of us. 

Ib6 
'b7c 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC b5 
APPROVAL 

Associate General Counsel - Unit Chief 

DECLASSIFIED BY 60322UC/LP/STP/gjg 
ON 10-24-2008 



Science & Technology Law Unit 

b2 
b6 
b7C 

—-original Mflssaqft-
From: | 
Sent: Tnursrtav. Derpmhpr 77 7CM5 TJ7 PM 
To: 
Cc: 
Subject: RE: Lead 12/22/2005 

s e e r e C 
RECORDI 

T 

bo 
b7C 

hl A 

It Is not clear to me thaf 
1 

b2 
b6 
b7C 
b7E 3 I see the use of L 

CIPAVs in operations as much more of a Cyber issue than is their technical deployment and means of operations, 
and because| I has a lot of experience with Banners, I would ask that you both coordinate on this. 

Thanks. 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 

[ ] 
Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 

I ] 
b2 
b6 
b7C 

—Original Message— 
From: | | b 6 
Sent; Thursday. December 22,2005 2:29 PM b 7 c 
tqU Z 3 , 
eel I I 
SUBJECT Lsaa ¡.¿/¿¿¡¿wb 1 

Happy Holidays all, 

Please find attached a lead for| that has a deadline of 1/31/2006. 

Thanks. 

| I « File: 12222005.wpd » 

DERIVED FROM: G-3TBrciissiTieatton-Guido G.3, t i ^ t i 1^7, Eowqfi-GqtmterfnteinqeTTceTnvestiqations 2 



From: 
Sent: 
To: 
Subject: 

Wednesday December 38 Pnnfi 10:25 AM 1 

FW: CIPAVl 
F 

issues 

h2 
b6 
b7C 
b7E 

slèRÉJL 
RECORD 268-HQ 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 

b2 
b6 
b7C 

—Original Message— 
From: | "| 
Sent: Tuesday. December 20.2005 10:50 AM 
T o : I I Subject: hW: Printout / disk 1 

^ESBET 
mm/mmrnmmmim^^^^^^ 

"RECORP" 268-HQ 

b6 
b7C 

b6 
b7C 

^ Per your request attached below is the draft memo that was forwarded to NSLB for review. I haven't seen any edits yet-

—Original Message— 
From: | | 
Sent: Monday. December 19. 2005 5:05 PM 
To: I 1 
Subject: FW: Printout / disk 

be 
hie 

SECRET 
RECORD 268-HQ 

fyi 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 

Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facil tv 

b2 
b6 
b7C 

DECLASSIFIED BY 60322UC/LP/STP/gjg 
OH 10-14-2008 



b2 
b6 
b7C 

—Original Message— 
From: | 
Sent: 
To: 
Cc: 
Subject: 

Monday, December 19.2005 5:04 PM 

FW: Printout/disk 

SE6RET 
RECORD 268-HQ 

b6 
b7C 

"fend that this argument should be provided together b7E FYI. We think this is the best argument we can make orj 
with the sequestered data required tomorrow. 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 

b2 

Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 

—Original Message— 
From: 
Sent: 
To: 
Subject: 

Mnnrtav. nwpmhpr 19. 7nnfb-74 PM L2U 

FW: Printout/disk 

sÈfewir 
RECORD 268-HQ 

b2 
b6 
b7C 

b6 
b7C 

b2 
b7E 
h 6 
hlC 

This has been reviewed by SPTU for accuracy of the technical description function and use. I expect that it should be 
classified-but don't have the proper markings on it. 
—Original Mes|anp 

From: | I 
Sent: Thursday, December 15,2005 9:30 AM 
To: 
Cc: 

Subject: 

RECORD 268-HQ 

HA/: Printout / disk 

bo 
b7C 

b6 
blC 

2 



| we would all appreciate. Thanks | | 

b6 
b7C 
b2 

—Original Mrê anp— 
From: 
Sent: 
To: 
Subject: 

TTiursdav. December 15. 2005 9:24 Al 

RE: Printout / disk 
5 

be 
b7C 

SECRET 
RECORD 268-HQ 

10-4. We need to get this tol iVH by Monday, though, in order to be able to get the| [renewal by b 6 

Wednesday. If you have no response from| "[today, we will have to move forward with what we have.b 7 0 

Can you send me the memo before you send it forward? We may need to make sure it is proper. 

—Original Message— 
From: 
Sent: 
To: 
Subject: RE: Printout/ disk 

^ Thursday. Dprpmhpr 1Ç fajfô AM b6 
b7C 

SECRET-
RECORD 268-HQ 

Negative, yesterdaj" [said she had more adjustments to make. 

b2 
b6 
b7C 

—Original Mp«ann— . 
From: | | 
Sent: I W » ^ ' 1A ->mc i-ir, DM 
To: 
Subject: 

b6 
b7C 

RE: Pnntout / OISK 

RECORD 268-HQ 
b6 
b7C 

Do you have a draft of this, meaning your action memo awaiting the legal mumbo jumbo? I can make 

3 



an insertion that we can send to for approval. 
be 
blC 

—Original MPSSBAP-
From: |_ 
Sent: 
To: 
Cc: 
Subject: RE: Printout / disk 

] 
Friday. December 09. 2005 5:30 PM h 6 

blC 

SfePRgf 
RECORD 268-HQ 

Sorry was on AL Mon and Cincy rest of tt̂ e week 
Dnce you draft I can run with thanks 

SSA[ ] 
h 2 
be 
b7C 

—Original Messaoe— . b 6 
From: | 1 
Sent: T h u r a u fWpmhprni :>nnç ç-nfi D / U 
To: 
Cc: 
Subject: Printout / disk 

SECREf' 
RfeCORD 268-HQ 

I'll be up at LX-1 on Monday for the OTD open house. I've been asked by my unit 
chief to pass you the material at that time, so I'll look you up while I'm there 
Monday, or if you want you can"stop by our table and we can show you a couple of b6 
demos. • b7C 

I've learned that both you and| are writing up some information to pass 
as a memo with these materials! I don't know if there are going to be two memos, or 
if you and| [were going to consolidate your memos, but I wanted to put you two in 
touch so this might be worked out. 
to cover the issues. 

I have seen a draft of memo and it seems 

Regards, 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign CounteHnteHttfencekivestiqations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification 
DECLASSIFICATION EXEMPTIQM-T^ 

lliaence Investigations 

4 



From: 
Sent: 
To: 

Cc: 

Subject: 

T 
J.uesday.-December 27. 2005 3:46"PM 1 

DICLEMENTE. ANTHONY P. (OTP) (FBI)i ' 

RE: Extraterritorial Use of CIPAV 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

.. b 6 • 
' b7C 

It should be kept in mind thatC 
thatl 

]and others àH |have recently signaled their view 

Please keep and I cced on this issue. 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 

b6 
b7C 

b5 

b6 
b7C 

Associate. General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility b2 

,b6 . 
,b7C 

From: 
Sent: 
To: 

Cc: 
Subject: 

IfiSSSflfimski 

Tuacriav IWpmhw 30 7-4Q PM 
jPICLEMENTE, ANTHONY P. (OTD) (FBI)[_ 

-LEBLL 

RE: Extraterritorial Use of CIPAV 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 .: 
b7C 

ALL IIJF.OW'IATI'ON CONTAINED : " 
HEREIN IS' ' UNCLASSIFIED . . • 
DATE 10-23-2006 BY 60322UC /LP/5TP/gjg 



Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 

Origjnal M pesa np 
From: 
Sent: 
To: 
Cc: 

JOTD) (FBI) 
Tuesday, December 20,2005 1:15 PM . 

KOTDI (FBI); DIO.EMENTE. ANTHONY P. (OTD) (FBI) 
KOGC) (FBI); I KOTP) : 

Subject: Extraterritorial Use of aPAV 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

..b2 
b6 
b7C 

We have been approached by Legat Rome concerning the use of our CIPAV technique in 
I j Details..' 
are as follows: •. 

information Provided Initially . 

bo 
b7C 
b2 
b7E 



Mv opinion: 



• b5 .-•/.-
' ' b6 

b7C 

Your thoughts? 

SSA£ 
Unit Chief 
Cryptoloaic and Electronic Analysis Unit 

•b6 
b7C 

b2 
b6 
•b7C ' 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 



December 21, 2005 
. b6 

Memorandum for | b7c 
Counsel for Intelligence Policy 
Office of Intelligence Policy and Review 

From: | | 
Deputy General Counsel b 6 

b7C National Security Law Branch 

Deputy General Counsel 
Investigative Law Branch 

Subject: b l 
(S) 

Introduction and Background 

This memrvranHnm is giihmitterl in snnnnrt r»f the FRT's nncitinn that fven thniioh cprtain 

DATE: 10-24-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 10-24-2033 

ALL- INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Page 1 of 7 



bi 
(SJ 

Facts: 

(S) 

b l 

(S) 

b l 

Analysis: 

Page 2 of 7 



b5 

(S) 

b l 

(S). 

J ì e K t j f 
Page 3 o f / 



b l 

Lewis v. United States. 385 U.S. 206,211 (1967). In Lewis, the Supreme Court held that where 
defendant invited an undercover agent into his home for specific purpose of executing narcotics 
transaction, the fact that the agent misrepresented his true identity in order to engage in the 
transaction did not violate the Fourth Amendment. 385 U.S. at 210-11.| 

b5 

b l 

IS) 

Page 4 of 7 



(S) 
b l 



:b5 

(S) 

b i 

Page 6 of 7 



Conclusion 

"l'âge 7 o f / 



Hessage S l g R f l . Page 1 of 5 

From: 
Sent: Tuesday, October 11, 2005 11:54 AM 
To: 
Cc: 

Subject: RE: 

SECRET 
RECORD OIPR FISA 

Thanks. I just had a phone conversation with I Iwent over the below, and he (because of his travel the 
.wppkl has agreed to schedule time next week to discuss withl Ime and another guy in CCIPS| | 
I « I ...Ml I . 4. I I I and move this forward, will keep you posted. 

Original Messaae-
From:[ 
Seqt; Tuesday. October 11 ?n05 1 
To: 
Cc: 

] 

Subject: 

:20 AM 

SECRET 
RECORD OiPR FISA 

:b6 
b7C 

b2 
b6 
b7C 
b7E 

b6 
b7C 

b2 
b6 
b7C 
b7E 

I don't see where anything in your e-mail tc£ 
external e-mail. 

b6 
]andj "|ises to the Secret level. I think it is fine for b7c 

b l 

(S) 

-Original Message-
Fromf 
Sert: TMesfoY, Qçtoter n , 2QQ5 AM 
To: 

b2 
b6 
b7C 
b7E 

9/6/2007 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 10-24-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 10-24-2033 



Message ¿JE&R^X Page 2 of 5 

SECRET 
RECORD OIPR FISA 

Please review the below for classification, if possible. I would ideally like to be to send this to CCIPS b6 
via Internet email, today if possible-becausel lis leaving today (Tuesday 10/11) out-of- b 7 c 
country for a week+. Also if you have anything to add to the below, please do so. 

b5 

.thgpKs 

Or qinal Message 
From: b 2 
Sent; Tuesday. October 04. 2005 lTz4 AM ; b 6 
T o f 
Subject: RE:[ 

b7C 
b7E 

SECRET 
RECORD OIPR FISA 

CCIPs cancelled for today: But here's a summary of where we are on this issue: 

called andf 
back.| Jwill also call 

]is puttnriav sn wp need to reschedule. He will let us know when 
to let him know the discussions are underway. 

b6 
b7C 

b5 
b6 
b7C 

b5 
b6 
b7C 

(S) 
bl 

bl 

(S) 

9/6/2007 



Message Page 3 of 5 

^thought we ought to take the discuss up wittj ~|and if we convince him, then to£ 
for a final review. 

• 
Original Messaoe-

From:| 
Sent! Tuesday. October 04. 2005 9:57 ftM 
Toi 
Ce; | 

b2 
b6 
b7C 
b7E 

[ 
Subject: RE:I 

SECRET 
RECORD OIPR FISA 

gave Valerie a heads-up that this was happening last week. b5 
b6 
b7C 

Iwith whom I worked on the descriptions) was also going to 
speak with CCI PS and then we were going to raise the matter with| ] I will give you a 
call this afternoon after we talk with CCIPS. thanks. 

b6 
b7C 

—Original Message-
Froml 
Sent: Monday. October 03. 2005 5:25 PM 
To: 
Cc: 

Subject: FW:[ 

b2 
b6 
b7C 
b7E 

SECRET 
RECORD OIPR FISA 

h 6 Should we call a meeting with OIPR on this? How did your discussion go with Valerie b 7 c 
Caproni last week on this topic? 

—Original Message 
Fromf 
Sent: Monday, October 03, 2005 12:59 PM 

9/6/2007 S Ê g R i X 



Message Page 4 of 10 

To: 
Subject: FW(_ 

b2 
b6 
b7C 
b7E 

SECRET 
RECORD OIPR FISA 

b6 
. b7C 

b5 

b5 

Can you offer guidance on how to respond to this request? 

-Original Message-
Front {, 
Sent: Monday. October 03. 2005 10:57 AM T<>* 

Ccj 
Subject: RE: 

I 

b6 
b7C 

b2 
h 6 
blC 
b7E 

SECRET 
RECORD OIPR FISA 

b5 

9/6/2007 



Message 2 È 8 R Ì J Page 5 of 5 

mm 

b2 
h 6 
blC 

DERIVÈD^ROM^hitt<gjg"^5ufces 
DECLASSIFICATION EXEMPTION 1 
SECRET 

SECRET 

DERIVED~PROjjfeJMutttgie^5urces 
DECLASSIFICATION ÈXEIMTOONTI 
SECRET 

DERIVED^R&MHWLutttpleSources 
DECLASSlEieftfÎON EXEMPTION 1 
SECRET 

DERIviDTROUfejMlu 

SECRET 

DERIVEDyROM^mp]g :Sotffcéi 
DECLASSIFICATION EXEBfPTtON-1 
SECRET 

DERlVÈpTRQMjsMjH^jgtg^ourges 
DECLASSJFtCffiTÌON^XEMPTlON 1 
SECRET 

DECLASSIFICATION 

9/6/2007 



Message Page 1 of 10 

From: 
Sent: Wednesday, September 28, 2005 9:09 A 
To: 
Subject: RE: Steganography on 

h 6 
hlC 

hi A 

SECRET//ORCON.NOFORN 
RECORD! I h 2 

Here is the written request... I believe I discussed it with you verbally, but here is the written EC for review, 
was one of my first requests upon arrival. 

This 

SSA 
Cryptologie ana tlectronic Analysis Unit 
Operational Technology Division 
Engineering Research Facility 

h 2 
h 6 
hlC 

OrjoinaLMfissaoßi 
From: 
Sent: Wednesday, September 28, 2005 8:58 AM 
To: I ~ I 
Subject: FW: Steganography on! I b7A 

h 6 
hlC 

SECRET//ORCON.NOFORN 
RECORD! I b2 

I don't have anything in my files to indicate that I reviewed a request to examine this photograph. 
CEAU get a written request? 

Did 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Ffirfftral Rnrpan nf Invpstigatinn 

h 2 
h 6 
hlC 

Original Message 
From:| | 
Sent; Wednesday. SfintemherTB. 7005 8:34 AM b6 
Tos b7c 
CEF 
Subject: RE: Steganography or£ b7A 

SECRET//ORCON,NOFORN . ALL IHFQRHATION COHTAIHED 
HEREIH IS UNCLASSIFIED EXCEPT 

DATE: 10-27-2008 where SHOOT OTHERWISE 
CLASSIFIED BY 60322UC/LP/STP/g;j g 

9/6/2007 REAS0H: 1.4 (C) 
DECLASSIFY ON: 10-27-2033 ' S È Ô R É t 



Message SEPftPT Page 2 of 10 

RECORD I J *>2 

I I Major cases = major headaches. No cases = no headaches. You are certainly a maior leaauer. b6 ms 
My response is based on the assumption that you want to obtain access to a computer in | |to b7C 
determine: b7D 

b l 

SSA 
Cryptologie & Electronic Analysis Unit 
Digitial Evidence Section, Operational Technology Division 
Quantico. VA 

ÎS) 

b2 
b6 
b7C 

—Original Message-
From: j_ ] 
Sept; Tiipsdflv. Spnfpmhpr ?7. PflOS 10, 
To 
Cc 
SU ïject: RE: Steganography on|_ 

SECRET/fORCONNQFORN 

25 AM 

b7A 

RECORD 
i p 

b2 

With lack of results bj I think it logical to pursue other investigative steps. I can not think 
of anything less intrusive at this point. Getting an arrest warrant may even be considered more 
intrusive. Work it out with | 

b6 
b7C 

bl 

9/6/2007 



Message Page 3 of 10 

SSA[_ 
Cyber Division (CyD), Computer Intrusion Section (CIS), 
CT/CI Computer Intrusion Unit (C3IU) 

ÍS) 

—original Messaqe-
From: 
Sfiift! Mnnrlav. Çpntpmhpr ?6. PflflS d-74 
To: 
Cc: 

PM 

Subject: FW: Steganography on 

SECRET//QRCQN.NQFORN 
BECQBd I b2 

b2 
b6 
b7C 

b6 
b7C 
b7D 

b7A 

Thought you'd be interested in this. It would be really nice if someone (perhaps us?- Cvber) 
could put thel 

I still have not heard back from I "11 called ALAT 
[still have not identified our guy yet. 

l i r 
up but apparently^"] 

^ bi 

(S) 

Drjninal Mpccanp-
From: 
Sent: Monday. September 26. 2005 3:05 PM 

Subject: Steganography on| 

SECRET//ORCON.NOFORN 
RECQRDl J b2 

b6 
b7C 

(S) bl 

9/6/2007 S Ê ê R ë t 



Message Page .4 of 10 

IS) 

:t 

Comments welcome. Thank you. 

Intelligence Analyst 
FBIHQ 
CTD/ITOS l/CONUS IV 
1 X J . 

—uriuiiidi piebbdgti-
From:| 

to 2 
to 6 
to7C 

Sent: Mon 
To: I 

jer 26. 2005 3:24 PM 

Subject: RE: Possible Threat information 

SECRET//ORCON.NOFORN 
RECORDl I to 2 

to 6 
to7C 

(S) 

tol 

(U) Let me know how it goes. 

Original Message 
Fromj | ' 
Sent: Wednesday. September 14. 20056:18 PM b 7 

9/6/2007 J ^ e R i X 



Message Page 5 of 10 

Subject: RE: Possible Threat information 

SFCRET//ORCON NOFORM 
RECORDl I b2 

b7A 

Intelligence Analyst 
FBIHQ 
CTD/ITOS l/CONUS IV b 2 

1 b6 
b7C 

—Orjninal Mpssanp-
Froma 
Sent: Wfflnpsrlav Spnfpmhpr 14 ?nn,S5:ll PM nt: wprinp 

:L 
biett: kb: 

To: 

h 6 
b7C 

KossiDie I nreat information 

SECRET//ORCON.K|OFORN 
RECORD! 

f/ORCONNf 
J I b2 

h 6 
Thanksl [The EC looks great... I don't see any changes to be made, so go b 7 c 
ahead and send it up. I will proceed with the EC copy that I have. 

We appreciate the opportunity to assist you in this matter... please don't 
hesitate to call if you need anything additional. 

b2 
b7E 
b7A 

SSA, Cryptographic and Electronic Analysis Unit 
Operational Technology Division 
Engineering Research Facility 

—Original Message 
From:| | 
Sant: WpHnP<aHav Çpntemhpr 14. 7005 4^8 PM 
To: I 
Subject: RE: Possible Threat information 

b6 
b7C 
b2 

b6 
b7C 

SECRET//OPCON,NOFORN 
RECORD| b2 

This what you need? It's a draft so suggest changes.. 

9/6/2007 



Message Page 6 of 10 

Intelligence Analyst 
FBIHQ 
CTD/ITOS l/CONUS IV b 6 

b7C 
b2 

<">rlnlnnl Moccano-
From:|_ 
Senti Wednesday. September 14. 2005 11:11 AM 
TO 
Ce: 
Subject: RE: Possible Threat information 

I 
SiCBEI/ZÛECÛÈLÈlfîEQRM 
RECORD! h 2 

b6 
b7C 

b2 
b6 
b7C 
b7A 

SSA, Cryptographic and Electronic Analysis Unit 
Operational Technology Division 
Engineering Research Facility 

b6 
b7C 

firininal Mp«anp-
From:| 
Sgnfr; Wprinpgrlav. Çpntemhpr 14. 7nnq 10:48 AM 
To: I I 
Subject: FW: Possible Threat information 

SECRFT7/ORCON.NOFORN 
RECORDI b2 

SSA[ 
Cryptologie & Electronic Analysis Unit 
Digitial Evidence Section, Operational Technology Division 
Quantico, VA 

secure voice 

b2 
b6 
b7C 

9/6/2007 



Message l i è e R d : Page 7 of 10 

Isecure fax 
Orininal MPCWMP 

From:! 
Sent; Tuesday. September 13. 2005 5:42 PM 
To: 
Cc: 
Subject: FW: Possible Threat information 

b2 

b6 
b7C 

SECRETZ/riRrnM KipFOPN 
RECORI 

WQRC.QH NO! 
C _ _ T b2 

It came up today but I didn't have the answer: any chance 
of searching for steganography, etc? Thanks. 

b6 
b7C 

Intelligence Analyst 
FBIHQ 
CTD/ITOS l/CONUS IV 
LX-1 

Original Messaae-
From:| 
Sei^t: TiiPsriav. Spntemher 13. 7005 9:20 AM 
TO 1 I 
Cci 

Subject: FW: Possible Threat information 

b2 
b6 
b7C 

b6 
b7C 

b6 
b7C 

SECRFT/ /ORCONNOFORN 
RECORD! I b2 

bl 

(SÎ 
b2 
b7E 
b7A 

intelligence Analyst 
FBIHQ 
CTD/ITOS l/CONUS IV 
LX-1 

From 
lainai Message^ 
M""H a" co^amhorn onnc n-gt: DM 

Tall 

b2 
b6 
b7C 

9/6/2007 



Message 
M & m 

Page 8 of 10 

(S) 

Ce: 

Subject: Possible Threat information 

SECRET//ORCONrNOFORN 
RECORDl I 

Ail: 

b2 

Here is the threat information that was posted on| 
JThe case file fort iisl 1 The 

information was nnstfiri hv a snhiant whn IISRR thft name 

The case agent fo This 
information was dfirivfid from an assftt wnn is in a very 
sensitive positionj 

WFO: Please coordinate with ITOS 1/CONUS 4 SSA 

tnreat information to uapitoi police. 

Following is the posting: 

for dissemination of 

b6 
b7C 

b2 
b7E 
b7A 

(Sì 
bl 

b6 
b7C 

bl 
b6 
b7C 

b6 
b7C 

9/6/2007 



Message § È § R f X Page 9 of 10 

DER1VEP FROM; <5-3 FBI Classification Quid* Q-3, 
dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION/1 
SECRET//ORCON.NOFORN / 

DERIVED FROM: G-3 FBI Classification Guide G-3f 
dated 1/97. Foreign Counterlhtelligence Investigations 
DECLASSIFICATION EXEMfrTIONI 
SECRET//ORCON.NOFORN 

DERIVED FROM: G-3 RBI Classification Guide G-3. 
dated 1/97r Foreign Counterintelligence Investigations 
DECLASSIFICATIONyfeXEMPTIONI 
SECteET//ORCON.N0FORN 

DERIVED FROM/ G-3 FBI Classification Guide G-3. 
dated 1/9>. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET//QROON.NOFORN 

DERIVED FROM/G-3\FBI Classification Guide G-3. dated 1/97. 
Foreign Counte/lntellfaence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET//OROON.NOFQRN 

DERIVED FROM/G-3 FBI Classification Guide G-3. dated 1/97t 
Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 
SECRET//ORObN.NOFORN \ 

DERIVED FROM/G-3 FBI Classification Guide\G-3t dated 1/97, Foreign 
Counterintelligence Investigations \ 
DECLASSIFICATION EXEMPTION 1 \ 
SECRET//ORQbN.NOFORN \ 

DERIVED FROMyG-3 FBI Classification Guide G-3. dated 1X97. Foreign 
Counterintelligence Investigations \ 
DECLASSIFICATION EXEMPTION 1 \ 

RET//ORCfaN.NOFORN \ 

9/6/2007 
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DERIVED FROM; Q-3 FBI Clarification Gtffo Q-3, dated 1/97, Foreign 
Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET//ORCON.NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign 
Counterintelligence Investigation/ 
DECLASSIFY ON: 20300926 
SEC&ET//ORCON.NOFORN 

DERIVEDTROM: G-3 FBI Classification Guide G-3, dated 1/97r Foreign 
Counterintelligence Investigations 
DECLASSIFY ON: 203009^6 
SECRET//0riCQN.NQFQfeN 

DERIVED FROM: G-3 F^l Classification Guide G-3. dated 1/97, Foreign Counterintelligence 
Investigations 
DECLASSIFY ON: 20300^6 
SECRET//ORCON.NOFJ6RT 

DERIVED FROM: G-3 FB/Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
Investigations 
DECLASSIFY ON: 2030&926 
SECRET//ORCON.NOFORN 

DERIVED FROM:/G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence 
Investigations 
DECLASSIFY ON: 20300926 
SECRET//ORQbN.NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1?97, Foreign Counterintelligence Investigations 
DECLASSIFY OiN: 20300926 
SECRET//OROfc)N.NOFORN^ 
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Precedence: PRIORITY 
To: Operational Technology 

Phoenix 

Date: , 09/14/2005 
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Attn: SSA 

SA 
SA 

From: Counterterrorism 
ITOS I/CONUS IV/Team 16 
Contact: IA 

(UK.. 

<U) ... 

Approved By: 
Drafted By: [ ajm 
Case ID #: 
Title: 

. (Pending) b2 

b7A 

h 6 
blC 

h 6 
blC 
b2 

bl 

0 9 / 1 4 / 2 0 3 0 

( Ü ) Reference : Electronic mail communication between SSA 
]SSA and IR on 09/14/2005. 

Enclosure (s) : t^Cl 

b6 
b7C 

] b7C 

SECRET/ORCON/NOFORN 
DATE: 10-27-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 [C) 
DECLASSIFY OH: 10-27-2033 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



SECRET/ORCON/NOFORN 
ational Technology From 

09/14/2005 
Counterterrorism 

to 2 

(S) 

b l 

SECRET/ORCON/NOFORN 
2 



SECRET/ORCON/NOFORN 
To: 
Re: 0 

pprat-innal Tprhnnl pgy From: Counterterrorism 
(U) 09/14/2005 b2 

LEAD(s) : 

Set Lead 1: (Action) 

OPERATIONAL TECHNOLOGY 

AT QUANTICO, VA 

Set Lead 2: (Info) 

PHOENIX 

AT PHOENIX, AZ 

(U) Read and clear, 

SECRET/ORCON/NOFORN 



Message Page 1 of9 

From: 

Sent: Wednesday, August 24, 2005 1:14 PM 
To: 
Cc: 

Subject: RE£ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

h 2 
b7E 

b6 
b7C 

b2 
b7E 

Mavly a conference call or VTC with | [group describing the tool and its application would be educational. b6 
_J could we do that some afternoon? b 7 c 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 

Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 

b2 
be 
b7C 

Original Message— 
Fromd I 
Sent: Wednesday, August; 24, 200$ PM 
To: : 

5 c d I I I 
Subject: RE:| | ! h i 

b7E 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I still think that use oft lis consensual monitoring without need for process; in my mind, no 
different than sitting in a chat room and tracking participants' on/off times; or for that matter sitting on P2P 
networks and finding out who is offering KP. That said, I will try to contort my mind into a different position 
if you still think otherwise. 

—Original Message 
From:! | 
Sent: Tuesday, August 23, 2005 6:59 PM 

b6 
b7C 

9/6/2007 
ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 10-27-2008 BY 60322UC/LP/STP/gjg 
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h 6 
blC 

From: 
Sent: 
To: 
Ce: 

] 
Wednesday, August 24, 2005 12:51 PM 

b6 
b7C 

Subject: RE: 

SENSITIVE BUT UNGDtSStfiEÎT' 
NON-RECORD 

b 2 
b7E 

I still think that use ol] |is consensual monitoring without need for process; in my mind, no different 
than sitting in a chat room and tracking participants' on/off times; or for that matter sitting on P2P networks and 
finding out who is offering KP. That said, I will try to contort my mind into a différent position if you still think 
otherwise. 

Original Message— 
From: | 
Sent: Tuesday. August 23. 2005 6:59 PM 
T O ) 
CCL 
Subject: RE: 

SENSITIVE BUT UNC 
NON-RECORD -

b 6 
b7C 

b 2 
b7E 

b 5 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OGC APPROVAL 

Associate General Counsel - Unit Chief 
Science & Technology Law Unii 

DATE: 12-16-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REAS0H: 1.4 (C) 
DECLASSIFY ON: 12-16-2033 

b2 
b 6 
b7C 

9/6/2007 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 
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—Original Message--
From^_ ] 
Sent: Tuesday. August 23, 2005 12:15 PM 
To: 
Ce: 
Subject: RE: 

b6 
b7C 

b2 
b7E 

SENSITIVE BUTgWCtASStBglT 
NON-RECORD 

b6 
b7C 

Thanks for filling me in. I surely agree that the OTD/CyD tool development issue needs to be 
squarely addressed by the Divisions for this and every other reason. To the extent MIOG already 
covers it, and the Divisions agree, all the better. The good news is that I have reason to believe 
that STAS is going to discuss this with OTD. If they don't please let me know. 

b5 

• 
—Original Message-

From: 
Sent: uesoav. Auousr ¿¿, ¿uu!> UÜZBM 
To: 
Cc: | 
Subject: FW:|_ 

b6 
b7C 

b2 
b7E 

SENSITIVE BUT UN 
NON-RECORD 

As you can see below, CEAU got hot over STAS involvement in the development of a 
collection tool We'll see how this nlavs nut hut from nur standpoint I'd like to make one 
observation. \ 

b2 
b7E 

9/6/2007 

ps when did you get back to your office? Will you be in this afternoon? I need to speak to 
you about a matter that may be of interest to you. 

b6 
b7C 



Message Page 3 of 10 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
FoHoral Rnroa i i nf Inuact inaUnn 

h 2 

Original Messaqe-
From:| 
Sent: Tuesday, August 23, 2005 10:18 AM 
To:| 
Subject: RE j 

h 6 
b7C 

b2 
b7E 

SENSITIVE BUT QNCtASStFt£CT~ 
NON-RECORD 

(S) 

(S) 

(S) 

Per MIOG, technical collactinns including thnsp rnnriurteri via ths Internet are an OTP 
mission area. 

IAS a reminder tn thnsa who 

oooonn tne nypocrasy or it an. 

b2 
b7E 

bl 

b2 
b7E 

Look forward to STAS sending the tool to OTD for control and deployment when requested 
by the field. Not bad when we can expand our technical collection tool box without having 
to expend any OTD resources. Sounds like this particular unit of STAS, or at least the 
human and financial resources involved with developing technical collection products, needs 
to be re-assigned to OTD. 

In closing and to re-iterate - this situation needs to be addressed as soon as possible. 

S SA] 
Cryptologie & Electronic Analysis Unit 
Oigitial Evidence Section, Operational Technology Division 
Quantico, VA 

b2 
b6 
b7C 

-Original Messaae-
From: I 
Sent: Monday, August ¿¿. ¿uus 4:59 PM • b 6 

To:| | b 7 c 

Subject: FW:| ~| 

SENSITIVE BUT UNSEWSjEIEp 
NON-RECORD 

9/6/2007 
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Forwarded for your information. You'll need to start at the bottom and work up. Is this 
new information? 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
" 1 * ' " ation 

—Original Message-
From: I 
Sent; Monday. August 22. 7005 11:17 AM 
To; 
r e 

b6 
b7C 

Subject: RE:[ b2 
b7E 

NON-RECORD 
b6 
b7C 

b2 
b7E 
b6 
b7C 

From J 
•Original Message— 

Sent: Monday, August 22, 2005 11:04 AM 
To: I I 

b6 
b7C 

V.Lt I 
Subject: RE b2 

b7E 
SENSITIVE BUT 
NON-RECORD 

Answers -

b2 
b7E 

5 E & R C I 1 

9/6/2007 
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Let me know if I can answer any more questions on this. 

b6 
SSAl | 
Cyber Operations Deployment Unit 
Special Technologies and Applications Section b 2 

b6 
b7C 

—Original Message— 
From:! 
Senf: MnnHav Aiinu^ 77 AM 
To: 
Cc: he 

hie r 
Subject: RE: h2 

b7E 
SENSITIVE BUT UNCI 
NON-RECORD 

JED 

Thanks for the question. Let me just 
confirm a couple of things: 

b2 
b7E 

he 
hlC 

Or ir'""'1 M"—-*""-
From: 
Sent: Friday, August 19, 2005 11:25 AM 
To:| 
Ccf 
Subject: b2 

b7E 
SENSITIVE BUT 
NON-RECORD 

J w e ^ s s t R g p 
b6 
b7C 

9/6/2007 



Message ET Page 6 of8 

| ksked nie to request a written 
opinion from OGC regarding legal 
authority required to use a recently 
developed tool, f 

b6 
b7C 

h 2 
hlE 

b2 
b7E 

b2 
b7E 

b2 
b7E 

s ^ m i 

9/6/2007 

Please let me know what additional 
information you need. 
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Thanks for your help, 

SSA 
Cyber uperauons uepiriyment Unit 
Rner ia l TwhnrvlnriiAQ anH Annl irat inn« Rentinn 

b6 
b7C 
b2 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

9/6/2007 
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SENSITIVE BUT UNCLASSfRED^ 

9/6/2007 



Message Page 1 of2 

From: 
Sent: Wednesday Anril OR ?nn* AAR Pl^ 
To: 

b6 
b7C 

Subject: RE: Follow-up: FW: Heads-up on possibly important FISA matter 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Wow. 
OK, Thanks. Keep me apprised. 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 

Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility b2 

b6 
b7C 

Original Message— , 
Froml 
Sent; Wednesday, April 06,2005~5TT5TM b 6 
To:| ~ l b7c 
Subject: Follow-up: FW: Heads-up on possibly important FISA matter 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

According to the case agent this will continue to run as a criminal investigation. 

Assistant General Counsel 
Science and Technology Law Unit b2 
Office of the General Counsel b 6 
Federal Bureau nf Investigation b7C 
Phone] r 
Fax-

Original Message-
From: 
Sent: I Wednesday, April Ufe. 200b 1:25 PM 

J 
Subject: Heads-up on possibly important FISA matter 

9/6/2007 
ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 10-27-2008 BY 6Q322UC/LP/STP/gjg 



Message Page 2 o f2 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

I extracted the following from my daily work log (today) for your information. It could become important so 
heads-up: 

"Discussion with case agent, AT, regarding request for use of IPAV.I 

b7A 
b2 
b7E 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 

b2 
b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

9/6/2007 
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Message Page 1 of3 

Ce: 

From: 
Sent: Wednesday, March 02, 2005 6:07 PM 
To: 

<U5 Subject: RE: ^ Re Case # 

b6 
b7C 

b6 
b7C 

SECRET 
RECORD 

h 2 

I landf 1 if possible I would like to discuss this matter with you. Also, we probably should getC 
involved (in addition to| jsincq "how is responsible for NSLB tech issues. 

b 6 
blC 

hi A 
b 2 
b7E 

Those are my thoughts. Interesting stuff! 

I I 
—Original Message— 

From:[ 
Senfcj 
To: 
Cc: 

(U) Subject: FW: ( M Re Case # [ 
I 

SECRET 
RECORD 

b 6 
b7C 

b 6 
b7C 

b 2 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OGC APPROVAL 

DATE: 10-24-2008 
I 1 CLASSIFIED BY 60322UC/LP/STP/gjg 
' 1 PEAS OH: 1.4 (C) 

DECLASSIFY' OH: 1 0 - 2 4 - 2 0 3 ^ I H F 0 R H A T I 0 H CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

9/6/2007 WHERE SHOOT OTHERWISE 



Message Page 2 of 10 

Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Enaineerina Research Facility 

b6 
b7C 
h 2 

Original Meqgaoe-
Froml 
Sent: Tuesday, March 01, 2005 
To: I 
Cc:[ 

( U ) Subject*. (85.Re Case # [ 

SECRETR 
RECQRD[ 

b2 

b6 
b7C 

b6 
b7C 

L 

I received my copy of EC cited above on Friday but haven't had a chance before this to get an email 
off to vou Have vour received vni ir r.nnv vet? 1 " 

the Title of the case i Î anything but a general pian tor possioie use in th< 

i — r 
here is nothing else in the F 

our meeting in McClean, the agent here, SSA[ 

b2 
b7E While 

lat this is 
j Since b6 

[who drafted the proposal), has not b7c 
received any more information from CTD or even any pnone calls. We're not sure if this 

^ investigation is continuing or not. I'm assuming until told otherwise that this is a general plan for use 

The EC asks OGC (NSLB and STLU) to evaluate the proposal regarding legal concerns...here is 
what I know about the proposal: 

(S) 

bl 

<S) 
/bl 

(S) 
bl 

9/6/2007 
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bi 

(Si 

(S) 
bl 

(S) 

bl 

Sorry for rambling, lots on my mind, but I wanted to tell you the rest of the story so that the EC might 
make more sense to you. Please let me know your thoughts. If we need to get together it is 
possible. 

b6 
b7C 

DERIVED^RÒiiinirTret-etassifi^ 
Investigations 
DECLASf 
SECRET 

SECRET 

DERIVED FROM: G-3 FBI Classificatimi Ouide G 1, dntrrl 1f*ÌT, nmii | i i PijunltfijMttelllqence Investigations 
DECLASSIE¥-0 
SECRET 

'JinrVx-l'l'jr-l 

sBesct 

9/6/2007 
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From: I 

Sent: Tuesday, March 01, 2005 8:27 AM 
To: 
Subject: FISA Definitions 

RECORD 315 

b6 
b7C 

b6 
b7C 

Qcininal Marrana. 
From 
Sent: Monday. February 28. 2005 11:56 AM 
Tol i 
Subject: FW: Court comments on technique submission 

h 6 
blC 

RECORt>315 

b6 
I received this from Mr. DiClemente. b 7 c 

n 

Original Message 
From: DICLEMENTE, ANTHONY P. (ITD) (FBI) ;b6 
Sttpfr: MnnHav FpHmarv 3« 300«; 11 -74 AM b7C 
Toi I 

Subject: FW: Court comments on technique submission 

315 

Attached is the latest copy I have. b 6 

b7C 
Anthony P. DiClemente 
Chief, Digital Evidence Section 
Investigative Technology Division b 2 

Original Message— 
From: | | 
Sent: Monday, December 06.2004 11:34 AM 
To=l I I I b6 

I t DICLEMENTE, ANTHONY b7C 
P- ( p H E B D , DATE: 10-24-2008 
_ , — 1 . . . CLASSIFIED BY 60322UC/LP/STPygjg 
Subject: RE: Court comments on technique submission reason: 1 . 4 (C) 

DECLASSIFY" OH: 10-24-2033 

ALL INFORMATION C0HTAIHED 
HEREIH IS UNCLASSIFIED EXCEPT 

9/6/2007 WHERE SHOWN OTHERWISE 
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SECRET 
RECORD 31S 

jl wasn't sure if you hajLceceiuecÜijis yet. I will be out of the office this afternoon, but will be back in 
tomorrow morning. Thanks 

b6 
b7C 

Original Messaoe-
From( 

11III K!" h M »J-V J i 11 rer 02. 2004 12:20 PM b6 
b7C 

klCLEMENTE. ANTHONY P. .. . 
Ccj ' I 
Subject: RE: Court comments on technique submission 

t i l i ) I t i i i l 

SECRET 
RECORD 315 

As I begin to work through this comments it became apparent that I don'LhavfiJ-cppy of the actual 
techniques affidavit that you all discussed with the Court. Unfortunately,f 
so in order that we may ail be working off the same sheet of music, woulo 
group a copy of the document that generated the below comments. 

is out until Monday, 
y<SU Dè so kind to forward to the 

h 6 
hlC 

thanks 

-Original Message-
From:[_ 
Sent: Thursday, December 02. 2004 fj:20 AM 
To=i b6 

L7C 
(FBI); DICLEMENTE, ANTHONY P. (ITD) (FBI) 
Subject: FW: Court comments on technique submission 

SECRET 
RECORD 315 

Would you all take a look at these comments from the FISC (you can ignore numbers 1 and 9) and 
let me know your thoughts on them? I will be back in the office on Monday. We are still trying to 
have these filed by next week. If there are questions 
suggesting, please let me know that as well. Thanks 

Original Message 

hat rannnt be answered the way the Court is 
h 6 
hlC 

From i 
Seqt: Wednesday. December 01. 2004 6:56 PM 
To: 
Cc: 

"b6 
b7C 

Subject: Court comments on technique submission 

SECRET 
RECORD 315 

and I have met with the Court and got their comments and suggestions on the technique b 6 
STTiaSvit. Although the comments were numerous, many of these things should be able to be b 7 c 
answered fairly easily: 

9 / 6 / 2 0 0 7 
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(S) 

b l 

9/6/2007 
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9/6/2007 



Message Page 5 of 10 

Thanks again for all your help with these! 

DERIVEB-FRQM:SinqleJSowee-Pocument 
DECLASStFICXTTl5N"£XEMP!FtQM4! 
SECRET 

DERIVED FROM: Single Source Document 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERÌVE5TgBtti»SinglgSouroeDocument 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVEP-FROM^§inflig-Sowee-Document 
DECfcASSIFICRTÎON ËXBWPTIÔN-1 
SECRET 

DERtVEO-£RQM:jingte-SmirceT)ocurnent 
DEGfcASSIFieÂTlWEXEMPTiON 1 
SECRET 

9/6/2007 
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Document 
DECLASSlEieATl&lfEXEMgTIpN 1 
SECRET 

DERIVEsiTFROlBhjfoq^ 
DECLASSIFICATION EXEMPTION 1 
SECRET 

9/6/2007 
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Unit : : 

SSA 1 
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Approved By : 

•!Ui 

Drafted By.: 
Case ID #: 

. Title: {^k^ 

S y n o p s i s : 

S : tsl 
(Pending) • 
(Pending) 

' . b2 

-, b7A 

b2 

'b6 
b7C 

.b6 
b7C 

•• ••• be 
' ' b7C 

o i s j hi 

(S) 
(Sì 

b l 
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<ur 

SECRET •;'... 
To : J n v f ì s M n a t i VP' Téchno l nav From: C o u n t e r t e r r o r i sm 

.. b2 • ••'•'. : . • 
Rg- r 

b l 

(SJ 

b l 

SECRET 
2 



Tò: Investigative Technology From: Counterterrorism 
<ïï>: • ̂ g -rereT ! HPpnHi nql 

01/14/2005 ••. -."• b2 

(S) 

:.'. - 'bl 



To:'. Investigati VP Tpr.hnnl ogy From:. Counterterrorism. _ 3 : . Invesj 
'(U> ,Re: X i |{ Pending) 

' J 0 1 / 1 4 / 2 0 0 5 . .. . , •b2 

; m 
•bl 



SECRET: 

(US-TO: Investigative Techriòloav From:- Counterterrorism 
Re Lm '01/14/2005" 

](Pending) 
b2 

IS) 

(S). 

( s i -

LEAD(s) :..._. 
Set Lead 1: (Action) 

INVESTIGATIVE TECHNOLOGY . 
AT QUANTICO, VA (LABORATORY) 

Set Lead 2: (Action) 
•CYBER. 

AT WASHINGTON. DC 
. A request is made for the Cyber Division, Cvber 

OperationsUnit 
"I • 11 U) UI^KU. . 

imiiiijL lequtjaieu, lu uuumxndLtj wiui-uw lnvfajbLJAjative -
Technologies Division, Cryptographic and Electronic Analysis 
Unit (CEAU) during development^: Specifics regarding the. tool', 
or technique are.generally outlined in this communication but 
are left.to the.imagination and.ingenuity of the developers.' 
Questions regarding the>development effort should, be.directed 
to SSA 
Set Lead 3:̂  (Information) 
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SECRET 
To : Invest: 1 native Technol ogy From:. Counterterrbrism 
ftë; ^ f î | (Pending).. . • •• y- b2 

01/14/2005 

A request is made for the National Security. Law 
Branch (NSLB) Counterterrorism Unit to evaluate the proposal' 
outlined in this communication, and provide guidance and 
suggestions regarding the legal concerns inherent in.the . 
proposal. Questions regarding the proposal should be directed 
to SSA| | | fo2 
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Set Lead 4 : (Information) .• .. b7:c 
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(U) For information only. No paper copy to follow. 
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