From: l b2
Sent: _ ‘ )5 2:40 PM b6
To: . b7C
Subject: (PAV 4 bTE

SEDRET __ | bIA
RECORD[ 1] .

;&s;an; ;eneral Counsel

Science and Technology Law Unit b2
Office of the General Counsel b6
igation . ) b7C

-----QOriginal Message----
From: .- : - )
Sent: b6
To: | | b7C
Cc: .
Subject: : Lea

SECREY__ .
RECORDI 1 . bTA

b2
b7E

---0riginal Message-----

From:
Sent: Thursdav, December 22, 2005 6. 48 PP . b6
o l ' ] p7C
Cc: | I

Subject: T Lea

s%% ’ ‘
RECOR » b7A
b2
| | 57E

to the is the best piace to start.

0

Please kee nd | on the circulation of this issue [ ’ jr6
but don't hold it up for either of us. p7C

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC b5
APPROVAL :

Associate General Counsel - Unit Chief

DECLASSIFIED BY 60322UC/LP/STP/ulg
0N 18-24-2008



Science & Technology Law Unit "

ngineering R ility
b2
b6
p7C
weeeQFi —
From: b6
Sent: : ;
Yo: ] kIC
Ce | _ )
‘Subject: RE: Lead 12/22/2005
b7A
- SEERET_
RECORDI |
1 b2
| b6
b7C
{1 see the use of b7E

CIPAVs in operations as much more of a Cyber issue than Is their technical deployment and means of operations,
and because]___|has a lot of experience with Banners, | would ask that you both coordinate on this.

Thanks.

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR
OGC APPROVAL

Associate General Counsel - Unit Chief
Science & Technology Law Unit
Engineering Research Facility

b2
b6
b7C
--—---QOriginal Messagg--~—
From: e ] b6
Sent: Thursday, December 22, 2005 2:29 PM b7C
Toy
Ce | i
Su T T80 127 227 2005

Happy Holidays ali,

Please find attached a lead for|:|that has a deadline of 1/31/2006.
Thanks,
|:|<< File: 12222005.wpd >>

DERIVED FROM: G-3 FBI Classifi




From: " i _ - : b2
Sent: Huednesday_necmhm 28 2005 10:25 AM 1 b6
To: ‘ : . b7¢
Subject; FW: CIPAV] Tissues b7E
RECORD 268-HQ

Assistant General Counsel

Science and Technology Law Unit b2
Office of the General Counsel : bé
Federal Bureau of Investigation . b7C

---—--Qriginal Message--—-
From:

I ‘ .
Sent: Tuesday, December 20, 2005 10:50 AM b6
To: ‘ ' b7¢C
Subject: T PO g

%%l; 268-HQ

b6
b7C
Per four request attached below is the draft memo that was forwarded to NSLB for review. | haven't seen any edits yet--
--—-Original Message-—
From:
Sent:
To: ) b6
Subject: FW: Printaut / disk - b7C
SECRET
RECORD 268-HQ
fyi
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE QUTSIDE THE FBI WITHOUT PRIOR OGC
APPROVAL
I |
Associate General Counsel - Unit Chief A
Sclence & Technology Law Unit V ,‘gé
earch Facility . bIC

DECLASSIFIED BY 60322UC/LP/STP/gig
0N 10-14-2008




b2

b6
b7¢c
-----Qriginal Message-—-- - :
From: { |
Sent: Monday, December 19, 2005 5:04 PM b6
To: . .
Ce: I_ b7C
Subject: FW: Printout / disk '
SESRET
RECORD 268-H

: b2
FYl. We think this is the best argument we can make orCland that this argument should be provided together L7E
with the sequestered data required tomorrow. :

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC
APPROVAL

Associate General Counsel - Unit Chief
Science & Technology Law Unit
Engineering Research Facility

b2
b6
b7C

-----Qriginal Messaqe---—- .

From: ’ .
Sent: . i?l c
To: ]
Subject: FW: Printout / disk

S
RECORD 268-HQ

. . -
ﬁ / b7E
b6

b7C

This has been reviewed by SPTU for accuracy of the technical descnption function and use. | expect that it should be
classified--but don't have the proper markings on it. .
----- “--Original M ores

From:
Sent: ursday, December 15, 2005 9:30 AM : _ .
To: b6
Cc: b7C
Subject: - T PriIto i i

S
RECORD 268-H

b6
b7C




| am RDO tomorrow so if you can getto IJ or[_____| we would all appreciate. Thanks
sl

b6
b7C
b2
-----Original M =

From: . )

Sent: : ) ) b6

To: , : »7C

Subject: RE: Printout / disk '

SECRET"

RECORD 268-HQ

10-4. We need to get this tnE:]VH by Monday, though, in order to be able to get~the|:|renewal by b6
Wednesday. If you have no response from today, we will have to move forward with what we have.®’¢

Can you send me the memo before you send it forward? We may need to make sure it is proper.

--—--Qriginal Message—--

From: .
ki #ﬁﬁﬁﬁﬁﬁﬁiﬁﬂﬁﬁgﬂm b6
To: . , b7C

Subject: RE: Printout / disk

SEGREE——
RECORD 268-HQ

Negative, yesterdaj %aid she had more ad;ustments to make.

SSA | | B - b2

b6
b7¢C
———-Qriginal - b6
From: | b7C
Sent: -
To:
Subject: s Prn i
RECORD 268-HQ
b6
b7C

Do you have a draft of this, meaning your action memo awaiting the legal mumbo jumbo? I can make

3



an insertion that we can send to for épproval.
| —

——-Qriginat =
From: -
Sent: Friday, December 09, 2005 5:30 PM

To:
Cc:

Subject: RE: Printout / disk

SECRET
RECORD 268-HQ

Sorry was on AL Mon and Cincy rest of t '
bnce you draft | can run with thanks

SSA| ]

-—--Oridgil —
From:

Sent: .
To:
Cc: l

Subject: Printout / disk

RECORD 268-H

]

I'll be up at LX-1 on Monday for the OTD open house.
chief to pass you the material at that time, so I'1ll look you up while I'm there
Monday, or if you want you can* stop by our table and we can show you a couple of b6

demos.

I've been asked by my unit

b6
b7cC

b6
b7C

b2
b6
b7C

b6
b7C

b7C

I've learned that both you andmare writing up some information to pass
as a memo with these materials. I don't know if there are going to be two memos,

or

if you and ere going to consolidate your memos, but I wanted to put you two in
emo and it seems

touch so this might be worked out. I have seen a draft of

to cover the issues.

Refards ‘

DECLASS!FICATION EXEMPTION 1
SECRET




"i From:
- Sent:
“To -

.. ... DICLEMENTE. ANTHONY P_(OTD) (FBI)] - - e
Ce:” » e
Subject: ' RE Extalenion seofClPAV e SRR

" SENSITIVE BUT UNCLASSIFIED
: NON-RECORD .

b
b7C .

L ps

" Please kee andlcced onthls issue. © - = " o N Esc

.PRIVILEGED DELIBERATIVE DOCUMENT NOT FOR DISCLOSURE OUTSIDE TI-IE FBI
WITI-IOUT PRIOR 0GC APPROVAL .

‘ Associate General Counsel Umt Chief
Science&'l'echnology Law Unit - : ) B R IR
_Engineering Research Facility _f . A o T R S

b6
T b7C e

. . ~' ,'-__,Oﬁg'nal s ! S  , ) - B . B ,' . ‘_, . ~; ' ».'."-" , o ‘,- - . . _ X .-. . N
. sent: . -,Iusdau.ﬂe:amhu.zn.zm.u.:is M SR I
CYor .- _ chusmem'e ANTHONYP (om) (FBI)I -7 b6 ¢
PO (ERD B T - S ‘ b7c Lo

Subject RE: ExtratemtonLI'DT'a 5e of CIPAV . L P R

SENSITIVE BUT UNCLASSIFIED " ',
NON-RECORD . . = '

o 1d like to add tol__ v ]cémmeht_s pelow. - .-’Egc S
— ——— — ' ' - ——1" b7E .. . .

AL mmmmuom CONTATNED . o e il T P
| HEREIN IS UNCLASSIFIED . - .- o Lo T e T T
DATE 10-23-2008 BY eoazzumws'rp/m L e e T e




s o
b6 v
p7C

S bs
b6 o
b7C .

s

coe T Do 0 e T T i b6

— Assistant General Counsel O R o TR S o £

~ Science and Technology Law Umt ‘ o C T

- Office of the General Counsel. - - . L e e e e e
Federal Bureau of Investtgatton T e e e e T e e

From: %om(m A R AR

Sent:  Tuesday, December 20, 2005 1:15PM - e T

To: _z—l(om) (FBI); DICLEMENTE, ANTHONYP (om) (an e D b2

Ce: (occmen.l'):kom) : e be
Subject; Exrateritoral Use of CIPAV. T e S YIS

SENSITIVE BUT UNCLASSIFIED
NON RECORD T

" We have been approached by Legat Rome concerning the Use of our CIPAV techniquein -, .~
: Details. -~ .\~

~ . are as follows:

" Information Provided Initially’ -




b6

b7cC

b2
. b7E

: - F— oy L A A'ﬁik.>6'
Lega!ODinionfrqm| ' IOGC'aS‘fOHOWi-._ R S % Io

© My opinion;

Y




CUbs
" b6

“ 7 Yourthoughts? T R e A
‘ 1 O CUpIe
Unit Chief L

logic and Electronic Analysis Unit- -~ + .- oo T e o
e .. b

- SENSITIVE BUT UNCLASSIFIED ~ -~ . .~ . =

© SENSITIVE BUT UNCLASSIFIED
"' SENSITIVE BUT UNCLASSIFIED

.Y "b’lc -



_ December 21, 2005

: b6
Memorandum for| | bIC
Counsel for Intelligence Policy
Office of Intelligence Policy and Review
From: | | .
Deputy General Counsel b6
National Security Law Branch bic
Deputy General Counsel
Investigative Law Branch
Subject: - b1
. (S)
Introduction and Background
This memorandum is submitted in support of the FRI's position that_even thonoh certain

DATE: 10-24-2008 SE
CLASSIFIED BY 60322UC/LP/STR/gig

REASON: 1.4 (C) Page 1 of 7
DECLASSIFY ON: 10-24-2033

ALL INFORMATICN CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

438

i bl



|t

Facts:

bl

A8)

b1

5]

bl

Analysis:

S
Page 2 of ’;



18)

T
Page 3 of 7

b5

bl

15



18)
bl
e
Lewis v. United States, 385 U.S. 206, 211 (1967). In Lewis, the Supreme Court held that where
defendant invited an undercover agent into his home for specific purpose of executing narcotics
transaction, the fact that the agent misrepresented his true identity in order to engage in the
transaction did not violate the Fourth Amendment. 385 U.S. at 210-11.|
b5
b
...... (8)

Paged4 of 7



(s).

(8),

&)

148)

—

gﬂmt
age 5 of 7

bl

bl

b5

bl



S
Page 6 of 7

)

bl

b5



[ 1

Conclusion

©)

S
l;age 7 of ;

bl




Page 1 of 5

Message  SEGRET
From: | |
Sent:  Tuesday, October 11, 2005 11:54 AM  ~
To: ’
Cc:

Subject: RE:

SECRE]
RECORD OIPR FISA

Thanks. | just had a phone conversation with :]went over the below, and he (because of his travel the
agreed to schedule time next week to discuss with

-

====-Or]

if‘mal Message-—- __|

From:

nd move this forward. will keep you posted...

-

Sent 120 AM
To:
Cc: :

Subject;|

SECRET -
RECORD OIPR FISA

| don't see where anything in your e-mail tqh |anq |‘

me and another guy in CCIP

external e-mail.

b6
b7cC

b2
b6
b7C
b7E

bé
b7C

b2
bé
b7C
b7E

bé

ises to the Secret level. 1 think it is fine for b7C

(31, bl
b1
bl
-----Qriginal Message-----
Fromj ] b2
: . b6
| b7C
b7E
) DATE: 10-24-2008 :
ALL INFORMATION CONTAINED CLASSIFIED BY 60322UC/LP/STP/qgig
A HEREIN IS UNCLASSIFIED EXCEPT REASON: 1.4 (C)
9/6/2007 DECLASSIFY ON: 10-24-2033

WHERE SHOWN OTHERWISE



Meésége

9/6/2007

EE@’REE Page 2 of §

SECRET
RECORD QIPR FISA

L1

Please review the below for classification, if i would ideally like to be to send this to CCIPS
via Internet email, today if possible—because is leaving today (Tuesday 10/11) out-of-
country for a week+. Also if you have anything to add to the below, please do so.

" b6
b7C

b5

---=-Original Message----- :
' From:|
Sent: Tuesda ober 24 AM

To |
Subject: RE:|

SECRET
RECORD QIPR FIS

CCIPs cancelled for today: But here's a summary of where we are on this issue:

|called and| Iis we need to reschedule. He will let us know when

B back | fwill also call o let him know the discussions are underway.

b2
b6
b7C
b7E

b6
b7C

b5
b6
b7cC

b5
b6
b7C

48)

bl

bl

(5)

SESREL




Message m : Page 3 of §

48)

bl

f:]thought we ought 1o take the discuss up witDnd if we convince him, then to:] ig c

for a final review.
---—OririnaLMasséaﬁ -----
From: ' |
Sept: Tuesdav. October 04, 2008 9:57 fM
To b2

Ce: | | e
L | b7C
Subject: RE:} ] - bTE
SECRET
RECORD OIPR FISA
I gave Valerie a heads-up that this was happening last week. | { ﬁg
b7C
1 Iwith whom | worked on the descriptions) was also going to
speak with CCIPS and then we were going to raise th tter wit I will give you a b6
call this afterncon after we talk with CCIPS. thanks. I “b7C
----- Original Message--———
Froml ‘
Sent: Monday, October : ]
To: b2
. . bé
g:' ' | | b7cC
= - - b7E
Subject: FW:) | :
SECRET
R OIPR FIS
b6

Should we call a meeting with OIPR on this? How did your discussion go with Valerie - .
Caproni'last week on this topic? :

b2
bTE

b6

-—--Original Message-—-- B7C .
From| J

Sent: Monday, October 03, 2005 12:59 PM

9/6/2007 SESRﬁ



Message m Page 4 of 5
£b2
To | b6
Subject: FW] :g;g
SECRET
RECORD OIPR FISA
b6
b7C
b5
b5
b5
Can you offer guidance on how to respond to this request?
b6
b7C
-----QOriginal Message----- :
From{ |
Sent: Monday, October 03, 2005 10:57 AM b2
Tof ] b6
| [ b7C
Ccg ] b7E
Subject: RE:] |
SECRET
RECORD OIPR FISA
b5

9/6/2007 TEERETL




Message SEBRET Page 5 of 5

b5

b2

'ESIFR_I . b6
b7C

DERIVED ource:
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED $ U ources
DEC

SECRET

OM: i durces
DEC ION E. 1

SECRET
DERI i es
DECLASSIFICATION EXEMPTION-1
SECRET
DE 3 i
DEC TION N 1
SECRET

SEBRE]

9/6/2007



Message SESRH . Page 1 of 10

From: _
Sent:  Wednesday, September 28, 2005 9:09 AM .
To:
Subject: RE: Steganography on| bIA

SECRET/ORCON,NOFORN

1

Here is the written request... | believe | discussed it with you verbally, but here is the written EC for review. This

was one of my first requests upon arrival..

SSA‘ |
Cryptologic an clranic Anarysis Unit

Operational Technology Division

Engineering Research Facility

----vOriainaLMﬁsaae -----
From:

Sent: Wednesday, September 28, 2005 8:58 AM

To: | .
Subject: FW: Steganography on b7A
SECRET//ORCON.NOFOR

RECOR b2

| don't have anything in my files to indicate that | reviewed a request to examine this photograph Did
CEAU get a written request?

;ssw;an; ;eneral Counse!

Science and Technology Law Unit
Office of the General Counsel

I_Ezdmwme:ltigation

-—-Qriginal Message-—=--
From:
Senlk: Wednesdav. September 28, 2000 8:34 AM

b6
b7C

b2
b6
b7cC

b6
b7cC

b2
b6
b7C

b6

To:

| b7c

Cc ]

‘ Subject: RE: Steganography or{ | b7A .

SECRET/ORCONNOFORN ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT

DATE: 10-27-2008 WHERE SHOWN OTHERWISE
CLASSIFIED BY 60322UC/LP/STP/gig

9/6/2007 : REASON: 1.4 (C)
m DECLASSIFY ON: 10-27-2033




Message ' , Page 2 of 10
RECORD[ ] 02

[ IMajor cases = major headaches. No cases = no headaches. You are certainly a fff’ff Eiguer. b6
My response is based on the assumption that you want to obtain access to a computer in to bicC
determine: :

b7D
{8
bl
Cryptologic & tlectronic Analysis Unit
Digitial Evidence Section, Operational Technology Division .
uantico, VA
b2
b6
b7C
----- Criginal Message-----
From:F |
Sent: :25 AM
To .
Cc ,
Subject: RE: Steganography on| | b7A
b6

SECRET/, FORN : N b7C
R 2

With Ia_;_:_[g.gt_,l:esults-b)l:j think it logical to pursue other investigative steps. | can not think  ©1
{ §) ~—ofarything less intrusive at{his point. Getting an arrest warrant may even be considered more
intrusive. Work it out with .

SESRE]

9/6/2007



Message SES'REI' - Page 3 of 10

b2
SSA| | v b6
Cyber Division (CyD), Computer Intrusion Section (CIS), : b7C
CT/Cl ComEuter Intrusion Unit (C3I1U)
S
From: l
Sent: 24 PM b6
To: b7C
Ce: b7D
Subject: FW: Steganography on| | bIA
S_EQRET&LQBQQN.NQ R '
RECOR l b2
Thought you'd be interested in this. It would be really nice if someone {perhaps us?- Cyber
coutd put thel . .
181
{8
g3 | still have not heard back from[____] Icalled ALAT[______ Jup but apparantlD gsc
still have not identified our guy yet. ‘ ,
‘ guy y 18) 5,
{8}

Sént; Mon mber 26, 2 ;05 PM

1 b6
IE| ] b7C

bject: Steganography onl | b7A
RECORD b2

—Ealke

18]

bl

9/6/2007 SESRﬁ



Message

9/6/2007

SEeREE

Page 4 of 10 ‘

Comments welcome. Thank you.

| ]
Tntelligence Analyst
FBIHQ
CTDATQOS I/CONUS IV

S

Sent: 24PM
To: : '
Sub : RE: Possible Threat information '

SECRET//ORCON.NOFORN
RECORD b2

. (U} Let me know how it goes.

-----Original Message-----
From

Sent: Wednesday, September 14, 2005 6:18 PM
To:

48)

bl

b2
b6
b7C

b6
b7C

18)

bl

b6
b7C



Message

- 9/6/2007

SESRET Page 5 of 10
Subject: RE: Possible Threat information
SECRET/ OFORN ‘
RECORD b2
b7A
1 |
intelligence Analyst
FBIHQ .
CTD/TOS I/CONUS IV ‘ig
b7C
-----Orjqinal.Message-z=-c
From N . b6
Sent: :11PM B7C
To '
Su T RE: 1ble Threat information :
SECRET/, OFORN
, ¥
Thanks he EC looks great... | don't see any changes to be made, so go i'GIC
ahead and send it up. | wili proceed with the EC copy that | have.
b2
b7E
b7A
We appreciate the opportunity to assist you in this matter... please don't
hesitate to call if you need anything additional.
SSA, Cryptographic and Electronic Analysis Unit b6
Operational Technology Division b7C
_Engineeri ch Facility b2
-----Original Message---—
From: |
Sent: Wednesdav, Sentember 14, 2005 4:38 PM
To: b6
Subject: RE: Possible Threat information b7c
SECRET/ORCON.NOFORN
RECOR b2
SE&RE: This what you need? It's a draft so suggest changes...



Message M A ‘ Page 6 of 10

Intelligence Analyst

FBIHQ
CTD/ATOS ICONUS IV b6
, b7C
b2
|
005 11:11 AM b6
b7cC

Subject: RE: Possible Threat information

%%EE% l IE%QEQBN
RECORD b2

b2
b6
b1C
b7A

SSA, Cryptographic and Electronic Analysis Unit i
Operational Technology Division b6

Enagineering Research Facility b7C
N VT £SSAQEm=n=
From;l I

Seni: 5 10:48 AM
To: B
Subject: FW: Possible Threat information

CRET/,
RECORD b2

SSA| ]

Cryptologic & Electronic Analysis Unit

Digitiat Evidence Section, Operational Technology Division

Quantico, VA b2
b6

b7C

E . secure voice

9/6/2007



Message

9/6/2007

SEeRel

bé
b7C

Page 7 of 10

b2

[ lsecurefox
Ol Bessanes |
From:| i bo

Sent: Tuesday, September 13, 2005 5:42 PM pie
To:

Cc: _

Subject: FW: Possible Threat information

SECRET/, (o] -

RECO b2

b6

It came up today but { didn't have the answer: any chance b7C
of searching for steganography, etc? Thanks.

Intelligence Knal;st

FBIHQ b2
CTDATOS VCONUS IV be
X b7C

——Oridi ———
From: .
Sent: : b6

To: | »c

Cc 1

Subject: FW: Possible Threat information

SECRET! FORN
RECORD b2
b1
] T "5}
b2
b7E -
b7A
lege—ncevmaw'lt
FBIHQ
CTD/ITOS I/CONUS IV
LX-1 ‘
b2
b6
b7C




Message -

9/6/2007

SESRET

Page 8 of 10

cc:[ ' |

b6
b7C

Subject: Possible Threat information

CRET//ORCON.NOFORN
RECORD b2

Al b2
: b7E

is the threat information that wai\iwl:% b7A
The case file fof ‘ Jis e

bl

. 18
| This

:.axew_l isc :

bl
b6
b7C

: i i 1/CONUS 4 SSA b6
for dissemination of BIC
reat Information 10 Caphol Police.

Following is the posting:




Message M Page 9 of 10

':L . M. bl F -_-. ALl OFf) .l_:

dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTIC

SECRET//ORCON,NOFORN

DERIVED FROM: G-3 FBI Clagsification Guide G

dated 1/9 preign Counterjntelligence Investigations
DECLASSIFICATION EXEMPTION 1 :
SECRET//ORCON,NOFOR

D RI ED FROM: G-3 FE lCIaSSIﬂ ation Guide

preian r B l..:l;l BS g.. ons
DE LASSlFlCATION E PTION
SECRET//ORCON,NOFORN

Bl Class flcatlo Guide G-3
dated 1 m l'ICO' igence Investigations
DECLAS CATION EMPTION 1
SECRET//ORGON.NOFORN

DERlVEDFMFB Classification Guide G-3, dated 1/9
Foreign Countefintelligence Investigations

L v .’.M'. MPTION 1

RET//ORGON,NOFGRN

DERIVED FROM/G-3 FB CIassuf' ation Guide G-3, dated 1/97
Foreign Countefintelligence Investigations
DECLASSIFICA m

SECRET//ORCON NOFORN

DERIVED FROM G icati 2\G-3, dated 1/97, Foreign

SECRET//ORGON,NOFORN

DERIVED FROM/G-3 FBI Classification Guide G-3, dated 1J97, Foreign
Counterintelligehce Investigations
DECLASSIFICATION EXEMPTION 1

SESRER RET/ORGON,NOFORN

o

9/6/2007



Message M ‘ ' _ Page 10 of 10

- DERIVED FROM: G-3 FBI Classification Guide dated 1/¢ preig

Counterlntelligence Investigations
DECLA TION EXEMPTION

SECRET//ORCON.NOFORN

DE RIVEDFRO G-3FBICIassaf| Ation Guide G-3, dated 1/97, Foreign

assification Guide G-3, dated 1/97, Foreign-
ations

DECLASSIFY ON: 203009
~ SECRET/ORCON,NOFQRN

DERIVED FROM: G-3 F

Investigations '
DECLA FY ON: 20300926

SECRET//ORCON,NOFORN

lagsification Guide dated 1/97, Foreign Counterintelligence

DERIVED FROM: G-3 FBY Class

investigations
D A ON:

on Guide G-3, dated 1/97, Foreign ng' ugg[irltelligence‘

DERIVED FROM:
Investigations

ide G-3, dated 1/97, Foreign Counterintelligence

DERIVED FROM: G-3 FE ssification Guide dated 197, Foreign Counterintelligence Investigations
DECLASSIFY Q 2300926
SECRET//ORGON.NOFORN

- 9/6/2007



(Rev. 01-31-2003) ‘ v
SECRET/ORCON/NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date:'{Q9/14/2005.m
To: Operational Technology Attn: CEAI
Phoenix Attn: SSA
SA b6
SA b7cC

From: Counterterrorism

ITOS I/CONUS 1V/Team 16
Contact: IA | |

: b6
‘- Approved By: : b1c
m Déﬁfteg By: | Jajm
'""‘~~--...,,,c§.‘se ID #2286 | . (Pending) b2
Titlef“w3§<: l -
8).
o bl
09/14/2030 .
b6
(U)-Reference:- p&] Electronic mail communication between SSA [:::::]. b7cC
| jssa and IA on 09/14/2005.
Administrative: |
(
© b1
BIA
b6
m---Enclosuzre{s)-: 8L | ] b7c
l I
SECRET/ORCON/NOFORN

DATE: 10-27-2008

CLASSIFIED BY 60322UC/LP/3TP/giyg
REA3ON: 1.4 (C)

DECLASSIFY 0N: 10-27-2033

&L1 INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE



To:
Re:

SECRET/ORCON/NOFORN

09/14/2005 b2

?g%fational Technology From: Counterterrorism
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Message

Page 1 of 9

From: | ]
Sent:

To: -
Ce:

Wednesday, August 24, 2005 1:14 PM

b6

b7C

Subject: RE{ |

NON-RECORD

b2
b7

E

%

a conference call or VTC with
ould we do that some afterncon?

group describing the tool and its application would be educational. b6

b7C

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRICR
OGC APPROVAL. '

Associate General Counsel - Unit Chief

Science & Technology Law Unit
Engineering Research Facility

~—--Original Message-----
From{ 1

To:

Sent: Wednesday, August 24, 2003 12:51 PM]

b2

b7C

b6

Cc

b7C

|
ject: RE] |

ENSITIVE BUT UNC IFiE
NON-RECORD

b2
b7E

I still think that use off:_::is consensual monitoring without need for process; in my mind, no
different than sitting in a chat room and tracking participants' on/off times, or for that matter sitting on P2P
networks and finding out who is offering KP. That said, | wilt try to contort my mind into a different position
if you still think otherwise.

9/6/2007

----- Original Message--——--
From:i [
Sent: Tuesday, August 23, 20 :

ALL INFORMATION CONTATHED
HEREIN IS UNCLASSIFIED
DATE 10-27-2008 BY 60322UC/LP/STP/gig

b2
bTE




Message %&Rﬁr Page 1 of 8

be
b7C
From: | |
Sent: ~ Wednesday, August 24, 2005 12:51 PM
To: | ' | | b6
Cc: b7C
Subject: RE| |
E IVE BUT B b2
NON-R RD b7E
| still think that use ol:;is consensual monitoring without need for process; in my mind, no different
than sitting in a chat room and tracking participants' on/off times; or for that matter sitting on P2P networks and
finding out whe is offering KP. That said, I will try to contort my mind into a different position if you stili think
otherwise.
----brifinai Message——-
From: !
Sent: Tuesday, August 23, 2005 6:59 PM b6
To ] | b7C
Cc |
Subject: RE:| | 02
b7E
SENSITIVE BUT QNEQﬁlEIéD
NON-RECORD
b5

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT
PRIOR OGC APPROVAL

| ]

Associate General Counsel - Unit Chief

b2

DATE: 12-16-2008 b7C
CLASSIFIED BY 40322UC/LP/STP/gjg

REASON: 1.4 (C)

ECLASSIFY ON: 12-16-2033

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

9/6/2007 SESRQ WHERE SHOWN OTHERVISE




Message

9/6/2007

SESRET ' ‘ Page 2 of 8

-----Original Message-—--

From | b6

Sent: Tuesday, Auqust 23, 2005 12:15 PM ) b7C

To: |

Cc:

Subject: RE:| | b2
b7E

SENSITIVE

NON-RECORD

bo
b7¢C
Thanks for filling me in. I surely agree that the OTD/CyD tool development issue needs to be
squarely addressed by the Divisions for this and every other reason. To the extent MIOG already
covers it, and the Divisions agree, all the better. The good news is that I have reason to believe
that STAS Is going to discuss this with OTD. If they don't please let me know.
b5
b6
b7C
b2
b7E
SENSITIVE BUT QNMED
NON-RECORD
As you can see below, CEAU got hot over STAS involvement in the development ofa
coliection to 3
observation.
b2
b7E
ps when did you get back to your office? Will you be in this aﬂernoon'? | need to speak to
you about a matter that may be of interest to you.
" b6
b7C




Message SB&R&' ~ Page 3 of 8

Assistant General Counsel
Science and Technology Law Unit
Office of the General Coqnsgl

-----0Original Message-----

From: _
Sent: Tuesday, August 23, 2005 10:18 AM o8
To | pic
Subject: RE} | b2
b7E
SE uTt
NON-RECORD
Per MIOG, tecrnmmmmmmmmmmummemeummn_] |
mission area. b2
bTE
(8) J0 CO— e o1
1 r‘b"ﬂﬁ—rﬁl_—ooo fin the nypocrasy of it an.
{3)
b2
b7E
Look forward to STAS sending the tool to OTD for control and deployment when requested
by the field. Not bad when we can expand our technical collection tool box without having
to expend any OTD resources. Sounds like this particular unit of STAS, or at least the
human and financial resources involved with developing technical collection products, needs
to be re-assigned to OTD.
In closing and to re-iterate - this situation needs to be addressed as soon as possibie.
SSAl |
Cryptologic & Electronic Analysis Unit
Digitial Evidence Section, Operational Technology Division
Quantico, VA
b2
b6
b7C
-----Original Mes m——
From: _
Sent: Monday, August 22, TSUPM_ : b6
To :I_X_Q__ 1 B7C
Subject: FW:[ I b2
b7E
SENSITIV

NON-RECORD -

9/6/2007

SEERET



Message

9/6/2007

SEeREL

Page 4 of 8

Forwarded for your information. You'll need to start at the bottom and work up. s this
new information?

;SS:IS;GO; ;eneral Counsel

Science and Technology Law Unit

Office of the General Counsel :}22 c
Federa! Bureau of !nvestiglation iJC>2
——-Qriginal Messagqe---—--
From: |
Sent: Mondav, August 22, 2005 11:12 AM
To. b6 ‘
b7¢C
ubject: RE:{ |
W@Q
NON-RECORD
b2
b7E
b6
----- Original Message——-
From{
Sent: Monday, August 22, 2005 11:04 AM b6
To:| ] b7C
Ce: |
Subject: RE b2
i b7E
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Answers -
b2
bTE



Message

9/6/2007

<

Page Sof 8
Let me know if | can answer any more questions on this.
b6

ssA| BIC
Cyber Operations Deployment Unit
Special Technologies and Applications Section b2

b6

b7cC

-----Original Message---—
From:i |
Senrﬂmmwmm
To:

b6
Cc: b7C

Subject: RE: b2
b7E

SENSTIVERUT URCTASSIERD

Thanks for the question. Let me just
confirm a couple of things:

b2
b7E

1 bs

b7C

-----0ririnaLMa:una~
From: |
Sent: Friday, August 19, 2005 11:25 AM
. To ] .
SubfecE '
U H b2
I__' b7E
S| Ut
NON-RECORD b6
b7C




Message

9/6/2007

/S‘EQ<ET ' :  Page 60f 8

I:lasked me to request a written
opinion from OGC regarding legal
authority required to use a recently
developed tool. | |

Please let me know what additional

m information you need.

be
b7C

b2
bTE

b2
b7E

b2
b7E

b2
b7E




Message - M ' Page 7 of 8

Thanks for your help,

SS .
Cyb 1 : ment pni! . b6

b7cC
b2

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BU ASSIFIED

SENSITIVE BUT UNGLASSIFIED

SENSITIVE BUT UNCLA

SENSITIVE BUT UNCL ASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SESRET.

9/6/2007
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SENSITIVE BUT UNCLABSIEIED

9/6/2007



Message ) . ‘ Page 1 of 2

| ‘ Y

From: | :
b7C

Sent: __Wednesday, April 06 2005 4:45 PM
To:
Subject: RE: Follow-up; FW: Heads-up on possibly important FISA matter

SENSITIV| UNCLA IE
NON-RECORD

Wow.
OK, Thanks. Keep me apprised.

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR
OGC APPROVAL _ o

- Assoclate General Counsel - Unit Chief
Science & Technology Law Unit , _
Engineering Research Facility fgg

b7cC

: : b6
To:] ' b7C
Subject: Follow-up: FW: Heads-up on possibly important FISA matter

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

According to the case agent this will continue to run as a criminal investigation.

;SSIS;ant ;eneral Counsel

Science and Technology Law Unit b2
Office of the General Counsel b6

Feder, igation ' : b7c
Phon ’
Fax

-----Original Message--—-

From: |
Sent: Wednesda i 25 PM
Subject: Heads-up on possibly important FISA matter

ALL INFORMATION CONTATNED
9/6/2007 HEREIN IS UNCLASSIFIED
DATE 10-27-2008 BY 60322UC/LP/3TP/gig




_ Message | Page 2 of 2

SENSITIVE BUT UNCLASSIFIED
NON-RECORD
beé
b7C
| extracted the following from my daily work log (today) for your information. It could become important so
heads-up:
"Discussion with case agent, AT, régarding request for use of IPAV.|
b7A
b2
b7E
Assistant General Counsel
Science and Technology Law Unit ) ) ) b2
Office of the General Counsel : b6
Federal Bureau of Investigation ' ‘ b7¢

Pho
Fax T
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED -

SENSITIVE BUT UNCLASSIFIED

9/6/2007
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Message M Page 1 of 3

b6
b7C

From: | |
Sent: :Wednesday, March 02, 2005 6:07 PM | ‘
To: l ] }; sc
Ce: | I

) __.,.,“..Subject:k.RE:.vN ReCase] ]

b2
SECRET ; .
RECORD , : b6
' b7C

Dandl [if possible | would like to discuss this matter with you. Also, we probably should get
involved (in addition t sincq how is responsible for NSLB tech issues.

b7A
b2
b7E

Those are my thoughts. Interesting stuffl
. b6

| . - bTC
—1

—---Original Message--—--

From: b6

Sent: IC 2 : : :

To: | ] b7C
Cc: — |

Uy Subject.ng,&)\Re Case #| |

SECRET b2
RECORD|

FY1

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT
PRIOR OGC APPROVAL '
DATE: 10-24-2008
L I CLASSIFIED BY 60322UC/LP/3TP/gigy
REASON: 1.4 (C)
DECLASSIFY- ON: 10-24-

: Z03%11 INFORMATION CONTAINED
9/6/2007 ' HEREIN I3 UNCLASSIFIED EXCEPT
M . WHERE $HOWN OTHERWISE



Message ‘SEGRE\T/ ‘ Page 2 of 3.

Associate General Counsel - Unit Chief
‘Science & Technology Law Unit

b6
b7C
b2
—e-Original Message - .
From
Sent; Tuesday, March 01, :
: To: | 1 ‘
Ce: ] | b6
{1 - SUDJECET (BY RE Case ¥ | I . R7C
SECRET b2
RECORD | b6
b7C
| received my copy of EC cited above on Friday but haven't had a chance before this to get an email
W’ i 21 | b2
] While 17g
the Title of the case ii fher i i i i at this is
anything but a genera or possible use in th Since b6
our meeting in McClean, the agent here, S who drafted the proposal), has not b7C

received any more information from CTD or even any phone calls. We're not sure if this

investigation is continuing or not. I'm assuming ﬁntil told otherwise that this is a general plan for use

The EC asks OGC (NSLB and STLU} to evaluate the proposal regarding legal concems...here is
what | know about the proposal:

A8

bl

5)

bl

9/6/2007



.Message M | Page 3 of 3

bl
(8}
8]
< bl
A18)
S
Sorry for rambling, lots on my mind, but | wanted to tell you the rest of the story so that the EC might
make more sense to you. Please let me know your thoughts. If we need to get together itis
possible.
b6
b7C

SECRET

9/6/2007



Message W ' : Page 1 of 6

b6
b7C
From: l | e
Sent:  Tuesday, March 01, 2005 8:27 AM BIC
To: | |

Subject: FISA Definitions

B s

----~OTiainaI.Mm : ‘

From I b6
Sent: Monday, February 28, 2005 11:56 AM b7C
To

Subject: FW: Court comments on technique submission

=
‘:Rscongys |
[ ] | s

I received this from Mr. DiClemente. . b7C
1

-—---Original Message----- .

From: DICLEMENTE, ANTHONY P. (ITD) (FBI) b6

Sern.MmdaLEehmamza_zmuuu.rM bIC
To ‘

Subject: FW: Court comments on technique submission

EECOEI'D 315
;;ac;egi is the latest copy | have. b6

b7C

Anthony P. DiClemente
Chief, Digital Evidence Section

Investigative Technology Division ‘ b2

----- Original Message-—--
From:

_ I
Sent: Monday, December 06, 2004 11:34 AM

To: E% | b6
| DICLEMENTE, ANTHONY 17c
P. (11D) (FBI) - DATE: 10-24-2008

Ce: | ~
< - .. CLASSIFIED BY 60322UC/LP/STP/gjy
Subject: RE: Court comments on technique submission  prsson. 1.4 (c;

DECLASSIFY ON: 10-24-2033

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
9/6/2007 WHERE SHOWN OTHERWISE



Message' M : Page 2 of 6

SECRET
RECORD 315

| wasn't sure if you ha fecei jis yet. 1 will be out of the office this afternoon, but will be back in b6
omatrow morning. Thanks. ‘ b7cC

—---Original Message--—-
From:l

Sent: . 12:20 PM

Torx._‘nmmmm.zom | bs
. b7C
DICCEMENTE, ANTHONY P. (TTD) (FBI

Cc

Subject: RE: Court comments on technique submission

SECRET
RECORD 315

techniques affidavit that you all discussed with the Court. Unfortunately, is out until Monday, p7c
so in order that we may all be working off the same sheet of music, woul o kind to forward to the
group a copy of the document that generated the below comments.

-—---Original Message——-
From:| ] v
Sent: Thursday, December 02, 2004 §:20 AM
L(_'.: | b6
; DICLEMENTE, ANTHONY P. (ITD) (FBI)

| ] bic

As | begin to work through this comrﬁents it became apparent that | don'mpy of the actual b6

Subject: FW: Court comments on technique submission

SECRET
RECORD 315

Would you all take a look at these comments from the FISC (you can ignore numbers 1 and 9) and

let me know your thoughts on them? | will be back in the office on Monday. We are still tryingfo b6
have these filed by next week. If there are questions be answered the way the Courtis b7C
suggesting, please let me know that as well. Thanks.@ :

P e —

Sent; r 01, 2004 6:56 PM . '

b6
To: b7C
Cc:

Subject: Court comments on technique submission

SECRET
RECORD 315

%*and | have met with the Court and got their comments and suggestions on the technique bé
t. Although the comments were numerous, many of these things should be able to be bIC
answered fairly easily: -

9/6/2007 M -
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Page 3 of 6

9/6/2007 - @&Rﬁ/

18)

bl
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it

bl

9/6/2007




. Message M ‘ Page 5 of 6

bl

Thanks again for all your help with these!

DERIVED FROM: Single Source Document

DECLASSIFICATION EXEMPTION 1
SECRET

9/6/2007
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, v'is)? .
. Set Lead 1._ (Actzon)

INVESTIGATIVE TECHNOLOGY e
' AT QUANTICO, VA {LABORATORY)

bl

. b2
.. . b6
BRI /e

*:.set"réad‘z. (Actlon)

CYBER‘
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”;1Si¢i . 08 A requast i's made for the Gyber Division, Cyber. SN
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‘ o S > A request is made for the Natlonal Securlty Law

.. Branch (NSLB), Counterterrorism Unit to evaluate the proposal
outlined in this communication. and prov1de guidance: -and
‘suggestions regardlng the legal concerns inherent: in the-
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to SSA i o L ‘ b2
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