
(Rev. 01-31-2003) ñ¡CKAC>€ Copy 
FEDERAL BUREAU OF INVESTIGATION 

£ <\ 

Precedence: ROUTINE Date: 09/05/2007 
To: Records Management Attn: I I 

RIDS/WPU/Winchester Site 2, GR N23 
Prom: Office Special Technology 

Special Technologies and Applications Office 
Contact: | | b6 

b7C 
Approved By: I 7/jS A L L I H F 0 M I T I 0 W CONTAIÎIED* " 

I W R / HERE IH IS UNCLASSIFIED 
DATE 08-05-2008 BY 60322uclp/stp/i:ds 

Drafted By: I I:wig , 
Case ID #: 190-HQ-C1547903 (Pending) j Ç&n Jl ̂ i'7* 

Title: FREEDOM OF INFORMATION ACT 
REQUEST FROM WIRED NEWS 
ELECTRONIC FRONTIER AND 
CNET NETWORKS• 

Synopsis: To advise Records Management of results of the Special 
Technologies' and Applications Office (STAO) search for responsive 
documents pertaining o-to the Computer and Internet Protocol 
Address Verifier (CIPAV)tool pursuant to captioned Freedom of 
Information Act- (FÖIA).- request. • 
Reference: 190-HQ-CÌ547903 Serial 49 
Enclosure(s): Enclosed under separate cover for Records 
Management are: one (1) compact disk containing an electronic 
copy of "Magic Quadrant for Information Access Technology." and.. 
(1) packet of all STAO IAU held CIPAV tool materials. 
Details : ^Pursuant to Records Management request detailed in 
referenced communication, STAO canvassed all unit personnel for 
any and all documentation, correspondence, and materials 
concerning the CIPAV tool. The response was negative for all 
STAO entities with the exception of the Investigative Analysis 
Unit (IAU). IAU has provided copies of all unit résident 
information concerning the CIPAV tool. The requested information 
has been forwarded under separate cover to Records Management. 

Inasmuch as the Records Management request for a search 
for any and all CIPAV materials was conducted, with the resultant 
materials forwarded to OTD, STAO considers the matter satisfied 
and the lead covered. 

\)JL«LÏ 



To: ?? From: Office Special Technology-
Re: 190-HQ-C1547903, 09/05/200'7 

LEAD(s): 
Set Lead 1: (Info) 

RECORDS MANAGEMENT 
AT RIDS/WPU/WINCHESTER SITE 2, GR N23 
Read and Clear. 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 
To: Cyber 

ROUTINE Date: 05/25/2007 
Attn: SSA 

Cincinnati 
Indianapolis 

Las Vegas 
From: OFFICE SPECIAL TECHNOLOGY 

STAO/STOU 
Contact : 

C3IU-2 
SA | 
Evansville RA 
TFO | 
SAI 
SA 

b6 
b7C 

SSA 
Improved By: 

Drafted By: 
Case ID #: 

h j b 
I (Pending) 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 08-05-2008 BY 60322uclp/stp/Eds 

be 
hie 

hi A 

Title: CIPAY DEPLOYMENT; 
COMPUTER INTRUSION - CRIMINAL MATTERS 

Synopsis: To forward results of analysis and to cover lead. 
b7A 

Reference: 
N 1 

Enclosure(s): Final report of findings dated May 23, 2007. 
~ i requested that STAO Details : The referenced £ 

analyze | 

Previous analysis of CIPAV data resulted in the 
b2 
b7E 
b7A 



To: Cvher From: OFFTCF, SPECIAL TECHNOLOGY 
Re: | | 05/25/2007 

\ 

b7A 

b2 
hlE 
hi A 

Enclosed is a final report of findings. This report 
supercedes any preliminary reports that were provided 
electronically/telephonically prior to the publication of the final 
report. Please note that the final page of the report 
includes a customer satisfaction survey and that, time 
permitting, STAO/STOU would appreciate candid feedback in 
order to ensure the satisfaction of its customers. 

STOU considers this lead covered. 
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To: Cvber From: OFFICE SPECIAL TECHNOLOGY 
Re: I I 05/25/2007 b7A 

LEAD (s) : 
Set Lead 1: (Info) 

CYBER 
AT WASHINGTON, DC 
Read and Clear. 

Set Lead 2 : (Action) 
CINCINNATI 

AT CINCINNATI, OHIO 
Read and Clear. 

Set Lead 3: (Info) 
LAS VEGAS 

AT LAS VEGAS. NEVADA 
Read and Clear. 

Set Lead .4P: (Info) 
INDIANAPOLIS 

AT EVANSVILLE. INDIANA 
Read and Clear. 

2 



l o S ) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

UNCtASStf^lEP 
NOM<fflEC&RD~ 

l(CiHFBI) 
Tiifffiflav Marnh ?7 ?f)Q7 9:50 AM 

frOSl (FBI) 
rosKFBiv 

I i/cnrFRh 
RE 

IC l i iEB I ) 

b6 
blC 

3 
J( ci) (FBI); 

(S) bl 
b2 
b7E 

Sounds good. 

d H 

SA 

—Original Message— 
From: I 
Sent: Monday. March 26. 2007 3:22 PM 

•(OS) (FBI) 

To: 
Cc: 
Subject: 

là) (rei) _ 
rnsvFRTìr 

UNÒbASgÌFIED 
NONfrEfrORtT 

H i C Z l 

(S) 
DATE: 08-21-2008 
CLASSIFIED BY 60322uclp/stp/rds 
REASON: 1.4 (c) b6 
DECLASSIFY 0U: 08-21-2033 b7C 

3(a) (FBI)£ ](CI) (FBI); I 33XFBI) 

( s > ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
TJJHERE SHOOT OTHERWISE 

bl 
b2 
b7E 

(SI 

More soon - just wanted to let you know we're on it. 

K 

UNCLASSiflED 



ÌOS) (FBI) 

From: I l(CyD) (CON) b 6 
Sent: Thursday Marrh ?q ?0p71:27 PM b7C 

(OS) (FBI) To: 
Subject: RE: New soft copy of pgh EC 

sábRáV 
RECORD 62F-HQ-C1511346-H 3 DECLASSIFIED BY 60322uclp/stp/rds 

OH 08-21-2008 
EC uploaded serial 66 

VR, 
I I 
Management Assistant b 7 c 

Special Technologies Operations Unit T 
The information in this report is for lead purposes only and may not be used as the basis for any criminal legal process, 
including, but not limited to, subpoenas, affidavits/warrants, grand jury presentation, motion hearings, defense discovery or 
trial. No part of this report may be disclosed to any third party without the express written consent of FBI/ST AS. For 
assistance in alternative methods to enable use of this information in a criminal legal process, please contact ST AS atl 

—Original Message— 
From: I IfOS) (FBI) 
Sent: Wednesday, March 28,2007 3:00 PM 
To: | iCyO) (CON) b 7 C 

Subject: New soft copy of pgh EC 

SEfe^ET 

RECORD 62F-HQ-C1511346-H 

« File: EC to cover lead in RFA 1151 and RFA 1236.wpd » 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations DECLASSIFICATION EXEMPTION 1 SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SEfegET 

2 



UNCfcASStFIE FIEP 
-7* 

liOS) (FBI) 

J 
](CI) (FBI) 

Tuesday. March|27. 2007 6:32 AM 
I KOS) (FBI) 

From: 
Sent: 
To: 
Subject: 

UNCbiSfiFlEP 
NOW^RECORP" 

Dear| | 

Thanks for your analysis'. I look forward to the finished product. 

b6 
b7C 

](S) 

DATE: 08-21-2003 
CLASSIFIED BY 60322uclp/stp/rds 
REASON: 1.4 (c) 
DECLASSIFY ON: 08-21-2033 bl 

Best wishes, 

SAI" 3 
Desk 
Nextel 
Direct r-.nnner.t 

b6 
b7C 

—Original Message— 
From: [ 
Sent: 
To: 
Cc: 
Subject: 

los) (FBI) Monday. March 26- 2007 3:22 PM 
-___kOLLfBI) 

r0S)(FBI):r 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b6 
b7C 

la) (FBI);[ Ja) (FBI);[ jaxFBi) 

UNCLASSIFIED 
NOKT-RECORP" 

Hil I 

(S) 

bl 
b2 , 
b7E 

(S) 

More soon - just wanted to let you know we're on it. 



From: 
Sent: 
To: 

Subject: 

UNCLASSIFIED 
NON-RECORD 

Just to update everyone on my follow-up actions after the conference call. 
After a few conference meetings withT 

h 2 
hi E 

h 6 
hic 

SA ALI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 08-21-2008 BY 60322uclp/stpA<is 

UNCLASSIFIED 

(OS) (FBI) 

From: 
Sent: 
To: 

Subject: 

1(CI) (FBI) 
t-riday, MarchUZ72007 8:40 AM 

10S)(FBI)f 

CfflllI 
|(cn (FBI)j 

IfMW) (FBI);L 
FBÏÏT" p 

I l(OTD)(FBI);[ 

1(OS) (FBI);f 
tòlWFRhl R 

iCvD) (FBI);I 
KCIUFBIV 

(FBI 
FW: 

](CI) (FBI);|_ 
SUSHI! 

OTD) 
h2 
hlE 

UNCLASSIFIED 
NON-RECORD 

An additional document for the conference all is posted below (at the bottom). 

RAl 
Desk 
Nextel 
Direct connect 

b6 
hlC 



—Original Message— 
From: | 
Sent: Friday. 
To: I 
Subject: FW: 

KIP) (FBI) 
March 02. 2007 8:39 AM 

IfCIi (FBI) 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

b2 
b7E 

Here it is. 

—Original Mi 
From: 
Sent: 
To: 
Cc: 
Subject: 

•(IP) (FBI) 
Thursday. March 01. 2007 2:22 PM 

klP) (FBI) 

b6 
b7C 

lCI)(FBI) b2 
b7E 

UNCLASSIFIED 
NON-RECORD 

The lead isf |. It's in your lead box now. Attached is[ 
the original 302 to you, so you can package it up with your final product for CI. 

I I Our investigation takes us to Evansville RA. I've reassigned the lead. 

]302. I'm routing 
hi A 
b6 
b7C 

060dd01.302 (12 
KB) 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

7 



(OS) (FBI) •b6 • 
b7C From: 

Sent: 
To: 

Subject: 

Importance: 

](CI) (FBI) 
Friday. March 02. 2007 8:29 AM 

ÎQSÏÏFBDif MtTlä 
ffivD) ÎFRIJL naMU KCl) (FBDl 

rr.vm ÎFRM 

i os i iEBüC 
Icï Ï ÏFBh 

KOTD) (FBI); 
(FBI) 

RE: Web Bug Analysis Conference Call 

High 

]<6l) (FBl);[_ 
l (CI)(FBI)f 

JÖTD) 

UNCLASSIFIED 
NON-RECORD 

daytonbeachreport 
.doc (190 KB)... 

AIL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 08-21-2008 BY 60322uclp/stp/r!is 

The Hague's 038mpe01.ec.wpd 
Analysis (14 KB) (27 KB) 

Dear Conference Call Participants, 

Here are some documents for your review before we begin the conference call. Conference call information is posted 
below. 

Desk 
Nextel 
Dirent mnnw-t 

—Original Messaoe-
](IR)(FBI) From: [_ 

Sent: , Thursday, March,oi, 2007 6:Q4Pm 
TO: I rcn ffg{);[ m r L A ) (FBI);[ O ) (FBI);I 

JCyD) rm (FBni JÖTß) (FBI)F 
Subject: RE: Web Bug Analysis Conference CaF 
Importance: High 

UNCLASSIFIED 
NON-RECORD 

SACZD 

liMEBI)! 51) J 
iOXHÜI 

to (FBI);[ 
fCnfFBIV HO DÌV13 SIOC 

yMW)(FBÏÏT 
ICI) (FBI)I 

h 6 
hlC 

tOTD) (FBI) 

h 6 
blC 

" H A ) (FBI); 
ICYD) (FBI); 

I C I ) (FBI); 

b6 
b7C 

Your call was scheduled as requested. To access the conference system, diali 
enter your pin code I I Your parties may begin dialing in as early as 9:45 AM (EST) on 3/2/07. 

]wh en prompted, 



If you have any questions, please call SIOC al or e-mail SIOC at HQ_DIV13_SIOC. 

SIOC" 
h 6 
hlC 

—Original Message— 
From 
Ser 
To: 

Jrigi 
A JCI) (FBI) 

Sent: THursdav. March 01. 2007 5:48 PM 
ros^FBn~ 

J ) : ! " 
O C y D ) (FBIjJ_ 

IGilltelffl 
1(OS) (FBI);[ 

(OTD) (FBI),f 
nfer Subject: Web Bug Analysis Conference Call 

Importance: High 

UNCLASSIFIED 
NON-RECORD 

}MW) fFBDi 
ImiFBI); 

:a)(FBI); HQ_Divl3_SIOCf 
:a) (FBI); I KOTB) (FBI) 

¿ W i e JCyDl , 
J a ) (FBI){_ 

l O L 

Dear SIOC, 

Cincinnati requests a conference call for 12 participants tommorow (3/2/2007) at 10:00 a.m. EST. The 
Point of Contact is SAI tsee below). The purpose of the conference call isj 

I I Please respond to aH with the conference number and PIN. 

Best wishes, 

Desk 
Nextel 
Dirprt rnrinpnt 

b2 
b7E 
b6 
b7C 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

Sorry| | 

(OS) (FBI) 

](OS)(FBI) 
Tuesday. February 27. 2007 4:39 PM 

I [CyD) (CON);[ 
RE: Approve and forward 

](OS)(FBI) 

be 
bic 

ALL IHFORHATION CONTAINED 
HEREIH IS UHCLASSIFIED 
DATE 08-21-2008 BY 60322uclp/stp/rds 

I didn't realize the attachment wouldn't forward. Here it is. It should be opened with WP. If you have any troubles let me 
know and I will print a copy for you. 

CZH 
m 

1 (11 KB) 

b7A 

—Original Message— 
From: | KCyD) (CON) 
Sent: Tuesday, February 27,2007 4:25 PM 
To: I rOS) (FBI):! IfOSWFBO 
Subject: RE: Approve and forward 

UNCLASSIFIED 
NON-RECORD 

I can't open, read, or print it. Can anyone make me a hardcopy of this? 

—Original Message— 
From: I IfOS) (FBI) 
Sent: Tuesday, February 27, 2007 3:24 PM 

ICIMFBI) 
tOSifFBn:! revD) (CON) To: 

Cc: 
Subject: FW: Approve and forward b 6 

b7C 
UNCLASSIFIED 
NON-RECORD 

Hi Guys, 

I just got this in regarding the CI case. Can you take a look at the info I I sent? I think you should have copies of 
the info I sent to CI when you were out. Feel free to check with| [regarding the findings in his reports if 
you need to. 

—original Messaae-
From: I l(Cn (FBI) 
Sent: Tuesday, February 27,2007 2:23 PM 
To: | IPS) (FBI) 
Subject: FW: Approve and forward 

12 



UNCLASSIFIED 
NON-RECORD 

Pearl I 

Please review the information we received from Legat Brussels and tell me what you think. 

Best wishes, 

SAL I 
Desk 
Nextel 
Direct connect 

—Original Message— 
From: | |[BL) (FBI) f 6 

Sent: Tuesday. February 77.2007 11:42 AM b 7 c 

To: 1 ' 
Cc: | 
Subject: FW: Approve and forward 

UNCLASSIFIED 
NON-RECORD 

J L . „ 
JBL) (FBI);| |(CI) (FBI) 
ÎBL) (FBI) 

fyi b6 
blC 

| [• Please upload and clear Serial 301 lead 

' Legat Brussels 
(Belgium, Netherlands, Luxembourg, 
NATO. European Union) 

O: 
C: 

From: | l(BL)(FBI) b 6 
Sent: Tuesday, February 27, 2007 4:15 PM , 7 r 
To: | KBL) (FBI) 
Subject: Approve ana forward 

UNCLASSIFIED 
NON-RECORD 

Can you forward to| land SAl I if you approve of this 

Filej |> 

This clears ou£ 

« Filed I » b 7 A 

Aivd meeting tonight is a go so I am out of here 

UNCLASSIFIED 

13 



UNCLASSIFIED 

UNCLASSIFIED 

22LSSL 
From: 
Sent: 
To: 
Subject: 

]ci ) (FBI) 
Tuesday. February 27. 2007 2:23 PM 

^ J O S ) (FBI) 

b6 
b7C 

FW: Approve and forward 

UNCLASSIFIED 
NON-RECORD 

Dear 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 08-21-2008 BY 60322uclp/stp/rds 

Please review the information we received from Legat Brussels and tell me what you think. 

Best wishes, 

Desk 
Nextel 
Direct connect 

•b6 
b7C 

—Original Mi 
From: 
Sent: 
To: 
Cc: 
Subject: 

H (BL) (FBI) 
Tuesday. February ?7r 2007 11:42 AM 
_ _ _ _ _ ~ 1 ( B L ) (FBI) j 

JCBL) (FBI) 
FW: Approve and forward 

UNCLASSIFIED 
NON-RECORD 

| | Please upload and clear Serial 301 lead. 

I I f* 
] 

Legat Brussels 
(Belgium, Netherlands, Luxembourg, 
NATO. European Union) 

O: 
C: 

](Ci) (FBI) 

h 6 
blC 

h 6 
blC 

From: 
Sent: 
To: 
Subject: 

(BL) (FBI) 
TnecHav Fehniarv 77 2007 4:15 PM 

I KBL) (FBI) 
Approve and forward 

UNCLASSIFIED 
NON-RECORD 

:b6 
b7C 

16 



Can you forward tcj (and SAl tf you approve of this 

b6 
b7C 

This clears out 

b7A 

Aivd meeting tonight is a go so I am out of here 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

r (OS) (FBI) 

From: 
Sent: 
To: 

Cc: 
Subject: 

UNCLASSIFIED 
NON^RECÖRD 

](CyD)(CON) 
Monday. February 26. 2007 2:26 PM 

'FBm 

RE 
l Ô S Ï Ï F B n 

2 
] (OS)(FBI) ; [ 

](S) 

2CI) 
be 
b7C 

b l 

FYI, none of the IP's listed below or from the Gam Reports appear on the Daytona Beach Drive. 

—Original Message-
From: I 
Sent: 
To: 
Cc: 
Subject: 

Z ] (a)(FBI) 
Friday, February 23. ZPQ7 3:39 PM 

'(re) (FE 
rosvFBn: 

TO (FBDL 
CyD) (CON) 

3(a)(i FBI) 

UNCÔ»8gÎFIED 
NOfi-REC&RP" 

(S) 
b l 

DATE: 08-21-2008 
CLASSIFIED BY 60322uclp/stp/rds 
REASON: 1.4 (c) 
DECLASSIFY ON: 08-21-2033 

Excellent. 
b6 
b7C 

] i s going to be getting the paperwork to AOL on this as I am going on TDY for the next week. 

Thanks very much, 

1 = 1 

—-Original Message 
From: I 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

J(OS) (FBI) 

(S) 
Sent: Friday, February 23, 2007 3:10 PM 
Tos I Ifen (FBn:l~~~ 
Cc: L rnSVFRTH 
Subject; 

1(Q)fFBI) 
(Cyb) (CÔN) 

j(a>(FBi) 

b l 
17 



UNCLÀ&SÎFIED j à E C ^ Ë Ï " -
NON4*ECÌ3RD" b6 

b7C 

! think I I left you a phone message, but I wanted to send the connection info to you through email as well. 

U N C L A S P E D 

UNCLASSIFIED 

From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON^RECORP" 

JCD(FBI) 

b6 
*b7C~ 

Monday. February 26. 2007 6:48 AM 
I , IfOSHFBH 
RB (S) b l 

D e a r f l . 

A 2703F letter went out on Friday. A GJ Subpoena has been requested today. 

Best wishes, 

Desk 
Nextel 
Direct connect 

b6 
b7C 

18 



—Original Message-
From: I 
Sent: 
To: 
Cc: 
Subject: 

UNCBTFDIFIED 
NOFT-REFCORD" 

](OS)(FBI) 
Frirfav. Fphn 2007 3:10 PM 

rcn CFBnf 
IQSKFBÏÏT 

îê&F̂ I 

l a ™ ! 
|(CyD) (CON) 

](CI)(FBI) 

(S) 

h 6 
b7C 

b l 

I think[ 

b6 
b7C 

you a phone message, but I wanted to send the connection info to you through email as well. 

UNCLASSIFIED 
y \ — 

UNCLA^ ÎFIED 

From: 
Sent: 
To: 

Cc: 
Subject: 

UNCLASSIFIED 
N O N R R Ë C Q R D " 

m m , 

[ 
/FBI) 

~J(CI)(FBI) 

](OS)(FBI); 
3.39 PM 

RB 
I bs ï ïFBPf 

b6 
b7C 

](CI)(FBI)j (CD 

](CyD)(CON) 

b l 

f S ) 
Excellent. b6 

b7C 
] i s going to be getting the paperwork to AOL on this as I am going on TDY for the next week. 

Thanks very much, 

19 



IS) 

—Original Message— 
From: 
Sent: 
To: 
Cc: 
Subject: 

PS) (FBI) 
hwttv. l-ebmarv ^ L £ t l 

UNCfeÄSSlFIED 
NOyj-RfeCORP" 

ÎOHFBDÎ 

X 
I(a)(FBI)j[ 

l(CyD) (CON) 
](Q)(FBI) 

h 6 
b7C 

bl 

lleft you a phone message, but I wanted to send the connection info to you through email as well. 

UNCLASSIFIED 
be 
b7C 

I O S I M . 

From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON*FTFCCORD~ 

](CI) (FBI) Thnrorlow Canon i OO fftt) J 5:18 PM 
{OS) (FBI) 

b l 

Dear | | 

Excellent work. I look forward to your full report. 

Best wishes, 

SAL 
Desk 
Nextel 
Direct connect 

b6 
b7C 

20 T 



b 6 
b7C 

(S) 

—Original 
From: 
Sent: 
To: 
Cc: 
Subject: 

r lessaos 

. Thursday. Februji 
JOS) (FBI) 

iry 22, 2007 3:17 PM 
^¿¿ZcBni ' rayFBn:[ 
—.JosxFBnl l(i 

UNCLASSIFIED 
NOWftEteORD* 

L\ü) (LÖH) 
3ci)(FBI) b l 

Hi Guys, 

Below are the most recent reports completedy by| | They are from 2/20 and according tol I there hasn't 
been any new activity since then. 

Now thai |and| jare back in town, they are going to take over the oversight, so please 
start directing your correspondence their way. I've spoken with them and they know what we've been doing. I'm still 
here if you have any questions about what we've been doing for the past week. I believe the search warrant expires 
soon, so I don't know if there will be any more data for us to look at with regard to the EC lead you sent anyway. Good 
luck with your investigation. 

(S) 

bl 
b2 
b7E 
b6 
b7C 



+++++++++++++++++++++++++++++++++++++++++++++++++++++++ 

(S) 

hl 
h2 
b7E 
b6 
b7C 

UNC IFIED h6 
b7C 

UNCLASSIFIED 

l(0SHFBI) 
From: 
Sent: 
To: 
Cc: 

Subject: 

UNCHTÓSIFIEP NON^RE&ORD" 

C I (OS) (FBI) 

(S) 

Thursday. February 22,2007 3:17 PM 
I I'nn ffRiy fog^Fsn: ](CI)(FBI){; 

jCyD) (CON) 
](CI)(FBI) 

bl 
he 
hlC 

Hi Guys, 

Below are the most recent reports completedy by 
been any new activity since then. 

They are from 2/20 and according tcj | there hasn't 

Now that. ]an<£ ]are back in town, they are going to take over the oversight, so please start 
directing your correspondence their way. I've spoken with them and they know what we've been doing. I'm still here if you 
have any questions about what we've been doing for the past week. I believe the search warrant expires soon, so I don't 
know if there will be any more data for us to look at with regard to the EC lead you sent anyway. Good luck with your 
investigation. 

• 
22 



b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

23 



(S) 
Regardless, I thought I'd make you aware of this anyway. 

b i 
b2 
b7E 

c 

UNCLASSIFIED 
X X 

](OS) (FBI) 

From: 
Sent: 
To: 
Subject: 

1 (OS) (FBI) 
Tuesday Fphriiarv 90 2007 2:21 PM Eli FBI) 

<3) 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD~ / \ 

HI Guys, 

~ 3 C . ) ( F B . ) [ 

"b6 " 
b7C 

]ci)(FBI) 

b l 

b l 
b2 
b7E 

(S) 

Here's the report for today: 

, b6 
^ Ps. I'm heading out right now, but feel free to try me on my cell if you need anything or have any questions | b 7 c 

+ + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + 

b l 
More logs were deposited yesterday and today. Here's a summary of the b2 
new things. b7E 

(S) 

24 



(S) 
b l 
h 2 
hlE 

b l 
b2 

J « b 7 E 

b2 
b7E 
(S) 

S ^ É T 



SENSITIVE BUT UNChA^SIFIED 

\ o 8 ) (FBI) 
b6 
b7C 

From: 
Sent: 
To: 
Subject: 

SENSITIVE BUT UNC 
NON-RECORD 

] (CI) (FBI) 
Tuesday, February 20, 2007 10:15 AM 

^ n s w P R n 
REl (S) b l 

Dear| | 

Good deal. Please keep me informed. 

Best wishes, b6 
b7C 

Desk ' 
Nextel 
Direct connect 

—Original t̂ essaofis 
From: 
Sent: 
To: 
Subject: R! 

](OS) (FBI) 

h 6 
b7C 

luesdav. February 2007 9:20 AM 
Ifrn fEBtt 

SENSITIVE BUT UNC 
NON-RECORD 

Ch^KaÌFIED (S) bl 
b2 
b7E 

(S) 

—Original Message— 
From: 1 I r a rFBn b6 
Sent: Tuesday, February 20,2007 7:49 AM b 7 C 
To: | |(OS) (FBI) 



Subject: R| 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD" / \ 

3(Si 
b l 

Pearl | 

Best wishes, 

I haven't had a chance to look at it yet. 

(S) 

Desk 
Nextel 
Direct connect 

b6 
b7C 

(S) 

—Original Messapa 
From; 
Sent: 
To:R 

[OS) (FBI) Rlflav. R»hmarvl7r7fl07 S:(14 PM 
Subject: 

SENSITIVE BUT UNÒtAS^ÌFIED 
NON-RECORD 

] (A)(FBI) b l 

• 
b6 ' 
b7C 

Here's the report we discussed on the phone. I hope you find it useful. Have a good weekend and we'll talk tc1 
you on Tuesday. 

1 = 1 

bl 
b2 
b7E 

( S J 

77 



SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED SLÀSStÉlEI 

SENSITIVE BUT UNCLASSIFIED 
7 \ 



SENSITIVE BUT UNCLASSIFIED 

(OS) (FBI) 

From: 
Sent: 
To: 
Subject: 

[ 
RE 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

JNCfcAgSIFI 

Dearj | 

Best wishes, 

] (C I ) (FBI) 
fC 
lii 

Ti incria» F a h n . g r » I t i 0AH7 J J Q A M 
/cpi\ 

<S) 

*b6 " 
b7C 

bl 

SAl 
Desk 
^extel 
Direct connect 

Desk 
^extel 
Direct connect 

b6 
b7C 

I haven't had a chance to look at it yet. 

(S) 
DATE: 08-27-2008 
CLASSIFIED BY 60322uclp/stp/rds 
REASON: 1.4 (c) 
DECLASSIFY ON: 08-27-2033 

b6 
b7C 

—Original Message— 
From: | 
Sent: Friday. February 16, 2007 5:04 pm 
To: .' imreRnJ 
Subject: 

" • ( O S ) (FBI) 
T5T500 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD / \ 

r j a ) ( F B I ) ; [ Ja)(FBi) 
bl 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

b6 
b7C 

Here's the report we discussed on the phone. I hope you find it useful. Have a good weekend and we'll talk to you on b l 
Tuesday. fa 2 

b7E 

(S) 

25 
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ICLÂ StFIED SENSITIVE BUT UNC 

SENSITIVE BUT UNCLASSIFIED 

](OS) (FBI) 

From: 
Sent: 
To: 
Subject: 

C sfllïTïETOi 

RE 

(CI) (FBI) 
>007 10:59 AM 

(OS) /FBI) 

] ( S ) 
SENSITIVE BUT UNCÌÌASÉLFIED 
NON-RECORF / \ 

-b6 
b7C 

bl 

Pearl | 

Great work. This was exactly what I was looking for. As you can see from the date time on this message, I'm in here on 
Sunday. Thanks for finishing it up on Friday. 

DATE: 08-27-2008 
Best wishes, CLASSIFIED BY 60322uclp/stp/Eds 

REASON: 1.4 (c) b6 
° A DECLASSIFY OH: 08-27-2033 b7C 

Desk 
Nextel 
Direct connect 

Jos) (FBI) 

t s > 
—Original Message— 

From: I 
Sent: Fririav Fphri larv 1 fiJ 2007 5:04 PM r 

To: Ifrn tcptij l(g)(FBI)j_ 
Subject; 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD \ 

CZ2 

](Q)(FBI) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

bl 

b6 
b7C 

Here's the report we discussed on the phone. I hope you find it useful. Have a good weekend and we'll talk to you on 
Tuesday. b l 

• b2 
b7E 

31 



b l 
b2 
b7E 

bl 
b2 
b7E 

(S) 

JÍ 



bl 
b2 
b7E 

ICÈASSÌFÌEI SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

](0S) (FBI) 

From: 
Sent: 
To: 
Subject: 

JOS).(FBI) 

(S) 
Friday. February 16. 2007 5.Q4 PM 

SENSITIVE BUT UNCBFTS Ì̂FIED 
NON-RECORD 

](CI)(FBI); 

DATE: 08-27-2008 
CLASSIFIED BY 60322uclp/stp/rds 
REASON: 1.4 (c) 
DECLASSIFY ON: 08-27-2033 

•b6 • 
b7C 

1CI)(FBI) 

bl 

,.b6 
Here's the report we discussed on the phone. I hope you find it useful. Have a good weekend and we'll talhb7c">u on 
Tuesday. ^ 

nn 

bl 
b2 
b7E 

33 ALL INF0RHATI0N CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



|(S) 
bl 
b2 
b7E 

(S) 
b l 
bZ 
b7E 

SENSITIVE BUT UNCLASSIFIED 

34 



From: 
Sent: 
To: 

Subject: 

UNCLASSIFIED NQN^RECORD" 

Jos) (FBI) 

•(CI) (FBI) 
Thursday. May 31. 2007 2:20 PM 

I tOS) (FBI) 
RE: SONY laptop 

b6 
b7C 

DATE: 08-27-2008 
CLASSIFIED BY 60322uclp/stp/rds 
PEAS Oil: 1.4 (c) 
DECLASSIFY ON: 08-27-2033 

Deai| | 

I'm not aware of any other drives for the Sony laptop computer. 

Best wishes, 

Desk 
Nextel 
Dirent nnnnert 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

b 6 
b7C 

Original Message— 
From: | |(OS) (FBI) b 6 

Senb Tuesday. May 77 7007 V.77 PM b7C 
To: 
Subject: ' SONY laptop 

j a ) (FBI) 

UNCL^SStFIED 

2 



ìmm. 
From: I IfOSl (CON) 
Sent: , Thursday. Mav 31. 2QQ7.12:59 PM 
To: I HQS) (FBI) 
Subject: RE: EC to close RFA 1319 

UNCLASSIFIED 7Z 
NON-RECORD 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 

EC uploaded serial 63 and 32 DATE 08-27-2008 BY 60322ucip/stp/rds 

i * 6 1 
Management Assistant 

• Special Technologies Operations Unit 

The information in this report is for lead purposes only and may not be used as the basis for any criminal legal process, 
including, but not limited to, subpoenas, affidavits/warrants, grand jury presentation, motion hearings, defense discovery or 
trial. No part of this report may be disclosed to any third party without the express written consent of FBI/ST AS. For 
assistance in alternative methods to enable use of this information in a criminal legal process, please contact ST AS at| ~ | 

—-Original Message-— 
From: | |(OS) (FBI) 
Sent: Wednesday. Mav 30. 2007 4:59 PM 
To: I [OS) (CON) b6 
Subject: EC to dose RFA 1319 b7C 

UNCLASSIFIED 
NON-RECORD 

This is the RFA you opened wherl Iwas standing by. We never made an RFA folder for it - he just took the 
EC and media with him. Can you make an RFA packet to put this stuff in. I'll give you all the materials and I'll set it to 
resolved so you can close it once it has been approved. Thanks, 
J 

« File: EC to cover lead in RFA 1319.wpd » 

UNCLASSIFIED 

UNCLASSIFIED 

2 



From: 
Sent: 
To: 

Subject: 

UNCLASSIFIED NON^ECQRD" 

SEERS: 

M m . 

E 
Tuesday. May 

](OS) (FBI) 
007 2:59 PM 

CI) (FBI) 
Preliminary findings 

DATE: 08-27-2008 
CLASSIFIED BY 60322uclp/stp/rds 
REASON: 1.4 (c) 
DECLASSIFY ON: 08-27-2033 b6 

b7C 

Sorry I can't remember who else was watching over this case while you were out or I would have sent the info to him as 
well. I'll leave you a message on your cell too in case you can't check your FBINET email. 

bl 
b2 
b7E 
b6 
b7C 

UNCLASSIFIED 

From: 
Sent: 
To: 
Cc: 
Subject: 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

(S ) 
l(OS) (FBI) 

Ä RFITI R N Ä CTHI 
3CI) (FBI) 
• 2QQ7 3:01 PM 
- , KOS) (FBI) 
JCÌHFBI) 

RE: Hard Drive shipped Fed Exp b6 
b7C 

UNCLASSIFIED 
NON-RECORD 

Great. Thanks for the follow up! T 
;—Original Message 

From: | 
Sent: 
To: 
Cc: 
Subject: 

Monday. Mav 21.2007 2:58 PM 
10 

l(OS 
37 2: 

(OS) (FBI) 

KCl) (FBI) 
J« ](CI) (FBI) 

RE: Hard Drive shipped Fed Exp 

UNCLASSIFIED 
NON-RECORD 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 08-27-2008 BY 60322uclp/stp/rds 

Got the drive today and the engineer has it as of now. Thanks 
• 

—Original Message— 
From: | |ci) (FBI) 
Sent: Friday, May 18, 5007 5:13 PM 

2 



; E J(OS) (FBI) 
t a ) (FBI) 

To: 
CC! 
Subject: Hard Drive shipped Fed Exp 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

Please be advised that as requested under Case ID I 
]was shipped to STAO to the attention of|_ 

b7A 
Jjy Fed Express 7149 8736 4505, and you 

should receive it Monday morning. 

Sorry for the delay, things suddenly got very busy and I failed to ship it out prior to going to an in-service at QT. 

If you have any questions, please let me know! 

ECT CI Division 
office 

b6 
b7C 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

(OS) <FBI> 
From: 
Sent: 
To: 
Cc: 
Subject: 

](CI)(FBI) 
J 3 -

M 
Friday. Mav 18. 2007 5: J 3 PM 

(OS) (FBI) 
n P H F B I ) 

Hard Drive shipped Fed Exp 

b6 
b7C 

UNCLASSIFIED 
NON-RECORD b7A 

Please be advised that as requested under Case ID| I 
]was shipped to STAO to the attention of! I by Fed Express 7149 8736 4505. and you should receive it 

Monday morning. 

Sorry for the delay, things suddenly got very busy and I failed to ship it out prior to going to an in-service at QT. 

If you have any questions, please let me know! 

FHT HI Division 
office J 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 08-27-2008 BY 6Q322uclp/stp/rds ;b6 

b7C 



desk 
cell 

UNCLASSIFIED 

b6 
b7C 

5 



1 2 2 1 m . 
h 6 

From: CZZZZZZZZlOS) (CON) b 7 c 
Sent: Thursday. April 12.2007 9:05 AM 
To: I IfOS) (FBI) 
Subject: RE: Soft copy of EC to CINCINATTI 

UNCLASSIFIED 
NON-RECORD 

J, 

EC uploaded, serial 59. Please ensure lead is covered in ACS. 

Thanks. 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 08-27-2008 BY 60322uclp/3tp/Eds 

The information in this report is for lead purposes only and may not be used as the basis for any criminal legal process, 
including, but not limited to, subpoenas, affidavits/warrants, grand jury presentation, motion hearings, defense discovery or 
trial. No part of this report may be disclosed to any third party without the express written consent of FBI/ST AS. For 
assistance in alternative methods to enable use of this information in a criminal legal process, please contact ST AS at! ~1 

VR, 
, I 

Management Assistant 
Special Technologies Operations Unit 

—Original Message— 
From: I I (OS) (FBI) 
Sent: Wednesday. Aoril 11. 2007 11:03 AM 
To: I TPS) (CON) 
Subject: Soft copy of EC to CINCINATTI 

UNCLASSIFIED 
NON-RECORD 

« File: EC to Cincinnati re CIPAV data.wpd » 

UNCLASSIFIED 

UNCLASSIFIED 

2 


